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Performance Troubleshooting and Fine-

Tuning

Redis Instance Connection Failure
Last updated�2023-04-21 10:58:52

Issue

Issue 1 : Use a CVM instance to connect to a TencentDB for Redis instance at the private network address 

automatically assigned by the system as instructed , but the connection fails.

Issue 2 : Log in to the TencentDB for Redis console, go to the instance list, click Log In in the Operation column of 

the target instance to redirect to DMC, connect to the instance, but the connection fails.

Possible Causes

There is a problem with the port.

There is a problem with the password.

There is a problem with the network.

There is a problem with the security group.

The maximum number of connections has been reached.

Memory or shards have been used up.

A high-availability (HA) switch occurred, the database service became unavailable, a read-only replica switch 

occurred, or the read-only replica service became unavailable, etc.

Troubleshooting

Step 1. Run  telnet  to check whether the Redis port can be accessed normally 

Run  telnet  in the command line tool to narrow down the cause of the error:

https://console.tencentcloud.com/redis
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[root@VM-4-10-centos ~]# telnet 10.x.x.34 6379

Trying 10.x.x.34...

Connected to 10.x.x.34.

Escape character is '^]'.

As shown above, if the result indicates that the connection is successful, the TencentDB for Redis instance can be 

accessed normally.

Step 2. Troubleshooting the password 
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Run the  info  command. If the following information is displayed, the password of the TencentDB for Redis 

instance is correct.

[root@SNG-Qcloud /data/home/rickyu]# redis-cli -h 10.x.x.34 -p 6379 -a password

10.x.x.2:6379> info cpu

# CPU

used_cpu_sys:1623.176000

used_cpu_user:4649.572000

used_cpu_sys_children:0.000000

used_cpu_user_children:0.000000
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If  NOAUTH Authentication required.  is displayed, the password is incorrect.

10.x.x.31:6379> info memory

NOAUTH Authentication required.

10.x.x.31:6379> 

Log in to the TencentDB for Redis console and click an instance ID in the instance list to enter the instance details 

page, where you can reset the password. For more information, see Managing Account.

Step 3. Troubleshoot the network

https://console.tencentcloud.com/redis
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To connect over the private network, the CVM and TencentDB instances must be under the same account and in the 

same VPC, or both in the classic network. The connection will fail in the following conditions:

If the CVM instance is in a VPC, while the Redis instance in the classic network, we recommend that you switch the 

network type of the Redis instance from classic network to VPC. 

If the Redis instance is in a VPC, while the CVM instance in the classic network, we recommend that you switch the 

network type of the CVM instance from classic network to VPC. For more information, see Switching to VPC.

If the CVM and TencentDB for Redis instances are in different VPCs in the same region, we recommend that you 

migrate the Redis instance to the VPC of the CVM instance. For more information, see Changing Network.

If the CVM and TencentDB for Redis instances are in different VPCs in different regions, we recommend that you 

create a CCN between the two VPCs.

If the CVM and TencentDB for Redis instances are in different VPCs under different accounts, we recommend that 

you create a CCN between the two VPCs.

Step 4. Troubleshoot the security group

The CVM instance cannot connect to the TencentDB for Redis instance if their security groups are incorrect.

Incorrect CVM security group configuration 

To use the CVM instance to access the Redis instance, you need to configure an outbound rule in the security group 

of the CVM instance. If the target of the outbound rule isn't "0.0.0.0/0" and the protocol port isn't "ALL", the 

IP and port of the Redis instance should be added to the rule.

1. Go to the Security Group page in the CVM console, find the security group bound to the CVM instance in the 

security group list, and click its name to enter its details page.

2. On the Outbound rule tab, click Add Rule.

Type: Select Custom.

Target: Enter the IP or IP range of your Redis instance.

Protocol Port: Enter the private network port of the Redis instance.

Policy: Select Allow.

Incorrect Redis security group configuration 

To use the CVM instance to access the Redis instance, you need to configure an inbound rule in the security group 

of the Redis instance. If the source of the inbound rule isn't "0.0.0.0/0" and the protocol port isn't "ALL", the 

IP and port of the CVM instance should be added to the rule.

1. Go to the Security Group page in the CVM console, find the security group bound to the Redis instance in the 

security group list, and click its name to enter its details page.

2. On the Inbound rule tab, click Add Rule.

Note that you also need to open the IP and port of the Redis instance in the inbound rule.

Type: Select Custom.

Source: Enter the IP or IP range of your CVM instance.

https://www.tencentcloud.com/document/product/213/20278
https://cloud.tencent.com/document/product/239/30910#.E6.9B.B4.E6.8D.A2-redis-.E7.BD.91.E7.BB.9C
https://cloud.tencent.com/document/product/877
https://cloud.tencent.com/document/product/877
https://console.tencentcloud.com/cvm/securitygroup
https://console.tencentcloud.com/cvm/securitygroup
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Protocol Port: Enter the private network port of the Redis instance.

Policy: Select Allow.

Notes:

TencentDB for Redis uses private network port 6379 by default and supports customizing the port. If the default port is 

changed, the new port should be opened in the security group.

If the default port 6379 of the Redis instance is used, it should be opened in the inbound rule of the Redis security 

group.

Step 5. Check whether the memory or shards are used up

If the business reports the following error message:
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"-READONLY You can't write against a read only slave.\\r\\n"

Log in to the TencentDB for Redis console, find the target instance in the instance list, click the instance ID to enter the 

System Monitoring page, and select Memory Utilization in the Metric drop-down list to view the memory 

utilization of the instance.

Expand the capacity immediately as instructed .   

Modify the database eviction policy as instructed . In Parameter Settings, set the  maxmemory-policy  

parameter to  allkeys-lru  or  volatile-lru .   

Notes:

https://console.tencentcloud.com/redis
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Instance data may be lost if the  allkeys-lru  eviction policy is adopted. Assess the impact before doing so.

Step 6. Check the connection quota

The Connection Utilization metric refers to the ratio of the number of TCP connections from the client to the 

instance to the maximum number of connections to the instance. If this metric stays high, the current database 

connection quota is insufficient, and the maximum number of connections needs to be adjusted.

Issue

1. Log in to the TencentDB for Redis console.

2. Above the Instance List on the right, select the region.

3. In the instance list, find the target instance.

4. Click the instance ID in blue to enter the Instance Details page. Then, click the System Monitoring tab and 

select the Monitoring Metrics tab to view the monitoring data.

5. In the View drop-down list, select Instance Monitoring, and select Connection Utilization for Metric to check 

whether its value stays high.

Solution

Adjust the maximum number of connections.   

Step 7. Check whether any of the following occurred: HA switch, unavailable database 

service, read-only replica switch, or unavailable read-only replica service 

If you find that the connections are abnormal, there are a large number of access errors and slow queries, and you 

receive event alarms from CM at a certain time point, an abnormal event has occurred.

References

Viewing the network type and VPC information 

To enable connection between CVM and TencentDB for Redis instances over private network, they must be under the 

same account and in the same VPC, or both in the classic network.

Notes:

If the Network fields in the instance lists both show Classic Network or VPC, it means that the networks of the CVM 

and TencentDB for Redis instances are of the same type.

If the Network fields in the instance lists both show the same VPC (in the same region), it means that the CVM and 

TencentDB for Redis instances are in the same VPC.

Viewing the CVM network type

Log in to the CVM console and view the network information in the instance list.

https://console.tencentcloud.com/redis
https://console.tencentcloud.com/cvm/instance


TencentDB for Redis

©2013-2022 Tencent Cloud. All rights reserved. Page 12 of 15

Viewing the Redis network type

Log in to the TencentDB for Redis console and view the network information in the instance list.

Enabling public network access 

TencentDB for Redis now allows you to manually enable public network access in the console, so that instances can 

be accessed over the public network. 

https://console.tencentcloud.com/redis
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High CPU Utilization
Last updated�2023-03-14 15:43:30

Issue

Issue 1: You received an alarm about high CPU utilization.

Issue 2: The value of the CPU utilization metric was high.

Issue 3: The overall throughput became lower and the response slower.

Possible Causes

Commands with high time complexity

High load, such as frequent access to hot keys

Connections that are established frequently

Abnormal access

Solutions

1. Optimizing your business

1.1 Go to the System Monitoring tab in the TencentDB for Redis console to check whether QPS (Queries per 

Second) is high and whether there are unexpected hot keys.

1.2 Optimize your business logic after troubleshooting abnormal access. For example, optimize commands with high 

time complexity, hot keys, and non-persistent connections. If the problem persists, upgrade the instance.

2. Upgrading the instance

If the read load is heavy, you can add replicas to share the read load. Confirm that your business allows inconsistent 

data before enabling read/write separation, because after it is enabled, inconsistent data may be read from the replica 

node and the master node (the replica node lags behind the master node).

If the write load is heavy, you can upgrade the instance from standard architecture to cluster architecture to improve 

the processing power of CPU. Before the upgrade, you need to check the compatibility. For more information, see 

Check on Migration from Standard Architecture to Cluster Architecture.

Troubleshooting

Optimizing your business

https://www.tencentcloud.com/document/product/239/37594
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1. Log in to the TencentDB for Redis console and click an instance ID in the instance list to enter the instance 

management page.

2. On the System Monitoring tab, check whether QPS is high or whether there are unexpected hot keys.

3. After troubleshooting abnormal access, optimize your business logic:

Hot keys: You can split hot keys of complex data structures into several new keys and distribute them across Redis 

nodes to reduce the pressure. For example, if a two-level hash hot key has a lot of hash elements, you can split it.

Big keys: If the value is too large, you can split the object into multiple key-values so that multiple Redis nodes will 

share the pressure. If there are too many keys, you can store multiple keys in a hash structure.

Instance upgrade

Heavy read load

Add replicas and enable read/write separation to share the read load.

Notes

Confirm that your business allows inconsistent data before enabling read/write separation, because after it is enabled, 

inconsistent data may be read from the replica node and the master node (the replica node lags behind the master 

node). For more information, see Changing Instance Specification.

1. Log in to the TencentDB for Redis console, find the target instance in the instance list, and select Configure > Add 

Replica in the Operation column.

2. In the pop-up window, adjust the configuration and click OK.

3. Return to the instance list. After the instance becomes Running in the status , you can use it normally.

Heavy write load

Cluster Architecture

Log in to the TencentDB for Redis console, find the target instance in the instance list, and select Configure > Add 

Shard in the Operation column.

Notes

After the configuration is adjusted, the instance will be charged at the price of the new configuration.

When shards are added, the system will automatically balance the slot configuration and migrate data, which may fail 

in rare cases. We recommend that you perform such operations during off-peak hours to avoid the impact of migration 

on business access.

Add shards as needed: Each shard supports a QPS of 80,000 to 100,000.

Standard Architecture

Upgrade the instance from standard architecture to cluster architecture to improve the processing power of CPU. 

Before the upgrade, you need to check the compatibility. For more information, see Check on Migration from Standard 

Architecture to Cluster Architecture.

https://console.tencentcloud.com/redis
https://www.tencentcloud.com/document/product/239/31935
https://www.tencentcloud.com/document/product/239/31934
https://console.tencentcloud.com/redis
https://console.tencentcloud.com/redis
https://www.tencentcloud.com/document/product/239/37594
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1.1 Log in to the TencentDB for Redis console and click an instance ID in the instance list to enter the instance details 

page.

1.2 In the Specs Info section, click Upgrade Architecture.

1.3 After the upgrade is completed, go to the instance list and select Configure > Add Shard in the Operation 

column.

https://console.tencentcloud.com/redis

