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Mobile App Performance Monitoring
Overview

Last updated : 2024-05-14 12:36:06

Overview

Mobile App Performance Monitoring is a comprehensive tool for positioning, detecting app performance, and user

experience, automatically analyzing suspicious performance defects in multiple dimensions. It helps you accurately

measure the app performance and discover various issues with low cost and high efficiency.

App Monitoring Feature Description

Feature
Name

Crash

Startup

Latency

ANR

Network

WebView

Description

By aggregating key characteristics of individual crash cases, it facilitates the locating and
analysis of the root cause.

Supports startup metric analysis such as startup duration and slow startup percentage, allowing
you to locate and analyze the root cause of slow startups through the slow startup issue list.

Metrics like smoothness help you analyze the performance of app pages.

Multi-dimensional restoration of the real experience of online users. It collects ANR issues
encountered during the real use of the app and the thread stack information upon the
occurrence of the issue to extract key features for clustering.

Supports network problem analysis based on request duration, slow request proportion,
network error rate, and other metrics.

Supports WebView metric analysis based on page load time, slow loading proportion, and JS
error rate, and dives into WebView and JSError issues through the issue list.

Data Storage Description

Individual case data (slow startup and requests): stored for 60 days

15-minute metric data (metric analysis interface): stored for 30 days
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1-hour metric data (metric analysis interface): stored for 30 days
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Access Guide
Android Use Cases
Integration and Initialization

Last updated : 2024-05-14 12:36:06

Overview

This document guides you through integrating and initializing with the Android SDK.

Directions

Step 1: Configure Gradle integration.

1. Add Maven dependency in the project-level build.gradle.

i. Add buildscript and allprojects (For Gradle 7.0 and later, adding allprojects is not necessary).

Configuration for Gradle 7.0 and earlier is as follows:

©2013-2022 Tencent Cloud. All rights reserved.
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> I app Gradle files have changed since last project sync. A project sync may be necessary for the IDE to work properly.
v & Gradle Scripts

& build.gradle (Project: Vy_A

& build.gradle

il gradle-wrapper.properties

& proguard-rules.pro

| gradle.properties google()

& settings.gradle jcenter()

il local.properties = maven { url
}

dependencies {

buildscript {
repositories {

classpath
classpath

plugins {
id version
id version

allprojects {
repositories {
google()
jcenter()
maven { url

Configuration for Gradle 7.0 and later is as follows:
Gradle 7.0 and later do not support allprojects. Maven dependency of allprojects must be configured in setting.gradle,

as shown below.

& Gradle Scripts
& build.gradle
@ build.gradle

pluginManagement {
repositories {

#, gradie-wrapper.properties gradlePluginPortal()
& proguard-rules.pro google()
i gradle.properties mavenCentral()
# settings.gradle (Project Settings) maven { url
1l local.properties
]
dependencyResolutionManagement {
.set(RepositoriesMode.FAIL_ON_FROJECT_REFDS)
repositories {
google()
mavenCentral()
maven { url

include

Refer to the code:
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maven {url'https://gapm—-maven.pkg.coding.net/repository/gapm_sdk/android_release/"'}

ii. In buildscript, com.android.tools.build:gradle:*.*.*  should be filled in with your Gradle plugin

version, as shown below.
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buildscript {
repositories {
google()

jcenter()
maven { url
}
dependencies {
classpath
classpath

Note:

Tencent Cloud Observability Platform

1. The Gradle version and Gradle plugin version can be viewed in the menu file > project structure, as shown below.

Android Gradle Plugin Version

7.2.2

Gradle Version

73.3

Project Structure

2. The corresponding relationship between Gradle and Gradle plugin is as shown below.

©2013-2022 Tencent Cloud. All rights reserved.
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plugin version minimum required Gradle version
8.1 8

8 8

7.4 7.5

7.3 7.4

7.2 7.3.3

7.1 7.2

7 7

4,20+ 6.7.1

2. Introduce the module in the app's build.gradle (For studio 3.0 and earlier, use the compile reference
header).

[®] Project & build.gradle (:app)
v I MyApplication8 [My ApplicationB] ~ Gradle files have changed since last project sync. A project sync may be necessary for the IDE to work proper
> .gradle LA
> I idea }
v I app compileOptions {
> build sourceCompatibility JavaVersion.

> I libs targetCompatibility JavaVersion.
> M src

I> -gitignore

& build.gradle

& proguard-rules.pro

> I gradle

i .gitignore ) .
@ build.gradle implementation
i gradle.properties implementation
&% gradlew testImplementation
& gradlew.bat androidTestImplementation
fil local.properties androidTestImplementation

il gapm.properties implementation
@ settings.gradle

> Il External Libraries

dependencies {
implementation

> P Scratches and Consoles

Refer to the code:
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implementation 'com.tencent.gapm:gapmsdk:5.3.9-pub'

3. Introduce Kotlin dependencies.

i. Add the following code under the project-level build.gradle:
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gradle
> M idea
:.apZqu buildscript {
> B libs ext.kotlin_version =
> M s repositories {
5 .gitignore google()
% build.gradle jcenter()
& proguard-rules.pro maven { url
> M gradle }
i .gitignore
# build.gradle
il gradle.properties
&5 gradlew : :
& gradiew.bat classpath $kotlin_version
i} local.properties
Pl gapm.properties
& settings.gradle

dependencies {
classpath
classpath

Refer to the code:
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ext.kotlin_version = '1.3.41"

classpath "org.jetbrains.kotlin:kotlin-gradle-plugin:$kotlin_version"

ii. Add the following code to the app's build.gradle:
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app lv
apply
apply

android {

compileSdkVersion

defaultConfig {
applicationId
minSdkVersion
targetSdkVersion

Refer to the code:
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apply plugin: 'kotlin-—-android'

apply plugin: 'kotlin-android-extensions'

4. Add the following configuration in the project-level build.gradle file.
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B -

for the IDE to

buildscript {
ext.kotlin_version =
repositories {
google()
jcenter()
maven { url

dependencies {
classpath

-~

classpath
classpath $kotlin_version

Refer to the code:
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classpath 'com.tencent.gapmplugin:gapm-plugin:2.39"'

5. Add the following configuration in the app's build.gradle file.

Refer to the code:
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apply plugin: 'gapm-plugin'
QAPMPluginConfig{
// Optional, and empty by default. Enter attachBaseContext in the class where the

Note:

If items 4-5 are not configured, it will affect the data reporting of "App launch".

Step 2: Configure parameters.

1. Add the following permissions in AndroidManifest.xml.
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<!--Required for
<uses-permission
<!--Required for
<uses-permission

<uses—-permission

information reporting-->

android:name="android.permission.INTERNET" />

information collection-——>
android:name="android.permission.ACCESS_NETWORK_STATE" />
android:name="android.permission.ACCESS_WIFI_STATE" />

2. To avoid confusion with the SDK, add the following configuration in the app's proguard-rules.pro file:

©2013-2022 Tencent Cloud. All rights reserved. Page 19 of 74



@ Tencent Cloud Tencent Cloud Observability Platform

—keep class com.tencent.gapmsdk.**{*;}

# If network monitoring is needed, ensure okhttp3 is not obfuscated.
—keep class okhttp3.**{*;}

Step 3: Initialize the SDK.

1. Log in to TCOP console, navigate to the Mobile App Performance Monitoring page, select Application
Management > Application Settings, and then obtain the Appkey (reporting ID).
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Application Management

Business System Application Settings Allowlist Management

Business System: rum-lruQGZfQxnBZOK I RiiE  + Application Access
Application Name Report ID Application ID
IR - Android 7f7073be-4915 500347
= ¥5#%- android demo cdf07086-1034415 500348

Total items: 2

2. Copy the code below and modify some of the fields. The following items are mandatory interface settings; for
additional interface configurations, refer to the initialization interface analysis (Initializing QAPM in Application is

recommended).

©2013-2022 Tencent Cloud. All rights reserved. Page 21 of 74



@ Tencent Cloud Tencent Cloud Observability Platform

// Set the mobile phone model and device ID.

// Device identifier required, in the form of any string. deviceId (mandatory).

// The devicelId can be used to enable an allowlist, avoiding data sampling (Except
QAPM.setProperty (QAPM.PropertyKeyDevicelId, "Device identifier");

// The mobile phone model is required (mandatory) .

QAPM.setProperty (QAPM.PropertyKeyModel, "Enter mobile phone model");

// Set Application (mandatory).

QAPM.setProperty (QAPM.PropertyKeyAppInstance, getApplication());

// Set AppKey (mandatory, used to distinguish the reporting products. The value is
QAPM.setProperty (QAPM.PropertyKeyAppId, "YourAppKey");
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// Set the product version, which is used for background retrieval field (mandatory
QAPM.setProperty (QAPM.PropertyKeyAppVersion, "YourApp Version");

// Set the UUID to pull the obfuscated stack's mapping (mandatory. If QAPM Symbol T
// This variable is generated during the build time, ignore if it shows errors.
QAPM.setProperty (QAPM.PropertyKeySymbolId, BuildConfig.QAPM_UUID) ;

// Set the user ID, in the form of any string, which is used for background retriev
// The userId can be used to enable an allowlist, avoiding data sampling (except fo
QAPM.setProperty (QAPM.PropertyKeyUserId, "123456");

// Set the Log level (optional). For the production environment version, set it to
QAPM.setProperty (QAPM.PropertyKeyLogLevel, QAPM.LevelInfo);

// Set the QAPM external network reporting domain (required). Chinese Mainland: htt
QAPM. setProperty (QAPM.PropertyKeyHost, "https://app.rumt—-zh.com") ;

QAPM. setProperty (QAPM.PropertyKeyHost, "https://app.rumt-sg.com") ;

// Enable QAPM.

QAPM.beginScene (QAPM.SCENE_ALL, QAPM.ModeStable);

Note:

The AppKey can be obtained from the Mobile App Performance Monitoring > Application Management page
asin Step 1.

Crash and start data are reported in full, while other data is sampled due to its large volume, at a rate of 0.1% (one in a
thousand). To report all data, an allowlist can be enabled, and the app will change the sampling rate at the next start.
The preset userld or deviceld can be added to the allowlist through the Application Management page to enable the
allowlist.

Multiple processes need to initialize QAPM, separately.

Step 4: Access verification.

1. If the following log is printed, it indicates that the user has not been sampled, and the sampling rate needs to be

reset:

See TAG: QAPM_manager_QAPMLauncher
2. If the following log is printed, it indicates that the initial access succeeded. You can verify data reporting and try to

enable the advanced feature:
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See TAG: QAPM_manager_QAPMPIluginManager

Initialized Interface Analysis

API Name Parameter

key

QAPM.PropertyKeyLogLevel
public static
QAPM
setProperty(int
key, Stringvalue)
Functionality:
Set QAPM
parameters.

QAPM.PropertyNeedTranslate

public static
boolean
beginScene(String
sceneName, int mode
mode)

sceneName

©2013-2022 Tencent Cloud. All rights reserved.

Parameter
Description

Required. The
Key that needs to
be set.

Optional. Enable
log level. (ltis
recommended to
use
QAPM.LevelDebug
for Debug versions
and
QAPM.LevelWarn
for release
versions).

Optional. Whether
stack translation is
needed, which by
default is required.
If the apk is not
obfuscated, then
pass in 'false’.
Otherwise the
frontend may
display everything
as 'unTranslated'.

Required. Scene
name.

Required. The
feature to be

Notes

For official versions, it is recomm:
to enable QAPM.ModeStable; foi
development versions, QAPM.M:
is recommended.
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Functionality:
Enable monitoring.

QAPM.ModeStable

QAPM.ModeWebView

QAPM.ModedJsError

QAPM.ModeHTTPInWeb

QAPM.ModeHTTP

public static
boolean
endScene(String
sceneName, long
mode)
Functionality:
End monitoring
(Only effective for
frame drops and
interval
performance
collection).

sceneName

QAPM.ModeDropFrame

QAPM.ModeResource

©2013-2022 Tencent Cloud. All rights reserved.

enabled.

Optional. Enable
all features
(Recommended for
external releases.
Includes interval
performance,
crash, ANR,
WebView page
load, JsError, and
network).

Optional. Enable
WebView page
load monitoring.

Optional. Enable
WebView JS
exception
monitoring.

Optional. Enable
WebView network
monitoring.

Optional. Enable
network
monitoring.

Required. The
name of the scene
to be turned off
(Required to
correspond to the
beginScene).

Optional. Turn off
frame drop
monitoring.

Optional. Turn off
interval
performance
monitoring.

Tencent Cloud Observability Platform

By default, the ModeStable featu
enabled. You can add the neede:
features on ModeStable by using
operation, for example, to enable
and memory ceiling:
beginScene("Stable&Ceiling",
QAPM.ModeStable|
QAPM.ModeCeiling). The XOR ¢
can be used to exclude unneces:
features, such as disabling the n¢
QAPM.ModeStable*QAPM.Mod
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Others

Note:

When compiling and packaging the app through the gapm plugin, the app needs a UUID as the Build ID. If there is a
gapm.properties file in the project directory, and the value of the gapm_uuid property exists, this value will be used as
the Build ID; otherwise, the plugin will randomly generate a Build ID.

gapm-plugin Version 2.39 and earlier will report an IO Error during the app compiling process:

java.io.FileNotFoundException, gapm.properties (No such file or directory)

This error only occurs during compilation and does not affect the running of the app.
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Feature Configuration
Network Monitoring

Last updated : 2024-05-14 12:36:06

Enabling Feature

Network monitoring requires the use of the gapm-plugin for instrumentation and is by default inserted at various entry

and exit points of the network layer.

Prerequisites

A user allowlist or device allowlist, which is used to initialize the SDK, has been added through the Mobile App
Performance Monitoring > Application Management > Allowlist Management page.
The gqapm-plugin has been configured in the app-level build.gradle. See Integration and Initialization.

Currently, only okhttp3 monitoring is supported. The okhttp3 also requires okio version 1.14.0 or later.

Configuration Process

Add obfuscation rules in the proguard-rules.pro file in the app directory to prevent okitp3 code from being obfuscated.
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—keep class com.squareup.okhttp3.**{*;}

©2013-2022 Tencent Cloud. All rights reserved. Page 28 of 74



@ Tencent Cloud Tencent Cloud Observability Platform

v I app
build

libs

itignore

build.gradle

& proguard-rules.pro

Build Variants

Verifying Whether the Feature Is Working Properly

Retrieval tag:QAPM_manager_ QAPMPIluginManager

The log message that appears one minute after each network request indicates successful reporting of network data:

Ljava/net/InetAddress$InetAddressHolder; (unsupported, reflection, allowed)

2023-84-14 15:24:088.777 13236-13268/com.example.myapplication8 I/QAPM_DNS_HookUtils: hook success!

2023-04-14 15:24:088.780 13236-13268/com.example.myapplication8 I/QAPM_manager_QAPMPLuginManager:|stated module as Loope
LaunchMonitor: true, Anr: truve, BreadCrumb: truve, Resource: true, Java Crash: true, Http: true, DropFrame: true, WebVi

2023-84-14 15:24:08.782 13236-13268/com.example.myapplication8 I/QAPM_manager_QAPMPluginManager: QAPM SDK start success
< 193277767180, STARTED: 55838813788

Retrieval tag: [plugin::142]
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Lageat

0 HUAWEI AMG-ANDD

Note:

It requires the use of the gapm-plugin for instrumentation. Otherwise, it will not work.

The SDK is only responsible for capturing information related to network requests. The backend analyzes issue data,
such as slow requests (with the request time being greater than xxs) and network errors (with the request response
code being greater than 400).

Data can be viewed in Mobile Performance Monitoring > Network > Slow Requests and Error Requests List.

If the correct allowlist is not configured, the SDK will not enable network monitoring.
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WebView, JsError, and Web Network
Monitoring

Last updated : 2024-05-14 12:36:06

Enabling Feature

Initialization requires enabling WebView, JsError, and Web network monitoring. Below is how to enable these three

features based on Stable. The code is as follows:
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QAPM.beginScene (QAPM.SCENE_ALL, QAPM.ModeStable | QAPM.ModeWebView | QAPM.ModeJsErr

In addition, the following code needs to be configured:
WebView Monitoring requires enabling interaction with JavaScript. Call the following code during WebView

initialization to enable:
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WebSettings webSetting = webView.getSettings();
webSetting.setJavaScriptEnabled (true) ;

After WebView initialization, add a call interface channel for Java and JS. The purpose is to allow the JS layer to

obtain some configuration information from the Java layer:
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webView.addJavascriptInterface (QAPMJavaScriptBridge.getInstance (), "OQAPMAndroidJsBri

Add the following method in the WebView's shouldInterceptRequest code to intercept web-sdk and replace it with
local SDK resources. Make sure to call the following code at the earliest position in this callback.

If it is x5, use the following code:
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@Overridepublic
public WebResourceResponse shouldInterceptRequest (WebView webView, String s) {??27?
Object response = QAPMJavaScriptBridge.getInstance () .shouldInterceptRequestWith
if (response != null) 2272777
return (WebResourceResponse)response; 2?7
?2?7? )
return super.shouldInterceptRequest (webView, s);

??7 0}

If it is Native WebView, use the following code:
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@Overridepublic
public WebResourceResponse shouldInterceptRequest (WebView webView, String s) {2272
WebResourceResponse response = QAPMJavaScriptBridge.getInstance () .shouldInterce
if (response != null) 22727277
return response; ??°?
2?7 }
return super.shouldInterceptRequest (webView, s);

227 }

Add the following method in the WebView's onPageFinished code to inject JS script:
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webView.setWebViewClient (new WebViewClient () {
??? @Override
??? public void onPageFinished (WebView view, String url) {

2?22?7277 super.onPageFinished(view, url);

2?7 }

P
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Veriftying Whether the Feature Is Working Properly

Native WebView, JsError monitoring:

1. Include the following code in the code (for remote debugging purposes).

WebView.setWebContentsDebuggingEnabled (true);

2. Open Google Chrome, and enter chrome://inspect inthe address bar. In the devices that appear, click

inspect.
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@ Inspect with Chrome Develop: X +

&« - C @ ChromeII chrome:l/inspccllﬁdevices
2o [ ewoew ).. BN mm L TR ll-’.ll‘,‘-
DevTools Devices
SO Discover USB devices [ Port forwarding... ]
Pages

0 Discover network targets
Extensions

Open dedicated DevTools for Node

Apps

Shared workers Remote Target #LOCALHOST

Serviceworkers M| 5X #873598950604
Other

WebView in com.example.sdkapp (71.0.3578.99) trace

@sentry/browser SDK examples file:///android_asset/monitor.html

S0 3) size 1080 x 693
inspect | pause

sentry/browser
at (0, 371) size 1080 x 692
inspect pause

ile:///android_asset/monitor.html

3. Find the Console module query log. If web start success, vxxx Iisdisplayed, it indicates the WebSDK
inject succeeded.
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®C DevTools - file:///android_asset/a.html

) @
= C' filesifandrol | [y ﬂ Sources  Elements  Application  Lighthouse  Console  Security Metwork  Performance  Redux  Memory
® ©® ¥ Q | M Preservelog Disable cache Nothrotting v = | # %

Filter [[] Hide data URLs All [i-/5] JS CSS Img Media Font Doc WS Manifest Other [[] Has blocked cookies (| Blocked Reques

I 10ms 20ms 30 ms 40 ms 50 ms 60 ms 70ms B0 ms 90 ms

Recording network activity...

Perform a request or hit % R to record the reload.

Learn more
Console  What's New Search
[ ® top~v | @ | Filter No Issues
UAFF, LrdiiR=]5, Qdpmselrielug CoLLelLReESpooay 1duse
» 56 messages

QAPM, track-js, value is empty, sdk will not set wvalue collectRespBody false

L B 55 user messa... QAPM, track-js, gapmSetField allowHeaders » Array(@)
@ Noerrors QAPM, track-js, gapmSetField switch 193277767180
» A4 1 waming QAPM, track-js, gapmSetField ubsConfig
. {"sample_ration":1,"upload_cumulative":20@,"upload_interval":60000,"upload_type":"json","is_collect_data'
» @ 55info ncryption®:"true”,"max_report_count":10@}
#F No verbose QAPM, track-)s, gapmSetField usrConfig {“sample_ration":1,"max_report_count":1008}

QAPM, track-)s, gapmSetField webLaunchConfig
{"max_report_count":100,"sample_ration":1,"upload_cumulative":208@,"upload_interval" :60000, "upload_type":'
ryption":"false"}

QAPM, track-js, gapmSetField jserrorConfig
{"upload_interval":6000@,"upload_type":"json","1is_encryption":"false","max_report_count”:1@@,"sample_rat:
_cumulative":200}

QAPM, track-js, gapmSetField networkConfig
{"upload_interval":6@0008,"upload_type":"json","is_encryption":"false","max_report_count":10@,"sample_rat:
_cumulative":2@0}

QAPM, track-js, function switch is »Object

QAPM, track-js, document ready!!

QAPM, track-js, timing » Object

0APM, track-js, event »Object

QAPM, track-js, event »Object

QAPM, track—js{ web sdk start success,ISDK_VER: v5.1.13, app_key is 14
0APM, track-js, uploadWebLaunchData » Object

QAPM, track-js, customPageState stop

4. Check whether all features are reporting normally. Consider JsError reporting as an example, as follows:
Retrieval tag: [plugin::143].

The occurrence of a JsError, such as the following log message, indicates successful reporting of JsError data.

[plugin::143]

The other retrieval tags are as follows:

Page load: plugin::141 (reported immediately after each Web page load is complete).
Network request: plugin::154 (reported when there are network errors and slow requests).
Note:

1. To check whether WebView monitoring is normal, examine through browsers like Chrome for debugging.
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2. Page load is reported in the Issue Case Details only if the page load duration exceeds 3.5s.

3. Network requests are reported in cases of network errors and slow networks.
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Crash and ANR Monitoring

Enabling Feature

Initialization requires enabling Crash and ANR monitoring, which by default monitors Crash and ANR information.

// ModeStable mode by default includes Crash and ANR monitoring.
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QAPM.beginScene (QAPM.SCENE_ALL, QAPM.ModeStable);

QAPM provides APIs for uploading custom log files in case of crashes or ANRs, if necessary. An example is as

follows:

QAPM.setProperty (QAPM.PropertyExtraDatalistener, new IExtraDatalistener () {
// This callback is executed when an ANR occurs.
@Override
public List<String> onAnrExtraFileHandler () {
List<String> files = new ArrayList<>();

File[] fileArray = new File ("xxxx").listFiles();//Enter the folder name at
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for (File file : fileArray) {
files.add(file.getAbsolutePath());

}

return files;

}
// This callback is executed when a crash occurs.
@Override
public List<String> onCrashExtraFileHandler () {
List<String> files = new ArrayList<>();
File[] fileArray = new File("xxxx").listFiles();//Enter the folder name at

for (File file : fileArray) {
files.add (file.getAbsolutePath());

}

return files;

Veritying Whether the Feature Is Working Properly

Retrieval tag: QAPM_manager_ QAPMPIluginManager

stated module as Looper: true, WebVig
DropFrame: true, WebView: true,

2023-B4-14 15:24:B8.782 13236-13268/com.example.myapplication8 I/QAPM_manager_QAPMPluginManager: QAPM SDK start success! P2

193277767188, STARTED: 55838813788

2823-84-14 15:24:88.780 13236-13268/com.example. mvapp11P3tlenu I{OhPH manager_ QAPHP1ug1nH3n3ger
LaunchMonitor: true, Anr: true,|BreadCrumb: true, Resource: true, Java Crash: true, Http: true,

Retrieval tag: QAPM_crash
The following log message in case of crashes or ANRs indicates that QAPM has collected this exception:
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Logcat

[, Emulator Nexus_S_API_31 com.example.myapplication8 Verbose QAPM_

[}
@
o
et
~

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Calling collector com.

4 12429-12429/com. example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Collector com.tencent.

4 12429-12429/com. example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Calling collector com.

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Coll r com.tencent.

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Calling collector com.

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Collector com.tencent.

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Calling collector com.

12429-12429 /com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Collector com.tencent.

12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Calling collector com.

B 12429-12429/com.example.myapplication8 I/QAPM_crash_CustomDataCollector: don't need extra file

B 12429-12429/com.example.myapplication8 I/QAPM_crash_data_CrashReportDataFactory: Collector com.tencent.

12429-12429/com.example.myapplication8 I/QAPM_crash_util_ProcessFinisher: Finishing activities prior to

12429-12429/com.example.myapplication8 D/QAPM_crash_util_ProcessFinisher: Finished class com.example.mya|
12429-12429/com.example.myapplication8 D/QAPM_crash_ReportExecutor: Writing report crash file - /storage|
12429-12429 /com.example.myapplication8 D/QAPM_crash_ReportExecutor: Wait for Interactions + worker ended|
12429-12429/com.example.myapplication8 I/QAPM_crash_ReportExecutor: Handing Exception on to default Exce|

J
o
o

]
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o
o

mina = Logcat 4 Build 7 Profiler ¥ App Ins|

Retrieval tag: plugin::144

The following log message indicates that QAPM has successfully reported this exception. An example is as follows:

[plugin::144]

s_FilelploadRunnab

The other crash retrieval tags are as follows:

ANR: [plugin::140].

NativeCrash: [plugin::146].

Note:

To avoid lagging, keep the logic in the interface callbacks as simple and straightforward as possible.

Uploaded files must be less than 20 MB in size. Files larger than the limit will not be uploaded. Select helpful log files.
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Crash events can be viewed on the Mobile Monitoring Crash page, and ANR rates can be viewed in the Overview

page.
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Lag and Frame Rate Monitoring

Last updated : 2024-05-14 12:36:06

Prerequisites

Integration and Initialization has been Integration and Initialization.

Feature Configuration

Enabling Monitoring

Initialization requires enabling lag monitoring. Lag doesn't need instrumentation, while frame loss rate requires
additional instrumentation. It is recommended to add tracking on scrolling lists, such as (ListView, GridView, and

RecyclerView).

Frame Loss Rate Instrumentation

Call QAPM.beginScene("xxx scrolling”, QAPM.ModeDropFrame) before each scroll.
Call QAPM.endScene("xxx scrolling", QAPM.ModeDropFrame) after a scroll ends.
This can generally be achieved by overriding the scrolling component's onScrollStateChanged method, as shown

below:
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@QOverride

public void onScrollStateChanged (AbsListView view, int scrollState) {

if (scrollState == AbsListView.OnScrollListener.SCROLL_STATE_ IDLE) {
QAPM.endScene ("xxx scrolling", QAPM.ModeDropFrame); //xxx scrolling name ca
} else {

QAPM.beginScene ("xxx scrolling", QAPM.ModeDropFrame);//xxx scrolling name c

Verifying Whether the Feature Is Working Properly
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Retrieval tag:QAPM_dropframe_DropFrameMonitor
After a scroll ends (endScene calling), the following log message indicates that the frame loss rate data has been

stored in the local database:

Retrieval tag: [plugin::101]

The following log message indicates successful reporting of frame loss data that is stored in the app's local database.

zat

HUAWEI ANG-ANOO

Retrieval tag: QAPM _looper_LooperPrinter

The following log message indicates that Lag Monitoring is functioning properly:

Verbose QAPM_looper_LooperPrinter

The following log message indicates that Lag Reporting is functioning properly:
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] HUAWEI ANG-ANOO com.example.sdkapp : Verbose

iunnablewWithNewProtocol:
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Startup Monitoring

Last updated : 2024-05-14 12:36:06

Startup monitoring requires the use of the gapm-plugin plugin for instrumentation during compilation. The default
instrumentation points are the various lifecycles of the Application and Activity. In the App SDK, the default startup

time is measured from Application's attachBaseContext to the end of onResume of the first Activity.

Prerequisites

The gapm-plugin has been configured in the app-level build.gradle.

Configuration Process

1. Manually add an Application subclass, such as BaseApplication (the name is not restricted, and the subclass does
not need to implement any methods or add any attributes).
2. In the AndroidManifest.xml file, add the android:name attribute to the application node, with the value being

"package name+Application subclass name".

: app <USBS-permission :name
manifests <uses-permission :name

Manifest.xml <uses-permission lname

nyapplication8

o i <application
:allowBackup
:dataExtractionRules

mple.myapplication8

com.example.myapplication&

:fullBackupContent
:icon

:label

:name
:networkSecurityConfig
:roundIcon
:supportsRtl

:theme

:usesCleartextTraffic

Additional Tracking
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If you want to measure the execution time of certain methods within the startup interval, additional tracking is required,
as shown below:

Refer to the code:

QAPM.beginScene (StageConstant .QAPM_APPLAUNCH, "Method Name", QAPM.ModeResource);
/**Service logic*/

QAPM.endScene (StageConstant .QAPM_APPLAUNCH, "Method Name", QAPM.ModeResource) ;

If you want to set your own end point for the startup, additional tracking must be done within 20s after the first Activity
calls onResume, as shown below:
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Refer to the code:
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/**
* Users who need to customize the end point must do so within 20s after onResume.
*/

QAPM.endScene (StageConstant .QAPM_APPLAUNCH, QAPM.ModeResource);

Verifying Whether the Feature Is Working Properly
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If the following log message appears 20 seconds after each startup or switch to background, it indicates successful
reporting of startup metric data.

Retrieval tag: [plugin::114]

HUAWEI ANG-ANOO Verbose [plugin::114]|

ogoal

Note:

It requires the gapm-plugin for instrumentation and you must manually add an Application subclass. Otherwise, it will
not work.

Individual event data will be reported only if the total startup time exceeds 2.5s.

Launch issue data can be viewed in Mobile App Performance Monitoring > Startup > Issue List.

Calculation

Cold Startup:

Occurs after the app starts from the device or after the system terminates the app for the first time.
Android calculation method: mainActivityOnResume_end - attachBaseContext_start.

iOS calculation method: Time of the first frame of the first page Ul displayed on screen - App process creation time.

Initial Startup:

Indicates the first launch after the app installation, which is a special case of cold startup.
Android calculation method: mainActivityOnResume_end - attachBaseContext_start

iOS calculation method: Time of the first frame of the first page Ul displayed on screen - App process creation time.

Warm Startup:

Under the premise that process and Activity instances still exist (for iOS, the app is in the background and alive). If the
app switches to the background for three minutes and then switches back to the foreground, it is defined as a warm
startup.

Android calculation method: activityOnResume_end - activityOnRestart_start.

iOS calculation method: ApplicationDidBecomeActive - ApplicationWillEnterForeground.

Startup Duration:
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Total boot time / Total boot count
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Operation Guide
Crash

Last updated : 2024-05-13 18:03:25

Terminal Performance Monitoring aggregates key characteristics from individual crash incidents, facilitating root

cause analysis of App crashes.

Feature Entry

1. Log in to Tencent Cloud Observability Platform.

2. In the left navigation bar, select Mobile App Performance Monitoring > Crash. Select the business system,

app, and time range to analyze crashes.

Crash Rate Crashes SDK Startups Crash-affected User Rate Crash-affected Users

53.18% 24.02 Ktimes 45.17 Ktimes 100 % 1 people

Metric Analysis

Crash Rate Crashes  Crash-affected User Rate  Crash-affected Users

Trend Analysis

— Crash Rate.
66.40 %

55.34% RYR

4427 %

3320%

2213%

1.07%

AELCRR AR AR RRRTRRRRRRARARA

0%
04/2717:55  04/2718:55  04/27 1955  04/27 2055  04/2721:55  04/272255  04/272355 04280055  04/280155  04/280255  04/280355  04/280455  04/280555  04/2806:55  04/2807:55  04/2808:55  04/2809:55  04/28 1055  04/2811:55  04/28 1255  04/281355 04/,

Multidimensional Analysis

Crash Rate

Application Version Barchart | List System Version

434 61.09 % | 532times(1.18 %) |

427 59.51% | 489times(1.08 %)

-

59.14 % | 602times(1.33 %)

»

58.21% | 481times(1.06 %)

57.56 % | S16times(1.14 %)

Multidimensional Analysis

The Multidimensional Analysis page shows the analysis of key metrics from multiple dimensions such as app version,
system version, crash type, device type, and app status. It facilitates targeted root cause analysis of specific crash

events.
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Multidimensional Analysis

Crashes

Application Version Barchart | st System Version

424 1.48 % | 356times 10

488

477

428 1.37 % | 328times 7

465 1.36 % | 327times "

Crash Type barchart | it Device Type

Java 94.06 % | 22.59Ktimes vivo XsL

Crash Issue List

The crash issue list shows crashes of all devices. You can quickly filter crashes by error type, device ID, function, or

filename. You can also click Issue Description to view the details of crashes and pinpoint the root causes of crashes.

Crash Issue List N Device ID ~ Specific Function or Filename®

Issue Description Crash-affected Users (Proportion) $ Crashes (Propc

ID: puEmss——— e — e —— 1(20%) 3559 (20.06%)
Javalang.UnsatisfiedLinkError

javalang. System loadLibrary(System java)

com.te ourceFile)

com.te.
android.view.View.|

ID: N “E— W S 1(20%) 3549 (20.00%)
native_crash

app_process32()
libe.so()

nt.tmf.dem Test(Native Method)

ID: Jemm— .- 1(20%) 3547 (19.99%)
java.lang.OutOfVemoryError

NG wra.vicw.view.perrormClick(View java)

ID: (mmm = e N S SR 1(20%) 3545 (19.98%)
java lang RuntimeException

com.te

android.view.View.performClick(View.java)

ID: 3mems S—— . 1(20%) 3542 (19.96%)
java lang. NUiIFointerException

con et a0 )
< ick(SourceFile)
android.view.View.performClick(Viewjava)

Metrics Description

Related Metrics are as follows:

Metric Name Metrics Description
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Crash Rate Number of crashes/Number of app launches within a specified time range

Number of users affected by crashes/Number of users launching the app within a
specified time range

Crash-affected User Rate
Crashes Number of crashes within a specified time range

Crash-affected Users Number of users affected by crashes within a specified time range

Classified into Java crashes and Native crashes based on the location of the crash

Crash Type
occurrence

SDK Startups Number of app launches
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ANR

Last updated : 2024-05-13 18:03:25

Mobile Performance Monitoring (MPM) aggregates key characteristics of individual Application Not Response (ANR)

cases, facilitating root cause analysis of ANR issues for your app.

Feature Entry

1. Log in to Tencent Cloud Observability Platform.
2. In the left sidebar menu, select Mobile App Performance Monitoring > Anr.

3. Select the business system, app, and time range to analyze ANR issues.

ANR Rate ANR Times SDK Startups ANR-affected User Rate ANR-affected Users Users
31.21% 14.1 Ktimes 45.17 Ktimes 1002 1 people 1 people

Metric Analysis

ANRRate  ANRTimes  ANRaflected UserRate  ANR-affected Users.

‘Trend Analysis

— ANRR:

Multidimensional Analysis

Applcaton ersion [t | swmsen

484
u
452
[ ]

1251%

I
I
261 146 % 206 timos 6
u I
I
I

Multidimensional Analysis

The Multidimensional analysis page shows the analysis of key metrics from multiple dimensions such as ANR count,

number of launches, and ANR rate. It facilitates targeted root cause analysis of specific ANR issues.
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Multidimensional Analysis

Barchart System Version
10
452 48.% | 208 times 3
|
461 46 % | 206 times 5
|
49, 46 % | 206 times
458 45 % | 204 times 8
|

ANR Issue List

The ANR issue list allows you to view, search, sort, and manage clustering issues. You can enter the issue details

page by clicking the View Details button.

ANRAnalysis  ANR Issue List
RUM4650500353 rum-android-cemo Bl 5 Minuto Granularty
ANR Issue List 0 me®
m e et
20240025
75815

ANR Issue Details

The details page provides multi-dimensional statistics for a category of issues and analysis of individual cases. You

can check the details of an issue by clicking the corresponding issue description.

ANR Issue Analysis

Sample Analysis  Statistical Analysis
Sample List ) B Gontextual Information
510
1234 8 B AN g Runtmet ANR Input dispatehing tmed out 247mm
as 859
it moduia capy amst
o7 7403... Ty 9 3200
uuuuuu
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Metrics Description

ANR-related Metrics are described as follows:

Metric Name Metrics Description

Number of devices experiencing ANR/Total number of devices within a specified

ANR Rate .

time range
ANR Times Number of ANRs occurring in the app within a specified time range
SDK Startups Number of app launches

Number of users affected by ANR/Total number of users launching the app within

ANR-affected User Rate ] )
a specified time range

ANR-affected Users Number of users affected by ANR within a specified time range

Users Total number of users launching the app

©2013-2022 Tencent Cloud. All rights reserved. Page 63 of 74



@ Tencent Cloud Tencent Cloud Observability Platform

Network

Last updated : 2024-05-13 18:03:25

Network issues are analyzed using metrics such as Throughput, Requests, Network Response Time, Slow Request

Proportion, HTTP Error Rate, Network Error Rate, and TCP Connection Establishment Time.

Feature Entry

1. Loginto Tencent Cloud Observability Platform..
2. In the left navigation bar, select Mobile App Performance Monitoring > Network, You can check network issue

analysis from multiple dimensions such as business system, app, and time range.

Multidimensional Analysis

The multidimensional analysis page shows the analysis of key metrics from multiple dimensions such as app version,
system version, domain name, URL, device type, network type, region, and internet service provider. It facilitates

targeted root cause analysis of specific slow/error requests.

Slow Requests

Multidimensional Analysis

‘ Barchart ‘ st System Version

429

Requests:1.39K times
4 Proportion:1.50 %
™ Request Duration:1496.56 ms

Error Requests
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Multidimensional Analysis

Barchart | List System Version

426 169 times | 1.5 i
u
433 166 times | 1.5 3
|
413 159 times | 1.49 6
|
476 156 times | 1.4¢ 8
|
497 155 times | 1.4 10
|

Slow Request Issue List

The slow request list shows slow requests of all devices. You can quickly filter slow-loading devices by issue type,
device ID, specific function, or file name. You can also click the related link under Issue Description to view details of

slow requests and pinpoint the root cause of slow app requests.

Network

SlowRequests  Slow RequestIssueList  Error Requests  Error Request Issue List

Rum 0511500353 rum-android-domo B o 5-Minute Granularty

Slow Request Issue List () v DevicelD ~
Issue Description Slow Request Users (Proportion) ¢ Slow Requests (Proportion) ¢ Request Duration (ms) +
ID: e 1 @5%) 14198 (57.02%) 2151
m.zhipin. comiwapilzpgee rchijoblistjson
ID: a7 - - -" - 1(25%) 3568 (14.33%) 210900
www.m-toy.com s 001
ID: SEEE— - e 125%) 3568 (14.33%) 2679
Wb
ID: 48 s e ——— 1.@5%) 3560 (14.33%) 21500
tec taobao.s nimobile_tel_segment him

An HTTP request sample is considered a slow request if the transmitted data is over 50 KB and the transfer speed is
below 10 KB/s, or if the transmitted data is 50 KB or less and the response time is over 2s. Slow request samples will

be shown in the issue list.

Slow Request Issue Analysis

sSample Analysis ~ Statistical Analysis

SampleList @ v Contextual Information

ice 1D
123456 2 @ nttpsim. wprepgsekl.. [ city=10127a800nmanSource=1... [ 4041 K GETH hitp
0 123456 :l @ hitp @ ity @ 404 :l :l 1]
on: 2151ms
2024-04-28 17:58:17 omsigy omsig omsig 266msffy 1876msi 1088 2450K81G @
464
60 ivo X9LI WIFIG B E=L) ] @ amé4-vealf
2024-04-28 17:58.05F Nofgy 53ca3sa2-242e-487e-80d3-cae92... |y 9395961 8308.0a8a...  5.1.0_jemterffy

Exor Information
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Error Request Issue List

Network errors such as HTTP request errors, DNS resolution errors, failure to establish connection, and connection

timeout will be displayed in the error request list. You can click the related link under Issue Description to view error

request details and pinpoint the root cause of error requests.

Network
SlowRequests  Slow Request lssueList  ErorRequests  Error Request Issue List
RUMest500383 ur v Moveroward | 202404271755 -~ 202404281750 [ | Move Backuard 5-Minute Granularty
Exception Request Issue List Devics ID
Error.affected U

ID: & s’ sm— . ———— 1(3333%)
404(The requasé
W-53208 5 <0244/ U510 stes. k35 lfelye.com!
ID: ¢ - N1.12e713106 1(3333%)
a0 “aas not exist)
m.2hipin.comwapiizpgeskmous ioblistjson
ID: = — - — 13333%)
o0zt
ganklol

You can also click Issue Description to view error request details and analyze the cause of errors.

Error Request Issue Analysis

Sample Analysls  Statistical Analysis
SampleList ) - Contextual Information
Device ID: 2
1234501 2 8. M g 0. - 4045
User ID: 123456 ° R oen “
Rep 2024.04-26 17:66.18
Application Version: 42.3 423m "o MisXE 114221327 #mm
2 318 2024.04.28 17:56.067 NofEy 081418cd- 195.6203. [y 939598bc.

2024.04.28 17:58:18
Error Information

Response Information

Metrics Description

Related Metrics are as follows:

Metric Name Metrics Description

Request

. App request duration
Duration

=0 -

Slow Request The proportion of slow requests to the total number of requests within a selected time range. A

Proportion request is considered a slow request:
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Slow
Requests

Requests

Slow-request
Users
Proportion

Slow Request
Users

Request Error
Rate

Error
Requests

Error-affected
User
Proportion

Error-affected
Users

When the transmitted data is over 50 KB and the transmission speed is below 10 KB/s.
When the transmitted data is 50 KB or less and the response time is over 2s.

The number of slow requests within a selected time range. A request is considered a slow
request:

When the transmitted data is over 50 KB and the transmission speed is below 10 KB/s.
When the transmitted data is 50 KB or less and the response time is over 2s.

Total application requests

The ratio of the number of users affected by slow requests to the total number of users within a
specified time range

The number of users affected by slow requests within a specified time range

Number of error requests / Total number of requests

Number of network errors in the selected time period
Error requests refer to HTTP request errors, DNS resolution errors, inability to establish
connection, connection timeout, and other network-related errors

Ratio of users affected by error requests to total users within a specified time range

Number of users affected by error requests within a specified time range
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Webview

Last updated : 2024-05-13 18:03:25

This feature provides WebView metric analysis based on page loading time, slow loading proportion, and JavaScript

error rate. It allows you to drill down into WebView and JavaScript errors through the issue list.

Feature Entry

1. log in to Mobile App Performance Monitoring Console.
2. In the left navigation bar, select WebView. Select the business system, app, and time range to analyze WebView

issues.

Slow loading and JavaScript Error Multidimensional Analysis

The multidimensional analysis page shows the analysis of key metrics from multiple dimensions such as app version,
system version, device type, page, network type, internet service provider, and region. It facilitates targeted root cause

analysis of specific slow loading issues or JavaScript errors.

Multidimensional Analysis

Page Loading Times

Page Loading Times
Ful Loading Duration it System Version

457 112 times(1.58 %) | 4839 ms 13

418 112 times(1.58 %) | 4839 ms 9

447 110 times(1.55 %) | 4839 ms n

477 110 times(1.55 %) | 4839 ms 12

411 108 times(1.53 %) | 4839 ms 7

Device Type Barchart List Page

vivo X9L 2.44 K times(34.51 %) | 4839 ms https://www.nasa.gov/

Slow Loading Issues List

The slow loading issue list shows slow loading issues of all devices. You can quickly filter slow-loading devices by

error type and device ID. You can also click Issue Description to view the details of slow loading and pinpoint and
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analyze the root causes of slow loading for your app.
Note:

The default sampling rate for slow loading sample reporting is 0.1%, so it is normal for the number of issue samples in
the issue list to not match the metric statistics.

Webview
Slow Loading Slow Loading Issue List JavaScript Error JavaScript Error Issue List
Rum-test/500353 rum-android-demo v | MoveForward | 2024-04-27 17:58  ~2024-04-2817:58 [ | Move Backward 5-Minute Granularity v -

@  The default sampling rate is 0.1% for slow loading sample reporting. Therefore, it is normal that the number of problem samples in the issue list is different from that in the metric statistics. Any increase in the sample rate may involve resource scale-out. Please contact the mobile monitoring team if you need scaling
Slow Loading Issue List &) v Device ID

ssue Description Slow Loading User (Proportion) $ S|

ow Loading Times (Proportion) $

ID: 536 . - ¥ el 1(100%) 3528(100%)

https:/iwwe ov/

For each page loading sample, a full loading time greater than 3,500 ms is considered slow loading, and slow loading
samples will be displayed in the issue list.

Slow Loading Issue Analysis

Sample Analysis Statistical Analysis
Sample List (D v Contextual Information
Device ID: 22047~ i
123456/ ST0040050e8 I 4845msiD 4191 8)if https:/iww ;
User ID: 123456 a . ':' o 18 o °
Reporting Time: 2024-04-28 17:58:10
Full Loading Time: 4845ms WIFI F0H - am64-véalf Mozilla/5.0 (Linux; Android 10; AN.... [y 2024-04-28 17:58:101

Application Version: 4.1.9
939598bc-3405-494p-8398-0a8a... [y 5.1.00F
Error Information

Time Sequence Analysis

Page Loading Waterfall Curve

First Byte: 225ms DOMReady: 3¢

DNS Query 38ms

TCP Connection . 93ms

SSL Connection 81ms
Network Request Fir... I 7oms
Network Transmission  20ms
DOM Parsing

L_________________________________________________________________________ [

Loading resources.

JavaScript Error Issues List

You can view all JavaScript errors in the JavaScript error Issues list.
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issue list to not match the metric statistics.

The default sampling rate for JavaScript error reporting is 0.1%, so it is normal for the number of issue samples in the

Webview

Slow Loading Slow Loading Issue List JavaScript Error

Rum-test/500353.rum-android-demo

Move Forward | 2024-04-27 17:58  ~ 2024-04-28 17:58 (3] Move Backward 5 5-Minute Granularity

JavasScript Error Issue List

@®  The default sampling rate is 0.1% for JavaScript error sample reporting. Therefore, it is normal that the number of problem samples in the issue list is different from that in the metric statistics. Any increase in the sample rate may involve resource scale-out. Please contact the mobile monitoring team if you need

JavaScript Error Issue List

ssue Description

|D; EEEEE Ml A0 WIEE WG

Uncaught Evareiror
Hello
file:/llandroid_asset/monitor.html

ID: 7Em —

Uncaught RangeError

Invalid array
file:/llandroiwss html

ID: feb M — Tt
Uncaught TypeError

Cannot reag.nronarts 'F of ~utt
file:/l/andrc

JavaScript errors.

JSHEIRAENT
HESF  GHir
wE O .
REID: 2a0d55¢ Q8048510
FAFID: 123456

_LIRATIE): 2024-04-28 17:53:31
RUFBRRAS: 468

Metrics Description

Related Metrics are as follows:

v DevicelD v

2 at htip://localnost 5000/static/isimain dd03d93d chunk js:1:398

3 ati (ntip://localnost 5000/static/js/main dd03d93d chunk js:1:438)
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JavaScript Error-affected Users (Proportion) $

1(14.29%)

1(14.29%)

1(14.29%)

You can also click Issue Description to view details of JavaScript errors and pinpoint and analyze the causes of

EFXRER
123456/ 2a0055809c3ed36b4c201308fe8... | Uncaught EvalErrorig Helloy file:/landroid_assetmonitorhtmiy 4681 1
780680 Vivo X9L WIFI Esal} -@ am64-veal H
EEEn 104ae98b-8748-4325-8031-8b57... Iy 5a379973-6977-455¢-a13e-7c357... [y 5.1.04meter
)
HHHER
LS
#
1 atHTML (file:///android_assetmonitor htmi 1:17:15)
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Metric Name Metrics Description
Page Loadin

. g "9 Number of times a page is opened or refreshed
Times
Full Loadi

3 9a "9 Time taken for the entire web page to be fully loaded
Duration

JavaScript Errors Total number of JavaScript errors within a specified time range

Number of users experiencing JavaScript errors/Total number of users accessing the
WebView page. Due to computational resource limitations, the numerator and denominator
of this metric are not deduplicated.

JavaScript Error
Rate

JavaScript Error-
affected User
Proportion

Number of users affected by JavaScript errors/Total number of users within a specified
time range

JavaScript Error-

Number of users affected by JavaScript errors within a specified time range
affected Users
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Application Management

Last updated : 2024-05-13 18:03:25

Use Cases

On the app management page, you can view your connected end-user apps, new app access, and app IDs, and set

an allowlist.

Directions

Accessing App

1. Log in to Tencent Cloud Observability Platform.

2. In the left sidebar, select Mobile App Performance Monitoring > Overview.

3. click Application Access, fill in the app name, set the app type to Android or iOS, set the business system, and
click Next.

Application Access

o Create Application >

Application Name (4 to 50 Characters example @

Application Type i0s v @

Business System rum-Z8u7RytMIQgd4e 0425test v @ No business system yet? Cli
Next Cancel

Obtaining App ID

On the Application Management > Application Settings to enter the app settings page and obtain app IDs from
the list.
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Application Management

Business System Application Settings Allowlist Management

Business System: rum-36uJ0ycDx8qRVY Rum-test
Application Name Report ID
rum-android-demo R a1 s |
rum-ios-demo Lo oee w1210

Allowlist Configuration

Select Application Management > Allowlist Management to enter the allowlist configuration page. Click Add on

the allowlist configuration page. Configure a user ID/device ID allowlist to prevent data reporting from being affected by

sampling. That is, users/devices in the allowlist are not affected by the sampling rate and will all be sampled. You can

select a user or device type and fill in the relevant ID.
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Add Allowlist Account

Account Type User v
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