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Console Guide
Console Overview

Last updated : 2023-10-17 17:45:00

To help you quickly get started with the CSS console, this document will introduce some frequently used CSS
services. They are grouped into four modules based on user needs: Basic Services, Scenario-Specific Services, Data
Center, and CSS Toolkit.

Basic Services

This module provides basic services of CSS. If you only want to use basic live streaming services, this is the right

module for you.

Feature Description

You can view live streaming value-added features, their application scenarios, and
functional characteristics.

Overview You can view relevant data such as billing bandwidth/traffic trends, live streaming
real-time data, and concurrent connection numbers.
You can switch billing modes or change the time granularity as needed.

Add and manage your own acceleration domains and configure CNAME for them.

Generate live streaming URLSs.

You can apply created templates for recording, transcoding, screencapture, time-
Domain Management shifting, watermarking, and callbacks to live streaming domains.

You can configure live streaming domains with authentication, HTTPS protocol,

acceleration regions, bandwidth caps, delayed playback, IP blacklists and

whitelists, HTTP response headers, origin server information, and more.

Stream Management Manage live, historical, and disabled streams and disable and resume streams.

Resource Package

View usage of traffic and transcoding packages.
Management

Live+

Live+ gathers various value-added services for Cloud Streaming Services, including transcoding, watermarking,
screencapture, standby stream, pull and relay, and more. If you need to use these services, you can configure them in

this module.
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Feature

Feature Configuration

Pull and Relay

Data Center

Cloud Streaming Services

Description

We provide configuration template services for various features required in live
streaming, such as watermarking, recording, transcoding, screencapture, time-
shifting, adaptive bitrate, callbacks, and DRM management. To reduce the
complexity of page navigation, we have added a new process for binding templates
to domain names.

We offer the ability to pull live video or on-demand files from third-party platforms
and push them to Cloud Streaming Services. You can directly perform operations
such as mixing, recording, and more on the audio and video content. This feature
allows for easy cross-platform distribution and the capability to convert on-demand
content to live streaming.

Data analysis provides users with professional data analysis services. You can query the consumption of

traffic/bandwidth, transcoding, watermarking, relaying, and screencapture within a specific time granularity.

Additionally, it offers log analysis functionality, making it convenient for users to monitor resources and obtain useful

data.

Feature

Billing Usage Statistics

Operation Analysis

Stream Data Query

Errors

Stream Interruption
Records

SDK Quality Monitoring

CSS Toolkit

Description

You can query the billing items, including the related data generated by push and
pull stream traffic/bandwidth, recording, time-shifting, screencapture, transcoding,
and relaying.

You can view live streaming playback data analysis, user distribution, and origin
server back-to-origin data, among other information.

You can query the data details of a single video stream, such as push, playback,
live streaming records, callback events, etc., and export the data to your local
machine.

You can query abnormal events that occur during live streaming push.

You can query the records and reasons for live streaming push interruptions.

You can query the push data information of the live SDK for the past 3 days.

©2013-2022 Tencent Cloud. All rights reserved. Page 7 of 553


https://www.tencentcloud.com/document/product/267/31073
https://www.tencentcloud.com/document/product/267/42524
https://www.tencentcloud.com/document/product/267/31076
https://www.tencentcloud.com/document/product/267/31078?lang=en&pg=
https://www.tencentcloud.com/document/product/267/31077
https://www.tencentcloud.com/document/product/267/51202
https://www.tencentcloud.com/document/product/267/31083
https://www.tencentcloud.com/document/product/267/56123?lang=en&pg=

@ Tencent Cloud Cloud Streaming Services

The Live Toolbox mainly provides some auxiliary features for ensuring live streaming processes and the use and

management of live SDKs.

Feature Description

Quickly experience the Web push feature, with input sources including camera
Web Push capture, screen sharing, and local file collection. It also supports multi-stream
mixing, enabling push testing in various scenarios.

Address Generator Provide the necessary information to splice push/playback URLs.

Quickly diagnose common live streaming push/playback issues. The diagnostic

Self-Diagnosis
results are for reference only.

In conjunction with the Live SDK, you can add and manage official licenses and bind

MLVB SDK
related resource packages.
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Overview

Last updated : 2024-06-07 15:21:39

In the CSS console, you can manage domain name and streams, configure transcoding, recording, and acceleration,

as well as push streams (web) and monitor resources.

Prerequisites

You have activated CSS.

You have logged in to the CSS console.

Overview

By clicking on the Overview in the left sidebar, you can view a variety of data, including real-time downstream
bandwidth, today's downstream traffic, the current number of push channels, concurrent connections, and trends for
billed bandwidth, billed traffic, and the number of push channels over the past 30 days. Additionally, you can view the
Business Analysis , switch Billing Mode as required, or adjust the time granularity. For beginner's guidance, you

can click on the Guide in the upper right corner to view instructions for getting started with CSS.
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Overview

Quickly build your own live streaming service i Helpiul 1B nNothelpiul

Add domains in CSS Develop your own application

Add domains and generate live streaming URLs

Add a playback domain and a push domain in i ‘ We offer detailed development guides to help
the CSS console and use them to generate live you easily build your own live streaming service

streaming URLs

Add Domain Generate URLs \/\

CSs features

2 Live transcoding € e recording ¢ Live screencapture L

L Standby streams L g Streaming security B Time shifting L4

n OOTB live W Live subtities

Today's Data

Current Downstream Bandwidth Today's Downstream Traffic Current Push Channels

O Mbps 0 MB O Channel(s)

Yesterday Last 7 days Last 30 days 2024-05-10 00:00:00 ~ 2024-05-10 17:52:52  [5]

Region Global v

Bandwidth Trend Traffic Trend Push Channels

Granularity 5 minutes v

Live watermarking

Stream mixing

Cloud Streaming Services

& Starter's roadmap ¢ Hide guide

Build live streaming capabilities into your application

-

P Relay

L Delayed playback

Concurrent Connections (i)

0 people

Domain Name

All (including deleted on v

Usage Statistics &

— Bandwidth

Today's Data

Analysis  The business status

Push Playback
Exception Exception

0 times o times

Plans &
Approx. Approx.
traffic left standard
1 B = min

Recommended ()
Traffic plan 10 TB
(?ne-year live streamir
license
TSC transcoding plan 100

Saves bandwidth usage by 50%
video quality

See also
Price Calculator |
Bills

Operation Analysis Sel

Billing Mode
Chinese mainland Daily Bill

Outside Chinese Daily Bi
mainland Switel

Time zone

UTC+08:00

This section displays the downstream peak bandwidth, downstream traffic usage, the current number of push

channels, and the number of concurrent connections of the day.

Item Description

Current Downstream

The peak bandwidth consumed for acceleration by all playback domain names.

Bandwidth

Today's Downstream The total traffic consumed for acceleration by all playback domain names on the

Traffic current day.
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Current Push Channels The number of current push channels.

If the playback protocol is RTMP or FLV, Concurrent Connections indicates the
number of online viewers.

If the playback protocol is HLS, Concurrent Connections cannot be used as an
indication of the number of online viewers.

Concurrent Connections

Usage Trends

This section displays usage trends (Bandwidth Trend, Traffic Trend, and Push Channels) for today, yesterday,
the last 7 days, and the last 30 days.

Item Description

The sum of the peak bandwidth consumed for acceleration by all playback domain
names in the query period.

Bandwidth Trend

The total traffic consumed for acceleration by all playback domain names in the
query period.

Traffic Trend

The number of push channels under the selected domain names in the query
period.

Push Channels

Changing the Granularity

You can click the drop-down list box next to Granularity to change the granularity of the usage trend data.
Bandwidth Trend
Traffic Trend

Push Channels
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Today Yesterday

Region Global v

Bandwidth Trend

Granularity 5 minutes

Last 7 days

Traffic Trend

Cloud Streaming Services

Last 30 days 2024-05-04 00:00:00 ~ 2024-05-10 17:54:51 E Domai

Push Channels

1 hour
1 day

2024-05-06 11:05:00

== Bandwidth 0 Mbps

O
— Bandwidth
Today Yesterday Last 7 days Last 30 days 2024-05-04 00:00:00 ~ 2024-05-10 17:54:51  [=] Domai
Region  Global v

Bandwidth Trend I Traffic Trend |

Granularity 5 minutes

1 hour

1 day

Push Channels

2024-05-07 07:55:00
== [raffic 0 MB
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Today Yesterday Last 7 days Last 30 days 2024-05-04 00:00:00  ~ 2024-05-10 17:54:51 [ Domai

Bandwidth Trend Traffic Trend Push Channels

Granularity 5 minutes

1 day

ETCEE

Business Analysis

Note:
The real-time data statistics and reporting on the business analysis page may experience delay (about 1 hour).

Querying Business Analysis Data

By default, the business analysis feature displays the current day's business usage data. It supports filtering by
domain name and flow ID. Also, it supports querying data from the last 7 days.

Scenario 1: When the business status is good.

1.1 If the business condition is good, click Historical Analysis .
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Analysis  The business status is good. | Historical Analysis

Push Exception Playback Other
Exception Exceptions

0 times 0 times 0 times

1.2 Navigate to the business analysis page to query relevant data.

There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11 ~ 2024-05-11 H All (including deleted ones)  « 1 Subscribe to messages to obtain live sireaming exception analysis
notifications periodically.

Exception Trend

Exceptions
Generated Live Streaming Exceptions
O times
Il FPush Exception Il Playback Exception Other Exceplions
0 times 0 times 0 times
Push Exception Playback Exception Other Exceptions
StreamName Domain Name AppName Occurrences Possible Causes Optimization Advice
Mo exception.
Total items: 0 10 « /page 1 /1 page

Scenario 2: When there is an exception during streaming.
If there is an exception during streaming, click Optimize Now to enter the business analysis page.
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Analysis 1662 live sireaming exceptions. | Optimize Now

Push Exception Playback Exception Other Exceptions

1 4 times 4 times 1 644 times

After entering the business analysis page, you can view information on the number of exceptions, exception trends,
Push Exception, Playback Exception , and Other Exceptions . And understand the potential reasons for the

exceptions and optimization suggestions.
Push Exception
Playback Exception

Other Exceptions
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There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11  ~ 2024-05-11 = All (including deleted ones)

l+=

Exceptions Exception Trend
Generated Live Streaming Excepfions 2,000
1662 tmes 1,500
1,000
Il FPush Exception Il Playback Exception Il Other Exceptions

1 4 times 4 times 1 644 times v

2024-05-11 00:00:00

sh Exception Playback Exception Other Exceptions

StreamName Domain Name AppMName Occurrences Possib
.com live 1times Flaybai
- .com live 1times Flaybai
.com live 3times Playbar
com live Btimes Playbar
.com live 1times Flaybai
Total items: 5
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Thare may be a delay of about one hour in the data shown on this pags. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11 =~ 2024-05-11 = All {including deleted ones)

l+=

Exceptions Exception Trend
Generated Live Streaming Exceplions 2,000
1 662 times 1,500
1,000
Il Fush Exception Il Flayback Exception I Other Exceptions

1 4 times 4 times 1 644 times o

2024-05-11 00:00:00

Push Exception Playback Exception Other Exceptions
Domain Name Occurrences Possible Causes
com 1times The bandwidth or traffic increases dramatically.
..com 1times The bandwidih or traffic increases dramatically.
.com 1times The bandwidih or traffic increases dramatically.
.com 1times The bandwidih or traffic increases dramatically.
Total items: 4

©2013-2022 Tencent Cloud. All rights reserved. Page 17 of 553



@ Tencent Cloud Cloud Streaming Services

There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Yesterday Last 7 days 2024-05-11  ~ 2024-05-11 m All (including deleted ones) 1
Query
Exceptions Exception Trend
'u Generated Live Streaming Exceptions
1 662 times
Il Fush Exception Il Flayback Exception Other Exceptions
1 4 times 4 times 1 644 times
Push Exception Playback Exception | Other Exceptions |
Recording Exception Screenshot Exception ‘ Transcoding Exception Callback Exception LVC Exception Manitoring Exception Relay
Domain Name AppName Occurrences Possible Causes
.com 22times Failed to upload the sc
.cn 147times Failed to upload the sc
com 1458times Failed to upload the sc

Downloading Exception Data

1. Based on your actual business needs, you can click

|
to download the business analysis report. This PDF document contains the streaming exception result information

detected within the last 7 days. You can review and analyze it.
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There may be a delay of about ene hour in the data shown on this page. You can refresh to view the latest data.

Last 7 days

Query

Exceptions

2024-03-11  ~ 2024-05-11

|

" Generated Live Streaming Exceptions

1662 imes

Il Fush Exception

1 4 times

Push Exception Playback Exception

Domain Name

StreamName

.com

Other Exceptions

Il Flayback Exception

4 times

AppN.

live

live:

live

live

live:

All (including deleted ones)

Other Exceptions

1644 imes

ITences

1times

1times

Jtimes

8times

1times

»[2]

Cloud Streaming Services

notifications periodically.

Possible Causes

Playback lagging may eccur during ..

Playback lagging may occur during

Playback lagging may occur when t...

Playback lagging may occur during

Playback lagging may occur during

Subscribe to messages to obtain live sireaming exception analysis

Optimization Advice

Check whether the network is stabl
atthe sfream pushing end, or use t
officially recommended Push SDK

Check whether the network is stabl
at the stream pushing end, or use t
officially recommended Push SDK

Check imestamp encoding at the
stream pushing end, or use the
officially recommended Push SDK

Check whether the network is stabl
at the siream pushing end, or use t
officially recommended Push SDK

Check whether the network is stabl
at the stream pushing end, or use t
officially recommended Fush SDK

1 1 page

2. When downloading abnormal data, all modules are selected by default. You can also manually select the necessary

modules.

©2013-2022 Tencent Cloud. All rights reserved.
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Download Exception Data

Select the functional modules whose exception data needs to be downloaded.

Select All

Fush Exception
Screenshot Exception

LVC Exception

Streaming Exception Analysis Free Subscription

Playback Exception
Transcoding Exception

Monitoring Exception

Recording Exception
Callback Exception

Relay Exception

Cancel

Cloud Streaming Services

1. We offer a message subscription service. Based on your actual business needs, simply check the subscription

option to regularly receive streaming exception analysis notifications.

©2013-2022 Tencent Cloud. All rights reserved.
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There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

) 4

Yesterday Last 7 days 2024-03-11 ~ 2024-05-11 H All (including deleted ones) = k3 D:unscr\be fo messages to obtain live streaming exce

ofifications periodically.

Query
Exceptions Exception Trend
u Generated Live Streaming Exceptions

1662 tres

Il Fush Exception Il Flayback Exception Other Exceptions

1 4 times 4 times 1 644 times

Push Exception Playback Exception Other Exceptions
StreamMName Domain Name AppName Occurrences Possible Causes Optimization Adv
Check whether the
com live 1times Playback lagging may occur during ... at the siream push
officially recemme!
Check whether the
com live times Playback lagging may occur during ... &t the stream push

officially recomme

Check timestamp 1
com live 3times Playback lagging may occurwhent. . stream pushing en
officially recommel

Check whether the
com live Btimes Playback lagging may occur during ... at the stream push
officially recomme

Check whether the
com live times Playback lagging may occur during at the stream push
officially recommel

2. Once subscribed, we will send your CSS business exception analysis to the following channels on a weekly basis:

message center, email, and SMS.

Free subscription to live streaming exception analysis is

successful.

Messages in Tencent Cloud Console Mail Short Message

Complete Cancel

3. If you choose to unsubscribe, simply click Unsubscribe .
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& Analysis

There may be & delay of about one hour in the data shown on this page. You can refresh to view the Iatest data

4
Today Yesterday Last 7 days 20240511 ~2024-05-11 [ Al (including deleted ones) = Query 1 Subs:nbed

Exceptions Excepiion Trend
w Generated Live Streaming Exceplions

1 662 times

M Push Exception Ml Playback Exception Other Exceptions

14 times 4 times 1 644 times

Push Exception Playback Exception Other Exceptions
StreamName Domain Name AppName Occurrences Possible Causes Optimization Advice

Check whetner the network is stable
com live Atimes Playback lagging may occur during at the siream pushing end, o use the
officially recommended Push SDK 2.

Check whetner the network is stable
com live Atimes Playback lagaing may eccur during at the siream pushing end, or use the
officially recommended Push SDK [4

Check timestamp encoding at the
com live atimes Playback lagging may eccurwhent._.  stream pushing end. or use the
officially recommended Push SDK [2

Check whetner the network is stable
com live stimes Playback lagging may occur during at the siream pushing end, o use the
officially recommended Push SDK 2.

Check whetner the network is stable
com live Atimes Playback lagaing may eccur during at the siream pushing end, or use the
officially recommended Push SDK [4

10 v /page 1 1 page

4. A pop-up reminder appears, and you need to click OK again to complete the unsubscription process. We

recommend keeping your subscription active to regularly receive streaming exception analysis notifications.

Are you sure you want to unsubscribe?

Resource Package

Note:
The remaining amount of resource packages displayed on the overview page is not real-time data. The update time

coincides with the settlement time of the account statement.

Viewing Resource Package Consumption Details

Click Manage on the right to enter the Resource Package/Plugin Management page.
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Overview

Quickly build your own live streaming service

Add domains in CSS

Add domains and generate live streaming URLs

Add a playback domain and a push domain in
the CSS console and use them to generate live

streaming URLs

Add Domain

CSS features

Generate URLs

s Helpiul | Not helpful

! Develop your own application

Cloud Streaming Services

& Starter's roadmap ¢ Hide guide

Build live streaming capabilities into your application

We offer detailed development guides to help

you easily build your own live streaming service

L
s
“

S

Analysis

Push
Exception

0 times

Plans (O

Approx.
traffic left

1TB

You can view the Usage, Creation Time, Expiration Time, Status, and Auto-renewal of traffic resource

packages/transcoding resource packages.

Auto-renewal (renew automatically when it is exhausted or expired) is supported for streaming traffic resource

packages and streaming transcoding resource packages (including standard transcoding and top speed codec

transcoding). For details, see Renewal documentation.

The bu

Purchasing Traffic Resource Package: Click Buy under the traffic package statistics, and you will enter the CSS

Traffic Resource Package Purchase Page to purchase related packages.

Resource Plan/Plugin Management

Traffic plan

Buy plan

ID

Note:

Transcoding plan

Usage details

Type

Standard transcodin...

Standard transcodin...

TSC transcoding plan

TSC transceding plan

Usage

Used/Total: 100 hours/100 hours

Used/Total: 5 hours/5 hours

Used/Total: 50 hours/50 hours

Used/Total: 100 hours/100 hours

For information on billing prices, see Pricing Overview.

Billing

Switching Billing Mode

Creation Time

2023-04-26 16:42:07

2023-04-26 15:42:07

2023-04-26 15:42:06

2023-04-26 15:42:06

Expiration Time $

2024-04-26 15:42:07

2024-04-26 15:42:07

2024-04-26 15:42:08

2024-04-26 15:42:06

Based on your actual business needs, if your current billing mode is daily bill-by-traffic or daily bill-by-bandwidth, you

can click Switch to change the billing mode.

©2013-2022 Tencent Cloud. All rights reserved.
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Billing Mode

ninese mainlanc Daily Bill-by-Traffic  Switch

Cutside Chinese mainland Daily Bill-by-Traffic  Switch

To view billing switch reminders, click Confirm to complete the switch of billing mode. For more detailed information
on billing changes, see Changing Billing Modes.
Chinese Mainland Billing Mode:

Change (Chinese Mainland) %

* The new billing mode will take effect at 00:00 (UTC+8)
the next day.

Eefore Daily bill-by-traffic
Aite Daily bill-by-bandwidth

Products LVE, LEE

| understand the pricing & for different billing modes.

Cancel

Outside Chinese Mainland Billing Mode:
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Change (Outside Chinese Mainland) %

* The new billing mode will take effect at 00:00 (UTC+8)
the next day.

Eefore Daily bill-by-trafiic
Afte Daily bill-by-bandwidth

Products LVE, LEE

| understand the pricing 2 for different billing modes.

Cancel
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Domain Management
Adding Domain Names
Adding Your Own Domain

Last updated : 2023-10-08 14:13:06

To use CSS, you must have at least two domains, one push domain and one playback domain. You cannot use the
same domain for both push and playback.

Prerequisites

1. You have activated CSS.

Adding Your Own Domain

1. Log in to the CSS console and select Domain Management on the left sidebar.

2. Click Add Domain and complete the following settings in the pop-up window:

2.1 If you need to add a push domain: Enter the domain name and select the domain type as Push Domain.

2.2 If you need to add a playback domain: Enter the domain name, select the domain type as Playback Domain,
and choose the acceleration region, with the default being Chinese mainland.

2.3 Tags are used to categorize and manage resources from different dimensions. If the existing tags do not meet your
requirements, you can also go to the Tag Console to manage tags uniformly.

2.4 Click on Add Domain.
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Add Domain W

o Basic settings >

e * Playback Domain v

cceleration region * Cutside Chinese mainland v

@‘r’ou are applying for activating live acceleration service in Hong
Kong/Macac/Taiwan (China Region) and other regions, Please note that the
request for Chinese mainland will not be resalved. For specific prices,
please see reference documentation [

a0 (ontionz| 103y - d
g (optional) () x

+ Add

Caution

The domain name can be up to 45 characters long and cannot contain uppercase letters.

By default, you can add up to 100 domains under each Tencent Cloud account. If you you need to add more than 100
domains, please submit a ticket to raise the limit.

You can change the acceleration region of a domain added. On the Domain Management page, click the name of
the domain or click Manage on the right. Select the Advanced Configuration tab, click Edit in the Region

configuration area, select the acceleration region again in the pop-up window, and click Save.

Verifying Your Domain

To make sure that a domain can only be added by its owner, you need to verify your ownership of a domain before you
can add it in the CSS console. For example, to add a.test.com ,you need to verify your ownership of

test.com .Youdont need to verify again when adding domains with the same parent domain, such as
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b.test.com . You can verify a domain either by adding a DNS record or by uploading an HTML file. If a previously

added domain is not verified, when you add a domain with the same parent domain, verification is still required.

DNS record

You can verify your ownership of a domain by adding a DNS record at your DNS provider. If you use Tencent Cloud’s
DNS service, follow the steps below to add a DNS record.

1. Log in to the DNSPod console.

2. Select DNS > My Domains on the left sidebar and click the parent domain of the domain you want to add.

3. On the Record Management page, click Add Record.

4. Enter the following information:

Parameter Description

Host Enter “cssauth”.
R
ecord Select “TXT".
Type
Record CSS assigns a unique record value for each domain. You can view it in the CSS console when
Value adding your domain.

5. Click Confirm. The TXT record will take effect in about five minutes.

6. Return to the CSS console, click Verify now. If the verification succeeds, you can proceed to the next step.

©2013-2022 Tencent Cloud. All rights reserved. Page 28 of 553


https://console.dnspod.com/

@ Tencent Cloud Cloud Streaming Services

Verify domain W

DNS record HTML file

1 Add the DNS record below for the primary domain
liveteststream.com at your DNS provider. How do | add a DNS record?

cssauth_C.

cssauth Ig TXT a 15 F-
. w n

2 The TXT record has been added and will take effect in about five
minutes.

>

HTML file

You can also verify your domain by uploading an HTML file.

1. When asked to verify your domain in the CSS console, select HTML file.

2. Download the file.

3. Upload the file to the root directory of the second-level domain.

4. Make sure you can access the filevia http://second-level domain/second-level
domain_cssauth.html .

5. Click Verify now. If the verification succeeds, you can proceed to the next step.
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Verify domain W
DNS record HTML file
1 Download the verification file n_cssauth.html 3

2 Upload the file to the root directory of liveteststream.com

3 Check whether the file can be accessed through
http://. com/l; 1_cssauth.html

.

Caution
After finishing the Basic settings, you can proceed to the CNAME configuration step. For more information about

CNAME configuration, see Configuring CNAME for Domain Name.
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Configuring CNAME

Last updated : 2023-11-20 17:00:36

After the domain is connected to CSS, the system will automatically assign a CNAME domain for you (the CNAME
suffix for the push domainis .tlivepush.com , andthe CNAME suffix for the playback domain is
.txlivecdn.com )., which you can view in Domain Management. To make your domain accessible, you need to

add a CNAME record at your DNS service provider. You can use CSS only after the configuration takes effect.

Notes

CNAME resolution is required for both playback and push domains.

For detailed directions on how to add a CNAME record, please consult your DNS service provider.

CNAME configuration generally takes effect in about 15 minutes. If you configure multiple levels of CNAMEs, CSS will
be unable to track the resolution result. If your domain can be accessed, then the CNAME configuration is successful.

If CNAME configuration fails to take effect after a long time, refer to Domain Configuration to troubleshoot the issue.

Prerequisites

You have registered a domain.
You have verified the domain and added it in Domain Management of the CSS console. You haven’t added a CNAME

record for the domain (the icon in the CNAME column is

0]

Directions

The following part shows you how to configure a CNAME record at Alibaba Cloud, Baidu Al Cloud, Wanwang, and
Xinnet. The directions in this document are for reference only. Please follow the directions of your DNS service

provider. To check whether your CNAME configuration has taken effect, see Verifying CNAME Records.

Alibaba Cloud

If your DNS service provider is Alibaba Cloud, use the following steps to add a CNAME record:
1. Log in to the Alibaba Cloud console and go to Alibaba Cloud DNS > Manage DNS.
2. Click the domain for which you want to add a CNAME record to go to the DNS Settings page.
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3. Click Add Record and complete the following settings:

Type: Select CNAME .

Host: Enter the subdomain. For example, if your playback domainis play.mygcloud.com ,enter play ;ifyou
want to resolve mygloud.com ,enter @ ;if youwantto add a wildcard record, enter \\* .

ISP Line: Default isrecommended.

Value: Enter the CNAME of the domain. You can view your domain’s CNAME ( domain.txlivecdn.com ) onthe
Domain Management page of the CSS console.

TTL: 10 minutes is recommended.

4. Click OK.

Baidu Al Cloud

If your DNS service provider is Baidu Al Cloud, use the following steps to add a CNAME record:

1. Log in to the Baidu Al Cloud console and go to Domain Name System.

2. Select the domain you added to CSS and click Resolve in the Operation column.

3. Add a DNS record:

CVM server record: Enter the second-level domain (prefix) of your domain. For example, if your playback domain is
play.mygcloud.com ,enter play ;if youwanttoresolve mygloud.com ,enter @ ;if youwanttoadda

wildcard record, enter \\* .

Record type: Select CNAME record .

Resolution line: Default isrecommended.

Record value: Enter the CNAME. You can view your domain’s CNAME ( domain.txlivecdn.com )onthe

Domain Management page of the CSS console.

TTL: 10 minutes is recommended.

4. Click Confirm.

Wanwang

If your DNS service provider is Wanwang, use the following steps to add a CNAME record:

1. Log in to the Wanwang Member Center.

2. On the left sidebar, click Product Management > My Cloud Resolution to enter the cloud resolution list page.

3. Click the domain name to be resolved to enter the resolution record page.

4. On the resolution record page, click Add Resolution.

5. To add a CNAME record, select CNAME as the record type. For the host record, enter the domain prefix (such as
www ). For the record value, enter the CNAME to point to. Keep the default resolution line and TTL.

6. After completing the settings, click Save.

Xinnet
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If your DNS service provider is Xinnet, add a CNAME record by setting an alias (CNAME record).

An alias record allows you to map multiple names to the same computer and is generally used for computers providing
both www and mail services. Suppose a computer named host .mydomain.com (A record) provides both www
and mail services. To facilitate user access, you can set two aliases (CNAME records) starting with www and

mail for this computer.

Verifying CNAME Records

A new CNAME record generally takes effect within 30 minutes. The exact time needed varies with provider. You can
check whether a record has taken effect using the following methods.

Method 1: Go to Domain Management of the CSS console. If the icon in the CNAME column is

, CNAME configuration is successful.

CNAME configured

Method 2: When you add your domain in the CSS console, after completing the basic settings, in the CNAME
configuration step, you can view the CNAME status of the domain.
Method 3: On Linux/macOS, runthe dig command( dig your domain ). If the first row displays the

destination domain provided by CSS, CNAME configuration is successful.
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steven@P_PMMTIAN-MB1 ~ % [dig| . umm "mm mmomm W
<<>> DiG 9.10.6 <<>> L.uy M. B W ___"m -

global options: +cmd

Got answer:

;1 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 41591

;1 flags: qr rd; QUERY: 1, ANSWER: 17, AUTHORITY: 4, ADDITIONAL: 7
;7 WARNING: recursion requested but not available

- me =ae
- =

;7 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

77 QUESTION SECTION:

A R [ m. IN A

ANSWER SECTION:
. __m = = m pm "W 600 IN CNAME wm = ey N N

Method 4: On Windows, open a Command Prompt window and enter nslookup your domain . Ifthe

destination domain name provided by CSS is displayed, CNAME configuration is successful.

If CNAME configuration fails to take effect after a long time, refer to Domain Configuration to troubleshoot the issue.
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Push Domain Name Management
Push Configuration

Last updated : 2023-10-07 11:55:10

To protect your live streaming content, push authentication is enabled for push domains by default. You can use the
address generator on the details page of a push domain to generate a push URL, which you can use to push streams

(upload live videos) to the CSS platform.

Must-Knows

CSS provides a test domain name xxxx.tlivepush.com .You can use it to push streams for test purposes, but
the test domain should not be used in production environments.

A push URL is valid before the expiration time you specify. After it expires, you need to generate a new URL.

Prerequisites

You have activated CSS.

Authentication Configuration

1. Go to Domain Management, click the target push domain name or click Manage to enter the domain details

page.
2. Click Push Configuration and, in the Authentication Configuration area, click Edit.

Basic Info Push Configuration Template Configuration Advanced Configuration

Push URL

URL Compositio PushDomain + AppName + StreamName + Authentication Info

RTMP URL rtmp:// 'm / AppName / TtxSecret= md5(k e SixTime= hex(time)

WeDRTG URL webrtc: n / AppName / StreamName ?ixSecret= mdS(key+SireamName-+hex(time)) &t<Time= hex(time)

SRTURL@ st/ | 190007streamid=#l:n= a r= AppName / xSecret=  mas(key hex(ti MxTime=  hex(time}

RTMP over SRTURL  rtmpu/ .om :3570/ AppName / MxSecret= md5 (ke hex(time)) &txTime= hexitime)

Authentication Configuration

Backup Key @

3. In the pop-up window, toggle on Push Authentication.
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4. Enter the primary key and backup key, and click Save.

Authentication Configuration »

Push Authentication (:)

P' mar ¥ ey J
Generate
Only support case-sensitive letters and digits, with a length of up
to 256 bits.
Backup Key
Generate
COnly support case-sensitive letters and digits, with a length of up
to 256 bits.

Note
The primary key is required and the backup key is optional. Entering both allows you to switch to the other key when

one key is disclosed.

Push Address Generator

Directions

1. Go to Domain Management, click the target domain name or click Manage on its right to enter the details page.
2. Select Push Configuration and, in Push Address Generator, complete the following settings:

2.1 Select an expiration time, suchas 2022-11-24 16:00:35 .

2.2 Enter a custom stream name ( St reamName ).

2.3 Click Generate Push Address to generate a push URL containing the StreamName .
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Push Address Generator

1 Callback Address http:

Expiration Time 2021-03-16 11:16:20 H StreamMame *

Mo push address yet. Please click "Generate Push Address".

3. If you haven’t enabled authentication for your push domain, then you will also find RTMP, WebRTC, SRT, and
RTMP over SRT URLs in the Push URL area. Replace StreamName inyour playback URL with the stream name

used for push, and you can use the URL to play the stream.

Push URL
Push Domain + AppName + StreamName + Authentication Info
RTMP UR tmp:// 'm / AppName / StreamName 7?txSecret= md5(key+StreamName+hex(time)) &txTime= hex(time)
webrtc:// n / AppName / StreamName ?txSecret= md5S(key+StreamName+hex(time)) &txTime= hex(time)
RT URL® srt:// | :80007streamid=#!::h= a o= AppName / StreamName ,txSecret= md5(key+!
SR mpid/ .om :3570/ AppName / StreamName ?txSecret= md5S(key+StreamName+hex(time)) &txTime= hex(time)

Push URL format

An RTMP push URL looks like this:
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rtmp://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (

Parameter description
domain : The push domain name.
AppName : The live streaming application name, whichis 1ive by default and is customizable.
StreamName : The custom stream name used to identify a live stream.
txSecret :The authentication string generated after push authentication is enabled.
txTime : The expiration timestamp for the push URL.

Caution
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If you have enabled authentication, txTime indicates the expiration time of the URL.

For the sake of convenience, the console allows you to specify the URL expiration time in human-readable format. If
you enable authentication, when generating push URLs, the system will convert it to a hex timestamp (the
value of txTime ).

As long as you start push or playback before the expiration time and the stream is not interrupted, the push or

playback can continue even after the URL expires.

Sample Code of Push URL

We offer sample code in PHP, Java, and Go for generating push URLs. To view the code, follow the steps below:
1. Log in to the CSS console and click Domain Management.

2. Click a push domain name or click Manage on the right to enter its details page.

3. Select Push Configuration and scroll down to find Push Address Sample Code.

4. Click the tab to view the sample code for PHP, Java, or Go.

PHP

Java

GO
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/‘k*
* Get the push URL
* If you do not pass in the authentication key and URL expiration time, a URL witho

* @param domain: Your push domain name.

u streamName: A unique stream name to identify the push URL.
w key: The authentication key.
* time: The URL expiration time (example: 2016-11-12 12:00:00).

* @return String url

%/

function getPushUrl ($domain, S$streamName, Skey = null, S$time = null) {
if (Skey && Stime) {
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StxTime = strtoupper (base_convert (strtotime ($Stime),10,16));
//txSecret = MD5( KEY + streamName + txTime )
StxSecret = md5 (Skey.SstreamName.StxTime) ;
Sext_str = "?".http_build_gquery (array (
"txSecret"=> $txSecret,
"txTime"=> $txTime
))
}

return "rtmp://".Sdomain."/live/".SstreamName . (isset ($Sext_str) ? S$Sext_str : "

echo getPushUrl ("123.test.com","123456","69e0daf7234b01£257a7adb9£807ae9£f", "2016-09
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package com.test;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

public class Test {

public static void main(String[] args) {

System.out.println (getSafeUrl ("txrtmp", "11212122", 1469762325L));
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private static final char[] DIGITS_LOWER =

{'o"', '"12', '2v, '3', '4', '5', ‘'¢', '7', '8', '9', 'a', 'b', 'c', 'd',
/*
* KEY+ streamName + txTime
*/
private static String getSafeUrl (String key, String streamName, long txTime)
String input = new StringBuilder().
append (key) .

append (streamName) .

append (Long.toHexString (txTime) .toUpperCase()) .toStri

String txSecret = null;
try {
MessageDigest messageDigest = MessageDigest.getInstance ("MD5");
txSecret = byteArrayToHexString(
messageDigest.digest (input.getBytes ("UTF-8"))) ;
} catch (NoSuchAlgorithmException e) |
e.printStackTrace () ;
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

return txSecret == null 2 ""
new StringBuilder() .
append ("txSecret=") .
append (txSecret) .

(

(
append ("&") .
append ("txTime=") .
(

append (Long.toHexString (txTime) .toUpperCase () ) .
toString();

private static String byteArrayToHexString (byte[] data) {

char[] out new char[data.length << 1];

for (int 1 = 0, j = 0; i1 < data.length; i++) {
out [Jj++] = DIGITS_LOWER[ (0xFO0 & datalil]) >>> 4];
out [j++] = DIGITS_LOWER[OxOF & datal[il]];

}

return new String(out);
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package a

import (
"crypto/md5"
" fmt n
"strconv"
"strings"

"time"

func GetPushUrl (domain, streamName, key string, time int64) (addrstr string) {
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var ext_str string

if key != "" && time != 0/
txTime := strings.ToUpper (strconv.FormatInt (time, 16))
txSecret := md5.Sum([]byte (key + streamName + txTime))
txSecretStr := fmt.Sprintf ("%x", txSecret)
ext_str = "?txSecret=" + txSecretStr + "&txTime=" + txTime
}
addrstr = "rtmp://" + domain + "/live/" + streamName + ext_str
return

}

/*

*domain: 123.test.com

*streamName: streamname

*key: 69e0daf7234b01£f257a7adb9f807ae9f
*time: 2022-04-26 14:57:19 CST

*/

func main () {

domain, streamName, key := "123.test.com", "streamname", "69e0daf7234b01f257a7a
//CST: ChinaStandardTimeUT, "2006-01-02 15:04:05 MST" must be const

t, err := time.Parse("2006-01-02 15:04:05 MST", "2022-04-26 14:57:19 CST")

if err !'= nil{

fmt .Println("time transfor error!")

return

}
fmt.Println (GetPushUrl (domain, streamName, key, t.Unix()))

return

Related Operations

You can start pushing streams after the push URL is generated. For details, see Live Push.
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Recording Configuration

Last updated : 2024-07-26 14:44:12

The live recording feature is disabled by default. This document describes how to bind a recording template to a push

domain to enable the recording feature, as well as how to unbind a template to disable the feature.

Use Limits

After enabling the recording feature, please make sure that your VOD or COS service is in normal status. If VOD or
COS is not activated or is suspended due to overdue payments, live recording will fail. No recording files will be
generated. Nor will fees be incurred.

A template takes effect about 5-10 minutes after it is bound to a domain.

After a template is successfully bound to a push domain, recording will be enabled for push addresses under that
domain.

One domain can be bound with only one recording template. After binding, all streams under that domain will be
recorded according to the template.

Mixed-stream recording does not support mixing streams inside the Chinese mainland with those outside. It will cause

an error and playback will fail.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a recording template.

Binding a Recording Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management & and CNAME Configuration [ According to relevant regulations, to a
Identity Verification Guide [Z,

Edit Tag Certificate Management

Domain Name CNAME (D Type T Scenario Region T Status
Lop @ .com B Playback Domain css Global Enabled

Outside Chinese

top 0] .com 0 Playback Damain css maintand
top 0] wcom D Playback Domain Css Chinese mainland
to Lcom 0 Playback Domain Css Chinese mainlznd E
P [ 3y
oy .com o Playback Domain Ccss Chinese mainlznd
P 2yl
fop @ com o Push Domain Ccss Global
1o .com D Playback Domain Ccss Chinese mainlznd
P 2yl
top @ am D Playback Damain Ccss Chinese mainland
op ®@ wcom D Playback Damain Ccss Chinese mainland
LEOm ®@ «com D Push Domain Css Global

Total entri

2. Select the Template Configuration tab and click Edit in the Recording configuration area.
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Domain Management | B .com

Basic Info Push Configuration Template Configuration Advanced Configuration

(i} Recording, watermarking, screencapture are value-added services. Binding templates of these services takes

Recording Configuration

Template Mame Mone
Template 1D Mone
Storage Mone
raing Content Mone
cording Format Mone

Storage Penod Mone

3. Select a recording template and click Confirm.
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Recording Configuration 5

Select a template (or add a template in “Feature Configuration [3*

Template
Mame

Recording Recording Storage

Template ID Content Format Period

F

Original str... HLS Fermanent

Watermarke

d stream,

testTranscodi

Q| testoo1 ngtemplate  FLVHLSMP4 60 day(s),3...
(B H
Criginal
stream

A

Transcodi
ng template
D
gwTranscodi
ng template
D:
testkikiTransc
oding
template IC:

HLS Permaneant

ks -

Confirm Cancel
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Recording Configuration

Select a template (or add a template in “Feature Configuration 3

Template
Mame

Recording Recording

Template ID Content Format

Criginal str... HLS

Watermarke
d stream,
testTranscodi
Q| testoo1 ngtemplate  FLV HLSMP4
(B4
Criginal
stream

Transcodi

ng template

D
gwTranscodi
ng template

D
testkikiTransc
oding
template IC:

HLS

Confirm Cancel

Unbinding a Recording Template

Storage
Period

Permanent

60 day(s),3...

Permanent

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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Push domain: CS5 provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management & and CNAME Configuration [ According to relevant regulations, to a

Identity Verification Guide [Z,

Domain Name

1top
top

top
iop
top
dop
top

top

top

Certificate Management

CNAME (O Type T Scenario Region ¥ Status 1
0] _ .com 0 Playback Domain css Global Enabled
0] com @ Playback Damain Css ﬁif;ilii;hinese Enabled
0] wcom D Playback Domain Css Chinese mainland Enabled
O] Lcom 0 Playback Domain css Chinese mainland Enabled
0] .com D Playback Domain css Chinese mainland Enabled
0] com o Push Domain css Global Enabled
0] .com D Playback Damain css Chinese mainland Enabled
@ am D Playback Damain css Chinese mainland Enabled
® wcom (D Playback Damain css Chinese mainland Enabled
®@ «com D Push Domain Css Global Enabled

2. Select the Template Configuration tab and click Edit in the Recording configuration area.

Recording Configuration

4
T |4 B
CHArama

Rarnrdine
e aing r
Storane Pe

testO01

[vOoD]

Original stream, Watermarked stream, Transcoded and watermarked stream (Transcoding

S R U S [—

O e el s e S Y e o roacmrsimee [T = et =5
= L = — = - o A

FLV, HLS,MP4

60 day(s),30 day(s),Permanent

3. Unselect the template and click Save.
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Recording Configuration

Select a template (or add a template in "Feature Configuration 2"

Template
Mame

Recording Recording

Template ID Content Format

Original str... HLS

Watermarke
d stream,
testTranscodi
@ test001 ng template  FLV,HLS,MP4
D: -
Criginal
stream

Transcodi
ng template
D:
gwTranscodi
ng template
D .
testkikiTransc
oding
template IC:

Confirm Cancel

HLS

Note:

Unbinding a recording template will not affect ongoing live streams.

Storage
Period

Permansant

60 day(s),3...

Permansant

To cancel recording for ongoing streams, stop the streams and push them again.

Obtaining Recording Files

You can obtain recording files in the following ways:

Recording to VOD

From the VOD console
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Log in to the VOD console, select the target subapplication, and click Video/Audio Management on the left sidebar.

You can view all your recording files on this page.

Application Management

* After a subapplication is disabled, all its datz and configurations will be retained. It can no longer be accessed, but will incur costs. For details, see Billing Overview [2.

Application * After the subapplicaticn is terminated, its data and configurations will be cleared and cannot be recovered.
Management

Usage Statistics e
Create application Edit tags Disable Terminate Enable Cost allocation by tag
Application Name/ SubAppld Subapplication Description Creation Time $ Update Time Status (D
primary application Default Application
s 2021-09-03 08:30 2022-09-06 06:17 @ Enabled
D
;
E 2022-09-20 06:22 2022-09-20 06:22 @ Enabled
O
€ Application Audio/Video M t £ primary application v | SubAppld: . m
Management
Uploaded Uploading | Q
28 Application test
Overview N -
PR CRPERRIES  Primary application to Task Center. The status on this page indicates whether a file is blocked. Blocking takes effect in about five minutes. Blocked files cannot be played.
(=} Video/Audio + The VOD console shows at mast 5,000 media files. You can export the information of al your media fles.
Management
* The files you upload to VOD will incur storage costs, which vary according to the storage class you choose. Fees incurred each day are deducted the following day. For the usage and billing details, see your bill
= Audio/Video
Management
L » . W _ o - L o .
Upload Video Transcoding Scenario transcading Adaptive bitrate streaming ask Flow Content moderation Remaster More ¥
- Image
Management
g Name/ID Status Moderation result Source Y Uploading time 4 Expiration time @

Cold Storage

o -
+ Smart Bitrate NEW = R D ] @ Normal Not moderated yet Record 2024-06-03 15:12:13 Permanent
Reduction 0026:1

Task center
[ » ] o o @ Normal Not moderated yet Record 2024-06-03 15:12:12 2024-08-02

System Configuration

From recording callbacks

If you have configured a recording callback address in the console or using an API, after a recording file is generated,
a notification will be sent to the callback address configured. For details about the fields of the callback, see How to

Receive Event Notification.

Note:
The recording callback method is recommended for its reliability and real-timeliness.

Using a VOD API

You can also call the SearchMedia API of VOD to query recording files.

Recording to COS

©2013-2022 Tencent Cloud. All rights reserved. Page 53 of 553


https://console.tencentcloud.com/vod/app-manage
https://www.tencentcloud.com/document/product/267/38080
https://www.tencentcloud.com/document/product/266/34179

@ Tencent Cloud Cloud Streaming Services

From the COS console

Log in to the COS console, click Bucket List on the left sidebar, and then click the target bucket. You will be able to
find the recording files in the file list.
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@ Tencent Cloud Cloud Streaming Services

Time Shifting Configuration

Last updated : 2024-05-07 19:04:45

This document shows you how to bind a time shifting template to a push domain to enable time shifting for the domain,

as well as how to unbind a template to disable the feature. Time shifting is disabled by default.

Use Limits

A template takes effect about 5-10 minutes after it is bound to a domain.

After a template is successfully bound to a push domain, time shifting will be enabled for push addresses under that
domain.

One domain can be bound to only one time shifting template. After binding, time shifting will be enabled for all streams

under the domain.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a time shifting template.

Binding a Time Shifting Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Flayback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name
top
top
top
top
top
top
top
top

com

Certificate Management

® ©®© ® @ & O © ©

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

[Z Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

2. Select the Template Configuration tab and click Edit in the Time shifting configuration area.

Time shifting configuration

Mone

Mone

gion Mone

Mone

Mone

MNone

3. Select a time shifting template and click Confirm.
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&2 Tencent Cloud

Time shifting configuration

Select a template (or add a template in "Feature Configuration 2"

Acceleration

Template Nam Template ID

(1]
(57

Cutside Chinese
mainland

Chinese mainland

O test11 Chinese mainland

Qutside Chinese
mainland

Qutside Chinese
mainland

Unbinding a Time Shifting Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.

©2013-2022 Tencent Cloud. All rights reserved.

Watermarked
stream

Transcoded
stream (template
10 )

Transcoded
stream (template
1D )

Watermarked
stream

Original stream

Cancel

Cloud Streaming Services

T days

30 days

3 days

T days

T days

(7]

[1=]

a5

as

55

a5
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Flayback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name CNAME (O
top 0] com
top [0} ‘com
top O] com
top O] com
top 0] .com
top [O] com
top @ com
top @ com
com @ com

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

[Z Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

2. Select the Template Configuration tab and click Edit in the Time shifting configuration area.

Time shifting configuration

testi1
zfion region  Chinese mainland
Stream type Transcoded stream (template 1D: )

me-zhift days 3 days

S segment length bs

3. Unselect the template and click Save.
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Status T Added T
Enabled 2024-01-
Enabled 2023-12-
Enabled 2023-11-
Enabled 2023-11-
Enabled 2023-09-
Enabled 2023-08-
Enabled 2023-03-
Enabled 2023-03-
Enabled 2021-08-
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@ Tencent Cloud Cloud Streaming Services

Time shifting configuration

Select a template {or add a template in "Feature Configuration 2"

Acceleration T!
Template Name Template ID eqion Stream type Time-shift days i
Qwutside Chinese Watermarked
) T days he
mainland stream
Transcoded
Chinese mainland stream (template 30 days 8e
|0 )
Transcoded
(O] test11 Chinese mainland  stream (template 3 days Be
[ )
Cuiside Chinese Watermarked
) 7 days ae
mainland stream
Qutside Chinese
) Qriginal stream T days ae
mainland

Note:

Unbinding a time shifting template will not affect ongoing live streams.
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@ Tencent Cloud Cloud Streaming Services

Screencapture and Porn Detection
Configuration

Last updated : 2024-06-25 15:51:16

Live streaming push is set to have the screenshot feature turned off by default. This article will guide you on how to
enable the screenshot feature on a specified push domain and establish a connection with a screenshot template, as

well as how to unbind the template and disable the screenshot feature.

Notes

The template configuration will take effect in about 5 — 10 minutes.

After completing the screenshot template configuration, you also need to configure the callback template to receive the
screenshot results. For callback template configuration, please refer to Callback Configuration.

A domain can only be associated with one screenshot template. After the association, all streams under that domain

will have screenshot tasks performed according to that template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have already created a Screenshot Template.

Bind Screencapture Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CMAME Configuration [& According to relevant regulations, to accelerate a domain in the Chinese mainl:

Add Domain Edit Tag

Certificate Management

Domain Name CNAME © Type T Sci Region T Status ¥
1op @ .com Playback Domain css Qutside Chinese mainland Enabled
top @ com Playback Domain css Chinese mainiand Enablet
top @ com Playback Demain Ccss Chinese mainland Enablet
top (D .com Playback Domain Ccss Chinese mainland Enables
top @ com Push Domain Css Global Enable:
top (D com Playback Domain Ccss Chinese mainland Enable:
top @ com Flayback Domain css Chinsse mainland Enable:
top @] com Playback Domain css Chinese mainland Enables
com @ .com Push Domain css Global Enable:

2. Select the Template Configuration, and click on the Edit button in the upper right corner of the Screenshot

Configuration tab.

Screencapture configuration

Template Mame None
Template IC None
Screencapture Interva s

3. Select a screenshot configuration template based on your actual business needs.
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Cloud Streaming Services

&2 Tencent Cloud

Screencapture configuration X

Select a template (or add a template in "Feature Configuration 2"

T
\
[1x]
o
-
T
T
[}

test001 2
O

10

Cancel

4. Click Confirm to complete the configuration.

Unbind screenshot template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain name

details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese maink

Add Domain Edit Tag

Domain Name CNAME Type T Scenaric Region T Status T
top @ com Playback Demain Ccss Qutside Chinese mainland Enabled
top com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain Ccss Chinese mainland Enabled
top (D com Playback Domain Ccss Chinese mainland Enabled
top [0} com Fush Domain css Global Enable:
top (0] .com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain css Chinese mainland Enabled
top @ com Playback Domain Ccss Chinese mainland Enabled
@ com Push Domain css Global Enabled

2. Select theTemplate Configuration tab, and click on the Edit button in the upper right corner of the Screenshot

Configuration tab.

Certificate Management

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Cloud Streaming Services

Screencapture configuration

me tesiD01

3. Based on your actual business needs, uncheck the corresponding template and click Confirm .

Screencapture configuration X

Select a template (or add a template in "Feature Configuration 2"

T
!
(=]
e
=
o
T
1
5
'
[1=]
=)

() |testooq 2

10
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@ Tencent Cloud Cloud Streaming Services

Watermark Configuration

Last updated : 2024-06-18 14:40:42

The watermark feature is disabled by default for live push. This document describes how to bind/unbind a push

domain name to/from a watermark template to enable/disable the watermark feature.

Notes

The template configuration will take effect in about 5-10 minutes.

After the template is bound successfully, the watermark feature will be enabled for push addresses under the specified
push domain name.

One domain name can be bound to only one watermark template. After they are bound, all streams under the domain

name will be watermarked according to this template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have created a watermark template.

Binding Watermark Template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain
name details page.

©2013-2022 Tencent Cloud. All rights reserved. Page 64 of 553


https://console.tencentcloud.com/live
https://www.tencentcloud.com/document/product/267/35970
https://www.tencentcloud.com/document/product/267/31073
https://console.tencentcloud.com/live/domainmanage

@ Tencent Cloud Cloud Streaming Services

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Flayback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 4 and CMAME Configuratic
accelerate a domain in the Chinese mainland, you need to verify your idenfity. For details, see |dentity Verification Guide [&.

Add Domain Edit Tag Certificate Management

Domain Mame CNAME @) Type T Scenario Region T Status ¥ Add
— 1 @ . ——— Push Domain Ccss Global Enabled 202
Total entries: 1. Selected: 0 10«

2. Click Template Configuration and, in the Live Watermarking area, click Edit.

Live watermarking Edit
Te ate Mame  test
Previe Preview

3. Select a watermark template and click Confirm.
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@ Tencent Cloud Cloud Streaming Services

Watermark Configuration b4

Select a template (to add a template, please go to "Feature Template " for settings)

Template Mame Template ID ‘:IE e Operation

Position

O Upper left Preview :
Upper left Preview
Upper right Preview
Upper right Preview
Upper left Preview
Upper left Preview
Upper left Preview
Upper left Preview -

I Confirm Cancel

Note:

You can click Preview in the Operation column to view the watermark.

Unbinding Watermark Template

1. Go to Domain Management and click the push domain name to be configured or Manage to enter the domain

name details page.
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@ Tencent Cloud Cloud Streaming Services

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Flayback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 4 and CMAME Configuratic
accelerate a domain in the Chinese mainland, you need to verify your idenfity. For details, see |dentity Verification Guide [&.

Add Domain Edit Tag Certificate Management

Domain Mame CNAME @) Type T Scenario Region T Status ¥ Add
— 1 @ . ——— Push Domain Ccss Global Enabled 202
Total entries: 1. Selected: 0 10«

2. Select Template Configuration and click Edit in the Live Watermarking section.

Live watermarking Edit
Te ate Mame  test
Previe Preview

3. Clear the target template and click Confirm.

©2013-2022 Tencent Cloud. All rights reserved. Page 67 of 553



@ Tencent Cloud Cloud Streaming Services

Watermark Configuration '

Select a template (to add a template, please go to "Feature Template (2" for settings)

Template Mame Template |D 13-5 e Operation

Position

Upper left Preview :
Upper left Preview

Upper right Preview

Upper right Preview

Upper left Preview

Upper left Preview

Upper left Preview

Upper left Preview -
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@ Tencent Cloud Cloud Streaming Services

Callback Configuration

Last updated : 2024-06-25 15:52:05

The callback feature is disabled by default for Cloud Streaming Services (CSS) push. After a push domain name is
bound to a callback configuration, the callback feature will be enabled for all push addresses under this domain name.
If a callback event is triggered by the configured template during live streaming, Tencent Cloud will send a request to
the customer's server which is responsible for the response. After verification, the customer can obtain a JSON packet
containing the callback information.

This document describes how to bind/unbind a push domain name to/from a callback template to enable/disable the

callback feature.

Notes

The template configuration will take effect in about 5-10 minutes.

When a CSS event is triggered after the callback feature is enabled, you can receive the event information through the
event message notification.

The callback templates are managed at the domain name level in the console, and rules created by APIs cannot be
canceled for the time being. If you bound a template to a specified stream through the callback APIs and want to
unbind it, you need to call the DeleteLiveCallback Template API.

One domain name can be bound to only one callback template. After binding, all streams under it will be called back

according to this template.

Prerequisites

You have logged in to the CSS console and added a push domain name.

You have created a callback template.

Binding Callback Template

1. Go to Domain Management, and click the target push domain name or Manage to enter the domain details

page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need fo add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese main

Add Domain Edit Tag

Domain Name
op
top
top
top
top
top
top
top

2. Select Template Configuration

Callback Configuration

3. Select the corresponding callback template, and click Confirm .

Certificate Management

CNAME ®

® ® @ @ @ ©@ © ©

Mone

Mone

Type T

Playback Domain

Playback Domain

Playback Domain

Flayback Domain

Push Demain

Playback Domain

Playback Domain

Playback Domain

Push Demain

Region ¥

Outside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Enabled

Enabled

Enabled

and click Edit in the upper right corner of the Callback Configuration tab.
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Callback Configuration

Select a template (or add a template in "Feature Configuration 2"

emplat

O test

(1]

18]

Unbinding Callback Template

http:if

http:i/

Cancel

back U

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain name or Manage to enter the domain details

page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [Z and CNAME Configuration [2 According to relevant regulations, to accelerate 8 domain in the Chinese main

Add Domain Edit Tag

Domain Name
top
Aop
top
top
top
top
top

top

Total entries: 8. Selected 0.

Certificate Management
CNAME ®

0]

® @ @ @ © © ©

2. Select Template Configuration

and click Edit

©2013-2022 Tencent Cloud. All rights reserved.

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Fush Demain

Playback Domain

Playback Domain

Playback Domain

Push Demain

Region T Status T
Qutside Chinese mainland Enabled
Chinese mainland Enabl
Chinese mainland Enabl
Chinese mainland Enabl
Global Enabi
Chinese mainland Enabl
Chinese mainland Enabl
Chinese mainland Enabl
Global Enabl

in the upper right corner of the Callback Configuration tab.
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@ Tencent Cloud Cloud Streaming Services

Callback Configuration

emplaie Name test

Push Callbac nitp:if

3. Uncheck the associated template and click Confirm .

Callback Cenfiguration !

Select a template (or add a template in "Feature Configuration 2"

empilat

[9i]

Name Template ID Callback URL

hitp:f.

j test http-f/
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@ Tencent Cloud Cloud Streaming Services

Standby Stream Configuration

Last updated : 2024-05-07 19:04:45

This document shows you how to bind a standby stream template to a push domain to enable the standby stream
feature for that domain, as well as how to unbind a template to disable the feature. The standby stream feature is
disabled by default.

Notes

A template takes effect about 5-10 minutes after it is bound to a domain.
After a template is successfully bound to a push domain, the standby stream configured will take effect for all push

addresses under that domain.

Prerequisites

You have logged in to the CSS console and added a push domain.

You have created a standby stream template.

Binding a Standby Stream Template

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Add Domain Edit Tag Certificate Management

Domain Name CNAME (O
top O] com
top [0} ‘com
top O] com
top [O] com
top 0] com
top [O] com
top @ com
top @ com
com @ com

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Region T

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Status T Added T
Enabled 2024-01-
Enabled 2023-12-
Enabled 2023-11-
Enabled 2023-11-
Enabled 2023-09-
Enabled 2023-08-
Enabled 2023-03-
Enabled 2023-03-
Enabled 2021-08-

2. Select the Template Configuration tab and click Edit in the Standby stream configuration area.

Standby stream configuration

Template Name Mone
Template IC Mone
Standby stream Mone

ait time 0=

Max playback time 0=

3. Select a standby stream template and click Confirm.
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&2 Tencent Cloud

Standby stream configuration

Select a template (or add a template in "Feature Configuration 2"

Name seconds)

Q testood 2

Note:

Cancel

120

120

120

120

b

Preview

Preview

Preview

Preview

Preview

You can click Preview in the Operation column to preview the standby stream.

Unbinding a Standby Stream Template

Cloud Streaming Services

1. Go to Domain Management, and click the target push domain or click Manage to enter the domain details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain

Domain Name
top
top

top
top
top

top
1op
top
com

Certificate Management

® ®© ® @ & O 6 ©

2 and CNAME C

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Pugh Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Cloud Streaming Services

2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Qutside Chinese mainland

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Chinese mainland

Chinese mainiand

Chinese mainland

Global

Status T Ad

2024-01-

2023-12-

2023-11-

2023-11-

2023-09-

2023-08-

2023-03-

2023-03-

2021-08-

2. Select the Template Configuration tab and click Edit in the Standby stream configuration area.

Standby stream configuration

3. Unselect the template and click Save.

test001

Preview
2s

120 s
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Standby stream configuration

Select a template (or add a template in "Feature Configuration 2"

Template nlayback ~
. Template |D o Operation
Jame ime
seconds

0 120 Preview

0 120 Preview

3 120 Preview

0 9 Preview
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@ Tencent Cloud Cloud Streaming Services

Latency Control

Last updated : 2024-05-28 10:29:07

Itis possible to control the latency of HLS playback by adjusting the size and number of HLS segments. Note that

setting the latency too low may cause playback to stutter.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain name.

Latency control

1. Select Domain Management on the left sidebar and click the target push domain or click Manage on the right to

enter the details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [3 and CMAME Configuration [ According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verify yo

Add Domain Edit Teg Certificate Management

Domain Name CNAME & Type T Scenario Region ¥ Status T Added Time
com @ ~com Playback Domain css Outside Chinese mainiand  Enabled 2024-02-05 17:51:38
_org @ .com Playback Domain css Chinese mainiand Enabled 2024-01-22 11:39:47
org @ com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
~org @ com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:09:58
com © com Playback Domain css Qutside Chinese mainland  Enabled 2023-11-27 11:26:05
xyz o] com Push Domain css Glooal Enabled 2023-11-08 23:08:50
Lcom @ com Playback Domain css Qutside Chinese mainland  Enabled 2023-08-3116:23:26
o @ com Playback Domain css Outside Chinese mainland ~ Enabled 2023-08-31 15:29:03
org @ L.com Push Domain css Glaoal Enabled 2023-02-02 10:47:31
com @ .com Playback Domain css Global Enabled 2022-12-08 22:25:35

2.In Advanced Configuration > Playback latency configuration , you can configure the latency for HLS.
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@ Tencent Cloud Cloud Streaming Services

Domain Management / org

Basic Info Push Configuration Template Configuration Advanced Configuration

Playback latency configuration (i)

HLS latency High ) Medium Low

3. Based on your actual business needs, select appropriate latency parameters.

Select different configurations, corresponding to HLS segments configurations, high for 5 seconds 4 segments,
medium for 4 seconds 3 segments, and low for 2 seconds * 3 segments. The actual slice duration is related to the
GOP length. Each TS should contain at least one GOP. It is recommended to set the push stream GOP to 1s ~ 2s.

4. When GORP is set to two seconds, the latency is as follows:

Setting High Medium Low

Estimated Latency 20-25s 10-15s 6-8s
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@ Tencent Cloud Cloud Streaming Services

IP Blocklist/Allowlist Configuration

Last updated : 2024-05-16 17:26:18

This document shows you how to configure an IP allowlist/blocklist to filter requests and control access to streaming

content.

How It Works

IP allowlist: Only the configured IP addresses are allowed to push streams to Cloud Streaming Services.

IP blocklist: Only the configured IP addresses are restricted from pushing streams to Cloud Streaming Services.

Reminders

An IP allowlist/blocklist takes effect about ten minutes after configuration.

For an IP allowlist/blocklist configuration to apply to ongoing streams, you need to restart the streams.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain.

Configuring an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on
the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you ne¢

Identity Verification Guide [

Domain Name CNAME D
0]
[OF
[0} com
@ com
[—] © aom
@ com

Type ¥

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Cloud Streaming Services

Scenario Region T Status T Added Time

css DLI!EHIE Chinese Enabled 2024-03-19 17:11:08
mainland

Ccss Global Enabled 2024-02-29 15:20:34

€8s Du!sme Chinese Enabled 2024-02-01 11:45:23
mainland

css Ou!s‘de Chinese Enabled 2024-01-16 20:48:54
mainland

css Global Enabled 2024-01-16 20:48:09

css Qutide Chinese Enabled 2024-01-03 18:19:30

mainland

2. Within the Advanced Configuration> IP allowlist/blocklist, click on

o

to enable the IP Allowlist/Blocklist.

Domain Management /

Basic Info Push Configuration

Playback latency configuration (i)

HLS latenc) High () Medium

Template Configuration

Advanced Configuration

[3]
1]

IP allowlist/blocklist

Status {:’cmse

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [4

3. After enabling the IP Allowlist/Blocklist , enter the IP Allowlist/Blocklist configuration page and perform the

following configuration:
Blocklist

Allowlist
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of IP:port is not supported.

(wa)

O Blockiist Allowlist

The 403 error will be returned for requests from client IPs n

N [ R 5 T i | i T T . b
TOL Gk AN eNnier 2 I [e = = £S5

Cancel
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of IP:port is not supported.

1]

Authenticate By Blocklist | Allowlist

The 403 error will be returned for requests from client IPs not

Can entel more IPs/IP ranges

Cancel

Configuration

Description
Item

Allowlist or blocklist:
You cannot select both.
Authenticate By If you configure an allowlist, only IP addresses on the list will be able to access your
streaming content.
If you configure a blocklist, IP addresses on the list cannot access your streaming content.

IP List The IP blocklist supports a maximum configuration of 200 rules, and the IP allowlist
supports up to 500 rules. Please separate entries with a newline character.
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You can enter IP addresses or IP ranges (/8/16/24). The “IP address: port number” format
is not supported.
IPv6 is not supported currently.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [4
Deploying

Authenticate By Blocklist

Modifying an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Pugh domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need fo add your ICP filed domain for live playback. For more information en domain management, please see Domain Management [4 and CNAME Configuration [3 Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you nee
Identity Verification Guide (2

Add Domain Edit Teg Certificate Management

Domain Name CNAME () Type T Scenario Region ¥ Status ¥ Added Time

Outsids Ch

® com Piayback Domain css elds hinese Enabled 2024-03-19 171108
mainland

@ _com Piayback Domain css Gloval Enabled 20240229 15:20:34
Outsids Ch

® com Piayback Domain css elds hinese Enabled 2024-02-01 114523
mainland
Qutside Chinese

(@] +.com Playback Domain css 3 Enabled 2024-01-16 20:48:54
mainland

: @ .com Push Domain €8S Global Enabled 2024-01-16 20°43:09

Outside Chinese
(o] ~com Playback Domain css N Enabled 2024-01-03 18:19:30
mainland

2. Select the Access Control tab. In the IP allowlist/blocklist area, click Edit.
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IP allowlist/blocklist

Cloud Streaming Services

You can use |P allowlist/blocklist to filter requests by IP. How to use P allowlist/blockli

() Enable | Edit

Blocklist

3. Modify the configuration and click Save.

Disabling IP Allowlist/Blocklist

Follow the steps below to disable IP allowlist/blocklist:

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration B4 According to relevant regulations, to accelerate a domain in the Chinese mainland, you net

Identity Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME (D

@

2. Select the Access Control tab.

to disable IP allowlist/blocklist.

Type T

com Playback Domain

com Playback Domain

~.com Playback Domain

..com Playback Domain

~.com Push Domain

_com Playback Domain

Scenario

Ccss

In the IP allowlist/blocklist area, click

©2013-2022 Tencent Cloud. All rights reserved.

Region ¥

Outside Chinese
mainland

Global

Outside Chinese
mainland

Outside Chinese
mainland

Global

Outside Chinese
mainland

Status T

En

En

abled

abled

nabled

nabled

nabled

nabled

Added Time
2024-03-19 17:11.08
2024-02-29 1520034

2024-02-01 11:45.:23

2024-01-16 20-48:54
2024-01-16 20:48:09

2024-01-03 18:13:30
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IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/block

() Enable  Edit

Authenticate By Blocklist
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Delayed Playback

Last updated : 2023-12-01 19:10:06

Delayed playback is a feature that processes streams in the cloud, enabling the playback end to operate with a set
delay. This delay is distinct from the inherent delay of the protocol itself. Delayed playback is applicable to significant
live steaming events. To prevent unforeseen circumstances during the events, if you need to prepare control and
response measures in advance, you can configure this feature directly through the console. For instance, during the
live streaming of a large-scale evening party, if you set a delay of 5 minutes in advance, the online audience will see
the picture 5 minutes later than the actual event. In case of an unexpected incident, the director will have a 5-minute
pre-processing time period to switch machine positions or backup streams through the director's console, thereby

mitigating live streaming risks.

Notes

You can enable delayed playback via three methods:

Configure it in the Cloud Streaming Services (CSS) console.

Call the playback delaying API.

Adda txDelayTime parameter tothe end of a push URL. For details, please see Push Configuration,

Note :

Currently, the APl method is not recommended because calling an API involves configuration caching, which makes it
difficult to estimate when the feature takes effect. You are advised to quickly enable the feature using the first or third
method.

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API
before the feature can take effect. After it takes effect, extended feature fees will be incurred for streams published.

Delayed playback will take effect after waiting for 5 minutes once the configuration is completed.

Prerequisites

You have activated the Cloud Streaming Services (CSS) and logged in to the CSS console.

You have added a push domain.

Configuring Delayed Playback

1. Go to Domain Management and click the push domain to be configured or click Manage on the right to enter the

domain details page.
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Cloud Streaming Services

2. Select the Advanced Configuration tab. In the Delayed playback configuration area, click

»

to enable the delayed playback configuration.

Basic Info Push Configuration Template Configuration Advanced Configuration

Playback latency configuration

HLS latency High @ Medium Low

If the GOP for publishing is 2s, the latency is estimated to be 1

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [Z

Status I close
Authenticate B -

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

Status () Close

2.1. To add a new congifuration, click Add.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an APl before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

saus @D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation

You don't have any configurations yet.

Total item

1 /1 page

3. Complete the following settings based on your needs:
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Delayed playback configuration X

Scope o All Custom

Apply the configuration to the current domain

Delay *
sec

Enter a positive integer not greater than 600
Expiration Time * H
Delayed playback configuration X
Scope All o Custom

Apply the configuration to a specific application or stream, which will

override the configurations applied to domains.
AppName *

StreamName *

Delay *
sec
Enter a positive integer not greater than 600
Expiration Time * H
Configuration .
g Description
Item
Select All or Custom:
Scope All: Apply the configuration to the current domain.
Custom: Apply the configuration to a specific application or stream, which will override the
configurations applied to All.
AppName When there are configurations for the same AppName and StreamName, the most recently
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created configuration takes effect.

When there are configurations for the same AppName and StreamName, the most recently

StreamName ,
created configuration takes effect.

Delay A positive integer no greater than 600.

Expiration Time The maximum selectable time is no more than 7 days from the current time.

3.1. Click Confirm to save the configuration.

3.2. Based on your actual business needs, click New on the right side to continue adding Delayed playback

configuration.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [Z for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [4

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

siews @0 enable New

AppN Delay (Sec) Expiration Time ®  Creation Time Status Operation

You don't have any configurations yet.  Add

Total items: 0 10 v / page 1 /1 page

Note :

You can add up to 50 delayed playback configurations.

Modifying Delayed Playback Configuration

1. Select Domain Management, and click the push domain to be configured or click Manage on the right to enter the
domain details page.

2. Select the Advanced Configuration tab. In the Delayed playback configuration area. Click Edit on the right
side to enter the delayed playback configuration page.

3. Update the configurations based on your needs, and click Confirm to save the modifications.
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Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an APl before the feature can take effect. After it takes
effect, extended feature fees will be incurred [& for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.

Welcome to use it.
Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly

configure this feature by adding a delay parameter to the playback URL. Learn more [
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

stous (@D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation
All All 1 2023-05-30 00:00:00 2023-05-29 17:41:24 Active Edit] Delete
Total items: 1 10 v /page 1 /1 page

Deleting Delayed Playback Configuration

1. Select Domain Management, click the push domain to be configured, or click Manage on the right to enter the

domain details page.
2. Select the Advanced Configuration tab. In the Delayed playback configuration area, select the configuration

to be deleted and click Delete on the right side.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an API before the feature can take effect. After it takes
effect, extended feature fees will be incurred [Z for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.

Welcome to use it.
Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly

configure this feature by adding a delay parameter to the playback URL. Learn more [
Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

sies @D Enable

StreamName AppName Delay (Sec) Expiration Time @  Creation Time Status Operation
Al All 1 2023-05-30 00:00:00  2023-05-29 17:41:24  Active
Total items 10 v 1 /1 page

3. Confirm whether to delete this Delayed playback configuration, and click Are you sure you want to delete to

successfully delete it.
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Are you sure you want to delete this configuration?

After deletion, ongoing streams will be delivered in real time again only after you stop them

and publish them again

Are you sure you want to delete Cancel

Note :

After deletion, ongoing streams will be delivered in real time again only after you stop them and publish them again.

Disabling Delayed Playback

If you want to disable delayed playback configuration after enabling it, follow these steps:

1. Select Domain Management, click the push domain to be configured, or click Manage on the right side to enter
the domain details page.

2. Select Advanced Configuration tab. In the Delayed playback configuration area, click

«©

to toggle off the configuration.

Delayed playback configuration

After enabling delayed playback, you need to add a delayed playback configuration in the console or using an AP before the feature can take effect. After it takes
effect, extended feature fees will be incurred [4 for streams published. This feature is currently in free public beta and will start charging on June 15th, 2023.
Welcome to use it.

Delayed playback allows you to add a delay to the delivery of live streams. This gives you time to deal with emergencies in important events. You can quickly
configure this feature by adding a delay parameter to the playback URL. Learn more [Z

Delayed playback can also be used to reduce stutter in playback by imperceptibly adding a buffering delay on the server side, achieving smoother live streaming.

ses [ @D tnable ew

3. Confirm whether to disable this delayed playback configuration, and click Disable.
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Are you sure you want to disable delayed playback?

After delayed playback is disabled, the delayed playback configurations added \

nger take effect. For ongoing streams, the change will be applied on

you stop the streams and publish them again

Note .
After delayed playback is disabled, the delayed playback configurations added via the console or using APIs will no
longer take effect. For ongoing streams, the change will be applied only if you stop the streams and publish them

again.
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Moderation Configuration

Last updated : 2024-07-10 16:39:06

The moderation feature of live stream pushing feature is off by default. This document introduces instructions on how
to associate a moderation template with a specific push domain to activate the moderation feature and how to

disassociate the template to deactivate the moderation with successful association completed.

Notes

The configuration of the template comes into effect approximately 5-10 minutes post completion.

With successful association of the template completed, the moderation feature is activated for push URL under the
specified push domain.

Only one moderation template can be associated with a domain. Once associated, all streams under that domain will

be moderated in accordance with the associated template.

Prerequisites

You have successfully logged in to the CSS console and have completed Adding Your Own Domain.

A moderation template has been created.

Associating Moderation Template

1. Go to Domain Management. Click Domain Name you want to configure or Manage to enter the domain details
page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management © and CNAME Configuration [ According to relevant regulations, to accelerate a demain in the

Identity Verification Guide &.

Add Domain Edit Tag

Domain Name

top

top

top
wtop
top
top
.top
top
top

Certificate Management
CNAMEQD)

®

0}

.com @

com @

.com D

«com @

com @

com @

com @

com @

com D

L.com @

Type 7

Playback Demain

Playback Domain

Playback Domain

Playback Demain

Playback Domain

Push Demain

Playback Demain

Playback Domain

Playback Domain

Push Demain

Scenario

€58

€58

€SS

€55

€58

€58

€55

€58

Region T

Global

QOutside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

2. Select the Template Configuration tab. Click Edit in the right upper corner of the Moderation Configuration

tag.
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Domain Management / .com

Basic Info Push Configuration Template Configuration Advanced Configuration

@ Recording, watermarking, screencapture are value-added services. Binding templates of these services takes effect in 10 minutes. Service fees are incurred after the push starts. Unbinding a template will not affect the current live streaming, and will tak

Recording Configuration Edit Screencapture configuration
None None
None None
None Screencapture Interval 0
None
None
N Callback Configuration
one
None
Nene
Live watermarking Edit
None
N Moderation Configuration
one
Nene None
None
Nane
Time shifting configuration Edit
Disabled
MNone None
None Close
None Disabled
None eyword library used for audic moderatio None
MNone
None

Standby stream configuration

Nene
None

None

0s

0s

3. Choose a moderation configuration template according to your business requirements and click Confirm to

complete the configuration.
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Moderation Configuration

A0

Select a template (or add a template in "Feature Configuration &

Template Name Template ID Content type to Screencapture OCR
moderate terval
All moderations 2 Enable
L.] test001 All moderations 2 Close
All moderations 2 Cloze
All moderations 2 Enable

Unbinding Moderation Template

1. Go to Domain Management. Click Domain Name you want to configure or Manage to enter the domain details

page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management © and CNAME Configuration [ According to relevant regulations, to accelerate a demain in the

Identity Verification Guide &.

Add Domain Edit Tag

Domain Name

top
top
top
Jtop
top
top
.top
top
top

Certificate Management

CNAMEQD)

®

0]

.com @

com @

.com @

«com D

com @

com @

com @

com @

com D

L.com @

Type 7

Playback Demain

Playback Domain

Playback Domain

Playback Demain

Playback Domain

Push Demain

Playback Demain

Playback Domain

Playback Domain

Push Demain

Scenario

€58

€55

€ss

€55

€58

€58

€55

€58

Region T

Global

QOutside Chinese mainland Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

2. Select Template Configuration tab, click Edit in the top-right corner of the Moderation Configuration tag.
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Domain Management /

Basic Info Push Configuration Template Configuration Advanced Configuration

Cloud Streaming Services

@  Recording, watermarking, screencapture are value-added services. Binding templates of these services takes effect in 10 minutes. Service fees are incurred after the push starts. Unbinding a template will not affect the current live streaming

Recording Configuration

emplate Nams None
emplate 1D None

None

Recording Content  None

None

None

zmz  Mone

e ID None

None

Time shifting configuration

ame None

None

egion  None

pe None

me-shift days MNone

None

Edit

Edit

Edit

Screencapture configuration

emplate Name None
emplate IT None

Screencapture Intenal - Os

emplate Name  None

None

Mederation Configuration

emplate Name test001

All moderat

e interva 25

Nene

OCR-based maoderation polic Close

oderatio Nene

Standby stream configuration

emplste Name  None
emplate IC None
Standhy stres None
. 0s

e Os

3. Based on your business requirements, uncheck the relevant template and click Confirm to proceed.
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Moderation Configuration

Select a template (or add a template in "Feature Configuration &

Template b

@ test001

Note:

Template 1D

All moderahions

All moderations

All moderations

All moderations

Unbinding the moderation template does not affect the ongoing live streams.
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creencapture -
terval )
Enakble
Close
Clozs
Enakle
Cancel
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Remote Authentication Configuration

Last updated : 2024-06-17 17:32:29

With remote authentication, after authenticating a push/playback request for hotlink protection, CSS will call your
server APl to send the request to your server so that you can determine whether the request is legitimate. Based on
the result your server returns, CSS will approve or reject the push/playback request. This ensures more precise

authentication and improves security. However, you need to develop your own authentication server.

Workflow

Remote authentication works as follows:

Remote authentication server

D—>
- —

Y
o MM

User request

No Description

1 A request is sent to CSS.
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Cloud Streaming Services

2 If remote authentication is enabled for the domain, CSS will process the request as specified and then

send it to your authentication server.

3
be approved, while the code 403 indicates that the request should be rejected.
4 CSS approves or rejects the request based on the result.
Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain.

Configuring Remote Authentication

Your authentication server returns the result. The HTTP status code 200 indicates that the request should

1. Log in to the CSS Console, and select Domain Management on the left sidebar. Click the the push domain you

want to configure remote authentication for, or click on Manage on the right side to enter the Domain Management

page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to acceler

Verification Guide [&

Add Domain Edit Tag Certificate Management

Domain Name CNAME @

O]

O]

O]

@

O]

@

@

@
[ -] @
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1.com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

css

Css

Ccss

Css

Css

Css

Ccss

Region T Status °

QOutside Chinese

maintand Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Global Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Chinese mainland Enabled
Global Enabled
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2. Under the Advanced Configuration tab, find Remote authentication.

Remote authentication(i)

Passes through reguests to yvour own authentication server so that yvou can determing whether to approve a request. This ¢

3. Click

to enable remote authentication and complete the following settings:
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Remote authentication

AUThE erve Bss5* https://

Request method POST b
URL authentication

Farameters to keep = Keep all Remaove all O Keep specified parameters | wvalueljvalue2
Custom parameters to adc Type Field Value Jperat

Select host A Shost
Add

Time e e * 3000

¥ refries = - 1 +

ehavior upon timeout(f) O Approve Reject

Configuration Item

Authentication server address

Request method

URL
authentication

Parameters to keep
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Cloud Streaming Services

Description

The address of your authentication server (required). Format:
http(s)://+Domain or IP address+Port+Path.

POST is selected by default. You can also use HEAD or GET.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.
If you select Keep specified parameters, you need to enter the

parameters to be retained in the input box. Chinese characters and

Delete
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spaces are not supported. Separate multiple parameters with "|", for
example: valuel|value2 .

Authentication parameters are case-sensitive; "key" and "KEY" are
considered as two different parameters.

Click Add, and the parameter type can be either Select Parameter
or Custom. (Up to 50 parameters can be added)
Select Parameter supports choosing host, uri, query, client_ip,
and cdn_ip parameters.
host: The push domain.

Custom parameters uri: The original request URL.

to add client_ip: The request client IP.
cdn_ip: The request CDN-side IP.
When you select Custom, you need to fill in the parameter and
value fields. Chinese characters and spaces are not supported.
Authentication parameters are case-sensitive; "key" and "KEY" are
considered as two different parameters.

This is required. Enter a value between 500 and 3000. The default

Timeout period (ms) per try is 3000

Max retries Enter a value between 0 and 3. The default is 1.

This specifies whether to approve or reject a request if the system
does not receive a response (HTTP status code 200 or 403) after

Behavior upon timeout the total timeout period elapses (Total timeout period = Timeout
period per try x (Max retries + 1)). The default is Approve. You can
also set it to Reject.

4. Click Save.
Note:

The remote authentication configuration will take effect about 10 minutes after completion.

Modifying Remote Authentication Settings

1. Select Domain Management on the left sidebar. Click the the push domain you want to configure remote

authentication for, or click on Manage on the right side to enter the Domain Management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to acceler
Verification Guide 2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status *

Outside Chinese

(D com Playback Domain Css maintand Enabled
[0} com Playback Domain Css Chinese mainland Enabled
@ .com Playback Domain Ccss Chinese mainland Enabled
@ .com Playback Domain Css Chinese mainland Enabled
@ .com Push Domain css Global Enabled
(0] .com Playback Domain css Chinese mainland Enabled
@ .com Ig Playback Domain css Chinese mainland Enabled
@ com Playback Domain css Chinese mainland Enabled
: @ 1.com Push Domain Css Global Enabled

2. Under the Advanced Configuration tab, find Remote authentication and click Edit.

3. Modify the settings and click Save.

Remote authentication ()

Fasses through reguests to your own authentication server so that you can determineg whether to approve a request. This ensu

Remote authentication ()Al:tive

Authentication server address hitps:/f
Feguest methoc POST

URL authentication Kept parameters: valuel|value2

Type Fielc Value
Select host Zhost
Timeout period (ms) per fr 3000
ax retries 1times
Behavior upon timeout Approve
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Disabling Remote Authentication

1. Select Domain Management on the left sidebar. Click the push domain you want to disable remote authentication

for, or click Manage on the right to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, pleazse see Domain Management [& and CNAME Configuration [2 According to relevant regulations, to acceler
Verification Guide E2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME (© Type T Scenario Region T Status
@ com Playback Domain Ccss :i‘:f‘ilgidchinese Enabled
@ .com Playback Domain Css Chinese mainland Enabled
(D .com Playback Domain C55 Chinese mainland Enabled
[0} com Playback Domain Css Chinese mainland Enabled
@ com Push Domain css Global Enabled
@ com Playback Domain css Chinese mainland Enabled
@ ..com @ Playback Domain Css Chinese mainland Enabled
@ .com Playback Domain C55 Chinese mainland Enabled
: @ ..com Push Domain css Global Enabled

2. Under the Advanced Configuration tab, find Remote authentication and click

to disable remote authentication.
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Faszses through reguests to your own authenfication server so that you can determine whether to approve a request. This ensures maore pre

I Active Edit

hitps/
POST

Kept parameters: valueijvalue2

Select host

3000
1times

Approve
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Playback Domain Name Management
Playback Configuration

Last updated : 2024-05-28 10:27:20

After pushing a stream successfully, you can use the address generator of the CSS console to generate a playback

URL (you need to enter the StreamName , which should be the same as the stream ID in the push URL).

Prerequisites

You have logged in to the CSS console.

You have added a playback domain. For directions on how to add a domain, see Adding Your Own Domain Name.

Directions

1. Select Domain Management on the left sidebar and click the name of your playback domain or click Manage on the
right.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management B2 and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the Chinese mainland, you need t

Guide [
Add Domain Edit Tog Certificate Management
Domain Name CNAME © Type T Scenario Region T Status T Added Time

Qutside Chinese

top @ com Playback Domain Ccss mainiand Enabled 2024-01-03 18:13:40
top (D com Playback Domain css Chinese mainland Enabled 2023-12-05 11:13:42

1top @ .com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:08
top (D com Playback Domain css Chinese mainland Enabled 2023-11-24 1412:59
top (D com Push Domain css Global Enabled 2023-09-19 19:10:42
top @ w.com Playback Domain css Chinese mainland Enabled 2023-08-31132123

top @ w.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38.54
top @ -com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ .com Push Domain css Global Enabled 2021-08-31 16:52:03

2. Select Playback Configuration and, in Playback Address Generator, complete the following settings:
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Domain Management / top (I Origin server mode () I

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

Playback URL

Playback Domain + AppName +* StreamMame + Authentication Info

rimp:i/ top / AppName /! StreamName
hitpif top / AppName /! StreamName flv
hitp:/f .fop 7 AppName / StreamName .m3ug
webrtc:f/ ttop / AppName [ StreamName
It's priced differently from LVE Billing of LEE [2
Playback Address Generator
top
n  Closed
Q mos SHA256
Key @ 123
Validity Period ©  Ssec
oorwginalalream Transcoded siream Adaptive bitrate streams =
o) | 2024-05-09 14:50:41 & |«

2.1 You are required to select an encryption type . Make your choice based on your security needs and
performance considerations. The options for encryption types include MD5 and SHA256, with MD5 being the default.
2.2 Select the type of stream to play, which can be the original stream, the transcoded stream, or adaptive
bitrate streams. If you select Transcoded stream, you need to specify a transcoding template. If you select
Adaptive bitrate streams, you need to specify an adaptive bitrate template.

2.3 Enter the StreamName.

Only supports English letters, digits, and symbols.

such as liveteststream. Make sure it's the same as the StreamName in your push URL.

2.4 After you select an adaptive bitrate template, the names of the streams in the template will be listed in descending
order by bitrate.

2.5 Select an URL Expiration Time, suchas 2024-05-09 14:50:41

Note:

The URL expiration time refers to the hex(time) in the authentication information, and modifying it will change the
playback URL. The actual validity period is the sum of the URL expiration time and the authentication validity period.
Beyond this actual validity period, new requests will be denied, preventing further streaming through that address.

3. Click Generate Address.
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Playback Address Generator

top
Closed »
Type Q vD5 SHA256
Key @D 123
Validity Period )  5sec
Original stream o Transcoded stream Adaptive bitrate streams
liveteststream _ | test002 A
Time @ | 2024-05-09 14:50:41 =
Generation Result
T Playback Address
2024-05-09 14:50:48 @
TMP UR mp:l! topliivelliveteststream_test002 Ig 58
hitp:i top/ive/iveteststream_teston2 fiv g 58 (5)
HLS URL http:/i topllive/livetestsiream_test002.m3us [y (2 (O
RT webrtc: toplive/liveteststiream_testd02 i 52 (5

Cloud Streaming Services

It's priced differently from LVE Billing of LEB &

4. If you haven’t enabled authentication for your playback domain, in the Playback URL area on the same page, you

can find playback URLs for RTMP, FLV, HLS, and UDP. Replace StreamName

your push URL, and you can use the URLSs to play the stream.

Playback URL

Playback Domain + AppName * StreamName <+ Authentication Info

Tl R rimp:/f top / AppMName / SitreamName
hitp:/i [fop 7 AppName / SireamMame flv
HLS URL http:if .top / AppName / StreamName .m3ug
RT webric:/f .fop / AppName / StreamMName

It's priced difierently from LVB

Note:

For more information, see Live Playback.

Playback URL Format

Playback URL for the original stream

©2013-2022 Tencent Cloud. All rights reserved.
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RTMP format: “rtmp://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time
FLV format: “http://domain/AppName/StreamName.flv?txSecret=Md5 (key+StreamName+hex (t
M3U8 format: “http://domain/AppName/StreamName.m3u8?txSecret=Md5 (key+StreamName+hex
UDP format: webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time

domain : Your playback domain name.
AppName : The live streaming application name, whichis 1ive by default and is customizable.
StreamName : The stream ID, which uniquely identifies a stream and is customizable.

txSecret : The authentication string generated after playback authentication is enabled.

©2013-2022 Tencent Cloud. All rights reserved. Page 112 of 553



@ Tencent Cloud Cloud Streaming Services

txTime : The expiration timestamp of the playback URL configured in the console.
Note:
If you have enabled authentication, the actual expiration time of a URL willbe txTime plus the validity period of the
authentication key.
For the sake of convenience, the console allows you to specify the URL expiration time in human-readable format. If
you enable authentication, when generating playback URLs, the system will convert it to a hex timestamp (the value of
txTime ).
As long as you start push or playback before the expiration time and the stream is not interrupted, the push or

playback can continue even after the URL expires.

Playback URL for the transcoded stream

If a transcoding template is bound to your playback domain, and you want to play the transcoded stream, you need to

append the template name ( _transcoding template name ) to the original playback URL.

For example, if the original playback URLis http://domain/AppName/StreamName.flv?

txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (time) and the name of the transcoding

template bound is hd , the playback URL of the transcoded stream would be
http://domain/AppName/StreamName_hd.flv?

txSecret=Md5 (key+StreamName_hd+hex (time) ) &txTime=hex (time)

Adaptive bitrate playback URL

Only HLS and WebRTC are supported for adaptive bitrate playback. The URL formats for the two protocols are
different.
To get an HLS adaptive bitrate URL, add the template name ( _adaptive bitrate template name ) after

StreamName of the original playback URL.

For example, suppose the original playback URL is http://domain/AppName/StreamName.m3u8?
txSecret=Md5 (key+StreamName+hex (time) ) &txTime=hex (time) and the name of the adaptive bitrate
template bound is autobitrate .

The HLS adaptive bitrate URL would be http://domain/AppName/StreamName_autobitrate.m3u8?
txSecret=Md5 (key+StreamName_autobitratet+hex (time) ) &txTime=hex (time)

The format of a WebRTC adaptive bitrate URL is:

Playback domain (domain) + Application name (AppName, which is live by default),
Stream ID (StreamName) + Authentication information + Adaptive bitrate stream names
+ Name of the initially played stream + Bitrate control mode.

Note:

The adaptive stream names are listed in descending order by bitrate.

Suppose the adaptive bitrate template bound has three streams. Their names are "test 1", "test 2", and "test 3", and
their bitrates are 200 Kbps, 300 Kbps, and 400 Kbps respectively.The WebRTC adaptive bitrate URL would be:
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webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=he

H.265 playback URL

CSS supports pushing and playing H.265 streams. If the original stream is an H.264 stream, you can configure a

transcoding template to transcode it into an H.265 stream. For details about how to do this in the console or by calling

an API, see Live Remuxing and Transcoding.
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Playback Authentication Configuration

Last updated : 2024-06-19 16:08:10

Overview

By default, the content of Cloud Streaming Services (CSS) is publicly accessible, allowing you to view the live
streaming content as soon as you obtain the playback address. If you require access control over the live streaming
content during the use of Live Video Broadcasting (LVB) or Live Event Broadcasting (LEB), this can be achieved
through authentication settings to protect the content of the live streaming resources. Key authentication is used to
generate the authentication txSecret field in the live streaming address, which can prevent unauthorized use of the live
streaming due to domain name leaks. We recommend that you enable the key authentication feature to enhance the

security of your live streaming content.

How to Configure

To enable URL authentication, a CSS user needs to generate an encrypted URL and provide it to other users. When a
user requests content using the encrypted URL from a CSS acceleration node, the node will check the authentication
information of the request to determine whether the request is valid. If it is, the node will return the content normally;

otherwise, the node will reject the request, protecting your live streaming content.

Prerequisites

CSS has been activated, and you have logged in to the CSS console.

You have added a playback domain name.

Enabling Key Authentication

1. Select Domain Management and click the playback domain name for which you want to enable authentication

or click Manage to enter the domain name management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live piayback. For more information on domain management, please see Domain Management [ and CNAME Gonfiguration [3 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verity you

Guide E2.
Add Domain Edit Tag Certificate Management
Domain Name CNAME @ Type ¥ Region ¥ Status T Added Time

Outside Chinese

@ com Playback Domain CSs N Enabled 2024-02-05 17:51:38
mainland
og o) com Flayback Domain css Chinese mainland Enabled 2024-01-22 11:30:47
01y ® .com Playback Domain CSs Chinese mainiand Enabled 2024-01-11 17:26:45
org o) Lcom Playback Domain css Chinese mainland Enabled 2023-12-05 11:09:58
Outside Ch
com © com Playback Domain css uielde Ehinese Enabled 2022-11-27 11:26:05
mainiand
Xyz @ com Push Domain Css Global Enabled 2023-11-08 23:08:50
Outside Chinese
com @ zom Playback Domain css Enabled 2023-08-31 162325
mainland
cn @ .com Playback Domain Css OU!EH’E Chinese Enabled 2023-08-31 15:29:03
mainland
org com Push Domain Css Global Enabled 2023-02-02 10:47:31
com © com Playback Domain css Global Enabled 2022-12.08 22:26:35

2.Inthe Access control > Key Authentication section, click

to enable key authentication.

Domain IManagement / .com o Origin server mode (1)

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclesure. How to generate a live streaming UR

Primary Ke None

Backup Ke: None

3. Complete the following settings on the authentication configuration page:
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Authentication Configuration W
T - test Generate
- - testing Generate

Time - 20 +

Configuration

Description
Item

When configuring a primary key for authentication, based on your actual needs and security

policy, you can select a primary key randomly generated by the system, or enter a
Primary Key custom primary key, for example, test.

It supports only uppercase letters, lowercase letters, and digits, with a maximum length of

256 characters.

When configuring a backup key for authentication, based on your actual needs and security

policy, you can select a backup key randomly generated by the system, or enter a custom
Backup Key backup key, for example, testing.

It supports only uppercase letters, lowercase letters, and digits, with a maximum length of

256 characters.

Validity Time It supports only integers.
(s) Enter the signature validity period, such as 20.
Note:

Playback authentication of a playback domain name is disabled by default.
Authentication Key : It includes a primary key (required) and a backup key (optional). You can switch smoothly to
the backup key if your primary key is disclosed.

4. Click Save to save the configuration.
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Modifying Key Authentication

1. Select Domain Management, and click the playback domain name that requires authentication configuration

or click Manage to enter the domain name management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Playback demain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to verify you

Guide B2
Add Domain Edit Tag Certificate Management
Domain Name CNANE @ Type T cena Region T Status ¥ Added Time
Outside Ch
© com Playback Domain css ulside thinese Enabled 2024-02-05 17:51:38
com mainiand
org ® om Playback Domain Css Chinese mainland Enabled 2024-01-22 11:39:47
org o) com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
org o) com Playback Domain css Chiness mainland Enabled 2023-12-05 110953
Cutside Chi
com © com Playback Demain css utside Chinese Enabled 2023-11-27 11:26:05
mainland
e o] com Push Domain css Global Enabled 2023-11-08 23:08:50
com @ om Playback Domain Css OU!EH]E Chinese Enabled 2023-08-31 16:23:26
mainland
Outside €
en @ com Flayback Domain css uiside Ehinese Enabled 2023-08-3115:29.03
mainland
org com Fush Domain css Global Enabled 2023-02-02 10:47-31
com com Playback Domain CSs Global Enabled 2022-12-08 22:25:35

2.Inthe Access control > Key Authentication section, click Edit to enter the key authentication configuration

page.

Basic Info Playback Configuration

Key Authentication

Template Configuration

| Access control |

Advanced Configuration

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming L

© ]

test
testing

20

3. Modify the configuration item information according to your actual needs, and click Save to complete the

modification.

Disabling Key Authentication
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Note:

When you choose to disable key authentication, make sure you understand the risks involved. Disabling key

authentication may expose your live streaming service to piracy, resulting in additional service fees. Therefore, we

recommend that you keep key authentication enabled to protect your live streaming content.

After Enabling Key Authentication, if you need to disable this feature, follow these steps:

1. Select Domain Management, and click the playback domain name that requires authentication configuration

or click Manage to enter the domain name management page.

Domain Management

Push domain: GSS provides you with a default push domain, you can also add your IGP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [Z and CNAME Configuration [Z According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to verify you

Guide [2

Add Domain Edit Tag

Certificate Management

Domain Name CNAME @ Type ¥ Scenario Region ¥ Status T Added Time
@ com Playback Domain Css OU!SME Chinese Enabled 2024-02-05 17:51:38
com mainland
org om Playback Domain Css Chinese mainiand Enabled 2024-01-22 11:39.47
org com Playback Domain css Chinese mainland Enabled 2024-01-11 17:26:45
org com Playback Domain css Chinese mainland Enabled 2023-12-05 110953
Qutside Chi
com © com Playback Domain css Lside Chinese Enabled 2023-11-27 112605
mainland
vz o) com Push Domain css Global Enabled 2023-11-08 23:06:50
com @ om Playback Domain Css OU!SH]E Chinese Enabled 2023-08-31 16:23:26
mainland
Outside Ch
en © com Playback Domain css uiside Ehinese Enabled 2023023115200
mainiand
org .com Push Domain css Global Enabled 2023-02.02 10:47:31
com com Flayback Domain css Global Enabled 2022-12-08 22:25:35

2.Inthe Access control > Key Authentication

to disable key authentication.

Basic Info

Key Authentication

Playback Configuration

section, click

Template Configuration Advanced Configuration

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming URI

Edit

test
testing

ty Time (s 20

3. Before disabling key authentication, confirm once more if you really wish to proceed. If you understand and accept

the risks, click Confirm to proceed.
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Confirm Disabling of Key Authentication %

Disabling key authentication may result in unauthorized playback, which will incur costs.
Therefore, you're advised to keep it enabled.
| fully understand the risks above

After authentication is enabled for the playback domain name, the original playback URL will be inaccessible and an

Note:

error 403 will be returned. Before enabling this feature, please make sure that your live streaming platform is

compatible with the following authentication algorithm so that your streaming services will not be affected.

Example

Original playback URL:
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http://www.test.com/live/test01.flv

The authentication parameters configured are as follows:
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Primary key: ngoeig03
Backup key: -
Validity period: 12495 seconds

Note:

If you have enabled authentication, the actual expiration time of a URL willbe txTime plus the validity period of the
key.

For the sake of convenience, the time you set in the console is the actual expiration time. If you have enabled

authentication, the system will calculate the txTime when generating playback URLs.
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If you use FLV or RTMP methods to start pulling the stream before the expiration time, the stream will be maintained
normally as long as the connection is not interrupted or stopped, even if the expiration time has passed.

If you use the HLS method to start pulling the stream before the expiration time, the stream will be stopped when the
expiration time is reached.

Timestamp calculation:

Setting time: 2018.12.01 08:30:00
Decimal Unix timestamp: 1543624200

Hexadecimal Unix timestamp: 5C01D608 (case—-insensitive). CSS uses hexadecimal times
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Authentication signature calculation:

txSecret = MD5 (key+StreamName+txTime)

StreamName is the stream name, which is the same as the StreamID
txTime is the timestamp

key is the authentication key

txSecret = MD5 (ngoeiq03+test01+5C01D608)

txSecret = MD5 (ngoeig03test015C01D608)

txSecret = ce797dc6238156d548ef945e6adlea20

New playback URL:
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http://www.test.com/live/test0l.flv?txSecret=ce797dc6238156d548ef945e6adlea20&txTim

The expiration time of this URL is 2018.12.01 08:30:00 + 12495 seconds, i.e., 2018.12.01 11:58:15 Beijing time.
If authentication fails or the URL expires, CSS will return 403.
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Referer Configuration

Last updated : 2024-06-18 14:44:09

You can set referer blocklist/allowlist and rules to block/allow playback requests so as to protect live streaming

content. You can also choose whether to allow empty referer.

How to Configure

Referer URL is based on the HTTP protocol. CSS uses the referer field in an HTTP request to identify the source and

verify the request, and then determine whether to accept or reject the request.

Notes

Referer information is included in HTTP requests. Therefore, referer configuration is ineffective for non-HTTP (such as
RTMP, WebRTC, QUIC) requests. If you want to restrict the access of RTMP requests so as to prevent malicious
users from bypassing referer hotlink protection through RTMP pull, perform configurations in the protocol disablement
settings.

Enabling, disabling, or modifying the referer takes effects in 15-20 minutes after the configuration. You don't need to
push streams again.

The referer hotlink protection feature verifies the referer information in the header of an HTTP request so as to check
whether the request is valid and allow or reject live streaming accordingly. However, there may be cases where a
forged referer bypasses the verification to hotlink the service. Therefore, we recommend you not strongly rely on

referer for content protection.

Prerequisites

You have activated the CSS service and logged in to the CSS console.

You have added a playback domain name.

Enabling Referer

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.
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Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [ and CMNAME Configuration [& According to relevant regulations, to accelerate
Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status T
+top @ com I Playback Domain css ﬁl;ﬁi‘:idchinese Enabled
top @ com Playback Domain Css Chinese mainland Enabled
.top @ .com Playback Domain Ccss Chinese mainland Enabled
top [0} .com Playback Domain Ccss Chinese mainland Enabled
top [0} LCom Push Domain css Global Enabled
itop [0] -com Playback Domain css Chinese mainland Enabled
@ LCom Playback Domain css Chinese mainland Enabled
top @ L.com Playback Domain css Chinese mainland Enabled
com @ com Push Domain css Global Enabled

Total entri

2. In Access Control > Referer Configuration, click

to enable Referer Hotlink Protection.

Domain Management / .top () Crigin server mode (1)
Basic Info Playback Configuration Template Configuration Advanced Configuration
Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.

Referer

The Referer HTTP header field is used fo identify and filter a request. How to use Referer for authentication? [4

3]+~

3. And configure as follows:
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Cloud Streaming Services

Referer Configuration %

Configuration Item

Referer Type

Allow Empty
Referer

Referer Patterns

© Elockiist Allowiist

Description

Select Blocklist or Allowlist as the referer type.

You cannot select both of them,

When the referer allowlist is configured, request sources on the list will be allowed to
access the live streaming content while those not on the list will be blocked.

When the referer blocklist is configured, request sources on the list will be blocked to
access the live streaming content while those not on the list will be allowed.

When this feature is enabled, access will be allowed for HTTP requests with empty or no
referer field. Users can access the live stream URL directly via browsers.
When this feature is disabled, requests with empty referer will be rejected.

You can enter up to 100 patterns. Please separate them with line breaks, Do not leave
empty rows or enter semicolons ( ;) .
You can enter IPs or domain names. The field supports path prefixes (domain names
and IPs) and wildcards (domain names) for match. For example:
Ifyouenter 101.1.0.1 and www.test.com ,the configuration will take effect for
both 101.1.0.1/157 and www.test.com/tencent.
If youenter *.test.com ,the configuration will take effect for both

www.test.com and a.test.com .

If you enter no referer pattern, the blocklist/allowlist is not configured.
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4. Click Save to save the configuration.

Modifying Referer

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate
Verification Guide 2.

Add Domain Edit Tag Certificate Management

Domain Name CNAME Type T Scenario Region T Status T

Outside Chinese
abled
.top (0] .com Ig Playback Domain css —— Enabled

top (D .com Playback Domain css Chinese mainland Enabled

Llop (D .com Playback Domain css Chinese mainland Enabled
top @ ..com Playback Domain css Chinese mainland Enabled
top @ .com Push Domain css Glohal Enabled
itop (D com Playback Domain Css Chinese mainland Enabled

top @ .com Playback Domain Css Chinese mainland Enabled
top @ 1.com Playback Domain css Chinese mainland Enabled
com @ .com Push Domain css Global Enabled

2.In Access Control > Referer Configuration, click Edit to enter the referer configuration page.

3. Modify the configuration items and click Save.
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Domain Management /

Basic Info Playback Configuration

Key Authentication

.top C) Origin server mode ()

Template Configuration Advanced Configuration

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.

Referer

Referer Type Blocklist

Allow Empty Referer  Yes

The Referer HTTP header field is used to idenfify and filter a request. How to use Referer for authentication? [2

Disabling Referer

After enabling the referer, you can disable it by performing the following steps:

1. Select Domain Management, and click the target playback domain or click Manage on the right to enter the

domain management page.
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Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [ and CMNAME Configuration [& According to relevant regulations, to accelerate
Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region T Status T
top @ com I Playback Domain css ﬁl;ﬁi‘:idchinese Enabled
top @ com Playback Domain Css Chinese mainland Enabled
Ltop @ .com Playback Domain Css Chinese mainland Enabled
top [0} .com Playback Domain css Chinese mainland Enabled
top [0} LCom Push Domain css Global Enabled
itop [0] -com Playback Domain css Chinese mainland Enabled
@ i.com Playback Domain css Chinese mainland Enabled
top @ L.com Playback Domain css Chinese mainland Enabled
com @ com Push Domain css Global Enabled
Total entries: 9. Selecte;

2. In Access Control > Referer Configuration, click

to disable the referer.

Referer

The Referer HTTF header field is used to identify and filter a request. How to use Referer for authentication? 4

S @l Edit

Referer Type Elocklist

eferer  Yes
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Template Configuration

Last updated : 2024-05-28 10:26:22

With CSS, the original bitrate is used for playback by default. To use a different playback bitrate, you can bind your
domain with a transcoding or adaptive bitrate template. This document shows you how to bind a template to and

unbind a template from a playback domain.

Notes

A template takes effect about 5-10 minutes after it is bound to a domain.

After you specify a transcoding template, the backend will generate playback URLs of different formats for the
transcoded stream. To avoid image distortion, push the stream at a resolution as close as possible to the original
resolution.

H.265 is supported by fewer players than H.264. Playback may fail if a player does not support H.265. To solve this
issue, you can configure a transcoding template to transcode your video to H.264.

Loading may take some time for the first user accessing the URL that uses a different playback bitrate.

One domain can be bound with multiple transcoding templates. After you bind a template, videos will be transcoded
as specified in the template.

You can create up to 50 transcoding templates.

Prerequisites

You have logged in to the CSS console and added a playback domain name.

You have created a transcoding template or an adaptive bitrate template.

Transcoding Template

Binding a transcoding template

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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@ Tencent Cloud Cloud Streaming Services

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc
Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type T Scenario Region ¥ Status ¥ Added Time

Qutside Chinese
-top @ com Playback Domain css mainland Enabled 2024-01-03 18:13:40

top o com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:13:42

top (D .com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top ® com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top (D 1.com Push Domain css Global Enabled 2023-09-19 18-10:42
fop (0] -com Playback Domain css Chinese mainland Enabled 2023-08-31 18:21:23

top @ -com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54
“fop @ L.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ lcom Push Domain css Global Enabled 2021-08-31 16:52:03

2. Select Template Configuration > Transcoding Configuration , and click Edit in the upper-right corner of the

Transcoding Configuration tab.

Domain Management / top () Origin server mode ()

Basic Info Playback Configuration Template Configuration Access control Advanced Configur:

Transcoding Configuration

Template Mame Template 1D Codec Bitrate

Mo data yet

i
=)
o
o

3

1
—
[=]

L |

T

o
r=]
B
—_

3. Based on your actual business needs, choose different transcoding configuration templates.
Note:
Choosing different transcoding configuration templates will specify the encoding method and bitrate settings set by the

transcoding template for the playback URL under that domain.
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Transcoding Configuration %

Select a template (or add a template in "Feature Configuration 2"

B Template Name Template 1D Codec Bitrate
test002 origin 5000 .
arigin 2000
origin 2000
test001 origin 2000
origin 0
origin 0
origin 2000
origin 0

4. Click Confirm.

URL format for transcoded streams

After binding a transcoding template, append its name to your playback URL ( playback URL_transcoding
template name). If you do not append the template name, the original stream will be played. For more information on
playback URLs, see Playback Configuration.

Suppose the name of the transcoding template bound is hd, and the original playback URL is as follows:
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http://domain/AppName/StreamName.flv?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=

To play the transcoded stream, you need to use the following URL:
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http://domain/AppName/StreamName_hd.flv?txSecret=Md5 (key+StreamName_hd+hex (time) ) &t

Unbinding a transcoding template

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top [0] com
top (0] com
top (0] _com
top (0] com
.top (0] L.com
top (0] _com
top @ _com
11op @ s.com
com @ Lcom
Total entries: 9. Selected: 0

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario Region T

Qutside Chinese

mainland
css Chinese mainiand
css Chinese mainiand
css Chinese mainland
css Global
css Chinese mainiand
css Chinese mainland
css Chinese mainiand
css Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Transcoding Configuration , and click Edit in the upper-right corner of the

Transcoding Configuration tab.

Domain Management /

top () Origin server mode (i)

Basic Info Playback Configuration Template Configuration

Access control

Advanced Configur

Transcoding Configuration

Template Name Template 1D

test002

test001

Codec

arigin

arigin

10 =

=]

o
=]
[7]

Bitrate

5000

2000

3. Based on your actual business needs, deselect the corresponding templates.
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Transcoding Configuration X

Select a template (or add a template in "Feature Configuration 2"

Tarmirlata koo Tarminlata 15 -..l..

testlnz2 origin 5000
origin 2000
origin 2000
[ ]| testoo1 origin 2000
origin ]
origin 0
origin 2000
origin ]

4. Click Confirm.
Note
To delete a template, you need to unbind it first and then go to Feature Configuration > Live Transcoding to delete

it. For details, see Deleting a Template.

Adaptive Bitrate Template

Binding an adaptive bitrate template

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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&2 Tencent Cloud

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top o) com
o o an
top 0] .com
oo 0] com
1o 0] 1.com
op 0] _com
o @ com
Hop @ v.com
com (©] Lcom

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario Region T

Quiside Chinese

mainland
css Chinese mainiand
css Chinese mainiand
css Chinese mainland
css Global
css Chinese mainland
css Chinese mainland
css Chinese mainiand
css Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Adaptive bitrate configuration , and click Edit in the upper-right corner of

the Adaptive bitrate configuration tab .

Adaptive bitrate configuration

Template Name Template ID

Template Description

Mo data yet

Stream couni

3. Based on your actual business needs, choose the appropriate adaptive bitrate configuration template.

Note:

Choosing different adaptive bitrate configuration templates will specify the sub-stream information set by the adaptive

bitrate template for the playback URL under that domain.
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Adaptive bitrate configuration X

Select a template (or add a template in "Feature Configuration 2"

i

B Template Name Template |D Template Des Stream count

15

v |testil 2
v |

4. Click Confirm.

Adaptive bitrate URL format

Only HLS and WebRTC are supported for adaptive bitrate playback. The URL formats for the two protocols are
different. For details, see Playback Configuration.

HLS URL:
Suppose the name of the adaptive bitrate template bound is autobitrate, and the original playback URL is as

follows:
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http://domain/AppName/StreamName.m3u8?txSecret=Md5 (key+StreamName+hex (time) ) &txTime

To play the transcoded stream, you need to use the following URL:
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http://domain/AppName/StreamName_autobitrate.m3u8?txSecret=Md5 (key+StreamName_autob

WebRTC URL:

Suppose the adaptive bitrate template bound has three streams. Their names are "test 1", "test 2", and "test 3", and
their bitrates are 200 Kbps, 300 Kbps, and 400 Kbps respectively.
The adaptive bitrate playback URL would be as follows:
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webrtc://domain/AppName/StreamName?txSecret=Md5 (key+StreamName+hex (time) ) &txTime=he

Unbinding an adaptive bitrate template

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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&2 Tencent Cloud

Demain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more infermation on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, te accelerate a domain in the Chinese mainland, yc

Verification Guide E2

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
.top [0]

top
top
top
«top
fop

top

“fop

®© ®©@ @ & 6 © 6 6

L.com

l.com

Type T

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

css

css

Region Y

Qutside Chinese
mainland

Chinese mainiang

Chinese mainiand

Chinese mainland

Global

Chinese mainiand

Chinese mainland

Chinese mainiand

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40

2023-12-05 11:13:42

2023-11-24 16:19:06

2023-11-24 14:12°59

2023-09-19 18-10:42

2023-08-31 18:21:23

2023-03-10 14:38:54

2023-03-10 14:37:32

2021-08-31 16:52:03

2. Select Template Configuration > Adaptive bitrate configuration , and click Edit in the upper-right corner of

the Adaptive bitrate configuration tab .

Adaptive bitrate configuration

Template Name

test01

3. Based on your actual business needs, deselect the corresponding templates.

Template ID

©2013-2022 Tencent Cloud. All rights reserved.

Template Description

w
w
@
1

mn count

Page 144 of 553



@ Tencent Cloud Cloud Streaming Services

Adaptive bitrate configuration pd

Select a template (or add a template in "Feature Configuration 2"

- — —

Template Name Template ID emplate Des

E testd1 2

(7]
I3e]
)

4. Click Confirm.

Note
To delete a template, you need to unbind it first and then go to Feature Configuration > Live Transcoding to delete

it. For details, see Deleting a Template.
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HTTPS Configuration

Last updated : 2024-07-02 15:44:17

Overview

The HTTPS protocol is a network protocol built based on the SSL and HT TP protocols for encrypted transfer and
authentication, which is more secure than the HTTP protocol. If you want to enable HTTPS acceleration, you can do
so by enabling the HTTPS feature for the playback domain name and configuring a correct and valid certificate. You
can purchase a certificate from Tencent Cloud SSL Certificate Service. If you already have one, you can upload it to
the CSS console for configuration. Currently, CSS only supports the PEM format. If your certificate is in another
format, you need to convert it to PEM format first. The format requirements and configuration method for the certificate

are as follows:

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Directions

Step 1. Edit the HTTPS configuration

1. Enter Domain Management and click the playback domain name to be configured or Manage on the right to

enter the domain name details page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain

Add Domain Edit Tag Certificate Management

Domain Name CNAME @
top Q com
top com
top @ ..com
top [0} com
top @ com
top Q com
top @ com
top @ com
..com @ com
Total entries: 9. Selecte

2 and CNAME C

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Select Advanced Configuration > HTTPS Configuration, then click

to enable the HTTPS service.

Domain Management /

top C’ Origin server mode (i)

Basic Info Playback Configuration Template Configuration

Scenario

Access control

Cloud Streaming Services

Region T

Outside Chinese mainland

Chinese mainiand

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainiand

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

[% According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne

Adde

2024

2023

2023

2023

2023

2023

2023

2023

2021

Advanced Configuratit

HTTPS Configuration (D)

HTTFS service ()

Certificate expiration time Mone

3. After enabling the HTTPS service, enter the HTTPS Configuration page and proceed with the following settings:
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HTTPS Configuration »

Certificate Source Q) New Existing

znter. see HTTS Configuration [

HTTPS Configuration e

Certificate Source New () Existing

C Domain Name Expiration Ti...

Mo data

0 certificate iz added. Pleaze go to Cerificate Management [& o
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4. Select the source of the certificate to be configured, enter relevant information, and click Save.

Certificate Source Required Configuration ltems

Certificate Name: enter a custom name used to identify the certificate.

Certificate Content: enter the content of the .crt file for Nginx. For more
Self-owned certificate information, please see Certificate content.

Private Key Content: enter the content of the .key file for Nginx. For more

information, please see Certificate key.

Tencent Cloud-hosted

. Certificate List: select an uploaded certificate in SSL Certificate Service.
certificate

Note:

The HTTPS feature will take effect approximately 2 hours after configuration is completed, please be patient.

Certificate Description

A certificate provided by the CA includes Apache, IIS, Nginx, and Tomcat files. The encryption service of CSS
uses Nginx, so you should select the content of the Nginx files for the configuration.
Go to SSL Certificate Service console > Certificate Management, select the target certificate, click Download in

the "Operation" column, and decompress the downloaded package to get the following files:

|| Apache > . mem, Ol
s L Lkey
[ Nginx [
|| Tomcat B
Certificate
content:
enter the entire content between ————- BEGIN CERTIFICATE-————-— and -———- END CERTIFICATE————-

inthe .crt file for Nginx.

Sample content:
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MIIFvDCCBKSgAwIBAIQBTo6zUPDPEibYY | Qs FADBY
1swCOYDVQQGEWIDT jEIMCMGALIUEChMCVHI £211cy

MB&
Kol

aru

bMI4aPlv
END CERTIFI(

Note:
If your certificate is issued by an intermediate CA and contains multiple certificates, the certificate content should be

spliced as follows:

Certificate

private key:

enter the entire content between ~ ————- BEGIN RSA PRIVATE KEY-———— and ————- END RSA PRIVATE
KEY————- inthe .key file for Nginx.

Sample content:
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BEGIN R5A PRIVATE KEY-----
MIIEpAIBAAKCAQEAtxs@va+IIpRExbIkPbIvKokTXZr+uYAd /vTqI9NL7 zGzUc TS
JCeXIccerKiXThya9y734HPX1/0Jas@8in+tlgllyz,/PpfufudNoCOm3s55IrTOG
aaXxL MVDZ
9Qg6 TyAu
el4b wEPM
40 +qIU
ABPt 5tfo
AlbY M=MR

: HVuH
CKSY
1UEF
pUas
+EBs

wEe j
Lo/ A

Step 2. Verify the configuration

The HTTPS configuration will take effect in about 2 hours. Please visit the domain name about 2 hours after the

certificate is submitted. If HTTPS is displayed in the address bar of the browser, the configuration is successful.

& https://console.cloud.tencent.com/live,

Step 3. Modify the configuration

The HTTPS feature can be enabled and disabled. Once it is disabled, CSS will no longer provide HTTPS service for

the domain name. If the certificate has expired, it should be replaced with a new valid one.

FAQs

What format of the certificate should be filled in for the live HTTPS configuration?

How to identify whether a certificate is in PEM format or DER format?
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Region Configuration

Last updated : 2024-07-10 16:39:06

To use content delivery, acceleration, and playback services in a different region, you can change the acceleration

region for your playback domain in the CSS console.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Note:

In the process of adding a new domain and selecting a playback domain, please choose the acceleration region
required for live broadcast distribution, such as "Chinese mainland". Subsequently, fill in the domain name and tag

information optionally. Click on Add Domain and proceed to the next step.

©2013-2022 Tencent Cloud. All rights reserved. Page 152 of 553


https://console.tencentcloud.com/live

@ Tencent Cloud Cloud Streaming Services

Add Domain

o Basic settings >

pe * Playback Domain

“celeration region * Chinese mainland

(DYou are enabling acceleration for a domain in the Chines
will be unable to handle requests from other regions. For tt
details, see documentation [4

+ Add () Paste

Notes

CSS pricing differs inside and outside the Chinese mainland. For details, see Pricing Overview.

A playback domain cannot be used outside its acceleration region.
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If the accelerated region includes the Chinese mainland, you need to apply for ICP filing for your playback domain.

Changing the acceleration region will reset the bandwidth cap. You need to configure it again.

Directions

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on demain management, please see Domain Management 2 and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the €
Identity Verification Guide [.

Add Domain Edit Tag Certificate Management

Domain Name CNAME T Scenario Region Status
Ltop © «com @ Playback Domain css Global Enabled
o ® com @ Playback Domain css Casiair=2 Enabled

mainland

top © com D Playback Domain €ss Chinese mainland Enabled
.top © .com @ Playback Domain css Chinese mainland Enabled
.top © com @ Playback Domain €ss Chinese mainland Enabled
top © com @ Push Domain css Global Enabled
top ® com @ Playback Domain css Chinese mainland Enabled
@ com @ Playback Diomain = Chinese mainland Enabled
Jtop @ com @ Playback Domain css Chinese mainland Enabled
com @ Lcom @ Push Domain css Global Enabled

2. Select the Advanced Configuration tab and find Region configuration.
3. Click Edit. In the pop-up window, you can change the acceleration region to Chinese mainland, Global, or
Outside Chinese mainland.
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Domain Management / «top o Origin server mode ()

Basic Info Playback Configuration

HTTPS Configuration(?)

©

None

Playback latency configuration (O

Template Configuration

High Medium Q) Low

HTTP response headers(7)

m (2} Your canfiguration has taken effect

Se... Field

4. Click Save.

Region configuration

Cloud Streaming Services

Access control Advanced Configuration

Region configuration

Chinese mainland

Bandwidth cap configuration(l)

Because data is collected every five minutes, after you configure a bandwidth
rejection. The resources used during this period will be billed as usual.

Close
HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTP respanse headers? @
Value
Na data yet
R .
Qutside Chinese mainland A

Acceleration Region

Chinese mainland

Global

Outside Chinese
mainland

©2013-2022 Tencent Cloud. All rights reserved.

(T} You are applying for activating live acceleration service in

Hong Kong/Macao,/Taiwan (China Region) and other regions.

Please note that the request for Chinese mainland will not be

resolved. For specific prices, please see

reference documentation &

ICP Filing
Required
Yes

Yes

No

Description

Cannot handle requests outside the Chinese mainland.

Acceleration is supported globally, but prices differ inside and
outside the Chinese mainland.

Cannot handle requests inside the Chinese mainland. Prices differ
inside and outside the Chinese mainland.
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Origin Server Configuration

Last updated : 2024-07-10 17:25:39

If you have a self-built origin server and live streaming source, CSS can pull streams from your origin server and
distribute the content for you. This document describes how to configure origin server information for a playback

domain in the CSS console.

Limits

Origin server configuration takes effect about one hour after configuration is complete.
After configuring an origin server for a playback domain, you can no longer bind a push domain to the playback
domain by specifyinga StreamName .Nor can you configure watermarking, transcoding, recording, screenshot, or

porn detection tasks for the playback domain.

Prerequisites

You have logged in to the CSS console.
You have built a live streaming origin server.

You have added a playback domain name.

Origin-Pull Configuration

You can edit a domain’s origin server information, including the basic information, protocol, and host in the console.
1. In the CSS console, select Domain Management on the left sidebar. Click the name of your Playback

Configuration or click Manage on the right.
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&2 Tencent Cloud

Domain Management

Cloud Streaming Services

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, y
verify your identity. For details, see ldentity Verification Guide 2

Add Domain Edit Tag

Domain Name

Total entries: 9. Selectad: 0

Certificate Management

CNAME @D Type Y Scenario Region T Status T Added Time Operation
Outside Ch
[0} com Playback Domain css m:;"aiu nese Enabled 2024-01-03 18:13:40 Manage Disa

@ ®© ®@ @ & 0 e ©

L.com Playback Domain css Chinese mainland Enabled 2023-12-05 11:13:42 Manage Disa
com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06 Manage Disa
_com Playback Domain css Chinese mainiand Enabled 2023-11-24 141259 Manage Disa
com Push Domain css Global Enabled 2023-09-19 19:10:42 Manage Disa
com Playback Domain css Chinese mainland Enabled 2023-08-31 182123 Manage Disa
.com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54 Disa
com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32 Manage Disa
com Push Domain css Global Enabled 2021-08-31 16:52:03 Manage Disa

10 « /page 1

2. Beside Domain Management/Domain, click

to enable or disable Origin server mode.

Domain Management /

Basic Info

top -I Origin server mode (i)

Playback Configuration Template Configuration Access control Advanced Configura

3. If the origin server mode is already enabled, you can modify its settings on this page.

Basic Configuration Description

Origin server information

Origin Server
Information

Origin Server Type

Forwarding protocol

HTTPS

Primary origin server

Description

Supports two types: Live Streaming Origin Server and StreamPackage.
Supports RTMP, HTTP-FLV, and HLS protocols.

If the FLV or HLS protocol is used, you can enable HTTPS.
If you enable HTTPS, port 443 will be used. Post-redirection HTTPS is also
supported. There are no port restrictions.

The address of the primary origin server, which can be an IP address or domain.
You can also configure a backup origin server. The addresses will be polled.
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Backup origin server The address of the backup origin server (optional).
Origin server host By default, the origin server address is used as the Host header if it is not
header configured.
Origin server settings b4
N Server Type O Live streaming origin server StreamFackage

Forwarding protocol = HLS v

LTTPS »

N server: Origin se1 v | x001.elementtest.org 80

Host header

If the FLV or HLS protocol is used, you can configure an HTTP host header that specifies the exact domain that CSS
accesses when pulling from the origin server. If not configured, the origin address is used as the Host header by

default.

Notes

The difference between an origin server address and a host header is as follows:
An origin server address is the IP address an origin-pull request is sent to.

A host header specifies the domain of the origin server address a request is sent to.

Configuration example

1. An origin server is configured for the playback domain xx001.elementtest.org as follows:
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Domain Management / .com _) Crigin server made (D)

Basic Info Origin-pull configuration Access control Advanced Configuration

Basic settings(i)

1 server information Port
Primary

=r host heade test001.com

2. The process of pulling from the origin server would be as follows:

When the user accesses the resource by opening http://xx001.elementtest.org/index.m3u8 , because
the resource is not yet cached in Tencent Cloud, CSS will resolve the domain test001.com to getthe server
address of the origin server. Supposeitis 1.1.1.1 .CSSwillaccessthe 1.1.1.1 server, find the

index.m3u8 fileinthe web server test002.com , and then return the resource to the user.

Remuxing

If the RTMP or HTTP-FLV protocol is used, you can enable HLS remuxing. Below are the formats of an RTMP,
HTTP-FLV, and HLS address.

RTMP: rtmp://Playback domain/AppName/StreamName

FLV: http://Playback domain/AppName/StreamName.flv

M3U8: http://Playback domain/AppName/StreamName.m3u8

Notes

Number of HLS segments: Three by default. Value range: 3-10.
HLS segment size: Three seconds by default. Value range: 3-10. The actual segments generated will not be smaller
than the GOP size.
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Origin server settings X
1 Server Type O Live streaming origin server StreamPackage
Crigin senver
information
Forwarding protocol * RTMP A
Primary origin server = Origin ser -
Remuxing Others

T
T
I
[
L
(£}

HLS segment size® 3000 ms

HTTP configuration
If the HLS protocol is used, you can configure the HTTP settings.

Item Description

If you enable this, Tencent Cloud will not cache the 301 or 302 status

code. When 301 or 302 is returned by the origin server, Tencent Cloud

will automatically redirect until it obtains the requested resource (max 10
Redirection redirects) and return the resource to the user. No redirects are needed on

the user end.

If you disable redirection, Tencent Cloud will return the 301 or 302 status

code to the user end, which will redirect to get the resource.

By default, URL parameters are not passed through. If you enable this,
parameters may be added to the URL without performing URL encoding
or decoding.

Pass-through of origin server URL
parameters

By default, HTTP request headers are not passed through. You can
HTTP request header pass-through enable this to pass through the headers. Duplicate headers (case-
insensitive) are not supported currently.
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HTTP response header pass- By default, HTTP response headers are not passed through. You can
through enable this to pass through the headers. Duplicate headers (case-
sensitive) are supported currently.

By default, GET request is supported, and Option request is supported

OPTIONS request o
after enabling it.

HTTP settings Cache time URL rewriting Others

Cache configuration

If the HLS protocol is used, you can configure the resource cache time. After Tencent Cloud obtains the requested

resource successfully from the origin server (status code 200), it will cache the index file and segments as configured.

Item Description

The time to cache the index file when the origin server returns the 200 status
Index file cache time code. The default cache time is 1,000 ms. The maximum time that can be set is
60,000 ms.

The time to cache the TS/M4S/MP4 segments when the origin server returns the
Segment cache time 200 status code. The default cache time is 1,000 ms. The maximum time that can
be set is 60,000 ms.

Cache time by status code According to the status code corresponding to the configured cache, if the same
request is received within the cache time, there is no need to visit the origin
server, and the status code can be returned directly. The default cache time is 1s.
When the origin server returns a non-200 status code, if it is unable to handle it
immediately, and you don’t want to pass through all subsequent requests to the
origin server, you can cache the status code and return it directly to the user. This
can reduce the load on the origin server.
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Currently, the following status codes can be cached, regardless of the file type:
4XX: 400, 403, 404, 405
5XX: 500, 503, 504

For the cache key rule configuration, retain the parameters that have an impact
on the resource content as the cache key, convert a category of requests for the
same resource into a unified cache key and hit the same cache to improve the hit
rate.

File Type

Choose file types. There are options of index or shard, Index is selected by
default.

Retain specified parameters

Only English, characters and numbers can be entered. Multiple parameters are
separated by ";".

Up to 30 groups of parameters are supported. Each parameter name should not
exceed 20 characters.

If a parameter is specified, even if the parameter does not have a value, it will be
cached separately from the parameters with the same name that have value.
Note:

You must enable the origin-pull URL parameter passthrough in HT TP settings
before configuring the cache key rules.

Cache key rule
configuration
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HTTP settings Cache time URL rewriting Others

ndex file cache time(®) 1000 ms

Segment cache time(@) 10000 ms

Cache time by status code(@)
Status code Cache time
400 1 Sec
403 1 Sec
404 1 sec
405 1 Sec
500 1 sec
503 1 Sec
504 1 sec

Cache Key Rule Configuration (@)
File Type Keep specifie Operatio
Index key1;key? Modify Delete

Add

URL rewriting

If the HLS protocol is used, you can configure URL rewriting.
Tencent Cloud allows you to rewrite the actual URL CSS pulls from to a URL that better matches your origin server.

Currently, you can only rewrite the URL path.

©2013-2022 Tencent Cloud. All rights reserved. Page 164 of 553



@ Tencent Cloud Cloud Streaming Services

Notes

Original URL: Requests are matched by prefix. For example, if you enter /test01 , the rewriting rule will be
applied to all requests under /test01 .Regular expressions are not supported currently.

Target URL: Requests are matched by prefix. For example, if you enter /test01/test02 , all requests under

/test willberewrittento /test01/test02 .Regularexpressions are not supported currently.

HTTP settings Cache time URL rewriting Others
Origin RL Target URL COperati
ftestD1 ftest0/test02 Delete
Add

Limits
You can configure at most 10 rewriting rules for each playback domain.
Spaces and the following special characters are not supported: <>"#{} |\ "~[]"

You can re-arrange the rules to adjust their priorities. Rules at the top have higher priorities.

Others
Item Description
The timeout period for establishing a TCP connection. The default time is 10,000 ms, and the
value range is 2000-60000 (ms).
Connection Please set the timeout period according to your origin server conditions and network
timeout conditions. If the timeout period is too short, when a pull request fails due to network issues,

CSS may switch origin servers too frequently. If the timeout period is too long, CSS may wait
a long time before it tries a different origin server, causing playback failure at the client end.

The maximum number of retry attempts. If multiple origin server addresses have been
Max retries configured, when a request fails, CSS will try a different address.
Value range: 1-10.
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HTTP settings Cache time
Connection t -1 10000
ax retries(@D 1
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Bandwidth Cap Configuration

Last updated : 2024-05-28 10:25:05

CSS allows you to set a bandwidth cap for your playback domain. In the acceleration region of your domain, if the
peak downstream bandwidth in a reference period hits the cap you set, a 403 error will be returned to playback
requests. This feature is disabled by default.

Note:

If the bandwidth cap configuration is enabled, the scanning granularity is 5 minutes. If there is a sudden increase in
usage within a short period of time, the previous scan may not have triggered the threshold, and the next scan may
directly exceed the threshold. In this scenario, there will be a certain delay (approximately 5 minutes) in the access
interception operation, and the consumption during this period will be billed normally.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Limits
Default B idth [
Acceleration Region © gu tBandwidth Capping Remarks
Region
Chinese mainland Chinese mainland You can only set a cap for the Chinese mainland.
Qutside the Chinese Outside the Chinese You can only set a cap for outside the Chinese
mainland mainland mainland.

You can set different caps for inside and outside
Global acceleration Global acceleration the Chinese mainland.
You can also set a global cap.

Configuring Bandwidth Cap

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [ According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verfty you

Guide [2
Add Domain Edit Tag Certificate Management
Domain Name CNAME Type T Scenario Region T status ¥ Added Time

Outsige Chinese

org o) com Flayback Domain css Enabled 2024-03-19 17-11:08
mainland
org © com Playback Domain css Global Enabled 2024-02-29 15:20:34
xyz @ com Playback Domain css Ouiside Chinese Enabled 2024-02-01 11:45:23
mainland
Outside Chi
Xz © com Playback Domain css uiside Lninese Enabled 2024-01-16 20:48:54
mainland
xyz @ .com If Push Domain css Global Enabled 2024-01-16 20:48:09
top (D com Playback Domain Ccss CrERETED Enabled 2024-01-03 18:19:30
mainland
op @ com Playback Domain css Global Enabled 2023-12-19 15:19:25
Outside Chi
0z © com Playback Domain css uiside Chinese Enabled 2023-1-2422:02:37
mainland
xyz @ com Push Domain css Global Enabled 2023-11-24 22:01:38
Outside Chir
com ® com Playback Domain css utsioe Chinese Enabled 2023-08-15 20:08:12

mainland

2. Select Advanced Configuration > Bandwidth cap configuration to view the Bandwidth cap configuration
tab.

Domain Management 7 corg (I origin server mode

Basic Info Playback Configuration Template Configuration Access control Advanced Configuration

HTTPS Configuration:

Certificate expiration time  None

Region configuration

Global

Bandwidth cap configuration®

Playback latency configuratiol

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, the
RTMP and FLV latenc High Medium € Low rejection. The resources used during this period will be billed s usual.

Ba 1 Cap Close

HTTP response headers()
HTTP response headers affect the response of the client (browser). You can canfigure up to 10 headers. Hov to configure HTTP response headers? [2

Se. Field Value

ation has taken effect

No data yet

3. Click Edit in the upper-right corner of the tab to enter the bandwidth cap configuration page.
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Bandwidth cap configuration(®

Because data is collected every five minutes, after you configure a bandwidith cap, if usage increases sharply, there may be a five-minute delay
rejection. The resources used during this period will be billed as usual.

Bandwidth Cap Close

4. Click

»

to enable Bandwidth Cap .
Note:

After the bandwidth threshold for global acceleration is configured, it will take effect preferentially.

Bandwidth cap configuration X

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in request rejection.
The resources used during this period will be billed as usual.

Feference perioc Every 5 minutes

4.1 After the bandwidth cap is enabled, proceed with the following configuration:

Bandwidth Threshold

Valid Region is determined based on the acceleration region type of the playback domain name. For related
configuration rules, refer to Limits.

Fill in the bandwidth threshold based on your actual business needs. Choose the threshold unit as Mbps, Gbps, or
Tbps.
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alid Region Bandwidth Thresholc

Chinese mainland 200 Tops -
Global Accelera. . 20000 Gbps ~
Outside Chines... 500000 Mbps -

5. Click

@

to enable Alert threshold .

5.1 After the alert threshold is enabled, set the alert threshold percentage based on your actual business needs.

When the access bandwidth/bandwidth threshold reaches the alert threshold, the system will alert you through the
Message Center and other methods.

6. Click Save.
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Bandwidth cap configuration

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in reguest rejection.

The resources used during this period will be billed as usual.

Every 5 minutes

Bandwidth Thresholc

Chinese mainland 200 Tbps
Global Accelera. . 20000 Gbps
Outside Chines. . 500000 Mbps

Cloud Streaming Services

Note:
The conversion factor between the bandwidth units is 1,000: 1 Tbps = 1,000 Gbps; 1 Gbps = 1,000 Mbps.
If you change the acceleration region for your domain, you need to configure the bandwidth cap again.

The default alert threshold is 80% of the bandwidth cap. Value range: 0-100.

Disabling Bandwidth Cap

1. Go to Domain Management. Click the name of your playback domain or Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [ According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verfty you
Guide 2

Add Domain Edit Teg Certificate Management

Domain Name Scenario Region T Status Y Added Time
Outside Chir
org [0} com Flayback Domain css utside Chinese Enabled 2024-03-19 17:11:08
mainland
org © com Playback Domain css Global Enabled 2024-02-29 15:20:34
xyz @ com Playback Domain css Outside Chinese Enabled 2024-02-01 11:45:23
mainland
Outside Chi
Xz © com Playback Domain css uiside Chinese Enabled 2024-01-16 20:48:54
mainland
xyz @ .com If Push Domain css Global Enabled 2024-01-16 20:48:09
top @ com Playback Domain css CrERETED Enabled 2024-01-03 18:19:30
mainland
100 @ com Playback Domain css Global Enabled 2023-12-19 15:19:25
Outside Chi
xz © com Playback Domain css uiside Chinese Enabled 2023-11-2422:02:37
mainland
XYz @ com Push Domain css Global Enabled 2023-11-24 22:01:38
Outside Chir
com o) com Playback Domain css utsioe Chinese Enabled 2023-08-15 20:08:12

mainland

2. Select the Advanced Configuration tab to view the Bandwidth cap configuration tab.

Domain Management / corg (I origin server moge (

Basic Info Playback Configuration Template Configuration Access control Advanced Configul

HTTPS Configuratiol

Region configuration

» Acceleration re Global

Bandwidth cap configuration(

Playback latency configuration (i)

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, e
enc High Medium ) Low rejection. The resources used during this period will be billed as usual.

Bandwidth Ca Enadle
Ba dth Threshold (Chinese Mainland| 200 Tops
HTTP response headers (i) ~ . -
B o P 20 Thos
HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How {o configure HTTP response headers? [4 Bandwidth Threshold (Re nese Mainla 500 Gbps
m @ Your configuration has taken eflect Alel eshold Access bandwidth reaches 80% of the bandwidth cap
Se Field Value
No data yet

3. Click Edit in the upper-right corner of the tab to enter the bandwidth cap configuration page.
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Bandwidth cap configuration(®

Because data iz collected every five minutes, after you configure a bandwidth cap, if usage increases sharply, there may be a five-minute dela)
rejection. The resources used during this period will be billed as usual.

Bandwidth Cap Enable

Bandwidth Threshold (Chinese Mainland 200 Tbps
Bandwidth Threshold (Global Acceleration) (Preferentia 20 Thps
Eandwidth Threshold (Regions Ouiside Chinese Mainland 500 Ghps

Alert threshold Access bandwidth reaches 80% of the bandwidth cap

4. Click

to disable Bandwidth Cap .
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Bandwidth cap configuration %

Because data is collected every five minutes, after you configure a bandwidth cap,
if usage increases sharply, there may be a five-minute delay in reguest rejection.
The resources used during this period will be billed as usual.

ieference period Every 5 minutes

Valid Region Bandwidth Threshold
Chinese mainland 200 Thps -
Global Accelera... 20 Thps *
Qutside Chines. . 500 Ghps v

(!
[18)

5. Click Save.
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Bandwidth cap configuration

Because

data is collected every five minutes, after you configure a bandwidth cap,

if usage increases sharply, there may be a five-minute delay in reguest rejection.
The resources used during this period will be billed as usual.

2 perioc Every 5 minutes

Cancel
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IP Blocklist/Allowlist Configuration

Last updated : 2024-06-05 15:41:31

This document shows you how to configure an IP allowlist/blocklist to filter requests and control access to streaming

content.

How It Works

IP allowlist: Only IP addresses on the list can access your streaming content.

IP blocklist: IP addresses on the list cannot access your streaming content.

Must-Knows

An IP allowlist/blocklist takes effect about ten minutes after configuration.

Prerequisites

You have activated CSS and logged in to the CSS console.

When both IP Blocklist/Allowlist and Playback Region Management (Regional Block/Allowlist) are enabled at the
same time, the system's judgment logic is as follows:

1.1 First, check the IP Blocklist/Allowlist:

If the IP is in the allowlist, it is directly allowed.

If the IP is in the blocklist, access is directly denied.

If the IP is not in the blocklist/allowlist, go to the next step.

1.2 Then, check the Regional Block/Allowlist (only when the IP is not in the IP Block/Allowlist):

If the region is in the allowlist, then allow access; otherwise, deny access.

If the region is in the blocklist, then deny access; otherwise, allow access.

Configuring an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the
right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICF filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration E2 Accerding to relevant regulations, to accelerate a domain in the Chinese mainland, you nee

Identity Verification Guide [2

Add Domain Edit Tag

Certificate Management

Domain Name CNAME
® com
= -
@ com
@ com
@ com

Type ¥

Playback Domain

Flayback Domain

Playback Domain

Playback Domain

Push Domain

2. Within the Access Control> IP allowlist/blocklist, click on

o

to enable the IP Allowlist/Blocklist.

.top o Origin server mode (i)

Domain Management /

Basic Info Playback Configuration

Key Authentication

Scenario

css

Ccss

Template Configuration Advanced Configuration

Region T

Outside Chinese
mainland

Global

Outside Chinese
mainland

Outside Chinese
mainland

Global

Status T Added Time

Enabled 2024-03-19 17:11:08
Enabled 2024-02-29 15:20:34
Enabled 2024-02-01 11:45:23

Enabled 2024-01-16 20°48:54

Enabled 2024-01-16 20:48:09

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming |

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [2

IP allowlist/blocklist

*ou can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlistblocklist? [2

3. After enabling the IP Allowlist/Blocklist , enter the IP Allowlist/Blocklist configuration page and perform the

following configuration:
Blocklist

Allowlist
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IP
ranges with line breaks. The format of |P:port is not supported.

m

O Bilockiist Allowlist

The 403 error will be returned for requests from client IPs not

Y5, — .\,l.l .l.l. - | Tald' |ﬂ."ﬁ|.. -

Cancel
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IP Allowlist/Blocklist Configuration

* Enter one IP or IP range (/8/16/24 for example) per line and separate IPs/IF
ranges with line breaks. The format of IP:port is not supported.

1]

Authenticate By Blocklist | Allowlist

The 403 error will be returned for requests from client IPs not

Cancel

Configuration Item Description

Allowlist or blocklist:

You cannot select both.

If you configure an allowlist, only IP addresses on the list will be able to access your
streaming content.

If you configure a blocklist, IP addresses on the list cannot access your streaming

Authenticate By

content.

IP List The IP blocklist supports a maximum configuration of 200 rules, and the IP allowlist
supports up to 500 rules. Please separate entries with a newline character.
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You can enter IP addresses or IP ranges (/8/16/24). The “IP address: port number”
format is not supported.
IPv6 is not supported currently.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

IP allowlist/blocklist

You can use |P allowlist/blocklist to fiter requests by IP. How to use IF allowlistblocklist? [

Status | Deploying

Authenticate B Blocklist

Modifying an IP Allowlist/Blocklist

1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the

right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, piease see Domain Management [4 and CNAME Configuration E2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you ne¢
Identity Verification Guide [

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type ¥ Scenario Region T Status T Added Time

Outside Chinese
® com Playback Domain css 3 Enabled 2024-03-19 17-11:08
mainland

: @ .com Playback Domain €8S Global Enabled 2024-02-29 15:20:34

Outside Chinese
(O] ~com Playback Domain css 3 Enabled 2024-02-01 11:45:23
mainland

Outside Ch
[©) com Playback Domain css e cnese Enabled 2024-01-16 20:48:54
mainiand

@ _com Push Domain c8s Global Enabled 2024-01-16 20°48:09

2. Click Access Control and, in the IP Allowlist/Blocklist area, click Edit.
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IP allowlist/blocklist

You can use |P allowlist/blocklist to filter requests by IP. How to use IP allowlist'blocklist? 4

Status () Enable | Edit

Authenticate B Elocklist

3. Modify the configuration and click Save.

Disabling IP Allowlist/Blocklist

Follow the steps below to disable IP allowlist/blocklist:
1. Select Domain Management on the left sidebar, and click the target playback domain or click Manage on the

right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you ne¢
Identity Verification Guide [5

Add Domain Edit Tag Certificate Management

Domain Name CNAME @ Type Y Scenario Region ¥ Status ¥ Added Time

Outside Chinese

@ com Playback Domain css y Enabled 2024-03-19 17°11:08
mainland

[eaa——] o cam aphackDoman G55 ioba enabes 2024220 152034

Outside Chinese

@ com Playback Domain css y Enabled 2024-02-01 11:45:23
mainland
Outside Ch

@ com Piayback Domain css utewds cninsse Enabled 2024-01-16 20 48:54
mainland

@ “com Push Domain css Global Enabled 2024-01-16 20:48:09

2. Select the Access Control tab. In the IP allowlist/blocklist area, click

to disable IP allowlist/blocklist.
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Cloud Streaming Services

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist'blocklist? 4

Status IEnabIe Edit

thenticate B Blocklist
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Blocking Playback by Protocol

Last updated : 2024-07-11 17:53:34

You can block playback for a domain by blocking specific protocols. Playback requests that use the blocked protocols
will be rejected.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Blocking Protocols

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration I According to relevant regulations, to accelerate a domain in the Chi
Identity Verification Guide [3.

Add Domain Edit Tag Certificate Management

Domain Name CNAME Type Scenario Region Status Added
top 0] com @ Playback Domain css Global Enabled 2024-0

Outside Ch B
top com B Playkack Demain css usige Hhiness Enabled 2024-0

mainland

top @ .com @ Playback Domain css Chinese mainland Enabled 2023-1
top 0] com @ Playback Domain css Chinese mainland Enabled 2023-1
.top o com B Playback Domain css Chinese mainland Enabled 2023-1
top 0] com @ Push Domain css Global Enabled 2023-0
top ® com @ Playback Domain css Chinese mainland Enabled 2023-0
.top @ .com O Playback Domain S5 Chinese mainland Enabled 2023-0
top @ com @ Playback Domain css Chinese mainland Enabled 2023-0
.com ®© com @ Push Domain css Global Enabled 2021-0

2. Select the Access Control tab. In the Block playback by protocol area, you can block playback that uses the
RTMP, FLV, HLS, DASH, and WebRTC protocols.
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3. Click Edit and toggle on the protocols you want to block.

Domain Management / -top C’ Origin server mode ()
Basic Info Playback Configuration Template Configuration Advanced Configuration
Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unautharized playback caused by domain name disclosure. How to generate a live streaming URL using the authentication key? &

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? &

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? &

Block playback by protocol

Block playback that uses certain protacols

4. Click Save.
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Block playback by protocol X

* After you block the protocal, playback requests that use the protocol will be
rejected. This applies only to the current playback domain.

* After you unblock the protocal, the protocol can be used to splice playback URLs
according to the URL splicing rules [2. This applies only to the current playback
domain.

CHolol°l®

atency. It's priced differently from LVB. For details, see Billing of LEB &

Note:
It takes a while for the blocking configuration to take effect. After configuring blocked protocols, please wait for the
configuration to take effect before you block other protocols.

Except for HLS, protocol blocking only takes effect for new live streams. It does not affect ongoing streams.

Unblocking Protocols

To unblock a blocked protocol, follow the steps below:
1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed domain for live push.

Cloud Streaming Services

Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration I According to relevant regulations, to accelerate a domain in the Chi

Identity Verification Guide [3.

Add Domain Edit Tag Certificate Management

Domain Name CNAMEQD
top (0]
top ©
op ©
top 0]
top @
top @
top ©
top ©
com ©

com @

wcom @

.com @

com @

com D

com @

com @

.com @

com @

com @

Type 7

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Scenario

[

[

[

[

[

€55

€55

Region 7

Global

Outside Chinese
mainland

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status 7 Added
Enabled 2024-0
Enabled 2024-0
Enabled 20231
Enabled 20231
Enabled 20231
Enabled 2023-0
Enabled 2023-0
Enabled 2023-0
Enabled 2023-0
Enabled 2021-0

2. Select the Access Control tab. In the Block playback by protocol area, toggle off the protocol you want to

unblock.
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Domain Management / -top C) Origin server mods (D)

Basic Info Playback Configuration Template Configuration Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. How to generate a live streaming URL using the authentication key? &

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? @

wree )

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blacklist? &

Block playback by protocol

Block playback that uses certain protocols

Close

aybacl Close

3. Click Save.
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Block playback by protocol Py

® After you block the protocol, playback requests that use the protocol will be
rejected. This applies only to the current playback domain.

After you unblock the protocel, the protocol can be used to splice playback URLs
according to the URL splicing rules @, This applies only to the current playback

domain.

B. For details, see Billing of LEB @

ﬁﬁQQQQQ

Save Cancel
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Latency Control

Last updated : 2024-05-28 10:22:55

Set a latency that fits your needs. Note that setting the latency too low may cause playback to stutter.

Note

Latency configuration will take effect approximately 10 minutes after configuration.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Latency control

1. Select Domain Management on the left sidebar and click the playback domain for which you want to configure

RTMP and FLV latency, or click Manage on the right to enter the details page.

Domain Management

Push domain: CSS provides you with a default push domain, you can alse add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to v

Guide B
Edit Tag Certficate Management
Domain Name CNAME Type T Scenario Region T Status T Added Time
top [0} com Playback Domain css ﬁ::i::gn;m"m Enabled 2024-01-03 181340
ton [0} com Playback Domain css Chinese mainiand Enabled 2023-12:05 11:13:42
Lop o com Playback Domain css Chinese mainland Enabled 2023-11-24 16.19:06
top o© com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top [0} com Push Domain css Global Enabled 2023-09-19 19-10.42
top [0} com Playback Domain css Chinese mainland Enabled 2023-08-31 182123
@ com Playback Domain css Chinese mainiand Enabled 2023-03-10 14:38:54
1op @ .com Playback Domain css Chinese mainiand Enabled 2023-03-10 1437:32
com @ com Push Domain css Global Enabled 2021-08-31 165203
Total eniries: 8. Selected: 0

2.In Advanced Configuration > Playback latency configuration , you can configure the latency for RTMP and
FLV.
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&2 Tencent Cloud

Cloud Streaming Services

3. When live streaming latency parameters are configured, it is recommended to select appropriate latency

parameters based on your actual business needs. It is advisable to set the GOP for publishing to 1-2s because the

larger the GOP value, the greater the live streaming latency. Note that setting the latency too low may cause playback

to stutter.

4. When GORP is set to two seconds, the latency is as follows:

Setting High

Estimated Latency 7-9s

Domain Management /

Basic Info Playback Configuration

HTTPS Configuration (i)

HTTPS service ()

Certificate expiration time MNone

Medium

.top () Origin server mode (1)

Template Configuration

Access control

Low

4-5s

Advanced Configuration

Playback latency configuration (i)

RTMP and FLV latency High Medium () Low
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HTTP Response Header Configuration

Last updated : 2024-05-28 10:21:53

You can use HTTP headers to define fields that carry information about HT TP transactions. Header fields work on the

domain level. This means the header fields you configure will take effect for all responses under your domain.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Use Limits

You can configure at most 10 header fields.

You cannot add two fields with the same name. To specify multiple values for a field, use this format: value 1,
value 2, value 3 .

If a field you configure is the same as a field used by the CSS backend, you will be asked to modify it.

A custom field can be 1-100 characters long and can contain letters, numbers, and hyphens (-).

The value of a field cannot be empty. It can be 1-1,000 characters long and cannot contain Chinese characters.

Configuring HTTP Response Header

1. Go to Domain Management. Click the name of your playback domain or click Manage on the right.
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Domain Management

Push domain: CSS provides you with a default push demain, you can also add your ICP filed domain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAWE Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to ve
Guide E2

Add Domain Edit Tag Certificate Management

Domain Name Scenario Region T Status T Added Time
top o) com Playback Domain css ﬂ:ﬁ‘l‘:i:hi"ese Enabled 2024-01-03 18:13:40
Ltop O com Playback Domain css Chinese mainiand Enabled 2023-12-05 1:13:42
top o) com Playback Domain css Chinese mainiand Enabled 2023-11-24 16:19.06
top O com Playback Domain css Chinese mainiand Enabled 2023-11-24 14:12:58
top o) com Push Domain css Global Enabled 2023-08-19 19:10:42
top o) com Flayback Domain css Chinese mainiand Enabled 2023-08-31 182123
@ com Flayback Domain css Chinese mainiand Enabled 2023-03-10 143854
top [} com Flayback Domain css Chinese mainiand Enabled 2023-03-10 143732
com @ com Fush Domain css Global Enabled 2021-08-31 165203

2. Select the Advanced Configuration tab.

Domain Management / top (I Origin server mode (&)

Basic Info Playback Configuration Template Configuration Access control Advanced Configu

HTTPS Configuratiol

HTTPS service » Accelersiion region Chinese mainland

Region configuration

Bandwidth cap configuration(®
Playback latency configuration (i)

Because data is collected every five minutes, after you configure a bandwidth cap, if usage increases she
RTMP and F - High Medium ) Low rejection. The resources used during this period will be billed as usual

Bandwidth Ca Close

HTTP response heade|

HTTP response headers affect the response of the client (browser). You can configure up to 10 headers. How te configure HTTP response headers? I3

PR © o covoton et

se. Field value

No data yet

3. Inthe

HTTP response headers area, click Edit to add new header fields or modify/delete existing header fields.
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New '

Type () Preset Custom

eld Access-Control-Allow-Methods -

Cancel

To add a header field, click New :
Select Preset to add a preset field: Access-Control-Allow-Methods , Access-Control-Max—Age ,Or

Access—-Control-Expose—Headers .

New W

Type O Preset Custom

Cancel

Field Description

Indicates which HTTP methods are allowed for cross-origin requests. You can
specify multiple methods at a time: Access-Control-Allow-Methods: POST,
GET, OPTIONS.

Access-Control-Allow-
Methods

Access-Control-Max-Age Indicates how long (seconds) the results of a preflight request can be cached

Access-Control-Expose-

Indicates which headers can be exposed to clients as part of the response
Headers
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Select Custom to add a custom field.

Note:

The name of a custom field can be 1-100 characters long and can contain letters, numbers, and hyphens. The value of
a custom field can be 1-1,000 characters long and cannot contain Chinese characters.

The system has default support for the header parameter Access-Control-Allow-Origin, which is used to enable cross-
domain requests without the need for customization. There are two specific scenarios:

When the request header does not include Origin, the returned header will be 'Access-Control-Allow-Origin: *'.

When the request header includes 'Origin: ${Origin}', the returned header will be 'Access-Control-Allow-Origin:
${Origin}'. For example, when the request header has Origin: https://cloud.tencent.com, the returned header will be

Access-Control-Allow-Origin: https://cloud.tencent.com.

New X

Type Preset () Custom

Field adefine-header

Cancel

4. When you are finished, Click OK. Your configuration may be in one of three statuses: yet to take effect, failed, or
effective.
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HTTP response headers(i)

Cloud Streaming Services

HTTF response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTF response hea

Mew

Cance
Field

Access-Control-Allow-Methods
Accezs-Control-Max-Age
Access-Control-Expose-Headers
adefine-header

bdefine-header

HTTP response headers(i)

-

falue
GET, POST, OPTIONS X
600 X
Content-Length X
1 *
1 *

HTTF response headers affect the response of the client (browser). You can configure up to 10 headers. How to configure HTTF response hes

©2013-2022 Tencent Cloud. All rights reserved.

@ Your configuration is being processed and has yet to take effect

Field

Access-Control-Allow-Methods

Access-Control-Max-Age

Access-Control-Expose-Headers

adefine-header

hdefine-header

Value

GET, POST, OFTIONS

800

Conteni-Length
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Access Control by Region Configuration

Last updated : 2024-06-17 18:09:12

Access control by region lets you can manage a blocklist or allowlist for playback regions for the current domain,

providing better control over content distribution in specific areas.

How It Works

If you are configuring a blocklist, requests from the selected regions are banned.

If you are configuring an allowlist, only requests from the selected regions are allowed.

Must-Knows

After you complete the configuration of the blocklist and allowlist for the playback region, it takes approximately 10
minutes to take effect.
If you have enabled both the IP Blocklist/Allowlist Configuration and playback region management features, note that

the IP blocklist/allowlist takes precedence over playback region management.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain.

Configuring Access Control by Region

1. Select Domain Management on the left sidebar. Click the playback domain you want to configure region

management for, or click Manage on the right side to enter the Domain Management page.
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&2 Tencent Cloud

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push

Cloud Streaming Services

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management B2 and CNAME Confiuration [2 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to

Guide 2

Add Domain Edit Tag Certificate Management

Domain Name

fop (0] com
top o] com

top (0] com
top (0] com
top (0] com

Ltop (0] com
@ com
top @ com
com [©)] com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Under the Access control tab, find Access control by region.

©2013-2022 Tencent Cloud. All rights reserved.

Scenario

Region T

Outside Chinese
mainiand

Chinese mainland

‘Chinese mainland

‘Chinese mainland

Global

Chinese mainland

‘Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time
2024-01-03 18:13:40

2023-12-05 11:13:42
2023-11-24 16:19:06
2023-11-24 14:12:59
2023-09-1319:10:42
2023-08-3118:21:23
2023-03-10 14:38.54
2023-03-10 143732

2021-08-31 16:52:03
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3. Click

to enable access control by region and complete the following settings:

Domain Management / ..com O Origin server mode ()
Basic Info Origin-pull configuration Access control Advanced Configuration
Key Authentication

Cloud Streaming Services

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure. b

streaming URL using the authentication key? [&

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [&

IP allowlist/blocklist

You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? 2

Status »

Authenticate By Blocklist

Block playback by protocol

Block playback that uses certain protocols

ck RTMP playbac Close
ack FLV playbac Close
ack HLS playbac Close
ck DASH playbac Close

EERTC playback  Close

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned. Learn more [4
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Access control by region 4

If you are configuring a blocklist, requests from the selected regions will be
banned; if you are configuring an allowlist, only requests from the selected regions
will be allowed.

Authenticate By Q) Blocklist Allowlist
Select regions Selected 0
Q Regions
b Asia
F  Africa
¥ Europe
“

¥k MNorth America
¥ South Amenca

F Oceania

Configuration

Description
Item

Choose whether to configure an Allowlist or Blocklist.

An allowlist and blocklist cannot be effective at the same time.

If you configure an allowlist, access to live stream content will be allowed only for the

. regions added to the allowlist. Access will be denied for regions that are not added to the

Authenticate By .
allowlist.
If you configure a blocklist, access to live stream content will be denied for the regions
added to the blocklist. Access will be allowed for all regions that are not added to the

blocklist.
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Configuring You can view and expand regions under Asia, Africa, Europe, North America, South
Regions America, and Oceania and them to the list of selected regions.
You can also search for regions to find them more quickly.

4. Click Save to save the configuration (it takes a while for the configuration to take effect).

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

Status Edit

I Allowlist

Modifying Access Control by Region

1. Select Domain Management on the left sidebar. Click the playback domain you want to modify the region

management settings for, or click Manage on the right side to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push
Playback domain: You need to add your ICP filed domain for live piayback. For more information on domain management, please see Domain Management 2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to

Guide &2
Domain Name CNAME © Type T Scenario Region T status T Added Time
top o) _com Playback Domain css g:ﬁl‘:i;m"gge Enabled 2024-01-03 18:13:40
Ltop o) com Playback Domain css Chinese mainland Enabled 20231205 111342
top o) com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top o) com Playback Domain css Chinese mainland Enabled 2023-11-24 1412:59
top o) com Push Domain css Global Enabled 2023-08-19.19.10 42
iop (0] .com Playbaclk Domain css Chinese mainland Enabled 2023-08-3118:21.23
[©] com Playback Domain css Chinese mainland Enabled 20230310 14:38:54
top ) com Playback Domain css Chinese mainland Enabled 2023-03-10 143732
com @ com Push Domain css Global Enabled 2021-08-31 16:5203

2. Under the Access control tab, find Access control by region and click Edit.
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Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

Type Allowlist

3. Modify the configuration and click Save.

Disabling Access Control by Region

Follow the steps below to disable access control by region:
1. SelectDomain Management on the left sidebar. Click the Playback Domain you want to disable access control by

region for, or click Manage on the right side to enter the Domain Management page.

Domain Management

Push domain: CSS provides you with a default push domain, you can also add your ICP filed demain for live push
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management 2 and CNAME Configuration [Z According to relevant regulations, to accelerate a domain in the Chinese mainiand, you need to'

Guide 2
Domain Name CNAME ® Type T Scenario Region T Status T Added Time
op (0] .com Playbacik Domain css ;;m:i;:mnese Enabled 2024-01-03 18:13:40
iop (D _com Playback Domain css Chinese mainiand Enabled 2023-12-05 11:13:42
top @ com Playback Domain css Chinese mainland Enabled 2023-11-24 16:19:06
top ® .com Playback Domain css Chinese mainland Enabled 2023-11-24 141259
top @ com Push Domain css Global Enabled 2023-09-19 191042
wtop (D .com Playback Domain css Chinese mainiand Enabled 2023-08-31 18:21:23
@ com Playback Domain css Chinese mainland Enabled 2023-03-10 14:38:54
top @ com Playback Domain css Chinese mainland Enabled 2023-03-10 14:37:32
com @ com Push Domain css Global Enabled 2021-08-31 16:52:03

2. Under the Access control tab, find Access control by region. Click

to disable access control by region.
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Cloud Streaming Services

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned.

v [@]

e Allowlist
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Remote Authentication Configuration

Last updated : 2024-06-17 17:00:55

With remote authentication, after authenticating a push/playback request for hotlink protection, CSS will call your
server APl to send the request to your server so that you can determine whether the request is legitimate. Based on
the result your server returns, CSS will approve or reject the push/playback request. This ensures more precise

authentication and improves security. However, you need to develop your own authentication server.

u

Remote authentication server

Workflow

Remote authentication works as follows:

) )
&R
o—> . =
s ) e —
=
User request Origit
No Description
1 A request is sent to CSS.
2 If remote authentication is enabled for the domain, CSS will process the request as specified and then
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send it to your authentication server.

Cloud Streaming Services

should be approved, while the code 403 indicates that the request should be rejected.

4 CSS approves or rejects the request based on the result.

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a playback domain name.

Configuring Remote Authentication

Your authentication server returns the result. The HT TP status code 200 indicates that the request

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, you ean aiso add your ICP fied domain for live push.

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verify your

Guide 2
Domain Name CNAME @
@ com
[o] com
® com
o} com
o com
o) com
] 0
@ com
@ .com

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

2. Under the Access Control tab, find Remote authentication.

©2013-2022 Tencent Cloud. All rights reserved.

Region T

Outsige Chinese mainiand

Chinese mainiand

Chinese mainiand

Chinese mainiand

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time

2024-01-03 18:13:40
2023-12-05 11:13:42
2023-11-24 16:19:06
2023-11-24 14:12:59
2023-09-19 19:10:42
2023-08-3118:21:23
2023-03-10 14.38:54
2023-03-10 14:37:32

2021-08-31 16:52.03
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Domain Management / (I origin server mode &

Basic Info Playback Configuration Template Configuration Advanced Configuration

Key Authentication

The authentication key is used to generate the txSecret parameter in the live streaming URL for authentication, which prevents unauthorized playback caused by domain name disclosure.
streaming URL using the authentication key? [4

Referer

The Referer HTTP header field is used to identify and filter a request. How to use Referer for authentication? [2

Refere C)

IP allowlist/blocklist

‘You can use IP allowlist/blocklist to filter requests by IP. How to use IP allowlist/blocklist? [Z

Block playback by protocol

Block playback that uses certain protocols

MP playback Enable

k FLV playback Close

Block HLS playback Close

Close

Close

Access control by region

Specify an allowlist/blocklist of regions from which playback requests are allowed/banned. Learn more [4

»

Remote authentication(®

Passes through requests to your own authentication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [£

3. Click

to enable remote authentication and complete the following settings:
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Remote authentication

Request method FOST v

URL authentication

Farametiers to keep = O Keep all Remove all Keep specified parameters

Custom parameters o add Type Field Value Operation

Select - host - Shost Delete

Add

Fequest header

authentication

Reguest header to keep = Keep all Remove all O Keep specified parameters | valueljvalueZ

Custom parameters to add Type Field Value Operation

Select - User-Agent - FlUser-Agent Delete

Add

meout period (ms) per try = 3000
Max retries = - 1 +
Behavior upon timeout(® O Approve Reject

Asynchronous Authentication @ D

Save Cancel
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Configuration ltem
Authentication server address

Request method

Parameters to

keep

URL

authentication
Custom
parameters to add
Request header to
keep

Request

header

authentication
Custom

parameters to add

Timeout period (ms) per try

Max retries

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Description

The address of your authentication server (required). Format:
http(s)://+Domain or IP address+Port+Path.

POST is selected by default. You can also use HEAD or GET.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.

If you select "Keep specified parameter", fill in the box the parameters
you want to keep. Separate them with |, as in value1|value2.

The parameters are case-sensitive (“key” and “KEY” are different
parameters).

Click "Add" to add authentication parameters (max 50). You can
either select a parameter to add or add a custom parameter.

The parameters you can select include "host", "uri", "client_ip", and
"cdn_ip", which represent the playback domain, the original request
URL, the client IP address, and the CDN IP address respectively.

If you select "Custom", "Parameter" and "Value" are required. The
names and values are case-sensitive ("key" and "KEY" are different
parameters). Chinese characters are not allowed.

All URL parameters are kept by default. You can also specify
parameters to keep or remove all parameters.

If you select "Keep specified parameter”, fill in the box the parameters
you want to keep. Separate them with |, as in value1|value2.

If you select "Keep all", the CDN node will delete the host header. If
you want to keep it, select "Keep specified parameter” or add a
custom parameter.

The parameters are case-insensitive.

Click "Add" to add authentication parameters (max 50). You can
either select a parameter to add or add a custom parameter.

The parameters you can select include "User-Agent", "Referer", and
"X-Forwarded-For", which represent the system and browser
information of the user, the referer of the URL, and the URL disguise.
If you select "Custom”, "Parameter" and "Value" are required. The
names and values are case-insensitive. Chinese characters not
allowed.

This is required. Enter a value between 500 and 3000. The default is
3000.

Enter a value between 0 and 3. The default is 1.
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Behavior upon timeout The default is "Approve". You can also set it to "Reject”.
Whether to approve or reject a request if the system does not receive
aresponse (HTTP status code 200 or 403) after the total timeout
period elapses (Total timeout period = Timeout period per try x (Max
retries + 1)).

Asynchronous authentication is disabled by default. You may enable
this feature manually based on your specific business requirements.
Once enabled, playback will commence without waiting for the
remote authentication result, allowing for immediate content viewing.
If the remote authentication subsequently fail, the playback will be
disconnected. This approach avoids the issue of increased initial
screen load time due to the latency of remote authentication. In the
asynchronous authentication mode, the authentication for ts and
m3u8 files in the HLS protocol will not be effective, and synchronous
authentication will continue to be maintained.

Asynchronous Authentication

4. Click Save.
Note:
After configuring the remote authentication feature, it will take approximately 10 minutes to become effective. We

appreciate your patience during this time.

Remote authentication®

Passes through reguests to your own authenfication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [

) Deploying [edit

https-ifwww example.com:8080/ApilRemoteAuthenticationinterface
POST

uthentication Keep all

Select host $host

Kept parameters: valuel|value2

Value

Select User-Agent Slser-Agent

Timeout period (ms) per tr 3000
1times
Approve

Asynchronous Authentication Enable
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Modifying Remote Authentication Settings

Cloud Streaming Services

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.

Domain Management

Push domain: CSS provides you with a default push domain, yeu can also add your ICP filed domain for live push

Playback domain: You need to add your |CP filed domain for live playback. For more information on domain management, please see Domain Management [4 and CNAME Configuration [4 According to relevant reguiations, to accelerate a domain in the Chinese mainiand, you need to verify your

Guide 2
Add Domain Edit Tag Certificate Management
Domain Name CNAME ©

® ®@ ® @& &6 © 6 0 O
E

2. Under the Access Control tab, find Remote authentication and click Edit.

3. Modify the settings and click Save.

©2013-2022 Tencent Cloud. All rights reserved.

Type T

Playback Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Playback Domain

Playback Domain

Playback Domain

Push Domain

Region T

Outsige Chinese mainiand

Chinese mainiand

Chinese mainland

Chinese mainland

Global

Chinese mainland

Chinese mainland

Chinese mainland

Global

Status T

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Added Time
2024-01-03 18:13:40
2023-12-05 1111342
2023-11-24 16:19:08
2023-11-24 1411259
2023-09-19 19:10:42
2023-08-31 18:21:23
2023-03-10 14:38:54
2023-03-10 14:37:32

2021-08-31 16:52:03
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Remote authentication (i)

Passes through requests to your own authentication server so that you can determine whether to approve a request. This ensures more precise authentication. Learn more [

Remaote authentication ()Activ
Authentication server address https:ifwww.example.com:8080/ApilRemoteAuthenticationinteriace
Request method POST

URL authentication Keep all

Select host Shost

Reguest header authentication kept parameters: valuel|value2

Select User-Agent SUser-Agent

meout period (ms) per tr 3000
etries 1times
Behavior upon timeout Approve

Asynchronous Authentication Enable

Disabling Remote Authentication

1. Select Domain Management on the left sidebar. Click the name of the target playback domain or click Manage on

the right to enter the domain management page.
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Domain Management

Push domain: CSS provides you with & default push domain, you can alse add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [2 and CNAME Configuration [2 According to relevant regulations, to accelerate a domain in the Chinese mainland, you need to verify your

Guide [2

Add Domain Edit Tag

Domain Name

Certificate Management

CNAME @ Type T

0] .com Playback Domain
o] com Playback Domain
0] +.com Playback Domain
[o] w.com Playback Domain
[0] -com Push Domain
[0] com Playback Domain
@ com Playback Domain
@ com Playback Domain
@ Lcom Push Domain

Scenario

2. Under the Access Control tab, find Remote authentication, and click

to disable remote authentication.

Remeote authentication(i)

Region Y

Qutside Chinese mainland ~ Enabled

Chinese mainland

Chinese mainland

Chinese mainland

Global

Chinase mainiand

Chinase mainiand

Chinese mainiand

Global

Cloud Streaming Services

Status T Added Time

2024-01-03 18.13:40

Enabled 2023-12-05 11:13.42
Enabled 2023-11-24 16:19.06
Enabled 2023-11-24 14:12:59
Enabled 2023-08-19 19:10:42
Enabled 2023-08-31 18:21:23
Enabled 2023-03-10 14:38:54
Enabled 2023-03-10 14:37:32
Enabled 2021-08-31 16:52:03

Passes through requests to your own authentication server so that you can determing whether to approve a request. This ensures more precise authentication. Learn more [4

nttps-/fwww. example.com:8080/Api/RemoteAuthenticationinterface

POST

Keep all

Select host

Kept parameters: valuei|value2

Select User-Agent

3000
1times
Approve

Enable

Shost

Slszer-Agent

3. To disable the remote authentication configuration, it is expected to take effect in about 10 minutes. Click Confirm.

©2013-2022 Tencent Cloud. All rights reserved.
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Disable remote authentication W

The change will take effect in about 10 minutes. Do you want to continue?
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Certificate Management

Last updated : 2024-07-11 17:45:00

Normally, live streaming domain names use the Hypertext Transfer Protocol (HTTP). HTTP can be converted to
Hyper Text Transfer Protocol over Secure Socket Layer (HTTPS) using SSL/TLS protocol for encrypted data

transmission. You can go to Certificate Management to query and configure SSL certificates for domain names.

How to Configure

The purpose of configuring an SSL certificate for a domain name is to encrypt key user data for secure transmission. A
Secure Sockets Layer (SSL) certificate allows a site to switch from HTTP (HyperText Transfer Protocol) to its SSL-

based encrypted version HTTPS (HyperText Transfer Protocol over Secure Socket Layer).

Configuring Certificate

1. Go to Domain Management in the CSS console, and click Certificate Management to go to the certificate

management page.
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Domain Management

Push domain: £55 provides you with a default push demain, you can also add your ICP filed domain for live push.
Playback domain: You need to add your ICP filed domain for live playback. For more information on domain management, please see Domain Management [ and CNAME Configuration [ According to relevant regulations, to accelerate a domain in the Chi
Identity Verification Guide .

Y

Domain Name CNAMEQ) Type 7 Scenario Region 7 Status T Added
1top 0] com @ Plsyback Domain css Global Ensbled 2024-00
.top @ com @ Playback Domain css Outside Chinese Enabled 2024-0

mainland
10p 0] om O Playback Domain css Chinese mainland Enabled 2023-1:
Lop 0] com @ Playback Domain 55 Chinese mainland Enabled 20231
Ltop o com B Playback Domain 55 Chinese mainland Enabled 20231
top 0] com @ Push Domain 55 Global Enabled 202300
top 0] com @ Playback Domain s Chinese mainland Enabled 20230
top ©)] com B Playback Domain 55 Chinese mainland Enabled 20230
top o) com B Playback Domain 55 Chinese mainland Enabled 20230
com @ om @ Push Domain css Global Enabled 2021-0:

2. Click Configure Certificate to add a certificate configuration.

“  Certificate Management

You can uplaad your own certificate or go ta SSL Certificate Service [ to appy for a free DV SSL certificate issued by TrustAsia.

N

Configure Certificate

Domain Name Remarks HTTPS Configuration Expiration Time §

No data yet

3. In the certificate configuration pop-up window, select a certificate source:
Self-owned certificate: enter remarks, content, and key of this certificate. After the configuration is saved, the
certificate info will be synced to Certificate Management in the SSL Certificate Service console. For details about how

to set the certificate content and key, please see HTTPS Configuration.
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Configure Certificate x

o Upload Certificate >

_ertificate Source ONEW Existing

View Sample &

View Sample &

Mext

Tencent Cloud-hosted certificate: select a certificate you purchased in the SSL Certificate Service console.
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Configure Certificate x

o Upload Certificate >

_ertificate Source Mew OExisting

D Domain Mame Expiration Time

o certificate is added. Please go to Certificate Management & to

Mext

4. After the certificate is confirmed to be available, click Next to enter the domain name configuration page.
5. In Bind Domain Names, select one or more playback domain names which match the certificate. If a selected
domain name is already bound to a certificate, the new certificate will apply.

6. In Selected, you can view selected domain names and whether their HTTPS configuration is enabled.
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Configure Certificate

° Upload Certificate b o Select domain name

Certificate Info

Expiration Time  2022-07-07 07:58:59

Bind Domain Names Selected (1) Enable HTTPS Configurat
Q Domain Name HTTPS Configuration
Domain Name Certificate e... HTTPS Confi...
Enable
2022-07-070..  Close
+—

7. Choose whether to enable HTTPS Configuration for selected domain names:

Note:

Toggling Enable HTTPS Configuration on will enable HTTPS configuration for the domain names.

Enable HTTPS Configuration is enabled by default. If you toggle this button off, the HTTPS configuration status of
the domain names will not change after binding, with only their certificate updated.

8. Click Confirm.
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Viewing Certificate Configuration

After you configure a certificate, you can go to Certificate Management to view its configuration, including the domain

name, remarks, source, HTTPS configuration, and expiration time.

Configure Certificate

Domain Name Remarks Certificate Source HTTPS Configuration Expiration Time
Self-owned certificate Enabled 2020-12-30 16:00:00
Self-owned certificate Enabled 2020-12-31 16:00:00
Self-owned certificate Enabled 2020-12-30 16:00:00
Tencent Cloud-hosted certificate Disabled 2022-07-07 07:59:58
Self-owned certificate Disabled 2020-12-30 16:00:00

Total items: 5 10~

Updating Certificate Configuration

1. Go to Certificate Management, find the target certificate configuration in the list, and click Update on its right.

Tencent Cloud-hosted certificate Dizabled 2022-07-07 0T:5%:5¢

2. On the certificate configuration page, configure the certificate again.

3. Click Confirm.

Deleting Certificate Configuration

1. Go to Certificate Management, find the target certificate configuration in the list, and click Delete on its right.
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@ Tencent Cloud Cloud Streaming Services

Tencent Cloud-hosted certificate Dizakled 2022-07-07 07:58:2

2. In the confirmation pop-up window, click Confirm.

Unbind Certificate *

After you unbind the certificate, the corresponding domain name cannot use HTTPS
cenfiguration. Are you sure you want to unbind it?

Confirm Cancel

Note:

After you unbind the certificate, the domain names cannot use HTTPS configuration.
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Stream Management

Last updated : 2024-07-16 09:36:23

Log in to the CSS console and enter Stream Management. Stream Management includes interrupting live streams
and disabling live streams, as well as viewing Live Streams, Primary/Backup Streams, Stream History,

Disabled Streams, and their detailed information. Here is a brief introduction and usage of these features:

Live Streams Management

Log in to the CSS console, then navigate to Stream Management > Live Streams, and perform operations according

to your actual business needs.

Preview live stream

In the Live Streams list, you can select the domain and corresponding online stream you want to query. Click

"Preview" on the right to view the real-time live streaming image.

Stream Management

ams I Primary/Backup streams Stream History Disabled Streams v 0 Ex

StreamName Domain Name AppMName Status Playback Delayed

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.
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Stream Management

Primary/Backup streams Stream History Disabled Streams v O E

StreamName Domain Name AppMName Status Playback Delayed

Interrupt live stream

Click Stream Interruption on the right to interrupt the current live stream publishing.
Note:

After the interruption, the current live stream will stop publishing. You can resume the live stream by republishing with

the same Stream Name.

Stream Management

Primary/Backup streams Stream History Disabled Streams v O E

StreamName Domain Name AppMName Status Playback Delayed

Disable live stream

Click Disable to disable the live stream.
Note:
After disabling, the current live stream will stop publishing (republishing is not possible for the current Stream Name

until it is re-enabled). You can manually resume it or it will be automatically enabled after 7 days by default.
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Stream Management

Primary/Backup streams Stream History Disabled Streams h O E

StreamName Domain Name AppMame Status Playback Delayed

live On live No

Primary and backup stream management

The primary and backup stream feature refers to the system's ability to automatically merge and output two live
streams with the same Stream ID. The primary stream's content is prioritized for playback. If there are issues with the
primary stream's content, you can automatically or manually switch to the backup stream content to ensure the
stability of the live image. The primary and backup streams can be enabled or disabled for optimal scheduling. When
optimal scheduling is enabled, the system will dynamically evaluate the quality of each stream and select the highest-
quality stream as the primary stream.

Log in to the CSS console, then navigate to Stream Management > Primary/Backup streams, and perform

operations according to your actual business needs.

Preview live stream

Click Preview on the right to view the real-time live streaming image.

Stream Management

Dizabled Streams O E

StreamName Stream count Auto-switch

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,
bandwidth, frame rate, bitrate, etc.
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Stream Management

Live Streams I Primary/Backup streams I Stream History Disabled Streams O E
StreamName Stream count Auto-switch
- »

Optimal Scheduling Management

Enable optimal scheduling

Click

, to enable optimal scheduling. When optimal scheduling is enabled, the system will dynamically evaluate the quality

of each stream and select the highest-quality stream as the primary stream.

Stream Management

Live Streams | Primary/Backup streams I Stream History Disabled Streams 0 |
StreamName Stream count Auto-switch

' @]

Disable Optimal Scheduling
Click

, to disable optimal scheduling.
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Stream Management

I Stream Histary Disabled Streams O

StreamName Stream count Auto-switch

Primary and Backup Stream Switching

Click on the left-pointing triangle to expand the manual switch to the standby option.
Click the Switch on the right side to switch between the main and backup streams. By manually switching the main

and backup streams, you can flexibly deal with issues that may arise during the live broadcast.

Stream Management

Live Streams Primary/Backup streams Stream History Disabled Streams 0

StreamName Stream count Auto-switch

+
E Irnm 2 (:)

StreamName Domain Name AppName Push Start Time Primary Sou
live 2023-10-17 09:3%:46 No Push

live 2023-10-17 09:3%:11 Yes Push

Stream History Management

Log in to the CSS console, then navigate to Stream Management > Stream History, You can query historical live

stream data and perform operations according to your actual business needs.

Disable Historical Live Stream

In the historical stream list, you can select the domain name to be queried and the corresponding historical live
stream. Click Disable to disable the historical live stream.

Note:

After being disabled, the current live broadcast will stop pushing (streaming cannot be re-pushed until the current

StreamName is restored). It can be manually restored or automatically enabled after 7 days by default.

©2013-2022 Tencent Cloud. All rights reserved. Page 224 of 553


https://console.tencentcloud.com/live/streammanage

@ Tencent Cloud Cloud Streaming Services

You can view stream history in the past 7 days under the Stream History tab or query records in the past month in

Stream Interruption Records.

Stream Management

Live Streams Primary/Backup streams II Disabled Streams v o

StreamName Domain Name Push End Time
.org

«com keg 2023-10-16 21:54:13

.com
.com 2023-10-16 21:53:38
Scom

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.

Stream Management

Live Streams Primary/Backup streams II Disabled Streams v 0 I
StreamName Domain Name AppName Push End Time
.com ve 2023-10-16 21:54:13
.com ve 2023-10-16 21:53:58

Disabled Streams Management

Log in to the CSS console, then navigate to Stream Management >Disabled Streams, and perform operations

according to your actual business needs.

Enable live streaming

In the Disabled Streams list, select the corresponding disabled live stream and click Enable to resume the live stream

publishing.
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Stream Management

Live Streams Primary/Backup streams Stream History Disabled Streams

StreamName Status Operation

Disabled Streaming

View stream data

Click on the stream data on the right side to view detailed information of the online live stream, such as traffic,

bandwidth, frame rate, bitrate, etc.

Stream Management

Live Streams Primary/Backup streams Stream History I Disabled Streams I

StreamName Status Operation

Disabled Enab\elSt'eam ng
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Package Management

Last updated : 2023-10-30 11:17:55

You can view the usage of your traffic and transcoding plan in the CSS console.

Traffic plan

Select plan on the left sidebar. You can do the following under the Traffic plan tab:
View the usage, purchase time, expiration time, and status (unused, in use, exhausted, expired, or frozen) of your

traffic plan.

Cloud Streaming

Resource Plan/Plugin Management

Traffic plan Transcoding plan
Buy plan Usage details

Services

Domain

Stream
Creation Ti... +

Na data yet

Feature
Configuration

View the deduction details of your traffic plan, including the plan ID, plan type, usage, deduction type, deduction
ratio, deducted amount, and deduction time. Usage statistics are updated at the time of billing each day (the

exact billing time may vary). For details about how deductions work, see Prepaid plan.

€ Usage details

Resource Pack Type | Traffic plan v Deduction time | 2023-10-24  ~ 2023-10-24 m

Mo data yet

View your current billing mode in the top right corner. Traffic plan can be used for deduction only in daily bill-by-

traffic mode. If you use other modes, your plan will be frozen and their validity will not be extended.
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Click Buy plan to go to the purchase page to buy traffic plan.
Note
Before you buy a plan, please read Traffic plan to learn about the billing details and limits.

You can refund a plan in the console if it meets the requirements of our refund policy.

Transcoding plan

Select plan on the left sidebar. You can do the following under the Transcoding plan tab:
View the usage, purchase time, expiration time, and status of standard transcoding plan and TSC transcoding

plan.

Cloud Streaming

Resource Plan/Plugin Management
Services

= Traffic plan Transcoding plan
Overview
Buy plan Usage details

Domain

Stream
Creation Ti... +

| ED

No data yet

Feature
Configuration

View the usage details of standard transcoding plan and TSC transcoding plan, including the plan ID, plan type,
usage, deduction type, deduction ratio, deducted amount, and deduction time. Usage statistics are updated at the

time of billing each day (the exact billing time may vary).

€& Usage details

Resource Pack Type | Transceding plan b Deduction time | 2023-10-24  ~ 2023-10-24 m

No data yet

View your current billing mode in the top right corner. Transcoding plan can be used for deduction only in daily bill-
by-traffic mode. If you use other modes, your plan will be frozen and their validity will not be extended.

Click Buy plan to go to the purchase page to buy transcoding plan.
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Note
Before you buy a plan, please read Standard Transcoding plan and TSC Transcoding plan to learn about the billing

details and limits.
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Feature Configuration
Live Watermarking

Last updated : 2023-09-26 12:53:46

CSS supports the watermark feature. It adds watermarks to the live streaming screen to protect video content from
theft. This document describes how to create, modify, bind, unbind, and delete a watermark template in the console.
You can create a watermark template in the following ways:

Create a watermark template in the CSS console. For more information, please see Creating Watermark Template.

Create a watermark template by calling an API. For more information, please see AddLiveWatermark.

Notes

After creating a template, you can bind it to a push domain name. The binding will take effect in 5-10 minutes.

The watermark templates are managed at the domain name level in the console, and rules created by APIs cannot be
canceled there for the time being. If you bound the watermark configuration to a specified stream through the
watermark management APl and want to unbind them, you need to call the DeleteLiveWatermark API.

Binding, unbinding, and modifying a template affect only new live streams after the update but not ongoing ones. To
make the new rule take effect for ongoing live streams, you need to interrupt them and push them again.

Prerequisites

You have activated the CSS service and added a push domain name.

Creating Watermark Template

1. Log in to the CSS console and select Feature Configuration > Live Watermarking.

2. Click Create Watermark Template.

3. Enter a watermark name, which can contain up to 30 letters, digits, underscores (_), and hyphens (-).

4. Click Select image to upload an image as the watermark.

Note :

For the best visual effect, the watermark should be a transparent image in PNG format; the image size should be
smaller than 2MB; the uploaded image file name should only support: English, numbers, and symbols - | _ . *.

5. Set the watermark image preview window size:

Default width and height values: Width 1920px, Height 1080px.
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Width and height value range: 360px-4096px.

Clicking Update the right side will automatically validate and synchronize the update of the watermark image preview
window.

6. Specify the watermark location in the following ways:

Drag the watermark image in the configuration pane.

Adjust the coordinates of the X axis and Y axis.

7. Click Save.
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Create template Bind Domain Name

Watermark Configuration
aterma ame* test
fax 30 characts
o U .
e: For a better
afn pedlal Chnara
e *

i

File size33K
Upload Time2023-00-22 11:16:25

Select image

Preview window size  Width: | 1920 px | Height | 1
axis = - 0 + %
----- * — 0 + | %
Cancel
Binding Domain Name
1. Log in to the CSS console and select Feature Configuration > Live Watermarking.
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2. Enter the domain name binding page in either of the following ways:

Directly bind a domain name: click Bind Domain Name in the top-left corner.

Create template Bind Domain Mame

Watermark Configuration

Bind a domain name after creating the watermark template: after the watermark template is created, click Bind
Domain Name in the pop-up window.

@ Created the Template Successfully

1 select a domain name in Domain I&-‘a"ager’lE"t:-': mnandge the Wwaterma

Bind Domain Name Close

3. Select a watermark template and a push domain name in the domain name binding window and then click

Confirm.
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Bind Domain Name

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

Note :

You can click Add to bind multiple push domain names to this template.

Unbinding

1. Log in to the CSS console and select Feature Configuration > Live Watermarking.

2. Select domain names bound to the watermark template and click Unbind.
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Watermark Configuration

e test

Upper left
-AXI1S 0%

-LE1S 0%

Preview

nd Domain Names Unbind

3. Confirm whether to unbind the domain name and click Confirm to unbind it.

Are You Sure You Want to Unbind This Template from the Domain Name?

After unbinding, current live streaming will not be affected while this cperation will be valid

for live streams pushed in the future,

Modifying Template
1. Go to Feature Configuration > Live Watermarking.

2. Select the target watermark template and click Edit on the right to modify the template information.

3. Click Save.
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Watermark Configuration

Preview

Found Domain Mames - Unbind

Note

You can click Preview to view how the watermark will be displayed on the screen.

Deleting Template

Note :

If the template is already associated, you need to Unbind it first before you can perform the delete operation.
Once the template is deleted, it cannot be recovered. Please proceed with caution.

If a template has been bound to a domain name, you need to unbind the template before deleting it. For detailed
directions, please see Unbinding.

1. Go to Feature Configuration > Live Watermarking.

2. Select the watermark template you have successfully created, and click Delete in the upper right corner.
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Watermark Configuration

aterma ame  test
Location Upper left

-] 0%

A5 0%

Preview

BEound Domain Names Mone

3. In the pop-up dialog box, click Confirm to confirm the deletion.

Are you sure you want to deletetest 7

Relevant Operations

For more information on how to bind/unbind a domain name to/from a watermark template, please see Watermark

Configuration.
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Live Transcoding

Last updated : 2024-02-02 09:15:57

Live transcoding (including video transcoding and audio transcoding) refers to the process where the original stream
pushed from the live streaming site is converted into streams of different codecs, resolutions, and bitrates in the cloud
before being pushed to viewers. This meets playback needs in varying network environments on different devices.
This document describes how to create, bind, unbind, modify, and delete a transcoding template via the CSS console.
You can create a transcoding template in two ways:

Create a transcoding template in the CSS console. For detailed directions, see Creating a standard transcoding
template, Creating a TSC transcoding template, and Creating an audio-only transcoding template.

Create a transcoding template for live streams using an API. For the API parameters and examples, see

CreateLiveTranscodeTemplate.

Must-Knows

CSS supports standard transcoding, Top Speed Codec (TSC) transcoding, and audio-only transcoding. Please read

the billing documents before using the services.

Standard transcoding: Standard Transcoding Packages, Standard Transcoding (pay-as-you-go)

TSC transcoding: TSC Transcoding Packages, TSC Transcoding (pay-as-you-go)

Compared with standard transcoding, TSC transcoding provides higher video quality at lower bitrate. Leveraging

technologies including intelligent scene recognition, dynamic encoding, and CTU/line/frame-level bitrate control, TSC

transcoding allows you to provide higher-definition streaming services at lower bitrates (50% lower on average). It is

widely used for game streaming, showroom streaming, and event streaming.

After creating a template, you can bind it with a playback domain name. The binding takes effect in 5-10 minutes.

After binding a template, you can add the template name ( _template name ) after StreamName inthe original

URL to generate a URL for the transcoding output. Note that the template name and stream name cannot have the

same suffix. For example, if the template nameis hd ,and StreamName is test_al_hd ,the system will use
test_al asthestreamnameand hd as the transcoding template, and playback will fail.

If you have specified the height and width or short and long sides of the transcoding output, to prevent image

distortion, keep the resolution of published streams as close to the values set as possible.

On the Live Transcoding page of the console, you can view the domain a template is bound to, as well as finer-

granularity bindings performed via APIs. You can also unbind a template here.

You can bind one playback domain name with multiple transcoding templates, or bind one transcoding template

with multiple playback domain names.

You can create up to 50 transcoding templates.
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Creating a Transcoding Template

Creating a standard transcoding template

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.
Live transcoding

Live transcoding is a value-added service which will be billed if you use it. For more information, see Billing .

Create template Bind Domain

2. Click Create Template, select Standard Transcoding for transcoding type, and complete the following
configuration:

Basic configuration: Template name, video bitrate, video resolution and more. For details, see Basic Configuration for
Standard Transcoding.

Advanced configuration (optional): Click Advanced Configuration to show advanced settings. For details, see
Advanced Configuration for Standard Transcoding.

3. Click Save.

Basic Configuration for Standard Transcoding

Basic Configuration for Standard

, Required Description
Transcoding

The optional transcoding types, include standard

Transcoding type Yes . , , .
transcoding, TSC transcoding, or audio-only transcoding.

Please enter 1 to 10 characters.

The live transcoding template name. It only supports letters

and alphanumeric combinations and does not support pure
Template name Yes digits.

The template name must not duplicate existing transcoding

template names, adaptive bitrate template names, or sub-

stream names.

The live transcoding template description. It can only
Template description No contain Chinese characters, letters, digits, spaces,
underscores (_), and hyphens (-).

Video quality No You can choose Smooth, SD, or HD. After you select a
value, the system will automatically enter the recommended
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Video bitrate(in Kbps) Yes
Video resolution (px) Yes
DRM encryption No

©2013-2022 Tencent Cloud. All rights reserved.
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video bitrate and height, which can be modified.

You can choose to keep the original bitrate, set the video
bitrate, or use the default transcoding bitrate.

Set the transcoding code rate, value range: 101Kbps -
8000Kbps.

If you enter a value not larger than 1,000, it must be a
multiple of 100.

If you enter a value larger than 1,000, it must be a multiple
of 500.

Choose to keep the original resolution, set by width and
height, or set by length.

The default is set by long and short sides.

The input value is the short side value, which can be
switched to width and height settings, and the input value is
the height value.

Value range: 0-3000. The value must be a multiple of 2. The
other side will be auto-scaled.

It is disabled by default and can be enabled manually.

To enable DRM encryption, you need to first obtain the key
information in

DRM Management.

DRM encryption of Widevine, FairPlay, and NormalAES are
supported for HLS. For FairPlay encryption, you need to
upload the certificate you obtain from Apple to your player.
Encryption types: default Widevine, optional Fairplay, and
NormalAES.
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Transcoding Configuration

Video quality Smeoocth SD  HD

] Type ‘ I Standard Transcoding I | Top Speed Codec Transcoding

Cloud Streaming Services

Audio-only Transcoding

eo Bitrate * Specify a bitra ~ kbps
e0 Re * Setthe short = = px
Enter a 2 The othe o e crgle nallv a | e
Short side
Long side
Long side
Short side

Supports Widevine, FairPlay, and NormalAES DRM encryption for HLS playback. For FairPlay DR nee ad the certificate

Qbtaining a FairPlay certificate [4

Before you enable DRM encryption, please go to DRM Management to configure the key information

Type + o Widevine Fairplay MormalAES

Advanced Configuration

Advanced Configuration for Standard Transcoding

Advanced Configuration for

. Required
Standard Transcoding
Codec No
Video frame rate (fps) No
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Description

The original codec is used by default. You can choose
H.264, H.265, or AV1.

You can choose to keep the original frame rate, set the
video frame rate, and keep the original frame rate by
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default.
Set the video frame rate range: 1fps - 60fps.

The GOP setting range is between 1 to 6 seconds.

The larger the GOP, the higher the latency; a smaller GOP
may potentially lead to stuttering.

If not configured, the system default value will be adopted.

GOP(seconds) No

The subtitle feature is deactivated by default, but can be
manually activated.

To activate this feature, it is necessary to bind a subtitle
template. Choose a subtitle template to bind based on your
business requirements.

Preview and observe the effects of the subtitle template.
You can adjust the subtitle template according to business
needs at any time.

Live subtitles No

Through this feature, the volume of the video can be
adjusted. The larger the value, the greater the volume.

The range for setting the volume loudness is from -40 to -10
LKFS.

Currently, the simultaneous configuration of loudness and
subtitle features is not supported.

Loudness No

Parameter limits are disabled by default. After a limit is
enabled, if you enter a value higher than the original, the

Parameter limit No original will be used. This can avoid video quality issues
caused by using high video quality settings to transcode
videos of low quality.
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Q) Original codec

Specify a fram

H.264

Cloud Streaming Services

AV

eal time. For details, see Live Subtiting . Using this feature may incur live transcoding fees (che
5 (charged by MPS). Learn more 2

LKFS

Parameter Limit The output video height cannot exceed the original height(i) ()

The output frame rate cannot exceed the original frame rate(D (I

The output bitrate cannot exceed the original bitrate(i) ()

Advanced Configuration

Save Cancel

Creating a TSC transcoding template

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Click Create Template, select Top Speed Codec Transcoding for transcoding type, and complete the following

configuration:

Basic configuration: Template name, video bitrate, video resolution, etc. For details, see Basic Configuration for TSC

Transcoding.

Advanced configuration (optional): Click Advanced Configuration to show advanced settings. For details, see

Advanced Configuration for Top Speed Codec Transcoding.

3. Click Save.

Basic Configuration for TSC Transcoding

Basic Configuration for TSC
Transcoding

Transcoding Type

Template name

©2013-2022 Tencent Cloud. All rights reserved.

Required

Yes

Yes

Description

The optional transcoding types, include standard
transcoding, TSC transcoding, or audio-only transcoding.

Please enter 2 to 10 characters.

The live transcoding template name. It only supports letters
and alphanumeric combinations and does not support pure
digits.
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Template description No
Video quality No
Video bitrate(in Kbps) Yes
Video resolution (px) Yes
DRM encryption No
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The template name must not duplicate existing transcoding
template names, adaptive bitrate template names, or sub-
stream names.

The live transcoding template description. It can only
contain Chinese characters, letters, digits, spaces,
underscores (_), and hyphens (-).

You can choose Smooth, SD, or HD. After you select a
value, the system will automatically enter the recommended
video bitrate and height, which can be modified.

You can choose to keep the original bitrate, set the video
bitrate, or use the default transcoding bitrate.

Set the transcoding code rate, value range: 101Kbps -
8000Kbps.

If you enter a value not larger than 1,000, it must be a
multiple of 100.

If you enter a value larger than 1,000, it must be a multiple
of 500.

Choose to keep the original resolution, set by width and
height, or set by length.

The default is set by long and short sides.

The input value is the short side value, which can be
switched to width and height settings, and the input value is
the height value.

Value range: 0-3000. The value must be a multiple of 2. The
other side will be auto-scaled.

It is disabled by default and can be enabled manually.

To enable DRM encryption, you need to first obtain the key
information in

DRM Management.

DRM encryption of Widevine, FairPlay, and NormalAES are
supported for HLS. For FairPlay encryption, you need to
upload the certificate you obtain from Apple to your player.
Encryption types: default Widevine, optional Fairplay, and
NormalAES.
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g Type Standard Transceding | I Top Speed Codec Transcoding I ‘ Audia-only Transcoding

Video quality Smooth SD  HD

L

=]

[ae]
1

kbps
px
Long side
Short side

a2 go to DRM Management to configurs the key information

Video Bitrate = Specify a bitra «
Video Resolution * Set the short ¢ «
Short side
Long side
Obtaining a FairPlay certificate [
Before you enable DRM encryption, plea
Type = o Widevine Fairplay MormalAES

Advanced Configuration «

Advanced Configuration for TSC Transcoding

Advanced Configuration for TSC

. Required
Transcoding
Codec No
Video frame rate (fps) No
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Description

The original codec is used by default. You can choose
H.264, H.265, or AV1.

You can choose to keep the original frame rate, set the
video frame rate, and keep the original frame rate by
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default.
Set the video frame rate range: 1fps - 60fps.

Value range: 1-6. The larger the GOP, the higher the delay.
If this parameter is left empty, the default value will be used.
The GOP setting range is between 1 to 6 seconds.

The larger the GOP, the higher the latency; a smaller GOP
may potentially lead to stuttering.

If not configured, the system default value will be adopted.

GOP(seconds) No

The subtitle feature is deactivated by default, but can be
manually activated.

To activate this feature, it is necessary to bind a subtitle
template. Choose a subtitle template to bind based on your
business requirements.

Preview and observe the effects of the subtitle template.
You can adjust the subtitle template according to business
needs at any time.

Live subtitles No

It is disabled by default and can be enabled manually.

After a limit is enabled, the original value of the input stream
Parameter limit No will be used if you enter a value larger than the original. This

can avoid video quality issues caused by using high video

quality settings to transcode videos of low quality.

Codec o Criginal codec H.264 H.265 AV

Specify a fram « ps

s, 226 Live Subtitling [&. Using this feature may incur live transcoding fees (chi
Learn more (A

Farameter Limit The output video height cannot exceed the original height{i} ()
The output frame rate cannot exceed the original frame rate @ (_JI)

The output bitrate cannot exceed the original bitrate(i) ()

Advanced Configuration a

Save Cancel
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Creating an Audio-only transcoding template

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Click Create Template, select Audio-only Transcoding for transcoding type, complete the configuration, and

then click Save.

Basic Configuration for Audio-only
Transcoding

Transcoding type

Template name

Template description

Audio bitrate (Kbps)

Live subtitles

Loudness

DRM encryption

©2013-2022 Tencent Cloud. All rights reserved.

Required

Yes

Yes

No

Yes

No

No

No

Description

The optional transcoding types, include standard
transcoding, TSC transcoding, or audio-only transcoding.

Please enter 1 to 10 characters.

The live transcoding template name. It only supports letters
and alphanumeric combinations and does not support pure
digits.

The template name must not duplicate existing transcoding
template names, adaptive bitrate template names, or sub-
stream names.

The live transcoding template description. It can only
contain Chinese characters, letters, digits, spaces,
underscores (_), and hyphens (-).

You can choose to keep the original bitrate or set the audio
bitrate, with the default being to keep the original bitrate.
To set the audio bitrate, the value range is 101kbps -
500kbps.

The subtitle feature is deactivated by default, but can be
manually activated.

To activate this feature, it is necessary to bind a subtitle
template. Choose a subtitle template to bind based on your
business requirements.

Preview and observe the effects of the subtitle template.
You can adjust the subtitle template according to business
needs at any time.

Through this feature, the volume of the video can be
adjusted. The larger the value, the louder the sound.

The range for setting the volume loudness is from -40 to -10
LKFS.

Currently, the simultaneous configuration of loudness and
subtitle features is not supported.

It is disabled by default and can be enabled manually.
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To enable DRM encryption, you need to first obtain the key
information in DRM Management.

DRM encryption of Widevine, FairPlay, and NormalAES are
supported for HLS. For FairPlay encryption, you need to
upload the certificate you obtain from Apple to your player.
Encryption types: default Widevine, optional Fairplay, and

NormalAES.
Transcoding Configuration
Ti T Standard Transcoding Top Speed Codec Transcoding ‘ I Audio-only Transcoding I |
e { a ot o n e o 3 e e (=}
Custom b kbps
n real time. For details, see Live Subfiting [& . Using this feature may incur live transcoding fees (ch:
charged by MPS). Leam more [A
Loudness LKFS
T =, T < <l < <. =
Supports Widevine, FairPlay, and NormalAES DRM encryption for HLS playback. For FairPlay DRM, you need to upload the certificate you obt
Obtaining a FairPlay certificate [2
Before you enahle DRM encryption, please go to DRM Management to configure the key information
Type * o Widevine Fairplay MormalAES

Save Cancel

Binding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Bind a domain name in either of two ways:
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Bind a domain to an existing template: Click Bind Domain Name in the top left.

Create template I Bind Domain Mame I

test001

Transcoding Configuration

Bind a domain name after creating a transcoding template: After creating a template, click Bind Domain

Name in the pop-up window.

@ Created the Template Successfully

zan select 3 domain name in Domain "-.'1ar'|agen'|5nt:-': Manage the transcoding

Bind Domain Mame Close

3. Select a transcoding template and a playback domain in the domain binding window and then click Confirm.

Bind Domain Name ¢
A template takes effect about 10 minutes after you bind it to a domain

ng Template test001 (id: ] '

Add

Note
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You can click Add to bind a template to multiple playback domains.

Unbinding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Select the target template and click Unbind.

Transcoding Configuration

1d Domain Names '

3. In the pop-up window, click Confirm.
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Standard Tranzcoding

test001

2000 kbps

Short side 1000 px
Long side: scale proportionally

Close

Enable
widevine
AUDIO|UHD
COriginal codec
30 fps

Yes

MNo

No

2s

-10 LKFS

Cloud Streaming Services
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Are You Sure You Want to Unbind This Template from the Domain Name? %

After unbinding, current live streaming will not be affected while this cperation will be valid

for live streams pushed in the future,

Modifying a Template

Cancel

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Select the target transcoding template and click Edit on the right to modify it.

Transcoding Configuration

3. After modification, click Save.

Unbind
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Standard Transcoding

test001

2000 kbps

Short side1000 px
Long side: scale proportionally

Close

Enable
widevine
AUDIOJUHDY
Qriginal codec
30 fps

Yes

Mo

No

25

-10 LKFS

Cloud Streaming Services
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Deleting a Template

Note

Cloud Streaming Services

If a template has been bound to domains, you need to unbind them before you can delete the template.

1. Log in to the CSS console and select Feature Configuration > Live Transcoding.

2. Select the target template (make sure it's not bound to a domain), and click Delete.

Transcoding Configuration

1d Domain Mames MNone

3. In the pop-up window, click Confirm.

Delete transcoding configuration

Standard Transcoding

test001

2000 kbps

Short side- 1000 px
Long side: scale proportionally

Close

Enable
widevine
AUDIOJUHDA
Original codec
30 fps

Yes

Mo

Mo

2s

-10 LKFS

Confirm to delete transcoding configuration: test001 7
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More

You can also unbind and bind domains and transcoding templates on the Domain Management page. For detalils,

see Template Configuration.
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Live Recording
Recording to VOD

Last updated : 2024-06-13 16:39:47

CSS supports recording live streams and storing recording files in VOD for download and preview. This document
describes how to create, bind, unbind, modify, and delete recording templates.

You can create a recording template in two ways:

In the CSS console: For detailed directions, see Creating a Recording Template.

Using an API: For the API parameters and examples, see CreateLiveRecordTemplate.

Notes

Recording files are saved in VOD by default. Please activate VOD first. To avoid service suspension due to overdue
payments, you can also buy VOD storage packages in advance. For more information, see Getting Started with VOD.
After enabling the recording feature, please make sure that your VOD service is in normal status. If it is not activated
or is suspended due to overdue payments, live recording will fail. No recording files will be generated. Nor will fees be
incurred.

A recording file is available in about five minutes after recording ends. For example, if you start recording a live stream
at 12:00 and stop at 12:30, you can get the recording at around 12:35.

Limited by the support of audio and video file formats (FLV/MP4/HLS) for codec types, you can only use the H.264
and H.265 video codec and the AAC audio codec.

After creating a recording template, you can bind it with push domain names. For detailed directions, see Recording
Configuration. The binding takes effect in about 5-10 minutes.

For the naming rules of generated recording files, see VodFileName.

Binding, unbinding, or modifying a template affects only new live streams and not ongoing ones. To make the change
apply to ongoing live streams, you need to stop them and push them again.

Mixed-stream recording does not support mixing streams inside the Chinese mainland with those outside. It will cause

an error and playback will fail.

Prerequisites

You have activated CSS and added a push domain.

You have activated the VOD service.
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Creating a Recording Template

1. Log in to the CSS console and select Feature Configuration > Live Recording on the left sidebar.

2. In the live recording settings, choose Save to VOD .

Live recording

Save to VOD Save to COS

Live recording is a value-added service. To use it you need to first activate VOD service [4. Recording fees and storage fees will be incurred if you use live recording. For |
Documentation [4

Create template Bind Domain Name

3. Click Create template to set the template information and proceed with the following configurations:

Basic recording configuration: This includes the template name, recording content, recording format, and other
configuration items. For details, see Basic Recording Configuration Instructions.

Basic recording format configuration: This includes HLS file segmentation, max recording time per file, resumption
timeout, and other configuration items. For details, see Basic Recording Format Configuration Instructions.
(Optional) Advanced recording format configuration: By clicking Advanced Configuration , you can access and
select additional configurations. For details, see Advanced Recording Format Configuration Instructions.

Upon completion, click Save .

Basic Recording Configuration Instructions

Note:

When recording the original stream via WebRTC streaming, both HLS and MP4 formats can record and play audio
normally, but the FLV format will lose audio. It is recommended to select HLS or MP4 format.

When an audio-only transcoding template is selected during specified transcoded stream recording, the
HLS/FLV/MP4 recording file will miss the initial 2 seconds of content due to format conversion. Please plan your push
and recording schedule accordingly.

Initiating a transcoding task is required for recording transcoded streams, which will incur additional transcoding

costs. However, if the same transcoding template is used for playback, charges will not be duplicated.
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Recording Configuration

Template Name test001 @)
Only supports letters, digits, underscores, and dashes

Template Description
Supports Chinese characters, letters, digits, spaces, and _-

Recording Content * Original stream (3) Watermarked stream (3) Transcoded and watermarked stream (i) Change Template
Template Name/ID Template Type Video Encoding Video Bitrate Dimensions
test001(" ) Standard Transco...  Qriginal codec 2000 kbps Short side 1000 px

For the recording content, if multiple options are selected, multiple recordings will be initiated, and various recording files will be general

Time zone Qutcss uTG

The time in the filename will be in UTC+8
Recording Format » Video Format
HLS FLV MP4

Audio Format

AAC (D)
Cancel
Basic Configuration Item Description

The template name, which can contain Chinese characters, letters, digits,

Template Name
underscores (_), and hyphens (-).

The template description, which can contain Chinese characters, letters,

Template Description .
digits, underscores (_), and hyphens (-).

Original stream Record videos before transcoding, watermarking, and stream mixing.

Watermarked Record videos after they are watermarked according to the specified
stream watermark template.

Recording

Content Transcoded
and Click Transcoded and watermarked stream . You can select an
watermarked existing transcoding template or click the name of a template to modify its
stream configuration.
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Choosing this configuration will

automatically initiate transcoding You can select UTC+8 or UTC.

based on the transcoding When UTC+8 is selected as the timezone, the naming of the recording
template ID after push, and files will use the UTC+8 time.

recording will proceed. If the When UTC is selected as the timezone, the naming of the recording files
transcoding template has been will use the UTC time.

mistakenly deleted, the effect will
be the same as recording content
as watermarked streams.

Time zone

Videos can be output in formats of HLS, MP4, FLV, and AAC (for audio-

Recording Format )
only recording).

Basic Recording Format Configuration Instructions

Note:

Since the recording file is uploaded as it is recorded, it is impossible to ascertain the end time before uploading,
preventing the inclusion of the end time in the file name.

Enabling simultaneous recording and uploading ensures files are uploaded immediately after recording ends. A single
recording file supports a duration of up to 12 hours and enhances FLV recording's disaster recovery capability.
Playback files may experience lag when being dragged for online playback, but this does not affect local playback.

1. Select the recording content and formats and complete the following settings:
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& tent » Original stream (3) Watermarked stream (D) Transcoded and watermarked stream (@) Change Template

Template Name/ID  Template Type Video Encoding Video Bitrate Dimensions

test(t 1] Standard Transc... H.264 2000 kbps Short side 1080 px

QuTcss uTC
o

Video Format
HLS FLV MP4
Audio Format

AAC ®

¥ Audio/Video - HLS

Recording File
Configuration

®
R 120 min
i
sec
Th
o Permanent Custom
PrimaryApplication v SystemDefault/ -

Advanced Configuration »

« Audio/Video - FLV

Recording File
Configuration

= min

© Permanent Custom

PrimaryApplication A SystemDefault/ v

Advanced Configuration »

Basic Recording Format

. Description
Configuration Item

The HLS file segmentation feature is disabled by default. If post-processing

services are needed, it is recommended to enable HLS file segmentation

and set the duration of individual HLS recording files.

If HLS file segmentation is enabled, the duration of individual HLS recording
HLS File Segmentation files can be configured, allowing for the definition of the duration of files

produced by post-recording processing.

If HLS file segmentation is disabled, recording will continue uninterrupted

until the live stream ends. If post-recording processing has been configured,

it will be initiated after the recording is complete.

Max Recording Time Per File Audio/Video - HLS format
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(min)

Resumption Timeout (sec)

Storage Period (days)

VOD Subapplication/Category

2. Click Save.

Cloud Streaming Services

There is no upper limit on the recording duration of a file in HLS format. If the
waiting time for continuation of recording is exceeded, a new recording file
will be generated to continue recording.

When an HLS recording file is saved to VOD, the duration of a single TS file
is set to 60 seconds by default.

When HLS file segmentation is enabled, the duration of a single HLS
recording file can range from 1 to 720 minutes.

Audio/Video - FLV format

The duration of a single file recorded in FLV format is limited to 1 to 720
minutes.

Audio/Video - MP4 format

The duration of a single file recorded in MP4 format is limited to 1 to 120
minutes.

Audio-only - AAC Format

The duration of a single file recorded in AAC format is limited to 1 to 120
minutes.

The resumption timeout period directly affects the time it takes to generate a
recording file.

When the interval of stream interruption does not exceed the set resumption
timeout period, a single live stream will generate only one file. However, the
recording file will be received after the resumption timeout period has
elapsed, and recording costs will be incurred during the resumption timeout
period. Please set a reasonable resumption timeout period.

Only HLS format supports resuming recording after stream interruptions,
with the resumption timeout period being configurable from 1 to 1,800
seconds.

You can select Permanent to save a recording file permanently or Custom to
specify a storage period (up to 1,500 days). If you set the period to 0,
recording files will be saved permanently.

If a specified time is chosen, in accordance with national regulations,
operators must record live video content and ensure storage backup. It is
recommended to store recording files for 60 days to 3 years.

Recording to a specified VOD category in VOD application is supported. By
default, the recording is stored in the main application of the account, and
only applications with an open write status are supported.

Advanced Recording Format Configuration Instructions

1. You can switch between different tabs to view the configuration requirements for Audio/Video - HLS format,
Audio/Video - FLV format, Audio/Video - MP4 format, and Audio-only - AAC format.
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Audio/Video - HLS Format
Audio/Video - FLV Format
Audio/Video - MP4 Format
Audio-only - AAC Format

Video Format

HLS FLV MP4

Audio Format

Recording Format *

AAC (®

v Audio/Video - HLS

Recording File
Configuration

120

torage Period Permanent ) Custom

PrimaryApplication v

days

SystemDefault/ v

Cloud Streaming Services

Post-Recording
Process
Configuration

«©

U U

Template N...

test(. )

ask Flow il Change Cancel

Original stream Watermarked stream

Template T...

Standard Tr...

Transcoded and watermarked stream

Video Enco... Video Bitrate Dimensions

H.264 2000 kbps

Short side 1...

Advanced Configuration a
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Video Format

Audio Format
AAC (D
v Audio/Video - FLV
Recording File
Configuration
min
Permanent ) Custom days
PrimaryApplication v SystemDefault/ v

Cloud Streaming Services

Post-Recording
Process
Configuration

«©

Original stream Watermarked stream

Template N... Template T...

test(: ) Standard Tr...

VOD Task Flow Change Cancel

Transcoded and watermarked stream

Video Enco... Video Bitrate Dimensions

H.264 2000 kbps

Short side 1...

Advanced Configuration a
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Video Format

Audio Format

AAC

v Audio/Video - MP4

Recording File
Configuration

Permanent

PrimaryApplication

min

o Custom

days

v SystemDefault/

Cloud Streaming Services

Post-Recording
Process
Configuration

z :.:i-::i‘.: ording O

Qriginal stream

U U

Template N...

test(. )

Watermarked stream

Template T...

Standard Tr...

Change Cancel

Transcoded and watermarked stream

Video Enco...

H.264

Video Bitrate

2000 kbps

Dimensions

Short side 1...

Advanced Configuration a

After you select this format, AAC files will be generated when audio-only or quasi-audio/video live

streams are pushed.
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Recording Format = Video Format

HLS

Audio Format

Mac ©

~ Audio-only

Recording

Cloud Streaming Services

FLV MP4

-AAC

File

Configuration

Time Per File

min

age Per Permanent o Custom days
PrimaryApplication A SystemDefault/ A
Post-Recording
Process
Configuration
e . @
e Original stream Watermarked stream Transcoded and watermarked stream
Template N... Template T... Video Enco...  Video Bitrate Dimensions
test(: ) Standard Tr H.264 2000 kbps Short side 1...
T: Change Cancel

Advanced Configuration &

Advanced Configuration
Item

Post-Recording Process
Configuration

Upload while recording

©2013-2022 Tencent Cloud. All

Description

The post-recording processing feature is disabled by default. You can manually
enable this feature based on your business needs.

After enabling post-recording processing, no post-recording process content is
selected by default. You need to manually select the corresponding process
content.

When HLS, FLV, MP4, and AAC audio and video formats are enabled with post-
recording processing, the on-demand task flow cannot be empty.

You can cancel or change the VOD task flow . You can click to select the bound
task flow and choose a task flow already created under the VOD application, or click
the task flow name on the current VOD task flow selection page to go to the VOD
console to add/modify the task flow configuration.

After the task flow is successfully bound, the VOD task flow template will be
executed after the recording file is generated, incurring corresponding video on
demand fees.

The upload while recording feature is disabled by default. You can manually enable
this feature based on your business needs.

Currently, only the FLV format supports the upload while recording feature. Once
enabled, it allows immediate upload of files after recording ends, supports a

rights reserved. Page 263 of 553


https://www.tencentcloud.com/document/product/266/2838?from_cn_redirect=1

@ Tencent Cloud Cloud Streaming Services

recording file duration of up to 12 hours, and enhances FLV recording's disaster
recovery capability. Playback files may experience lag when being dragged for
online playback, but this does not affect local playback.

Binding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Live Recording on the left sidebar.

Bind a domain to an existing template: Click Bind Domain Name in the top left.

Create template | Bind Domain Name |

test001

Recording Configuration
Bind a domain after creating a template: After creating a template, click Bind Domain Name in the dialog box

that pops up.

Created the Template Successfully

ame in Domain Management and manage the recording

Bind Domain Name Close

2. In the pop-up window, select a recording template and a push domain and then click Confirm.
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Bind Domain Name pid

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

Add

Cancel

Note:

You can click Add to bind multiple push domains to a template.

Unbinding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Live Recording on the left sidebar.

2. Select a recording template bound with domain names, find the target domain name, and click Unbind.

Bind Domain Name p 4

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

Add

Cancel

3. In the pop-up window, click Confirm.
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Are You Sure You Want to Unbind This Template from the Domain Name? ¢

After unbinding, current live streaming will not be affected while this operation will be valid for
live streams pushed in the future.

Note:
Unbinding a recording template will not affect ongoing live streams.

To cancel recording for ongoing streams, stop the streams and push them again.

Modifying a Template

1. Go to Feature Configuration > Live Recording.

2. Select the target recording template, click Edit on the right, modify the settings, and click Save.
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Recording Configuration

er
P

Recor

Recor

test001

ate Description
F

ing Conten Original stream, Watermarked stream. Transcoded and watermarked stream (Transcoding template ID:: )

ing Forma HLS FLV MP4
uTC+8
ing Configuration

Audio/Video - HLS

Recording File Configuration

Audio/Video - FLV

Recording File Configuration

Audio/Video - MP4

Recording File Configuration

Deleting a Template

Note:

Enable

120 min

60 sec

30 days

PrimaryApplication - SystemDefault/

STANDARD

300 min

Permanent

PrimaryApplication - SystemDefault/
STANDARD (&)

Enable

60 min
180 days
PrimaryApplication - SystemDefault/

STANDARD

1d Domain Name 2.com Unbind

Post-Recording Process
Configuration

Post-Recording Process
Configuration

Post-Recording Process
Configuration

Cloud Streaming Services

Enable

Specific transcoding stream recording with watermark
(transcoding template ID:” 7?), Watermarked
stream

Enable

Specific transcoding stream recording with watermark
(transcoding template ID:” ). Watermarked
stream

Enable

Original stream, Specific transcoding stream
recording with watermark (transcoding template ID:
). Watermarked stream

If domain names are bound to a template, you need to unbind them before you can delete the template.

Once a template is deleted, it cannot be restored. Please proceed with caution.

In the console, recording templates are managed at the domain level. To unbind recording rules bound to streams by

APls, call DeleteLiveRecordRule.

1. Log in to the CSS console and select Feature Configuration > Live Recording on the left sidebar.

2. Select the target recording template, and click Delete in the upper right.
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Recording Configuration

Template Name test001

Ten

Tem e De:

Re: ontent Original stream, Watermarked stream, Transcoded and watermarked stream (Transcoding template ID:¢ 3
Re: Format HLS FLV MP4

Time zone UTC+8

Audio/Video - HLS

Recording File Configuration Post-Recording Process
Configuration
HLS File Segmentati Enable
Post-Re: Processing Enable
ax Recording Time Per File 120 min
Post-Recol Process Content Specific transcoding stream recording with watermark (transcoding
Re: tion Timeout 300 sec template ID: 7). Watermarked stream
age Period 30 days Task Fi
torage P STANDARD ()
Audio/Video - FLV
Recording File Configuration Post-Recording Process
Configuration
ax Recording Time Per File 60 min
Post-Recol Processin Enable
age Period 60 days
P Re: Process Content  Specific transcoding stream recording with watermark (transcoding
age Pat - template ID: ). Watermarked stream
torage P STANDARD () Task F
Upload while recording Enable
Audio/Video - MP4
Recording File Configuration Post-Recording Process
Configuration
ax Recording Time Per File 30 min
Post-Recol Processin Enable
age Period Permanent
P Re: Process Content Original stream, Specific transcoding stream recording with
torage Patl watermark (transcoding template ID:” ). Watermarked stream
torage P STANDARD () Task F
B Domain Names ~ None
3. In the pop-up window, click Confirm.

Confirm to delete configurationtest001 ?

More

For more information about binding and unbinding a domain name, see Recording Configuration.
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FAQs

How are recording files named?

Cloud Streaming Services

If a recording template is created in the console, the names of recording files (the names returned by the recording

callback) are in the following format:

{StreamID}*{StartYear}—-{StartMonth}-{StartDay}-{StartHour}-{StartMinute}-

{StartSecond}*{EndYear}-{EndMonth}-{EndDay}-{EndHour}-{EndMinute}-{EndSecond}

Fields:

Placeholder
{StreamID}
{StartYear}
{StartMonth}
{StartDay}
{StartHour}
{StartMinute}
{StartSecond}
{EndYear}
{EndMonth}
{EndDay}
{EndHour}
{EndMinute}

{EndSecond}

©2013-2022 Tencent Cloud. All rights reserved.

Description

The stream ID.

The start time - year.
The start time - month.
The start time - day.
The start time - hours.

The start time - minutes.

The start time - seconds.

The end time - year.
The end time - month.
The end time - day.
The end time - hours.
The end time - minutes.

The end time - seconds.
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Recording to COS

Last updated : 2024-06-25 15:05:52

With CSS, you can record a live stream and save the recording file to VOD or COS. This document shows you how to
record to Cloud Object Storage (COS).

Notes

To record to COS, you need to activate COS first. We recommend you buy a storage package in advance to avoid
service suspension caused by overdue payments. For details, see COS > Getting Started.

After enabling the recording feature, please make sure that your COS service is in normal status. If COS is not
activated or is suspended due to overdue payments, live recording will fail. No recording files will be generated. Nor
will fees be incurred.

A recording file is available about five minutes after recording ends. For example, if you start recording a live stream at
12:00 and stop at 12:30, you can get the recorded video at around 12:35.

After creating a recording template, you need to bind it to a push domain. For detailed directions, see "Recording
Configuration". The template takes effect 5-10 minutes after binding.

Mixed-stream recording does not support mixing streams inside the Chinese mainland with streams outside. Doing so
will cause an error and playback of the recording file will fail.

CSS needs permissions to store recording files in COS. Before you use the record-to-COS feature, make sure you
have granted the necessary permission. If recording to COS fails due to insufficient permissions, the video cannot be
recovered. For how to grant the permission, see "Authorizing CSS to Store Recording Files in COS".

Due to the default traffic and QPS limits of COS storage buckets, if your estimated concurrent push streams exceed
5000, please Submit a Ticket to adjust the QPS limit to avoid affecting the normal use of your business.

If you do not specify a recording template when initiating a recording task, the recording file will be saved to VOD.
When storing recorded content in COS and the storage folder includes the stream ID, please ensure the legality of the
stream ID aligns with the naming conventions of COS folders/files to prevent file saving failures. For details on COS

object naming conventions, refer to the Naming Conventions Document.

Prerequisites

You have activated CSS and added a push domain.
You have activated COS.
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Creating a Recording Template

1. Log in to the CSS console and select Feature Configuration > Live Recording on the left sidebar.
2. Select Save to COS.

Live recording

Save to VOD Save to COS

Live recording is a paid value-added service. To use it, you need to activate Cloud Object Storage [4 . You will incur recording fees (based on the peak number of concurrent recording channels), COS service
and storage fees for using this feature. For details, see Value-added services [4.
COS has default traffic and QPS limits. If you expect your concurrent publishing channels to exceed 5,000, please submit a ticket [4 to raise the limits.

Create template Bind Domain Name User Guide [2

3. Click Create template to set the template information and proceed with the following configurations:

Basic recording configuration: This includes the template name, recording content, recording format, and other
configuration items. For details, see Basic Recording Configuration Instructions.

Basic recording format configuration: This includes HLS file segmentation, max recording time per file, resumption
timeout, and other configuration items. For details, see Basic Recording Format Configuration Instructions.
(Optional) Advanced recording format configuration: By clicking Advanced Configuration , you can access and
select additional configurations. For details, see Advanced Recording Format Configuration Instructions.

4. Upon completion, click Save .

Basic Recording Configuration Instructions

Note:

When recording the original stream via WebRTC streaming, both HLS and MP4 formats can record and play audio
normally, but the FLV format will lose audio. It is recommended to select HLS or MP4 format.

When an audio-only transcoding template is selected during specified transcoded stream recording, the
HLS/FLV/MP4 recording file will miss the initial 2 seconds of content due to format conversion. Please plan your push
and recording schedule accordingly.

Initiating a transcoding task is required for recording transcoded streams, which will incur additional transcoding

costs. However, if the same transcoding template is used for playback, charges will not be duplicated.
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Recording Configuration

test001

Recording Content = [Bg] Original stream ()

Template Name/ID

test(: 3)
F e recording content, if 1
ime zone QuTc+s uTC
The time in the filename wi
Recording Format * Video Format
HLS FLV

Audio Format

AAC @

Save

Basic Configuration ltem

Cancel

Template Name

Template Description

Recording

Content -
Original stream

Watermarked
stream

Transcoded and
watermarked
stream

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

spaces, and _-
Watermarked stream (i) Transcoded and watermarked stream (i) Change Template

Template Type Video Encoding Video Bitrate Dimensions

Standard Transc... H.264 2000 kbps Short side 1080 px

Iple options

MP4

Description

The template name, which can contain letters, digits, underscores (_), and
hyphens (-).

The template description, which can be customized and can contain
Chinese and English characters, digits, spaces, underscores (_), and
hyphens (-).

The recording video records the original stream by default and retains its
original bitrate. Record videos before transcoding, watermarking, and
stream mixing. For WebRTC streams, please select other content types,
because the audio playback may be not compatible.

Record videos after they are watermarked according to the specified
watermark template. If no watermark template is configured, original
streams will be recorded.

Click Transcoded and watermarked stream . You can select an
existing transcoding template or click the name of a template to modify its
configuration.
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Choosing this configuration will automatically initiate transcoding based on
the transcoding template ID after push, and recording will proceed. If the
transcoding template has been mistakenly deleted, the effect will be the
same as recording content as watermarked streams.

You can select UTC+8 or UTC .

When UTC+8 is selected as the timezone, the naming of the recording files
Time zone will use the UTC+8 time.

When UTC is selected as the timezone, the naming of the recording files

will use the UTC time.

Videos can be output in formats of HLS, MP4, FLV, and AAC (for audio-

Recording Format )
only recording).

Basic Recording Format Configuration Instructions

Note:

Since the recording file is uploaded as it is recorded, it is impossible to ascertain the end time before uploading,
preventing the inclusion of the end time in the file name.

Enabling simultaneous recording and uploading ensures files are uploaded immediately after recording ends. A single
recording file supports a duration of up to 12 hours and enhances FLV recording's disaster recovery capability.
Playback files may experience lag when being dragged for online playback, but this does not affect local playback.

1. Select the recording content and formats and complete the following settings:
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B criginal stream (D) watermarked stream (D) [l Transcoded and watermarked sirearm (T} Change Temgiate

Template MamellD  Templats Type Vidso Encoding Vidso Bitrata Dimansions
sl " Stardard Transs H.284 2000 kbps Shorl skie 1080 px
r
T ! Qutces uTs
¢ filename will be in UTC+6
Viden Format

LEN - ELY WP

Audio Format

ASC ()

= Audiofiden - HLS

Recording File

Configuration
w5 Fi ©
scqrentation
120 min
o a e
T rnar T T l
der{D) {RecordSowrcek{DomainkiAppMamesiSireaml D Recor

did}i{SarYear]-{StarMonth - StartDay}-{Start-our)-
{Starttinute}-{StartSecand}
Use defaull

Advanced Configuration »

* Audiavideo - FLY

Recording File

Configuration
min
T Irnar T r il
derlD ourcel{Domain(AppName} 43 reaml Dy (Riecor

SIaﬁrIMcnln}--:SIarIDa}'}--:Sl.arl—our_--

StartSecond} Use defaull
Basic
Recording
Format Description
Configuration
Item
HLS File The HLS file segmentation feature is disabled by default. If post-processing services are needed,
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Segmentation

Max
Recording
Time Per File
(min)

Resumption
Timeout (sec)

Storage path

Backup

storage path

Folder

it is recommended to enable HLS file segmentation and set the duration of individual HLS
recording files.

If HLS file segmentation is enabled, the duration of individual HLS recording files can be
configured, allowing for the definition of the duration of files produced by post-recording
processing.

If HLS file segmentation is disabled, recording will continue uninterrupted until the live stream
ends. If post-recording processing has been configured, it will be initiated after the recording is
complete.

Audio/Video - HLS format

There is no upper limit on the recording duration of a file in HLS format. If the waiting time for
continuation of recording is exceeded, a new recording file will be generated to continue
recording.

When an HLS recording file is saved to COS, the duration of a single TS file is set to 10 seconds
by default.

When HLS file segmentation is enabled, the duration of a single HLS recording file can range fromr
1 to 720 minutes.

Audio/Video - FLV format

The duration of a single file recorded in FLV format is limited to 1 to 720 minutes.

Audio/Video - MP4 format

The duration of a single file recorded in MP4 format is limited to 1 to 120 minutes.

Audio-only - AAC format

The duration of a single file recorded in AAC format is limited to 1 to 120 minutes.

The resumption timeout period directly affects the time it takes to generate a recording file.
When the interval of stream interruption does not exceed the set resumption timeout period, a
single live stream will generate only one file. However, the recording file will be received after the
resumption timeout period has elapsed, and recording costs will be incurred during the
resumption timeout period. Please set a reasonable resumption timeout period.

Only HLS format supports resuming recording after stream interruptions, with the resumption
timeout period being configurable from 1 to 1,800 seconds.

You can select a COS bucket from buckets that you have created and completed authorization in
Cloud Object Storage .
The region is the region of the mentioned bucket, which cannot be modified.

The backup storage path feature is disabled by default. You can manually enable this feature
according to your business needs.

When network jitter prevents the recording file from being stored in the primary storage path, the
system will automatically store it in the backup storage path to prevent file loss. Once the primary
storage path is restored, the recording file in the backup storage path will be automatically
synchronized to the primary storage path. The primary and secondary regions cannot be the
same.

The default storage folder
iS {RecordSource}/{Domain}/{AppName}/{StreamID}/{RecordId}/{StartYear}-
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{StartMonth}-{StartDay}—-{StartHour}-{StartMinute}-{StartSecond}.

{RecordSource} indicates the content type. If the original stream is recorded, this is "origin".
If a transcoded stream is recorded, this is the transcoding template ID.

{StartYear} indicates the starting year.

{StartMonth} indicates the starting month.

{StartDay} indicates the starting day.

{SstartMinute} indicates the starting minute.

{startSecond} indicates the starting second.

{Domain} indicates the push domain.

{AppName} indicates the push path.

{StreamID} indicates the stream ID.

{RecordId} indicates the recording task ID, which is returned by the CreateRecordTask API.
(/) indicates folder levels. (-) is an ordinary character.

2. Click Save.

Advanced Recording Format Configuration Instructions

1. Log in to the CSS console and select Feature Configuration > Live recording > Save to COS > Create
template > Recording Format > Advanced Configuration.

Note:

Post-Recording
Process
Configuration

Post-recording MPS ()

Prerequisite: Since this is the first time activating the post-recording MPS feature , the Cloud Streaming

Services console needs to call the Media Processing Service (MPS), requiring you to create a service role and
authorize the current account role to use the MPS product.

2. Click authorize to enter the CAM role management page.
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Authorize 4

To use the post-recording processing feature, the Cloud Streaming Services requires the MPS
invocation. Please firsthe Cloud Streaming Services with access to MPS, and
consequently activate MPS.

Cancel

3. On the role management page, click Grant to complete the identity verification and finalize the MPS authorization,
enabling normal use of the MPS.

Cloud Access «
Management

Role Management

Dashboard

Service Authorization
Users

After you agree to grant permissions to Cloud Streaming Services, a preset role will be created and relevant permissions will be granted to Cloud Streaming Services
User Groups

LVB_QCSRole
Policies

Service Role
Roles

: X Current role is a Cloud Streaming Services service role, which will access your other cloud service resources within the permissions of the associated policies
Identity Providers

Preset policy QcloudAccessForLVBRolelnMPS(®

Grant Cancel

Access Key

4. After successful authorization, the system will automatically activate the MPS product and display the Save to COS
page.

5. Choose Create template > Recording Format > Advanced Configuration , and proceed with the following
configuration:

5.1 You can switch between different tabs to view the configuration requirements for Audio/Video - HLS format,
Audio/Video - FLV format, Audio/Video - MP4 format, and Audio-only - AAC format.

Audio/Video - HLS Format

Audio/Video - FLV Format

Audio/Video - MP4 Format

Audio-only - AAC Format
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Video Format

FLV MP4

Audio Format

AAC (D)

v Audio/Video - HLS

Recording File
Configuration

HLS File R [ @)

120 min

Region ~

case of failure

Folder® {RecordSource}/{Domain}{AppName}/{StreamID}/{Recor
dld)/{StartYear)-{StartMonth}-{StartDay)-{StartHour}-
{StartMinute}-{StartSecond}

ove input box to choose a path

Post-Recording
Process
Configuration

Postrecoraing MPs @)

Change Cancel

Original stream Watermarked stream Transcoded and watermarked stream

Template N...  Template T... Video Enco...

Standard Tr... QOriginal codec

Advanced Configuration &
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mat = Video Format

Audio Format

AAC (D

v Audio/Video - FLV

Recording File
Configuration

Recore

Folder@®

MP4

min

Storage path »

input box to choose a path

) the primary storage path d or

he primary path. The t

Y r
Y UF

{RecordSource}/{Domain}/{AppName}/{StreamID}/{Recor
did}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-

{StartMinute}-{StartSecond}
Use default

Supports letters, number

ecording @

Post-Recording
Process
Configuration

Post-recording MPS

«©

«©

Original stream Watermarked stream Transcoded and watermarked stream

Template N... Template T... Video Enco... Video Bitrate Dimensions

Standard Tr... Original codec 2000 kbps Short side 1...

Change Cancel

Advanced Configuration &
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Video Format

Audio Format

AAC (D)

~ Audio/Video - MP4

Recording File
Configuration

Time Per File

Storage path »

Storage path =

min

above input box to choose a path

above input box to choose a path

{RecordSource}/{Domain}/{AppName}/{StreamID}/{Recor

didy/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-

{StartMinute}-{StartSecond}

Use default

Post-Recording
Process
Configuration

Post-recording MPS ()
®

Original stream

Template N...

* Change Cancel

Watermarked stream

Template T...

Standard Tr...

Transcoded and watermarked stream

Video Enco...  Video Bitrate Dimensions

Original codec 2000 kbps

Short side 1...

Advanced Configuration «

Cloud Streaming Services

After you select this format, AAC files will be generated when audio-only or quasi-audio/video live

streams are pushed.
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Recording Format = Video Format

HLS FLV

Audio Format
- 26

v Audio-only - AAC

Recording File
Configuration

Time Per File

MP4

min

Storage path *

ick the above input bo:

Storage path =

{RecordSource}/{Domain}/{AppName}/{Stream|D}/{Recor
did}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-

{StartMinute}-{StartSecond}

X to choose a

ath

Use default

Post-Recording
Process
Configuration

ez

v T

t-reco MPS

Original stream Watermarked stream
Template N... Template T...
Standard Tr...

Change Cancel

Transcoded and watermarked stream

Video Enco...

Original codec

Video Bitrate

2000 kbps

Dimensions

Short side 1...

Advanced Configuration &

Advanced Configuration
Item

Post-Recording Process
Configuration

Description

Cloud Streaming Services

ork jitter, the backup path will be used. After the primary path recovers, the recording file:

aded to the primary path. The back

The post-recording MPS feature is disabled by default. You can manually

enable this feature based on your business needs.

After enabling the post-recording MPS, no post-recording process content is
selected by default. You need to manually select the corresponding process

content.

When HLS, FLV, MP4, and AAC audio and video formats are enabled with post-
recording processing, MPS orchestration cannot be empty.
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After enabling the post-recording MPS, you can use the MPS orchestration to
transcode, repackage, and perform a series of other post-processing services
on the original recording files. The storage setting for the processed files is
determined by the MPS orchestration task settings, while the original recording
files are still retained.

You can cancel or change the MPS orchestration . You can click to select
the bound MPS orchestration and choose an orchestration already created
under the MPS orchestration application, or click the orchestration name on the
current MPS orchestration selection page to go to the MPS console to
add/modify the orchestration configuration.

After the orchestration is successfully bound, the MPS template will be executed
after the recording file is generated, incurring corresponding Media Processing
fees.

The upload while recording feature is disabled by default. You can manually

enable this feature based on your business needs.

Currently, only the FLV format supports the upload while recording
Upload while recording feature . Once enabled, it allows immediate upload of files after recording ends,

supports a recording file duration of up to 12 hours, and enhances FLV

recording's disaster recovery capability. Playback files may experience lag when

being dragged for online playback, but this does not affect local playback.

Binding a Domain Name

1. Log in to the CSS console, select Feature Configuration > Live Recording on the left sidebar, and click Save
to COS.

Bind a domain to an existing template: Click Bind Domain Name in the top left.

Create template Bind Domain Name

Recording Configuration

Bind a domain after creating a template: After creating a template, click Bind Domain Name in the dialog box
that pops up.
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Created the Template Successfully

1 select a domain name in Domain Management and manage ine recording

Bind Domain Name Close

2. In the pop-up window, select a Recording template and a Push domain and then click Confirm.

Bind Domain Name p 4

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

0

Add

Cancel

Note:

You can click Add to bind multiple push domains to a template.

Unbinding a Domain Name

1. Log in to the CSS console, select Feature Configuration > Live Recording on the left sidebar, and click Save
to COS.
2. Select a recording template bound with domain names, find the target domain name, and click Unbind.
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Recording Configuration Edit

Template Name testo01

Recording Conten Original stream, Watermarked stream. Transcoded and watermarked stream (Transcoding template ID:C 3)
Recording Forma HLS FLV MP4
Time zone uTC+8

Audio/Video - HLS

Recording File Configuration Post-Recording Process
Configuration
HLS File Segmentati Enable
Post-Recording Process! Enable
\ Re: Time Per File 120 min
Posi-Recording Process Content  Original stream,  Spegcific transcoding stream
Resumption Timeout 0 sec recording with watermark (transcoding template ID:

). Watermarked stream

Folde {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-
{StartMinute}-{StartSecond}

Audio/Video - FLV

Recording File Configuration Post-Recording Process
Configuration
Max Recor Time Per File 120 min
Post-Recording Processi Enable
Post-Recordi Process Content  Specific transcoding stream recording with watermark
Folde {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template 1D:7 ). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

e re Enable
Audio/Video - MP4
Recording File Configuration Post-Recording Process
Configuration
I Re: Time Per File 60 min
Post-Recording Processi Enable
Posi-Recording Process Content Specific transcoding stream recording with watermark
Folde {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template 1D:- ). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

Bound Domain Name 3] unbind |

3. In the pop-up window, click Confirm.

Are You Sure You Want to Unbind This Template from the Domain Name?

After unbinding, current live streaming will not be affected while this operation will be valid for
live streams pushed in the future.

Unbinding the recording template will not affect ongoing live streams.

Note:

To cancel recording for ongoing streams, stop the streams and push them again.
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Modifying a Template

1. Go to Feature Configuration > Live Recording and select Save to COS.
2. Select the target recording template and click Edit on the right to modify the template information.
3. Click Save.

Recording Configuration

emplate Name test001

F
Template Description
Recording Content Original stream. Watermarked stream. Transcoded and watermarked stream (Transcoding template 1D:361135)

Recording Forma HLS FLV  MP4

e zone UTC+8

Audio/Video - HLS

Recording File Configuration Post-Recording Process

Configuration
LS File Segmentati Enable

Post-Recording Process Enable
Max Recording Time Per File 120 min

Post-Recording Proce tent  Original stream. Specific transcoding stream
Resumption Timeout 0 sec recording with watermark (transcoding template ID:
7). Watermarked stream

older {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record
|d}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-
{StartMinute}-{StartSecond}

Audio/Video - FLV

Recording File Configuration Post-Recording Process
Configuration
Max Re: g Time Per File 120 min
Post-Re ! Proce: Enable
Posi-Recording Process Content  Specific transcoding stream recording with watermark
Folder {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template ID: “). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

while recor Enable
Audio/Video - MP4
Recording File Configuration Post-Recording Process
Configuration
Max Re o Time Per Flle 60 min
Post-Recording Proce Enable
Post-Recording Proce tent  Specific transcoding stream recording with watermark
Folde {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template ID: 7). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

Bound Domain Names Unbind

Deleting a Template

Note:
If the template has been associated, you need to first unbind it before you can delete it.

Once a template is deleted, it cannot be restored. Please proceed with caution.
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The management of recording templates in the console is at the domain name level, and currently, it is impossible to
cancel the rules created by the associated interface. If you have associated a specific stream through the recording
management interface, you will need to call Delete Recording Rule to unbind it.

1. Log in to the CSS console, select Feature Configuration >Live Recording on the left sidebar, and click Save
to COS.

2. Select the target recording template, and click Delete in the upper right.

Recording Configuration Edit

plate Name test001

emplate Description

Recording Content Original stream. Watermarked stream. Transcoded and watermarked stream (Transcoding template ID:2 J)
Recording Forma HLS FLV MP4

e zone UTC+8

Audio/Video - HLS

Recording File Configuration Post-Recording Process
Configuration
HLS File Segmentati Enable
Post-Recording Proce: Enable
Max Re Time Per File 120 min
Post-Recording Process Content  Original stream, Specific transcoding stream
Resumption Timeout 0sec recording with watermark (transcoding template ID:
7). Watermarked stream

P e: AV1
F {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}-
{StartMinute}-{StartSecond}
Audio/Video - FLV
Recording File Configuration Post-Recording Process
Configuration
Max Re Time Per File 120 min
Post-Recording Proce: Enable
Post-Recording Process Content  Specific transcoding stream recording with watermark
F {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template ID:* 7). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

Enable
Audio/Video - MP4
Recording File Configuration Post-Recording Process
Configuration
Max Re Time Per File 60 min
Post-Recording Proce: Enable
Post-Re Jing Process Content  Specific transcoding stream recording with watermark
F {RecordSource}/{Domain}/{AppName}/{StreamID}/{Record (transcoding template ID:7 7). Watermarked
Id}/{StartYear}-{StartMonth}-{StartDay}-{StartHour}- stream

{StartMinute}-{StartSecond}

Bound Domain Name: None

3. In the pop-up window, click Confirm.
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Delete recording configuration %

Confirm to delete configurationtest001 ?

More

You can also unbind and bind domains and recording templates on the Domain Management page. For details,

see Recording Configuration.
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Time Shifting
Time Shifting

Last updated : 2024-07-16 09:36:23

Time shifting is powered by the recording capability of CSS. It allows users to rewind and play earlier parts of a live

stream. This is commonly used to play back highlights of live streamed sports events.

Notes

After creating a time shifting template, you need to bind it to a push domain. The configuration takes effect 5-10
minutes after binding.

When enabling the new live time-shifting feature, billing will be based on the Time-shift Data Write Volume. Using the
new live time-shifting feature will also generate Live Streaming Traffic Bandwidth Fees and Live Transcoding Fees.
To timeshift a transcoded live stream, you need to configure a transcoding task for the stream in advance. This will
incur transcoding fees. Please make sure the transcoding template used is not deleted.

When writing time-shift transcoded stream data, transcoding will be initiated first, generating Live Transcoding Fees.
Please make sure that the selected transcoding template has not been accidentally deleted, otherwise, the
accidentally deleted time-shift transcoded stream will not be playable. No transcoding fees will be generated when
playing the time-shift transcoded stream.

Prerequisites

You have activated CSS and added a push domain name.

Creating a Time Shifting Template

1. Log in to the CSS console and select Feature Configuration > Time Shifting on the left sidebar.

2. Click Create template to set the template information and configure the following settings:

©2013-2022 Tencent Cloud. All rights reserved. Page 288 of 553


https://www.tencentcloud.com/document/product/267/53262
https://www.tencentcloud.com/document/product/267/2819
https://www.tencentcloud.com/document/product/267/39604
https://www.tencentcloud.com/document/product/267/39604
https://www.tencentcloud.com/document/product/267/35970
https://console.tencentcloud.com/live/config/time-shift/template

@ Tencent Cloud Cloud Streaming Services

Time shifting

Template Time shifting details

@  Time shifting is a paid value-added service. For the billing details, see documentation [,

u

Create template Bind Domain Name

Create Template Time shifting configuration

Qutside Chinese mainland ~

Original stream

Watermarked stream

Transcaded stream Transcoding fees B

7 days v
- 5 + sec

Advanced Configuration ¥

Save Cancel

Item Description

The time shifting template name, which can be 1-10 characters long and

Template Name . ,
can contain Chinese characters, letters, numbers, and _-

The introduction and description of the live broadcast time shift template
Template Description can be customized (only Chinese, English, numbers, spaces, _, - are
supported).

By default, outside Chinese mainland, Hong Kong, Macao, and Taiwan
regions are supported, with the option to select Chinese mainland. Please

Region
g bind the correct time-shift playback acceleration region, as cross-regional
time-shift playback may result in lagging or inability to pull the stream.
Stream type If you choose this configuration, the time-shift content will not have

transcoding, watermark, or mixed-stream effects. For time-shift content with
WebRTC push, the audio may not be compatible with some players. It is
recommended to choose "Watermarked Stream" or "Transcoded Stream".

Original stream
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Watermarked
stream

Transcoded
stream

Time-shift days

TS segment length

Cloud Streaming Services

The watermarked stream (watermarked as specified in the selected
watermark template) is timeshifted.

When selecting this configuration, the time-shift video content will be the
content after transcoding according to the transcoding template ID. If the
transcoding template is deleted, the time-shift playback content will become
invalid. Transcoded streams will generate Transcoding Fees.

The default is 7 days, with options to choose 1 day, 3 days, 15 days, and
30 days.

The default length is five seconds. You can set it to a value between 3 and
10.

3. After completing the input, click Save to confirm.

Binding a Domain Name

1. Log in to the CSS console, and

select Feature Configuration > Time Shifting on the left sidebar.

Bind a domain to an existing template: Click Bind Domain Name in the top left.

Template Time shifting details

@ Time shifting is a paid value-added service, For the billing details, see documentation .

Create template

Bind Domain Mame

Bind a domain after creating a

that pops up.

Time shifting configuration

template: After creating a template, click Bind Domain Name in the dialog box
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@ Created the Template Successfully

Domain Management to manage the time shifting templates bound to a domain

Bind Domain Mame Cloze

2. In the pop-up window, select a time shifting template and a push domain and then click Confirm.

Bind Domain Name *

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

Add

Note :

You can click Add to bind multiple push domains to a template.

Unbinding a Domain Name

1. Log in to the CSS console, and select Feature Configuration > Time Shifting on the left sidebar.

2. Select a time shifting template bound with domain names, find the target domain name, and click Unbind.
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Time shifting

Template Time shifting details

(D Time shifting is a paid value-added service. For the billing detalls, see documentation (2.

Create template Bind Domain Name

testont Time shifting configuration

test001

Outside Chinese mainland
Trenscoded stream (template ID:
75cays

3s

N e

3. In the pop-up window, click Confirm.

Are You Sure You Want to Unbind This Template from the Domain Name?

After unbinding, current live streaming will not be affected while this cperation will be valid
for live streams pushed in the future,

Note :

Unbinding a time shifting template will not affect ongoing live streams.

Modifying a Template

1. Go to Feature Configuration > Time Shifting.

2. Select the target time shifting template, click Edit on the right, modify the settings, and click Save.

©2013-2022 Tencent Cloud. All rights reserved. Page 292 of 553


https://console.tencentcloud.com/live/config/time-shift/template

&2 Tencent Cloud

Time shifting

Template Time shifting details

@  Time shifting is 2 paid value-added service. For the billing details, see documentation [.

Create template Bind Domain Name

test001 Time shifting configuration

test001

Qutside Chinese malnland
Transcoded stream (template 1D
“5cays

3s

.com Unbind

Deleting a Template

Cloud Streaming Services

1. Log in to the CSS console, and select Feature Configuration > Time Shifting on the left sidebar.

2. Select the target time shifting template, and click Delete in the upper right.

Time shifting

Template Time shifting details

@ Time shifting is a paid value-added service. For the billing details, see documentation [,

Create template Bind Demain Name

test001 Time shifting configuration

test001

Outside Chinese mainland
Transcoded stream (template 1D
“5cays

3s

None

3. In the pop-up window, click Confirm.
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Delete time shifting configuration ¥

Confirm to delete configurationtest001 7

Note:

If domain names are bound to a template, you need to unbind them before you can delete the template.
In the console, time shifting templates are managed at the domain level. You cannot unbind time shifting rules bound

to streams by APls.

More

You can also unbind and bind domains and time shifting templates on the Domain Management page. For detalils,

see Time Shifting Configuration.
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Viewing Time Shifting Details
Last updated : 2024-07-16 09:36:23

Tencent Cloud Live Broadcast supports time-shift management through index information, including functions such as

viewing time-shift details, configuring time-shift playback, and live broadcast editing.

Prerequisites

You have logged in to the CSS console.

You have created a time shifting template, bound it to a push domain, and successfully pushed a stream.

To use the live video editing and solidification capability, please make sure that you have activated the Tencent Cloud
MPS. The solidified content will be stored in the COS service, and activating the MPS service will automatically

activate the COS service.

Index Information Operation Guide

Directions

1. Click Feature Configuration > Time Shifting on the left sidebar and select the Time shifting details tab.
2. Select a domain or enter a stream ID, specify the time period (cannot be longer than 24 hours), and click Query.

3. Click Details to enter the details page.

Time shifting
Template Time shifting details
Yesterday 2 days ago 2024-07-1500:00:00 ~ 2024-07-15 11:24:44 E All domains v

StreamName Domain Name AppName Stream type Time-shift days Start time End time
com ve Original strezm 15 dayls) 2024-07-15 11:01:56 2024-07-

.com ive Original stream 15 day(s) 2024-07-13 11:03:16 2024-07-

4. View the push URL and stream type in the Basic Info area.
5. You can move the mouse over the timeline in the Index Details page to view the position and time. By clicking on
the timeline, you can mark the time.

6. Click the timeline to preview the video at a specific time point and mark that point.
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&« Time shifting details

Basic Info

Criginal stream

Ilndexdetaﬂs Click to mark a time peint 2024-07-15 11:01:57
. I EEE——

2024-07-13 11:01:36

2024-07-15 11:01:56 @0 2024-07-15 11:01:57 @

Note:

To preview time-shifted content, the domain used for playback must have an HTTPS certificate. If your playback
domain does not have an HTTPS certificate yet, add one in Domain Management> Certificate Management. Using
the time shifting feature will incur playback traffic/bandwidth fees.

7. Time Shifting and Live Clipping can be configured as follows:

Item Description

Time shifting Generate a time shifting URL that delays live streaming playback by a

specific time
Select a feature
. I Generate a clip from a live stream at the specified start and end time
Live clipping )
and store it permanently
Playback domain Select a playback domain you added to CSS.

Click G te Add t te a time-shifting playback URL
Generate time-shifting playback URL ick Generate ress to generate a time-shifting playbac

and copy it.
Navigate to the MPSfor fixed time- The encapsulation format can be selected as either MP4 type or HLS
shifting content type.

Time shifting
Live clipping
Generate a time shifting URL that delays live streaming playback by a specific time
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&« Time shifting details

Basic Info

Original stream

Index details © - 0 o s e oo 2024-07-15 11:01:57

2024-07-15 11:01:56

2024-07-15 11:01:56 (@0 2024-07-15 11:01:57 @0

Time shifting & live clipping

1 Select a feature

Q) Time shifting Live clipping

Py fromago 60 sec 2024-07-15 11:28:04

2 Playback domain

top v

3 Generate time-shifting playback URL

Generate Address http://i top/live/ m3udtxTimeshifi=on&isDelay=60 Time shifting URL examples

Generate a clip from a live stream at the specified start and end time and store it permanently
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« Time shifting details

Basic Info

Criginal stream

Index details < o ooz e oo 2024-07-15 170157

2024-07-15 11:01:56

Click to copy

2024-07-15 11:01:56 2024-07-15 11:01:57

Time shifting & live clipping

1 Select a feature

Time shifting 10 Live clipping

Play from | 2024.07-15 11:01:56 B tw 2024-07-15 11:01:37 B

2 Playback domain

«top v

3 Generate time-shifting playback URL

Generate Address http:/f. top/live/ n3uB?txTimeshift=on&tsDelay=60 D Time shifting URL examples

4 Go to the MPS console to configure storage of live clips

: Qe HLS

Configure storage

8. Select the function mode as Live Clipping. When you have chosen to navigate to the MPS for fixed time-shifting
content, click Configure storage to enter MPS > Tasks > VOD. For more details, please refer to the Live Streaming

Highlights Clipping document > Create Clip Persistence Task.
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Live Screencapture

Last updated : 2024-06-25 15:28:19

Cloud Streaming Services (CSS) provides a screenshot feature, supporting the use of screenshot templates
configured through the console. After the template is associated with the push domain name, it captures the live
streaming screen during the push process and stores the live screenshot data in Tencent Cloud Object Storage
(COS). If the push domain name is already associated with a callback configuration, Tencent Cloud will send a
request to the customer's server during the live streaming when a callback event is triggered, and the customer's
server is responsible for responding to the request. After verification, the customer can obtain a JSON packet
containing the screenshot callback information.

This document describes how to create, bind, unbind, modify, and delete screenshot templates through the console.
There are two ways to create a screenshot template:

To create a template via the CSS console, for specific operation steps, see Creating a Screenshot Template.
Call the CreateLiveSnapshotTemplate API to create a template. For information on the parameters and request

sample, see CreateLiveSnapshotTemplate.

Must-Knows

The screenshot feature can be used independently, but the porn detection feature can only be enabled after the
screenshot feature is enabled and cannot be used independently. Live stream porn detection has been fully upgraded
to live stream moderation, which no longer relies on the live screenshot capability. For a better product experience, it
is recommended to use the live stream moderation feature. For details, see Live Stream Moderation.

The screencapture and porn detection features are priced at 0.0176 USD and 0.2294 USD per 1,000 screenshots
respectively. For details, see Intelligent Porn Detection.

The screenshots and porn detection results are stored in your COS bucket, which will incur COS storage fees. For
more information, see COS Pricing.

Screencapturing will fail for audio-only streams, in which case no screencapturing costs will be incurred.

If you want to store the data in a COS bucket of another account, you need to first grant CSS the permission to write
to that COS bucket. For more information, see Authorizing CSS to Store Screenshots in a COS Bucket.

If your COS bucket allows public read access and has politically sensitive, pornographic, or other inappropriate
content, to avoid the bucket being blocked, please delete the content first.

After creating a template, you need to bind it to a push domain. For more information, see Screencapture and Porn
Detection Configuration. The configuration takes effect in about 5-10 minutes.

The screenshot template management in the console is at the domain name level and currently, it is not possible to
cancel the rules created via API. For screenshot rules bound to specific streams by an API, you need to call

DeleteLiveSnapshotRule to unbind them.
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Binding, unbinding, or modifying a template affects only new live streams but not ongoing ones. To apply new rules to

ongoing streams, you need to stop them and push them again.

Prerequisites

You have activated CSS and added a push domain.

You have created a COS bucket. For detailed directions, see Creating Bucket.

Creating a Screenshot Template

1. Log in to the CSS console, and choose Feature Configuration > Live Screencapture.

Note:

Because the CSS screenshot service needs to store screenshots in COS buckets, when creating a screenshot
template for the first time , you need to create a service role and authorize CSS to have read and write permissions
for COS.

2. Click Create template .

3. The console will pop up a window to request resource authorization. Click Authorize Now to enter the Role

Management page.

Authorization is required for this feature >

To use the CSS feature, you need to allow Cloud Streaming Services to access your authorized resources as a service
role. Please click "Authorize Now" to grant permissions to the related service APIs of Cloud Streaming Services.,

Authorize Now Cancel

4. On the Role Management page, click Grant . After identity verification is completed, you can complete the COS
resource authorization and use the live screenshot service normally. Upon successful authorization, you will be

redirected to the page for creating screenshot templates.
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&2 Tencent Cloud

Cloud Access
Management

€ Role Management

Dashboard

Service Authorization
Users

User Groups

LVB_QCSRole
Policies
Service Role
Roles
) X Currentrole is a Cloud Streaming Serv
Identity Providers
Preset policy Qcloud FoLVBR

After you agree to grant permissions to Cloud Streaming Serv

Access Key

Grant Cancel

Cloud Streaming Services

es, a preset role will be created and relevant permissions will be granted to Cloud Streaming Services

es service role, which will access your other cloud service resources within the permissions of the associated policies.

5. Click Create template to go to the screenshot template creation page and proceed with the following

configuration:

Live screencapture

Live screencapture is a paid value-added service. For the billing details, see Billing Documentation [3

Create template Bind Domain Name

Create Template
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Configuration Item

Template Name

Template Description

Screencapture Interval

Video Resolution

Intelligent Porn Detection

COS Account

Appld

Save

Required

Yes

No

Yes

Yes

No

Yes

Yes

©2013-2022 Tencent Cloud. All rights reserved.
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Current Account Other Account

If you cannot find a bucket for this service, create one 4

Folde o Default Custom

Cancel

In case of failure e to network jitter, the t
na ath recove e automatica ed to the T
Default{Stream|D}-screenshot-{Hour}-{Minute}-{Second}-{Width}x{Height}{Ext},Only [a-z, A-Z, 0-9] and symb
placeholders are allowedreference documentation [
Description

The name of the screencapture and porn detection
template, which can contain up to 30 Chinese characters,
letters, numbers, underscores (_), and hyphens (-).

Description of the screenshot template, which can contain
up to 100 Chinese characters, letters, digits, spaces,
underscores (_), and hyphens (-).

The screencapture interval, which is 2 seconds by default.
Value range: 2-300 seconds.

By default, the original resolution is maintained, but you
have the option to set the screenshot height.

The input height range is from 1 px to 2,000 px, and the
other side will automatically scale in proportion to the
resolution by default.

The intelligent porn detection feature is disabled by default
and can be enabled manually.

After enabling intelligent porn detection, you must
configure a callback to receive the results.

Current Account or Other Account.

This is required only if you select Other Account. You
canview the APPID of anaccounton the Account
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Information page of the console. To save data to a COS
bucket of another account, you need to first grant CSS
read and write access to that bucket. For details, see
Authorizing CSS to Store Screenshots in a COS Bucket.

You can select a COS bucket in Bucket, which you have

Bucket Yes

already created and authorized in COS .
_ The region corresponds to the regional information of the

Region Yes ) )

aforementioned bucket and cannot be modified.
Storage Path

Click the box to choose a COS folder. The default is:

Folder No {Year}-{Month}-{Day}/. Note: COS folder names can only

contain [a-z, A-Z, 0-9] and the symbols -, |, _, ., * as well

as placeholders.

The backup storage path feature is disabled by default.
You can manually enable this feature based on your
business needs.
When network jitter prevents the screenshot from being
stored in the primary storage path, the system will
Backup Storage Path No automatically store the file to the backup storage path to
prevent file loss. Once the primary storage path is
restored, screenshots under the backup storage path will
be automatically synchronized to the primary storage path.
Primary and backup storage paths should be in different
regions.

File Name No The format of screenshot filenames. You can customize
your own format. The defaultis {StreamID}-
screenshot—{Hour}—-{Minute}—-{Second}—-
{Width}x{Height } {Ext} :

{AppName}: The push app name.
{PushDomain}: The push domain.
{StreamID}: The stream ID.

{Year}: The screenshot time (year).
{Month}: The screenshot time (month).
{Day}: The screenshot time (day).
{Hour}: The screenshot time (hour).
{Minute}: The screenshot time (minute).
{Second}: screenshot time (second)
{Width}: The width of the screenshot.
{Height}: The height of the screenshot.
{Ext}: The extension (.jpg).

Note: The filename can contain only letters, digits,
placeholders, and symbols (-, !, _, ., *).
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Example: If the filename formatis {Year}-{Month}-

{Day}—- {Hour}-{Ext} ,a screenshot captured at

14:00:00 on January 1, 2020 would be named
2020010114.3pg in COS.

6. Click Save to save the current template.

Binding a Domain Name

1. Log in to the CSS console, and choose Feature Configuration > Live Screencapture.
2. Bind a domain name in either of two ways:

Bind a domain to an existing template: Click Bind Domain Name in the top left.

Live screencapture

Live screencapture is a paid value-added service. For the billing details, see Billing Documentation [2

Create template Bind Domain Name

Bind a domain name after successfully creating a screenshot template: After successfully Creating a

Screenshot Template, click Bind Domain Name in the reminder box .

X
@ Created the Template Successfully

s template to take effect, you need to bind it to a domain. You can go to Domain

Bind Domain Name Close

3. In the domain binding window, select the screenshot template and push domain name you need to bind, and

then click Confirm .
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Bind Domain Name %

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

Screenshot Template test001 (id:* ) v

.top v

Add

You can click Add to bind multiple push domains to a template.

Note:

Unbinding a Domain Name

1. Log in to the CSS console, and choose Feature Configuration > Live Screencapture.

2. Select the target screencapture and porn detection template, find the domain you want to unbind, and click Unbind.
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Screencapture configuration

Template Name test001

Screenshot Resolut Height: 500 px
Width: Scale proportionally

ent Porn Detect Disabled
Current Account
Bucke Region ap-tokyo  Folder /{Year}-{Month}-{Day}/
Backup storage path  Enable
Bucke Region ap-mumbai Folder KYear}-{Month}-{Day}/

File Name {Stream|D}-screenshot-{Hour}-{Minute}-{Second}-{Width}x{Height}{Ext}

Bo1 Name s
3. In the pop-up window, click Confirm.

Are You Sure You Want to Unbind This Template from the Domain Name?

After unbinding, current live streaming will not be affected while this operation will be valid for
live streams pushed in the future.

Modifying a Template

1. Log in to the CSS console, and choose Feature Configuration > Live Screencapture.

2. Select a screencapture and porn detection template, click Edit on the right, and modify its information.

3. Click Save.
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Screencapture and Porn Detection Configuration

Screencapture configuration

test001

test
2s

Height: 500 px
Width: Scale proportionally

elligent Porn Dete Disabled
Current Account
- Bucket Region ap-tokyo  Folder {Year}-{Month}-{Day}/
B e Enable
Bucket Region ap-mumbai  Folder /{Year}-{Month}-{Day}/

{Stream|D}-screenshot-{Hour}-{Minute}-{Second}-{(Width}x{Height{Ext}

1top  Unbind

Deleting a Template

Note:

live

2z

Criginal

Disabled

ap-nanjing
f{¥ear}-{Month}-{Day}/

{StreamlD}-screenzhot-{Hour}

-{Minute}-{Second}-{Width}x{Height}{Ext}

- Unbind

If a template has been bound to domains, you need to unbind them before you can delete the template.

Note that once a template is deleted, it cannot be recovered. Proceed with caution.

1. Log in to the CSS console, and choose Feature Configuration > Live Screencapture.

2. Select the screenshot template you have successfully created and click Delete above.
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Screencapture configuration
Template Name test001

T eD

Template Descript test

Screencapture Inter 2s

Screenshot Resolutio Height: 500 px

Width: Scale proportionally

ent Porn Detect Disabled
Current Account
Bucket Region ap-tokyo  Folder /{Year}-{Month}-{Day}/
Backup storage pat Enable
Bucket Region ap-mumbai  Folder /{Year}-{Month}-{Day}/

e Name {StreamID}-screenshot-{Hour}-{Minute}-{Second}-{Width}x{Height}{Ext}

Name None

3. Confirm that you want to delete the current screenshot template, and click Confirm to delete it.

Delete screencapture configuration 4

Confirm deletiontest001 ?

More

For specific operations and related instructions on binding and unbinding screenshot templates at the domain

name level, refer to Screenshot Configuration.
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Live Stream Moderation
Live Stream Moderation

Last updated : 2024-07-16 09:36:23

CSS offers a live stream moderation feature, supporting the configuration of moderation templates through the
console. Once the streaming domain is associated with the template, this service will obtain live screenshots and the
audio during streaming, storing any non-compliant screenshots or audio data in Tencent Cloud COS. If the streaming
domain is linked to the callback configuration, Tencent Cloud will send a request to the customer's server once a
callback event is triggered during the live stream. Customer's server is responsible for handling the request. After
verification, a JSON packet containing the moderation callback information can be obtained. This document provides

instructions on how to create, bind, unbind, modify, and delete moderation configuration templates via the console.

Notes

Live stream moderation is a charged feature. When enabled, the IA function is charged at 0.2294 USD per thousand
images, while the AAS function is charged at 0.0021 USD per minute. For more information, please refer to Live
Stream Moderation.

Screenshots or the audio flagged during live stream moderation and stored in your Tencent Cloud COS will generate
storage costs in COS. For pricing details, please refer to COS Product Pricing.

If the access permission of the COS Bucket is set to public read, and the Bucket contains inappropriate contents
related to pornography, illegal activities, or any other prohibited contents, it is recommended to go to the
corresponding COS Bucket and delete the relevant images. This action can avoid COS Bucket being blocked, as the
block may affect the use of it.

After creating the template, it can be associated with the streaming domain name. Refer to the Live Stream
Moderation Configuration document for details. The association of the template is usually effective within 5-10
minutes.

Binding, modifying, or unbinding a template only affects the updated live streams and not ongoing ones. To apply new
rules to ongoing live streams, you need to stop them and push them again.

For image recognition to be linked with a custom dictionary, the Image TAS strategy needs to be initiated, without
which the linkage will not be effective. The image TAS by default, will perform OCR recognition and moderation on text
in the screenshots from live screen. The default policy of Image TAS operates beyond the control of image recognition

strategy and will audit all the non-compliant contents.

Prerequisites for Use
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You have activated the Tencent CSS service and added a Pushing Domain Name.

You have created a COS bucket. For more details, please refer to Creating a Bucket.

Creating Live Stream Moderation Templates

1. Log in to the CSS console and choose Feature Configuration > Content moderation from the left navigation
bar.

Note:

Since the CSS moderation service requires to store screenshots or audio data in the COS bucket, the initial creation
of a moderation template necessitates the development of a service role, and authorizes CSS to have read and write
access on COS. Access the CAM and click to authorize.

2. Click Create template.

3. A pop-up window will be generated to apply for resource authorization in the console. Please click Authorize Now

in the pop-up window to go to the Role Management page.

Authorization is required for this feature W

To use the C55 feature, you need to allow Cloud Streaming Services to access your authonzed resources as a service role,
Please click "Authorize Now" to grant permissions to the related service APls of Cloud Streaming Services.

Authorize Now Cancel

4. On the Role Management page, click Grant. After authentication, you can authorize COS resources and proceed

to use the Live Stream Moderation service normally.
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Cloud Access ¢  Role Management

Management

Dashboard

Service Authorization

Users
N After you agree to grant permissions to Cloud Streaming Services, a preset role will be created and relevant permissions will be granted to Cloud Streaming Ser
User Grou ps

LVB_QCS5Rale

Service Role

) i Current role is a Cloud Streaming Services service role, which will access your other cloud service resources within the permissions of the
Identity Providers

Preset policy CcloudAccessFolVERo alnSaveliveScreenshottoCOS (D)

Can:i

Access Key

5. After authorization, you will be redirected to the Create template page, where you can fill in the configuration items.

Steps

Step 1: Configuring Moderation

Click Create template to configure moderation:

Content moderation

Moderation templates Keyword libraries

Live moderation is a paid feature. For the billing details, see Billing Documentation [
Create template Bind Domain Name

Create Template
Meoderation Configuration

Configuration ltem Description

The template name can include up to 30 Chinese characters, letters, digits, underscores

Template Name
(L), and hyphens (-).

Template The template description can include up to 100 Chinese characters, letters, digits,
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Description spaces, underscores (_), and hyphens (-).

Step 2: Configuring Screencapture/Segment Policy
In Screencapture/Segment policy, you can configure the auditing content based on your business requirements.

Configuration Required

Description
Item ltem

Complete Audit

Live Screen Auditing Only

Screencapture interval. It refers to a time lapse of the auditing screencaputre
in every two images during the live screen auditing process. The shorter the
screencapture interval, the finer the auditing performs. Correspondingly, the
auditing costs will increase.

Screencapture interval. The value of it can range between 2-300 seconds.
The default value is 2 seconds.

AAS Only

The audio auditing feature only supports Chinese.

Audio segment duration. It refers to the length of each audio segment during
the live stream AAS process. The length of the audio segments only affects
the duration of the audio content returned by the moderation, not the billing
process.

Audio segment duration. The value of it can range between 15-60 seconds.
The default value is 15 seconds.

Auditing
Content Yes
Configuring

Screencapture/Segment policy

nt type to mac —Sreenshotimages Audio

Step 3: Configuring Recognition Policy

1. On recognition policy configuration page, you can configure policies for both Image Recognition and Audio

Recognition based on your distinct business scenario requirements.
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2. The Image Recognition and Audio Recognition features under the recognition policy configuration can be
expanded separately to select the dimensions you need for your recognition moderation.
Note:

By selecting the corresponding category, the system will recognize and hit the content accordingly. Not selecting any
category implies that no content is required to be recognized or hit.

To bind a custom dictionary to the image recognition feature, turn the Image Recognition policy ON under Image
Recognition Configuration. The binding will not take effect if the policy remains turned off.

Image Recognition Configuration

Audio Recognition Configuration

Recognition policy

\ @ Select which categories of content you want CS5 to recognize. If none is selected, the content will not be moderated.

I mage Recognition I Audio recognition Ca

Porn (3)
Violence/Terrorism (10)
Political (8)

lllegal (6)
Advertisement (2)
Age-inappropriate (2)
Sexy (6)

OCR (7)
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Recognition policy

@ Select which categories of content you want CSS to recognize. If none is selected, the content will not be moderated.

mage Recognition

E Pom (3)

Meoaning (1)

lllegal (4)

Violence/Terrorism (3)

Political (1)

Advertisement (9)

Abuse (2)

stom keyword librar -

3. In the drop-down list for associating an image recognition or audio recognition with a Use custom keyword

library, you have the option to select a custom dictionary that has already been configured.

c
it
r
o
]
=
ul
G
a
5,
o

Note:
In accordance with your business requirements, if a custom dictionary used for content recognition is needed, you
may configure it in advance. For more information, please refer to the custom dictionary.

4. After completing the configuration items in Storage, click Save to preserve the current template.
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Storage

Storage path =

ervice, create one (2

service, create one [

data is saved. The primary and backup buckets cannot be in the same region.
fAudit/{Year}-{Month}-{Day}/

A-Z, 0-9] and symbols (- _ ) and placenolders are allo =dreference documentation [4

{Stream|D}-Audit-{Hour}-{Minute}-{Second}{Ext}

t-{Hour}- wte}-{Second{Ext),Only [a-z, A-Z, 0-9] and symbols (-, !, _ and placeholders are allowedreference documentation (2

m CEnCEl

Configuration Required

Description
Item Item

Choose a COS bucket that you have created and authorized in COS.
Storage path Yes Region refers to the geographic information of the above Bucket, which is
unalterable.

You can enable the backup storage path. If the primary Bucket experiences
issues causing content moderation to fail to store normally, the moderation return
content will automatically be stored under the backup Bucket to prevent file loss.
The backup Bucket is only enabled during a business anomaly, and only one
copy of the audit content will be stored. The primary Region and backup Region
cannot be identical.

Backup No
storage path

Click the input box to select a COS folder. The defaultis /Audit/{Year}-
Folder Yes {Month}-{Day}/ .Note: COS folder names only allow [a-z, A-Z, 0-
9] characters and the symbols -, !, _,., * along with placeholders.

File Name Yes The file name format can be customized through parameter assembly. Default is:
{StreamID}-Audit-{Hour}-{Minute}-{Second}{Ext}, wherein:
{StreamID}: Stream ID
{Audit}: Audit
{Hour}: Audit time (Hour)
{Minute}: Audit time (Minute)
{Second}: Audit time (Second)
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{Ext}: Extension (.jpg)

Note: It only accepts [a-z, A-Z, 0-9], symbols -, !, _, ., * , and placeholders.
For example, if you enter the file formatas {Hour}-{Minute}-{Second}-
{Ext} ,then a snapshot of the live stream was taken automatically at 14:00:00,
and stored in COS with the filename as 140000.jpg.

Binding Domain Names

1. Log in to the CSS console and choose Feature Configuration > Content moderation from the left navigation

bar.

2. You can access the domain-binding window via the following methods:

Direct Domain Association: Click on Bind Domain Name at the top left.

Content moderation

Meoderation templates

Keyword libraries

Live moderation is a paid feature. For the billing details, see Billing Documentation &

4

Create template I Bind Domain Mame I

test001

Moderation Configuratior

Binding domain names after the successful creation of a new moderation template: after successfully

creating a moderation template, click Bind Domain Name in the notification pop-up.
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@ Created the Template Successfully

1 the domain name ’nanagement‘..‘ nanage ine moderaton template Dounc

Bind Domain Name Cloze

3. In the Bind Domain Name window, select the desired Live Stream Moderation template and Push Domain,

then click on Confirm to successfully bind them.

Bind Domain Name *

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

LCOM i
Add

Note:

You can click Add to associate multiple push domains with the current template.

Unbinding

1. Log in to the CSS console and choose Feature Configuration > Content moderation from the left navigation

bar.
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2. Select the live stream moderation template of the bound domain that you want to unbind, then click Unbind.

Content moderation

Moderation templates Keyword libraries

Live moderation is a paid feature. For the billing details, see Billing Documentation &

Create template Bind Domain Name

test001
Moderation Configuration

ame test001

Screencapture/Segment policy

All moderations

Screencapture interva 25
Audio segment duratic 155
Advertisement: QR code/barcode detection. Logo detection
llegal: Delinquent conduct. Counterculture. lllegal or non-compliant content. Contrabands. Personz
Political: Positive figures. Foreign/Regional leaders, Badly-behaved celebrities, Positive flags and loge
Porn: Nudity/Sexual activity, Sexual innuendo/vulgarity, Sex preducts
Sexy: Sexy clothing - women. Sexy clothing - men. Sexy or skin baring. Close-ups of certain body par
Age-inappropriate: Age-inapprapriate. lllegal emajic
Violence/Terrorism: Hotweapons, Large military weapons, Cold weapons, Gathering, Blood/Gore, |
symbols
A Abuse: Abuse (severe), Abuse (mild)
Advertisement: Referrals. Recruitmentads. Product ads. Trading ads. Investmentads. Gameads. E
llegal: Sensitive music, Contrabands. lllegal or banned activities. lllegal organizations
Political: Positive
Porn: Wulgar audio
Violence/Terrorism: Terrorist organizations. Descriptions of horrific and bloody scenes. Weapons
Moaning: Vulgar audio
eyword library used for audio moderation  test
Storage
Bucket Region ap-tokyo
Bucket Region ap-mumbai

Folde /Audit/{Year]-[Month}-[Day}/

{Stream|D}-Audit-{Hour}-{Minute}-{Second}{Ext)

ar
Bound Doma ames ..cDm

3. Confirm it if you wish to unbind the current linked domain, and click Confirm to proceed with unbinding.
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Are You Sure You Want to Unbind This Template from the Domain Name?

After unbinding, current live streaming will not be affected while this cperation will be valid
for live streams pushed in the future.

Modifying a Template

1. From the left navigation bar, choose Feature Configuration > Content moderation.

2. Select the successfully created moderation template, click Edit on the right to go to modify the template information.
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Live moderation is a paid feature. For the billing details, see Billing Documentation &

Create template

test001

Bind Domain Name

Deleting a Template

Note:

Mederation Configuration

test001

Screencapture/Segment policy

Recognition policy

Storage

All moderations
25

155

Bucket

Bucket

Cloud Streaming Services

Advertisement: QR code/barcode detection, Logo detection

llegal: Delinquent conduct. Counterculture. lllegal or non-compliant content. Contrabands. Personal
Political: Positive figures, Foreign/Regional leaders, Badly-behaved celebrities. Positive flags and logos
Porn: Nudity/Sexual activity, Sexual innuendo/vulgarity, Sex products

Sexy: Sexy clothing - women. Sexy clothing - men. Sexy or skin baring. Close-ups of certain body part
Age-inappropriate: Age-inappropriate. lllegal emajis

Violence/Terrorism: Hotweapons. Large military weapons. Cold weapons. Gathering. Blood/Gore. Fi
symbols

Abuse: Abuse (severe). Abuse (mild)

Advertisement: Referals, Recruitment ads, Productads, Trading ads. Investmentads, Game ads, E-
lllegal: Sensitive music. Contrabands. lllegal or banned activities. lllegal organizations

Political: Positive

Porn: Vulgar audio

Violence/Terrorism: Terrorist organizations. Descriptions of horrific and bloody scenes. Weapons
Moaning: Wulgar sudio

test

Region ap-tokyo

Region ap-mumbai

JAudit/(Year}-{(Month}-{Day}/

{Stream|D}- Audit-{Hour}-{Minute}-{Second}{Ext}

«com  Unbind

If the template has been associated, you must first Unbinding it before performing a deletion process.

Note that a deleted template cannot be recovered. Proceed with caution.

1. From the left navigation bar, choose Feature Configuration > Content moderation.

2. Select the successfully created moderation template, click Delete in the upper part.
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Moderation templates Keyword libraries

Live moderation is a paid feature. For the billing details, see Billing Documentation &

Create template Bind Domain Name

test001

Moderation Configuration

Template Name test001

Screencapture/Segment palicy

All moderaticns

2s
A 152
Recognition policy
Storage
Bucket
Bucket

Cloud Streaming Services

Advertisement: QR code/barcode detection. Logo detection

llegal: Delinguent canduct. Counterculture. lllegal or non-compliant content, Contrabands. Personz
Political: Positive figures, Foreign/Regional leaders, Badly-behaved celebrities. Positive flags and loge
Porn: Nudity/Sexual activity. Sexual innuendo/vulgarity. Sex products

Sexy: Sexy clothing - women. Sexy clothing - men. Sexy or skin baring. Close-ups of certain body par
Age-inappropriate: Age-inapprapriate. lllegal emajis

Violence/Terrorism: Hotweapons, Large military weapons, Cold weapons, Gathering, Blood/Gore,
symbols

Abuse: Abuse (severe), Abuse (mild)

Advertisement: Referrals. Recruitmentads. Product ads. Trading ads. Investmentads. Gameads. E
llegal: Sensitive music. Contrabands. llegal or banned activities. lllegal organizations

Political: Positive

Porn: Wulgar audio

Violence/Terrorism: Terrorist organizations. Descriptions of horrific and bloody scenes. Weapons
Moaning: Vulgar audio

test

olde JAudit/{Vear}-[Month)-{Day}/

File Mame {Stream|D}-Audit-{Hour}-{Minute)-{Second}{Ext}

Bound Doma smes  None

3. Confirm it if you wish to delete the current moderation template, click Confirm to delete successfully.

Delete template

Are you sure you want to deletetest001 7

Confirm
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Related Operations

Forspecific instructions and additional information on binding and unbinding moderation templates at the domain level,

please refer to Live Streaming Review Configuration.
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Custom Dictionary

Last updated : 2024-07-11 17:45:00

Live screen auditing and AAS can bind to custom dictionaries to personalize the recognition of specific entries and set
them to be either green-lit or hit as violations. Once set-up is successful, dictionary contents become effective within

10 minutes.

Creating a New Dictionary

1. Log in to the CSS console, navigate to Feature Configuration > Content moderation > Keyword libraries.
2. Click Create library. In the pop-up window, fill in the configuration items based on your actual business

requirements.

Content moderation

Moderation templates Keyword libraries

(@  Configurations will be applied within 10 minutes

\
Configuration Required .
g g Description
ltem ltem
, Library Name. It only contains up to 32 characters, in a combination of

Library name Yes ) .
Chinese characters, letters, digits, and underscores.
You can select Block or Review.

, Block: The information is confirmed to be blocked.
Suggestion Yes

Review: The information might be undesirable and requires manual
recognition.

Exact matching only supports Chinese.
Match mode Yes Exact Matching. It performs a one-to-one match with the input text, directly
hitting the output when the input text is identical with the output one.
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Create library W

2 @ O Black Review

Jatch mode = Q) Exact @

Note:

Choosing the appropriate handling suggestions will result in varying levels of hitting, corresponding to the Suggestion
field in the return values of the interface.

3. Click Confirm to save the current template.

Modifying Dictionary

Steps

1. On the custom dictionary page, select the dictionary that needs to be operated, click Edit on the right, then modify

the dictionary configuration information according to business requirements in the pop-up window on the right.

Content moderation

Moderation templates Keyword libraries
(® Configurations will be applied within 10 minutes

Create library

Library Suggestion Match mode Last modified
test Q) Black Exact 2024-07-11 15:07:55

Review Exact 2024-06-25 16:01:06

2. Click Add keyword, then add samples in the pop-up window and incorporate sensitive words according to

business requirements.
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Keyword list o tc 10,000 keywords can be addes

Add keyword All [ ]

Add keywords

Cancel

2.1 You can select Category. Enter keyword, and separate multiple keywords by pressing enter. Submit no more
than 2,000 at a time.

Note:

Only supports the recognition of sensitive words in Chinese.

Keywords are confirmed by newline. Each keyword length is within 20 Chinese characters.

Batch import is supported via the copy-paste method, with a single-time maximum of 2,000 keywords, separated by
line feed character.

The maximum number of sensitive words that can be added is 10,000.

3. Click Save in the lower-right corner to save the current template, thereby completing the modification of the custom

dictionary.
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Edit library

Basic info

test

(M~ Q) Block
mode = Ewarct {D

Keyword list - tc 10000 =

Add keyword

fight each other

Review

Category

lllegal

Cloud Streaming Services

Creation Time Operation
2024-07-1115:11:51 Delete
10w page L 4 1 i1 page -

4. Once the custom dictionary has been configured, you can select Associate image recognition or audio recognition

during the creation of the moderation template within the recognition policy configuration.

Deleting a Dictionary

1. On the custom dictionary page, locate and select the desired dictionary, then click Delete on the right to remove the

dictionary.
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Content moderation

Moderation templates Keyword libraries

(@ Configurations will be applied within 10 minutes

Create library

Library Suggestion T
test & Block
Review

2. After deletion, an Information Confirmation Prompt dialog box will appear.

dictionary.

MNote

Match mode T

Exact

Exact

This library has 1 keyword(s), which will also be deleted. Are you sure?

©2013-2022 Tencent Cloud. All rights reserved.
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Last modified

2024-07-11 15:07:55

2024-06-25 16:01:06

Click Confirm to delete the custom
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Adaptive Bitrate

Last updated : 2024-02-02 09:15:11

With the adaptive bitrate feature, the playback bitrate of a live stream can change smoothly based on network

conditions. This ensures a smooth playback experience under changing network conditions.

Notes

After creating a template, you can bind it with a playback domain name. The binding takes effect in 5-10 minutes.

A playback domain can be bound with multiple adaptive bitrate templates, and an adaptive bitrate template can
be bound to multiple playback domains.

Each adaptive bitrate template can have up to 15 streams.

For the adaptive bitrate feature to work, the player needs to support adaptive bitrate.

The GOP for the streams of an adaptive bitrate template must be identical.

The codec for the streams of an adaptive bitrate template must be the same.

Adaptive bitrate playback addresses only support HLS and WebRTC playback protocols. For the address

concatenation rules, please refer to the Address Generator.

Creating an Adaptive Bitrate Template

1. Log in to the CSS console and select Feature Configuration > Adaptive Bitrate on the left sidebar.
2. Click Create template and complete the following settings:

Basic information: The template name and description. For details, see Basic Information.

Stream information: See Stream Information.

3. Click Add stream to add a new stream to the template. You can add up to 15 streams for a template.
4. Click Save.

Basic Information
Basic Information Required Description

Please enter 1 to 10 characters.
The adaptive bitrate template name. It only supports letters and
Template name Yes alphanumeric combinations and does not support pure digits.
The template name must not duplicate existing transcoding template names,
adaptive bitrate template names, or sub-stream names.

Template No The adaptive bitrate template description. It can only contain Chinese
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description

Live subtitles No

Create template Bind Domain Name

Create Template

Stream Information

Stream Information Required
Transcoding type Yes
Stream name Yes
Video quality No

Video bitrate (Kbps) Yes

Cloud Streaming Services

characters, letters, digits, spaces, underscores (_), and hyphens (-).

The subtitle feature is deactivated by default, but can be manually activated.
To activate this feature, it is necessary to bind a subtitle template. Choose a
subtitle template to bind based on your business requirements.

Preview and observe the effects of the subtitle template.

You can adjust the subtitle template according to business needs at any
time.

Adaptive bitrate details

s, see Live Subtiting B2 . Using this feature may incur live transcoc
S1. Learnmore (&

Description

The optional transcoding types, include standard transcoding and TSC
transcoding.

Please enter 1 to 10 characters.

Substream Template Name supports 1-10 characters, only allowing letters
and alphanumeric combinations, and does not support pure digits.

The substream name cannot be duplicated with existing transcoding
template names, adaptive bitrate template names, and substream names.

You can choose Smooth, SD, or HD. After you select a value, the system
will automatically enter the recommended video bitrate and height, which
can be modified.

The output video bitrate. Value range: 101-8000.
If you enter a value not larger than 1,000, it must be a multiple of 100.
If you enter a value larger than 1,000, it must be a multiple of 500.
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Video resolution Yes By default, you set the height of the output video.

(px) You can also set the short side length.
The value must be in the range of 2-3000 and must be multiple of two. The
other side will be scaled proportionally.

Disabled by default and can be enabled manually.
To enable DRM encryption, you need to first obtain the key information in
DRM Management.

DRM encryption Yes DRM schemes including Widevine, FairPlay, and NormalAES are
supported for HLS playback. For FairPlay encryption, you need to upload
the certificate you obtain from Apple to your player.

Encryption Types: Default Widevine, Optional Fairplay and NormalAES.

The original codec is selected by default. You can change it to H.264,
H.265, or AV1.

The codec for all the streams in the same adaptive bitrate template must
be the same.

Codec No

You can choose to keep the original frame rate or set a video frame rate.

Video frame rate
No By default, the original frame rate is maintained.

fps
(fps) The video frame rate setting value range: 1 fps - 60 fps.

The GOP is not specified by default. Value range: 1-6.

The higher th P, the higher the lat A ller GOP
GOP(seconds) No e higher the GOP, the higher the latency. A smaller may

potentially lead to stuttering. The GOP for all the streams in the same
adaptive bitrate template must be the same.

Through this feature, the volume of the video can be adjusted. The larger
the value, the greater the volume.

Loudness No The range for setting the volume loudness is from -40 to -10 LKFS.
Currently, the simultaneous configuration of loudness and subtitle features
is not supported.

Parameter limits are disabled by default.

After a limit is enabled, if you enter a value higher than the original, the
original will be used. This can avoid video quality issues caused by using
high video quality settings to transcode videos of low quality.

Parameter limit No
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Streams

w Stream 1

Standard Transcoding Top Speed Cedec Transcoding

kbps

Set the height px

Width

Width
Height
Height
DRM Management
QO Widevine Fairplay NormalAES
o Original codec H.264 H.265 AV1
Specify a fram » fps

LKFS

The output video height cannot exceed the original height(i) a
The output frame rate cannot exceed the original frame rate() C)

The output bitrate cannot exceed the original bitrate®  (_J)

Advanced Configuration a

Binding a Domain Name

Cloud Streaming Services

er. Obtaining a FairPlay certificat

1. Log in to the CSS console. Select Feature Configuration > Adaptive Bitrate on the left sidebar.

2. Bind a domain name in either of two ways:

Bind a domain to an existing template: Click Bind Domain Name in the top left.
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Create template Bind Domain Mame

Adaptive bitrate details

Bind a domain after creating a template: After creating an adaptive bitrate template, click Bind Domain Name in

the pop-up window.

X
@ Created the Template Successfully
1 g0 1o Domain Management‘.: nanage ne tempiates bound 1o a domain
3. Select an adaptive bitrate template and a playback domain and then click Confirm.
Bind Domain Name W

A template takes effect about 10 minutes after you bind it to a domain

ng Template test01 (id.. ) -

Add

Note

You can click Add to bind a template to multiple playback domains.
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Unbinding a Domain Name

1. Log in to the CSS console. Select Feature Configuration > Adaptive Bitrate on the left sidebar.

2. Select the target template and click Unbind.

Adaptive bitrate details Edit

test01
Close
fest02 (1D
Standard Transcoding Long side 1000 px Short side: scale proportionally
3000 kbps Yes
Enable
Widevine
AUDIOJUHD1 e
Original codec
301ps
Mo
Zs
fest03 (1D
Standard Transcoding e Long side 1500 px Short side: scale proportionally
5000 kbps T No
Enable
Fairplay
AUDIOIUHD2 Yes
Original codec
Same as source
Mo
235
-20 LKFS

3. In the pop-up window, click Confirm.
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Are You Sure You Want to Unbind This Template from the Domain Name? %

After unbinding, current live streaming will not be affected while this cperation will be valid
for live streams pushed in the future,

Modifying a Template

1. Log in to the CSS console. Select Feature Configuration > Adaptive Bitrate on the left sidebar.

2. Select the target template and click Edit on the right to modify it.
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Adaptive bitrate details
test01
Close
test02 {1D: )]
Standard Transcoding 2 Long side 1000 px Short side: scale proportionally
3000 kbps i Yes
Enabile
Widevine
AUDIO|UHD1 o
Original codec
30 fps
No
Zs
test03 (1D 1
Standard Transcoding : Long side-1500 px Short side: scale proportionally
5000 kbps No

Enable

Fairplay

e
AUDIOJUHD2 =

Criginal codec
Same as source
2s

-20 LKFS

3. After modification, click Save.

Deleting a Template

Note

If a template has been bound to domains, you need to unbind them before you can delete the template.
Once the template is deleted, it cannot be recovered. Please proceed with caution.

1. Log in to the CSS console. Select Feature Configuration > Adaptive Bitrate on the left sidebar.

2. Select the target template (make sure it’s not bound to a domain), and click Delete.
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Adaptive bitrate details Edit

testo1

Close
testd2 (ID:
Standard Transcoding g Long side:1000 px Short side: scale proportionally
3000 kbps The oulp Yes
Enabie
Widavine
AUDIOIUHDH e
Original codec
30 fps
No
2s
testd3 (ID ]
Standard Transcoding : Long side 1500 px Short side: scale proportionally
5000 kbps he out No
Enable
Fairplay
¥
AUDIOIUHD2 o
Original codec
Same as source
No
2s
=20 LKFS
Mone

3. In the pop-up window, click Confirm.

Delete template W

Are you sure you want to delete the adaptive bitrate template test01 ?
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Standby Streams

Last updated : 2024-06-19 16:58:48

This document shows you how to create, bind, unbind, modify, and delete a standby stream template. A standby
stream shows a video or image that becomes active automatically when your live stream is interrupted, helping you
improve viewing experience. Once the original stream is recovered, CSS will switch back.

Notes

After creating a template, you need to bind it to a push domain. The configuration takes effect 5-10 minutes after
binding.

Binding, unbinding, or modifying a template affects only new live streams and not ongoing ones. To make the change
apply to ongoing live streams, you need to stop them and push them again.

You can create up to 50 standby stream templates.

The standby stream feature cannot differentiate between normal stream interruption and abnormal stream interruption.

When the stream is interrupted, the standby stream service is triggered by the system.

Prerequisites

You have activated CSS and added a push domain.

Creating a Standby Stream Template

1. Log in to the CSS console. Select Feature Configuration > Standby Streams on the left sidebar.

2. Click Create template.

3. Enter a template name, which can be up to 30 characters long and can contain Chinese characters, letters,
numbers, underscores (_), and hyphens (-).

4. Fill in the template description, which only supports Chinese, English, numbers, spaces, underscores, and hyphens,
not exceeding 1024 bytes (Note: Chinese characters are counted as 3 bytes each).

5. Select the stream type, which can be image or video.

You can choose to upload images in JPG or PNG format, with a file size less than 5MB. The uploaded image file
names only support: English, numbers, and the symbols - ! _ . *

You can enter a video URL, which supports FLV and MP4 format audio and video files. The required audio encoding
format is AAC.
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6. Set the stream interruption waiting time (the waiting duration after the stream interruption before playing the standby
content) to a value between 0 and 6 seconds.

7. Set the maximum standby content duration, with a default value of 120 seconds. This is the maximum playback
duration for the standby content. If the standby content is shorter than this duration, it will be looped. The value cannot
be greater than 1,000,000.

8. Click Save.

Standby streams

A standby stream shows a video or image that becomes aclive automatically when your live stream is interrupted. CSS will switch back fo the original siream once it is recovered.
The live standby stream is a paid value-added service. Using this feature will incur value-added feature fees [2

Create template Bind Domain Name

Create Template Create template

QO Image Video

Select image

Binding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Standby Streams on the left sidebar.
2. You can bind a domain to a template in one of two ways:

Bind a domain to an existing template: Click Bind Domain Name in the top left.
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A standby stream shows a video or image that becomes active automatically when your live stream is interrupted. C55 will switch back to the origing
The live standby stream is a paid value-added service_ Using this feature will incur value-added feature fees 4.

Create template I Bind Demain l\amel

Bind a domain after creating a template: After creating a standby stream template, click Bind Domain Name in

the dialog box that pops up.

@ Created the Template Successfully

Management

0
0
]

Bind Domain Mame

m

main in Domain

3. In the pop-up window, select a standby stream template and a push domain and then click Confirm.
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Bind Domain Name W

Domain name binding takes effect in about 10 minutes after the configuration. Using the
domain name for push will trigger the template.

top -

Note:

You can click Add to bind multiple push domains to a template.

Unbinding a Domain Name

1. Log in to the CSS console and select Feature Configuration > Standby Streams on the left sidebar.

2. Select the target template and click Unbind.

Standby streams

test001

test001

Preview
time @ 2s
time @ 1208
top

3. In the pop-up window, click Confirm.
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Are You Sure You Want to Unbind This Template from the Domain Name? %

After unbinding, current live streaming will not be affected while this operation will be valid for
live streams pushed in the future.

Modifying a Template

1. Go to Feature Configuration > Standby Streams.
2. Select the target template and click Edit on the right to modify the template information.

3. After modification, click Save.

Standby streams

Template Name test001

Template Description test001
Preview

time @ 23

ime @ 120s

.top  Unbind

Deleting a Template

Note:

If the template is already associated, you need to Unbind Template before you can perform the delete operation.
Once a template is deleted, it cannot be recovered. Please proceed with caution.

1. Go to Feature Configuration > Standby Streams.

2. Select the template you want to delete and click Delete in the top right.
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Standby streams
test001

test001

Preview

2s

ime @ 120s

None

3. In the pop-up window, click Confirm.

Delete standby stream W

Are you sure you want to delete test001

More

You can also unbind and bind domains and standby stream templates on the Domain Management page. For
details, see Standby Stream Configuration.
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Live Stream Callback

Last updated : 2023-03-23 10:01:21

CSS supports callbacks. To use this feature, you need to create a callback template in the console, configure an
address to receive callbacks for an event, and then bind the template with your push domain name. If the event
triggers a callback during live streaming, Tencent Cloud will send a request to your server, which is responsible for
responding to the request. After successful verification, the server will obtain a JSON packet of the callback through
the address configured.

This document describes how to create, modify and delete a callback template in the console.
You can create a callback template in the following ways:

» Create a template in the CSS console. For details, see Creating a Callback Template.

» Create a template with APIs. For the parameters and request sample, see CreatelLiveCallbackTemplate.

Must-knows

» After creating a template, you need to bind it with a push domain name. The binding takes effect in about 5-10
minutes.

» Make sure the HTTP or HTTPS server you use to receive callbacks are able to receive requests and respond
normally.

« In the console, you can only bind and unbind callback templates at the domain level. For callback rules bound to
specific streams by APIs, you need to call DeleteLiveCallbackRule to unbind them.

» For information on callback protocols, see How to Receive Event Notification.

» For information about the parameters in a callback, see the following documents:

» Stream pushing

» Stream interruption

» Recording

» Screencapturing

» Porn detection

» Relay

e Push errors

Creating a Callback Template

1. Log in to the CSS console.

2. Select Event Center > Live Stream Callback in the left sidebar.
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Cloud Streaming Services

&2 Tencent Cloud

3. Click Create Template, fill in the information, select the types of callbacks you want to receive, enter the callback
URLs, and click Save.

Create Callback Template

Create Template

User Guide @ View Usage

Callback Configuration

Push Callback Interruption Callback Recording Callback  [B Screencapture Calloack [l Porn Detection Callback

o

Item Description
Template The callback template name, which can contain up to 30 Chinese characters, letters,
Name numbers, underscores (_), and hyphens (-).
Template The description of the callback template, which can contain up to 100 Chinese characters,
Description letters, numbers, underscores (_), and hyphens (-).

A custom callback key.
Callback Key 3 y

Push Callback

It can contain up to 32 letters and numbers. For details, see Common callback parameters.

Enter an HTTP or HTTPS address to receive push callbacks.

| .
nterruption Enter an HTTP or HTTPS address to receive push interruption callbacks.
Callback
Recording . .
Enter an HTTP or HTTPS address to receive recording callbacks.

Callback
gc:i)eml:(apture Enter an HTTP or HTTPS address to receive screencapture callbacks.

allbac

Porn Detection
Callback

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Cloud Streaming Services

Item Description

Error

Enter an HTTP or HTTPS address to receive push error callbacks.
callbacks

Modifying a Callback Template

1. Select Event Center > Live Stream Callback.

2. Select the target callback template and click Edit to modify its information.
3. After modification, click Save.

Create Callback Template Bind Domain Name User Guide @ View Usage

Callback Configuration

Push Callback  Interruption Callback  Recording Callback  Screencapture Callback  Porn Detection Callback

Bound Doma ames Unbind
Unbind
Unbind

Deleting a Callback Template
If a template is bound to a domain name, you need to unbind it before you can delete it. For detailed directions, see
Unbinding Callback Template.

1. Select Event Center > Live Stream Callback.
2. Find the target callback template, and click Delete.

3. In the pop-up window, click Confirm.

©2013-2022 Tencent Cloud. All rights reserved. Page 345 of 553


https://console.tencentcloud.com/live/config/callback
https://www.tencentcloud.com/document/product/267/31065#untie
https://console.tencentcloud.com/live/config/callback

@ Tencent Cloud Cloud Streaming Services

Delete callback configuration w0

Confirm to delete callback configuration: test ?

Cancel
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DRM
Configuring DRM Encryption

Last updated : 2023-10-07 14:50:00

CSS offers DRM encryption capabilities based on Widevine, FariPlay, and NormalAES to help you protect your
content and prevent piracy and hotlinking. This document shows you how to configure DRM encryption in the CSS

console.

Must-Knows

Tencent Cloud only encrypts your content. DRM licenses are offered by third party licensing services SDMC and

DRMtoday, which charge a licensing fee. To learn more details, please contact the companies.

Prerequisites

You have activated CSS and added a playback domain name.

You have created an account at SDMC DRM or DRMtoday and configured an access key.

Console Settings

Configuring DRM key information

1. Log in to the CSS console and select Feature Configuration > DRM management on the left sidebar.
2. Click Edit, select a licensing provider (SDMC or DRMtoday), and fill in the key information.

If your licensing service provider is SDMC:

Enter your SDMC UID, Secret ID, and Secret key (you need to obtain the information from SDMC).
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&2 Tencent Cloud

DRM management

@ To enable DRM encryption, please obtain the key information from your DRM licensing service provider. How do | get secret key informatis
C55 supports Widevine, FairPlay, and Normal AES DRM encryption for HLS playback. For FairPlay DRM, you need to upload the license you

Secret key information

. i e e SDMC

Cancel

If your licensing service provider is DRMtoday:

Enter your DRMtoday Merchantname , MerchantUUID , MerchantAPIName |,

MerchantAPIPassword , KeySeedID ,and |VSeedID (you need to obtain the information from DRMtoday).
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DRM management

@ To enable DRM encryption, please obtain the key information from your DRM licensing service provider. How do | get secret key information? [
CSS supports Widevine, FairPlay, and MormalAES DRM encryption for HLS playback. For FairPlay DRM, you need to upload the license you obtain

Secret key information

censing service DRMtoday b

Cancel

Creating a transcoding template and binding a domain

1. Select Feature Configuration > Live Transcoding on the left sidebar.

2. Click Create Transcoding Template and toggle DRM encryption on.
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Live transcoding is a value-added service and will be billed if you activate it. For more information, please see Billing Documentation [4

Create Transcoding Template Bind Domain Name

Create Template
Live Transcoding
test
Transcoding Type Standard Transcoding Top Speed Codec Transcoding A
ar
Template Name *
Support only letters or combination of letters and digits
Template Description
Only support letters, digits, underscores, and dashes.
Recommended Parameter Smooth SD HD
Video Eitrate * kbps
Set the short = = px
Enter a multiple of 2. The other side will be scaled |
Short side
Long side
Short side
DRM encryption [ @)
Supports Widevine, FairPlay, and NormalAES DRM encryption for HLS play
obtain from Apple to your player. How do | get a license? (2
Before you enable DRM encryption, please go to DRM Management to con
Type * ) Widevine Fairplay NormalAES
Advanced comiguration -
Configuration

Required Description
Item
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Cloud Streaming Services

DRM No Whether to enable DRM encryption. It's disabled by default. Before enabling this

encryption feature, you need to configure DRM key information in “DRM management”.
Widevine, FairPlay, or NomalAES. For FairPlay encryption, you need to upload

Type Yes the certificate you obtain from Apple to your player. For details, see Obtaining a

FairPlay certificate.

3. Click Bind Domain Name to bind the template to your playback domain.

Bind Domain Name

Domain name binding takes effect in about 10 minutes after the configuration. Please add
"_transcoding template name” after the StreamMame to generate a new URL for playing
back the transcoded stream.

Transcoding Template - v

Add

Cancel

Obtaining the DRM-encrypted playback URL

Only HLS playback supports DRM encryption. Use the Address Generator to generate playback URLs (select the

template you created). The HLS URL generated is DRM-encrypted.
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Domain Type Playback Domain + v

f you select push domain, a push address will be generated; and if you select playback domain, a playback address will be generated. If there is no aw
AppName * live

Use "live" by default. Only letters, digits, and symbols are supported.
StreamMName *

Only support letters, digits, and symbols.
Expiration Time UTC+8 = 2022-06-30 16:43:53 m

The expiration time of playback address is the setting timestamp plus the playback authentication expiration time, and the push address expiration tim

Transcoding Template test v Cancel Transcoding

you select a transcoding template, the generated playback address will be the live streaming address after transcoding. If you want to play the origin:
the address.

Generate Address Address Resolution Sample

ne

Generation Result

Type Playback Domain

Expiration Time 2022-06-30 16:43:53 reference documentation [
RTMP URL rmp live/demo_test I LB

FLV URL hitp ve/demo_test.fiv Iy 58

HLS URL @I hitpy demo_testmaus I L3
WebRTC URL webrtc: viive/demo_test Iy £E

It's priced differently from LVB

Configuring your player

For the DRM encryption feature to work, your player must meet the following requirements:

It must have been equipped by SDMC with the ability to obtain and decrypt license information from video data.

Use FairPlay encryption for iOS players and Widevine or NormalAES for Android players.

OniOS, you need to apply for a certificate and upload it to the SDMC console.

Note

You need to create an account first before you can visit the SDMC console. For detailed directions on how to create
an SDMC account, see Obtaining the UID and Key Information. If you encounter any problems, please submit a ticket.

We will help you navigate the process.
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@ Tencent Cloud Cloud Streaming Services

Obtaining a FairPlay Certificate

Last updated : 2023-11-20 16:32:40

To encrypt your content with FairPlay, you need to obtain an FPS deployment package from Apple and upload the
following files to SDMC'’s server.

FPS certificate file (.der or .cer )

Private key file (.pem )

Private key password file (.txt )

Application secret key (ASK) ( .txt )

Directions

Step 1. Create an Apple developer account and request an FPS package

1. Create an Apple developer account.

2. At the bottom of the FairPlay Streaming page, click Request FPS Deployment Package, and log in with your
Apple developer account.

3. Fill out the form and submit it. After your request is approved, Apple will send you a package containing the FPS
certificate generation guide.

Note

When asked if you have implemented and tested Key Security Module (KSM), you can paste the answer below:
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I am using a 3rd party DRM company and the company has already built and tested KSM

Step 2. Create a private key and a certificate signing request (CSR)

Create a private key file ( privatekey.pem )anda CSRfile ( certreq.csr )asinstructed in the FPS

certificate generation guide. The following describes the OpenSSL method in the guide.
Note

Make sure OpenSSL is installed on the computer or server environment where this process is performed.
1. Create a private key file ( privatekey.pem ):

©2013-2022 Tencent Cloud. All rights reserved. Page 354 of 553



@ Tencent Cloud Cloud Streaming Services

1.1 Run the command below to create a private key file:

openssl genrsa —aes256 -out privatekey.pem 1024

1.2 Set a password (not longer than 32 characters) for the private key. Note it for later use.

2. Create a CSR file:
2.1 Run the command below (you can modify -subj ):
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openssl req —-new —-shal —-key privatekey.pem —-out certreqg.csr —-subj "/CN=SubjectName/

2.2 Enter the private key password configured in the previous step.

Step 3. Generate the FPS certificate

1. Log in to Apple Developer and click Certificates, IDs & Profiles.
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&2 Tencent Cloud

@ Developer

Overview

O Membership

@ People

# Certificates, IDs &
Profiles

A  App Store Connect

@ CloudKit Dashboard

# Code-Level Support

Documentation

® Downloads

2. Click + to enter the Create a New Certificate page.

& Developer

Certificates, ldentifiers & Profiles

Certificates

Identifiers

Devices

Profiles

Keys

Mare

3. Select FairPlay Streaming Certificate and click Continue.

Certificates

©

NAME
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< All Certificates

Create a New Certificate

>Ign and send updates 1or wWebsites.

WatchKit Services Certificate

Establish connectivity between your notification server, the Apple Push Notification service sandbox, and
production environment to update ClockKit complication data. When utilizing HTTP/2, the same certificate
can be used to deliver app notifications, update ClockKit complication data, and alert background VolP
apps of incoming activity. A separate certificate is reguired for each app you distribute.

VolP Services Certificate

Establish connectivity between your notification server, the Apple Push Notification service sandbox, and
production environment to alert background VolP apps of incoming activity. A separate certificate is
required for each app you distribute.

Apple Pay Payment Processing Certificate
Decrypt app transaction data sent by Apple to a merchant/developer.

A — Y kA re sy = s | kv Car -
Apple Pay Merchant Identity Certificate

You need to accept the agreement ‘Apple Pay Platform Web Merchant Terms and Conditions®. Review Agreement »

®  FairPlay Streaming Certificate
Enable the secure delivery of high value content to devices via the HTTP Live Streaming protocol.
Legacy

Safari
Legacy Safari Extensions (.safariextz files) built with Safari Extension Builder and distributed through the
Safari Extensions Gallery or your website, have been deprecated with Safari 12.

Intermediate Certificates

To use your certificates, you must have the intermediate signing certificate in your system keychain. This is automatically installed by Xc
intermediate signing certificate click the link below:

Worldwide Developer Relations Certificate Authority »

4. Click Choose File, selectthe certreqg.csr file created, and click Continue.
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& Developer

Certificates, Identifiers & Profiles

¢ All Certificates

Create a New Certificate

Upload a Certificate Signing Request
To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your Mac.
Refer to the FairPlay Streaming Credential Generation Guide for more information.

Choose File certreq.csr

5. Copy and save the ASK, paste it in the input field below, and click Continue.

@& Developer
Certificates, Identifiers & Profiles

¢ All Certificates

Your Application Secret Key (ASk)

The ASk and FairPlay Streaming (FPS) certificate are used together to secure the Content Key in
the FPS protocol. To learn how the ASk is used in your FPS implementation, refer to the FairPlay
Streaming Programming Guide.

Only one (1) ASk is allocated to your team. The value below will not be presented again and
cannot be retrieved at a later time.

Important: You must save a copy of the ASk and store it safely. If the ASk is compromised, you
will no longer be able to protect your content with FPS. Ensure that the private key from your
FPS certificate is also stored securély.

Your ASk is:

Enter your 32-character key and click continue to generate your certificate.

6. A window will pop up to confirm that you have saved the ASK. Click Generate.
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Have you saved your Application
Security Key?

Before generating your certificate, make sure to save a
copy of your Application Security Key in a safe place.

Cancel Generate

7. After the above steps are completed, the FPS certificate generated will appear in the certificate list.

& Developer

Certificates, Identifiers & Profiles

Certificates Certificates °
Identifiers

MNAME TYPE PLATFORM
Devices

FairPlay Streaming ias

Profiles
Keys
More

8. Click Download to download the FPS certificate ( fairplay.cer ).
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@& Developer
Certificates, Identifiers & Profiles

< All Certificates

Download Your Certificate

Certificate Details

Certificate Name Certificate Type
FairPlay Streaming

Expiration Date Created By
Never I AN

Step 4. Upload the certificate to SDMC’s platform

1. Log in to SDMC’s DRM console and find DRM settings in the menu.

©2013-2022 Tencent Cloud. All rights reserved. Page 361 of 553


https://www.xmediacloud.com/contact-us/

@ Tencent Cloud Cloud Streaming Services

+ MediaCloud

a

Account

Your account here

Password

SIGN IN (3)

Forget your password?

Don't have an accont?Ask for a free test accont
here

2. On the DRM settings page, find FPS Cert Registration, and click Update.

[Multi-DRM] Settings

Access Control: 2 Edit

FPS Cert Registration: @

3. Upload the FPS certificate, private key file, private key password file, and ASK file, and click OK.
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FPS Cert Registration

* FPS Certification File{.der or .cer):

* Private Key File(pem):

* Private Key Password File(.txt):

* Acle File(txt):

Note

If you have any questions, please submit a ticket.
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Obtaining the UID and Key Information

Last updated : 2023-02-27 15:47:12

The licensing services of DRM encryption in CSS are provided by the third-party vendors SDMC and DRMtoday. To
use DRM encryption, you need to provide CSS with your SDMC or DRMtoday user key. This document shows you
how to obtain an SDMC or DRMtoday user key.

SDMC

Directions

1. Visit SDMC’s DRM service registration page.

Leave a message, and we will send you free
.g' Location trial demo!

High-tech Industrial Park,
Nanshan District, Shenzhen, Your Name Your Company

China

Your Email* - +86

J Make A Call Tell Us About Project *
+86-18617185008

a Send A Mail

info@xmediatv.com

Send Message °

2. Enter your information and click Send Message. You will receive an acknowledgement email from SDMC in a few

hours, and the company’s salespeople will contact you to confirm your information.

Thanks for your interesting in our solution. This is XMedialV Business Team from SDMC, taking charge of OTT platform & Cloud business. Glad to work togehter with you.

Regarding to your project, we have the corresponding solution to meet your requirements and we also have delivered many global similiar projects successfully. May i know your whatsapp or Skype to discuss directly?

who we are:
SDMC is invested by Tencent, which is one of the biggest internet company in China. SDMC and Tencent joint together launched Cloud Online Video SaaS platforn TXMedia to provide high quality video streaming service to customers.

Grow your video business in:

Ve glad to invite you to video and audio streaming service community, here we freely sharing and answering any streaming related questions, helping you empower your video business by content share, white-label platform, video revenue model
infos. ... come and talk to our experts in:

Whatsapp group — https://chat. whatsapp. cor

Facebook group — https://www. facebook. con/

Linkedin group — https://www. linkedin. com/

, cutting-edge

Kno
SDMC

solution first!
oduction V4.7 20210626. pdf

Please grab some time with me whenever you' re ready - Schedule a Meeting
Best regards.

Xmedia Business Team
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3. SDMC will review your application and email you the address of its DRM console and your initial password.

4. Log in to the SDMC DRM console with the account and password you received.

+ MediaCloud

Account

Password

SIGN IN (3)

Forget your password?

Don't have an accont?Ask for a free test accont
here
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5. Click DRM SETTINGS to view your user ID, secret ID, and secret key.

A MediaDRM

DASHBOARD

CONTENTS [Multi-DRM] Access Secret

LICENSES

User ID: @ Copy
ACCESS CONTROL

Secret ID: ) Copy

8 LICENSES USAGE

DRM SETTINGS Secret Key: @ Copy

[Multi-DRM] Settings

Access Control: @ m
FPS Cert Registration: @

License Server Endpoint: @ https://prod.multidrm.tv

SPEKE API Token: @

Copy

6. Go to DRM management of the CSS console and enter the information obtained.

Secret key information

soMC

DRMtoday

Directions
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1. Visit the DRMtoday website and fill in the information as required.

Request your FREE DRM trial

Complete our signup form and we'll be in touch to start your assessment.

«” 30 days free (up to 500 licenses) «” No credit card required «” No obligation

Company Streaming formats you use
0O MPEG-DASH O Smooth Streaming
0O HLS O CMAF
Website
Encoders/packagers you use Video players you use
First name Last name
Your streaming use cases
0 VOD O Live O Offline
Company e-mail
Comments

Country where you're based
[Please select] ~

How did you hear about us?
Expected monthly users

h Other
[Please select] v
O I have read and accepted the Privacy Policy,
I'm not a robot
U | have read and agreed to the Evaluation License Agreement.
ereCAPTCHA
O Yes  Yes, castLabs may e-mail me occasional updates to stay informed about streaming technology. Privacy - Terms

ON YOU MAY OPT-OUT AT ANY TIME USING EACH E-MAIL'S UNSUBSCRIBE LINK. SEE OUR PRIVACY POLICY TO LEARN MORE.
o]
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2. Click Send. Normally, you will receive a system email from DRMtoday within a few hours.

DRMtoday: Free trial request confirmation

Hello
Thanks for your interest in a free trial of castLabs' DRMtoday service!

You'll receive an email shortly with account details to get started on your 30 day assessment period.
Our team validates trial requests, so it may take a business day for your account information to arrive.

If you have any questions please don't hesitate to contact us at: sales@castlabs.com

Below is a summary of the information you've submitted:

First name:

Last name:

E-mail:

Company:

Website:

Country where you are based:
Expected monthly user-base:
Streaming formats: “00

Streaming use cases.

Marketing communication opt-in:

How you heard about us:

Read and accepted the Privacy Policy:
Read and agreed to the Evaluation License Agreement:
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3. Shortly after that, DRMtoday will send you another email containing your account details.

You've been invited to the DRMtoday staging by Tencent.
Here you can access our DRMtoday service to manage your content licensing activity.

Just sign in using this temporary password. You'll be asked to create an account password,
and then you're ready to start downloading!

Your sign—-in email:

Your temporary password:

Sign in now »

Your temporary password is valid for 7 days. If the time limit has expired before entering the password, please contact
helpcenter@castlabs.com to receive a new password.

Sign in to your account castlabs.com

This is an automated email. If you have any questions, please contact our help center:
helpcenter@castlabs.com

©2013-2022 Tencent Cloud. All rights reserved. Page 369 of 553



@ Tencent Cloud Cloud Streaming Services

4. Visit the DRMtoday login page, enter your account, and create a password to log in.

Sign in to your castLabs account

Email

name@host.com

Password

5. You will enter the DRMtoday Dashboard.

< G & https//festaging. 4 be-c63e-4d9e-9dbf-866ab2e751 it/
castLabs T

Welcome to the DRMtoday Dashboard!

P £ s o~ oF £ & ¥

Assets Deliveries Reports Ingest key Configuration Users AP Documentation
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6. Click API. On the page below, note your merchant name and UUID.

API

Endpoints

API Endpoints

All DRMtaday APl endpoints include Your merchant AP name
« either the merchant's APl name or their UUID for identification and

= aticket from CAS for authentication, Your merchant UUID

Please visit the 1 links for details (e.g. method on specific requests.

Operation Method Endpoint
Key ingestion

Ingest key POST htt:

€]
Remove key poST httg t]
Query metadata poST htty 1]
Download metadata GET https:,

Configuration

Configuration depends https:; cet]

Reselling depends https: / et]
Reporting

Monthly summaries PoST https:

Download delivery logs POST https:/.

7. Go to the Users page. Add an API account, grant the permissions, and note the password.

Note :

The password will appear only once. Make sure you note your merchant APl name and password.

Users

List @ <+ Adduser <+ AddAPlaccount

Permissions O Enabled

(C |

Description

* Required fields are marked with an asterisk.

© Add API account Reset

e

1<
E
C

Enable the APl account you created:
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Users

Lst @ 4 Adduser 4 Add APl account

Enabled Login Name Last updated
@
@
@
[ You | n 2022.05.27 02:14:30
@ [ 271
© (e 2022052702381
@ @

by

8. Go to Configuration > Ingest Settings. Add a key seed to generate the key (key seed ID) and IV (IV seed ID).

Note :

A key generated by a key seed can be viewed multiple times. You can provide it to your DRM encryption

provider. For simple encryption with HMAC SHA512, you can use the key seed and key ID to generate an

HMAC SHA512 string and use the first 16 characters of the string as the key or IV.

Keyseeds  Widevine CENCAPI  Harmonic API CPIX / SPEKE API

Key seeds
Configure key seeds for key derivation during ingests that derive the key from a keyld using the key seed here (e.g. Widevine ingest API).
Enabled D Description Key derivation algorithm Added by
[ © ] . - 2022.05-26 03:11:15
[ o) 5 2021-02-03 09:43:49
[ o) | 2021-02-03 09:43:36
I [ o) B I 2022-05:26 03:11:43

Add key seed

Enabled

Description *

Key seed * Key derivation algorithm

Hex~ < 7z

i After submitting this form, the key seed will not be accessible again. Please secure a copy for your records.

<
© Add key seed

9. After obtaining the merchant name, merchant UUID, merchant API name, merchant API password, and key seed
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ID, and IV seed ID, enter the information in DRM Management of the CSS console.

DRM management

@ To enable DRM encryption, please obtain the key information from your DRM licensing service provider. How do | get secret key information? [

CSS supports Widevine, FairPlay, and NormalAES DRM encryption for HLS playback. For FairPlay DRM, you need to upload the license you cbtain from Apple to your player. How do | get a license? [

Secret key information

censing service CRMtoday v

Cancel

Note :
If you encounter any problems while trying to obtain the above information, please submit a ticket. We will help

you navigate the process.
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Live Subtitling

Last updated : 2024-07-26 14:46:39

The live subtitling function converts voice information into subtitles by real-time Automatic Speech Recognition (ASR)
during live streaming, and subsequently translates them into the target language.Currently, this feature offers voice
translation services for 16 language pairs, including Chinese-English, Chinese-Japanese, and Chinese-Korean.In
practical applications, please select the proper type according to your business needs and audience group.

This document describes how to create, modify, and delete subtitle templates through the console.

Points of Attention

A template takes effect about 5 to 10 minutes after successfully created.

To use the live subtitling function, after binding a subtitle template to a transcoding template, you should obtain the
subtitle stream with the suffix of a playback address corresponding to the name of a transcoding template.

Live subtitling function is a premium service. Utilizing this function will incur live transcoding fees and ASR fees of
MPS. Cross-language translation may generate voice translation fees of MPS. For the specific billing rules, please

refer to billing document.

Prerequisites for Use

The CSS service has been activated.

Creating Subtitle Template

1. Log in to the CSS console. Choose Feature Configuration > Live Subtitles.

Note:

Due to the use of the live subtitling function, creating a service role and authorizing the current account role to use
MPS product services are required for the first creation of a subtitle template.

2. Click Grant access to enter the CAM role management page.
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Live subtitles

Convert speech in live streaming to text in real time

To use the live subtitling feature, you need to activate Tencent Cloud Media Processing Services (MPS).

o Grant the current account access to MPS

|® The current account does not have access to MPS yet. Grant access [2

=
| have read and agree to the MPS Service Level Agreemeant. \‘ -

3. On the role management page, click Grant. After completing identity authentication to finish the MPS authorization,

you can utilize the MPS service normally.

)i € Role Management

Management

Dashboard

Service Authorization

Users

After you agree to grant permissions to Cloud Streaming Se

es, a preset role will be created and relevant permissions will be granted to Cloud §

User Groups

LVB_QCSRale

Policies
Service Role
Roles
. i Current role is 3 Cloud Streaming Services service role, which will access your other cloud service resources within the permissions of the associated policies.
Identity Providers
Preset policy QeloudAccessForlVBRolelnMPS (D)

Access Key

Cance

4. After successful authorization, select the service agreement and click Start. The system will automatically activate
the MPS product and open the live subtitling management page.

5. Click Create template to enter the subtitle template creation page and configure the template as follows:

Live subtitles

This feature allows you to convert speech in live streaming to text in real time. To use it, you need to bind your subtitle template to a transcoding template and append the name of the transcoding template to
see Live Subtitling [4.

Live subtitling is a paid value-added feature. Using it may incur live transcoding fees (charged by CSS), speech recognition fees, and speech translation fees (charged by MPS). Learn more [

Create template Bind transcoding template

Create Template Create subtitle template

subtitle
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e e chinese ) English Japanese Korean

Target e (® Chinese v

btitles Target O Source + target

Prese e
Dynamic/Steady State Effect @ Real-time Dynamic Subtites () Delayed Steady State Subtitles 10 v sec
Line spaci 0
Mergins 0
Fi Source Text =~ Dynacw Dial v Translate | Heiti v
Lines @ [o X 2

ters per line - 45 +
Previe

Translation setting: not support preview

Previe: v size Width: 1920 PX  Height: 1080 PX

Save Cancel

Note:
The font selection for subtitles will vary depending on the Source language, Target language, and Subtitles you

select. Please select the appropriate type according to your actual needs.
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Configuration Item
Template Name

Template
Description

Source language

Target language

Subtitles

Preset styles

Dynamic/Steady
State Effect

Cloud Streaming Services

Description

The prefix for the template name is fixed to "subtitle". The template name cannot exceed
30 characters and only supports English letters and digits.

Subtitle template description. It contains up to 100 characters, only supporting letters,
digits, underscores, and dashes.

The default language is Chinese, and English, Japanese, and Korean are also
supported.

It is set to None by default. Switching to any of the three other options not selected in the
source language is supported. For instance, if English is selected as the source
language, the available options for the target language include No Selection, Chinese,
and Japanese, Korean.

Cross-language translation will incur voice translation fees of MPS. ASR fees will be
generated without translation. For more details, please see Content |I.

If you need to translate it into other languages, please submit a ticket to contact us.

Source is suported by default. Target and Source + target are also supported.
Through the three options of Source language, Target language, and Subititles,
Supports subtitles in the following sixteen language types:

Original Chinese subtitles

Chinese translated into English

Chinese translated into Japanese

Chinese translated into Korean

Original English subtitles

English translated into Chinese

English translated into Japanese

English translated into Korean

Original Japanese subtitles

Japanese translated into Chinese

Japanese translated into English

Japanese translated into Korean

Original Korean subtitles

Korean translated into Chinese

Korean translated into English

Korean translated into Japanese

The default option is Small text without bar. You may select Small text without bar,
Large text without bar, Small text with bar, or Large text with bar to configure the
settings. Once selected, the system will automatically set the corresponding subtitle
style, which can be manually modified.

The default setting is Delayed Steady State Subtitles, which can be switched to Real-
time Dynamic Subtitles.
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When choosing the Delayed Steady State Subtitles mode, it's necessary to set the
latency, with a default value of 10 seconds. Available latency options include 20
seconds, 30 seconds, and 60 seconds.

Note:

When selecting Real-time Dynamic Subtitles, the subtitles in the live broadcast will
dynamically correct the content word by word according to the spoken content. When
selecting Delayed Steady State Subtitles, the system will delay the live broadcast
according to the set time, but the experience of watching complete sentence subtitles
mode is better.

The vertical distance percentage represents the ratio of the vertical distance to the
vertical width of the subtitles from the bottom of the screen. The vertical position of the
subtitles is configured by adjusting the vertical distance percentage.

Value range: 0 - 100%.

Line spacing

The horizontal distance percentage represents the ratio of the horizontal distance to the
horizontal width of the subtitles and the side of the screen. The horizontal position of the
subtitles is configured by adjusting the horizontal distance percentage.

Value range: 0 - 50%.

Margins

The font selection for subtitles will vary depending on the Source language, Target
language, and Subtitles you select.

Options include Heiti, SimSun, Dynacw Diamond Black, and Helvetica.

When the Original Text + Translated Subtitles mode is selected, the default font for
both source and target is Heiti. If the subtitles displayed are in English, the "Helvetica"
font can be chosen.

Font

Options are 1 or 2, with 1 selected by default.
When lines exceed the displayed range, only the latest content will be displayed.

Lines

Value range: 1-100. Default value: 45. One Chinese character count as one word. One
Characters per line English character or number counts as half a word. The fewer the characters per line
are, the larger the font size is.

The default font color is black. The color can be customized.

Color The default background color is black. The customization of level of transparency is

supported.
. Entering the subtitle test content is to add new subtitles to videos for previewing the

Test subtitle i
subtitle effects.

Preview You can preview the subtitle effects configured in the current template. The subtitle
effects are only for reference. The content is not translated.

Preview window Set the subtitle preview window size:

size Default values for width and height: 1920px for width and 1080px for height.
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Value range for width and height: 360px - 4096px.

6. Click Save to save the current template.

Binding Transcoding Template

1. Log in to the CSS console. Choose Feature Configuration > Live Subtitles.

2. The system allows subtitle templates to bind transcoding templates or adaptive bitrate templates. Both transcoding
templates and adaptive bitrate templates have similar subsequent use procedures. A transcoding template serves as
an example for decription below:

2.1 Direct association with transcoding templates:

2.1.1 Associate a transcoding template after it is successfully created: After the successful creation of a transcoding

template, click Bind transcoding template in the upper left corner.

Live subtitles

This feature allows you to convert speech in live streaming to text in real time. To use it, you need to bind your subtitle template to a transcoding template and append the r
see Live Subtiting [&.
Live subtitling is a paid value-added feature. Using it may incur live transcoding fees (charged by CSS), speech recognition fees, and speech translation fees (charged by !

Create template | Bind transcoding template |

2.1.2 Select Transcoding template or Adaptive bitrate template according to your actual business requirements,

then click Confirm.
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Bind transcoding template pod

Live subtitles will be automatically enabled for the bound transcoding template.

Select a template (or add a template in "Live transcoding B ™ or "Adaptive Bitrate "

Template
= . \_l_ Template ID Template Type Loudness

N

Transcoding T... -
Transcoding T... -
Transcoding T... -

Transcoding T... -

[ Adaptive bitra. ..
[ Adaptive bitra. ..
[ Adaptive bitra. ..
b Adaptive bitra. .. -

2.2 In order to bind a playback domain to the corresponding transcoding template, the subtitle effects will be output at
the same time when the transcoding stream is obtained subsequently (add _ transcoding template name after the
corresponding live stream StreamName to generate a transcoding stream address).

Note:

Once the transcoding template is bound, the subtitle function configured in the transcoding template will be

synchronously activated.

Unbinding

1. Log in to the CSS console. Choose Feature Configuration > Live Subtitles.
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2. Select the transcoding template associated with a domain name and click Unbind.

Live subtitle configuration

subtitletest001

ESTRTZETUSESEE- NS NESisriassll, $XTASTR, An8k
FEETEE.

Unbind

3. Confirm whether to unbind the current associated domain. Click Confirm to unbind it.

Are You Sure You Want to Unbind This Template from the Domain Name?

After the template is unbound, you need to stop and play the siream again to apply the

change.

Modifying a Template

1. Log in to the CSS console. Choose Feature Configuration > Live Subtitles.

2. Select the successfully created subtitle template and click Edit on the right to go to the template information

modification page. Click Save to finish the modification.
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Live subtitle configuration

subtitletest001

ESTADSTLUSESER-nsTwesirorga il SAFARER. S8k
L ETEY.

Unbind

Deleting a Template

Note:

If the template has already been associated, you must first unbind it before you proceed with the deletion process.
Note that a template cannot be restored after deleted. Be careful when performing operations.

1. Log in to the CSS console. Choose Feature Configuration > Live Subtitles.

2. Select the successfully created subtitle template and click Delete above.

Live subtitle configuration E

subtitletest001

EEFADETUETSER-ns N esrsrgeall. SATRSER. STEE
BEETEY.

None

3. Confirm whether to delete the current subtitle template, then click Confirm to successfully delete it.
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Delete subtitle template pd

Are you sure you want to delete subtitletesto01
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Relay

Last updated : 2024-05-30 17:30:53

If your live streaming source does not have the capability to push streams or if you want to stream on-demand videos,
you can use the relay feature to quickly pull content from an existing live streaming source or video and then deliver it

to the destination. You don’t need to push streams yourself.

Region: set the region of the source URL (recommended) or destination URL
as the region to execute the task.

Source URL

Live streaming video
— Relay backend »  Destination URL ’

VOD file

Prerequisites

You have activated CSS and logged in to the CSS console.

You have added a push domain name in the console.

Limits

You can create up to 200 relay tasks. If your relay business has a substantial volume and you require a larger task
quota, contact us by submitting a service ticket, or seek assistance from our business manager.

The relay feature is charged based on the duration of relay tasks. For details, see Relay.

CSS is only responsible for pulling and relaying content. Please make sure that your content is authorized and

complies with relevant laws and regulations. In case of copyright infringement or violation of laws or
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regulations, CSS will suspend its services for you and reserves the right to seek legal remedies.

The local relay mode became a paid feature starting from 00:00 on November 23, 2022. To learn more, see
Extended Features.

For relay, when pulling or pushing global streams, you need to set the task region to outside Chinese mainland.

You can use the relay recording function by binding a cloud streaming recording template, which will generate
recording costs. The recording templates bound to the relay function only support templates that record the original
stream content. To modify the recording template during a relay task, you need to halt the current task for 30 seconds
before restarting it, only then can the new recording template take effect.

After the relay is bound to the transcoding template, the stream will first be pushed to CSS for transcoding, and then
forwarded to the objective address of the task. The stream ID style of the push stream used for transcoding is
"pp_relay task id", example: pp_12345678. Additional upstream push charges may be incurred. For the upstream

push billing rules, please refer toUpstream Push Billing Instructions.

Creating a Task

1. Go to Relay, and click Create Task.

Relay

The relay function is a paid value-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the Stream from the Source address equates to piayback, and the source address will generat comesponding playba
billing rules, please refer to the  Biling Documentation [
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and regulations for distribution. I the contents infringe: relevant rights o violate regulations, CSS will suspend related features and reserve the rignt to legal action.

Current/Total Tasks Allowed Active Expired
47196 1 1 cramers)
Auto-delete not enabled  Set
Task Description/ID Primary Source Type Push Destination URL Status Start Time $ End Time ¢ Operation
rimp://
Live streaming Valid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming datz
rimp:// L
Live streaming Disable 2024-05-23 1511112 2024-05-24 15:11:12 Streaming datz
Live streaming mp:// Not started 2024-08-08 11:10:12 2024-08-14 11:10:12 Streaming datz
rimp:/f
Image Expired 2023-11-07 17:21:12 2023-11-08 17:21:12
Tc S 10~

2. Enter the basic information:
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1 Basic Task Info

Configuration Item

Task Description

Execution Time

Event Callback
Notification

e * 2024-05-23 17:09:46 ~ 2024-05-24 17:08:46  [F)

Description
Describe the task.

By default, itis from Current Time t0 Current Time + 24 Hours .The
optional range of execution time is any time within one year of the current time, but
the duration cannot exceed 7 days.

Assuming the current time is 15:18:50 on May 23, 2024, then:

The optional time is from 15:18:50 on May 23, 2024 to 15:18:50 on May 24, 2024.
The end time cannot exceed 15:18:50 on May 24, 2024.

Enter a callback URL for receiving relay event notifications.

3. Provide the source information.

2 Content Source Info

Fandom (Chinese mainland) | ®

| Q

| Random (Chinese mainland) .

Morth China(Beijing)

age

East China(Shanghai)

South China(Guangzhou)

Region: Random (Chinese mainland), North China region (Beijing), East China (Shanghai), South China

(Guangzhou), Southeast Asia (Singapore), Southeast Asia (Bangkok), Northeast Asia (Seoul), South Asia (Mumbai),

©2013-2022 Tencent Cloud. All rights reserved. Page 386 of 553



@ Tencent Cloud Cloud Streaming Services

Hong Kong.

If you select Random (Chinese mainland), the system will assign a region that is nearby.

4. For Content Type, you can select Live streaming, Custom video path, or Image.

4.1 Live streaming:

Enter a live streaming URL (only one is allowed).

You can select Enable backup.

In the event that the primary input source fails to retrieve content, an automatic switch to the backup input source will
be initiated for content acquisition. If the backup input source's content type is live streaming, a manual switch back to
the primary input source is required once it is restored. However, if the backup input source's content type is a custom
video, the system will automatically revert to the primary input source upon completion of the current custom video
playback cycle. The backup input source only supports the continuous loop playback of a single video.

Application scenarios: The backup source function is ideal for long-term live streaming tasks, preventing black screen
viewing due to stream interruption, and providing backup sources and padding. For manual real-time switching of live

streaming scenarios, it is recommended to use the cloud director station function.

2 Content Source Info

Random (Chinese mainland) * @

pe * o Live streaming Custom video path Image

Enable backup (i)

Content Type # o Live streaming Custom video path

Source URL =

4.2 Custom video path:

You can enter multiple (max 30) source URLs.

Select Repeat to repeat the playback indefinitely or Specified to specify the number of times (1-100) to play the
content.

If you enable local mode, sources in MP4 format will be cached to the local node before they are relayed. This ensures

smoother and more reliable playback.
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2 Content Source Info

Redgion *

Random (Chinese mainland) r @

“ontent Type = () Live sireaming Io Custom video path I Image

Add Video ne system play videos from the first to the last URL
Custom video path Operation
it/ mpd Delete

Relaying local files will incur additional fees &

Playbach ) Repeat Specified (3

4.3 Image:

Upload an image or enter an image URL. You can click Preview to preview the image.

Images in JPEG, JPG, PNG, or BMP format are supported. If you enter an image URL, there is no limit on image size.
If you upload an image, it cannot exceed 2 MB.

The file names of images to be uploaded only support letters, digits, and the following characters: - ! _ . *

2 cContent Source Info

Random (Chinese mainland) * ®

Live streaming Custom video path
https:// Upload
Supports JPEG, JPG, and PNG re is no limit or ou use a URL. If you upload an image, it cannot be larger than 2 ME, and the file

Note:

The system will stop a relay task either when the playback count reaches the specified value or when the task reaches
its end time.

In case of task modification:

If you change only the playback count, after the new value is applied, the count will start from 2.

If you change both the source URL and playback count, after the new configuration takes effect (whether immediately

or after the current playback ends), the count will start from 1.
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If you change the destination URL, the playback count will be reset.

Relaying a locally cached MP4 file will incur additional fees, which are based on the duration of the file relayed.

5. You can select Watermark Configuration ,Transcoding Configuration, and Recording Configuration. The
configuration methods are as follows:

5.1 Watermark Configuration:

Click

to enable the watermark configuration. The PNG, JPG, and GIF watermark image formats are supported.

3 Optional settings

watermarks will incur 2 transcoding fee &

g transcoding generate live transcoding fees [

T
T
!

1
3]

ncur recording fees 4

Set Watermark Type. You can select Custom watermark URL and Upload image.

For optimal visual effect, the watermark should be a transparent PNG image, with a file size less than 2 MB.

The file names of images to be uploaded only support letters, digits, and the following characters: - ! _ . *
Custom watermark URL

Upload image

Select Custom watermark URL, Enter the URL of the watermark image in the image address input field. By clicking

on Preview, you can view the watermark in the preview section.
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Watermark Configuration

Watermark type O Custom watermark URL Image Upload

mage URL https:/ Preview

Preview window size  Width: 1920 Px  Height 1080 PX | Update
Location X-AXIS | — 0 4+ % Y-AXIE | — 0 + %
Save Cancel

select Upload image, click Select Image Upload Watermark Image. The watermark image size supports full-

window dimension stretching.
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Watermark Configuration

Watermark type Custom watermark URL O Image Upload

LIpload

Select image

Mote: For a better v

¢ D

numbers, and special characters -

&

(18]
=
[1%]

Px¥  Height 1080 Px  Update
Location X-AXIS | — 0 + % Y-AXIS | — 0 + %
Save Cancel

Configure the preview window size for watermark images:
Default dimensions: width 1920px, height 1080px.
Dimensional range: 360px to 4096px.
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You can click the Update button on the right to perform automatic verification and synchronize the update of the
watermark preview window.

Set the display position of the watermark image through the following methods.

Drag the image position on the watermark image configuration bar.

Configure the display position in the X-axis and Y-axis directions.

J Optional settings

- Adding watermarks ncur a transcoding fee &

Location H-AXIS 0% Y-AXIS 0%

Note:

Enter the source information of the content. When the content type is image, the watermark configuration cannot be
enabled.

Enabling the watermark function will generate transcoding costs.

When modifying the watermark, it takes effect immediately for live streaming source tasks, and for on-demand video
source tasks, it takes effect starting from the next file. Modifying the watermark can cause playback to stutter. Usage
scenario: It is recommended to use when relaying to a third-party origin server that does not have a watermark feature.
For example, if you relay to CSS, you can use the live watermarking feature of CSS.

5.2 Transcoding Configuration:

Click

, select to enable the transcoding configuration, select a transcoding template, and click Confirm.
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3 Optional settings

hé} B Adding watermarks will incur a transcoding fee &
@

é Enabling transcoding will generate live transcoding fees 4.
é S Using the recording feature will incur recording fees &
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Transcoding Configuration

@ After the relay is bound to the transcoding template, the stream will first be
pushed to C55 for transcoding, and then forwarded to the objective address
of the task. The stream 1D style of the push stream used for transcoding is
“pp_relay task id", example: pp_12345678. Additional upstream push
charges may be incurred. For the upstream push billing rules, please refer
to Upstream Push Billing Instructions [4 .

Select a template (or add a template in "Feature Configuration 3"

Template Template Template
Name D Type

Transco. .
Transco. .
Transco. .
O Transco...
Transco. .
Transco. .
Transco. .

Transco. .

Note:

Enabling transcoding will incur live transcoding fees.

Qriginal. ..

Qriginal. ..

Qriginal. ..

Qriginal. ..

Qriginal. ..

Qriginal. ..

Qriginal. ..

Original...

Cancel

m =
o

5000 kbps

2000 kbps

2000 kbps

2000 kbps

2000 kbps

-10

Cloud Streaming Services

Configuring a transcoding template will transcode the pull stream source before relaying. Turning on, off, or changing

the transcoding template will take immediate effect. Modifications to the currently bound transcoding template in the

pull task will only take effect after the task is restarted.

5.3 Recording Configuration
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Click

to enable the recording configuration, select a recording configuration template, and click Confirm_.

3 Optional settings

G} . Adding watermarks will incur a transcoding fee [&

é Enabling transcoding will generate live transcoding fees .
= |~

é o Uzing the recording feature will incur recording fees [
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Recording Configuration %

Select a template (or add a template in "Feature Configuration 2"

58]

emplate Template . Rec 5 ge

. ~ Storage | . _

Name D o g Format Pe

- =1l
[VOD]) Original... HLS Perman...
O [VOD] Original... HLS Perman...

[COS]) Criginal... HLS Perman...
[VoD] Criginal... HLS Perman...
[VOD] Criginal... HLS Perman...
[VOD] Original._. HLS Perman. ..
[VOD] Original._. AACFL . Perman. ..
[COS] Original._. HLS 9 day(s)

Select a recording mode. You can select Record and relay or Record only.
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3 Optional settings

P Adding watermarks ncur a transcoding fee [4
® g g 2

é S Enabling transcoding generate live transcoding fees [
Uzing the recording feature ncur recording fees [&
@
’ : Template Re | Re 0 St ]
: o Template 1D Storage - _ o I
ame itent Format Period
[VOD] Original stre... HLS Permanent,...
nde o Fecord and relay Record only

Node:

Enabling recording will generate recording fees.

The recording templates bound to the relay function only support templates that record the original stream content.
Templates for watermark streams and transcoding streams are not supported.

To modify the recording template during a relay task, you need to halt the current task for 30 seconds before restarting
it, only then can the new recording template take effect.

If the recording template has been associated, it must first be unbound before being deleted. For unbinding
procedures, refer to the unbinding recording configuration.

6. Enter a destination URL.

6.1 Click Address Generator to enter the URL generation page.

Click Add to add destination address 2.

4 URL for Receiving Content

Use Address Generator

6.2 Select an existing push domain, enter the Appname , StreamName , and expiration time, and click Confirm

to generate a push URL, which will be auto-filled as Destination Address.
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Address Generator W

SARIEHON HME= 1 5004 05-24 17:00:46 B @

Note:

The URL expiration time must be later than the task end time. If you change the destination URL after the task starts,
it will stop and restart.

Managing Tasks

Viewing Task Details

In the task list, find your task, and click its description/ID to view task details in the pop-up window.
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Relay T

The relay function is a paid valuz-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address wil generate comresponding playback/download fees. Fo
the Billing Documentation [2
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and requlations for disiribution. If the contents infringe relevant rights or iolate regulations, CSS will suspend related features and reserve the right fo legal action. Ta

Current/Total Tasks Allowed Active Expired

5/195 2 1 cramars c

Prima Start Time $ End Time ¢
mp:f)

Live streaming Valid 2024-05-23 17:09:46 2024-05-24 17:09:46 Streaming dat
rtmp:/f

Live streaming Valid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming dat
rtmp:f/

Live streaming Disable 2024-05-23 15:11:12 2024-05-24 1511112 Streaming dat

Live streaming rtmp:f/ started 2024-08-08 11:10:12 2024-08-14 11:10:12 Streaming dat

Image ftme:# Expired 2023-11-07 17:21:12 2023-11-08 17:21:12

Note:
You can click the buttons at the bottom of the pop-up window to edit the task, switch sources, restart the task, or
disable the task.

Viewing Task Status

In the task list, find your task, and click its description/ID to view its execution status in the pop-up window.

Relay Ta

The relay function is a paid value-added service, the fees of which encompass fhe relay task duration fees, the third-party relay fees, and ine value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address wil generate corresponding playback/download fees. Fo
the Billing Documentation [
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and regulations for distribution. If the contents infringe relevant rights or violate regulations, GSS will suspend related features and reserve the right to legal action Ta

Current/Total Tasks Allowed Active Expired

5/195 2 1 cramers

Set
Task Desc D Prim sta Start Time # E
rtmp:/i.
et Live streaming me 2024-05-23 17:09:46 2024-05-24 17:00:46 Streaming dat
mpr e
Live streaming Valid 2024-05-23 16:05:02 2004-05-24 16:05:02 Streaming dat
rmp:r
Live streaming Disable 20240523 15:11:42 2024-05-24 151112 Streaming dat
Live streaming mpr ot starte 2024-08-08 11:10:12 2024-08-14 11:10:12 Streaming dat
rimp: /¢ .
Image Expire 2023-11-07 17:21:12 2023-11-08 17:21:12

Task Status Field Value Description
Not started Inactive The task has not started yet.

Valid Active The task has started and is executed as expected.
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Inactive
Disabled Inactive

Expired Inactive

Querying Streaming Data

Cloud Streaming Services

The task has started but is not executed as expected.

The task is disabled.

The task has expired.

In the task list, select the successfully created relay task, and click Streaming data in the Operation column on the

right to query the streaming data of the relay task. The event display information includes the event type, content type,

time, source IP, target IP, and detailed information.

Relay

The relay function is a paid value-added service, the Tees of which encompass Ine relay task duration fees, the third-party relay fees, and the value-acded function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generale corresponding playback/do

rules, please refer to the Billing Documentation [2.

Relay only puls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and regulations for distribution. If the contents infringe relevant rights or violate regulations, CSS will suspend related features and reserve the right to legal action.

Current/Total Tasks Allowed

9/195

Create Task v View Usage

Ta

Description/ID Primary Source Type  Push Destination URL

et Live streaming 1o,

rmp:I7
Live sireaming

rtmp://
Live streaming £
Live streaming tmp:l)

impi

Image

Active

Disable

Start Time %

2024-05-23 17:09:46

2024-05-23 16:05:02

2024-05-23 15:11:12

2024-08-08 11:10:12

2023-11-07 17:21:12

End Time $

2024-05-24 17:09:46

2024-05-24 16:05:02

2024-05-2415:11:12

2024-08-14 11:10:12

2023-11-08 17:21:12

Expired

ed St

User Guide @ Task D

Operation
| Streaming data

Streaming data

Streaming data

Streaming data

The streaming data query page of a relay task allows you to query the data of a single stream in the past seven days,

including the video frame rate, video bit rate, audio frame rate, and audio bit rate.

The interval between the start and end time of the query should not exceed 3 hours.

Relay / Relay task statistics / Task ID:

| Yesterday 2 days ago 2024-05-23 15:00:00 ~ 2024-05-23 17:41:20 m |

You can query data in last 7 days. The query period is up to 3 hours. If a push from the same IP is restarted after an interruption, its trendlines will resume in a different color.

Video Frame Rate
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Video Bitrate

Audio Frame Rate

Audio Bitrate

Events

Event Type

Error
Error
Error
Error
Error
Error

Error

Content Type

Live streaming

Live streaming

Live streaming

Live streaming

Live streaming

Live streaming

Live streaming

Time

2024-05-23 17:41:20

2024-05-23 17:41:17

2024-05-23 17:41:11

2024-05-23 17:41:09

2024-05-23 17:41:08

2024-05-23 17:41:06

2024-05-23 17:41:06

©2013-2022 Tencent Cloud. All rights reserved.

Source IP

Destination IP

Cloud Streaming Services

2024-05-23 17:38:21
== 2008430_ 0

O — —

Details

open master source failed

open master source failed

open master source failed

open backup source failed

open master source failed

open master source failed

open backup source failed
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Error Live streaming 2024-05-23 17:41:05 - open master source failed
Error Live streaming 2024-05-23 17:41:03 - open backup source failed
Error Live streaming 2024-05-23 17:41:02 : - open master source failed
Total items: 338 10 v /page 1 /34pages > M

Modifying a Task

1. In the task list, find the task you want to modify, and click Edit.

Relay

The relay function is a paid value-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate corresponding playback

billing rules, please refer to the Billing Documentation [2 .
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and regulations for distribution. If the contents infringe relevant rights or violate regulations, C3S will suspend related features and reserve the right to legal action

Current/Total Tasks Allowed Active Expired
5/195 2 1 cramers
Auto-delete not enabled  Set
- User Guide [2 TaskID
imary S sh Destination URL Status Start Time ¢ End Time 3 Operation
=l Live streaming e Valid 2024-05-23 17:09:45 2024-05-24 17:08:46 Streaming dat:
rmp:fi
Live streaming valid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming datz
mp:ty -
Live streaming Disable 2024-05-23 15:41:12 2024-05-24 15:11:12 Streaming datz
Live streaming rtmp:/ Not startes 2024-08-08 11:10:12 2024-08-14 1110012 Streaming dat:
rmp:,
Image Expires 2023-11-07 17:21:12 2023-11-08 17:21:12

2. Modify the task information, and then click Save.

You cannot change the region or content type.

When modifying the task end time, make sure that the destination URL is valid until the task ends. Modifying the
destination URL will cause the task to stop and restart.

If you change watermark settings for a live streaming source, the modifications will take effect immediately. For an on-
demand video source, modifications to watermark settings will take effect starting from the next video. Modifying
watermark settings may cause playback to stutter. We recommend you use the watermark feature for relay only if you
relay to third-party sites that do not have watermarking capabilities. If you relay to CSS, you can use the live
watermarking feature of CSS.

The recording templates bound to the relay function only support templates that record the original stream content. To
modify the recording template during a relay task, you need to halt the current task for 30 seconds before restarting it,

only then can the new recording template take effect.
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€< Modify Relay Task

1 Basic Task Info

Task Description test01
Execution Time =

k Notificatiol

2 Content Source Info
Region = - @

Live streaming Custom video path Image
https:// : =

Enable backup (&)

Custom video path

https://
3 Optional settings
Watermark () Edit
Adding watermarks will incur a transcoding fee [2 .
L X-AXIS 0%  Y-AXIS 0%
©
Té laty Té lat
cmpiate Template ID cmpiate Codec
Name Type

Transcoding...

@
@

nerate live transcoding fees [4.

@ =i

Using the recording feature will incur recording fees [ .
T lats R di
emplate Template ID Storage ecording
Name Content
[voD] Original stre...
Mode o Record and relay Record only

4 URL for Receiving Content

Destination : =

rtrmn- /7

©2013-2022 Tencent Cloud. All rights reserved.

2024-05-23 17:09:46  ~ 2024-05-24 17:09:46 m

Original codec

Video Bitrate

2000 kbps

Recording
Format

HLS

Cloud Streaming Services

Loudness

Storage
Period

Permanent
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G - PRt

Use Address Generator

Save Cancel

3. In the pop-up window, check the information:
Suppose you modified the start time, end time, and playback count of a task. You would see the following

information in the pop-up window:

Confirm Change

ih
[

T
Iael
I

Task Descri... test01 test

Start Time 2024-05-23 17:09:45 2024-05-23 17:10:46
End Time 2024-05-24 17:09:45 2024-05-24 17:10:46
Callback URL hitps:i#

Backup Sou... Live streaming Custom video path
Backup Sou... hitps:if . hitps:/i

If the source URLs for Custom video path are changed, you need to select whether to apply the change After the

current video ends (default) or Now. After the changes take effect, relay will restart from the first source URL.
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Confirm Change

l[tem Before After

Content Type  VOD VOD

Source Conte...

Before change, the content source is video on demand. Please select when to apply the change:  After the current video er

After the current video e

If Destination Address is changed, the system will remind you that after you click Confirm, the current relay task will

stop and restart.

Confirm Change

Item Before After

Destination ...

I Changing the destination URL will stop and restart the current relay task automatically. I

Confirm Cancel

4. After checking, click Confirm.

Copying a Task

1. In the task list, find the relay task you want to copy, and click Copy. You will be directed to the task creation page.
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Relay

The relay function is a paid value-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added funciion fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate corresponding playbackic
billing rules, piease refer to the Billing Documentation 2
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the Iaws and regulations for distribution. If the contents infringe relevant rights or violate regulations, GSS will suspend related features and reserve the right o legal action

Current/Total Tasks Allowed Active Expired

5/195 2 1 cramersy

d Set
Task Description/ID Primary Source Type  Push Destination URL Status Start Time $ End Time $ Operation
te 1 rtmp://
et Live streaming o Valid 2024-05-23 17.09:46 2024-05-24 17:09:46 Streaming data
rtmp://
Live streaming Vvalid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming data
rimp:/ -
Live streaming Disable 2024-05-23 15:11:12 2024-05-24 15:11:12 Streaming data
Live streaming rtmp:// ot starte: 2024-08-08 11:10:12 2024-08-1411:10:12 Streaming data
rtmp:/
Image Expired 2023-11-07 17:21:12 2023-11-08 17:21:12
Si 10

2. The information of the copied task will be auto-filled. You can modify it as needed.
3. Click Save to create a new relay task.
Restarting a Task

Restarting a task will not change its status. An ongoing task will be restarted from the beginning. Perform the
following to restart a task:

1. In the task list, find the relay task you want to restart, and click Restart.
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The relay function is a paid value-added service, the fees of which encompass the relay fask duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate corresponding playback/

billing rules, please refer tothe Billing Documentation E2 -

Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the 12ws and regulations for distribution. If the contents infringe: relevant rights or violate regulations, CSS will suspend related features and reserve the right to legal action

Current/Total Tasks Allowed

5/195

Task Description/ID Primary Source Type  Push Destination URL

. rtmp:fi
test0 Live sireaming B

rtmpiH

Live streaming

Live streaming rmel

Live streaming rtmp:ti
rmp:H

Image

2. In the pop-up window, click Restart.

Restart Task

Disabling a Task

Active

2

Status

Valid

Valid

Disable

Start Time $

2024-05-23 17.09.46

2024-05-23 16:05:02

2024-05-23 15:11:12

2024-08-08 11:10:12

2023-11-07 17:21:12

Cancel

End Time $

2024-05-24 17.09.46

2024-05-24 16:05:02

2024-05-24 151112

2024-08-14 11:10:12

2023-11-08 17:21:12

Expired

1 Channel(s)
Auto-delete not enabled  Set

User Guide 2~ TaskID

Operation

Streaming data
Streaming date

Streaming data

Streaming data

If you disable a task, the task will stop. You can click Enable to start it again. Perform the following to disable a

task:

1. In the task list, find the relay task you want to disable, and click Disable.
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The relay function is a paid value-added service, the fees of which encompass the relay fask duration fees, the third-pariy relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate comesponding playbackic

billng rules, please refer tothe Biling Documentation [2

Relay only pulls and pushes contents. Please ensure that tne contents have been authorized and comply with the laws and regulations for distribution. I7the contents infringe relevant rights or violate regulations, CSS will suspend related features and reserve the right to legal action

Current/Total Tasks Allowed

5/195

Task DescriptionD  Prim urce Type  Push Destination URL
et Live streaming ftmp:l
ftmp:/i
Live streaming
tmp:ll
Live streaming e
Live streaming ftmp://
fimp:/,

Image

2. In the pop-up window, click Disable.

Disable Task

P - 8 m A

Enabling a Task

Active

2

Status Start Time $
Valid 2024-05-2317:09:46
Valid 2024-05-23 16:05:02
Disable 2024-05-2315:11:12
2024-08-08 1110012
E 2023-11-07 17:21:12
to enable it to restart tfrom Hh
-
Cancel

End Time $

2024-05-24 17:09:46

2024-05-24 16.05.02

2024-05-24 15:11:12

2024-08-14 11:10:12

2023-11-08 17:21:12

Expired

User Guide 2 TaskID ~

Operation

Streaming date

Streaming data

Streaming data

Streaming data

If you enable a task, the task will start from the beginning. Perform the following to enable a task:

1. In the task list, find the relay task you want to enable, and click Enable.
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Relay

The relay function is a paid value-added service, the fees of which encompass the relay fask duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the siream from the source address equates to playback, and the source address will generate corresponding playback/
billing rules, please refer tothe  Biling Documentation [
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the Iaws and regulations for distribution. If the contents infringe relevant rights or violate regulatins, CSS will suspend related features and reserve the right to legal action

Current/Total Tasks Allowed Active Expired

5/195 2 1 cramers)

Task Description/ID Primary Source Type  Push Destination URL Status Start Time $ End Time $ Operation
. rtmp:A i

Live streaming Valid 2024-05-23 17-09:46 2024-05-24 170946 Streaming data
rtmp:/f:

Live streaming Valid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming data
rtmp:f#*

Live straaming Disable 2024-05-23 15:11:12 2024-05-24 151112 Streaming data

Live streaming rtmp:i* 2024-08-08 11:10:12 2024-08-14 11:10:12 Streaming data
rtmp:ff.

Image Expire 2023-11-07 17:21:12 2023-11-08 17:21:12

Total entrie: 10~

2. In the pop-up window, click OK.

Enable Task

Cancel

Deleting a Task

Deleted tasks cannot be recovered. Perform the following to delete a task:

1. In the task list, find the relay task you want to delete, and click Delete.
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Relay

The relay function is @ paid value-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate corresponding playback/
billing rules, please refer to the Biling Documentation [2.
Relay only pulls and pushes contents. Please ensure that the contents have bean authorized and comply with the 1aws and regulations for distribution. If the contents infringe relevant rights or violate reguiations, CSS will suspend related features and reserve the rignt to legal action.

Current/Total Tasks Allowed Active Expired

5/195 2 1 comouts,

abled  Set

Task Description/lD  Primary Source Type  Push Destination URL status Start Time # End Time Operation
==l Live streaming moi valid 2024-05-23 17:09:46 2024-05-24 17:09:46 Streaming data
timp:d/
Live streaming Valid 2024-05-23 16:05:02 2024-05-24 16:05:02 Streaming data
Tmp:is
Live streaming Disable 20240523 15:11:12 2024-05-24 15:11:12 Streaming data
Live streaming fimp:d/ Not starte 2024-08-08 14:10:42 2024-08-14 11:10:12 Streaming data
fimp:
Image Expire 2023-11-07 17:21:12 2023-11-08 17:21:12

2. In the pop-up window, click Delete.

n
o
[

Batch Operations

You can delete, disable, and enable up to 10 relay tasks at a time.
1. In the task list, select the relay tasks you want to delete, disable, or enable.

2. Click Batch Operation, and select Enable, Disable or Delete.
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@ Tencent Cloud Cloud Streaming Services

Relay

The relay function is & paid value-added service, the fees of which encompass the relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the stream from the source address equates to playback, and the source address will generate corresponding playback/
billng rules, please refer to the Billng Documentation 2
Relay only pulls and pushes contents. Please ensure that the contents have been authorized and comply with the laws and regulations for distrioution. If the contents infringe relevant rights or violate regulations, CSS will suspend related features and reserve the right to legal action.

Current/Total Tasks Allowed Active Expired

5 / 1 95 2 _’I”(_Dr:zil_w_‘ne\_(s}

,,,,, tensdled  Set
Create Task Batch Operation ~ View Usage User Guide 2 Task 1D
Enable R B
Task Descrit ource Type  Push Destination URL Status Start Time ¢ End Time % Operation
Disable
Delete e p
ming N_ .. Valid 2024-05-23 17-09:46 2024-05-24 17:09:46 Streaming data
mp:
Live streaming Valid 2024-05-23 16:05.02 2024-05-24 16:05:02 Streaming data
" rtmp:i/*
Live sireaming Disable 2024-05-23 15:11:12 2024-05-24 15:11:12 Streaming dats
Live streaming mp: Not startes 2024-08-08 11:10:12 2024-08-14 11:10012 Streaming data
mp
Image Expire 2023-11-07 17:21:42 20231108 172112
S 10~

3. In the pop-up window, click Enable, Disable or Delete.

Delete Task

(8]
i
1
]
3
3
i
i

]
(1]

Auto-Deleting Expired Tasks

A task expires after its end time. If you have too many relay tasks, you may fail to create new ones. To avoid this, you
can enable auto-delete for the system to delete expired tasks automatically at the specified time. Deleted tasks cannot
be recovered.

1. Go to Relay, and click Set in the Expired area.
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Relay

The relay function is a paid value-added service. ine Tees of which encempass tne relay task duration fees, the third-party relay fees, and the value-added function fees. For relay, pulling the siream from the source address equates to playback, and the source address will generate corresponding playbacis

billing rules, please refer to the Billing Documentation [2.

Relay only pulls and pushes contents. Please ensure that ihe contents have been authorized and comply with the laws and regulations for distribution. If the contents infringe relevant rights or violate regulations, CSS will suspend related features and reserve the right fo legal action.

Current/Total Tasks Allowed Active

5/195 2

Task Description/lD  Primary Source Type  Push Destination URL Status Start Time $ End Time %

rtmps i

Live streaming Valid 2024-05-23 17:09:46 2024-05-24 17:09:46
tmp:

Live streaming Valid 2024-05-23 16:05:02 2024-05-24 16:05:02
tmp:

Live streaming Disable 2024-05-23 15:11:12 2024-05-24 15:11:12

Live streaming tmp:/f Not starte 2024-08-08 11:10:12 2024-08-14 11:10:12
tmp:/

Image Expire 2023-11-07 17:21:12 20231108 17:21:12

2. Click

to enable auto-delete.

Auto-Delete Expired Tasks W

Atask expires after its end time. If vou have too many relay tasks, you may fail to create new
ones. To avoid this, you can enable auto-delete for the system to delete expired tasks
automatically at the specified time. Deleted tasks cannot be recovered.

Confirm Cance

3. Specify a period (1-24 hours) to retain expired tasks before they are deleted.

©2013-2022 Tencent Cloud. All rights reserved.

Expired

1 Channel(s) e

User Guide [Z | TaskID »
Operation

Streaming data
Streaming data

Streaming data

Streaming data
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Auto-Delete Expired Tasks %

Atask expires after its end time. If vou have too many relay tasks, you may fail to create new
ones. To avoid this, vou can enable auto-delete for the system to delete expired tasks
automatically at the specified time. Deleted tasks cannot be recoverad.

Retention Period 1] 4+ | hour

[37]
o
(73]

Confirm Cance
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Laboratory
ROI Intelligent Recognition

Last updated : 2024-07-09 17:32:02

ROI (region of interest) recognition can identify the positions of important visual elements in a video in real time, such
as faces, game characters, or steaming hosts, and send this information along with the video to the playback device.
Using the ROI information, the player can do things like blur the background in a scene and prevent on-screen
comments from covering important elements of the video. This document explains how to create, modify, and delete
ROI recognition templates in the console.

Notes

A template takes effect about 5-10 minutes after it is created.

To use the ROI recognition feature, you need to add the parameter roirecognition = ROI configuration name to

your streaming URL. This lets the player access and process ROI data from the live stream, which can enable

features like background blur and preventing on-screen comments from covering important parts of the video. For

detailed instructions, see ROI Intelligent Recognition Feature Practice. Example streaming URL:
rtmp://domain/AppName/StreamName?roirecognition=ROI Configuration Name

The ROI recognition feature is a paid value-added service. Using this feature incurs live transcoding fees and

Media Processing Service (MPS) intelligent content recognition fees. For specific billing rules, refer to the billing

documentation.

Prerequisites

You have activated Tencent Cloud Streaming Services.

Creating an ROI Configuration Template

1. Log in to the CSS Console and select Laboratory > ROI Intelligent Recognition.

Note:

To use the ROl intelligent recognition feature in the Live Streaming Lab, the first time you create a template, you will
also need to create a service role and authorize the current account to use MPS. Click Authorize Now to enter the
CAM for authorization.

2. Click Authorize Now to enter the CAM role management page.
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@ Tencent Cloud Cloud Streaming Services

Live Streaming Lab offers a wide array of advanced audio and
video technologies, fostering industrial growth.

To use the festures of Live Streaming Lab, you need to authorize and activate Media Processing Service

(MPS) and other product services. The specific steps are as follows:

o Authorizing the current account role to use the product service

@ You have not yet authorized the current account role for use with Media Processing |
Service (MPS), go to Authorize Now [2

| have read and agree to the Terms of Service for Media Processing Service

3. On the role management page, click Grant to complete the identity verification and finalize the Media Processing

Service authorization, enabling normal use of the Media Processing Service.

Service Authorization

The features of other Tencent Cloud services will be used when vou perform operations related to this service.
You need to create a Service Role for C55 and authorize it to call the APIs of other Tencent Cloud services.

Fole Mame LVE_QCSRole (Service Role)

Description The current role is the C55 role, which will access your other service resources within the scope of t
permissions of the associated policy.

Preset) Permissions Policy  QcloudAccessForlVERoleInMPS ®

Grant Cance

4. After successful authorization, check the service agreement and click Start, and the system will automatically
activate the MPS product and open the Intelligent Streaming Media Processing management page.

5. Enter the Intelligent Streaming Media Processing management page, and click Create ROI template.
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< Intelligent Streaming Media Processing

Region of Interest (ROI)

Cloud Streaming Services

(@ Real-time recognition of game characters, anchors and other coordinate information, bringing ROl information with the video to the player. The player can use the ROl information to implement intelligent bullet screen anti-shading

‘roirecagnition’ during live stream. For details, see Introduction 1.

The regicn of interest (ROI) feature is a paid value-added service. The use of this feature will incur fees for Cloud Streaming Services transcoding and Media Processing Service's content intelligent identification. For billing rules, see

Create ROI template

MName D
13
14
roitest003 1
roitest002 10
roitest001 9
8

6. Enter the ROI configuration page and proceed with the following configuration:

©2013-2022 Tencent Cloud. All rights reserved.

Description

test3

test2

test

Training Model

NBAZK Game

Live Shows

Live Shows

MBAZK Game

Honor of Kings

General

Creatiol
2024-05
2024-05
2024-04.
2024-04.
2024-04

2024-04
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Region of Interest (ROl) Configuration 5
lame * roi
Training Mode O General Honor of Kings MBAZK Game
Live Shows
= = 2me gaze Submit a Ticket
-

Recognition of common areas of human eye focus in different

Cancel

Configuration .
Description
Item
Name The default prefix "roi" is added to the template name. The template name can be 1-10
characters long (only combinations of letters and digits are supported).
ly Chi , English, digits, , und , hyphens (-) and can be
Description Supports only Chinese, English, digits, spaces, underscores (_), hyphens (-)
up to 100 characters long.
Training Model Default is General. Supported training models include: Honor of Kings, NBA2K Game, and
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Live Shows.

General: Capable of recognizing common areas of human eye focus in different
environments.

Honor of Kings: Capable of recognizing hero roles and zones in different environments
within the Honor of Kings game.

NBA2K Game: Capable of recognizing players, basketballs, scoreboards, and other zones
in different environments within the NBA2K game.

Live Shows: Capable of recognizing the host's face.

Note:

The system can identify elements such as faces and game characters within the video.
Selecting an appropriate training model for the scenario can greatly improve the accuracy
of ROl intelligent recognition. If the models provided do not meet the needs of your specific
scenario, you can submit a ticket to request a model.

7. After filling in the configuration items, click Confirm to complete.

Modifying a Template
1. Log in to the CSS Console and select Laboratory > ROI Intelligent Recognition.

2. Select your successfully created ROI configuration template, and click Edit on the right to modify the template

information.
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«  Intelligent Streaming Media Processing

Region of Interest (ROI)

Cloud Streaming Services

(@ Real-time recognition of game characters, anchors and other coordinate information, bringing ROl information with the video to the player. The player can use the ROl informaticn to implement intelligent bullet screen anti-shading

'reirecognition’ during live stream. For details, see Introduction [,

The region of interest (ROI) feature is 2 paid value-added service. The use of this feature will incur fees for Cloud Streaming Services transcoding and Media Processing Service's content intelligent identification. For billing rules, see |

Create ROl template

Name D
roitest008 27
15
14
roitest003 "
roitest002 10
roitest001 9
roitest 2

3. Click Confirm to complete.

Deleting a Template

1. Log in to the CSS Console and select Laboratory > ROI Intelligent Recognition.

Description

testd

test?

test

€85

Training Model

Hanor of Kings

MNBAZK Game

Live Shows

Live Shows

NBAZK Game

Hanor of Kings

General

2. Select your successfully created ROI configuration template, and click Delete to the right.

©2013-2022 Tencent Cloud. All rights reserved.

Creation
2024-07-
2024-05-
2024-05-
2024-04-
2024-04-
2024-04-

2024-04-
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« Intelligent Streaming Media Processing

Region of Interest (ROI)

@  Real-time recognition of game characters, anchors and other coordinate information, bringing ROl information with the video to the player. The player can use the ROl information to implement intelligent bullet screen anti-shading

‘roirecognition’ during live stream. For details, see Introduction .

The regicn of interest (ROI) feature is a paid value-added service. The use of this feature will incur fees for Cloud Streaming Services transcoding and Media Processing Service's content intelligent identification. For billing rules, ses 1

Create ROI template

Name 1] Description Training Model T
roitest008 27 Honor of Kings

13 NBAZK Game

14 Live Shows
roitest003 1 test3 Live Shows
roitest002 10 test2 NBAZK Game
roitest001 9 test Honor of Kings
roitest B css General

3. Click OK to confirm that you want to delete the template.

Deleting ROl configuration x

Cancel

©2013-2022 Tencent Cloud. All rights reserved.

Creation

2024-07-
2024-05-
2024-05-
2024-04-
2024-04-
2024-04-

2024-04-
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Billing Usage Statistics

Last updated : 2024-06-25 15:36:07

Billing usage statistics

Cloud Streaming Services

The Tencent Cloud console provides a billing usage statistics query feature for Live Video Broadcasting (LVB) and

Live Event Broadcasting (LEB). If you want to know about the current upstream traffic/lbandwidth, playback

traffic/bandwidth, push channels, live transcoding, live recording, time shifting, live screencapture, enhancement,

content moderation, relay task duration, third-party relay, real-time log, and other service usage, you can view the

relevant data in Statistics > Billing Usage Statistics in the CSS console. You can view data related to CSS service

usage in the last month.
Upstream Traffic/Bandwidth
Playback Traffic/Bandwidth
Push Channels

Live transcoding

Live recording

Time shifting

Live screencapture
Enhancement

Content moderation

Relay task duration
Third-party relay

Real-time Log

Billing Usage Statistics

Upstream Traffic/Bandwidth

Today Yesterday Last 7 days

Upstream Traffic

3,580.95697 s

Traffic Trend

3000

Playback Traffic/Bandwidth

Push Channels

Last 30 days

Upstream Traffic Upstream Bandwidth

©2013-2022 Tencent Cloud. All rights reserved.

Live transcoding Live rect

2024-03-31 00:00:00 ~ 2024-04-29 14:1837  [7] All (including delete

Peak Upstream Bandwidth

2.017203 v
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2400
1800
1200

600

0 /\ T

2024-03-31 00:00:00  2024-04-04 00:00:00  2024-04-08 00:00:00  2024-04-12 00:00:00  2024-04-16 00:00:00  2024-04-201

mm Traffic
Details
Time Point
2024-03-31 00:00:00
2024-04-01 00:00:00
2024-04-02 00:00:00
2024-04-03 00:00:00
2024-04-04 00:00:00
2024-04-05 00:00:00
2024-04-06 00:00:00
2024-04-07 00:00:00
2024-04-08 00:00:00
2024-04-09 00:00:00
Total items: 30
Billing Usage Statistics
Upstream Traffic/Bandwidth Playback Traffic/Bandwidth Push Channels Live transcoding Live rect
Today Yesterday Last 7 days Last 30 days 2024-03-31 00:00:00 ~ 2024-04-29 14:19:36  [7] LVB = All (i
Playback Traffic Peak Playback Bandwidth
A QQR 7072AA .. 7 12214 ..
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TTyWWWJ. I VI VTV NB I . 1\J 17T Mbps

Playback Traffic Playback Bandwidth

Traffic Trend

300
240
180
120
60 L
0
2024-03-31 00:00:00 2024-04-03 16:10:00 2024-04-07 08:20:00 2024-04-11 00:30:00 2024-04-14 16:40:00 2024-04-18 08:50:00
mm Traffic
Details
Time Point
2024-03-31 00:00:00
2024-04-01 00:00:00
2024-04-02 00:00:00
2024-04-03 00:00:00
2024-04-04 00:00:00
2024-04-05 00:00:00
2024-04-06 00:00:00
2024-04-07 00:00:00
2024-04-08 00:00:00
2024-04-09 00:00:00
Total iter

Billing Usage Statistics
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Upstream Traffic/Bandwidth Playback Traffic/Bandwidth Push Channels Live transcoding Live recor
Today Yesterday Last 7 days Last 30 days 2024-03-3100:00:00 ~ 2024-04-29 14:20:50  [7] All (including delete
Current Channels Peak Channels
O Channel(s) 1 Channel(s)

Push Channels

0.8

0.6

0.4

0.2

0
2024-03-31 00:00:00 2024-04-03 16:10:00 2024-04-07 08:20:00 2024-04-11 00:30:00 2024-04-14 16:40:00 2024-04-18 08:50:00

= Channels

Peak Channels in Last 30 Days
Time
2024-03-30
2024-03-31
2024-04-01
2024-04-02
2024-04-03
2024-04-04
2024-04-05
2024-04-06
2024-04-07

2024-04-08
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Billing Usage Statistics

Upstream Traffic/Bandwidth

Today Yesterday

Playback Traffic/Bandwidth

Last 7 days

Last 30 days

Total Transcoding Duration

105

Transcoding Minutes (2024-03-31 00:00:00 - 2024-04-29 14:21:45)

80
60
40

20 |

1

l

2024-03-31 00:00:00

Push Channels

Cloud Streaming Services

Live transcoding

~2024-04-29 14:21:45  [7]

Live recor

All (including delete

2024-03-31 01:00:00 2024-04-03 18:00:00 2024-04-07 11:00:00 2024-04-11 04:00:00 2024-04-14 21:00:00 2024-04-18 14:00:00

Monthly Usage

StreamName

mmm Transcoding Duration

Transcoding Start
Time

2024-04-09 14:37:00

2024-04-09 14:30:00

2024-04-09 14:19:00

2024-04-02 10:23:00

2024-04-02 10:23:00

2024-04-01 16:12:00

2024-04-01 16:10:00

2024-04-01 16:10:00

©2013-2022 Tencent Cloud. All rights reserved.

liveprocessor AAC_480P

Transcoding End
Time

2024-04-09 14:37:00

2024-04-09 14:41:00

2024-04-09 14:22:00

2024-04-02 10:54:00

2024-04-02 10:54:00

2024-04-01 16:14:00

2024-04-01 16:21:00

2024-04-01 16:21:00

liveprocessor_H264_720P

Transcoding
Duration (min)

12

31

31

12

12

Codec

liveprocessor_AAC

liveprocessor_H264

liveprocessor_H264

liveprocessor_AAC

liveprocessor_H264

liveprocessor_AAC

liveprocessor_H264

liveprocessor_AAC

s liveprocessor_H264_108

Regior

Chinese ma

Chinese ma

Chinese ma

Chinese ma

Chinese ma

Chinese ma

Chinese ma

Chinese ma
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Billing Usage Statistics

Upstream Traffic/Bandwidth Playback Traffic/Bandwidth Push Channels Live transcoding Live recor
Today Yesterday Last 7 days Last 30 days 2024-03-3100:00:00 ~ 2024-04-29 14:22:28 [ All (including delete
Recording Channel Peak Total duration to COS

9 Channel(s) O min

Recarding Channels Recording to COS

Number of Recording Channels

10

0
2024-03-31 00:00:00 2024-04-03 16:10:00 2024-04-07 08:20:00 2024-04-11 00:30:00 2024-04-14 16:40:00 2024-04-18 08:50:00

= Recording Channels
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Billing Usage Statistics

Upstream Traffic/Bandwidth Playback Traffic/Bandwidth Push Channels Live transcoding Live record

Today Yesterday Last 7 days Last 30 days 2024-03-3100:00:00 ~ 2024-04-29 14:23:03 [ All regions

Time shifting traffic

OIVIB

Time shifting traffic
No data
Details
Time Domain Name Region Time-sh
No data
Total itemn
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Billing Usage Statistics

Upstream Traffic/Bandwidth Playback Traffic/Bandwidth Push Channels Live transcoding Live record

Today Yesterday Last 7 days Last 30 days 2024-03-31 00:00:00 ~ 2024-04-29 14:23:48  [F] All (including delete

Accumulated Screenshots

0 Pcs

Number of Screenshots (2024-03-31 00:00:00 - 2024-04-29 14:23:48)

0.8
0.6
0.4

0.2

0
2024-03-31 00:00:00 2024-04-03 16:10:00 2024-04-07 08:20:00 2024-04-11 00:30:00 2024-04-14 16:40:00 2024-04-18 08:50:00

== Screencapture

Monthly Usage

Month Screentshots (pcs)
2024-04 0
2024-03 0
2024-02 0
2024-01 0
2023-12 0
2023-11 6946

Total items: 6
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Billing Usage Statistics

4 _ive recording Time shifting Live screencapture Enhancement Content moderation

Today Yesterday Last 7 days Last 30 days

All resolutions v All frame rates v

Total duration

O v

Duration (min)

Details

Domain Name Option

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

2024-03-31 00:00:00 =~ 2024-04-29 14:26:20

MNo data

Resolution

No data yet

&

Relay task di

All domains

Frame rate
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Billing Usage Statistics

Cloud Streaming Services

4 _ive recording Time shifting Live screencapture Enhancement Content moderation Relay task ¢

Today Yesterday Last 7 days

Last 30 days

Moderated images

O Pcs

Image moderation Audio moderation

Details

Time

©2013-2022 Tencent Cloud. All rights reserved.

2024-03-3100:00:00 ~ 2024-04-29 14:27:04 [ All (including delete

Moderated audio

0 i

MNo data

Domain Name Mode

No data yet
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Billing Usage Statistics

4 _ive recording Time shifting Live screencapture Enhancement Content moderation Relay task d

Today Yesterday Last 7 days Last 30 days 2024-03-31 00:00:00 ~ 2024-04-29 14:27:44  [7] Global = .

Total Duration

0 i

Duration Unit: Min

Usage Details

Task 1D Task Type Start Time End Time Regi

No data yet
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Billing Usage Statistics

4 _ive recording Time shifting Live screencapture Enhancement Content moderation Relay task du

Today Yesterday Last 7 days Last 30 days 2024-03-3100:00:00 ~ 2024-04-29 14:28:33 [ All (including deletet

Bandwidth Peak

O Mbps

Relay bandwidth

MNo data

Billing Usage Statistics

4 _ive recording Time shifting Live screencapture Enhancement Content moderation Relay task du

Today Yesterday Last 7 days Last 30 days 2024-03-3100:00:00 ~ 2024-04-29 14:29.57 [ All (including delete

Number of Shipped Entries (Unit: Eniries

1000
800
600
400

200

2024-04-09 08:00:00 2024-04-16 08:00:00
== Number of Shipped Entries

Billing details
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Billable Service

Upstream
traffic/bandwidth

Playback
traffic/bandwidth

Push channels

Live
transcoding

Live recording

Statistical ltem

Upstream traffic

Peak upstream bandwidth

Upstream traffic/bandwidth
line chart

Details

Playback traffic

Peak playback bandwidth

Playback traffic/lbandwidth line
chart

Details

Current channels

Peak channels

Push channel line chart

Peak channels in last 30 days
Total transcoding duration

Transcoding duration line
chart

Monthly usage

Recording channel peak

Total duration to COS

Recording channel peak/Total

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Description

Upstream traffic consumed for push during the selected
time range

Peak bandwidth used for push during the selected time
range

Upstream traffic/bandwidth usage on a 5-minute basis

Hourly upstream traffic/bandwidth consumption over the
last 30 days

Downstream traffic consumed for playback during the
selected time range

Peak bandwidth used for playback during the selected
time range

Downstream traffic/bandwidth usage on a 5-minute basis.
You can choose to view the usage of LVB or LEB.

Hourly playback traffic/bandwidth consumption over the
last 30 days

Current number of push channels

Maximum number of push channels

Number of push channels on a 5-minute basis

Highest number of channels per day in the last 30 days

Total transcoding duration during the selected time range

Transcoding durations on a 5-minute basis

Transcoding detail information of stream dimension in the
last 30 days

Highest number of concurrent recording channels during
the selected time range

The total duration of recording shipping to COS during
the query period

Highest number of concurrent recording channels on a 5-

Page 433 of 553



&2 Tencent Cloud

Time shifting

Live
screencapture

Enhancement

Content
moderation

Relay task
duration

Third-party
relay

duration to COS line chart

Time shifting traffic

Time shifting traffic line chart

Details

Accumulated screenshots

Screenshot number line chart

Monthly usage

Total duration

Duration line chart

Details

Moderated images

Moderated audio

Image moderation/Audio
moderation line chart

Details

Total duration

Duration line chart

Usage details

Bandwidth peak

Relay bandwidth line chart

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

minute basis/Cumulative data on the duration of
recording shipping to COS

Time shifting write volume during the query period

Cumulative data of time shifting write volume on a 5-
minute basis

Time shifting write volume by domain name and time
shifting day

Total number of screenshots taken during the selected
time range

Number of screenshots on a 5-minute basis

Total number of screenshots each month in the last six
months

Total enhancement duration during the query period
Enhancement duration data on a 5-minute basis

Live streaming enhancement consumption data in the
last 30 days

Total number of images generated by image moderation
during the query period

Total duration generated by audio moderation during the
query period

Cumulative data of image moderation/audio moderation
on a 5-minute basis

Content moderation records in the last 30 days

Total duration of relay tasks during the selected time
range

Cumulative task duration data on a 5-minute basis

Detailed information such as task start time and end time
by task dimension

Peak bandwidth of the relay service during the query
period

Peak bandwidth of the relay service on a 5-minute basis
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Total number of shipped entries for push logs/playback

i f shi i
Real-time log Number of shipped entries logs during the query period
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Monitoring
Operation Analysis

Last updated : 2024-06-19 15:09:47

The CSS console provides the Operation Analysis page where you can view data related to Live Playback, User

distribution, Top playbacks, Device Statistics, and Origin Server.

Operation Analysis

Live Playback User distribution Top playbacks Device Statistics Origin Server

You can set alarms in cloud monitoring to receive notifications via SMS message/email/internal message. When parameters such as traffic and bandwidth exceed the configured values, you will be notified.
The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bills, please go to Bill Details >> [Z in the Billing Center.
There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Today Yesterday Last 7 days Last 30 days 2024-05-14 00:00:00 ~ 2024-06-12 10:19:43 m v Al (including deleted or v Chinese mainl

Bandwidth Peak Total Traffic Total Requests Co

1.6 vors 335.05us 5,932 iimes 2

Note:
For the Live Playback and User distribution tabs, data is based on the user's location IP.
The Origin Server tab does not support querying data before February 18, 2022.

Data for outside the Chinese mainland is aggregated instead of ISP-specific.

Live Playback

Under the Live Playback tab, you can view data on bandwidth peak, total traffic, total requests, and concurrent
connection peak. It supports querying data at the domain name granularity and allows you to select regions and ISPs.

You can query data for the last three months, and the maximum time span for each query is one month.
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Operation Analysis

Cloud Streaming Services

Live Playback User distribution Top playbacks Device Statistics Origin Server

You can set alarms in cloud monitoring to receive

ions via SMS il/internal When such as traffic and bandwidth exceed the configured values, you will be notified. Set Alarms [4

The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bills, please go to Bill Details >> [4 in the Billing Center.
There may be a delay of about one hour in the data shown on this page. You can refresh to view the latest data.

Today Yesterday Last 7 days Last 30 days 2024-05-14 00:00:00 ~ 2024-06-12 10:19:43 [ v Al (including deleted on v Chinese mainland v AllISPs v

Bandwidth Peak Total Traffic Total Requests Cc
r
1 .61 Mbps 335.05 MB 5,932 times V4
Bandwidth Trend(©)
|
— Bandwidth

Time Point Bandwidth (Mby

2024-05-14 00:00:00 0

2024-05-15 00:00:00 0.94

2024-05-16 00:00:00 0

2024-05-17 00:00:00 0

2024-05-18 00:00:00 0

2024-05-19 00:00:00 0

2024-05-20 00:00:00 0

2024-05-21 00:00:00 0

2024-05-22 00:00:00 0

2024-05-23 00:00:00 0

Total items: 30

Statistical Item
Bandwidth Peak

Total Traffic

Total Requests

Concurrent Connection

Description
Peak bandwidth data generated by downstream playback of live streaming.
Total traffic data generated by downstream playback of live streaming.

Total number of requests between the player and CSS platform during live
streaming.

Peak concurrent connection data between players and the CSS platform during
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Peak live streaming.

User Distribution

Under the User distribution tab, you can view the geographic location, traffic, and request data of live streaming
users. It supports querying data at the domain name granularity and allows you to select regions and ISPs. You can
query data for the last three months, and the maximum time span for each query is one month. The data is classified

by Greater region and Region and sorted by the ratio of traffic in this region to the total traffic of all regions in the list.

Operation Analysis

Live Playback Top playbacks Device Statistics Origin Server

The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bills, please go to Bill Details >> [4 in the Billing Center.

Today Yesterday Last 7 days Last30days | 2024-05-1400:00:00 ~ 2024-06-12 10:24:44 [ v Al (including deleted on + Chinese mainland + AllISPs ~ [

Ranking Greater region Region Traffic (MB) Traffic/Current list ® Traffic/Total ® Requests Regional requests/Cu

1 South China Guangdong 334.93 99.96% 99.96% 5681 95.77%
2 East China Shanghai 0.11 0.03% 0.03% 229 3.86%
3 East China Jiangsu 0.01 0% 0% 22 0.37%

Total items: 3

When querying data in the Chinese mainland, the Greater region includes North China, Northwest China, Northeast
China, East China, Central China, Southwest China, South China, and Other. The Region are specific province under
each Greater region.

When querying data outside of the Chinese mainland, the Greater region includes Asia Pacific Region 1, Asia
Pacific Region 2, Asia Pacific Region 3, North America, Europe, South America, Middle East, Africa, and Other. The

Region is specific country or region under each Greater region.
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Operation Analysis

Live Playback User distribution Top playbacks Device Statistics Origin Server

The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bills, please goto Bill Details >> [ in the Billing Center.

Today Yesterday Last 7 days Last30days | 2024-05-1400:00:00 ~2024-06-1210:24:44 7] v Al (including deleted on v Outside Chinese mainland + AllISPs ~

Chinese mainland

North China Inner
Ranking Greater region Region Traffic (MB) Traffic/Current list @ Beijing Mongo Shanxi Hebei Tianjin
lia
1 South Ghina Guangdong 334.93 99.96% Ningxi Shaan . Xinjian
< " Gansu 9 ‘
a xi i g
2 East China Shanghai 011 003%
Heilon Jiin Liaonin
giiang g
3 East China Jiangsu 001 0%
East Fuian Jiangs Anhui Shand Shang Zhejian
u ong hai g
Total items: 3
Henan Hubei Jiangxi Hunan
Guizho Yunnan Chong Sichua Tibet
u aing n
Gueng Guang Hainan
dong xi
Other Other
O outside Chinese mainland
Hong
Kong Singapore Macao Vietnam
(China)
(China)
Thailand Nepal Cambodia Pakistan
Taiwan South y
(China) Japan Korea Indonesia Malaysia
Philippines India Australia
us Canada Mexico
Europe UK Germany France Russia
Italy Spain Ireland ':ethe"a"d
Brazil Colombia Argentina
Middle Eas " United
v
= if::'a Arab Tarkiye Qatar
Emirates
Bahrain Iraq Oman Kuwait
Jordan Lebanon Israel Yemen Palestine
South Egypt Algeria Morocco
Africa
Othel Other

* The statistics are accumulated for the selected regions.

Confirm Cancel

Statistical Item Description
Traffic (MB) Total traffic of each region.
Traffic/Current list Ratio of traffic in this region to the total traffic of all regions in the list.

Ratio of traffic in this region to all other regions within or outside Chinese
mainland. For example, when the user query data within Chinese mainland, this
statistical item indicates the ratio of traffic in this region to the total traffic of the
Chinese mainland.

Traffic/Total

Requests Total number of requests for each region.

Regional requests/Current

list Ratio of requests in this region to the total requests of all regions in the list.
is

Regional requests/Total Ratio of requests in this region to all other regions within or outside the Chinese
mainland. For example, when the user query data within Chinese mainland, this

©2013-2022 Tencent Cloud. All rights reserved. Page 439 of 553



&2 Tencent Cloud

Cloud Streaming Services

statistical item indicates the ratio of requests in this region to the total requests

of the Chinese mainland.

To view the traffic and bandwidth trends for one or more regions, you can select the desired regions and click on

Traffic Trend and Bandwidth Trend.

Operation Analysis

Live Playback Top playbacks Device Statistics ~~ Origin Server

The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bils, please go to Bill Details >> [Z in the Billing Center.

Today Yesterday Last 7 days ‘ Last30days | 2024-05-1400:00:00 ~ 2024-06-1210:24:44  [5] v Al (including deleted on + Chinese mainland AllISPs v
Ranking Greater region Region Traffic (MB) Traffic/Current list © Traffic/Total ®
1 South China Guangdong 334.93 99.96% 99.96%
2 East China Shanghai 011 0.03% 0.03%
3 East China Jiangsu 001 0% 0%

Total items: 3

Operation Analysis

Live Playback User distribution Top playbacks Device Statistics Origin Server

The data on this page is used for operation analysis only. It uses different data granularity and statistical methods from the billing data. To view bills, please go to Bill Details >> [ in the Billing Center.

Today Yesterday Last 7 days Last30days | 2024-05-1400:00:00 ~ 2024-06-1210:24:44  [7] v Al including deleted on Chinese mainland AllISPs ~
View traffic trends View bandwidth trends

Ranking| Greater region Region Traffic (MB) Traffic/Current list ® Traffic/Total ®

1 South China Guangdong 334.93 99.96% 99.96%

2 East China Shanghai 011 0.03% 0.03%

3 East China Jiangsu 0.01 0% 0%

Total items: 3

Requests
5681
229

22

Requests
5681
229

22

Regional requests/Cu

95.77%

3.86%

0.37%

Regional requests/Cu

95.77%

3.86%

0.37%

Taking the example of selecting multiple regions simultaneously, the displayed traffic trend chart is as follows:
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Traffic Trend

Traffic Trend

—— Guangdong Shanghai Jiangsu

Close

Taking the example of selecting multiple regions simultaneously, the displayed bandwidth trend chart is as follows:
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Bandwidth Trend

Bandwidth Trend

— Guangdong Shanghai Jiangsu

Close

Top Playbacks

The Playback Ranking feature offers display and query capabilities for TOP 100 streams, TOP 100 client IPs, TOP
100 URL, and TOP 100 Referer, assisting you in understanding the popularity of live streams and the distribution of
viewers. Additionally, this feature supports the query of various data indicators such as ranking, traffic, traffic ratio,
frequency, and frequency ratio. It also supports data queries at the domain level (playback) and allows for the
selection of regions and the query of data from the most recent three months.

Key Features

Top 100 streams: This feature allows you to query and view the top 100 live streams with the highest viewership,
including the ranking, traffic, and traffic proportion.

Top 100 client IPs: This feature allows you to query and view the top 100 client IP addresses that watch the most
live broadcasts, helping you understand the audience distribution.

TOP 100 URL: You can inquire and display the top 100 URLs (request paths) ranked by frequency, including
information such as ranking, domain, URL, frequency, and frequency ratio. This facilitates your understanding of the
audience's access to different URLSs.

TOP 100 Referer: You can inquire and display the top 100 Referers (request sources) ranked by frequency,

including information such as ranking, domain, Referer, and frequency ratio. This facilitates your understanding of the
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audience's access situation from different Referers.
Note:

The top-ranking data of streams, IP, URL, and Referer on the current page is only used for operation analysis, and the

specific result of the data analysis is subject to the actual log data.
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Operation Analysis

Live Playback User distribution Top playbacks

The statistics on this page are for operational analysis. For accurate data,

Device Statistics

please check the logs.

Cloud Streaming Services

Origin Server

There may be a delay of about 30 minutes in the data shown on this page. You can refresh to view the latest data.

Today 2024-06-11 ~2024-06-11 [

Top 100 streams

Ranking Domain Name

Total items: 2

Top 100 client IPs

Ranking Domain Name

Total items: 2

Top 100 URL

Ranking Domain Name

Total items: 7

Top 100 Referer

Ranking Domain Name

Total items: 1

Statistical Item

©2013-2022 Tencent Cloud. All rights reserved.

All (including deleted on v

URL

Description

StreamName Traffic (MB)
245.63
32.49
1] Traffic (MB)
245.63
32.49
Number of Stream Pulling Times @ Number of Stream Pulling Times |
4 36.36%
2 18.18%
1 9.09%
1 9.09%
1 9.09%
1 9.09%
1 9.09%
Referer Number of Stream Pulling Times ®

- 11
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Top 100 streams: Traffic/Current list
TOP 100 Streams - Proportional Traffic
Distribution

Ratio of the traffic of this stream to the total traffic of all streams in the
list.

Ratio of the traffic of this IP address to the total traffic of all IP

Top 100 client IPs: Traffic/Current list , )
addresses in the list.

Ratio of the traffic of this stream to the total traffic of all streams in the

Top 100 URL - Frequency Ratio list
ist.

Ratio of the traffic of this stream to the total traffic of all streams in the

Top 100 Referer - Frequency Ratio st
ist.

Device Statistics

The Device Statistics feature provides queries and displays for device type, browser type, and operating system type.
It supports data queries (playback) at the domain name granularity level and allows the selection of regions. It

supports queries for data from the past 3 months.
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Operation Analysis

Live Playback

Today 2024-06-11 00:00:00 ~ 2024-06-1123:59:59 [

Device type

Ranking

Browser Type

Ranking

User distribution Top playbacks

Device Statistics

Device type

Other

Desktop

Browser Type

Other

Chrome

Operating System Type

Ranking

Statistics Item

Device Type
Browser Type

Operating System
Type

Origin Server

Operating System Type

Other

Mac OS

Description

All (including deleted or ¥

Cloud Streaming Services

Origin Server

Device types include: Tablet, Mobile, Desktop, TV, and Other.

Browser types include: Empty, Chrome, Safari, Opera, QQBrowser, LBBrowser,
MaxthonBrowser, SouGouBrowser, BIDUBrowser, TaoBrowser, UBrowser, IE,

Microsoft Edge, Bot, and Other.

Operating system types include: Empty, Android, I0S, Mac OS, Windows, Linux,

Chromium OS, NetBSD, Bot, and Other.

©2013-2022 Tencent Cloud. All rights reserved.

Chinese mainland

Number of Stream Pulling Times Nun
56 85%
10 15%
Number of Stream Pulling Times Nun
56 85%
10 15%
Number of Stream Pulling Times Nun
56 85%
10 15%
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The Origin Server tab provides the traffic and peak bandwidth from origin server. It supports querying data at the

domain name granularity and allows you to select regions and ISPs. You can query data for the last three months, and

the maximum time span for each query is one month.

Operation Analysis

Live Playback User distribution Top playbacks Device Statistics

Today Yesterday Last 7 days 2024-05-14 00:00:00 ~ 2024-06-12 10:40:54  [F] All (including deleted or ¥ Granularity 5 minutes

Total traffic Peak bandwidth

1.1 e 0.03 vers

Traffic

5 minutes 1 hour

2024-05-21 00:00:00

= value 1.11

\

Statistical Item Description
Total traffic Traffic data from the origin server.
Peak bandwidth Peak bandwidth data from the origin server.
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Stream Data Query

Last updated : 2022-05-20 10:42:04

Log in to the CSS console, select Stream Data Query on the left sidebar, and enter a stream name to view its

playback data, push data, live streaming records, and callback events.
5tream Data Query

Playback Data Push Data Live Streaming Records Callback Event

UTC+8 ~ Today Yesterday 2 days ago 2022-04-18 00:00:00 ~ 2022-04-18 16:3244  [4] All =

Playback data

Under the Playback Data tab, you can view data on bandwidth, traffic, and concurrent connections from the last 20
days. The maximum query period is 24 hours.
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Playback Data Push Data Live Streaming Records Callback Event
UTC=8 = Today 2 days ago 2022-04-20 00:00:00 ~ 2022-04-20 23:50:50 El All -
Export Data
Bandwidth
= Bandwidth
Traffic

— Traffic

Concurrent Connections

Concurrent Connections

Push Data

Under the Push Data tab, you can view the upstream frame rate and bitrate data of a stream from the last three days.

The maximum query period is three hours.
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After entering a stream name, select Push Data to view the push data.

Traffic

Bandwidth

2022-04-20 20:58:28

Video Bitrate

Video Frame Rate

Live streaming records

Under the Live Streaming Records tab, you can view live streaming information including the name of a stream, its

push domain name, live streaming application name, start time, end time, push duration, and push client ID from the
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last 60 days. You can also click Details to view push data. The maximum query period is 30 days.

-

Live Streaming Records

UTC+8 + Today 2 days ago

Playback Data Push Data

StreamMName Domain Name AppName Start Time End Time
live 2022-04-20 20:55:22 2022-04-20 20:59:12
live 2022-04-20 20:54:43 2022-04-20 20:55:13

Callback event

Callback Event

2022-04-20 00:00:00 ~ 2022-04-20 235013 [F]

Push Duration Push Client IP Cause of Interruption Operation
3min30sec Push client interrupte... Details
30sec Push client interrupte.., Details

Under the Callback Event tab, you can view the stream name, push domain, callback trigger time, response time,

and the result of a push, interruption, or recording callback in the last five days. You can also click View to view the
content of a callback. The maximum query period is 24 hours.

g - |

Live Streaming Records

Playback Data Push Data

StreamMName Push Domain

2022-04-20 20:55:22

©2013-2022 Tencent Cloud. All rights reserved.

Callback Event

2022-04-20 00:00:00 ~ 2022-04-20 23:5059  [5]

Callback Trigger Time

Push Callback *

Push Callback

Interruption Callback

Recording Callback

Push Callback

Result Response Time Operation
Failed 2022-04-20 20:55:23
10~ 1 /1 page

Page 451 of 553



&2 Tencent Cloud

Errors

Last updated . 2024-05-17 14:47:15

Cloud Streaming Services

Tencent Cloud Streaming Services (CSS) supports the errors feature, allowing you to quickly check errors that occur

during the live streaming process. Moreover, you can understand the status of these streams by viewing the primary

and backup stream events.

Prerequisites

You have logged in to the CSS Console.

Note

You can configure the push errors event callback in the Live Callback settings. When an event occurs within the live

streaming service, the message will be notified through a unified callback of the event message.

Push Errors Query

1. Select Monitoring > Errors on the left sidebar.

2. On the errors page, querying by stream ID is supported. You can query the push errors in the last 7 days, and the

data within the query period is less than 3 hours.

Errors

Primary/Backup streams

You can configure push error callbacks in "Live Stream Callback” to receive a callback notification from our event notification service when an error occurs.

4
|

Today Vesterday 2daysago | 2024-04-19 160511 ~ 2024-04-261600:11  [9] I

StreamName Domain Name AppName Qccurrence time
com 2024-04-25 151500
.com 2024-04-25 15:04:54
com 2024-04-25 150154
com 2024-04-25 145534

©2013-2022 Tencent Cloud. All rights reserved.

Event Type

The video fimestamp increased notably

Two consecutive video frames arrived late

The video fimestamp increased notably

The video fimestamp increased notably

Details

video timestamp(DTS

video frame arrive int¢

video timestamp(DTS

video timestamp(DTS
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Primary/Backup Streams Query

1. Select Monitoring > Errors from the left sidebar to enter the Primary/Backup Streams page.
2. On the Primary/Backup Streams page, querying by stream ID is supported. You can query the primary/backup

streams in the past 7 days, and the data within the query period is less than 3 hours.

Errors
Push errors Primary/Backup streams
Today Vesterday Last 7 days 2024-04-19 16:0420  ~ 2024-04-26 15:59:18  [5] | |

StreamName Domain Name AppName Occurrence time Event Type

No data yet

Error Types

Below is a list of errors that may occur during live streaming.

Number Error Type

1 The video timestamp moved backwards

2 The audio timestamp moved backwards

3 The video timestamp increased notably

4 The audio timestamp increased notably

5 Chunk size too big

6 Two consecutive video frames arrived late
7 Two consecutive audio frames arrived late
8 The video codec changed

9 The audio codec changed
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10 No codec header before a video frame arrived

11 No codec header before an audio frame arrived

©2013-2022 Tencent Cloud. All rights reserved. Page 454 of 553



@ Tencent Cloud Cloud Streaming Services

Stream Interruption Records

Last updated : 2024-06-19 17:01:34

You can view records of live push interruptions and their causes in the CSS console.

Prerequisites

You have logged in to the CSS console.

There is a live stream whose push was interrupted under your account.

Directions

1. In the console, select Monitoring > Stream Interruption Records on the left sidebar.
2. Our platform supports querying stream interruption records for the past 30 days through the use of stream names,
offering both exact and fuzzy search capabilities. Users can access detailed information including the stream name,

path, domain name, start time, end time, push duration, push client IP, and cause of interruption.

Stream Interruption Records

Today Vesterday Last 7 days 2024-03-310000:00 ~ 2024-04-2¢ 15:4458 [ O Exact Fuzzy
Stream Name Path Domain Name Start Time End Time & Push Duration Push Client IP
.com 2024-04-23 10:43:22 2024-04-23 10°44:40 1min18sec 59 66
com 2024-04-16 16:55:56 2024-04-16 203430 3nour3g8min34sec 59 123
enp Lcom 2024-04-16 16:54:10 2024-04-16 16:54:29 19sec 59 123
elvb com 2024-04-16 1555714 2024-04-16 16:02:56 Smind2sec 59 123
live com 2024-04-09 14:37°50 2024-04-09 14:41:31 3mindisec 59. 123
live com 2024-04-00 14:37:34 2024-04-00 14:37:36 Ssec 59, 123
live .com 2024-04-00 14:31:15 2024-04-00 14:37:04 5mindgsec 50, 123
live com 2024-04-09 14:29:25 2024-04-09 14:31:12 1mind7sec 59. 123
live com 2024-04-00 14:20:26 2024-04-00 1422:33 2minsec 5¢ 123
live om 2024-04-09 14:17:36 2024-04-09 14:19:24 ‘1mind8sec 50. 123

On the Stream Interruption Records page:
Path is the value of AppName in the push URL.

Stream Name is the value of StreamName inthe push URL.
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Causes of Stream Interruption

The table below lists the possible causes of stream interruption and their error codes:

errcode sub_errcode errmsg

0 0 Unknown reason.

1 0 The push client stopped the stream.

2 0 The push client stopped the stream.

3 0 The push client stopped the stream.

4 0 The push client stopped the stream.

5 0 CSS system internal error.

6 0 RTMP content error.

7 0 Exceeded the maximum size allowed for a single RTMP frame.
8 0 The system stopped the stream because no data was generated for a long time.
9 0 CSS system internal error.

10 0 The proxy layer received an interruption command.
11 0 CSS system internal error.

12 0 Network error for the push client.

13 0 Network error for the push client.

14 0 Network error for the push client.

15 0 Network error for the push client.

16 0 Network error for the push client.

17 0 Network error for the push client.

18 100 CSS system internal error.

18 101 CSS system internal error.

18 102 CSS system internal error.

18 103 CSS system internal error.
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18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

18

104

200

201

202

203

300

301

302

303

304

305

306

307

308

309

400

401

500

501

502

503

600

601

602

Cloud Streaming Services

CSS system internal error.
Failed to get the user information for the push URL.

Your CSS services have been suspended.

Your CSS services have been suspended due to overdue payments. Please top up

your account balance.

Your CSS services have been suspended.

Push using an IP address is not allowed.

Unable to identify the push domain name.

Invalid push domain name.

The push domain name is disabled.

The push application is disabled.

The stream is disabled.

Channel mode is used, but there isn’t a push channel.
Channel mode is used, but the current push channel is disabled.
The push name contains unallowed characters.

The push application name contains unallowed characters.
The push client’s IP address is on the blocklist.

The push client’s IP address is not on the allowlist.

The expiration time parameter is missing from the push URL.
The push URL has expired.

The authentication parameter is missing from the push URL.
Authentication failed.

Reached the maximum number of streams that can be pushed.

Reached the maximum number of streams that can be pushed using this stream

name.

The priority of this stream is lower than another stream.
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19

20

21

21

21

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

100

101

102

103

Third-party authentication failed.

Cloud Streaming Services

The system stopped the stream because no data was generated for a long time.

The stream was stopped at your request.
The stream was disabled at your request.
A new push URL replaced the current one.
A new push URL replaced the current one that has no data.
Unknown reason.

RTMP content error.

CSS system internal error.

Unknown reason.

Unknown reason.

Unknown reason.

Unknown reason.

Unknown reason.

Unknown reason.

Unknown reason.

Unknown reason.

RTMP AMF error.

Unknown reason.

The push client stopped the stream.
Unknown reason.

SRS stopped the stream because it was not played.
CSS system internal error.

Exceeded the maximum frame size allowed for push.
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Log Service
Real-Time Log Analysis

Last updated : 2024-07-22 16:36:54

Real-time log analysis enables quick retrieval, analysis, and storage of log data through the real-time collection and
delivery of CSS access logs to Tencent Cloud Log Service (CLS). This enables you to mine log data for data-driven
operations and management, allowing for the rapid and accurate development of operational strategies.

Note:

Real-time log analysis now fully supports shipping logs to Cloud Log Service. This document will guide you on how to
use the real-time log feature.

Notes

Log data is collected in real-time, with log search and reporting data stabilizing after three minutes.

Currently, reporting analysis is only available for playback logs. If you have other log management needs, visit Cloud
Log Service.

After enabling the log delivery feature, ensure that your CLS service is in normal operation, as the suspension of CLS
will prevent the delivery of logs.

The bandwidth or traffic data recorded in logs is the application layer (HTTP protocol) return data. Due to mechanisms
like TCP header consumption and failed retransmissions, it is smaller than the bandwidth or traffic consumption

calculated at the TCP layer.

Operation Instructions

Creating a log topic

1. Go to the CSS console and select Monitoring > Cloud Log Service > Real-time log analysis to enter the real-time
log analysis page.

2. If this is your first time using this feature, you need to use your CSS service role to grant authorization. After
authorization, you need to agree to the service agreement and click Start. The system will automatically activate the
CLS product and open the real-time log analysis management page.

3. Choose a region and click the link on the page to create a new logset.

Note:

The region includes Guangzhou and Singapore. Log topics created under the logset in the Guangzhou region can only

deliver logs within the Chinese mainland. In contrast, log topics created under the logset in the Singapore region can
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only deliver logs globally, including to Hong Kong (China), Macao (China), and Taiwan (China).

Log Service

Real-Time Log Analysis

@ * Real-time logs from the Cloud Streaming Services push or playback domain can be shipped te Cloud Log Service for log search and analysis, helping to promptly discover problems in the business.

* This module will ship logs to CLS, which will incur fees related to Cloud Streaming Services log shipping and CLS. For details, please see Billing Instructions [2. Tencent CLS is an independently billed product. For the rates, please see CLS Billing Details [ .

* You can manage logset and other modules through Cloud Log Service [2 later on.

N

on | Singapore (@ Logset has not been created yet. Please cucktc create a new logset and add a log tapic.
Guangzhou

Singapore

Topic Name/D Creation Time Status Operation

No data

4. Click Confirm to create a new logset.

Create Logset

Cloud Streaming Services role will create the following logsets.

Region Singapore
Logset Name cloudcs B B B

Log Retention Time  30days

Confirm Cancel

5. After successfully creating a logset, click Create Log Topic to enter the log topic creation page. The newly created

log topic will by default be in the process of delivering logs to CLS.
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Log Service

Real-Time Log Analysis

@ * Resl-time logs from the Cloud Streaming Services push or playback domain can be shipped to Cloud Log Service for log search and analysis, helping to promptly discover problems in the business.
* This module will ship logs to CLS, which will incur fees related to Cloud Streaming Services lag shipping and CLS. For details, please see  Billing Instructions B2, Tencent CLS is an independently billed product. For the rates, please se= CLS Billing Details .

* You can manage logset and other madules through Cloud Log Service B later on.

Singepers ¥ Logset Name  cloud_css LogR Time 30days on Time  2024-03-14 11:00:32
Create Log Topic
Topic Ma Creation Time Status

2024-07-10 13:38:24
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Create Log Topic

Log Type Playback Log Push Leg
Domain List Selected (0)
Q,
Domain Mame Acceleration regi.. Domain Name Acceleratio
Domestic Mo data yet
Ltop
Cverseas

Domain Management

Modifying a log topic

1. Enter the log topic list in real-time log analysis and click Manage in the operation column of the log topic you need
to modify.
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Log Service

Real-Time Log Analysis

(@ * Resl-time logs from the Cloud Streaming Services push or playback domain can be shipped to Cloud Log Service for log search and analysis, helping to promptly discover problems in the business.
* This module will ship logs to CLS, which will incur fees related to Cloud Streaming Services lag shipping and CLS. For details, please see Billing Instructions . Tencent CLS is an independently billed product, For the rates, please see CLS Billing Details ©.

* You can manage logset and other modules through Cloud Log Service [ later on.

Singapore ¥ Logset Name  cloud_css | Log Retention Time: 30days  Creation Time 2024-03-14 11:00:32
Topic Name/ID Creation Time Status
= 2024-07-10 15:38:24 Shipping

2. Enter the log topic editing page to modify the log topic information.

Analyzing a log report

Only log topics of the log type provide report analysis. There are four types of data on the page: Basic Data Analysis,
Resource Distribution Analysis, Exception Diagnosis Analysis, and User Analysis.
1. Enter the log topic list in Real-time Log Analysis and click Report on the right side of the log topic you want to

view.

Log Service

Real-Time Log Analysis

(D * Reaktime logs from the Cloud Streaming Services push or playback domain can be shipped ta Cloud Log Service for lag search and analysis, helping to promptly discover problems in the business.
* This module will ship logs to CLS, which wil incur fees related to Cloud Streaming Services log shipping and CLS. For details, please see Billing Instructions I3, Tencent CLS is an independently billed praduct. For the rates, please see CLS Billing Details [5.

* You can manage legset and other madules through Cloud Log Service B later on.

Singapore v Logset Name cloud_css_| Log Retention Time: 30days  Creation Time 2024-03-14 11:00:32
Create Log Topic
Topic Name/ID Creation Time Status

test
2024-07-10 15:38:24

2. Enter the log report page to view report data; you can separately view Basic Data, Resource Distribution,
Exception Diagnosis, and User Analysis.

Basic Data

Resource Distribution

Exception Diagnosis

User Analysis
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« Report

Time Period Last 1 Minute v

Health

100.00«

Time Period Last 15 Minutes v

Bandwidth

0.8
0.6
0.4
0.2

0
2024-07-17 14:48:00

2024-07-17 14:54:00
=== Bandwidth

2024-07-17 15:00:00

Time Period Last 15 Minutes v

Status Code Occurrences

No data yet

Time Period Last 15 Minutes v
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Cloud Streaming Services

Time Period Last 1 Minute ¥

Download Speed

0 MB/s

Time Period Last 15 Minutes

Traffic

0.8
0.6
0.4
0.2

0
2024-07-17 14:48:00

Time Period Last 15 Minutes

Province Statistics

Region Numbei

Total items: 0 1

Time Period Last 15 Minutes

Number of Accesses
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ISP Statistics

ISP Number of Acce... Download Traffi... Download Spee...
No data yet
Total items: 0 10 v /page LI 1 /1page » M
&« Report
Basic Data Resource Distribution Exception Diagnosis User Analysis

Time Period Last 15 Minutes v

Top 10 Accessed Domains

Domain Name Number of Accesses... Download Traffic (... Download Speed (M...
No data yet
Total items: 0 10 v /page < 1 /1page » M
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Time Period Last 15 Minutes

Download Traffic

Time Period  Last 15 Minutes v

Top 10 Accessed URIs

URI Number o

Total items: 0
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¢«  Report
Basic Data Resource Distribution Exception Diagnosis User Analysis
Time Period ~ Last 15 Minutes v Region = China v
Error Code Proportion Trend
— 4xx 5xx
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Time Period

Error Details

District

Last 15 Minutes +

ISP

Cloud Streaming Services

Region  China =

Error Code

No data yet
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< Report
Basic Data Resource Distribution Exception Diagnosis User Analysis
Time Period  Last 15 Minutes v Region  China v Time Period = Last 15 Minutes v
Online Users Top 100 Visiting Users
User District
Time Period  Last 15 Minutes v
Top 100 Downloading Users
— Online Users

User District

Time Period  Last 15 Minutes v Region  China v~

Top 100 Users with Access Errors

User District Number of Erro... Total Number o... Download Traff...
No data yet
Total items: 0 10 v / page LI | 1 /1page » M
Log Search

Log search supports multiple types of retrieval and analysis methods, as well as various forms of chart analysis. For
detailed information, see Log Search and Analysis.
Log search is performed based on log topics. Select the log topic you need to search for and click Search to enter the

log search page.

©2013-2022 Tencent Cloud. All rights reserved. Page 467 of 553


https://www.tencentcloud.com/document/product/614/12503?from_cn_redirect=1

@ Tencent Cloud Cloud Streaming Services

Log Service
Real-Time Log Analysis
(@  * Real-time logs from the Cloud Streaming Services push or playback domain can be shipped to Cloud Lag Service for log search and analysis, helping to promptly discover problems in the business.

* This module will ship logs to CLS, which will incur fess related to Cloud Streaming Services log shipping and CLS. For details, please see Billing Instructions 3. Tencent CLS is an independently billed product, For the rates, please se= CLS Billing Details [3.

* You can manage logset and other modules through Cloud Log Service I later on.

Region | Singapere ¥ Logset Name  cloud_css_! Log Retertion Time: 30days  Creation Time 2024-03-14 11:00:32
Topic Name/ID Creation Time Status
= 2024-07-10 15:38:24 Shipping

Stop shipping a log topic to CLS

1. Enter the log topic list in Real-time Log Analysis and click Stop on the right of the log topic you wish to stop
shipping.

Log Service

Real-Time Log Analysis

(@ * Real-time logs from the Cloud Streaming Services push or playback domain can be shipped to Cloud Lag Service for log search and analysis, helping to premptly discover problems in the business.
* This module will ship logs to CLS, which will incur fees related to Cloud Streaming Services log shipping and CLS. For details, please see Billing Instructions 2. Tencent CLS is an independently billed product. For the rates, please see CLS Billing Details 2.

* You can manage logset and other madules through Cloud Log Service I later on.

Fecion  Singspore v Leceer lame cloud Log Retertion Time: 30days  Crestion Time 2024-03-14 11:00:32
Topic Name/ID Creation Time Status
= 2024-07-10 15:38:24 Shipping

2. In the pop-up window, click Confirm to stop shipping. The status of the corresponding log topic will change to "stop

shipping", and logs will no longer be shipped to CLS.
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Confirm Stopping Shipping

Deleting a log topic
Note :

Once a log topic is deleted, it cannot be recovered. Please proceed with caution.

If you delete a log topic, you will stop pushing log data of the related domain, the corresponding log topic in CLS will
also be deleted, and all shipped logs will be cleared. Meanwhile, you will no longer be able to use the report
associated with that topic.

1. Enter the log topic list in Real-time Log Analysis and click Delete on the right side of the log topic you wish to

remove.

Log Service
Real-Time Log Analysis

(@  * Realtime logs from the Cloud Streaming Services push or playback domain can be shipped to Cloud Log Service for log search and analysis, helping to premptiy discover problems in the business.

* This module will ship logs to CLS, which will incur fees related to Cloud Streaming Services log shipping and CLS. For details, please see Billing Instructions . Tencent CLS is an independently billed product. For the rates, please see CLS Billing Details [

* You can manage logset and other modules through Cloud Log Service B later on.

Singapore v Lgest Hame cloud_css, Log Retention Time: 30days = 2024-03-14 11:00:32
Topic Name/ID Creation Time Status
et 2024-07-10 15:38:24 Shipping

2. In the pop-up window, confirm whether to delete the log topic and click OK to proceed.
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Are you sure you want to delete the current log topic

Log Fields

Push logs
Order Log Field
1 time
2 client_ip
3 host
4 url
5 size
6 country_id
7 prov
8 isp
9 streamname
10 node_ip
11 server_region
12 server_country

Playback logs

Order Log Field

QK Cance

Description

Request time

Client IP

Accessed domain name
URL

Stream push byte size
Country ID

Province

ISP

Stream ID

Node IP

Server region

Server country

Description
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1 type
2 time
3 client_ip
4 host
5 url
6 size
7 country_id
8 prov
9 isp
10 http_code
11 referer
12 process_time
13 ua
14 range
15 method
16 streamname
17 hit
18 node_ip
19 server_region
20 server_country
21 connect_fd
22 lost_rate
23 rtt
Note:

©2013-2022 Tencent Cloud. All rights reserved.

Cloud Streaming Services

Playback type: Ivb represents Live Video Broadcasting and leb represents

Live Event Broadcasting
Request time

Client IP

Accessed domain name

URL

Byte size of this access request
Country ID

Province

ISP

HTTP status code

Referer information

Processing duration (in milliseconds)
User-Agent information

Range parameter

HTTP Method

Stream ID

Cache hit/miss

Node IP (This field may be empty for the IP addresses of certain CDN
cluster nodes cannot be obtained.)

Server region

Server country

Connection port number

The packet loss rate, only valid for type=leb

Round-trip time, only valid for type=Ileb
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The special status codes in the log are as follows:

0: Connection established.

4: Request timed out, authentication timed out, or response timed out.
5: Origin server disconnected or stream terminated.

6: Client disconnected.

Definitions

Logset

A logset classifies log topics and metric topics and can contain multiple log topics and metric topics. A logset itself
does not store any log data, it only facilitates user management of topics. CSS logsets have the following basic
attribute information:

Region: The region to which a logset belongs.

Note :

Guangzhou and Singapore regions are currently supported.

Logset Name: The name of a logset.

Retention period: The default retention period for data in the log set is 30 days.

Creation time: Logset creation time.

Log Topic

A log topic is a basic unit for log data collection, storage, retrieval, and analysis on the CLS platform. The vast
amounts of logs collected are managed by log topic, including the configuration of the collection rules and storage
time, log search and analysis, and log download, consumption, and delivery.

Log topic features include:

Collect logs to log topics.

Store and manage logs based on log topics.

Search and analyze logs by log topics.

Ship logs to other platforms based on log topics.

Download and consume logs from log topics.

Note :

The information above is excerpted from the CLS product documentation. For more details, see Log Topic and Logset

and refer to the CLS documentation for accurate information.
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Toolkit
Web Push

Last updated : 2024-07-22 16:36:54

CSS allows you to push streams over the web. You can generate a push URL quickly and push streams from the

camera or screen or push a local file to test CSS features.

Prerequisites

You have logged in to the CSS console.
You have added a push domain name.

Your device has a camera installed and your browser allows Flash to access the camera.

Single stream

1. Log in to the CSS console and select Web Push.Click on Single stream.

2. Select the capturing source, which can be camera, screen, or local file.

Camera

Screen Sharing

Local File

Capture and publish audio/video from the camera/mic (which can be a peripheral device). Click Turn On for

Camera/Mic. You need to grant your browser access to the camera/mic if it is the first time you perform this action.
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Single stream| Multiple streams

Camera Screen Sharing Local File

Capture video/audio by camera/mic (external devices allowed)

Devices

Mera Turn on camera

Turn an mic

Collection Configuration

figuration Recommended - T20F
dea Resolution 1280 % 720
d=a Frame Rate 15 fps

Audio Sample Rate 48000 Hz

Cloud Streaming Services

Capture and publish streams from the screen. Click Select Screen to select a screen/window/browser tab to publish.
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Single stream Multiple streams

Camera Screen Sharing Local File

Capture windows/pages by browsers for sharing

Screen Sharing

Audio source{i) System/Browser tab O Mic

nage Select Screen

Audic Turn on mic

Collection Configuration
figuration Recommended - 720P
deo Resclution 1280 x 720
deo Frame Fate 15 fps

Budio 5ample Rate 48000 Hz

Publish a local file using the web push tool to CSS. Click Select to select a file to publish. Currently, you can publish
only files in MP4 format.
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Single stream Multiple streams

Camera Screen Sharing Local File

Select a local file, and then use web push te push it to C55.

Mote: you need to keep the page for push active. If the page is minimized or completely covered by other applications,
shuck.

Local File

Select

Collection Configuration

figuration Recommended - 720F
tion 1280 % 720

de0 Frame Rats 15 fps

Note :

You cannot change the capturing source after enabling camera preview or selecting screen content to share. To
switch the source, disable camera preview or cancel screen sharing first.

3. Configure capturing data. The defaults are recommended settings, which vary with resolution. You can click Edit
and select Custom to customize capturing data. For camera and screen sharing, the settings include
resolution, video frame rate, and audio sample rate, while for local files, only the former two are
applicable.
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Single stream

Multiple streams

Camera

Screen Sharing

Local File

Cloud Streaming Services

Capture video/audio by camera/mic (external devices allowed)

Devices

Turn on camera

Turn an mic

Collection Configuration Edit

fiquration Recommended - 720F
deo Resolution 1280 % 720
deo Frame Fate 15 fps

Sudio Sample Rate 48000 Hz

4. Configure push data. The defaults are recommended settings (the recommended video bitrate varies with
resolution, and the audio bitrate is fixed). You can click Edit and select Custom to customize video and audio
bitrates.

Note :

WebRTC push uses the Opus audio codec, and you are advised to play the streams pushed using LEB WebRTC
URLs. If you use a standard live streaming protocol (RTMP, FLV, or HLS), the system will automatically convert the

streams to AAC, which will incur transcoding fees. For details, see the billing document.

Push Configuration Edit

figuration Recommended - 720P
deo Encoding  H.264
deo Bitrate 1500 kbps

Audio Codec Dpus@

Audio Bitrate 40 kbps

5. Preview streams. After completing the above steps, you can enable preview to preview the stream on the right.
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Single stream Multiple streams

Camera Screen Sharing Local File

Select a local file, and then use web push to push it to €55,
Mote: you need to keep the page for push active, If the page is minimized or completely covered by other applications, th

Local File /

testiflZl .mp4 | Enable Preview | Change File

Collection Configuration

Configuration Recommended - 720F
Video Rezolution 1280 % 720

Video Frame Rate 15 fps
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Web Push  You'rs advised to use Chrome, as some features are unavailable on other browsers.

The Web Push page is for trying out features only. You can also integrate our SDK to your web page to use such features, For details, please see WebRTC Push [4.

N

Single stream

Local File

Select a local file, and then use web push to push it to CS5.

Note: you need to keep the page for push active. If the page is minimized or completely covered by other applications, the push image will be
stuck.

Local File

testilsfl .mpd Disable Preview

Collection Configuration

Recommended - 720P
1280 x 720

15 fps

Push Configuration Edit

Recommended - 720P
H.264 M Disable preview O Disable audio
1500 kbps
Opus ©

40 kbps

6. Enter a WebRTC push URL or click Generate and complete the following configuration:
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[ Disable preview & Disable audio

6.1 Select your push domain.

6.2 Enter auniqgue AppName for an application to distinguish it from other applications under the same domain
name. AppName is live by default.

6.3 Enteracustom StreamName ,suchas test .

6.4 Select an expiration time, suchas 2024-07-18 11:41:04 .

6.5 Click Confirm, and a push URL is auto-generated.
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Address Generator b4
150458 livepush.mygcloud.com e
AppMame live
Stream Mame test
1 Time 2024-07-18 11:41:04 B

7. Click Start Push to start streaming.
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webrtc:/f LcomfTiveftest?tSecret=0e2d8302c7c9b 3% Td55a4( df9&txTime=66985ED0

I
—a
Ln
(=
-.
[

=]
i

or

. After you disable video/audio, data capturing will continue and push will still succeed, but the stream cannot be

previewed and will have no video or audio.
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F

webrtc:/f com/flveftest?tuSecret=0e2d8302c7c 9 39%7d553405bf0d5dfAEtx Time=06988EDQ

T

[T Disable preview I-Q.-' Disable audio

Note :
You cannot enable or disable preview after push succeeds, and you may incur bandwidth/traffic costs or the costs of

other value-added services for pushing streams.
8. After push succeeds, click View below the preview to view streaming statistics. You cannot obtain statistics or

playback URLs for push URLSs not under your account. Please use a push domain under your account to generate

push URLs or relay streams to your account.
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Push Data

Get Playback Address

9. If you have added a playback domain in Domain Management, you can select the domain to generate a
playback URL. If you need to generate a playback address with transcoding or adaptive transcoding configuration,
you must first bind the playback domain to a transcoding template or adaptive transcoding template to generate a

transcoded stream or adaptive transcoded stream.
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=]

S
-

top [CM Disable preview I.QJ Dizable audio

Push Data

Get Playback Address
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Address Generator b

Playback Domair top e

StreamMame o Original stream Transcoded stream

Adaptive bitrate streams

test

me 2024-07-18 11:45:06 B

A playback URL is made up of four parts, as shown below:

http://|domain}/ AppName,.’lStreamName ?|txSecret=Md5(key+StreamName+hex(time)),

Lo l

domain name  Application Name  Stream 1D Authentication key

Supported protocols include RTMP, FLV, HLS, and UDP. You can also click the QR code icon and scan the QR code
using the TCToolkit app to obtain the playback URL.

©2013-2022 Tencent Cloud. All rights reserved. Page 486 of 553


https://www.tencentcloud.com/document/product/1071/38147

@ Tencent Cloud Cloud Streaming Services

Push Data

Get Playback Address
URL Type Original stream

Pericc 2024-07-18 11:45:26 (UTC+08:00)

RT rtmipsf/ top/live/test D B2
LY URL httpe/# top/liveftest.fiv D Eg
HLS URL http:/# top/liveftest.m3ud o EE

OF URL (Recommended) webrtcy/s topdlive/test e E%

LEE {low latency live streaming] is a UDP-based live streaming sclution featuring millisecond playback latency. t's priced di
zee Billing of LEE &

Note :
If HTTPS is enabled for the playback domain selected, the FLV and HLS URLs generated will start with https.

Multiple streams

Enter configuration

1. Log in to the CSS console and select Web Push.Click on Multiple streams.

2. In the input configuration, click Add. Choose the capture method. You can select from three capture methods:
camera capture, screen sharing capture, and local file capture. You can also add text configuration for multi-stream
mixed live streaming. Up to 10 input sources can be added.

Camera

Screen Sharing

Local File

Text

Camera capture is the process of capturing video and audio through a camera/microphone (external devices are
supported). Click Enable Camera/ Enable Microphone, and the first time you enable it, you'll need to grant the

browser permission to use the camera and microphone.
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Add

II Screen Sharing ocal File Te:

Cameral

Turn on camera

Turn on mic

Collection Configuration(i)

O Recommended | 720P o

Advanced Configuration

- 1280  + -
- B0 |+ -
Original -
O
O
O

Mare «

Cancel

Screen sharing capture is the process of capturing a specific window or interface through the browser for sharing.
Click Select Screen Sharing and choose the content to share, which can be the entire screen, a specific window, or
a browser tab. You need to select the screen to share before you can save it.

Screen sharing capture supports selecting audio sources. Currently, only Chrome 74+ and Edge 79+ support
capturing sound. On Windows systems, you can capture the entire system's sound, while on Linux and Mac, you can

only capture the sound from a browser tab.
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Add

Camera Screen Shanng Local File Text

ame * Screen Sharing1

Audio source(3) OS}'stemf'Brmmsertah Mic

Collection Configuration(i)

figuration O Recommended | 720P -

Advanced Configuration

— | 1280 | + | Height - 70
- | 60 |+ — | 360
Flip Criginal v
...... O 0
srightness O 0
) - O 0

More &
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Cancel
Local file capture is the process of capturing images from a specified local file and then pushing it to the cloud live

streaming service using a Web-based push tool. Click Select Local File to choose the content to be pushed.

Currently, MP4, MP3, JPG, PNG, and BMP file formats are supported. Click Enable Preview to save the settings.
Add X

Camera Screen Sharning I I Text

1ame * Local Filel

Select

Collection Configuration(i)

figuration O Recommended | T20P v Custom

Advanced Configuration

- 1280 + Height - 720 +
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- 640 |+ -axis — | 360

Criginal b

More &

Cancel

Cloud Streaming Services

Text configuration allows you to add text to the mixed streaming image and then push it to the cloud live streaming

service using a Web-based push tool. Enter text in the text content field.

In the image configuration, you can set the font, color, shadow, transparency, thickness, and text coordinates. The

default text coordinates are in the center of the page.

Add
Camera Screen Sharing Local File Text
ame Text1
Image settings
F Arial b Fant size - 50
Text colc #000000 Outline colo#000000

©2013-2022 Tencent Cloud. All rights reserved.

Page 491 of 553



@ Tencent Cloud Cloud Streaming Services

Bolo Mo b talic Mo b

000000 Backgrouncimon00

opacit O 100

- 640 + -3xis - 360 +

Cancel

3. You can set capture configurations for camera capture, screen sharing capture, and local file capture. The default is

the recommended configuration (different resolutions have different recommended configurations). Switching or

modifying the configuration is not supported during the capture process. You need to make changes when the preview
is closed.

4. You can set advanced configurations for camera capture, screen sharing capture, and local file capture. You can
adjust the image, coordinates, mirroring, contrast, brightness, and saturation.
5. Click Save, and the input source will be added to the configuration.

Change setting

1. In the input configuration, you can perform operations on the configured input sources.
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2. Select the input source you want to modify and click Configure. The right-side pop-up window will display the
configuration information of this input source, and you can modify the configuration information again. Switching or
modifying the configuration is not supported during the capture process. You need to make changes when the preview
is closed.

3. You can adjust the display order of input sources by dragging the buttons on the left side of the input sources up or
down.

4. Click Delete to remove the input source.

5. Click Disable Preview to close the preview of the input source, but you can still select the image for editing in the
image editing area.

6. For input sources with audio, you can adjust the volume. Click "Adjust Volume", drag the volume slider, and click

Confirm to confirm.

Multiple streams

Inputs
np peration
Local Filel Manage Delete Disable preview Audioc
Camera Manage Delete Disable preview
Screen Sharing1 Manage Delete Disable preview
Text1 Manage Delete

Push configuration

Push configuration: Set the push configuration, with the default being the recommended configuration (different
resolutions have different recommended video bitrates, and audio bitrate cannot be modified). You can click Edit in
the upper right corner to enter custom editing configuration, where you can customize and modify the video and audio

bitrates.
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Push Configuration

Recommended - 720P
dea Resclution 1280 » 720
deo Encoding H.264
deo Bitrate 1500 kbps
Audio Codec Opus (1)
Audio Bitrate 40 kbps

#000000

Note :

The audio encoding method for web push is Opus encoding, and it is recommended to use the Live Event
Broadcasting (LEB) WebRTC address for playback. If you use the playback address of the standard live streaming
(RTMP/FLV/HLS), the system will automatically convert it to AAC encoding for normal playback, which will generate

audio transcoding fees. For details, please refer to the Billing Documentation.

Screen editing

1. After confirming the input configuration and push configuration, you can see the preview image in the preview box
on the right, and you can edit the image as needed.
2. Click Edit, select the image in the preview box that needs to be adjusted, and you can drag and resize the image as

needed.
3. After adjusting, click Exit Edit. If you are in the middle of pushing the stream, saving the changes will continue

pushing the stream with the new image layout.
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Web Push  You'rs advised to use Chrome, as some features

The Web Push page is for trying out features only. You can also

Multiple streams

Inputs

i Local Filel
i Camersd
i Screen Sharingl

i Textd

Push Configuration

Recommended - T20P
1280 x 720

H264

1500 kbps

Opus (D)

40 kbps

#000000

Note :

Cloud Streaming Services

are unavailable on other browsers.

integrate our SDK to your web page to use such features. For details, please see WebRTC Push [,

Manage Delete Disable preview Audic volume

Manage Delete Disable preview

Manage Delete Disable preview

Manage Delete

[ Disable preview & Disable audio

When you enter the image editing mode, you can adjust the image layout in the preview box. Exiting the image editing

mode allows you to view the preview image of the push stream in the preview box. Editing the page does not affect the

real-time push stream, and the configuration will be saved only when you exit the editing mode.

Push address

1. Enter the WebRTC push address in the preview box below or click Generate, and configure the following

information in the pop-up window:
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Web Push  You're advised to use Chrome, as some features are unavailable on other browsers

The Web Push page is for trying out features only. You can also integrate our SDK to your web page to use such features. For details, please see WebRTC Push .

Multiple streams

Inputs Add
i Local Filel Manage Delete Disable preview Audio volume
i Cameral Manage Delete Disable preview
i Screen Sharing1 Manage Delete Disable preview
B Textl Manage Delete
Push Configuration Edit

Recommended - 720P

1280 x 720

H.264

1500 kbps

[CMDisable preview & Disable audio

Opus O
40 kbps

#000000

1.1 Select your push domain.

1.2 Enter a unique AppName for an application to distinguish it from other applications under the same domain name.
AppName is live by default.

1.3 Enter a custom StreamName, such as test.

1.4 Select an expiration time, suchas 2024-07-18 12:41:06

1.5 Click Confirm, and a push URL is auto-generated.
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Address Generator %
«C0m >
AnoMame live
StreamName test
1 Time 2024-07-18 12:41:06 B8

Start streaming

1. To enable/disable video or audio.
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7199fcT2538cc38ttx

webrtc/f” LcomlveftesttxSecret=bf037bch3e59694 77

N

[CMDisable preview 'QJ Dizable audio

1.1 click

2
Lh)
o
(=)
I
k]
1]
1]

or

Oy Dizable =
"f‘l Lisabole au
. After you disable video/audio, data capturing will continue and push will still succeed, but the stream cannot be

previewed and will have no video or audio.
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webrtc/Y com/TveftesttSecret=bf037bco3e00004 77 d T

[CM Disable preview @ Dizable audio

1.2 After push succeeds, click View below the preview to view streaming statistics. You cannot obtain statistics or

playback URLs for push URLSs not under your account. Please use a push domain under your account to generate

push URLs or relay streams to your account.
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Push Data

Get Playback Address

1.3 If you have added a playback domain in Domain Management, you can select the domain to generate a
playback URL. If you need to generate a playback address with transcoding or adaptive transcoding configuration,
you must first bind the playback domain to a transcoding template or adaptive transcoding template to generate a

transcoded stream or adaptive transcoded stream.
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top [CM Disable preview I.QJ Dizable audio

S
-

Push Data

Get Playback Address
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Address Generator

nack Domain dop

StreamMame O Original stream Transcoded stream

Adaptive bitrate streams

test

1 Time 2024-07-18 12:44:31 8

A playback URL is made up of four parts, as shown below:

Cloud Streaming Services

http:///domain|/ AppNamethreamName ?|txSecret=Md5(key+StreamName+hex(time)},

Lo

domain name  Application Name  Stream ID

|

Authentication key

Supported protocols include RTMP, FLV, HLS, and UDP. You can also click the QR code icon and scan the QR code

using the TCToolkit app to obtain the playback URL.

©2013-2022 Tencent Cloud. All rights reserved.

Page 502 of 553


https://www.tencentcloud.com/document/product/1071/38147

@ Tencent Cloud Cloud Streaming Services

Push Data
Get Playback Address
Type Original stream
ty Period (1) 2024-07-18 12:44:51 (UTC+08:00)
TMP URL rtrnpa, top/live/test D g8
http:/f top/live/test.flv oER ®
HLS URL hittp:/ Jop/liveftestm3ud o g2
DF UEL (Recommended) webrtc:, top/livestest 1] E%
atenc e streaming) is @ UDP-based live streaming sclution featuring millisecond playback latency. It's priced di

cee Billing of LER B4

Note :

If HTTPS is enabled for the playback domain selected, the FLV and HLS URLs generated will start with https.
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Address Generator

Last updated : 2024-01-23 16:29:08

The CSS console provides an address generator which you can use to quickly generate push/playback URLs. The
main parts of a live streaming URL include a domain name ( domain ), an application name ( AppName ), a stream

name ( StreamName ) and an authentication key ( Key ).

rtmp://|domain|/|AppName flStreamName ?|txSecret=Md5(key+StreamName+hex(time))

Lo |

Domain Application Stream Authentication
name name ID key

After URLs are generated, you can select and copy the one you need or copy it by clicking the copy icon. You can

also get the URL by scanning the QR code.

Support and Limits

If you need to generate multiple live streaming URLSs, we recommend that you splice them as instructed in Splicing
Live Streaming URLSs.

CSS provides a test domain name xxxx.livepush.mygcloud.com .You can use it to test push, but we do not
recommend using it for business purposes.

When playing a transcoded stream, the StreamName in the playback address should be suffixed with

" TranscodingTemplateName" to work. It is recommended not to include "_" in the StreamName. If the string after

is the same as the transcoding template name, the part after "_" will be recognized as the transcoding template name,
which may cause the stream pulling to fail.

You can get a URL generated by scanning the QR code with TCToolkit .

The recent records of the address generator are stored in the local cache of a browser. Clearing the cache will also

remove these records..

Prerequisites

You have logged in to the CSS console, and have added a push/playback domain name.
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Parameter Description

Parameter Description

You can choose from the following three address types for configuration:
Push Address

Playback Address

Push and playback URLs

URL Type

You can choose:

Push Domain Name

Playback Domain Name

Select both Push Domain Name and Playback Domain Name

Select Domain Name

The application name, which is used to identify a streaming file path. Default value:

AppName v -
live™.Only letters, digits, and symbols are allowed.

A custom stream name is a unique identifier for each live stream. It only supports
StreamName English letters, numbers, and symbols. The length of the StreamName is limited to
255 characters.

Type Default encryption type: MD5, alternative option: SHA256

The actual expiration time of a playback URL is the specified time plus the validity
Expiration Time period of the authentication key.
The expiration time of a push URL is the specified time.

This option is only used when selecting the address type as Playback Address and

choosing the domain name as Playback Domain Name.

If you choose a Transcoding Template, the generated playback address will be for the
Transcoding transcoded live stream. If you need to play the original live stream, there is no need to
Template select a transcoding template to generate the address.

If you choose an Adaptive Bitrate Template, the generated playback address will be

for the adaptive bitrate live stream. If you need to play the original live stream, there is

no need to select a transcoding template to generate the address.

Generating Push URLs

Directions

1. Log in to the CSS console and select Address Generator on the left sidebar.
2. Select the address type as Push Address.
3. Select the push domain name that you have added to Domain Management.
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4. Enter an AppName. ltis 1live by default.

5. Enter a StreamName, suchas liveteststream .

6. Select your Encryption Type.

7. Select the expiration time of the URL, suchas 2023-08-20 18:04:47 .
8. Click Generate Address.

URL Type = 0' Push Address Playback Address Push and playback URLs [0 )
cle ame * . nCom v
AppMame * live @
StreamMame * [veteststream @
Type Q mps SHA256
1 Time 2023-08-20 18:04:47 =

Generate Address Splice manually  History

Push URL format

CSS supports RTMP, WebRTC, SRT and RTMP over SRT for push. As a result, the push URLs generated will start
with rtmp:// , webrtc:// , srt:// or rtmp:// .
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Live streaming URLs &

JRL Type  Push Address
Period  2023-08-20 18:04:47 reference documentation [
RTMP URL rtmp:/f com/live/liveteststream Copy C
OBS server rtrnpe/s Lcom/livef Copy
OBS stream key liveteststream Copy
WebRTC URL webrtc// .com/live/liveteststream Copy V
SRT URL srizffs r.com:90007
: - Copy
streamid=#lzh=: «com,r=livefliveteststream
RTMP over SRT URL  rtrpe//s neom:3570/liveliveteststream Copy

Generating Playback URLs

Directions

1. Log in to the CSS console and select Address Generator on the left sidebar.

2. Select the address type as Playback Address and choose the playback domain name that you have added to
Domain Management.

3. Enter an AppName. ltis 1live by default.

4. Enter a StreamName, suchas liveteststream .

5. Select your Encryption Type.

6. Select the URL expiration time, suchas 2023-08-20 19:13:09 .

7. Select an existing transcoding template (optional).

8. Click Generate Address.
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RL Type = Push Address o Playback Address Push and playback URLs [EE0 @
Select domain name * . ucom v
AppName * live ®
liveteststream ®
Type Q wos SHA256
2023-08-20 19:13:09 |

Generate Address Splice manually  History

Playback URL format

If a transcoding template is used, the generated playback address will be for the transcoded live stream. The playback
supports RTMP, FLV, HLS, and WebRTC protocols. You can generate playback addresses with prefixes such as
rtmp:// , http:// ,and webrtc:// using the address generator. Compared to the original live stream, you
need to append "_TranscodingTemplateName" after the StreamName.

Caution

UDP playback URLs are for LEB. To learn about the billing of LEB, see Pricing Overview.

Live streaming URLs &)

JRL Type  Playback Address

alidity Period  2023-08-20 19:13:09 reference documentation [
RTMP URL rirnpefS _.comflive/liveteststream Copy OCR
FLV URL http . «comy/live/liveteststream.fhv Copy OCR
HLS URL httpaf _ 0 wcomflive/Tiveteststream.m3uf Copy OCR
WebRTC URL  webrtcy//e T Lcomflivefliveteststream Copy OCR
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Generate Push and Playback Address Group

Directions

1. Log in to the CSS console and select Address Generator on the left sidebar.

2. Select the address type as Push and playback URLs.

3. Select the Push Domain Name and Playback Domain Name that you have added to Domain Management.
4. Enter an AppName. ltis 1live by default.

5. Enter a StreamName, suchas liveteststream .

6. Select your Encryption Type.

7. Select the URL expiration time, suchas 2023-08-20 20:11:49 .

8. Select an existing transcoding template (optional).

9. Click Generate Address.

T Push Address Playback Address Q) Push and playback URLs [EEI (®
LLom v
.com v
AppName = live ®
liveteststream ®
Q mDs SHA256
2023-08-20 20:11:49 o

Splice manually  History

Push and Playback Address Group Explanation

Push Address
Playback Address
CSS supports RTMP, WebRTC, SRT and RTMP over SRT for push. As a result, the push URLs generated will start

with rtmp:// , webrtc:// , srt:// or rtmp:// .
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Live streaming URLs (&

l Push Address | Playback Address

alidity Period  2023-08-20 20:11:49 reference documentation &
RTMP URL s " com/livefliveteststream Copy
OBS server rimpe/S ncom/lve/ Copy
OBS stream key liveteststream Copy
WebRTC URL webrtcy/ i wcom/live/liveteststream Copy
SRT URL srff . oo oo .com:90007 - Copy
streamid=#lth=2 _ .. «om,r=live/liveteststream
RTMP over SRT URL  rtmp:/ 0 ° 7 " .com:3570/live/liveteststream Copy

lIf a transcoding template is used, the generated playback address will be for the transcoded live stream. The
playback supports RTMP, FLV, HLS, and WebRTC protocols. You can generate playback addresses with prefixes
suchas rtmp:// , http:// ,and webrtc:// usingthe address generator. Compared to the original live

stream, you need to append "_TranscodingTemplateName" after the StreamName.

Live streaming URLs (&)

Push Address I Playback Address I

alichty Period  2023-08-20 20:11:49 reference documentation [4
RTMP UEL remgs _ ecom/livefliveteststream Copy C
FLV URL https/f. woomfliveliveteststream.fiv Copy C
HLS URL httpa//e icom/flivefliveteststream.m3ud Copy
WebRTC URL  webrtc//r _.cdn.com/flive/liveteststream Copy C

Adaptive bitrate URL format

If you use an Adaptive Bitrate Template, the generated playback address will be for adaptive bitrate playback.
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This playback address supports HLS and WebRTC protocols. You can generate playback addresses with prefixes

suchas http:// and webrtc:// usingthe address generator.

For adaptive bitrate pull addresses using the HLS protocol, the processing method is the same as that for regular

transcoded addresses.

For adaptive bitrate pull addresses using the WebRTC protocol, there is no need to append the transcoding template

name after the StreamName. Instead, you need to append
"&¢tabr_bitrates=AdaptiveBitrateSubTemplateNameListé&tabr_start_bitrate=StartingPlayb

ackBitrateSubTemplateNames&tabr_control=auto" after the original live stream URL .The

adaptive bitrate sub-template names in the list should be arranged in descending order of bitrate, separated by

commas..
[Adaptive bitrate) v Cancel Transcoding
Generate Address Splice manually  History
Live streaming URLs &
T Playback Address
2023-08-20 20:45:52 reference documentation [4

HLS URL http:/ T ucom/livefliveteststream_mm.m3u8 Copy QRcode
WebRTCURL  webrtc:// - .com/live/liveteststream? -

- Copy R cod View D t [
tabr_bitrates= Bitabr_start_bitrate=mmmé&tabr_control=auto opY (R code few Document 2

Custom Concatenation Explanation

1. Log in to the CSS console and select Address Generator on the left sidebar.Click Splice manually to enter

theCustom Concatenation Management page.

©2013-2022 Tencent Cloud. All rights reserved. Page 511 of 553


https://console.tencentcloud.com/live/addrgenerator/addrgenerator

&2 Tencent Cloud

Expiration Time 2023-08-20 20:45:52

Cludl exXpiration mme or tne |

£

Generate Address

2. In the pop-up Address Resolution Sample window, the examples are as follows:

Splice manually | History

Stream Push

Original stream playback
Transcoded stream playback
Adaptive bitrate playback
Playback

Address Resolution Sample

Original stream playback Transcoded stream playback

URL format:

Push domain 4+  AppName ("live" by default) +  StreamMName (stream ID)

Examples:

Cloud Streaming Services

Recommended
Adaptive bitrate playback

Authentication Info

rtmpy//domain/AppName/Stream Mame?txSecret=Md5(key+ StreamMame+ hex(time]) )&t Time=hex(time)

webrtc//domain/AppName/StreamMame?tdSecret=Md5(key+StrearmmName+ hex(time]) &txTime=hex({time)

©2013-2022 Tencent Cloud. All rights reserved.
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Address Resolution Sample

Recommended
Stream Push | I Original stream playback I Transcoded stream playback Adaptive bitrate playback

URL format:

Playback domain =+ AppName ("live” by default) 4 StreamMame (stream ID) 4 | Authentication Info

Examples:

——r

rimp://domain/AppName/StreamMName?cSecret=Md5(key+ StreamMName-+ hex(time] ) &teTime =hex(time)

http(s):.//domain/AppName/StreamMName. flvTtxSecret=Md5({key+ StreamMame + hex(time] }8itx Time = hex(time)

(=)

http(s):.//domain/AppMName/StreamMName.m3uf?txSecret=Md5(key+StreamMame+ hex{time)) Bt Time =hex(time)

P

Ll = L

webrtc//domain/AppName/StreamMame?tdSecret=Md5(key+StrearmmName+ hex(time)) &txTime=hex{time)

1. Replace the parameters in the URL with the actual values. For details, se= Splicing Live Streaming URLs [ znd Playback £
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Address Resolution Sample

Recommended
Stream Push Original stream playback I Transcoded stream playbackl Adaptive bitrate playback

URL format:

Playback domain + AppMame ("live" by default) 4+ StreamMame (stream ID) 4 | Transcoding template na

Examples:

rtmp://domain/AppMName/StreamMame_transcode?tSecret=Md3(key+5StrearnMame_transcode+hex(time))&tcTime=hex(tir

http(s)://domain/AppMName/StreamName_transcode.flvTtxSecret=Md5({key+ StreamName_transcode + hex(time))&tcTime=h:

(=)

Wil

http(s)://domain/AppName/StreamMName_transcode.m3u8txSecret=Md5(key+StreamMame_transcode+hex(time))8ttxTime

=

webrtcy//domain/AppMName/StreamMame_transcode?txSecret=Md5(key+Stream Mame_transcode+hex(time))&itxTime=hex{

1. Replace the parameters in the URL with the actual values. For details, see Splicing Live Streaming URLs [ and Playback £

2. LEE iz bazed on UDP and features playback with millizecond latency. It's priced differently from LVE [4. For details, z== Bi
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Address Resolution Sample
Recommended
Transcoded stream playback Adaptive bitrate playback

Original stream playback

Stream Push

+ | Adaptive bitrate templat

M32UEZ URL format:
Playback domain + AppMame ("live" by default) 4+  StreamMame (stream ID)

Examples:Assume that your adaptive bitrate template is named "test”,

http(s)://domain/AppMName/StreamMName_test.m3u8?txSecret=Md5(key+5StreamMame_autobitrate+hex({time))&txTime=hex

Authentication Info

=+

WebRTC URL format:
+ AppName ("live" by default) +  StreamMame (stream ID)

Playback domain
Bitrate contral mode

MName of the initially played stream

Examples:
Aszume that your adaptive bitrate template has three streams. Their names are "test 1", "test 2", and "test 3", and their bitrz

respectively,

webrtc//domain/AppName/StreamMame?
teSecret=Md5(key+StreamMame+hex(time))&txTime=hex(time) &itabr_bitrates=test3, test? test1&tabr_start_bitrate=test1 &t

5, z== Bi

For details, se= Splicing Live Streaming URLs [ znd Playback £

It's priced differently from LVE [& . F
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Address Resolution Sample

Recommended
Stream Push Original stream playback Transcoded stream playback Adaptive bitrate playback

URL format when a time period is specified

Playback domain  + AppMame ("live" by default) 4+ StreamMame (stream ID}) 4 | Time shifting switch | -

+ | End Time Transcoding template name

Examples:

http(s)://domain/AppName/StreamName.m3ul?txTimeshift=on&tsFormat=unix_s8itsStart=16753029958tsEnd=16753030.

httpis):.//demain/AppMName/StreamMame.m3u8?
tuTimeshift=on8ttsFormat=human_s_8&tsStart=2023020209563 5&tsEnd=202302020057058tt=Codecname=transcode

URL format when an offset is specified

Playback domain  + AppMName ("live" by default) + StreamMName (stream ID) 4+ | Time shifting switch | -

Transcoding template name

Examples:

http(s).//demain/AppMName/StreamMame m3u8?txTimeshift=on&tsDelay=30&tsCodecname=transcode

ou need to replace the parameter values in the examples with your actual values, For details, see Time Shifting & and S

Recent Record Explanation

Based on your business needs, you can view or delete the records of recently generated addresses. These records

include push addresses, playback addresses, address groups, and other information.
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View Records

1. Log in to the CSS console and select Address Generator on the left sidebar.Click History to enter the Recent

Record Management page.

Fupiration Time 2023-08-20 211420 m

Generate Address Splice manually | History

2. Select the live address record information you want to view and click View.

< History

The recent records of the address generator are stored in the local cache of a browser. Clearing the cache will alzo remove these records

Domain Name URL Type StreamName Generate time
Playback Address liveteststream 2024-01-22 18:38:19
Push Address livetestsiream 2024-01-22 18:38:12

Delete Live Address Record

If you need to delete a live address record, first select the address type you want to delete, and then click Delete on
the right side of the page. Next, you will be redirected to the delete confirmation window; click Confirm again to delete
the corresponding live address record.
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& History

The recent records of the address generator are stored in the local cache of a browser. Clearing the cache will alzo remove these records.

Domain Name URL Type StreamName Generate time
Playback Address livetestsiream 2024-01-22 18:38:19
Push Address liveteststream 2024-01-22 18:38:13

Caution :

The URLs are automatically saved to the browser cache and will be deleted when you clear the cache

Live streaming URLs | &)

©2013-2022 Tencent Cloud. All rights reserved. Page 518 of 553



@ Tencent Cloud Cloud Streaming Services

Self-Diagnosis
Last updated : 2023-09-26 10:22:37

CSS offers a self-diagnosis tool for you to quickly detect and troubleshoot push and playback issues related to users,
URLs, domain names, streams, and other factors. This feature is in beta testing now. The diagnostic results are for

reference only.

Prerequisites

There is a push/playback URL spliced by you or generated by the Address Generator.
The push URL has been used for push.

Directions

Follow the steps below to diagnose a push/playback problem in a live stream:
1. Log in to the CSS console and select Self-Diagnosis on the left sidebar.
2. Enter the push or playback URL you want to diagnose.

3. Click Execute Diagnosis.

Self-Diagnosis

Self-diagnosis is upgraded to quickly diagnose commen streaming and playback issues. Currently, it is under beta testing, and diagnosis results ar

webrtc:/, _ ) Execute Diagnosis

Item Operation
* @  Customer Information Collapse
Status  Mormal
* (@ Domain Mame Collapse

Domain Mame
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Domain Name Type

CNAME

+ O

Stream

Status

Push Domain

Correctly configured

Correct:

Current:

Cloud Streaming Services

AppMame

Stream Status

Mo input stream

StreamMame

Authentication Configuration

Result

Application

Collapse
Collapse
webrtc//!
live
Disabled
Primary key: _
Backup key:
Show More

You will see the diagnostic result and suggestion for troubleshooting the problem.

ltem

Customer
Information

Domain
Name

Sub-Item
APPID

Status
Domain Name

Domain Name
Type

CNAME

Description
Customer’s application 1D
Customer’s account status

Domain Name

Push/Playback domain

CNAME resolution information
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Stream
Status

URL

Access
Bandwidth

Application
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Stream
Status
URL
AppName

StreamName

Authentication
Configuration

Push/Playback
authentication

Bandwidth
Cap
Configuration

IP Visit

Client

Cloud Streaming Services

Stream ID

Stream status

Push/Playback URL

URL path

Stream name, which is used to calculate ‘txSecret’
Whether authentication is enabled
Primary key

Backup key

Whether authentication succeeded
Cause

Authentication StreamName

txSecret: Authentication string generated after push/playback authentication
is enabled.

txTime: Expiration timestamp set for the push/playback URL
URL actual expiration time

Whether a cap is set for bandwidth

Acceleration Region

Status

Current Bandwidth

Push from PC: We recommend you use OBS for push to test the push.
Playback on PC: We recommend you use the VLC player to test the playback.

Push from web: We recommend you use Web Push to test the push.

Push from mobile apps: Install TCToolkit App and select "RTMP for push" to
test the push.

Playback on mobile apps: Install TCToolkit App and select "Standard Live
Broadcast" to test the playback.
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IP Restriction Check for exceptions caused by the IP allowlist/blocklist or regional
restrictions

Analyze real-time monitoring data of the live stream to determine whether the
Stream Data exception is caused by network congestion, jitters, or other reasons. View
stream data

Note

If the diagnostic report cannot solve your problem, please submit a ticket or contact Tencent Cloud technical support.
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OOTB live

Last updated : 2024-04-24 11:49:03

OOTB live is aready-to-use tool that requires no intricate technical research or personnel investment.With only two
simple steps, one can initiate personalized live streaming training or sales sessions. Utilizing this live streaming tool,
you can effectively manage private traffic, operate your own brand, introduce and release company products, conduct
promotion and training activities, and better track online training and sales results. This document principally outlines
the operations for live room management on the enterprise management side, live stream push onthe host side, and

live viewing on the viewer side.

Prerequisites

You have logged in to the CSS console.

You have added a playback domain name.

Points of Attention

Currently, this feature is in beta testing. Fees are collected based on the actual use of the function. For more details,

refer to Pricing Overview. As of January 1,2024, billing will be based on monthly subscription plans.

Live Room Management (Management Side)

Creating a Live Room

1. Log in to the CSS console, go to CSS Toolkit > OOTB live.

2. Click New room to enter the live room creation window.
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Cloud Streaming Services

@ This feature is currently in beta testing and is charged based on usage. For details, see EBilling Overview [& . Monthly plans 1

MNew room

3. Specify Room name. The name can contain up to 20 characters and supports only Chinese characters, English

letters, numbers, underscores (_), and hyphens (-).

4. Choose Start Time based on your actual business needs and click OK for confirmation.

5. Select Playback Domain that you have already added in the domain name management.

6. A default live streaming cover is provided. If you wish to upload your own cover, click on Change. We recommend

a JPG or PNG image of 2 MB or smaller, with resolution of 1280*720px.
7. Click Create.

New room

name+ | test001 ©

Start Time 2024-04-24 17:00:15 =

File sized0K
Upload Time2024-04-23 17:00:21

Change
Upload a thumbnail not larger than 2 MEB in JPG or PMG format
recommended size 1280 x 720px). If you don't upload an image, the
default thumbnail will be used

Live Control
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1. Log in to the CSS console, go to CSS Toolkit > OOTB live.
2. Select the created live room and click on Manage rooms. From the management side, you can delete created live

rooms based on actual business needs, or copy and share links for viewing the live streaming.

QOTB live

@ This feature is currently in beta testing and is charged based on usage. For details, see Billing Overview [4. Monthly plans will be offered stariing from January 1, 2024

Pending Ended Ended
-
testo01 H'B;LHE
y 2024-04-24 17°00:15 - ‘ 2024-04-16 15:47:19 2023-11-30 18:51:12 - ‘

< Copy playback URL ... B2 Managerooms  ¢2 Copy playback URL ... E2 Managerooms  ¢2 Copy playback URL ... B2 Manageraoms  ¢2

8
S
Ended Ended Ended
‘g
- 2023-11-09 16:47:47 . 2023-11-09 10:00:35 2023-11-03 17:52:36 .

B8 Manage rooms tP Copy playback URL  «ss B8 Manage rooms tP Copy playback URL  +ss B8 Manage rooms tP Copy playback URL 444 B8 Manage rooms @

3. Enter the live streaming control page and choose the method of starting the live streaming according to your actual
business needs. You can select Web, Publish, or Playback:

Web: The host uses the web-based live streaming tools provided by OOTB live. Options for live streaming include
using a camera, local files, or screen sharing.

Publish: The host can stream using third-party tools such as OBS. In this case, the push streaming addresses
provided by the system are entered into these third-party tools. For more information, refer to Push via OBS.
Playback: This method is geared towards scenarios that require effectuating recorded video into live streaming

(pseudo-live) or pulling streams from third-party platforms for playback on Tencent Cloud.

Scenario 1: Web

This scenario is mainly focused on real-time processing.

1. When you select Web, you can allocate the page address to the host. Click on Copy to replicate the address.
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Live control Settings

Publish Playback

https:/f :.com/push?, 8161655 Copy

2. Copy the Playback URL at the top of the page or click on the copy icon to copy the URL, and then distribute the
playback URL to your audience.
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& Manage rooms  test001 Pending Start time: 2024-04-24 17:00:15 Playback URL:https:// ~com/pla.. @ I Share
Live control Settings *
Web Publish Playback

treaming UKL 1or the host
https:// .com/push?i 78161655 Copy

3. To activate the comment feature, please go to Settings.

Scenario 2: Publish

1. By default, the system generates a publish URL and stream name, which can be copied to third-party publish
streaming tools such as OBS for live streaming.

2. The copied publish URL and stream name can be pasted into OBS's server and stream code respectively for
publishing.
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< Manage rooms  test001 Fending Start time: 2024-04-24 17:00:15 Playback URL:https://- scom/fpla.. M@ Share

Live control Settings

The current push URL will expire on 2024-04-24 17:02:37 (UTC+8). You will need to generate a new URL after that 0 Generate again

Publishing URL Stream Name
rtmpiA/ .com/elvb130 Zroom|D=9ba570a n: hifs
webrtcy// .com/elvb13C Troom|D=9ba57i n. hifs

Scenario 3: Playback

1. The source stream address supports live streaming playback protocols such as RTMP, HLS, and FLV, among
others.

2. In the source stream address input box, you can enter the source stream address, which is equivalent to setting the
content source to a live source in Pull and Push Streaming. After entering the address, click Play on the right to pull

the corresponding live stream and push it to Tencent Cloud.

©2013-2022 Tencent Cloud. All rights reserved. Page 528 of 553


https://www.tencentcloud.com/document/product/267/42524#

@ Tencent Cloud Cloud Streaming Services

<« Manage rooms  test001 Fending Start time: 2024-04-24 17:00:15 Playback URL:https:// .com/pla.. T Share

Web Publish Playback

Source stream URL Supporied protocels include RTMP, HLS, and FLV

rtmp:f from=push

Live Room Configuration

Basic settings

Log in to the CSS console, go to CSS Toolkit > OOTB live > Manage rooms > Settings.
After completing the basic settings, you can adjust and modify the basic settings, including the live room name, start

time, playback domain, and live streaming cover.
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& Manage rooms  test001 Pending Start time: 2024-04-24 17:00:15

Live control Settings

Easic seftings

mO0m name = test001

Start Time = 2024-04-24 17:00:15 ]

FlayDach .com v

Amain =

Change

Feature configuration

1. Viewing Methods
1.1 The default viewing method is Public. However, you may opt for Encrypted viewing or employ an Allowlist.
If you opt for encrypted viewing, a password is required for viewing the live stream. This password should be between

8-14 characters in length and must not contain spaces, Chinese characters, or special symbols.

Feature

configuration
lode * Public | ) Encrypted Allowlist
20240423 ®
Chat (I pisable

When the viewing method is set to Allowlist.

Click on Add viewer. In the ensuing pop-up window, you can continuously add new members as required or select

and remove existing members.
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Feature
configuration

ode * Public Encrypted | Q) Allowlist
mport via file Download template

Verification info Nickname

Mo data yet

(I Disabie

Verification Info: Please enter the corresponding verification information, such as employee number, mobile number,

and so on.

Nickname: Please set a name for the viewer. It could be the viewer's real name or a custom nickname.

Add viewer W

name amy

Click Create.

Click Import via file to import CSV or Excel files to quickly add users allowed to view the live stream.

Click Download template to download the import template. Maintain the list information based on this before
importing, otherwise it may lead to import anomalies.

Click Download template to download the imported template. Maintain the list information based on this before

importing it. Otherwise, exceptions may occur during the import.
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Feature
configuration

pde * Public Encrypted o Allowlist

I mport via file I IZJ::uwnIcau: template I

Verification info Nickname

50704028 amy De
12345672 dora De
(3 pisabie

2. Live Stream Interactive Comments

The live stream interactive comments feature is disabled by default. You can click

o

to enable this feature according to your actual business needs.

Feature
configuration

nde * o Public Encrypted Allowlist

Note:

Live streaming room interactive chat, on-screen comments, and other interactive features are provided by Tencent
Cloud IM. The default application is in the development version (the application name starts with "elvb_"), which is
validfor one month. After expiration, you can go to the IM console to renew or upgrade the version at any

time,according to subsequent business needs.

Organization/Enterprise info

The operational configuration information is disabled by default. You can click
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»

to activate it according to your actual business needs.

Organization/Enterprise
info

Do not show

Do not show

*H°N°

Do not show

Name: Please enter the name of the organization or enterprise, no more than 60 characters.

Logo: Click Upload to set an organization or enterprise's logo. We recommend a JPG or PNG image with the
resolution of 1280*720px, of 2 M or smaller.

Contact: Click Upload to set a QR code for the audience. When an audience clicks Contact us, this QR code will

pop u p onthe interface.

Crganization/Enterprise
info

File size33K
Uplead Time2024-04-23 17:41:52

Upload

File size70K
Upload Time2024-04-23 17:42:15

Upload

Configuration Preview
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1. When modifying relevant live room configurations, you can instantly view the effects through Configuration

Preview on the right.

Preview

9:10 oll T =

test001 . ®

The live stream has not started yet
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Chat is not enabled
Contact us

Contact us

Press and hold to scan the code or save the image

2. After confirming the preview, click Save, and commence the live streaming as needed.
Note:

The configuration will take approximately one minute to take effect after it has been completed.

Host Side
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When the Host Is Not Live

1. Even if the live streaming start time has not yet arrived, you can start your live stream in advance. Just click on Go

live at the bottom-right corner.

@ Css

testO01  Not on air

@! N ( 8 = Live

2
Microphone  Camera Beauty Screen Local file countdown

Note:

The live streaming countdown refers to the time difference between the start time of the live stream and the current
time.

2. To confirm that you want to start the live stream in advance, click confirm inthe prompt box and commence the live

stream.
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Before the broadcast time, confirm to start

cancel confirm

live?

During the Host's Live Stream

1. When the web platform is used to conduct a live stream, the WebRTC stream publishing protocol is employed (it is
the only protocol supported on the web platform).

2. You can conduct live streaming through a camera, screen sharing, local files, and so on. Click the Go live button
and the system will commence streaming. Here's an example of how to live stream through uploading a video from

local files:
2.1 On the webpage, select Local file and choose the video file you want to upload. After the video is uploaded, click

Go live to commence the live streaming. It's advised to perform a test in advance to ensure that the live room's

settings and video quality meet your requirements.
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Dy css

test001  Not on air

& G =y =

Microphone Camera

2.2 The host can click the

G/

button in the top-right corner, click Copy (the live room's name, time, and URL) or Download code, and forward it to
viewers. The shared link corresponds to the live stream room. The audience can watch the live stream by scanning

the QR code shared by the host or visiting the link.
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testO01  Net on air

Copy the

& S =y =

Microphone  Camera Local file

2.3 Once the official live stream concludes, the host can click End the broadcast to cease the live streaming.
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& css

test  Inlive broadcast Share your live st

& S P2 =

Microphone Camera Beauty Local file

Note:
If the live room is deleted during the live streaming, the ongoing live streaming will not be interrupted.

Audience Side

When the Host Is Not Live

1. After visiting the viewing link shared by the host or management side, the audience can, by default, directly open
and watch the live streaming. Should the host implement Encrypted or Allowlist viewing methods, the audience is
required to enter verification information (nickname and password) in the pop-up verification bar. Only after successful

verification can they proceed to open the live room.
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Start watching

2. When the host is not live, audience entering the live room can see the countdown timer to the live streaming, for

them to know the start time of the live streaming.
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& Css En

test001  Net on air Share your live streamto [ Live commentary

user3780481441 joined the

Live countdown
0 0:0 O0:1 3

Say something...

During the Host's Live Stream

After entering the live room, audience can watch the live stream, view and post comments.
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& css En

test  in live broadeast Share your live stream ta [, Live commentary

amy joined the group

@ Where is this snow
So spectacular

@ Gongga Snow Mou

known as the "King of Sh
Mountain”

Welcor
anchor room

Say something...

End of Live Stream

The live room can still be opened, and the viewers can continue to view and post comments.
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test  Already ended Share your live streamto [ Live commentary

amy joined the groug
@ Where is this snow

So spectacular

@ Gongga Snow Mot

known as the "King of St
Mountain”

Welco
anchor room

@ Thank you anchor

user1382251791 joined the
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CAM-Based Access Control

Last updated : 2023-10-07 14:53:42

CSS supports permission control via CAM, allowing you to manage access to your CSS domains, settings, and other
data. You can create, manage, or terminate users or user groups and grant AP| access permissions to them to
achieve identity management and policy control.

You can use CAM to bind a user or user group to a policy which allows or denies them access to specified resources

to complete specified tasks.

Concepts

Root account: A Tencent Cloud account

Sub-user: A user created and fully owned by a root account.

Collaborator: You can add another root account as a collaborator to your account. The added account becomes a sub-
account of your account.

User group: Users that perform the same functions and can be bound with a permission policy for centralized access
management.

Note

For more information on the concepts and permissions, see User Types.

Directions

Step 1. Create a sub-user or user group

One or more sub-users can be created under each root account and can be associated with specific roles and
policies. A sub-user has a unique ID and identity credential that can be used to log in to the Tencent Cloud console. It

also has APl access. You can log in to the CAM console to create a sub-user.
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Cloud Access
Management

User List

Dashboard
How to view more information?

CAM protects the security of your sensitive info. Yo
view or edit in the User Info page.

Details User Mame

Roles

Identity providers

Note

For detailed directions, see Creating Sub-user and Creating User Group.

Step 2. Add a policy to the sub-user or user group

You can associate policies on the user/user group management page or policy management page. For detailed
directions, see Authorization Management.

Method 1. Add a policy to a sub-user or user group

Method 2. Associate a policy with a user/user group

Go to the user/user group page and select the user/user group to which you want to add a policy.

Select Users > User List or User Groups on the left sidebar of the CAM console. Find the user/user group to which

you want to add a policy, click Authorize on the right, select a CSS policy, and click OK.
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Associate Policies

Policy List (4 in total) (2) selected

LVE 0 Q Policy Mame

Policy Name Policy T... T
CeloudLIVEReadCnlylccess

CcloudAccessForlVBRole - Read-only access to LVE
VB permissions (including but not
limited to): CLS (add/delete/modify/query  Preset policy

CLS logsetsflog topics, and search QcloudLIVEFullAccess

for/download/upload logs) Full read-write access to LVE

CcloudIVEFullfccess
Full read-write access to Interactive Live Preset policy
Video Broadcasting (ILVE)

QcloudLIVEFulldccess

Full read-write access to LVB Preset policy
CcloudUVEReadOnlyAccess S
Read-only access to LVE reset policy
Press Shift to select multiple items

8] Cancel

Select Users > User List or User Groups on the left sidebar and click the name of the user/user group to which you

want to add a policy. Click Associate Policy, select a CSS policy, and click OK.
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Add to Group
Select User Groups (1 Total) (1) selected
Q User Groups
User Groups
| B
| .
+—
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e  Sub-user
fecount 10 - R Moble -
Remarks -7 Ema -7
Access Method ) Console access
Tag Notag #
Permission Service Group (1) Security (1) API Key Tag Policy

~ Permissions Policy

@ Associate a policy to get the action permissions that the policy contains. Disassaciating a policy will result in losing the action permissions in the policy. A policy inherited from a use group can be disassociated only by removir

Associate Policy

Select Policies on the left sidebar of the CAM console, find the policy you want to associate, and click Associate

User/User Group/Role in the Operation column. Select the user/user group you want to associate the policy with,

and click OK.
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Add to Group
Select user group (1 in total) (1) selected
0 Q User groups
User groups
Press Shift to select multiple items
QK Cancel

Addable policies

Preset policies: You can view all preset policies on the Policies page.

CSS preset policies include QcloudLIVEFullAccess (read and write policy) and QcloudLIVEReadOnlyAccess (read-
only policy).

For a user to use tags, you need to associate QcloudTAGFullAccess (full read and write access by tag).

For a user to use real-time logs, associate QcloudCamFullAccess (full read/write access to CAM).

To use the screenshot & porn detection feature, associate QcloudAccessFoLVBRolelnSaveLiveScreenshottoCOS
with your CSS service role to grant it access to COS.

Custom policy: Go to the Policies page, click Create Custom Policy, and select Create by Policy Generator.
For more information, see Custom Policy.

Note
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Currently, some APIs of CSS support resource-level authorization.

Example: If you want to allow a sub-user to use the DescribeLiveDomains API, follow the steps below to grant the
permission.

1.1 Create a domain-level policy that allows access to the API: Go to the Create by Policy Generator page and

complete the following settings:

Item Required Setting

Effect Yes Select Allow

Service Yes Select Cloud Streaming Services
Action Yes Select DescribeLiveDomains

Select all resources or specific resources.

Tencent Cloud services for which the authorization granularity is operation or service
don't support six-segment resource descriptions; for them, select “All resources”.

For Tencent Cloud services that support resource-level authorization, you can select
specific resources. For the resource description method and authorization granularity
of Tencent Cloud services, see CAM-Enabled Products.

Resource Yes

Set the condition for the authorization to take effect. If you enter IP addresses, the
Condition No APl will be accessible only if a request is from the specified IP range. You can also
add other conditions. For more information, see Conditions.
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o Edit Policy >

Visual Policy Generator JSON

* Cloud Streaming Services(1 actions)

Effect * 0O Allow Deny
Service - Cloud Streaming Services (live)
Action * Read Edit

DescribelLiveDomains

Cuery domain name information

Resource = All resources (%)

Condition Source IP (i)
Please enter the IP [ ar IP range), e.q.. 210.75.12.75/16. Press "Enter" to cor

Add other conditions

=+ Add Permissions

m Characters: 206(up to 6,144)

Caution
If you want to authorize multiple services, click Add Permissions.

2. Click Next to generate the policy. Then, associate it using either of the two methods above.
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o Edit Policy . o Associate User/User
Group/Role

Basic Info

Policy Name - .

After the policy is created, its name cannot be modified

Description

Associate User/User

Group/Role

Authorized Users Select Users
Authorized User Groups Select User Groups
Grant Permission to Hole  Select role

Previous Complete

Step 3. Use a sub-account

You can now use the sub-user’s account (the account ID and password) to call the APl authorized (such as
DescribelLiveDomains ) and get the corresponding CSS data (such as all the domains under the current

account).
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