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DIREAT M fisih
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Webshell £l

Webshell Z2& S EF AT E, FHLZLE IR IRS 5 FH AN Web 25 TR T AT EE XU HI, X
T BEEL Webshell ST, BE FIRBIZHR, 8T SIMAIHIEY STRMIE SR BE O — AT, K52 % IS 2 92
MBRIZREAR ST, LSRRG R SRIRSS, RIS FER 2B K F F BafARI B,
TRREIRE

B S IR RE AT DU B PR S R T RS T R, RESRES T HEPIRIE P, N, B4,
BRRSEARR S TG HE, &R HEBIERE SRR E— A,

FIORRIRE

BT AR R RE v US VR P Y AE 2 Y S A T R R IR RS 5, B ERE B R HET ORI 1P, I, Bt
HI P4, BFRASBUESR ST R, 55 HAERIR B S RE— A,

EREASRSEERN

WEARSHYRSEE B RGP B s NS, FFRERERGIRIR GBS M REIEH MRS, EH W=
REFFERERFPN B E4 B R, i ZEREEON IR SO TR, 5 =miafmELIZXFidsx, FEL
AT TR S, B RIR A [ R TIEM, A e/ = KPR A S A, EHL 2RO R e
RS, RMEREH AR TREULA S P RERAI R,

eI

H #l EHL LRSI T 2K R Linux A1 Windows BCFE WY, AMAF &SRR 2 22 KA HLA N,
IRE YRR Bon ST BN ERVIRT XA, FRNEREETRMAFSE, ZEBRITIN S A5 T 2w
MG PEAEAHIAATARIN, X T ERTANE A TN, = EIRMARIFAI, A, e LB, THZe
BOIAR R RIRTARRSS, XA ST KA AL s,

FHERYET

THRAESTIRE T BRI ] N 2 P T T, DORTS o2 20 IRSS, &P Sk v T R SR AL A
F. BRIERALERER. ZEMNRA S B ZmE THIWAIEEE, %3N RFERUEF K - AL R,
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ey Windows %%t Linux &5t
C:\\program

ISR E SRS fllestigeloudiiyunjingtydeyes /usr/local/qcloud/Yunding/
C:\\program

files\\qcloud\\yunjing\\ydlive

YDService = TSR
YDLive ~FR#EEE

s
YDServico Z AT RS HE YDPython JRiAELL: i i 1

YDLive SF R -
R4 B YDPython e ks Dol IR
. YDQuaraV2 AR5k Bt
YDQuaraV2 /R b B4 R
flame V77 HakE gtflame P/ K&
. PR tcss-agent A Aa kLA A 1F
tcss-scan A e (R 1
YDService
MRS 2R YDLive
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CIB
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/usr/local/gcloud/YunJding/stopYDCore.sh

1.2 EHEEhE P i
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/usr/local/gcloud/YunJing/startYD.sh

ZPimEFmS (Windows:4t)
WAL Tana, sSdTHESEEERRIRSS, kF] YDService ili55, fiHtE)R.
1.1 HEE R IR

RN R @ BRI R (sd) ARTERH]

7 47501



EHl L e

net stop YDService
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net start YDService
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ASAGFFN BN R EN R 2L 2 FELAR N K,

bE 2y g

LARFEAE T kiE S, RN AR,
Name
CouchDB FKAZFfi (]

Docker Daemon 2375 EHHIHE
Elasticsearch AAZAX i []

JavaRMI iZf2 R AS 01T

Jenkins K EINIER] FE @ HHAT
Kubelet RIZAX 5[]

Linux 5R5t59 4kl

MongoDB AFZALii (7]

MySQL 55 -3k

NFS fHIRACE T BT H IR H 5=
Redis F:£& & HUAMI

RPCBind At & 4 £

Rsync 55 w4l

Rsync L& %75 (A]

Tomcat 55 il

Windows FH /55 143G

Xampp ERIA FTP %64

WS E SRAFAE B A S

FTP &£ sk
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AT
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RS AT
TRHLR
AR AT
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%
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1S Pe & 5 RS BUFAE AT R
Memcached UDP i [T A] 4 Fi 7y DDOS KM it
PHP-FPM £51% A0 &

PostgreSQL A R

Web HSRIFTE git XSG R
Web HRFEE .svn SR FHE Btz
Windows Rz - 4 il

Windows 5 i - k& il

ZooKeeper AFZALi 7]
HadoopARFZ AL i/i ]

sudo T H PG

Tomcat F£45i H A

Web HRIFTE phpinfo XX

Windows K IRZS AN
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ASYFFNIESN A 5 EVE > HERABANREZI JSON X EBRIERE, RIS &S EIE TR X
Wi,

BiRA

HATHLER AEHIAE T IXEEIRE, SONBIREIZTRRIVEFITI, 5 A LRI N2 £ webhook Hlas A5,
i DRI IR,

wERE > Pl BRI GEE DRI AE LIRS, 5A KEK,

ST

ZNl
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https://console.tencentcloud.com/workorder
https://console.tencentcloud.com/cwp/setting

EHl L e

{
"uin": "1000xxxxxx21",
"nickname": "JWiAE",
"server": "172.x.x.41 [DANLER1",
"instance_id": "ins—-xxxxxxxx",
"region": "PHRIHUX (EKER) v,
"time": "2023-10-30 09:24:20"

}
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FERA
uin
nickname
server
instance_id
region

time

S REOR

Zyll
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WiAH

FIF uin

F P IERR

Hlas ip (HLasAl4]
Hlazskhl id
HLARATEX IS

FFIS A
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"event_type": "SEER",
"src_ip": "43.x.x.41",
"reg": " EP?EIE?%H ,
"level" : "_.'%J_.E"
}
FE VA
FEAM
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src_ip K ip
area R HY
level fEhEL

R

Nl
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{

"event_type": "ZSRLfgEfE",

"src_ip": "43.x.x.41",

"areal: nq:[é?%n’

n Count n : "3",

"banned": "BHKTELI"
}

FEULHA

FEAM TiHH
src_ip K ip
area SR
count ZIAREL
banned RH TR

AR

HREX

ZNl

RN R @ BRI R (sd) ARTERH] #17 75100



EHl L e

{
"event_type": "MEEXffn,
"file_type": WEE",
"path": "/root/bebinder_shell.jsp",
"level”: "?EE, f@ﬁ’]ﬁﬁ%%ﬁ@{*ﬁgjdé,
}
FEBLHA
TR
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file_type A
path R
level RS
FEHE
T~
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EHBAT

"event_type" . vv%’%"j&ﬁn ,
"pid": "5916"’
"path": "/root/2/ISHELL-v0.2/ishd"

BV
FERAFR WiRA
pid W2 id

path MRS
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{
"event_type": "MEEIFXK",
"url": "massdns.ran6066.com",
"COUl’lt " . "1"
I
FEEA
T
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url TR
count 1H SRR
SEmn
B
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"event_type": ll%ﬁﬁﬁ{ﬁ\vv,
"cmd": "iptables-restore -w 5 --noflush",
"level": n%ﬁnl

"status": "fFNLHE

FEHA
TR i
cmd [EREIAEaS
level B EER
status AEBIRZS

A HIFE X

Zl
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"event_type": "ZARHIFEI",

"user": "Oll,

"process": "privilege"

FEULA

TBARE
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user AP
process FERGH R
[z 5# Shell
Pl
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"event_type": "/XFShell",

"process": "mass_0",

"dst_ip": "125.x.x.220",

"dst_port": "8888"
s

FE LA

FEAFD WiHA
process IR
dst_ip HFrEMNL
dst_port H hRdii

java N17L

Z ]
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"event_type": "javalNiFEE",
"type": "JavalNTFE-Servlet",
"pid": "3333",

"argv": "masstest",

"class_name": "massTest"

FEULA
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argv

class_name

DX i 1%

Nl
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B
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R id

MRS

W17 5 class #FF
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"event_type": "B X",

"rule_name": "adwgdadwgd",

"exe_path": "/usr/bin/systemd-tmpfiles",
"file_path": "/home",

"count": "1",

"level": "Eifa"

FEULAA
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FEARE Wik
rule_name il s I B i
exe_path R
file_path AR
count HIFRE
level B LR

W 25 2 o

ZNl
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) i e

{
"event_type": "MZEKLi,
"src_ip": "129.x.x.166",
"eity": "ILAAE-RERTIC,
"vul_name": "showdoc X EfEIWIE",
"dst_port": "80",
"status": "ZERAKTE"

}
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FERAFR
src_ip
city
vul_name
dst_port

status

B b 2

Znl
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"event_type": " FUmESLk",

"offline_hour": "1"

FEEA
TEAM

offline_hour
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"event_type": "ZFUmEIEL"

R e e R
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EHl L e

A~
{
"event_type": "JRIA",
"category": "Linux@XHFIRIFE",
"vul_name": "libexpat fREHUATIRIA (CVE-2022-40674) ",
"level": "PEEH
s
FEEA
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FEARE iR
category (s
vul_name S pEEY i)
level B EER
L @R
B
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{
"event_type": "FHLk",
"category": "LinuxRHigy IS,
"rule _name": "LinuxZRGtysIISKEM,
" level A : "_.'%J_E"

}
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FEATD WiHA
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category Hekork
rule_name KR4 FR
level B EELK

L g

Nl
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"event_type": "HIZRFHHI",
"file_path": "/usr/bin/vi"
}
FE A
FEAAMR
file_path

W DT B

BYURh

Bl

RN R @ BRI R (sd) ARTERH]

Wi
PEERER

EHl L e

5539 #7571



A BT s

"event_type": "WIPFESNR (B v,
"protect_name": "EE X",

"protect_path": "/tmp",
"recover_type": "HEX{Er,
"recovered_status": "*'WE",
I
FEUIA
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FERA
protect_name
protect_path
recover_type

recovered_status

R R
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"event_type": "MDIBGEI (KE KD v,
"protect_name": "EEEXXH",

"protect_path": "/tmp",
"exception": "R

FEULRA
T BARE
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protect_name Y EimEy iy
protect_path IE/RIERTS
exception R
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ZJRITE

HENA(EERH JSON #1,

HE TG — N utf-8 Fi 3o

HEW SR TEMSAINE 7B, HEUTERUM,
HEHRT D NEAHE, B7HE, &P HE =R,

=t

HESR BN LT cls_event_type Wi7E, HATE & HEIAMERIAMT ¢

BHESE
cls_event_type HEIAUE
malware AR
risk_process S AR
hostlogin FHER
bruteattack i
risk_dns ERIEK
bash EfE T
privilege_escalation AHIFERL
reverse_shell JZ5# Shell
emergency_vul N 2 I
linux_app_vul Linux &4t
windows_sys_vul Windows Z 4t w1l
Web-CMS_vul Web-CMS il
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application_vul B FA e R
baseline ek
attack_logs PR 28 B
java_shell Java N1 E
file_tamper R A
tamper_protect_logs WA DT B R
tamper_protect_exceptions DG &
agent_uninstall R it N
agent_offline & i B £k
B HE
cls_event_type HEEAE
machines FAHHIFR
asset_system BR Mt
asset_account K=
asset_netstat i
asset_process HE
asset_app AN H
asset_database BAEE
asset_web_app Web W H
asset_web_service Web %%
asset_web_frame Web HEZE
asset_web_location Web 3 5
asset_jar jar ¢l
asset_init_service ENRS
asset_scheduled_task HRNESS
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asset_env
asset_core_module

asset_package

&P LR B

cls_event_type
client_log

dns_log
process_snapshot
net_log

file_log

login_log

FHET B

NIF B
TR

id

appid
create_time
modify_time
cls_event_type

event_status

XHERTEUHA

wE
i

string
string
string
string
string

string

wE
i

string

WA

B il % id
F P appid
HA QIR
HESNT

HFIEA

HIFIRAE (create €78, modify f&2X. delete filFR)

Wi

H#s uuid
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hostip string FHLIP

file_path string AR

md5 string X md5

filesize string RN

file_create_time string SIS ]

file_modify_time string XAEI A

file_access_time string S RIS TE]

status string W& (ﬁ"\ﬂ‘fﬁ%\ CfEE. BRE. Bsf. XFEmER. RS, RE

WL HESEMIER)

virus_name string Bt

bwtype string FEARJEM: (10 H ; 20~29 : )

path_md5 string A& PE md5
REHETBRUHA

TR iR WiRH

uuid string HL2% uuid

hostip string FAHLIP

pid int 1D

exe_path string RS

exe_md5 string HFE md5

exe_desc string piiw 4 |)

exe_argv string HESH

exe_create_time string piiw etz SinglE]

exe_modify_time string HRRESUN ]

exe_access_time string AL A B ]

status string RS (R, BfEE. B, CaBHD
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start_time string HEAR B BN [A]

virus_name string JREE

latest_scan_time string BT A S E]

pstree string R, json k%X

risk_level string MFESE (R, R W, &, E)

pay_version string HLAhRAS (GEffibl, TvhR, HEARRR. B =hR)

rss int HRENTE

permission string HEARZARR

REERFERUHA

TR e Wi

uuid string HL2% uuid

hostip string FHLIP

username string BSR4

count string BRIE (A0PRE—)

src_ip string BSEKIE 1P

dst_port string B

src_machine_name string B SRIFHAR TR

login_time string BRI A]

status string RE (EEBSR, mHEER, CiE. SMER. WIAARESR, 2t
B, C2H)

location string (VAT

SR B

TR A Wi

uuid string M2k uuid

hostip string FHLIP
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username string P

count string ZIRAREL

event_type string B (BRI, BRI, B ERIIKS)

src_ip string K IP

dst_port string K

src_machine_name string KIFA AR R

status string W& (b, B2 . Rk, CHiER. srba4 s, BAE . Bl
FiH)

location string firi
PHWRIRZS ORFBEWT. TrHE. REAKT CRITEFEED . REEE GEL

banned string fRO « REHET (EIMERE) o REEK CREGERI IP) | FHERIK
FEOsH) o BRI (MASE)  BEBTRIE (AT IXANSE
£ )

ERERFEBUA

TR it BB

uuid string HL#k uuid

hostip string FHLIP

url string B

pid string 3 ID

process_name string MR FR

cmd_line string maeT

status string R (FpabsE, 2B, ema. AP EEUAEEE. c0, cZ20%)

access_count string THREL

query_time string T K8 KIS [A]

merge_time string R TEKRIN TR

HEmRFERHA
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E35 eS| WiRH

uuid string Ml uuid

hostip string FHLIP

user string PUTHIH

platform string A=)

exec_time string TN

bash_cmd string PUTHI @ 4

status string WA (R, ElRas, E¥ms. 2. 2R

rule_name string A HR AL 44

rule_level string maElkER (EE. P, KE)
AR B

TR e iR WiRH

uuid string Hl#s uuid

hostip string FAHLIP

process_name string R R

full_path string AR

pid string HEFZ ID

cmd_line string me1T

user_name string PUTHIR

user_group string PATH PB4

proc_file_privilege string HRESUERRIE R

ppid string R ID

parent_proc_name string SHFZAFR

parent_proc_user string PATRIHERIH

parent_proc_group string AT PB4
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parent_proc_path string IR

find_time string HUATHIS ]

proc_tree string HEFEM

sid string FF sessionid, HATERIAHO

uid string MFID

gid string 4 1D

euid string B ID

egid string AR 1D

status string RS (FRACHEL, #280EH. afsn, B, 228, EmikR)

K34 Shell B HH

TR Eir| A

uuid string Hl#s uuid

hostip string FHLIP

dst_ip string Hi IP
dst_port string E #5511
process_name string PATHYHAR
full_path string HIREETE

pid string HIZ ID
cmd_line string PUTHI AR
user_name string PUTHIR
user_group string PATH P FTE 4
ppid string R ID
parent_proc_name string SHFRLFR
parent_proc_user string PAT AR F P
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parent_proc_group string PTG B

parent_proc_path string IFFRRE 1

find_time string PUATIS ]

proc_tree string HERERE

status string RS (AL, & Shell 45, A%, COHE, T2, THER)
IR BB

TR gy WA

uuid string HL2F uuid

hostip string FHLIP

status string ERERYAN (?%f@ CZM, T8, wmidh, BE4h, mgEdh, BE

K. BR™. BT
vul_category string {E{Iﬁﬁj\% (Web T, RGAMRE. Linux REtHKITF. Windows
RGtR)

descript string IS

path string IRl S F s 1

remark string EpER=RES

name string SRy

fix string & & WiHA

cve_id string cve G

reference string S i

level string IR (RfE, e, &S, $321)

is_emergency string AR
HERFEHA

FER et A

name string HLRAA TR
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uuid string HL#s uuid
hostip string FHLIP
status string WS G, E2, @k, MR, sam)
level string KA (KE, e, &fe, 7H)
descript string iR
remark string s
rule_id string Fg %4k 772€ ID
category name string S A=y i)
item_id string FLEFRN 1D
fix string (E3-§=:90
Y G et
TR g WA
uuid string HL2F uuid
dst_port int EL:Fprn|
src_ip string K 1P
type string ZEM RS N
status string HOR, FCH/ CAE/ En e 4 B/ E 2R/ TR/ T B B
count int HUEIFH B
SvVC_ps string RS IHFEIETE, json 185K
net_payload string BehigdEe (B0
merge_time string HEHNE (R AU fA)
host_op_type string SHATHIAL, TREETT A/rce(@i4H1T)/dnslog/writefile
host_op_pstree string SHAT RN, json =X
host_op string FEATHNE
hostip string FEAHLIP
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Java AFS 7B

exe
argv

pid

class_name
loader_class_name
super_class_name
interfaces
recent_found_time
status

file_exist

class_file

B B B

uuid

hostip
hostname
process_exe
process_argv
target

status

wE
g

string

string

string
string
string
string
string
string
string
string
string
string

string

ey
string
string
string
string
string

string

string

Wi

Hl#s uuid

EHl L e

AR (Filter B, Listener Y, Servlet ! | Interceptors 2, Agent

R HAth)

Java HRERETE

Java R T1T

Java i##£ ID

N5 class_name

N1 loader_class_name

NTE S super_class_name

W7 interfaces

Sl ioaaalingla]

W& (FEHE, EmE, kR, Sz, eFshite)

XHRETFE CUERFE. X

class AITTE PR
Wik

Hlé= uuid

FEHLIP

EHLAFR

RS
AT

H AR

W& (FFLE. By, Efikk . ERbg. EFshitHE)
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) i

event_count string HH AR

rule_name string FL A R

event_detail string HHTENE, json #5X

pstree string HERERE

rule string HUZATESE, json 183X

level string &l Ce. mfE. e, JKE)
P B B B S SR A - B i A

T ey Wi

uuid string HL#s uuid

path string SCAFREE

recover_type string RE IR (NWEPHESIRE . PURBELIRE . HEBIESIKE .

BRUKE . Briefis)

has_recovered string maE RIKE. EE)

recover_time string ik & I} 1]

is_manual_recover string EGHPFENKE (B, 2)

is_deleted string EAECMPR CRIMER. SHER)

status string WA R, MIAEE, FIARR)

file_type string SRR (RIS, B, REER)
P B Bl B e B - B i A

T KA Wi

quuid string HL2# uuid

FHRAA (ERE. BRI Agent B4k, HN, BEAE. HlEE
B, SSRGS ON SR, BHIRH], BERETZE

exception string —NHEZ, BRG], SRR SF, BRG], R EEHR
il AR, B, EHIRS, XK. R, S
K. R, P ER. FHREES 2. Hith)

exception_message string FEIER
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EHBAT
& P 7 B i B

uuid
pstree

uninstall_time

&P e B i

uuid

offline_time

el
string

string

string

wE
2

string

string

7 H R B

NIF B
TR

id

appid
host_name
host_ip
wan_ip
instance_id

0s_name

os_type

create_time

Al

string
string
string
string
string

string

string

string

int

WiAA
Hl#s uuid
HERER

R ]

WiAA
H1#% uuid

HLas BRI R

Wik
FAEZEICSR ID
F P appid
EHLAFR
EHLAM IP
EHSMN 1P
S 1D

BAERGEAFT

EHl L e

PERG28% (Unknow., CentOS. Debian. Gentoo. RedHat.
Ubuntu. WindowsServer. TencentOS. CoreOS. FreeBSD.,

SUSE)

OIS TR], i) A% X
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) i

update_time int GRrE R, AR AS X

cls_event_type string Hfenl

event_status string FHIRAE (create, modify, delete)
FEHFRFE A

E35 St WiRH

quuid string Hl#% quuid

machine_type string MlasA! (CVM, LH, Other, ECM)

region string i

project_id int LHIFrEIE 1D

instance_id string S5 1D

LHRZ (PENDING, LAUNCH_FAILED., RUNNING,
instance_state string STOPPED. STARTING. STOPPING. REBOOTING.
SHUTDOWN, TERMINATING. TERMINATED)

WZ5IRES (NORMAL, EXPIRED. PROTECTIVELY_ISOLATED.

restriol_state string TERMINATED_PRO_VERSION)

instance_name string S FR

private_ip_addresses  string BRI ] ioApsithils

public_ip_addresses string S5 A R ik

ipv6_addresses string S 1Pve Hizht:

vpc_id string vpc id

0S_name string BAERBAIR
BERGI2E% (Unknow. CentOS. Debian, Gentoo. RedHat,

0s_type string Ubuntu, WindowsServer, TencentOS., CoreOS. FreeBSD,
SUSE)

installed_cwp int RO EETNZRE I (0 R, 1 B&3)

latest_sync_time string BT [F] A7 B[]

BRI B A
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) i

FER et WA
core_version string WATEN
boot_time int REENNTE], unix BRI
cpu_info string CPUER
cpu_size int CPU #&
cpu_load float CPU =%
memory_size int WTFEE © B MB
memory_load float PAFER
disk_size int BEEECE BT MB
disk_load float B 2R
MBS FERHEA
TR Ay WA
group_name string = GroupName
status string SRS (FEH. EAFD)
is_root string A root AR
name string ISEEZY i)
type string ME2A (WIEAP. fERF, EEEHP)
home_path string Home H3k
shell string Shell #§£E
password_change_time  string RSN [A]
password_due_days int EWBZDRIGEN, -1 97K
password_lock days int EROBUER ], AR, -1 LR
password_warn_days int EEATRRE, AR
password_change_type  string FEEELOLE (Rl B8
password_status string FZRRS (IEH. BIRHBEH]. EX8i. E8tE)
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A BT

login_type

last_login_time
last_login_terminal
last_login_ip

disable_time

It B GiAA

name
version

path

parent_process_name

pid

user
group_name
start_time
param

tty

port

ppid

proto

B DA B YRR

string

int
string
string

string

B3I
string
string
string
string
string
string
string
int
string
string
string
string

string

S

string

EHl L e

BRI ORAJEg, HILWF key B3, UL ER, LIF

key FI%H5)
R FIN T
B8 2 i
B8 1P

NSSEALHLNE)

RS

ez s Yl

# D

BITHF

Pt ) F P 21
JESNIIAE],  unix BRI
BB

B TTY

<k
E

M
K32 1D

ST

WA

VARV
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) i

type string MHZEE Ge4ET R, BdRE. ZeMH. nTRENH.
Fi. WEB iz, Hfth)

}k{\\
g
vl
=
}lﬁ\\
\FV‘L\T
=

bin_path string .} 2
config_path string Ao E SRS
process_count int REHFEEL
version string IRA =
HEFEHA
TR g3 WiHA
name string bl ey 1))
group_name string HIEH A
desc string bl ExX pUN
path string MR
pid string W2 ID
ppid string R ID
parent_process_name string RIS
user string BITHF
start_time int IEEiingE!
param string BB H
tty string HRETTY
version string HHRERRAS

RIS CE. AIAAT, lrhlr, AR, B ERS e ER IR

status string . PR, SRR, ZER. ST
package name string etk

BelE e 7 Bt
FE ST
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) i

name string BRI

version string AR

port string Ui 1

proto string 73N

user string BITHA

ip string H5E 1P

config_path string BB S EE R

log_path string H SRR R

data_path string BAEREFE

permission string IBATIRR

error_log_path string TR H AR

plugin_path string R

bin_path string IR

param string BB
Web KB Ui

TR ey BifH

name string . FH 44

desc string IVAZEE BN

version string AR

root_path string RS

service_type string RS54y

domain string Ul U

virtual_path string RELURE

plugin_count int TR
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) i

Web Ai35BtiiiH

FER et WA
name string MEZR 44
version string AR
bin_path string IR
service_type string MRS58y
user string B
install_path string LIEHRE
config_path string [T
process_count int KEGHIEEL
Web 37
E35 &3 WiRH
name string MEZE A
version string &N
lang string BE
service_type string AR55 2R
path string N FH B FE
Web 35 B
E35 &1 WiRH
name string W4
port string U R
proto string PAYSNTIING
service_type string ARR55 28
path_count int Ul BRI RN
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) i

user string BITH A
ip string 4HE 1P
command string st
Jar WA
TR Ay WiRH
name string E4vii)
type string A (MHEF. RGi2E%E, Web RS B e, HAth)
status string AT
version string ffeAR
path string PR
B 3iR% 7B
TR &3 WiRH
name string E4vii)
type string JeHy
status string KINEHRES (BEH. REH)
user string BB
path string FEFE
HRMES FB A
TR &1 WiRH
status string HINEHRES (BH. REH)
cycle string AT
command string PUAT A AR
user string BB
config_path string BB SRR
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EHBAT

os_info

INRER BV

name
type
user

value

PIZARER 7 B iR

name
desc
path
version

size

RO REITEUH

name
desc
version

install_time

type

string

wE
2

string
string
string

string

wE
g

string
string
string
string

int

B3
string
string
string
int

string

BAERG

ZAEINTR], unix B [A)ER

wE
i

& i 4R H S B A
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EHBAT

Fih HEFB

appid
uuid
path
tag
time

log

DNS HEFBUH

appid
quuid
uuid
recv_time
domain
hostip
platform
pid

process_path

cmdline
count
BRI H &R UEA
FE
appid

A
int
string
string
string
string

string

Al
int
string
string
int
string
string
string
int
string
string

int

wE
2

string

WA

Fi P appid

Hlés uuid

H S

PR CRER I 2 X)
H &[]

HERNE

WiAA

FiF appid

Hlas quuid

Hlas uuid

It ] 28K

4

FEHLIP

F-A  Linux, Windows

#A D

AT SR

AR B AP T R
B
K appid
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A BT

quuid string
uuid string
hostip string
instance_id string
event_name string
pid int
ppid int
sid int
uid int
gid int
euid int
egid int
report_type int
parent_proc_name string
process_name string
process_path string
cmdline string
user_name string
process_md5 string
platform string
time int
timestamp string
insert_time int
W&E H T HS FER A

TR Ay

FH1 quuid OB cvm uuid)
FA1 uuid

Thlip (BaHER ip)
sl id

HF2AI : process - R
R 1D

AR 1D

R ID (X Linux 3245)
HE uid (¥ Linux 3Z4F)
HERE gid (X Linux 32F§)
#EFE euid (Y Linux 3ZRF)

HEAZ egid (fX Linux Z#%)

BRI O-SEIIERE 1R AR

A

g

RS

BT
HIEESH

JHERE md5

SEA © Linux, Windows
FF RN R,
AR ] H 1]

FAE A TR B
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EHBAT

appid
quuid

uuid

hostip
instance_id
event_name
pid
proc_path
argv
username
src_ip
src_port
dst_ip
dst_port
first_time
last_time
count

time
timestamp

insert_time

A s B ST B

string
string
string
string
string
string
int
string
string
string
string
int
string
int
int
int
int
int

string

string
string

string

I appid

FAL quuid G cvm uuid)
FAL uuid

THlip (BEHER ip)
S id

FAFHA [ net - W T
HEFE pid

RS

HEATSH
HEREFTIE P

5 ip

b

H#Y ip

H 56

AR R HA P — R i A B TR
AR R EA P R e — AU BN T
R S P A R
RN FIB
EXYNESEITER i

FF A AR

B AR
i P appid
FAHL quuid AR ecvm uuid)

FEAH1 uuid
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) i

hostip string FHlip (GEBE#Zip)
instance_id string S id

event_name string HIFA © file - SUHFIRIEFHLE
pid int AR 1D

ppid int R ID

session_id int HFERTE ID (X Linux SZFF)
uid int #ERE uid (X Linux >Z4F)

gid int #FE gid (X Linux 3FF)
file_path string BRAESCIFRR 1R

cwd string R M AT TER AR
proc_path string HEARRR 1

argv string HEEM ST

username string XHRER P
parent_proc_name string Rt

proc_name string W%

proc_md5 string HEAE md5

proc_perm string HEESHHATIR
proc_mtime int WS modify time
proc_ctime int WS change time
proc_atime int RS access time
operation string XFREZETY: write-5. rename-EE i
file_size int RN

file_mtime int 1B HF modify time
file_ctime int #1E X change time
file_atime int $1E X access time

RN R @ BRI R (sd) ARTERH] %568 17511



) i

file_perm string BRAESERLR

file_owner string BESCER PR

time int FF RN R B,

timestamp string R AN [A] H 3

insert_time int E S ONE NS
BRKHEF B

TR il B

appid string Mtk 7 appid

quuid string FHL quuid B cvm uuid)

uuid string FH1 uuid

hostip string FHlip (GEBE#Z ip)

instance_id string S id

event_name string HAA | login - B LM

src_ip string BRI ip

dst_port int B SR H bR

protocol string B SEMN

count int TEFIHL

event_type string HIIRA © success | BRMY) fail @ BFRKIK

time int FREEIN (R EK

insert_time int LR YNER N EIEE
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A BT

7 o LU ) e
B g T |
T BT R ¢ 2023-12-26 15:27:07

AR SES T RN 2 AR 2 i

PR Hill 15t A

RS ERAR R LU R PN SRft, 2 Al I B 2RI F AL 2 i

A Wi

FHRZEEFHEEG ZEN A

EHl L e

AR 55 an e BINE : TikSsa (CVM) | BRENAMRS A (Lighthouse) | A% iITHHEMLAR (ECM)

BN H=0T=) riRSG 4. IDCIRS &=

Linux%&4t

CentOS: 6, 7, 8(64 bit)

Ubuntu: 9.10 - 20.10(64 bit)
Debian: 6, 7, 8, 9, 10, 11(64 bit)
RHEL: 6, 7(64 bit)

R4 R4t
Windows%& 4t
Windows server 2012, 2016, 2019
Windows server 2008 R2
Windows server 2003 (limited support)
P m S
BT

HR—  ELARF RN E R LR

EHT  mligsas (CVM) | BRENAIIRSS % (Lighthouse) | A% it HEMLE: (ECM)
TEIEN_ bS5 daiy, Ak EMBE TR A 323 AL 2E F i
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A BT

Instance name

%)

Login methods

Termination protection

Set password

SSH key pair Reset password after creation

Login name root

Key pair

f existing keys are not suitable, you can

Prevent instances from being accidentally terminated in the console or via AP|

Security services

Enable for free

upperts batch sequential naming or pattern string-based naming. Up to 128 characters. 128 more characters are

| the C Protection agent and activate CWP Basic for free
Cloud Monitor & Enable for free
FREE cloud monitoring, analysis, alarming, and server monitoring metrics (component installation required
Scheduled termination Enable scheduled termination
Enable it to terminate the CVM instance at the specified time

Advanced settings (hostname, CVM role, placement group, custom data) ¥

Selected S6.MEDIUM4 (Standard S6, 2C4G)

Quantity 1

7

= FIAB3MLBF HEIRE
SEAT : BIR%SE (CYM) |

ZEMNAMRSE (Lighthouse)

TE 55 Analcis i By IR S5 2r i) B SMEBI >N m BB, BB FH L 2E PN E

k55 a7 2 AR EI ]

IR L BRI (bR ARSUERT]

4

Bandwidth fee ().12UsD/GB

EHl L e

Bac

H71 H7501



&> Tencent Cloud

Cloud Virtual
Machine

Instances
Placement Group
Images

Auto Scaling

Cloud Block
Storage

Snapshots
SSH Key
Security Groups

Public IP

Automat
My Commands

Public Commands

HR=":

1. BRIV L 2R B,

Public command library

View Products

@ Guangzhou v

Public command History

InstallYdeyesForLinux Learn more InstallYdeyesForWindows Learn more
Update 2022-07-19 15:16:52 Update 2022-07-19 15:16:37

time time

Command  Install ydeyes for Linux Command Install ydeyes for Windows

introduction introduction

Execute command  Clone to my command Execute command Clone to my command
ChangePasswordForWindows Learn more ShowTATAgentVersionForWindows Learn more
Update 2022-06-17 16:56:41 Update 2022-03-29 02:17:11

time time

Command  Change password for Windows Command  Show TAT agent version for Windows

introduction introduction

Execute command Clone to my command ecute command Clone to my command
UploadFileForWindows Learn more ShowWinDiskSpace Learn more
Update 2022-03-01 15:32:07 Update 2022-01-07 10:19:25

BREEG T HE

EHl L e

ChangePasswordF:
Update 2022-05
time

Command  Change
introduction

Execute command  Cl

UploadFileForLinu
Update 2022-03
time

Command  Bulky up
introduction

Execute command

ApplyAnsiblePlayk

Update 2021-11

2. Wil EM SR ENIIR, [FEREFVRESFFWILH, TR e, RIERSHARRE, ERE

TR T AT 2%

RN R @ BRI R (sd) ARTERH]
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https://www.tencentcloud.com/zh/pdf/document/296/2189?lang=zh&domain=www.tencentcloud.com

O BRE

Install Cloud Workload Protection agent

Select a proper installation method

Tencent Cloud Mon-Tencent Cloud

Linux Windows
CWMs v
%86 arm

VPC Classic network

Copy and execute the command

wget http://uo.yd.tencentyun.com/ydeyes_linuxtd4.tar.gz -O ydeyes_linuxod.tar.gz && tar -zxvf ydeyes_linuxt

Determines whether the installation is successful

Execute the command ps -ef | grep YD to view whether YDService and YDLive are running. If yes, the installa
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257 1 AH

oo N A] - 2023-12-26 15:27:17

ISR IES T R VT 4l

RS

TRWIH7100, K720, HAEZE2HAEM, RERMHE, FHEWSEIEITING, DRED ORI Z2%
Ro

Security Status
®J Intrusion Detection £ wu
Affected
—2 ~. Pending risks servers Pendin
| points 51 4 12
' Multiple security risks detected in your assets.
Please deal with the risks as soon as possible. G Baselinelisks
P Security risks: 396 Affected servers: 5 Affected
N Pending risks servers
el
F . s 3/ BINEK
5 wEENF FEABOTR) ~ N
T kSR, R, AR 0% 505
= FEEWR, SEiRE CERL BEkLk RRER (B | AR 109 205
f& . EShell
T e, 3 109
f&
{158 - AN VAN
KfEiwim, ek -27) -57]
f&
H e ] .
o FLRRRBA . RN L 2% i 197 -5

IR L BRI (bR ARSUERT] 9574 375100
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REFHR

W KIS FiRgiE RAS LA

fk 9047 - 10053 234 PR ARSI, TSR, EKH.

P 604 -89%) Fata PO S L RN, HEUE RN 2,
Efs 205 -59% ARG vt

PAREP R, IR S B,
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