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https://www.tencentcloud.com/document/product/296/48331
https://console.tencentcloud.com/cwp
https://console.tencentcloud.com/cwp/setting/authorize
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Baseline name Check items Affected servers Last checked Proc
International Standard-CentQS 8 Safety baseline check Levell 86 1 2022-08-10 08:20:05 @ f
International Standard-CentOS & Safety baseline check Level2 18 1 2022-08-10 08:20:05 Ot
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Server IP/Name Passed items Risk items First checked Last checked Status
51 35 2022-07-28 2022-08-10 08:20:05 @ Fa
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https://www.tencentcloud.com/document/product/296/49373
https://www.tencentcloud.com/document/product/296/45862
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Basic information

12 name International Standard-CentQS 8 Safety baseline check Levell

Server Name Ef54

Ensure that locks with failed password attempts have

been configured
Itel g
Description

Lock out the user after n consecutive failed login attempts.

Handling Suggestions (perform backup before handling)

Status

Create or edit the fetc/pam.d/password-auth and /etc/pam_d/system-
auth files to contain the following:

. e . . Q@ Failed
Auth required pam_faillock so preauth silent deny=5
unlock_time=900
Auth required pam_faillock.so authfail deny=5 unlock_time=900

| TT T O Failed

attempts have been configured (D

Ensure that the default user shell m @ Failed

timeout is 900s or less (D
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