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Operation Guide
Security Dashboard

Last updated : 2024-08-13 16:29:49

This document describes how to use Security Dashboard.

Overview

As the homepage of Cloud Workload Protection Platform (CWPP), Security Dashboard displays security score,
pending risks, security protection status, risk trend, and new security events; pushes security notices to keep you
updated with the latest threat intelligence of CWPP; provides documentation and suggestions to help you defend

against intrusion and attacks and ensure your server security.

Operation Guide

1. Log in to the CWPP console.
2. Click Security Dashboard on the left sidebar. The fields and operations related to the feature are described as

follows.

Security Status

1. The Security Status section presents the security score and risk information, and provides quick access to risk
handling pages.

Security status
@ Intrusion Detection

Risks pending resolved Affected Serve

=
, pOlntS About security score [4 26 1
3 Multiple security risks are detectad in your assets. Please deal with the risks as soon as possible.

(D Baseline Risks

Security risks: 151 Affected servers: 1
Risks pending resolved Affected Serve

Security score: The score is calculated based on the number of security events and their threat level. For more
information about the scoring rules, see Security Score Overview.
Risk information: It contains three categories of information: detected intrusions, vulnerability risks, and baseline

risks, and shows the number of pending risks and the number of affected servers.
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Intrusion Detection: Malicious File Scan, Unusual Login, Password Cracking, Malicious Requests, Reverse Shell,
Local Privilege Escalation, and High-Risk Commands.

Vulnerability Risks: Linux software vulnerabilities, Windows system vulnerabilities, Web-CMS vulnerabilities, and
application vulnerabilities in Vulnerability Management.

Baseline Risks: Only risks in Baseline Management.

Cyber Risks: Statistics on the number of pending attack risks and the number of affected hosts.

2. Click Resolve Now to open the pop-up of the risk processing details, where you can view detailed information on
intrusion detection, vulnerabilities, baseline risks, and cyber risks. Click the corresponding_Risk Card to navigate to

the corresponding risk processing interface.

Health Check o
Level Font Color Status Description
Score
The asset security status is good. Continue to maintain
Good 90-100 Green y ) g
and conduct regular inspections.
There are many security risks in the assets. It is
Medium 60 - 89 Orange ¥ d ,
recommended to process security events promptly.
Bad 50 - 59 Red There are critical security risks in the assets. Process

security events as soon as possible.

Note:
The lowest score for the CWPP status health check is 20.
Penalty items are calculated according to the classification of security events. Severity level classification of security

events and rules of penalty:

Penalty Per Maximum Total
Level Security Events (calculated by the number of events) y

Event Penalty
Critical Trojan files, brute-force attacks, and malicious requests -40 -50

Severe vulnerabilities, high-risk vulnerabilities, critical
High baselines, high-risk baselines, abnormal log-in (high-risk), -10 -20
local privilege escalation, and reverse shell

Medium Medium-risk vulnerabilities, and medium-risk baselines -3 -10
Low Low-risk vulnerabilities, and low-risk baselines -2 -5
Other Basic edition protection, or CWPP agent not installed -1 -5

Security Intelligence
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The Security intelligence section shows the feature updates, news about honors and awards, urgent notifications,

and version release information.

Security Broadcast More

O  Security Notice Remote Code

Execution Vulnerability in Spring Cloud...

— — .

AL -2 £

“n
)

O  Security Notice Remote Code

Execution Vulnerability in Spring...

— — P

AL -2 £

“n
o)

Click the intelligence title to check details. Click More to view all the security intelligence.

Security Protection

The Security Protection section displays the complete anti-intrusion solution (prevention-defense-detection-

response) of CWPP, and the security protection items required for each process.
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Security Protection

Reduce vulnerability and Perform asset detectior
improve security proactive risk defense
(D Asset management Some @ Virus scanning At risk

assets are not protected Install @ Password cracking Pen

(@ vulnerability management At exist. Processes

risk Processes . o
(® Core file monitoring M

(D Security Baseline At risk Prévention Defense. ' cnabled
Processes

Response Detect

Shorten response time and Perform asset-based
improve accuracy detection in a targeted
Security alarm Enabled (D Abnormal login Pendir

exist. Processes

@ Malicious requests Per
risks exist. Processes

@ High-risk commands P
risks exist. Processes

If all the protection items are enabled, you can get a clear picture of the security of your servers and get quick access

to the risk handling pages.

Protection Details

The Protection Details section shows the usage data of various CWPP services.
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Protection Details Refresh  Edition

12 day(s) with Tencent Cloud CWP XSl

7

Total servers

Install 4 4

Protected servers

B Agent not installed: 1 B CWP Basic servers: 2
M Agent online: 4 . CWP Pro servers: 0
Server shutdown/agent offline: 2 B CWP Ultimate servers: 4

Server Updated On:2022-08-10 13:02:34 Vulnerability library updated on:2022-06-23

Days of Protection: The total time the CWPP Agent has been installed on the server.

Total servers: The total number of Tencent Cloud servers (CVMs, Lighthouse servers, CPM 1.0, ECMs) and non-
Tencent Cloud servers.

Protected servers: The total number of the servers protected by CWPP Pro/Ultimate.

Engines: If you have purchased the CWPP Pro/Ultimate licenses, six protection engines are automatically activated:
Cloud Security Engine, BinaryAl Engine, TAV Engine, Unusual Behavior Engine, Threat Intelligence Engine, and Anti-
Attack Engine.

Virus database update time: The virus library is automatically updated at 0:00 every day.

Server update time: Click Update now in the upper right corner to manually update the server list.

Vulnerability Library Update Time: From time to time.

Risk Trend

On the Risk Trend section, the statistics of various risks are displayed in a line graph, which visually presents the risk

trend of servers.
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Trending

Last 7 days Last 14 days Last 30 days 2022-07-28 ~ 2022-08-10

2022-08-03

| == Virus scanning 0
Abnormal login 3
Password cracking 0
\ == Malicious requests 0
\ == High-risk commands 0
i == Local privilege escalation 0
Reverse Shell 0
= Virus scanning Abnormal lo Vulnerabilities 0
— Malicious requests — High-riskco === Baseline risks 0

Reverse Shell Vulnerabilitic.o Lretin e 11

You can view the risk statistics for the last 7 days, the last 14 days, the last 30 days, or a custom date range. Click
Download to export the risk statistics for the selected date range.

Note:

The number of risks is the number of new pending events on the current day and is updated every hour.

Real-time monitoring

The Real-time monitoring section displays the newly discovered security events in real time.
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Real-Time Monitoring

Event Severity ... Detected time Op
Abnormal login Suspiciou 2027-08.00 09- Vi
Host was abnormally logged in by 11... s T ©
Abnormal login Suspiciou 2022.08.03 11- )
Host was abnormally logged in by 11... s o Vie
Abnormal login _ Suspiciou 2022.08.03 10- Vie
Host was abnormally logged in by 1., s

Abnormal login Suspiciou 2022-08.03 10- Vi
Host 'was abnormally logged in by 11__. s e ©
Abnormal login Suspiciou 2022.08.02 17- Vi
Host was abnormally logged in by 113, s o ©
Total items: 30 M| < 1 [ 6 pages

Click Server IP or View Details to go to the risk item on the server details page.
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Asset Overview

Last updated : 2024-08-13 16:29:49

This document describes how to use Assets Dashboard.

Overview

Assets Dashboard presents the data of your servers and 16 key asset fingerprint items in a visualized form to give you

a picture of your server assets.

Important Notes

Asset Dashboard is available to all Tencent Cloud users. The collected asset fingerprint items vary with different
CWPP editions, so the data displayed in Assets Dashboard varies with the editions. Only hosts with the paid
protection edition can collect asset fingerprint data. Basic edition hosts must first upgrade the version.

The asset fingerprints collected by each edition are as follows:

CWPP Edition Supported Asset Types
CWPP Basic (free) N/A

10 items: Resource Monitoring, Accounts, Ports, Processes, Software Applications,
Databases, Web Applications, Web Services, Web Frameworks, and Websites

CWPP Pro

16 items: Resource Monitoring, Accounts, Ports, Processes, Software Applications,
Databases, Web Applications, Web Services, Web Frameworks, Websites, JAR Archive
Files, Startup Services, Scheduled Tasks, Environment Variables, Kernel Modules, and
system installation packages

CWPP Ultimate

Note:

Asset fingerprint data is collected automatically every 8 hours (manual collection is supported).

Operation Guide
1. Log in to the CWPP console.

2. Click Assets Dashboard on the left sidebar. The fields and operations related to the feature are described as

follows.
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Assets Dashboard

Cloud Workload Protection Platform

The Assets Dashboard section displays the statistics of all assets and asset fingerprints.

Asset Overview

All servers (D Accounts
Process Software

193

Server Overview and Trending

19

Ports

114 1

Web framework

Web application(s)

Database

1 S

The server overview and trending chart (total servers, online servers, offline servers, and risky servers) supports

querying any time period within one year and supports downloading and exporting. Top 5 server tags allow you to view

the five most frequently used tags across all hosts.You can view the statistics for the past 7/14/30 days, or a custom

period . The data generated 3 months ago is not displayed.Click Download to export the daily data of the server for

the selected date range.

Server overview and trending

Lest7 days |Last 14 days Last30days = 2024-07-03 ~2024-07-08 [ 1

Top 5 server tags

— Total servers

Resource Monitoring

Agent online

Agent offiine.

— Risk servers

The Resource monitoring section displays the distribution of system load, memory usage, disk usage, and the top 5

servers ranked by these dimensions.

©2013-2022 Tencent Cloud. All rights reserved.
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Resource monitoring overview
CPU Load Memory Usage Disk utilization

CPU Load Check(i)

CPU Load Check
4

W High Work... B Medium Wo... B Low workl... Unknown

Note:

TOP 5 CPU Load

The statistics of system load are only available for Linux servers (Windows servers are not supported).

TOP 5 Asset Fingerprints

TOP 5 Asset Fingerprints displays the top 5 accounts, ports, processes, software applications, databases, Web

applications, Web services, Web frameworks, and Web sites.

Top 5 accounts Check more

halt
tss

fip
polkitd

Ip

%]
]
B

Top 5 ports Top 5 processes

5985

Top 5 software applications Top 5 Databases Check more

notepad

rsyslog

Auditd

chrony

Top 5 Web applications Top 5 Web Services Top ¢
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Server List

Last updated : 2024-08-13 16:29:50

The host list is a core component of the CWPP service, providing a comprehensive, visualized and unified host
management interface. It helps security administrators respond to CWPP risks more efficiently. This document will

introduce how to access and manage hosts.

Restrictions

Range of Hosts with CWPP Access:

Host Type Specific Host Types Linux System Windows System
iUphF_’f rJ[('(Ed x86, and Supported
rchitectures:
Tencent CVM, Lighthouse, ECM, and CPM ARM ’ Architectures: x86
Cloud Host 1.0 Access Methods: VPC,

Access Methods: VPC,

. and basic network
and basic network

S ted

Ali ECS, Huawei ECS, Microsoft Hpporte Supported
Non- .. Architectures: x86, ARM i
T ; Azure, DigitalOcean Droplets, A ble Methods: Architectures: x86
Cclencden Amazon EC2, OracleCloud Compute PC;T'SS[lj te ek DO, S.t Accessible Methods:

ou ... other cloud servers, and local IDC ubie 'ewor l|rec Public Network Direct

Hosts Connection, Public )

servers Connection, DC

Network Proxy, DC

Multi-cloud Account Host Asset Synchronization Range: Currently, only the ECS machine data under Alibaba Cloud
accounts can be synchronized via AccessKey, regardless of the operating system. (Only machine data is
synchronized; the CWPP client still needs to be installed manually)

If a host connected via the non-Tencent Cloud host installation method changes its IP, CWPP will check the device
code and IP list. If both remain unchanged, it is not considered a new machine; otherwise, a new host data entry will
be created.

If a Tencent Cloud host is terminated or a non-Tencent Cloud host is cleared, the original risk data will be deleted.

Protection Status Description

Risky host: The host has security risks.
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Ultimate Edition host: The host has installed the CWPP client and is bound with the Ultimate Edition authorization,
providing Ultimate Edition protection.

Pro Edition host: The host has installed the CWPP client and is bound with the Pro Edition authorization, providing Pro
Edition protection.

Basic Edition host: The host has only installed the CWPP client.

Client not installed (Unprotected): The host is a Tencent Cloud host but the CWPP client is not installed.

Offline:

Tencent Cloud host: The host's CWPP client is offline.

Non-Tencent Cloud host: The host's CWPP client is offline or the host has been shut down.

Note:

Because the status of non-Tencent Cloud hosts being shut down is unknown, they are viewed as being offline.

Shut down: The host is a Tencent Cloud host and is in a shutdown status.

Host Configuration

1. Log into CWPP Console, and in the left sidebar, choose Asset > Server List.
2. On the Server List page, you can Install Cloud Workload Protection agent, Sync assets, associate tags, Multi-cloud

account management, Upgrade Edition, and Asset cleanup.
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Server List  Available licenses: GWPP Pro 1, Ultimate: 8 Batch bind licenses

Server status

Total Servers

1 0 Install GWPP Agent Access hybrid cloud

B Eo o o Eo

Install Gloud Workload Protection agent

Upgrade edition

Host protection status classification

Al Servers

Servers in Risks
CWPP Ultimate servers
CWP Pro Servers
CWP Basic Servers
Agent not installed
Offine

Shut Down

New additions In the last 15 days

Tag

~ Tencent cloud tags
& yrdyest
&I #i:000
& #I1:666

G w8

Expand more (1 tags remaining)

~ Cloud Workload Protection tags

PR

0

All Servers -

Server Name/Instance ID

Q

Manage tags (2

0

0

0

0

AddaTag

Total items: 10

Protected servers ()

CWPP Basic: 1 | CWPP Pro: 0 | CWPP Ultimate: 3

All regions

IP Address 1Plist®

Operating System T

Region/Network ¥

Cloud Workload Protection Platform

Servers at risk

3

Compared 1o yesterday:

Last synchn

Agent not installed

7

0 Compared to yesterday

Risk Status Intrusion De...  Vulnerabilities ~ Baseline Risks ~ Cyber Risk
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
[ 0 0 0
0 0 0 0
0 91 0 0
0 36 0 0

Install CWPP client: The CWPP client is an official Tencent Cloud security plugin and is a key prerequisite for CWPP

protection. You can click Install Cloud Workload Protection agent, select the appropriate installation method, and

verify whether the installation is successful.

Install CWPP Agent

Welcome to Cloud Workload Protection, unified management

cloud load security!

Supported cloud types: Tencent Cloud, non-Tencent Cloud (private cloud, Alibaba Cloud, Huawei Cloud, QingCloud, Amazon Clow

UCloud, etc.)

Supported Linux system versions: TencemOS Server, Tencent tlinux, CentOS 6 and above versions, Ubuntu 8.10 and above versior
Debian 6 and above versions, RHEL 6 and above versions, OpenCloud0S, Almalinux, Open3SUSE, Rocky, Red Hat & and above ve
Aliyun Linux, Amazon Linux (64bit);
Supported Windows versions: Windows Server 2008, 2012, 2016, 2019, 2022 (32bit or 64bit) and Windows 10, 11 (64bit).

Installation Guide

1. Choose an installation method

Server Type®

©2013-2022 Tencent Cloud. All rights reserved.
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Learn about hybrid cloud

Lirux

CVM

%86

VPC

Windows

arm

Classic network

Second, copy and execute the relevant commands

Copy and execute the command

wget hitp://uo.yd.tencentyun.com/ydeyes_linuxgd.targz -0 yvdeyves_linuxGd.targz && tar -zxvf ydeyes_linuxGd.targz && Jself clo

3., check if the installation is successful

Execute the command "ps -ef | grep YD" to view whether YD'Service and YDLive are running. If yes, the installation is successful.

[root@VM 80 131 ce

Troubleshooting

Firewall interception

Set the CWPP backend server address accessible in your firewall palicy.

so.yd.tencentyun.com. lo.yd.tencentyun.com. uo.yd.tencentyun.com

Sync assets: Click Sync assets to update the latest status of the host list.

Associate tag: CWPP is compatible with Tencent Cloud tag and CWPP tags. Click the tag icon in the tag column to

associate the tag with this host.

4
Tencent Cloud tag (key:value): Can only be associated with Tencent Cloud hosts.

Cloud Workload Protection Tag (value): Can be associated with both Tencent Cloud hosts and non-Tencent Cloud

hosts.

©2013-2022 Tencent Cloud. All rights reserved.
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Associate Tag W

Backing up host Associate Tag

Type 1: Tencent cloud tags

Tencent cloud tags only support viewing. If you need further management, please click to go to Tag
management [

Server Tag tencentcloud:autoscaling:auto-scaling-group-id:asg-Gvamfgke

Type 2: Cloud Workload Protection Tag

Server Tag test3 0

testd

Submit Close

Multi-cloud account management: By synchronizing host assets under multi-cloud accounts, you can simplify

management, integrate monitoring, and enhance risk visibility and response efficiency.
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Access hybrid cloud

Select cloud type [# Alibaba Cloud =]
Methods to create sub-accounts ) Quick configuration 1-minute completion, but requires a large amount of permissions to

security will automatically create sub-account AK to access assets

Manual configuration Completed in 5 minutes, more flexible control of permission scope,
configuration. It supports AK configuration for both the master acct
Recommended to useSub-account configuration.

Expand configuration guide v

Main account SecretlD

Main account Secretiey

To prevent the main account AK from leaking, please delete the following AK after completing t
account automatic access asset process

Access permission instructions

Other settings Perform an asset and data synchronization immediately after configuration

Upgrade Editions: The free Basic Edition's protection is relatively weak. You can click upgrade edition or go to
Bulk Authorization to be redirected to the authorization management page. You can purchase higher-level
protection licenses and bind them to basic Edition hosts to upgrade their protection.

Asset cleanup: After a Tencent Cloud host is terminated, it will be automatically cleaned. However, for non-Tencent
Cloud hosts, their termination status is undetectable for CWPP. You can set cleaning rules for non-Tencent Cloud

hosts. Then, if a non-Tencent Cloud host's client is offline for a certain duration, it will be automatically cleaned.
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Asset cleanup

{D Tencent Cloud hosts will be automatically cleaned up after destruction, but Host Security cannot know the destruct
Cloud hosts. You can set up cleanup rules for non-Tencent Cloud hosts.

Cleanup settings

Automatic @ vnen a non-Tencent Gloud host client is detected offline for a certain period of time, the host will b
cleanup authorized protection will be unbound.

Cleanup rules Non-Tencent Cloud host offline | 1 days » then automatically clean up

Automatic cleaning records

Reinstall client =

Server Name/Instance ID IP Address Client last offline time $ Automatic cle

Mo data
Total O items 10 + /page

Server List

On the host list page, you can view the risk status, protection status, and risk situation of each host.
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Server Name/Instance ID IP Address IPlist(D Operating System T Region/Network T Risk Status Intrusion De Vuinerabilities Baseline Risks  Cyber Risks Tag

Field Description:

Server Name/Instance ID: Name and instance ID of the host.

IP Address: Public and private IP addresses of the host.

IP List: Network interface IP list.

Operating System: Operating system of the host.

Region/Network: Geographic location and network of the host.

Risk Status:

Unknown: The host does not have the client installed, or the host has the client installed but no risks have been
detected (the protection of Basic Edition is weak, and potential risks may exist.).

Risk: The host has detected risks.

Intrusion Detection: Statistics of risks on the host including file scan, unusual log-in, password cracking, malicious
requests, high risk commands, local privilege escalation, and reverse shell.

Vulnerabilities: Statistics of risks on the host including Linux software vulnerabilities, Windows system vulnerabilities,
Web-CMS vulnerabilities, and application vulnerabilities.

Baseline Risks: Statistics of baseline inspection items not passed by the hosts.

Cyber Risks: Statistics of network attacks detected on the host.

Tag: Host-associated tag information.

Agent Status:

Unprotected: The host is a Tencent Cloud host, but the CWPP client is not installed.

Normal: The host has installed the CWPP client (Basic Edition or higher).

Offline: The client of the Tencent Cloud or non-Tencent Cloud host is offline, or the non-Tencent Cloud host is shut
down.

Shut down: The Tencent Cloud host is shut down.

CWPP Edition: Basic, Pro, Ultimate, and - (indicates no protection)
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Operation:

Install CWPP Agent: Provides installation guide for unprotected hosts.

Reinstall: Provides installation guide for hosts where the client is offline or shut down.

Uninstall: Provides a quick uninstall option for protected hosts.

License Management : Provides authorization management for hosts with paid protection Editions. Click to jump to
authorization management page. You can rebind or unbind authorizations.

Notes: Provides a remark option for unprotected hosts. Remarks are allowed on reasons for not securing the host,
facilitating subsequent management (remarks will be invisible if the client is installed later).

Note:

Unprotected hosts and offline hosts that meet the following four conditions can undergo a one-click and quick
installation when you click either Install CWPP Agent or Reinstall.

1. The host is a Tencent CVM or Lighthouse.

2. The host is powered on.

3. The host is on a VPC network.

4. The host has TAT automated assistant installed.

Click intrusion detection, vulnerabilities, baseline risks, and cyber risks' numerical value to jump to the risk details.

Server Name/Instance ID IP Address 1Plist® Operating System T Region/Network T Risk Status Intrusion De...  Vulnerabilities Baseline Risks  Cyber Risks

NEW bl ) N
public . 0 CentOS 7.9 64Bit e :
inside h

Click Event investigation to view the attack events.

Unknown 0 0 0 ]
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L R e —

Server information Intrusion Detection Vulnerability Management Baseline Management Advanced defense Event investigation

@ a ¢ E D @

Alarm ltems «

Show only investigable alarms (1) Legend Instructions X

By default, nodes are merged
and displayed by process name

Process Files
Network SS8H

Vulnerability Remote
exploitation host

Server
©  Pending alarm nodes
© Processed alarm nodes

©  Normal node

Operating Instructions:

For the current host, select an alarm data item to display the process execution in the middle of the screen, and to
highlight the nodes that trigger the alarm.

Click Alert Node to view related alarms for that node. It supports viewing alarm details and processing of pending
alarms.

If there are merged nodes, you can view them.
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Asset Fingerprint

Last updated : 2024-08-13 16:29:50

This document describes how to use the Asset Fingerprints feature.

Overview

Asset Fingerprints provides detailed asset data including server resource monitoring, accounts, ports, and processes,

and gives you a quick overview of assets affected by security events.

Quota and Limits

Only hosts with the paid protection edition can collect asset fingerprint data. Basic edition hosts must first upgrade the
edition.

The following lists the asset fingerprint items collected in different CWPP editions.

CWPP Edition Supported Asset Types
CWPP Basic N/A
(free)

10 types of assets: Resource Monitoring, Accounts, Ports, Processes, Software
CWPP Pro Applications, Databases, Web Applications, Web Services, Web Frameworks, and
Websites

16 types of assets: Resource Monitoring, Accounts, Ports, Processes, Software
Applications, Databases, Web Applications, Web Services, Web Frameworks, Websites,
JAR Archive Files, Startup Services, Scheduled Tasks, Environment Variables, Kernel
Modules and system installation package

CWPP Ultimate

Note:

The asset fingerprint data is collected automatically every 8 hours (manual collection is supported).

Operation Guide

1. Log in to the CWPP console, Click Asset Fingerprints on the left sidebar.
2. The asset fingerprints page displays a list of asset fingerprint classifications, including each asset fingerprint item

and its corresponding number of servers. After an item from the asset fingerprint classification list on the left is
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selected, the details of that fingerprint will be displayed on the right. It supports both query and export of fingerprint
data.

Note

All asset fingerprint search features support fuzzy search.

Asset fingerprint

(@ The asset fingerprint collection function only supports collecting data from Professional/Flagship Edition hosts. It is detected that you curently have 1 basic version hosts. It is recommended Upgrade edition [2

Asset fingerprint categories AIGPUworkload ~ Al memory utiizations ~ | Al disk utilizations ~ View only today's additions (0)
Resource monitaring 3

Server Name/instance... ~ Operating System T GPU model GPU load MEM utiization Disk utilization Partition quantity $ Private IP Public IP
Account 42 101
Port “ 19

1

Software appications 21
Process  +65 234 ,
Database +2 2
Web applications 6 |
Web services a
Web framewstk 5
Website 3
Java Archive File 126
Startup services 6

T
Scheduled tasks 27
Environment Variable 135
Kernel modules 182

System installitibn package 2304

The asset fingerprint classifications are described as follows :

Resource Monitoring

Collects the data on server system load, memory usage, and disk usage.

Asset Fingerprint Categories

All CPU Load - Total memory utiliza + Usage of All Disks  +
Resource monitoring 4
Serverl... Ope... T CPU mo... CPU Load Memery!/... Disk cap... Partit... % Private IP Public IP Project

Accounts 62
Ports 114 IntellR 2core(s) | 2GB| 50 GB | 4 DEFALL

- el 15.99% 11.72% - - -
Process 193
Software applications 19 2core(s) | 4GB| 50 GB |

CentOS .. Intel(R) .. Law 917% 11 44% 3 172.16.0.. 119.91.1... DEFAUL...
Natahase 1

Accounts

Collects the data of all accounts on the server.
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Asset Fingerprint
Categories

Resource monitoring
Accounts

Ports

Process

Software applications

Ports

4

62

114

193

19

All login modes v (o]
Server IP/N... Operati... T Accountna... UID GID
CentOS84..  dbus 81 81
CentOS84.. Ip 4 7

Collects the data of all used ports of the server.

Asset Fingerprint
Categories

Resource monitoring
Accounts

Ports

Process

Software applications

Processes

62

14

193

Server IP/...

H All port protocols v

Opera... T Ports
CentOS 8.... 80
Cent0S 8.... 22

Collects the data of all processes running on the server.

Asset Fingerprint
Categories

Resource monitoring

Accounts

Ports.

Process

Software applications

Software Applications

4

62

114

193

19

Server IP/Name

)

Operating sy... T

CentOS 8.4 64bit

Windows Server 2.

Protocol Bind IP
tcp
tcp 0000

Process Name

anacron

gtflame.exe -

Collects the data of all software applications running on the server.

Asset Fingerprint
Categories

Resource monitoring
Accounts

Ports

Process

| Software applications

Databases

62

114

193

=

9

All application types ~

Server IP/Name

Operating sy... Y

Windows Server 2...

Windows Server 2...

Collects the data of all databases running on the server.

©2013-2022 Tencent Cloud. All rights reserved.

App Name

notepad(i)

notepad(i)

Others

Others

Cloud Workload Protection Platform

Accou... T Domain Ac...

@ Disable -

® Disable -
Listened ... Process ... PID
httpd fusr/sbinfh.. 56203
sshd lusr/shinfs. .. 1028

Process status T

S (Interruptible)

Application type

Process Version

152

3400

Version ID

10.0.14393.4169

10.0.14393.4169

Rootp... T L

Na -

Operator

root

root

Process Path

lusri/sbin/anacron

GC:\Program Files\..

Binary path

C\Windows\Syste. ..

C\Windows\Syste. ..
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Process 193 All database types ¥
Software applications 19
Database 1 Server IP/Name Operating ... T
Web application(s) 1
Windows Serve...
Web Service 4
Web Applications

Collects the data of all Web applications running on the server.

All port protocols

Database Name

MySQL

Process 193 All service types v

Software applications 19

Database 1 ServerIP/N...  Operati... T App Name

Web application(s) 1 i
Centos g4 PPMyAdmin

Web Service 4

Web Services

Collects the data of all Web services running on the server.

Process 193 All Web service narm v
Software applications 19
Databasze 1 Server IP/IName Operating ... T
Web application(s) 1

CentOS 8.4 64bit
Web Service 4
Web framework 5 3

Windows Serve...
Website 4

Web Frameworks

Collects all Web frameworks applied on the server.

Windows Server 2016...

Database 1 -
All service types v
Web application(s) 1
Web Service 4
Server IP/Name
Web framework 5
Website 4
Java Archive File 19
Startup services 862
Websites

Collect the data of all websites deployed on the server.

©2013-2022 Tencent Cloud. All rights reserved.

Web service n...

Apache

Nginx

Operating system T

Windows Server 2016...

Version

Version

57120

46.0 Apache

Version

2437

1.18.0

Framework Name

velocity

freemarker

Service type

Cloud Workload Protection Platform

Listened ports Protocol Operator

3306 tcp NETWORK SE.
Site domai... Root Path Virtual Path Plu
* Ivartwwwiht. . fvariwwwiht. . 0

Initiating user Binary path Installation pat

root fusrfsbin/httpd letc/httpd

Administrator C:\Users'\Admin.. C:\Users\Admin

Framework Language Framework Version Servii
Java 164 Tomc:
Java 2.3.28 Tomc:
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Cloud Workload Protection Platform

Soft licat 19
oiware applications All service types v All protocols v
Database 1
Web application(s) 1 Server IP/Name Operating sy... T Domain name Port Site protocol Service type
Web Service 4
Windows Server 2. localhost 8080 http Tomcat
Web framework 5
Website 4
Windows Server 2. localhost 8080 http Tomcat
Java Archive File 119
Java Archive Files
Collect the data of all Java archive files on the server.
Asset Fingerprint Categories All types -
Resource monitoring 4
Server IP/Name Operating system Package name Type Executable T Version
Accounts 62
Ports 14 . .
Windows Server 2... spring-aop-3.0.5.R... Others No 3.0.5.RELEASE
Process 193
Software applications 19 Windows Server 2 velocity-16 4 jar Others No 164
Database 1
Startup Services
Collect the data of all startup services on the server.
Asset Fingerprint Categories All types .
Resource monitoring 4
Server IP/Name Operating system Entry name Startup by default T Type Initiat
Accounts 62
Ports 114 ) .
Windows Server 2016... application/octet-stream Enable Resource manager -
Process 193
Software applications 19 Windows Server 2016. .. application/x-complus Enable Resource manager -
Database 1
Scheduled Tasks
Collect the data of all scheduled tasks on the server.
Asset Fingerprint Categories All services enabled
Resource monitoring 4
Server IP/Name Operating system Service status Execution Cycle Execute comman... Executor
Accounts 62
Ports 114 h . -
Windows Server 2... Disabled Server logged in C:\Windows\syste. .. -
Process 193
Software applications 9 Windows Server 2... Enable - C\Windows\syste. .. -
Natahase 1

Environment Variables

©2013-2022 Tencent Cloud. All rights reserved.
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Collect the data of all environment variables of the server.

Asset Fingerprint Categories All enviranment vari *

Resource monitoring 4
Server IP/Name Operating system Environment Variable Na... Environment Variable Type User

Accounts 62
Ports 114

CentOS 8.4 64bit BASH_VERSION Custom variable root
Process 193
Software applicatiens 19 CentOS 8.4 64bit EUID Custom vanable root
Database 1

Kernel Modules

Collect the data of all kernel modules of the server.

Asset Fingerprint Categories

Resource monitering 4
Accounts 62 Server IP/Na... Operating sy... Module name Module desc... Module path Module versi... Modules... ¥ Depends
Ports 14

CentOS846... nfnetlink - flib/modulesid .. — 16384B 0
Process 193
Software applications 19

CentOS 846 .. libcre32e CRC32c (Cas.. fib/modules/d... - 16384B 1]
Database 1

System Installation Package

Collect the system installation package of the servers.

Asset fingerprint Tin
(@ Theasset fingerprint collection function only supports collecting data from Professional/Flagship Ecition hosts. It s detected that have 1 basic ttis ©
Assst fingarprint cetagories (9 Alinstallation package types v View only today’s additions (715)
Resource monitoring
Server Name/Instance ID 1P Address Operating System Package name Description Version Installation time 4 Package type
Account 42 101
port o 1 2024-07-08 16:32:53 pm
Software appications 21
Process 465 234
2024-07-08 16:32:53 pm
Database 42 2
Web appications 6
Web services 4 2024-07-08 16:19:28 pm
Web framewotk 5
Weksito 3 2024-07-08 16:19:28 pm
Java Archive File 126
Startp servoes s 2024.07-08 16:19:26 pm
Scheduled tasks 27
2024-07-08 16:19:26 pm
Environment Variable 135
Kernel modules 182
2024-07-08 16:19:26 pm
System instalétion package 2384
2024.07-08 16:19:26 om
2024-07-08 16:19:26 pm
2024.07-08 16:19:26 pm
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Vulnerability Management

Last updated : 2024-08-13 16:29:49

This document describes how to use the Vulnerability Management feature to manage the vulnerabilities on your

servers.

Overview

Tencent Cloud CWPP allows you to perform periodic and on-demand checks on mainstream servers (Windows,
Linux, etc.) for vulnerabilities. CWPP allows you to check specified servers for specified categories of vulnerabilities
and ignore certain vulnerabilities. It presents information such as vulnerability risks, vulnerability characteristics, risk

level, and solutions in a visualized form to help you better manage vulnerability risks on your servers.

Important Notes

The Vulnerability Management feature is available only if you have at least one server bound to a ( CWPP
Pro/Ultimate) license.

The range of vulnerability management is described as follows:

Vulnerability
Management Vulnerability Type Linux System Windows System
feature
Linux software
- v x
vulnerabilities
Vulnerability
scanning Windows system
. e X v
Applicable to Pro vulnerabilities
edition and Ultimate
edition hosts. Web-CMS vulnerabilities v v
Application vulnerabilities v v
Exploit prevention Linux software
X X
Applicable to vulnerabilities
Ultimate edition
hosts. Windows system
X X
vulnerabilities
Web-CMS vulnerabilities v Only supports some x

©2013-2022 Tencent Cloud. All rights reserved.
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N I v Only supports some
Application vulnerabilities y pp x
vulnerabilities.

Linux software v Only supports some
vulnerabilities vulnerabilities.

Auto fix of _
vulnerabilities Windows system x x

vulnerabilities

Applicable to
Ultimate edition
v Only supports some v Only supports some
hosts. Web-CMS vulnerabilities y sUpp Y SUpp
vulnerabilities. vulnerabilities.
Application vulnerabilities x x

Due to the possibility of vulnerabilities fix affecting user business, automatic vulnerability fix is not immediately
performed after detection. Users should review the vulnerabilities, click Fix , and perform data backup before

proceeding with automatic fix.

Operation Guide

1. Log in to the CWPP console.
2. Click Vulnerability Management on the left sidebar. The fields and operations related to the feature are described

as follows.

Vulnerability Scan

In the Vulnerability Scan section, you can perform a quick scan to obtain the results of the vulnerability scan, or set

scheduled scans to identify and fix vulnerabilities in a timely manner.

Editions Vulnerability Status Scan for vulnerabilities Frevious scan 20220
Ultimate [& Pro CWP Basic Vulnerabilities not fixed Affected servers n enabled (Every 3 day(s)
4 0 2 Upgrade edition 1 25 3

[2) Ignored vulnerabilities: 0 Settings

Click Quick Scan to open the Quick Scan Settings pop-up window. You can perform a scan immediately after

setting the vulnerability category, vulnerability level, scan timeout threshold, and servers covered by the scan.
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One-click Scan Settings x

Vulnerability type

Emergency Vulnerabilities Linux software vulnerabilities Windows system vulnerabilities Web-CMS vulnerabilities Application vulnerabilities

Severity level

Fatal High Risk Medium Risk Low

Timeout settings ()

If the scan duration exceeds ~ 00:30 @ hours, otherwise it will be considered as a scan failure

Servers to scan

Server Classification OAII CWPP Pro and CWPP Ultimate servers Custom Servers

Cancel

Click the edit icon of Scan Settings or Scheduled Scan to open the Vulnerability Settings pop-up window and
select Scheduled Scan. You can enable scheduled scan, and set scan interval, vulnerability level, and vulnerability
categories, which will take effect immediately.

Click Details to view the details of the last scan. You can download the scan reports in a PDF or Excel format.

Exploit Prevention
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In the Exploit prevention module, you can enable/disable the exploit prevention switch, view situations including the

number of protected servers, successful prevention count, and prevention trends.

Exploit prevention \r! Exploit Prevention enabled ()

Protected servers Successful defense count -
1.5
1
Upagrade 0.5
) 0
Asset protection rate: 30.00% Mew Today 0 06-26 06-28 0f—

Click Protection settings to open the vulnerability settings pop-up and go to Exploit prevention . Here you can
set the exploit prevention switch, view protectable vulnerabilities, select the prevention host range, and see prevention
plugin details.
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Vulnerability Settings x
Scheduled Scan Exploit prevention lgnored Vulnerabilities
Exploit prevention

On/Off () Can defend against hot attack vulnerabilities across the network:201

~
|

Vulnerability defense is a set of virtual patch-based vulnerability defense system developed by Tencent Cloud host security to kh o

address frequent 0DAY and nDAY vulnerabilities. This system integrates Tencent's cutting—edge vulnerability discovery b

technology and real-time high—risk vulnerability warning technology to capture and analyze 0DAY vulnerabilities. It combines

Tencent's expert knowledge to generate virtual patches and automatically apply them to cloud hosts, effectively intercepting

hacker attacks and buying time for vulnerability remediation.

Protected servers (3 servers selected) Exploit Prevention plug-in detaile

@ The host security vulnerability defense function can support 99.9% of hot attack vulnerabilities across the Tencent Cloud network. This function belongs to the
flagship edition. If you need to protect more host assets, click Upgrade to CWPP Ultimate [2

Server Classification o All CWPP Ultimate servers [3}@ Specified CWPP Ultimate servers

Implement now Cancel

Click Number of Successful Defenses to view the current successfully prevented attacks and the attack details.

Defended against attacks (3)

& Q ool
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Server Name/Instan...  IP Address Target ... Attack source IP/... Vulnerability Name Attack Time Defonde... Operal

Apache logdj2 remote First time: 2024-07-

- - 8 code execution 08 14:17:46 1 Details
- —— - wulnerability (CVE- Recent 2024-07-08 Dbt
2021-44228) 14:17:48

Apache logd|2 remote First time: 2024-07-

- . - e code exacution 05 17:38:55 3 Dwetails
- — - wulnerability ([CVE- Recent: 2024-07-05 Delete
2021 -34278) 13855

- - - codi expcution 05 16:45:08 ; Diatails
- — - —— wulnesability [CVE- Fiecent: 2024-07-05 Delete
sz 16:45:09

Vulnerability attack alarm details - Aoe nstaien

Delete Log
Servers in Risks
Server rame ewmy-laet  « The DAPF agent & onlre
E etarce @  ne-TOumind » First ocourmed 2024-07-08 14:17:46
» Last update 2024-07-08 14:17:48

e ITLYR0S  Putle O0548T2

CVE Mumibsés CVE-2021-44278
Visinsrabslity b

ty Mame Delals
g‘ﬁ_ Aprts 1 tmas)

L —

status
Astackar P Port -
[=] . -

Locaton

@' Hazard Description

At descngbion Tercers: Security noted that the detalls of a high-risk Apache Logé2 vuinerabisty have beon made publc. There 5 a JNDI inection vunerabsity |
sion of Logép2 « 2.15.0, which can be triggored whan the program logs the data entensd by the user. This vuinerabiiity can be successiully expi
axeCule arbitrary Co0e On the Langet senver.

@ How to fix

SUppestion Haite that only logi-con JAR files ane affectod by this vuinensbility. ApDlcatons Hhal use only I0g)-201 JAR fles Dut not I0g4-con JAR fios ane
clod by this vuinerabity. Tencent security experts mcommind that affected usens LPErade 10 the Ltest Secure WrSkon &3 300N a3 possibie.
For the latest securty wirsion, pheass reder 1o the official Security Bulletin: hitps:/S00gng. apache. orplog4)/2 w'security. htmi
Downioad adtress of thi update paciage: DS 0QIng. Anache. o iogd 2. downioad hmi
Vulnerabdity mitigation meatunes fvuinerabdities will il be detected):
(1] chaete e IndiLockoup class from the clisspath: Zip-0-d logd|-core-" jir ony/apachaiogaing ool coniockun/ IndiLockup class
Tencen Cloud WAF and Cloud Firewall Doth support prolection Sdainst this vulnerabiity.
VWAF trial: hitps ./ clowd tencent. com/act/profcibwalenterpriss
Configuns VIAF: hitpa./Consohs. Choud tencent ooy Cudnjaed - Fatancd-niw
Cloud Firewall trial: htpssconsohs. cloud tencentoom/chnips
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Hetwork attack information

Annck

packets

Plug-in Information

B O e Sk aderan, abarhup Bootwrag

459028

Vulnerability Handling

1. At the bottom of the vulnerability management page, you can view statistics of detected vulnerabilities and the
detailed vulnerability list.
2. The Statistics module displays the status of vulnerability detections, the number of network attack events, today's

new additions, and the total number of CWPP vulnerabilities in the database.

Statistics

High-priority vulnerability fixes (i) All vulnerabilities Affected Servers Netwol

0 130 2 31

New Today Q New Today Q New Today 0 New Tc

Field Description:

High-priority Vulnerability Fixes: This category displays hot attack vulnerabilities and severe/high-risk vulnerabilities,
which need priority fixing. The default statistic shows the number of vulnerabilities to be fixed. Click Custom
Definition Rules to define rules for determining high-priority vulnerabilities that need fixing.

All Vulnerabilities: The total number of detected Linux software vulnerabilities, Windows system vulnerabilities, Web-
CMS vulnerabilities, and application vulnerabilities.

Affected Servers: The number of hosts with detected vulnerabilities.

Network Attack Events: The number of network attack events in the past month.

Supported Vulnerabilities: View the CWPP-supported vulnerability database. You can search up to 25 times daily,
with each search displaying up to 100 results.

3. Inthe Vulnerability List module, the specific vulnerabilities detected are displayed, which are categorized into
emergency vulnerabilities and all vulnerabilities. The two categories have no significant difference in features. The

following introduces how to handle vulnerabilities to you, with All vulnerabilities as the example.
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Emergency Vulnerabilities All vulnerabilities

Allvulnerabiliy v | All severitylev v | Tobefixed (I show only high-priority patched vulnerabilities
Vulnerability name/tag Detection method T Vulnerability Type T Risk Level Global attack popularity (WSS GVE Number Last scanned ¢

Gak-Pixbuf JPEG gdk_pixbuf_jpeg_image_load_increm

Edition comparison Linux software vulnerabilities ALl 4 7.8 CVE-2017-2862 2024-07-09 11:10:12
Locsl ukcation v
WebKItGTK+ Security vulnerabilty (CVE-2018-11712)

Edition comparisan Linux software vulnerabilities 3l {54 75 CVE-2018-11712 2024-07-09 11:10:12

Remote utilization

Field description:

Vulnerability Name/Tag: The detected vulnerability and the tag for the vulnerability (remote exploit, service restart,
EXP exists, etc.).

Detection Method: Version comparison, and POC validation.

Vulnerability Category: Linux software vulnerabilities, Windows system vulnerabilities, Web-CMS vulnerabilities, and
application vulnerabilities.

Threat Level: Critical, High, Medium, and Low.

CVSS: The score given by the Common Vulnerability Scoring System. The score ranges from 0 to 10, with 0 indicating
the lowest risk and 10 the highest risk.

CVE No.: A unique number that identifies a vulnerability in the Common Vulnerabilities & Exposures library.

Last Detected: The time when the vulnerability was last detected.

Affected Servers: The number of servers where this vulnerability was detected.

Status: Pending, Fixing, Scanning, Fixed, Ignored, and Fix failed.

Auto Fix Status: Fix not supported, Auto fix (no restart required), and Auto fix (restart required).

Operation

Solution: For the vulnerabilities that cannot be automatically fixed, you can click Solution to open the vulnerability
details pop-up window, and manually fix the vulnerability as described in the solution.

Auto Fix: Some Linux software vulnerabilities and Web-CMS vulnerabilities can be automatically fixed. You can click
"Auto Fix" to open the vulnerability details pop-up window, and select the server to be fixed. For details, see Auto-
Fixing of Vulnerabilities.

Rescan: Perform a scan again for this vulnerability.

Ignore: Ignore the vulnerability. This vulnerability will no longer be scanned on the server.
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Baseline Management

Last updated : 2024-08-13 16:29:50

This document describes how to use the Baseline Management to ensure baseline security for servers.

Overview

Tencent Cloud CWPP (Cloud Workload Protection Platform) allows you to perform periodic and quick baseline checks
on servers based on default or custom baseline policies. You can also specify check items and servers to be included
in baseline policies. By providing information such as baseline check pass rates, detected risks, threat levels, and
suggestions on how to fix the vulnerabilities, the product helps you better manage the baseline security of your

servers.

CWPP Editions

Basic Edition : If this is the first time you use it, it supports detection of all hosts in the default policy, but it can only
display 5 results. It does not support baseline policy management, one-click detection, or periodic detection.

Pro Edition : Supports baseline policy management, allowing users to create or edit policies. It supports periodic and
one-click detection for baseline policies.

Ultimate Edition : Supports baseline policy management, allowing users to create or edit policies. It supports

periodic and one-click detection for baseline policies. Also supports custom weak password.

Operation Guide

1. Log in to the CWPP console, and in the left sidebar, choose Baseline Management .

2. The baseline management page provides settings for baseline policies, periodic detection, and one-click detection
for specified policies. It supports viewing the pass rate and risk status of baseline policies, as well as the list of
baseline detection results. You can view details of the baselines and check items and their repair plans. You can also
ignore specific check items for specified servers.

Baseline policies

A baseline policy is a collection of user-defined baseline check items, allowing you to track baseline pass rates and
detected risks based on the dimensions included in the policy.

Tencent Cloud default baseline policies: Tencent Cloud CWPP provides default baseline policies based on
mainstream network security baseline check items, including: weak password policy, CIS baseline policy, and
Tencent Cloud best security practice policy. You can add check items and servers to be checked to a default baseline

policy, under which the check is conducted once every 7 days by default (at 00:00 of the day).
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Note:
Pass rate of policy = the number of servers that pass all check items under this policy/the number of all servers

checked under this policy

Statistics

§ Detect Server EI Detection [tems
2 —0 2516 iems

Add Baseline Policies

1.1 Click Baseline Settings in the upper right corner of the baseline check result section.

Baseline Management

Statistics Baseline check

=
§ Detect Server E‘ Detection Items @ Check palicies ° } Execute baseline check to dis
2 =0 2516 iems 5 tems

(One-Click Detection

1.2 In the "Baseline Policy Settings" section of the "Baseline Settings" page, click Add Policies.

©2013-2022 Tencent Cloud. All rights reserved. Page 39 of 155



&2 Tencent Cloud

Settings

Baseline policy settings

Add policy

Policy name

International Stan...

The second level ...

Such as the prote.

Weak passwords. .

Unauthorized acc. ..

Cloud security st._

Check items

1760

152

261

lgnored items

Application server

Cloud Workload Protection Platform

Check cycle

Every 1 days 02:...

Every 1 days 02:...

Every 1 days 02

Every 1 days 02

Every 1 days 02-._

Every 1 days 02-

10 »

Periodic Detecti

peBBnss

1.3 Enter the name of the new policy (must be different from existing policy names), specify Interval, Baseline Types,

and Target Assets in the "Add Policies" page, and then click "Save and update".

Note:

A maximum of 20 baseline policies. If this limit is reached, you must delete an existing policy before you can create a

new one.

©2013-2022 Tencent Cloud. All rights reserved.
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(@)

LS

¢ New Policy

0 Create policy configuration
*Policy Mame
“Detection Period Every day v 09:35:30

*Detection rule Select all All rule types

Detection rule

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

International standard - Security baseline che...

Cancel

® Recommended scan time: 09:35:30

Check rule category T

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

Cybersecurity Classified Protection (CCP)
compliance

10 = /

1.4 Select the application assets based on actual needs, and click Complete.
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Select Application Assets

Check rule description

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

International standard - Security basel

1 / & pages
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< New Policy

o Create policy configuration > g Select Applic:
*Application Assets All CWPP Pro and CWPP Ultimate servers Custom Servers O Manually enter the IP
*IF Address

0

Enter the |Ps or IP ranges. Only private network IPs are supported. One IF/IP range per line.
Copy and paste IPs, separate each of them with a comma (). Duplicate |Ps will be combined.

Baseline Detection

Tencent Cloud CWPP supports regular inspections and One-Click Detection for baseline check items and
allows checking specified baseline items on designated CVMs.

Note

If this is not the first time you use the baseline detection, you need to activate CWPP Pro edition or Ultimate edition to

proceed with baseline detection.

One-click Detection

First Detection : When you use the baseline detection feature for the first time, We provide you with a free detection
service for full-scale baseline policy check and comprehensive scan across all your servers, assisting you in
identifying potential baseline security risks. We will display 5 baseline risks. If you need more baseline security
features, we recommend upgrading to the Pro edition or Ultimate edition.

1.1 For baseline detection results display module, click Trial Detection .

1.2 In the Detection Prompt pop-up window:

Operation 1: Select the baseline policy to be checked, click Start Inspection (the inspection usually takes 2-5
minutes). After the inspection is complete, the results will be displayed as visualized charts on the vulnerability
management page.

Operation 2: Click upgrade now to jump to the CWPP upgrade interface and upgrade CVM to the Pro edition.
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Non-first Time Detection : When this is not the first time for you to use the baseline detection, you can choose the
baseline policy to be checked, and click One-Click Detection (the inspection usually takes 2-10 minutes). If you do

not have a Pro edition server yet, we recommend upgrading to the Pro edition immediately.

Periodic Detection

1. In the top right corner of the baseline management page, click Baseline check settings .
2. On the baseline check settings tab, you can configure periodic detection and manage ignored items.
Periodic Detection Settings : On the baseline policy settings tab, you can add or modify policies, set check cycle,

and also enable or disable periodic detection. Additionally, it supports the deletion of user-defined policies.

Policy Name Baseline rules 1 Baseline chec... # Application se... % Detection Period
TS &0 2516 2 Every 1 days 17:05
p— 12 1427 2 Every 1 days 01:00
o g g 2 Every 1 days 01:00
Fi T 2 Every 1 days 01:00
y i 3] 35 2 Every 1 days 01:00

Ignoring rules Management : Under the ignored items management tab, you can view the ignored check items and

their details, and perform unignore operations.
Baseline check settings

Check policy settings Detection Rule Settings Ignoring rules Custom weak password

Add ignoring rule

lgnore the rule lgnored items Application servers |

IO EESCt. Make sure that mounting of the udf file syst... 1

Total items: 1 0~
Periodic Check

1. Click Baseline Settings in the upper right corner of the baseline check result section.
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2. You can set the interval of periodic checks and manage ignored check items

Baseline pass rate (i) Top5 Baseline check items Top 5 server risks

Item name Severity level Affected se...
High risk 1
0/ High risk 1
75 %  High isk |
Pass Rate High risk 1
0 100~ High risk 1
High risk 1 0 25

m High risk

Baseline requirements are not met. Please resolve the risks in time.

Visualized baseline data

After selecting baseline policies and running a check, the Baseline Management page shows the number of checked
servers, number of check items, the pass rate of the baseline policies, top 5 baseline check items, and top 5 risk

items, which are categorized by threat level.

Baseline check result list

At the bottom of the Baseline Management page, the list of baseline check results is shown, where you can view

baseline details, perform fuzzy search and status filtering for a single baseline, and download all tables.

Al progessing statu ~
Detection rule Detailed check items Checked servers | First Detection Time ¢ Last checked ¢
Unauthorized access to kubelet 1 2 2024-07-04 01:01:22 2024-07-08 01:01:

Unauthorized access to Elasticsearch 1 2 2024-07-04 01:01:22 2024-07-09 01:01:

Field description:

Baseline Name: The name of the current baseline set, which contains multiple check items of the same category.
Threat Level: Divided into Severe, High, Medium, and Low

Baseline Check Items: The total number of check items included in the current baseline set.

Affected servers: The number of servers that do not pass every check item in the current baseline set under the
baseline policy, i.e. the number of servers affected by this baseline set.

Last Checked: The time when the check items in the baseline set were last executed on a server.

Status: Pass, Fail and In Progress.

Operation: Allows you to view baseline details and run a recheck for failed baselines.

Rescan:

Option 1: Select the baselines for a recheck, and click Recheck in the upper left corner of the list to run a recheck for
the selected baselines at one time.

Option 2: Click Recheck on the right of the desired baseline to run a recheck for the baseline.
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View details:

In the baseline check result list, locate the desired baseline, and then click Details in the Action column on the right to
open the baseline details page.

The baseline details page shows the description and threat level of the baseline, as well as the list of affected servers.
The server list supports fuzzy search for individual servers, status filtering, batch re-detection of servers, and viewing
details of individual servers. In the action bar on the right of the target server, click Details to enter the detection

details page.

Unauthorized access to kubelet

First Detection Time 2024-07-04 01:01:22
Rule description Unauthorized access to kubelet
Server detection results Associated check items

All processing s «

Server Name/Instance ID IP Address Processing Status Last checked |
bili _I

: i —— ) ) Passed 2024-07-09 01:C
i inside .

(S public =~ T 7T T

. L i/ Passed 2024-07-08 01

B inside
Total items: 2 10 = /page

The check details page shows the basic information including baseline name, server name, and check items.
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jimmy-test

First Detection Time 2024-07-04 01:01:22

Detection ltems

All severity level = All processing statu
Detection ltems Risk Level Status Last checki
»  Unauthorized access to Kubelet & Passed 2024-07-09
Total items: 1 10 + /page

You can run a Recheck or select Ignore for multiple check items. The ignored items can be viewed on the ignored risk
item management page.

You can filter check items by threat level or status.

When you hover the mouse cursor over a check item, the details of the item, and solutions to the detected issue will

appear.
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Malicious File Scan

Last updated : 2024-08-13 16:29:49

This document will introduce how to handle Trojan files in the CWPP console.

Malicious File Detection Settings

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > File Scanning.

2. On the malicious file scan page, click Detection settings at the top right. A settings page will pop up on the right
side where you can configure the detection mode.

Note:

This feature is part of the Pro/Ultimate Edition. You can purchase protection authorization and bind your host to
upgrade to the Pro/Ultimate Edition.

Malicious file detection supports Trojan file detection. All machines can cumulatively detect up to 5 malicious file
security events for free. Beyond this limit, detection will stop. You can upgrade to the Pro or Ultimate Edition of CWPP
to remove the limit. There are two common types of Trojan file detection:

Webshell detection: Provides common detection for web site script-based backdoor Trojans, including those written in
scripting languages such as ASP, PHP, JSP, and Python.

Binary detection: Provides detection for binary executable viruses and Trojans, such as DDoS Trojans, remote control

software, and mining software on .exe, .dll, and .bin files, and sends alarms to users.

Virus Scanning

Alert list Whitelist file

Risk OVerview Virus liorary update date:2024-07-09 00:00:05 X
Uttimate | Pro | Basic Malicious files pending processing Unresolved abnormal Affected Servers Sean for malicious files

B 210150 211 - 2 8 ]
3. On the malicious file detection settings page, you can set scheduled detection, real-time monitoring, and auto
isolation.
Scheduled detection: Click Enable Scheduled Scanning, set the detection mode, cycle, and detection range, then

click Save. You can regularly scan Trojan virus files on hosts to enhance security.
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Detection settings

Both CWPP Pro and CWPP Ultimate support scheduled check and real-time monitoring. Auto Isolation is only available in CWPP
[2 for more security features.

Scheduled Scan Real-Time Monitoring Auto isolation

Enable Scheduled Scanning () Scan the server for Trojan and virus files on a scheduled basis

Detection Mode (D Quick Detection = Detect running processes, key directories, drive loading, etc.

Abnormal process detection Deeply detect abnormal processes in memory, which may cause a certain degree of resource utili
Detection Period Every day v 15:30 ~ 18:00 @

Scope of check

Scope of check (O Al CWPP Pro and CWPP Ultimate servers Custom Servers

Detection mode: Includes quick detection mode and full-disk detection mode. It can detect running processes, critical
directories, and driver loading. The duration of full disk detection is related to the number of server disk files. It is
recommended to choose a detection cycle of more than 4 hours to avoid incomplete detections or timeouts.

Quick detection: For Linux systems, it will detect running processes, critical directories, and driver loading. For
Windows, it will scan the C drive.

Full-disk detection: For Linux systems, it will also detect all system partitions in addition to the quick detection range.
For Windows, it will scan the C, D, E, and F drives.

Abnormal process detection: Deeply detects abnormal processes in memory, which may cause a certain degree of
increased resource occupancy rate. Choose with caution.

Detection period: You can choose a detection cycle of daily, every 3 days, or every 7 days.

Scope of check: Includes all Pro Edition servers and self-selected servers.

Real-Time monitoring: Click Enable Real-Time Monitoring, choose the monitoring mode, and then click Save. You

can monitor web directories, system critical directories, scan and remove Trojan virus files in real-time.
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Note:

Detection settings

Both CWPP Pro and CWPP Ultimate support scheduled check and real-time monitoring. Auto Isolation is only available in CWPP
[2 for more security features.

Scheduled Scan Real-Time I'ulonltnrlng Auto isolation
Real-Time Monitoring () Monitors web directories and key system directories in real time, and detects and kills Trojan files
Heuristic engine () The heuristic engine uses the strictest mode to scan system webshells in real-time (enabling this en

positives. If the user confirms that the file is normal, add it to the whitelist).

Monitoring Mode Standard (recc * | Monitor and scan common directories to detect incremental files

Monitoring mode is divided into standard and recommendation modes.

Standard: Monitors and scans for incremental files under common directories.

Deep: Monitors and scans for incremental files under all directories.

Auto isolation: Click Enable auto-isolation > Save to automatically isolate detected malicious files. Some malicious

files still require manual confirmation to isolate. It is recommended to check all security events in the malicious file

detection list to ensure they are all processed.

Note:

If false isolation occurs, recover the file from the isolated list. Configuring to enable or disable automatic isolation may

take a few minutes to take effect.

Detection settings

Both CWPP Pro and CWPP Ultimate support scheduled check and real-time menitoring. Auto Isolation is only available in CWPP L
[2 for more security features.

Scheduled Scan Real-Time Monitoring Auto isolation
Enable auto-isolation () Please note that it takes several minutes for the enabling or disabling of Auto Isolation to take effect.

The host security will automatically isolate malicious files detected, but some malicious files still require manu
recommendead to check the alarm list in file scanning and ensure that all files have been processed. If there ar
the files from the isolated list.

(Recommended) Isolate and kill malicious file-related processes.
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Detection Settings Overview

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > File Scanning.

2. On the malicious file scan page, click Scan now to start setting up manual detection mode.

Scan for malicious files (O Scheduled check enable:

p— Scan now | {8) Real-time monitoring enz

3. On the one-click scan settings page, after the target detection mode, host range, and timeout period are configured,
the detection might take a long time due to a large number of files and directories to scan. You can set a single scan

duration, and if it exceeds the time, it will be considered a scan failure.

One-click Scan Settings

Check settings

Detection Mode (3} Quick Detection =  Detect running processes, key directories, drive loading, etc.

Abnormal process detection Deeply detect abnormal processes in memory, which may cause a certain degree of resource ut
carefully.

Scanned servers 0 All CWPP Pro and CWPP Ultimate servers Specified servers

Other settings

Timeout period (1) If the scan duration exceeds 00:30 @ hours, otherwise it will be considered as a scan failure

4. Click Start Detection and follow the detection settings to perform the detection. You can click View Details to see

the detailed detection information.
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Detection Details

-\ Risk servers

One-Click Detection in progress... Check starls
20%
Estimated remaining time 24 minute(S) Check ende
All v
Server Na... IP Address Operating ... Detection sta... Risks pen... Detection Started l
[N | public «_ e _ _ ;
linuxg4_Lin... Detectin 2024-07-09 16:55:50
pubic
L. linux64_Lin... (" Detecting “ 2024-07-09 16:55:50
inside . _ L
Total items: 2 10 + /page

The detection detail list includes the following field descriptions:
Affected Server: The target server's IP and name.
Operating System: The operating system of the target server.
Detection Status: The status of the target server's detection, including detection completed, under detection, and
detection failed. The possible reason for the failed detection could be a timeout error on the target server. It is
recommended to increase the timeout duration and retry. Also, the possible reason for the failed detection could be
due to the client being offline. It is recommended to restart or reinstall the client and then retry the detection.
Pending Risks: The number of risk files detected on the target server that need to be addressed.
Detection Start Time: The start time of this detection.
Detection End Time: The end time of the target server's detection.
Operations:
Re-detect: If you want to re-detect a target server with a detection status of detection completed, detection stopped, or
detection failed, you can click Re-detect.
Disable detection: If you want to stop detecting a target server with an under detection status, you can click Stop
Scan.
Note:
The chosen server will not be detected and potential risks will not generate alarm notifications. Proceed with caution.

View details: If you want to view the detection result details of a target server, you can click View details.
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Viewing the Event List

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > File Scanning.
2. On the malicious file scan page, you can view the Trojan file detection status of the currently protected servers, as

shown below:

Server Name/Instance ID IP Address Path Virus name/Detection engine RiskLe.. YT  Firstdetected $ Last chec

pppppp

e R i eoieees WIN32.Virus. RamnitNZI §
f @ = 2024-07-05 03:43:21 2024-07-0

DDDDDD Win32.Virus.Ramnit.Vimw

a1 o 2024-07-05 03:43:21 2024-07-0

The event list includes the foIIowing fields:
Server IP/name: The IP and name of the currently detected target server.
Path: The file path of the target risk file. Click

o
to copy the path information. Click

1

to download the target risk file.

Virus name/Detection engine: The name of the virus affecting the target risk file.

First detected: When the target risk file was first detected.

Latest detection time: When the target risk file was most recently detected.

Processing status: The status of the target risk file. Events in pending status will indicate the presence of the file and
processes from the latest detection.

Operations:

Isolation: If confirmed malicious, you can isolate a single file or batch choose files for one-click isolation. Upon
successful isolation, the original malicious file will be encrypted and isolated. You can later filter Isolated files for
recovery.

Trust: If the file is non-malicious, you can choose the trust operation. Trusted files will no longer be scanned by CWPP.
You can manage trusted files by filtering Trusted Files.

Delete the record: This action only deletes log records, rather than the file. Once it is deleted, the log information
cannot be recovered. It is recommended to select Isolate or Trust first, or locate the file in the path and delete it
manually.

Details: If you want to view the detection result details of the target risky file, you can click View Details.

FAQs
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Why Did the Trojan File Isolation Fail?

Trojan file isolation usually fails because the Trojan file resists security software. It is recommended to manually delete
the alarm file from the server first. If the issue persists, you can submit a ticket to contact us for assistance. You can

also try using Tencent PC Manager on Windows systems to remove it.

Subsequent Steps

For a Linux intrusion troubleshooting guide, refer to intrusions on Linux.

For a Windows intrusion troubleshooting guide, refer to intrusions on Windows.
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Unusual Login

Last updated : 2024-08-13 16:29:50

This document describes how to use the Anti-Unusual Login feature.

Overview

When log-in behaviors from a server do not meet the allowlist criteria (common source IP, common username,
common log-in location, and common log-in time), an unusual log-in alarm will be generated. If the source IP of the
unusual log-in is an overseas IP (including Hong Kong (China), Macao (China), and Taiwan (China)) or a malicious IP

from threat intelligence, it will be marked as High-risk. Otherwise, it will be marked as Suspicious.

Important Notes

Hosts with CWPP agent installed (client online) will have unusual log-in behaviors monitored in real-time.
The CWPP console only retains the unusual login events for the last 6 months, and the event data generated 6 months

ago is not displayed.

Operation Guide

1. Log in to the CWPP console.
2. Click Intrusion Detection > Unusual Login on the left sidebar. The fields and operations related to the feature

are described as follows.

Event List

In the Event List, you can view and handle unusual login risks detected by CWPP.

©2013-2022 Tencent Cloud. All rights reserved. Page 54 of 155


https://console.tencentcloud.com/cwp

@ Tencent Cloud Cloud Workload Protection Platform

Delete all records m Status
Server IP/Name Source IP Source Location Login username Login time 4 Ris
113.108.77 66 China.Guangdong... root 2022-08-09 09:53:10 Risk
Abn
Abn
113.108.77.53 China.Guangdong... root 2022-08-03 11:00:38 Abn
Abn
Plez
113.108.77 .68 China.Guangdong... root 2022-08-03 10:57:35

Field description:

Server IP/Name: The target server of the unusual login attempt.

Source IP: Source IP of the unusual login attempt, which generally is an egress IP of a company's network or a proxy
IP.

Source Location: The location where the login source IP is located.

Login Username: The username used by the user who successfully logged in to the server.

Login Time: The time when the user successfully logged in to the server (The time shown on the server).

Threat Level: Suspicious/High.

Status

Unusual Login: A login attempt from an unusual location, with an unusual user name, at an unusual time, or from an
unusual IP.

Allowlisted: The login source has been added to the allowlist (login source IP, login username, login time, and usual
login location).

Handled: The event has been handled manually and marked as Handled.

Ignored: This alarm event has been ignored.

Operation

Actions

Mark as processed: If the event has been handled manually, mark the event as "Handled".

Add to Allowlist: Once an event is added to the allowlist, no alarm will be sent if the same event occurs again.
Ignore: Only ignore this alarm event. If the same event occurs again, an alarm will be sent again.

Delete Record: Once deleted, the event record will no longer be displayed on the console and cannot be recovered.

Allowlist Management

In Allowlist Management, you can add/delete items to/from the allowlist of unusual logins, or check and edit the

allowlist.
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Add Allowlist o]

Server IP/Name Source IP Common login lo... Login username Login time Creation time N

China-Macao-M
172.10.10.249 SA'EE geao-Mlacac g 00:00 ~ 00:02 2022.08-10 14:15:07 2

33.33 China-Hong Kong- ddd 2022-07-28 11:05:13 2
T Hong Kong SAR B o o

Field description:

Server IP/Name: The server on which the allowlist takes effect.
Source IP: The source IP added to the allowlist.

Usual Login Location: The login location added to the allowlist.
Login Username: The username added to the allowlist.

Login Time: The login time added to the allowlist.

Creation time: The time when the allowlist was created.
Update time: The time when the allowlist was last updated.
Operation

Edit: Re-edit the login source IP, login username, login time, usual login location, covered servers, etc.
Delete: Delete items from the allowlist.

FAQs

How to Process Unusual Log-in Alarms?

Determine whether the log-in behavior is self-initiated.
If it is your own log-in behavior and you do not want to see the alarm again, click Processing , and select Add to

allowlist to configure common log-in source IP, log-in username, log-in location, log-in time, and effective range.
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Add Allowlist

(i) Important notes
When you set both the Login source IP and the Allowed login location, the system will automatically ignore the
Allowed login location you set, and only use the Login source IP and other conditions to determine whether the logi
behavior is abnormal login. It is recommended to select one of the Login source IP and the Allowed login location fic
setting.

Login Conditions

Login Source IP G}
Login Username @
Lagin Time @

Select a commaon login location v

Validity Range 0 All Servers (apply this policy to all servers under the current account)

Custom Range

Alert handling Whitelist all alarms that meet this whitelist rule in bulk

Motes

Field Description:

Empty Log-in Source IP: Indicates that log-in attempts from any source IP to the server will not trigger an alarm.
Empty Log-in Username: Indicates that log-in attempts with any username to the server will not trigger an alarm.
Empty Log-in Location: Indicates that log-in attempts from any location will not trigger an alarm.

Empty Log-in Time: Indicates that log-in attempts at any time will not trigger an alarm.

Note:

Log-in source IP, log-in username, log-in location, and log-in time cannot be empty at the same time.

If the log-in behavior is not from you, immediately change the server log-in password (it is recommended to be more
than 10 characters, including uppercase and lowercase letters and special characters for a strong password.).

The server has been logged in abnormally, and the intruder might have already intruded your server and left malicious
files. It is recommended to immediately perform malicious file scan, vulnerability detection, baseline detection to

enhance your server's security.
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How to Set an Allowlist to Meet Most Users' Needs?

Scenario 1: The source IP is a fixed IP segment. Users using any username can log in to the server from this segment
without triggering abnormal log-in alarms.

You can enter the IP segment in the log-in source IP and select the effective server range.

Add Allowlist

() Important notes
When you set both the Login source IP and the Allowed login location, the system will automatically ignore the
Allowed login location you set, and only use the Login source IP and other conditions to determine whether the logir
behavior is abnormal login. It is recommended to select one of the Login source IP and the Allowed login location fo
setting.

Login Conditions

Login Source IP & "34.0/24 0]
Login Username G}
Login Time ©
Select a common login location v
Validity Range O All Servers (apply this policy to all servers under the current account)

Custom Range
Alert handling Whitelist all alarms that meet this whitelist rule in bulk

Motes

Scenario 2: The source IP is dynamic. Users from any location within Hong Kong (China) can log in to the server at
any time using any username without triggering abnormal log-in alarms.
Select Hong Kong (China) Special Administrative Region in the list of common log-in locations and select the effective

server range.
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Add Allowlist

(i) Important notes

Cloud Workload Protection Platform

When you set both the Login source IP and the Allowed login location, the system will automatically ignore the
Allowed login location you set, and only use the Login source IP and other conditions to determine whether the logi
behavior is abnormal login. It is recommended to select one of the Login source IP and the Allowed login location fi

setting.

Login Conditions

Login Source IF

Login Username

Login Time

Select a common login location
Validity Range

Alert handling

Motes

Hong Kong SAR €3 v

0 All Servers (apply this policy to all servers under the cument account)

Custom Range

Whitelist all alarms that meet this whitelist rule in bulk

Combinations of log-in conditions are supported.

How to Disable Abnormal Log-in Alarms?

Go to alert settings to turn off the abnormal log-in alarm switch. If you keep the alarm switch on, it is recommended to

select the high-risk option to only alarm on high-risk abnormal log-in behaviors.
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Intrusion Detection

Alert type Alarm Status

File killing - Malicious files

File scanning - Abnormal pracesses

«©
©
Unusual Login @

©2013-2022 Tencent Cloud. All rights reserved.

Alarm Time @

© Al Day

© AlDay

© AnlDay

Cloud Workload Protection Platform

Alarm host range

All Servers Edit
All Servers Edit

All Servers Edit
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Password Cracking

Last updated : 2024-08-13 16:29:49

This document will introduce how to configure and use the password cracking monitoring feature to enhance system

security.

Overview

CWPP password cracking, based on Tencent Cloud's network security defense and host intrusion detection

capabilities, provides real-time monitoring of password cracking behavior for hosts, implements automatic blocking

feature, and supports alarm querying, filtering, deletion, and batch export.

Restrictions

Monitoring scope: Monitors Basic/Pro/Ultimate Edition hosts (Linux systems and Windows systems) for log-in

behavior via SSH protocol/RDP protocol.

Detection rules and block mode: The judgment rules and blocking scope for password cracking behavior are different

across protection versions. See the table below.

CWPP
Protection
Versions

Basic Edition

Detection Rules

Intelligence rules: Based on Tencent's security threat intelligence
database, comprehensive recommendations of blocklisted IPs are made.
When hitting a matching blocklisted IP, the behavior will be identified as
password cracking.

Detection rules: When any of the following log-in rules are hit, the behavior
will be identified as password cracking.

Login rules 1: | 1 minute 4 Login Failures Over 10 times v

Login rules 2: | 5 minutes = Login Failures Over 20 times v

Login rules 3: = 20 minutes Login Failures Over 60 times v

Note:

The default detection rules for the Basic Edition are only the three shown
above. Addition and modification are not supported.
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Blocking
Mode

Basic
blocking
refers to the
measure of
blocking
password
cracking
activities from
IPs listed in
threat
intelligence
blocklists
only. The
default
duration of
blocking is
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If the paid Edition expires and reverts to the Basic Edition, the previously setto 5

set detection rules will still be effective, but addition and modification are minutes.

not supported. Note:
If the paid
Edition
expires and
reverts to the
Basic Edition,
the blocking
mode will
automatically
switch to
basic
blocking.

Advanced
blocking
refers to the
use of
Tencent's
security
database to

Includes the above intelligence and detection rules. (Detection rules block both

support addition and modification.) blocklisted
IPs and
password
cracking
activities that
match
detection
rules.

Pro
Edition/Ultimate
Edition

iptables rules: After blocking is enabled, when password cracking activities are detected on the host, the source IP will

be automatically added to the iptables rules.

Password Cracking Settings

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Password Cracking.

Password cracking settings Detection rule: Login rules (3 in total) Set Auto blocking: () Blockir

2. Click Set to configure the judgment and blocking rules for password cracking activities.
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Password cracking settings

Detection rule

When any of the following login rules are triggered, it will be considered as a brute-force attack. (We have provided 3 defaull

Loginrules 1: 1 minute A Login Failures Over 10 times A ¢ Clear filter 4 Add
Loginrules 2:  Sminutes ~  Login Failures Over 20 times v | () Clearfiter [ Delete

Loginrules 3: 20 minutes ~  Login Failures Over | 60times  ~ () Clearfiter [ Delete

Blocking rules

Automatic D

blocking

Blocking Mode 0 Basic blocking: Only black IP blocking based on the threat intelligence provided by the platform. Bloc
generate alarm records. If you find any false positives, you can click Contact us

Advanced blocking: Combining Tencent Security Library, it blocks black IPs or login rules to provide n
over brute-force attacks. Recommended

Smart allowlist filtering: | Automatically filters certain sign-in sources to reduce fal!

Effective duration YWNen a brute force rule is triggered, automatic blocking will be applied to source IPs not in the whitelist. 1
is 1 +  hours * | ) Clear filter
3. After everything is confirmed, click Save.

Configuring Allowlists

After the allowlist is configured, password cracking behavior from the source IP in the allowlist will not be blocked or
alarmed. Follow these steps:
1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Password Cracking.

2. On the password cracking page, click Allowlist Policies > Add Allowlist.
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Password Cracking

Alert list Allowlist Policies

(@ Notes

* Be cautious to add trusted source IPs and IP segments to the allowlist. If a source IP not on the allowlist attempts to log in and the password cracking rule is hit, the system will ;

* |f false blocking occurs, you can remove the blocking by allowlisting or turning off automatic blocking. The data synchronization will take effect within 5 minutes.

| Add Allowlist

3. On the add to allowlist page, enter the source IP and effective range, and then click OK.
Note

After it is added to the allowlist, password cracking behavior from that source IP will not be blocked or alarmed.

Proceed with caution. If a non-allowlist source IP attempts to log in and triggers brute-force cracking rules, the system

will automatically issue an abnormal alarm or block.

Add Allowlist X

(D Important Note: Adding this IP address to the allowlist will not block or generate an x
alarm for the password cracking for this IP address.

Conditions to Meet

*Source IP @

Validity Range All servers (apply this policy to all servers under the current account)
O Custom Range  Select Server

Maotes

Parameter Description:

Source IP: You can enter a single IP, an IP range (e.g., 1.1.1.1-1.1.1.10), or a IP segment (e.g., 1.1.1.0/24).
Validity Range:

All servers (choose with caution): This will add the allowlist trust condition to all servers under the user's ApplD.
Custom range: Allows for customizing servers to which the allowlist trust condition will be applied.

Notes: It is recommended to enter relevant rule remarks.
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Viewing Password Cracking Events

Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Password Cracking to enter the

password cracking page. All brute-force cracking events will be displayed in the password cracking list.

Server Name/Instance ID IP Address Quuip Source IP/Source location RiskL.. Pr.. Login Username Port(D  Firstattack 4 Latest attack Number of Attempts

— .. High 2024-07-09 '
., ST te—— sh oot 2 Teosna 2024-07-09 17:14:01 34
High 2024-07-08
-07- ; 39
ssh root 2 Tanes 2024-07-09 16:04:47

Field Description:

Server IP/Name: The server currently being brute-force cracked.

Source IP: Source IP address of the attack.

Origin: The region where the source IP of the attack is located.

Protocol: The protocol used by the attacker, including SSH/RDP.

Log-in Username: The username used by the attacker to log in.

Port: The port used by the attacker to log in.

First Attack Time: The time CWPP first detected password cracking behavior.

Latest Attack Time: The time when the event occurred again recently.

Attack Time: The time the attacker initiated the brute-force crack.

Number of Attempts: The number of times the attack IP attempted brute-force attacks.

Cracking Status: Indicates whether the current server has been successfully or unsuccessfully brute-forced.
Blocking Status: Whether the auto blocking of the attack is successful or unsuccessful.

Operations:

Upgrading Version: The current server is eligible for upgrading to CWPP Pro Edition. You can click Upgrading
Version to upgrade.

Add to Allowlist: When an error blocking occurs, you can click Add to Allowlist to immediately unblock.

Delete the Record: You can delete the event record, and it will no longer be displayed.

Enabling Alarm Notifications

Log in to the CWPP console. In the left sidebar, choose Settings > Alarm Settings. In alarm settings, enable the
Alarm Notification Switch. When a password cracking event occurs, notifications will be sent via message center,
SMS, email, WeChat, and WeCom.

Password Cracking () © AnDay © ~ ® Specified servers Ec

Alert Handling
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1. When the user receives a password cracking event alarm, the user needs to log in to the CWPP console. In the left
sidebar, choose Intrusion Detection > Password Cracking.

2. In the alarm list page, view the attack source IP in the corresponding alarm event list.

If it is confirmed to be a trusted source IP, the user needs to click Process > Add to allowlist in the operation column
on the right side of the event, and set the add allowlist conditions and effective range **(proceed with caution when
adding to the allowlist)**. Once it is configured successfully, the configuration will take effect within 5 minutes.

Subsequent password cracking activities from this source IP will no longer trigger alarms or be blocked.

Server Name/Instance ID 1P Address Quu Source IP/Source location RiskL.. Pr..  LoginUsemame Port(@)  Firstattack Latest attack Number of Attempts

High 2024-07-09 ’
o ssh  root 2 i 2024-07-09 17:14:01 34

High 2024-07-09 y
% ssh root 22 155058 2024-07-09 16:04:47 39

High 2024-07-05 .
bin ssh test 22 208087 2024-07-05 21:22:25 675

High 2024-07-05
2024-07-056 21:01:51 953
- R R

If it is confirmed to be an untrusted source IP, and the server has been successfully password cracked by the attacker.
2.1.1 First, confirm whether the current server's CWPP has been upgraded to Pro Edition or Ultimate Edition. If not, it
is recommended that the user click Upgrading Version in the operation column on the right side of the event to
upgrade to Pro Edition or Ultimate Edition CWPP.

2.1.2 At the top of the alarm list, enable the automatic block switch. It is recommended to choose the Standard
Blocking mode. Future attacks from the source IP will be automatically blocked for a default duration of 15 minutes.
Users can define the duration as needed.

2.1.3 For servers that have been intruded by password cracking, it is recommended that users immediately set a
complex password (12-16 characters consisting of uppercase letters, lowercase letters, special characters, and
numbers). Check if there are any unknown accounts in the account list, and delete or disable unknown accounts. At

the same time, check for system anomalies.
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Malicious Requests

Last updated : 2024-08-13 16:29:50

This document will introduce how to view and manage the alarm list and policy configuration of malicious requests.

Overview

The malicious request feature provides the capability to monitor and handle external request behaviors in real-time,
effectively identifying malicious request behaviors. If a host initiates requests to malicious domains, the behavior will
be identified and recorded. Upon detecting such malicious request behaviors, the system will provide you real-time

alarms.

Restrictions

Malicious request monitoring supports Pro Edition or Ultimate Edition hosts.
Malicious request interception is supported only for hosts of Ultimate Edition running Linux systems. It is limited to

intercepting DNS queries made by the server. It does not support the interception of forwarded traffic.

Alert List

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Malicious Requests.

2. On the malicious requests page, you can view the alarm list of malicious requests and perform related operations.

Al

Server Name/Instance ID IP Address Policy type hit T Hit policy Malicious Request Domain Name Requests ¢ Hazard Description
User-defined policies 1 Malicious IP/domain access detected fro

User-defined policies 5 Malicious IP/domain access detected frot

Filters: You can filter by policy type hit, status, last requested, entering the host name in the search box, instance ID,
IP address, or malicious request domain name.

Custom display columns: Click

to set the fields displayed in the alarm list.
Export: Click
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!
to export detailed information from the alarm list.

Field Description:

Server Name/Instance ID: The host name and instance ID initiating the request to the malicious domain.

IP Addresses: The host IP initiating the request to the malicious domain.

Policy Type Hit:

Preset Policy: The preset policy is a rule configuration that has been developed by Tencent's CWPP operation experts
and algorithm experts through the accumulation of multiple models, and it is applicable for detecting most malicious
requests.

User-defined Policies: Users set alarm/intercept/allow actions for relevant domains based on their business needs.
Hit Policy: The name of the policy hit when the host requests a malicious domain.

Malicious Request Domain Name: Domains or IP addresses.

Requests: Number of times the host has made requests.

Hazard Description: Potential hazard that may result from requesting the malicious domain.

Last Requested: The last time the malicious domain was requested.

Status: Pending, allowlisted, processed, ignored, and intercepted.

Details: View detailed information on the malicious request event, including risk host information, malicious request

details, hazard description, and fix suggestions.

Malicious request details 77 Intercepted

Delete Log

Servers in Risks

Server name
» First 2024-07-09 19:49:32
IZIEI s The CWPF agent is online. tesc]
Instance D
* f 2024-07-09 19:49:32
public « inside ted

Malicious request details
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Tag -
Characteristics

Process fusr/bin/curl
Command line

MD5 -

Requests 1

PID 3894863

) Hazard Description

Alert description Maliclous IP/domain access detected from the server. Your server may be compromised.
The malicious IP/domain might be a remote server, malware download source, or mining pool address co
ker.

+ How to fix

Suggestion 1. Check for malicious processes and invalid ports and delete suspicious startup programs and schedule

2. |solate or delete Trojan files;

3. Scan the system for risks and harden the system. For more information, click the link below:
For Linux: hitps://cloud.tencent.com/document/product/286/9604

For Windows: https:/fcloud.tencent.com/document/product/296/9605

Reference Unavailable
Processing: Mark as processed, add to allowlist, create custom interception policy, ignore, and delete log.
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O Mark as processed Recommended

It is recommended that you refer to the "Repair Suggestions" in
the alarm details and manually handle the alarm. After handling,
you can mark the alarm as processed.

Add to allowlist  NEW

Create an allow policy for the current alert domain. When the same
attack occurs again, no further alerts will be generated, and the
current alert status will be changed to "Whitelisted'.

Create Custom Interception Policy  NEW

Create interception policies for the domain of the current alarm.
When the same attack occurs again, it will be automatically
intercepted for you.

lgnore

Only ignore this alert. If the same situation occurs again, an alert
will still be generated.

Delete Log

Delete this alarm record. It will no longer be displayed in the
console and cannot be recovered. Please proceed with caution.

Policy Configuration

Managing a Policy

On the top of the malicious request page, select Policy configuration to enter the policy configuration page.

Create policy Al policy types v | AMlactions v | Allimplementation status

Policy Name Policy type Blocklist/Allowlist Domain details Effective host 3

Preset polioy (D) Blocklist Tencent Cloud malicious domain name I...
Preset polioy (1) Blocklist Tencent Cloud malicious domain name I...
Preset policy (D) Blocklist Tencent Cloud malicious domain name |...

Preset policy () Blocklist Tencent Gloud malicious domain name |....

Filtering: You can filter by policy type, recommended action, effective status, and keywords.

Custom display columns: Click

X
to set the fields displayed in the policy list.
Export: Click
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!
to export detailed information from the policy list.

Field Description:

Policy Name: Fixed preset policy names, including system rules (critical protection) and system rules (standard). For
user-defined policies, the name will be as specified by the user.

Policy Type: Preset policy, and user-defined policy.

Blocklist/Allowlist: This policy belongs to the allowlist/blocklist.

Domain Details: IP/domain name or wildcard domain.

Effective Hosts: The range of hosts where the policy is effective.

Update Time: The time when the policy was last updated.

Action: Actions automatically performed when the policy is hit by the domain request (allow/alarm/intercept).
Implementation: Whether the policy is effective.

Edit: Edit the policy.

Delete: Delete the policy.

Create a Policy:

Blocklist: When the host requests a domain in the blocklist, an alarm/intercept action will be performed.

Allowlist: When the host requests a domain in the allowlist, an allow action will be performed.

Create policy

(D Alert and release policies support Professional and Enterprise edition machines; interception policies only support Enterprise edition
Upgrade edition [3

Basic Information

Policy Mame*

Policy description

On/Off* ()

Policy details
Blocklist/Allowlist' ) Blockiist Allowlisted
Action® Alert Block

When a host attempts to access external domains within the policy scope, an alarm record will be generated.

Domain details®
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Please enter IP/domain/wildcard domain (e.g., www.12345.com, *.tencent.com, etc., URL is not supported at the mome
with new lines.

Effective host range (9 selected)

Select host o All CWPP Pro and CWPP Ultimate hosts (8)(i) Specified servers

Cancel
Note:
Preset policies are built-in policies that do not support adding, editing, or deleting, and that only support
Enable/Disable switching.
It is recommended to keep the preset policies (standard) enabled, and to make the preset policies (critical protection)
enabled as needed during critical protection periods.

In user-defined policies, the interception policy is only effective for Ultimate Edition hosts.

System Auto-Interception Rules

The malicious request feature now includes system auto-interception rules. Once enabled, the system automatically
intercepts detected malicious domains and IPs. However, some configurations still require your manual policy
settings.

System blocklist domains and IPs: A list of domains and IPs refined by CWPP operation experts and algorithm
experts. Domains and IPs on this list can be automatically intercepted.

Principles of Interception: Malicious requests refer to the termination of access requests to legitimate domains/IPs. It

does not terminate the process but stops the access request.
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Note:

If you find any false interceptions, you can create a user-defined policy for allowlist processing or contact us.
System auto-interception rules are available only to Ultimate Users.

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Malicious Requests.

2. On the malicious request page, the following two methods are supported to enable system automatic interception
rules.

On the policy configuration page, click the Implementation Switch next to the system automatic interception rules

policy.

Malicious Requests

Alert list Policy configuration

Policy configuration instructions Configuration details explanation

= Alert: When a host attempts to access external domains within the scape of the policy, an alarm record will be generated.

* Intercept: When the host attempts to access external domains within the scope of the policy, the access behavior is automatically blocked, and interception records are generated (interception only applies to b e A S G T

flagship edition hosts on Linux systems). 2.1n case of content conflict within the policy scope, the priority of effectivene

= Allow: When a host attempts to access a domain within the policy scope, it will be directly allowed without generating any alerts or interceptions.

Greate policy Al policy types +  Alactions  ~ | Alimplementation status -

Policy Name Policy type Blocklist/Allowlist Domain details Effective host ¢ Update time 4 Action

—, Al Professional and Flagship Edition

System rules (Reinsurance) Preset policy (D) Blocklist Tencent Gloud malicious domain name l... [ - - Aler
., Al Prof I and Flagship Editi

Preset policy @ Blooklist Tencent Cloud malicious domain name .. ] hus[: fessional and Flagship Edition Aler

Preset policy (D Blocklist Tencent Cloud malicious domain name ... [ All flagship edition hosts - 2 Bioc

Preset policy () Blocklist Tencent Gloud malicious domain name ... [5] Al flagship edition hosts - ) Bloc

On the alarm list page, click to enable the Automatic Interception of Malicious Requests.

Malicious Requests

Alert list Policy configuration
(@ Notes
= o Upgrade Professional o Enable Automatic
Workflow
Edition/Flagship Edition Interception/Configure
Q Custom Policy

Feature description

Upgrade edition

3 Auto interception not enabled Enable

Configure Custom Policy

Automatic Interception of Malicious Requests: () (D) We recommend you Enable interoeption, enhance security protection, and reduce the risk of hacker intrusions through malicious requests.
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High-risk Commands

Last updated : 2024-08-13 16:29:50

This document will introduce how to view and operate the alarm list of high risk commands.

Overview

Based on Tencent Cloud's security technologies and multidimensional approaches, CWPP can monitor commands in
the system in real time. If a high risk command is detected, the system will provide you with real-time alarm
notifications. Additionally, you can configure policies to mark the risk level of threat commands and perform

corresponding actions.

Prerequisites

High risk command feature is available only for hosts of Pro Edition and Ultimate Edition. Basic Edition and

unprotected hosts need to upgrade to the Pro edition or Ultimate edition to use this feature.

Alert List

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > High Risk Commands to enter the
alarm list tab for high risk commands.

2. In the Alert list tab for high risk commands, you can view the alarm list of high risk commands and perform
operations. The list interface displays 14 fields including server name/instance ID, IP address, policy type hit, hit
policy, risk level, command content, log-in user, PID, process, data source, occurrence time, processed time, status,
and operation. The displayed list fields can be user-defined.

Filtering: The event list of high risk commands supports choosing dates to view corresponding alarm information, and
supports searching for events by keywords and tags (multiple keywords separated by a vertical bar (|), and multiple
filter tags separated by hitting the Enter key). It also allows filtering alarm information by hit policy type, risk level, data

source, and status.
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[ . J Lo

Server Name/Instance ID IP Address Policy type hit T Hit policy Risk Level T Gommand Gontent Login User PID Process Data ¢

- cd £ 1 b Jusr/lib/systema/system
M —__ public THORECTIY .
User-defined pol High Risk du. 00 866897 fuse = .. Reakl
ge inside SENSEDIIY e o aaea - o » s eal
- Jusriib/systemd/system
public
n R, ’ I -
e 1 User-defined policies aaaa High Risk a-l 00 850281 TS ot my s ey 22, Real-T

0

Custom List Fields: Above the alarm list of high risk commands, click

X
to set the fields displayed in the list. After selection, click OK to apply the settings.

Custom display columns x

{D Please select the detailed information fields from the list, 14 selected

Server Mame/Instance IP Address Policy type hit
]
Hit policy Risk Level Command Content
Login User PID Process
Data source Occurrence Time Processed time
Status Operation

Exporting Alert List: Above the alarm list of high risk commands, click

|
to export the list information.

Details > Alert details: Click Details to view the alarm details page of high risk commands.
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High-risk command details &) Pending resolved

Mark as processed

Add to allowlist

Alarm details Process tree Event investigation
Servers in Risks
Server name I _ |
= The CWPF agent is online.
Instance ID 77 g
public .__.____....] inside

Malicious request details
Hit Policy Name - Details

User-defined policies

Behaviora -

Characteristics

Tag -

Characteristics

Risk Level

Palicy type User-defined policies
Data source Fog L.
Login User -9

PID BE6BST

&) Hazard Description

Create interception policy.

Cloud Workload Protection Platform

Ignore Delete Log
o Occurrence Time 2024-07-10 15:15:15
» Processed time 2024-07-10 15:15:15

The hacker will perform malicious operations such as downloading malicious files, connecting to a mining pool, adding a public ke

Alert description
iles.
%+ How to fix
Suggestion 1. Check for malicious processes and invalid perts and delete suspicious startup programs and scheduled tasks;
2. Isolate or delete Trojan files;
3. Scan the system for risks and harden the system. For more information, click the link below:
For Linux: https://cloud tencent.com/document/product/296/9604
For Windows: https://cloud.tencent.com/document/product/296/9605
Reference Unavailable

Details > Process tree: On the alarm details page of high risk commands, select the Process tree tab to view the

details of the three processes arranged in reverse chronological order.
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High-risk command details © Pending resolved

Mark as processed

Add to allowlist Create interception policy. lgnore

Alarm details Event investigation

Process tree (i) Only up to 3 process trees will be displayed

Process user:

User group:

Process file path
Process command line:

Process start time

systemd(1)
Process user:

User group:

Process file path
Process command line:

Process start time

systemd-user-runtime-dir(866897)

Jnerflinievetarnd fesadamand s oo ‘i

fusi , . ) RE— i

2024-07-10 15:15:11

root

root

LLPIE TR

2024-07-03 17:06:55

Cloud Workload Protection Platform

Delete Log

Details > Event investigation: In the right action bar of the alarm list of high risk commands, click Details to choose

the Event Investigation tab to enter the corresponding host list for event investigation.

Note

Windows machines do not support the event investigation feature.

Only the Ultimate Edition supports the event investigation feature.

Mark as Processed: Click Process > Mark as processed. If the user has manually handled the current high risk

command alarm, they can mark this alarm as processed.
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Server Name/Instance ID IP Address Policy type hit T

User-defined policies

B ?herool ublic
. e User-defined policies

User-defined policies

User-defined policies

User-defined policies

User-defined policies

Hit policy

aaaa

aaaa

aaaa

aaaa

aaaa

aaaa

Risk Level T

Command Content

Juse/ mimp————stem
d-SonEaiintop

]
[T S
d-us op
0
fusef . em
a
0
fue m
dusél _ ___ __ top
]
fusefiit” m
B-USen csmnnins wan oef)
0
fuseilib, . tem
d-user-fur - »
0

Cloud Workload Protection Platform

Login User

0:0

0.0

oo

0:0

0.0

oo

PID

855801

1573199

872480

869562

852904

1870177

Process

lust/lib/systemdisyste..

lust/lib/systemd/syste...

{ust/lib/systemarsyste...

lust/lib/systemdisyste..

lust/lib/systemd/syste...

{ust/lib/systemarsyste...

Add to allowlist: Click Process > Add to allowlist to add trusted commands to the allowlist, preventing future

alarms or interceptions when the command is executed again.
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Create policy

@ Alert and release policies support Professional and Enterprise edition machines; interception policies only support
Upgrade edition [3

Basic Information

Paolicy Mame*

Policy description

On/Off* ()

Policy details
Blocklist/Allowlist® Blocklist () Allowlisted
Action® Allow
When a threat command is detected on the host, no more alerts or interception behaviors will be geni

Regular Expression®

Host Security cannot recognize the alias command, please enter the regular expression of the final ex

Effective host range (10 selected)

Select host o All CWPP Pro and CWPP Ultimate hosts (1 EI](D Specified servers

For historical "to be processed” alarms that meet this policy rule, perform the operation specified in this policy rule

Create Custom Interception Policy: Click Process > Create Custom Interception Policy to automatically
intercept threat commands and generate interception records.

Note

Interception policy is supported only for hosts of Ultimate Edition. Basic and Pro Edition hosts need to upgrade to the

Ultimate edition first.
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Create policy

@ Alert and release policies support Professional and Enterprise edition machines; interception policies only suppor
Upgrade edition [2

Basic Information

Paolicy Mame*

Policy description

On/Off* ()

Policy details
Blocklist/Allowlist' () Blocklist Allowlisted
Action® Alert Block

When a threat command is detected on the host, automatic interception of the threat command exec
records will be generated.

Reqular Expression®

Host Security cannot recognize the alias command, please enter the regular expression of the final e

Risk Level* High Risk Medium Risk Low

Effective host range (10 selected)

Select host O All CWPP Ultimate servers [1[]]@) Specified servers
Ignore: Supports single or multiple selections of high risk command alarm information. Only the selected alarms are
ignored. If the same issue occurs again, alarms will still be triggered.
Delete Log: Supports single or multiple selections of high risk command alarm information. The selected alarm

records are deleted.
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[r— A

= Server Name/Instance ID IP Address Policy type hit T Hit policy Risk Level T Command Content Login User PID Process Datas

Jusrilio/systeml/system

mmw s mew
- N § T - _— High Risk g—user—rummedwmp 00 855801 lust/lib/systemd/syste...  Real-Ti
Py - Jusr/lib/systemd/system
=mw High Risk d-user-runtime-dir stop  0:0 1573199 fusi/lib/systemd/syste...  RealTi
-y o P ystemd/sy:
- - Justilib/systemd/system
[ - - e e o High Risk d-user-runtime-dirstop  0:0 872480 fust/lio/systema/syste...  ReakTl
0

Policy Configuration

Create a Custom Policy

The high risk command feature supports creating a custom policy. Set the policy to handle threat commands
accordingly.

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > High Risk Commands to enter the
high risk commands page.

2. Select Policy configuration > Create policy to enter the create policy page.

3. On the create policy page, fill in the basic information of the policy, including policy name, policy description, and

enable status.

Basic Information

Paolicy Name*

Policy description

Oon/Off* ()

4. Fill in the policy details, including choosing blocklist/allowlist and their corresponding actions. Fill in the regular
expression, select risk level, and select the effective host range.

The blocklist rule means that an alarm notification will be generated when a threat command is found on the host.
Note

Interception policy refers to automatically intercepting and sending alarms when a threat command is found on the
host.

Interception policy is supported only for Ultimate Edition machines. Basic and Pro Edition hosts need to upgrade to the

Ultimate edition to use this feature.
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Policy details
Blocklist/Allowlist® () Blocklist Allowlisted
Action® Alert Block

When a threat command is detected on the host, an alarm will be generated.

Reqular Expression®

Host Security cannot recognize the alias command, please enter the regular expression of the final e

Risk Level* High Risk Medium Risk Low

The allowlist rule means allowing threat commands without generating alarms or interception actions.

Note

If all Pro Edition and Ultimate Edition hosts are selected for the effective host range, newly added Pro/Ultimate Edition
hosts will be automatically included in the policy's effective range.

You can check to apply this policy rule's actions to historical Pending alarms that match this policy rule.

Policy details
Blocklist/Allowlist” Blocklist () Allowlisted
Action® Allow

When a threat command is detected on the host, no more alerts or interception behaviors will be gene

Regular Expression®

Host Security cannot recognize the alias command, please enter the regular expression of the final ex
5. After settings, you can view it in the policy list. Policies applied to the blocklist will be marked with the corresponding
threat level.

6. You can filter, edit, and delete policies in the policy list.
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R ——
Policy Name Policy type Blocklist/Allowlist T Regular Expression Risk Level T Effective host Update time
- - Preset policy @ Blockiist Tencent Cloud Malicious Gommand... None =] :';:x:i:“l and Flagship 2024-07-10 11:22:10
LR Preset policy @ Blocklist Tencent Cloud Malicious Command... None :;IEL‘XEEZB' and Flagship 2024-07-10 11:36:43
el 2 1 Preset policy @ Blocklist Tencent Cloud Malicious Command.. None [£1 Al flagship edition hosts 2024-07-10 11:45:53
- - Preset policy @ Blocklist Tencent Cloud Malicious Command.. None [£1 Al flagship edition hosts 2024-07-10 11:41:11
#1123 User-defined policies Blooklist touch [ Al flagstip edition hosts 2024-07-08 17:09:47

Field Description:

Filtering: Configured policies support searching by keywords and tags (multiple keywords separated by a vertical bar
(), and multiple filter tags separated by hitting the Enter key). They can also be filtered by risk level (all/high-
risk/medium-risk/low-risk/none), by executed action (alarm/block/allow), and by effective status (effective/ineffective).
Custom List Fields: At the top of the policy list, click

to set display fields in the list. After selection, click Confirm to complete the settings.

Enable status: The list supports setting the enable status of policies. In the enable status column, click Enable
Switch to decide whether to enable the policy.

Edit: In the action bar on the right side of the policy list, click Edit to edit the created policies.

Delete: In the policy list, configured policies can be deleted.

System Policies

The high risk command feature now includes system automatic interception rules. Once enabled, the system
automatically intercepts detected high risk system commands. However, some configurations still require your manual
policy settings.

High Risk System Commands: High risk system commands are refined by CWPP operation experts and algorithm
experts. The commands in this list can be used for auto-interception.

Interception Principle Description: The automatic interception of high risk commands is performed as the process of
detecting and killing hit rules. For example, if process A attempts to create a /bin/bash -i process (assuming bash -i is
on the blocklist), then the attempted creation of the /bin/bash process will be terminated (or fail to create), while
process A itself will not be affected.

Note:

If you find a false interception, you can create a custom policy for allowlist processing or contact us.

System auto-interception rules are available only to Ultimate Users.

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > High Risk Commands.

2. On the high risk commands page, the following two methods are supported to enable the system's automatic
interception rules.

On the policy configuration page, click the Implementation Switch next to the system automatic interception rules

policy.
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High Risk Commands

Alert list Policy configuration

Policy configuration instructions Configuration details explanation

* Alert: When a threat command is detected on a host, an alert will be generated.
+ Intercept: When a threat command is detected on the host, aLtomatic interception will be performed on the execUtion of the threat command, and an alert notfication will be sent (only supported in the 1. After creating a policy, it takes about 1 minute to take effect;

Enterprise edition).Upgrade edition ); 2. In case of content conflict within the policy scope, the priority of effectivene

* Allow: When a threat command is detected on the host, no more alerts or interception behaviors will be generated.

Create policy Al policy types v  Alactions ~ Al mplementation status

Policy Name Policy type Blocklist/Allowlist T Regular Expression Risk Level T Effective host Update time
[pp—— Presat policy @ Blooklist Tencent Cloud Malicious Command... None H 2‘;:;‘:2:;2"“' and Flagship 2024-07-10 11:22:10
System rules (Reinsurance) Preset po\icy@ Blocklist Tencent Cloud Malicious Command. .. None E g;zgonfe:olmmml and Flagship 2024-07-10 11:36:43
;om wmm Preset polcy @ Blooklist Tencent Cloud Malicious Gommand... None = Al flagship edition hosts 2024-07-10 11:45:53
FE P Blooklist Tencent Gloud Malicious Gommand... None ] Al fiagship edition hosts. 2024-07-10 11:41:11

On the alarm list page, click to enable the Automatic Interception of High-Risk Commands.

High Risk Commands
Alert list Policy configuration
(@ Notes
= o Upgrade Professional o Enable Automatic
Workflow
Edition/Flagship Edition Interception/Configure
Q Gustom Policy

Feature description

Please up:

Upgrade edition

@ Enabling automatic blocking

Gonfigure Custom Policy

I of High-Risk O DIEEEIETSESET Automaticaly intercept detected high-risk system commands (2, some content stil requires manual configuration of policies. If you find false positives, you can Create Custom Policy or Gontact us
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Local Privilege Escalation

Last updated : 2024-08-13 16:29:50

This document will introduce how to view and process privilege escalation event details. It also instructs you on how to

create an allowlist for setting permitted privilege escalation behaviors.

Overview

If an event occurs where entry into the system is gained with low privileges which subsequently escalated to higher
privileges through certain means, it is highly likely to be an act of hacking, posing a threat to the security of hosts. The
local privilege escalation feature can monitor in real-time privilege escalation events on your CVMs, and allow you to

view the event details, process the events, and create the allowlist of permitted privilege escalation events.

Prerequisites

Local privilege escalation supports only the Pro Edition and Ultimate Edition hosts. Basic and unprotected hosts must

upgrade to Pro edition or Ultimate edition to use this feature.

Directions

Alert List

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Local Privilege Escalation to
enter the local privilege escalation Alert list tab page.

2. On the local privilege escalation Alert list tab page, you can view the list of alarm events of local privilege
escalation and perform related operations. The list includes eight fields: Server Name/Instance ID, IP Address,
Escalated User, Parent Process, Owner of Parent Process, Detected Time, Status, and Operation (Details | Process).
The details displayed in the list can be user-defined.

Filter/Query: The local privilege escalation alarm list supports choosing dates to view corresponding alarm
information. It also supports searching events by keywords and tags (multiple keywords separated by a vertical bar (]),

and multiple filter tags separated by hitting the Enter key). Additionally, you can filter events by status.
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[

Server Namey/Instance ID IP Address Escalated User Parent Process Owner of parent process Detected Time |

- i -
- bash 1000 2024-07-10 08:45:42

T - .

Total items: 1

Custom List Fields: At the top of the local privilege escalation alarm list, click

to set the columns to display in the list. After making your choices, click OK to save your settings.

Custom display columns b’

(i) Please select the detailed information fields from the list, & selected

Server Name/Instance IP Address Escalated User
D
Parent Process Owner of parent process Detected Time
Status Dperation

Event Export: At the top of the local privilege escalation alarm list, click

|
to export the list.

Details > Alert details: In the right action bar of the local privilege escalation alarm list, click Details and choose the

Alert details tab to view the alarm details.

Details of LPE () Pending resolved o

Mark as processed Add to allowlist lgnore Delete Log

Alarm details Process tree Event investigation

Servers in Risks

Servername g @ W # Detected 2024-07-10 09:45:42
E » The CWPP agent is online. Time

Instance ID . & Privilege 172.19.0.15
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Details of process escalation

ol

Process Name

test

Initiating user root

Group of the 1000

User

Add

permission

Tl il

1R 0.

= "dIF

|| mEnN . I E EEE s = [ |

T "IrSrFPRN -

wu BEF R 'I—'_'--'!'-
EEE EN IL

&) Hazard Description

Tag

Cloud Workload Protection Platform

Characteristics

File
permission

File path

/m m "

Alert description After the hacker invades the server, in order to carry out the next malicious operation, he will use a specific loophole to el
vate user privileges, or directly obtain root user privileges.

&) How to fix

Suggestion

Reference

1. Check whether a new user has been added to the system, or there are users with abnormal permissions;
2. Check malicious processes and illegal ports, delete suspicious startup items and scheduled tasks;

3. Isolate or delete related Trojan files;

4. Garry out risk investigation on the systern and carry out security reinforcement. For detalls, please refer to the followin

im:

[Linux] https:/cloud.tencent.com/document/product/296/9604
[Windows] https:/cloud.tencent.com/document/product/296/9605

Unavailable

Details > Process tree: In the right action bar of the local privilege escalation alarm list, click Details and choose the

Process tree tab to view details of the three most recent processes in reverse chronological order.
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Details of LPE (© Pending resolved

Mark as processed Add to allowlist lgnore Delete Log

Alarm details Process tree Event investigation

Process tree (i) Only up to 3 process trees will be displayed

test(635)

Process user:

User group: Tmm

Login source: N -

Process command line:

Process start time: 1 HRET
bash(612)

Process user: .

User group: L

Process file path: { C

S5H Service: -

Login source: . - -
Process command ling: e

Process start time: 2024-07-10 09:45:34

su(611)

Process use -

User group: -

Process file path: ‘mm =

S55H Service [ W |

Login source [ & ——— .
Process command line: -

Process start time: 2024-07-10 09:45:34

Details > Event investigation: In the right action bar of the local privilege escalation alarm list, click Details and

choose the Event Investigation tab to enter the event investigation of the corresponding host list.
Note

Windows machines do not support the event investigation feature.
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Only the Ultimate Edition supports the event investigation feature.

Marked as processed: Supports single or multiple selections of local privilege escalation alarm information. After the
alarm is manually processed, it can be marked as processed.

Server Name/Instance ID IP Address Escalated User Parent Process Owner of parent process Detected Time |

- pubic mm - )
= "1 isice ™ ke root bash 1000 2024-07-10 08:45:42

Add to allowlist:

2.1.1 To add a local privilege escalation alarm event to the allowlist, you can click Process > Add to allowlist in the

right action bar of the alarm information list, or click Add to allowlist on the details page.

Server Name/Instance ID IP Address Escalated User Parent Process Owner of parent process Detected Time 4.

root bash 1000 2024-07-10 09:45:42
C insida n

2.1.2 On the add new allowlist page, fill in the server range and click Confirm to add the local privilege escalation
alarm to the allowlist.
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Add Allowlist X

Privilege Escalation Conditions

S-privilege Process

Privilege Escalation Process:

Mote: If you select two conditions, both conditions must be met to hit the allowlist rule.

Range:

172.19.0.15

Ignore: Supports single or multiple selections of local privilege escalation alarm information. Only the selected alarms
will be ignored. If the same situation occurs again, an alarm will still be triggered.

Delete Log (Proceed with Caution) : Supports single or multiple selections of local privilege escalation alarm
information. If you delete the selected alarm records, they will no longer be displayed on the console and cannot be

recovered.

Mark as processed Ignore Delete Log

Server Name/Instance ID IP Address Escalated User Parent Process Owmer of parent process Detected Time 4.
- - puoic®s B Em W
root bash 1000 2024-07-10 09:45:42
e insidemm w m
Total ftems:

3. Click the Server Name/Instance ID of the local privilege escalation alarm to view the details in the Intrusion

Detection tab of the host list.

€« ™o

Server information Detection ill it Baseline Management Advanced defense Event investigation

Intrusion detection

@ Notes
Virus Scanning 0 . ; - .
« Based on Tencent cloud security technology, it monitors real-time privilege escalation behavior on your Servers (entering the host with low privileges and then gaining high privileges through certain actions).
Unusual Login 1 * You can view and handle the details of local privilege escalation alerts. It also Supporis the creation of whitelists to allow specific privilege escalation actions.
Password Cracking 0
Malicious Requests 0
High Risk Commands 0 Server Name/Instance ID IP Address Escalated User Parent Process Owmer of parent process Detect
Local Privilege Escalation 0
No data
Reverse Shell 0

Total items: 0

Allowlist Management
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The local privilege escalation feature supports adding to the allowlist. If you set the allowlist conditions for privilege
escalation, events that meet the conditions will be added to the allowlist.
1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Local Privilege Escalation.

2. On the Local Privilege Escalation page, click Allowlist Policies > Add Allowlist.

Local Privilege Escalation

Alert list Allowlist Policies

@ Local Privilege Escalation is only available to Cloud Workload ProtectionCWPP Pro and CWPP Ultimate. Upgrade to CWPP [2

Add Allowlist

Server Privilege Escalation Process S-privilege T Creation Time
— - Yes 2024-07-08 20:41:39

3. On the add allowlist page, set the privilege escalation conditions, including: S-privilege process, custom privilege
escalation process (supporting multiple process names, separated by commas, e.g., 123.exe,test.exe), and also
select the server range covered by the conditions. Click OK.

Caution

S-privilege: Set the file to have the privileges of the file owner during the execution, which is equivalent to temporarily
assuming the identity of the file owner.

When both conditions are checked, both must be met to hit the allowlist.

If the server range is set to all servers, this allowlist condition will be trusted for all servers under the user's APPID.

Proceed with caution.

Add Allowlist x

Privilege Escalation Conditions

S-privilege Process
Privilege Escalation Process:

Mote: If you select two conditions, both conditions must be met to hit the allowlist rule.
Range:
All servers (apply this policy to all servers under the current account)
Q) Custom Range  Select Server
4. After settings, you can view this condition in the allowlist management list. Events that meet this condition in the

event list will be marked as allowlist events.

5. On the allowlist management page, you can filter and delete the allowlist.

©2013-2022 Tencent Cloud. All rights reserved. Page 91 of 155


https://console.tencentcloud.com/cwp/manage/maliciousRequest

@ Tencent Cloud Cloud Workload Protection Platform

Filtering: Configured allowlists support searching by keywords and tags (multiple keywords separated by a vertical

bar (|), and multiple filter tags separated by hitting the Enter key). Filtering by S-privilege is also supported.

Add Allowlist
Server Privilege Escalation Process S-privilege T Creation Time

e - test2 Yes 2024-07-08 20:41:39

T

Custom List Fields: At the top of the allowlist, click

to set the columns to display in the list. After your selections, click OK to save your settings.

Custom display columns X

{D Please select the detailed information fields from the list, 6 selected

Server Privilege Escalation S-privilege
Process
Creation Time Update time Operation

Editing: In the right action bar of the target allowlist, click Edit to edit the existing allowlist.

Delete: In the allowlist, you can select one or multiple configured allowlists for deletion.

A Atowst

Server Privilege Escalation Process S-privilege T

- test2 Yes

Total items:

Creation Time

2024-07-09 20:41:39

©2013-2022 Tencent Cloud. All rights reserved. Page 92 of 155



@ Tencent Cloud Cloud Workload Protection Platform

Reverse Shell

Last updated : 2024-08-13 16:29:50

This document will introduce how to view and handle reverse shell details, and guide you on creating an allowlist for

setting permitted reverse connection behaviors.

Overview

The reverse shell feature is powered by Tencent Cloud's advanced security technologies and multidimensional
approaches, enabling the identification and recording of reverse shell connections on the servers and providing real-

time monitoring capabilities for reverse shell behaviors on your CVMs.

Prerequisites

The reverse shell feature is only supported by hosts of Pro or Ultimate Edition. Basic Edition hosts need to upgrade to

Pro edition or Ultimate edition to use this feature.

Alert List

1. Log in to the CWPP console. In the left sidebar, choose Intrusion Detection > Reverse Shell to enter the alarm
list page of the reverse shell.

2. On the alarm list page, you can view the alarm events of the reverse shell and perform related operations.

Show Intranet Alerts (7)

Server Name/Instance ID IP Address Connection Process Executable Command Risk Level Parent Process Target Server Target Port

- - I = — o b e

I -" o= L . - - - -
=
1 B [ [ L. ] bash . a1
= = om
=
- -

Filter: Supports filtering by detected time, status, and keywords.

Custom display columns: Click

to set the fields displayed in the alarm list.
Export: Click
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!
to export detailed information from the alarm list.

Field Description:

Server Name/Instance ID: The host name/instance ID controlled by the attacker's reverse shell.

IP Address: The host IP controlled by the attacker's reverse shell.

Connection Process: Processes on the host that establish reverse shell connections.

Executable Command: Commands executed by the host for reverse shell connections.

Risk Level: High-risk (target host IP is a public IP), and medium-risk (target host IP is a LAN IP).

Parent Process: The parent process of the connecting process.

Target Server: The target host of the reverse shell connection.

Target Port: The target port of the reverse shell connection.

Detected Time: The time at which the reverse shell behavior was detected.

Check Method:

Behavior analysis: Detect potential threats or abnormal behaviors through monitoring systems and network activities.
Command feature detection: Identify and monitor command behaviors that may be related to reverse shells by
analyzing commands (e.g., high-privilege commands, unconventional commands, and anomalous parameters).
Status: Pending, allowlisted, processed, and ignored.

Details: View detailed information about the reverse shell, including risk host information, connection process

information, danger description, and fix suggestions.
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Details of Reverse Shell & Pending resoived

Mark as processed Add to allowlist lgnore Delete Log

Alarm details Process tree Event investigation

Servers in Risks

Servername = BE + The CWPP agent is online.
= Instance ID g * l « Detected Time 2024-07-10 16:58:36

public . W e I‘ .I s Target Server R

Connection Process Information

, Process Mame
L3 Cd
.@. Tag -
— Characteristics
Initiating user root File path [ —
Group of the User -
Executable Command on befe k%S —ifd

&) Hazard Description

Alert description After the hacker invades the server, in order to carry out the next malicious operation, the victim host will create an |
ker's remote control server. Through the established channel, the hacker can send instructions to the victim host an

& How to fix
Suggestion 1. Check whether there is an abnormal network connection in the system;
2. Isolate or delete related Trojan files;
3. Check the risk of the system and carry out security reinforcement. For details, please refer to the following link:
[Linux] https:/cloud.tencent.com/document/product/296/9604
[Windows] https:/cloud.tencent.com/document/product/296/3605
Reference Unavailable

Process: Mark as processed, add to allowlist, ignore, and delete log.
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0 Mark as processed  Recommended

It is recommended that you refer to the "Repair Suggestions” in
the alarm details and manually handle the alarm. After handling,
you can mark the alarm as processed.

Add to allowlist

After adding to the whitelist, no further alerts will be triggered for
the same situation. Please proceed with caution.

lgnore

Cnly ignore this alert. If the same situation occurs again, an alert
will still be generated.

Delete Log

Delete this alarm record. it will no longer be displayed in the
console and cannot be recovered. Please proceed with caution.

3. Display of private network reverse shell alarms.

3.1 Due to the large number of private network reverse shell alarms, the detection engine for private network reverse
shell is disabled by default. To enable it, click Reverse Shell Settings in the upper right corner of the page to
configure.

3.2 On the reverse shell settings page, you can define whether to enable private network reverse shell detection. If

enabled, the system will support detection and report alarm data. If disabled, the system will stop detection.

Reverse Shell Settings

Scope of check

Intranet Alarm ()

Detection Once enabled, the backend will detect intranet reverse shell alerts. This type of alert is large in volume,
with caution.

Show Intranet Alerts: Display detected intranet reverse shell alerts in the alert list.

3.3 Additionally, you can set whether to display private network alarm data in the reverse shell configuration page
drawer or at the top of the alarm list. If checked, the alarm list will display private network alarm data. If unchecked, it

will not display private network alarm data.
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Reverse Shell

Alert list Allowlist Policies

(@ Notes
* Reverse Shell is only available to Cloud Workload ProtectionCWPP Pro and CWPP Ultimate. Upgrade to CWPP [2
* Identify reverse shells and trigger alerts

* You can view and handle the details of the reverse shell alarm, and also support adding a whitelist to set the allowed reverse connection behavior.

Allowlist Management

At the top of the reverse shell page, select Allowlist Policies to enter the allowlist management page.

Add Allowlist

Server Connection Process Target Server Target Port Greation Time

anm Al Processes . . 2024-07-10 10:42:08
amm bash = - 2024-07-10 10:39:40
mm bash T " 1] 2024-07-10 10:31:56
il o basht - = 2024-07-10 10:13:37

Total items:

Filter: Supports filtering by connected processes.

Custom Display Columns: Click

to set the fields displayed in the policy list.

Field Description:

Server: Servers on which the allowlist is effective.
Connection Process: Connection processes added to the allowlist.
Target Server: The target host of the reverse shell.
Target Port: The target port of the reverse shell.
Creation Time: The creation time of the allowlist.
Update Time: The update time of the allowlist.
Edit: Edit the allowlist.

Delete: Delete the allowlist.

Add Allowlist:
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Add Allowlist X

Rebound Shell conditions

Conditions:

Target server: IP Port

Connection Process:| Separate multiple process names with a comma ()
Mote:
IP format: a single IP (1.1.1.1); a single IP range (1.1.1.1-1.1.1.10); a single IP segment (172.168.34.1/20);
Port no. format: 80,8080 (multiple ports are supported. Leave this empty if no limit is imposed. In this case, enter

the process name)
Range:

All servers (apply this policy to all servers under the current account)

O CustomRange  Select Server
Note:
IP format: Single IP (127.0.0.1), IP address (127.0.0.1-127.0.0.254), and IP range (127.0.0.1/24).
Port format: 80, 8080 (supports multiple ports separated by commas. Leave empty if there is no limit).
When both conditions are checked, both must be met to hit the allowlist.
If all servers are chosen in the server range, this allowlist will be added to all servers under the user's APPID. Proceed

with caution.
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Java Webshell

Last updated : 2024-08-13 16:29:50

This document will introduce how to use the Java Webshell feature.

Overview

CWPP supports real-time monitoring, capturing unknown classes present in the memory of Java Web Service
processes. It automatically identifies Webshells by using Tencent Cloud's offensive and defensive experiences along

with expert knowledge. If a Java Webshell is detected, the system will provide you with real-time alarm notifications.

Prerequisites

The Java Webshell feature falls under the CWPP Ultimate Edition. To use this feature, you can upgrade to Ultimate
Edition.

Directions

1. Log in to the CWPP console. In the left sidebar, choose Cyber Defense > Java Webshell to enter the Java
Webshell page.

2. Choose Plugin configuration. Plugin configuration is a prerequisite for detecting Java Webshell. You can enable
and disable plugins on your Ultimate Edition hosts and observe their specific running status.

Note:

Once the Java Webshell plugin is enabled, CWPP will automatically scan the host for Java Web Service processes
and inject detection probes into these services. Therefore, it can monitor in real-time any Java Webshells injected by
hackers via vulnerabilities or shells.

Hosts with the Java Webshell plugin deployed will continuously monitor and capture unknown classes existing in the
memory of Java Web Service processes. Using Tencent Cloud's offensive and defensive experiences along with
expert knowledge, it will automatically identify Webshells. If a Java Webshell is detected, the system will provide you

with real-time alarm notifications.
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Server Name/Instance ID IP Address Java Webshell Plugin Plug-in status T First enabled

-k ma «:l B
- - - @ ] Not enabled 2024-07-10 17:17:38
L] — - .. ==

Not enabled 2024-07-10 17:17:38
[T ey @
“ull = = @ ] Not enabled 2024-07-10 17:17:38
- -

Field Descrip.tion:

Enable/Disable Plugin: The Java Webshell plugin is disabled by default. Users can manually set the switch, either
for a single host or in batches for multiple hosts.

Plugin Status: All normal, has anomalies, and not enabled.

First Enabled: Indicates the first time the plugin was enabled.

Update Time: Indicates the most recent time the plugin was enabled or disabled.

Details: View the running status of the currently injected Java Webshell plugin, including process PID, main class
name of process, plugin status (injecting, injection successful, plugin timeout, insertion and exit, and injection failed),
and error log.

3. After enabling the Java Webshell plugin, you can choose Alert List to view detected Java Webshell events and

perform related handling operations.

Delete all records

Server Name/Instance ID IP Address Java Webshell Type T Description First detected Lastc

Tr, — " men - — u om -

- smmw
Serviet 2024-07-04 10:21:28 2024-(
- - - ] 1O

T T sl 1 1 wall
. an "™ - e - - h » o1 "
- am - - Others 10 - 2 2024-07-04 10:21:27 20244

- - - e TeE-EEE S NN NN N CEE N RN

Others 2024-07-04 10:21:27 2024-(
1R —

Field Description:

Java Webshell Type: Includes filter type, listener type, servlet type, interceptors type, agent type, and others.
Description: Summarize the overview of the Java Webshell.

First Detected: The time when the Java Webshell was first detected.

Last Checked: The last time the Java Webshell was detected.

Status: Pending, processed, and ignored.

Operation:

Click Details to view the details of the Webshell event.
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Java Webshell details © Pending resolved

Mark as processed Ignore Delete Log

Servers in Risks

Servername mome msm » The CWPP agent is online.
= nstance ID Wy megm_m e First detected 2024-07-04 10:21:28

Last checked 2024-07-04 10:21:28
puic BN M insice [Py e e

Java Webshell details

Class
g Sample View file
ﬂ l.l B "EEE ---—1 details
Class Loader o m - m Class file size onm
Class file MD5 LB N = e Parent class name ™ . mE
" . - =l
Inherited AP . s IR i e I. - MNote
EEEEET O N NN AN N N E m o
g E N .
Process PID || r Process [ ] H EREm 0
command line
Process Path m wim imwry FTmaow
&) Hazard Description
Alert description Java Webshell detected in the Java service process. Java Webshells can reside in the memory for a long time and r
hem to control the server remoitely.
& How to fix
Suggestion Check the Java service access log to see if the Webshell is accessed; detect and fix high-risk vulnerabilities and res

Click View file in the Java Webshell details to see the decompiled Java files of the deployed file. Copying and

downloading the decompiled Java files or the original class files are supported.
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"
* Decompiled with CFR 0.152.

*

* Could not load the following classes:
* javax.el. ExpressionFactory
* javax.serviet Serviet

* javax.serviet ServietConfig
Click Process to perform operations such as Mark as processed, Ignore it, or Delete the record on the event. You can

process the event individually or in batch.

0 Mark as processed  Recommended

lgnore

Delete Log

Confirm Cancel
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Critical File Monitor
Monitoring Rules Configuration

Last updated : 2024-08-13 16:29:50

The monitoring rules for core file monitoring are divided into system rules and custom rules. System rules are
configurations set by Tencent CWPP operation experts and algorithm experts through multi-model refinement, suitable
for most tamper-proof user configuration monitoring requirements. You can also create custom rules based on your
business needs. Custom rules support editing, copying, and deleting.

Note:

Core file monitoring is a feature of Ultimate Edition of CWPP. It is recommended to upgrade to Ultimate edition to
protect CWPP.

Currently, core file monitoring is only available on Linux operating systems with kernel versions 3.10 and above.

Adding Rules

1. Log in to the CWPP console. In the left sidebar, choose Cyber Defense > Corefile Monitor > Configure
monitoring rules.

2. On the configure monitoring rules page, click Add Rule at the top left.

3. On the add rule page, configure the basic settings, rule content settings, and effective server range parameter in
sequence.

Basic information

Basic information

* Rule name

* Risk Leve High Risk Medium Risk Low Mone

Parameter Description:
Rule Name: Custom name.
Risk Level: Depending on actual needs, you can select high-risk, medium-risk, low-risk, or none.
Enable/Disable: You can enable or disable this new rule.

Rule content settings: Click Add rule. You can add multiple lines, up to 20 lines.
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Rule content settings

@ Supports monitoring and generating corresponding alerts for reading/modifying your core files:

It is recommended to select 'Modify File' by default. If "Read File Monitoring' is selected, the number of ale
resource usage will also be high. Please enable the relevant monitoring based on actual needs.

[Process path] Indicates the path of the process file invoked by the file tempering action. For example, the rule for
[File Path] For example, /etc/cron.d/attack comesponds to the rule fete/eron.d™

Or... Monitoring behavior Process Path File path
1 Modify file Read file

@ Add rule
Parameter Description:
Monitoring Behavior: Modify file/Read file.
Process Path: The file path of the process initiating the file tampering action, such as the program /usr/bin/vi, with a
corresponding rule that could be */vi.
File Path: For example, /etc/cron.d/attack corresponds to a rule that could be /etc/cron.d/*.
Action: An alarm refers to the automatic generation of an alarm event in response to file system changes, with detailed
event logging. Allowing refers to the operation of allowing file system change events, also with detailed event logging.
Note:
When the alarm and allowing respectively apply to the process path or the accessed file path, and there is an overlap
in the effective servers, the overlapping servers will not generate alarms (meaning the allowing takes precedence).
Effective host range: You can select all servers or selected servers based on actual needs.

4. After the configuration is completed, click Save.

Managing Rules

Editing Rules

1. On the core file monitor > Configure monitoring rules page, choose the required rule and click Edit in the action

bar.
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Rule name Rule type Risk Level T
T Presetrules (D)
m - — Preset rules (D
s el - Preset rules (D
- Custom rules

Rule Content

Modify core files

Modify core fies

Madiy core files

1 (Read and modity files)

2. On the edit rule page, modify the relevant parameters and click Save.

Copying Rules

Cloud Workload Protection Platform

Effective host 3

All CWPP Utimate servers

All GWPP Ultimate servers

All CWPP Ultimate servers

All CWPP Ultimate servers

Creation Time 3

2024-07-03 15:35:16

1. On the core file monitor > Configure monitoring rules page, choose the required rule and click Copy in the action

bar.

Rule name Rule type Risk Level T

F. | Presetrules High Risk

N — Presetrules () High Risk
LS ke Bk Presetrules () High Risk
- Custom rules

Rule Gontent

Modify core files

Modify core files

Modify core files

1 (Read and modify files)

2. On the copy rule page, modify the relevant parameters and click Save.

Deleting Rules

Effective host $

All CWPP Ultimate servers.

All CWPP Ultimate servers.

All CWPP Uitimate servers

All CWPP Ultimate servers.

Greation Time $

2024-07-03 15:35:16

1. On the core file monitor > Configure monitoring rules page, single rule or batches of rules can be deleted as

follows.

Single: Choose a single rule, and click Delete in the action bar. Then the Confirm Deletion dialog box pops up.

Rule name Rule type Risk Level T
] Presetrules (D
L T Presetniles (D
[ Presetrules ()
= Gustom rules

Batch: Select the required rules, and click Delete. Then the Confirm Deletion dialog box pops up.

Add Rule Enable Close All rule types v

B Rulename Rule type Risk Level T
e Presetules (D
—-— s W Presetrules (D
— " — Presetniles @
Gustom rules
Gustom rules None

Rule Gontent

Modify core files

Modify core files

Modify core files

1 (Read and modify files)

Rule Content

Modify core files

Modity core files

Modity core files

1 (Read and modify files)

1 (Read and modify files)

Effective host $

All CWPP Ultimate servers

All CWPP Ultimate servers

All CWPP Ultimate servers

All CWPP Ultimate servers

Effective host 3

All CWPP Ultimate servers.

Al GWPP Ultimate servers.

Al GWPP Ultimate servers.

All CWPP Ultimate servers

All CWPP Uitimate servers

2. In the Confirm Deletion dialog box, click Confirm to complete the deletion of the rules.

Note:

After deletion, the rules cannot be recovered. Proceed with caution.
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Greation Time $

2024-07-03 15:35:16

Creation Time $

2024-07-03 15:35:16

2024-07-03 15:23:39
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Alarm List

Last updated : 2024-08-13 16:29:50

The alarm list supports viewing alarm records of core file anomalies, enabling users to process (mark as processed,
add to allowlist, or ignore) these alarm records and to delete these alarm records.

Note:

Core file monitoring is a feature of Ultimate Edition of CWPP. It is recommended to upgrade to Ultimate edition to
protect CWPP.

Currently, core file monitoring is only available on Linux operating systems with kernel version 3.10 and later.

Processing Alarm Records

1. Log in to the CWPP console. In the left sidebar, choose Cyber Defense > CoreFile Monitor > Alert list.
2. On the alarm list page, choose the required alarm record, click Process, and choose Mark as processed, Add to

allowlist, Ignore, or Delete the record.

Critical file monitoring

Alert list Configure monitoring rules

Workflow
@ Configure @ Monitor critical files @ Monitor alarm view

monitoring rules Mot
Introduction o

All processing statuses

Server Name/Instance ID IP Address Rule category T Rule name Risk Level T Threat behavior Y Alert description Occurrence Time ¢ L

Read fil
e e - BT test E. M‘;W :Ie - 2024-07-05 16:42:30 2
-

Field Description:

Mark as Processed: You can manually process the alarm, and after that, it can be marked as processed.

Add to Allowlist: Add the current file path to the allowlist. Subsequent read/modification actions will not trigger alarms.
Proceed with caution.

Ignore: Only ignore this alarm. If the same situation occurs again, an alarm will still be triggered.

Delete the Record: Delete the alarm record. It will no longer be displayed on the console and cannot be recovered.
Proceed with caution.
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3. In the Secondary Confirmation dialog box, click Confirm to process the alarm record.
4. The alarm list also supports batch processing of alarm records. After choosing one or more alarm records, click

Mark as processed or Ignore in the upper left corner. After a secondary confirmation, the chosen alarm records can
be processed.

e e

Server Name/Instance ID IP Address Rule category T Rule name Risk Level T Threat behavior T Alert description Occurrence Time ¢ L

am [®) Read file a0
o) = - [ ] Custom rules test High Risk = Moty file - 2024-07-05 16:42:30 20

1 items selected.Total 1 items

Deleting Alarm Records

1. On the alarm list page, you can delete alarm records individually or in batch.

Single: Choose the required alarm record, and click Process > Delete. A deletion confirmation dialog box will pop up.

All processing statuses +

Server Name/Instance ID IP Address Rule category T Rule name Risk Level T Threat behavior T Alert description Occurrence Time ¢ Last occurred

- - - " mma Custom rules test | High Risk | B :ﬁf m: - 2024-07-05 16:42:30 2024-07-05 16:4
- - 5 Moty fle

Batch: Choose one or more alarm records, and click Delete in the upper left corner. A deletion confirmation dialog box

will pop up.

A s s ~

Server Name/Instance ID IP Address Rule category T Rule name Risk Level T Threat behavior T Alert description Occurrence Time $ [F]

[® Read file §
— = - - Custom rules test - 2024-07-05 16:42:30 20

= Modify file

1 items selected. Total 1 items

2. In the deletion confirmation dialog box, click Confirm to delete the chosen alarm records.
Note:

Once the chosen alarm records are deleted, they will no longer be displayed in the console and cannot be recovered.
Proceed with caution.
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Network Attack

Last updated : 2024-08-13 16:29:50

Network attacks are based on technical support from Tencent Cloud's security offensive and defensive Team,
providing the automatic monitoring of malicious traffic for you. It combines malicious behaviors generated during the
intrusion process. It performs real-time automatic correlation analysis of attacks and alarms, outputs attack traffic

data, and notifies attack events. This document will introduce how to view and process network attack alarms.

Limits

Detection targets: Only Pro edition/Ultimate edition Linux hosts are supported.
Detection range: Only detects some of the hotspot vulnerability attack behaviors that involve EXPs with proven
successful attack instances in the cloud.

Vulnerability defense: Only supported for Ultimate edition Linux hosts.

Defense Status Description

Supports vulnerability defense (disabled): CWPP supports defending against this vulnerability, but this host has
disabled the defense for it.

Supports vulnerability defense (enabled): CWPP supports defending against this vulnerability, and this host has
enabled the defense for it.

Vulnerability defense not supported: CWPP does not support defending against this vulnerability.

Note:

Possible reasons for vulnerability defense disabled: Defense switch is not turned on, the host is not an Ultimate
edition, or it is not within the defense host range.

An attack event indicates that hackers are using attack methods that exploit this vulnerability, but it does not mean

that the current machine has this vulnerability.

Alarm Statistics

1. Log in to the CWPP console. In the left sidebar, choose Cyber Defense > Network Attack.
2. On the network attack page, you can view the status of vulnerability defense, pending alarm data statistics, and the

top 5 situations.
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) ) Network attack scenario %/ Exploit Prevention enabled Attack trend  Top 5 Attack Sources  Top 5 Exploit
: @ % Host security network attack scenario, supports the perception of malicious attack traffic at the host side, real-time monitoring of malicious attack behavior, covering hot vulnerabilities in the cloud,

\ and supports detection of attack traffic in the north-south and east-west directions. 40
30
Pending network alerts Assets under attack Attacked port Attack source IP 20
0 successful attacks 0

42 Attempted to attack 42 2 4 8 Q e EEEEE——

07-06 07-07

New Today 4 New Today 0 New Today 0 New Today 0

Field description:

Vulnerability Defense Status: Indicates the status of the vulnerability defense switch.
Pending Network Alarms: The current number of pending alarms.

Attacked Assets: The number of attacked assets involved in the current pending alarms.
Attacked Port: The number of attacked ports involved in the current pending alarms.

Attack Source IP: The number of attack source IPs in the current pending alarms.

Viewing Alarms

On the network attack page, you can view network attack details, including server name/instance ID, IP address, and

template port.

All attack status +
Server Name/Instance ID IP Address Target Port Attack source IP/address Vulnerability Name (D T Attack status Latest attack |

ol public LR - LA Fastjson related vulnerability axploitation / detection proc...
- 8080 Attack attempts 2024-07-11 11:36:51
g = Emce ' " - « Vulnerability defense is not currently supported.

- P a080 "M ‘Showdoc file upload vulnerability
inside n

= ule

Attack attempts 2024-07-11 11:34:21
- « Vulnerability defense is not currently supported.

ublic Ll L] XStream deserialization vulnerability
-e- P - 8080 Attack attempts 2024-07-11 11:30:59
L - inside ¥ - L L « Vulnerability defense is not currently supported.

Field description:

Server Name/Instance ID: The name and instance ID of the attacked host.

IP Address: Refers to the public/private IP of the attacked host.

Target Port: The attacked port.

Attack Source IP/Address: Refers to the attacker's source IP and location.

Vulnerability Name: Refers to the attacker's use of an attack method for a specific vulnerability and the current
enabled/disabled status of vulnerability defense.

Attack Status: Refers to the outcome of the attacker's attack. Either an attempted attack (attacked but not
successfully compromised) or a successful attack (confirmed compromise).

Latest Attack: The time when the attack was last detected.

Attack Count: The total number of times the same attack has been detected.

Processing Status: Pending, processed, allowlisted, and ignored.

Details: Supports viewing alarm details, hazard description, and solutions.
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Network attack details - Pending resolved X
Mark as processed Add to allowlist lgnore Delete Log
Alarm details
Server Name/IP Details Latest attack  2024-07-11 11:36:51
= r- - = The CWPP agent is online. Attack Count 11
inside 1 n
L d = M Target Port 8080

Alarm details

Attack status =) Attack attempts

Attacker IP L]

Attack source address Singapore

Vulnerability Name Fastjson related vulnerability exploitation / detection process

CVE number mEn

Vulnerability attack popularity across the & & & - \Vunerability defense is not currently supported.

network

Service process | . e . N oEEEm me = - e e B s ER R [y
il = . = =® BT ™ = | it -
I A SEEEEE BN SES B S S - u N EE N NS N N . = CEm
' SIS T See— m  dhamBysms o el s C—
PEN . el el IS B M &
P mm " e

Attack packets T T

« I8 "
. magE =
"E . L= = N ] - e e . mrm
| -
H N maEE EE e E NN
p—
. e u . - e e ]

" "W aod © o

EEEE EMEE CEEEE S s =

& Hazard Description

Alert description
be a risk of being invaded.

e

The alarm indicates that malicious network attack traffic has been detected on this end. Flease pay attention to related protection, otherwise there may

This alert is triggered when the host detects requests from extermal sources using popular vulnerability attacks. If it is not a self-scan, it usually indicates
that the host's network services are exposed to the outside and are being attacked/probed.

Processing Alarms

1. On the network attack page, choose the required alarm and click Process in the action bar.

Note:
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Select one or more alarms and click Marked as Processed, Ignore, or Delete Log in the top left corner for batch

Al attack status =
Server Name/Instance ID IP Address Target Port Attack source IP/address Vulnerability Name@ T Attack status Latest attack |
] = k1 Fastjson related vulnerability exploitation / detection proc...
puslc . .'_ 8080 Attack attempts 2024-07-11 1136351
fonmm insida - = Vulnerability defense is not currently supported.
— (] Shawdoc file upload vulnerabili
- ik v 8080 o v Attack attempts 2024-07-11 11:34:21
-y insice "l — = Vulnerability defense is not currently supported.

2. Supports marking pending alarms as Processed, enabling vulnerability defenses, adding to the allowlist, ignoring,
and deleting logs.

Marked as processed: Manually process the alarm and mark it as Processed after completion.

Enable vulnerability defense: After the operation is complete, the processing status will be automatically changed to
Processed. Supports checking to mark all pending alarms related to the host covered by this vulnerability defense as
Processed.

Add to allowlist: The attack source IP can be allowlistd and the effective host range can be edited. After operation is
complete, the processing status will be automatically changed to Allowlisted. Supports batch allowlisting historical

alarms.

Create whitelist

@ After adding to the whitelist, when the corresponding source IP generates a network attack on the hosts within the effective range, no alert will be
generated. Flease proceed with caution.

Basic Information

*Source IP mmE e

Single IP example: 1.1.1.1, IP range example: 1.1.1.1-1.1.1.10, IP segment example: 172.168.34.1/20. Multiple |Ps should be separated by semicolc

Notes

Alert handling Whitelist all alarms that meet the whitelist conditions

Effective host range (1 selected)

Select host All CWPP Pro and CWPP Ultimate hosts {11)(3) o Specified servers
How to specify Manually select from below v

Select a region All Servers A All regions v
Server Tag Q

©2013-2022 Tencent Cloud. All rights reserved. Page 112 of 155



&2 Tencent Cloud

Select host

B Sserver Name/Instanc...

1"

-IF ]

"

[ -ﬂ:

m e Bl

Total items: 11 10 v /page

Cancel

Select all
Q
IP Address CWPP edition
mm [ B
=
™l s
EoEE =
[ B
- .I | 1
n -
" mam
L] [ I . -
[
|
s E Em o
- A ™1 S
1 f2pages » M

1 server(s) selected

Server Name/Instanc...

i =
..q

Cloud Workload Protection Platform

IP Address CWPP edition

Ignore: After you select this option, the processing status changes from Pending to Ignored. Subsequent identical

attacks will still trigger alarms.

Delete log: Delete the current alarm record, and it cannot be recovered.
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A Ransomware Defense

Last updated : 2024-08-13 16:29:50

Ransomware is a type of malware that encrypts users' important files and demands a ransom for decryption.
Ransomware defense, through the use of bait files and regular backup functionalities, can effectively monitor intrusion
attacks from ransomware, safeguarding users' critical data from extortion. In the event of a ransomware attack, it also
enables timely recovery from backups.

Note:

This feature is currently in the grayscale testing phase. If you have a need for ransomware protection, please Contact

Us to be allowlisted for usage.

Restrictions Description

This feature is only supported on the Professional or Ultimate Edition of Tencent CVM (For Linux, only operating
systems with a kernel version of 3.10 or later are supported).

Each host can only be bound to one ransomware defense policy.

Billing Description

CWPP defense version: Before using the ransomware defense feature, bind the Professional or the Ultimate Edition to
the host for authorization. You can purchase and bind these authorizations on the CWPP Purchase Page.
Snapshot: Backups will be executed in the form of Tencent Cloud Snapshot. Billing is conducted on a post-paid basis,

with charges settled hourly. For details, see the Price Overview.

Defense Principle

1. Monitoring bait files: Bait files are deployed in specific directories, and there is a scheduled check for alterations and
encryption to the file names, hash values, and other information. If any anomalies are found, users are alerted in real-
time.

2. Monitoring non-bait files: Through file detection and process detection, the system identifies any actions such as
modification, deletion, or encryption of files. If any abnormalities are found, users are alerted in real-time.

3. Regular snapshot backup: A one-click snapshot feature is provided, allowing users to configure scheduled

snapshots. This ensures a fallback option for data recovery in the situation where data gets encrypted by ransomware.

©2013-2022 Tencent Cloud. All rights reserved. Page 114 of 155


https://www.tencentcloud.com/contact-us
https://buy.tencentcloud.com/yunjing!12009b0c77d89274f2738da50a20c5eb
https://www.tencentcloud.com/document/product/362/2413!834522438258906625a9e65dd058d463

&2 Tencent Cloud

Directions

Cloud Workload Protection Platform

1.1. Log in to CWPP Console, select Advanced Defense > Ransomware Defense in the left sidebar.

Ransomware defense

Ransomware defense scenario T Ransomware defense in progress @)

3 \ Automatic repair is not supported at the moment

Protection policy enabled Hosts already backed up

2 0

Policy details Alarm details (23) Backup details

Al processing sta ~

Used backup snapshot capacity

0. 0

Billng details

Server Name/Instance ID IP Address Tampered files Malicious Process ID/Full Path Malicious behavior ¥
i -
—_ o BT =
-, Pubic S - . — . — Ransomuare
f— s - [ s mE
. e S [T T L I, Ransormuars

Restors backup task

Rans

Associate policies First o

tt1 2024-C

1 2024-C

2.2. In Ransomware Defense > Policy Details, click Create Policy, and follow the three steps below to create a

defense policy.

Create policy

© Set up basic information @ Setup decoy monitoring (@ Set up automatic backup

Basic Information

“Policy Name

Policy description

“On/Oft [ @)

@ - Ransomuare defense
2

only supported for Tencent Cloud Server GVM instances in the Professional Edition or Flagship Edition. You can click
.10 or above)

» Each host can only bind one ransom defense policy. I you find that ahost host to bind for editing.

Effective host range (0 selected)

Selecthost ndF 5 O

How to specify Manually select from below

AlServers v | | Alregions
rag Q
Selecthost Select all 0 server(s) selected
Q
Server Name/Instanc...  IP Address CWPP... T Server Name/nstanc...  IP Address GWPP edition
u
] ]
T 10 1 /1 page
Cancel

Note:
Default directory for bait files:

Windows operating system: C:\\ProgramData.
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Create policy

@ Set up decoy monitoring @ Set up decoy monitoring

@ User , which fles in the specified directory.
generated.
Decoy protection settings
“Decoy protection Defauit directory @
airectory
Add Directory

Exclude directory

X Create

@ Setup automatic backup

the fle, @

Backug

* Backup

“Backup
type

Backug

Total 1 it
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Linux operating system: Yunding.
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3. 3. After creating a policy, you can view statistics on the current policy, alarms and defense rates. There is also a

feature to disable all ransomware defense policies with a single click.

Ransomware defense scenario T Ransomware defense in progress @)

»)

2

Protection policy enabled

Automatic repair is not supported at the moment

Hosts already backed up

0

Used backup snapshot capacity

0.

Billing details

Restore backup task

0

Viewing details: Clicking on Details allows you to view alarm details, hazard description, suggested solutions, and

process tree information.

Ransomware details

= Pending resolved

Mark as processed Trust Delete Log
Alarm details Process tree
Server Name/IP Details e First
= mam_ mm *The CWPP agent is online. detected
= - T
inside 4em w w  Public "y N e Last checked

Alarm details
Alert associated policies tt1
Tampered file name [l s N
Decoy path - 1 | . h | ] .
Malicious process file =
size
Malicious Process File 'aArs " " L _— |
MD5
Malicious process 1D ™
Malicious process path LB N

Command line

parameters
Malicious behavior

Malicious process
startup time

&7 Hazard Description

Alert

description

Ransomware

2024-07-10 17:54:02

It steals your data to demand a high ransom.

©2013-2022 Tencent Cloud. All rights reserved.

2024-07-10 17:54:05

2024-07-10 19:07:24

Ransomware has been found on the host, indicating a potential risk of ransomware.
Ransomware typically performs malicious activities such as mining, file deletion, information theft, and network attacks.

Page 116 of 155



@ Tencent Cloud Cloud Workload Protection Platform

& Solution

© 1. Confirm the alert
Owerall, ransomware is scored based on the severity of file behavior threats. While the file itself may have certain dangerous
characteristics, it does not guarantee that it is a website backdoor. It could also be a normal website file containing suspicious
code. We recommend that you Login server [ Verify the file and malicious code content. If it is deployed by yourself, you can

choose to ignore or whitelist the file. The whitelisted path will not continue to alarm.

O 2. Impact investigation

If you have confirmed that the current server has been infected with ransomware, it is recommended to immediately investigate the

host where the file exists to determine if the file has been stolen or compromised.

O 3. Isolate files/hosts to prevent danger from spreading

Isolate/delete malicious files or shut down hosts to prevent the danger from spreading further.Perform risk disposal

O 4. Restore backup information

* |f there are recoverable backups for the current server, you can click Restore Backup to restore the stolen/damaged files
Handling: In the alarm details, by clicking on Process, you can perform the following operations on the host.

Restoring backups: If the host has been attacked by a ransomware, you can click this option to select a snapshot from
the backup list for restoration.

Marking as handled: It is recommended that you follow the "Remediation Suggestions" provided in the alarm details to
address the issue. Once you have resolved the alarm, you can mark it as handled.

Trust: After the trust operation is performed, only the file (MD5) or process on the current host will be allowlisted.
Simultaneously, all corresponding alarms will be treated as trusted. There will be no further alarms in the future,
please proceed with caution.

Deleting records: After being deleted, the alarm record will never appear in the console display again. Once deleted,
the record cannot be recovered, please proceed with caution.

4. 5. In the Backup Details, you can view the backup status for each host, including the associated policies, the
number of backups made, the status of the most recent backup, and the time it occurred. You can also view detailed

records of the backups and choose one of the snapshots to restore the backup.

Policy detalls  Alarm detalls (23)  Backup detalls

Server Name/Instance ID IP Address Server tag Current associated policies Number of backups $ Last backup status T

- ) - G ag(1) - 0T No backup availabl
imes 0 backup available
s o Pubic.  memm o9 «0n P

[l - .- inside § | hal
" - No Tag 0Times No backup available
- . *On

=
- Pubiic
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Log Analysis

Last updated : 2024-08-13 16:29:50

Log analysis is an important part of the CWPP protection solution. It provides security event logs about the CWPP. It
supports SQL retrieval and query. It offers visualized reports and statistics. This helps users quickly identify intrusions,
conduct source tracing, and perform other security operation tasks. This document will introduce how to use the log

analysis feature.

Restrictions

Log data can be collected. It is subjected to the following restrictions by the host protection edition.

; S ted
> Log Type Log Description Upeor e
Category Versions

Includes host instance ID, IP, operating system, region,
VPC, instance status, and whether the CWPP agent is

installed.
Host
. Note: All Hosts
Information o . .
Only the Synchronization Time of the host is changed.
The rest of the information remains unchanged. It will not
generate log entry.
Host Asset .
Includes resource monitoring, account, port, software
Logs N C
application, process, database, web application, web
service, web framework, website, Java archive file,
Asset startup service, scheduled task, environment variable, Pro edition,
. . kernel module, and system installation package. and Ultimate
Fingerprint "
Note: edition
Only the Data Update Time of the asset fingerprint is
changed. The rest of the information remains unchanged.
It will not generate log entry.
Original host logs (including system authentication and
Client- license information, system security information, system , "
Client y o y , y Basic edition
Reported . messages, and system audit information); DNS logs, .
Reporting and higher
Logs process snapshot logs, network five-tuple logs, file
monitoring logs, and log-in activity logs.
Alarm Log Intrusion Malicious file scan (malicious files) , Malicious file scan Professional
detection (abnormal processes) , unusual login, password edition and
cracking, malicious requests, high-risk commands, local Flagship
privilege escalation, and reverse shell. edition
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Emergency vulnerabilities, Linux software vulnerabilities,

Professional

Vul ili edition and
ulnerability Windows system vulnerabilities, Web-CMS vulnerabilities, " .
Management o . Flagship
and application vulnerabilities. =
edition
Professional
Baseline . . edition and
Security baseline .
Management Flagship
edition
A Flagshi
dvanced Corefile monitoring, Java Webshell, and network attacks g P
Defense edition
lient- Basi .
Client Client offline and client uninstallation asic edition
Related and later

To use the log shipping feature, you must first purchase a TDMQ for CKafka instance, and select the appropriate
CKafka instance specification based on the volume of logs to be shipped.

The log shipping feature only supports using a single TDMQ for CKafka account for shipping.

According to the Cybersecurity Law, the log storage duration must be at least 6 months. It is recommended that each

server be configured with a storage capacity of 20 - 40 GB to collect and retain log data.

Operation Guide

1. Log in to the Host Security console.

2. In the left sidebar, choose Log Analysis to perform operations such as log query and log shipping.
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Cloud Workload

Log analysis
Protection Platform

Overview
Log shipping Today Yesterday

Assets Overview

Total results: 713,190
Server List

Assets Fingerprint

Vulnerability
Management

Baseline
Management

Intrusion

Detection Show fields

_source
Cyber Defense v

Hide fields

Text config_path

[@ Log Analysis

Text pay_version

Text quuid

License

Text user_name
Management

Text file_type
Alarm Settings
Text pstree

Text host_name

Text lang

Text super_class_name

Log Storage Setting

Last 7 days Last 30 days

Export

KiE ¢

> 2024-05-06 14:12:22

> 2024-05-06 14:12:22

> 2024-05-06 14:12:22

Cloud Workload Protection Platform

Used 7.35MB/90GB  Validity period: 202!

2024-05-09 00:00:00 ~ 2024-05-09 15:02:17 [¥] Intrusion detection_Virus scanning x  Intrusion detection_#

Click Log Storage Settings , a pop-up window will appear. In the Storage Settings section, you can view the

current log storage status and configure the storage content and storage duration. In the Storage Records section,

you can view the log storage status at midnight on the last day of each month. By default, the display is in reverse

chronological order.

Log Storage Settings

Storage Settings Storage Records

Used/Total Storage

=] 299.1MB/1.03TB

Expand capacity

Storage Settings
" Storage All Host Asset Logs
Content
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On the log analysis page, logs can be filtered based on the following methods.

Cloud Workload Protection Platform

Host List Host Information
Asset Resource Softwal
adl Account o Port
fingerprint monitering . . applica
Process Database Web applications Web se
Web framework Websites Java Archive File Startup
bl Environment dl System
Scheduled tasks LA ™ Kernel modules sy
variable Packag
All Client Report Logs
Client Host Original Logs (including system authentication and authorization information, syste
Report information, system messages, system audit information, etc.)
il Frocess Snapshot
DNS Log & Log P File Monitoring Log Login F
All Alarm Logs
Intrusion File Killing File Killing i
bl Abnormal login bl FasswWe
Detection {Malicious File) {Abnormal Process) . 9 .
el High-risk bl Local privilege
Malicious requests . 9 . p. ed Revers
commands escalation
Vulnerability Emergency Linux software Windows system Web-Cl
Management  wvulnerabilities vulnerabilities vulnerabilities vulnera
Application Vulnerability
vulnerabilities Defense
Baseline Security baseline
management
Advanced dl Critical file
Java Webshell i - Network Attack
Defense meonitoring
cwrp agent % The CWPP agent is CWPP agent
exceptions offline. uninstalled

Cancel
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Filter by Time or Type: At the top of the log analysis page, you can filter logs by time and log type. Choose the time

range or log type, and click Confirm.

Log shipping ‘ Yesterday Last 7 days Last 30 days 2024-05-09 00:00:00 ~ 2024-05-09 15:02:17 [ ”

Intrusion detection_Virus scanning x Intrusion detection_Abnormal

Total results: 713,190

Intrusion Det [ Virus scanning Abnormal logins Password crackil
ection Malicious requests High-risk commands
Local privilege escalation Reverse shell

Baseline Ma [ Security baseline
nagement

Client related [ Agent offline Agent uninstalled

iliti Linux software vulnerabilities
Management [ Windows vulnerabilitiesf% Web-CMS vulnerabilities
Application vulnerabilities

Advanced de[#] Critical file monitoring
fense

™ selectall 16 selected Canc

Filter by Field Value: At the top of the log analysis page, you can filter by entering a field value in the search box or

by choosing a field match filter.

Filter by Search Box Input Field Value: See the following figure. Enter the desired field and field value in the search

box, and click

Q

to filter.
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grammar

key:value

A AND B

AORB

NOT B

A NOT B

[NV

semanteme

Key value search, value support* Fuzzy search, support key: (value1 OR value2)

"AND" logic, returning the intersection result of A and B

"OR" logic, returning the union result of Aand B "

"Not" logic, returning results that do not contain B

"Subtract” logic returns a result that meets A but does not meet B, i.e., A-B "

Fuzzy search keyword, matching zero, single, or multiple arbitrary characters,

does not support the beginning *. Enter abc * to return results beginning with abc

Fuzzy search keywords, matching a specific location with a single assumption,
enter abc? C *, returns a result that starts with ab and ends with ¢, with only one

character between the two

Greater than, less than, greater than or equal to, less than or equal to, for
numeric type fields

Range query, with brackets [] indicating closed intervals and {} indicating open

intervals

Boolean operations do not fellow priority rules. When using multiple operators,

use parentheses to specify the priority

e Syntax keywords are case sensitive

Choose Field Match Filter: Click

[q,

Cloud Workload Protection Platform

examples

src_ip:10.0.9.1 ; src_ip:(10.2.2.1 0R 10.
src_ip:10.9.9.1 AND protocol : TCP
src_ip:10.9.9.1 OR protocol:TCP

NOT src_ip:10.0.0.1

src_ip:1@.0.0.1 NOT protocol: TCP

src_ip:10@.10*

src_ip:10.17.0.1

src_ip:>=100 ; src_ip:(>=1@ AND <20)

src_ip:[1 TO 5%

src_ip:10.9.@.1 AND (protocol:TCP OR sr¢

. Choose the appropriate field and operator from the drop-down list. Enter the corresponding field value, and then click

Confirm to filter.

port

value

Note:

v fuzzy matching v 2

v fuzzy matching v 2

For commonly used searches, you can Save Search. Next time, simply click Quick Search, and choose the

previously saved search content to filter.

On the log analysis page, click on the bar chart or click and slide to quickly select a time range for a drill-down view.
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Total results: 713,190

Cloud Workload Protection Platform

L L

Total results: 713,190

|||.||I.|||||||n|||ﬁﬂ|.||||I||I|||||.|.||||I|

On the log analysis page, in the field navigation on the left side of the list, you can customize display fields and hidden

fields.

Show fields

Text uid

Text proc_path

Hide fields

Text quuid >
Text user_name

Text file_type

Text pstree

»
Text host_name

Export

BiE ¢

2024-05-07 02:34:57

2024-05-07 02:34:57

2024-05-07 02:34:57

2024-05-07 02:34:57

_source

- proc_path: -

: - proc_path: -

: - proc_path: -

- proc_path: -

Click Export to export logs that meet the search criteria as a file. Download it through the browser to a local directory.

Note:

A single export supports up to 60,000 log records, with a maximum of 10,000 records per log type.

Log Shipping

On the log analysis page, you can configure different log types of CWPP to be shipped to different topics in the

specified CKafka instances.

1. Click Log Shipping on the top left corner to open the log shipping configuration pop-up. If the CKafka service is not

authorized for the first time, click Go to Authorize first. After agreeing to the service authorization, you may make

more log shipping configurations.
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Configure log shipping

CKafka

authorization unauthorized go to authorization [4

2. After agreeing to the authorization service, you must choose the TDMQ for CKafka instance and network access
method. Enter the username and password for the selected TDMQ for CKafka instance, and conduct a connectivity
test.

Configure log shipping

CKafka
authorization Authorized

Network o Public domain name Supported environment Intranet delivery
access

Message MU' Username (§)
queue
instance

Public domain v Password 1
name
accessing

Connection test

3. Choose the network access method.

Network Access

Description Optional Routing Instructions

Method
Publi i This is the designated method fo

ublic domain Logs are shipped through the public network. s 18 e eS|gna'e aceess '
name access. TDMQ for CKafka instances.
Supportin This is the designated access method for
em?ifonmegnt Logs are shipped through Tencent Cloud's TDMQ for CKafka instances. But the
ACCESS private network. It offers higher performance. PLAINTEXT access method is currently

not supported.

Logs are shipped through Tencent Cloud's

private network without the need for users to
configure routing in CKafka. An invisible -
private network routing is automatically

created to support the access.

Private network
shipping.

Note:
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If the network access method is chosen as Public Domain Name Access or Supporting Environment Access, you also

need to select an access routing. The routing policy corresponds to the access method detailed in the CKafka
Instance List.

Log shipping GotoOMQconsde 2 X ¢  ashoetguas
Topic Management Consumer Group Monitoring Event Center Access over HTTP ACL Policy Management Smart ops GEIELD
@ 1 Togs to ship
2.submita or'sy
t i Basic Info Network
3. Complte below. Nots that by
uuuuuuuuu
Configure log shipping ®
o
Authorized
O Public domainname  Supported envionment  Intranot daitery Contiguration Information
© @
ime®
“ Compre
«®
Access Mode() Add a routing policy
Access Mode Networ Instance Billing Information
Public o © o
bl domainname - sast_pLANTEXT L] cete
cccccc View Al IPs and Port
VPG Network PLANTEXT Deete
A View AllIPs and Ports
@

Prometheus Monitoring

If the network access method is chosen as Public Domain Name Access or Supporting Environment Access, you also
need to enter the CKafka instance's username and password. The username and password are listed under ACL
Policy Management > User Management in the CKafka Instance List details. (When configuring log shipping, just

enter the username after the # symbol. The CKafka instance ID before the # symbol is not required.)

Log shipping Goto CMQ console &2 X & ckafka-wdvgwkxn
Basicinfo  TopicManagement  Consumer Group  Monitoring  EventCenter  Access over Smart ops CEID
® 1 solot = logs o sip
2. Sumita + or “Supporting
Policy List | User Management
. below. Nots th by _—
queus user:
Configure log shipping Usorman Croationrt
ckatk
20021126
. Autnorized
e Pt
O Publc domsinname  Supportad snvionment  Intanst devery

MK

4. After completing the CKafka configuration, you can proceed with a connectivity test. Once the test passes, you can

configure different topics for the logs you want to ship. (for log types not being shipped, choosing a Topic ID is not
required).
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Security module

Intrusion detection

Vulnerability manage...

Baseline management

Advanced defense

CWPP agent excepiti...

Log type

Abnormal login, Password cr...

Linux software vulnerabilities...

Security baseline

Critical file monitoring

Cloud Workload Protection Platform

Topic ID/Name &)

5. After completing the log shipping configuration, click Log Shipping again to view the details of the log shipping.
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Log shipping

Instance namen

Instance ID

Region |

Availability i
zone

Network
Subnet

Accessing
mode

Configuration list

Change configuration View monitoring

Security m...

Intrusion det...

Vulnerability...

Baseline ma...

Advanced d...

CWPP agen...

Log type Topic ID/Name

Critical file monitoring

Cloud Workload Protection Platform

Go to CMQ console [4

Accessing
address
Status Healthy
Edition
Peak
bandwidth
Disk capacity
Username -
Shippin... Shipping ...
Not
enabled
Not
- enabled
Not
enabled

» -
enabled

Not
enabled

Basic Information: Displays the basic information of the CKafka instance.

Note:

Operation

Edit

Edit

Edit

Edit

Edit

You need to pay attention to the Status field. If it shows an alarm or abnormality, click View Monitoring to check if the

CKafka service is abnormal, or if there is insufficient quota.

Shipping Switch: It is used to control a specified log type, and to start or stop log shipping tasks. You can control the

log shipping tasks with the switch button in the Shipping Switch column.

Shipping Status: normal, abnormal (this status will suspend shipping), and disabled

Edit: Click Edit to re-edit the log type and Topic ID for shipping.
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View Monitoring: Click View Monitoring to navigate to the monitoring page of the TDMQ for CKafka console. In the
console, you can view network traffic, peak bandwidth, number of messages, disk occupancy, etc.

Reconfiguration: At the top of the log shipping list, click Reconfiguration to return to the state after agreeing to the
CKafka authorization service. You can reconfigure the TDMQ for CKafka instance, network access method, log type,
Topic ID, etc.

Note:

Reconfiguration will interrupt the current shipping process.
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License Management

Last updated : 2024-08-13 16:29:50

The protection license provides security protection services based on the CWPP client. You can purchase a

protection license and bind it to the host where the client is installed, then the host can receive comprehensive security
protection, including intrusion detection, vulnerability management, and baseline management. The protection license
has flexible management mechanisms, supporting auto-renewal, auto binding, and auto purchase, thus simplifying the

user's protection license management.

Limits

The protection license feature can only be bound to hosts where the CWPP client is installed.

The objects associated with Tencent Cloud tags and projects are security license orders, not the specific licenses or
hosts.

Once the auto-backtrace switch in Add host settings is enabled, only Ultimate edition hosts support automatically
backtracing intrusion alarm data from the past 14 days.

Only the pay-as-you-go license orders for the Pro edition are supported for scaling in and termination.

Note:

Due to the adjustment of the billing mode, CWPP discontinued the pay-as-you-go mode for the Pro edition starting
from November 30, 2023. After the adjustment, the new purchase of the Pro edition under the pay-as-you-go mode

should no longer be supported. Existing pay-as-you-go orders can still be used normally and allow for scale-out.

Purchasing Protection Licenses

1. Log in to the CWPP console. In the left sidebar, choose License management.

2. On the license management page, click Purchase CWPP license, go to the CWPP purchase page, and select the
protection edition, duration, number of licenses, and bind the hosts. After you have completed the payment, the
protection will take effect automatically.

Note:

You can also purchase protection licenses first, and then go to the license management page to bind the hosts.

If you have set the number of protection licenses (as a precondition) on the CWPP purchase page, have checked the
options for auto binding or auto purchase, and have successfully completed the payment, this configuration will be

synchronized to the license management page.
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Auto renewal Autormnatically renew the service when the account balance is enough

Licenses 7

7 of your servers are not protected by CWP. We recommend you purchase at least 7 licenses.

Bind servers now (0 servers selected)

You can also bind servers later in the CWPP console (Settings — License management) and enabl

License overview

Avallable licenses Purchased vaiid About to expire
o=
= 1 3 Purchase CWPP license 2 4 2 4 0
Auto-Renewal Auto Bind Auto Purchase
@D Vhen the account balance is suficient, it will be automatically renewed monthly after the service expires., renewal order has been @D Aiter new hosts of the basic edition are created, the system automatically binds license copies to the hosts. (I 17 no available license copies exist, the sys
activated 3 ,*

Setting Auto-Renewal

Method 1: On the license management page, check the license orders that need auto-renewal, and turn on the auto-

renewal switch.

License overview

Available licenses Purchased Valid
=
= 1 3 Purchase GWPP license 2 4 2 4
Auto-Renewal Auto Bind
@D vnen the account balance is sufficlent, It il be automatically renewed monthly after the service expires., renewal order has been @D ~iter new hosts of the basic edition are created, the system automatically binds license copies 1o the hosts,
activated 3 »*

Method 2: In the license list on the license management page, for the license orders that need auto-renewal, check the

auto-renewal option.

License Copies Available Purchased
time: 2024-07-10 17:53:07
CWPP Pro - Prepaid subscription Protection CLELEY 0/6

validity period: 2024-07-10 17:63:07 to 2025-01-10 17:53:07

Tag: None »*

Method 3: In the billing center > renewal management, set the license order resources that need auto-renewal to auto-

renewal.
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Manual Renewal (5) Auty 1 (3) N (1)

Instance ID/Name Product Name Region Auto-renewal Time 1 Project T Aute-renewal period

" em . GwWP 2024-07-28 DEFAULT PROJECT 1 month

- e . CwP . i 2024-08-10 DEFAULT PROJECT 1 month

= =
LER B | =

- WP

2024-10-01 DEFAULT PROJECT 1 month
-— =

Note:

A one-month renewal is set for the three auto-renewal methods above by default. For auto-renewal, the protection
edition and the number of licenses will remain consistent with the original order.

If the user modifies the auto-renewal cycle in the billing center > renewal management, the three auto-renewal
methods above will follow the user's modified renewal cycle.

Some customers have the privilege of continuous service without interruption upon expiration. If the auto-renewal is
disabled, the continuous service privilege for the corresponding license order will become invalid, and the auto-

renewal will no longer be performed after expiration.

Setting Auto Bind

On the license management page, click the Auto Bind switch to enable it. This allows the system to automatically

bind the remaining available licenses when new Basic edition hosts are detected.

License overview

Available licenses Purchased Valid

2 3 24 24

Auto-Renewal Auto Bind

() When the account balance is sufficient, it will be automatically renewed monthly after the service expires., renewal order has been I() After new hosts of the basic edition are created, the system automatically binds license copies to the hosts. I
activated 3

Note:

Add new Basic edition host: Refers to a Basic edition host that has never been bound to a paid edition license
(excluding those hosts returned to the Basic edition due to unbinding of a paid edition license).

If there are multiple protection license orders with different editions and durations, the system will prioritize binding the

higher edition and the one with the later expiration date.

Setting Auto Purchase

On the license management page, configure the exclusive protection edition. After the Auto Bind and Auto
Purchase switches are enabled, the system will automatically scale out/newly-purchase licenses and bind the new

Basic edition hosts when there are no remaining licenses for auto binding.

©2013-2022 Tencent Cloud. All rights reserved. Page 132 of 155


https://console.tencentcloud.com/account/renewal
https://console.tencentcloud.com/cwp/setting/authorize
https://console.tencentcloud.com/cwp/setting/authorize

@ Tencent Cloud Cloud Workload Protection Platform

License overview

Available licenses Purchased Valid

= 13 24 24

Auto-Renewal Auto Bind

@D When the account balance Is sufficient, it wil be automatically renewed monthly after the service expires., fenewal order has been @D After new nosts of the basic edition are created, the system automatically binds license copies to the hosts.
activated 3

Are you sure you want to enable the auto purchase feature?

If new hosts of the basic edition are created and no license copies are available, the system automatically scales up your
license and bind license copies to the new hosts.

L} = The prerequisite for automatic purchase to take effect is that both the automatic binding and
automatic purchase switch have been turned on, otherwise automatic purchase will not be caried out
in practice.

+ |f you have an order of the same type, the purchased license copies are added to the license.
Otherwise, a new order is created. Feature description [2

Add protection O Flagship Edition (Subscription), 27 USD/instance/maonth Recommended

version
Professional Edition (Subscription), 12 USD/instance/month

Auto-Renewal Enable automatic renewal when purchasing a new order (i)

The auto-purchase will only take effect if both the auto binding and auto purchase switches are enabled. Otherwise,

Note:

there will be no actual auto purchase.

If there are multiple corresponding edition orders in the license order list for the user's configured exclusive protection
edition, the system will prioritize scaling out the license order with the later expiration date. Otherwise, if there are no

corresponding edition orders in the license order list, a new license will be purchased, with a default purchase period

of 1 month.

Protection License Overview

On the license management page, the license overview displays the number of the licenses which are available ,
purchased, valid, about to expire, and isolated/expired/invalidated, and provides auto-renewal, auto binding, and auto

purchase switch options.
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License overview

Available licenses Purchased Valid

= 13 24 24

Auto-Renewal Auto Bind

() When the account balance is sufficient, it will be automatically renewed monthly after the service expires., renewal order has been () After new hosts of the basic edition are created, the system automatically binds license copies to the hosts.
activated 3 4

Field Description:

Available Licenses: The total number of unused licenses.

Purchased: The total number of licenses purchased, including valid licenses, those nearing expiration, and those that

have expired or been invalidated (records of expired or invalidated licenses that have been deleted are excluded from

this count).

Valid: The total number of unexpired licenses.

About to Expire: The total number of licenses expiring within 15 days.

Isolated/Expired/Invalidated: The total number of licenses that have entered isolation, expiration, or invalidation due to

the expiration of monthly subscriptions, or overdue payments for pay-as-you-go subscriptions.

Protection License List

In the license list on the license management page, you can view all purchased license orders. The following

operations on licenses are supported.

Binding/Unbinding/Replacing Licenses

Bind: Click Bind servers to bind the license to a host to obtain the corresponding edition of protection services.

License Coples Avallable Purchased
time: 2024-07-10 17:53:07

CWPP Pro - Prepaid subscription Protection + Available D/6
validity period: 2024-07-10 17:53:07 to 2025-01-10 17:53:07

Tag: None

Unbind/Replace: Click Order details to view the license binding status and perform unbind/replace operations. When
the unbind is performed, the host will downgrade to the Basic edition. When replacing, you can only replace with the

same or a higher edition license.

Purchased

time: 2024-07-03 12:08:44
CWPP Ultimate - Prepaid Protection = In use — [
subscription validity period: 2024-07-03 12:08:44 to 2024-09-07 23:59:59

Tag: -
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Order details

* |n use

Renewal Expand storage capacity

Licensing information

=
=]

CWPP Ultimate -
Prepaid
subscription

Bound hosts (1)

Server Name/Instance ID

O

Total items: 1

Note:

Cloud Workload Protection Platform

Auto-Renewal (3)

Resource 1D:  cwplic—14186275 I
Purchased

time: 2024-07-03 12:08:44
Protection

validity period: 2024-07-03 12:08:44 to 2024-09-07 23:59:59

Tag: l ra
Belongs to
project: bl B Ben P2
Remarks: Fa
IP Address Server tag Server s
- -
Mo Tag = Morm
e "R
10

Each month, the total count of unbinds and replacements for each license order is equal to the number of licenses in

that order multiplied by 2.

Upgrading/Scaling-out

Upgrade: For Pro edition with monthly subscription license orders, click Upgrade to CWPP Ultimate and confirm the

upgrade, to upgrade to the Ultimate edition.

©2013-2022 Tencent Cloud. All rights reserved.

Page 135 of 155



&2 Tencent Cloud

License Coples Available Purchased

time: 2024-07-10 17:53:07

CWPP Pro - Prepaid subscription Protection

validity period: 2024-07-10 17:53:07 to 2025-01-10 17:63:07

Tag: Nane »*

Upgrade to CWPP Ultimate

Upgrading the following orders to CWFP Ultimate:

Product
Resource ID Order item L
specification
" _
Total licenses: 6
{ - [ ] [ ] . ' \
p - Available licenses: 6

| ]
Totattees: B | L B & W R

Cloud Workload Protection Platform

* Available

Purchased time

2024-07-10
17:53:07

Cancel

Scale-out: Click Expand storage capacity, enter the scaled-out number of licenses and confirm the scale-out, to

scale out the license order.

time: 2024-07-10 17:51:47

CWPP Ultimate - Prepaid Protection

subscription validity perlod: 2024-07-10 17:51:47 to 2025-01-10 17:51:47
Tag: None
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Expand storage capacity

Adding licenses to the following order:

Product
Resource ID Order item L Purchased time Expiration time License quantit
specification
HE 'E e E | NS
o B | - 2024-07-10 2025-01-10 :
C — - ol — 17:51:47 17:51:47
* - L
Tmalfees:lll- H Em E
Cancel
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Cloud Access Management

Last updated : 2024-08-13 16:29:50

Overview

If you have used multiple Tencent Cloud services, which are managed by different users who share your root account
key with the highest privilege, the following problems may exist:

Your key is shared by multiple users, so there are huge risks of data breaches.

Your users might introduce security risks from misoperations due to the lack of user access control.

In this case, you can create multiple users in CAM overview to take charge of different services, and give them viewing
and operating privileges on different consoles by associating policies. This document provides examples of viewing

and operating privileges for CWPP, guiding users on how to use access policies for CWPP.

Examples

Full Access Policy

To grant users full access to all CWPP APIs, you need to associate the policy QcloudCWPPFullAccess with them.

See license management to grant users full access with the preset policy QcloudCWPPFullAccess.

Read-only Policy

To grant users query access to CWPP, without other privileges to add, delete, or modify, you need to associate the
policy QcloudCWPPReadOnlyAccess with them. The policy is implemented by granting users access privileges to
APIs prefixed with Describe, Get, Check, and Export.

See license management to grant users read-only access with the preset policy QcloudCWPPReadOnlyAccess.

Custom Policies

If the preset policies cannot meet your needs, you can achieve your goal by creating custom policies.
Note:
New users will not be associated with any CWPP policies by default, indicating they do not have any privileges. For

more information, see user guide for CAM.
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Hybrid Cloud Installation Guide
Overview

Last updated : 2024-08-13 16:29:50

Overview

With the increasing rate of cloud adoption, more and more medium and large-scale enterprises are selecting the
hybrid cloud model of combining public cloud with private cloud. This model combines the benefits of public cloud,
such as low costs, agility, flexibility, and ease of use, with those of private cloud, including controllability, security, and
high availability for deployments. The hybrid cloud management feature supports the connection to non-Tencent

Cloud machines, helping users better manage and monitor CWPP.

Feature Overview

The automatic connection of Tencent Cloud's ECM and Lighthouse to CWPP is supported.
The manual connection of non-Tencent CVMs, such as Private Cloud, Alibaba Cloud, Huawei Cloud, QingCloud,
Amazon Web Services (AWS), and UCloud, to CWPP is supported.

Supported Client Version

Linux System Supported Versions

RHEL: Versions 6.1+ (64 bit)
CentOS: Versions 6.3+ (64 bit)
Ubuntu: 9.10+ (64 bit)

Debian: 6+ (64 bit)

Windows System Supported Versions

Windows server 2012, 2016, and 2019
Windows server 2008+ R2
Windows server 2003 (limited support)
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Configuration of Non-Tencent Cloud Machines

Step 1: Installing the CWPP Agent

1. Log in to the CWPP console. In the left sidebar, click Server List > Install Cloud Workload Protection agent,

and view the installation guide details in the pop-up window on the right.

Cloud Workload
Protection Platform Server List Available licenses: CWPP Pro 1), Ultimate: Batch bind licer

Cwverview

Server status

Assets Overview Total Servers Protected server
= Server List
nstall CWPP Agent Access hybrid cloud
Assets Fingerprint Purchase license
3| e 0o BEo Bo Eo Beo
0 0 o
CWPP Basic
CWPP it
Vulnerability
Management
. Install Cloud Workload Protection agent I All Servers v 4
Baseline
]

Management

ares

Server Name/in.. P Add
2. In the installation guide, select the server type, server system, and recommended installation method. If Tencent
Cloud and Non-Tencent Cloud are connected through DC, select the DC installation method, otherwise select the
public network installation method.

Connect over the Public Network: Click

o
to copy and run the corresponding command to install the CWPP client. Pay attention to the command validity.
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Installation Guide

1. Choose an installation method

Server Type*® Tencent Cloud Mon-Tencent Gloud
Learn about hybrid cloud
Operating system* Linux Windows

Server architecture™ xB6 arm

Metwork ™ Public networl dirdhimzrmetiion Dedicated Line Actessn about Direct Connect
A.H:'f'a} Cloud Please select Cloud Workload Protection tags.

Workload Protectio

tags

testd  testd

Second, copy and execute the relevant commands

Copy and execute the command Command validity

wget --no-check-certificate https://uop.yd.qcloud.com/fydeyes_linuxé4.targz -O ydeyes_lim 2025-01-11

Connect over DC: Select the VPC connected to the DC, click

o
to copy and run the corresponding command to install the CWPP client. Pay attention to the command validity.

Note:
For more information on DC, click Learn about Direct Connect to go to the DC console.

To allow the target IP in the firewall, grant the permission as instructed by @ in the image.
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Installation Guide

1. Choose an installation method

Server Type™ Tencent Cloud Mon-Tencent Cloud Learn about hybrid cloud

Operating system * Lirux Windows

Server architecture* xBG arm

Metwork ™ Public network direct connection Fublic network proxy Dedicated Line Access

Learn about Direct Connect m

VPC with Direct South China (Guangzhou) - vpe-gmshi607(test1]10.0.0.

Connect enabled

Please select Cloud Workload Protection tags.

testd  testd

Second, copy and execute the relevant commands

Command valid

Copy and execute the command o

Iwget http:/fuo.yd.tencentyun.com/ydeyes_linuxgd.targz -0 ydeyes_linuxéd.tar.gz && tar -zxv wget httpu/uo

Step 2. Checking Whether the Installation |Is Successful

1. Follow the installation guide to execute the command for verifying the installation success.
Linux

Run the command ps -ef | grep YD tocheck whether the YDService and YDLive processes are running.

If no process is running, the root user can manually start the program by running the command:
/usr/local/gcloud/YunJding/startYD.sh or /var/lib/gcloud/YunJing/startYD.sh .
Windows

Open the task manager to check whether the YDLive process is running.
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If no process is running, you can manually start the service through the task manager.

2. After successful installation, on the host list page, click ALL Servers > Local IDC**** Server to view the
corresponding server.

Note:

To check if the service is launched, first ensure the client is successfully installed, then verify in the host list. If the
server status is Protecting, the service is launched.

If it is not launched, you can contact us for support.

Install Cloud Workload Protection agent All Servers o All regions o
e i
dress IPlist(@)

Operatini
Tencent cloud server
Host protection status classification
| All Servers 15 " G Tencantc)
Servers in Risks 12
— public
i - o 0 Cent0OS 7
CWPFP Ultimate servers 10 N EEE _—

Step 3: Upgrading CWPP Editions

1. Click to select Local IDC Server to view the corresponding server, then click License management to enter the

license management page and upgrade to CWPP Pro or Ultimate Edition.

Server status
Total Servers Protected servers (i) Servers at risk
e
1 5 Install CWPP Agent Access hyhrid cloud 1 1 Purctapess loanen O
m 4 Eo o 0 o a o Elo ﬂ 1 o CWPP Basic: 8 CWPP Pro: 1 CWPP Uttimate: 10 Compared to yesterday a1
Install Gloud Workload Protection agent Local IDC Server - All regions R
Server Name/Ins...  IP Address IPlist () Operating System T Reglon/Network T Risk §...  Intrusi... Vulnera...
Host protection status classification
- " ) B Others (Other) _
All Servers 0 0 CentOS 7.9 B4Bit ™ Non-T i Risk o 20
: 5 . n e SIS Sha

2. After the upgrade, you can test CWPP Pro or Ultimate Edition features, including asset synchronization, Trojan
scan, vulnerability scan, abnormal log-ins, password cracking (interception is not supported in a non-Tencent Cloud

environment), reverse shell, local privilege escalation, high risk commands, and malicious requests.
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Connection to a VPC over DC

Last updated : 2024-08-13 16:29:50

Overview

Currently, the connection to a VPC over DC is only supported in South China (Guangzhou), North China (Beijing),
East China (Shanghai, Shanghai Finance, and Nanjing), and Southwest China (Chengdu). The public cloud can
already communicate with the customer's data center network over a VPC, and the client can be directly installed.

If the region you need to connect is not supported by the connection to a VPC over DC, you need to use CCN to
connect the DC gateway (VPN) with the VPC. You need to purchase the DC gateway and set the connection to a VPC
over DC.

Operation Guide

Step 1. Checking Whether CCN Is Required for Connection

1. Log in to the CWPP console. In the left sidebar, click Server List > Install Cloud Workload Protection agent,

and view the installation guide details in the pop-up window on the right.
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Cloud Workload
Protection Platform Server List  Available licenses: CWPP Pro ), Ultimate:  Batch bind licer

Cwverview

Server status
Total Servers Protected server

nstall CWPP Agent Access hybrid cloud

i 0 e
CWPP Basic
CWPP Uitimi

Vulnerability
Management

_ | Il Cloud Werkload Protection agent I All Servers - !
Baseline

T

Management
2. In the installation guide, for server type, click to select Non-Tencent Cloud, and for nefvevgrel{ clllck’[loI 's'electq
Dedicated Line Access.
Note:

Select the appropriate Linux or Windows operating system according to the user's operating system.

Installation Guide

1. Choose an installation method

Server Typea* Tencent Cloua Mon-Tencent ( Ioul o

Learn about hybrid cloud

Operating system * Lirux Windows

Server architecture® *86 arm

2]

Metwark ™ Public netwaork Public netwnrl Dedicated Lingﬂctﬂﬂsn about Direct Connect

ViEL with Direct bd b

Connect enabled*
3. If you are in South China (Guangzhou), North China (Beijing), East China (Shanghai), East China (Shanghai
Finance), East China (Nanjing), or Southwest China (Chengdu):
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If you have a VPC connected to the non-Tencent Cloud data center network, select the VPC connected to DC and run
the installation command.
If no corresponding VPC network is found to interconnect with your non-Tencent Cloud data center network, you can

connect through CCN. See Step 2.

Step 2. Confirming the VPC for Connection to DC

1. If you do not have a VPC network in the South China (Guangzhou), North China (Beijing), East China (Shanghai),
East China (Shanghai Finance), East China (Nanjing), and Southwest China (Chengdu) regions, log in to the VPC
console, and click VPC to enter the VPC page.

2. On the VPC page, click the drop-down box to select the required region, and click Create to pop up the create VPC

window.

Virtual Private Cloud | & Guangzhou1 ~

(i) The cross-AZ traffic service in the same region \

* From the billing date to 00:00:00 on Cctober 1

Create 2

3. In the create VPC window, enter the required parameters and click Confirm to complete the creation of the VPC.

Step 3: Using CCN to Interconnect the VPC with the Non-Tencent Cloud Data Center
Network Connected by a DC

1. If a CCN that communicates with the non-Tencent Cloud data center already exists, add the VPC instance selected
in Step 2 to the CCN.

a. Log in to the VPC console. In the left sidebar, click CCN to go to the CCN page.

b. On the CCN page, click Manage Instances> Associate Instances in the right to go to the associate instances
page.

c¢. On the associate instances page, click Newly Added Instances to add the VPC instance selected in Step 2 to the
CCN, and then click Confirm to complete the association.

2. If the CCN is not yet configured, create one.

a. Log in to the VPC console. In the left sidebar, click CCN to go to the CCN page.

b. On the CCN page, click New, and a new CCN instance pop-up window appears.

c. In the new CCN instance pop-up window, enter the required parameters and click Confirm to complete the creation
of a new CCN instance.

Note

DC gateway: Select the DC gateway connected to your non-Tencent Cloud data center network.
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VPC: Select the VPC instance selected in Step 2.
If an IP range conflict occurs, go back to Step 2 and select or create a new VPC instance that does not conflict.
3. Go back to the CWPP console and see Step 1 to obtain the installation command. Your non-Tencent Cloud data

center needs to allow access to four ports (5574, 8080, 80, and 9080) of the IP described in Step 1.
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FAQs

Last updated : 2024-08-13 16:29:50

Does Hybrid Cloud Have Version Requirements for CWPP?

Yes, only Pro Edition or Ultimate Edition supports hybrid cloud features.

How to Upgrade CWPP to Pro Edition or Ultimate Edition?

1. Log in to the CWPP console. In the left sidebar, choose License management > Purchase Cwpp license to
enter the purchase page.

2. On the purchase page, you can enter the number of licenses to be purchased (Pro edition or Ultimate edition). After
selection according to your needs, click Buy Now. Once the purchase is successful, go to the license management
page to bind the licenses to the servers that need protection. For details on the license operations, see license

management.
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Basic Security Protection Value added services

Feature Offers advanced threat detection plus defense and fix capabilities to address scenarios su
description network security attack and defense drills, and intrusion source tracing.

= Asset management: Provides asset exposure analysis, automated asset counting, 15 kinds of asset fin

= Intrusion detection: Supports detection of seven major behaviors (file check, passwaord cracking, abno
shell reverse, high-risk command), covering 200+ intrusion detection points and 10 billion sample resc

= Vulnerability Management: Supports detection of four major vulnerability types; Covers 100K+ high-ris
and vulnerability repair functions

= Security baseline: Supports compliance checking based on the CIS security baselines; features quick/:
professional suggestions

= Advanced defense: Supports four major advanced threat detection and defense features (core file mo
to protect users' core assets.

]
Billing mode Monthly subscription

CWPFF Ultimate is only available in prepaid subscriptions.

[ ]
Validity 2 months 3 months 6 months 1 year

Auto renewal Automatically renew the service when the account balance is enough

Licenses 5]

6 of your servers are not protected by CWP. We recommend you purchase at least 6 licenses.

Bind servers now (0 servers selected)

You can also bind servers later in the CWPP console (Settings — License management) and enable CWPP Ultimate.

| Value Added Service — Log Analysis Service

Log analysis I

storage 25000 GB 50000 GB 100000 GB

Auto renewal Automatically renew the service when the account balance is enough

Basic Security Protection s Walue

What Are the Target Address and Open Ports for the Cloud Connection over DC?

See the target address and open ports as shown below, and configure the firewall to allow traffic through.
Note:
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The address and open ports do not change.

Troubleshooting

Firewall interception

Set the CWPP backend server address accessible in your firewall policy.

VPC domain so.yd.tencentyun.com. lo.yd.tencentyun.com. uo.yd.tencentyun.com
VPC Metwork IP 169.254.0.170

Classic network so.yd.geloud.com, vo.yd.geloud.com., lo.yd.geloud.com

domain name

Basic Metwork IP 11.186.186.54, 11.186.186.55

Mon-Tencent Cloud  sop.yd.gcloud.com. uwop.yd.gcloud.com. lop.yd.gcloud.com

public domain name

Mon-Tencent Cloud  129.226.7.49
public IP

Paort 5574, 8080, 80, 9080 (443 port also needs to be opened for public network)

Is the Installation of Agents Supported in IDCs Outside Mainland China?

It is supported. As long as the machine can connect to the network and the system meets the requirements, you can
install the CWPP agent.

When Will the Non-Tencent Cloud Instance Be Displayed in the Console After the Agent Is
Installed?

Currently, it is displayed in seconds.

Do | Need to Purchase the Console if | Use a Non-Tencent Cloud Instance?

No. The management and billing take place in the public cloud console.

Network Port Access from IDC to the Cloud Is Needed to Open. What Are the Target IP and
Ports?

The target IP is included in the installation command, and the ports are 5574, 80, 8080, and 9080.

Can | Use CWPP if the Private Network Machine Cannot Access the Public Network or There
Is No DC?

Currently, no.
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Does the Hybrid Cloud Client Conflict with the Zabbix Process?

We have not made any special configurations for Zabbix or performed injections. Check for other client installations or

drivers on the instance.
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FAQs for Beginners

Last updated : 2024-08-13 16:29:50

Does Hybrid Cloud Have Version Requirements for CWPP?

Yes, only Pro Edition or Ultimate Edition supports hybrid cloud features.

How to Upgrade CWPP to Pro Edition or Ultimate Edition?

1. Log in to the CWPP console. In the left sidebar, choose License management > Purchase Cwpp license to
enter the purchase page.

2. On the purchase page, you can enter the number of licenses to be purchased (Pro edition or Ultimate edition). After
selection according to your needs, click Buy Now. Once the purchase is successful, go to the license management
page to bind the licenses to the servers that need protection. For details on the license operations, see license

management.
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Basic Security Protection Value added services

Feature Offers advanced threat detection plus defense and fix capabilities to address scenarios su
description network security attack and defense drills, and intrusion source tracing.

= Asset management: Provides asset exposure analysis, automated asset counting, 15 kinds of asset fin

= Intrusion detection: Supports detection of seven major behaviors (file check, passwaord cracking, abno
shell reverse, high-risk command), covering 200+ intrusion detection points and 10 billion sample resc

= Vulnerability Management: Supports detection of four major vulnerability types; Covers 100K+ high-ris
and vulnerability repair functions

» Security baseline: Supports compliance checking based on the CIS security baselines; features quick/:
professional suggestions

= Advanced defense: Supports four major advanced threat detection and defense features (core file mo
to protect users' core assets.

n
Billing mode Monthly subscription

CWPFF Ultimate is only available in prepaid subscriptions.

[ ]
Validity 2 months 3 months 6 months 1 year

Auto renewal Automatically renew the service when the account balance is enough

Licenses 5]

6 of your servers are not protected by CWP. We recommend you purchase at least 6 licenses.

Bind servers now (0 servers selected)

You can also bind servers later in the CWPP console (Settings — License management) and enable CWPP Ultimate.

| Value Added Service — Log Analysis Service

Log analysis I

storage 25000 GB 50000 GB 100000 GB

Auto renewal Automatically renew the service when the account balance is enough

Basic Security Protection s Walue

What Are the Target Address and Open Ports for the Cloud Connection over DC?

See the target address and open ports as shown below, and configure the firewall to allow traffic through.
Note:
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The address and open ports do not change.

Troubleshooting

Firewall interception

Set the CWPP backend server address accessible in your firewall policy.

VPC domain so.yd.tencentyun.com. lo.yd.tencentyun.com. uo.yd.tencentyun.com
VPC Metwork IP 169.254.0.170

Classic network so.yd.geloud.com, vo.yd.geloud.com., lo.yd.geloud.com

domain name

Basic Metwork IP 11.186.186.54, 11.186.186.55

Mon-Tencent Cloud  sop.yd.gcloud.com. uwop.yd.gcloud.com. lop.yd.gcloud.com

public domain name

Mon-Tencent Cloud  129.226.7.49
public IP

Paort 5574, 8080, 80, 9080 (443 port also needs to be opened for public network)

Is the Installation of Agents Supported in IDCs Outside Mainland China?

It is supported. As long as the machine can connect to the network and the system meets the requirements, you can
install the CWPP agent.

When Will the Non-Tencent Cloud Instance Be Displayed in the Console After the Agent Is
Installed?

Currently, it is displayed in seconds.

Do | Need to Purchase the Console if | Use a Non-Tencent Cloud Instance?

No. The management and billing take place in the public cloud console.

Network Port Access from IDC to the Cloud Is Needed to Open. What Are the Target IP and
Ports?

The target IP is included in the installation command, and the ports are 5574, 80, 8080, and 9080.

Can | Use CWPP if the Private Network Machine Cannot Access the Public Network or There
Is No DC?

Currently, no.
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Does the Hybrid Cloud Client Conflict with the Zabbix Process?

We have not made any special configurations for Zabbix or performed injections. Check for other client installations or

drivers on the instance.
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