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Base Protection 20Gbps 30Ghbps 50Gbps

Bandwidth

CC Protection  20.0000QPS
Bandwidih

Elastic Protecnon 30Ghbps 40Gbps | S0Chbps | 60Gbps 70Gbps S0CGbps | 90Gbps

India Seoul

Bandwidth
100Ghbps
Elastic protection may fail by uncertain factors bke backbone line failure. In case the IP is blocked but the elastic protection bandwadth is not reached, the elastic protection service of the
day will be axampt from the charge.
To ensure the stalble operation of your businesses, it is recommended to enable elastic protection
Forwarding + Charge by service bandwidth

Trafmic 100Mbps 150Mbps 200Mbps | 5S00Mbps 1Gbps

Purchase 1 | (upto 1 at atime)
Cluantity

Period of Valldity 2 months  3monihs 4 months | Smonths | & monihs | 7 months | & months

Auto Extend & Auto-renew the service when account nas sumcient balance
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9months  1year | 2years 3 years
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Multi-IP Instance Q Resource ID/Na...  IP address Resource Type
Anti-DDoS Advanced

Search

Resource Type

No contents found

bgpip-0000029n Anti-DDoS Advanced
bgpip-0000029m Anti-DDoS Advanced
bgpip-0000029e Anti-DDoS Advanced
bgpip-0000029d Anti-DDoS Advanced
bgpip-0000028r Anti-DDoS Advanced

5. RSB, SEOIREPIEERENT B BT, AN HIRZE L.

Intelligent scheduling Edit X
CNAME q

TTL Value 60 seconds Adjust

Scheduling Mode Priority

Setting of IP resource and resolution  Add Anti-DDoS instance

Resource ID IP address Line Priority Region Status Domain Na... Operation
bgpip-00000... BGP 1004 North China Running [ @) Unbind
(Beijing)
bgpip-00000... BGP 1004 East China Running [ @) Unbind
100
OK  Cancel

{2l DNS gt
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1% DDoS =ibf IP sLlysafn, FH TR 5% DDoS mbfi IP S, KEENT - 20 F4F, NIRFIFRIZEA, &4
FRer A PARIE SRR S5 T ok B R E, BRIREIESE LB XA,

-IP
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el TP R AR R RSP RAIE(E, DU SRR B, B S B4 (T 5 2R 1P B,

1. B5% DDoS P iyEfl &, 18 (DDoS &k IP) > [(¥E41K] , EEWREHIFTENT, $ifi DHErE;
1 o

2. 18 UFEH#ER] MIEAEr, JEEFREN [FEERIgE] .

3. i [WEtds] .

HSGHRYERT I IE(E

1. 5% DDoS PhfE LR &, 14 [DDoS Mk IP] > [Br5I1K] , BdiHAYSLH] D, A SKHEIREAHE RS
T

2. PRENFEPERAER Sy, AR R E AW, R (k] .

3. 18 [ESGHMERGT] AEAErD, ERAER [FMEPGiEg(E] .

o FAVERHFIG(ESTRIATHARKE, ARMBSHFIIFEEN AR, MR Er B ARETCETESE i
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o SRMERGIFIEEESUE LRIAERL,
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1. 5% DDoS PhfE P &, %4 [DDoS @b IP] > (B 5I1K] , fEEWSEBIFEST, Mdi [k AR
71 .
2. 18 [RAFEMERT] AsiErr, Bdi (EfE=] .
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T+4% DDoS =k IP KBRS, FHENWESIZE M, S5E8U5, DDoS mibi IP KBRS TR EII A28

PRI IR

1. Z3% DDoS PAfr & FE A,

2. 158 [DDoS =il IP] > [/ 5I1%] .

3. #idi Hx DDoS miffi IP SKBIFfEATHY [FFEK] o
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DDoS il IP BRI GG HHRER BT ENER, IRBIH P POE 12 4 5 55 s di F .

%% DDoS W iibh G it

1. B3 DDoS PAfE P A,

2. 7Efr%| [DDoS ki IP] > [Hritilk] .

3.1t [DDoS Wififfj4] %, REAIANRTEME, R, EFEE LA IP, EFRGHFEK
I:_EO

XFFEWRZ 180 RN it (58 & DDoS Bdi%fF,

o EFRIZNFTEENATE RN @D P EZEER, SRR R / B RS, RGN,
TEI B E P AT DU B R TR I,
o JEIBGhREO, B e AR RIS A, BRI =R T RS AR DL
o WiFRBIMY DT | EHE XN RTERE N, FrERENE IP 2Bl F & ISR &5 H O
o WHEWMY DT | EHE XN RVEREN, FrERENTE 1P 328l k& O e o5 T O
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Attack Traffic Protocol Distribution Attack Package Protocol Distribution Attack Type Distribution

(Unit: KB)

M Tep Udp M icmp [ Other W Tep Udp M icmp [ Other I UDPFLOOD TCPFLOOD
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#%E CC Bhibhiara i

1. Z3% DDoS BhfrEHE A,

2. 1% [DDoS =ik IP] > [4titiik]
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G IZOE SR IHTESS 1P _EFTH DNS Ik, A RIitrics, mifrEARSs = MX (Mail Exchanger) 125k
DIRK NS (Name Server) 12555, ffREGRRECEZIER 1P, 5500 At C R E B2 R Bk SE YIRS 1P,

ERME R e FHITRRRARE
o REMIEL 55 RGUR A TEE (S BRI, 41 phpinfo() R, GitHub (S RUIHES,
o REMEEL 55 RGUR A TEE A BT

ARG, ErRE
ARG SR GRS, JEIMERE,

RN R @ BRI R (sd) ARTERH] 5574 38811


https://www.tencentcloud.com/document/product/297/15564

O BAT -
IR P s B 5L |P

BN E] @ 2020-03-20 17:06:38

5k FH I R 35 M 55 % & KR ]

DDoS =l IP {5 FHIE L 55 2 A RN, UG TR toa BRERIRHUE FimAYE L 1P,
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TCP X T, AT MEF G IP R4IRSG 2, =&Y IP, port TR AR T HE X1 tcp option FE,

#fdefine TCPOPT_ADDR 200
#define TCPOLEN_ADDR 8 /* |opcode|size|ip+port| =1 + 1 + 6 */

/*

*insert client ip in tcp option, now only support IPV4,
*must be 4 bytes alignment.

*/

struct ip_vs_tcpo_addr {

__u8 opcode;

__u8 opsize;

__ul6 port;

__u32 addr;

Hi

Linux WZTE IR BT IREI =KBFH ACK tl.2)5, M syN_RevCc JRASHEAZ| TCP_ESTABLISHED IR
Do XNMNEEWA tcp_v4_syn_recv_sock Bi¥l, Hook Bi{ tcp_v4_syn_recv_sock_toa HBHtAH
JREW tcp_v4_syn_recv_sock BHEL, ARG get_toa_data BHEM TCP OPTION H#ZHYH TOA
OPTION, J7#fifE sk_user_data FEH.
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J inet_getname , RJGHIWT sk_user_data EBENZE, WRERIEMNEPFEIESIH IP Al port, it
inet_getname 3R A,
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Centos 6.x/7.x
1. PE&ET
o Centos 6.x T#;
o Centos 7.x F#
2. BT,

rpm -hiv kernel-2.6.32-220.23.1.el6.toa.x86_64.rpm ——force

3. RESEN Z JGE B T,
reboot

4. PUTE DR toa BIUE S INEA,
1smod | grep toa

5. A MEHIEF THE,
modprobe toa

6. W] H T E A A B AINEL toa LR,

echo "modprobe toa" >> /etc/rc.d/rc.local

Ubuntu 16.04
1. NEZEE

o WIZTL M

o N#% header T F#
2. HIWIF

dpkg —-i linux-image—-4.4.87.toa_1.0_amd64.deb

Headers cln] 22, AR ZLMMH X IT A M2,

DDoS &k IP

3. HIESEMZ IGEEFN, A5 lsmod | grep toa K toa BHLUZEME A MENIE modprobe toa

}:FEO
AT HEIR AR S TS NEL toa AEER

echo "modprobe toa" >> /etc/rc.d/rc.local

Debian 8

1. NEZEE
o WIEL T#
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