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Copyright Notice
©2013-2024 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.
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Operation Guide
Operation Overview

Last updated : 2022-07-06 17:08:59

This document lists the references for common operations in Anti-DDoS Advanced.

Reference

» Viewing security protection overview

e Use Limits

Protection Configuration

DDoS protection

» Protection Level and Cleansing Threshold
» Protocol blocking

« Watermark protection

 Attribute Filtering

» Al protection

» |P blocklist/allowlist

» Port Filtering

» Regional Blocking

« |P and Port Rate Limiting

e Connection Attack Protection

CC protection

» Protection level and cleansing threshold
» Targeted protection

» CC frequency control

» Regional Blocking

« [P Blocklist/Allowlist

Business Connection
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Port connection

Domain name connection

Configuring session persistence

Configuring health check

Instance Management

» Viewing instance information
» Setting instance alias and tag

» Modifying elastic protection bandwidth

Scheduling and Unblocking

Configuring intelligent scheduling

Operation Log

Viewing operation log

Blocking Operations

Unblocking an IP
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Protection Overview

Last updated : 2022-06-10 14:10:15

Protection Overview

The protection overview page of the Anti-DDoS console shows you complete, real-time indicators for basic protection,
Anti-DDoS Pro, and Anti-DDoS Advanced applications, including the protection status and DDoS attack events, which

can be used for analysis and source tracing.

Viewing attack statistics

1. Log in to the new Anti-DDoS console, and select Overview on the left sidebar to enter the Protection Overview

page.

Overview

Protection Overview Anti-DDoS Basic Anti-DDoS Pro Anti-DDos Advanced

) - - o =

Mo sbnormal trafic detectes

0o 00 0

2. In the "Attacks" module, you can view the application security status, the latest attack and the attack type. To

obtain higher protection, you can click Upgrade Protection.

3. This module also displays the details of the following data.

Attacked IPs Protected IPs Blocked IPs

0 50 0

Attacked domain names Frotected Gomaln names

0 30 0 e

Field description:

o Attacked IPs: The total number of attacked application IPs of basic protection, Anti-DDoS Pro and Anti-DDoS

Advanced.
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o Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.
o Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.
o Attacked domain names: The total number of domain names of attacked Anti-DDoS Advanced instances and

ports.
o Protected domain names: The number of domain names connected to Anti-DDoS Advanced instances.

o Peak attack bandwidth: The maximum attack bandwidth of the current attack events.

Viewing defense statistics

1. Log in to the new Anti-DDoS console, and select Overview on the left sidebar to enter the Protection Overview

page.
2. In the "Defense" module, you can easily see the application IP security status.
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Field description:
o Total IPs: The total number of application IPs, including IPs of basic protection, Anti-DDoS Pro and Anti-DDoS
Advanced.
o Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.
o Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.
3. This module also displays the total number of attacks on your applications, giving you a picture of the distribution of

attacks.
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Trends

I

— Total number of attacks

4. Meanwhile, this module provides recommended actions for the attacked IPs connected to basic protection,

allowing you to quickly upgrade your Anti-DDoS service.

Recommended Actions

Upgrade Anti-DDoS for Anti-DDeS Pro Anti-DDoS Advanced

Viewing Anti-DDoS Advanced instance statistics
1. Log in to the new Anti-DDoS console, and select Overview on the left sidebar to enter the Protection Overview

page.
2. The "Anti-DDoS Instances"” module visualizes the Anti-DDoS instance status data, providing an easy and complete

way to know the distribution of insecure applications.

Anti-DDoS Instances

B Running 15 B Running 37

B Blocked B Blocked o

Being attacked Being attacked 3

Other 1

Other
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Viewing recent events

1. Log in to the new Anti-DDoS console, and select Overview on the left sidebar to enter the Protection Overview
page.

2. The "Recent Events" module shows you all the recent attack events. For attack analysis and source tracing, click

View Details to enter the event details page.

Recent Events
Attacked IP Instance Name Defense Type ¥ Start Time Duration Attack Status T Event Type T Operation

Anti-DD 4 2022-02-16 04:07:00 2mins Aftack ends > DDos Attack View Detals
Anti-DDot 2022-02-14 17:35:00 2mins Attack ends <> DDoS Attack View Cetalls

11 S Anti-DDoS, 2 2022-02-13 12:05:00 2 mins Attack ends £ DDos Attack View Detals

3. In the "Attack Information” module of the event details page, you can view the detailed attack information for the
selected period, including the attacked IP, status, attack type (which is sampled data), peak attack bandwidth and

attack packet rate, and attack start and end time.

DDoS Attack Details

Attack Information

Attacked IF 11 Attack Bandwidth Pea dibps
s Attack ends Attack packet rate pea T30pps
SYNFLOOD Attack start time 2022-02-16
J40T00
Attack end time 2022-02-16
00900

4. In the "Attack Trend" module of the event details page, you can view the trend of attack bandwidth and attack

packet rate and easily find the peak spikes.

Note :

This module provides complete, real-time data in the attack period.
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Attack Bandwidth Attack Packet Rate

5. In the "Attack Statistics" module of the event details page, you can view how attacks distribute over different attack
traffic protocols and attack types.

Note :

This module provides sampled data in the attack period.

Attack Statistics

otal attack traffid Total attacks

B TCP 26.00MB 1 @ SYNFLOOD 1

Field description:

« Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute
over different attack traffic protocols within the queried period.

» Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

6. The "Top 5" modules of the event details page displays the top 5 attacker IP addresses and the top 5 attacker

regions, which is helpful to precise protection configuration.
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Note :

This module provides sampled data in the attack period.

Top 5 Attacking Source IPs Top 5 Districts Where Attacks Originate

£2.197.136.161 256  Metherlands 312
| |
§9.245,163.136 256

7. In the "Attacker Information" module of the event details page, you can view the sampled data of the attack period,

including the attacker IP, region, total attack traffic, and total attack packets.

Note :

This module provides sampled data in the attack period.

Attack source information

Attack Source IP Region Cumulative attack traffic Cumulative attack volume
62,7 Metheriands 16.0 MB 256

85 Metherlands 16.0 MB 256

Total items: 2 1 /1 page

Anti-DDoS Advanced Overview

After an IP address is bound to an Anti-DDoS Advanced instance, when you receive a DDoS attack alarm message or
notice any issue with your business, you need to view the attack details in the console, including the attack traffic and

current protection effect. Enough information is critical for you to take measures to keep your business running
smoothly.

©2013-2022 Tencent Cloud. All rights reserved. Page 12 of 90



@ Tencent Cloud Anti-DDoS Advanced

Viewing DDoS protection details

1. Log in to the new Anti-DDoS console, select Overview on the left sidebar and then open the Anti-DDoS
Advanced tab.

My Anti-DDoS Advanced instances
0 """D * Blocked DDaS attacks
B Protecting @

0 0 times

Being attacked

My usage
0
B Blocked
0 .
® Activated () 0 Blocked CC attacks
Renew Now 0 times

2. On the DDoS Attack tab, select a query period, target region, and an instance to check whether the instance has

been attacked. The complete attack data is displayed by default.

Note :

You can query attack traffic and DDoS attack events in the past 180 days.

DDoS Attack CC Attack

® AllRegions v || &) Al Lines ¥ v Last 1 Hour Last & Hours Today Last 7 Days Last 15 days Last 30 Days 2022-02-17 16:30 ~ 2022-02-17 17:30 =

2. View the information of attacks suffered by the selected Anti-DDoS Advanced instance within the queried period,

such as the trends of attack traffic bandwidth and attack packet rate.

© AilRegions v || &) Al Lines ~ v Lest?Hour Last & Hours Today Last 7 Days Lost 15 days Lost30Days | 2022-02-17 1630 ~ 2022-02-17 17:30 =
Attack Traffic Bandwidth (traffic surges included) Attack Bandwidth Peak Attack Packet Rate Attack packet rate peakc

0 Mbps 0 pos

2022-02-1716:45
— 0 Mbps

3. You can view the recent DDoS attacks in the Recent Events section. To view details of an event, you can click

View Details. To view sampled attack data within a period, click Packet Download.

« View Details: You can view information including attacker IP, attack source region, generated attack traffic, and

attack packet size, providing support for your source analysis and tracing.
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DDoS Attack Details

Attack Information

Status » Atfack ends

Attack Type SYNFLOOD

Ohibps

85 T30pps

2022-02-16
200

2022-02-16
04:09:00

» Packet Download: The sampled attack packet data can be downloaded to help customize a protection plan.

Attack Packet List

12993544

12993866

2022-01-1023:37:51

2022-01-1023:37:51

1

Operation

Download

Download

/1 page

4. In the Attack Statistics section, you can view how the attacks distribute across different attack traffic protocols,

attack packet protocols, and attack types.

Attack Statistics

W s
W cve 018

Field description:

©2013-2022 Tencent Cloud. All rights reserved.

B ce 101m
[ =Y oM
| uwor oM

W OHER oM

W SYNFLOOD  1itimes

B RUBISHFLOOD  4times
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« Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute
over different attack traffic protocols within the queried period.

» Attack packet protocol distribution: It displays how the attacks suffered by the selected Anti-DDoS Advanced
instance distribute across different attack packet protocols within the queried period.

 Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

5. In the attack source section, you can view the distribution of DDoS attack sources in and outside the Chinese

mainland within the queried period, so that you can take further protective measures.

Attacker Distributian (Globai)

Viewing CC protection details

1. On the CC Protection tab, select a query period, target region, and an instance to check whether the instance has
been attacked.

DDoS Attack

@ All Regions = v Last 1 Hour Last & Hours Today Last 7 Days Last 15 days Last 30 Days 2021-11-01 00:00 ~ 2022-02-17 23:59 m

2. You can select Today to view the following data to identify the impact of attacks on your business.

& AlRegions v | ) AllLines - Last 1 Hour Last & Hours Today Lest 7 Days. Last 15 days Last 30 Days 2022-01-18 00:00 ~ 2022.02-17 23:59 ]
CC Attack Trend Attack Request Peak €C Attack Trend Total Request Peak

vt gps 9765... urt: Times 4422207 nes

— Total request rate  — Attack requestrate — Total requests  — Attack requests

Field description:
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« Total request rate: The rate of total traffic (in QPS).
» Attack request rate: The rate of attack traffic (in QPS).
» Total requests: The total number of requests received.

» Attack requests: The number of attack requests received.

3. You can view recent CC attacks in the Recent Events section. Click View Details on the right of an event to
display the attack start and end time, attacked domain name, attacked URI, total request peak, attack request

peak, and attacker IP. You can also check the attack information, attack trends, and detailed CC records.

Recent Events

nstance ID Attacked Domain Name Attacked URI Attacked IP Attack Source Start Time Duration

bgpi - - 2022

bapi - - 2022

bgi 2022-02-17 12:41:00 1mins = Attack ends View Detals

Viewing User Traffic Details

1. Log in to the new Anti-DDoS console. Select Anti-DDoS Advanced > Application Traffic on the left sidebar.
2. Select a query period, target region, and an instance to check whether the instance has been attacked. The
complete DDoS attack data is displayed by default.

Note :

You can query traffic usage and DDoS attack events in the past 180 days.

Last 1 Hour Last 6 Hours Today Last 7 Days Last 15 days Last 30 Days 2022-04-28 1315 ~ 2022-04-28 14:15 m [w]

@ AllRegions ~ | & All Lines + | ®

o

No data yet

3. You can view the trends of inbound/outbound traffic, bandwidth and packet rate, as well as the number of active

connections and new connections within the selected time period. The maximum bandwidth, connections and QPS

can also be checked.
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» Active connections: The number of TCP connections that are already established and currently active.
« New connections: The number of TCP connections that are newly established per second for communication

between the client and the instance.
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Use Limits

Last updated : 2023-05-09 16:59:58

Scenario

We recommended that you use Anti-DDoS Advanced to protect business IP addresses or domain names for website

(layer-7) and non-website (layer-4) businesses in and outside Tencent Cloud.

Capability

By default, one Anti-DDoS Advanced instance supports a total of 60 forwarding rules for layer-4 access and layer-7
access. An Anti-DDoS Advanced instance supports 500 forwarding rules at most. For non-website (layer-4) protocols,
each rule supports 20 source IP addresses or domain names. For website (layer-7) protocols, each rule supports 16

source IP addresses or domain names.

Note :
The total number of forwarding rules is the sum of forwarding rules for TCP/UDP and HTTP/HTTPS, and the
maximum total number can be up to 500. For TCP and UDP, if the same forwarding port number is used, two

different forwarding rules need to be configured.

Blacklist/Whitelist

» For DDoS protection, up to 100 IP addresses can be added to the blacklist and the whitelist in total.

« A URL allowlist is not supported.

Available Regions

At present, Anti-DDoS Advanced is available both in and outside Chinese Mainland. Specifically, it is supported in the
following regions outside Chinese Mainland: Hong Kong (China), Taiwan (China), Singapore, Seoul, Tokyo, Virginia,

Silicon Valley, and Frankfurt.
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Protection Configuration
DDoS protection
Protection Level and Cleansing Threshold

Last updated : 2022-04-01 09:42:59

Anti-DDoS Advanced

This document introduces the use cases of different protection levels and the actions Anti-DDoS Advanced takes to

defend against DDoS attacks. You can follow this guide to set the DDoS protection levels in the console.

Use Cases

Anti-DDoS Advanced provides three available protection levels for you to adjust protection policies against different

DDoS attacks. The details are as follows:

Protection

Level

Loose

Medium

Protection Action

Filters SYN and ACK data
packets with explicit attack
attributes.

Filters TCP, UDP, and ICMP data
packets that are not compliant
with the protocol specifications.
Filters UDP data packets with
explicit attack attributes.

Filters SYN and ACK data
packets with explicit attack
attributes.

Filters TCP, UDP, and ICMP data
packets that are not compliant
with the protocol specifications.
Filters UDP data packets with
explicit attack attributes.

Filters common UDP-based
attack packets.

Actively verifies the source IPs of
some access attempts.

©2013-2022 Tencent Cloud. All rights reserved.

Description

» This cleansing policy is loose and only defends
against explicit attack packets.

» We recommend choosing this protection level when
normal requests are blocked. Complex attack packets
may pass through the security system.

» This cleansing policy is suitable for most businesses
and capable of defending against common attacks.
e The level Medium is chosen by default.
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Strict

Filters SYN and ACK data This cleansing policy is strict. We recommend choosing
packets with explicit attack this level when attack packets pass through the security
attributes. system on Normal mode.
« Filters TCP, UDP, and ICMP data
packets that are not compliant
with the protocol specifications.
» Filters UDP data packets with
explicit attack attributes.
» Filters common UDP-based
attack packets.
» Actively verifies the source IPs of
some access attempts.
o Filters ICMP attack packets.
» Filters common UDP attack data
packets.
 Strictly checks UDP data packets.

Note :

 If you need to use UDP in your business, please contact sales to customize an ideal policy for not letting the
level Strict affect normal business process.

» The level Medium is chosen by default in each Anti-DDoS Advanced instance, and you can adjust the
protection level as needed. Also, you can set the cleansing threshold, so that the traffic exceeding the set

value can be automatically cleansed.

Prerequisites

You have successfully purchased an Anti-DDoS Advanced instance and set the protected target.

Directions

1. Log in to the DDoS console and click Anti-DDoS Advanced (New) -> Configurations on the left sidebar.
2. Select an Anti-DDoS Advanced ID or port from the left list, e.g., 212.64.xx.xx bgpip—0000027t
or 119.28.xx.xx bgpip-000002ju -> tcp:8000 .

3. Choose a protection level and set the cleansing threshold in the DDoS Protection Level section.

Configuration Parameters

©2013-2022 Tencent Cloud. All rights reserved. Page 20 of 90
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» Protection Level
For each Anti-DDoS Advanced instance with the protection enabled, the level Medium is chosen by default and you

can adjust the protection level as needed.

» Cleansing Threshold
o It refers to the threshold to trigger cleansing. If the traffic is below the threshold, the cleansing action will not be
taken even if attacks are detected.
o For each Anti-DDoS Advanced instance with the protection enabled, the cleansing threshold has a default value,

and you can set the cleansing threshold as needed. The system will learn the change patterns of business traffic

to generate a baseline.

Note :
If you have a clear concept about the threshold, set it as needed. Otherwise please leave it to the default

value. Anti-DDoS will automatically learn through Al algorithms and generate the default threshold for you.
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Protocol Blocking

Last updated : 2023-04-28 16:48:50

Anti-DDoS supports blocking the source traffic accessing Anti-DDoS instances based on specified protocols, such as
ICMP, TCP, UDP, and other protocols. After the configuration is completed, all matched access requests will be
directly blocked. Due to the connectionless feature of UDP protocol (unlike TCP, which requires a three-way

handshake process), it has natural security vulnerabilities. If you do not have UDP businesses, we recommend
blocking the UDP protocol.

Prerequisites

* You have purchased an Anti-DDoS Advanced instance and set the target to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

|P/Port Protection Domain name protection

200488

¥ DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

©2013-2022 Tencent Cloud. All rights reserved. Page 22 of 90
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3. Click Set in the "Protocol blocking" section.

IP Blocklist/Allowlist Port Filtering

Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to Block or allow traffic to an Anti-DDoS Advanced IP by specifying the source and destination port
= range

\ * { define who can access your application resource.

4 blocklists, 1 allowlists Set 1 rules Set

Block by protocol Watermark Protection
Block requests of the specified protocol according to the traffic to Anti-DDoS. If your application The application end and Anti-DDoS share the same watermark algerithm and key. In this case,
‘ does not use UDF, it's recommended to block all UDP requests. “S every message sent out from the client is embedded with the watermark, so as to defense layer-4

» * ' CC attacks, such as

4. Click Create.

Note :
The Create button appears only when you use this feature for the first time.
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5. In the pop-up window, click the button on the right of a protocol, and click Confirm.

Create Protocol Blocking Policy X
Associate Anti-DDoS Advance bgpip-000002hi €3

Block ICMP Protocol
Block TCP Protocol
Block UDP Protocol

Block other protocols

9]¢ Cancel

Jocan

6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

< Block by protocol

a

Associated Resource Block ICMP Protocol Block TCP Protocol Block UDP Protocol Block other protocols Operation

bgpip-000002hi/119.28.217.238 Close Enable Enable Enable Configuration

Total items: 1 10 v /page 1 /1 page
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Watermark Protection

Last updated : 2022-03-11 12:30:54

Anti-DDoS supports watermark protection for the messages sent by the application end. Within the range of the UDP
and TCP message ports configured, the application end and Anti-DDoS share the same watermark algorithm and key.
After the configuration is completed, every message sent from the client will be embedded with the watermark while
attack messages will not, so that the attack messages can be identified and discarded. Watermark protection can
effectively and comprehensively defend against layer-4 CC attacks, such as analog business packet attacks and

replay attacks.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Note :

This feature is a paid service. Please contact us for activation.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

|P/Port Protection Domain name protection

200488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the n

o Strict Medium Loose
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3. Click Set in the Watermark Protection section.

IP Blocklist/Allowlist

Configure IP blocklist and allowlist to block ar allow requests from specific source IPs, so as to

\ & { define who can access your application resource.

4blocklists, 1 allowlists Set

Block by protocol
Block requests of the specified protocol according to the traffic to Anti-DDoS. If your application
‘ does not use UDP, it's recommended to block all UDP requests.

» &

4. Click Create.

Anti-DDoS Advanced

Port Filtering

Block or allow traffic to an Anti-DDoS Advanced IP by specifying the source and destination port
<o range

N

Watermark Protection
The application end and Anti-DDoS share the same watermark algorithm and key. In this case,
‘% every message sent out from the client is embedded with the watermark, so as to defense layer-4

CC sttacks, such as

5. In the pop-up window, fill in the configuration fields and click OK.

Create a Watermark Protection Policy

Aszociate Anti-DDoS Advancec 0

Compact

©2013-2022 Tencent Cloud. All rights reserved.
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6. After the rule is created, it is added to the list. You can click Key Configuration to view and configure a key.

Watermark Protection

Associated Reso... Protocol Port

7. You can view and copy the key.

< Watermark Protection

Associated Resource

Protocol port

bgpip-000002h1/119.28.217.238

Total items: 1

Dffset

Check Mode

MNarmal

Status

Run Now

b4
Q
Status Operation
() Delate
|KE'_-,' Configuration
1 /1 page
Q

Operation
Delete Key Configuration

10 v /page 1 /1 page

8. You can also add or delete a key on the key configuration page. A key can be deleted if you have another key. Up

to two watermark keys can be created.

Key information

@ Each application can have up to 2 keys. To add a new key, please delete the old key first. When there is only on valid key, it cannot be deleted.

Key

b26a8365c2c203ec-5bba-b26a8365c2c203ece093f421bc36e78c12b37e60

b26a8365c2¢c203ec-5bba-b26a8365c2c203ec9acbab02bc36e78ce329a1db

©2013-2022 Tencent Cloud. All rights reserved.

Status

Enabled

Enabled

Close

X
Generation Time Operation
2020-07-01 22:11:13 @ Copy Delete
2020-07-01 22:11:16 Copy Delete
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Feature Filtering

Last updated : 2022-03-11 12:28:20

Anti-DDoS supports configuring custom blocking policies against specific IP, TCP, UDP message header or payload.
After enabling feature filtering, you can combine the matching conditions of the source port, destination port, message
length, IP message header or payload, and set the protection action to continue protection, allow/block/discard
matched requests, block the IP for 15 minutes, or discard the request and then block the IP for 15 minutes, etc. With

feature filtering, you can configure accurate protection policies against business message features or attack message
features.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

IP/Port Protection Domain name protection

100488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose
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3. Click Set in the Port Filtering section to enter the port filtering page.

Block by location IP/Port Speed Limit
Block requests to access Anti-DDoS Advanced instances from |P addresses in specified regions. Controls access to the business IP by configuring speed limits on IPs and ports.
I o .
™ =y L

Feature Filtering

<

Configure custom blocking pelicy against specific IP, TCP, UDP message header or payload.

4. Click Create.

5. In the pop-up window, fill in the configuration fields, and click OK.

Create Feature Filter X
Associate Anti-DDoS Advance bgpip-000002hi o

Filter feature

Field Logic Value
Source Port v equals to v 5000 Delete
Destination por ¥ equals to v 808 Delete
Message lengtt + equals to v 1350 Delete
. o Byte offset
IP header v Find matching it + ddos
Delete
. o Byte offset
Payload v Find matching it + ae86
Delete
Action Allow o Block Discard Reject requests and block IP for 15 mins
Discard requests and block IP for 15 mins Continue Protection
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6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

< Feature Filtering

a

D Associated Resource Feature List Action Operation

Source port equals to 5000
Destination port equals to 808

Message length equals to 1350

IP headerFind matching items via regexddos,Offset

00glpjky bgpip-000002h1/119.28.217.238 All Confi tion Delet
9lpjkv 9plp byte starts at 5, ends at 60 ow onfiguration belete
and
PayloadFind matching items via regexae86,Offset
byte starts at 5, ends at 60
Total items: 1 10 v /page 1 /1 page
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Al Protection

Last updated : 2022-03-11 12:28:20

Anti-DDoS allows you to enable Al protection for powerful defense effect. With Al protection enabled, Anti-DDoS will
learn connection baselines and traffic features using algorithms, auto-tune its cleansing policies, and detect and block
4-layer CC attacks.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P Q
IP/Port Protection Domain name protection
bgp-0C

@ DDaS Protection Level

Anti-DDo$ collects and analysis the characteristics of history attacks, blocks messages do not compliant with the protocol specifications, and blocks abnormal TCP connections.
In Loose Mode, only confirmed attack messages are blocked. In Medium mode, highly-suspicious attack messages are blocked. In Strict mode, all suspicious messages are
blocked. If attack messages failed to be blocked in the Strict mode, or the normal messages are blocked in Loose mode, please contact our technical support.

Strict o Medium Loose
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»

3. Click

Connection Attack Protection

Set refined protection policies targeting connection attacks
D

» Configured JREIES

Block by location

Block requests to access Anti-DDoS Advanced instances from [P addresses in
f specified regions.

NS

» Configured JREIES

©2013-2022 Tencent Cloud. All rights reserved.

Set

Set

Anti-DDoS Advanced

in the Al Protection section to enable the setting.

Al Protection

d

Defense statul

IP/Port Speed Limit

The Al engine learns the connection number baseline and traffic characteristics,
discovers and blocks layer-4 connection CC attacks, and can effectively defend
against layer-4 connection attacks.

Caontrols access to the business IP by configuring speed limits on IPs and ports.
L]

N

» Configured JRETIES Set
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IP Blocklist/Allowlist

Last updated : 2023-04-28 16:48:50

Anti-DDoS supports configuring IP blocklist and allowlist to block or allow source IPs accessing the Anti-DDoS
services, restricting the users accessing your business resources. If the accessing traffic exceeds the cleansing
threshold, the allowed IPs will be allowed to access resources without being filtered by any protection policy; while the

access requests from the blocked IPs will be directly denied.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Note :

The IP blocklist/allowlist will take effect after being created.

» The allowed IPs will be allowed to access resources without being filtered by any protection policy.

» The access requests from the blocked IPs will be directly denied.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

IP v Q

IP/Port Protection Domain name protection

200488

{7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose
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3. Click Set in the "IP blocklist/allowlist" section.

Protection Policy @

IP Blocklist/Allowlist

] Configure IP blocklist and allowlist to block or allow requests from specific source
\ & | IPs, so as to define who can access your application resource.

4 blocklists, 1 allowlists

Block by protocol

Block requests of the specified protocol according to the traffic to Anti-DDoS. If
‘ your application does not use UDP, it's recommended to block all UDP requests.

Anti-DDoS Advanced

Port Filtering

Bleck or allow traffic to an Anti-DDoS Advanced IP by specifying the source and
< destination port range

« Configured JRIEVIES Set

Watermark Protection

In this case, every message sent out from the client is embedded with the

r} The application end and Anti-DDoS share the same watermark algorithm and key.

watermark, so as to defense layer-4 CC attacks, such as

» Enabled QRERVIES Set

4. Click Create. In the pop-up window, tick Blocklist or Allowlist as the type, enter the target IP, and click OK.

Create IP blacklist/whitelist

Associate Anti-DDoS Advance

Type O Blackiist

IP 1.1.11

bgpip-000002hl €3

Whitelist

Cancel

5. (Optional) After the rule is created, it is added to the rule list. To delete it, click Delete in the "Operation" column on

the right.

©2013-2022 Tencent Cloud. All rights reserved.
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Associated Resource Source New Connection Rat... Source Concurrent Connecti... Destination New Connection... Destination Concurrent Con... Maximum Source IP Excepti... Operation

Close Close Close Close Close Configuration
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Port Filtering

Last updated : 2022-03-11 12:28:20

Anti-DDoS Advanced enables you to block or allow inbound traffic by ports. With port filtering enabled, you can
customize port settings against inbound traffic, including the protocol type, source port and destination port ranges
and set the protection action (allow/block/discard) for the matched rule.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

IP/Port Protection Domain name protection

200488

¥ DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose
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3. Click Set in the Port Filtering section to enter the port filtering page.

Protection Policy (i)

IP Blocklist/Allowlist

4 blocklists, 1 allowlists Set

Configure IP blocklist and allowlist to block or allow requests from specific source
IPs, so as to define who can access your application resource.,

Block by protocol

‘ Block requests of the specified protocol according to the traffic to Anti-DDoS. If
- your application does not use UDP, it's recommended to block all UDP requests.

Port Filtering

Block or allow traffic to an Anti-DDoS Advanced IP by specifying the source and

< destination port range

N

» Configured JREGTIEH

Watermark Protection

In this case, every message sent out from the client is embedded with the

() The application end and Anti-D'DoS share the same watermark algorithm and key.
%

watermark, so as to defense layer-4 CC attacks, such as

» Enabled JEERTIE Set

4. Click Create, enter the required fields based on the action you select, and then click Save.

Note :

o Multiple instances can be created at a time. For instances without protected resources, you cannot create

rules.

o For Priority, enter an integer between 1-1000. A rule with a lower number has higher priority and is listed

higher. Default: 10.

Port Filtering
==
Associated Resource Protocol Source Port Range Destination Port Range
ba, Wl Protocols =

Action Priority (D Operation

Discard = Save Cancel

10 » /page 1 /1 page

6. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.

Associated Resource Protocol Port

bgr SMPUDP

©2013-2022 Tencent Cloud. All rights reserved.

Speed Limited Mode

Packet rate limit Qperation
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Regional Blocking

Last updated : 2022-03-11 12:28:20

This feature allows you to block traffic from source IP addresses in specific geographic locations at the cleansing

node, with just one click. You can block traffic from whatever regions or countries you need.

Note :

After you configure the regional blocking setting, attack traffic targeting the region will still be recorded but will

not be allowed to your real server.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

2 v Q

IP/Port Protection Domain name protection

100488

§J DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc

blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose
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3. Click Set in the Block by Location section for configuration.

Block by location IP/Port Speed Limit

Block requests to access Anti-DDoS Advanced instances from IP addresses in specified regions. Controls access to the business IP by configuring speed limits on Ps and ports.

;?‘ -~
N S W

Feature Filtering

~

Configure custom blecking policy against specific IP, TCP, UDP message header or payload.

4. Click Create.

5. In the pop-up window, select a region to block and click OK.

Create Regional Blocking Policy *

d Areas o-:hina Qutside China Custom

6. Now the new rule is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Blocked Areas Operation

E DE =
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IP and Port Rate Limiting

Last updated : 2022-03-11 12:28:20

Anti-DDoS Advanced allows you to limit traffic rate for application IPs and ports.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

IP/Port Protection Domain name protection

100488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose
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3. Click Set in the IP/Port Speed Limit section.

Block by location

Block requests to access Anti-DDoS Advanced instances from IP addresses in
f specified regions.

N =

» Configured RIS Set

Feature Filtering

Configure custom blocking policy against specific IP, TCP, UDP message header or

o payload.
)
y ¥y

4. Click Create.

5. In the pop-up window, select a protocol for the port you set, set a rate limit, and then click OK.

Create IP/Port Speed Limit

ALL TCP uop

Speed Limited Maode By source IP

Speed Limit (§) bps

PP=

©2013-2022 Tencent Cloud. All rights reserved.

IP/Port Speed Limit

<o

"

Anti-DDoS Advanced

Controls access to the business IP by configuring speed limits on IPs and ports.

» Configured RIS

SMP

Cancel

Custom

Set
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6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

bap SMP.UDP By source IP
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Connection Attack Protection

Last updated : 2022-06-10 14:12:06

Anti-DDoS Advanced can automatically trigger blocking policies facing abnormal connections. With Maximum
Source IP Exceptional Connections enabled, a source IP that frequently sends a large number of messages about
abnormal connection status will be detected and added to the blocklist. The source IP will be accessible after being

blocked for 15 minutes. You can set the following configurations as needed:

Note :

» Source New Connection Rate Limit: It limits the rate of new connections from source ports.

» Source Concurrent Connection Limit: It limits the number of active TCP connections from source
addresses at any one time.

» Destination New Connection Rate Limit: It limits the rate of new connections from destination IP
addresses and destination ports.

« Destination Concurrent Connection Limit: It limits the number of active TCP connections from
destination IP addresses at any one time.

« Maximum Source IP Exceptional Connections: It limits the maximum number of abnormal connections

from source IP addresses.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the DDoOS Protection tab.
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2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgpip-xxxxxx".

P v Q

|P/Port Protection Domain name protection

200488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

3. Click Set in the Connection Attack Protection to enter the configuration page.

Protection Policy (i)

IP Blocklist/Allowlist

Configure IP blocklist and allowlist to block or allow requests from specific source
IPs, so as to define who can access your application resource.

Set

*{-E Connection Attack Protection

Set refined protection policies targeting connection attacks

Set

4. Click Create to create a connection attack protection rule.

©2013-2022 Tencent Cloud. All rights reserved.

Al Protection

The Al engine learns the connection number baseline and traffic characteristics,
discovers and blocks layer-4 connection CC attacks, and can effectively defend
against layer-4 connection attacks.

Set

(&) 1p/Port Speed Limit

Controls access to the business IP by configuring speed limits on IPs and ports.

Set
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5. In the pop-up window, enable Abnormal Connection Protection, and click OK.

Configure Connection Attack Protection

G960

Cancel

Anti-DDoS Advanced

6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Source New Connection Rat... Source Concurrent Connecti...

Close Close

©2013-2022 Tencent Cloud. All rights reserved.

Destination New Connection...

Close

Destination Concurrent Con...

Close

Maximum Source IP Excepti... Operation
Close Configuration
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CC protection
Protection Level and Cleansing Threshold

Last updated : 2022-03-02 13:25:43

Protection Description

"CC Protection" identifies and blocks CC attacks based on access attributes and connection status. It provides
scenario-specific configurations to create protection rules, helping secure your business. It also supports the cleaning
threshold setting.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the CC Protection tab.

2. Select a domain name from the IP list.

Configurations. B8 Global Setting Mode

DDoS Protection €C Protection

Protection Flow Troubleshooting
ol Non-webs — —  Different protection poicies re appicabie o diferert engines wi  are ihe imits? View A
ED] 72¢ o« EE 1P/port pratection policy is applicable to the Anti-DDoS engine, and W 0 Anti-DDos Pro?
Engine H
User DDos Engine Real Server  the domain name protection policy is applicable tothe CC

protection engine.

P a For etalls 3004t Configuing domain name protection, contact your sales rep
bap: BF € Protection and Cleansing Threshold (D

CC protection detects maiicious behaviors according to access MOAEs and connection status, In Loose Mode, only confirmed attack requests are biocked. In Medium mode, Iighly-SUspicious requEsts are biocked, In Strict mode, all suspitious requests
bgp are blockes. f attack requests falled to be blocked in the Strict mode, or the normal requests are blocked in Locse mode, please contact our technical support.
bop

CC Protection D When it's off, the following CC protection polices do not take effect
bop

Cleansing Threshold @ ars set
bop

»

3. To enable CC protection in the "CC Protection and Cleansing Threshold" section, click and set a cleansing
threshold.
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Configurations B8 Global Setting Mode

DDosS Protection CC Protection
Protection Flow Troubleshooting
o Non-website/port ——  Different protection policies are appiicable to ifferent engines: Wiihy are there limits on the manual unblocking times? And what are the limits? View A
e application Y, = .
ED] ¢ 3 E=3  Prpor protection poliey s appiicabie to the Anti-DDos engire, and Winat are the differences between Anti-DD0S Advanced and Anti-DDoS Pre?
[ Engine =] How can | connect to 2 blocked server?
U mppons | PO EEn Real Server  the domain name protection policy is applicable tothe CC Vst my usiness i bincke o atack defense
protection engine.
- a For detalls 3504t ConfigUTing domain name protection, contact your sales rep
bap: IF C Protection and Cleansing Thresnold (D
CC protection detects malicious behaviors according to access modes and connection status. In Lease Mode, only cenfirmed attack requests are blocked. In Medium mode, highly-suspicious requess are biocked, In Strict mede, all suspicious requests
bap are blocked, I attack requests falled to be BIOCked In the Strict mode, or the normal requests are blocked In Loose mode, piease contact our technical support.
bar
CC Protection () When it's off, the following CC protection polides do not take effect
b
Cleansing Threshold @ aps set
bgp

Note :

o This switch controls wether to enable CC protection. Only when it is on, all the CC protection policies take
effect.

o The cleansing threshold is the threshold for Anti-DDoS services to start cleansing traffic. If the number of
HTTP requests sent to the specified domain name exceeds the threshold, CC protection will be triggered.

o If the protection is enabled, your Anti-DDoS Advanced instance will use the default cleansing threshold
after your business is connected, and the system will generate a baseline based on historical patterns of
your business traffic. You can also set the cleansing threshold for your business needs.

o If you have a clear concept about the threshold, set it as required. Otherwise please leave it to the default

value. Anti-DDoS will automatically learn through Al algorithms and generate the default threshold for you.
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Intelligent CC Protection

Last updated : 2023-04-28 16:48:50

Intelligent CC protection is an Al-powered protection feature leveraging Tencent Cloud's big data capability. It
provides a dynamic protection model to auto-generate rules for detecting and blocking malicious attacks based on
website traffic patterns and algorithm-utilized attack analysis.

Prerequisites

» You have purchased an Anti-DDoS Advanced instance and set the object to protect.

» Only rules configured for instances accessing via domain names take effect.

Directions

1. Log in to the Anti-DDoS console. Select Anti-DDoS Advanced (New) > Configurations on the left sidebar. Open
the CC Protection tab.

2. Select a domain name from the IP list on the left.

~
P - Q For details about configuring domain name protection, contact your sales rep

bg ® [E CC Protection and Cleansing Threshold ()

cCc ion detects maliciou i ing to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode, highly-
bor m—— suspicious requests are blocked. In Strict mode, all suspicious requests are blocked. If attack requests failed to be blocked in the Strict mode, or the normal requests are blocked in
Loose mode, please contact our technical support.

bor mem =
CC Protection o When it's off, the following CC protection policies do not take effect

bop-mem W et

»

3. In the "CC Protection and Cleansing Threshold" card, click and set a cleansing threshold before enabling
intelligent CC protection.

Note :

o The cleansing threshold is the threshold for Anti-DDoS services to start cleansing traffic. If the number of
HTTP requests sent to the specified domain name exceeds the threshold, CC protection will be triggered.
o If the IP bound to the Anti-DDoS Pro instance is from WAF, you need to first enable CC protection for the

IP in the WAF console. For more information, see CC Protection Rules.
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[ CC Protection and Cleansing Threshold (i)

CC protection detects malicious behaviors according to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode, highly-
suspicious requests are blocked. In Strict mode, all suspicious requests are blocked. If attack requests failed to be blocked in the Strict mode, or the normal requests are blocked in
Loose mode, please contact our technical support.

CcC Protection@ When it's off, the following CC protection policies do not take effect

Cleansing Threshold () I:l QPs Set

»

4. In the Intelligent CC protection card, toggle on the switch.

[ CC Protection and Cleansing Threshold (1)

CC protection detects malicious behaviors according to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode, highly-
suspicious requests are blocked. In Strict mode, all suspicious requests are blocked. If attack requests failed to be blocked in the Strict mode, or the normal requests are blocked in
Loose mode, please contact our technical support.

CC Protection () When it's off, the following CC protection policies do not take effect

Cleansing Threshold (i) I:l QPs Set

CC Al Protection

After enabling CC Al protection, based on Tencent Cloud's big data capabilities, CC Al protection can self-learn website business traffic baselines, analyze attack anomalies in

combination with algorithms, automatically issue accurate protection rules, and dynamically adjust business protection models to help you discover and prevent timely Block malicio-
Set

attacks.

5. Click View to view the auto-generated protection rules. You can make changes to these rules if necessary.

Note :

» When intelligent CC protection is enabled, the protection rules are auto-generated when an attack occurs.
» Protect mode: Apply auto-generated protection rules to defend against each specific attack. After the attack
ends, the rules are automatically deleted.

» Observe mode: Attacks are observed only.

©2013-2022 Tencent Cloud. All rights reserved. Page 49 of 90



&2 Tencent Cloud Anti-DDoS Advanced

CC Al Protection

After enabling CC Al protection, based on Tencent Cloud's big data capabilities, CC Al protection can self-learn website business traffic baselines, analyze attack anomalies in
combination with algorithms, automatically issue accurate protection rules, and dynamically adjust business protection models to help you discover and prevent timely Block malicious
attacks. Set

After CC Al Protection is enabled, CC Al Protection automatically generates protection rules based on each attack. The rules issued by intelligent protection have a single validity period.
After a single attack ends, the protection rules are automatically invalidated and cleared. Adjust if necessary for the next attack. Please click View on the right to edit smart protection

rules.
View

6. To delete a rule, click Delete on the right of the rule you want to remove.

CC Al Protection Enable X

The following CC Al protection rules are automatically generated and take effect based on a single attack. The rules issued by intelligent
protection have a single validity period. After a single attack ends, the protection rules are automatically invalidated and cleared. The following
protection rules can be deleted based on protection requirements.

[ v Q
Match Condition policy effective time Operation

No data yet

Total items: 0 10 v /page 1 / 1 page

©2013-2022 Tencent Cloud. All rights reserved. Page 50 of 90



@ Tencent Cloud Anti-DDoS Advanced

Precise Protection

Last updated : 2022-12-21 17:50:10

Use Cases

Anti-DDoS supports precise protection for connected web applications. With the precise protection, you can configure
protection policies combining multiple conditions of common HTTP fields, such as URI, UA, Cookie, Referer, and
Accept to screen access requests. For the requests matched the conditions, you can configure CAPTCHA to verify the
requesters or a policy to automatically drop or allow the requests. Precise protection is available for policy

customization in various use cases to precisely defend against CC attacks.

The match conditions define the request characteristics to be checked, i.e., the attribute characteristics of the HTTP

field in a request. Precise protection supports checking the HTTP fields below:

Match

. Field Description Logic
Field
Equals to, includes, or does
URI The URI of an access request. g ,
not include.
UA The identifier and other information of the client browser that Equals to, includes, or does
initiates an access request. not include.
Equals to, includes, or does
Cookie The cookie information in an access request. g ,
not include.
Referer The source website of an access request, from which the access Equals to, includes, or does
request is redirected. not include.
Accent The data type to be received by the client that initiates the access Equals to, includes, or does
P request. not include.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions
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1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.

Open the CC Protection tab.

2. Select a domain name from the IP list on the left.

DDoS Protection CC Protection

Protection Flow

.O.

Different protection policies are appiicable te different engines:

Troubleshooting

Why are there limits on the manual unblocking times? And what are the limits?

View Al
ED] ¢ o« 1P/port protection policy is applicable to the Anti-DDoS engine, and Hewcan connect to 2 biocked server?
I Engine Attack-reiated FAQ
User Website/domain DDoS Engine Real Server  the domain name protection policy is applicable to the CC
name spplications
protection engine.
- a For details about coMguIing dOmain Name protection, CONACt your Sales rep
vd B CC Protection and Cleansing Threshold (@
CC protection detects malicious behaviors according to access medes and connection status. In Loose hiode, only confirmed attack requests are blocked. In Medium mode, highly-suspicious requests are blocked. I Sirict mode, al suspicious requests
N

are biocked. If attack requests fafled to be biocked in the Strict mode, or the nammal requests are biocked in Loose mode, please contact our technical support,

CC Protection

Cleansing Threshold | Custom  ~ || 3 [¢23

@) Whenits off, the foliowing CC protection policies do not take effect

3. Click Set in the Precise Protection section to enter the rule list.

Block by location

»
N =7

Block requests to access Anti-DDoS Advanced instances from IP addresses in specified regions.

Precise Protection

!3 A protection policy with a combination of conditions of common HTTP fields

©2013-2022 Tencent Cloud. All rights reserved.

IP Blocklist/Allowlist

Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to

\‘ * . define who can access your application resource.

5 rules (max: 50 rules) Set

CC Frequency Limit

’h Set a limit to control to access frequency from the source [P,
6 - t b

Defense Status () Defense Level (1) Urgent N Set
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4. Click Create to create a precise protection rule. Fill in the fields and click OK.

Create Precise Protection Policy

Associate Anti-DDoS Advance bgpip-000002j1 €
IP 153.3.137.126
Protocol O HTTP HTTPS
Domain name test.probe.tencentdayu.com
Condition
Field Logic
uri v equa v
ua v equa v
cook v equa v
refert v equa v
Add
Match Operation Discard

©2013-2022 Tencent Cloud. All rights reserved.

Value

chrome

4d5a

Cancel

Delete

Delete

Delete

Delete

Anti-DDoS Advanced
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5. Now the new rule is added to the rule list. You can click Configuration on the right of the rule to modify it.

& Precise Protection

D

ccPrecs-000000uy

ccPrecs-00000out

Total items: 2

©2013-2022 Tencent Cloud. All rights reserved.

Associated Resource

bgpip-
000002j1/153.3.137.126

bgpip-
000002j1/153.3.137.126

Protocol

http

Domain name

test.probe.tencentdayu.co
m

test.probe.tencentdayu.co
m

Condition

uri equals to /
cookie equals to 4d5a
ua equals to chrome

uri equals to /

Match Operation

Discard

CAPTCH

Creation Time

2020-07-06 14:59:38

2020-06-30 20:32:07

10 v /page

Operation

Configuration Delete

Configuration Delete

1 /1 page
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CC Frequency Limit

Last updated : 2020-07-07 17:19:14

Prerequisites

You need to purchase an Anti-DDoS Advanced instance and set the protected object first.

Directions

1. Log in to the new Anti-DDoS Advanced Console and select Protection Configuration on the left sidebar.
2. Select a domain name under the ID of an Anti-DDoS Advanced instance in the list on the left; for example, select

"212.64.xx.xx bgpip-000002je" > "http:80" > "www.xxx.com".

< IP Black/White List

a

Associated Resource Type ip Operation

No data yet

Total items: 3 10 v /page 1 /1 page

3. Click Set in the "CC Frequency Limit" block on the right to enter the frequency limit rule list.

& CC Frequency Limit

D Bound Resource Protocol Domain name Detection Perio... ~ Detection Times  Match Type Match value Action Creation Time Operation
No data yet

Total items: 0 10 v /page 1 /1 page
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4. Click Create to create a frequency limit rule, fill in relevant fields, and click OK.

Create CC Frequency Limit

Associate Anti-DDoS Advance

Protocol

Domain name

Frequency Limit Policy

Condition

Punishment Time

bgpip-0000015s )

150.109.141.216

O HTTP

Field

Ui +

CAPTCH

When 10 secol ¥

v
HTTPS
v
Mode Value
equa v Delete
Access 100 Times @

3600

seconds

Cancel

5. After the creation is completed, a frequency limit rule will be added to the frequency limit list. You can modify the

rule by clicking Configure in the "Operation" column on the right.

< CC Frequency Limit

D Bound Resource

bgpip-
ccRule-000000cg 00000209/212.64.
62.249

Total items: 1

©2013-2022 Tencent Cloud. All rights reserved.

Protocol

http

Domain name

prob1.probe.tence
ntdayu.com

Detection Perio...

10

Detection Times

Match Type Match value Action Creation Time Operation
Uri / CAPTCH 2020-06-02 Configuration
11:24:24 Delete
10 v /page 1 /1 page
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Regional Blocking

Last updated : 2022-03-11 12:28:20

Anti-DDoS Advanced allows you to block website access requests from source IP addresses in specific geographic

locations, with just one click. You can block all website access requests from whatever regions or countries you need.

Note :

After you configure the regional blocking setting, attack traffic targeting the region will still be recorded but will

not be allowed to your real server.

Prerequisites

You have purchased an Anti-DDoS Advanced instance, set your target to protect, and connected to domain names.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the CC Protection tab.

2. Select a domain name from the IP list on the left.

DDoS Protection CC Protection

Protection Flow Troubleshooting

o Non-website/port Different protection policies are appiicabie to different engines: Why limits on the manual unblocking times? And what are the limits?
=] n

c— View Al
3 =l How can | & 10 3 biocked server?
ED] 3¢ cc =5  IP/port protection policy is zplicable to the Antl-DDoS engine, and ouan | comnectto 3 *
Engine Attack-related FAQ
User DDcS Engine ReslServer  the domain name protection palicy is applicable to the CC
protection engine
P Qa For details about configuring domain name protection, contact your sales rep

IF CC Protection and Cleansing Threshold
CC protection detects maiicious behaviors according to access modes and connection status. In Loose Mode, anly confirmed attack requests are biocked. In Medium mode, highy-suspicious requests are blocked. In Strict mode, all suspicious requests

are blocked, If attack requests failed to be blocked in the Strict mode, o the nommal requests are blocked in Loose mode, please contact our techinical susport.

CC Protection () When it's off, the following CC protection policies do not take effect

Cleansing Threshold | Custem || 3 aps
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3. Click Set in the Block by Location section for configuration.

Block by location IP Blocklist/Allowlist

2
NS

Block requests to access Anti-DDoS Advanced instances from IP addresses in specified regions. Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to

\ * | define who can access your application resource.

1 rules 5 rues (max: 50ruks) £

Precise Protection CC Frequency Limit

r} A protection policy with a combination of conditions of common HTTP fields ’N Set a limit to control to access freguency from the source IP.
% - ‘

1 rules Set Defense Status () Defense Level @ | Urgent ~ Set

4. Click Create.

a

Associated Resource Blocked Areas Operation

Ne data yet

5. In the pop-up dialog, select an IP, a protocol, domain name, and region. Click OK.

Create Regional Blocking Policy %

Associate Service Packs  bgp-000001cg

Q uTTP

ed Areas O-China Qutside China Custam

6. Now the new rule is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Protocol Domain Blocked Areas Operation

bgp-000C 218 k s China Delete
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IP Blocklist/Allowlist

Last updated : 2022-03-02 13:25:43

Anti-DDoS Advanced supports IP blocklist and allowlist configurations to block and allow IPs connected to Anti-DDoS
Advanced, restricting the users from accessing your resources. For the allowed IPs, they are allowed to access

without being filtered by any protection policy; while the access requests from the blocked IPs are directly denied.

Note

The IP blocklist and allowlist filtering takes effect only when your business is under CC attacks.

« The allowed IPs will be allowed to access resources without being filtered by any protection policy.
» The access requests from the blocked IPs will be directly denied.

Prerequisites

You have purchased an Anti-DDoS Advanced instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS console and select Anti-DDoS Advanced (New) > Configurations on the left sidebar.
Open the CC Protection tab.

2. Select a domain name from the IP list on the left.

DDoS Protection CC Protection

Protection Flow Troubleshooting

o, Merwesiess Different protection policies are appicabie to diferent engines: Why are there limits on the manual unblocking times? And what are the limits? View Al
ey application ~ = S . o
ED] 22¢ cc = IP/port protection policy is applicable to the Anti-DD0S engine, and Hew can | connect o 2 biockad server?

— Engine Attackreisted FAQ
User \Website/domain  posg gngine Resl Server  the domain name protection palicy is applicable to the CC
name applications
protection engine.
13 - Q For details about configuring domain name protection, contact your sales rep

[E CCProtection and Cleansing Thresheld (0

CC pretection detects malicious behaviors according to access modes and connection status. In Loose Mode, enly confirmed attack requests are blocked, In Medium mode, highly-suspicious requests are blocked. In Strict mode, all suspicious requests

are biocked. If attack requests failed to be blocked in the Strict mode, or the nomal requests are blocked in Loose mode, please contact our technical support.

ccprotecion (@) When its oft, the follewing CC protection policies do not take effect

Ceansing Thresnold | Custom || 3 s
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3. Click Set on the IP Blocklist/Allowlist section.

For details about configuring domain name protection, contact your sales rep

Anti-DDoS Advanced

O cC Protection and Cleansing Threshold (3

CC protection detects malicious behaviors according to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode, highly-suspicious reguests are blocked. In Strict mode, all suspicious requests
are blocked. If attack requests failed to be blocked in the Strict mode, or the normal requests are blocked in Loose mode, please contact our technical support.

CC Protection () When it's off, the following CC protection polides do not take effect

Cleansing Threshold (D | 2 QPs Set

Block by location IP Blocklist/Allowlist

Block requests to access Anti-DDoS Advanced instances from |P addresses in specified regions. Configure IP blockdist and allowlist to block or allow requests from specific source IPs, so as to
! ’ : \ 1 define who can access your application resource.
=7

1 rules Set LR il U=yl 1 rules {max: 50 rules)

4. Click Create, and enter the required fields before you click Save.

©2013-2022 Tencent Cloud. All rights reserved.

IP Blocklist/Allowlist X

Blocked/Allowed

Associated Resource Associated IP Protocol Type Domain Name 1Ps Type T Modification Time Operation
bgp-L http ™ Blocklist ™ Save Cance
bap-r http 1 Blocklist 2021-12-27 Set Delete
22:10:23
Ti tems: 1 10 = /page 1 /1 page
5. Now the rule is added to the list. You can click Delete on the right of the rule to delete it.
IP Blocklist/Allowlist x

a

Blocked/Allowed

Associated Resource Associated IP Protocol Type Domain Name IPs Type T Modification Time Operation

bal \ http E] Blocklist 2021-12-27 Set
22:10:23

T tems: 1 10 v /page 1 /1 page
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Business Connection
Port Connection

Last updated : 2023-04-28 16:48:50

Note :

Anti-DDoS Advanced

Note that the DNS address should be changed to the CNAME address provided, which will be updated (Non-

BGP resources are not supported).

Accessing a Rule

1. Log in to the Anti-DDoS Advanced Console, select Anti-DDoS Advanced (New) > Application Accessing on

the left sidebar, and then open the Access via ports tab.

2. Click Start Access.

Application Accessing

Access via ports

Add rule

Forwa...

TCP

TCP

TCP

Forwa...

41900

234

8080

80

41900

41800

41700

41600

31500

31400

Total items: 159

Origin Server P...

80

234

80

80

80

80

80

80

80

80

Access via domain names

Q

Origin

150.158.199.231

119.29.205.248

134.175.195.228
1112

106.52.156.188

49.232.127.41

49.232.127.41

49.232.127.41

49.232.127.41

49.232.127.41

49.232.127.41

212.64.62.249

150.109.130.57

150.109.132.100

117.184.254.214

188.131.208.243

188.131.208.243

188.131.208.243

188.131.208.243

188.131.208.243

188.131.208.243

Load ing Mode

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Weighted polling

Health check

Close £

®

Not supported

Not supported

Close =

Close =

Close =

Close =

Close =

Close =

Close =

®
6}
6}
6}
®
®
6}

Session Persistence

Close Edit

Not supported

Not supported

Close Edit

Close Edit

Close Edit

Close Edit

Close Edit

Close Edit

Close Edit

Modification Time

2020-07-02 11:22:35

2020-06-30 19:27:00

2020-06-29 16:32:02

2020-06-28 14:45:59

2020-06-28 10:45:20

2020-06-28 10:45:17

2020-06-28 10:45:14

2020-06-28 10:45:10

2020-06-28 10:45:07

2020-06-28 10:45:03

10 v /page

Purchase

Operation

Configuration Delete

Configuration Delete
Configuration Delete

Configuration Delete
Configuration Delete
Configuration Delete
Configuration Delete
Configuration Delete
Configuration Delete
Configuration Delete

/16pages » )

3. On the Access via Port page, select an associated instance ID and click Next: Set Port Parameter.

©2013-2022 Tencent Cloud. All rights reserved.
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Note :

You can select multiple instances.
4. Select a forwarding protocol, specify a forwarding port and real server port, and then click Next: Set Forwarding
Method.
5. Select a forwarding method, specify a "real server IP+port"/real sever domain name, and add an alternate real

server and set the weight if you have one. Then click Next: Modify DNS Resolution.

Note :

« An alternate real server is used when the real server’s forwarding fails.
« |f the forwarding port you specify in the second step "Set Port Parameter" is occupied, you cannot proceed

to the next step.

6. Click Complete.

Querying a Rule

On the Access via ports page, enter a real server IP/domain name, real server port, forwarding protocol/port or an

associated instance ID in the search box.

o Real Server Port Origin Associated Protectin... Load Balancing Mode Health Check Session Persistence Modification Time Operation
jrigin 1P/Domain Name

Real Server Port 1 9 42 131 Weighted nd Robin Disable @ Disable Edit 2021-11-25 21:08:09 Configuration Delete
[Associated Protecting IP|
Forwarding Protocol " 59 E 36.131 Weighted Round Robin Disable (O] Disable Edit 2021-11-24 20:34:56 Configuration Delete
Forwarding Port

=TT e { 53 42, 3 Weighted Round Robin Disable @ Disable Edit 2021-11-24 18:00:03 Configuration Delete

Editing a Rule

1. On the Access via ports page, select a rule you want to edit and click Configuration.

2. On the Configure Layer-4 Forwarding Rule page, modify parameters and click OK to save changes.
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Deleting Rules

1. On the Access via ports page, you can delete one or more rules.
o To delete a rule, select a rule you want to delete. Click Delete.

o To delete multiple rules, select more than one rules you want to delete. Click Batch Delete.

2. In the pop-up window, click Delete.

Importing a Rule

1. To import multiple rules, you can click Batch Import on the Access via ports page.
2. In the Configure Layer-4 Forwarding Rule window, enter the rules, and click OK.

Exporting a Rule

1. To import multiple rules, you can click Batch Export on the Access via ports page.

2. In the Batch Export Layer-4 Forwarding Rules window, select the rules you want to export, and click Copy.
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Domain Name Connection

Last updated : 2023-04-28 16:48:50

Note :
Note that the DNS address should be changed to the CNAME address provided, which will be updated (Non-

BGP resources are not supported).

Accessing a Rule

1. Log in to the Anti-DDoS Advanced Console, select Anti-DDoS Advanced (New) > Application Accessing on
the left sidebar, and then open the Access via domain names tab.
2. Click Start Access.

Application Accessing

Access via ports Access via domain names IP Access ()

v

Without Anti-DDoS Advanced With Anti-DDoS Advanced Troubleshooting View All

Real servers are exposed directly to the internet. When a DDoS ‘You need to add a CNAME record for the application domain name at your DNS ISP. When network traffic flows through Anti-DDoS Advanced,

Connecting applications to Anti-DDoS Advanced
attck starts, they can easily be overwhelmed. it automatically filters out malicious traffic to protect the security of the real server.

IP blocking and unblocking

Forwarding E— Modifying DNS resolution

Solutions for an exposed origin server IP address
KR DRoSAltzck o] 2 CNAME address/A record © Port Port ! P dl "

=

Edge Defender 5 ppos Advanced -+ Origin (P Fieal Server

Forwarding Protocol

Client Real Server User

Start Access Batch Import Batch Export Batch Delete Q

ion dom... g Prot... g Port Real Server IP/Site Associated Prote... Health Check Access Status CC Protection Stat... Modification Time Operation

3. On the Access via Domain Name page, select an associated instance ID and click Next: Set Port Parameter.

Note :

You can select multiple instances.

©2013-2022 Tencent Cloud. All rights reserved. Page 64 of 90


https://console.tencentcloud.com/ddos/antiddos-advanced/access/l4

@ Tencent Cloud Anti-DDoS Advanced

Access via Domain Name X
o Select Instance > > >
Forwarding Real Server
O CNAME address/A record @ Port Port =
= Eio|
-u:uuuu||||nnnunununuuu|||’ Forwarding Protocol
User Edge Defender Anti-DDoS Origin Real Server
Advanced P

* Associated Instance

3. Select a forwarding protocol, specify a domain name, and then click Next: Set Forwarding Method.

Access via Domain Name X

° Select Instance > o Protocol Port > >

Forwarding > Real Server

o) CNAME address/A record @ Port Port r=l
= E=
—( Forwarding Protocol )
User Edge Defender Anti-DDoS Origin Real Server
Advanced IP
* Forwarding Protocol http L
https
———
* Application domain name :

4. Select a forwarding method, specify a "real server IP+port"/real sever domain name, and add an alternate real
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server and set the weight if you have one. Then click Next: Modify DNS Resolution.

Access via Domain Name

° Select Instance > ° Protocol Port > o Set Forwarding Method

Forwarding Real Server
g CNAME address/A record @ Port Port
Forwarding Protocol
User Edge Defender Anti-DDoS <« Origin
Advanced IP
* Set Forwarding Method o Forwarding via IP Forwarding via domain name

Clean traffic can be forwarded back to the real server by the IP or domain name

* Real Server IP & Port
Origin IP Real Server Port

Delete

+ Add

Please enter the combination of real server IP and port. Up to 16 entries are allowed.

Note :

An alternate real server is used when the real server’s forwarding fails.

Anti-DDoS Advanced

3

Real Server

5. Click Complete. Rules that are added will display in the domain name list. You can check whether they access via

the domain names successfully.

Note :

o When the access fails due to certification configuration errors, you will get a prompt "Failed to obtain the

certificate. Please go to SSL Certificate Management to view details".

o To avoid seconds of interruptions, update the certificate for connected domain names during off-peak

periods.

©2013-2022 Tencent Cloud. All rights reserved.
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Start Access Batch Import Batch Export Batch Delete

Application dom... Forwarding Prot... Forwarding Port Real Server IP/Site Associated Prote...
EEs .
u [ L] | H N .
|
u nn
- u E'E & - u u

Editing a Rule

Health Check

Disable

Disable

Access Status

Success

Success

CC Protection Stat...

Disable (J) ©

Disable Configuration

Anti-DDoS Advanced

Modification Time

2022-04-25
19:04:02

2022-04-25
19:04:09

1. On the Access via domain names page, select a rule you want to edit and click Configuration.

Start Access Batch Import Batch Export Batch Delete

Application dom... Forwarding Prot... Forwarding Port Real Server IP/Site Associated Prote...
| | | ||
[
n
| | H . | =
m
H R
| ] n n LI |

©2013-2022 Tencent Cloud. All rights reserved.

Health Check

Disable

Disable

Disable

Access Status

Success

Success

Success

CC Protection Stat...

Disable (JI) ®

Disable Configuration

Disable (J) ®

Modification Time

Operation

Configuration
Delete

Configuration
Delete

Operation

2022-04-25 Configuration

19:04:02

2022-04-25
19:04:09

2022-04-25
18:59:54

Delete

Configuration
Delete

Configuration
Delete
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2. On the Configure Layer-7 Forwarding Rule page, modify parameters and click OK to save changes.

Configure Layer-7 Forwarding Rule X

Associated Protecting IP IEE EE D e
Upto 60 rules can be added, 6 added now

Domain Name Please enter a domain name containing up to 67 characters.

Protocol http o https

Forward via HTTP for HTTPS requests

Certificate Source Tencent Cloud Hosting Certificate( [4) SSL Certificate Management C)
Certificate | v
Set Forwarding Method Forwarding via IP Forwarding via domain name

Real Server Domain Name
Real Server Domain Name Real Server Port

T N | [} Delete

+ Add

Please enter the real server domain name (CNAME) or the combination of real server domain name
(CNAME) and port. It supports up to 16 entries.

Deleting Rules

1. On the Access via domain names, you can delete one or more rules.
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e Todelete a rule, select a rule you want to delete. Click Delete.

Batch Import Batch Export Batch Delete

Start Access

Application dom... Forwarding Prot... Forwarding Port Real Server IP/Site Associated Prote... Health Check

- Disable

- ] | | L | L} Disable

« To delete multiple rules, select more than one rules you want to delete.

Batch Export Batch Delete

Real Server IP/Site

Start Access

= Application dom...

Batch Import

Forwarding Prot... Forwarding Port Associated Prote... Health Check

[ = = H u || Disable

] ] ] [] . Disable

2. In the pop-up window, click Delete.

Importing a Rule

1. To import multiple rules, you can click Batch Import.
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Access Status

Success

Success

Click Batch Delete.

Access Status

Success

Success

CC Protection Stat...

Disable (J) ®

Disable Configuration

CC Protection Stat...
Disable () ®

Disable Configuration

Anti-DDoS Advanced

Modification Time

2022-04-25
19:04:02

2022-04-25
19:04:09

Modification Time

2022-04-25
19:04:02

2022-04-25
19:04:09

Operation

onfiguration

Configuration
Delete

Operation

Configuration
Delete

Configuration
Delete
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2. In the Configure Layer-7 Forwarding Rule window, enter the rules, and click **OK.

Batch Import Layer-7 Forwarding Rules X

Anti-DDoS Advanced

Example: a.com https:443 2.3.2.5:443 2.2.2.2:443

Note: The fields are, from the left to right:

. The example indicates adding a rule

whose domain name is , protocol is , forwarding
port is , and the rule contains two pairs of real server IP and
port:

Exporting a Rule

1. To import multiple rules, you can click Batch Export.
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2. In the Batch Export Layer-7 Forwarding Rules window, select the rules you want to export, and click Copy.

Batch Export Layer-7 Forwarding Rules ) 4
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Configuring Session Persistence

Last updated : 2022-04-28 14:48:00

The non-website business protection service of Anti-DDoS Advanced provides IP-based session persistence to
support forwarding requests from the same IP address to the same real server for processing.
Layer-4 forwarding supports simple session persistence. The session persistence duration can be set to any integer

between 30 and 3,600 seconds. If the time threshold is exceeded and the session has no new request, the connection
will be automatically closed.

Directions

1. Log in to the new Anti-DDoS Advanced Console and click Business Connection > Port Connection .
2. On the "Port Connection" tab, select the target Anti-DDoS Advanced instance and the corresponding rule and click

Edit in the "Session Persistence" column.

Application Accessing
Access via ports Access via domain names
a
Forwa... Forwa... Origin Server P...  Origin i i Load ing Mode Health check Session Persistence Modification Time Operation
TCP 41900 80 150.158.199.231 212.64.62.249 Weighted polling Close ® Clos 2020-07-02 11:22:35 Configuration Delete

TCP 234 234 119.29.205.248 150.109.130.57 Weighted polling Not supported Not supported 2020-06-30 19:27:00 Configuration Delete

3. On the session persistence editing page, set the persistence duration and click OK.

Note :

Session persistence is disabled by default. When setting the persistence duration, you are recommended to
use the default value.
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Edit Session Persistence X

Session Persistence C)

Persistence Period _O — 480 + seconds
0 1800 3600
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Instance Management

Viewing Instance Information

Last updated : 2022-08-16 15:28:12

Anti-DDoS Advanced

You can view the basic information (such as the base protection bandwidth and running status) and elastic protection

configuration of your purchased Anti-DDoS Advanced instances in the console.

Directions

The following takes the Anti-DDoS Advanced instance "bgpip-000002jf" as an example.

1. Log in to the Anti-DDoS Advanced Console. Select Anti-DDoS Advanced (New) > Instance List on the left

sidebar. Select a target instance and click the ID to view the instance details. If you have many instances, you can

use the search box in the top right corner to filter results.

Instance List

® AllRegions v & All Lines v

ID/Name/Tag IP Protocol

Not named »* IPv4

None #"

Anti-DDoS Advanced

Line: CMCC(Shanghai)

Application Bandwidth:
100Mbps

pack

Lina C1ICAMNanii

Specifications

Elastic Application
Bandwidth: ()

Package type: Non-BGP

Specifications

Base bandwidth peak: 60Gbps
Elastic Protection: not enabled #"

CC Protedlll "BO0QPS

2. On the pop-up page, you can view the following information:

< bgpip-000002tb

Basic Information

Anti-DDoS Advanced Name
Location

IP

Base Protection Bandwidth
CC Protection Peak

Line

Max forwarding rules
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Unnamed »*

Hong Kong, China
119.28.217.248
50Gbps
150000QPS

BGP

60

Status ¥

Protection Status

* Running
Protected ports: 0

Protected domains: 0

Attacks in last 7 days Date

0 times Pl

Current Status

Expiry Time

Forwarding IP Range

Purchase time: 2022-

Q

Operation

Configurations
View Report

Running
2020-08-06

119.28.191.0/24
119.28.44.0/24
119.28.85.0/24
119.28.3.0/24
119.28.187.0/24
119.28.186.0/24
119.28.193.0/24
119.28.217.0/24
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o Anti-DDoS Advanced Name: Name of the Anti-DDos Advanced instance, which allows you to identify and

manage instances. You can create a instance name containing 1-20 characters of any type as desired.

» Destination IP: The IP address of Anti-DDoS Advanced instance. The IP address may change.

Note :
To avoid DNS resolution failure, you are recommended to change the DNS resolution address to the
assigned CNAME.

» Region: Select a region when purchasing an Anti-DDoS Advanced instance.

¢ CNAME: CNAME of the Anti-DDoS Advanced instance. The CNAME will be resolved to an instance IP that can

forward cleansed traffic to the origin server.

Note :
To avoid DNS resolution failure, you are recommended to change the DNS resolution address to the
assigned CNAME.

» Base protection bandwidth: Base protection bandwidth of the Anti-DDoS Advanced instance, that is, the base
protection bandwidth you select when you purchase the instance. If the elastic protection is disabled, the base

protection bandwidth is the maximum bandwidth of the instance.

« Current Status: Current status of the Anti-DDoS Advanced instance, such as Running, Cleansing, and

Blocking.

« Expiration Time: It is calculated based on the purchase duration selected when the instance is purchased and the
time when the order is paid, which is accurate to second. Tencent Cloud will send expiration and renewal reminders
to the account creator and all collaborators through Message Center, SMS, and email within 7 days before the

instance expires.

o Tag: Tag of the Anti-DDoS Advanced instance, which can be edited and deleted.

o Intermediate IP Range: IP that forwards cleansed traffic back to the origin server.
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Setting Instance Alias and Tag

Last updated : 2020-07-07 17:19:16

When multiple Anti-DDoS Advanced instances are used, you can set "resource names" to quickly identify and manage
them.

Prerequisites

You need to purchase an Anti-DDoS Advanced instance first.

Directions

Method 1

1. Log in to the new Anti-DDoS Advanced Console and click Instance List on the left sidebar.

2. In the instance list, click the second row in the "ID/Name/Tag" column of the target instance and enter a name.

The name can contain 1-20 characters of any type.

ID/Name/Tag Anti-DDoS Adyv... Specifications
bgpip-000002tb Line: BGP(Hong Kong, China)
119.28.217.248 Application Bandwidth: 100Mbps
N/A #° Package type: Standard pack
Method 2

1. Log in to the new Anti-DDoS Advanced Console and click Instance List on the left sidebar.
2. In the instance list, click the ID in the "ID/Name/Tag" column of the target instance to enter the instance basic
information page.
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3. On the basic information page of the instance, click the "Modify" pencil icon on the right of the instance name and

enter a name.

The name can contain 1-20 characters of any type.

Basic Information

Anti-DDoS Advanced Name

Location Hong Kong, China
IP 119.28.217.248

Base Protection Bandwidth 50Gbps

CC Protection Peak 150000QPS
Line BGP
Max forwarding rules 60
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Configuring Intelligent Scheduling

Last updated : 2022-08-04 11:20:56

Use Cases

Each account can have multiple Anti-DDoS instances, and each instance has at least one protective line; therefore,
there can be multiple protective lines under one account. Once your business is added to an Anti-DDoS instance, a
protective line will be configured for it. If multiple protective lines have been configured, you need to choose the optimal
business traffic scheduling method, i.e., how to schedule business traffic to the optimal line for protection while
ensuring high business access speed and availability.

Anti-DDoS features priority-based CNAME intelligent scheduling, where you can select an Anti-DDoS instance and

set the priority of its protective line as needed.

Note :
DNS configuration is supported for Anti-DDoS Pro instances and Anti-DDoS Advanced instances (including

instances for BGP, China Telecom, China Unicom, and China Mobile).

Priority-based Scheduling

This refers to using the protective line of the highest priority to respond to all DNS requests, i.e., all access traffic will
be scheduled to the protective line of the currently highest priority. You can adjust the priority value of a protective line,

which is 100 by default. The smaller the value, the higher the priority. The specific scheduling rules are as follows:

« If the Anti-DDoS instance configured for your business contains multiple protective lines from different ISPs and of
the same priority, response will be made based on the ISP of the specific DNS request. If one of the lines is
blocked, access traffic will be scheduled in the order of BGP > China Telecom > China Unicom > China Mobile >
ISPs outside Mainland China (including those in Hong Kong (China) and Taiwan (China)).

« If all the lines of the same priority are blocked, access traffic will be automatically scheduled to the currently

available protective line of the second-highest priority.

Note :
If no protective lines of the second-highest priority are available, automatic scheduling cannot be completed,

and business access will be interrupted.
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« If the Anti-DDoS instance configured for your business contains multiple protective lines from the same ISP and of

the same priority, access traffic will be scheduled by way of load balancing, i.e., evenly distributed to such lines.

Example

Suppose you have the following Anti-DDoS instances: BGP IPs 1.1.1.1 and 1.1.1.2 , China Telecom IP
2.2.2.2 ,and China UnicomIP 3.3.3.3 ,ofwhichthe priorityof 1.1.1.2 is2and thatoftherestis 1.
Normally, all traffic will be scheduled to the protective lines with the current priority of 1. Specifically, traffic from China
Unicom will be scheduledto 3.3.3.3 ,that from China Telecomto 2.2.2.2 ,and that from other ISPs to
1.1.1.1 .If 1.1.1.1 isblocked, access traffic under this IP will be automatically scheduledto 2.2.2.2 .If
both 1.1.1.1 and 3.3.3.3 are blocked, traffic supposed to be scheduled to them will be distributed to

2.2.2.2 ,andif 2.2.2.2 isblocked too, traffic will be scheduledto 1.1.1.2 .

Prerequisites

» Before enabling intelligent scheduling, please connect your business to be protected to your Anti-DDoS instance.

Note :

o |f you need to add the IP of your protected Tencent Cloud service to a purchased Anti-DDoS Pro
instance, please see Getting Started with Anti-DDoS Pro.
o If you need to connect your layer-4 or layer-7 application to a purchased Anti-DDoS Advanced instance,

please see Anti-DDoS Advanced documents Port Connection or Domain Name Connection.

» To modify the DNS resolution, you need to purchase the domain name resolution product.

Setting Line Priority

Please follow the steps below to set priorities for your Anti-DDoS instance based on your scheduling scheme:

1. Log in to the new Anti-DDoS Advanced Console and click Intelligent Scheduling on the left sidebar to enter the
list page. Click Add Scheduling, and the system will automatically generate a CNAME record.
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Smart Scheduling

CNAME Parsing Status Associated IP Scheduling Mode Last Modified Time Operation
j6z1modq.dayugslb.com Not running Add Anti-DDoS instance Priority 2020-07-01 09:52:31 Configuration Delete
v3drws2b.dayugslb.com Not running Add Anti-DDoS instance Priority 2020-07-01 09:52:29 Configuration Delete

2. Locate the row of the CNAME record and click Add Anti-DDoS Instance to enter the intelligent scheduling editing
page.

Smart Scheduling
New Scheduling Policy CNAME  + Q

CNAME Parsing Status Associated IP Scheduling Mode Last Modified Time Operation

j6z1mo4q.dayugslb.com Not running Priority 2020-07-01 09:52:31 Configuration Delete
v3drws2b.dayugslb.com Not running Add Anti-DDoS instance Priority 2020-07-01 09:52:29 Configuration Delete
qo0inghm.dayugslb.com Running 2 associated IPs (@ Priority 2020-06-30 21:21:51 Configuration Delete

3. On the intelligent scheduling editing page, the TTL value is 60s by default, which can range from 1s to 3,600s, and

the default scheduling method is priority-based.

Smart Scheduling Configurations

CNAME

TTL Value 60 seconds 2

Mode O Friority
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4. Click Add Anti-DDoS Resource IP, select the target Anti-DDoS Advanced instance and IP, and click OK.

Add Anti-DDoS IP

Select resource type = Anti-DDoS Advance

Select resource

Service Packs

Anti-DDoS Advance Q

Resource ID/Name

bgpip-000002td

bgpip-000002tb

bgpip-000002ta

bgpip-000002t9

bgpip-000002t8

bgpip-000002rr

IP Address

188.131.208.27

119.28.217.248

117.184.254.232

153.3.137.208

183.131.196.215

119.28.217.239

Resource Type

Anti-DDoS Advance
Anti-DDoS Advance
Anti-DDoS Advance
Anti-DDoS Advance
Anti-DDoS Advance

Anti-DDoS Advance

Selected (0)

Resource ID/Na...

Cancel

Resource Type

5. After the instance is selected, domain name resolution will be enabled for its protective line by default. At this point,

you can set the line priority.
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Smart Scheduling Configurations X
CNAME

TTL Value 60 seconds #'

Mode O Priority

Associated [P Add Anti-DDoS IP - Add non-Anti-DDoS IP

IP Priority Line Region Status Domain Name ... Operation
119.28.217.248 Outside Mainland Hong Kong, X .
100 »* R Unbind
(bgpip-000002tt) 7 China China unning «©
2402:4e00:1400:e
57b:0:8f9c:903:5 .
c © 100 »* BGP Shanghai Running () Unbind

6e
(bgp-000000cm)

Example

Suppose you want to implement the following scheme: the business traffic will be scheduled to a BGP protective line
first; if it is blocked due to attacks, the traffic will be automatically scheduled to a China Telecom protective line; if it is
also blocked, the traffic will be scheduled to a China Unicom protective line; and after the BGP protective line is
unblocked, the traffic will be scheduled to it automatically.

To implement this scheduling scheme, set the priority of the BGP line in the Anti-DDoS instance to 1 and that of the

China Telecom line to 2, and keep the priority of the China Unicom line unchanged.

IP Priority Line Region Status Domain Name ... Operation

183.131.196.215
100 cTee Hangzh Runni Unbind
(bgpip-00000218) s angzhou unning [ @) nbin

153.3.137.208
100 4 cucc Nanji Runni Unbind
(bgpip-00000219) s anjing unning [ @) nbin

2402:4e00:1400:e

57b:0:8f9c:903:5
6e © © 100 »* BGP Shanghai Running () Unbind

(bgp-000000cm)

If you do not want the China Unicom protective line to be in the traffic scheduling scheme, click (:) to disable

domain name resolution for it, and you can enable domain name resolution again and set its priority when necessary.
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If you want to delete it from the current scheduling scheme, you can locate the row of its corresponding instance and
click Unbind.

Modifying DNS Resolution

Before using a CNAME record for intelligent scheduling, you are recommended to change the CNAME record of your
business domain name DNS to the CNAME record automatically generated by the intelligent scheduling system of

Tencent Cloud Anti-DDoS, to which all access traffic to your business website will be directed.
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Setting Security Event Notification

Last updated : 2020-07-07 17:19:18

Alarm messages for Anti-DDoS Advanced will be sent to you through Message Center, SMS, or email in the following

conditions (the receipt methods configured on the Message Center Subscription page shall prevail):

An attack starts.

An attack ended 15 minutes ago.
An IP is blocked.
An IP is unblocked.

You can modify the recipients and how they receive the alarm messages as needed.

Setting Alarm Threshold

1. Log in to the new Anti-DDoS Advanced Console and select Alarm Notification on the left sidebar.

2. You can set the "inbound traffic alarm threshold for single IP" and "DDoS cleansing threshold" in the feature blocks

on the right.

Alarm Thresholds

Inbound Traffic Threshold Per IP DDoS Cleansing Traffic Alarm

When the inbound traffic to an IP exceeds the threshold, you will get When an IP is being attack, and the inbound traffic exceeds the threshold,
notification in the message center. cleansing is triggered, and you will get notifications in message center.
Advanced Settings Default threshold: 200 Mbps ~ #* Advanced Settings Default threshold: 200 Mbps  #*

3. Click the pencil icon on the right of the default threshold for one single IP to modify the default threshold. After the
modification is completed, click OK.
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Modify Threshold X

Set Threshold@ —_ 200 + Mbps

4. Click Advanced Settings in a block to enter the IP alarm settings list, where you can set different alarm thresholds
for different IPs.

o Inbound traffic alarm for single IP

< Inbound Traffic Threshold Per IP

Q
Resource Instance Bound IP Inbound traffic alarm threshold (Mbps) Operation
bgpip-000002td 188.131.208.27 200 Modify
bgpip-000002tb 119.28.217.248 200 Modify
o DDoS cleansing threshold
<  DDoS Cleansing Alarm
Q

Resource Instance Bound IP DDoS Cleansing Threshold (Mbps) Operation

bgpip-000002td 188.131.208.27 200 Modify

bgpip-000002tb 119.28.217.248 200 Modify

Setting Notification Method

1. Log in to your Tencent Cloud account and go to the Message Center.

Alternatively, you can log in to the console, click in the top-right corner, and then click View More in the

pop-up window to enter the Message Center.
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2. Click Message Subscription on the left sidebar to enter the message list.

3. In the message list, select the receipt methods on the row of Security Event Notification and click Modify
Message Recipient to enter the message recipient modifying page.

v Security notifications
Modify Message
Attack notifications 8163196@qq.com Rece:\);er ¢
Modify Message
llegal Contents Notifications 8163196@qq.com Receifzer ¢

4. On the message recipient modifying page, set the message recipients. After completing the settings, click OK.

Modify Message Receiver

@ Please make sure that the user's email and mobile are verified by Tencent Cloud, and the responding method is enabled.

Message Type  Attack notifications

Recipients User Group Add Message Receiver [2 Modify User Information [4 1 selected

Q 8163196@qq.com X
= User Name Mobile Number Email
8163196@qq.com © 158++0375 @ 81***@qqg.com
v_szgwu @ 1885245 @ v_"***@tencent.com
>
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Viewing Operation Log

Last updated : 2020-07-07 17:19:18

Operation Scenarios

Anti-DDoS Advanced allows you to view logs of important operations in the last 90 days in the console. The following
types of logs are available:

» Logs of forwarding rule change

» Logs of protection policy change

» Logs of cleansing threshold adjustment
» Logs of protection level change

» Logs of instance name change

Directions

1. Log in to the new Anti-DDoS Advanced Console and click Operation Log on the left sidebar.
2. On the operation log page, you can query operation logs by time period. You can click Show More in the

"Operation" column on the right to view log details.

Today Yesterday Last 7 days 2020-06-06 00:00 ~ 2020-07-06 23:59 m

Operation Time Object ID Product Type Action Result Operator Account Operation

2020-07-03 17:07:34 2687 Anti-DDoS Advance Add layer-7 forwarding rule Success 100001500880 Unfold
2020-07-08 17:07:07 2687 Anti-DDoS Advance Delete layer-7 forwarding rule Success 100001500880 Unfold
2020-07-03 17:06:30 2970 Anti-DDoS Advance Delete layer-7 forwarding rule Success 100001500880 Unfold

©2013-2022 Tencent Cloud. All rights reserved. Page 87 of 90


https://console.tencentcloud.com/ddos/antiddos-advanced/log

@ Tencent Cloud Anti-DDoS Advanced

Blocking Operations
Connecting a Blocked Server

Last updated : 2023-04-28 16:51:55

This document describes how to connect a blocked server.

Directions

1. Log in to the CVM Console and click Instances on the left sidebar.

2. Click the drop-down list in the top left corner and modify the region.

3. Click the search box to use filters such as "Instance Name", "Instance ID" and "Instance Status" to locate the
blocked server.

4. Click Log In for the blocked server to display the Log in to Linux Instance pop-up window.

5. In the pop-up window, select Login over VNC and click Log In Now to connect the server via browser VNC.
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Unblocking an IP

Last updated : 2022-11-23 10:55:46

Unblocking Procedure

Auto unblocking

With auto unblocking, you only need to wait until blocked IPs are unblocked automatically. You can check the

predicted unblocking time as follows:

1. Log in to the Anti-DDoS console. Select Self-Service Unblocking > Unblock Blocked IP on the left sidebar to

get to unblocking operation.
2. Check the predicted unblocking time of the IP in Estimated Unblocking Time on the unblocking page.

Chances for self-service unblocking

Only three chances of self-service unblocking are provided for Anti-DDoS Advanced every day. The system resets the

chance counter daily at midnight. Unused chances cannot be accumulated for the next day.

Note :

» The unblocking may fail for risk management reasons. A failed attempt does not count as a chance. Please
wait for a while and then try again.

» Before unblocking the IP, please check the predicted unblocking time which may be affected by some
factors and will be postponed. If you accept the predicted time, you do not need to operate manually.

« |If the self-recovery chances are used up for the day, you can upgrade the base protection capability or the

elastic protection capability to defend against large traffic attack and avoid continuous blocking.

Manual unblocking

1. Log in to the Anti-DDoS console. Select Self-Service Unblocking > Unblock Blocked IP on the left sidebar to

get to unblocking operation.
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2. Find the protected IP in Pending Auto Unblocking and click Unblock in the Operation column on the right.

Unblocking Operation

Anti-DDoS

Operation

Unblocking Log

2022-11-16 16:55:00

3. Click OK in the Unblock Blocked IP dialog box. If you receive a notification indicating successful unblocking, the

IP has been successfully unblocked. You can refresh the page to check whether the protected IP is in running

status.

Unblocking Operation Record

Log in to the Anti-DDoS console. Select Self-Service Unblocking > Unblocking History on the left sidebar. You

can check all unblocking records in the specified period, including records of automatic and manual unblocking.

Unblocking Log

2022-08-15 17:14:11 ~ 2022-11-15 17:14:11 [

| 2022-11-15 17:00:00

u 2022-10-28 15:35:00
20221028 15:30:00

2022-10-27 15:30:00

20221013 14:25:00

2022-10-13 14:15:00

. 2022-10-13 10:58:00

n 2022-10-13 10:50:00
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2022-11-15 17:01:00

2022-10-28 16:48:58

2022-10-28 16:39:29

2022-10-28 16:16:58

2022-10-13 14:28:00

2022-10-13 14:18:00

2022-10-13 11:00:00

2022-10-13 10:52:00

Automatically unblock
Self-service unblocking
Self-service unblocking
Automatically unblock
Automatically unblock
Automatically unblock
Automatically unblock

Automatically unblock
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