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Anti-DDoS Advanced (Global Enterprise
Edition)

Product Introduction

Overview

Last updated : 2021-12-02 16:31:55

Overview

Anti-DDoS Advanced (Global Enterprise Edition) is a paid product that enhances DDoS protection capabilities for
businesses deployed on Tencent Cloud.

» Anti-DDoS Advanced (Global Enterprise Edition) owns ten Tencent Cloud entries around the world for handling
bandwidth needs with all-out protection, making access to each node as smooth as possible.

« Anycast provides near-source cleansing and near-source reinjection, with up to TB-level protection capability. It
ensures smooth traffic and low latency by cleansing attack traffic and then forwarding normal traffic back to the real
server close to the region of your Anti-DDoS Advanced (Global Enterprise Edition) instance deployed. The instance

will directly protect the target IP on Tencent Cloud.

Features

Multidimensional protection

Protection Type Description
Malformed packet Filters out frag flood, smurf, stream flood, and land flood attacks as well as malformed
filtering IP, TCP, and UDP packets.

DDoS protection at Filters out UDP floods, SYN floods, TCP floods, ICMP floods, ACK floods, FIN floods,

the network layer RST floods and DNS/NTP/SSDP reflection attacks and null sessions.
DDoS protection at Filters out CC attacks and slow HTTP attacks and supports HTTP custom filtering such
the application layer as host filtering, user-agent filtering, and referer filtering.

Flexible defense options
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Anti-DDoS Advanced (Global Enterprise Edition) supports switching IPs of the protected object to meet your
protection needs for public IPs of Tencent Cloud resources outside the Chinese mainland. The objects that support
switching include CVM and CLB.

Note :
This service is supported in Moscow, Silicon Valley, Frankfurt, Seoul, Hong Kong (China), Tokyo, Singapore,

Bangkok and Mumbai.

Security protection policy

Anti-DDoS Advanced (Global Enterprise Edition) provides basic security policies by default on the basis of protection
algorithms such as IP profiling, behavior pattern analysis, and Al-based smart recognition, effectively coping with
common DDoS attacks. It also offers diverse and flexible protection policies, which can be tailored to your special

needs to deal with ever-changing attack tricks.

Self-Service IP unblocking

If a protected business IP is blocked when the attack traffic bursts or the protection bandwidth of your Anti-DDoS
Advanced (Global Enterprise Edition) instance is too low, you can unblock the IP in a self-service manner in the

console.

Protection statistical reports

Anti-DDoS Advanced (Global Enterprise Edition) provides multi-dimensional traffic reports and attack protection
details to help you stay on top of the protection effects of Anycast Anti-DDoS Advanced (Global Enterprise Edition)

instances in a timely and accurate manner.

Note :
Only DDoS attack protection reports can be displayed currently. CC attack protection and business reports will

be available in the future.

©2013-2022 Tencent Cloud. All rights reserved. Page 6 of 80



@ Tencent Cloud Anti-DDoS Advanced

Strengths

Last updated : 2021-07-19 21:48:14

Anti-DDoS Advanced (Global Enterprise Edition) is a paid security service that can enhance DDoS protection

capabilities of Tencent Cloud services such as CVM and CLB. It has the following strengths:

Cloud Native Solution for Quick Deployment

Anti-DDoS Advanced (Global Enterprise Edition) provides a product solution more toward cloud native architecture to
facilitate quick deployment. With such an instance, you only need to bind it to the target object without adjustment

required.

Massive Protection Resources

Anti-DDoS Advanced (Global Enterprise Edition), combined with ten cleansing nodes outside the Chinese mainland,
supports TB-level protection capability globally that provides security and stability for essential businesses such as

promotional campaigns and launch events.

Leading Cleansing Capability

Leveraging the powerful protective clusters developed by Tencent and multi-dimensional algorithms, such as IP
profiling, behavior pattern analysis, and cookie challenges, Anti-DDoS Advanced (Global Enterprise Edition) can
accurately and promptly detect attack traffic. With the aid of a smart Al engine that continuously optimizes the

algorithms, it is also flexible in coping with attack tricks.

Stable Access Experience

Tencent Cloud’s BGP linkage covers multiple ISPs, which can easily address access latency and ensure network
quality. It also supports smart routing and automatic network scheduling, delivering a stable and smooth access

experience for various user groups.

Detailed Protection Reports
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Anti-DDoS Advanced (Global Enterprise Edition) provides multi-dimensional statistical reports to display clear and

accurate protection traffic and attack details, helping you stay on top of attacks in real time.

Lower Security Protection Costs

1. The simplified billing mode enables you to flexibly choose the "number of protected IPs + protected times"

according to your business size and protection needs. The following solutions are available to cope with high-
volume traffic attacks.

o Anti-DDoS Advanced (Global Enterprise Edition) has multiple global nodes that can work together to defense
against DDoS attack traffic for all-out protection.

o By scheduling and blocking, Anti-DDoS Advanced (Global Enterprise Edition) maximizes your business

availability particularly under attacks.

2. The flexible billing mode for bandwidth "pay-as-you-go + quarterly paid" helps reduce your security cost.
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Use Cases

Last updated : 2021-07-19 21:50:04

Gaming

DDoS attacks are particularly common in the overseas gaming industry. Anti-DDoS Advanced (Global Enterprise
Edition) guarantees the availability and continuity of games to deliver a smooth player experience. Meanwhile, it helps
ensure that normal gaming continues throughout events, new game releases, and peak hours such as holidays.
Ecommerce

The overseas ecommerce industry has been worldwide with increasing global visits and orders during festivals and

promotional campaigns. Anti-DDoS Advanced (Global Enterprise Edition) safeguards continuity and security for global

businesses, especially during major ecommerce promotions.

Website

Anti-DDoS Advanced (Global Enterprise Edition) guarantees smooth access to websites and uninterrupted global
businesses, maintaining a stable and safe performance for daily visits and burst visits during special festivals or

events.
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Relevant Concepts

Last updated : 2021-07-14 15:19:26

DDoS Attack

A Distributed Denial of Service (DDoS) attack is a malicious attempt to make a targeted server unavailable by
blocking its network bandwidth or overwhelming its system with a flood of internet traffic.
Network layer DDoS attack

A network layer DDoS attack attempts to make a targeted server unavailable to its intended users by blocking its

network bandwidth and exhausting its system layer resources with a flood of internet traffic.
Common attacks include SYN Flood, ACK Flood, UDP Flood, ICMP Flood, and DNS/NTP/SSDP/Memcached

reflection attacks.

CC attack

A CC attack is a malicious attempt to make a targeted server unavailable by occupying its application layer resources
and exhausting its processing capacity. Common attacks include HTTP/HTTPS-based GET/POST Flood, layer-4 CC,

and Connection Flood attacks.

Protection Capability

Protection capability refers to the capability to defend against DDoS attacks. Anti-DDoS Advanced (Global Enterprise
Edition) intelligently schedules global node resources for max protection.

Anycast

The protection address (Anycast EIP) is broadcast to ISPs in various regions through BGP Anycast. After this IP is
bound with backend resources, user traffic (including normal traffic and attack traffic) in the access regions will be
directed to the nearest Tencent Cloud node (Anycast access point) for near-source cleansing. Smart routing and
automatic network scheduling are used together to stably deliver users' network access requests to the instances in
Tencent Cloud.

Cleansing
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If the public network traffic of the target IP exceeds the preset protection threshold, Tencent Cloud Anti-DDoS service
will automatically cleanse the inbound public network traffic of the target IP. With the Anti-DDoS routing protocol, the
traffic will be redirected to the DDoS cleansing devices which will analyze the traffic, discard the attack traffic, and

forward the clean traffic back to the target IP.

In general, cleansing does not affect access except on special occasions or when the cleansing policy is configured
improperly. If no exception is found (which is dynamically determined based on the attack) in the traffic for a period of

time, the cleansing system will determine that the attack has stopped and then stop cleansing.

Blocking

Once the attack traffic exceeds the blocking threshold of the target IP, Tencent Cloud will block the IP from all public
network access through ISP service to protect other Tencent Cloud users. In short, once the traffic attacking your IP
goes over the maximum protection capacity of Tencent Cloud in the current region, Tencent Cloud will block the IP

from all public network access. If your protected IP address is blocked, you can log in to the console to unblock it.

Blocking duration

An attacked IP is blocked for 2 hours by default. The actual duration can be up to 24 hours depending on how many
times the IP is blocked and how high the peak attack bandwidth is.

The blocking duration is subject to the following factors:

» Continuity of the attack. The blocking period will extend if an attack continues. Once the period extends, a new
blocking cycle will start.

* Frequency of the attack. Users that are frequently attacked are more likely to be attacked continuously. In such a
case, the blocking period extends automatically.

« Traffic volume of the attack. The blocking period extends automatically in case of ultra-large volume of attack traffic.

Blocking level

« Single-ISP: one single ISP is blocked. In this case, the application cannot be accessed in one or more regions
through this ISP.

» Single-Region nodes: nodes in one single region are blocked. In this case, the application cannot be accessed in
this region.

» Allregions: Tencent Cloud directly blocks access to the application. In this case, the application cannot be

accessed globally.

Note :

» According to the extent of the impact surface of attacks, different levels of blocking will be triggered.
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» For example, after a customer suffers DDoS attacks, when the attack traffic reaches the blocking threshold
of the ISP, the ISP will be blocked; when the attack traffic reaches the node blocking threshold of a region,
nodes in the region will be blocked, and the customer's application will be inaccessible in the region; when
the total attack traffic suffered by the customer on all nodes reaches the all-region blocking threshold, the

customer's application will be blocked in all regions, and it will be inaccessible globally.

Scheduling

When the traffic reaches the threshold of the current ISP, cross-ISP scheduling will be performed to ensure the

application availability.

Note :

To ensure the application availability, several rounds of scheduling may occur.
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Purchase Guide
Billing Overview

Last updated : 2022-09-30 10:52:20

Background

Anti-DDoS Advanced (Global Enterprise Edition) is committed to helping your business outside the Chinese mainland

with DDoS attacks by providing unlimited all-out protection.

Usually malicious attacks will not end before causing losses to the target business, which is also a cost to attackers.
Leveraging Tencent Cloud’s Anti-DDoS cleansing capability outside the Chinese mainland, Anti-DDoS Advanced

(Global Enterprise Edition) safeguards your business with unlimited all-out protection.

Note :

» Tencent Cloud reserves the right to restrict the traffic if the DDoS attacks on your business affect the
infrastructure in the Tencent Cloud Anti-DDoS cleansing center outside the Chinese mainland. If the traffic of
your Anti-DDoS Advanced (Global Enterprise Edition) instance is restricted, your business may suffer the
problems such as limited or blocked business access traffic.

» Anti-DDoS Advanced (Global Enterprise Edition) is a pay-as-you-go service that is billed monthly. The
minimum subscription term is 12 months. Upon expiry, your subscription will be auto-renewed unless
canceled by contacting us. Your instances cannot be terminated during a subscription term.

» Make sure that you have three-month credit to be frozen when activating this service.

» Payments for this service are not refundable.

Anti-DDoS Advanced (Global Enterprise Edition) billing

Number of IPs Service Fee (USD/month) Payment Mode
1 7500 Prepaid
5 33000 Prepaid
30 180000 Prepaid
100 600000 Prepaid

Application bandwidth billing
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Application bandwidth is billed in a pay-as-you-go approach. Specifically, you will be charged by monthly 95th
percentile of either the outbound or inbound bandwidth (whichever is higher) at a unit price of 18.86
USD/Mbps/month.
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Purchase Instructions

Last updated : 2022-09-30 10:52:21

Note :

» Anti-DDoS Advanced (Global Enterprise Edition) is a pay-as-you-go service that is billed monthly. The
minimum subscription term is 12 months. Upon expiry, your subscription will be auto-renewed unless
canceled by contacting us. Your instances cannot be terminated during a subscription term.

» Make sure that you have three-month credit to be frozen when activating this service.

» Payments for this service are not refundable.

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) purchase page.
2. Click Anti-DDoS Advanced (Outside Chinese Mainland) to proceed to the product page.

Anti-DDoS Pro Anti-DDoS Advanced (Chinese Mainland) Anti-DDoS Advanced (Outside Chinese Mainland)

() No refund for this product

Protection Package Standard Enterprise

3. On the page, select Enterprise for your protection package and configure parameters such as "Application
Bandwidth", "IP Quantity", "Validity Period" and "Auto-Renewal".

Note :

o Your package will be automatically renewed for 1 month.

o Application bandwidth is billed using pay-as-you-go. Total Amount does not include the cost of
application bandwidth.
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Protection Package Standard

Specifications Access mode: agency

Resource overview: 1 dedicated Anycast IP
Protection quota: unlimited

All-out protection: Defend against attacks with the highest capability of Tencent Cloud Anti-DDoS cleansing centers outside the Chinese
mainland. >>

Application Bandwidth © Limited () Unlimited

O - 1 +  Mbps
500Mbps ~ 1000Mbps ~ 1500Mbps  2000Mbps

The total application bandwidth used in all regions is charged in the manner of pay-as-you-go for the public network fee settlement. Please set a
bandwidth cap that is equal to or higher than your actual application bandwidth. There may be a high bandwidth cost if the bandwidth is not
limited.Pricing

IP Quantity El 5 30 100

Tag (Optional]@ Tag key A4 Tag value v X

4. Click Pay Now to complete your purchase.

Current Configuration

Advarnceu

N Sap 1Mbps

Total Amount 3

L , | EEEREED

5. Log in to the Anti-DDoS console (Global Enterprise Edition) and select Anti-DDoS Advanced -> Instance List to
enter the instance list page.

6. On the page, select All Lines -> Anycast to view your Anti-DDoS Advanced (Global Enterprise Edition) instance
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details.

@' All Regions =

&) All Lines ~
D1 e/Tac ;
8 All Lines
ba BGP
Not / CTCC
N/& # Cucc
CMCC
Anycast
be Juf

Lol

AI12R122 1M
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Getting Started

Last updated : 2022-06-10 14:12:06
Anti-DDoS Advanced (Global Enterprise Edition) is a paid service aimed at global users with businesses deployed in
Tencent Cloud to improve their global DDoS protection capabilities.

« It allows you to purchase and hold public IP address resources independently.

« After it is bound to cloud resources, the cloud resources can communicate with the public network through it.

This document takes binding an Anti-DDoS Advanced (Global Enterprise Edition) instance and a cloud resource as an

example to describe the usage lifecycle of Anti-DDoS Advanced (Global Enterprise Edition).

Background

The usage lifecycle of Anti-DDoS Advanced (Global Enterprise Edition) includes purchasing Anti-DDoS Advanced
(Global Enterprise Edition) instance, configuring protection rules for the instance, configuring application rules for the

instance, and terminating the instance.

Get an Anti DDoS Set DDoS

Advanced (Global = ) ——M Set business rules M Terminate the instance

. . ) protection rules
Enterprise Edition) instancg

1. Purchasing Anti-DDoS Advanced (Global Enterprise Edition) instance: purchase Anti-DDoS Advanced (Global
Enterprise Edition) resources according to your actual needs.

2. Configuring protection rules for the Anti-DDoS Advanced (Global Enterprise Edition) instance: configure protection
policies that fit your application.

3. Configuring application rules for the Anti-DDoS Advanced (Global Enterprise Edition) instance: associate the
instance with the cloud resources to be protected.

4. Terminating Anti-DDoS Advanced (Global Enterprise Edition) instance: after unassociating the instance from cloud
resources, you can associate the instance with other cloud resources. The unassociating operation may cause the
network of the corresponding cloud resource to be disconnected, and instances that are not bound to cloud

resources will incur IP resource fees.

Directions
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Purchasing Anti-DDoS Advanced (Global Enterprise Edition) instance
1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console.
2. Refer to the Purchase Guide to purchase an instance.

3. Click Anti-DDoS Advanced (New) > Service Packages on the left sidebar to view the purchased Anti-DDoS

Advanced (Global Enterprise Edition) instance, which is not bound.

Note :

We recommend binding cloud resources to the Anti-DDoS Advanced (Global Enterprise Edition) instance
promptly so as to save IP resource fees. IP resource fees are charged by hour accurate to the second level,
and if the duration is less than one hour, fees will be charged according to the proportion of idle time.

Therefore, please bind cloud resources in time. For more information, please see Billing Overview.

Line: Anycast : . Protection
Protection quota: unlimited ~ ~
Application Bandwidth Cap: StatusRunning i Purchase time: Configurations
Int-test-0./° & Protection Capacity: All-Out 0 Times b~ C) .
° FEREEREA Binding Status: Not

bound

View Report

; Protection
/

N/A# Package Type: Enterprise

Configuring protection rule

Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console, click Anti-DDoS Advanced (New) > Service
Packages on the left sidebar, select the corresponding instance, and click Protection Configuration. For more

information on configuration methods, see Protection Configuration.

Line: Anycast Protection

Protection quota: unlimited

ReE = StatusRunnin 2 g
Application Bandwidth Cap: 9 . Purchase time: Configurations
Int-test-0 »* 2 e All- 0 Ti -
LRI Ero:actlon Capacity: All-Out Binding Status: Not imes | C) View Repart
N/A S forhen bound

Package Type: Enterprise

Associating cloud resource

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console. Select Anti-DDoS Advanced >
Application Accessing > IP Access.
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2. Click Start Access.

Application Accessing

‘Without Anti-DDeS Advanced With Anti-DDo$ Advanced Troubleshooting
Real servers are exposed directly to the intemet, When a DDoS attck starts,  You need to add a CNAME record for the application domain name at your DS ISP. When network traffic flows through Anti-DDoS Advanced, it automatically fiters Wt Copnecting spplications o Anti-DDCS Advanced
they can easily be overwhelmed. malicious traffic to protect the security of the real server.

IP blocking and unblocking
Maifying DNS resolution

8 DDoS Attack él_'l o YT @ Forwarding Port Real Server Port Iél_'l Solutions for an exposed origin server IP address
| (=} Forwarding Protocol =
Client Real Server User Edge Defender  Anti-DDoS Advanced Origin 1P Regl Server

No applications connected yet, please select a connection method

™ b \\/ : N “
N~ O~ 7

Access via Port Access via Domain Name IP Access

y &

ble to non-website applications such as PC games, mobile gamesa Ap

website applications such as ecommerce websites and corpor Applicable to applications of Tencent Cloud enterprise users outside the Chi

a

nese mainland

Configure Now Configure Now Configure Now

3. Select an Anti-DDoS Advanced (Global Enterprise Edition) instance and a cloud resource, and then click OK.

Note :

Cloud resources that has been bound to a public IP or Anycast IP cannot be bound again.
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Bound Resource

0 Cloud Virtual Machine Load balance

@' Hong Keng (China)

nstance ID/MName Awailability Zone Private IP Bound public
ir Hong Kong (China)
Total items: 2 10 » /page 1 /1 page

Unassociating cloud resource

1. On the IP accessing page, select an instance to delete and click Delete on the right.

2. In the pop-up window, click OK.

Note :
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Note that the unbinding may disconnect your cloud resource from the network. You can bind it with other

resources later.
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Operation Guide
Operation Overview

Last updated : 2022-05-18 14:15:23
This document lists the references for common operations in Anti-DDoS Advanced (Global Enterprise Edition).

Protection overview

Viewing Protection Overview

Protection configuration

DDoS Protection Level
Protocol Blocking
Feature Filtering

Al Protection
Connection Protection
IP Blocklist/Allowlist

IP and Port Speed Limit
Location Blocking

Port Filtering

Watermark Protection

Application Connection

IP Connection

Instance Management

Viewing Instance Information

Setting Instance Alias and Tag

Security event notification

Setting Security Event Notification

Operation log

Viewing Operation Log
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https://www.tencentcloud.com/document/product/297/42161
https://www.tencentcloud.com/document/product/297/42162
https://www.tencentcloud.com/document/product/297/41127
https://www.tencentcloud.com/document/product/297/41140
https://www.tencentcloud.com/document/product/297/41141
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Viewing Protection Overview

Last updated : 2022-12-09 15:07:49

Protection Overview

Anti-DDoS Advanced

After connecting your application to and routing its traffic to the Anti-DDoS Advanced (Global Enterprise Edition)

service, you can check the application traffic status and Anti-DDoS protection status in the console. Attack packet

data can be downloaded for source tracing and analysis.

Viewing attack statistics

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection

Overview.

Overview

Protection Overview Anti-DDoS Basic Anti-DDoS Pro Anti-DDos Advanced

) Safe
Mo sbnomal traffic detected.

50 0

3 O O Mops

2. In the "Attacks" module, you can view the application security status, the latest attack and the attack type. To

obtain higher protection, you can click Upgrade Protection.

3. This module also displays the details of the following data.

Field description:

50

30

ad

d domain names

rs

o Attacked IPs: The total number of attacked application IPs of basic protection, Anti-DDoS Pro and Anti-DDoS

Advanced.

©2013-2022 Tencent Cloud. All rights reserved.
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o Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.

o Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.

o Attacked domain names: The total number of domain names of attacked Anti-DDoS Advanced instances and
ports.

o Protected domain names: The number of domain names connected to Anti-DDoS Advanced instances.

o Peak attack bandwidth: The maximum attack bandwidth of the current attack events.

Viewing defense statistics

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.

2. In the "Defense" module, you can easily see the application IP security status.

Total IPs

Y 348

Protected IPs Blocked IPs

50 0

Field description:
o Total IPs: The total number of application IPs, including IPs of basic protection, Anti-DDoS Pro and Anti-DDoS
Advanced.
o Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.
o Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.
3. This module also displays the total number of attacks on your applications, giving you a picture of the distribution of

attacks.
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Trends

I

— Total number of attacks

4. Meanwhile, this module provides recommended actions for the attacked IPs connected to basic protection,

allowing you to quickly upgrade your Anti-DDoS service.

Recommended Actions

Upgrade Anti-DDoS for Anti-DDeS Pro Anti-DDoS Advanced

Viewing Anti-DDoS Advanced instance statistics
1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection

Overview.
2. The "Anti-DDoS Instances"” module visualizes the Anti-DDoS instance status data, providing an easy and complete

way to know the distribution of insecure applications.

Anti-DDoS Instances

B Running 15 B Running 37

B Blocked B Blocked o

Being attacked Being attacked 3

Other 1

Other
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Viewing recent events

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.
2. The "Recent Events" module shows you all the recent attack events. For attack analysis and source tracing, click

View Details to enter the event details page.

Recent Events
Attacked IP Instance Name Defense Type ¥ Start Time Duration Attack Status T Event Type T Operation

Anti-DD 4 2022-02-16 04:07:00 2mins Aftack ends > DDos Attack View Detals
Anti-DDot 2022-02-14 17:35:00 2mins Attack ends <> DDoS Attack View Cetalls

11 S Anti-DDoS, 2 2022-02-13 12:05:00 2 mins Attack ends £ DDos Attack View Detals

3. In the "Attack Information” module of the event details page, you can view the detailed attack information for the
selected period, including the attacked IP, status, attack type (which is sampled data), peak attack bandwidth and

attack packet rate, and attack start and end time.

DDoS Attack Details

Attack Information

Attacked IF 11 Attack Bandwidth Pea dibps
s Attack ends Attack packet rate pea T30pps
SYNFLOOD ATTECK STart tme 2022-02-16
J40T00
Attack end time 2022-02-16
00900

4. In the "Attack Trend" module of the event details page, you can view the trend of attack bandwidth and attack

packet rate and easily find the peak spikes.

Note :

This module provides complete, real-time data in the attack period.
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Attack Bandwidth Attack Packet Rate

5. In the "Attack Statistics" module of the event details page, you can view how attacks distribute over different attack
traffic protocols and attack types.

Note :

This module provides sampled data in the attack period.

Attack Statistics

otal attack traffid Total attacks

B TCP 26.00MB 1 @ SYNFLOOD 1

Field description:

« Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute
over different attack traffic protocols within the queried period.

» Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

6. The "Top 5" modules of the event details page displays the top 5 attacker IP addresses and the top 5 attacker

regions, which is helpful to precise protection configuration.
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Note :

This module provides sampled data in the attack period.

Top 5 Attacking Source IPs Top 5 Districts Where Attacks Originate

£2.197.136.161 256  Metherlands 312
| |
§9.245,163.136 256

7. In the "Attacker Information" module of the event details page, you can view the sampled data of the attack period,

including the attacker IP, region, total attack traffic, and total attack packets.

Note :

This module provides sampled data in the attack period.

Attack source information

Attack Source IP Region Cumulative attack traffic Cumulative attack volume
62,7 Metheriands 16.0 MB 256

85 Metherlands 16.0 MB 256

Total items: 2 1 /1 page

Anti-DDoS Advanced Overview

After an IP address is bound to an Anti-DDoS Advanced instance, when you receive a DDoS attack alarm message or
notice any issue with your business, you need to view the attack details in the console, including the attack traffic and

current protection effect. Enough information is critical for you to take measures to keep your business running
smoothly.
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Viewing DDoS protection details

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection

Overview.
My Anti-DDoS Advanced instances
0 H“ Blocked DDoS attacks
B Protecting @
- - 0 0 times
My usage Being attacked
0
B Blocked
0
® Activated () 0 Blocked CC attacks
Renew Now 0 fimes

2. On the DDoS Protection tab, set a query period, and select All Lines > Anycast to check whether there are

attacks. The complete attack data is displayed by default.

Note :

You can query attack traffic and DDoS attack events in the past 180 days.

DDoS Attack CC Attack

€ Al Regions ~ || &) Al Lines ~ v Last 1 Hour Last & Hours Today Last 7 Days Last 15 days Last30Days | 2022-02-17 16:30 ~ 2022-02-17 17:30 ]

2. View the information of attacks suffered by the selected Anti-DDoS Advanced instance within the queried period,

such as the trends of attack traffic bandwidth/attack packet rate.

© AilRegions v || &) Al Lines ~ v Lest?Hour Last & Hours Today Last 7 Days Lost 15 days Lost30Days | 2022-02-17 1630 ~ 2022-02-17 17:30 =
Attack Traffic Bandwidth (traffic surges included) Attack Bandwidth Peak Attack Packet Rate Attack packet rate peakc

0 Mbps 0 pos

2022-02-1716:45
— 0 Mbps

3. You can view the recent DDoS attacks in the Recent Events section. To view event details, you can click View

Details.
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Recent Events
Attacked IP Instance Name Defense Type ¥ Start Time
Anti-DD, 1 2022-02-16 04:07:00
Anti-DDot 2022-02-14 17:35:00
1 R Anti-DDeS . 2022-02-13 12:05:00

Duration

2Zmins

Zmins

zmins

Attack Status T

Attack ends

Aftack ends

Aftack ends

Anti-

Event Type T

4> DDos Attack

<> DDosS Attack

<> DDosS Attack

DDoS Advanced

Operation
View Detalls
View Details

\iew Details

- Information including attacker IP, attack source region, generated attack traffic, and attack packet size will be

displayed for source analysis and tracing.

DDo5 Attack Details

Attack Information

Status » Attack ends ATIECK PaCKET rale pea

Attack Type SYNFLOOD

OMbps

T30pps

2022-02-1¢
240700

2022-02-16
Q0900

- To view sampled attack data within a specified period, click Packet Download.

Recent Events
Instance ID Attacked IP Start Time
bgpif 2022-02-16 04:07:00
bapip 2022-02-14 17:35:00
bapi| 2022.02-13 120500
b x 2022.02-11 231500
bg 2022.02-10 125400

- The sampled attack packet data can be downloaded to help customize a protection plan.

©2013-2022 Tencent Cloud. All rights reserved.

Duration

2 mins

2mins

2mins

2mins

2mins

Attack Status T

« Aftack ends

» Aftack ends

« Attack ends

» Aftack ends

« Attack ends

Operation

View Detalls Packet Downlosd

s Packet Download

s Packet Downlosd

s Packet Download

View Detalls Packet Downlosd

1 /4pages b ¥
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Attack Packet List »
D Time Operation
12993844 2022-01-10 23:37:51 Download
12993866 2022-01-10 23:37:51 Download
Total items: 2 10 = / page 1 /1 page

4. In the Attack Statistics section, you can view how the attacks distribute across different attack traffic protocols,

attack packet protocols, and attack types.

Attack Statistics
W TP 5ITE
W cvP TR

Field description:

B TP 101IM
[ ety oM B SYNFLOOD  1itimes
| uoe oM B RUBISHFLOOD  4times

B OTHER oM

- Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute
over different attack traffic protocols within the queried period.

- Attack packet protocol distribution: It displays how the attacks suffered by the selected Anti-DDoS Advanced
instance distribute across different attack packet protocols within the queried period.

- Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

5. In the attack source section, you can view the distribution of DDoS attack sources in and outside the Chinese
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mainland within the queried period, so that you can take further protective measures.

Attacker Distribution (Global)

Viewing CC protection details

1. On the CC Protection tab, set a query period, and select All Lines > Anycast to check whether there are attacks.

DDoS Attack

@ All Regions = v Last 1 Hour Last & Hours Today Last 7 Days Last 15 days Last 30 Days 2021-11-01 00:00 ~ 2022-02-17 23:59 m

2. You can select Today to view the following data to identify the impact of attacks on your business.

® AlRegions v | &) All Lines ~ - Last 1 Hour Last & Hours Today Last 7 Days Last 15 days Last30Days | 20220018 000 ~ 2022.02.17 2359 ]

CC Attack Trend Aftack Request Peak €C Attack Trend

e aps 9765.. i Times 4422201 ...

Total Request Peak

— Totsl request rste  — Attack request rate — Total requests  — Attack requests

Field description:
Total request rate: The rate of total traffic (in QPS).

[o]

Attack request rate: The rate of attack traffic (in QPS).

[e]

Total requests: The total number of requests received.

[e]

[}

Attack requests: The number of attack requests received.
3. You can view recent CC attacks in the Recent Events section. Click View Details on the right of an event to

display the attack start and end time, attacked domain name, attacked URI, total request peak, attack request
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peak, and attacker IP. You can also check the attack information, attack trends, and detailed CC records.

Recent Events
tance ID Attacked Domain Name Attacked URI Attacked IP Duratior Attack Status T
bapi 1mins « Attack ends
bapi 1mins o Attack enos
baj 1mins « Attack ends
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Protection Configuration
DDoS protection
DDoS Protection Level

Last updated : 2022-04-28 10:10:18

This document introduces the use cases of different protection levels and the actions Anti-DDoS Advanced (Global
Enterprise Edition) takes to defend against DDoS attacks. You can follow this guide to set the DDoS protection levels

in the console.

Use Cases

Anti-DDoS Advanced provides three available protection levels for you to adjust protection policies against different

DDoS attacks. The details are as follows:

e Loose
e Medium
o Strict
Protection . . .
Protection Action Description
Level
o Filters SYN and ACK data
ackets with explicit attack . o
ptt but With expiict « This cleansing policy is loose and only defends
attributes. . -
i against explicit attack packets.
» Filters TCP, UDP, and ICMP data . . :
Loose ) ) » We recommend choosing this protection level when
packets that are not compliant with
: ) normal requests are blocked. Complex attack packets
the protocol specifications. i
i , may pass through the security system.
« Filters UDP data packets with
explicit attack attributes.
Note :

« If you need to use UDP in your business, please contact Tencent Cloud Technical Support to customize an
ideal policy for not letting the level Strict affect normal business process.
« The level Medium is chosen by default for your Anti-DDoS Advanced (Global Enterprise Edition) instance.

You can set the DDoS protection level for your business needs and also the cleansing threshold. Attack
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traffic will be cleansed when it is detected higher than the threshold you set.

Prerequisites

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and click Anti-DDoS Advanced (New) ->
Configurations->DDoS Protection on the left sidebar.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

] v Q
IP/Port Pratection Damain name protection

[ DDoS Protection Level

Anti-DDGS collects and analysis the characteristics of history attacks, blocks messages do not compliant with the protacol specifications, and blocks abnormal TCP connections.
In Loose Made, only confirmed attack messages are blocked. In Medium mode, highly-suspicious attack messages are blocked. In Strict mode, all suspicious messages are
blocked. If attack messages failed to be blocked in the Strict mode, or the normal messages are blocked in Loose mode, please contact our technical support.

Strict o Medium Loose

3. Set the protection level and cleansing threshold in the DDoS Protection section on the right.

Note :
If you have a clear concept about the threshold, set it as required. Otherwise leave it to the default value.

Anti-DDoS will automatically learn through Al algorithms and calculate the default threshold for you.

P DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks messages do not compliant with the protocol specifications, and blocks abnormal TCP connections.
In Loose Mode, only confirmed attack messages are blocked. In Medium mode, highly-suspicious attack messages are blocked. In Strict mode, all suspicious messages are
blocked. If attack messages failed to be blocked in the Strict mode, or the normal messages are blocked in Loose mede, please contact cur technical support.

Strict OMedfum Loose Cleansing Threshold | Default v

Parameter Description:
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e Level
If the protection is enabled, the level Medium is chosen by default for your Anti-DDoS Advanced (Global Enterprise
Edition) instance. You can adjust the DDoS protection level for your business needs.
« Cleansing Threshold
o This indicates a value to trigger cleansing. Cleansing will not be triggered by the traffic below the threshold you
set even though it is found malicious.
o If the protection is enabled, your Anti-DDoS Advanced instance will use the default cleansing threshold after your
business is connected, and the system will generate a baseline based on historical patterns of your business

traffic. You can also set the cleansing threshold for your business needs.
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Protocol Blocking

Last updated : 2022-04-28 10:55:43

Anti-DDoS Advanced (Global Enterprise Edition) supports blocking the source traffic accessing Anti-DDoS instances
based on specified protocols, such as ICMP, TCP, UDP, and other protocols. After the configuration is completed, all
matched access requests will be directly blocked. Due to the connectionless feature of UDP protocol (unlike TCP,
which requires a three-way handshake process), it has natural security vulnerabilities. If you do not have UDP

businesses, we recommend blocking the UDP protocol.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

IP/Port Protection Domain name protection

200488

§J DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the i

o Strict Medium Loose

3. Click Set in the Block by protocol section.
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4. Click Create. On the pop-up page, enter the instance ID, configure the settings you need, and then click OK.

Create Protocol Blocking Policy X
Associate Anti-DDoS Advance bgpip-000002hi €3

Block ICMP Protocol
Block TCP Protocol
Block UDP Protocol

Block other protocols

9]¢ Cancel

Jocan

5. After the rule is created, it is added to the list. You can turn the settings on or off as needed.

< Block by protocol

a

Associated Resource Block ICMP Protocol Block TCP Protocol Block UDP Protocol Block other protocols Operation

bgpip-000002h1/119.28.217.238 Close Enable Enable Enable Configuration

Total items: 1 10 v /page 1 /1 page
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Feature Filtering

Last updated : 2022-04-28 10:55:43

Anti-DDoS Advanced (Global Enterprise Edition) supports configuring custom blocking policies against specific IP,
TCP, UDP message header or payload. After enabling feature filtering, you can combine the matching conditions of
the source port, destination port, message length, IP message header or payload, and set the protection action to
continue protection, allow/block/discard matched requests, block the IP for 15 minutes, or discard the request and
then block the IP for 15 minutes, etc. With feature filtering, you can configure accurate protection policies against

business message features or attack message features.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

IP/Port Protection Domain name protection

100488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

3. Click Set in the Feature Filtering section.
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4. Click Create. On the pop-up page, enter the required fields based on the action you select, and click OK.

Create Feature Filter
Associate Anti-DDoS Advance bgpip-000002hl €3

Filter feature
Field
Source Port v

Destination por «

Message lengtt +

IP header v
Payload v
Action Allow ) Block

Discard requests and block IP for 15 mins

5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

< Feature Filtering

D Associated Resource

00glpjkv bgpip-000002h1/119.28.217.238

Total items: 1

©2013-2022 Tencent Cloud. All rights reserved.

X
Logic Value
equals to v 5000 Delete
equals to v 808 Delete
equals to v 1350 Delete
. o Byte offset
Find matching it + ddos
Delete
. o Byte offset
Find matching it + ae86
Delete
Discard Reject requests and block IP for 15 mins
Continue Protection
Q

Feature List

Source port equals to 5000

Destination port equals to 808

Message length equals to 1350

IP headerFind matching items via regexddos,Offset
byte starts at 5, ends at 60

and

PayloadFind matching items via regexae86,0ffset
byte starts at 5, ends at 60

Action

Allow

Operation

Configuration Delete

10 v /page 1 /1 page
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Al Protection

Last updated : 2022-04-28 11:14:26

Anti-DDoS Advanced (Global Enterprise Edition) allows you to enable Al protection for powerful defense effect. With
Al protection enabled, Anti-DDoS will learn connection baselines and traffic features using algorithms, auto-tune its
cleansing policies, and detect and block 4-layer CC attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P Q
IP/Port Protection Domain name protection
bgp-0C

@ DDaS Protection Level

Anti-DDo$ collects and analysis the characteristics of history attacks, blocks messages do not compliant with the protocol specifications, and blocks abnormal TCP connections.
In Loose Mode, only confirmed attack messages are blocked. In Medium mode, highly-suspicious attack messages are blocked. In Strict mode, all suspicious messages are
blocked. If attack messages failed to be blocked in the Strict mode, or the normal messages are blocked in Loose mode, please contact our technical support.

Strict o Medium Loose
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»

3. Click

Connection Attack Protection

Set refined protection policies targeting connection attacks
D

» Configured JREIES

Block by location

Block requests to access Anti-DDoS Advanced instances from [P addresses in
f specified regions.

NS

» Configured JREIES

©2013-2022 Tencent Cloud. All rights reserved.

Set

Set

Anti-DDoS Advanced

in the Al Protection section to enable the setting.

Al Protection

d

Defense statul

IP/Port Speed Limit

The Al engine learns the connection number baseline and traffic characteristics,
discovers and blocks layer-4 connection CC attacks, and can effectively defend
against layer-4 connection attacks.

Caontrols access to the business IP by configuring speed limits on IPs and ports.
L]

N

» Configured JRETIES Set
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Connection Attack Protection

Last updated : 2022-04-28 11:17:32

Anti-DDoS Advanced (Global Enterprise Edition) can automatically trigger blocking policies facing abnormal
connections. With Maximum Source IP Exceptional Connections enabled, a source IP that frequently sends a
large number of messages about abnormal connection status will be detected and added to the blocklist. The source

IP will be accessible after being blocked for 15 minutes. You can set the following configurations as needed:

Note :

» Source New Connection Rate Limit: limits the rate of new connections from source ports.

» Source Concurrent Connection Limit: limits the number of active TCP connections from source
addresses at any one time.

» Destination New Connection Rate Limit: limits the rate of new connections from destination IP
addresses and destination ports.

« Destination Concurrent Connection Limit: limits the number of active TCP connections from destination

IP addresses at any one time.

« Maximum Source IP Exceptional Connections: limits the maximum number of abnormal connections

from source IP addresses.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.
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2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

IP v Q

|P/Port Protection Domain name protection

200488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

3. Click Set in the Connection Attack Protection section.
4. Click Create. On the pop-up page, configure the protection settings and click OK.

Configure Connection Attack Protection X

" U
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5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Source New Connection Rat... Source Concurrent Connecti... Destination New Connection... Destination Concurrent Con... Maximum Source IP Excepti... Operation

Close Close Close Close Close Configuration
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IP Blocklist/Allowlist

Last updated : 2022-04-28 11:20:31

Anti-DDoS Advanced

Anti-DDoS Advanced (Global Enterprise Edition) supports configuring IP blocklist and allowlist to block or allow

source IPs accessing the Anti-DDoS services, restricting the users accessing your business resources. If the

accessing traffic exceeds the cleansing threshold, the allowed IPs will be allowed to access resources without being

filtered by any protection policy; while the access requests from the blocked IPs will be directly denied.

Prerequisite

» You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Note :

The IP blocklist and allowlist filtering take effect only when your business is under DDoS attacks.

o The allowed IPs will be allowed to access resources without being filtered by any protection policy.

o The access requests from the blocked IPs will be directly denied.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

Protection Policy ()

IP Blocklist/Allowlist

PRSLLT: (Tl 4 blocklists, 1 allowlists

Configure IP blocklist and allowlist to block or allow requests from specific source
IPs, so as to define who can access your application resource.

Block by protocol

‘ Block requests of the specified protocol according to the traffic to Anti-DDoS. If
< . your application does not use UDP, it's recommended to block all UDP requests.

©2013-2022 Tencent Cloud. All rights reserved.

Port Filtering

Bleck or allow traffic to an Anti-DDoS Advanced IP by specifying the source and

< destination port range

» Configured RIS Set

Watermark Protection

In this case, every message sent out from the client is embedded with the

() The application end and Anti-DDoS share the same watermark algorithm and key.
watermark, so as to defense layer-4 CC attacks, such as

» Enabled JRIRTIES Set
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3. Click Set in the IP Blocklist/Allowlist section.

4. Click Create. On the pop-up page, select a protocol type, enter an IP, and then click Save.

IP Blocklist/Allowlist X

. . Elocked/Allowed o ) .
Associated Resource Associated IP Protocol Type Domain Name IPs Type T Modification Time Operation

bgp-L http ™ Blocklist ~ I Save | Cance

bgp-r http 1 Blocklist 2021-12-27 Set Delete
22:10:23

Total items: 1 10 » / page 1 /1 page

5. After the rule is created, it is added to the list. You can click Delete on the right of the rule to delete it.

IP Blocklist/Allowlist X

a

Blocked/Allowed

Associated Resource Associated IP Protocol Type Domain Name IPs Type T Modification Time Operation

bar " http a Blocklist 2021-12-27 Set
22:10:23

Total items: 1 10 v / page 1 /1 page
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IP and Port Rate Limiting

Last updated : 2022-04-28 11:20:07

Anti-DDoS Advanced (Global Enterprise Edition) allows you to limit traffic rate for application IPs and ports.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

IP/Port Protection Domain name protection

200488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

3. Click Set in the IP/Port Speed Limit section.
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4. Click Create. On the pop-up page, select a protocol, port and limit mode, enter a limit threshold, and then click OK.

Create |P/Port Speed Limit

ALL TCP ucp

Speed Limited Mode By source P

Speed Limit (3) bps

Pp=s

SMP Custom

Cancel

5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Protocol Port

bgr SMP;UDP
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Speed Limited Mode

By source IP

Configuration |Delete
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Regional Blocking

Last updated : 2022-04-28 11:22:29

Anti-DDoS Advanced (Global Enterprise Edition) allows you to block traffic from source IP addresses in specific
geographic locations at the cleansing node, with just one click. You can block traffic from whatever regions or

countries you need.

Note :
After you configure the regional blocking setting, attack traffic targeting the region will still be recorded but will

not be allowed to your real server.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.
2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

IP/Port Protection Domain name protection

200488

§J DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the i

o Strict Medium Loose

3. Click Set in the Block by location section.
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4. Click Create. On the pop-up page, select a region and click OK.

Create Regional Blocking Policy X

O-China Outside China Custom

5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Blocked Areas Operation
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Port Filtering

Last updated : 2022-04-28 10:55:43

Anti-DDoS Advanced (Global Enterprise Edition) enables you to block or allow inbound traffic by ports. With port
filtering enabled, you can customize port settings against inbound traffic, including the protocol type, source port and
destination port ranges and set the protection action (allow/block/discard) for the matched rule.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

IP/Port Protection Domain name protection

200488

¥ DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the

o Strict Medium Loose

3. Click Set in the Port Filtering section.
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4. Click Create. On the pop-up page, select an action and enter the required fields.

Port Filtering X
== a
Associated Resource Protocol Source Port Range Destination Port Range Action Priority @ Operation
ba, Jl Protocols « Discard = Save Cancel
10 * /page 1 /1 page
5. Click Save.

6. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.

Associated Resource Protocol Port Speed Limited Mode Packet rate limit Qperation
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Watermark Protection

Last updated : 2022-04-28 10:55:43

Anti-DDoS Advanced (Global Enterprise Edition) supports watermark protection for the messages sent by the
application end. Within the range of the UDP and TCP message ports configured, the application end and Anti-DDoS
share the same watermark algorithm and key. After the configuration is completed, every message sent from the client
will be embedded with the watermark while attack messages will not, so that the attack messages can be identified
and discarded. Watermark protection can effectively and comprehensively defend against layer-4 CC attacks, such as

analog business packet attacks and replay attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Note :

This feature is a paid service. Please contact us for activation.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".

P v Q

|P/Port Protection Domain name protection

200488

7 DDoS Protection Level

Anti-DDoS collects and analysis the characteristics of history attacks, blocks
In Loose Mode, only confirmed attack messages are blocked. In Medium mc¢
blocked. If attack messages failed to be blocked in the Strict mode, or the n

o Strict Medium Loose
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3. Click Set in the Watermark Protection section.

4. Click Create. On the pop-up page, enter the required fields and click OK.

Create a Watermark Protection Policy
Associate Anti-DDo5 Advanced 0O
Check Mode O Morma Compact
Proto r
Add
0K Cance

Anti-DDoS Advanced

5. After the rule is created, it is added to the list. You can click Key Configuration to view and configure a key.

Watermark Protection

Associated Reso... Protocol Port Offset Check Mode

T 1 Normal

©2013-2022 Tencent Cloud. All rights reserved.
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6. In the pop-up window, you can view or copy the key.

< Watermark Protection

a

Associated Resource Protocol port Status Operation
bgpip-000002h1/119.28.217.238 TCP-80 Run Now Delete Key Configuration
Total items: 1 10 v /page 1 /1 page

7. You can also add or delete a key. A key can be deleted if you have another key. Up to two watermark keys can be

created.

Key information X

@ Each application can have up to 2 keys. To add a new key, please delete the old key first. When there is only on valid key, it cannot be deleted.

Key Status Generation Time Operation

b26a8365c2¢c203ec-5bba-b26a8365c2c203ece093f421bc36e78c12b37e60 Enabled 2020-07-01 22:11:13 @ Copy Delete

b2628365c2¢c203ec-5bba-bh26a8365c2c203ec9acbab02bc36e78ce329a1db Enabled 2020-07-01 22:11:16 Copy Delete
Close
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CC protection
CC Protection and Cleansing Threshold

Last updated : 2022-04-28 10:55:43

Protection Description

"CC Protection" identifies and blocks CC attacks based on access attributes and connection status. It provides
scenario-specific configurations to create protection rules, helping secure your business. It also supports the cleaning
threshold setting.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".

Configurations. B8 Global Setting Mode

DDoS Protection €C Protection

Protection Flow

= cies View Al
cc ii IP/port protection cal and
Engine How can | connect to  blacked server?
Real sener e d rotection < applic \What if my business [P is blocked for sttack defense?
protection engine.

P a For etalls 3004t Configuing domain name protection, contact your sales rep
bap: BF € Protection and Cleansing Threshold (D

CC protection detects maiicious behaviors according to access MOAEs and connection status, In Loose Mode, only confirmed attack requests are biocked. In Medium mode, Iighly-SUspicious requEsts are biocked, In Strict mode, all suspitious requests
bgp are blockes. f attack requests falled to be blocked in the Strict mode, or the normal requests are blocked in Locse mode, please contact our technical support.
bop

CC Protection D When it's off, the following CC protection polices do not take effect
bop

Cleansing Threshold @ ars set
bop

3. Click Set in the CC Protection Level and Cleansing Threshold section.
4. Click Create. Enter the required fields and set a cleansing threshold.
5. Click Save.

Note :
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Refined rules take precedence over instance-level rules.

«Q© 7
6. After the rule is created, it is added to the rule list. When the defense level is "Custom"”, click and to

enable CC protection and set a cleansing threshold.
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Regional Blocking

Last updated : 2022-04-28 10:55:43

Anti-DDoS Advanced (Global Enterprise Edition) allows you to block website access requests from source IP
addresses in specific geographic locations, with just one click. You can block all website access requests from

whatever regions or countries you need.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".

DDoS Protection CC Protection

Protection Flow

Troubleshooting

— Different protection policies are appiicable to different engines: Why are there limits on the manual unblocking times? And what are the limits? View Al
cc ii IP/port protection policy is applicable to the Anti-DDoS engine, and o 110 2 blocked server?
Engine
Resl Server  the domain name protection palicy is applicable to the CC
protection engine.
P a For Getails about configuring dOMain name Protection, contact your sales rep

I CCProtection and Cleansing Threshoid (D)

CC protection detects malicious behaviors according to access mades and connectien status. In Loose Mode, enly confirmed attack requests are biocked. In Medium mode, highly-suspicious requests are blocked. In Strict mode, all suspicious requests
are blocked. If attack requests failed to be blocked in the Strict mode, or the nomal requests are blocked in Loose mode, please contact our technical support.

ccprotecion (@) When its off, tne follewing CC protection poiicies do not take effect

Ceansing Thresnold | Custom || 3 aps

3. Click Set in the Block by location section.
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4. Click Create. On the pop-up page, select an IP, a domain name and region, and click OK.

Create Regional Blocking Policy >

ciate Service Packs bgp-000001cg

Q uTTEe

cked Areas o-:hina Qutside China Custom

5. Click Save.

Note :

Refined rules take precedence over rules at the instance level.

6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.

Associated Resource Protocol Domain Blocked Areas Operation

bgp-0000 218 k st China Delete
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IP Blocklist/Allowlist

Last updated : 2022-04-28 10:55:44

Anti-DDoS Advanced (Global Enterprise Edition) supports IP blocklist and allowlist configurations to block and allow
IPs connected to Anti-DDoS, restricting the users from accessing your resources. For the allowed IPs, they are
allowed to access without being filtered by any protection policy; while the access requests from the blocked IPs are

directly denied.

Note :

The IP blocklist and allowlist filtering takes effect only when your business is under CC attacks.

» The allowed IPs will be allowed to access resources without being filtered by any protection policy.

» The access requests from the blocked IPs will be directly denied.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".

For details about configuring domain name protection, contact your sales rep

- cC Protection and Cleansing Threshold (3

CC protection detects malicious behaviors according to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode, highly-suspicicus reguests are blocked. In Strict mode, all suspicious reguests
are blocked, If attack requests failed to be blocked in the Strict mode, or the normal requests are blocked in Loose mode, please contact our technical support.

CC Protection () When it's off, the following CC protection polices do not take effect

Cleansing Threshold @ | 2 aps Set
Block by location IP Blocklist/Allowlist
Block requests to access Anti-DDoS Advanced instances from |P addresses in specified regions. Configure IP blocklist and allowlist to block or allow requests from specific source IPs, so as to
/ \ | define who can access your application resource.
™y =
1rules Set 1 rules {max: 50 rules)
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3. Click Set in the IP Blocklist/Allowlist section.
4. Click Create. On the pop-up page, enter the required fields.

IP Blocklist/Allowlist X

) _ Elocked/Allowed L -
Associated Resource Associated IP Protocol Type Domain Name IPs Type T Modification Time

bgp-L http ™ Blocklist ~ I Save | Cance

Operation

bgp-r http 1 Blocklist 2021-12-27 Set Delete
22:10:23

tal items: 1 10 » /page 1 /1 page

Parameter description:

For Protocol Type, select "http" or "https" as needed.

For Domain Name, enter the domain name under the instance.

For Blocked/Allowed IPs, enter the IP or IP range.

For Type, select "Blocklist" or "Allowlist" as needed.

(&)}

. Click Save.

»

. (Optional) After the rule is created, it is added to the list. You can click Delete on the right of the rule to delete it.

IP Blocklist/Allowlist x

a

Blocked/Allowed

Associated Resource Associated IP Protocol Type Domain Name IPs Type T Maodification Time Operation

bal \ http d Blocklist 2021-12-27 Set
22:10:23

Total items: 10 = /page 1 /1 page
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Precise Protection

Last updated : 2022-04-28 10:55:44

Anti-DDoS Advanced (Global Enterprise Edition) supports precise protection for connected web businesses. With the
precise protection, you can configure protection policies combining multiple conditions of common HTTP fields, such
as URI, UA, Cookie, Referer, and Accept to screen access requests. For the requests matched the conditions, you
can configure CAPTCHA to verify the requesters or a policy to automatically drop or allow the requests. Precise

protection is available for policy customization in various use cases to precisely defend against CC attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".

DDoS Protection CC Protection

Protection Flow

Troubleshooting

—  Different protection policies are appiicable to different engines: Why are there limits on the manual unblocking times? And what are the limits? View A
0 = .
¢ o EE IP/port protection policy is applicable te the Anti-DDoS engine, and How can| connect to 2 blocked server?
Engine Attack-related FAQ

User WeBSItE/2omaIN oo Engine Real Server  the domain name protection palicy is appiicable to the CC
name applications

profection engine.

P Q For etails 50Ut CONFQUAng domain name Protection, contact your sales rep
vd [E CC Protection and Cleansing Threshold ()
CC pratection detects malicious behaviors according to access modes and connection status. In Loose Mode, only canfirmed sttack requests are blocked. In Medium mode, highly-suspicious requess are blocked. In Sirict mode, al suspicious requests

are biocked. If attack requests fafled to be biocked in the Strict mode, or the nammal requests are biocked in Loose mode, please contact our technical support

ccprotection (@) Whenits oft. the following CC protection policies do nat take effect

Cleansing Threshold | custom  ~ || 3 s

3. Click Set in the Precise Protection section.
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4. Click Create. On the pop-up page, enter the required fields and click OK.

Create Precise Protection Policy

Associate Anti-DDoS Advance bgpip-000002j1 €
IP 153.3.137.126
Protocol O HTTP HTTPS
Domain name test.probe.tencentdayu.com
Condition
Field Logic
uri v equa v
ua v equa v
cook v equa v
refert v equa v
Add
Match Operation Discard

Parameter description:

o For "Domain Name", select a domain name.

Value

chrome

4d5a

Cancel

Delete

Delete

Delete

Delete

Anti-DDoS Advanced

» For "Match Condition", set a match condition to identify requests that use HTTP fields. The following HTTP fields

are supported:

Match

. Field Description
Field

©2013-2022 Tencent Cloud. All rights reserved.
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Match
Field

URI

UA

Cookie

Referer

Accept

Field Description

The URI of an access request.

The identifier and other information of the client browser that
initiates an access request.

The cookie information in an access request.

The source website of an access request, from which the access
request is redirected.

The data type to be received by the client that initiates the
access request.

o For "Match Action", set to "CAPTCHA", "Block" or "Allow".
o If"CAPTCHA" is selected, requests that matched the specified conditions will be verified via CAPTCHA.

o If "Block" is selected, requests that matched the specified conditions will be blocked.

Anti-DDoS Advanced

Logic

Equals to, includes, or does
not include.

Equals to, includes, or does
not include.

Equals to, includes, or does
not include.

Equals to, includes, or does
not include.

Equals to, includes, or does
not include.

o [f "Allow" is selected, requests that matched the specified conditions will be allowed.

5. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.

< Precise Protection

D

ccPrecs-00000ouy

ccPrecs-00000out

Total items: 2

Associated Resource Protocol Domain name Condition Match Operation

b, test.probe.tencentdayu.co ur equals to/
- st . X
PP " http P v cookie equals to 4d5a Discard
000002j1/153.3.137.126 m
ua equals to chrome

bgpip- ) http test.probe.tencentdayu.co uri equals to / CAPTCH
000002j1/153.3.137.126 m

©2013-2022 Tencent Cloud. All rights reserved.

Creation Time Operation

2020-07-06 14:59:38 Configuration Delete
2020-06-30 20:32:07 Configuration Delete
10 v /page 1 /1 page
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CC Frequency Limit

Last updated : 2022-04-28 10:57:41

Anti-DDoS Advanced (Global Enterprise Edition) supports CC frequency limiting for connected web applications to
restrict the access frequency of source IPs. It provides multiple defense levels and is set to "Loose" by default. You
can customize a frequency limiting rule to apply CAPTCHA and discard on source IPs if any IP accesses a certain

page too frequently in a short time.

You can adjust your frequency limiting rules based on the real-time traffic using the following levels:

» Loose
e Medium
o Strict

e Urgent

e Custom

At this level, there may be a risk that a small number of abnormal requests can bypass the policy. You can change the
defense level when attacks come or configure the CC frequency limit for protection.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > CC Protection.
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Anti-DDoS Advanced

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".

P

v 150.109.141.217 bgpip-0000015t
TCP:8080

v 150.109.141.216 bgpip-0000015s
v http:80

baidu.com

[i- CC Protection Policy

CC protection detects malicious behaviors according to access modes and connection status. In Loose Mode, only confirmed attack requests are blocked. In Medium mode,
highly-suspicious requests are blocked. In Strict mode, all suspicious requests are blocked. If attack requests failed to be blocked in the Strict mode, or the normal requests
are blocked in Loose mode, please contact our technical support.

strict @ Medium Loose Cleansing Threshold  Close v
(@) Precise Protection [ CC Frequency Limit
A protection policy with a combination of conditions of common HTTP fields Set a limit to control to access frequency from the source IP.
Set Set

3. Click Set in the CC Frequency Limit section.

4. Click Create. Select or add a domain name, turn on the "Defense" switch, and then select an appropriate defense

level.
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5. To configure custom rules, click Add Rule. On the pop-up page, enter the required fields and click OK.

Create CC Frequency Limit X

Associate Anti-DDoS Advance bgpip-0000015s €3

IP 150.109.141.216 v
Protocol O HTTP HTTPS
Domain name v
Field Mode Value
U ~ equa v / Delete
Frequency Limit Policy CAPTCH v
Condition When 10secol ¥ Access 100 Times @

Punishment Time 3600 seconds

Parameter description:

For "Domain name", select a domain name.
For "Action", set to "Discard" or "CAPTCH".

o |f "Discard" is selected, requests that matched the specified conditions will be discarded.

o If"CAPTCH" is selected, requests that matched the specified conditions will be verified via CAPTCH.

For "Condition", set the number of requests that are allowed to access a source IP within a specified period.

For "Punishment time", set a time period.
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6. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.

€ CC Frequency Limit

D Bound Resource Protocol Domain name Detection Perio... Detection Times Match Type Match value Action Creation Time Operation
bapip- prob1.probe.tence 2020-06-02 Configuration
ccRule-000000cg 00000209/212.64. http 10 1 Uri / CAPTCH
ntdayu.com 11:24:24 Delete
62.249
Total items: 1 10 v /page 1 /1 page
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Application Connection

Last updated : 2022-05-09 10:15:28

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Application Accessing > IP Access.

Note :

Anti-DDoS Advanced (Global Enterprise Edition) only supports IP access.

Application Accessing

Access via ports Access via domain names IP Access ()

Without Anti-DDoS Advanced With Anti-DDoS Advanced

v
Troubleshooting View All
Real servers are exposed directly to the internet. When a DDoS You need to add a CNAME record for the application domain name at your DNS ISP. When network traffic flows through Anti-DDoS Connecting fons to Anti-DDoS Advanced
attck starts, they can easily be overwhelmed. it automatically filters out malicious traffic to protect the security of the real server. .

IP blocking and unblocking

Forwarding FE— Modifying DNS resolution
Solutions for an exposed origin server IP address
E,8g RRoSitack L=l o CNAME address/A record @ Port Port Lo | P 9
Eio] = A E=
Forwarding Protocol
Client Real Server User

Edge Defender 5t ppos Advanced -+ Origin [P Real Server

Start Access Q

2. Click Add Rule on the IP accessing page.

a

Instance ID/Name Anycast Anti-DDoS Adva... Protected Type Protected R urce ID/...

Defense Status Binding Status Modification Time Operation

bgpip-000004tz/Int-test-0 [ ] [ | ImE mEE n ® Running * Bound 2021-09-02 14:56:57 Delete

3. In the pop-up Bound Resource window, select an Anycast IP, a region and an Anti-DDoS Advanced instance, and
then click OK to bind the resource.

Note :

» The supported regions include Hong Kong of China, Singapore, Seoul, Mumbai, Bangkok, Tokyo, Silicon
Valley, Virginia, Frankfurt and Moscow.

« Only the following resource types can be bound: CVM and CLB.
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IP Access X

Associate Anycast IP
o Cloud Virtual Machine Cloud Load Balancer

@ Hong Kong (China) +

Hong Kong, Macau and Taiwan (China)  West US Q
E .

Hong Kong (China) Silicon Valley ivate IP Bound public IP
H BN | |

Asia Pacific East US

Singapore Virginia —

Seoul

Mumbai Europe
LI E =

Bangkok Frankfurt

Tokyo Moscow

Total items: 4 10 v /page 1 /1 page
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Instance Management
Viewing Instance Information

Last updated : 2022-04-28 10:55:44

You can view the basic information (such as the expiration time and running status) and configuration of your

purchased Anti-DDoS Advanced (Global Enterprise Edition) instances in the Anti-DDoS (Global Enterprise Edition)
Console.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Service Packages on the left sidebar.

2. Set All Lines to "Anycast". Click Instance ID of the instance you select, and you can view details.

Note :

If there are many instances, you can find your instance using the filters in the top right corner.

Service Packages
©u REgiﬂ@ @
ID/Name/Tag Anti-DDoS Adv... Specifications Specifications Status Attacks in last 7 days Date Auto Ext... Operation

® bgpip-000004r1 Line: Anycast Protection
Application Bandwidth Cap: Protection quota: unlimited StatusRunning Purchase time: 2021- Configuration
Unnamed op p: 0 Times b puch » onfigurations
S Protection Capacity: All-Out Protection Binding Status: Not ) View Report
AL
N/ Package Type: Enterprise bound
10w 1 /1 page

3. On the pop-up page, you can view the following information:

< b e

Basic Information

Anycast
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Parameter description:

« Anti-DDoS Advanced Name
This is the name of the Anti-DDos Advanced (Global Enterprise Edition) instance for easier instance identification
and management. You can set a custom instance name containing 1-20 characters of any type as desired.

- IP
This is the Anycast IP address provided by the Anti-DDoS Advanced (Global Enterprise Edition) instance.

» Current Status
This is the current status of the Anti-DDoS Advanced (Global Enterprise Edition) instance, such as Running,
Cleansing, and Blocked.

« Expiry Time
This is calculated based on the purchase duration selected when the instance is purchased and the time when the
order is paid, which is accurate to second. Tencent Cloud will send expiration and renewal reminders to the
account creator and all collaborators through Message Center, SMS, and email within 7 days before the instance
expires.

- Tag
This is the tag name of the Anti-DDoS Advanced (Global Enterprise Edition) instance, which can be edited and
deleted.
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Setting Instance Alias and Tag

Last updated : 2022-03-18 10:16:08

When multiple Anti-DDoS Advanced instances are used, you can set resource names to quickly identify and manage

them.

Prerequisites

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set your target to protect.

Directions

Method 1

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced ->
Service Packages on the left sidebar.

e
2. Find the instance that you need to edit in the instance list, click the icon in the second row in the "ID/Name/Tag"

column of the target instance, and enter a name.

Note :

The name can contain 1-20 characters of any type.

Method 2

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced ->
Service Packages on the left sidebar.
2. Find the instance that you need to edit in the instance list, and click the "ID/Name/Tag" column of the target

instance.

/
3. On the basic information page, click the icon right to Anti-DDoS Advanced Name, and enter a name.
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Setting Security Event Notification

Last updated : 2021-08-26 12:15:14

Tencent Cloud will send you alarm messages via the channels (including Message Center, SMS, and email) you
configured in [Message Center -> Message Subscription]

(https://console.tencentcloud.com/message/subscription) when:

« An attack starts.

» An attack ended 15 minutes ago.
» An P is blocked.

e An P is unblocked.

You can modify the recipients and how they receive the alarm messages as needed.

Configuring the alarm threshold:

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced -> Alarm
Thresholds on the left sidebar.

2. You can now set the Inbound Traffic Threshold Per IP, DDoS Cleansing Threshold and CC Traffic
Cleansing Alarm.

Alarm Thresholds

Inkbound Traffic Threshold Per IP DDoS Cleansing Traffic Alarm CC Traffic Cleansing Alarm

Advanced Settings Default threshald: Not set # . N
Advanced Settings Default threshold: Not set  # Advanced Settings Default threshold: Not set  #
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3. Click the pencil icon next to thresholds to modify them, and click OK.

Modify Threshold

Set Threshold(® - 200 + Mbps

Cancel

Anti-DDoS Advanced

4. Click Advanced Settings of each section to enter its alarm setting list, and then click Modify to set different

thresholds for each instance.

o Setting the inbound traffic threshold for an IP

< Inbound Traffic Threshold Per IP

Resource Instance Bound IP

1

o Setting the DDoS cleansing threshold

<  DDoS Cleansing Alarm

Resource Instance Bound IP

©2013-2022 Tencent Cloud. All rights reserved.

Inbound traffic alarm thresheold (Mbps)

Mot set

Mot set

DDoS Cleansing Thresheld (Mbps)

Mot set

Mot set

Operation

Modify

Modify

Operation

Maodify

Maodify
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o Setting the CC traffic cleansing alarm

€ €C Traffic Cleansing Alarm

Resource Instance Bound IP Cleansing Threshold (in QPS) Operation
Mot set Maodify
Mot set Modify
Mot set Modify

5. Instances can be edited in batch. After selecting multiple instances, click Batch Modify to modify them.

Batch Madify
= Resource Instance Bound IP Cleansing Threshold (in QP5) Operation
bapip-000004tz 162.62.163.31 Mot set Madify
bgpip-000004tw 43.128.241.102 Mot set Madify
bgpip-000004ty 162.62.16048 Mot set Madify

How to Set Message Channel

1. Log in to your Tencent Cloud account and go to Message Center.

Note :

You can also log in to the console, click on the top bar, and click More to enter the Message Center.

2. Click Message Subscription in the left sidebar.

3. Tick message channels in Security Notification and click Modify Message Receiver.

v || Security notifications
— Modify Message
[ Attack notifications I 8163196@qgq.com Receger 9
Modify Message
|| lmegal Contents Notifications 8163196@qq.com fy 9

Receiver
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4. Tick recipients on the setting page and click OK.

Modify Message Receiver
(D Please make sure that the user's email and mobile are verified by Tencent Cloud, and the responding method is enabled.

Message Type  Attack notifications

Recipients User Group Add Message Receiver [Z Modify User Information [

Q
= User Name Mobile Number Email
8163196@qg.com © 1580375 @ 81***@qq.com
v_szgwu @ 188****5245 @ v_***@tencent.com
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Viewing Operation Logs

Last updated : 2021-07-12 18:24:37

Introduction

You can view Anti-DDoS Advanced (Global Enterprise Edition) operation logs over the last 180 days, including:

» Logs of protected IP replacement

» Logs of Anti-DDoS protection policy modification
» Logs of cleansing threshold adjustment

» Logs of protection level change

» Logs of resource name modification

Operation Directions
1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console, click Anti-DDoS Advanced (New) ->

Operation Logs.

2. Select a time period and then click Unfold to view log details.
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