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Overview

Anti-DDoS Advanced (Global Enterprise Edition) is a paid product that enhances DDoS protection capabilities for
businesses deployed on Tencent Cloud.

Anti-DDoS Advanced (Global Enterprise Edition) owns ten Tencent Cloud entries around the world for handling

bandwidth needs with all-out protection, making access to each node as smooth as possible.
Anycast provides near-source cleansing and near-source reinjection, with up to TB-level protection capability. It
ensures smooth traffic and low latency by cleansing attack traffic and then forwarding normal traffic back to the real
server close to the region of your Anti-DDoS Advanced (Global Enterprise Edition) instance deployed. The instance
will directly protect the target IP on Tencent Cloud.

Features

Multidimensional protection

Protection Type Description

Malformed packet
filtering

Filters out frag flood, smurf, stream flood, and land flood attacks as well as malformed
IP, TCP, and UDP packets.

DDoS protection at
the network layer

Filters out UDP floods, SYN floods, TCP floods, ICMP floods, ACK floods, FIN floods,
RST floods and DNS/NTP/SSDP reflection attacks and null sessions.

DDoS protection at
the application layer

Filters out CC attacks and slow HTTP attacks and supports HTTP custom filtering such
as host filtering, user-agent filtering, and referer filtering.

Flexible defense options

Anti-DDoS Advanced (Global Enterprise
Edition)
Product Introduction
Overview
Last updated：2021-12-02 16:31:55
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Anti-DDoS Advanced (Global Enterprise Edition) supports switching IPs of the protected object to meet your
protection needs for public IPs of Tencent Cloud resources outside the Chinese mainland. The objects that support
switching include CVM and CLB.

Note：
This service is supported in Moscow, Silicon Valley, Frankfurt, Seoul, Hong Kong (China), Tokyo, Singapore,
Bangkok and Mumbai.

Security protection policy

Anti-DDoS Advanced (Global Enterprise Edition) provides basic security policies by default on the basis of protection
algorithms such as IP profiling, behavior pattern analysis, and AI-based smart recognition, effectively coping with

common DDoS attacks. It also offers diverse and flexible protection policies, which can be tailored to your special
needs to deal with ever-changing attack tricks.

Self-Service IP unblocking

If a protected business IP is blocked when the attack traffic bursts or the protection bandwidth of your Anti-DDoS
Advanced (Global Enterprise Edition) instance is too low, you can unblock the IP in a self-service manner in the
console.

Protection statistical reports

Anti-DDoS Advanced (Global Enterprise Edition) provides multi-dimensional traffic reports and attack protection

details to help you stay on top of the protection effects of Anycast Anti-DDoS Advanced (Global Enterprise Edition)
instances in a timely and accurate manner.

Note：
Only DDoS attack protection reports can be displayed currently. CC attack protection and business reports will
be available in the future.
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Anti-DDoS Advanced (Global Enterprise Edition) is a paid security service that can enhance DDoS protection
capabilities of Tencent Cloud services such as CVM and CLB. It has the following strengths:

Cloud Native Solution for Quick Deployment

Anti-DDoS Advanced (Global Enterprise Edition) provides a product solution more toward cloud native architecture to

facilitate quick deployment. With such an instance, you only need to bind it to the target object without adjustment
required.

Massive Protection Resources

Anti-DDoS Advanced (Global Enterprise Edition), combined with ten cleansing nodes outside the Chinese mainland,
supports TB-level protection capability globally that provides security and stability for essential businesses such as
promotional campaigns and launch events.

Leading Cleansing Capability

Leveraging the powerful protective clusters developed by Tencent and multi-dimensional algorithms, such as IP
profiling, behavior pattern analysis, and cookie challenges, Anti-DDoS Advanced (Global Enterprise Edition) can
accurately and promptly detect attack traffic. With the aid of a smart AI engine that continuously optimizes the
algorithms, it is also flexible in coping with attack tricks.

Stable Access Experience

Tencent Cloud’s BGP linkage covers multiple ISPs, which can easily address access latency and ensure network
quality. It also supports smart routing and automatic network scheduling, delivering a stable and smooth access

experience for various user groups.

Detailed Protection Reports

Strengths
Last updated：2021-07-19 21:48:14
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Anti-DDoS Advanced (Global Enterprise Edition) provides multi-dimensional statistical reports to display clear and
accurate protection traffic and attack details, helping you stay on top of attacks in real time.

Lower Security Protection Costs

1. The simplified billing mode enables you to flexibly choose the "number of protected IPs + protected times"

according to your business size and protection needs. The following solutions are available to cope with high-
volume traffic attacks.

Anti-DDoS Advanced (Global Enterprise Edition) has multiple global nodes that can work together to defense
against DDoS attack traffic for all-out protection.
By scheduling and blocking, Anti-DDoS Advanced (Global Enterprise Edition) maximizes your business

availability particularly under attacks.
2. The flexible billing mode for bandwidth "pay-as-you-go + quarterly paid" helps reduce your security cost.
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Gaming

DDoS attacks are particularly common in the overseas gaming industry. Anti-DDoS Advanced (Global Enterprise
Edition) guarantees the availability and continuity of games to deliver a smooth player experience. Meanwhile, it helps
ensure that normal gaming continues throughout events, new game releases, and peak hours such as holidays.

Ecommerce

The overseas ecommerce industry has been worldwide with increasing global visits and orders during festivals and
promotional campaigns. Anti-DDoS Advanced (Global Enterprise Edition) safeguards continuity and security for global
businesses, especially during major ecommerce promotions.

Website

Anti-DDoS Advanced (Global Enterprise Edition) guarantees smooth access to websites and uninterrupted global
businesses, maintaining a stable and safe performance for daily visits and burst visits during special festivals or

events.

Use Cases
Last updated：2021-07-19 21:50:04
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DDoS Attack

A Distributed Denial of Service (DDoS) attack is a malicious attempt to make a targeted server unavailable by
blocking its network bandwidth or overwhelming its system with a flood of internet traffic.

Network layer DDoS attack

A network layer DDoS attack attempts to make a targeted server unavailable to its intended users by blocking its

network bandwidth and exhausting its system layer resources with a flood of internet traffic.

Common attacks include SYN Flood, ACK Flood, UDP Flood, ICMP Flood, and DNS/NTP/SSDP/Memcached
reflection attacks.

CC attack

A CC attack is a malicious attempt to make a targeted server unavailable by occupying its application layer resources
and exhausting its processing capacity. Common attacks include HTTP/HTTPS-based GET/POST Flood, layer-4 CC,

and Connection Flood attacks.

Protection Capability

Protection capability refers to the capability to defend against DDoS attacks. Anti-DDoS Advanced (Global Enterprise
Edition) intelligently schedules global node resources for max protection.

Anycast

The protection address (Anycast EIP) is broadcast to ISPs in various regions through BGP Anycast. After this IP is
bound with backend resources, user traffic (including normal traffic and attack traffic) in the access regions will be
directed to the nearest Tencent Cloud node (Anycast access point) for near-source cleansing. Smart routing and

automatic network scheduling are used together to stably deliver users' network access requests to the instances in
Tencent Cloud.

Cleansing

Relevant Concepts
Last updated：2021-07-14 15:19:26
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If the public network traffic of the target IP exceeds the preset protection threshold, Tencent Cloud Anti-DDoS service
will automatically cleanse the inbound public network traffic of the target IP. With the Anti-DDoS routing protocol, the
traffic will be redirected to the DDoS cleansing devices which will analyze the traffic, discard the attack traffic, and

forward the clean traffic back to the target IP.

In general, cleansing does not affect access except on special occasions or when the cleansing policy is configured
improperly. If no exception is found (which is dynamically determined based on the attack) in the traffic for a period of
time, the cleansing system will determine that the attack has stopped and then stop cleansing.

Blocking

Once the attack traffic exceeds the blocking threshold of the target IP, Tencent Cloud will block the IP from all public

network access through ISP service to protect other Tencent Cloud users. In short, once the traffic attacking your IP
goes over the maximum protection capacity of Tencent Cloud in the current region, Tencent Cloud will block the IP
from all public network access. If your protected IP address is blocked, you can log in to the console to unblock it.

Blocking duration

An attacked IP is blocked for 2 hours by default. The actual duration can be up to 24 hours depending on how many
times the IP is blocked and how high the peak attack bandwidth is.

The blocking duration is subject to the following factors:


• Continuity of the attack. The blocking period will extend if an attack continues. Once the period extends, a new
blocking cycle will start.

• Frequency of the attack. Users that are frequently attacked are more likely to be attacked continuously. In such a
case, the blocking period extends automatically.

• Traffic volume of the attack. The blocking period extends automatically in case of ultra-large volume of attack traffic.

Blocking level

Single-ISP: one single ISP is blocked. In this case, the application cannot be accessed in one or more regions
through this ISP.
Single-Region nodes: nodes in one single region are blocked. In this case, the application cannot be accessed in
this region.
All regions: Tencent Cloud directly blocks access to the application. In this case, the application cannot be

accessed globally.

Note：

According to the extent of the impact surface of attacks, different levels of blocking will be triggered.
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For example, after a customer suffers DDoS attacks, when the attack traffic reaches the blocking threshold
of the ISP, the ISP will be blocked; when the attack traffic reaches the node blocking threshold of a region,
nodes in the region will be blocked, and the customer's application will be inaccessible in the region; when

the total attack traffic suffered by the customer on all nodes reaches the all-region blocking threshold, the
customer's application will be blocked in all regions, and it will be inaccessible globally.

Scheduling

When the traffic reaches the threshold of the current ISP, cross-ISP scheduling will be performed to ensure the
application availability.

Note：

To ensure the application availability, several rounds of scheduling may occur.
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Background

Anti-DDoS Advanced (Global Enterprise Edition) is committed to helping your business outside the Chinese mainland
with DDoS attacks by providing unlimited all-out protection.

Usually malicious attacks will not end before causing losses to the target business, which is also a cost to attackers.

Leveraging Tencent Cloud’s Anti-DDoS cleansing capability outside the Chinese mainland, Anti-DDoS Advanced
(Global Enterprise Edition) safeguards your business with unlimited all-out protection.

Note：

Tencent Cloud reserves the right to restrict the traffic if the DDoS attacks on your business affect the
infrastructure in the Tencent Cloud Anti-DDoS cleansing center outside the Chinese mainland. If the traffic of

your Anti-DDoS Advanced (Global Enterprise Edition) instance is restricted, your business may suffer the
problems such as limited or blocked business access traffic.
Anti-DDoS Advanced (Global Enterprise Edition) is a pay-as-you-go service that is billed monthly. The
minimum subscription term is 12 months. Upon expiry, your subscription will be auto-renewed unless
canceled by contacting us. Your instances cannot be terminated during a subscription term.
Make sure that you have three-month credit to be frozen when activating this service.

Payments for this service are not refundable.

Anti-DDoS Advanced (Global Enterprise Edition) billing

Number of IPs Service Fee (USD/month) Payment Mode

1 7500 Prepaid

5 33000 Prepaid

30 180000 Prepaid

100 600000 Prepaid

Application bandwidth billing

Purchase Guide
Billing Overview
Last updated：2022-09-30 10:52:20

https://www.tencentcloud.com/contact-us
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Application bandwidth is billed in a pay-as-you-go approach. Specifically, you will be charged by monthly 95th
percentile of either the outbound or inbound bandwidth (whichever is higher) at a unit price of 18.86
USD/Mbps/month.
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Note：

Anti-DDoS Advanced (Global Enterprise Edition) is a pay-as-you-go service that is billed monthly. The
minimum subscription term is 12 months. Upon expiry, your subscription will be auto-renewed unless

canceled by contacting us. Your instances cannot be terminated during a subscription term.
Make sure that you have three-month credit to be frozen when activating this service.
Payments for this service are not refundable.

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) purchase page.
2. Click Anti-DDoS Advanced (Outside Chinese Mainland) to proceed to the product page.


3. On the page, select Enterprise for your protection package and configure parameters such as "Application
Bandwidth", "IP Quantity", "Validity Period" and "Auto-Renewal".

Note：

Your package will be automatically renewed for 1 month.

Application bandwidth is billed using pay-as-you-go. Total Amount does not include the cost of
application bandwidth.

Purchase Instructions
Last updated：2022-09-30 10:52:21

https://www.tencentcloud.com/contact-us
https://buy.tencentcloud.com/antiddos#/advanced-intl
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4. Click Pay Now to complete your purchase.

5. Log in to the Anti-DDoS console (Global Enterprise Edition) and select Anti-DDoS Advanced -> Instance List to
enter the instance list page.

6. On the page, select All Lines -> Anycast to view your Anti-DDoS Advanced (Global Enterprise Edition) instance

https://console.tencentcloud.com/ddos/ddos-basic
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details.
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Anti-DDoS Advanced (Global Enterprise Edition) is a paid service aimed at global users with businesses deployed in
Tencent Cloud to improve their global DDoS protection capabilities.

It allows you to purchase and hold public IP address resources independently.

After it is bound to cloud resources, the cloud resources can communicate with the public network through it.

This document takes binding an Anti-DDoS Advanced (Global Enterprise Edition) instance and a cloud resource as an
example to describe the usage lifecycle of Anti-DDoS Advanced (Global Enterprise Edition).

Background

The usage lifecycle of Anti-DDoS Advanced (Global Enterprise Edition) includes purchasing Anti-DDoS Advanced
(Global Enterprise Edition) instance, configuring protection rules for the instance, configuring application rules for the

instance, and terminating the instance.


1. Purchasing Anti-DDoS Advanced (Global Enterprise Edition) instance: purchase Anti-DDoS Advanced (Global
Enterprise Edition) resources according to your actual needs.

2. Configuring protection rules for the Anti-DDoS Advanced (Global Enterprise Edition) instance: configure protection

policies that fit your application.
3. Configuring application rules for the Anti-DDoS Advanced (Global Enterprise Edition) instance: associate the

instance with the cloud resources to be protected.
4. Terminating Anti-DDoS Advanced (Global Enterprise Edition) instance: after unassociating the instance from cloud

resources, you can associate the instance with other cloud resources. The unassociating operation may cause the
network of the corresponding cloud resource to be disconnected, and instances that are not bound to cloud

resources will incur IP resource fees.

Directions

Getting Started
Last updated：2022-06-10 14:12:06

https://buy.tencentcloud.com/antiddos#/advanced-intl
https://www.tencentcloud.com/document/product/297/34092
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Purchasing Anti-DDoS Advanced (Global Enterprise Edition) instance

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console.

2. Refer to the Purchase Guide to purchase an instance.

3. Click Anti-DDoS Advanced (New) > Service Packages on the left sidebar to view the purchased Anti-DDoS

Advanced (Global Enterprise Edition) instance, which is not bound.

Note：
We recommend binding cloud resources to the Anti-DDoS Advanced (Global Enterprise Edition) instance
promptly so as to save IP resource fees. IP resource fees are charged by hour accurate to the second level,
and if the duration is less than one hour, fees will be charged according to the proportion of idle time.

Therefore, please bind cloud resources in time. For more information, please see Billing Overview.

Configuring protection rule

Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console, click Anti-DDoS Advanced (New) > Service
Packages on the left sidebar, select the corresponding instance, and click Protection Configuration. For more

information on configuration methods, see Protection Configuration.


Associating cloud resource

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console. Select Anti-DDoS Advanced >
Application Accessing > IP Access.

https://console.tencentcloud.com/ddos/ddos-basic
https://www.tencentcloud.com/document/product/297/41154
https://www.tencentcloud.com/document/product/297/41155
https://console.tencentcloud.com/ddos/ddos-basic
https://www.tencentcloud.com/document/product/297/34092
https://console.tencentcloud.com/ddos/ddos-basic
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2. Click Start Access.


3. Select an Anti-DDoS Advanced (Global Enterprise Edition) instance and a cloud resource, and then click OK.

Note：
Cloud resources that has been bound to a public IP or Anycast IP cannot be bound again.
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Unassociating cloud resource

1. On the IP accessing page, select an instance to delete and click Delete on the right.
2. In the pop-up window, click OK.

Note：



Anti-DDoS Advanced

©2013-2022 Tencent Cloud. All rights reserved. Page 22
of 80

Note that the unbinding may disconnect your cloud resource from the network. You can bind it with other
resources later.
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This document lists the references for common operations in Anti-DDoS Advanced (Global Enterprise Edition).

Protection overview

Viewing Protection Overview

Protection configuration

DDoS Protection Level


Protocol Blocking

Feature Filtering

AI Protection

Connection Protection

IP Blocklist/Allowlist


IP and Port Speed Limit

Location Blocking

Port Filtering

Watermark Protection

Application Connection

IP Connection

Instance Management

Viewing Instance Information


Setting Instance Alias and Tag

Security event notification

Setting Security Event Notification

Operation log

Viewing Operation Log

Operation Guide
Operation Overview
Last updated：2022-05-18 14:15:23

https://www.tencentcloud.com/document/product/297/41130
https://www.tencentcloud.com/document/product/297/41153
https://www.tencentcloud.com/document/product/297/41150
https://www.tencentcloud.com/document/product/297/41151
https://www.tencentcloud.com/document/product/297/41147
https://www.tencentcloud.com/document/product/297/41152
https://www.tencentcloud.com/document/product/297/41148
https://www.tencentcloud.com/document/product/297/41156
https://www.tencentcloud.com/document/product/297/41149
https://www.tencentcloud.com/document/product/297/42161
https://www.tencentcloud.com/document/product/297/42162
https://www.tencentcloud.com/document/product/297/41127
https://www.tencentcloud.com/document/product/297/41140
https://www.tencentcloud.com/document/product/297/41141
https://www.tencentcloud.com/document/product/297/41129
https://www.tencentcloud.com/document/product/297/41128
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Protection Overview

After connecting your application to and routing its traffic to the Anti-DDoS Advanced (Global Enterprise Edition)
service, you can check the application traffic status and Anti-DDoS protection status in the console. Attack packet
data can be downloaded for source tracing and analysis.

Viewing attack statistics

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.


2. In the "Attacks" module, you can view the application security status, the latest attack and the attack type. To
obtain higher protection, you can click Upgrade Protection.

3. This module also displays the details of the following data.


Field description:

Attacked IPs: The total number of attacked application IPs of basic protection, Anti-DDoS Pro and Anti-DDoS
Advanced.

Viewing Protection Overview
Last updated：2022-12-09 15:07:49

https://console.tencentcloud.com/ddos/ddos-basic
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Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.
Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.
Attacked domain names: The total number of domain names of attacked Anti-DDoS Advanced instances and

ports.
Protected domain names: The number of domain names connected to Anti-DDoS Advanced instances.
Peak attack bandwidth: The maximum attack bandwidth of the current attack events.

Viewing defense statistics

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.

2. In the "Defense" module, you can easily see the application IP security status.


Field description:
Total IPs: The total number of application IPs, including IPs of basic protection, Anti-DDoS Pro and Anti-DDoS
Advanced.
Protected IPs: The total number of protected application IPs of Anti-DDoS Pro and Anti-DDoS Advanced.

Blocked IPs: The total number of blocked IPs of basic protection, Anti-DDoS Pro and Anti-DDoS Advanced.
3. This module also displays the total number of attacks on your applications, giving you a picture of the distribution of

attacks.


https://console.tencentcloud.com/ddos/ddos-basic
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4. Meanwhile, this module provides recommended actions for the attacked IPs connected to basic protection,
allowing you to quickly upgrade your Anti-DDoS service.


Viewing Anti-DDoS Advanced instance statistics

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.

2. The "Anti-DDoS Instances" module visualizes the Anti-DDoS instance status data, providing an easy and complete
way to know the distribution of insecure applications.


https://console.tencentcloud.com/ddos/ddos-basic
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Viewing recent events

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.

2. The "Recent Events" module shows you all the recent attack events. For attack analysis and source tracing, click

View Details to enter the event details page.


3. In the "Attack Information" module of the event details page, you can view the detailed attack information for the
selected period, including the attacked IP, status, attack type (which is sampled data), peak attack bandwidth and
attack packet rate, and attack start and end time.


4. In the "Attack Trend" module of the event details page, you can view the trend of attack bandwidth and attack
packet rate and easily find the peak spikes.

Note：
This module provides complete, real-time data in the attack period.

https://console.tencentcloud.com/ddos/ddos-basic
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5. In the "Attack Statistics" module of the event details page, you can view how attacks distribute over different attack
traffic protocols and attack types.

Note：
This module provides sampled data in the attack period.

Field description:

Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute

over different attack traffic protocols within the queried period.
Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

6. The "Top 5" modules of the event details page displays the top 5 attacker IP addresses and the top 5 attacker
regions, which is helpful to precise protection configuration.
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Note：
This module provides sampled data in the attack period.

7. In the "Attacker Information" module of the event details page, you can view the sampled data of the attack period,
including the attacker IP, region, total attack traffic, and total attack packets.

Note：
This module provides sampled data in the attack period.

Anti-DDoS Advanced Overview

After an IP address is bound to an Anti-DDoS Advanced instance, when you receive a DDoS attack alarm message or
notice any issue with your business, you need to view the attack details in the console, including the attack traffic and
current protection effect. Enough information is critical for you to take measures to keep your business running
smoothly.



Anti-DDoS Advanced

©2013-2022 Tencent Cloud. All rights reserved. Page 30
of 80

Viewing DDoS protection details

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Overview > Protection
Overview.


2. On the DDoS Protection tab, set a query period, and select All Lines > Anycast to check whether there are
attacks. The complete attack data is displayed by default.

Note：
You can query attack traffic and DDoS attack events in the past 180 days.

2. View the information of attacks suffered by the selected Anti-DDoS Advanced instance within the queried period,
such as the trends of attack traffic bandwidth/attack packet rate.


3. You can view the recent DDoS attacks in the Recent Events section. To view event details, you can click View

Details.


https://console.tencentcloud.com/ddos/ddos-basic
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- Information including attacker IP, attack source region, generated attack traffic, and attack packet size will be
displayed for source analysis and tracing.


- To view sampled attack data within a specified period, click Packet Download.


- The sampled attack packet data can be downloaded to help customize a protection plan.
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4. In the Attack Statistics section, you can view how the attacks distribute across different attack traffic protocols,
attack packet protocols, and attack types.


Field description:

- Attack traffic protocol distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute
over different attack traffic protocols within the queried period.

- Attack packet protocol distribution: It displays how the attacks suffered by the selected Anti-DDoS Advanced

instance distribute across different attack packet protocols within the queried period.

- Attack type distribution: It displays how attacks on the selected Anti-DDoS Advanced instance distribute over
different attack types within the queried period.

5. In the attack source section, you can view the distribution of DDoS attack sources in and outside the Chinese
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mainland within the queried period, so that you can take further protective measures.

Viewing CC protection details

1. On the CC Protection tab, set a query period, and select All Lines > Anycast to check whether there are attacks.


2. You can select Today to view the following data to identify the impact of attacks on your business.


Field description:
Total request rate: The rate of total traffic (in QPS).
Attack request rate: The rate of attack traffic (in QPS).
Total requests: The total number of requests received.
Attack requests: The number of attack requests received.

3. You can view recent CC attacks in the Recent Events section. Click View Details on the right of an event to
display the attack start and end time, attacked domain name, attacked URI, total request peak, attack request
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peak, and attacker IP. You can also check the attack information, attack trends, and detailed CC records.
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This document introduces the use cases of different protection levels and the actions Anti-DDoS Advanced (Global
Enterprise Edition) takes to defend against DDoS attacks. You can follow this guide to set the DDoS protection levels
in the console.

Use Cases

Anti-DDoS Advanced provides three available protection levels for you to adjust protection policies against different
DDoS attacks. The details are as follows:

Loose
Medium
Strict

Protection
Level

Protection Action Description

Loose

Filters SYN and ACK data
packets with explicit attack
attributes.

Filters TCP, UDP, and ICMP data
packets that are not compliant with
the protocol specifications.

Filters UDP data packets with
explicit attack attributes.

This cleansing policy is loose and only defends
against explicit attack packets.

We recommend choosing this protection level when
normal requests are blocked. Complex attack packets
may pass through the security system.

Note：

If you need to use UDP in your business, please contact Tencent Cloud Technical Support to customize an
ideal policy for not letting the level Strict affect normal business process.
The level Medium is chosen by default for your Anti-DDoS Advanced (Global Enterprise Edition) instance.
You can set the DDoS protection level for your business needs and also the cleansing threshold. Attack

Protection Configuration
DDoS protection
DDoS Protection Level
Last updated：2022-04-28 10:10:18

https://www.tencentcloud.com/contact-us


Anti-DDoS Advanced

©2013-2022 Tencent Cloud. All rights reserved. Page 36
of 80

traffic will be cleansed when it is detected higher than the threshold you set.

Prerequisites

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and click Anti-DDoS Advanced (New) ->

Configurations->DDoS Protection on the left sidebar.
2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Set the protection level and cleansing threshold in the DDoS Protection section on the right.

Note：
If you have a clear concept about the threshold, set it as required. Otherwise leave it to the default value.
Anti-DDoS will automatically learn through AI algorithms and calculate the default threshold for you.

Parameter Description:

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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Level

If the protection is enabled, the level Medium is chosen by default for your Anti-DDoS Advanced (Global Enterprise
Edition) instance. You can adjust the DDoS protection level for your business needs.

Cleansing Threshold
This indicates a value to trigger cleansing. Cleansing will not be triggered by the traffic below the threshold you
set even though it is found malicious.
If the protection is enabled, your Anti-DDoS Advanced instance will use the default cleansing threshold after your
business is connected, and the system will generate a baseline based on historical patterns of your business

traffic. You can also set the cleansing threshold for your business needs.
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Anti-DDoS Advanced (Global Enterprise Edition) supports blocking the source traffic accessing Anti-DDoS instances
based on specified protocols, such as ICMP, TCP, UDP, and other protocols. After the configuration is completed, all
matched access requests will be directly blocked. Due to the connectionless feature of UDP protocol (unlike TCP,

which requires a three-way handshake process), it has natural security vulnerabilities. If you do not have UDP
businesses, we recommend blocking the UDP protocol.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the Block by protocol section.

Protocol Blocking
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/ddos-basic
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4. Click Create. On the pop-up page, enter the instance ID, configure the settings you need, and then click OK.


5. After the rule is created, it is added to the list. You can turn the settings on or off as needed.
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Anti-DDoS Advanced (Global Enterprise Edition) supports configuring custom blocking policies against specific IP,
TCP, UDP message header or payload. After enabling feature filtering, you can combine the matching conditions of
the source port, destination port, message length, IP message header or payload, and set the protection action to

continue protection, allow/block/discard matched requests, block the IP for 15 minutes, or discard the request and
then block the IP for 15 minutes, etc. With feature filtering, you can configure accurate protection policies against
business message features or attack message features.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > DDoS Protection.
2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the Feature Filtering section.

Feature Filtering
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/ddos-basic
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4. Click Create. On the pop-up page, enter the required fields based on the action you select, and click OK.


5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) allows you to enable AI protection for powerful defense effect. With
AI protection enabled, Anti-DDoS will learn connection baselines and traffic features using algorithms, auto-tune its
cleansing policies, and detect and block 4-layer CC attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


AI Protection
Last updated：2022-04-28 11:14:26

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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3. Click  in the AI Protection section to enable the setting.
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Anti-DDoS Advanced (Global Enterprise Edition) can automatically trigger blocking policies facing abnormal
connections. With Maximum Source IP Exceptional Connections enabled, a source IP that frequently sends a
large number of messages about abnormal connection status will be detected and added to the blocklist. The source

IP will be accessible after being blocked for 15 minutes. You can set the following configurations as needed:

Note：

Source New Connection Rate Limit: limits the rate of new connections from source ports.
Source Concurrent Connection Limit: limits the number of active TCP connections from source
addresses at any one time.

Destination New Connection Rate Limit: limits the rate of new connections from destination IP
addresses and destination ports.
Destination Concurrent Connection Limit: limits the number of active TCP connections from destination
IP addresses at any one time.
Maximum Source IP Exceptional Connections: limits the maximum number of abnormal connections
from source IP addresses.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

Connection Attack Protection
Last updated：2022-04-28 11:17:32

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the Connection Attack Protection section.
4. Click Create. On the pop-up page, configure the protection settings and click OK.
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5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) supports configuring IP blocklist and allowlist to block or allow
source IPs accessing the Anti-DDoS services, restricting the users accessing your business resources. If the
accessing traffic exceeds the cleansing threshold, the allowed IPs will be allowed to access resources without being

filtered by any protection policy; while the access requests from the blocked IPs will be directly denied.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Note：
The IP blocklist and allowlist filtering take effect only when your business is under DDoS attacks.

The allowed IPs will be allowed to access resources without being filtered by any protection policy.

The access requests from the blocked IPs will be directly denied.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


IP Blocklist/Allowlist
Last updated：2022-04-28 11:20:31

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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3. Click Set in the IP Blocklist/Allowlist section.
4. Click Create. On the pop-up page, select a protocol type, enter an IP, and then click Save.


5. After the rule is created, it is added to the list. You can click Delete on the right of the rule to delete it.
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Anti-DDoS Advanced (Global Enterprise Edition) allows you to limit traffic rate for application IPs and ports.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > DDoS Protection.
2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the IP/Port Speed Limit section.

IP and Port Rate Limiting
Last updated：2022-04-28 11:20:07

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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4. Click Create. On the pop-up page, select a protocol, port and limit mode, enter a limit threshold, and then click OK.


5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) allows you to block traffic from source IP addresses in specific
geographic locations at the cleansing node, with just one click. You can block traffic from whatever regions or
countries you need.

Note：
After you configure the regional blocking setting, attack traffic targeting the region will still be recorded but will
not be allowed to your real server.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > DDoS Protection.
2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the Block by location section.

Regional Blocking
Last updated：2022-04-28 11:22:29

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/antiddos-advanced/config/port
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4. Click Create. On the pop-up page, select a region and click OK.


5. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) enables you to block or allow inbound traffic by ports. With port
filtering enabled, you can customize port settings against inbound traffic, including the protocol type, source port and
destination port ranges and set the protection action (allow/block/discard) for the matched rule.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


3. Click Set in the Port Filtering section.

Port Filtering
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/37241
https://console.tencentcloud.com/ddos/ddos-basic
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4. Click Create. On the pop-up page, select an action and enter the required fields.


5. Click Save.

6. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) supports watermark protection for the messages sent by the
application end. Within the range of the UDP and TCP message ports configured, the application end and Anti-DDoS
share the same watermark algorithm and key. After the configuration is completed, every message sent from the client

will be embedded with the watermark while attack messages will not, so that the attack messages can be identified
and discarded. Watermark protection can effectively and comprehensively defend against layer-4 CC attacks, such as
analog business packet attacks and replay attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Note：

This feature is a paid service. Please contact us for activation.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > DDoS Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "xxx.xx.xx.xx bgpip-000003n2".


Watermark Protection
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/37241
https://www.tencentcloud.com/contact-us
https://console.tencentcloud.com/ddos/ddos-basic
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3. Click Set in the Watermark Protection section.
4. Click Create. On the pop-up page, enter the required fields and click OK.


5. After the rule is created, it is added to the list. You can click Key Configuration to view and configure a key.
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6. In the pop-up window, you can view or copy the key.


7. You can also add or delete a key. A key can be deleted if you have another key. Up to two watermark keys can be
created.
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Protection Description

"CC Protection" identifies and blocks CC attacks based on access attributes and connection status. It provides
scenario-specific configurations to create protection rules, helping secure your business. It also supports the cleaning
threshold setting.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".


3. Click Set in the CC Protection Level and Cleansing Threshold section.
4. Click Create. Enter the required fields and set a cleansing threshold.
5. Click Save.

Note：

CC protection
CC Protection and Cleansing Threshold
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/37241
https://console.tencentcloud.com/ddos/ddos-basic
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Refined rules take precedence over instance-level rules.

6. After the rule is created, it is added to the rule list. When the defense level is "Custom", click  and  to
enable CC protection and set a cleansing threshold.
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Anti-DDoS Advanced (Global Enterprise Edition) allows you to block website access requests from source IP
addresses in specific geographic locations, with just one click. You can block all website access requests from
whatever regions or countries you need.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".


3. Click Set in the Block by location section.

Regional Blocking
Last updated：2022-04-28 10:55:43

https://www.tencentcloud.com/document/product/297/37241
https://console.tencentcloud.com/ddos/ddos-basic
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4. Click Create. On the pop-up page, select an IP, a domain name and region, and click OK.


5. Click Save.

Note：
Refined rules take precedence over rules at the instance level.

6. After the rule is created, it is added to the list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) supports IP blocklist and allowlist configurations to block and allow
IPs connected to Anti-DDoS, restricting the users from accessing your resources. For the allowed IPs, they are
allowed to access without being filtered by any protection policy; while the access requests from the blocked IPs are

directly denied.

Note：
The IP blocklist and allowlist filtering takes effect only when your business is under CC attacks.

The allowed IPs will be allowed to access resources without being filtered by any protection policy.
The access requests from the blocked IPs will be directly denied.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".


IP Blocklist/Allowlist
Last updated：2022-04-28 10:55:44

https://www.tencentcloud.com/document/product/297/37241
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3. Click Set in the IP Blocklist/Allowlist section.
4. Click Create. On the pop-up page, enter the required fields.


Parameter description:

For Protocol Type, select "http" or "https" as needed.
For Domain Name, enter the domain name under the instance.

For Blocked/Allowed IPs, enter the IP or IP range.
For Type, select "Blocklist" or "Allowlist" as needed.

5. Click Save.
6. (Optional) After the rule is created, it is added to the list. You can click Delete on the right of the rule to delete it.
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Anti-DDoS Advanced (Global Enterprise Edition) supports precise protection for connected web businesses. With the
precise protection, you can configure protection policies combining multiple conditions of common HTTP fields, such
as URI, UA, Cookie, Referer, and Accept to screen access requests. For the requests matched the conditions, you

can configure CAPTCHA to verify the requesters or a policy to automatically drop or allow the requests. Precise
protection is available for policy customization in various use cases to precisely defend against CC attacks.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Configurations > CC Protection.

2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".


3. Click Set in the Precise Protection section.

Precise Protection
Last updated：2022-04-28 10:55:44
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4. Click Create. On the pop-up page, enter the required fields and click OK.


Parameter description:

For "Domain Name", select a domain name.
For "Match Condition", set a match condition to identify requests that use HTTP fields. The following HTTP fields
are supported:

Match
Field

Field Description Logic
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Match
Field

Field Description Logic

URI The URI of an access request. Equals to, includes, or does
not include.

UA The identifier and other information of the client browser that
initiates an access request.

Equals to, includes, or does
not include.

Cookie The cookie information in an access request. Equals to, includes, or does
not include.

Referer The source website of an access request, from which the access
request is redirected.

Equals to, includes, or does
not include.

Accept The data type to be received by the client that initiates the
access request.

Equals to, includes, or does
not include.

For "Match Action", set to "CAPTCHA", "Block" or "Allow".
If "CAPTCHA" is selected, requests that matched the specified conditions will be verified via CAPTCHA.
If "Block" is selected, requests that matched the specified conditions will be blocked.
If "Allow" is selected, requests that matched the specified conditions will be allowed.

5. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.
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Anti-DDoS Advanced (Global Enterprise Edition) supports CC frequency limiting for connected web applications to
restrict the access frequency of source IPs. It provides multiple defense levels and is set to "Loose" by default. You
can customize a frequency limiting rule to apply CAPTCHA and discard on source IPs if any IP accesses a certain

page too frequently in a short time.

You can adjust your frequency limiting rules based on the real-time traffic using the following levels:

Loose
Medium
Strict

Urgent
Custom

At this level, there may be a risk that a small number of abnormal requests can bypass the policy. You can change the
defense level when attacks come or configure the CC frequency limit for protection.

Prerequisite

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set the object to protect.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >

Configurations > CC Protection.

CC Frequency Limit
Last updated：2022-04-28 10:57:41
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2. Select an Anti-DDoS Advanced instance ID in the list on the left, such as "bgp-00xxxxxx".


3. Click Set in the CC Frequency Limit section.

4. Click Create. Select or add a domain name, turn on the "Defense" switch, and then select an appropriate defense
level.
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5. To configure custom rules, click Add Rule. On the pop-up page, enter the required fields and click OK.


Parameter description:

For "Domain name", select a domain name.

For "Action", set to "Discard" or "CAPTCH".
If "Discard" is selected, requests that matched the specified conditions will be discarded.
If "CAPTCH" is selected, requests that matched the specified conditions will be verified via CAPTCH.

For "Condition", set the number of requests that are allowed to access a source IP within a specified period.
For "Punishment time", set a time period.
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6. After the rule is created, it is added to the rule list. You can click Configuration on the right of the rule to modify it.
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1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Application Accessing > IP Access.

Note：

Anti-DDoS Advanced (Global Enterprise Edition) only supports IP access.

2. Click Add Rule on the IP accessing page.


3. In the pop-up Bound Resource window, select an Anycast IP, a region and an Anti-DDoS Advanced instance, and
then click OK to bind the resource.

Note：

The supported regions include Hong Kong of China, Singapore, Seoul, Mumbai, Bangkok, Tokyo, Silicon

Valley, Virginia, Frankfurt and Moscow.
Only the following resource types can be bound: CVM and CLB.

Application Connection
Last updated：2022-05-09 10:15:28

https://console.tencentcloud.com/ddos/ddos-basic
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You can view the basic information (such as the expiration time and running status) and configuration of your
purchased Anti-DDoS Advanced (Global Enterprise Edition) instances in the Anti-DDoS (Global Enterprise Edition)
Console.

Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced >
Service Packages on the left sidebar.

2. Set All Lines to "Anycast". Click Instance ID of the instance you select, and you can view details.

Note：
If there are many instances, you can find your instance using the filters in the top right corner.

3. On the pop-up page, you can view the following information:


Instance Management
Viewing Instance Information
Last updated：2022-04-28 10:55:44
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Parameter description:

Anti-DDoS Advanced Name

This is the name of the Anti-DDos Advanced (Global Enterprise Edition) instance for easier instance identification

and management. You can set a custom instance name containing 1–20 characters of any type as desired.
IP

This is the Anycast IP address provided by the Anti-DDoS Advanced (Global Enterprise Edition) instance.
Current Status

This is the current status of the Anti-DDoS Advanced (Global Enterprise Edition) instance, such as Running,

Cleansing, and Blocked.
Expiry Time

This is calculated based on the purchase duration selected when the instance is purchased and the time when the
order is paid, which is accurate to second. Tencent Cloud will send expiration and renewal reminders to the
account creator and all collaborators through Message Center, SMS, and email within 7 days before the instance
expires.

Tag

This is the tag name of the Anti-DDoS Advanced (Global Enterprise Edition) instance, which can be edited and
deleted.

https://www.tencentcloud.com/document/product/297/41154
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When multiple Anti-DDoS Advanced instances are used, you can set resource names to quickly identify and manage
them.

Prerequisites

You have purchased an Anti-DDoS Advanced (Global Enterprise Edition) instance and set your target to protect.

Directions

Method 1

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced ->
Service Packages on the left sidebar.

2. Find the instance that you need to edit in the instance list, click the icon  in the second row in the "ID/Name/Tag"
column of the target instance, and enter a name.

Note：

The name can contain 1–20 characters of any type.

Method 2

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) Console and select Anti-DDoS Advanced ->
Service Packages on the left sidebar.

2. Find the instance that you need to edit in the instance list, and click the "ID/Name/Tag" column of the target
instance.

3. On the basic information page, click the icon  right to Anti-DDoS Advanced Name, and enter a name.

Setting Instance Alias and Tag
Last updated：2022-03-18 10:16:08

https://www.tencentcloud.com/document/product/297/41154
https://console.tencentcloud.com/ddos/ddos-basic
https://console.tencentcloud.com/ddos/ddos-basic
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Tencent Cloud will send you alarm messages via the channels (including Message Center, SMS, and email) you
configured in [Message Center -> Message Subscription]
(https://console.tencentcloud.com/message/subscription) when:

An attack starts.
An attack ended 15 minutes ago.
An IP is blocked.
An IP is unblocked.

You can modify the recipients and how they receive the alarm messages as needed.

Configuring the alarm threshold:

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console and select Anti-DDoS Advanced -> Alarm
Thresholds on the left sidebar.

2. You can now set the Inbound Traffic Threshold Per IP, DDoS Cleansing Threshold and CC Traffic
Cleansing Alarm.


Setting Security Event Notification
Last updated：2021-08-26 12:15:14

https://console.tencentcloud.com/ddos/ddos-basic
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3. Click the pencil icon next to thresholds to modify them, and click OK.


4. Click Advanced Settings of each section to enter its alarm setting list, and then click Modify to set different
thresholds for each instance.

Setting the inbound traffic threshold for an IP

Setting the DDoS cleansing threshold
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Setting the CC traffic cleansing alarm


5. Instances can be edited in batch. After selecting multiple instances, click Batch Modify to modify them.


How to Set Message Channel

1. Log in to your Tencent Cloud account and go to Message Center.

Note：

You can also log in to the console, click  on the top bar, and click More to enter the Message Center.

2. Click Message Subscription in the left sidebar.
3. Tick message channels in Security Notification and click Modify Message Receiver.


https://console.tencentcloud.com/message/detail/45743360
https://console.tencentcloud.com/ddos/antiddos-native/overview/ddos
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4. Tick recipients on the setting page and click OK.
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Introduction

You can view Anti-DDoS Advanced (Global Enterprise Edition) operation logs over the last 180 days, including:

Logs of protected IP replacement
Logs of Anti-DDoS protection policy modification

Logs of cleansing threshold adjustment
Logs of protection level change
Logs of resource name modification

Operation Directions

1. Log in to the Anti-DDoS Advanced (Global Enterprise Edition) console, click Anti-DDoS Advanced (New) ->
Operation Logs.

2. Select a time period and then click Unfold to view log details.

Viewing Operation Logs
Last updated：2021-07-12 18:24:37

https://console.tencentcloud.com/ddos/ddos-basic

