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<AccessControlPolicy>
<Owner>
<ID>gcs::cam::uin/100000000001:uin/100000000001</ID>
<DisplayName>qgcs::cam: :uin/100000000001:uin/100000000001</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Root
<ID>gcs::cam: :uin/100000000001:uin/100000000001</ID>
<DisplayName>qgcs::cam: :uin/100000000001:uin/100000000001</DisplayName>
</Grantee>
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<Permission>FULL_CONTROL</Permission>

</Grant>

<Grant>

<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Grou
<URI>http://cam.gcloud.com/groups/global/Al1Users</URI>

</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>
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Bucket ACL(Access Control List)
Public Permissions O Private (read-write) Public read & Private write Public (read-write)
User ACL
User Type AccountID @ Permissions Actions
Root account 10000 Full contral
Read Write Read ACL @
Root t - 100000000 Save Delet
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Add Uszer
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Object ACL(Access Control List)
Public Permissions Q) Inherit Private (read-write) Public read & Private write
User ACL
User Type Account ID Permissions Actions
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Reot account v 10000001 fead Read ACL® White ACL ® Save Delete
Full control
Add User
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"version": "2.0",

"principal":{

"gcs": ["gcs::cam::uin/100000000001:uin/100000000011"]
t
"statement": [{

"effect": "allow",

"action": ["name/cos:PutObject", "name/cos:GetObject"],

"resource": ["gcs::cos:ap-beijing:uid/1250000000:examplebucket-bj-1
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-gz—-12500000
I
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"condition":{
"ip_equal:{
"ges:ip": "10.*.*.10/24"
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@ Tencent Cloud Cloud Object Storage
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&2 Tencent Cloud Cloud Object Storage

Policy  Custorm Policy =

Bind users or user groups with the policy to assign them related permissions.
Create Custom Policy

Policy Name Description

policygen-20190627105115

Service

6. B A= A

H3hS FoistH, A E AH S o] &3l $HH COS gj L Aof ANAE 4=
&yt
Bind User/User Group
Bind User (1) selected
o Q User Name/Group Name Type
User Switch to User... 7
Jason User
B lason User

3l B AR o2 oS iAo AHA

Q1A A DAt =2 T2 A A 2 Tencent Cloud &

< A& RS tha o Z2o] 270
(1) Z2 e AA| 2

©2013-2022 Tencent Cloud. All rights reserved.

Page 23 of 593



@ Tencent Cloud Cloud Object Storage
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4. APl Keys 512 225t 7] A4S S5t A1 B Aol Secretld®} SecretKeys /3 gt

o] A A B A% o] Secretld®} SecretKey, FE A% 2] APPIDE A&l COS g A of A AT 4 QlHL
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XML 715te] Java SDK & 2l o AlojH, th&-3t Zho] mj 7 45 & sfjof gyt
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&2 Tencent Cloud Cloud Object Storage

/AR RIS R 27)%
COSCredentials cred = new BasicCOSCredentials ("<FE 7:“78 APPID>", "<HE 71”@ Secretl]

JAAElAL The3t 2T
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&2 Tencent Cloud Cloud Object Storage

String secretId = System.getenv("secretId");//AE ALY secretid. A2IE Fo|7] 93f
String secretKey = System.getenv ("secretKey");//AE AL secretkey. HAIE F0|7]

COSCredentials cred = new BasicCOSCredentials (secretId, secretKey);

/) &R IS HE 27]9)

COSCredentials cred = new BasicCOSCredentials ("<FE AA APPID>", secretId, secretKe

COSCMD TCCLIE o] &3t YA A oA
COSCMD2] o] A7 o AlojH, th-33} ZHo] mf7fH 45 3l ofF T},
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&2 Tencent Cloud Cloud Object Storage

coscmd config -u <FE A& APPID> -a <AEB A& Secretid> -s <AlB AA SecretkKey> -b

Aagdaes thgdt 25U
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&2 Tencent Cloud Cloud Object Storage

coscmd config —u 1250000000 —-a AKIDasdfmRxHPa9oLhJp**** -5 e8Sdeasdfas2238Vi**x** -DH

(2) Tencent Cloud &4 YA A
MNE A= HS Fo] & A E A% 27091 Ho|xo|A FE AZ ofolt], ME A o] &, A E A HUHSE ¢
golo] &0 219 Yt 13 & A Eof| A Cloud Object StorageS 2 25t0] 2 E A A oA AEE

18 5 A
7] 2 a20] A2 4 g,

]

o

A
2

=]
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&2 Tencent Cloud Cloud Object Storage

cheT 2 QUHAQl A Yol of 7] A AZYUTE W 24T o) ofel REE Fustel B UG el B
A o] 97] 8P4 T W Qo wek £ 5HAIR PulTh o2 Al COS Alukel 2ol BfF AHE B A RS o
27 glo] 7| 2 i CAM A E 24 o) HIZUA AL AR R2-g H Al 2
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&2 Tencent Cloud

"version": "2.0",
"statement": [
{
"action": [

"name/cos:*"

1,

"resource": "*",
"effect": "allow"

b

{
"effect": "allow",
"action": "monitor:*"
"resource": mmn

}

d|A|2: B A7l ¢)7] 30§ AT 4A

ME A 7] 1§ dTHE Fofstes AAIR
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&2 Tencent Cloud

Cloud Object Storage

"version": "2.0",
"statement": [

{

"action": [

"name/cos:

"name/cos:

"name/cos

"name/cos:

I

List*",
Get*",

:Head*",

OptionsObject"

"resource": "*",
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&2 Tencent Cloud Cloud Object Storage

"effect": "allow"

}I

{
"effect": "allow",
"action": "monitor:*",
"resource": "*"

A|AI3: M E A 7ol 2£7] 208 AT A (AHA] A <))

ApAEE A 4 TR e et 24y
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&2 Tencent Cloud Cloud Object Storage

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cos:ListParts",
"cos:PostObject",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
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&2 Tencent Cloud Cloud Object Storage

"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads"

1y

"resource": "*"

A|A4: £ 1P B9l tigt M B A ¢J7]/27] Agt Fo

oAl= 192.168.1.0/24 % 192.168.2.0/24 F24 HQlof tsfAqt e} 7]/2x7] HIHS ol o},
_]
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": [
{

"action": [

"cos:*"
]I
"resource": "*",
"effect": "allow",

"condition":{

"ip_equal":{
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&2 Tencent Cloud Cloud Object Storage

"gcs:ip": ["192.168.1.0/24", "192.168.2.0/24"]
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@ Tencent Cloud Cloud Object Storage
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&2 Tencent Cloud
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Cloud Object Storage
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ME AR S AEe & HE AHSJ UINS dstaL, slig A E A2

Cloud Object Storage

wre A @A) 2E 7
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El Eara BMAE FAE A 7](9ll: folder/sub-folder/privateobject )
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Authorizing Sub-account Full Access to Specific Directory

Authorizing Sub-account Read-only Access to Files in Specific Directory
Authorizing Sub-account Read/Write Access to Specific File

Authorizing Sub-account Read-only Access to COS Resources
Authorizing Sub-account Read/Write Access to Specific File

Authorizing Sub-account Read/Write Access to Files with Specified Prefix

Authorizing Another Account Read/Write Access to Specific Files
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@ Tencent Cloud Cloud Object Storage
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COS API &t Fof & (policy)2 ¥ 3F2] JSON AL 4 Ut} o] & E01, APPID7} 1250000000°] 1L 2] % 0] ap-
beijinge] ™ B 7l o] & o] examplebucket-1250000000%1 HZ o] 4 2 HFAFdoctl Y2E AAXHHE A2, & ¢
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&2 Tencent Cloud Cloud Object Storage

"version": "2.0",
"statement": [{
"action": |

[/t ARE 2

"name/cos:PutObject",

//EE AHER A d2E

"name/cos:PostObject",

//EETE gRE. mE 275 Y
"name/cos:InitiateMultipartUpload",

//EETE JERE: ListolA MY FQ HEME JRE
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@ Tencent Cloud Cloud Object Storage

f—

Heot 7

ol

version

effect

resource

action

"name/cos:ListMultipartUploads",

//BEITE AZE: ListoAd YZE &RSF otE 2

"name/cos:ListParts",

//EETE YRE: HETE gRE 2

"name/cos:UploadPart",

//BEITE I2E. BE HENE J2E F

"name/cos:CompleteMultipartUpload",
Helgte Y2E FY A

"name/cos:AbortMultipartUpload"

re
rie
k

I

"effect": "allow",

"resource": [
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

"action": [
//HREE A
"name/cos:GetObject"
1,
"effect": "allow",
"resource": [

"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*

Fo] %4 (policy) 24 A
Ay
AW pR WP g 7|2ZEe 20Ut}

allow(51-g), deny(( Al A} A ) 7 7HA] el 7F 5 .

BE gas NYE AR AR YU Blas, AHE Ar) A2o] Blas B o] 50| 2
gol @ 4 Q1= e ol | Aele] 54 glojelel Uk

2}
FR:F 27 F501U B9 F7o dE S 2AHZ RASAAIL. oll: examplebucket-
1250000000/=¢] /L™ .

(_'.

xt .

617]0ll 4= COS APIS: 73], B0l wre} 1) i ele] 2] Zgolut BE
( * )2 AAGEYct ol: name/cos:GetService , Yo A EA} L& FoJ5H4 Al L.
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@ Tencent Cloud Cloud Object Storage
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:GetService"

1,

"effect": "allow",

"resource": [

L]
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:PutBucket"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:HeadBucket"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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&2 Tencent Cloud Cloud Object Storage

Z4H) 2| AE 2]

APl:= GET Buckete]| ™, sl g 2+ A3 Fo{ & -2 A4 9] actionS name/cos:GetBucket2 = A4 gt T}

ol A]
APPID~} 1250000000°] 1 2] o] ap-beijing®] ™ B 7! o] 20| examplebucket-12500000009! BZl o] 77| 2| A E Z

3] 1] YA Lol F 9 T M AA T &2 kT U
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucket"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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B2 A

API= Delete Bucketo] ™, 3lg 2rd A S B ojst 72 A2 9] actionS name/cos:DeleteBucket 2. 2 A A g o},

oA Al
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&2 Tencent Cloud Cloud Object Storage

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:DeleteBucket"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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HZl ACL AA
API+= Put Bucket ACLo| ™, alj g 2] HsHS F ol 79 A4 o] actionS name/cos:PutBucketACLE A% 3ttt
ol A]

APPID7} 1250000000°] 21 2] o] ap-beijing®] ™ H %! o] 5-°] examplebucket-1250000000%! ¥ 71 2] ACL A7 #+d

AT HofF B9 34T G| AT gL he 2
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutBucketACL"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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&2 Tencent Cloud Cloud Object Storage

H7l ACL %3]

APIl:= GET Bucket aclo] ™, s 2t A3 Fo| T -2 H 3 9] actionS name/cos:GetBucketACLE 2 7 gty o

oj| A]
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{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:GetBucketACL"
1 g

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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"version": "2.0",
"statement": [
{
"action": [

"name/cos:PutBucket CORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucket CORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:DeleteBucketCORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutBucketLifecycle"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucketLifecycle"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:DeleteBucketLifecycle"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:InitiateMultipartUpload",
"name/cos:ListMultipartUploads",
"name/cos:ListParts",
"name/cos:UploadPart",
"name/cos:CompleteMultipartUpload",
"name/cos:AbortMultipartUpload"
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1,
"effect": "allow",

"resource": [

"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:ListMultipartUploads"
1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PostObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:AppendObject"
1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:HeadObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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"action": [
"name/cos:GetObject"

iy

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:InitiateMultipartUpload",
"name/cos:ListMultipartUploads",
"name/cos:ListParts",
"name/cos:PutObject",
"name/cos:CompleteMultipartUpload",
"name/cos:AbortMultipartUpload"
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1y

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

]
I
{
"action": [
"name/cos:GetObject"

1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObjectACL"
1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetObjectACL"
1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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"version": "2.0",
"statement": |

{
"action": [
"name/cos:0OptionsObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PostObjectRestore"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:DeleteObject"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/audio.mp3"
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"version": "2.0",
"statement": [
{
"action": [
"name/cos:DeleteObject”

1,
"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/audio.mp3",

"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/video.mpd"

©2013-2022 Tencent Cloud. All rights reserved. Page 98 of 593



&2 Tencent Cloud Cloud Object Storage

EE 2alol tigh et e 7] UehE Fofshe Ao AARE &2 vt 25U

©2013-2022 Tencent Cloud. All rights reserved. Page 99 of 593



&2 Tencent Cloud Cloud Object Storage

"version": "2.0",
"statement": [

{
"action": [
mxn
1,
"effect": "allow",

"resource": [

L]
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Cloud Object Storage

"version": "2.0",

"statement": [

©2013-2022 Tencent Cloud. All rights reserved.

Page 101 of 593



&2 Tencent Cloud Cloud Object Storage

"action": [
"name/cos:HeadObject",
"name/cos:GetObject",
"name/cos:GetBucket",
"name/cos:0OptionsObject"

1,

"effect": "allow",

"resource": |
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{
"version": "2.0",
"statement": |
{
"action": [
"
1,
"effect": "allow",
"resource": |

"gcs::cos:ap-shanghai:uid/1250000000:examplebucket-1250000000/doc/*"
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B 2ol A= ALEAT QLA 7)o st g F85] olsiste] Ul 715 A 2 AHE S 4 Qlrhs HA ol
COSell 2.4 3he e AT A 7] A 2 AHS 7hol ol chat ZPAI S Lf8-2 94| 7

oA S s L.

F9| :
A 715 ARGl YA A PSS Boldhes ¢, FFEA] AT S0 whet 24 st Hol S Yz o2 UGS Fofg)
of gty A B E g AA( resource:* )EE BE ZA( action:* )ol gt IS R ost= 49 HsH

917 192 7] wlo] &} ®ebo it 2l A27} wE 4 Ut

A3 A B 5ok

a1 A1 @A A(resource)?) WY Algt 21}

of ZejAlo]d AdlA 71 AHE A7 AR ES= T2 ARRlo] COSE AHEsta Qlom, B E 7)) AMg e =2
ArZol I H A 7] app/avatar/<Username>.jpg = 7FA|Al Q13 Ao A2 th2 7|9l =29 AL 0]
2= o] gyt of 7|0 A i D ek Eol A ALE-5H7| HeElstE & s A A 7)1 & 2H

app/avatar/<Username>_m.jpg 2t app/avatar/<Username>_s.jpg = WFal, YA| 7] A Al A H
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resourceE qgcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/* = AAESUTH
o) o} AHg AV HIEY A T AH S £TE ALgSlol A E YAl 712 HSHH AT H Yoo AbgRt
=28 A Hol# 4 900 Ak 27a A2z S ALgAbe] BUH Z2B AR tlojel 7} Hoj] |

o] £49 % g5yt

Hob 4
resource = YAl 717 BA A E 5 -85l= 2las F2E dEstH, ol s F 7 2ol A 74315}% 2 F AHEANE ALY
SlloF Ut Y22 © & resourceol| A A A= ] AAE h AFExEE AR S 4 QI 2 9 st Sl Ab o)l

A A ATt ges::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/* = HHEISHA L&
RS A3 Qo] Bt 2op o] ZA1s it

g AtEle] A AFEALS] =2 AR 25 app/avatar/<Username>/<size>.jpg = 545k, oloj
resourceS qcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>/* &
Attt 7 Q15 wEE 4 QlsUth o] 9ol = resource TEE A 2 P02 ol S AL 4 9l
Sy w2t YAA o2 of2] resource FH& A7l AREAZE AN A HREE 7HY F|F Has P2 E e s o
A% 2 A&Uth AL b 2
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"resource": [
"gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>.jpg",
"gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>_m. jpg",

"gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>_s. jpg"

Z3 AH2: Z(action)] W) AgH 22}

&7l B= &+ ZEH 7|52 AlFstal )l o™, & o|u| A= app/photos/* o AFHHH. 2ol
=

Eol A= 74| 23] (GET Bucket)2t 2§14 th-2 2 =(GET Object) 2k o] SAo 2 25t Wl Iake cof A= ALg H
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o2 9lo Al 7] B4 Al A acton® name/cos:* 2 AHSAEUL o|u) b AR HE SIS 52 14
5ol £EHe ALES0] WA E A 718 Y5O oY 2 4n A ste] LE Aol o] BE 2] 2ol A=
2 A 5o A1) A & 9 00], PS E3k A A7k e ool el £ A5 T Lebel = Ao 3

2014 4 st

Het 4

action> YAl 7171 % & 5]&5t= AU S HESHH, Y2222 name/cos:* T2 AMERF BE A% 9] 4 A] 7
£ ZHE Ao Agst= P9 5]85tA FaUTh ‘ﬂ‘z Al = H Q3 Ad2 HEstA Udsiof st , 2 2HY

ol destejar HARIL MR o2 49 e A7t obd A} AL H RS G50 2 mjFsfof gyt

g Aol A= raction"™: [ "name/cos:GetBucket"™, "name/cos:GetObject" ] & ARE5to| FLA|A
o) 2112 Waal ) A\ alof Fich Wk o] 1] rfo| = o] chak AFge COS API 71 o] ] ALg 7o =8

3L AHE3: 2laiet Zo] e Alg 23t

ofZ 2|70l d G wel B2 A Foha Yon], ALRAIA BE AR RS ] HA( app/files/* )& ZH L T}

eREY 4 UEE 5|85, JRE W AL i el 2l o] 5FY( app/files/<Usernames/* )T 2

2 o] At ol 2 94 YAl 7] A4 Al Bl = Agto sl 4714] 2] (action)

237 éiﬁ}@l BT 5 A% A el as A e Eatshel G0 AL Balel, olue] A 71 24 2
Ao AR E 2 AFS A BUTH S, BE AHEAS 2] helo] et 28], heRE R A

Ut} o} AL8 A7} o] of what Ebele] kel e 2 el AL A S 4 Qo Wske 2T AN A

&ate] A elole7t 59 2237t d&UT

Hel 744

o] 2] action®} resource?] Z3H2 7tchs}A| o]
2 2gtefjof eyt koA 22

S Ao A= HEE A] o} e} ZHo| AFE-3loF g

HHH 9 A3 A= QF ©] 1, o] 2] statement & A ©.
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"statement": [
{
"effect": "allow",
"action": |
"name/cos:GetBucket",
"name/cos:GetObject"
1,
"resource": "gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/files/*"
I
{
"effect": "allow",
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"action": [
"name/cos:PutObject",
"name/cos:DeleteObject"

1,
"resource": "gcs::cos:<Region>:uid/<APPID>:<BucketName—-APPID>/app/files/<Us

ol J 2] =)
o Z A o] & ZF AF-&2} aﬂﬂ*‘tﬂi Eé% 574 AA AAIGhol =Eato] S stE ARS AT £ w0 2] W] &
it RS B 4 JEE A5, 7 37 Hoj A& BE AFEAL Sl Hlo] A Wo] ZAR D Y E utd g
4 dsyo
COS Atg A, Wl aate-=o] YA 7] YA QlEjH o] A THE Al =7t M55k o] A] Do) whet sg o] x| 2]
2}l o o g E}%EE% 3-g5he dAl 715 AU 28 u A oA wi et Eof A 83 AFEALTL A
7 w|o] 2] ID YA & HehS HR{510 Qler| ol RE HEkst 4 glo] mE Atgo] siY QlEjmlo] A5 233t 7Hl
wlo)z] o] HHutdof gt HM A AA] 7|5 FET 4= A Yot ojuf BHe Z3}5H= A A7} EAYE] H A A
g At aze] ts) GntA oz Aee 4 glA =) =X e dlolE §F BAIFIAY 4 AU
Hot #44

ANl 71 B 53 9A] 7] ZFA o] Aol A A E W9l thofof shul, ko] ke
A7} e AT YA 715 HESHA BIHEF AR AT AU 2, 5 Aol B ALG ] o8] LY
o2 HetA B

w1k = QlEjH o] Aol A MFEA] WA g5k AHE AP 5 o] Kol AN AT 4 9l Askol

2 A zof 4= 1 ek
917 ol ng whkato] o4& Adho] gl ALRAOIA| U A] 7] WHEHS 58517 ool FTh

o] Abo] AMH 2 oA} 9] 2 ¢

Al 213 cOsell M&at= 4, 44 &3

T AU 0] Fe Wt EE F5 COS AA| A0 H]EH Het 1]01011 oisl o % felsfof ety o
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UA] 7] 478 B ARG 7ol =

ZZF Aol E YA 1 2024-06-24 16:44:04

Fo:

YA 715 AFGSl A A FEHE Fofste -, REEA] 7 0] upe} 2|4 AT Hoj & 2oz Jghg Fols)
ofFuth A BE AL (resource:*) Ee EE AR (action:x) of tigh &S Hojsh= He dE
7 |7 7] dlolE Hokol gt A7y 4 dsUt

AAl 7] 21 Al AFH Q5 A5t A3 A Al 7]7F AeE 9] Yol Mgk 5248 = gyt ol & 5o dAl 7]
S 1% ulf examplebucket-1-1250000000 HZlofl :td & = =dh 4= Q= Ut & A tha 2 8H 7]&
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YA 7]

DAl 7D Al HA A 2 F
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COS API= YA 715 ~
COS APl 832 YAl 7]
7hF oyt
TmpSecretld
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= CAM 22H2 = APIo| 4] 212 51= QI Ej 30| A2 S 8 Sa} fato] Hojgl 7]
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A4 7] 85

Al 7= A& == COS STS SDK F 4= Sl 5 = o0, 43 STS S2h¢ = API 8 YA 2 558
+ Asyrh
F9 !

ol Aol A= Java SDKE AH&3HA o1, GutHuboﬂAi SDK 2= (H7)S g =30
ATHE Q7L A E = A2 GitHubol| Al AHS-5H= B 9] SDKE & E5tgl =%

St ol SDK S 2HS 4~
ol A 2.,

COS STS SDK

ot

COS+= STSO tigt SDKS& W =S A2y @A Java, Nodejs, PHP, Python, Go 5 12| 7}#] ?1o] AZ S A
3t Qlom, AFAISH U182 COS STS SDKE F st Al 2. 2 SDK'E AFE A2 Github2] READMES} oi| A S
WS Al L. ZF 1ol o] GitHub 4= 57 b ZE YTt

o] 53 T Mz F4 FE oA =4
Java a2 F4 A A] T4
NET x| Fa o A T4
Go A F4 oA T4
NodeJS ] Fa A A] FA
PHP A F4 oA T4
Python Az F4A o A] 24
F9 .

STS SDKE= STS IE}mlo] 2 2Halo) W 2ho| 8 & AHeks}7] )3l Wk ol 74 727} STS Sl elmo] 2ok ghv)
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&2 Tencent Cloud Cloud Object Storage

// githubOllA AFst= maven & HHol wel java sts sdk 7FH27]. 3.1.0 o] HA A&
public class Demo {

public static void main (String[] args) {
TreeMap<String, Object> config = new TreeMap<String, Object>();

try {
//9 71914 secret1d®t secretkeyv YA 7|E A5 Yt I 1D (FE AA, A
String secretId = System.getenv ("secretId");//AF&A} Secretid. TAIE F
String secretKey = System.getenv("secretKey");///\]'%X]' SecretKey. 2] A =
// Tencent Cloud api 7| SecretId@ XX

config.put ("secretId", secretId);
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// Tencent Cloud api 7| SecretKey@ 1A
config.put ("secretKey", secretKey);

== A

Cloud Object Storage

// Tencent Cloud cvma ARESH=E AL UE =HQl ol& AHAA 71&

//config.put ("host", "sts.internal.tencentcloudapi.com");

/7 DA 719 fE AZEE 2 E9dYt. 71232 1800 %o|H,
config.put ("durationSeconds", 1800);

AFE-AF9] pbucketlZ HF
config.put ("bucket", "examplebucket-1250000000") ;
// bucket A ZHOoZ HFY

config.put ("region", "ap—-guangzhou");

A = Al A

/7 o714 §188 Aol YEAR upw zpile] ¢ AbolEe] A&t 219l Abejo] mh

// B A AwbEel HEAR AF AU

// 1. B2 A0l digh AAA FE:

/7 2. ARH AA] ik ANA §E: "a/al.txt", "b/bl.txt"

/7 3. ARE AEAke] Aol thEk HHA BE: varn, ma/En, vp/en

/) 08 YR ABATL BE 2ase] AMARE AL SEHA U, 2ol 3
config.put ("allowPrefixes", new String[] {

"exampleobject",
"exampleobject2"

1)
// 71l dist A

String[] allowActions = new String[] {
// tH JEE
"name/cos:PutObject",
// & QRE, njZ2aY YJrE
"name/cos:PostObject",
// HEIE drE
"name/cos:InitiateMultipartUpload",
"name/cos:ListMultipartUploads",
"name/cos:ListParts",
"name/cos:UploadPart",
"name/cos:CompleteMultipartUpload"

bi

config.put ("allowActions", allowActions);

/**

* condition AX (R3St A

/4 DA 717 HeEE 2. cosolA A¥dlE condition H

final String raw_policy = "{\\n" +

" \\"version\\":\\"2.0\\",\\n" +

" \\"statement\\":[\\n" +

©2013-2022 Tencent Cloud. All rights reserved.

& 2=2Auch. of YAl o] BRE WA of 7|4 M Pk Fuich.
/) 2 92E, B YRE 2 WenE Y= Aot e e Ado) e

hct

mol'

condition 39| >
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n {\\n" +

" \\"effect\\":\\"allow\\", \\n" +
" \\"action\\": [\\n" +

Cloud Object Storage

" \\"name/cos:PutObject\\",\\n" +

m \\"name/cos:PostObject\\", \\n" +

" \\"name/cos:InitiateMultipartUpload\\",\\n" +
" \\"name/cos:ListMultipartUploads\\", \\n" +

" \\"name/cos:ListParts\\", \\n"

+

" \\"name/cos:UploadPart\\", \\n" +
" \\"name/cos:CompleteMultipartUpload\\"\\n" +

" ],\\n" +

" \\"resource\\": [\\n"

" \\"gcs::cos:ap-shanghai:uid/1250000000:examplebucket-125000

" ],\\n" +

" \\"condition\\": {\\n" +
" \\"ip_equall\\": {\\n"

" \\"gcs:ip\\":

" \\"192.168.1.0/24\\",\\n" +
" \\"101.226.200.185\\",\\n" +
" \\"101.226.100.186\\"\\n" +

" I\\n" +
" F\\n" +

" F\\n" +

" \\n" o+

" I\\n" +

ll}",.

config.put ("policy", raw_policy);

*/

Response response = CosStsClient.getCredential (config);

System.out.println (response.credentials.tmpSecretId)

’
System.out.println (response.credentials.tmpSecretKey) ;
)

} catch (Exception e)

(
(
System.out.println (response.credentials.sessionToken
{
)

e.printStackTrace();

4

throw new IllegalArgumentException("no valid secret !");

FAQ % €4
JSONObject H7] 2] FEZ QA3 NoSuchMethodError

3.1.0 o] A S AFESH T
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U4l 71E AREZE COS M|~

COS APl A Y A] 7] & A3l COS A B 20f HAM|ATH= 79, x-cos-security-token B ES S35 YAl
sessionTokens 1 E35tal Y A Secretld?} SecretKey = A &

A A 7] & AHE-5Ho] COSOll A A ASH= COS Java SDK | Al =
a7 -

O3 oAl A8 A Github =24 Eof| 4 Java SDK A 2] 17| 2| & Th2 R ESHY Al 2.

// githubolA H|Fol= maven 53 WHO| wWat cos xml java sdk 74 27|
import com.gcloud.cos.*;

import com.gcloud.cos.auth.*;
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import com.gcloud.cos.exception.*;
import com.gcloud.cos.model.*;
import com.gcloud.cos.region.*;
public class Demo {

public static void main(String[] args) throws Exception {

/] AR 7R R

String tmpSecretId = "COS_SECRETID"; // STS QUEJH|o]2o]A HIESE= UA] secre
String tmpSecretKey = "COS_SECRETKEY"; // STS QIE|H|o]Ao]Ax HIESIE YA sec:
String sessionToken = "Token"; // STS QIE|Ho|A0|A HIESIE= YAl TokenlZ HH:

// 1 AFEARF AHA HE 27|35} (secretId, secretKey)

COSCredentials cred = new BasicCOSCredentials (tmpSecretId, tmpSecretKey);
// 2. bucket B AA. cos Ao digt 2AAIG WE&2 thF= FASHHAIL. https://
ClientConfig clientConfig = new ClientConfig(new Region ("ap-guangzhou"));
// 3 cos ZEo|UE A4

COSClient cosclient = new COSClient (cred, clientConfig);

// bucket O|&ol+= HIEA] appidE =3

String bucketName = "examplebucket-1250000000";

String key = "exampleobject";

// object UEE, 20M o9 T2 3T QAEBlo|AE ALEs| d=Est= A2 HF
File localFile = new File("src/test/resources/text.txt");

PutObjectRequest putObjectRequest = new PutObjectRequest (bucketName, key, 1
// x-cos-security-token header TE AHA
ObjectMetadata objectMetadata = new ObjectMetadata () ;
objectMetadata.setSecurityToken (sessionToken) ;
putObjectRequest.setMetadata (objectMetadata) ;

try {
PutObjectResult putObjectResult = cosclient.putObject (putObjectRequest)
// 733 : putobjectResulto|A T}AL etag WIS
String etag = putObjectResult.getETag();
} catch (CosServiceException e) {
//AT Al cosServiceException BY
e.printStackTrace();
} catch (CosClientException e) {
//AT] Al cosClientException HH

e.printStackTrace() ;

// SEo|AE F=8

cosclient.shutdown () ;
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"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"name/cos:GetService"

1,
"resource": "*",
"condition": {

"for_any_value:string_equal":{
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"gcs:resource_tag": [
"key&value"

]
}

5. 455 ot Yol EHYTh

3. 44 Hjo] 2] o] 2TtA| oA St HA S F1 Q E2Z o)A AHGAYALGA AF/HE A2 S S5t S AE
A7 SubUseret A A3ttt

4. 8 oA B AH SubUsers A et Q1S Z2 .

Z&olM 27

1. B A& SubUser® COS Z<£of 2213t}
2. 7] -2 mo]x|ofl= B A o] YN AT £ &= HF EF0] } 2 FAEY
o] A A A% e L(key ¥ value)7} Y= HAlof thgt A B A A ﬂ A2 AsE Hoj7t kR = 95U

>
U

| 2=

degsfof gyt

Al GetService APIE AR&-61H shte] Bl gk AEek 4~ 5 U
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&2 Tencent Cloud Cloud Object Storage

GET /?tagkey=keyl&tagvalue=valuel HTTP/1.1
Date: Fri, 24 May 2019 11:59:51 GMT
Authorization: Auth String
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271 7] 4 9 AL o)A
2| Z Ad|o]E IH}: 1 2024-06-24 16:44:04

W 2718 A 4 A4yt ol S Sof M 2718 AHgstel YR E
2 9

o i 2 YL AHEBto] ATS RoiF 1] & 2
£E A S

o o o] A2 x| FAL}; AR A} WA A
o] B4+ W7l A oj| A COS(Cloud Object Storage) =71 715
A CcOS Y st Qo] Y5t RE 24 7|2 2 £ 94U

oL

v :

HZ A A Al 27 71 & A W 4 HE A2 & E406tL, sid 27 7] & sl 2% (action)ol| 7t 715
™, 2+ A4 (action) A| “*” A EFLEE AFESHA| AP A . ot U EFLE S ARESEH Q5 o] Amjgtyt. 27 7)o
o gk Al et 82 =71 FA4 & FAsHHAl L

BA A FE](CAM) &S AHEsto] FAS A4S of, version, principal, statement, effect, action, resource, condition
T 240 A WA A= i Afo] Ay B AF Ao oF gy

%71 7]9) AFS At

AFEA} M A 1P AFHqcs:ip)

27 7] qes:ip

Z7 7] ges:ip & AHESHA] ARGAF AN A IPE A = JEUTH 24 7= 2 23 A&

ot
+
30
)3
L
Iu)

oAl 217 1PS) ALgALS] A AT 5§

22 ID7} 100000000001 (APPID+= 1250000000)! FE Al ol £&5t+= ID7} 1000000000022 A B A7 o] Hj| o]
7 2] o] ¥ 7] examplebucket-bje} T4 2] A 2] ¥ 7] examplebucket-gz2] 74| exampleobjectoll Hi5f, A A IP
ZFIPHY 192.168.1.0/24 o &3FAU BAIAZFIPZF 101.226.100.185 E=+= 101.226.100.186 of

A B A d2E B A g2 E HekE Foish= FA oA dy .
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&2 Tencent Cloud Cloud Object Storage

"version": "2.0",
"principal":{
"gcs" [
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"statement": [

{
"effect": "allow",

"action": [
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"name/cos:PutObject",
"name/cos:GetObject"
1,
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-gz—-1250000000/e
1,
"condition":{
"ip_equal":{

"gcs:ip": [
"192.168.1.0/24",
"101.226.100.185",
"101.226.100.186"

vpcid Al¥Hvpc:requester_vpc)

Z7 7] vpcirequester_vpc

BN

=

7] vpc:requester_vpc & ARESHO] AREAF AL vpoidE AT 4= 5 U T vpcidol] tHRE ARAISE W&

2 Tencent Cloud A= Virtual Private CloudS #1184 A| 2.

S| Al: vpcidE aqp5jrc1 2 A%

o] of|A] 9] A2 ypcidZ} agp5jre1 Q! Z 7104 ID 100000000001 (APPID: 1250000000)2] = E A& of] 45}= ID
1000000000022] A} E. A% o] examplebucket-1250000000 H Zlof] B A A5 2 583}
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"statement": |
{

"action": [
"name/cos:*"

1,

"condition": {
"string_equal":{

"vpc:requester_vpc": |

"vpc—agp5jrcl"
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}
by
"effect": "allow",
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

]
Hy

"resource": [
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/*"

}
1,

"version": "2.0"

A9 2 A HA EE= XA B H(cos:versionid) HA| AT 5

L% vj7iH <4 versionid

Q3 74 versionid & A9 M S E AT TH HA Bejof thgh 2bA| g W82 B Alo] 72 &

FAsH Al . A4 S -2 2 E(GetObject)5F A L 44| & A4S uf (DeleteObject) 27 Hi7H¥ 4~ versionid &
& S AA HAS 28T = AEY T versionidoll= Al 7HA] tHE 97t Y

1932 7| 2A 07 A o] Ao A-&dutt.

3% versionid 2% W77 HLDER] 2 F 9ot FAT YT
versionid 7} "null" Q1749 H{Zlof tis) ¥ a7t &/dete 7] Mol d=EH A

F93td T HH HSE rnuiln BRG] Hydh

Z7 7] cos:versionid

Z7 7] cos:versionid S ARSI QA w74 versionid £ AT 4 JASU T

A 1: AR A A E B AAE AL EE 58
examplebucket-1250000000 H Z!-& 45} uin 1000000000012] FE A7 o] th- M7l A& -Z AFE-51of uin©]
1000000000009] A E A o] 2 A g B o] At 7}x @ = & 5] -gshcka 7Hg ot

A o] w2 yino] 1000000000029 A E AH o2 AiE M che2 T 232 versionid Ti7HH A2 A kst
versionid 4ol #Z 15 ‘MTgONDUXNTc1NjlzMTQ1MDAwWODg'Q! 7 9otk g &8 = &Yt
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&2 Tencent Cloud Cloud Object Storage

"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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"name/cos:GetObject"

I
"condition":{
"string_equal":{
"cos:versionid" :"MTgONDUxNTc1NjIzMTQIMDAwODg"

o

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

=]
s
Fyth deny Ao S4 2917} the AH R &) W2 AR AL Eobst As oS AojR HAY &

A5
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"statement": [
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

Yo
"effect":"allow",
"action": [

"name/cos:GetObject"
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I
"condition":{
"string_equal":{
"cos:versionid":"MTgONDUxNTc1NjIzMTQIMDAwODg"

b

"resource": [
"gcs::cos:ap—-guangzhou:uid/1250000000:examplebucket-1250000000/*"

"principal":{
"qCS": [
"gcs::cam: :uin/100000000001:uin/100000000002"

tr

"effect":"deny",

"action": [
"name/cos:GetObject"

1,
"condition":{
"string_not_equal_1if exist":{

"cos:versionid":"MTgONDUxXNTcINjIzMTQ1MDAwWODg"

o

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1,

"version":"2.0"

olAl2: AHGAZH HA RS AR A E 4 A=S 5§
H 7! examplebucket-12500000002 4-8-5}+= uin 1000000000012] £ E A& o] t}& 7l A2 AF-3}o] uino]
1000000000029 A EL A o] Al Mz o] A 714 0 = 2 5] -g3hrha 7 g

dAo] et versionid ZF HGE A EAY G 2ol Bl ZAFE Q) B GetObject 232 7|24 o2 |4l WA
o] WA & che 2 =yt whebA] ohg 270 A string_equal_if_exsits AHEE 4= AHU T

1. versionid’} A= z] ko 7| Bz 02 Z7lo] 25 710 2 7+ (true)E o] allow A H o] 285 o] 240l allow
gyt

2. versionidZF §1 A ( “” )9l % allow A &= A& =m 2|4 M A th =& Q3w Sld Yt}

N
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"condition":{
"string_equal_if_exist": {

nn

"cos:versionid":
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"statement": [
{

"principal":{

"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

]

bo

"effect":"allow",

"action": [

"name/cos:GetObject"
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1,
"condition":{
"string_equal_if exist":{

"cos:versionid":""

by

"resource": [
"gcs::cos:ap—-guangzhou:uid/1250000000:examplebucket-1250000000/*"

"orincipal":{
"qCS" : [
"gcs::cam: :uin/100000000001:uin/100000000002"

bo

"effect":"deny",

"action": [
"name/cos:GetObject"

1,
"condition":{
"string_not_equal":{

"cos:versionid":""

Hy

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1,

"version":"2.0"

}
AAI3: HA ] /43 A A2 E AAE AHSAL AASHE RS F85HA g
HA ge)7 &4 8kE] 7] Hof HZlof d == d7 A7 U
2/ 3te Sof "null"o] Hu o}, 7ol whek o] 2{ 3k 2 A of gk —?—7} HoE dA3sof e 4 AEUH. ol & 50 A
|27} o] 2|5t A S J LA 02 AMA|5HA] B E 5= T
c}.
ofeff o Alofl= F 7FA] M Zl A& o] Q&Y.
1. A2 A A ol DeleteObject 2792 At&-3to] BZl o] WA = AA| e 4 9l= ATHS Hojghyct,
2. DeleteObject 2 & ol thgt 272 A5+ t}. DeleteObject 23 ©] Zko] "null"Ql 2% w7} = 4~ versionid S X &3}

W 20| ARgUrt
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webA) v Pal7) &

O_L.

A3t 7] Aof 294 A7} ¥ 7]l examplebucket-12500000000] 2 72 A 2|7t &4

= O

sh8l & 745 A2) BH W5 null EAh o] Fujth,

87 o] £7bE®l A7) A7t B YU Th A E ALEX7E A AS AHI5E7] 913 A3t DeleteObject 2 o] 1
A 5L glom W Belzt B sHE of QU7 w2l 2x) A7t A A o2 AbAlE| X itk ol 21 Aol tht
AR EA 7 27hE Yt 230l A7) AC) null 8 M7} Takelo] 9o e 3o] ARE W AH AL GTAOR

"statement": [

{
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"principal”:{
"qCS": [
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"effect":"allow",

"action": [
"name/cos:DeleteObject"

I

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

{

"principal":{

"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

]

b

"effect":"deny",

"action": [
"name/cos:DeleteObject”

I

"condition":{
"string_equal":{

"cos:versionid":"null"

h

b

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

]

}
1y
"version":"2.0"

Az 1t 37] A3 cos:content-length)

2% 3|t Content-Length
RFC 2616°] 2] ¥ Hio|E T o] HTTP 2% F&l= Zo]= PUT ¥ POST 2ol A A5 AR H U TH AHA|SH W&

2 Common Request HeadersE 1514 Al 2.

N
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g R Esto] A% 37t} MEQ A Y F-2 JHlohA] = s & 4= AHYTH
tel = el Alofl A= £ E Al (uin: 100000000001)°] 7! examplebucket-12500000002 4
AF-5Fo] A B A4 (uin: 100000000002)° 4] A &

o

M, cos:content-length &7 7|5

Length st gt AISH 4= s

o Al1: 23 3|5 Content-Length?) X Tzt A&t
Q22 0o] 10 H}o] E o]5}9] ZF2 7}% Content-Length 31| T

PutObject % PostObject =&
Yyt

Cloud Object Storage

= dEslof ohehaL A gket
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"version":"2.0",

"statement": [

{

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"allow",

"action": [
"name/cos:PutObject",
"name/cos:PostObject"

I

"resource": [
"qcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

I

"condition":{
"numeric_less_than_equal”:{

"cos:content-length":10

"principal”:{
"qCS": [
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:PutObject",
"name/cos:PostObject"

1y

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1,

"condition":{
"numeric_greater_than_if exist":{

"cos:content-length":10

o X]2: 23 3t Content-Length2| &4k A%
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PutObject 2 PostObject d =& 2% 0] 2 H}o] E o]/9] 3FS 7H Content-Length sl &l & &l oF il |9t

=Y

"version":"2.0",
"statement": [
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
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b

"effect":"allow",

"action": [
"name/cos:PutObject",
"name/cos:PostObject"

1y

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

I

"condition":{
"numeric_greater_than_equal":{

"cos:content-length":2

"principal”:{
"qCS": [
"gcs::cam: :uin/100000000001:uin/100000000002"

b
"effect":"deny",

"action": [
"name/cos:PutObject",

"name/cos:PostObject"

1,
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1,
"condition":{
"numeric_less_than_if exist":{

"cos:content-length":2

A= 0t 4] A3 cos:content-type)

23 3t Content-Type

Content-Type application/xml % image/jpeg 2t Z©°| RFC 2616(MIME)ol 4ol E HTTP 8% 8=

B¢ o]ojof gt AFASH U-&-2 Common Request HeadersS ZF1L5HA A] 2.,

27 7] cos:content-type
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Z7 7] cos:content-type = AHE5lo] 24 3|5 content-Type = AT 4 U
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Y.

cllAl1: PutObject 2% 2] Content-Type< "image/jpeg"= A3t

H 7! examplebucket-12500000002 435} uin©] 1000000000011 £E A& ©] cos:content-type Z71 7]
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Shshe AUyt
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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"name/cos:PutObject"

1,

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"string_equal":{

"cos:content-type":"image/jpeg"

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:PutObject"

I

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,

"condition":{
"string_not_equal_1if_ exist":{

"cos:content-type":"image/jpeg"

T2 @ 3o|A HigtE]= ot 4] A3 cos:response-content-type)

23 ujj7] ¥ 4 response-content-type
GetObject APIE AF-8-5H 2% o7 49l response-content-type & F7}5t%] -39 Content-Type 3l 5

e AR & dauct

Z7 7] cos:response-content-type

cos:response-content-type X7 7]E AF&5td 30| @& mj7fH 49l response-content-type =

dgslof sh=A] A 72 AH D = AsH

ol A]1: GetObject 2% U7/l 4~ response-content-typeS ‘image/jpeg’ = |3+
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H 7l examplebucket-12500000002 485} uin®] 100000000001¢! FE A& o] th-2 w7l A2 A}-&-5}o] uino]
1000000000021 A E. AF&2}7} Al 2HSE GetObject 27 ©| “image/jpeg” #t3+ T response-content-type 2% 1l 7i
HeE Hdasfof shotal 7HY? Ut response-content-type WIZHH = Q% w7 4ol Q3 o] A|2t
| urlencode”} B 2 Y th(urlencode® %t: response-content-type=image%2Fjpeqg ). W2tA] PolicyE A7

< o "image/jpeg"= %15 (urlencode) 3l oF 5+ "image%2Fjpeg"E U 2 3l oF &t}

"version":"2.0",
"statement": [

{

©2013-2022 Tencent Cloud. All rights reserved. Page 144 of 593



@ Tencent Cloud Cloud Object Storage

"principal":{
"qcsll: [
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"effect":"allow",

"action": [
"name/cos:GetObject"

I

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

I

"condition": {

"string_equal":{

"cos:response-content-type":"image%2F jpeg"
}
}
b
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
b
"effect":"deny",
"action": [
"name/cos:GetObject"
1y
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition":{
"string_not_equal_1if_ exist":{
"cos:response-content-type":"image%2F jpeg"
}
h
}

HTTPS 237 5] €(cos:secure-transport)

Z7 7] cos:secure-transport

Z71 7] cos:secure-transport & AFESl] HTTPS T2 EE AFE 24 #|s$H

A 1: HTTPSE AHE3IES the 2E 23 A3
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H] 7] examplebucket-1250000000= 475} uin©] 100000000001 2!

2 E AHo] th3 7 HAE AFESY uino]
1000000000021 A B Aol A} Bl HTTPS 7|4t GetObject 2 4 Wt 5] &5ttt 7F4gh o},

"version":"2.0",
"statement": [
{
"principal":{
"gcs": [

"gcs::cam:

:uin/100000000001:uin/100000000002"
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Hy

"effect":"allow",
"action": [
"name/cos:GetObject"

I

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,

"condition":{
"bool_equal":{

"cos:secure—transport":"true"

ol A]2: H] HTTPS 83 A%

H 7l examplebucket-12500000002 485} uin®] 1000000000011 FE A|A o] t}-2 w7l -2 A}-&-5}0] uino]
1000000000002%1 A E. Aol A Bl H] HTTPS 23S AEstctal 7y sy,
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"deny",

"action": [
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]

1,

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1y
"condition": {
"bool_equal":{

"cos:secure—-transport":"false"

A" 2287 S HA 5]-8(cos:x-cos-storage-class)

23 3|t x-cos-storage-class
3l x-cos-storage-class & AHE5t] AA|E 2T ] AH o] AEQR] FHAE AFFAY =74

& gk,

fo

st

N

7 7] cos:x-cos-storage-class
7] cos:x-cos-storage-class = AFESI 234 3|6 x-cos-storage-class & A|Ststo] AEE A
257 238 ATT 4 AU

COS9| A E 77 2~ T oj= STANDARD, MAZ STANDARD, STANDARD_IA, MAZ STANDARD_IA,
INTELLIGENT_TIERING, MAZ_INTELLIGENT_TIERING, ARCHIVE % DEEP_ARCHIVEZ} /& U th.

my N
4o

o Al1: PutObject &3 A] A& A] S AE QU= A] STANDARDE A3

H 7l examplebucket-12500000002 4:-8-3}+= uin®] 1000000000019! £E A o] th-2 ¥Z A& AFg-3lo] Zho]
STANDARD?! x-cos-storage-class 3| &l & A E35}7] 23l uine] 1000000000022 A E A7 oA EH PutObject &

g Altetttal 7 by o
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

|
"effect":"allow",

"action": [
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"name/cos:PutObject"
1,
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1y
"condition": {
"string_equal":{

"cos:x—-cos—-storage—-class":"STANDARD"

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:PutObject"

I

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,
"condition":{
"string_not_equal_1if_ exist":{

"cos:x—-cos—-storage—-class" :"STANDARD"

A B2/ A ACL A7H 5]-8(cos:x-cos-acl)

23 3t x-cos-acl

A2 HREFFAY HAS AT W] 24 8l|l5] x-cos-—acl 2 ARSI ACLS XA AU A == 7l
ACLS 4T 4= JlgUth ACLol thsh zFAISH Lf8-2 ACLS ZFalsHA Al 2.
HZ1 & AL A ACL: private , public-read , public-read-write , authenticated-read

)

27 o] Tk A}

owner—-read , bucket-owner—-full-control

A ACL: default , private , public-read , authenticated-read , bucket-

Z7 7] cos:x-cos-acl
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o

A7l cos:ix-cos—acl & AMESY] 84 | x-cos-acl = A|oFslal ZWA|/HFA] ACL &4 2.3

o
ot

Al et

g Al1: PutObject 83 0llA 74X ACLS H|Z7/IZ A T
examplebucket-1250000000 H| 712 4 -8-5}= uin 1000000000012] £ E A A o] t}& ¥ Zl A3 A}835}19] uino]
100000000002%! Al B A A gtoto] meto] 8l A vt = =gtk 73ty o, -2 2 & PutObject 2.7 ©]

private @< 7} x-cos-acl 36| & AEstE= Q 7§ ).

"version":"2.0",
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"statement": [

{
"principal":{
"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"
]
Hy
"effect":"allow",
"action": [
"name/cos:PutObject"
1y
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"string_equal":{
"cos:x-cos—acl":"private"
}
}
b
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
b
"effect":"deny",
"action": [
"name/cos:PutObject"
I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket-1250000000/*"
1y
"condition":{
"string_not_equal_1if_ exist":{
"cos:x-cos—-acl":"private"
¥
}
}

A1 g 2ol AT A YE 3-8(cos:prefix)

271 7] cos:prefix

27 7] cos:prefix & ARESto] 8% wi7fH S prefixE AT 4= AHUT
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F9 :
prefix gtoll =] %/ ok 2 B4 AV 23E A WA A

=

1=

off 27] Hof 7+ 913 (urlencode)3lioF Ty

A1 A Q] A E A E o Y= AA T UE 3§

H 7l examplebucket-12500000002 4:-8-5}+= uin®] 1000000000011 £E A o] th2 7l A2 AL-&-3lo] H 7
9] folder1 t]2lE{ g|of 9l AT 4L =2 uino] 10000000000221 A E A A S A|gtetctar 7F4 sh o, & 2 of
A& 2E GetBucket 23 0] gt “folder1”x} SHA prefix ti 7 ¥ ~E &3l of g T},
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"statement": [

{
"principal":{
"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"
]
Hy
"effect":"allow",
"action": [
"name/cos:GetBucket"
1y
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"string_equal":{
"cos:prefix":"folderl"
}
}
b
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
b
"effect":"deny",
"action": [
"name/cos:GetBucket"
I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket-1250000000/*"
1y
"condition":{
"string_equal_if_ exist":{
"cos:prefix":"folderl"
¥
}
}
1y
"version":"2.0"

A€ WA TLS =2 EZT AL 5]-8(cos:tls-version)

Z7 7] cos:tls-version
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27 7] cos:tls-version & AH§3HC] HTTPS 879 TLS & At
ol 1.0,1.1 == 1.29t 2o &

st

2 A5y sid gH-2 Numric 73

oft M
P>
+
g
ftlo
Ry
e
dk
T
i)

o A]1: TLS v1.28 AF235H= HTTP 23T 49

2 AYg e ol Azt
TLS v1.02 AFESHHTTPS 2% 403, Al
TLSvi1.25 AFESHHTTPS 2% 200, A&

B4 o] Al thet U
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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]

I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"numeric_equal": {

"cos:tls-version":1.2

olA12: v1.2 o] 2] TLSE AHE3HE HTTP 83 A%

oA AlYEl e ol Azt
TLSv1.0= AFESHHTTPS 2% 403, Alx
TLSvi1.25 AFESHHTTPS 2% 200, 3%

A4 o] A= thet U
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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]

I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1y
"condition": {
"numeric_greater_than_equal”:{

"cos:tls-version":1.2

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"deny",
"action": [

wxn

I

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,

"condition":{
"numeric_less_than_if exist":{

"cos:tls-version":1.2

HZ1 A/ Al XA E A 81 A A (qes:request_tag)
kI

request_tag 271 7]= PutBucket 2 PutBucketTagging 2% ol 7+ 21 -8 =] ™ GetService, PutObject ==
PutObjectTaggingoll= A& % A] %54t

Z7 7] qesrequest_tag

7 7] ges:request_tag = ARE5FY] PutBucket B+ PutBucketTagging 272 Al 2Fst uff AF&-2H7) 2] H W

12 EEEEE AT 4 AU

»oRN

A ARGARZF A S B E W A FE HA B8 ZHSIES AT
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nro v

1o v T

7/JEH:L <a,b> ‘3—! <c,d> %’%@i—ﬁr Rt AgHe A& 5 S-S HERE U
2l W7l Bl 28 AT 4 AdsUth 247 2 WA H !

GA A E Aol A ARAF7} of 2] B 7R 4= 28 7FA] AL QLaL 27 A AIE Boll | H of 2] miZi 4 gk 7FA 2L

Itk3 7Yyt o] 27 7] 2 S8l AF&A1= for_any_value U for_all_value 37 0] 9] thfst 2 gHe AFg&3to] o

€ 2n S yed & sy

for_any_value:string_equal = A%} B7} Wwx}st= 4$ 23 o] A8&4& vebdych
for_all_value:string_equal < A7} B9 subset] 4-$ 23 o] 2&H& eyt
for_any_value:string_equal = At85h= A sid A 2 232 o33 g5yttt

9 Ae e oy At
PutBucket, 23 3] x-cos-tagging: a=bs&c=d 200, 4+
PutBucket, 23 3] x-cos-tagging: a=b 200, 4&
PutBucket, 23 3|t x-cos-tagging: a=b&c=d&e=f 200, 9+

A o A = kg3t 2EY
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"version": "2.0",
"statement": |

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect": "allow",

"action": [
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"name/cos:PutBucket"
1,
"resource": "*",
"condition":{
"for_any_value:string_equal":{
"gcs:request_tag": [
Ila&bll,
"C&d"

for_all_value:string_equal = Ak%é}% 76)‘*?‘ 5H%" 7?5.]7_—(]ﬂ4 ‘3‘4 2F2 ‘:]'%31}‘ @%q ‘:]'

L AU L
PutBucket, 23 3|t x-cos-tagging: a=b&c=d
PutBucket, 23 3] x-cos-tagging: a=b

PutBucket, 23 3|t x-cos-tagging: a=b&c=d&e=f

A o A = kg3t 2y
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"version": "2.0",
"statement": |

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect": "allow",

"action": [
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"name/cos:PutBucket"
1,
"resource": "*",
"condition":{
"for_all_value:string_equal": {
"gcs:request_tag": [
lla&b",
"C&d"
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ZE AA BolA] AE AA Booll sHS Bojghuch AFEA A o] S EF| At oS Hoish 4~ Qlom Abd A
A S =5 Yok Hol= x| Y35HA] E&ych

3. ot} Zro] gt

A o]&: FEH R & 9|7t gl A o] 25 AFEA} A o gt} off: cos-child-account

H| 3 A& 758, 214 2HAd sty ot

A 48

{
"version": "2.0",

"statement": |
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"action": "cos:*",
"effect": "allow",
"resource": [

"gcs::icos::uid/1250000000:examplebucket1-1250000000/*",
"gcs::icos::uid/1250000000:examplebucket2-1250000000/*"

9] A& FE A7 Boll 2] Aol = Ao E " HIIE BF A B AA Bool 7ok AE 9 n|tytt of

714, uid/1250000000 32| 1250000000+ FE A7 AS] APPIDO|1l, examplebucket1-1250000000 %
examplebucket2-1250000000 <& FE A7 Boll 2 H3to| Y= AHAE H HAJ YT

4. g]-g_g aals].l:n] 7<4;‘<H /\H/\-]O] gl-g%h,]q—_

5. 3 g AEo| A /g S Frot R 2% AMGAVANEA AF/QE A2 S ST

CH G M E AN BoS AEst g Y

{3 Fof Zh}jo] kY ol A B A B0 715 AHESHo] A &f-2] HZlof Ot A S HIAES & 4 9l

SYth
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N O
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sudo yum install nmap-ncat Jjava curl java-1.8.0-openjdk-devel -y

Ubuntu®] 39 the H3S ARstel F454L AH T
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sudo apt install nmap openjdk-8-jdk

3. s3-config-sample.xml T+ d 2 HAYSlo] 2] A JEHE F7HGUTH & A Al o2 oA &A1& F2 239t
Yyt

3.1 init ©&A: Y72 S A

3.2 prepare ©A|: worker & mainttAlol A 2Jo] 2. 7] 95 PUT YEE Al 24 27|18 A AT}
3.3 main @A worker 23| =, %‘ 7112271 A Z

3.4 cleanup ©A: A/ E A S AHAIF YT

3.5 dispose &A|: W 7S ArAI Yt}

fj
ol

]l
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A7 A= o Zs Uyt

<?xml version="1.0" encoding="UTF-8" ?>

<workload name="s3-50M-sample" description="sample benchmark for s3">

<storage type="s3" config="accesskey=AKIDHZRLBIIbhdp7Y7gyQq6B0Okl1997xxxxxx; secretk

<workflow>

<workstage name="init">

<work type="init" workers="10" config="cprefix=examplebucket;csuffix=-1250000
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</workstage>

<workstage name="prepare">
<work type="prepare" workers="100" config="cprefix=examplebucket;csuffix=-125

</workstage>

<workstage name="main">
<work name="main" workers="100" runtime="300">
<operation type="read" ratio="50" config="cprefix=examplebucket;csuffix=-12
<operation type="write" ratio="50" config="cprefix=examplebucket;csuffix=-1
</work>

</workstage>

<workstage name="cleanup">
<work type="cleanup" workers="10" config="cprefix=examplebucket;csuffix=-1250

</workstage>

<workstage name="dispose">
<work type="dispose" workers="10" config="cprefix=examplebucket;csuffix=-1250

</workstage>
</workflow>
</workload>
uj7jE s A
ol 7H & 4= A
accesskey, 7| AH.ZYAIE Fol7] Yl B A 71 & AFEstaL 24 Hte] ¢l & 2= Zlo]l 54
secretkey ot B A 715 A= Lol oigh ZFAISH W-8-2 Access KeyE F L5t Al 2.
cprefix examplebucket} 22 B 7l o] & A FAt

H 7l o] 2-9] 7t ¥ 9] HZ] o] 52 examplebucket! =+ examplebucket22} 22 cprefixt

containers containers2 /4 g U th

csuffix APPID. APPIDO]l+= -1250000000} Z-0] - H F=AH7F 25Ut
runtime AEYAHAE 7|7

ratio 2l7] o 7] v &

workers AEYA HAE AYE £

o
i)
ox

ok

4. cosbench-start.sh T+ 4 & H35}o] Javaoll Al thS o 7fH 42 3 715 A8Ystal, s3] md5 A= 715

3}gtY o} plaintext-Dcom.amazonaws.services.s3.disableGetObjectMD5Validation=true ™[]
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(https://gcloudimg.tencent-cloud.cn/raw/ac010bb86f091d709a0776b4e20a5858.png)5. cosbench A H| A E
t}. - centos?] ¢ th2 = A3t} Vplaintextsudo bash start-all.sh™ - ubuntu®] 7-¢ th2 H S Ay gy
C}.“plaintextsudo bash start-driver.sh &sudo bash start-controller.sh & 6. T8 & o] = Al 35}of 2} S #| &3
T}, plaintextsudo bash cli.sh submit conf/s3-config-sample.xml™URL “http://ip:19088/controller/index.html’(ip
Ape] F5h Bl AE 7] 7] IPR thA|)ol| A A3 el S 2o Sy T[]
(https://main.qcloudimg.com/raw/77f1631fa15141332d123fb472bab7ac.png) o]t th-2- o]m| 2] e} Zro] thAl thA| =2
AYEE AL FAE 5 A&UTh
(https://main.qcloudimg.com/raw/3ccb5a60253ceb20c6da9292582¢4355.png)7. th2- 44 2] 7 o] Hjo]Z o], 32
Fof, A tH = 17Gbpsl CVMol tst 2= W h2RE 5 HIAE A2, F GAE E3stal Jl&U T
1. prepare &7A|: worker 22| =7} 10071 0] ™, 50MB Z4 A & 10007 Y =2E=gYth. 2. main ©A]: 1007H2] worker 2
H=7F300% &9 81 71/227] A& SFFU

Slob 2o £ oA 4 HAE At thgw ZEUT

Basic Info
ID: w27 Name: s3-50M-sample Current State: [

Submitted At: 2019-3-20 10:39:53 Started At: 2019-3-20 10:39:53 Stopped At: 2019-3-20 10:50:29

more info

Final Result

General Report

Op-Type Op-Count  Byte-Count Avg-ResTime Avg-ProcTime Throughput Bandwidth Succ-Ratio
opl: init -write 0 ops 0B N/A N/A 0 op/s 0 B/S N/A
opl: Wp[ietgare - 10 kops 500 GB 2460.65 ms 181.83 ms 41.27 op/s 2.06 GB/S 100%

opl: read 10.22 kops 510.75 GB 2012.74 ms 118.33 ms 34.15 op/s 1.71 GB/S 100%

op2: write 10.28 kops 514.2 GB 908.98 ms 317.71 ms 34.38 op/s 1.72 GB/S 100%
Oplidg“igw . 20 kops 0B 14.19 ms 14.19 ms 704.74 op/s 0 B/S 100%
op1l: dispose -

delate 0 ops 0B N/A N/A 0 op/s 0 B/S N/A

show peformance details

8. Tt ol & ddsto] HAE Mu|AS FAYH
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sudo bash stop—-all.sh
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Bandwidth  10Mbps  100Mbps 1Gbps 10Gbps

Data volume
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o 7 4= o] & o 7H | 4= Ad v
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KS Cloud KS3 nfo| 18f|o] A
Baidu Cloud BOS u}o| 18j|o] A
AWS S3 Migration Tutorial

Zd
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hadoop fs -1s cosn://examplebucket-1250000000/
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hadoop distcp hdfs://10.0.0.3:9000/test cosn://hdfs-test-1250000000/
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folder: file:/tmp/hadoop-iainyu
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Cc0S9] HFloj Y= 1Y 27 HDFS SAEZ EALSH]

Hadoop Distep= A2 T}2 22~ 9} 519 A 28] 7ke] BlojE] BALE A sk EYU T COS ¥ Zo] 9= 2
= 9% 742 HDFS 119 225 Bl A2 2 7+7eko] COSol 9l ool e Tl 27 HDFSE HAkat 4 9]
.
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hadoop distcp cosn://hdfs-test-1250000000/test hdfs://10.0.0.3:9000/

Distcp Hd 2l A4 oj7l42 24510 HDFSEF COS 7t dlo] €] nlo]azo]d 23y
Ad .
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&2 Tencent Cloud Cloud Object Storage

hadoop distcp -Dfs.cosn.impl=org.apache.hadoop.fs.CosFileSystem -Dfs.cosn.bucket.re

74 A2 o2 2y

Dfs.cosn.impl: &/ org.apache.hadoop.fs.CosFileSystem2. 2 A &gttt
Dfs.cosn.bucket.region: #7129 4z 2] 74-& AdH Ut COS 24 H 7l 2| AE|A &lst 4 &Y
Dfs.cosn.userinfo.secretld: 7] A&-7-2F A% 2] SecretldS 3t th. Tencent Cloud API 7|0l A B 53 4~ Ql&Y
=9

Dfs.cosn.userinfo.secretKey: H %! 452+ A 74 o] secretKeyE 4= &Y ). Tencent Cloud APl 7[o| A 58 4= Q&

Yk,

.—@
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@ Tencent Cloud Cloud Object Storage

libjars: Hadoop-COS jar I 7] 2] & 2] & A&y t}. Hadoop-COS jar T 7] A = Github ¢ ©15}-%-22] dep ©] 2l Ef 2] of|
M oERES £ QlsYTh
A :

7|t o7} ¥ 4= Hadoop & &A1& FZ25HI Al L.

Hadoop distcp2] &% nj7fj=H 4
Hadoop distcp &2 Thet A3 ti7f S 2| AU Th o & 0] -m S =2 FA] BAfof 220]= Map2] 2|t 2+

42 AHY 4 90, —pandwidth 2 maputth AHESHE Ao o E 5.2 AT 4 ASUTH LA gL

Apache Hadoop distcp £2] 34 &3 0|x] &A] DistCp GuideS IZ3HI A 2.
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@ Tencent Cloud Cloud Object Storage

AWS S3 SDKE A-8-5to] COSol| HA| A

ZZ AY|o|E 4} : 2024-06-24 16:44:04

AN

Cloud Object Storage(COS)+= AWS S3 53 APIE Al 5t} glo] B & S30l 4] COSE nto] 1o dgt $of 7hek

= A
=
o 44 $ATo 2 Seto]QlE of Zel o] M e £417] COS Al A% B3 ALEE 4 Y&Uth 2 B chog
W S E o) S3SDK 2§ A 2T o %7} 4§ Bak7k LU S8 SDK Qe w0 22 AH3) COS
H

_

1. Signing Up3tal CAM =%l 4 Tencent Cloud 7| SecretID2} SecretkeyS A5 U Th.
2. 0|4 S3 SDKE Faall WA Al 4= = F2olAE o Z2jAlo] o] EH|E A5 YT

Android

52 AWS Android SDK 2.14.2 H{ S o] A| & COS A]H|
COSol| HA A= H- G+ 715 Zeto]AdE F o =H % 2|3 o] HAEZE STS AH| A0 Oﬂé‘ﬁﬂ %‘Al 7|
ALLSIAI A @ ZFM| B W82 QI A] 7] AA] 2l AFE ZlolEE

| -

JDAHAE 27|50 wf YA 7] AlZ-A+eF Endpoint 7 o] B 2 gyt HZlo] 9]X|gt 2| 0] ap-guangzhou ¢!
BEE AE S0yt
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&2 Tencent Cloud Cloud Object Storage

AmazonS3Client s3 = new AmazonS3Client (new AWSCredentialsProvider () {
@Override
public AWSCredentials getCredentials () {
// °] Mgt EoA sTsE YAl 7] HEE 24},
return new BasicSessionCredentials (
"<TempSecretID>", "<TempSecretKey>", "<STSSessionToken>"

)

@QOverride

public void refresh () {
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@ Tencent Cloud Cloud Object Storage

//

P

s3.setEndpoint ("cos.ap-guangzhou.mygcloud.com") ;

iOS

AWS iOS SDK 2.10.2 | & of| A| 2 COS AJH| A0] HA|ATH7] 9ot HHH S
ShE 3¢ BT 715 SUCIUE FEo] T ke 9| Fo] AABRE STS AfH|

AR &2 A 7] A8/ BLARE 7hol =5 FERSHIAIL.

= =2 a

A70% ). tlalo] A7} COSol| A A
2ol A28 PAl 718 AFESHE Al 2.

1. AWSCredentialsProvider T2 E & A3}
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&2 Tencent Cloud Cloud Object Storage

— (AWSTask<AWSCredentials *> *)credentials{
// o] Biagte oA sTsE YA 7] AHE LA},
AWSCredentials *credential = [[AWSCredentials alloc]initWithAccessKey:Q@"<TempSe

return [AWSTask taskWithResult:credentiall];

— (void)invalidateCachedTemporaryCredentials{
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&2 Tencent Cloud Cloud Object Storage

2. YA 7] A2} Endpoint Al Z

HZlo] %5t o] ap-guangzhou < A

o

NSURL* bucketURL = [NSURL URLWithString:@"http://cos.ap—-guangzhou.mygcloud.com"];
AWSEndpoint* endpoint = [[AWSEndpoint alloc] initWithRegion:AWSRegionUnknown servic
AWSServiceConfiguration* configuration = [[AWSServiceConfiguration alloc]

initWithRegion:AWSRegionUSEast2 endpoint:endpoint
credentialsProvider: [MyCredentialProvider new]]; // MyCredentialProvider7]‘ AWSC:
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&2 Tencent Cloud Cloud Object Storage

[[AWSServiceManager defaultServiceManager] setDefaultServiceConfiguration:configura

Node.|s

AWS JS SDK 2.509.0 H{ X -& o] A| 2 COS AH| A0] HA|A5H7] 9ok WS AZHgy T,

%7]3}e ] Tencent Cloud 7|12} EndpointE A &Yt} B Zlo] 92|k 2l e] ap-guangzhou 2hil
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&2 Tencent Cloud Cloud Object Storage

var AWS = require('aws-sdk');

AWS.config.update ({
accessKeyId: "COS_SECRETID",
secretAccessKey: "COS_SECRETKEY",
region: "ap-guangzhou",

endpoint: 'https://cos.ap-guangzhou.mygcloud.com',

s3 = new AWS.S3 ({apiVersion: '2006-03-01"});
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@ Tencent Cloud Cloud Object Storage

Java

]
T
s

22 AWS Java SDK 1.11.609 H{Z S o A] 2 COS AJH] A0 M| AF}7] 95 HH S A7)

1. AWS 74 2 EA 5he 23]
v :

&2 LinuxE oAl 2 AWS 4 H ISA] ot & =743ty .
AWS SDK 7|2 /8 a2 A&} gl g 2o A 24 2 2l S A
Ao (T d YA= ~/.aws/config )olA TS AA S F7HgY

~/.aws/config )olA Tt AH HEE 2713t}

K ECEGERS

oo
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&2 Tencent Cloud Cloud Object Storage

[default]
s3 =

addressing_style = virtual

1A od(@TY YA|= ~/.aws/credentials )olA] Tencent Cloud 7] & A3yt
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&2 Tencent Cloud Cloud Object Storage

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. 350 A Endpoint 473 3}7]

B|710] 91203 20| ap-guangzhou 2T PRS0 Tk Thg T} Z&UH
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&2 Tencent Cloud Cloud Object Storage

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration (new AwsClientBuilder.EndpointConfiguration (
"http://cos.ap—-guangzhou.mygcloud.com",
"ap-guangzhou"))
Lbuild();

Python
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&2 Tencent Cloud Cloud Object Storage

22 AWS Python SDK 1.9.205 H{ & o] A & COS A{H| A0f A A7) 95 WS 270 o

1. AWS 74 3 AFA] ot £43}7]
A .

[default]
s3 =
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&2 Tencent Cloud Cloud Object Storage

= s3

signature_version
= virtual

addressing_style

Ay,

o= otd(mWY Yx]E= ~/.aws/credentials )OA] Tencent Cloud 7] & A

[default]

aws_access_key_id = [COS_SECRETID]

= [COS_SECRETKEY]

aws_secret_access_key

2. =04 Endpoint A& 3}7]
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&2 Tencent Cloud Cloud Object Storage

H7lo] 2] 2|3t 2] o] ap-guangzhou %A B%

client = boto3.client('s3', endpoint_url='https://cos.ap—-guangzhou.mygcloud.com')

PHP
52 AWS PHP SDK 3.109.3 {2 o A] & COS AJH] A0f HAM|AGL7] 93t oS A7) g}

1. AWS 74 2 A3 A ot £43}7]
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&2 Tencent Cloud Cloud Object Storage

A .

22 LinuxZ oAl 2 AWS T4 2 Q1E A utd & 443y,
AWS SDK 7] & /4 m}d-2 A&zt g g glo A 24 4 9l 5
A oA (@Y 92 ~/.aws/config )olA THS AA S Z743hyL),

[default]
s3 =
addressing_style = virtual

)

ZA otd(wd 9x]= ~/.aws/credentials oA Tencent Cloud 7] & A A g},

-
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&2 Tencent Cloud

Cloud Object Storage

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. 30| A Endpoint A3 3}7]

H7lo| Q%3 2| o] ap-guangzhou 9 A%
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&2 Tencent Cloud Cloud Object Storage

$S3Client = new S3Client ([

"Region": "ap-guangzhou",
'version' => '2006-03-01",
'endpoint' => 'https://cos.ap—-guangzhou.mygcloud.com'

1)

NET
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&2 Tencent Cloud Cloud Object Storage

}-S2 AWS .NET SDK 3.3.104.12 {2 of| A| & COS AJH| A0f A AF}E7] Q5 B8 A7)gY ).

718

IAEIAE 27)3}5 off Tencent Cloud 7] 2t EndpointE A gyt ¥jZlo] &3t 2] 0| ap-guangzhou 2Hal 7}
AHS A5

string sAccessKeyId = "COS_SECRETID";
string sAccessKeySecret = "COS_SECRETKEY";

string region = "ap-guangzhou";

var config = new AmazonS3Config() { ServiceURL = "https://cos." + region + ".mygclo
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&2 Tencent Cloud Cloud Object Storage

var client = new AmazonS3Client (sAccessKeyId, sAccessKeySecret, config);

Go

52 AWS Go SDK 1.21.9 AL of|A| & COS A{H| A0] AN ABH7] 931 HH S AT

]
L
o

1. 7] 0l wa} session 4517

H7lo] 2] 2|3t 2] o] ap-guangzhou %A B%
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&2 Tencent Cloud Cloud Object Storage

func newSession() (*session.Session, error) {
creds := credentials.NewStaticCredentials ("COS_SECRETID", "COS_SECRETKEY", "")
"Region": "ap-guangzhou",
endpoint := "http://cos.ap-guangzhou.mygcloud.com"
config := &aws.Config{
Region: aws.String (region),
Endpoint: &endpoint,
S3ForcePathStyle: aws.Bool (true),
Credentials: creds,
// DisableSSL: &disableSSL,
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&2 Tencent Cloud

return session.NewSession (config)

2. session® @2} server YA L3 43517

Cloud Object Storage

sess, _ := newSession|()

service s3.New (sess)

// o ARE9] A%
fp, _ := o0s.0Open("yourLocalFilePath")
defer fp.Close()
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@ Tencent Cloud Cloud Object Storage

ctx, cancel := context.WithTimeout (context.Background(), time.Duration(30)*time.Sec

defer cancel ()

service.PutObjectWithContext (ctx, &s3.PutObjectInput{
Bucket: aws.String("examplebucket-1250000000"),
Key: aws.String ("exampleobject"),
Body: fp,

})

C++
22 AWS C++ SDK 1.7.68 H{ % & o] A| 2 COS AJH] 20 HAM|AS}7] A A &5h= S A7 Th

1. AWS 74 9 AZA otd £33517]
Ad .
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&2 Tencent Cloud Cloud Object Storage

[default]
s3 =

addressing_style = virtual

oA od(@TY YA= ~/.aws/credentials oA Tencent Cloud 7] & A4 gyt
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[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. 30| A Endpoint A3 3}7]

¥700] 91218 2 70] ap-guangzhou BT WS © BEE thgT U
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Aws::Client::ClientConfiguration awsCC;

awsCC.scheme = Aws::Http::Scheme::HTTP;

awsCC.region = "ap-guangzhou";

awsCC.endpointOverride = "cos.ap-guangzhou.mygcloud.comn";
Aws::S3::53Client s3_client (awsCC) ;
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&2 Tencent Cloud Cloud Object Storage
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@ Tencent Cloud Cloud Object Storage
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= Sync Setting El Sync Logs

Local Folder *

Change

Bucket Path *

Select bucket v

Auto Sync ()

Support incremental upload only. See the documentation for details.

A8

wto) 5715 ALg A S BRI L,

22}l oho] aijo] M Rt
COS Migration COS9] tlo] g mio] 10| 7|52 A &3 Ed Yt 1tds A4 vte = = o] & COS
2 w27 npo] g0l dg 4~ AEHU T
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AHE

COS upo] 1ol id& F2sH Al 2.
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B UR AW ALg A o] 09l o] B2 71 A MU 2 AL§ e W 18 4R AU S HestiAe.
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1250000000.cos.ap-beijing.myqgcloud.com)E- 7] =3t

A 1A EA: =HQ1 o] & s /g
Tencent Cloud £H¢l o]&

Tl o] & DNS A5 4 A7t Tencent Cloud?] 7% DNS #£ & o] 535t CNAME a4 7| &S 748 4= 5 Y.

1.DNS 242 o $3to] th gt 9l o 52 2w 14 MES 2,
2.2 814 27k5 Sestol ST =oQ o Bof shuto] A 7|22 .
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-MBO ~ % |dig test .com |

; <<>> DiG 9.10.6 <<>> test .com

;7 global options: +cmd

17 Got answer:

1+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 45215

;1 flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL: 1

;7 OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 4000
1+ QUESTION SECTION:

jtest . .com. IN A View cname re
H ANSWER SECTION:
fest - .com. 599 IN  CNAME .CcOos.ap

COS ZEo ZLI5To] B AFSAF F9 =l o[ 5= & lorH, =HYl o] 52] CNAMES] J& 4 0= A& HA|

orskow 89 Aol wA Hyck.
EHAA =rQl o] &

w09l o] & DNS #1 3% #7} Tencent Cloud ohd 79 815 DNS AJH] A & o] £:510] CNAME 314 7] 28 74 sflof
sy

) A DA AREAF A o] =H|Ql o] & A~

371 HAE AX A2 G o] =Rl o] 52l S RIS oflol = A& A o] =)l o] & AH&-St
o] COSoll YA A5h= Friol tis Aty

A YAlA P32 ERl
1.COS 2 &ofl 21915t0] AL§2F H o] Er9l o] o] 7AH
Lol A S AMelastm AR AR R Szt 2 gt
2. A4 E ErQl o] 52 A8 Ho| YR MM Erj9l o goz
o] Eujel o] Zo] WAz AEEUTh 27 47] Ao A4 2

AR ol AN AT o A 2N )2 AT 4 AU

H7lZ &
L

API AANAE QI3 AFR AL A o] =9l 0|2 HF
X3 APIS AL&310] COSOl SMI2aHE A$ M2 o] R Hosts A4} 9] Enjel o] &0 2 Hgeiel ]

o},
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GET /\\<ObjectKey> HTTP/1.1
Host: <BucketName-APPID>.cos.<Region>.mygcloud.com # }+%§Z}3ﬁ£ﬂ Lo}l o] &

Date: GMT Date
Authorization: Auth String

SDK M| AE 9J5H AREAL A o] =9l o2 M
SDKE At&3l= 79 ClientE 27|35+ uff domain 7] 45 AF&2F o] =H|Ql o] S0 2 A3l Huch

Python SDKZ ¢ W, 7 o= o3 25y
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domain = 'user-define.example.com' # AFEA} Aol ZH|Ql o]E
config = CosConfig(Region=region, SecretId=secret_id, SecretKey=secret_key, Token=t
client = CosS3Client (config)

7} ?1012] COS SDKoll Al AF&AF A 9] =m|Ql o] F o 2 Aetet= A E o & th3 £A1 & FaLstAl 7] vigdhy o,
Go SDK

JAVA SDK

Python SDK

PHP SDK

©2013-2022 Tencent Cloud. All rights reserved. Page 240 of 593


https://www.tencentcloud.com/document/product/436/42381
https://www.tencentcloud.com/document/product/436/40244
https://www.tencentcloud.com/document/product/436/46484
https://www.tencentcloud.com/document/product/436/42839

@ Tencent Cloud Cloud Object Storage

Android SDK

iOS SDK

JS SDK

Node.js SDK

NET SDK

C++ SDK

C 1] SDK

oy T2 73 SDK

©2013-2022 Tencent Cloud. All rights reserved. Page 241 of 593


https://www.tencentcloud.com/document/product/436/37880
https://www.tencentcloud.com/document/product/436/38113
https://www.tencentcloud.com/document/product/436/40542
https://www.tencentcloud.com/document/product/436/40228
https://www.tencentcloud.com/document/product/436/38073
https://www.tencentcloud.com/document/product/436/45507
https://www.tencentcloud.com/document/product/436/45508
https://www.tencentcloud.com/document/product/436/40229

&2 Tencent Cloud Cloud Object Storage

AHE2F A = QI Eof the HTTPS A|¢

%2 Ag|o|E Y} : 2024-06-24 16:56:13

AN

AHA] =] QA (AFERF o] =Rl of: test.cos.com )& 53l B 7! (Bucket)2] 24| (Object)oll HMAE 4= 5
o e 531 S L) [ W N R = T =Ty R =N B i

CDN 7} @43t Al AR&AE A 2] T Qlof] HTTPS A2 2] A%

CDN 7} H| 245t A] Abg-AF 7 2] T Qlo] HTTPS A A 2 A%

2} G

CDN 7} 8443t

194 AL82 Ao 2lel ey
w202 2 =0l 2lo] uhel g5} CDN 7h4:

2t A E sl

sty ZHMIEE 2h Y 7hol =& ARG AF 4 2] CDN 7k =<l

o

20HA: HTTPS YA A AHA

CDN 2404 HTTPSE A3 U ch AR 2 7hol S HTTPS 714 A 7ho] =& B shi A2

CDN 71 H| 2733}

3 E| o A = Cloud Object Storage(COS)ol A BlH A T EZA| S E5)| A2} A o] =u|Ql(CDN 7+ B|&Alsh) e A
AL HTTPS HA| A5 A hst= 2 S oA & &8l &71H T & of| Ao A= CDN 7}&o] H|Z/d 3t el ol
A A AR o] =Wl https://test.cos.com = of &4 2]% o] 3FA-2-0]4l o] 5 0] testhttps-

125000000091 H{Zlof| A A5HA] Fu et A2 Q1 2H] &A= tha3 25yt

|0

[¢]

197 482 Ho) Euel uhely

COS = Wl 3+ 22kt e A7t 2 gd e ofn] AR o] A2 AH =l AR S QI HTTPS 915
st glom, F7HE ARG AL o] A& AH Hl2 &8 53l AT dl AFU T ZAI

AE 12
U8 12 Fst Al e, mulQlo] HTTPS A5 A7t e
t}

EF sl Q] 2j o] 2 AA HTTPS QISA S28 o] A4 A] ko, HTTPS ISM & AHgslioF st 7% k2
=% .

HR1:COS ZE2 &l AHEA A 9] Y2 A el vReldg

A

testhttps-12500000005 https://test.cos.com =W Qo] BFQIYSIAL, CDN 7H4-3 v &/ sk o}, &t

©2013-2022 Tencent Cloud. All rights reserved. Page 242 of 593


https://www.tencentcloud.com/document/product/436/31506
https://console.tencentcloud.com/cdn
https://www.tencentcloud.com/document/product/228/35213
https://console.tencentcloud.com/ssl

&2 Tencent Cloud Cloud Object Storage

NG 2 Fhol B AL AL o] Q18 Au] Zulel B BAE AL

W2 EoQlo] 2jul A mE A 4

A 49l nttps://test.cos.com EHQlo] PHA EEAS AFFU FAHA A PEe e F
Al
= |

A2 (Nginx A2 g0 2k A1),

server {
listen 443;

server_name test.cos.com ;

ssl on;

ssl_certificate /usr/local/nginx/conf/server.crt;
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ssl_certificate_key /usr/local/nginx/conf/server.key;

error_log logs/test.cos.com.error_log;
access_log logs/test.cos.com.access_log;
location / |
root /data/www/;
proxy_pass http://testhttps-1250000000.cos.ap-guangzhou.mygcloud.com; //HZl

server.crt; server.key — ot AHA|(AFEAF A o]) =H|Ql HTTPS IS A Yy th A5k ZmQlof

£ 72 Tencent Cloud SSL Q154 H o] x]o| A A3} A 2.,
A JASA7L e B o2 22 A8 A EE AAE 4= AFUT A& Al d5do] & 4= oy ALS 285t
H AN AT S AU
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ssl on;
ssl_certificate /usr/local/nginx/conf/server.crt;

ssl_certificate_key /usr/local/nginx/conf/server.key;

2EHA: AH 2 T HQl &R

L[l DNS S8 MH| A A5 A M AFEAFe] =l S Z|EE gy

3TA: 13 4H
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Hete A2 H o ol ¥

A8 o] molQle) HTTPS oMl A8 A5 & SEsHA AL Ake] =olQl2 3] vl 7] Bucket)ol 2 747
(Obiecth & THE 2 EE 4 Y&t ul2YA 420 wheh Bebe Aol 4 27 2 Hol 4 % o]u] x| 5-& 4| Asho}
She 29 A Y Aol E 7|5 Fal AT 4 YUk A A sto B A7 9 AfolE A g

oT =
Q.

A7 &= &, Nginx Aol JE S o8 & F71e tF NginxE A A &8l Behe-4 7HA| & A2 L U o,

Fast

o

>
>

proxy_set_header Host S$http_host;
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refer Y3 =& WA AH

W
1
oo
of
2
L

A2 =5l Referer 2 AEE T4
Stotod ofd 3 = 8& WA

o
— 1
A % 7152 BAEkstel A9 e AES eyt A A Tto]

1.1 COS &&of 2913t &, =8
e da =89 A4S FISIHA L.
1.2 Nginx -4 o] E & F 3 7135 o3 NginxE A A2l BeteA 7JHA| & A2 L Y},

proxy_set_header Referer www.test.com;
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13484 248 = 2 Y S I errorcode: —-46616 25 ddo] Ut o5& A4 refer A2 QX ZYAET}
O AE QO TEAE Tl AFERF A2 TrQlof] YA ASHH Aoz ¢ Ho|2] & F 4 A5

{

errorcode: -46616,

errormsg: "not hit white refer, retcode:-46616"

}
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=

7}04@7“40}— o}w %ZJOE welyct. sig 2%
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[e))
=2

Hebex] el Zb www.a.com & www.b.com F HO]X[oA] FAlo] UG AEZA T HYAAE Q
o, www.a.com 2] 2%0o] HA e o] =&3t - A= 2|4 20| Access-Control-Allow-Origin 3 & S
Feto] www.a.com AR&ARIA HE&HU T ot www.b.com ©llA] ThA] 85t - A H = Cache?] ©]
3ol st S A& Aol A| §HEhsto] 3|5 W-832F CORS 2% o] v = A] ¢kot www.b.com 2] 2%0] A

Al Hy o
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3%
o ok

2 e
N
ol

£
ol

CORS AA o|A]

£ 5 £ E QA5 rEet A A Y of| Ao A AFE-5E B Z
(Bucket)«l ke % (Public)= A7 =] o] lom, HA|A ko] 7)1 ¥l (Bucket)?l 73 27l A vt F7}st

WEn e 4ye nE A

T} o A] o A AF8-3F B Zl 0] B-& corstesto] 1, {7l MM A HEHS 27 9 7], 7Rl A7) d Y.

&H] 27

1. 4o HAH o2 AHAY 4 QEA F9l

test.ixte] BlAE 3t -& corstesto]] 2 =Y} test.ixte] BAHA FAE nhttp://corstest-
125xXXXXXX.Cc0S.ap—beijing.mygcloud.com/test.txt 7F Hutt.

curle ARE-Sll A4 sllG Bl AE mpdof AN Aty o & 45 AREARS] o AR HiAIF YT
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curl http://corstest-125xxxxxxx.cos.ap—-beijing.mygcloud.com/test.txt

test.txt I+ HE3F U]-8-0] testo] ™, 3l mfdof] A& o2 MM AT 4 Qth= oju| Tt

[root@VM 139 240 centos ~]# curl http://corstest-125

.myqcloud.com/test.txt

2. AJAX 7] &S AHE-3 ot QA A

oA AJAX 7| &S AFE3l A4 T test.ixt T o] BN A S A2 5) B},
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1. 2R HTML o S A/ sho] th 5 25 BARE S, 220 HTM
o

A& 9] slE S A sHAl 7] w2l sl 2%

<!doctype html>

<html lang="en">

<head>

<meta charset="UTF-8">

</head>

<body>

<a href="javascript:test () ">Test CORS</a>

<script>
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function test () {
var url = 'http://corstest-125xxxxxxx.c0os.ap-beijing.myqcloud.com/test.txt"';
var xhr = new XMLHttpRequest () ;
xhr.open ('HEAD', url);
xhr.onload = function () {
var headers = xhr.getAllResponseHeaders () .replace (/\\r\\n/g, '\\n');
alert ('request success, CORS allow.\\n' +
'url: ' + url + '\\n' +
'status: ' + xhr.status + '\\n' +
'headers:\\n' + headers);
bi
xhr.onerror = function () {
alert ('request error, maybe CORS error.');
bi
xhr.send () ;
}
</script>
</body>
</html>

2. He} Ao A sl HTML Y-S Y11 Test CORSE S 5to] 232 Whéstd ot
U: A A Fsto] glsyh @ &7 EAY

&R
= Y 91912 Access-Control-Allow-Origin HeaderS 2H2 4= ¢17] W22
Hlo|A] CORSE A stA] ¢7] wf

=
2y,

Test CORS [w ﬂ Elements Console Sources Metweork Performance Memory  » a1 : X
M @ | top ¥ | @ | Filter Default levels ¥ 1 hidden %%
@ Access to XMLHttpReguest at "hittp://corstest-125 .mygcloud. index.html:1

com/test.txt' from origin "null" has been blocked by CORS policy: Mo 'Access-Control-Allow-
Origin' header is present on the reqguested resource.

2, THA] Header Q1 Ej o] A 2 o] 53] YIS &QlstH Hat-# o A Origino] 31+ RequestE
(0] (o)

0
=
st 9lom oo ulet Y QYL I ZA Tofolol AL o & gl& T
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Name ®  Headers Preview Response Timing
B testixt ¥ General
Request URL: http://corstest-125 .myqcloud. com/test.txt

Request Method: HEAD
Status Code: & 2008 0K
Remote Address:

Referrer Policy: no-referrer-when-downgrade

* Response Headers
Age: 357
Connection: keep-alive
Content-Length: 4
Content-Type: text/plain
Date: Thu, @8 Aug 2019 B6:17:26 GMT
ETag: "@9&f6bcd4621d373cadeded32627b416"
Last-Modified: Mon, 22 Jul 2819 @7:11:57 GMT
Server: tencent-cos
X-Cache: HIT from SK-SQUIDWEB-58
X-Cache-Lookup: HIT from SK-SQUIWEB-58:8288
x-cos-request-id: NWQBYmI1NzZfMzIiMDIhMD1FMmMRIYVEXMIVI0DUyY
x-cos-trace-id: 0GVMYzZiMmQzYJAZ0WNhODKONT REMTE 10WVmMMDARXODCA0WRKZ JKkOZDMINMI IM2ZE2MTRIY2MzZ
DhmhmISMW I 10WE40GMKZ NI Y2 IINTEMMTVMMWY LMz AZY zKy ZGQ2 ZHMAMWQ40D1mY j kwZ JkwNT FhOGY4M FmMNDQ
TMWQ3MT hmii g=

* Request Headers

Provisional headers are shown
IDrigl'n: http://127.8.9.1:8881 |
Referer: http://127.8.8.1:8831/

User-Agent: Mozilla/5.8 (Windows NT 6.1; Wing4; x64) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/75.8.377@.142 Safari/f537.36

Ad .
A H o] A S Mo =5 uff F47F http://127.0.0.1:8081 ©]H Origine
http://127.0.0.1:8081 ©] HuUt}.

CORS A%
MM A Ao AolS &lst Z BFlof #HE CORS AA S 5to] s|F A= |2 4 A& Th COS Z£0| A

CORSE A1%% 4 9100, & o Alo] 4= 242 L83 CORSE UA3H Wil e 473 ch Ab&2ke] CORS 4
o] S %%J%PX] iyl 24 4183 CORSE AAshe Z1¢ AR

1.COS &£
2% "CORS 432 3 4 A &ich

2. 7% 27b2 23 3 WAl 71 Foh8a, cheat o] 7hg gakE MRS A8 U
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ol
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n
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Add rules

(]
(V]
=
i
=
';U
':i'_‘
=
=
=
al
(]
[
o
-
m
1
]
i
=]
o+
[n]
L=
3

Allow-Methods = PUT GET POST

Allow-Headers

Expose-Headers

Max-age 5

o
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DELETE

Cancel

HEAD

Cloud Object Storage

g2 A st stz 2o S EH, A A o2 R A 2w skal 7P A Zol A" 722 7S

Al textixt B AE wtlo] 4| A% AlE U ohe 3t 22 A} Lrebbe o4 A 2 o] HAH
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Test CORS 127.0.0.1:8081 ooy » O3
feg L[ Disable cache | [J Offfir
reguest success, CORS allow. -
url: http://corstest-125 .myqcloud.com/ ‘
test.txt = |
status: 200 35000 ms, 40000 ms  4500(
headers: i :
date: Thu, 08 Aug 2019 07:06:30 GMT
x-cache-lookup: HIT from SK-SQUIDWEB-58:8080
last-maodified: Mon, 22 Jul 2019 07:11:57 GMT ing
server: tencent-cos i
A 10N -
- | .myqclou
|
Status Code: @ 208 0K
Remote Address:
Referrer Policy: no-referrer-when-downgrade
Aol 312 L AR
222 20902 Qg YA A S )@ sjol s 39 CORS 43S thawt 2o] ghake 4402 Ayt
8H% AL e AzA ol 42 585k, slid 274 Foll= of 5] 24|71 2y sh= 749 CORS7} obd tf
2 R Rox o 57 uye Ak,
7Pé} eakE A o] ol &=, B AA Ao} AU S-S st HEF AlolE AFS 4 ASUTH o5 5, &
ollAloll g Tt 2o H 4 ML ALES mlHol HBY 4 A&k
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Add rules .
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s
1
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2}
[}
[
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.
m
=
™
1]
=
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[}
=
B

Allow-Methods = PUT ISET POST DELETE HEAD

Allow-Headers *
Expose-Headers

Max-age 5

CORS AA4 3& Ay

CORS AAoll& th33 2 A Fg=o| JHUth

<3| Origin

AZA TH9l 8 585l XYY

SAlo oA 7] EXHE AT 4 1o, $t 3o shubet gy},
* AAES A Y5, L E Q1S 5] &5tth=

[e) =]
http://www.abc.com I 72 T o] A2l =mQlS 2| Yy},

http://*.abc.com Ao F HA &l etAdcrte wuQl o|Fo] AU 2t Zol= + 7} shygt 23+
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L2 EZTYHTTP == HTTPSE REEA] J sl st EZ} 7]2gko] 800] obd 739 X EZ}F 2= o] glojof
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Z+ Methods
&8st A2 A =HQl @3 W17 o] Ah)S IAF Y
o A]: GET, PUT, POST, DELETE, HEAD

Allow-Header

5l &5l= A2 A W9 24 Headerd U .

ko

SAlol o2 7o) M E A S 4 o, oF Yol shuut ot
Header= 417 +2t€ 4~ 3lon, §s] Wt Fertotyahyl » = dHst= A Fehuth ol 2+ 5 &=t

o= o e d Yot
HAEAHE FE5HA] gEYH
Access-Control-Request-Headers®ll A ¥ Z} Header+ Allowed-Header2] 3t & = 3l oF gty ct.

Expose-Header
HeheA o] k= E 5= Header 2| AEJUTH 5, ARG AL 5§ ZR2IOH 0| A YA A6k= S| 8l B (9 Javascript®]
XMLHttpRequest Z4A]) Ut}

A A QI AL o & Aol o] -0 et S E W, 7] 24 S = Etag
A EFIE R = AMGS 4= glow, AFAE 2 6HA] 940l 2t Yof sty =S 4

=

1)

3]

o

r

o3

Eglh

i

3o O

A7k 23} Max-Age
Bl zjo] EX g4 A0l AF 2% (OPTIONS 2%)of tf
=3

F7H gl A9 o AA 83T 4 9om (el 602), 3}
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COS 44 | AlolE 7|52 AR&-Sto] ZHEQ
E o H|o| %] ofj &2 Aol =

2 Z Ayo|E YA} : 2024-06-24 16:44:04

Tl 3fl0] ) o} 7 o] Mol 2 Rl U7}

@ ) o] 7] off Z 2] | o] M (single-page application, SPA)2 Al B0l A} Al A Ho] A & ThA] 2 35= 7] = W of
AR H ol A& 54 o= thA] A 5Ho] AREARel T 2HE5hE ¢ ol EE| Aol = Y Aol EQ] mHliu T
212 mo] 2] Ato] & K &sto] A2 HE o] SHE = AS WASHAL o 2 Alo| A dATE | EA
o] FUth SPACA MR 3g BE I = (HTML, JavaScript ¥ CSS)& T Ho|x] 2902 HM = A}
2 AREAL Aol gk SE o' o uet AHTt g LAV A o8 2 #|o] Ao 27U
A HHA Q1 SPA 7HEE =& 9] 9] .o)l+= React, Vue 2 Angular?} 23 Ut
Z YL IS A8 ~*Tencent Cloud2] Cloud Object Storage(COS)**oll 4] | &-3t+= &
14
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1. Node.js &7 & A x|t}
2. Tencent Cloud A1 71 2 A1 91=S & 835}9] Tencent Cloud COS &0 Aoz 23918 4 == gt
Yt

3. WA S A} THEHAEE §olotA st ™ w3 A

OII

1+ 27N Q)7 m| 2 7|2 AA).

¢

THE o= F= 2HA
_%_O

ojm] ZEE A FANTHH WAl A ¢l Ao E A /5 dAIR AYHAAL.
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1. 02 g g o] & AdY5}to] vue-clis A x| gt
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npm install —-g @vue/cli

2. vue-cliof A th5 & A asto] vue ZRAE S wh=A| AU AAIS &2 34 £A1E st Al L.
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https://cli.vuejs.org/zh/guide/creating-a-project.html#vue-create
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vue create vue-spa

3. thS Hy ol = Agslo] =2 A E £ E t]a g | of vue-routers A x| gt
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npm install vue-router -S (Vue2.x)

T

rlr
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npm install vue-router@4 -S (Vue3.x)

4. T 2 A E o] A} main.js ¥ App.vue Y-S A3}

main.js= otell ojnj x| e} 251t
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{ createApp } 'vue'

{ createRouter, createWebHistory } ‘vue-router'
App "./App.vue'

Home './components/Home.vue'

Foo ‘. /components/Foo.vue'

Bar './components/Bar.vue'

Default './components/404.vue'

routes = [
path: '/', component: Home },
path: '/foo', component: Foo },

path: '/bar', component: Bar },
path: '/:w+', component: Default }

router = createRouter({
history: createWebHistory(),
routes

})

app = createApp(App)
app.use(router)
app.mount( '#app')

Z 2 otgf oju|z| e} Zro| App.vue HEHE 9| template= =7 gt

to="/">Home

to="/foo0">Foo

to="/bar"=>Bar

alt="Vue logo" src="./assets/logo.png"

Ad .
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&2 Tencent Cloud

<|m

ox

<+

ol

SRR

7Nt

A

/xal

Fol 22 n|2| 27 &

5|

npm run serve

6. Hd 5l 2 E7]o] @7 S <
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npm run build
of f mEAE 2E tf2e 2o dist )25 27} A H M Vue T2 T ETF FH] YT

React& AR&3to] B H|o]7] of & ol dS wEA 15

1. TS W&ol & AdY5lo] create-react-app2 A x| gt
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&2 Tencent Cloud

ek 24

w2 A A4
dome At

AE =

npm install —-g create-react-app
—=

2. create-react-app S AH&-510] react T2
3.0t Yol 5 Agste] =2 A E 2 E t]2 g 2o react-router-
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npm install react-router-dom -S

4. T2 A Eo|A App.js FL S AT ch
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React 'react’;
{ BrowserRouter Router, Switch, Route, Link } 'react-router-dom'
"./App.css';

Home() {
<h2>Home</h2>;

About() {
<h2>About</h2>;

NoMatch() {
<h2>404 Page</h2>

App() {
(
<Router>
<div className="App">
<nav>
<ul>
<li>
<Link to="/">Home</Link>
</1i>
<li>
<Link to="/about">About</Link>
</1i>
</ul>
</nav>
<Switch>
<Route exact path="/">
<Home />
</Route>
<Route path="/about">
<About />
</Route>
<Route path="x*">
<NoMatch />
</Route>
</Switch>
</div>
</Router>
)3

A5t 24 nj2| 27

|t
>
Ow
ot
i
)
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npm run start

6. T 7 2 2R 7o 27 ¢
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npm run build
ol wj =2AE FE t ¥ 2| build =& 27} Y/ =M React T2 13 =7} FH[H U
H70 7] 9] Ao] £ A

27 2/dst

1.7

oX

H 719 A5 Y E Ho]A & o] 53] 718 T/ > FA A A|ES Ao
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QZEFTH Al e 17 ¢l 2 =g FastalAl L.
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var player = TCPlayer ("player-container-id", {}); // player-container-ide Zd|o]o] 3
player.src ("https://<BucketName—-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"); // COS
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var player = TCPlayer ("player-container-id", {}); // player-container-ide Zd|o]o] 3

player.src ("https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"); // hls
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var player = TCPlayer ("player—container-id", {}); // player-container-ide= Z&j|o]o] 2

player.src ("https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"); // U3
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var player = TCPlayer ("player-container-id", {

plugins:{
DynamicWatermark: {
speed: 0.2, // &%

content: "Tencent Cloud CI",

opacity: 0.7 // EEHL
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var PosterImage = TCPlayer.getComponent ('PosterImage’);
PosterImage.prototype.handleClick = function () {

window.open ('https://cloud.tencent.com/product/ci'); // Fal HI AA
bi

var player = TCPlayer ('player-container-id', {

poster: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx..png', // F3 0

P i
player.src('https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"') ;

var adTextNode = document.createElement ('span');
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adTextNode.className = 'ad-text—-node';
adTextNode.innerHIML = ‘3FIal’;

var adCloselIconNode = document.createElement ('i');
adCloseIconNode.className = 'ad-close—-icon-node';
adCloseIconNode.onclick = function (e) {

e.stopPropagation () ;
player.posterImage.hide () ;
bi

player.posterImage.el_.appendChild (adTextNode) ;
player.posterImage.el_.appendChild(adCloseIconNode) ;
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var player = TCPlayer ('player-container-id', {
plugins: {
VttThumbnail: {
vttUrl: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.vtt' // VIT I}
o
b

P
player.src('https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"') ;
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var player = TCPlayer ('player-container-id', {});
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player.src('https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"') ;

player.on('ready', function () {
// Aer ol 27}
var subTrack = player.addRemoteTextTrack ({

src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.srt', // At2h o+

kind: 'subtitles',
srclang: 'zh-cn',
label: '%?5%015
default: 'true',

}, true);
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var player = TCPlayer ('player-container-id', {});
player.src('https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"') ;
player.on('ready', function () {
// F=o] At A7

var subTrack = player.addRemoteTextTrack ({

src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/zh.srt', // A2t o+

kind: 'subtitles',

srclang: 'zh-cn',

label: '%?5%015

default: 'true',

}, true);
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// @°] A 47

var subTrack = player.addRemoteTextTrack ({

src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/en.srt', // A2t ot
kind: 'subtitles',

srclang: 'en',

label: '%Cﬁ',

default: 'false',
}, true);
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<div id="dplayer" style="width: 100%; height: 100%"></div>
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const dp = new DPlayer ({
container: document.getElementById('dplayer'),

video: {

url: 'https://<BucketName—-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4', // COS H
bo
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<script src="https://web.sdk.qcloud.com/player/tcplayer/release/v4.2.1/1ibs/hls.m

FLV: Chrome %! Firefox2} 22 2|41 B2k oA H5E Fafl FLV HIt] 2 5 A A5t ™ teplayer.min.js& 7HA 7]
Ao fiv.min.jsE 7}F# eFof g,
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<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.2/1ibs/flv.m

DASH: dash.all.min.js T+ Y& 744 e}oF fhy ot
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<script src="https://cos-video-1258344699.cos.ap—-guangzhou.mygcloud.com/lib/dash.

3. Zg|o]o]= 27|35} A 242 Agsc),
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new DPlayer ({
document .getElementById('dplayer'),
// cos H|t)«

const dp =
container:
video: {
'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"',

url:
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HLS 21 M & 2=

DASH A1/ MZ 3=

PM3U8 H|t] 2 zjAY

PM3U8L H|Z7l M3U8 H|t] 2 1} S tepd Yt COSE H|-Z7f M3U8 TS Bl AAE A7] QIS T2 2 E Q1= AP
E A2y}, 2 S Y82 Private M3U8 APIS Z 115 A Al 2.

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
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// pm3us®l| Wt AFAITH W& : nttps://www.tencentcloud.com/document/product/436/4722
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8?ci—-process
}
P

FEAE AR

PM3U8 A4 M= 3

Huld 4%
1.COS ¥iZloll 9= Ayl o] AA 48 7H4 2 YT
F9 .

Gle] Intelligent Thumbnail 7] 52 A A o] Zejol e FE5ke] UYL YAstel vl e Zel=E o oz o

N

. Ed|oloj & 27]5stal AUl ol n A & A Y
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const dp = new DPlayer ({

container: document.getElementById('dplayer'),

video: {

url: 'https://<BucketName—-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"',

pic: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.png',
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const dp = new DPlayer ({

container: document.getElementById('dplayer'),

video: {

url: 'https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.m3u8' // YSStE H]
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const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8', // 'HE H|

glolol g A8 S % AT BAlelo] LGOS 43 E 4 A&yt
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const dp = new DPlayer ({

container: document.getElementById('dplayer'),

video: {

url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"',

ty

logo: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.svg"
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VideojsPlayer& At-&-sto] COSol|A] H|t] 2 A
3

ZZ Add|o]|E Y&} : 2024-06-24 16:44:04

deojsPlayer& Cloud Infinte (C2] F ¢ 2012/ T} 2 7] &7l AL-§:3ko] Web 12k} oll 4 COSOl
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<l-- ZFojo] ¥4 T -—>
<link href="https://vjs.zencdn.net/7.19.2/video-Js.css" rel="stylesheet" />
<1-- B2ojo] A3AE Y -

<script src="https://vjs.zencdn.net/7.19.2/video.min.js"></script>

kI

Zeflojo] ALg A 919 B H2AS Y MESE 22 AT

27: Egjlojo] ZElojy k= 47
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Edoloj& A Hloj Ao Eello]o] e o|E F7F Ut ol & S°] index.htmlol] && =5 F7Hgh Yo E

ol IDS} Lfu] & 0] 2 AL} A H T 4 L),

<video
id="my-video"
class="video-js"
controls
preload="auto"
width="100%"
height="100%"
data—-setup="{}"
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></video>
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<video
id="my-video"
class="video-js"
controls
preload="auto"
width="100%"
height="100%"
data-setup="{}"

<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"
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type="video/mp4"
/>

</video>
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<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.2.1/1ibs/hls.m

FLV: Chrome %! Firefox2} 22 2|41 B2k oA H5E Fafl FLV HIt] 2 5 A A5t ™ teplayer.min.js& 7HA 7]
Ao fiv.min.jsS 7}H4 eFof gt
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<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.2/1ibs/flv.m

DASH: dash.all.min.js &S 7}# o}of gy},
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<script src="https://cos-video-1258344699.cos.ap—-guangzhou.mygcloud.com/lib/dash.

3. Zg|o]o]= 27|35l AH 242 Agsc),
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<!-—— MP4 -——>
<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"

type="video/mp4"

/>
== [EIL§ ==>
<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"
type="application/x-mpegURL"
/>
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== PV ==>

<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.flv"
type="video/x—-flv"

/>
<!-- DASH -——>
<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mpd"
type="application/dash+xml"
/>
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il
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DASH Z| 4] 1= 3=
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<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8?ci-process=pm3

type="application/x-mpegURL"
/>

FEAME 7M7)
PM3U8 A4 M E A=

Huld 4%
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<video
id="my-video"
class="video-js"

controls
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preload="auto"

width="100%"

height="100%"

data—-setup="{}"
poster="https://<BucketName—-APPID>.cos.<Region>.myqgcloud.com/poster.png"

>
<source
src="https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"
type="video/mp4"
/>
</video>
FEHE AL
HUL 7Y NE 2

S 4&3}Hjg 2 A4y
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<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"

type="application/x-mpegURL"
/>
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Add COR5 Rule =

Allow-Methods+- B PUT  BEIGET BEJPOST B DELETE B HEAD

Allow-Headers *

Expose-Headers ETag

Max-age * 5

3. CAM &0 2213t 5 Z 24 E 9] Secretld®} SecretKeys & 58Ut

dey

A

M

F9 :

% 4] Wl Il 9FA] AJBlol 91 U Aol £9] Ak Q1% 7)%5-2 3 2llo]o] Z7betAlAl L.

AAl 7] 85 5 A AL

AE FZRSH A2
02 Ao & Ab&etAY A Adfst= 49 o3 AAE g 4+ A5yt
1. A Ho A A 7] & S5 A= HA 1174 7]19] Secretld?} SecretKey S AH&-8ll STS A H] A 0f A

tmpSecretld, tmpSecretKey, sessionToken¥t 22 A A] 715 53T 2HAISE W2 91 A] 7] A4 2 AR 7o =
T+ cos-sts-sdk FA1E F R A 2.

2. THE 2l = of A tmpSecretld, tmpSecretKey, method, pathname S 53l A& Al4tgty th. cos-auth.js &S &
19 AREE] M-S AlatetH, B 2 Y Ao W dt e wiaet oA A S Alatd Q& T

3. PutObject QIE|B|o] A5 AHE-off U 2 YR ESHE 4%, 273 A& Al AlAHE A8} sessionTokens -2}

header®] authorization®} x-cos-security-token = =of @<l
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PostObject Q1 Ej | o] A S A3 U S YR ES = 49, 84 A4 A] AlAE A} sessionTokens 22t H|o] &
=

©] Signature?} x-cos-security-token =
IZHE = HEC

W A AJAXE AHESHo] 2=
AJAX Q2 E Alof= Btz oA 7] 22 02 HTML5 54-& A Yalof sttt s d ®R-2 PUT Object &A1 S At
g5t 2t 7hol =& ohg 3t 5T

1. 474 271 Aol whe} viZlo] B FEE Ayt

2. test.html I}¥S AYAJ3tar, ot Z=of A Buckett Region Y EE +45t0] test.ntml TpPo] EAFS
=

3. Igte =] M MU AZ HIESIL, test.html 2 AT AuH|A F

s
4. test.html = Web Aol &8 11, Ha}Q 2 #|o]| x]of Y| A5 o] ohd
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<!doctype html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Ajax Put YEE</title>
<style>
hl, h2 {

font-weight: normal;

#msg {
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margin-top: 10px;
}
</style>
</head>
<body>

<h1>Ajax Put QZE</hil>

<input id="fileSelector" type="file">

<input id="submitBtn" type="submit">

<div id="msg"></div>

Cloud Object Storage

<script src="https://unpkg.com/cos—-js—-sdk-v5/demo/common/cos—auth.min.js"></script>

<script>
(function () {
/7 8A A AR oS
var Bucket = 'examplebucket-1250000000";
var Region = 'ap-guangzhou';
var protocol = location.protocol === 'https:' ? 'https:'
var prefix = protocol + '//' 4+ Bucket + '.cos.' + Region +

// © B2 EAE JAFFY url encode EH
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21"')

.replace(/'/g, '%27")

.replace (/\\ (/g, '%28")

.replace (/\\) /g, '%29")

.replace (/\\*/g, '%$27A"');
bi

// AT Ak

var getAuthorization = function (options, callback)

// var url = 'http://127.0.0.1:3000/sts—auth’
var url = '../server/sts.php';
var xhr = new XMLHttpRequest ();
xhr.open('GET', url, true);
xhr.onload = function (e) {
var credentials;
try {
credentials = (new Function('return '
} catch (e) {}
if (credentials) {
callback (null, {

SecurityToken: credentials.sessionToken,

Authorization: CosAuth ({

©2013-2022 Tencent Cloud. All rights reserved.
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SecretId: credentials.tmpSecretId,
SecretKey: credentials.tmpSecretKey,
Method: options.Method,
Pathname: options.Pathname,
H)
}) i

} else {

ti

console.error (xhr.responseText) ;
callback ('"AH & F);

xhr.onerror = function (e)
callback ('AH 5 2&8);

bi

xhr.send () ;

bi

// oY dRE
var uploadFile = function (file, callback) {
var Key = 'dir/' + file.name; // ©7|0lA JEE g 9 otd o]F A4

getAuthorization ({Method: 'PUT', Pathname: '/' + Key}, function (err, i

if

var
var
var

var

xhr.

xhr.

(err) A

alert (err) ;

return;
auth = info.Authorization;
SecurityToken = info.SecurityToken;

url = prefix + camSafeUrlEncode (Key) .replace (/%2F/qg, '/');
xhr = new XMLHttpRequest () ;
open ('PUT', url, true);

setRequestHeader ('Authorization', auth);

SecurityToken && xhr.setRequestHeader ('x-cos-security-token', Secur

xhr.

}i

xhr.

bi

xhr.

upload.onprogress = function (e) {
console.log('%iﬁii %F%%%' + (Math.round(e.loaded / e.total * 10

onload = function () {
if (/7~2\\d\\d$/.test ('' + xhr.status)) {
var ETag = xhr.getResponseHeader ('etag');
callback (null, {url: url, ETag: ETag});
} else {
callback (Key + ' ¥ HZco Auisigyct. A8 Z=: ' + xhr.:
}
onerror = function () {

callback (Key + ' T¥ HZco AuisiEyct. cors AZ2A E=HQ FAS
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bi
xhr.send (file);
F) i
bi
// ElolE AZE A
document .getElementById ('submitBtn') .onclick = function (e) {
var file = document.getElementById('fileSelector').files[0];
if (!'file) {
- Y2y sde HeYst ¢

document .getElementById ('msg') .innerText

return;
3
file && uploadFile (file,

console.log(err data) ;
document .getElementById ('msg') .innerText = err ? err : ('

function (err, data) {

r
U
fal
ox
of]

P
bi
IDNON
</script>

</body>
</html>

A1) Aahi ohg olm| ok BTt

(] o ]

, ETag="fba64454560737b2d4af9086c1b75907"

¥ B: F(Form)Z AHE5to] d2E
B o] HekAojA o] JRE(CE 501 IE8)E A ¥stH, sl g 2 POST Object 1

o

Yo} 2] 7hol £ the Tk eyt

EZ(Form)RE= S
w0 22 AF§ o} 3
1. 1A 27 Aol aet B Z1-& F8] o
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2. test.ntml 3 Y45, of2f 2 SollA Bucket? Region R E £43ke} test.neml wHUol BARg
El=g

3. wete = o] MY AH|AS HIESIT, test.html O] AW MH]A FAS £AF T

4. test.html T} 53 tjAE] o] H]o] Y= empty.html S AJAJs}
Y.

5. test.html ¥ empty.html < Web Aldjo] &2]1, Bal2z 2 fjo]z|o] Aa|Aste] 5} JEE 7|52
E|AEZ ).

f
2
fru
Il
ox
okl

A 2t et o AbS

<!doctype html>
<html lang="en">
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<head>

<meta charset="UTF-8">

<title>Form Ho|& 7ZIH AEE</title>

<style>hl, h2 {font-weight: normal; }#msg {margin-top:10px; }</style>
</head>
<body>

<hi>HlolE 7HH AR = (188 &3 </hi>

<div>EH A HAL 167t 83| YEZESHH, onprogresse H|A|YU</div>

<form id="form" target="submitTarget" action="" method="post" enctype="multipart/fo
<input id="name" name="name" type="hidden" value="">

<input name="success_action_status" type="hidden" value="200">
<input id="success_action_redirect" name="success_action_redirect" type="hidden
<input id="key" name="key" type="hidden" value="">
<input id="Signature" name="Signature" type="hidden" value="">
<input name="Content-Type" type="hidden" value="">
<input id="x-cos-security-token" name="x-cos-security-token" type="hidden" wvalu
<l-- T FRI=7F YF do] M e 9l 1Fo FIFo] mAA] FEE file BE= HOIEY
<input id="fileSelector" name="file" type="file">
<input id="submitBtn" type="button" value="A|&">

</form>

<iframe id="submitTarget" name="submitTarget" style="display:none;" frameborder="0"
<div id="msg"></div>

<script src="https://unpkg.com/cos—-js—-sdk-v5/demo/common/cos—auth.min.js"></script>
<script>
(function () {

// 83 Al ARESH wjZi¥E S

)

var Bucket = 'examplebucket-1250000000";

var Region = 'ap-guangzhou';

var protocol = location.protocol === 'https:' ? 'https:' : 'http:';

var prefix = protocol + '//' + Bucket + '.cos.' + Region + '.mygcloud.com/'

var form = document.getElementById('form');

form.action = prefix;

// © B2 B2AE JdFFY url encode EH
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)
.replace(/!/g, '%21"')
.replace(/'/qg, '%27")

.replace (/\\ (/g, '%28")
.replace (/\\) /g, '%29")

(
(
(
(

.replace (/\\*/g, '$2A'");
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bi

// AT Ak

var getAuthorization = function (options, callback) {
// var url = 'http://127.0.0.1:3000/sts"' +
var url = '../server/sts.php';
var xhr = new XMLHttpRequest ();
xhr.open('GET', url, true);
xhr.onreadystatechange = function (e) {
if (xhr.readyState === 4) {
if (/"2\\d\\dS$/.test ("' + xhr.status)) {
var credentials;
try {
credentials = (new Function('return ' + xhr.responseTex

} catch (e) {}
if (credentials) {
callback (null, {
SecurityToken: credentials.sessionToken,
Authorization: CosAuth ({
SecretId: credentials.tmpSecretld,
SecretKey: credentials.tmpSecretKey,
Method: options.Method,
Pathname: options.Pathname,
})
P
} else {
console.error (xhr.responseText) ;
callback ('A% & 7)),
}
} else {
callback ("M & 27);

var Key;
var submitTarget = document.getElementById('submitTarget');
var showMessage = function (err, data) {
console.log(err || data);
document .getElementById('msg') .innerText = err ? err : (”ﬁfﬁE&*ﬁ%%, ETe
bi
submitTarget.onload = function () {

var search;

try {
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bi

search = submitTarget.contentWindow.location.search.substr (1);
} catch (e) {

showMessage (Key + ' T J=2Co] Asfidisyrt.
}

if (search) {

var items = search.split('&');
var i, arr, data = {};
for (i = 0; i < items.length; i++) {
arr = items[i].split('=");
datalarr[0]] = decodeURIComponent (arr([1] || "'");

}
showMessage (null, {url: prefix + camSafeUrlEncode (Key) .replace (/%2F

} else |
}

// YEE AZF

document .getElementById ('submitBtn') .onclick = function (e) {

bi

) O

</script>
</body>
</html>

var filePath = document.getElementById('fileSelector') .value;
if (!filePath) {

document .getElementById('msg') .innerText

Il
rl
f
Iyl
st
=)
e
o
2
ju)
ot
ol
>
i

return;

}

Key = 'dir/' + filePath.match (/[\\\\\\/12 (["\\\\\\/1+)$/) [1]; // S7]ol»

getAuthorization ({Method: 'POST', Pathname: '/'}, function (err, AuthDa
// @A g o] ¥l empty.htmlE o] QEHo]AoM JRE &5 A 2d
document.getElementById('success_action_redirect').value = location
document .getElementById('key') .value = Key;

document .getElementById ("' Slgnature ) .value = AuthData.Authorization

document .getElementById ('x—cos—-security-token').value = AuthData.Se

form.submit () ;

43 A= thg olm A et 25U
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[ Form

& C | ® 127.00.1/upload/test.htmi

Form
[ 1 por ™

, ETag="fbab4454560737b2d4af9086c1b75907"

e 2]

- 1o

O thFet QIE|Ho]| A S &o] QS 49 thS JavaScript SDK A S ZZ5H4 Al 2.

JavaScript SDK
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o]y 18 chol 2 E YR E A

ZZ Aol E YA} 1 2024-06-24 16:44:04

AN

2 LA oAM= SDKE AHEsHA] @3 rly =2 7383 53l 214 COS(Cloud Object Storage) H{Zloll U & A=E
ot 2tge A5 AHS o S AU

F9|

2 EA19 82 XML 2] APIS 7|REe. = ghyth

AA =4

1.C0OS #&of 2915111, ¥ 712 AJ4d351o] BucketName(H Z! ©] &)1} Region(2] A 0] &)& FA Yt 2bASH Y

L=,
&2 BZ A EX4E FALsHIA

2
2. CAM Z&0f| 22915k API 7] #e] m|o] #|of| ] = 24| E o] Secretld X SecretkeyE 7H4 &t

4 A

1. WeChat f|UZ 213 A2 22 E 34

nUZ 282 COS7F WeChate] 371 &0l =aclstal 7 -> 70 A7 ol A =l o] § R R YAES

FAdslof stohar @ 3kt SDK+ wx.uploadFile 2 wx.request?] & 7HA] APIE AF&&HU T

cos.postObject M| A =2 79 wx.uploadFileS At-&35}o] Q% o] M&H

OHE WRl o] 749 wxrequestE AHEsto] 25 BT

g d= 2 AE0|X COS =HQl o] &2 A sl oF Ut &85 = =H|Ql o] Foll= F 7HA| 4] 0]

H Zlo] ohLpRt AFE-E] = 732 Bucket Z=H|Ql O] 52 2R YAE EHQl o] 50 & /AT 4= JFYTHAAI:
examplebucket-1250000000.cos.ap-guangzhou.mygcloud. com ).

o2} HZlZ AHE-Sh= 4% pathnameoll bucketZ Bl %|5tof 4B AF COS 3 & AHgste = e 4= 9]

&y
= H
4$ cos.ap-guangzhou.mygcloud.com I Zo] 2|A LHQl o]2 & 2 YAEZE FLAJS|of Tt}

¢}

2. 4N 71 5 % A Aqt
A=y A‘H Aol AA] 715 ARE U T AEfoll 4 A] 7] AMu| 2 o] it ZRA|RE &2 PHP ol A] Bl Nodejs
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tmpSecretld, tmpSecretKey, sessionToken} Z+-2 A A] 7] & S EZH T AFAEH B2 9l 4] 7] AJA] 2 A}8 7fo] =

= cos-sts-sdk £A1 & Fas A L.

N
1o

7 o] putl A] post?! Z] of] w2} "name/cos:PutObject" =+ "name/cos:PostObject"S &85t == STS9| policy
action= 7}sloF gy tt,
(2) ZH E A =0l A tmpSecretld, tmpSecretKey, method, pathname= 53l A& AlAFgUtt cos-auth.js +&&
g ARE S M2 Al4tetH, Bl 2 Y Ao H ook 9 W et EofA MRS AL = ST
(3) AlAE AT 3} sessionTokens 911,
post 2% 2] formData2] Signature 2! x-cos-security-token 2 =0 2= 233 COS APIZ By},
_E_

COS APIZ H¥Yr}.

put 2% 2] headers®] Signature & x-cos-security-token ZE0f =& @
F9| .
T .

4] Wil 9EA] Aol £91 91 Abo] E9] AT A1F 7] 52 F7FsHAIAI 2

3. M)A 8%

COS API9] UutAQl Q% A2 POST http://examplebucket-1250000000.cos.ap—

Pt 293 =09l o] 2.2 M7 Eulgl o] 2Lk o]9h Zo] nlUmE 1
2ol A 3} ol Abe] 1S ALg S 79 M7 Eulel o] S8 A2 S| AE Eojel o] g0 AHaoF FiTh &7
de g 2ey

COS+= HulAl 2 7<oq Al POST http://cos.ap-beijing.mygcloud.com/examplebucket—

el

beijing.myqcloud.com/ 2+ H[Z

1250000000/ & AZ@dUoh 23 H =H|Ql o] &2 2 =H|Ql o] FolH 273t 2o Ml o] Fo] XYt}
2 1ol 5202 ol ofel SAE ALEeHE 49 Shsl Zo0g) ol con.ap
beijing.mygcloud.com T YR L2 AE THQl o207 FLASHH Huth,

HojaL 27 PA2 MY o] AFE 5= F & o] A o] & EofoF Y TH(o|Al: /examplebucket-

1250000000/ ).

4. T}o]H|E 2 E A I E
thS F == PUT Object API(AHE ¥ 7 2 POST Object APIE 25 o A|gH Zlo| 2] 7tol == oS3 24U,
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var CosAuth = require('./cos-—auth'); // H7|oX BFEE FAJ} https://unpkg.com/cos-
var Bucket = 'examplebucket-1250000000";

var Region = 'ap-shanghai';
var ForcePathStyle = false; // A% A4 4 Tl o]F =222 AE A3 A ZJuojAl A

var uploadFile = function () {

/1 2% A AL o
var prefix = 'https://' + Bucket + '.cos.' + Region + '.mygcloud.com/';
if (ForcePathStyle) {
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/7 AulAb 279 =Rl o]F2 WA =Hdd o]F Al A EHRl olF& ARESH MW

a=

prefix = 'https://cos.' + Region + '.mygcloud.com/' + Bucket + '/';

// B B2 XY ZE9 url encode P4
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21")

.replace(/'/g, '%27")

.replace (/\\ (/g, '%28")

.replace (/\\) /g, '%29")

.replace (/\\*/g, '$2A"');
bi

/7 dA 7] B5
var stsCache;
var getCredentials = function (callback) {
if (stsCache && Date.now() / 1000 + 30 < stsCache.expiredTime) {
callback (data.credentials);
return;
}
wx.request ({
method: 'GET',
url: 'https://example.com/sts.php', // AHZ MY, ZAISH W& 29 YA
dataType: 'json',
success: function (result) {
var data = result.data;
var credentials = data.credentials;
if (credentials) {
stsCache = data
} else {
wx .showModal ({title: ‘¥UA] 7] 7}H 27| Ald’, content: JSON.string
}
callback (stsCache && stsCache.credentials);
b

error: function (err) {

wx.showModal ({title: ‘¥UA] 7] 7}- 27| Ad’, content: JSON.stringify (

Fi

/7 AT ARt
var getAuthorization = function (options, callback) {
getCredentials (function (credentials) {
callback ({
XCosSecurityToken: credentials.sessionToken,
Authorization: CosAuth ({
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SecretId: credentials.tmpSecretId,
SecretKey: credentials.tmpSecretKey,
Method: options.Method,

Pathname: options.Pathname,

}i

// post Y YRE

var postFile = function (filePath) {
var Key = filePath.substr (filePath.lastIndexOf('/"') + 1); // 97]° QRET :
var signPathname = '/'; // PostObject APIS] A% Key?Zl AL Q5] Body©ll HIX|E

if (ForcePathStyle) {
// HulAb 239 Mol AR AZol: Mo oo Eauofof stnl, AT Uf
signPathname = '/' + Bucket + '/';
}
getAuthorization ({Method: 'POST', Pathname: signPathname}, function (AuthDa
var requestTask = wx.uploadFile ({
url: prefix,
name: 'file',
filePath: filePath,
formData: {
'key': Key,
'success_action_status': 200,
'Signature': AuthData.Authorization,
'x—-cos-security-token': AuthData.XCosSecurityToken,
'Content-Type': '',
H
success: function (res) {
var url = prefix + camSafeUrlEncode (Key) .replace (/%2F/g, '/');
console.log(res.statusCode) ;
console.log(url);
if (/72\\d\\dS$/.test ('' + res.statusCode)) {
wx.showModal ({title: ‘YZE JJF’
} else {

, content: url, showCancel:
wx.showModal ({title: ‘QRE Aldj’, content: JSON.stringify (z

o

fail: function (res) {

wx.showModal ({title: ‘%iﬁfi *hm’, content: JSON.stringify (res),

1)

requestTask.onProgressUpdate (function (res) {
console.log(‘%ﬁ%%%:’, res) ;
P
P
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}i

// put T4 YRE
var putFile = function (filePath) {
var Key = filePath.substr (filePath.lastIndexOf('/') + 1); // 97]° QRET :
var signPathname = '/' + Key; // PutObject API Key= url A$0] YX|st22 QF
if (ForcePathStyle) {
// AuAb 3 9] Aol AREH AHZol= #Z9 o]Fo] ZFEojof s, AAE Y
signPathname = '/' + Bucket + '/' + Key;
}
getAuthorization ({Method: 'PUT', Pathname: signPathname}, function (AuthDat
// put 232 YA T A=RoAN md ZHI=E Yojof &
var wxfs = wx.getFileSystemManager () ;
wxfs.readFile ({
filePath: filePath,
success: function (fileRes) {
var requestTask = wx.request ({
url: prefix + signPathname.substr (signPathname.lastIndexOf('/"') + 1
method: 'PUT',
header: {
'Authorization': AuthData.Authorization,
'x—cos—-security-token': AuthData.XCosSecurityToken,
Hy
data: fileRes.data,

success: function success (res) {

var url = prefix + camSafeUrlEncode (Key) .replace (/%2F/qg, '/');
if (res.statusCode === 200) {
wx.showModal ({title: ‘YBE AZ’', content: url, showCancel: f

} else {
wx.showModal ({title: ‘YEE A’, content: JSON.stringify (res
}
console.log(res.statusCode);
console.log(url);

Hy
fail: function fail (res) {
wx.showModal ({title: ‘%iﬁfi éhm’, content: JSON.stringify (res), ¢
Hy
)i
requestTask.onProgressUpdate (function (res) {

console.log ('A& F:', res);
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wx.chooseImage ({
count: 1, // Z1&%k: 9
sizeType: ['original'l, // ¥& O|H|A] E= ¥F o|FAE AHL +
sourceType: ['album', 'camera'], // X5 7Y
success: function (res) {

AEYLH., of7|c
= 7R AAHE £ A5y
putFile (res.tempFiles[0] .path); // put 2% YRE, ALE

// postFile (res.tempFiles[0].path); // post % ¥Y=&E

4%

—~
~

L

T A

o] 2 19 SDKES AHGSof s 29 oU L2 19 SDK A 4517 24 2
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2t ojZe)Ao]  thol M E Y2 = Ale

% Z Ad|o|E I} 1 2024-06-24 16:44:04

A+ Tencent Cloud COSE 7]Hto. 2 HHY o
S ATE T Aol A B 2t &

o] €] Tencent Cloud COS®ll A& 4= 3l

ko mlm
o
X
o,
2od
2
>
lo
i)

ne
o
o,
g
|m
e
fu
(n
i
or
o
2
b
ol
4

°—‘1*ﬂ£ %’d«e} 211010115 glﬁol w}%q
Ao thet A HM A UGS HofT A
71 AHs FasE Yo

COS9] 2 H}Y SDK(Android/I0S)= Y A] 7] 2 HsH Ho] 945
T5otH @ COSE Adh Fol & fgt 8 o] mj Al Ayt

-
o
Mo -4 M

ot €A

oF7 e A o Al The ol n| X & FESHIA L.
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ppp— 4.lssue temporary key [ \
o—b—o

User's Server 1.Temporary Key User Client
for Request

3.Return

temporary ke
P v ey 2.Temporary Key

5.Sign the request
for Request

for file transfer

Temporary Key -

CAM Access Synchronization cos
Management System

= S Al 2.
AH&AF FEto| A E: AR AL FoiE 9] Appd Yy Th
COS: Tencent Cloud COS, Appoll Al J2E3H glo| g & B gt
CAM: Tencent Cloud CAM, COS ¥ A] 7] /g ol 24 yt}.
ARG A} A H: AREALS] Wi T 2t & AMH 2| QI A] 7] & WhgSho] of Z2| 7| o] Appl = REehetyt

E

Ax =4

1. HZS Ay

COS F&ol| A MRl Ayt @ AR ol ufet M7l HEks 7l
4= s Yot ARAIEE DA o] et U8 B 7] A/ T A A ek A
2.9 718 5T

AA] 7l =+ 7] £ &3l AY/dsliof gy th. APl KeysZ ©] 53510 Secretld, SecretKeyS & 535 H A1 % 4 E 2 o] 5
3lo] APPIDE Hojb&Uct,

U727 w3 YA 2712 A
o
=

4

A

A 7] Mul2x 72

Sl
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HoE A5t 95 AAl 7] & AR5t W Aol JA] 7] AMHIAS F53L, APIQIE|Flo] A S Seto]d ER AT
=y

AMH| A 5 TA o] B ARAIRE &2 A 7] A BLARE Tl =5 RS Al L.

A A HY

24 3] QM 219 2 7 ARGl whe} PolicyS A §3tel YA 719) AT WS Aol T & BFFITE A
ol M ZEE A Y71/247] Y-S 7P 717} 7ol w25 W HE ALgAbe] wlol |7t 82 1ol Ay
Aol B APHIT G- A 7] A B ARG ol = B BRI AL,

-
-HN'
.
%)

DKZ gfo] A A AH|Aof A Az ok gt SDKE 2435 S A] H& 55 A o]5l L,
th. 7|17t FastE W A A S 517] 2o 7] 5 w2 e shA] otz Hytt,

=2
Y
o =}
o
ol
I
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import android.content.Context;

import com.tencent.cos.xml.*;

import com.tencent.gcloud.core.auth.*;
import com.tencent.gcloud.core.common.*;
import com.tencent.gcloud.core.http.*;

import java.net.*;

Context context = ...;

CosXmlServiceConfig cosXmlServiceConfig = ...;
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/**
« Thol A AHAY url F4 HE
*/
URL url = null; // ¥W3zgte=9] go]dA MH|A url F4
try {
url = new URL ("your_auth_server_url");

} catch (MalformedURLException e) {

e.printStackTrace ()

/**

* {@link QCloudCredentialProvider} A Z7|8Z2 sprol] YA] 7] Hof

wy

QCloudCredentialProvider credentialProvider = new SessionCredentialProvider (new Htt
.url (url)
.method ("GET")
Lbuild());

CosXmlService cosXmlService = new CosXmlService (context, cosXmlServiceConfig, crede

ek
ol FHS A& G, AT AR AIZFZ FHIE 22 AlZo] Z]Ed YT O E 22 AZko] 102 ol &7t
MY {7 R gy ofd A tha o AR A o] S BEEo R UIE Fojste As AU

AHERF 2 o] 5t AA] 7] AH] A0 HTTP & 2-&0] oA A& drets] = A|ZHS AT A2 A|Zto 2 dAgto
BN AR FHEe] 24 A7 22 A e 77 St AS HASHAUY HE ZRESE U A TS
Alshe 5 Bt 8% Q1 215 ¥gttH | BasicLifecycleCredentialProvider

fetchNewCredentials() = =23t

™ 2] MyCredentialProvider 22
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import android.content.Context;

import com.tencent.cos.xml.*;

import com.tencent.gcloud.core.auth.*;
import com.tencent.gcloud.core.common.*;
import com.tencent.gcloud.core.http.*;

import java.net.*;

public class MyCredentialProvider extends BasicLifecycleCredentialProvider {

@Override
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—~

E.oJo| & 2]+ MyCredentialProvider A1 A A2

protected QCloudLifecycleCredentials fetchNewCredentials ()

ot
4

//BA GA 7] NHERY MY JRs 97 o9

/) SEE BAs 7] AE 5
String tmpSecretId = ...;
String tmpSecretKey = ...;
String sessionToken = ...;

long expiredTime = ...;

/7 A O AIZRS MR AR AIRtez A

long beginTime = ...;
// todo something you want

// HFHOE A 7] HE AA g

Cloud Object Storage

throws QCloudClientE

return new SessionQCloudCredentials (tmpSecretId, tmpSecretKey, sessionToken

i
fo
o
d
°
i

o

o
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import android.content.Context;

import com.tencent.cos.xml.*;

import com.tencent.gcloud.core.auth.*;
import com.tencent.gcloud.core.common.*;
import com.tencent.gcloud.core.http.*;

import java.net.*;

Context context = ...;

CosXmlServiceConfig cosXmlServiceConfig = ...;

/**
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* {@link QCloudCredentialProvider} A Z7|st2 spkol|l YA] 7] Ho
*/

QCloudCredentialProvider credentialProvider = new MyCredentialProvider () ;

CosXmlService cosXmlService = new CosXmlService (context, cosXmlServiceConfig, crede
Androido| A COSE T & =& Y th-2 = E5k= B -2 Android SDK2] A[2}517| & 2 Al 2.
iOS
AA] A S 7HHSHA E 551 #H2lE 4= 9= QCloudCredentailFenceQueue s A3-gU th.
QCloudCredentailFenceQueue® A S =3 AL 2E Aigo] 225 5 A 23o] AL =73 FefA

CyclicBarrierE x| 95t AAZ H]5 7|85 Ha|sh= 14 o] AJ=FE Yt
QCloudCredentailFenceQueues -8 79, WA QAAE A SHUE A4 sfjoF Tt

—

ro
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//AppDelegate.m
//BppDelegatet QCloudCredentailFenceQueueDelegate ZZEE W&
//
— (BOOL) application: (UIApplication * )application didFinishLaunchingWithOptions: (NS
// init step
self.credentialFenceQueue = [QCloudCredentailFenceQueue new];
self.credentialFenceQueue.delegate = self;

return YES;
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2™ QCloudCredentailFenceQueueDelegate s W21, T2 ES

S|

&2 Tencent Cloud
QCloudCredentailFenceQueuel] ZHHAE 5=

o o gl e AT

) gueue requestCreatorWithContinue

fenceQueue: (QCloudCredentailFenceQueue *

(void)

QCloudCredentailFenceQueue = A4 <
Page 370 of 593
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(void) fenceQueue: (QCloudCredentailFenceQueue *)queue requestCreatorWithContinue: (
QCloudHTTPRequest* request = [QCloudHTTPRequest new];

request.requestData.serverURL = @“your sign service url”;//2%%t URL

[request setConfigureBlock:” (QCloudRequestSerializer *requestSerializer,
requestSerializer.serializerBlocks =

QCloud
@ [QCloudURLFuseWithURLEncodeParamters]
@[QCloudAcceptRespnseCodeBlock ([NSSet

QCloudResponseJSONSerilizerBlock]; /

responseSerializer.serializerBlocks =

Pl

[request setFinishBlock:” (id response, NSError *error) {
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if (error) {
error = [NSError errorWithDomain:@"com.tac.test" code:-1111 userInfo:@{
continueBlock (nil, error);

} else |
QCloudCredential* crendential = [[QCloudCredential alloc] init];
crendential.secretID = response[@"data"][@"credentials"] [@"tmpSecretId"
crendential.secretKey = response[@"data"] [@"credentials"] [@"tmpSecretKe
credential.startDate =[NSDate dateWithTimeIntervalSince1970:@"EFHE AH
crendential.experationDate = [NSDate dateWithTimeIntervalSinceNow: [resp
crendential.token = response[@"data"] [@"credentials"] [@"sessionToken"];
QCloudAuthentationV5Creator* creator = [[QCloudAuthentationV5Creator al
continueBlock (creator, nil);

+1;

[[QCloudHTTPSessionManager shareClient] performRequest:request];

iOSell Al COSE B S d=2t

HE

e 2 E5l= B2 i0S SDKe] A 257 & Z 2 A 2.
A
Android

o17| 5 2887t Android FHi & H2h9- 4 App2 = ot o] QREEE A7 A& demoE thHE = =T 4= 9

&urt

iOS

i0S2] 4| Z=of st Y82 COSIOS Demos FESHAI 2.
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&2 Tencent Cloud

Cloud Object Storage
QCloudCOSXMLDemo/QCloudCOSXMLDemo/key.json T+ ol APPID, secretlD, secretkKey i 7 4~ g5 4= sh
5 oh& HgolE Ay

pod install
Ay

APPID, secretID, secretKey+= AP| Keys 3] o] z] of| A

w4 glgo,

& o] = 4133t 5] QCloudCOSXMLDemo.xcworkspace

2 A% Demo A PO o] 5
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uni-app CHO 2 E Q]2 & Az

% Z Aol E G} 1 2024-06-24 16:44:04

A7

B 2 X0 A& SDKE AHg5k4] @3l uni-appS 53] 2% COS(Cloud Object Storage) #1210l 1}1-& H 2 =t 7+
o FEE ALg e TS AP

g

H 2 X+ XML API PostObjectZ 7|¥ho. 2 gk,

A

=TA

Aty T2 A A

1. ZHEdC oA ofdg Mefstd ZHENET} o} S-S AW E 2yt

2. el whe) Bgafol| wret A1Zkek @7 9ol ] COS Bl 4 25 4443k 819 PostObject policy 43S 7 4+5H
T URLY MY HE S ZHEN S of Hhekety

3. ZHEJ =& PostObject APIS ©&35t0] Y-S COSol d2 =gk

&34 34

H 3t H ek PostObject policy A2 HeF 3 9|5 atA o & A|5hstH X4 H oA 4 2o Y 2=sk= HTh AL
8% 4 A&y

QR HRh A7t loje] Cos utdd AR5 AR R 7|E a3 Holie 2A9 Bet g S maby o2 A

o+ dsyo

thE Elud 584 uni-appoll A A 3oHe 3 el gl 25 APIS AMgste] $U TS o E )Y (Web/m]

Uz 2ae/App) it SEEES 34 94

QA 27

1.COS &0 215t M A& 4§/ 5Fo] Bucket(H 3l 0] &)} Region(2] A o] &)= & S53tych ApAIgH W-&-2 H]
7214 EME FRSHIAI L.

2. CAM &0l 2915t 5 T = A E o] Secretld?} SecretKeyS & S3y .

3. M2 AHAAE HZle] AlE B fo] A & o] 535}o] **H ok ¥H2] > CORS(Cross-Origin Resource Sharing)**& A1 &}
Stal 43 715 ST o o|n| A= A oAl YTk AbA|RE Y8-2 S = A T ol A|A A g st
AL
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Cloud Object Storage

&2 Tencent Cloud
s A
Al A
F9:
g 4] Wi i Kol AW Sof|A] Afo] E ApAof] thg |k &l BA|E 7ot Ao] F5UT
THEJEJRE
1. A8 APIZ 1d35to] Qlojo] o] A2 S At A S AlAtsto] ZHEQIE 2 whalghch 718 AR HE L

post-policy Cll Al & L5t Al 2.
2. HBuilderX<] 7] 1%%&% A}8-81o] uni-app WS FH5 UL
3. ‘3}3 F1ES EA}OP"% pages/index/index.vue o+ o] U|-&-3 H}L 1 post-policy APl T H A2 54 5ko] MH 3

‘J—“_‘E

2(1AM T E A APNE 77| =2 gy
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<template>

<view class="content">
<button type="default" @click="selectUpload">H¥d YZE AEH</putton>
<image v-if="fileUrl" class="image" :src="fileUrl"></image>

</view>

</template>

<script>
export default {
data () {

return {
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title: 'Hello',

fileUrl: '!
bi
|
onLoad () {
|
methods: {

selectUpload() {
var vm = this;

// 8 B2 FXY FE9 url encode P4
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21")
.replace(/'/g, '%27")
.replace (/\\ (/g, '%28")
.replace (/\\) /g, '%29")
.replace (/\\*/g, '"$2A');

bi

// URE F=2 9 2AF F9 717
var getUploadInfo = function (extName, callback) {
// WlEsl 9lojo] cos A HARE AL dZE WA} postObject APIO| H.
// MY oAl FIl: nttps://github.com/tencentyun/cos-demo/tree/main/serve
uni.request ({
url: 'http://127.0.0.1:3000/post-policy?ext=' + extName,
success: (res) => {
callback && callback(null, res.data.data);
b
error (err) {
callback && callback (err);
b

bi

// QRE QA S AA6lal YEZEE postObject API ¥ policy A HSE ARE
// BPI ®A]: https://www.tencentcloud.com/document/product/436/14690#.E7.AL
var uploadFile = function (opt, callback) {
var formData = {
key: opt.cosKey,
policy: opt.policy, // Base64 policy =AE
success_action_status: 200,
'g-sign-algorithm': opt.gSignAlgorithm,
'g-ak': opt.gAk,
'g-key-time': opt.gKeyTime,
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y

}

</script>

<style>

Y

ti
//
if

Cloud Object Storage

'g-signature': opt.gSignature,

A7 AARS 8l YA 71E AFEStE A9 x-cos-security-token AEY T Q

(opt.securityToken) formDatal['x—-cos-security-token'] = opt.securityT

uni.uploadFile ({

1)

url: 'https://' + opt.cosHost, // AA ap1 F47} ofd oA
filePath: opt.filePath,
name: 'file',

formData: formData,

success: (res) => {
if (![200, 204].includes (res.statusCode)) return callback && call
var fileUrl = 'https://' + opt.cosHost + '/' + camSafeUrlEncode (o

callback && callback (null, fileUrl);
b

error (err) {
callback && callback (err);
|

// g A

uni.chooseImage ({

success: (chooseImageRes) => {
var file = chooselmageRes.tempFiles[0];
if (!file) return;

// DEEY 2Z mtdo] FE 77
var filePath = chooseImageRes.tempFilePaths[0];
/) YRES TUe] HYAE LA WA A9 cos AR A

var fileName

file.name;
var lastIndex = fileName.lastIndexOf('."');
var extName = lastIndex > -1 ? fileName.slice(lastIndex + 1) : '';
// AP JdREE 9F =HR olF, 42 9 A4 59 A7
getUploadInfo (extName, function (err, info) {

// Y dRE

info.filePath = filePath;

uploadFile (info, function (err, fileUrl) {

vm.fileUrl = fileUrl;

P

P
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.content {
padding: 20px O;
display: flex;
flex—-direction: column;
align—-items: center;

Jjustify-content: center;

.image {
margin-top: 20px;
margin-left: auto;
margin-right: auto;

}

</style>

4. HBuilderXol A A% > B2} A2 A8 > ChromeS eyt 1 ot BEate oA JEET td S AT

g
4 9lay

A9 AHe ohg ofn X g 24Ut

24 dzE H3-
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uni-app

Demo & 4

Demo tH& 2 E F4: upload-demo
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‘ Programmatic - Read-only

access

o

Frontend

;‘ Write-only
Programmatic
Bucketez | vy oy OO

Backend —_—

el | P\ R EEE LS
Internet > a )
caGl Read/Write Storage resource pool
Programmatic

access

Bucket 1

o

“

Test Bucket 3

Identith | Information

parsing | } verification Manageme
; o]

Console access
[ =L —— ~ - Bucket 4
-
< . CAm
Two-factor o ;’ Fine-grained request authentication
[Managed by sub-accounts — Verification authentication Authentication range: account, time, source, request, bucket resource

with different permissions

2. 44 AF

=& A dlolH, ol g/ dlolg & 523 &2 52 to]Eld
24 WA+ dsUch AA 22 715
#pel7h 5| o] go27] 9l Abx7H Bk ot o] &

Ayt

WA HF 71502 1A JRE F A
12 5ok ¥ o] = E elojel e g 7] |

5
o A& g2 FEAG S 23T CAM ARG Bl g A

-{o

oo ofp xE

Object Lock
Status c
" Policy Type Time-based Strategy
Admin Retenton Period e ©
he re a positive integer and can only be .
e Malicious user Bucket Storage resource pool
Cancel

S
o
)
i<k
I
wn
)
=h
o

Configuration side Operation side

3. tlo|g| A3 5+

Tencent cloud COS+ o] B &S5} ¥ #|o], 8|7l BA| L gto] TAlo|Z 5& 35 go] g I & A Lgyh
S W 8o] 50 Qle= A2 4535 7|50 2 glo]g 9] 7|/2A7] BoFE BAFstH W A|ojet HZl BA| £ 58
44 A5l E1LE5 Assto] dlolg o] YA S BAsta, HlolEiE Al 42 AR

A

E AL okol = o = Abx et o wigl A
Mol A ol e1E B 4 Aguich £3 o] TAfo] 23 53 vlo] el S AR AAlsted Hlole] A Hl§2 F
U 4 U,

ol-
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B Ao} 3t Gojr] 8l Ak WA Zl YUtk M Ao M BBk $ 5A% ol 5L 7h U e g
S59 59 o] 22 /b Mg i shedo] A H UL 5L S ARISHA Akl nkA 7 Y B U Hol B g A4
2 ARRAL Fol27] 3 A9 AP M MBS 58 o w1 glolelo] A 23k Blo] el S dte] 24
2428 4 Asuc

file.img, current version

7ite.fmg, versionld: TUET

file.img, versionid: 104 Deleted file (file.img) file.img, versionld: 104

file.img, versionld: 103 > file.img, versionld: 103

file.img, versionld: 102

file.img, versionld: 102

. ————

file.img, versionld: 107 file.img, versionld: 107

Bucket with versioning enabled

71 Qo= COSE Bl B 7|52 A 23 AFR A= A8
2 5A45to £ 7—:‘. o2 Al HF7F 7 d Yy th FE HZlof
&3l tleje g 57 4 A5y
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‘,’ Bucket replication 1
Admin !
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.
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A 4= &Yt glol g st A Ao], H{Al EA) U glo] T Ato]F 7|52 Z§H5Ho] Tencent Cloud COS+= ¢}
a9 ghuist 2E Adiuto] £24S A THUT

file.img, current version

Encryption on server (optional)

' COS integration

] (05 encryption options Encryption

] s e

i e delete marker, versionld: 104 | Ty

| Authentication S - ——— ! Deletion '

1 module file.img, versionid: 103 loperations

! Uerautt Key LUstorme ey _ 1 . i

E _ “ \ file.img, versionid: 107 d : .

| | Delete |

1 | marker | v

3 1115 Ket » | 1 emmmmmmmmmm e e ~

. R ' Reserves the version history of objects Temeees e .. . K
e e e - N fl____j__w,f’ ! Bucket replication (optional)

T LTTTTTTTITIII I N 5yncs objects to another bucket
omTTTTTTT T m e mAn s - ! Lifecycle (optional) Y\
Encryption before upload B 7encent Cloud KMS file.img, STANDARD_IA

Sets abject transition rules to reduce costs

IA_filejpg, STRNDARD_IA

Transitions to STANDARD_IA after 30 days

' Generates keys
Uses 50K to encrypt data before upload: A filejpg, STANDARD. IA

Manages keys

very_old.iso, ARCHIVE

Supports lifecycle

‘. Reduces remote backup costs %

4

£ 2 Hn o AEYA] HH[A S F 2 o] 5L HoH @%L“Oﬂ gk @ 7F =& Hol2kw SCFojl 7]yt
3 COS Al B &2 4 e 4 45U th WA glo|g 7} th2 Zatec HIE (AWS L= 0SS)oll A= of 9

Tt SCFE 53l tlol e 57185 EgASIAY WA A= 94 A °H &5l glojE]o] S BT Y =
3t SCFE &3l to| g nlo] 18o] S E 2|7 5tH £2 o] 7} Tencent Cloud COS AJH] Aof Wi & Tencent
Cloud HZ! B4 7|5 02 4 zjsf B2 APs 4 &} npA] ek o & Tencent Cloud P33t #e] EA4|E E3)

COS9] to]&] AN A HTHS Te|5to] ZTh2 2l Ao A H|o] B} S Tencent Cloud COSO| A B8 4= Q15U .

)

Users | Beijing region : Guangzhou region 1 CON : Users
: ! : 1
! i ! i
| e e : |
1 1
| : Public network U | :
1 |
1 ! |}, Backup bucket B of 1 :
: | " another cloud vendor : I
1 N 1
| i
1 : Public network ,* 1" h
! 1 \ 1 1
1 R
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: Microservice/SCF :7\4 ket replication ) A a : 5:7 ! H?EE\TD
- e CBN 1
_PUT .- \ sull | gratio V ! ; \ \
1 K 1
S =N B AR A2
Users | : " Backup bucket : i :
i Master bucket A of T ! e Cof CQS 1 s : Visitor
: another cloud vendor Oriéin—pull hot s -==""Cross—fegion : '
I migr'ﬁtion """""""" replication Cross—region 1 ',-' :
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1 ! p »'. ¢f“ !
1 et 1
: | 4 i H 1
H 1 H 1
' ! 1 !

C

Backup bucket
D of COS
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219 5 BUEY 40

Tencent Cloud COS+= SCFE 7|Hte & & 7|52 A3 @Yt SCFE &5l DeleteObjectet 22 1193 2He]oll
SCFE A3 ch 1917 Z2ho] YojihS w) o|m| oL} e Eof el e B 2tz 39)d WS Lejm Y
£ SAAZ 4 AHYT
: l Sends notifications via 5MS or emails 1315210 )
! 2 FEER CF
Add a Trigger w
Trigger Method  COS trigger : Admin
COS Bucket test : T/’[‘QQE’[’S SCF
;‘ Event Type File Deletion :
> Prefix Filter °|eas refi I
Admin Suffix Filter ] - a
Enable Now : Deletes a file
Malicious user Bucket
Cance P

Configuration side

Operation side

NESC

Tencent Cloud COS= 92| 7}#] Q] o] ¥e 27 21 EF
o= 1Y AHA| (DeleteObiject), THY & o] 22 7] (PutObjectCopy),
o, B2 AH A 2S5 B AT AR 2] 5 191y W92 Eel Pt AT 4 st B 4
7?, -\‘—_]-Eq 5§H°1]t tﬂzl /:,PZJI(DeIeteBucket), l;ﬂ o]-]}\«]]/\ X-]]O‘] E'—]Z\_ -’F@(PUtBUCketACL), H’]Zl Zé -—H ‘/l\‘@
(PutBucketPolicy) 59 2% o] E3H=lm CA 271 242 5o Eeig 2 193ty Be 44 +4 502 Egj7 9%
2 AP 4 Y&y

iy

715 AZGUC ¥ AL

AH7ls AR LES
o At 7 (PutObjectACL) 5-2] 2t o] E@Q

I}
u}

12

3!
=
E
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Log content ( \
{ \ é f \ Resource owner qcs::cam:uin/39862:uin/39862
Accessed resource qcs:cos:bucket/object
/ Access time 06/Feb/2017:12:02:38+0000

Rermote IP 120.69.58.5
Requester identity qcs:cam:uin/39862:0in/26565 Log storage
WG Request ID n7932GNjYTLANDVYMDRLXzUyOT
Operation REST.PUT.DBJECT
CAM authentication logs Bucket logs Requested parameter — x-foo=bar
Request response 200 .
Behavior
Request error code noAccess .
monitoring
Bytes sent 265698
T
Object size (in bytes) 4096 o
App Duration 265
a Access logs Source h;tp://www.qq.Cam//'n/je,html Alarm
C 49,50 .
. f ' User proxy romej: triggers
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Create Bucket

o Information

Region China v Nanjing v

The storage bucket communicates with other Tencent cloud service Intranet in the same region;The

region cannot be modified after creation, please choose carefully.

Name* ®
You can also enter 21 characters,Lowercase letters, digits, and hyphens are supported.The name
cannot be modified after it is created.

Access Permission ) Private Read/Write Public Read/Private Write  High risk Public Read/Write

High risk
After authentication, the object can be accessed. You can browse throughSetting Access

PermissionsAuthorize users

Endpoint <Name wyqcloud.com

Request endpoint

Cancel

H 2 A7 B ol o] A]-d e

€ Back to Bucket
List

Q Bucket ACL(Access Control List)®

Overview Public Permission ) Private Read/Write Public Read/Private Write  High risk Public Read/Write  High risk

File Li After authentication, the object can be accessed. You can browse throughSetting Access PermissionsAuthorize users
ile List
Basi User ACL
aSI(_ . User Type Account ID @ Permission
Configurations

Root account Full control

Security
Management
Add User
Permission
Management

= Bucket ACL(Access
Control List)

penmEsopalicy Permission Policy Settings

Settings

Associated CAM

Policies

Strategy Effect User Type Account ID Resource Authorized Action Condition

7 Y3 B3 43

185l BS 2ok 2 slufoln, O Yels HTTPY Referer 36| & £ Wk 2l AZ81=
5]85tAY A E
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1
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€ Back to Bucket .
List
Q Hotlink Protection
Overview Provided by COSAnti-theft chain configuration, Configure blacklist / whitelist to preve
traffic or other means to misappropriate resources
File List
Status (:)
Basic
Configurations Type O Allowlist Blocklist
Security Empty referer.3) Allow @ Deny
Management
Referer *

CORS (Cross-Origin
Resource Sharing)

« Hotlink Protection

Server-Side

Encryptlon )
o] 7| &= ol referers 7R &2 A= AL AAsIH, EE
o o

4 Q& Uth 54 Eoelo) A 13 o
591 9 A4 Eoel EE IPS
YA BEo g WHES I

o

Cloud Monitor 1 AA

20 92 THSH £80) 2 E 21 A5t o 8o o, 2312 95 FRG BE ABH AW AL
A4 H o 210 F0)5 7] &oiok drhe WHo] &Ytk B8 BAS HAlo] W2i5t7] S 5kAI R Cloud
Monitor 41L& 4% 4 AU ®4) COS 240l 4 ML AT o S0l A1 74T 4 AxUTh

©2013-2022 Tencent Cloud. All rights reserved. Page 389 of 593


https://www.tencentcloud.com/document/product/436/32466

&2 Tencent Cloud Cloud Object Storage

Access Permission Private Read/Write ) Public Read/Private Write High risk Public Read/Write
High risk

Data in your bucket can be read without authentication. This configuration is not recommended

because of high security risks.Write operations require authentication

/A Charging warning: Enabling the public read permission may generate unexpected

charges for Internet offline traffic. For details, seeTraffic cost [4

(D If you must use public read permissions, it is recommended that you take steps to

avoid unintended costs, seeAnti-theft brush guide [2

| have read and agree to the {COS Charging Description for Object Storage Buckets) .,
{Sudden Spike in Requests/Traffic})

Default Alarm ()

An alarm notification will be issued when the offline traffic within 1 minute is detected to be greater
than 5000MB.

Aae] 715 H o] Q FALFS S=51A] E3SHHH | [Tencent Cloud Observability Platform] (TCOP)Z o] 53814 A At
A Fo A A 52 YT 4+ Y
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Observability

¢ Create Alarm Policy
Platform

Monitor Overview

Dashboard o Configure Alarm >
Policy
Instance Group
Basic Info

Report
Management

Alarm
Management
Alarm
Configuration Configure Alarm Rule
Alarm Governance
Cloud Product Monitoring APM RUM Cloud Probe Monitor
Alarm Dashboard
cos v
DEFAULT PROJECT v
Managed Service
for Prometheus v x
Managed Service +Add  (3) Paste
for Grafana
Instance ID v Select object v

Event Bridge

Data Usage Select Template o Configure manually Apply preset trigger conditions ()

Monitoring

Metric Alarm

Cloud Virtual

Machine When meeting any v of the following metric conditions, the metric will trigger an alarm. Enable ale
L ' =O17HM A A5 295, 2= AF ZUE YA COSE 2 t2 41 A 9]
ALE 2 DM A sliob & HZl 2 gtom ERA 23S A A o= 2 g 4 55U T COS HZl 9] Hloj§ &
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5 weA e e =g F5U

COS Z&-HA GAHE Ho|A-2 Fo| X 21 2B E F2 4 lon, B35 & W AP d F=
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€ Back to Bucket | H Eam
List
Q Logging
Overview LoggingYou can record the request log related to the bucket operation and save it in the specified bucket in the fo
manage and use the bucket.Instructions .
File List
Status (@)
Basic
Configurations Destination Bucket -
Security
Management Path Prefix cos-access-log/
Permission Path to save logs: ceshi000-1316781462/cos-access-log/{YYYY}/{MM}/{DD}/{time} {randoi
Management

Service Authorization  You've authorized CLS to deliver access logs to your bucket.

Domains and

Transfer Cancel

Fault Tolerance and
Disaster Recovery

Logging [EEN

. Logging
Log Retrieval
2ando| JeBEr =1 W 8 FAE FT 5 Ao, ofgoll A& A AHEShe 45 BA 7Rt B E
£ alst=5 gy
userSecretKeyld: 2 % o] o] H|Z 7| Keyld
ojofd Aoz SAH LM v 77} =Z =

=
referer: = Srd 3 B S A oA TS Qo 27 o|H, L 2= referer’} WA E ™ thE Ao Eof of3t s aY
song ggd BHS-E2AEE FLA3lo] 3T referer BA| A5 A|5He 4~ 9l

remotelp: WA A 2] IPE &4 4 Qlon AE 4 gl IP7F A H W A AR H) o] 2]-Agt ©2]-Policy
P AAHo 2 o3t & HA 7= 22510 PolicyS T/4d510] sl 1P HZl AAAS FA T 4 QlgUTh oA

©ohew ey
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Add Policy X

(V) Template o Configure Policy

(D When dealing with authorizations, it is recommended that you strictly comply to principles of least privilege. You can
authorize the user to perform restricted operations (such as only authorize read operations) and access only the
resources with specified prefix, to avoid data security risks due to excessive permissions and operations that you don't
mean to authorize.

Strategy ID
Effect Alow O Deny
User * .
Everyone v | 1)
Add User
Resource * O The whole bucket Specified path
Operation * Add Action
Condition (i) B
P v equals to + ® @
Add Rule
Previous
S o =2
3 HS &FA4

AF8} 9] CDN 7h4; £l ALS

Tencent Cloud CDNE. ES & Q|3 o 148
o =of AFE-2F A o] CDN =m|Qlo] AFEHE 72 Tencent Cloud CDN Z4-EH Q1 AN A B-H M| A H| o] H|o] R = o]
Satol THY 4 9lon], A7 ALgHE A% Pae chedt Zayt

A 2T 4.

¢
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Hotlink Protection Configuration

Hotlink protection configuration uses http referer to filter the content being requested. What's hotlink protection [4

On/Off C)

Hotlink protection rules not set

CDN Q1= A4]:

Authentication Configuration

Custom token authentication allows you to authenticate access based on the specified file extension. Access paths containing Chinese characters are not suppo

The authentication parameters are ignored in node caching, which does not affect the cache hit rate of the domain name.

Authentication Calculator

IP Blocklist/Allowlist Configuration

IP blocklist/allowlist filters requests by request IPs. What's IP blocklist and allowlist [4

Rule priority: The priority of the rules below the list is higher than that of the rules above the list.

Create Rule

Rule type Rule Content

©2013-2022 Tencent Cloud. All rights reserved. Page 394 of 593



@ Tencent Cloud Cloud Object Storage

UA Blocklist/Allowlist Configuration

Controlling access by setting the blocklist and allowlist for the User-Agent value in the request header. What's UA blocklist/allowlist configuration [&

on/off C’

Rule type Rule Content Effect Type Effect Rule

No data yet
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CERE RSP

2|2 Ado|E I#}: 1 2024-06-24 16:53:18

AN

Tencent Cloud COSE @3 =& W) 44& A Aguich AgaHE ¥lol Y3 =8 WA 7152 Fo) AA|2 2
of it Bee AEBlo|EB AE MHOR HAs EES WA 4 US
A0

=
A 7155 25t Basrt & HA =S ot WS AAlS

ZERX-RHEE e R

23 =& WA= Header| Referer FA 5 Q% 3lo] woksh

Referer= Header?] I Yttt Hat2-2 7} Web A H o] 272 &2 wl] Refererg &l sid 273 o] o] = 10| #]

o A FAH AR Aol L, Aol A B4 Z3]2] ] Ao]E

AEY

Bl & oA A atd 3 https://examplebucket-1250000000.cos.ap-

guangzhou.mygcloud.com/1.jpg & ¥ A-$, 23 Headerol| Referer7} A5} A &5yt

o & Eof, ol o]\ &9} Zo] https://127.0.0.1/test/test.html O °|H]R] 1.4pg & AYst
https://127.0.0.1/test/test .html ©f YA AT HQ AN A Z2 5 EA|SH= Referer’t 21U th.

< C @ 127.0.0.1/test/testhtml

® © ® Y Q| Viw Group by frame | [ Preserve log @ Di

() xHR )5 €55 Img Media Font Doc WS Manifest Other

30ms 3Ims  40ms  45ms  SOms 55ms 60ms  65ms 7oms  75ms 8ms  85ms

Name X Headers Preview Response Timing
| testhtml  General

1ipg Request URL: https:// examplebucket-125 cos. ap myacloud. con/1. jpe
Request Method: GET

;
e

lencen =

Referer: http://127.€.@.1/test/test.ntml

User-Agent: Mozilla/5.9 (Windows NT 6.1; WinG4; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/73.8.3683.86 Safari/s37.36

<span id="fenxi"></span>

d3 =& Ak £4
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AFEZF AZF COSOf| o]H|A| B]lAA 1.9pg & YRESHH o|u|X] BMA A https://examplebucket—
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urces  Performance  Application  Console  Security  Memory  Audits

Group by frame Preserve log @) Disable cache Offline Cnline ¥
Filter 1 Hide data URLs [} | XHR JS CSS Img Media Font Doc WS Manifest Other

| 10 ms 20ms. 30ms 40ms S0 ms. 60 ms 70 ms 80ms. 90 ms 100 m
I

Name X Headers Preview Response Timing
[] testhtml v General

Recquest URL: hetps:// exaaplsbucket-

Request Method: GET

mygcloud. con/l. jpg

rovisional headers are shown
Referer: http://b.com/test/test htnl

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73..3683.86 Safari/537.36
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2. 93 =& A5 AT ¥zl & st M7l o= o5ty

Bucket Name % Access T Region T Creation Time % Operation

. Chengdu (Chi -
examplebucket-12507557 71 Specified user Ch;ﬂ”;duu)f ina)  (ap 2019-03-20 15:29:59 Monitor Configure  More =

3. Y& Hl ol A [Eet He>[H A =& FA S 26 HAl B

= 3 =87 4% wol A2 ol FF .
493 28 YA Aol A HAE 28 W Wl A 2 o 5T

Hotlink Protection Edit

Status  Off

Learn more 2

5. 93 =8 WA & &Aseta P AE P =HdS AU B Aol e W28 A2 APFy

8 £ 2E/BO|EYAE T AT 2 AFY

EYIAE: 2 AE0 9l =u|Qlo] HZlY] 7] & A A Fao] duAstE A2 Ay B AE JlE =l

o] HjZ1o] 7|2 M| A Fao] HA|AdHE 79 4032 HHEHY T

S| EFAE: YA E| gl= Erlo] 712 7] & YA A Fiol M AT Ag Al B|AE gl =

Rlo] WZ1o] 7] M| A Faof M| A5k -9 4038 Ryt

Referer: =mi[Ql 72 2t 107]9] =ui|Ql &l HFAF viA o] 7hestal =, 1P, A EFLE RS + 5 P49

FaE ALY F4 N o BE AR, FA7E AR A A S vhaEE dU . 2 Aol His At

A= o ZEyd

ZEZF Y= =rA H IPE A LFYTHell: example.com:8080 , 10.10.10.10:8080 S F4&)
example.com & A4St example.com/123 ¥ 0] example.com & FFALR Sh= F47F 5| EHY

ot
example.com = AASIH nttps://example.com U http://example.com = AFALZ ot= F47}
segyun
example.com = AASIH ZE7I = =HQ example.com:8080 ©] 5|EHUYT}
J example.com ©| 5|EXA] &t}

example.com:8080 & AX5IH =H|<l
*.example.com = é%%}‘:‘d 2':_’_]'7:”, 3‘1_’_]'74] Euﬂ?_] example.com , b.example.com ,
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Hotlink Protection

Status (}

Type O Whitelist Blacklist

Allow empty refererp Allow ) Deny

Referer *.example.com ©

Please enter domain name or [P address, support multi-line, up to 10 lines, support wildcard *, such as: * .test.com

Learn mores (4

FAQ

A3 =8 Aol the) T3 AL COS FAQE] £lo] e ek B Aol 4 el 4 gleuT.
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Ad .

Th3 A Al= MD5 A date|go 2 d2

)

A Al zkol ™, T AL SaelE

ftlo

g3 = gyt

PUT /exampleobject HTTP/1.1

Host: examplebucket-1250000000.cos.ap-beijing.mygcloud.com

Date: Fri, 21 Jun 2019 09:24:28 GMT

Content-Type: image/]jpeg

Content-Length: 13

Content-MD5: ti4QvKtVgIJAvZxDbP/c+Q==

Authorization: g-sign-algorithm=shal&g-ak=AKID8AOfBVtYFrNm020Y1glJQQF0c3JO****gqg—si
x—cos-meta-md5: b62e10bcab55a88240bd9%c436cffdcf9
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Connection: close

[Object Content]

WeotE J=E 8%

g2 WEME Y2 E 7|5k Be 24 A YU AN S YeBE YZEY of WHTE JRE 2752 5
sl 21719] Ag=t o) metelo] €12 Mg e 4 U&UTh of 7] A= A2 % ]2 webd] o] €] x-cos-meta-md5 S 7
A SA o2 2T

POST /exampleobject?uploads HTTP/1.1
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Host: examplebucket-1250000000.cos.ap-beijing.mygcloud.com

Date: Fri, 21 Jun 2019 09:45:12 GMT

Authorization: g-sign-algorithm=shal&g-ak=AKIDSAOfBVtYFrNm020Y1glJQQF0c3JO****&g-si
x—cos—meta-md5: b62el0bcab55a88240bd9c436cffdct9
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HTTP/1.1 200 OK

Content-Type: application/octet-stream
Content-Length: 13

Connection: close

Accept-Ranges: bytes

Cache-Control: max—-age=86400

Content-Disposition: attachment; filename=example.jpg
Date: Thu, 04 Jul 2019 11:33:00 GMT

ETag: "b62el0bcab55a88240bd9c436cffdcfo”
Last—-Modified: Thu, 04 Jul 2019 11:32:55 GMT

Server: tencent-cos
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x—-cos-request-id: NWQxZGUzZWNENJI4NWQ2NFIIMWYyXzkINJF****
x—cos—-meta-md5: b62el0bcab55a88240bd9c436¢cffdcf9

[Object Content]

SDK o] A]

&2 Python SDKE Ate| &2 3 A4 AR o 2 A F=of tfgt o Al = ohZ 2 25U
A
FE+ Python 2.75 7|HFC 2 519 © ™, Python SDK2] Z}A| S A& HFH -2 Python SDKQ] 74 219 B4 S =5}
A Al

lo

1. 2718 4%

Secretld, SecretKey, Region< Z 33t AFEA £/ & A5kl Seto|AE HAE /T
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# —*— coding=utf-8

from gcloud_cos import CosConfig

from gcloud_cos import CosS3Client
from gcloud_cos import CosServiceError
from gcloud_cos import CosClientError
import sys

import os

import logging

import hashlib

logging.basicConfig(level=logging.INFO, stream=sys.stdout)
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o

# SecretId, SecretKey, Regiongs XES$ISH AME2} £4& AASuct.

# apPIDE AAoA AAEHHSY wf7fH S Bucketo] APPIDE YF A AI L. BucketS BucketName
secret_id = os.environ['COS_SECRET_ID'] # AFRAF secretid. HAIAE £0|7] Ydl AE
secret_key = os.environ['COS_SECRET_KEY'] # AFRAF secretKey. HYA2IE F0|7] Yl A.
region = 'ap-beijing' # AFEAF Regiono @ ThA|, AAl= HlolH FH

token = None # UAl 7] Token. YAl 7] A & AHE wiol] gt AR &2
CosConfig (Region=region, SecretId=secret_id, SecretKey=secret_key, Token=t
CosS3Client (config)

—

config

client

2. 2tH% A A= HA
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object_body = 'hello cos'
#8419 nas Al S

md5 = hashlib.md5 ()
md5.update (object_body)
md5_str = md5.hexdigest ()

(2) 7t S A Y2

Fl

T 3 EnableMD5=Truet= 24 Y 2= A] MD5 A 2/d3HE 2]n| g}, Python SDKoll 4] Content-MD5E Al 4t
1H d 2= A|7Fo] T4 Al AE YUt COS A B 7t 42kt 2= o] MD5 3l A %t} Content-MD57} & %] 3l oF 2] 7} A

olr
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SX o2 R gyt
x-cos-meta-md5+= AH&AF 74 o] g vl 7 HH 4= (A8 2} 7 o] 7 420] o] § B2 x-cos-meta-*)°| T, = | A| o] A=
743 2] MD5 3l Al g2 LR U ot

#7tHE A Jd2T 9 vps HAAF A3}

response = client.put_object (
Bucket="'examplebucket—-1250000000", #AHEAF Bucket O|E9F whA|. examplebucke
Body='hello cos', #PETI A Zel=
Key='example-object-1", +JEZEZE A9 key FHOE A
EnableMD5=True, +HZ2E3%H Mps AN EASH
Metadata={ #AFEAL o] wizfvs A A9 mps AIRES wivF
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&2 Tencent Cloud
'x—cos—-meta-md5' : md5_str
}
)
print 'ETag: ' + response['ETag'] # ObjectQJ Etag Zk

(3) A g2

A e e, AL A A o) S 5P

#2474 tezE
response = client.get_object (
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Bucket="examplebucket-1250000000",
Key='example-object-1"
)

Cloud Object Storage

#AHEAF Bucket O|E59 2 whA|. examplebucke
$THE 2T A9 Key @

fp = response['Body'].get_raw_stream()

download_object = fp.read() A EH=x FE

print "get object body: " + download_object

print 'ETag: ' + response['ETag']

print 'x-cos-meta-md5: ' + response['x-cos-meta-md5'] #AFEAF H o] miZHH 4 x-cos-—me
(4) AR FA}
WA E 434 02 th2 2 B3 5, A sfA|gh2 A2} AlAbsto] (FAF d e &2 A =& ufel 5Ll o &) A
22} A o] nf 7§ ¥ 4= x-cos-meta-md52} Bl w0 24 the 2 =8t AA ot R EE Ao Zelx7t Ax|st=A] Q1=
Fyrt.
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$TH 2 E3F Ao Mps siAlZE AL
md5 = hashlib.md5 ()

md5 .update (download_object)
md5_str = md5.hexdigest ()

print 'download object md5: ' + md5_str
s EES ZAA|9] mps Al 2T ZHAC] Mps sAIGtS Hlwsto] A A R QT
if md5_str == response['x-cos-meta-md5']:
print 'MD5 check OK'
else:

print 'MD5 check FAIL'
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3. 4 HejntE d=E A
(1) 2R o] sAI gL AL

7o) e nE S Al e o| Aot WA A o] B A1z A4k Th The-S MD5 AAF e 02 9L Ao

siAlgroIH, thE AAF daE| S5 A 8E o= sy

OBJECT_PART_SIZE = 1024 * 1024 #2 HE|TE 37| AlEdHolA
OBJECT_TOTAIL_SIZE = OBJECT_PART_SIZE * 1 + 123 #= A A7)
object_body = '1' * OBJECT_TOTAL_SIZE #4A] ez
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A A ZRI=9] mps sfAlgE A4
md5 = hashlib.md5 ()

md5.update (object_body)

md5_str = md5.hexdigest ()

(2) HEITE 2E 27|38}

HE|GE Y2 27|35} A| AF&AF A 2] ulj 7] ¥ 4= x-cos-meta-md5S A 511, A A A 2] MD5 s A H2 ol 7 4
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#HEIGE d=E= 27|39}

response = client.create_multipart_upload
Bucket="'examplebucket-1250000000"', #AFEA}F Bucket ©]F2Z TA|. examplebucket ¢
Key='exampleobject-2"', tP2ESH A9 Key TR A
StorageClass='STANDARD', #7AA o] AER A 2#H
Metadata={
'x-cos-meta-md5' : md5_str #AFEZE Aol miZiH4+E Mps AIGCE AR

)
+HE|TE PYZ T3t Uploadid 5
upload_id = response['UploadId']

(3) A HE|EE J2E

A HE|THE JREE= AA & ofg] tER B3sto] YR Esh= A2 ofnshyt. 2 of 1000070 714] &g
owm, zt otE 9] 37| 1MB~5GB, kA9 ItE °] 3 7]+ 1MB B[ Tt 5

o] PartNumber(¥1 2)Z A4 3| oF g1 th. EnableMD5=True= HE|utE AL EA5HE 52510, & A5 A d2E A
7ro] th4 A AUt} o|w) Python SDKOJ|A] 2} o} E o] Content-MD5S o, COS A¥ 7} 4=2tst Z4 &) 2] MD5
3| A]Zkol Content-MD52t A x|allof HEJTIE S J 34082 YR ET 4 JFUTH R =0 AJ-3stH 7t ohE 9
ETag”} ¥re-d Ut
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A4S HeElgE A28 of, Z+ uwEQ] AV|= 0BJECT_PART_SIzZEC|W, mx|9} wEQ] A7|= oBJ
part_list = list ()
position = 0
left_size = OBJECT_TOTAL_SIZE
part_number = 0
while left_size > O:
part_number += 1
if left_size >= OBJECT_PART_SIZE:
body = object_body|[position:position+OBJECT_PART_SIZE]
else:
body = object_body[position:]
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position += OBJECT_PART_SIZE
OBJECT_PART_SIZE

left_size -

$HE|TE A==
response
Bucket=

client .upload_part (

Key='exampleobject-2",
Body=body,
PartNumber=part_number,
UploadId=upload_id,
EnableMD5=True

)

etag

response [ 'ETag"'] #ETag+s

part_list.append({'ETag' etag,

print etag + ', ' + str(part_number)
(4) HElRtE J2E v

= Hejute 42 Eg X of
E|ojok 51, COS A{H| = o] & Z+ =
A7) 23] 262 2] MD5 3 Al Zto]

AE5E Fol FASHIA 2.

_\i u

Oh g

©2013-2022 Tencent Cloud. All rights reserved.

'examplebucket-1250000000",

Z}

'PartNumber'

Cloud Object Storage

#A22F Bucket ©o]22 =2 THA.

#4442 key B

examplebucke

$HE|THE HAF A3, cos MH7F ZF orEC] mps HAF AA].

otEC] Mps 3 EA

part_number})

S W3l = ETage
A& E%—‘%EE%P o= AHE-AF A 9] Hj
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tHETE drE o8

response = client.complete_multipart_upload (
Bucket="'examplebucket-1250000000', #AFEAF Bucket ©]52 2 TA|. examplebucket ¢
Key='exampleobject-2"', #7—]121]9—] Key %)\'
UploadId=upload_id,
MultipartUpload={ #2E TEO] ETag? PartNumber’} E%F th3sfof gt
'Part' : part_list

b

¥eTags WA AR RRAS A7) 98 1 Bagto, AM Zelze] ws sAZko] opgul
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print "ETag: " + response['ETag']
print "Location: " + response['Location'] #URL 4
print "Key: " + response['Key']

(5) 44 ez

W& ohe R ESIAL, AL Aol B4 s gyt

§ AH geEc
response = client.get_object (
Bucket="'examplebucket-1250000000", #AF&A} Bucket 0|52 2 thA|. examplebucket ¢
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&2 Tencent Cloud

Cloud Object Storage
Key="'exampleobject-2" #2949 Key %

)

print 'ETag: ' + response['ETag'] #8219 ETage A ZRIZ9]

print 'x-cos-meta-md5: ' + response['x-cos-meta-md5'] #A]'%Z]' @94 DH7H‘CH—/F X—COos—-m
(6) Z4A AA
HAE T o2 th2 23 H, WA 2] MD5 sl Al gh-2 A=t Al4ksto] AFE-2F 7 o] vl 7] ¥ 4= x-cos-meta-md5£} H
w3 B Th2EES Aot R EH A o] ZRI=7 LA ch=A] 1St

Aol Mps SAIGE AlAE
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fp = response['Body'].get_raw_stream()
DEFAULT_CHUNK_SIZE = 1024*1024
md5 = hashlib.md5 ()
chunk = fp.read (DEFAULT_CHUNK_SIZE)
while chunk:

md5 .update (chunk)

chunk = fp.read (DEFAULT_CHUNK_SIZE)
md5_str = md5.hexdigest ()
print 'download object md5: ' + md5_str

4T EESE A9 mps AR AEREH A9 mps sAIgtS Hlalsto] A L] ofF <l
if md5_str == response['x-cos-meta-md5']:

print 'MD5 check OK'
else:

print 'MD5 check FAIL'

o|N
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CRC64 ZAA}

2|2 Ado|E I#}: 1 2024-06-24 16:53:18

Zefo|AEL} A Thof Ho] 7} A EE A ol o] Elof] @771 Y517 = Syt COS+= MD5 452 & Hlo] g &
A4S 1355tM, CRC64 AAF ZEE o] &3l tlo]E HAAME Yo

COS+ M= YR EE = Ao CRC64 At AAIsHL, 1 AatE Ao L4 0= Hytdhytt, o] & vhghy]
& sl tfof| x-cos-hash-crc64ecma”t Z &% =4, o] dlt]= A2 E=3F A2 CRC64 4t-S LEH ™ ECMA-182 &
of what Al4tsto] 3hS A5 Ut CRC42] /3743 1% o] A Al FE COSe| ZA| ol E2H5}17] wjZoll COSoll A
A o] CRC64 gh2 Al4telA] k&Yt whetA s 39 A& €53 w CRC64 gho] REgHE]| 2] b5

rlr

N HN oo

N

Fd At

&z CRCB4E A Y35t= APIE= thg o U Th
HE R E Qg T ol A

PUT Object?t POST Object: e S 3| tjol| A I o] CRC64 HAF &t &5
HE|TE JEE QIE|To] A

Upload Part: COS®l| A ¥t2HE CRC64 gttt 2 ZH o)A A4t ZhE vl H S gyt

Complete Multipart Upload: HE]otE ZtZkof] CRC64 4/d 0] 1.0 ZHA| 2] CRC64 Zho] ety th. st x| uh Jd 7 &
E]o} Eofl CRC64 gto] gl 4%, ¥rehs 2] &Yt

Upload Part - CopyE A 35t o] ¢} t-&-5h= CRC64 4tol REeHg Y.

PUT Object - Copy=S A3 st ufj ¢E 7§30 CRC64 %Ho] Q.o CRC647} HEghe| a1, 87| ¢ko
Yt

HEAD Object®} GET ObjectZ A &gt wj 210 C
ot 2o A Al4tE CRC64 32 vl A5 4 Ad5Yth

st
A

Y.

S O
49

olv

rg
e
i)
>
52
i)

AP| o A]

HE|TE == 3F
22 AH&2H7}F Upload Part 23 & 5t 5 &
e JepA YT s 2kt 2 Z ol A A4S CRC6

rlo
t
rr

o
&)

oll Al 4 Y t}. x-cos-hash-crc64ecma 3| &l = HE] o} E ] CRC64
A

gre vlmstel WelntES] RN S AR 4 AsU

.p
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HTTP/1.1 200 OK

content-length: 0

connection: close

date: Thu, 05 Dec 2019 01:58:03 GMT

etag: "358e8c8blbfa35ee3bd44cb3d2cc4l6b"

server: tencent-cos

x—cos—hash-crc6d4ecma: 15060521397700495958
x—cos-request—id: NWRI1IODYOMmJfMJjBiNDU4NJRENJkyZ180ZjZi****

HE g E g2E g8 &7/
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22 AH&-AH7F Complete Multipart Upload 2.7 &

3o CRC64 32 Lrebai U ch i gtat 220l 4 A
=3

U

wskel AH LA A

Cloud Object Storage

t}. x-cos-hash-crc64ecma

HTTP/1.1 200 OK
content-type: application/xml
transfer-encoding: chunked

close

05 Dec 2019 02:01:17 GMT

tencent—-cos

connection:
date: Thu,
server:

x—cos—hash-crc6decma:

©2013-2022 Tencent Cloud. All rights reserved.
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x—cos—-request—id: NWRIODYOZWRfMJINiMjU4NJRfOGQ4M181MDEwW****

[Object Content]

SDK o] A]

Python SDK
22 Python SDKE At = &F A AAPH O 2 A FEof tigt oAl = th2 2 254
A

FE+= Python 2.7 7|HF2. = 5191 21, Python SDKO] ZkA|gE A& HR 2 Python SDKS] 714 21¢] A& &alst
A
H

lo

Al

1. 2718 A43H

Secretld, SecretKey, Region<

%
olf
>

2

ofo
N

2L

b

ox

o

i

ox
ol

ol

I

Ll

o

e

re

[m

=

i

oZ

oXx

w

L

o
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# —*— coding=utf-8

from gcloud_cos import

from gcloud_cos import

from gcloud_cos import

from gcloud_cos import

import
import
import

import

logging.basicConfig(level=logging.INFO,

Sys
logging
hashlib

crcmod

CosConfig
CosS3Client

CosServiceError

CosClientError

©2013-2022 Tencent Cloud. All rights reserved.
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# SecretId, SecretKey, Regionga XESH AR £4& AAS ).
# APPID= AA oA AMAIEIg oY w74 Bucketo] apPIDE YHSIAAI 2. Bucket2 BucketName

secret_id = COS_SECRETID # AFRAF secretid AEZE A

secret_key = COS_SECRETKEY # AF2AF secretKey AEZE thA|

region = 'ap-beijing' # AFEAF RegionlZ ThA], clAl= Hlo]A A

token None # LA 718 A 49 Token ¥F, Z|EFIO] nulle]H UHSHA]
config = CosConfig(Region=region, SecretlId=secret_id, SecretKey=secret_key, Token=t
client = CosS3Client (confiqg)

2. 4R o] FA gt A
A3 o] HE|mtE S Al Sl o] dskaL, A 244 2] CRCe4 AN ah= Aty o
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OBJECT_PART SIZE = 1024 * 1024 #2t HE|TE 37| AlEF oA
OBJECT_TOTAL_SIZE = OBJECT_PART_SIZE * 1 + 123 #= A A7)
object_body = '1' * OBJECT_TOTAL_SIZE #4A ez

#$41A AAQ crcea AAF ZF AAE
c64 = crcmod.mkCrcFun (0x142FO0E1EBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL,
local_crc64 =str(c64 (object_body))

3. HE|OE g2t 27)3}
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tHEME AR 27|59}

response = client.create_multipart_upload
Bucket="'examplebucket-1250000000', #AFEA Bucket ©|522 TA|. examplebucket
Key='exampleobject', tAZEZ A Rey H2Z TA
StorageClass='STANDARD', #70A9] AEZ A §F

)
$HEJTME PYREZ uploadid FE
upload_id = response|['UploadId']

4. 47 HEjnE g2E
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A EJTE Q2 E &= A& o2 HER B&sto] dR st 2 S8YT
A5yt ZF ZtE L] 37]&= 1MB-5GBO| ¥, ot gt ot E 9] 3 7]+= 1MB BT 4= 9]
7+ ot E o] PartNumber(¥1 2)& A4 5ta1, 2t o} E o] CRC64 ¢f= Al4tshi o ych
2HE]= CRC64 7t Tt 2 Zof| A Al Zhe A 4= Al

N

Z

e,

%]t} 100007 TE7}A| 25+ 4
Syt HelgtES J2 =3 o

#2842 HeElgE JR2cs uj, Z ofEQ A7|&= 0BJECT PART SIzeo|H, ulx|gt utEQ] 37]= oBJ
part_list = list ()

position = 0

left_size = OBJECT_TOTAL_SIZE

part_number = 0

while left _size > O:
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part_number += 1

Cloud Object Storage

if left_size >= OBJECT_PART_SIZE:

body = object_body[position:position+OBJECT_PART_SIZE]

else:

body = object_body[position:]

position += OBJECT_PART_SIZE

left_size —-= OBJECT_PART_SIZE
local_part_crc64 = str(c64d (body)) # =0 crcea Ak
response = client.upload_part (

Bucket="examplebucket-1250000000",

Key='exampleobject',
Body=body,
PartNumber=part_number,
UploadId=upload_id,

)

part_crc_64 = response['x-cos—hash-crc6decma']# Aol A \FEHE crce4

if local_part_crc64 != part_crc_64: # ©lolel ZAAF
print 'crc64 check FAIL'
exit (-1)

etag = response['ETag']

part_list.append({'ETag' : etag, 'PartNumber' : part_number})

5. dE|RE J2E &8
2E HENE

=
CRC64E H|1 AF T & 35U
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tEETE drE &=

response = client.complete_multipart_upload
Bucket="'examplebucket-1250000000", #AF2A} Bucket O]9 2 ThA|. examplebuckets ¢
Key='exampleobject', #74A|S] Key &
UploadId=upload_id,
MultipartUpload={ #2E TE9 ETag? PartNumber’} 2% ti3Eojof 3t
'Part' : part_list
b
)
crcbdecma = response['x-cos-hash-crc64ecma’']
if crc6decma != local_crco64: # tlo]gl HAt
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print 'check crc64 Failed'
exit (-1)

Java SDK

A 2=+ Java SDK| 2l QBT o] & ARE-2 AUt Java SDK 74| #1912 Fralsh Al 2.

ZZ0A 5L 9] crc64S AAHsH= B

String calculateCrc64 (File localFile) throws IOException {
CRC64 crco6d4 = new CRCo64();
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try (FileInputStream stream = new FileInputStream(localFile))

byte[] b = new byte[1024 * 1024];
while (true) {
final int read = stream.read(b);
if (read <= 0) {
break;

¥
crc64.update (b, read);

return Long.toUnsignedString(crcé64.getValue());

CcoSollAl 1Y 9] crc64 ZH2 7HA oA 24 A3} FHAMSH= wHy

©2013-2022 Tencent Cloud. All rights reserved.
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// cosClient YA Fil: [A|&S}H7]] (https://www.tencentcloud.com/document /product/436/1
ObjectMetadata cosMeta = COSClient () .getObjectMetadata (bucketName, cosFilePath);
String cosCrc64 = cosMeta.getCrc64Ecma () ;

String localCrc64 = calculateCrc6b4 (localFile);

if (cosCrc64d.equals(localCrc64d))
System.out.println ("ok");

} else {
System.out.println("fail");
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3] djo| g At
COSE Druid®] Deep storage= A&

% Z Ag|o]|E Y} : 2024-06-24 16:53:18

< Z A
oE 5

HADOOP-COS2} Hadoop-COS-Java-SDK(HADOOP-COS2] dep t] | Ef 2] Qtojl 3}
Druid ¥ Z: Druid-0.12.1.

che2E 9 4%

HADOOP-COS TH2 2 &
YAt Githuboll A HADOOP-COSE th& 2 E35}4] Al 2.,

HADOOP-COS A 4]
Druid”} COSE Deep Storage= AF-8-5+2 ™ Druid-hdfs-extension©] & 2 3t t},

HADOOP-COSE th-2>Z2E3H & dep Y2 E 2|9 hadoop-cos-2.x.x.jar BH-& Druid?] A2 29l
extensions/druid-hdfs-storage 2t hadoop-dependencies/hadoop-client/2.x.x ©f BAFY
c}. Druid7} HDFS pluging AF-8-5ko] COSoll A A| 2 5}7] wfjFof A1)t vz o] Druid2] HDFS plugin B 3} U ] 3

of gt

AHE

>3 A%

1.Druid A %] 429l conf/druid/_common/common.runtime.properties IYS £A3} hdfsQ
extensions druid.extensions.loadList ©f F7}gtUth hdfsE Druid2] deep storage® A A3sl1 HZ2 &=
cosn 4 == 2HJgtyt
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properties
druid.extensions.loadList=["druid-hdfs-storage"]
druid.storage.type=hdfs

druid.storage.storageDirectory=cosn://bucket-appid/<druid-path>

2. conf/druid/_common/ U2E 20| hdfse] 714 o} hdfs-sitexmlS A2 THE311 COS9| 7] A 52 2Hd
s
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<?xml version="1.0" encoding="UTF-8"?>
<?xml-stylesheet type="text/xsl" href="configuration.xsl"?>
Rl==
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and
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limitations under the License. See accompanying LICENSE file.

——>
<!-— Put site-specific property overrides in this file. -—>
<configuration>
<property>
<name>fs.cosn.userinfo.secretId</name>
<VAlUE>XXXXXXXXXXXXXXXXXXXXXXX</value>
</property>
<property>
<name>fs.cosn.userinfo.secretKey</name>
<value>xXXXXXXXXXXXXXxx</value>
</property>
<property>
<name>fs.cosn.impl</name>
<value>org.apache.hadoop.fs.CosFileSystem</value>
</property>
<property>
<name>fs.cosn.userinfo.region</name>
<value>ap-xxxx</value>
</property>
<property>
<name>fs.cosn.tmp.dir</name>
<value>/tmp/hadoop_cos</value>
</property>

</configuration>

i
Ehl
o)
i

9ol A A7 21 ¥ FE2 HADOOP-COS &4 Z1| o)A o] £ At 5L st 2hA|§F U2 Hadoop

A+g3t7]

Druid = 2 A| A0f| u}2} 285} Druid o] ©] 7} COSoll 29 F Ut}
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DataX= COS 714 27| == HHE U7

% Z Aol E G} : 2024-06-24 16:53:18

o) =z
2 5

HADOOP-COS ¥ sl # % 2] cos_api-bundle.
DataX ¥ A : DataX-3.0.

ezt 4 A3

HADOOP-COS t}22E

341 Githuboll X} HADOOP-COS % 3l'd #1 9] cos_api-bundled 2 ZE5H A 2.
DataX £Z EgJo] H7|X] 2 2E

&G A} Githuboll A Datax g T 2 E5H Al 2.

HADOOP-COS A %]

HADOOP-COS t}22ZE & hadoop-cos-2.x.x-${version}.jar % cos_api-
bundle-${version}.jar = Datax 4= sllA] 42 plugin/reader/hdfsreader/libs/

2 plugin/writer/hdfswriter/libs/ ©l HASHAAl L.

AHE

DataX A%

datax.py 23HE £3

DataxX®] &= s Al tj2l gl 2lof] &) bin/datax.py AT HEE Fol AT HE| CLASS_PATH H & ofelje} Zro] =
st Al L.
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CLASS_PATH = ("%s/1lib/*:%$s/plugin/reader/hdfsreader/libs/*:%$s/plugin/writer/hdfswri

JSON A7 T} of hdfsreader ¥ hdfswriter 2473
JSON 1} of| A= ofefj o} ZH& U},

©2013-2022 Tencent Cloud. All rights reserved. Page 441 of 593



&2 Tencent Cloud Cloud Object Storage

{
"job": {
"setting": {
"speed": {
"byte": 10485760
o
"errorLimit": {

"record": O,

"percentage": 0.02
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[{

"reader":

"content":
{
"name AL

{

"parameter":
"path":
"defaultFS":
"column": ["*

"fileType":

"encoding": "

"hadoopConfig":

"fs.cosn.
"fs.
"fs.
"fs.

VIES

cosn.
cosn.
cosn.
cosn.

by

"fieldDelimiter":

b
"writer": {
"name" :
"parameter": {
"path":
"fileName":
"defaultFS":

[{

"column":

"name" :

lltype " :

"name" :

"type " .

"name" :

"type " .

I
"fileType":

"encoding":

"hadoopConfig":

WIES .
"fs.
YIS .
IES ¢

VIES .

cosn.
cosn.
cosn.
cosn.

cosn.

Hy

©2013-2022 Tencent Cloud. All rights reserved.
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"hdfsreader",

"testfile",

"cosn://examplebucket-1250000000/",
"1,
text",
UTF-8",
{
impl": "org.apache.hadoop.fs.CosFileSystem",
userinfo.region": "ap-beijing",
tmp.dir": "/tmp/hadoop_cos",
"COS_SECRETID",

"COS_SECRETKEY"

userinfo.secretId":

userinfo.secretKey":

" "
4

"hdfswriter",

"/user/hadoop/",

testfilel",
"cosn://examplebucket-1250000000/",

"COl" ,

"string"

"COli",

"string"

"COl2",

"string"

"text",

"UTF-8",

{
impl": "org.apache.hadoop.fs.CosFileSystem",
userinfo.region": "ap-beijing",
tmp.dir": "/tmp/hadoop_cos",
"COS_SECRETID",

"COS_SECRETKEY"

userinfo.secretId":

userinfo.secretKey":
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"fieldDelimiter": ":",

"writeMode": "append"

}

A2 o5 U&= FEsHAI 2.

hadoopConfig A -2 cosnoll A T Q5+ A& uct,

defaultFS+= cosn 422 AUt of| & 50| cosn://examplebucket-1250000000/ 2 Zo] & 4 &Y
=

s.cosn.userinfo.regionS HZlo] &35t 2] ( ap-beijing 5)22 HATUCH ApAIeH Y& 2] 7 2} oA A =

—h

COS_SECRETIDS} COS SECRETKEYE COS 7] & ¥ 73}

glo]€ mfo] a2 o] d A
/g m+ o] 52 hdfs_job.json2.2 75}l job T 2 Ef 2 of] %7l oz e} 2ol ¥ 2hele Aty
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bin/datax.py Jjob/hdfs_job.json

AFA ol HAA At Z2 L obzfot gauit
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Cloud Object Storage

2020-03-09 16:49:59.543 [job-0]
[total cpu info] =>
averageCpu
-1.00%

[total gc info] =>
NAME
PS MarkSweep

PS Scavenge

©2013-2022 Tencent Cloud. All rights reserved.

INFO

JobContainer -
| maxDeltaCpu | m
| -1.00% | -
| totalGCCount | maxDeltaGCCount | m
|1 | 1 |1
|1 | 1 |1
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2020-03-09 16:49:59.543 [job-0] INFO JobContainer - PerfTrace not enable!
2020-03-09 16:49:59.543 [job-0] INFO StandAloneJobContainerCommunicator - Total 2

2020-03-09 16:49:59.544 [job-0] INFO JobContainer -
2 Zdst Azt : 2020-03-09 16:49:48
A =5 AT : 2020-03-09 16:49:59
PATSIES } ; 11s
4
715

ge 7]

A7l/27] A & S : 0

2 = g 3B/s

Q

Qi

E

S

&T : Orec/s
=
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CDH<S COSN 4]

2= Aol E YA} : 2024-06-24 16:53:18

AT

Cloud Object Storage

CDH(Cloudera's Distribution, including Apache Hadoop)+ Aol A 233 1t= Hadoop2] EalA WUyt 2 4
e ~

of| A= CDH 273 o A1 2] COSN A E 2] 2] A H|A ARG HH S QP T o] & B3l H] o] E] A4t L AEZA] £
A Tt =N 822l A H]-& H HolH £F4S Ay
Ch: I
2 E Ao A4l COSN2 COSNE 7|§to 2 &5 utd A|AHIQl Hadoop-COSE o] m| gttt
COSN H] tlo|g| B & 2| d=-2 oh-33 25Ut
HEolE COSN H] djo|g| H& 2| &= AH A BE ZJAIZE EHQ o F
Yarn 2] NodeManager A A| 2
_ . HiveServer ¥ HiveMetastore ZH A|
Hive 2
paY
Spark 2 < NodeManager #f A| 2
Sqoop A1 NodeManager | A 2
Prest 219l HiveServer, HiveMetastore,
resto = Presto Z A| 2
Flink A Z2 el
Impala A4 e gl
EMR A o gs
AA 5 & Fe A4 e gls
HBase A B 29 9=
Z N
HA S5
2 ZAo] T45H g WAL O30 A5 Yoh
CDH 5.16.1
Hadoop 2.6.0
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A

2EIA B HA

1. CDH ¥g] mo]#]of 2215,

2. A AE HRl wlo] 2] ol A AR >AH|A HY>aFdS Melsto] FE AYDl ig A4 w|o] x| 2 o] 55ty ok 1™

3 7o) mAE Y

Category

v Service-Wide
High Availability
Monitoring
Performance
Ports and Addresses
Proxy
Replication
Security
Suppressions
» Balancer Default Group
? DataNode Default Group
? Failover Controller Default
Group
? Gateway Default Group
» HitpFS Default Group
? JournalNode Default Group
? NFS Gateway Default Group
? NameNode Default Group
? SecondaryNameNode
Default Group

el
T
Ia)

3. Cluster-wide Advanced Configuration Snippet(Safety Valve) for core-site.xml = %ol COSN A4S &
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<property>
<name>fs.cosn.userinfo.secretId</name>
<value>AK***</value>

</property>

<property>
<name>fs.cosn.userinfo.secretKey</name>
<value></value>

</property>

<property>

<name>fs.cosn.impl</name>

<value>org.apache.hadoop.fs.CosFileSystem</value>
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</property>

<property>
<name>fs.AbstractFileSystem.cosn.impl</name>
<value>org.apache.hadoop.fs.CosN</value>
</property>

<property>
<name>fs.cosn.bucket.region</name>
<value>ap-shanghai</value>

</property>

52 COSN #4474 5 (core-sitexmioll F7} 8 2) Utk COSN®] 7]&t A7 52 Hadoop & £A1 S L

COSN ®jj 7 ¥ 4= e a7

fs.cosn.userinfo.secretld AKxXxxx Tencent Cloud A1 2] API 7] 4 &
fs.cosn.userinfo.secretKey Wpxxxx Tencent Cloud 7|78 2] API 7] &
fs.cosn.bucket.region ap-shanghai COS HZlo| = 2™

FileSystem-& cosn 7-& Sl A,
fs.cosn.impl org.apache.hadoop.fs.CosFileSystem org.apache.hadoop.fs.CosFileSysten
oz uH

AbstractFileSystemol] thgt cosn 7+
il BN
org.apache.hadoop.fs.CosN2 =2 i1
]

fs.AbstractFileSystem.cosn.impl org.apache.hadoop.fs.CosN

4. HDFS A H] A 2H]-& Z13Y5}t7] 98l Seto] A E v E A7 S 2251 core-sitexml A% o] 2] AE] 7| 7]of A4
olEE Yt}

5. COSN |4l SDK 1} 7| 2] & CDH HDFS A{H| A 9] jar T} 7] 2| 7 = ol Xt} of-F oAl e} Zro] AA| Zholl wet
HAS FAAL.
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cp hadoop-cos—-2.7.3-shaded.jar /opt/cloudera/parcels/CDH-5.16.1-1.cdh5.16.1.p0.3/11
F9 :
2 AE 9 7]7|vttt LS 9l x| ol SDK 7| A& A A 3l of gt
tj|o] €] mfo] o] A

Hadoop Distcp 52 AH&-3 CDH HDFS tl| o] ]S COSNe] mfo] o] gk . Z}A| 5 Uj-8-2 Hadoop 1} A| A&
1} COS 7t d|o] § mfo] 12j|o] A& FrL s Al 2.
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4] tlo]€] A|EcflA COSN AM85}7]

1. MapReduce

2 oA

(1) o] & mto] 1efjo] A Ao whet HDFS ¥ A 72 255k, COSNS] SDK jar #7121 & HDFSQ] sl g o] 2 €
glof Y54yt

(2) CDH A 28l i 2] mj|o] 2] o] f YARNS- Zro} NodeManager A1H| 22 A A| ZHgHU t. TeraGen & & o] = 2 A 2 &
I 7} glout TeraSort= H| ZU A B 22 0 2 213) NodeMangerZ 4 A &l oF 5 2 2 NodeManager A H| A5
dE AHAAE A S AU

A Al

Hadoop E < H|AE ] TeraGen ¥ TeraSortd YTt
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hadoop jar ./hadoop—-mapreduce-examples—2.7.3.Jjar teragen -Dmapred.job.maps=500 -D

hadoop jar ./hadoop-mapreduce—-examples—2.7.3.Jjar terasort -Dmapred.max.split.size=1

v .

cosn://schema HFt= AFEALH] Hlo]E B|ZYAL HIZ A= HASH A L.
2. Hive
2.1 MR AA

©2013-2022 Tencent Cloud. All rights reserved. Page 454 of 593



&2 Tencent Cloud Cloud Object Storage

] oA

(1) o] & mfo] 2ol A Al Mo whe} HDFS #&l A4S 553, COSNS] SDK jar o 7] 2| & HDFS2] sl g tf 2l g
glol ¥&5ytt

(2) CDH Q1 =] o] Z] o] 4] HIVE A H| A& ZFo} Hiveserver22t HiverMetastore & &2 &l A] 2}
A Al

AREARS] A A A F 2] d Yo Hive B 2191S A3)5to] Locationa A /d5tal, o] & CHDFS2| whEj Al H|o] &=
ARgshe AU

el

=y

CREATE TABLE " report.report_o2o_pid_credit_detail_grant_daily  (
‘cal_dt® string,
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‘change_time’ string,

"merchant_id" bigint,

“store_id® bigint,

‘store_name’ string,

‘wid® string,

‘member_id" bigint,

‘meber_card’ string,

‘nickname® string,

"name’ string,

‘gender’ string,

"birthday® string,

‘city’ string,

‘mobile’ string,

‘credit_grant® bigint,

‘change_reason’ string,

“available_point® bigint,

“date_time’ string,

“channel_type ™ bigint,

‘point_flow_id® bigint)
PARTITIONED BY (

“topicdate’ string)
ROW FORMAT SERDE

'org.apache.hadoop.hive.gl.io.orc.OrcSerde'’
STORED AS INPUTFORMAT

'org.apache.hadoop.hive.gl.io.orc.OrcInputFormat'

OUTPUTFORMAT

'org.apache.hadoop.hive.gl.io.orc.OrcOutputFormat'
LOCATION

'cosn://examplebucket-1250000000/user/hive/warehouse/report.db/report_o2o0_pid_cre
TBLPROPERTIES (

'last_modified_by'='work',

'last_modified_time'='1589310646",

'transient_lastDdlTime'='1589310646")

sql 2] A3:
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select count (1) from report.report_o2o_pid_credit_detail_grant_daily;

v Aahe e 2ay
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hive> select count(1l) from report.report_o2o pid credit detail grant daily;
Query ID root 20200713121818 3a911a@c-2496-4e7e-b59d-b2a26266a6ab
Total jobs = 1
Launching Job 1 out of 1
Humber of reduce tasks determined at compile time: 1
In order to change the average load for a reducer (in bytes):
set hive.exec.reducers.bytes.per.reducer=<number>
In order to limit the maximum number of reducers:
set hive.exec.reducers.max=<number>
In order to set a constant number of reducers:
set mapreduce.job.reduces=<number:
starting Job = job 1594351711155 8814, Tracking URI http: ffhadoop8l : 8688/ prox
y/application 1594351711155 eei14/
Kill Command = fopt/cloudera/parcels/CDH-5.16.1-1.cdh5.16.1.p8.3/1lib/hadoop/bin
/hadoop job -kill job 1594351711155 ee14
Hadoop job information for Stage-1: number of mappers: 1; number of reducers: 1
2920-87-13 12:18:19,189 Stape-1 map = 8%, reduce = 8%
202@-87-13 12:18:25,391 Stage-1 map = 188%, reduce = 8%, Cumulative CPU B.89 s
ec
2020-87-13 12:18:30,544 Stage-1 map = 108%, reduce = 100X, Cumulative CPU 10.8
sec
MapReduce Total cumulative CPU time: 18 seconds B8@ msec
Ended Job = job 1594351711155 814
MapReduce Jobs Launched:
Stage-Stage-1: Map: 1 Reduce: 1 Cumulative CPU: 18.8 sec  HDFS Read: 17383
HDFS Write: 6 SUCCESS
Total MapReduce CPU Time Spent: 10 seconds 808 msec
10K
27677
Time taken: 19.128 seconds, Fetched: 1 row(s)

2.2 Tez AR

Tez N%1-2 COSNY jar 7| 2| & TezS] &= 1fj7| A] = 7}A efoF gty o}, Th-3-2 apache-tez.0.8.55 oAl = §F A
Ay

2+ gA|

(1) CDH S A g o] |5t tez T7| A & 2t & =& A F Y. /usr/local/service/tez/tez-0.8.5.tar.gzE G2 &
45y

(2) COSNY] jar o} 7] | & 4= s A2t o2& g 2fo]l @il ThA| shute] oF = o 7] 2| = Tt

(3) M= e A= T 7] A & tezlib.urisoll A A3t A2 (B E7F olv] Q= B¢ WA 71 )0l d=2=dy .

(4) CDH H| Q1 =] o] X] o]l /] HIVEZ- Zto} hiveserver?} hivemetastoreS 2 A 2F gy t},

[¢)

3. Spark

4 2A

(1) glol & upo] 1eo] 4 Al Mol w2} HDFS #& A7 & ¢h&s5tal, COSNe] SDK jar = 7] A& HDFS2] s o 2 £
glof Y5yt

(2) NodeManager A1 B| A~ 5 2] A 2FgU o,

A Al

COSNOJ| 4| Spark example word count E| AE & 235},
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spark-submit --class org.apache.spark.examples.JavaWordCount —--executor-memory 4g

49 A ohen 24U
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FdiFiv AL 39 .03 E S Lel . Td LIel LeEl . ReMoiel ds KRae U, U5 da RS dve o
20/07/17 20:39:03 INFO scheduler.DAGScheduler: Result5Stage 1 (collect at JavaWordCount
20/07/17 20:39:03 INFO scheduler.DAGScheduler: Job @ finished: collect at JavaWordCoun
And: 4

day.: 1

God: 4

Let: 1

light:: 1

it: 1

light,: 1

evening: 1

was: 2
that: 1
light.: 1
be: 1

Day,: 1
said,: 1

darkness. :
he: 1
first: |
there:
light: 2
Night.: 1
morning: 1
darkness: 1
were: 1
saw: 1
divided: 1
and: 4
good:: 1
from: 1
called:

4. Sqoop

2+ oA

(1) Blel & wpo]ZLef|o]d A dof w2t HDFS ¥l 445 ¢25kal, COSNS| SDK jar 3 7] A & HDFS2| sfj g tf 2l &
2lof Y54t

(2) COSN2] SDK jar 1| 7] 2| & sqoop T & & 2] o] ' of of &1 T} (ol Al: /opt/cloudera/parcels/CDH-5.16.1-
1.cdh5.16.1.p0.3/lib/sqoop/).

(3) NodeManager A1 H| A5 2 A &g T

oA Al

MYSQL E|o] &2 COSNo|| YRt} Import/Export of Relational Database and HDFS A4 & & 115lo HIAEES

AR A 2.
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sgoop import —-—connect "Jjdbc:mysgl://IP:PORT/mysqgl" —--table sgoop_test —--username r

g Ak hen 2T
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20/07/17 20:45:23 INFO mapreduce.Job: map 0% reduce 0%
2087717 20:45:29 INF0O mapreduce.Job: map 100% reduce 0%
200717 20:45:33 INFD mapreduce.Job: Job job 1594976906551 00821 completed
2007717 20:45:33 INFDO mapreduce.Job: Counters: 35
File System Counters
COSMN: Number of bytes read=0
COSN: Number of bytes written=104
COSMN: Number of read operations=0
COSMN: Number of large read operations=0
COS5M: Number of write operations=0
FILE: Number of bytes read=0
FILE: Number of bytes written=529146
FILE: Number of read operations=0
FILE: Number of large read operations=0
FILE: Number of write operations=0
HDFS: Number of bytes read=295
HDFS: Number of bytes written=0
HDFS: Number of read operations=3
HDF5: Number of large read operations=0
HDFS: Number of write operations=0
Job Counters
Launched map tasks=3
Other local map tasks=3
Total time spent by all maps in occupied slots (ms )=45464
Total time spent by all reduces in occupied slots (ms)=0
Total time spent by all map tasks (ms)=11366
Total vcore-milliseconds taken by all map tasks=11366
Total megabyte-milliseconds taken by all map tasks=46555134
Map-Reduce Framework
Map input records=3
Map output records=3
Input split bytes=295
Spilled Records=0
Failed Shuffles=0
Merged Map outputs=0
GC time elapsed (ms)=273
CPU time spent (ms)=6820
Physical memory (bytes) snapshot=1267851264
Virtual memory (bytes) snapshot=19217276928
Total committed heap usage (bytes)=6662127616
File Input Format Counters
Bytes Read=0
File Output Format Counters
Bytes Written=104
2007717 20:45:32 INFO mapreduce.ImportJobBase: Transferred 8 bytes in 17.
2007517 20:45:33 INFO mapreduce.ImportJobBase: Retrieved 3 records.
2007717 20:45:33 INFO fs.BufferPool: Close a buffer pool instance.
20/07/17 20:45:33 INFO fs_BufferPool: Begin to release the buffers.

5. Presto

2+ oA

(1) tlol 5 wpo] Lefjo] 4 A Mof wpet HDFS ¥ A4 & ¢+ &5kal, COSNE| SDK jar 37| 2] & HDFS2] s g tf 2 E|
2ol Y54yt

(2) COSN<] SDK jar m| 7] 2| & presto T 2| 2] of] o] oF g+ T}(ol| A]: /usr/local/services/cos_presto/plugin/hive-
hadoop2).

(3) presto= hadoop common2] gson-2...jars 29 & 4= OB 2 gson-2...jar L3} presto T} 2 €] 2] of] dojof g}
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(el Al /usr/local/services/cos_presto/plugin/hive-hadoop2, CHDFST} gson©ll £<4%3).
(4) HiveServer, HiveMetaStore, Presto A H| A S A A| 2Fgh U T}

o A]

HIVE®I 4] Locationo] COSNS! Elo] & # 2| & A3/ d &Ytk

select * from cosn_test_table where bucket is not null limit 1;

A .
cosn_test_table2 location®] cosn scheme?! o] &< Yt}

A2 A= o2 2sd
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[root@TENCENT64 /usr/local/services/cos presto logging-1.0/plugin]# prestq
080 --catalog hive --schema inventory search --debug;
select * from oppo list gz table where bucket is
bucket
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COS Ranger H3HA|AEl £ 24

2| Z Ao E Y #}: 1 2024-06-24 16:53:18

Bl 7

o

Hadoop Ranger A3t A|AR-2 B o o] B] AJute] @ofjA] o] Hgt &2 Yot AH-&AH= Hadoop= AHE-3fl Bl o] Bl &
Cloud Object Storage(COS)°ll 23Ut COS+ Tencent Cloud Access Management(CAM) H 3t A| AH-S A8}
o, AFE2F H R {E H 2 S o] HEo A 22 Hadoop Ranger A A &2} t}E Ut} Tencent Cloud: Zglo] A E 9

A& AFES 93l COS2| Ranger WA A & 242 A 3-gUoh,

A

A stA 22 Het Aof, Hadoop HRF 22| S8k 2 ARG A7 HlojE AR U ER} FeE S AY AEA

o] dsts 5§ HE gyt
= core-site 7] = A A5t =7} glo ™, 7]= COS Ranger Serviceol| =3t A x| ] o] glo] ZgQl €l A
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1. Authenticate and
obtain the ST to access
COSRangerService

Kerberos

2. Verify using Kerberos credential
>

3. Verify permission

Obtain Delegation Token

f

RangerClient |:

Verify permission

-

Obtain temp key

’7 Sync permission

Ranger lg-Registe

j

4. Access COS using an STS
Configure COS permissions via WebUI

Admin

Hadoop A3t A| AEof| A] 9122 Kerberosol| A, B3t Q1 =2 Rangeroll Al g5ttt of 7]of th9 3t 22 AR HE
£ A3l COSY| Ranger Het &F45 Aty th

1. COS Ranger Plugin: Ranger A1 H 2] A{H] A & o] E2]71 Q& Al &Yt} Ranger Zoll A E 23t vl 7 ¥ 4=(COS <]
bucket % region)] A3 4 B ol & EFsto] COS vl MY AFEUh T Fel 1 2lo] whx e, A8
ZH= Ranger2) Aol mHol| A Aak S AA T 2 9lau )

2. COS Ranger Service: o] 48] Rangere] 2210] A E & F#5}o] %7]4 2 2 Ranger ¥ 9] A 4 2|S 57|
shotal, Zeto]AEL] Q1F 23 o] AR 2o A At 1S5S W&o} T3, Hadoop?] DelegationTokent
TE A4 /e A 734 APIE Al E gt 2 API= Hadoop IPCE 53l A2yt
3. COS Ranger Client: COSN &3 -1 912 &4 0.2 213to] Aot /15 2% = COS Ranger Serviceo] =4 ct.

%) 87

Hadoop 2H7.
ZooKeeper, Ranger, Kerberos A/ H| A (215 Q7 AFgo] Q= 74-9)
A .
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SR ESSRES

|o
Fu
r o
ox
rit
to
rl
P~
[>
bt
5=
rw
[m
o,
ut
U
ull|
i)
o,
re
m
N
>
X
e
N
ot
s
39
s
T
in

A2 HEHE

CHDFS Ranger Plugin, COS Ranger Service, COS Ranger Client 2! COSNQ| =42 HEZHE & A X3y},

COS Ranger Plugin Bj 2=

COS Ranger Service Hj &

COS Ranger Client B 22

COSN Hlj 2=

COS-Ranger-Plugin®] Ranger Admin &£ 2] A8 A F2 5 &%3tof wha}, AF-8-Z}+= Ranger 240 A COS2t ¥
B el Aehe 4AT 4 AsUh

Jc F4

Github9] ranger-plugin 20 2 o]5 & g =3 £ &yt

HA
V1.0 o]} H A,

NES

1. Ranger?] AH|A o] f e 2] st¢fofl M2 COS HdH g & vteyrh(H e 2] Heh2 2| Ak xetrd
1 9 3Hch).

a. Tencent Cloud2] EMR 7, 7 2+ ranger/ews/webapp/WEB-INF/classes/ranger-plugins ] Y tt.

b. ZFA| 7% hadoop &7 2 ranger T 2] €] 2] o}2fjol| A hdfs 5 ©] 1] ranger AJH] 20f Y| A H HEHEE zho} T2
B2 /A& &S 4 sy

&

o]
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[hadoop@l0 ranger-plugins]$ 1ls -1
total 68
drwxr-xr-x

[\

hadoop hadoop 409
hadoop he > 409
hadoop hadoop 409
hadoop he > 409
hadoop hadoop 409
hadoop he op 409
hadoop hadoop 409
hadoop he op 409
hadoop hadoop 409
hadoop he op 409
hadoop hadoop 409
hadoop he o 409
hadoop hadoop 409
hadoop he o 409
hadoop hadoop 409
hadoop hadoop 409
hadoop hadoop 409
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> U
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O roNo
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po N
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o WO

drwxr-xr-x
Arwxr-xr-x

o ro
N DN
nN DN

drwxr-xr-x
Arwxr-xr-x

9
9

o ro
O

N DN
nN DN

Adrwxr-xr-x

F R R R RR RPN RE PR

NS IR
N N

Adrwxr-xr-x

VOO OO OO O oo

> NN

Adrwxr-xr-x

> U1 WO WO

NS IR

Adrwxr-xr-x

O
N
N O
O O e
NN
o O W

Adrwxr-xr-x

NS IR
O WO

Adrwxr-xr-x
Arwxr-xr-x

e

Mo
Ne)

2. cos-chdfs-ranger-plugin-xxx.jarE COS t 2l E{ g of] gttt | 43 jar 3 7] A of] gk r HHo] ojof gt
& Aloll cos-ranger.json Tt Y& @ o] Fofof 5t Githuboll A A& 4= JAFY T
3. Ranger A/ H| A& ZH A 2FghU T}

4. Rangercll COS ServiceE =3t o231+ 2

gEgols A

gk
4

A5y

rlo
NW
¥
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A HAE BASHE T Ranger WA AF dE H Ranger AH|A FAE dHS|oF YTt
##Tencent Cloud EMR S 2AEY AL, #YAE= rooto]l, YIT+= emr P AHE T of AH
adminUser=root

##EMR | AE 2F A] A HUWSE ranger MH|A web HO]X] 291 H|UWSo|7|E Tt
adminPasswd=xxXXxxx

##ranger AH|A0] o2 master =E7} Y= A SHHO masters AHT = JHFYH.
rangerServerAddr=10.0.0.1:6080

##8E oA —ae 29AA json TS AU

curl -v —-u${adminUser}:${adminPasswd} —-X POST -H "Accept:application/json" -H "Cont

##8E Bd Mu|AE AASHE #d AMEAE QD W jREERE ABlA gAYy

serviceId=102
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curl -v —u${adminUser}:${adminPasswd} —-X DELETE -H "Accept:application/json" -H "Co

5. AH] A7} A/ 5| Ranger &0l A COS AMH|AE T3t o] & 4= A5

Ranger UAccess Manager O Audit £ Settings |?‘ root
Service Manager @ Export
= HDFS +06a [ HBASE +06a = HIVE +6Ba

hdfs B2 - |
= YARN +08a = KNOX +6a = STORM +6a
Bl - |
= SOLR +088 [ KAFKA +0@8 = NIFl +06a
= KYLIN +06a = NIFI-REGISTRY +063a = SQooP +6Ba
= ATLAS + = PRESTO + | = cos +

6. COS AH|A0oA] + & ZE ) M2 AH] AL JAAEHAE HoSL} o|& 50| cos =L cos_test AlH]

=
=
~o) A7 e thes ey

Ranger UDAccess Manager [) Audit % Settings

Edit Service

Service Details :

Service Name * cos

Description

Active Status @ Enabled () Disabled

Select Tag Service | Select Tag Service |v |
Config Properties :
Add New Configurations Name Value
policy.grantrevoke.auth.users hadoop n
L+

Test Connection |
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o] 7] A policy.grantrevoke.auth.users+= COS Ranger ServiceS A|2}ol+= o] AFE &= A8} o] E(HSH 71 7] 4
xﬂ ) 0153_0]-1_ /\}B.x]-)og S oHo]: %H,]r,]. ?j_h?_]-;gll o7z hadoop @Xéo] ?_J_XJE]U{ :,5__ 11_0401]}\1 COS Ranger
Service= 0| AF&2} o] 20 2 AgYs 4= gl&

=
7.4 COS AH| & 2R A P

= COS +|

cosh @ || G

8. 2l = o] Mol A kg oS AT ek

bucket: examplebucket-12500000002} 22 H 7l o] &2 C

path: COSZ4A| 4 = dYth. COSe| A 427} /= A A=A =& 3ot Al 2.
include: A7 & H3to] path ZtA| ol 2 -& 5| l+=4], -2 path 0] 2] 9] t}& 7 2o H&=| U=

recursive: T 30| path 2]o| path 4 29 o9 LAY (HASEH = +4Y)ol = 4 &Hth= AS YeEtH Yo B F path
A2 Y B g 2 AREshe A Y.

user/group: A&7} o] 53} AMEAF AFJYTH & F ot S 55HH B = AR, AMEA o] § S22 AMEAL E
% otUE TS5 3ot A Y s ERE 4 AdsYTh

Permissions:
Read: ¢]7] 2t <!
Write: 227] 2] ¢
Fyct.

Delete: AHA] 24 Yt COS<] Object AHA| 2t tf-3-H U tt. Hadoop2] Rename 2+ 2] 79, 71& 7 2of| o gt A4
ZrA 3} A3 A 2o tfjst & 2 Hsho] & @ st}

List: &4 gyt cOSe] List Objectol] th-2-g U Tt

A o2 A bEld ol g 23] 5 COS_J GET, HEADS} Z+& 2}

Yt 421
Lk 2130 £ 7] 9hol 91 PUTS} 2 47 2121, o & Sof 71 Y29 2.2 21eio] 0§
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[ senice arsger > cospoces >~ Eatpolcr 3
Edit Policy
Policy Details :
o =
yo @
alowh fenabied QIO
olicy La
Bucket* | [x mybucket-1250000 [inciude @
o
CU < €

Allow Conditions :

COS Ranger Service= 21 A Uk A|AElo] A © 2 ranger E2to] A E o 55 o] ranger client2] 915 2%,
token A4 9 2] A 7YXl Q3 A A] 7 Q 3l St A H (Tencent Cloud 7] X )7} A& &= 2
o7]= ych BHF HFm Muo v 2= S AE AT AU S £HcL S AT = JAFHTH

COS Ranger Servicer © Y Zeto|m g, b5 A7t 2] HA Hl| 25 Z] ¥ 511, DelegationToken< HDFSel| % 7&
A5UCh ZK A3 A2 2 Leader?] A2 AA 3t th Leadere] A1 22 &5 malo|n g === COS Ranger

=
Client’} &4 2988 4

o
2z
o

l'lI

o
e B
)
2]
i
JHU
N
A
2
N
B>
|
N
hu
ol
L
o

Jc F4

Github2] cos-ranger-server tj2l E] 2] 2 o] F5to] -2 4 &Yt

Sk

V5.1.2 o]/ &

DER

1.COS Ranger Service AJH| & SLE2 22| AF 0] 7]7] 2 tho] B Atsta, 44 #7424 7]7] 5 @l 7)7) e
ou] & 717))2 AAFUT F 28 YR E 0h27] vlRo] HZ Au 32 Adho] A48 EAlE L 772 AFFY
o},

2. cos-ranger.xml T oA A4S AT YT b2 o st £ AFg Ayt 4 FEof oish zpAISH W&
o] Mg A Al @ (FA TY -2 Github2] cos-ranger-service/conf T Z E] 2] of| A A2 4= 15U .

gcloud.object.storage.rpc.address

rlo
i)

qcloud.object.storage.status.port

gcloud.object.storage.enable.cos.ranger

o[l

gcloud.object.storage.zk.address (zk 54, cos ranger service A3 & zkol| 55)

qcloud.object.storage.cos.secret.id

gcloud.object.storage.cos.secret.key

3. ranger-cos-security.xml Tt ol A A& =AY T th3-2 B 35 7 AR Yot 1/ 5ol thgh AASH U]

H
g2 oo A2 A Al (A mhd-2 Github2] cos-ranger-service/conf Tl 2 E] 2]of| A &S 4 Q15U Th).
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&2 Tencent Cloud Cloud Object Storage

ranger.plugin.cos.policy.cache.dir

ranger.plugin.cos.policy.rest.url

ranger.plugin.cos.service.name

4. start_rpc_server.sholl 4] hadoop_conf_path, java.library.pathe] A4S £}, o] = 712 A& -2 747+ hadoop
47 1t o] Eof 9l ]2 €] g (core-site.xml, hdfs-site.xml 5) & hadoop native lib 4 25 7] 7l Ut}

5.0 ol & Adsto] Mu|AE Ay o

chmod +x start_rpc_server.sh

nohup ./start_rpc_server.sh &> nohup.txt &
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6. & 3ol AulistH logel error 2 710) Z3H FE7L QA=A 23t

7. COS Ranger Service= HTTP ZE 4B (L E |5 qcloud.object.storage.status.port, 7] =
H

o

AU ch AFg A= th2- o] W H S A 3Y5}o] leader] E3} o B Ul o1 E A9} -0 Abef

o

# 10.xx.xx.xxxS ranger service®t S| HIEZH ZX|9 1p FAZE HEUTH,
# HE9 99982 FA Y9 gcloud.object.storage.status.port H#HC=Z HFEUTH,
curl -v http://10.xx.xx.xxx:9998/status

5tH9] cos ranger service ' ERF Bl E -9 2] 9] QlE|Ho] A SH oA R L =7} leaderE FEAHU T
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o| 2 cos ranger service 'r =7} HI X H 732 91 Q] Qg | o] A SHO|A THE = EV} leader’t H = A2 & 4 2
HE X ES UA AlAGH 2 71 WA OA] AJZHE e E7} leader® FAH U T
COS Ranger Client= hadoop cosn Z2]1Q1o]| oJ3l| =202 ZH Ut} AA] 7] 5 token 5, 1= 2}t 2+

< X& COS Ranger Service HA| A 2% -& & 3tol= ZEAJ YT

AAFC LR

Github®] cos-ranger-client 2 cosn-ranger-interface T/ 2| E| 2] 2 o] 55} £AA I EE AE 4 HUtTh
SE

cos-ranger-client= V5.0 o]/ ] 7 o] & 2 gt t} cosn-ranger-interface’™= v1.0.4 oA} H{ X o] = @ gt}
HY I A

1. cos-ranger-client jar = 7] X 2} cosn-ranger-interface jar 3 7] A S COSNT} 5L+ tlalef 2 (Yutz oz
/usr/local/service/hadoop/share/hadoop/common/lib/ T} 2 Ef 2] )of] B-ALSHA Al 2., BALS A ElS)

2 A LA 5h= jar W 7| A S A ESEAL oA E O 2 jar 3 7] A]of] 8 7] Heto] Ql=A] gelet

2. core-site.xmlo]] T} 22 A FES F7I5HA A 2.

©2013-2022 Tencent Cloud. All rights reserved. Page 475 of 593


https://github.com/tencentyun/cos-ranger-service
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<configuration>
<lo—kokxxk L A xkhxkkkx__>
<1—— O] THAHOA BIEH cos ranger server T4 --—>
<property>

<name>qgcloud.object.storage.ranger.service.address</name>
<value>10.0.0.8:9999,10.0.0.10:9999</value>
</property>

<l——kkx AENZ] LA kx>

<l—— cos ranger service Z9|A AILEE kerberos A4 FHE AAHSIL, cos ra
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<property>
<name>gcloud.object.storage.kerberos.principal</name>
<value>hadoop/_HOSTREMR-XXXX</value>

</property>

<!__***/1\j_E_l‘47§l LA xox kx>
<!— zkO| 7|E&% ranger server® 1P F4 AR, Aq7|AE 7|EFE AFEFEULH. e
<property>
<name>gcloud.object.storage.zk.leader.ip.path</name>
<value>/ranger_qgcloud_object_storage_leader_ip</value>

</property>
<!— zkO| 7|&% cos ranger service follower® IP F4 ZHAZUYTh. 7|4 7|2k
<property>

<name>gcloud.object.storage.zk.follower.ip.path</name>

<value>/ranger_gcloud_object_storage_follower_ip</value>
</property>

</configuration>

SR
v8.0.1 o] M

HY I H}4

COSN Z2]1 1 B 2 {2 Hadoop & wA1E Fastd Al 2. &, o3 S 7k & Sl 3t Al 2.

1.rangerE AF8-3+ &, fs.cosn.userinfo.secretld®} fs.cosn.userinfo.secretKey 7] HH = A7 o] & Q5}A] k& Ut
COSN Z2]1 912 3% COSRangerServiceS £ Y A] 712 HojubA Fuoh

2. fs.cosn.credentials.provider= org.apache.hadoop.fs.auth.RangerCredentialsProvider A4 7 o] &] ojoFgt RangerS

g9 the 22 Q1% Aol A5t
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&2 Tencent Cloud Cloud Object Storage

<property>
<name>fs.cosn.credentials.provider</name>
<value>org.apache.hadoop.fs.auth.RangerCredentialsProvider</value>

</property>
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ol
1- O

rok
e
o,

1. hadoop cmdE AH&-3 COSN 2l 2191 oAl AU ch. @) AL§A7E 3431 9l 2elo] S22 A% o] 2

o 2 o] Bgalx U

#bucket, 4= B 7|8t JERE FE AHY HE= wAdYo.

hadoop fs -1s cosn://examplebucket-1250000000/doc

hadoop fs -put ./xxx.txt cosn://examplebucket-1250000000/doc/

hadoop fs —get cosn://examplebucket-1250000000/doc/exampleobject.txt
hadoop fs —-rm cosn://examplebucket-1250000000/doc/exampleobject.txt
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2. MR JobS AHg-3to] 9153yt Q15 A Yarn, Hive 5 T AH|AE 2 A 2}s)jof &yt

FAQ

kerberos A7} & W Q37122

Kerberos+= &

.
Q5o Wagh

RangerE A#d Policy7t A= o AR FAU Policy7} T = 2] gke 42, ol RA Fgstta?

Policy”} i =1 4] ekske 7§ 71 8H 0 2 )3 2f¢lo] AP},

COS Ranger Service £9] 7] A3 AN B AA L 71537122

AE AR E M5 e 12 bucket A8 4 9l Adto] 9lofoktl, COSN Ze] 1 Qlo] Soj7h whal 2jele
g 4 9 A4 7] Aol HsEYTH QWA 0 o} 74 A 7% Y bucketd] BE AS 27)2 WY

Yk,

AA] 7= o] EA Yol E Hy2? 1283 COSE &8 wjuitt COS Ranger Serviceo A YA] 7|1& EE3fjof
a2

YA] 71= COSN £ 1 ?l cachell 2loH, 57|24 0 2 |5 7|8} AHo| EH U .

ranger 3 0] X o]l A PolicyE ¥HA =6l 285 A go oJgA o} 5lte?

ranger-cos-security.xml I} of| 4| ranger.plugin.cos.policy.pollintervalMs %} (2 2] )& £ 0] 1. COS Ranger Services
CHA] AJZ2HSH Y o}, Policy T&d BIAEZF B 2ol= ohA] 2 gk 2 7St Ao E5UTHAIZE 24 o] Y& 4
om g2 237 W7} ol CPU ARE-E°] EoHd).
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Oceanus= COS9]

% Z Aol E G} : 2024-06-24 16:53:18

Oceanus 712

Oceanus+= 4] tlo] ] AJejA| o] =gt AAIZE 2A = Ut o] & &ofl WAIC|E SYAEY 4, o] 7 A 4

2 eFY 2 10T 5 T4t of 2] A o] A& & & & dhof] A =8 4= 95Ut} Oceanus= Apache FlinkZ 7|
gro = i Eglom ehd whe|y Sk E MBI AE Al FstE = Qlxete] Opsoll s A& B o7t glsyth &
st Zete =0 HioE] AAo] AAsto] S A Y MH|AE S £ Q15 Y
Oceanus+ SQL 24 & A5k, AHEA F o] JAR T 7] A1 & 2= 9 As¥star, 2y

243 87 AZYUTh Flink 7] &2 7|90 2 PB 52¢) tlo]e] AEo|A 12 ojgke] A

T L4 o
A5t

o] FA{ol| A= OceanusE COSol| AZ 5= ol thall Ayt A2l Oceanus= A& S AFH BEo|A ALE
st 4 Qlom, of 7o A theFet 2H S AdYstal AHAl o] S| AE oA B FAAE HE|E 4+ A5 YT

=

H| 2

Oceanus 2| A A4

Oceanus 40| 21915} Oceanus 22| AHE YA SHU .

cos HA A4

1.COS &£ 213}

2. 9% AtolEHlo A I B AES F T

3. A A4S FE5to] v 7l A/ Q] obuol whet W Zl-S A3 /g sy o},

A9 -

COSoll dlo]E] & & uf Oceanus 2}12 COSet 535t 2] Zof| A A df x| ofof gt

4

A

Oceanus &£ & o] 55to] SQL 22 A/ 5tal COSet Ut 2|d o] SejAHE AUt

M

1. Source YA
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&2 Tencent Cloud Cloud Object Storage

CREATE TABLE "~ random_source  (
f_sequence INT,
f_random INT,
f random_str VARCHAR

) WITH (

'connector' = 'datagen',

'rows-per—-second'='10", -— 29 449 dojg & &+
'fields.f_sequence.kind'='random', —— g =2t
'fields.f_sequence.min'="'1", == 3—]5\— T'/_\—i]‘ HS
'fields.f_sequence.max'='10", — Fd ¢ HS
'fields.f_random.kind'='random', -— g =3}
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&2 Tencent Cloud
'fields.f _random.min'='1", —= 2—]—/1\— Ek= 5\\‘1}
'fields.f_random.max'='100", - 3—]':]1 %EE:] 5\\‘1]'
'fields.f_random_str.length'='10" - g Ex<E Zo]
) i
A
M3t A

o] 7] J= W& connector 'datagen’©] A B E| Q&L TH A A H] 2 U A Q3 AFgo| whe} glo]E] AAS
Q.

2. Sink 44
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—— <bucket name> % <folder name>E AA| HZ 9 Zrg o220z ujEUc},

CREATE TABLE "cos_sink™ (
f_sequence INT,
f_random INT,
f_random_str VARCHAR
) PARTITIONED BY (f_sequence) WITH (

'connector' = 'filesystem',

'path'="'cosn://<bucket name>/<folder name>/',
'format' = 'json',

'sink.rolling-policy.file-size' = "'128MB',
'sink.rolling-policy.rollover-interval' = '30 min',
'sink.partition-commit.delay' = '1 s',
'sink.partition-commit.policy.kind' = 'success-file'

)i

Ad .

Sink2] WITH w7k 4>0f] T ek x}A| o -2 Filesystem (HDFS/COS)& &

3. HZ2YA 23 74
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INSERT INTO

‘cos_sink®
SELECT * FROM " random_source  ;

F9
ol oAl G0l H A B2 A Z2o] glaytt
4. 2 w7 s 4

U# ConnectorZ flink-connector-cos = A €]

o},

Shal Il

= Ui7HH 4o A COS URLE th&- 3 Zro] 144
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fs.AbstractFileSystem.cosn.impl: org.apache.hadoop.fs.CosN

fs.cosn.impl: org.apache.hadoop.fs.CosFileSystem

fs.cosn.credentials.provider: org.apache.flink.fs.cos.OceanusCOSCredentialsProvider
fs.cosn.bucket.region: <COS Eﬁﬁ>
fs.cosn.userinfo.appid: <C0S AFEA} appid>

22 thg 3 Zo] g Yyt
<COS region> < ap-guangzhou?t Z+2 AA| COS 2| o2 vhU .
<COS user appid> & AA| APPIDZ BIE Ut} o= A/A AlE{o| A & 4 &Y T

Ad .
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2+] o 7 4= A 7 of] T §F ZFAI e W82 Filesystem (HDFS/COS)S HalstAl Al 2.

5. 2 A%
A% > ?TQJ

2+ = o o] E]

2 FIYAE Zsta sQL Aol A2 wi7hA] 71gsitht sig COS H & E 8] 2 o] 550

i
qob v
l-'O
o
L
)
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3rd party ol & 2| A|o] ol 4] COS A&

S32} Stk = EfAF off 8] A o] oA COS<e]
A /g A&

Z|Z Aol E I} 1 2024-06-24 16:53:18

Amazon Simple Storage Service(Amazon S3, ©]3} S3)= AWSOl| A EA|5F 2 % 9] F2t9-E AHH|A F sty
2 d7ko] Jfdh Boj S3 TR E S AN AE | R| Bofo| A AFAlAFe] EFo| £ 9l4Uth Tencent COS(Cloud
Object Storage)= S3 &8 78 W41 S A gt 22 22| S3 58 off Z ] A| o] Hdofl 4] COS AH|AE A AFETH
s & ZA10lA = COSE AHESHE S o] 2{gt off Z2j7|o] & F/dot= W& Aty th

o E2}Ao1A] COS AHA ARE: 7hs o7 &l

Mol 53 compatible o] 7H5 g ofZelA|ol M e R B9 COSE AHET 4 Y&UTh YR 7)50] Al
2 A5 S A3 2l £ RAHYAL. £ BAIS Aol SE T8 LA N ELI AN oI5
U 2SR s} e R E A EEHIA L.

ofZe)A ol ol Amazon 53 7H A UBTH: G YOH fFeiA o Ho] S3 A AS AEE 4 UA

COSE A8 4 9liex] o] B o}efjol] M H tf 2 & LA oA 2712 5 7}sfof g,
COS AH|A FH]

1H4): Tencent Cloud AA 7Y

(°]1] Tencent Cloud #A| % o] Y= 742 o] A= AJekst 4= 5 U}

20HA|: A QA F

3HAl: cOS AlH| A E/d3}

4GA: APPID ¥ YA A 7] FH|

CAM ££:9] API Keys H| o] #] o] ] APPID, Secretld, SecretKey= & & % 7] 23}
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chmod -R 777 wp-content
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cd wp—-content/plugins/
mkdir tencent-cloud-cos

cd tencent-cloud-cos

4. =239 TielE|2)o] Z2j1Ql theRE:
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wget https://cos5.cloud.tencent.com/cosbrowser/code/tencent-cloud-cos.zip
unzip tencent-cloud-cos.zip

rm tencent-cloud-cos.zip -f
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1. A4S 23835} tencent-cloud-cos =2 10 LAY}

2. 02 Zo] COS HHE /4yt
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Access—-Control-Allow-Origin: *
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Access-Control-Allow-Origin: https://example.com
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npm install ghost-cli@latest -g
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ghost install local
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v @l ghost-cos-demo

M content
Bl current
Ml versions
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Welcome to Ghost.

All over the world, people have started 3,000,000+
incredible sites with Ghost. Today, we're starting yours.
Site title
Full name

Email address

Password

Create account & start publishing =
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"storage": {
"active": "ghost-cos-store",
"ghost-cos—-store": {
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"Basepath": "ghost/", // UeEe] o]Fo2 WAT 4+ J&Ut HYEW sEHom 2E T
"SecretId": "AKID****x*&kkxkxkxn,
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mkdir -p content/adapters/storage

3. Tencent Cloudol| 4] #l| 33} ghost-cos-store 2] 191-& A4 x| gh o},

3.1 npm= &l Ay .
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npm install ghost-cos-store

o
ox
ox.
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3.2 storage tl 2 g 2 of] t}3 &l =7} EZ3HH ghost-cos-store.js T+
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// content/adapters/storage/ghost—cos—-store.js

module.exports = require ('ghost-cos-store');

3.3 git clone< 55l APt
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cd content/adapters/storage
git clone https://github.com/tencentyun/ghost-cos—-store.git

cd ghost-cos-store

npm i

3.4 4% & GhostE tHA| A2
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ghost restart
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1. Ghost Z&0A +2 2850 AlA =S AU
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@ localhost:2368/ghost/#/dashboard

O tencentcloud-cos-we... () Dashboard

(™) Dashboard

b0 view site

¥ Posts -}~

Drafts
Scheduled

Published

[0 Pages
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Tags

Q3 Members 0
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Tencent Cloud COS &H]

A

A COSE AHE T B¢ 1-297= gyt

1. Tencent Cloud 7174 /40 Y A Q1S5S AEFUCH Y ASS oHA] 2 AHEA= 5= U AL E Fofs 4
AEYTh

2.COS #&of 21215} 2| Alof| u}2} COSE &/d eyt

3.COS £<4 04 92 v 7o BFA FAE 22
o] &: ¥l o] FU YT}l “backups”).

44 2|4 Aste] AR et 7k g AEs £ Qloy F§ FEke-E 2|2 AEshA] st Al A A

of 714 Tl slelo] YomE HYE wi FH S Aesta 7hA B slge we 4 A&y,
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Create Bucket X
Name backups AL D@
Only support lowercase letters, numbers and "-". Up to 50 characters

Region China hd Chengdu ¥

Services within the same region can be accessed through private network

Access Permissions 0 Private Read/\Write Fublic Read/Private ‘Write FPublic Read/\rite
Endpaoint hackups-12507°707 L cos.ap-chengdu mygcloud.com
Bucket Tag +
Server-Side Encryption 0 Mone SSE-COS
0K Cancel
et A G52 71 EGe AT B 84 F42 B4 R AT T FAL 2Ystol A S gagyrt
A
R AR e s L AR ES R =0 S PN KN

4. AP| Keys #-&ofl 2712150 7] A H Secretld2t Secretkey= A4 R 71 &

)
L
=
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Create Key

APPID Key

Secretld: AKIDysd™ ™ g
1256355500

Secretkgy: === Show

Arq® Backup A %] 2 AX

A -

= FA]= Windows2] Arq Backup 6.2.11 H{ S oA 2 AFE-5F R &Y T

1. Arq® Backup &4 o] 2| oA AZEQo] & tp& 2 EdYT.

2. A|Alof| et AT EQo] X & HE5IH AZEQo7} Abs o= AP 2 Z A8y Al 27121 g o] FYoh

ojuf oY FAF YL [Start Trialls SH U
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& Arg6

Eile View Help

Start Arq 6 Trial

2

Enter email address:

ll l

| accept the license agreement and privacy policy.

Start Trial

Buy Mow Enter License Code Read-Only Mode

3.Backup 2l E{1j|o] Aoj x| Create a new backup plan & 235} H S-S

©2013-2022 Tencent Cloud. All rights reserved.
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Eile View Help

v Active Backups +

> Smrage Locations + MNo Dackup plans are configured

Create a new backup plan

Need to restore from a backup?

Configure a storage location

Arq Trial
31 days left

Buy Now

3. 2)ie 4 QlElm] o] 2o A Wi e lelE| el g Megtych WA fA3 EE A4 teE e s dud 4 YUt
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Eile View Help
Add Backup

v Selected: all drives

> No storage location specified

> Exclude 24 items

> Encryption: Off

> Schedule: Every hour

> Maximum Transfer Rate

> Retention: Keep all snapshots

> Excluded Networks

> Email Report

Arq Trial
31 days left

Buy Now Save Cancel

5.Add storage location = 235} ofz2f] o|m| x| e} ZHo] W] AE2]A] %] & F7HY .
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Eile View Help

Add Backup

> Selected: all drives

v No storage location specified

™ Arq Cloud Storage free tria

Add storage location...

> Exclude 24 items

> Encryption: Off

> Schedule: Every hour

> Maximum Transfer Rate

> Retention: Keep all snapshots
> Excluded Metworks

> Email Report

Arq Trial

31 days left > Options

Buy Now Save Cancel

6.S3-Compatible Server & 223t}
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= O X
Eile View Help
< Add a Storage Location
B 6
Amazon Drive Amazon S3 Backblaze B2
& = &
@
Dropbox Google Cloud Google Drive
OneDrive SharePoint SFTP
Wasabi SMB Network Share Attached Disk

O

S3-Compatible Server

Arq Trial
31 days left

Buy Now

4. 2T A ol E] 5| o] Ao A Tk /gtct,mﬂ ute} Ayt 4% €8 SContinue £ 2234 th.

Server URL: 9J°l 7|28 =Wl 24 F cos 2 AIZSHAM ol https:// 7} e FALE AY
https://cos.ap-chengdu.mygcloud.com ). H{Zl 0|5 E3IE| o] QIR] Tth= Zlof| FoI5H Al 2.

Access Key ID: ¢joll 7154 7] F X F Secretldyd Htt.

Secret Access Key: 9ol 71545 7] JH 5 SecretkKeyd Htt.
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Cloud Object Storage
< Add S3-Compatible Storage Location
Server URL: | https://cos.ap-chengdu.myqcloud.com
Access Key ID: | AKIDTwXsRnJIAIBGThvzMSHsDHAWD®
Secret Access Key: -------------------------------- (&)
5. T} QlElH| o] Aof| A{Use an existing bucket & A EigH & 2fof| A] AJ/d S+ ¥ Zl (cll: backups-1250000000)< 41 EH
StilSave & SHdYTH

< S3-Compatible Bucket

-::E::- lUse an existing buckst ackups-125°°77°°0

Create a buckst

6. (&4) el ElolH B3} ol g Mgyt B4} BES Mgyt

S
v 1 H
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Add Backup

> Selected: all drives
> Storage location: backups-125

> Exclude 24 items

v  Encryption: Off

Encrypt backup data:

Mext
> Schedule: Every hour
> Maximum Transfer Rate
> Retention: Keep all snapshots
> Bxcluded Metworks
> Email Report
> Options

> MName: Back up all drives -

Save Cancel

7.5 ol A FEstoll AHSHE HTHEE MU WY 5 P ool AHGHE MTHES £ ¥ eist

OK £ 23th, 2o} Mg HIWASE 719fskx] goB Hdol A A g B78 4 gguch
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& Arg6

Eile View Help

Encrypt the backup data

Choose a password: l

Type it again:

e [

oo
o
rz
-Im

A #7152y

©2013-2022 Tencent Cloud. All rights reserved. Page 524 of 593



&2 Tencent Cloud Cloud Object Storage

Add Backup

W

Selected: all drives

b

Storage location: backups-125

> Exclude 24 items

> Encryption: On

v  Schedule: Every hour

(@ Hourly
Every | 1 hour at| minutes after the hour
Mon Tue Wed Thu Fri 5at 5un
Daily
Weekly

Mot scheduled

Last backup ended at: -
Mext backup starts at:  2020/4/27 5:00:00

Start backup when a volume is connected

Mext

Save Cancel

12.5ave & 29 35}t0] A& #1742 FBack Up Now & 2 35}0] Hd S A2ty o
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Eile View Help

v Active Backups +
© Back up all drives &1
B backups-125
& Hourly

& Encrypted

> Storage Locations +

Arq Trial
31 days left

Buy Now Edit

Detach Back Up Now

Cloud Object Storage

g0l A w27

1. W< Qe H o] A Y% Backup 2] ~E o4 Restore & 22 &4t}
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= O x
Eile View Help
v Active Backups +
() Back up all drives 5 |
H backups-125
& Hourly

& Encrypted

> Storage Locations +

Arq Trial
31 days left

Buy Now

Edit Detach Back Up Now

2. 919] oebAlol A W] o] ] Y EEHE MG B9 wLAEE A slok FuiTh
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& Arg6

Eile View Help

Enter encryption password

3

e

3.2 7¢ telee B oty 2 278t £t 9o 4% ¢3S A Restore & 2230l 78

A o

©2013-2022 Tencent Cloud. All rights reserved. Page 528 of 593



Cloud Object Storage

&2 Tencent Cloud
- O X
Eile View Help
v Active Backups +
Backup Restare
() Back up all drives frind
& backups-12: Snapshot: 4/27/2020, 4:38 PM Snapshots...
& Hourly
& Encrypted Q
> Storage Locations +
e Change =
¥D: 4
¥ Pictures 4
» | Camera Roll
Arq Trial
31 days left Restore to: (@) Original location Desktop Choose location...

4, 57 22 712X 02 A widoA BrEyt " Qof whal AyiAkoA] o] B 7 ui Q& Zbof o] vz WY
Ao A B2 A 4= 45Ut Snapshots & 2 5}0] o] AYARS 23]
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Backup Restore

Snapshot 4/2

_,_,
(18]

= 0
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L
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6}
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7/2020, 4:42 PM

Last Modified
472772020, 4:25 PM

Cloud Object Storage
Snapshots...
Q,
Size Files
a0 bytes 1
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= O X
Eile View Help
v Active Backups +
Back Restore
() Back up all drives frind
B backups-125
£ Hourly € Choose Snapshot Delete All Shapshots...
& Encrypted
S Emerelcer + April 27, 2020, 4:42 PM
0 errors Select Delete
Select Delete

Arq Trial
31 days left

Buy Now

6. 578 teee) = ute 9 Bas o £t gdo] 44 91 S A 5 Restore & 223lo] B8
AAE
7. 857} SR EQITHE QlE{mo|A Q7 22 1 A Ao e elol 4 BT E A S HAF 4 YaUch
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A 29 AA
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yum install nginx

Tl 22 FE7F =R v otEnter 7] S =3 A FAddHTH(olsH 5Y).
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Is this ok [y/d/N]:

3.0 22 HEstmw XL A EE AP
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Complete!
[root@VM-0-10-centos ~]#

4. thg o5 dasto] Nginx #j4d o] 4oz 2354 4S5

11— H
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nginx -v

che il g b mel Az Azl B AU
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nginx version: nginx/1.16.1

PHP A3
1.SSH &5 AHg-ato] Fuljgh Ajujof] 2213y},
2.0h-3 W ol 5 Agste] PHP 7.45 A Ayt
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yum install epel-release yum-utils

3.0he WY S 24t AU
Bl 1:
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yum install http://rpms.remirepo.net/enterprise/remi-release—-7.rpm

gy Aol YR AL eafist T H¢ ctritc 5 53 AYS FHA5L HH S A AP £ 95 Y
thelst 59)
ggo] 2
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yum-config-manager —--enable remi-php74

Fygo| 3:
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yum install php php-fpm

4.42 &5 & thg Yo E A3Ysto] PHP ¥ flo] g4 o2 x3]g

rir
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ot
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php -v

chewt Ze ARt md 4 AEol B AUt
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PHP 7.4.8 (cli) (built: Jul 9 2020 08:57:23) ( NTS )
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies

PHP 2 & A

NextCloud= 71224 Q1 PHP 2|0l = Tt 2 PHP 2 &l T&5 o] 47 7|52 A3yt NextCloude] 4ol =
AR5 R E A B = NextCloud 241 S1|o]z] ZA S ZFZ3HAA L.

2 EE2]dof& NextCloud 24 PHP ZEo] A€t} NextCloud? T2 &4 7158 A28 A& o]t Z4
7] €} PHP ZE0f| F£2]3to] A5t Al 2.

N
it

0
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1.SSH &2 AR&-5to] FHuiet o] 2 lgh .
2.0 ol & Adsto] PHP 252 Ao

yum install php-xml php-gd php-mbstring php-mysglnd php-intl php-zip

3. 4% &7 ¥ thg W ol& ddsto] AxE PHP 2528 23|ty
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php —-m
4. 7|8t 5 A7} Q3% HL yum install <php-module-name> = CHA] A8istH ot

NextCloud A{¥] Z= J2E 9 ¢= FA|

1. NextCloud &-4] &1 o] 2] of| 5] NextCloud A1 A2 %] 5§71 2] Al HA S tt2Es 2 Y /var/www/ Y
de o] dRedyth o33 g2 Yoz Jd2d £ syt

1. wget YHHO|E AFESIA AWofA A A Ax] 7|2 & th-E2 3T ol /var/www/ UZEEIZ olF &
o]

wget https://download.nextcloud.com/server/releases/nextcloud-19.0.1.zip A3
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2. 27 ZAFE +2EES & SFTP & SCP 5 AZEQ1E 53l /var/www/ Y E o] Az Hf7]2x] & <
-

§ﬂl—
3. 27 ZFElol 2 2E3 T Irzsz S AHE SOl dRE Gk e the 2ey
3.1 SSH && A}85}o] FLufst A wof] 21915}
3.2 yum install lrzsz = A&} Irzsz2 A =T},
3.3 cd /var/www/ = A35}to] E}Zl daE g 2 o] 53y},
34 rz ~bye & *a‘ﬁé*%m SSH Eoll4 224 2 th-2 2 =3 NextCloud A1H A% 3j7] 2| & MelgychEig 22he
SSH =ol| wtat AFolgt).
4.SSH E& AF835to] ot Ao 211t}
5. unzip nextcloud-<version>.zip = A#sto] Ax| #7]2 & 4= HAFYhel: unzip

nextcloud-19.0.1.zip ).

PHP A%

1. SSHES AF8aho] Tolg Aujol 2193

2. vim /etc/php-fpm.d/www.conf & A3std PHP-FPM 4 T d S €1 £AHZ A FE5S +43TY
o vime] TAH G B A2E FEHUA L. T2 WS ALEH Y T A ST 4% Aoy

=

1. user = apache & user = nginx &= $£AEYtTH

2. group = apache & group = nginx = $£3gUYt},

34ARETF wg & Ueisto] Bl AgehL FREUTHvime] PHHQ el Flo =k Bl 24 F A2
Al /\]2

4.THe W0l & ARatol PHP7I Ngin AH&ol 214515 £ tl2lee) 28418 243
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chown -R nginx:nginx /var/lib/php

5. A& A thS H 3 o] S A5t PHP-FPM AJH]| A S Ao},
Fyol 1:
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systemctl enable php-fpm # Hgol 1

Fygof 2:
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systemctl start php-fpm # §5do] 2
Nginx A%

1.SSH &< AR&-Sto] Fuligh Ao =gty

2. 0= ¥ EolE dAsto] ) Aol E 4 EE AfAE £A T
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chown -R nginx:nginx /var/www

3. 7129 Nginx +4 T+¥  /etc/nginx/nginx.conf & #PTYct o} 2 2fo| 7153yt

1. cp /etc/nginx/nginx.conf ~/nginx.conf.bak & AdYsto] 7|& 714 ©d S E(HOME) tj = gl g0
EEEy

2 SFTP 1= SCP & AT E9]o] 2 AFgsto] 712 74 52l S 27 7

%
3. /etc/nginx/nginx.conf & 02 W&o 2 £ = tiA|gytt.
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# For more information on configuration, see:
# * Official English Documentation: http://nginx.org/en/docs/

# * Official Russian Documentation: http://nginx.org/ru/docs/

user nginx;
worker_processes auto;
error_log /var/log/nginx/error.log;

pid /run/nginx.pid;

# Load dynamic modules. See /usr/share/doc/nginx/README.dynamic.

include /usr/share/nginx/modules/*.conf;
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events {

worker_connections 1024;

http {

log_format main

'Sstatus $body_bytes_sent "S$http_referer"

'Sremote_addr - S$remote_user [$time_local]

\l

Cloud Object Storage

"Srequest" '

'"Shttp_user_agent" "S$http_x_forwarded_for"';

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;

types_hash_max_size 2048;
include /etc/nginx/mime.types;

default_type application/octet—-stream;

# Load modular configuration files from the /etc/nginx/conf.d directory.

# See http://nginx.org/en/docs/ngx_core_module.html#include

# for more information.

include /etc/nginx/conf.d/*.conf;

server {
listen 80 default_server;
listen [::]1:80 default_server;

server_name

root

p— 4

/var/www/nextcloud;

add_header Referrer-Policy "no-referrer" always;

add_header X-
add_header X-
add_header X-
add_header X-

Content-Type-Options "nosniff" always;
Download-Options "noopen" always;
Frame-Options "SAMEORIGIN" always;

Permitted-Cross—-Domain-Policies "none" always;

add_header X-Robots-Tag "none" always;

add_header X-XSS-Protection "1; mode=block" always;

client_max_body_size 512M;
fastcgi_buffers 64 4K;

gzip on;
gzip_vary on;
gzip_comp_level 4;

gzip_min_length 256;
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gzip_proxied expired no-cache no-store private no_last_modified no_etag aut

gzip_types application/atom+xml application/javascript application/json app

# Load configuration files for the default server block.

include /etc/nginx/default.d/*.conf;
location / {

try_files Suri Suri/ =404;
index index.php;

location ~ "\\/(?:build|tests|config|lib|3rdparty|templates|data)\\/ {

deny all;
}
location ~ “\\/(?2:\\.|autotest|occ|issue|indie|db_|console) {
deny all;
I3
location ~ ~\\/ (?:index|remote|public|cron|core\\/ajax\\/update|status|ocs\
fastcgi_split_path_info ~(.+2\\.php) (\\/.*[)$;
set Spath_info S$fastcgi_path_info;
try_files $fastcgi_script_name =404;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME S$document_rootS$fastcgi_script_name;
fastcgi_param PATH_INFO Spath_info;
fastcgi_param modHeadersAvailable true;
fastcgi_pass 127.0.0.1:9000;
fastcgi_intercept_errors on;
fastcgi_request_buffering off;
}
location ~ "“\\/(?:updater|oc[ms]-provider) (2:$[\\/) {
try_files Suri/ =404;
index index.php;
}

location ~ \\. (css|jsl|svglgif)$ {
add_header Cache-Control "max—-age=15778463";

location ~ \\.woff2?$ {
add_header Cache-Control "max—-age=604800";

# Settings for a TLS enabled server.

#
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server {

listen 443 ssl http2 default_server;
listen [::]:443 ssl http2 default_server;
server_name _;

root /usr/share/nginx/html;

ssl_certificate "/etc/pki/nginx/server.crt";
ssl_certificate_key "/etc/pki/nginx/private/server.key";
ssl_session_cache shared:SSL:1m;

ssl_session_timeout 10m;

ssl_ciphers HIGH:!aNULL: !MD5;

ssl_prefer_server_ciphers on;

# Load configuration files for the default server block.

include /etc/nginx/default.d/*.conf;

location / {

}
error_page 404 /404 .html;

location = /40x.html {

error_page 500 502 503 504 /50x.html;
location = /50x.html {

4. A& A o5 ol & A YSHaL Nginx A HIAE Aty

Fgof 1:
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systemctl enable nginx

Fygof 2:
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systemctl start nginx

COSE A5l EE NextCloud A8 A4

COS AKX 715 27]

1.C0OS <o 219lgtch,

2. o] {dof AJ/d3t Wzl S ot W7l o] 55 2

o

=Y

allf
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examplebucke Specified user engdu (China) (8P~ 5519.03-20 15:29:59
125 2 chengdu)

il

3. YZ Afo|Hpoll A 7|25 st 7] FE o] WF o] F 2 Ao B

i

7=

e

=Y

Basic Information

Bucket Mame examplebucket-
1250800077 Ig
Region Chengdu (China}

(ap-chengdu}
Creation Time 2019-03-20 15:29:59

Access Permissions Private Read/Write

API 7] &
2| AT E Zol7] 98] B AH 7|2 AFRslT 24 Aste] 912 AP e mE i Zlo] £L5UTH B AR 72 d=

idoll ohgh ZpAI R U8 Access KeyE Falsh Al 2.

NextCloud A8 /4 =+ 434
1.8 AE B S ALEHNO] contig.php & AAGHT CFE UES Uee ¥ 4ol wheh 2R 28 4T

o},
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<?php
SCONFIG = array (
'objectstore' => array (
'class' => "\\\\OC\\\\Files\\\\ObjectStore\\\\s3"',

'arguments' => array (
'bucket' => 'nextcloud-1250000000', // HZ o]& (Z7te] o] &)

'autocreate' => false,

'key' => 'AKIDxxxxxxxx', // Ar8A9] secretid® W7

'secret' => "XXXXXXXXXXxx', // A8 2}2] SecretKey= H A

'hostname' => 'cos.<Region>.mygcloud.com', // <Region>= 4% ZHozZ £H (o .
'use_ssl' => true,
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th ol || A AL

¢ ?php
$CONFIG = array(
‘objectstore’ => array(
‘class’' => "\\OC\\Files\\ObjectStore\\S3',
‘arguments’ => array(
'bucket’ => "'nextcloud-125 555", [/
'autocreate' => false,

‘key' => "AKID 6NEu’, // Secretld

‘secret’ => "'nT2P THex', [/ SecretKey

‘hostname' =» 'cos.ap-shanghai.myqcloud.com’, //
‘use_ssl' => true,

2.9 L& G5t /var/www/nextcloud/config/ UEEF | 2tk o] &2
config.php = FA]).SFTPE+SCP AT EQoE £ ofd S d2=S

2.8 BYol 2 AYsto] 74 U] 8%

i

s
57

o

Y.
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chown nginx:nginx /var/www/nextcloud/config/config.php

TRl o5 4

NextCloud A{H{ o]l IP 47} obd =1 Q] o] & AbgstH ™, =H|Ql o] F& 555t CVMIP =48 S H61,
EoQl 55 7] byl Aol et ICP HIQHE ’H2 4 sy
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NextCloud A H = A ] A] Ab&SH =H[Ql o] ol IP FAE 7| EtE 2 A 2] Hof] =H|Ql o] =
ICP H] QS Hlto} |9l o] 22 A}-8-5}o] NextCloud AJH| 2] H ol Hjo] x| & o] S5l Zo] 45Ut}
NextCloud AH] Ax] &8 & To|Ql = [P FAE HAG oS A2 AHY

o
o[
Jhu
i)
i
|z
e

/var/www/nextcloud/config/config.php T+ TY9 trusted_domains & T $+ AEYh Al

F AFF2 NextCloud 54 Zo| o] ] M & FZEsHAI L.

NextCloud A1 A %]

1. B2h-e-2 & A8-5to] NextCloud A1 H{of] A ASH & ajz} 9l A&} o] S3t MM S 5 AJ/4d 5t 7] 3ot
2. 2E 2 A &} gl o] EHo] A E EHAFstar Th 2} o] AT

SeCE A s

tlolE Z4 Ivar/www/nextcloud/data(7] EZF 7-#])

o o] EjH| o] A& L4 MySQL/MariaDB

ol o] Bf e o] & AR-EA} root

glo|EHjo] A H|UH S TencentDB for MySQL 27|35} -0l 223t root AFE2}2] H]

L e
f|o] Ej e o] A o] = nextcloud((E= AFE-SHA] &= THE ol §)
o] EH|o]A TAE (7| EH o g 7
AlolEfHlo] ~ 22 E (7] localhost?} TencentDB for MySQL Q1 AEI A Q] AP A4

EAE)

3. A& &EE ZH5H NextCloud A8 A 2|71 &g € uf7t2] 7|ohd Yyt 4. A= 2ol A 504 Gateway

Timeout?} 2 275 JHIF L= 4 21 & OA] Al =3ty chs. A &8 & w2t Al S AFEsf
NextCloud A B o]l 21215} < o] A] H{& 2] NextCloud= AF&g 4~ 5 T

NextCloud A1H] 2H743 %45}
wjehes 2]

NextCloud A B = AF&2Let A S 21X i
7 AEUTHPHP A3 EAQ PHP 7|t Z2 012 R o= GI-L]-_Q] =g ko] 7Y L AP T2 975
solonz WiaateE AP} 22 Al = QR oA SE&sto] tff-&5hs PHP T2 0 & AdYsof 3
NextCloud A H+= A 7}A] ¥ 1
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Arefol] 24| o] &3ttt AL A7 219151 ko™ o] 2|35 vl 12t
FEU
AJAX 7|5t 2= 2Hd o] Al g4 o] Hox]= EAE 1]stalAt Linuxe] crons AFESH el gkt 2] A&

L = i
HBAFULE Linux2] cron2 2 & AIZHS AE5HA Alojdy . A4 7H53SF Interval2 &, AIZH o2 &
&

[l
2
e
rlo
>
o
e
o
o
|o
ful
Fu
>
it}
2
o
N
)

Am
2L

9 9 2UdS TG of| & Eof 5EOHE £= 59 v L) = A 102 5082 AT 4 JE5Uth YR &
P AA = = 9, A S = A Ysto] v B&4 ‘LJE} crono]| thst At A2 vhed A5 5 XS4 Al L.

NextCloud A1H o] ¥l 1at-2 = 2+ 3 9] 3l crons Ad st WS AR
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yum install php-posix

3. O3 H o & AdY st nginx A7 oll A8 cron A S AL ATy

crontab -u nginx -e

4048 W AEElo| AL vinimP YT 1 718 Ee MY BER o] 53
Ut
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*/5 * * * * php —-f /var/www/nextcloud/cron.php

EsC £ w8 UY REE FTESIY :wg & YEct] A T I vivime] A A Q1 A 7ol E= o
TAE FRSA L
g7 FolM e TAH R A E = A HIEE 550 oF A Ayt v a2 & 2hQjo] 55 Qtof Asyg
Soll= Bt A& dof NextCloud AlH| o] 2118 4= Ut 1 &, L EF g BA oA AH8A o] & A =
e FEoto] A vlo] A &2 o] 55 &, 25 Alo| =Hto A 712 AA S HEstH 7|24 0 & Crono] ¥1gtE
Zgdo = Mefg]o] 9= AE AT 4 st
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| 22| FHA]

PHP+= OPcacheE AH&stol 452 &8 + S5

= Ayt ot ¥ A S A7 o
1. SSH && ARE-Sho] Lol A H
2.0 B3 0lE APstol PHP 2

Cloud Object Storage

yum install php-pecl-apcu

3. A& A oFS o] & A 35| Nginx@F PHP-FPM-S A Al 25U o

Fyyol 1:
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systemctl restart nginx

Hygof 2:
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systemctl restart php-fpm

4. vim /var/www/nextcloud/config/config.php & X35} NextCloud AH 9] 744 otd & 1
SCONFIG = array ( ©ll $H3 Ut} ot

Ue Hstn FREY

'memcache.local' => '\\OC\\Memcache\\APCu', S =7}

B
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[root@vM-©-18-centos configl# vim /var/www/nextcloud/config/config.
<?php
$CONFIG = array (
‘objectstore’ =>
array (
*class' => '\\OC\\Files\\ObjectStore\\S3',
‘arguments’' =>
array (
"bucket' => 'nextcloud-125
‘autocreate’ => false,
‘key' => 'AKID 6NEu ",
'secret' => 'nT2P THex',
"hostname’ => 'cos.ap-shanghai.myqcloud.com’,
‘use_ssl' => true,

)
'instanceid’ =>
'passwordsalt' =
‘secret’ =>» '
‘trusted domains' =
array (

0 => '

/3

‘datadirectory’ => "/var/www/nextcloud/data’,

‘dbtype’ => 'mysql’,

‘version’ =» '19.0.1.1°,

‘overwrite.cli.url® => "http://

‘dbname’ =>» 'nextcloud’,

‘dbhost’ =» '172.17.0.13:3306",

‘dbport® => '",

‘dbtableprefix' => 'oc_ ',

‘mysgl.utf8mb4' => true,

‘dbuser’ => 'oc 'y

‘dbpassword’ => °

‘installed’ => true,

‘memcache.local’ => "\OC\Memcache\APCu’,
Y-

£

5.cron’ 8 o2 wig} 23tk vim /etc/php.d/40-

=2 Al §

apcu.ini & &2<9° ;apc.enable_cli=0 & apc.enable_cli=1 &

(79 ok Mm|Z &2 2T AMA|)R o3 A TEYJUS. /etc/php.d/40-apcu.ini AE7} EA
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SHA] 22 49 AH™  Jetc/php.d/ UZEZ0|A apc == apcu B -7 E0i7F Lini A oY S 2ol WY
Fuct

[root@vM-©-18-centos datal# vim /etc/php.d/48-apcu.ini
; Enable APCu extension module
extension = apcu.so

N This can be set to © to disable APCu
apc.enabled=1

Setting this enables APCu for the CLI version ot PHP
(Mostly for testing and debugging).
apc.enable_cli=1

¥

¥

SO|AE MM A A

NextCloud 2] €5 0| 2| 7} | 3-8l = tl A3 F 5718 Seto]AEe} utd Zeto] A E = NextCloud 3-4] &1 0] 2|
T = o ZgA|o]Hd AEojoA T2 =S 4 &Yt NextCloud A7 Al NextCloud2] AH F4(=HQl == IP)
dFsioF gyt O3 o3 AFE AL o] S H|UWI S & A5t 218 vl 2 Zeto|AEE AHET 4~ 5 Y
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COSE =7 t2to|H 2 Windows A H{of] A&
Es}7|

% Z Ad|o]|E Y&} : 2024-06-24 16:53:18

2] Althel @

& 2 WindowsA] A Ellof| A 2] Tencent Cloud COS 212 2 API, COSBrowser, COSCMD &2 3 Hyth.
Windows A B & At-&35F= AF& A= COSBrowsers 2295 AR AS S o g a2 7313 AgYstA
U A2 8ok o &estA] aUth 2 A= H-8 §824 2 COSE 272 tglo]H & Windows A H o] u}-2

=
Este ge 24F U

E B o] Al 2E o Al= Windows 7 &= Windows Server 2012 /2016 /2019 / 202205+ & 8=t}

2] A

chess g 4%

& A0l A Arel= Al 7HA] o] £2ZEQof7t 2 U T A AR S8 = AT EQo] HH S AXT

kI
Windows Server 2012 R22] 742 Winfsp 1.12.22242+= S 2+5] 2] 2|9k Winfsp 1.11.221762 S Ut
1. Git =& Github® o] &35t GitZ th2=2 =g o,

Git-2.38.1-64-bit= A2 T2 2= HUch 218 ohg 7|2 Mo & A%
2. Relone = Githubell 34511 Relones th22 =gyt

S| A] 2 rclone-v1.60.1-windows-amd647} th-& 2 = Ut o] 2 o] So] 2| A H te e ot =S = Huoh
(@7t 23E AR E 452 BH 27 HAY 4 918). o] el Alo] 4] 17] ] = E\\AutoRclone 2 2 ‘5‘1— sliAlEH
=

A :

GitHubE @ # AU U2 E L7 2 & & 25 WY

st
9

&t

)
>
T
a0

o
bl
o
A

Rclone ++4

29 :
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oS 144 T2 A A= rclone-v1.60.1-windows-amde4E o 2 S0 Ayt 14 TE2AM| A= Hdof uet o &
= A5sYTH

1. 202 97 Q% g2 Fof|A] o] PCE Fro} ©2as 1} &4 » T AJAE] AA » 374 Bl s A A B
PathS A=yt A4S S

2. %Y %ol Reloneo] &= sllA1 ¥ 7 2 (E:\AutoRclone)E &5t &QlS 33yt

3. Windows Powershell& &1l rclone —-version 3= A35to] EnterE =2 Relone©| d34 02 HX| &

A=A gl
4. Rclone A %] Q1 & Windows Powershelloll 4] rclone config 2 U otal Enters 52 Y= A3ydt
Yk,

5. Windows Powershellol| 4] n& ¥ 2311 EnterS =2 New remoteS A&y th

6. Windows Powershellol| A myCOSe} 72 sljgd t] A 3.9] o] 52 &5}

H al
7. BN & Ao A ‘Tencent COS7F Z3HH A4S A el(Z, 5 Y23t} Enter

9. env_auth> 7} EAEH EnterE 34Ut}
10. access_key_id> 7} EAIE™ COS9| SecretldE Y &5} EnterS =54t}

I

ol 7] M= N E A Pt AFE-S PATTH AP 7] 72 & o] 53510 Secretld2} SecretKeyS H91a 4= Q)& ot
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11. secret_access_key> 7F EA|E™ COSY SecretKeyES =5t Enters +5 4t

2. B A 5= Tencent Cloud 2% 2] Alo] Egjo] FA0 utat w7l 2] d-& dejgtt,
7|0 e FAH L WS o 2 Akttt Wt A 4( cos.ap-guangzhou.mygcloud.com )5 YHI &
EnterE 54t

3. = Qof u}z} A HEHAl: default, public-read )2 Mgt o] Pshe
HUth 07|14+ default?} ol 2 A H YT whekA 18 JH 3 o5 Enters F54 T

0]«

gets READ acc

get FULL_CONTROL over the ohject.
o :p z a bucket, fmazon 53 ignores it.
i1 |]:|11|"1-"|-"t—| n"nn-l—tull—- Hn‘t1||1|
acl» 1

14.COSoll 42 H A o] AE R FHAE Ayt of 7] A= Default?} ol 2 AF-&E Ut} wpaha] 12 A H S
t}S EntersS +SUt}.

Default: 7] 24¢

Standard storage class: 2B TtE A E 2] 2| (STANDARD)

Archive storage mode: ©}7}o] E A& 2] | (ARCHIVE)

Infrequent access storage mode: 2B T = |A 2~ & 2] 2] (STANDARD _IA)
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A

INTELLIGENT TIERING &= DEEP ARCHIVE AE 2| %] ZefAE Ag5te W 4 oY £ 8 S AHES oh3
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rclone mount myCOS:/ Y: ——fuse-flag —-VolumePrefix=\\server\\share —--cache-dir E:\\

24 0Aaz gE 39 oy 2ol By S AYFYck
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rclone mount myCOS:/ Y: ——-fuse-flag —--VolumePrefix=\\server\\share —--cache-dir E:\\

24 03z ige 39 ohe PPl S AA Y
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rclone mount myCOS:/ Y:

——cache-dir E:\\temp —--vfs—-cache-mode writes &
3. startup_rclone.vbs©ll o3 ZEE Y HHh
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CreateObject ("WScript.Shell") .Run "cmd /c E:\\AutoRclone\\startup_rclone.bat",0

F9 :
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3T

toll o ¥4t
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