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<AccessControlPolicy>
<Owner>
<ID>gcs::cam::uin/100000000001:uin/100000000001</ID>
<DisplayName>qgcs::cam::uin/100000000001:uin/100000000001</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Root
<ID>gcs::cam: :uin/100000000001:uin/100000000001</ID>
<DisplayName>qgcs::cam: :uin/100000000001:uin/100000000001</DisplayName>
</Grantee>
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<Permission>FULL_CONTROL</Permission>

</Grant>

<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="Grou

<URI>http://cam.gcloud.com/groups/global/Al1Users</URI>

</Grantee>
<Permission>READ</Permission>

</Grant>

</AccessControlList>

</AccessControlPolicy>
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http://cam.qgcloud.com/groups/global/AllUsers

PUR#ERMEA

DUF FASR ML T ACL SRR E L,
e e el RIS PR
READ A1 FE RTS8 AT 2R I HFTERELE S T IV SR [E3ONE
WRITE O, EEMMERFERT G, EEAMEREST NHF

RN R @ BRI R (sd) ARTERH] 512 359411



@ HEEHE JSE e

L% BN %
READ ACP e B R T 1 AGL R 51 ACL
WRITE_ACP e [t F 3 F It ACL [sioh 521 AGL
FULL_CONTROL 77 HHiAIA iy L i ﬁaﬁﬁwgﬂmﬂ%@ S U T
FriE ACL HiR
COS KH AR AR, Fiz WhRlE ACL, FRAIH T bRl ACL HIHRLE 2.
B
T I A2 FULL CONTROL R, LU F bt R it RS B3,
bRt ACL ay
) HOWBEN, Fol A ERUR, VTR E AR
orivate il AP AR
public-read &4 H P 4 B4 READ AR
public-read-write &4 H P4 B4 READ 1 WRITE AR, @ NI TE SR T AR
5
PSR AB{E ACL
MEAEREIRE ACL

DU /RBIFR e — D S N SN A SR

RN R @ BRI R (sd) ARTERH] 5513 359411



é \3 E% i:H.E_ X G AF
Bucket ACL{Access Control List)
Public Permissions O Private (read-write) Public read & Private write Public (read-write)
User ACL
User Type Account ID &) Permissions
Root account 1000C Full control
Read Write Read ACL @
Root t A 100000000
oot actoun Write ACL () Full control
Add User
RXTSRIFE ACL
DUFRBIFZTRACTFS — D BN NRE SR
Object ACL(Access Control List)
Public Permissions O Inherit Frivate (read-write) Fublic read & Private write
User ACL
User Type Account ID Permissions
Root account 10000 Full contral
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Full control
Add User

ER

Qe FH 1 5 13 R R 0N S HE R ERBR VT IR R, 165685 K5 K S A RERS 1F 15 [RIF (&,

BRIEPBIES W 7S TIPSR,

fEF API #E ACL

ThEME ACL
API R4
PUT Bucket acl BLE G ACL
GET Bucket acl IR ACL

IR L BRI (bR ARSUERT]

AR TP
BB AR T TR A RAZERI B 2%
5 VPR A 177 T 42 71l

%514 59471


https://www.tencentcloud.com/document/product/436/17061
https://www.tencentcloud.com/document/product/436/7737
https://www.tencentcloud.com/document/product/436/7733

@ Hﬁizﬂﬁ JSE e

5 ACL
API BlE% BrEd
PUT Object acl BEX G ACL BB AR P LS R IRl 51 5%
GET Object acl AR ACL A R [RH2E 51 3

RN R @ BRI R (sd) ARTERH] 5515 359411


https://www.tencentcloud.com/document/product/436/7748
https://www.tencentcloud.com/document/product/436/7744

@ Hﬁizﬂﬁ o Gtz i
7 1°) & BE SR

ol N TE] © 2024-01-06 10:47:50

177 17 AR

VimERE (Cloud Access Management, CAM) ZEIH 2 —Ffh S K IERAARSS, TEH TEHEIEP L4
BHEHBMKS T REIENTTIARR, R TAERE, RILUNZARIAN R, HH, #EHTER, X RFgE L
RIMEFR

AN
JIEE
TSR
AU B SR TEIRNG HMMA G, i TksSlE2HEFKE, MAFEREDZEFMSMH KNS5 EIE,

TR R B

AL AR B TE AR BT A RETRER, B0, rTLURFREE PRSI R R A7 (Cloud
Object Storage, COS) TAIBEMIIVINR, XAt —LETIKSEE TS ATLUHAE R COS 1HEN RAIVERRE,
BT, VIR ERAT AR R DA AT e,

RE—EE

CAM HATSZRIBIN I Z MR, dd & HIRISEE, SCIERB i EdERL, BIR CAM RIBHIE L= KN
38, AT USRI RIRRID 2 SECRIEAEREVIER, RN CAM RS FRIEEERE (B2 —oMEis) , Bk
BERFSE AR

N 37 5%

B F ISR EE

NV PR RO 5 TR A 1% B = SRR R MUV TR, BlAN, FENEWRERZ ZRR, @i CVM .,
VPC {5, CDN 5L, COS f#IEMFING5F, M INERZ T, WiFAAG, MAANG, B4 A G5,
B RN R TR EAA AR H M R L RS IRV EAR, M G 7R A H A el B A AL = 3R
FUBEEAR, B4 N RO TIHLaRIWSERT H HsE, YR TS S IH KA, R R0 M AYRR,
AR FE R EE

AR R T EHAT RS, B, REVIARZ AR, REVAERTE ML, MR
TR G s g RS, H5aE A E [RIZ R, FRIE A EERAR,

RN R @ BRI R (sd) ARTERH] 5516 359411



A BT

RIS TETR

JSE el

K% (policy) HAETICEMK, FREGRZAEMARER, Bt REERIEA (principal) . #fE (action) . ¥
JR (resource) . ARG (condition) DINAUT (effect) o 4HFE THEEZIENME, 1ES UL 15 RISIE S A,

BiA

RS TEEER R _ LA T EK, #1F (action) TTRFTX I SCRK/NE,
X T RME B R E SRR L, condition JT2 /2 AT IET,
FEPERIB AR BN principal TE2, (CFHERISE H AP HARISRIGIE AR XIS 2 # F principal,

B%OITR
NI S Eipuny
A . N g i
. TR RIETRRR A, BRI E 2.0
version
ZHEAN TR RIS SR, CfEH P OF&r. FKE. BEXH
principal F) . HP4
A FF b — S Z AR LNE R, 1%t R 2245 action |
s?atement resource . condition . effect FZ N HAMITTRIIAREPIRE S, —
LR A HAUE — statement JT3R
e H T e vrsdE 4anvi e, #ERTLUZ B APIHREEEE 21 API
i BENE S, 1 (action) TTEFRX D HCK/INE, FI4] action 9
action name/cos:GetService
- FF b 2 AU B BdE, IR SBEER, BE0= mSRIEE X
rJes;)‘urce FEIEXAEMXA, B RAEERFENER, ESRESm 5 IREE
BH I . Y 72 i SR
oy FF i SRS A RN R SR, S el iR ERY. R E AR E(EA
con dT:on o SRAHER]CIAERTEL, 1P M FER, RS R EESFE
& HAth{E
M TR FE AP EE R, @4 allow (FT¥F) Al deny (‘@a{E4n)
effect PR 5
SREERR
R Il 172
—/ KSR R

RN R @ BRI R (sd) ARTERH]

BT AMH
s
PEFRHERIEE L API
HR RIS IR IRAR K VB EL
Hi FIZoT R
pos
o
i
4
pis
BRAI{E
300

5517 59471


https://www.tencentcloud.com/document/product/436/18023

@ HEEHE JSE e

— D ERSHHYTIKSEL 1000
— D ERS AL 1000
— TS RTIARY F FAEK 10
— UM EE RTEMER S 2K 10
—MH A ABH TR S 100
— MRS AT A B E ORI 1500
EFZ RERE— PP, F P e Gy R 200
— N REIBRR R T 4096
SRR B

USRI REHG RN - AR T 05 1D 2100000000001 (APPID 41250000000) FHYTMKE ID
100000000011, XALEHUIBAITFERE examplebucket-bj FIJ M HUSK I TE %A examplebucket-gz T~ HIXTER
exampleobject, TEVMIIP N 10.*.*.10/24 WEH, $HH _EENRITTFENRIGEIR,

RN R @ BRI R (sd) ARTERH] 5518 359411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"principal": {
"gcs": ["gcs::cam::uin/100000000001:uin/100000000011"]
t
"statement": [{
"effect": "allow",
"action": ["name/cos:PutObject", "name/cos:GetObject"],

"resource": ["gcs::cos:ap-beijing:uid/1250000000:examplebucket-bj-1
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-gz—-12500000
I
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"condition": {
"ip_equal": {
"ges:ip": "10.*.*.10/24"
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Bind User/User Group
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User Switch to User... T
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// OR(EEER

COSCredentials cred = new BasicCOSCredentials("<3\§}'_1K7:'? APPID>",

KRN
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String secretId = System.getenv("secretId");//FIKBH secretid, RPGEMER/IMIRTES], [
String secretKey = System.getenv ("secretKey");//FTMEWNN secretkey, WPGEMER/ MRS

COSCredentials cred = new BasicCOSCredentials (secretId, secretKey);

// Wt S mRER
COSCredentials cred = new BasicCOSCredentials("<3§ﬂﬁ%’ APPID>", secretld, secretKey)

COSCMD 1T TRV RRG
X COSCMD MELE - ], FEEANSEBAT
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coscmd config -u <EMKE APPID> -a <FMKE sSecretid> -s <FMKES SecretKey>

SN
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coscmd config —u 1250000000 —-a AKIDasdfmRxHPa9oLhJp**** —-s e8Sdeasdfas2238Vi**x** D

(2) BIN=IZERIG
FHRPBSZPRG, wIfE 7S A FEKS 1D, FHAGMFHPERESRERE, D= miite
F TR GRAFHE, BRI R ST AT PR,

R
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https://www.tencentcloud.com/account/login/subAccount

@ Hﬁ i:H.E JSE e

DUT $R AT LR R SSRGS R B, TERCE B E SCRIRIN,  SERPREDUT 278 3R & RGN 22 i A NE S SRIg A,
HRHE L RAC EAE BN ], B2 COS H WA =AY RIRIBIEIEZ U, Ui N SIS 15 5 A 5t CAM 7™ ik R R R ZRBIES

ﬁj\o

A~ AT FECE COS £REENER
TR

R MSFIAE B, AT i,
BRI F AR -
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https://www.tencentcloud.com/document/product/436/18023
https://www.tencentcloud.com/document/product/598

@ Hﬁizﬂﬁ JSE e

"version": "2.0",
"statement": [
{
"action": [

"name/cos:*"

I,

"resource": "*",
"effect": "allow"

b

{
"effect": "allow",
"action": "monitor:*",
"resource": "*"

}

A2 TR BB R AR
o R OUBE SRR, SR SRISAT T TR
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JSE el

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:List*",
"name/cos:Get*",
"name/cos:Head*",
"name/cos:0OptionsObject”

I

"resource": "*",

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ JSE e

"effect": "allow"

}I

{
"effect": "allow",
"action": "monitor:*",
"resource": "*"

}

I3 D ATKPEERERR (FSHER)
ELRSRMEA TAIR -
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@ Hﬁ i:H.E JSE e

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cos:ListParts",
"cos:PostObject",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
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@ Hﬁizﬂﬁ JSE e

"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads"

1y

"resource": "*"

B4 AFIKPEEIR IP BHVIRER

ATREIFERENL IP EEA 192.168.1.0/24 1 192.168.2.0/24 MWHIMEEHEERIR, 40T iR,
HEFEENERGRMEE, ES W A0
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https://www.tencentcloud.com/document/product/598/10608

JSE el

{
"version": "2.0",
"statement": [
{
"action": [
"cos:*"
]I
"resource": "*",
"effect": "allow",
"condition": {

"ip_equal": {
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@ ﬁﬁfﬂﬁ o Gk

"gcs:ip": ["192.168.1.0/24", "192.168.2.0/24"]
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@ Hﬁizﬂﬁ JSERE
PRI EAH 5k Z= 451

ol N TR © 2024-01-06 10:47:50

A AR SRS (Policy) #%AXZRHA

HEFITE

1. BT

S BRI (Policy) A ARIERITEIEM, PILETEIT QI IE, AFREMKSLERE TN, 1HS
WASCHY @I VIAERE (CAM) BB,

2. WERFHARAUK S HY UIN

ASAREAE B bR &R 32 1K= UIN 9100000000001, HTFAYF1K5 5100000000011, K5 FFEAMRAZANT RE
Vil B AR,

i

MFEW TS TATEIEN TS, ERIREMER S, £ HPY& hER,

MFB AR FIKS, 1ES W HTE P SO,

3. TIT B INSRME X TEAE

HEA BARFEERIAREER, 145% Policy PURIZIE > EIFARIE, JF 5 AT ERINSREEN IEHE, BESIES WA
EBIHATECE, AVINRISATIEARIERS], RIS AI0T7 ERE s XS,

DUF A28 7 J IR RN G, L] $4 HE LR E et TG i

TNRBI

FRO— : RPFFRSHERE B RNFTENIR
FLEERAIT
BB BCiE(E

B o
il IREEFIKS, REHATEKSH UIN, %7K 800 45 EKS THYFIKS, $1401100000000011
g/ IEPHEE RIRESE, A0 folder/sub-folder/*

Bk AT A 1RIE

ROI= : T FRESFERE B RAPTE XHFRIEER
FLEERANT
FED  ACiE(E
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https://www.tencentcloud.com/document/product/436/13309
https://console.tencentcloud.com/cam
https://www.tencentcloud.com/document/product/598/13674
https://www.tencentcloud.com/document/product/436/30927

3 [P X G AF
A BT
M o
HF IBETIRS, RERMATKSH UIN, X FIKS A0 451 £ K-S THYFIKS, $14110000000001 1
g/ IEPHEE R IRESSE, A0 folder/sub-folder/*

BefE BEERE(E VIR RAIE)

FP= : FFFRSHERTEANIRERR
FLE S AT
FoEW  BCiE(E

A JLF
il WIS, REMAFIKSH UIN, ZFIKS 000 41T EKS THFIKS, $141100000000011
RR EBTEENREE, Al folder/sub-folder/example.jpg

33 BIEEES(E

RO : RPFFRSWRIEARTHAEXHFIRENR, HRIEFAFZER TEEXHNRENR

EERFEZRBI, FRATFRE AP DRGSR AIFE LSRN,
1. E SR INARVERNE, FLEEEAT

FEW  ACiE(E

| o
=) EEETIKE, AERA TSN UIN, 1Z kS A0000 451 E0KS TS, $141100000000011
R 1EE HFAIR, Ul folder/sub-folder/*

RIE AT 1

2. BE/S AN INER IR SRS, BCE(ERANT
FLEW  ACE(E

o} a4
HF EEETIRS, R ATIKSH UIN, ZFIKS 800 S5 EKS TS, $l41100000000011
B TEEFEE LG G248, FlU] folder/sub-folder/privateobject

B FITE R 1E
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A BT

FOE : BT RS E RIS AR ER
FLEEEANT

Fic i 10

o]
I

M E(E

JeVF

JSE el

WeEIKS, AEfAFIKSH UIN, ZFIKS 00 HaTEK S FRYFIKkS, $1141100000000011

RERIZR, B4l folder/sub-folder/prefix

GIESEEN(S

MEE (CAM) XD

M PN S HERE A TIAN, THS WL T SO TACE

BT IS W RE H SRATATA PR

AT MRS I RFE H s A SR IEAR R

AT IS AR E SR EARR

I FMKSHH COS B IRATIZANFR

BT MSAERIE H 3% T BRI E S Z MY HARFTA SR SR EANR
AT MK X8 E BIZR I S AR BAR

BB S WHEE ST B EAN R

IR L BRI (bR ARSUERT]

%4538 594171


https://www.tencentcloud.com/document/product/598/11084
https://www.tencentcloud.com/document/product/598/11085
https://www.tencentcloud.com/document/product/598/11086
https://www.tencentcloud.com/document/product/598/11087
https://www.tencentcloud.com/document/product/598/11088
https://www.tencentcloud.com/document/product/598/11090
https://www.tencentcloud.com/document/product/598/11091

@ AT 15t
COS AP RIS (s A5 |

ol N TR © 2024-01-06 10:47:50

ER

A TR P EIMEERZ T AP HRERBRIN, 155 OMBIESSEE RIE R/ MR E N TIAL, AR E R T T
RAPEEVMEEERIR (resource:*) , BTERIE (action:*) MRR, WITELEH TARRIEEE K S EHEGE
LA X

B

X5176#% (Cloud Object Storage, COS) NN ZEAMRSSES, AEEY COS API #HEFEE AR IVIRIERER, 1mH
AL AN — MR E R — R A1

COS API R0 (policy) & JSON F4F8, filfll, #25 APPID 1250000000, iy ap-beijing, 17(i#H
A examplebucket-1250000000 , B&FERTZEY doc fY HAEHRME (CIERIS e, R bL, o8 RESRE) HIRL
PR, BEERRIZEN doc2 B T EIREABRIV RIS N AN TFTR
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@ Hﬁ i:H.E JSE e

"version": "2.0",
"statement": [{
"action": |
/ /TR AR
"name/cos:PutObject",
/1 FH FAERT SR
"name/cos:PostObject",
/17 BAE L hE o SRR
"name/cos:InitiateMultipartUpload",

/77 AT D List BHTHRYER B
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@ Hﬁizﬂﬁ JSE e

"name/cos:ListMultipartUploads",
/)R EE D List B EEOPRME
"name/cos:ListParts",
/1T AR L B AR PR
"name/cos:UploadPart",
/1R BAE SRR SR AR
"name/cos:CompleteMultipartUpload",
/ /EH R E AR
"name/cos:AbortMultipartUpload"
1,
"effect": "allow",

"resource": [

"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

b
{
"action": [
/ /T EHRE
"name/cos:GetObject"
1,
"effect": "allow",
"resource": [
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*
]
}

AR (policy) JTZEUIFH

£ ik

version RTEERA, BRIAN2.0,

effect A allow () Mldeny CEIEH) FifdiEH,
RPGRIER BAREAE, RIDUREREBIR, fEREAERE, e eNBRENEER eI
HaE,

resource iﬁ :
AT, MEREE i ABTAT, FlAl examplebucket-1250000000/ X3 /LA
£.txt o

Ak /24E COS API, RIETRKIGE — Ml —FHIREHEEFTH#RIE( * ), B4 action
N name/cos:GetService , HIEBRAEIK/NE,

action
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@ Hﬁizﬂﬁ JSE e

condition AIRSM:, nIDIAE, BARUIBHIES I condition TRH,

TSI T4 COS APIIE B BUERIGHI R,

Service API

EWFERSIR

API #2075 GET Service, A& THEEIEIR, NISKHEHY action 2 name/cos:GetService, resource’y *

Nl

BT BRI RIREDIRI RS RGN AL T
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https://www.tencentcloud.com/document/product/598/10603

JSE el

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:GetService"

1,

"effect": "allow",

"resource": [

L]
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@ Hﬁizﬂﬁ JSE e

Bucket AP

Bucket API 5 l&HY resource FTLUAA LT JLAFE ML

PR R A

T HME ) resource 3+, EEREGBRERIRIFNEE, FERTHIRTEETAKSBEERLNE, HEEEE,
TV R s R 17 A

Ban S e HR(E APPID 91250000000, #UIECHJE T4 (ap-beijing) HIFEEME, WITRE&HY resource

A gcs::cos:ap-beijing:uid/1250000000:* ,

T VR VEFE & s HL A5 & S PRI A A

BlAN R AT 44E APPID 291250000000, i ap-beijing H#4#54 examplebucket-1250000000 HYTFfEAH, NI SRIEHY
resource N gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/* ,

Bucket API $l&HY action NIKHEARFEMBUE AR, LUTF25ER5 Bucket API ARG, HAth Bucket API #ZB0R
MR ESI,

BB

API #2078 PUT Bucket, #% THIERENPR, WIZKEEHY action 8 name/cos:PutBucket,

Zyll

T H F APPID 21250000000, GIEAFREMRIEIR, GIANATE— MSOyL s, FiEtmainn
examplebucket-1250000000 FYTE{iftH, WISKIGIEHANAUT -
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@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutBucket"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"

RN R @ BRI R (sd) ARTERH] %545 159471



@ Hﬁizﬂﬁ JSE e

}

}

VifA
FEMA IR amEIE, FIBES W FiEtma e,

RRFHERREAR

API #2175 HEAD Bucket, %% THERENRR, WIZKI&HY action 8 name/cos:HeadBucket.

Zyll

127 HAEKR 2 APPID Jy1250000000 , His )y ap-beijing, f#iHi examplebucket-1250000000 U/ EAER, £
RSN AT
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https://www.tencentcloud.com/document/product/436/13312

@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:HeadBucket"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

t

HEWRRINE

API #2175 GET Bucket, #% T HIEEAR, NITR#EHY action 2 name/cos:GetBucket,

Bl

25 L RE# 1 APPID 71250000000, Mty ap-beijing, 7#i##f examplebucket-1250000000 4 541 3 A
R, HERBRIEANALT ¢

RN R @ BRI R (sd) ARTERH] %548 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucket"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"

RN R @ BRI R (sd) ARTERH] 5549 1594711



@ ﬁﬁfﬂﬁ o Gk

}

il ZRER o

API #2175 Delete Bucket, ##ZTHIRIERER, WISREEHY action 24 name/cos:DeleteBucket,

Bl

27 HEEMIFR APPID J91250000000 , Hilsi ) ap-beijing, f#i&H% examplebucket-1250000000 I 1E &I
R, HRBRIEHANAGT ¢

RN R @ BRI R (sd) ARTERH] 5550 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:DeleteBucket"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

}

RETFMER ACL

API #2175 Put Bucket ACL, % THERIERNR, WISKHI&HY action 2 name/cos:PutBucketACL,

ZNl

27 HAELE APPID 71250000000, Hisi ap-beijing, 77 examplebucket-1250000000 4 ACL I ERL
R, HERRIFEMANET

RN R @ BRI R (sd) ARTERH] #3552 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:PutBucketACL"
1 g

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

}

ETEMER ACL

API #2115 GET Bucket acl, £ THERIEMNER, WISKE&HY action 2 name/cos:GetBucketACL,

ZNl

27 HAEKEL APPID 71250000000, Hisiy ap-beijing, ##i&#% examplebucket-1250000000 4 ACL I ERL
R, HERRIFEMANET

RN R @ BRI R (sd) ARTERH] 5554 359411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucketACL"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"

RN R @ BRI R (sd) ARTERH] 5555 159411



@ ﬁﬁfﬂﬁ o Gk

t

BRI E

API #2175 PUT Bucket cors, #% 7 HIRERR, NTR#&HY action 25 name/cos:PutBucketCORS,

B

12 HAEEIE APPID 91250000000, Hisih ap-beijing, 1#i#fH examplebucket-1250000000 {145 T & 1
TERUR, HIRHSTEAMAN AU T ©

RN R @ BRI R (sd) ARTERH] 5556 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutBucket CORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"

RN R @ BRI R (sd) ARTERH] $557 359411



@ ﬁﬁfﬂﬁ o Gk

}

EWESEECE

API #2175 GET Bucket cors, ##ZTHABR, NITREEHY action 24 name/cos:GetBucketCORS,

Bl

12 HAE® 1 APPID 71250000000, s ap-beijing , 1#i#H examplebucket-1250000000 {145 7 & 1
TERUR, HIRHSTEAMAN AT ©

RN R @ BRI R (sd) ARTERH] 558 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucket CORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

}

i R s tm A £

API #2175 DELETE Bucket cors, #1% 7 HIEEAR, NITR#EHY action 2 name/cos:DeleteBucketCORS,

ZNl

12 HEEMIR: APPID 291250000000, sl ap-beijing, 1#i#4fiH examplebucket-1250000000 {145 T & 1
TERUR, HIRHSTEAMAN AT ©

RN R @ BRI R (sd) ARTERH] 5560 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:DeleteBucketCORS"
[

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"

RN R @ BRI R (sd) ARTERH] #3561 159411



@ ﬁﬁfﬂﬁ o Gk

}

BB

API #2175 PUT Bucket lifecycle, # % THERIERNER, WIKIZHY action 2 name/cos:PutBucketLifecycle .

ZNl

12 HAEEE APPID 71250000000, Hisih ap-beijing, 1#i#4fH examplebucket-1250000000 {194 & HARL &
HRERR, HRBSTEMANALT

RN R @ BRI R (sd) ARTERH] #3562 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:PutBucketLifecycle"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

}

WA

API 21717 GET Bucket lifecycle, %% HREREE, WISKEI&HY action 2 name/cos:GetBucketLifecycle,

ZNl

12 HEE® 1 APPID 71250000000, i35l ap-beijing, 1#i#4H examplebucket-1250000000 {194 & HARE &
HERERR, HRBSTEMANALT ¢

RN R @ BRI R (sd) ARTERH] 5564 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetBucketLifecycle"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ ﬁﬁfﬂﬁ o Gk

}

ERE A EHA

API #2175 DELETE Bucket lifecycle, ##ZTHARIERR, WISKHEHY action 2 name/cos:DeleteBucketLifecycle,

ZNl

27 HEEMIFR APPID J91250000000 , Hils )y ap-beijing, 77 examplebucket-1250000000 24 fi & B B 1
BRERCR, HERISEHNAELT ¢

RN R @ BRI R (sd) ARTERH] %566 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:DeleteBucketLifecycle"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ HEEHE JSE e

Object API

Object API SRH& 1Y resource AT LUAA LT JLAME L

AREE RN R, RE&HY resource I * o

HATHREEEF MR I E R SR, WIHATH#E/E APPID 51250000000, 54 ap-beijing, H#AHH
examplebucket-1250000000 HYTFiEMHFIVER AT SR, WIZRI&HY resource N gces: :cos:ap-
beijing:uid/1250000000:examplebucket-1250000000/* o

AR EF0EN B 152 R 2504 FRVEEN 5, A1 AT APPID 21250000000, U’y ap-beijing, 77k
i~ examplebucket-1250000000, FEIERTZEN doc THUEEXSR, WISKMEHY resource 7 ges: :cos:ap-
beijing:uid/1250000000:examplebucket-1250000000/doc/* o

HARER E LN BRI SR, Al AT#/E APPID 251250000000, UK ap-beijing, 178 examplebucket-
1250000000, #aXfE&FEN doc/audio.mp3 HYXSER, NITRHEHY resource N ges::cos:ap-
beijing:uid/1250000000:examplebucket-1250000000/doc/audio.mp3 o

Object API $Eli&HY action MIEHE/ERFEIMEEARE, LUTFI28FH Object APl BRI,

R EENR
API #2175 PUT Object, X THERIEMNR, WISKI&HY action’y name/cos:PutObject.

Bl

%7 HAETE APPID 71250000000 , Hi3 ap-beijing, 7{i#1i} examplebucket-1250000000, B4{%Hi%%% doc T
HEAT T E (B R IAUR,  HOSRRE AP T
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@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"
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@ Hﬁizﬂﬁ JSE e

SRR

7 EE T Initiate Multipart Upload, List Multipart Uploads, List Parts, Upload Part, Complete Multipart
Upload, Abort Multipart Upload, ##5% 7 HIEREAR, NITKEEHY action

N . "name/cos:InitiateMultipartUpload", "name/cos:ListMultipartUploads", "name/cos:Lis
tParts", "name/cos:UploadPart", "name/cos:CompleteMultipartUpload", "name/cos:AbortMult

ipartUpload" NS

ZNl

&7 HAETE APPID 231250000000 , Hilsh ap-beijing , f#fififfiy examplebucket-1250000000, H&1ER(ZEH doc T
BT B EARRIERIEAR, HERIETEANAELNT -
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JSE el

"version": "2.0",

"statement": |

{

"action": [

"name/cos:
"name/cos:
"name/cos:
:UploadPart",
:CompleteMultipartUpload",
:AbortMultipartUpload"

"name/cos
"name/cos

"name/cos

InitiateMultipartUpload",
ListMultipartUploads",

ListParts",
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@ Hﬁizﬂﬁ JSE e

1y

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

EWTR LR
BEIFEFTIEE D LEER, AT HRENR, NISRISHY action 2 name/cos:ListMultipartUploads.

Bl

27 HAEZ I APPID 71250000000, Hils ) ap-beijing , 77 examplebucket-1250000000 HfYIETESHE 1
BERHVERERR, HERISIEANET ¢
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@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:ListMultipartUploads"
1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/"
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@ Hﬁizﬂﬁ JSE e

}

FRHE EENR
API #2175 POST Object, £ THERIEWNR, WISKE&HY action & name/cos:PostObiject,

ZNl

7 HHELE APPID 771250000000 , iy ap-beijing , 71y examplebucket-1250000000, #£EHTZN doc T
JHEAT POST LASGHRRIERUR, ECHE EA A T
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@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PostObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5575 359411



@ Hﬁizﬂﬁ JSE e

}

B_EEX SR
API #1179 Append Object, #if% T HIRIEIBR, NIHEREHY action”y name/cos:AppendObject,

ZNl

%5 HAEE APPID 251250000000 , Hls2h ap-beijing, ##H>% examplebucket-1250000000, #&{ERTZEN doc T
HECTEAN EAE IR AEAUR, HARRE A AT

RN R @ BRI R (sd) ARTERH] 5576 359411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:AppendObject"
1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 577 359411



@ Hﬁizﬂﬁ JSE e

}

DS TRt

API #2178 HEAD Object, #i1% FHERIERR, NIREEHY action 2 name/cos:HeadObject,

ZNl

27 HAEZ I APPID 291250000000, Hisi )y ap-beijing, 7 examplebucket-1250000000, ##%#i44% doc
FRRYA SREVIRERR, ESRISTENAMT

RN R @ BRI R (sd) ARTERH] 5578 359411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:HeadObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5579 359411



@ Hﬁizﬂﬁ JSE e

}

TEXNSR
API #2115 GET Object, ##&%THIERENER, NIZKI&HY action 25 name/cos:GetObject,

ZNl

27 HAE T# APPID 251250000000 , HU3ECH ap-beijing, 7#fi##ifi-N examplebucket-1250000000, #&ER(4%A doc
PR RIGEREARR, HERIE RN AT

RN R @ BRI R (sd) ARTERH] 5580 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] #3581 359411



@ Hﬁizﬂﬁ JSE e

}

=K P
API #2120 Put Object Copy, #i1% FHERIERBR, WITKIEHY HARK 51 action 2y name/cos:PutObject, FIJEXT 51

action >4 name/cos:GetObject,

ZNl

2718 APPID 71250000000 , Hik)y ap-beijing, 7#fi#Hi7 examplebucket-1250000000 f84 £E #1454 doc I
AN doc2 (A T o0 B & IRV ERPR, HIRSIFEMAN AT

RN R @ BRI R (sd) ARTERH] #3582 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObject"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] #3583 159411



@ HEEHE JSE e

"action": [
"name/cos:GetObject"

iy

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*"

HH vges::icos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*" NEXTH,

p-Kiilpapss
API #2175 Upload Part - Copy, 1% THAIRIERER, WITREEHY H AR SEY action 2 action

A "name/cos:InitiateMultipartUpload", "name/cos:ListMultipartUploads", "name/cos:ListP
arts", "name/cos:PutObject", "name/cos:CompleteMultipartUpload", "name/cos:AbortMultipa

rtUpload" &, HIEXTRM action 24 name/cos:GetObject,

Zyll

#71£ APPID 51250000000 , #JE4 ap-beijing, 7~ examplebucket-1250000000 HYE& RSN doc R FE
HIZEY doc2 AT 0 B & HIRIRIERGR, HIRISIEANAUT

RN R @ BRI R (sd) ARTERH] 5584 159411



JSE el

"version": "2.0",

"statement": |

{

"action": [

"name/cos:
"name/cos:
"name/cos:
:PutObject",
:CompleteMultipartUpload",
:AbortMultipartUpload"

"name/cos
"name/cos

"name/cos

InitiateMultipartUpload",
ListMultipartUploads",

ListParts",

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ JSE e

1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

"action": [
"name/cos:GetObject"

1,

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*"

I
HH "ges::icos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc2/*" NIEXTER,

BEXS ACL
API #2174 Put Object ACL, ##% THIREAPR, WIZRHEHY action 24 name/cos:PutObjectACL ,

ZNl

27 HAEIXE APPID 251250000000, HUECH ap-beijing, 17i#Hf% examplebucket-1250000000, F&ERTZ%MN doc
HREA R ACL #RIERR, HARHSTRAIAN AN T

RN R @ BRI R (sd) ARTERH] %586 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:PutObjectACL"
1y

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5587 359411



@ Hﬁizﬂﬁ JSE e

}

EHIXN S ACL

API #2175 Get Object ACL, #H#ZTHIRIENER, WISREEHY action 24 name/cos:GetObjectACL,

ZNl

27 HAEZ I APPID J91250000000 , Hisiy ap-beijing, 7% examplebucket-1250000000, #4#%#iZ4% doc
HEYAT SR ACL #REAUR, HIRIGTENAMT -

RN R @ BRI R (sd) ARTERH] %588 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:GetObjectACL"
1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5589 159411



@ Hﬁizﬂﬁ JSE e

}

A RESEACE

API #1179 OPTIONS Object, # % T HIRIEMBR, NIZEIEHY action 2y name/cos:OptionsObject,

ZNl

27 HAEAE APPID 271250000000, HilECH ap-beijing, 7#(ififfi~hy examplebucket-1250000000, #&{FH{4% doc T
AT Options 7K FYFRERR, HIRMEGTEAIPNALTT

RN R @ BRI R (sd) ARTERH] 5590 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

"name/cos:0OptionsObject”

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5591 159411



@ Hﬁizﬂﬁ JSE e

}

1@-BELEPIE
API #2175 Post Object Restore, #1537 HIR/EABR, NITREEHY action 24 name/cos:PostObjectRestore.

ZNl

7 HRELE APPID 791250000000 , s ap-beijing, f#fifffiy examplebucket-1250000000, & {447 doc T
TR E ARSI BREAR,  HORBE TR AL

RN R @ BRI R (sd) ARTERH] 5592 159411



@ Hﬁ i:H.E JSE e

"version": "2.0",
"statement": |

{
"action": [
"name/cos:PostObjectRestore"

1,

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/doc/*"

RN R @ BRI R (sd) ARTERH] 5593 159411



@ ﬁﬁfﬂﬁ o Gk

}

23N E

AP| #2117y DELETE Object, ##ZFHIRIEAIR, WIZKIEHY action ¥ name/cos:DeleteObject,

ZNl

27 HAEMIER APPID 251250000000 , HECh ap-beijing, 17i#4#% examplebucket-1250000000 A1y audio.mp3
XN RIREARR, HERISTEHANAT ¢

RN R @ BRI R (sd) ARTERH] 5594 1594711



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": [
{
"action": [

"name/cos:DeleteObject"

Iy

"effect": "allow",
"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/audio.mp3"

RN R @ BRI R (sd) ARTERH] 5595 159411



@ ﬁﬁfﬂﬁ o Gk

}

ERZ%F 5

API #2717 DELETE Multiple Objects, %% T HIRIERIR, NITKIEHY action N name/cos:DeleteObject o

ZNl

17 DR R MR APPID 71250000000, Huisih ap-beijing, 77N examplebucket-1250000000 Hif
audio.mp3 A1 video.mp4 PN REVEREAR, HIRIETEMANALT

RN R @ BRI R (sd) ARTERH] 5596 159411



@ Hﬁ i:H.E JSE e

{
"version": "2.0",
"statement": |
{
"action": [

RRANFTA

"name/cos:DeleteObject"

1,

"effect": "allow",

"resource": |
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/audio.mp3",
"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/video.mpd"

ERmHHE (bs) ARUERH] 5597 359411



W7 SRS

RPIEREEERENR

FYHTHRRGERRERIR, HRBEAAENT

RN R @ BRI R (sd) ARTERH]

JSE el
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JSE el

"version": "2.0",
"statement": [

{
"action": [
wWxn
1,
"effect": "allow",

"resource": [

L]

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H.E JSE e

}

BPATERIERENR
B RR, HA A A T

"version": "2.0",

"statement": |

RN R @ BRI R (sd) ARTERH] 55100 3£594 11



@ Hﬁizﬂﬁ JSE e

"action": [
"name/cos:HeadObject",
"name/cos:GetObject",
"name/cos:GetBucket",

"name/cos:0OptionsObject"

Iy

"effect": "allow",
"resource": |
1
}
1
}
TP E R ERIRIRERIE

27 H P e R {2 AT examplebucket-1250000000 HE&IERTZN doc FRYSCHE, H GRS H BB SRy
TERIBR, Z RGN AL T

RN R @ BRI R (sd) ARTERH] 55101 3£594 11



"version": "2.0",
"statement": |
{
"action": [

]|

1,

"effect": "allow",

"resource": |
"gcs::cos:ap-shanghai:uid/1250000000:examplebucket-1250000000/doc/*"

JSE el

RN R @ BRI R (sd) ARTERH] 55102 3£594 11
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@ Hﬁizﬂﬁ JSERE
FFaiimEfE COS Wk 2H % 255

bl EHTIN E] ¢ 2024-01-06 10:47:50

(Sl

RSN AT Web WA, #50] LUEST iOS/Android/JavaScript SDK 1ERifvm E %A % 5 176#% (Cloud Object
Storage, COS) &HiEK, IEAEIEM AR T E AT LIRS B GRS o, BETTZ) 7 1853 AR 55 A iy B8 Al iy
#, RIS A COS My SRR MR ERE S1, TETHERI N FARL

TESCPRA R, TR EE A IR SAE T RTRAY COS 1 K% 4, LA Ikk A AR it K BRA 7 (R 4 [R]/, 21T,
BME 2 A ImIN 2550, AN SRAEAE A RIm N B AN R E T 3 RIYABRBEE T, AR A RIRER AT RE A& AR BN 177 7] 45 )
PEXS LRI FH T R — BRI RS, ARSCE A T3 B 2205, DUR &N 2485 22 2R,  DUELERR N FHRERS
RAHIER COS,

GIE=SES

AR CETE 0 PR Im N 2 EH A R ES,  RERS A U AE F I N 25 KR 1SR COS, A K I 25 BT AL Bl Ko A
fa5l, EZ W G SRO EHRET | SXh,

TR

A Im NSRBI, TGS RYE S5 TR, Tl MR N T, ANSRIEIE R TG B

( resource:* ), BEFTAERIE( action:* MWXIR, WITELEH TR E T K SEHVEE 22X,

[ % B 5% =TS

REZRH— : BIE (resource) MWEEIRE

N A FEFEM P A& SRR IR T COS, /N P 1 Sk {545 & 1T 3R

# app/avatar/<Username>.jpg , FREREESLGIARRIRST, XA GREE 5]

H app/avatar/<Username>_m.Jjpg Al app/avatar/<Username>_s.Jjpg , Jaui A 7 MR, EEMKIE
P22 4H N TE %0 resource 878N gcs: :cos:<Region>:uid/<APPID>:<BucketName-
APPID>/app/avatar/* , UHIDEEFH @ LM ol 5% T BRI AR s ImiN 2550 5, wTDUVE 35 S
WISkAg, FEAEBAGR, B ETESMSBUE W E % SR E R,

TR
resource fRFERIGI B EARTRVFT MR TRISEE, N RE T 0B BRI EFTE ENREHP, JRN_E resource Fiits
ERTE IR ESRANGER A — F P AT . R FE 2 gcs::cos:<Region>:uid/<APPID>:<BucketName-

RN R @ BRI R (sd) ARTERH] 55104 3£594 11


https://www.tencentcloud.com/document/product/436/14048

@ ﬁﬁfﬂﬁ e

APPID>/app/avatar/* EARBEHFTERF, RWEFEEZEIRI,

EZEBIF, AILIE NP SRR RESCN app/avatar/<Username>/<size>.jpg , BEIATLURF
resource 8 €N qgcs::cos:<Region>:uid/<APPID>:<BucketName-
APPID>/app/avatar/<Username>/* Rifi/EHITEEK ; LA}, resource FE X F LA NTE L AZME.
Itt, BT LUE AR E 2 resource (ERSE 2R E A AR T IR B L B IRER 5, AN

"resource": |
"gcs::cos:<Region>:uid/<APPID>:<BucketName—-APPID>/app/avatar/<Username>. jpg",
"gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>_m.jpg",
"gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/avatar/<Username>_s.jpg"

RN R @ BRI R (sd) ARTERH] %5105 3£594 11



@ Hﬁizﬂﬁ JSE e

]

REIRFI— : B (action) BIEEIFRE

R B R — NI IR A5 RE, AR IRAYIFIIESE app/photos/* T, &P mAENFEINHNR (GET
Bucket) HITHXSR (GET Object) #fE, Jalioh 1 /7R, EARIRN #HIN E R action F57E N

T name/cos:* , WHBEMFEE WA ST BERIEIAL RGN E G, ATLOMZTTTREREE T EMRT R
PUTATE N RIRME (AN ERRIMERESRCE) |, o AERBW, SBERIERK, Pk ki,

TETE

action RFEImMEHAFTTCVFIERAVERNE, U EATCHER name/cos:* SFRWFATHBRIENVIRRZH T & 20T
S, SZREIRAA T R E BN, FNARSIREFT RO SRS AR, 728 E 5 SR 7 e,
AN & HALEE,

TEZEHIH, FYEEA "action": [ "name/cos:GetBucket", "name/cos:GetObject" | 1EHHE{KAYHR
T, BURIETESITES U COS API S BURIB (L 5T [

RERAI= : HRSREEEERE

R C iRft—MEHTHE, A FPSIHHAH TEATE AR ( app/files/* ) , {HHEBE EEMMIFR DA H
THIXXHF ( app/files/<Username>/* ) , Jalih T/, EAMKIGKEHARFAMER, H4kbEE
(action) EEHE . 2RPEERX M AVETREERIRSE I, RGBSR 16 E 1Y B R
R, BRI ARILI, FE, EEMMERATE AR, SRR P AT DR S s BRI SCPE, =2
[, MPEREEBE N R BN 2 H,

REMTE

XtFZ~ action 5- resource VZHE, FNEAIPNENTDBIETE, TN YT 21 statement INERAESTE—IE,
G AT B 53 BB 9T S EUNER Y K AL.
FEZZEHIH, N2

RN R @ BRI R (sd) ARTERH] 55106 3£594 11


https://www.tencentcloud.com/document/product/436/30580

@ Hﬁ i:H.E JSE e

"statement": [
{
"effect": "allow",
"action": |
"name/cos:GetBucket",
"name/cos:GetObject"
1,
"resource": "gcs::cos:<Region>:uid/<APPID>:<BucketName-APPID>/app/files/*"
I
{
"effect": "allow",

RN R @ BRI R (sd) ARTERH] 55107 3£594 11



@ Hﬁizﬂﬁ JSE e

"action": [
"name/cos:PutObject",
"name/cos:DeleteObject"

1,
"resource": "gcs::cos:<Region>:uid/<APPID>:<BucketName—-APPID>/app/files/<Us

RIEIZRAIE : BBEREIRG R A

NZF D R EE—MOIZN A, IRIRAINGFIERAF(E COS &, ZIRIZNM A AR 90, RARMECRE—iE
BMELITE R = R B2 WA PG T RIBN R, 6233k, v P 3 T DU Erp i A
TE(EM COS I, & bm Az plilfm iy 5 BH 32 T = ARYE A IS ARIRRIE 1D, AERe e T 200 B AR E bR A Im 240, E
FESRILI AR, JEm i B BTSSRI P 2 & A BRI RS ERRRTE 1D, SEUETAITAIERIZE RAAT 1)
IR R B PR ImIN 51, A5 TR, 7% BRI R I B IRR REA A AR, SRR =S,

REMTE

T RGN AR, BR 7 EZRERNE A IGIN A S A BRAETUEE S, SO IR sLiRrL 575, H
=R BROZ A R T T oK, B SR EAR R A S 2 i A BR Y I R 2 5

TEARZRBIR, S 58 R Z I 1 Ji SR A 02 3 B A 5 RV R E R R AR, ANZEAs Rl AN Te & (B i 2
%HO

st

DUEJIASB03A TE WA KI5 AR rl RE SN Z 2 K. T RiMESE COS I, EEH T HRA S
REENIGR AN, RIS AN Tt 58 COS R, B & & (15 Ik ERR 1%,

ARSCHREN & 2 RTERN B MR R, FESKBRM AR, HR4E action A1 resource AT LAACZS P ATRERIALRR, Bil403
i action F12/> resource, FILUHE I3 x 2=6M LI 15 RI Y TRAIN B AHRE, SERT DRI RS & — AP E 2 &
FFEW, A WUHAAERYER], TN 242 il M 21 statement 195 2R 2 BUR,

Ay, TG ZHE O RS M ER S E RS HNERNERUCE, RAEFRUGRZHIT R L2, Xk
SRR 2 REf R B E LR, ReTL L, TeEaE M —tFiE !

RN R @ BRI R (sd) ARTERH] %5108 3£594 11



@ Eﬁizﬂﬁ JSERE
I3 BH AR RS R ASE FHFE 5 |

ol TSR] ¢ 2024-01-06 10:47:50

R

A I B PR RN, 1B S5 ARE L 5 TR 2, TR/ X BR JF IBE TN, ANSR IR EH4% T 5%

R (resource:*) y WEFTEHE (action:*) ?FXBE, NIFFAE AR YE S K S 3R 22 2 XK,
IEAERIB RN 2R AN, ANSRAEE TARRTEE, AR FRIEEIRYIGIN 2 H th S RETEA R VOB N A TIRAE,  BIANEAE ik
IR ZAN, 87 T AT LUETFi%H examplebucket-1-1250000000 & ST AFIIABRTER, R4 B E B2 S ARRERF L
F_Ef& 5] examplebucket-2-1250000000, HABREM examplebucket-1-1250000000 H T # X4,

Ife s 2551

a8 Qg Rt 2i@d CAM = APIHZEERIRZ T, FREXEIRR 2R 194

COS API R] LA M AT R4, T &G COS APLEXK,

COS APl IR ImIN AT RE A, FEMAZREUGN EARE LR EE RPN =158, 40T !
TmpSecretld

TmpSecretKey

Token

{58 FH llm A 3 B Y AL S

Web. iOS. Android {if COS I, i [l 25 H HAE 4 77 2URBE A SOt ZEfiIAR,  [FIRHEA A BRI b
RIS BEARRIMEER XS, A @ ImIN 2550 5 2K, WIRTLAG (., A Rt g A R Az 7] R,

flan, TEFIEIRR 2T RS, ATLOEN BRI policy “FE, BREMEIERIRIR, FHXBRRGI1EE & MEE
Mo

X COS API #ZBUKNg, ES U

COS API Il 2 A AR IS 455 |

i L7 S i I P 35 A A PR SR 7~ f51)

- o T
R BRI B 25 %H

FREVIGIN 2550, AT LURSHREER) COS STS SDK /7R KHY, HATLAEREESR STS 2 API (95 R IKEL,

EE

25 FZ Java SDK , FEEAE GitHub EFREX SDK XS (WiAS) o AR EIXN B SDK iR S, 1EHIAE
1 GitHub _FFREEIR R A ) SDK,

RN R @ BRI R (sd) ARTERH] 55109 3£594 11


https://www.tencentcloud.com/document/product/1150/49452
https://www.tencentcloud.com/document/product/436/30580
https://www.tencentcloud.com/document/product/436/30580
https://www.tencentcloud.com/document/product/436/30580#.E5.B8.B8.E8.A7.81.E5.9C.BA.E6.99.AF.E6.8E.88.E6.9D.83.E7.AD.96.E7.95.A5
https://github.com/tencentyun/qcloud-cos-sts-sdk
https://www.tencentcloud.com/document/product/1150/49452

@ E§ i:HE JSE e

COS STS SDK

COS A STS 24t 7 SDK AIF¢#l, Hufif Java. Nodejs. PHP. Python. Go ZZRhESHIFEG, BARNEIE
Z L COS STS SDK, &> SDK WY Ui AHIEZ WL Github -#Y README FIFEfil, & 15 S GitHub Hiskal R Ag T

[EEESiE TR 222 (AT TNGIEa ik
Java AL NGRS
NET TEHIE NGBS
Go LRIk NG iR
NodeJS R NGRS
PHP LR B
Python A Pl
T

STS SDK 2 1 F#ifie STS #2 A RARIM AR, REBHEMA—ES STS #ZHsEe— 8, WHHEIES U Java
SDK 314,
FRIRIEMEFYZ Java SDK, 1#5E T Java SDK, A8 740 T AREUGIN & 3R 61 @

REBB

IR L BRI (bR ARSUERT] 55110 3£594 11


https://github.com/tencentyun/qcloud-cos-sts-sdk
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/java
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/java/src/test/java/com/tencent/cloud/CosStsClientTest.java
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/dotnet
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/dotnet/demo/Program.cs
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/go
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/go/example/sts_demo.go
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/nodejs
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/nodejs/demo/sts-server.js
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/php
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/php/demo/sts_test.php
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/python
https://github.com/tencentyun/qcloud-cos-sts-sdk/blob/master/python/demo/sts_demo.py
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/java
https://github.com/tencentyun/qcloud-cos-sts-sdk/tree/master/java

@ Hﬁ i:H.E JSE e

// TRHE github MY maven G TES A java sts sdk, #H 3.1.0 NMESRA
public class Demo {

public static void main (String[] args) {
TreeMap<String, Object> config = new TreeMap<String, Object>();

try {
//XBH) secretid Ml secretkKey AR THTHIBIGNZEANKAT (FKS., FIKS5

String secretId = System.getenv ("secretId");//HFH Secret1id, EIHHTM
String secretKey = System.getenv("secretKey");//ﬁij}jﬁ/‘] SecretKey, TR )
/] BWNIEN S api ZHH SecretId

config.put ("secretId", secretld);

RN R @ BRI R (sd) ARTERH] 55111 34594151



@ HEEHE JSE e

BB S api %% SecretKey
conflg.put("secretKey", secretKey) ;

// BB
// ANREER TBINE cvm, AILURE AN

//config.put ("host", "sts.internal.tencentcloudapi.com");

// RINZAGRNE, AR, BN 1800 #, HuiEKSHRE 2 /MY (B 7200 #) |

config.put ("durationSeconds", 1800);

// HBRAIERY bucket
config.put ("bucket", "examplebucket-1250000000") ;
// B bucket FRTEHEX

config.put ("region", "ap—-guangzhou");

// XEBYEIT VRIS ERTSE, ATLURYE B CREHY A PSSR I RV B AR AR
// HEE LA B AL ) RiTE ?”x‘ﬁiﬁa.
// 1. TRHVIAIFRE R @ nxe
// 2v AR EMIAER  "a/al.txt", "b/bl.txt"
// 3y IRWIAHEERISRITNSR @ "ax", "a/*", "b/*"
[/ BIREE T «xr | KRR E R ; BRIFLSSTRE, SNSRI R/ MR % 57 F
config.put ("allowPrefixes", new String[] {
"exampleobject",
"exampleobject2"

1)

// EHNBRRAIZR ,, AHHE X S AR RIS 25 5H e 2RI AR
// TR bR RE HEMNDR EEFELITHINR, HMBERFIRIESU hetps://www.ten
String[] allowActions = new String[] {

// fajE bf%
"name/cos:PutObject",
// T NERFEE
"name/cos:PostObject",

pap A
"name/cos:InitiateMultipartUpload",
"name/cos:ListMultipartUploads",
"name/cos:ListParts",
"name/cos:UploadPart",
"name/cos:CompleteMultipartUpload"

bi
config.put ("allowActions", allowActions);

/**

* EBcondition (AIHFEE)

/7 W ESAERSRME, X TFconditionfVIFEAHIZEMMAcosZFicondit ionZAI S

final String raw_policy = "{\\n" +

" \\"version\\":\\"2.0\\",\\n" +

" A\\"statement\\":[\\n" +
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{\\n" +
\\"effect\\":

1,\\n" +

I,\\n" +

I\\n"
INAR" +
\A\n"
IN\n" +
IN\n" +

ll}",.

+

+

config.put ("policy",
=y

\\"name/cos
\\"name/cos
\\"name/cos:
\\"name/cos
\\"name/cos
\\"name/cos

\\"name/cos

\\"resource\\": [\\n"

\\"gcs::cos:ap-shanghai:uid/1250000000:examplebucket-125000

\\"condition\\":
\\"ip_equall\\":
\\"gcs:ip\\":
\N\"192.168.1.0/24\\",\\n" +
\N\"101.226.100.185\\",\\n"
\N\"101.226.100.186\\"\\n"

JSE el

\\"allow\\",\\n" +
\\"action\\": [\\n" +

:PutObject\\",\\n" +
:PostObject\\", \\n" +
InitiateMultipartUpload\\", \\n" +
:ListMultipartUploads\\",\\n" +
:ListParts\\", \\n"
:UploadPart\\",\\n" +
:CompleteMultipartUpload\\"\\n" +

+

+

{\\n" +
{\\n"
[(\\n"

_I_
+

+
+

raw_policy);

Response response = CosStsClient.getCredential (config);

System.out.println (response.credentials.tmpSecretId)

System.out.println (response.credentials.tmpSecretKey

System.out.println

} catch (Exception e)

(
(
(
{
) ;3

e.printStackTrace();

throw new IllegalArgumentException("no valid secret

R WA R

JSONObject @HZ2F3 NoSuchMethodError
#FH3.1.0 UG IR AR

RN R @ BRI R (sd) ARTERH]

response.credentials.sessionToken

)
) .

4

) ;
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{5 MB35 R COS

COS API ff 28571517 COS ARSI, @3 x-cos-security-token FEx & IfuH} sessionToken, 5 IIfqH
Secretld fll SecretKey HHEE ¥,

LA COS Java SDK Jyfiil, {1 #55H 177 COS /R~GIANT

BiBH

SBITAN T RBIEG, 1ER1: Github 1 H $KEX Java SDK 22256,

// B github MY maven A RXFA cos xml java sdk
import com.gcloud.cos.*;

import com.gcloud.cos.auth.*;
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https://github.com/tencentyun/cos-java-sdk-v5

@ A BEE

import
import
import

public

com.qgcloud.cos.exception.*;
com.gcloud.cos.model. *;
com.qgcloud.cos.region. *;

class Demo {

public static void main(String[] args) throws Exception {

/1 TAPEARER

String tmpSecretId = "COS_SECRETID"; // B#h sTts EIIREISENIGE secretT
String tmpSecretKey = "COS_SECRETKEY"; // B#h sTs #HBILREIGENIRE Secret
String sessionToken = "Token"; // BN sTs BEMIREIGEVIGE Token

// 1 IR LR P B3{ER (secretId, secretKey)

COSCredentials cred = new BasicCOSCredentials (tmpSecretId, tmpSecretKey);
// 2 KB bucket X, HIEIESM cos HE https://cloud.tencent.com/document/pr
ClientConfig clientConfig = new ClientConfig(new Region ("ap-guangzhou"));
// 3 AR cos Bk

COSClient cosclient = new COSClient (cred, clientConfig);

// bucket HAFEEE appid

String bucketName = "examplebucket-1250000000";

String key = "exampleobject";
// & object, B 20M DAY ZEE
File localFile = new File("src/test/resources/text.txt");

PutObjectRequest putObjectRequest = new PutObjectRequest (bucketName, key, 1

// WB x-cos-security-token header FE
ObjectMetadata objectMetadata = new ObjectMetadata () ;
objectMetadata.setSecurityToken (sessionToken) ;
putObjectRequest.setMetadata (objectMetadata) ;

try {
PutObjectResult putObjectResult = cosclient.putObject (putObjectRequest)
// Y] putobjectResult EIREIXHER etag
String etag = putObjectResult.getETag();
} catch (CosServiceException e) {
/7R, P cosServiceException
e.printStackTrace();
} catch (CosClientException e) {
/ /KM P cosClientException

e.printStackTrace() ;

// KRR b

cosclient.shutdown () ;
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@ Hﬁizﬂﬁ JSERE
TN F MK S TR IR TR S DR 1 2R

ol N TE] © 2024-01-06 10:47:50

(Sl

X5 AF# (Cloud Object Storage, COS) %l . API 2 7 {7 ERPREIHIE A IERSIRIVIIRE, ZIREET bR
BRI

EUE

1. A ENKS Owner B 5%E 7 A E #2205, 3 AR SRISHEC & DU,

2. MBELIT B, TS SubUser Tk S A B A8 EMSIIIEIEM, 7l RIS A BRER ol SRIBIE RS,
I RIS A AR

I RIS IE A

1.3 70 SR P DL T

2. BTHHTRR BB SUREE > HORIS A AR AR,

3. FEARMECED, BLEEFESAT -

BUR kAR, BRUARES,

AR . IR R,

PRAE ¢ R IRIRME > GetService (M HUFEIERTSFR)**,

WIR - 2R,

M TR, HEAMGEEE, REFRANT

SR . % ges:resource_tag o

BERF R string_equal o

SRMHE I xeyeval FEHIAFRRE, IF key BHNFRZERE, value B ARG,
4. T8, HAKRIEH,

5. i SER, BIAIseRailiE,

1A 17 ) SRS O DT

2. B HTER B SORNE > $RIRISTEILAIE,

3. EBEZE RO, BT,

4. FREANT RIS I TR A Hrh, FENF key Al value 7 5l i F6 & HIFR A SEAIAR S H
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https://console.tencentcloud.com/cam/policy
https://console.tencentcloud.com/cam/policy
https://console.tencentcloud.com/cam/policy

JSE el

{

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"name/cos:GetService"

1,
"resource": "*",
"condition": {

"for_any_value:string _equal":

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ JSE e

"gcs:resource_tag": [
"key&value"

]

]
}

5. FfiZeRR, HIw]sem e,
3. RFSRME KBRS SubUser, 7ESRMETUM, REE2OVEAIHRNE, 7£HAM pad RERAF/4/AaE,
4. TEHEGH, W TS SubUser, JFHTlERE, HIFIRFIKS SubUser XEXEIZHME,

EHlaEE

1. @ 7Kk S SubUser &3 COS 445,
2. TETEEMAIR T, I B3R FIESE R RIFFERESIR.
258 BB ER, HNSER T FIKESRAUA R T &R ERE (key, value) MY,

12 1

TR

HYERIB A, WA GetService AP # 04X F5 A ER FIK S AR RIFVTEMERSIZR, ©AE AR S
GetService # [ S BTN SHFHE A— TR,

1. fEH TS SubUser MYZEH & E1E K,

2. M GetService #11, £ AW IESEL, KLl (key,value), ERREIANT, TEIERIZ UL GET Service (List
Buckets) o
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https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/8291

JSE el

GET /?tagkey=keyl&tagvalue=valuel HTTP/1.1
Date: Fri, 24 May 2019 11:59:51 GMT
Authorization: Auth String
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@ Hﬁizﬂﬁ SEe
S s 1 BF B e FH 7~ 131

T TN - 2024-01-06 10:47:50

TERE R VT A SRME 2 T AXBRING,  SERT DU E SRR HY AR, BIANRRSIH P T RSRIR, B SRR,
AN IETRAE T AETEOER RIS TP F X 52 726% (Cloud Object Storage, COS) S&fF#ERYHE FIR MG, AT LUE 453K
FMF R R COS RS NS E K,

BiBH

AL SR PRI T IR N, 1B S50 IE i/ MXBR IR, SR E R (action) FRINFHMAVSIFHE, keI HEE 15
fE (action) WNERERLAT", SBOHRKKW, XTROENE, RIS ARG XM,

LISV E R CAM G A 2RISR, 15 EIEER S, version, principal, statement, effect., action.
resource. condition IHETLR TR B FRERFEE 2/ NG,

SRABE(E 7R A

RRHEIF I IP (ges:ip)

S8 ges:ip
EHZMRE ges:ip BREIAF VIR P, SEHTRIEIER,

B RAHEE 1P SRIERIF F5iE)

DUT SRR - foiF)E T EKS 1D 9100000000001 (APPID 241250000000) FHYFKS ID
100000000002, XfALETHIAY 7T examplebucket-bj A1~ M HIE Y17 A% examplebucket-gz T YT 5
exampleobject, TEViRIIPTE 192.168.1.0/24 MEAMIIPJN 101.226.100.185 B 101.226.100.186
N, A LB RATT BN RIIAR,
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https://www.tencentcloud.com/document/product/436/18023
https://www.tencentcloud.com/document/product/436/46205
https://www.tencentcloud.com/document/product/436/46205

@ Hﬁ i:H.E JSE e

"version": "2.0",
"principal": {
"gcs": |
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"statement": [
{
"effect": "allow",
"action": |

RN R @ BRI R (sd) ARTERH] #5122 3£594 71
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"name/cos:PutObject",

"name/cos:GetObject"

1,

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-gz—-1250000000/e

1,
"condition": {
"ip_equal": {

"gcs:ip": [
"192.168.1.0/24",
"101.226.100.185",
"101.226.100.186"

FR#l vpcid (vpc:requester_vpc)

414 vpcirequester_vpc
RS vpe:requester_vpe FREIF IR vpeid, X F vpcid WEZNEE, 1ES WIS 5 FAH W
2,

B : BBl vpcid & aqp5jret

LUF IR HA S © AoV E T30S 1D $9100000000001 (APPID #71250000000) F#FHKE 1D
1000000000025 A7 A examplebucket-1250000000, 1E vpcid 37 aqpsjret i RIEEHZAL,
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https://www.tencentcloud.com/document/product/215

JSE el

"statement": [
{

"action": [
"name/cos:*"

1,

"condition": {
"string_equal": {

"vpc:requester_vpc":

"vpc—agp5jrcl"

RN R @ BRI R (sd) ARTERH]
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}
b

"effect": "allow",
"principal": {
"qCS": [

"gcs::cam: :uin/100000000001:uin/100000000002"

]
by

"resource": |

"gcs::cos:ap-beijing:uid/1250000000:examplebucket-1250000000/*"

}
1y

"version": "2.0"

RAWHTFXNREOBRHIRASBETEERA (cos:versionid)

H#RZSE versionid

HRBE versionid FIRMRIIRAS, RTMATERHXNERIES IATERIREL, AT DUE T H#XR
(GetObject) . HERA SR (DeleteObject) MH{EMIERZE versionid FEEFTREBRIEIINRIA,

A versionid THRZBEM, WERBOAEMTHREVEH A,

versionid TERSBEAN—PNETIHHRN, FFTAN versionid HERSHMT,

versionid THRBEONFTAHE "null" WIEDL. X T—MMEEMETTERATZERZ AT EERIAN R, THERA
PG, XIS RSS2 TAFH "null"

444 cos:versionid

Pt cos:versionid HTIRAIIERZSE versionid o

B R R PRI E R A S HIX

EZEMKE (Uuin:100000000001) 75 7#(%AH examplebucket-1250000000, %A1 7 Fi F
(uin:100000000002) HEATHZAX, ANICVFFH FIREFEERAR S IR R,

KHALDU TGRS, FHF (uin:100000000002) %0k T #EON SIG KN, RATEREF T versionid 25, H
versionid (1B M HRAE “MTgONDUXNTC1NjlzMTQIMDAWODg” i, i sk 2,

RN R @ BRI R (sd) ARTERH] 5125 3£594 11


https://www.tencentcloud.com/document/product/436/19883

JSE el

"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [

RN R @ BRI R (sd) ARTERH]
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"name/cos:GetObject"
1,
"condition":{
"string_equal":{
"cos:versionid" :"MTgONDUxNTc1INjIzMTQIMDAwODg"
}
b

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
]

AR

L EIRRIEN PR PRERN, BT P TR i E AR BRI A A SRR RAURR,, Yol s R4
PORIE AR, BN, #HFRPATENEPHAT, ERFIHEPART T GetObject AR A M AME TS, XL
- RIS RRAS S B RR AR

T ROXARED, AT DUE BRI IR b, @A R B REE (deny) SRIEECE™REIVERIRE, T
XA deny SRIERY & U2, THP AR FEX SIE R, &G #ET versionid 244, B¢ versionid IIRAR S~ 2
“MTgONDUXNTc1NjlzMTQ1MDAWODg”, X MERFFHAELL, BT deny RUIESedm T HALSRNE, Ktz 4E
£t ] DU e FEE P R A R DRI
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"statement": [
{
"principal":{
"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",
"action": [

"name/cos:GetObject"
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I
"condition":{
"string_equal":{
"cos:versionid":"MTgONDUxNTc1INjIzMTQIMDAwWODg"

b

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

{

"principal":{

"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"

]

b

"effect":"deny",

"action": [
"name/cos:GetObject"

1y

"condition":{
"string_not_equal_1if exist":{

"cos:versionid":"MTgONDUxXNTcINjIzMTQ1MDAwWODg"

}

Hy

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

]

}
I
"version":"2.0"

w2 1 RV R P IREUR BT A IR R

B EMKS (uin:100000000001) #H 771 examplebucket-1250000000, 7 ZERRHIE ¥
(uin:100000000002) S AEFRAURHTIRAS IR 52

HTERHERIERSE versionid B versionid NZEFIFEERS, GetObject BRINREURHTHRAMIAT 5
I, FATATLUESER M string_equal_if_exsit :

1. B AHE versionid, ZRIAIZHR true A0, Hb allow S, 18 SKIF#E allow,

2. #if kS versionid HZg, BN «» | [FFEEmT allow RIS, S IREURHTRRAS I SRIVIE SR TIAL
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"condition": {
"string_equal_if_exist": {
"cos:versionid": ""

}
}

NEAAEA)S, SERRMEER RIS AN TR
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{
"statement": [
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
Yo
"effect":"allow",
"action": [

"name/cos:GetObject"
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1,
"condition":{
"string_equal_if exist":{

"cos:versionid":""

b
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

{

"principal":{

"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"

]

Hy

"effect":"deny",

"action": [
"name/cos:GetObject"

1y

"condition":{
"string_not_equal":{

"cos:versionid":""

}

Hy

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

]

}
I
"version":"2.0"

}

B3 : AAEF P BRI B AR AR _E AR &R

TS RRA TR, JERTFERTPAIREC R T —H 0N SR, I RIVIRA S A “null”s HINE, SEFRZO T
RIFSHHMILRE, BIa0, ZE PR R TR AMBRERSE, Rt 2= rImERR R,

T MFRERRRIG RG], a7 IR

1. 3ZRFH P {# ] DeleteObject 18 sRIMBRTEiBAE IV 5,

2. %I DeleteObject 1 K IVARSEM TR, 4 DeleteObject 1K+ 1 1% K Z%4 versionid, H. versionid
J'null"l, - HE443X DeleteObject &K,

Hilt, F1Fi#EHf examplebucket-125000000075% A& TSR A, FEGTEERITTE THCARTZER, HINXTR A BIAS
HFFFER"null"s
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AN TSXANAFIERRIESE, N R AR ER, AT FHPEHNR A KER DeleteObject 3K, #1H KA
AR5, HTIFE TR, R ARG AXIBORAMIER, mRSHET ERERRIC 5 5 5REW T A BIRA
Fnull', SANESCRHEAELE,  SRIFASR A B AMIER.

"statement": [
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
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b

"effect":"allow",

"action": [
"name/cos:DeleteObject"

1y

"resource": [

"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"

"principal":{
"qCS": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:DeleteObject"

I

"condition":{

"string_equal":{

"cos:versionid":"null"
t
|
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
]
}
1,
"version":"2.0"

RR#I_ LA SXHRIR/DN (cos:content-length)

1ERLER Content-Length
RFC 2616HE XY HTTP iERNAEKE (517) , 1€ PUT fl POST &R H i, TGS kL0513

44 cos:content-length

EAEXS G, PTLOES 58 cos:content-length PBRHIERLER content-Length , BEMFRHI_ AR
WISZHERN, DGR E IR IS E HAAE 22, e bR, S/ NSRS A B 22 R 5 PR 287 B

TE FHEM D REH, RiZFIKS (uin:100000000001) #H f7i##f examplebucket-1250000000, AJ LA
cos:content-length SeMFEEFRRHIFHF (Uin:100000000002) _E1%iEKEY Content-Length SkEYR /N,

RBI: BRHIERLE Content-Length BB AE
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https://www.tencentcloud.com/document/product/436/7728

@ Hﬁ i:H.E JSE e

Rl PutObject 1 PostObject &1 SR AT Content-Length Skiff, HIXASKEHIMEARFAT10F1,

"version":"2.0",
"statement": [
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
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"effect":"allow",

"action": [
"name/cos:PutObject",
"name/cos:PostObject"

I

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"numeric_less_than_equal":{

"cos:content-length":10

"principal":{
"qcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"

o

"effect":"deny",

"action": [
"name/cos:PutObject",
"name/cos:PostObject"

1,

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1y

"condition": {
"numeric_greater_than_if_exist":{

"cos:content-length":10

~I2: BRFIERSLER Content-Length RYH/ME
Rl PutObject i1 PostObject &1 K245 Content-Length 3k, H. Content-Length F{E RS/ NF2515,
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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"name/cos:PutObject",
"name/cos:PostObject"

1,

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"numeric_greater_than_equal":{

"cos:content-length":2

"principal":{
"qCS": [
"gcs::cam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",
"action": [
"name/cos:PutObject",

"name/cos:PostObject"

1,
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"

1,
"condition": {
"numeric_less_than_if exist":{

"cos:content-length":2

RR_E &S HRYZER. (cos:content-type)

iER3LE Content-Type

RFC 2616H & X1 HTTP iERNEZEA! (MIME) , 41 application/xml B{ image/jpeqg , HIHEIHEZW
B RSLFRAIE,

44 cos:content-type
SR cos:content-type RJLUDNIERHY content-Type SkEFHATRRHI,

R~ BRE_EEXNSR (PutObject) HY Content-Type #4U4 “image/jpeg”
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@ Hﬁ i:H.E JSE e

RiZEMkS (uin:100000000001) A 1FifkH examplebucket-1250000000, FILUESY cos:content-type 5
PEEERR 7 - (uin:100000000002) _E1&iE3KAY Content-Type kY ERAE,

THXMNMEER RIS & O - BRI H PutObject L& X RAZ1H#ET Content-Type 3k%B, H. Content-Type H9{H
Jy“image/jpeg”s

FEFEENE, string_equal ZRiE R Content-Type ki, H. Content-Type M{E 5 EETE R 2L,
TESPRE R, EF P EIERRY Content-Type Sk, &M, HEMIHR AR Content-Type Skifhf, &K
RPN A, SRR T HERIER, IHARAIMIEE Content-Type N, T ERATRER AIE B SHIRINARFE T
HAEY Content-Type kiR, W AIEESBUE KKK,
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"version":"2.0",

"statement": [

{

"principal":{
"qCS": [
"gcs::icam: :uin/100000000001:uin/100000000002"

},

"effect":"allow",
"action": [
"name/cos:PutObject"
1,
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"string_equal":{

"cos:content-type":"image/jpeg"

"principal":{
"qcsll: [
"gcs::cam: :uin/100000000001:uin/100000000002"

tr

"effect":"deny",

"action": [
"name/cos:PutObject"

1,

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"string_not_equal_1if exist":{

"cos:content-type":"image/jpeg"

PRI T ZRIFRREERIXHFIEE (cos:response-content-type)

ERSH response-content-type
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GetObject [ ZFFMATE RS response-content-type , HFIXEMNH Content-Type SkESHIE,

4% cos:response-content-type

S cos:response-content-type , SERJLUNIERIVEGROIHE TR IERSE response-content-

type ZEME PR,

~BH : FR#] Get Object KIIERSE response-content-type AN “image/jpeg”

Bk FEMS (uin:100000000001) A 7FfiEHf examplebucket-1250000000, LU T FEHERIRI&HY & g, BRI H

F* (uin:100000000002) 1Y Get Object i KA 577 15 K S E response-content-type, HIERSBUELL /M

Jimage/jpeg”,lH T response-content-type JEIERSE, KL RIFFELS urlencode, Al
response-content-type=image%2Fjpeg ,FTLIFERE Policy B, “image/jpegthFHFEL5T urlencode E

Bimage%2Fjpeg".
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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"name/cos:GetObject"
1,
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1y
"condition": {
"string_equal":{

"cos:response-content-type":"image%2F jpeg"

"principal":{
"qCS": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:GetObject"

1,

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,
"condition":{
"string_not_equal_1if_ exist":{

"cos:response-content-type":"image%2F jpeg"

HAWERT HTTPS thiRIiERE (cos:secure-transport)

% cos:secure-transport

BT DUFE S cos:secure-transport PRERMLHHEH HTTPS X

A~ TEIFERBEMSEH HTTPS thHiX

B EMKE (Uin:100000000001) 7 1Z(#AT examplebucket-1250000000, LU R 775 AT S M 1 & Xm0 B T
FAFT (uin:100000000002) {#if 7 HTTPS HMX Y GetObject i 3R iHEFTHEAL,
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JSE el

"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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"name/cos:GetObject"
I

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition":{
"bool_equal":{

"cos:secure—transport":"true"

B2 1 BAAEMAER HTTPS PHXATIER

EAZEMKE (Uin:100000000001) 7 TEiEHE examplebucket-1250000000, LU F 7 (EAHSTIE & X 3R iE46 -]
F1 (uin:100000000002) (LA HTTPS MR,
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

by
"effect":"deny",

"action": [
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"k

1,

"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"bool_equal":{

"cos:secure—-transport":"false"

RAWEBREENFHEIE (cos:x-cos-storage-class)

EHRLER x-cos-storage-class
R AT LB IE SR x-cos—storage-class [E_EfEXGRINTEEFIEIA BB ST RINTFIESRTL,

2% cos:x-cos-storage-class

B LUBAT S8 cos:x—cos-storage-class [RFIIERLI x-cos-storage-class , HMRHIFIREE
SUFFEIERLIE K

COS MEE$ A 7B @45 © STANDARD . MAZ_STANDARD ,

STANDARD_IA ., MAZ_STANDARD_IA ., INTELLIGENT_TIERING . MAZ_INTELLIGENT_TIERING .

ARCHIVE | DEEP_ARCHIVE .

RB : ER PutObject B XA BRI B N indE e

BA%FIEE (uin:100000000001) A TEEHE examplebucket-1250000000, i {7 HEAT SIS S 0E, BRI T/
(uin:100000000002) 1 PutObject i R iHEH7 x-cos-storage-class ki, F£HLHMEN STANDARD ,
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ JSE e

"name/cos:PutObject"

I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"string_equal":{

"cos:x-cos-storage-class":"STANDARD"

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b

"effect":"deny",

"action": [
"name/cos:PutObject"

1,

"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,
"condition":{
"string_not_equal_1if_ exist":{

"cos:x—-cos—-storage—-class" :"STANDARD"

HAFRBRENEMER AR ACL (cos:x-cos-acl)

ERLER x-cos-acl

AL x-cos-acl , ERAIDIE BAEXR, QIEAENRECTIRFERIYIR (ACL) , BUBSON R, 1#ifHH
ACL ; %7 ACL fYHH X248 m] 2 UL ACLIEA,

FHERIRYTIR ACL . private . public-read . public-read-write . authenticated-read o
XRIYTIE ACL . default . private . public-read . authenticated-read . bucket-

owner—-read . bucket-owner-full-control o

4% cos:x-cos-acl
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@ Hﬁ i:H.E JSE e

RO S tF . cos:x—cos—acl [RHITERMSLE x-cos—acl , HEMEHIA]BEASSON Rk 7 (&R ACL 1Yih
*O
R PutObject BRRAZFIRFEAT SR ACL IREANRERY

B EE (uin:100000000001) #1214 examplebucket-1250000000, F%ELRR4I -/
(uin:100000000002) HEE LEFAERN R, LUT RIS ZIR & PutObject 15 R 4 #5H x-cos-acl ki, I H3LEHME
A private o

"version":"2.0",
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"statement": [

{
"principal":{
"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"
]
b
"effect":"allow",
"action": [
"name/cos:PutObject"
1y
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"string_equal":{
"cos:x-cos—acl":"private"
}
}
b
{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
b
"effect":"deny",
"action": [
"name/cos:PutObject"
I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket-1250000000/*"
1y
"condition": {
"string_not_equal_1if_ exist":{
"cos:x—-cos—-acl":"private"
}
}
}

HAWFIHiEEER THIXNR (cos:prefix)

S cos:prefix
B DUBST S8 cos:prefix  FRHFIIERSEL prefixo
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TR
prefix WEA NRFATR (F2, /7 %) , BATFIEM RIS TS E45T urlencodes

B RS RERTEE B R T RUXTR

%3S (Uin:100000000001) 75 77 EHE examplebucket-1250000000, 28 ZERR T/

(uin:100000000002) HATHIH FZfifHH folder1 H 3 FHIAN S, AN AIEMSRISHUE, FH AR GetBucket 13K 4%
Ty prefix 2%, HAHv“folder1”,

"statement": [
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{
"principal":{
"gcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"
]
o
"effect":"allow",
"action": [
"name/cos:GetBucket"
1,
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"string_equal":{
"cos:prefix":"folderl"
t
¥
b
{
"principal":{
"gcs": [
"gcs::cam: :uin/100000000001:uin/100000000002"
]
to
"effect":"deny",
"action": [
"name/cos:GetBucket"
1,
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1,
"condition":{
"string_equal_if_exist":{
"cos:prefix":"folderl"
}
t
}
1,
"version":"2.0"

HAVMEEERAR TLS WM (cos:tls-version)

4% cos:tls-version
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AL Se T cos:tls—version Rl HTTPS iHKAY TLS iA, S8 Numric 288 SHrk AR A
%, Blant.0. 1.1, 1.2 55,

A OY TLS TR 1.280 HTTPS &R TR

TR LA

HTTPS &K, TLS kA N1.0 403, K

HTTPS i53K, TLS ikA91.2 200, MY
FRMERBIATT
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JSE el

"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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]

I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
I
"condition": {
"numeric_equal": {

"cos:tls-version":1.2

w2 B4 TLS thidUiRA/NF1.209 HTTPS EXR

RS PiTHA

HTTPS i3k, TLS fkA91.0 403, K

HTTPS i53K, TLS ikA91.2 200, MY
FRMERBIATT
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"version":"2.0",
"statement": [

{
"principal":{
"qcs": [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"allow",

"action": [
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]

I
"resource": [
"gcs::cos:ap—guangzhou:uid/1250000000:examplebucket—-1250000000/*"
1y
"condition": {
"numeric_greater_than_equal”:{

"cos:tls-version":1.2

"principal":{
"qcsll: [
"gcs::icam: :uin/100000000001:uin/100000000002"

b
"effect":"deny",
"action": [

mxmn

1y
"resource": [
"gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/*"
1,
"condition":{
"numeric_less_than_if exist":{

"cos:tls-version":1.2

RIRFHEMN R ERS EFHEMRS (qesirequest_tag)

BiA

S 8E request_tag {GEH T PutBucket, PutBucketTagging #1E. GetService. PutObject. PutObjectTagging 5%
BRAEAR SRS

%48 qes:request_tag
IEATLUEE S8 ges:request_tag PRI &#EIEK PutBucket, PutBucketTagging #AZiiHi H5 & HITFEH

PR

B - BRI P Rl RN AR e R T R
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@ A S et

VP M P 2@ MRS E BB, T HEAVSRISREY © BRI P AT F BN, S EE e 78

PR <a,b> Ml <c,d> , FHREFRIHZAL,

FEENIPR S AT LORE Z DS, FIENRSRE. WWSBEAFEAENARES, REHP TN NS EUENES

A, FEEERNZNSEENES B, EEHIZSAHE, nJLUE R E R for_any value, for_all_value FYR[RIZHETR
RAFIINE Yo

for_any_value:string_equal /K A fl B FEERERERL,

for_all_value:string_equal /KA BITERAER,

LUfFEH for_any value:string_equal K, XM AYSREEATE RKETIMAIT -

BRI T

PutBucket, 1&KL# x-cos-tagging: 200, I

a=b&c=d

PutBucket, 1HK3L# x-cos-tagging: a=b 200, R

PutBucket, 1H3KkHEB x-cos-tagging: .
H il x-cos—tagging 200, FI)

a=bé&c=d&e=f

REGRBIANT
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{
"version": "2.0",
"statement": [
{
"principal": {
"gcs": |

"gcs::cam:

b
"effect": "allow",

"action": [

RN R @ BRI R (sd) ARTERH]
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"name/cos:PutBucket"

1,

"resource": "*",
"condition": {
"for_any_value:string_equal": {

"gcs:request_tag": [
lla&bll,
"C&d"

}

LfFH for_all value:string_equal K, XTMWAYSREEATE REZIAOT -

kR A
PutBucket, 15K3L# x-cos-tagging: 200, K
a=b&c=d

PutBucket, &KL x-cos-tagging: a=b 200, /&I
PutBucket, 153Kk# x-cos-tagging: 403, RIK

a=bé&c=d&e=f

REERBIANT
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{
"version": "2.0",
"statement": [
{
"principal": {
"gcs": |

"gcs::cam:

b
"effect": "allow",

"action": [

RN R @ BRI R (sd) ARTERH]
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"name/cos:PutBucket"

1,

"resource": "*",
"condition": {
"for_all_value:string_equal": {

"gcs:request_tag": [
lla&bll,
"C&d"
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@ HEEHE JSE e

T HMEIKS T FIKS RS TR
AR

E T E] ¢ 2024-06-03 11:10:25

S (B T7b=

LETEMKS A (APPID J91250000000) % M A T#EM examplebucket1-1250000000 #I
examplebucket2-1250000000 , HAE—EMKS B RHEHFIKS B0, B0 HTWEFTE, HERBIRIEKS A%
THIRNEERE, T N SN B THE 5% BRI E,

PRI IR

T EKS B #1E A & T HFHERRIBER

1 A ERE A BT RIFEZESIA,

2. L TEMERESIRR, HREITERBITEIENE, A E AP ATEERR IS UL,

S IEEMSHRL T, PAHERERE, A XIFERIIARE T,

4. %% Policy tXRRIGBALE T, MRS, LR EE ORI, AT —F,

5. BT RPN

SRIZID : A A,

L A BTN A

P i, RPSENER RS, kS ID #EEEME B 1Y UIN, $/41100000000002,
B - ARIEREER, BN TEIEN,

B - (e ERFENFEEE, RIFFHEHEE,

BOE  AEIRINIRCE, IEBPTEIRME, WCRIPGR A RE, MATLOER — D2 A KRR TR EAIRAE,
St RIBREAE, RFEAE2ZE,

6. BHSERR, LI EIKE B A R EIXEERITAE 2 BUR,

7. MR AAFER, nTEE LRI,

TP FIKS B0 HfE A BT FAEMRYBER

1A FEKS B B HEEE CAM 12 & /Y ik T,

2. TR B B SURNE > HORIIRIRGIR, P/oiee iR, wdiT—%,
HiHH :

FMKS B AT KS BO #5248, AL B & SCRESIAN, A SCRpilsd Fs R BE A
3G TR
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EHBAT

EIRER . BITEX —PMAEE HA R YAIERLFR, B4 cos-child-account,

B | E, BITHE.
REENA

JSE el

"version": "2.0",
"statement": [
{
"action": "cos:*",
"effect": "allow",

"resource": [
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@ HEEHE JSE e

"gcs:icos::uid/1250000000:examplebucket1-1250000000/*",
"gcs::cos::uid/1250000000:examplebucket2-1250000000/*"

]
}

PSRRI MRS B ABURIERY A 44 T RIFEENIIIRING T IKS B0, HAY,  uid/1250000000 HH
12500000000 k= A B APPID, examplebucket1-1250000000 Al examplebucket2-1250000000 A
FEMKS B APERIER A 2 TG,

4. TESERR, TERCRIEHIOIE,

5. 1ESRME S R HREI M L eI AT SRR, Hep G MRy RBP4/ A,

6. fEEH, ANEFIKE B0, HdiHEE.,

7. FERRAAGRE, BRI IS BO U%55H, MIHERIE A 24 N IITEEHT,
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MERETE(L

TH KR SR L
Hear BT ] @ 2024-01-06 10:47:50

ER

i COS BE4n@d RZER 5 HTRWLHISCELE QPS, AIRAFREEEMERER QPS Fk, IR, fEHFHHA
XAEERE, BAMIAEE B A SR DR, s TERAPRIRGIT#E G

(il

A KOEB MR L EBTH N 5776 (Cloud Object Storage, COS) LIy EsLER,

FETH A RAF G AEAY 87 T (R AERAE 11 M ERD30000 PUT i3k, s# 300004 GET 13K, ANSAM TIER
Bkl 7 baRRe ), EINESEEATE M SIS SRR Y AR AR L.

L

R ABIEN R EREENEREE, IPFREER, BB R TSI R, AT DUEA s TR PN &2 2580
NHTEREE K,

B COS ZFFMEREY R, LU mIVIE KR, AIRENVIERE R GET ERME, BIUEIEELETH S CDN ™~
raIEHTRER, EEIES UL E L, WSRO ERY 2R &8 SRR 2k /930000 PUT/LIST/DELETE 1%
R, BBUE BRI, DUET N TAE Bt ss, s EE KAvR

e

ANSRAR AR SIS R U R E/RAE 300001, FHAEZE RN AT FF300001, &R LT -G A+E M,

SRR T

BAEHERAE

M LEREN RN, BOERIN RN RER S R MERERIE, LUT RS COS X Object AERYFE(iE
Tk

FEHRTE COS M — MRS HIISERAES" 71706/ (Bucket) FIXtE (Object) HYMEEENZRE], XREELLUTF-8

TR RFAER G 2D X, N T REAVEE, Fla0, (8RN REEE 7R Al e 2 FERBEE 7 X

Wi EMERE, DUFRERIRTE examplebucket-1250000000.cos.ap-beijing.mygcloud.com A, LT
H T RTRERFERZR G [ RERY — L2451 -
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AUSRAEA N 55 BURY 97 2 5 A5 030000 ME 3K, U5k S0 (58 A _E oAb SR B R B B AEL, 1 SR b 55 R0 A6 PR I v o=
ol H AN TR S5 RFOE R SREEIT,  A2RT DURE ] — L5 RIADN REELARASINBENLATSR, BRI SCEAEZ RS [0 XS
BEEH, IR OEIITERE, DUT AL 7 — LA E g I REA L LY T5 7R,

EE

DUM R H Gk, A rTRESR TH DN TEER T T MERERY T IR, ANSRAEHY L 55 SR § 5 49 30000 ME K,
AT T SRR, R FR DERTAT] DUET R S5 D B AR A AT w5

0+ HERIRG A HTER

RRIEARATEAN REEFEH LRG3, RN REL AR AT ASING T AT B ATSR, BIATA] UE XS5
i, AESEERERT SHAT 80 MD5 IaFr iR, FRHERU LA FFHE N RISRISINEIBEE AP, w2 - 400H) 5 FFIE A Al
28] LA e R 2
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faf1-20170701/10g120000.tar.gz
e073-20170701/10g120500.tar.gz
333¢c-20170701/10g121000.tar.gz
2¢c32-20170701/10gl121500.tar.gz

EE
M5 COS HIHHER S /Z L UTF-8 —#EHllFEANSRG1HY, HRIAERTAIHNSR (GET Bucket) #RIER!, £
FIHETR B 265536 KHI HIN Gi%1E, ¥ REISEIFR5EREAT20170701 RiTZRES .

RIIBEHERTSR
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ANERAEAT AR LR BN REBAURE IR I, 8] DURH AR SRR Y — SRR 4, SRR SR04, AHIRIACR(ERY
RIS AL EATER 5 [0 X TERE,

logs/20170701/10g120000.tar.gz
1ogs/20170701/10gl120500.tar.gz
logs/20170701/109g121000.tar.gz
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ARAEAEARRIRCEATER T, DR EIIT A, RrEaid FF30000ME K, AT SR b isin -+ ke
HIZRAT 2, TERCMEGREAINIE T AIZRITZ DRG0 X, UL E SRRy i 5.,

logs/faf1-20170701/10g120000.tar.gzlogs/
e073-20170701/10g120500.tar.gz
logs/333¢c-20170701/109g121000.tar.gz

images/0165-image001/indexpagel. jpg

images/a349-image002/indexpage?. jpg
images/ac00-image003/indexpage3. jpg

RN R @ BRI R (sd) ARTERH] 172 359471



EHBAT

REERIELFH TR

JSE el

YIEHDNL S AEAEAESGEET ID siHH, TR XM B RBAESHTZON R, Q1T RIRIATE

20170701/10g0701A.tar.gz
20170701/10g0701B.tar.gz
20170702/10g0702A.tar.gz
20170702/10g0702B.tar.gz
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1d16777216/album/hongkong/img20170701121314.3pg
id16777216/music/artist/tony/anythinggoes.mp3
1d16777217/video/record20170701121314 .mov
1d16777218/1ive/show/date/20170701121314 .mp4

AN bR E a4 )T E R B AR 20175 ID VRTSRAVBERTERIER 5 101X, IR BERTSRAY — AR o0 [k e, ISKEL T
—E MR

10707102/10g0701A.tar.gz
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10707102/10g0701B.tar.gz
20707102/10g0702A.tar.gz
20707102/10g0702B.tar.gz

61277761di/album/hongkong/img20170701121314. 9pg
61277761di/music/artist/tony/anythinggoes.mp3
71277761di/video/record20170701121314 .mov
81277761di/1ive/show/date/20170701121314 .mp4

H GET iERM1E
AR FEZEANL 5 0 BUE GET 1K (RIFEGER) N, B 7EBGESF EBHENISY, SEEBEFERCIE R CDN iRSS
EJEER

5Nz CDN M@ i = E M 2BRAGAGAET W, BP0 AR AT R FE 32 mnat i, X RS a] B
Ry 7 TR, MM [EITRE] COS 1 GET iKE, THIFIES UL Mt B Sy,
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@ Hﬁizﬂﬁ o Gtz i
COS J&iM+5rd

ol N TE] © 2024-01-06 10:47:50

COSBench /T

COSBench 2—#kH Intel 1, HTXNREMENENTE, BHRXN5FE (Cloud Object Storage, COS) 1EH
ARE S3 PIXHTARIFIERSE, AL T R TG e

RGN

T EHEFBITIE CentOS 7.0 R HLLERRA,  ubuntu PAEERTBEFFE FREAS A IA] L,

s PERERY K21

BLEARDE : Mla DB, TTER worker BB, AHTE LT XU LA RBITFH, HICR 3286414
AT,

PLERMIF - HLERTR TR E N -RIRAI, SR sE MmN, BUCRA IR B,

TERPILEBERS | SLWBERS BUR A —, FRINAMNW TR AN TATIE 2, BRI F 5],

AR © PEREMNANT, RGN S SR, RE— MR E I EUE,

WIAINE © R iB THY JOK FiA, RIFEtREIIEGE, BN HTTPS, (RARAR Fmiy s Sk FE GCM
BUG, FfiA/LAC A A= 8 P REAALE BUSE (],

COSBench S 1%
1. M. COSBench GitHub i % COSBench 0.4.2.c4.zip 5451, FHAFIRSS 85 L TIRE,

2. %% COSBench M#HiE, WATAI T fid.
XF centos RGE, PUATAN T an S Ze2EMKiti -
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https://bugs.openjdk.java.net/browse/JDK-8201633
https://github.com/intel-cloud/cosbench/releases/tag/v0.4.2.c4

JSE el

sudo yum install nmap-ncat Jjava curl java-1.8.0-openjdk-devel -y

X ubuntu SR, PSTAN T a2 AR

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H.E JSE e

sudo apt install nmap openjdk-8-jdk

3. %R s3-config-sample.xml SXAFFFIRIMESBLEE R, ESEEEZCUENT A NHEL
3.1 init BrEX © BIETEIER,

3.2 prepare [ B : worker Zkf2, PUT FAEHEER/DIINSR, FT main [ B iEEL

3.3 main BT © worker SRAREGREXN R, iBITHEN K,

3.4 cleanup FTE%, MIERAEIIAT SR,

3.5 dispose [rE¢ : MERTFER,

EIECEANT
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@ Hﬁ i:H.E JSE e

<?xml version="1.0" encoding="UTF-8" ?>

<workload name="s3-50M-sample" description="sample benchmark for s3">
<storage type="s3" config="accesskey=AKIDHZRLBI9Ibhdp7Y7gyQq6B0Okl1997xxxxxx; secretk
<workflow>
<workstage name="init">

<work type="init" workers="10" config="cprefix=examplebucket;csuffix=-1250000

</workstage>

RN R @ BRI R (sd) ARTERH] 55179 3459411



@ HEEHE JSE e

<workstage name="prepare">
<work type="prepare" workers="100" config="cprefix=examplebucket;csuffix=-125

</workstage>

<workstage name="main">
<work name="main" workers="100" runtime="300">
<operation type="read" ratio="50" config="cprefix=examplebucket;csuffix=-12
<operation type="write" ratio="50" config="cprefix=examplebucket;csuffix=-1
</work>

</workstage>

<workstage name="cleanup">
<work type="cleanup" workers="10" config="cprefix=examplebucket;csuffix=-1250

</workstage>

<workstage name="dispose">

<work type="dispose" workers="10" config="cprefix=examplebucket;csuffix=-1250

</workstage>
</workflow>
</workload>
SR
2R filih
accesskey. FREE, BUERFIRSEH, BPOEE i/ IRGES |, BRER KR, kS 3R
secretkey WA[ZE KSR HE R
cprefix B FRETSE, 5140 examplebucket
containers NAEERRE X ], e RIFGER PR E cprefix A1 containers 7k, Bi4N
examplebucket1, examplebucket2
csuffix FAFi9 APPID, ZETEE APPID Rl 145 -, 4l -1250000000
runtime BT (A
ratio BRI B LA
workers JERVIES 74

4. Y’ cosbench-start.sh XX, 7£ Java BTN T 2%L, K4 83 1Y md5 /K FeIIHEE @ plaintext-
Dcom.amazonaws.services.s3.disableGetObjectMD5Validation=true™![](https://qcloudimg.tencent-
cloud.cn/raw/ac010bb86f091d709a0776b4e20a5858.png)5. J5 5] cosbench Alk%5., - XFF centos R4, AT T an
45 Vplaintextsudo bash start-all.sh™ - X} F ubuntu =&t, PITLL T4y @ plaintextsudo bash start-driver.sh
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https://www.tencentcloud.com/document/product/436/32972
https://www.tencentcloud.com/document/product/598/32675

A BT

JSE el

&sudo bash start-controller.sh & 6. HIATLL T e 1253 1F55, plaintextsudo bash cli.sh submit conf/s3-config-
sample.xml™F5@E iZ L http:/ip:19088/controller/index.html”™ (ip i Y EMIALES IP) EHEHITIRE 1]
(https://main.qcloudimg.com/raw/77f1631fa15141332d123fb472bab7ac.png) LI o] LIE B AU T ER, 40~ BT
7~ & 1[](https://main.qcloudimg.com/raw/3ccb5a60253ceb20c6da9292582¢4355.png) 7. i /R 1Y 2 FltJ& s At

FMIR, 328%. WIWAE S N17Gbps ) CVM #H/ T EEFT T EMEREMNR, SHELUF2NHEL
™ worker &2, _Ef£10001N50MB X 5,
2253 DL E BRI BR 2RI TR RE RN, S5 5RAN0F

Basic Info

ID: w27 Name: s3-50M-sample Current State: [

Submitted At: 2019-3-20 10:39:53 Started At: 2019-3-20 10:50:29

2019-3-20 10:39:53 Stopped At:

more info
Final Result

General Report

1. prepare B¢ : 100
2. main [T B¢ : 100 worker IR S TREN SR, 5173007,

Op-Type Op-Count  Byte-Count Avg-ResTime Avg-ProcTime Throughput Bandwidth Succ-Ratio
opl: init -write 0 ops 0B N/A N/A 0 op/s 0 B/S N/A
opl: Wp[ietgare - 10 kops 500 GB 2460.65 ms 181.83 ms 41.27 op/s 2.06 GB/S 100%

opl: read 10.22 kops 510.75 GB 2012.74 ms 118.33 ms 34.15 op/s 1.71 GB/S 100%

op2: write 10.28 kops 514.2 GB 908.98 ms 317.71 ms 34.38 op/s 1.72 GB/S 100%
Oplidg“igw . 20 kops 0B 14.19 ms 14.19 ms 704.74 op/s 0 B/S 100%
op1l: dispose -

delate 0 ops 0B N/A N/A 0 op/s 0 B/S N/A

show peformance details

8. PUTLU T an4y, = 1EINAARSS.

IR L BRI (bR ARSUERT]

55181 59411



JSE el

sudo bash stop-all.sh
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BT
AHIEETRZ 2 COS

o B ETINE] ¢ 2024-01-06 10:47:50

KB =

M THIEAH IDC KA, MR COS (ENFIER I S U T TR G, FBIH PR IDC A 8RR
PROETERS X R A7 COS,

TR Wi

COS Migration 72— T COS I B IIREr — L THR, M HA®

. . g \‘:F
CoS Moraton GREE) g s tsf, (RTRBUBHSASTRSE COS i,

T COM (i ZHUETRS COM SRS SR M B SO TR 6 IR, F5BHFE FURA sk
é?ih S TR I RT3, A R R A LS (4T R 2o
K. A, RS,

R R RdE TR, IDC %, IDC 22NN BT, Az B IR e il [R] 5 (K SRR 8 IR AN R T RS 75
o TEERIRMERL LB PAE AR RITEFE, nJDUEH, 5 IIGER R 10 R sl e A il
50TB, FATELIES: =T COM MATER TR, &0, i8iksELk LT,
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@ A= PR SEd

Bandwidth  10Mbps  100Mbps 1Gbps 10Gbps

Data volume

BiAA
IMB DUF /NSRS W8 10 PERES R th 2R BRI,

COS Migration

TERIREDIRANT

1. 22% Java B85,

2. ‘2% COS Migration T E,

3. [BeBLE S

4. 28 TH,

BARIERIETTIE, 1ES UL COS Migration T = 3C#Y,

BRIEETS

T BANATELE COS Migration AEf KFERER BT EE

1. ARYE B B LR IR RE X 0 R/ NS BUERLERS IR R B, SKIASIFE o, /NSt R A i i TR 77 =X
VERE T ELPATIN R AT A AT SERR I, CRUE B B LS5 BT A SR BT 58 5 R, R A Rl 7E B & S A
config.ini ' [common] 7771, BN SEHITIAE

ey ey SR
smallFileThreshold INAFBIES R, KRTETEANBHEMER 7B L&, BOANZEN5MB,

HAFTE - BBRaIHE b)) BRIEENH #5184 $£594 71


https://www.tencentcloud.com/document/product/436/15392

@ Hﬁizﬂﬁ JSE e

bigFileExecutorNum RMFFHRREE, BOMENS, NSRS SMRER COS, HAFREYD, /N
HEE,

IR, BOMEN64, WIRZESSMRER COS, HAFHRVD, THRE/NZ
HEE,

smallFileExecutorNum

exacuteTimeWindow SSBOE SGERR T BRI TR RIBE,  HARR R 2 ARIRIRES, RIS
(FERH R OREERHE, B2 T — RS L BT,

2. R ATFOH TR AT LU — D IPSER R, - a] DI e 2 B 1ldR 3% COS Migration 72 AT AR

TREARAERAE TS

SEEETE CDM

ERRIED BT

1. Wi BHE TR CDM el G 122 HiH,

2. FIEHIGED G, MPERFSIRE.

3. WENRAE, HARTRR S TIHEEEE IR,

4. SERBHEFE DU, TEPEm B 12 22 [m 3 S M E R B I SR B E 0 S 77 % COS.
FIETES W 2T CDM 77 i SR,

BAER

T E AR R 2 e B EGT AR AR E R S R A7 COS,

1. f£ IDC FLiE 10GbpsHI LSRG, il o ARG SO0 FRAIN, RIS PERERHE R LA, AR
L UL,

2. i& 1 CDM fehiaine Ry sUSFA TR, M P O@d PRI a5 #y CPU FINAE(E AR, AR L BT AS s (K
THU, AILOEEELL AT =T 3

Z R RAEE AR NS HZ 8RR — 5 CDM %75,

Z R RIS HERZ 5 CDM &,

RN R @ BRI R (sd) ARTERH] #5185 3£594 11


https://www.tencentcloud.com/document/product/623

@ IR % 17
55 = 1 BRI E COS

T BN E] ¢ 2024-01-06 10:47:50

S due B
B =3

X TS =G FETEENE Y, 57 (Cloud Object Storage, COS) RJLAEEBHH FURFEE = = F A NTEE
BARPUHETEE COS,
X5 RIS 1R

AT RKHEA . TR R HTTPS % 4:f& ki

IR A

MSP IR NS RHERIN I E RJRg— E

P AR ER BRI, S —BUERSE. RINEL, MR EEI6E, REN e P B ARES R
*O

SRS T4 MSP

TR 5 (Migration Service Platform, MSP) 2 7 ZFiER TE, I HER RISy -5, BeffHi)
F PR e 2R A B KRR AR T RS (55, Eorh s T B RERE RS B P P B W& 26 88 medR TR HiE
#%Z COS,

TP TR

1. B IBRS FaEdE,

2. fE/E S R N R, 1 AN RAFE TR T,

3. TS, HETIRBESIFELSE R,

4. |FEES5.

B S LT TR ZE0E

flEH = OSS iT#%

# M7 OBS iTH

4+ KODO iT#

UCLOUD UFile iT#%

&1l KS3 iTF

HE BOS I

AWS S3 iTH%
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https://console.tencentcloud.com/msp
https://www.tencentcloud.com/document/product/1036/51597
https://www.tencentcloud.com/document/product/1036/32522

@ Hﬁizﬂﬁ JSE e

BAEE

TEMHTRERIR SR, BURIRISHORE = RO RIS IS TA AT AR, B RS S ERIRGLE Hrid S F5T
AL IR B R QPS A, AT RETIRER,
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@ IR X G 17
DL URL fE MR EHE T2 22 COS

el TSR] - 2024-01-06 10:47:50

S e L
<

S8

X PAREE A URL SR N BERIFRHAE T RAR TR . X RAFE COS SCRUTER A ¢
TR Wi

TR B MSP B 7 2AERA TR, It HIgMal LS miy-Fa, sewaiihm i

ERIRSTA s s
W PR B BB SRR T 550 ELrb ST SRS T B RE B B PRI M 2K N A

MSP MRS TR A 5751 COS.
COS IR BRI 5 SR AR E1 R IR S0 G 7% COS, T
COS [ 575 2R (LT LTS B P P M R T R, SERENIB VL 45 St B 5 V)
.
oS COS Migration | MEH T COS MUEERIIHEN — (L T B, FiLF F e St AR
Migration Wk, IR BT COS h,

BRI LR, AR A SRR P AR 2 IR E R, M BHE (R TR, AT
DUERHL COS [nlji #5253, COS BRI AT LASKELR A B G R K U5 M RBURERS B X R A7I% COS, B axHES;
[l 55 B A TR 2o

PiHA :

Hill COS B A HaHERE RN URL B 7T,

TBAR% T2 MSP

ERRIED TN
1. B3R SEMIRSS F-H MSP,
1R EME AT GERTE] |, #E I TR AN, HEd ZEEM] .

2. TS AL E S B R
3. BanfE55.
BAABERIZ UL URL FITH,

BAEED
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https://console.tencentcloud.com/msp
https://www.tencentcloud.com/document/product/1036/33185

@ Héizﬂﬁ JSE e

TEATRAR TR TR, BARIRIT SR RO AN R WS INE T A 225, (H& P ARIE SRR Frd s 53
BAESS IN IR EGE T QPS FHRE, ABTHRETIRHEE

COS [EIH

ERRIED BRI

1AM RIHEER S, EFRTRRARR B R0 TS BRI E,
2. BLE BRI IAE, ARG R

3. [k S5 RGN R E IS KL B IO R 174k COS L
HARBAEIES UL W 0] S,

(]

DUF B AT DU IR R I 0 B, BEELAETRRIE R R A7 COS, DU AN PR A IR ER K,
1RSSR G EIE R UHE] COS L, 1£ COS #EHIaTTITRITFIREIRE, [ BETRY, ARG
a0 T EFTR.

—

Read/write requests .o Origin—pull settings
< > =D

i

Business system Ccos

2. —BINTRE, WEARAETRS, ERABIRCETIR BB RZEE COS, TR IR FRAENZM,

COS Migration

TR RN

1. 2% Java I8,

2. 2% COS Migration T &,

3. BB S

4. BHHTHE,

BARRRES 1, 12U COS Migration T-H 2%,

BAEE
THEAZEAMAIALE COS Migration RE TR FEHE = TS #
1. 148 B B N IAEEREE X 0 R NS BIERBER AL, SKBRSCE B, /NSO R AR i R A 75 5K,

VAR T BAATIN TAIAMRAZ 5L R, PRIE B S 55587 AN SGTR RAE T 08 R, s nT (e BC B ST
config.ini ' [common] 7771, {EAN T SHOHTIHE
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@ Hﬁizﬂﬁ JSE e

SRR SR
smallFileThreshold INHFEIESE, KRTETXBEEGEH S L%, BRINLEN5MB,

RXHIFREE, BOMENS, AFIZ@EIHMRER COS, Himwsvh, HNMLHF
R,

bigFileExecutorNum

INCHFFFREE, BOMEN64, AR MRIER: COS, HATERVD, 1HI/NZ
HEE,

smallFileExecutorNum

BB ROE SGER TR RPATIIN RIE, HAR RS ARIRIRE, RIS E (5

executeTimeWindow . R . | ~ L
STIBHSRE TR, B2 — RO B4R e T,

2 RIATRIFHEHR A DO —BIIYSERSERE, FiLPTRILU% B % A HLA 45 COS Migration J 43 BT
IR ESS
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@ ﬁﬁfﬂﬁ R
COS z [H#EHE TR

el HTIN ] ¢ 2024-01-06 10:47:50

X FIEFEM BN RI7(#E COS M, QIR ZEN — MAERMINEBIE TR ZEFRME BN R7iE COS i,
BATEBUEER LU 2B T75

2 L3I 1 IR A MSP

2 B3ERE ¢ s

IEIRSEFHA MSP

TERBRSS -5 MSP B 7 2T TR, JF HIRMH AT UL MY -Fa, SERSRT BN PR AR BN BRI 2L
IS, Hrp ST TR RER B R e A 28 B ANBURTRS - A E X S A7 COS.,
ERRIEDBANT

1. B ERBIRSS V-5 MSP,

2. fEE RS DNRIFETR] |, ARSI I,

3. i DIrfEss] , HrgEs s icELs (=R,

4. BT,

BABERIZ UL BTN COS AL,

FERATRIEIRE RS, BARIRATIRIOEE R ARG IEM A FTAER, (HE RIS IRIRGUE Frd s T
AL IIEEEGEIT QPS R, AHTHEEIRHE

T HEAE & 1

TEER L RIS N RAFE COS X F IRy —IIACE, (@I FCE T 2 HAN, AT DUEA RISy 17 i
B, S HPEENR, BHFENEES, COS KR & MR PN RNA (BIAIN SoTEEEAR A
ID<F) FIEARFERF, ZFINREIAMEEE - BWEEEE, WAL, RIFERN T RIEE, L&
R, MBRAREBRE, R E HIEEAR BT, BN AREREES I (708 2,
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@ HEEHE JSEREdl
Hadoop X %4t 5 COS Z [RIRYEHETE

ol N TE] © 2024-01-06 10:47:50

fai g7
Hadoop Distcp (Distributed copy) FZE/&H T Hadoop RGN ERE 2 I T ARERIE & Hlly T8, BT
Map/Reduce KIS0 %, FEIRANFED R e A 5 A2, I TR T Map/Reduce HYFFATALRERE 11, &1 Map
55 B IRBR R FPER 0 S B Al R AT DATE 0 R FH SR R DR R R e iR SR A B Hadoop SRt 2 [AIHY
KIS

H1T Hadoop-COS s T Hadoop X fFR4tHYIE X, KIHAIH Hadoop Distcp T.H RJLUG EHIFEXN R A7 (Cloud
Object Storage, COS) 5-HAth Hadoop X3RSt AT AR EBHE TR, ASCEELL HDFS i, /44 Hadoop X
&5t 5 COS 2 [AF)H Hadoop Distcp T E5e S EETRE M 5 s

GlEA=S e

1. Hadoop A+ B4 %¢2% Hadoop-COS #iff, JHIEMELE T COS W MI%ZHS, nlfi AL T Hadoop A mtus
COS Vil IEH :

RN R @ BRI R (sd) ARTERH] 55192 3£594 11


https://www.tencentcloud.com/document/product/436/6884

@ Hﬁ i:HE JE ¥

hadoop fs -1s cosn://examplebucket-1250000000/

ASRAERS IEfAMSI ) COS Bucket HHYSZ 5113, NIZRR Hadoop-COS ZZ2EMIBLE IERA, AILUHATLL T K,
2. COS My Mk s L B 451325, COS f7AEMTH EARBRIERYANRR,

TR

ISR LR T PS5 COS TAIEMN BHIRAVIRR, EEWGRIR 5/ MR REIN F 7 PSR T, BUT
JURPR B ML RN

DataFullControl : #HERRERIR, wEd. B, I XAFIRDEMBREE, BIGEEZ T,
QcloudCOSDataReadOnly : & H AR,
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https://www.tencentcloud.com/document/product/436/32972
https://www.tencentcloud.com/document/product/598/32650
https://console.tencentcloud.com/cam/policy/detail/5294998&QcloudCOSDataFullControl&2
https://console.tencentcloud.com/cam/policy/detail/5295051&QcloudCOSDataReadOnly&2

fb Hﬁfﬁﬁ o R

QcloudCOSDataWriteOnly : #iE R AR,
AR FEEE T B € RTERE ), FESEAUE I 0] W B bR _EARATEEE CHRERR, 1§18 E% T
QcloudMonitorFullAccessE & ##H 1% T I = n] WL 542 0 AR 6

KR IR

F HDFS HyEHE £ 13| coS KB+
133 Hadoop Distcp A HDFS &84 /test HFE THYSHTEE] COS #Y hdfs-test-1250000000 17

[1ainy

druw

i

=
I
33
-
—
=
o
m
gll
ke
R

RN R @ BRI R (sd) ARTERH] 55194 3£594 11


https://console.tencentcloud.com/cam/policy/detail/5295044&QcloudCOSDataWriteOnly&2
https://console.tencentcloud.com/cam/policy/detail/276210&QcloudMonitorFullAccess&2
https://www.tencentcloud.com/document/product/1116/43215

hadoop distcp hdfs://10.0.0.3:9000/test cosn://hdfs-test-1250000000/

Hadoop Distcp 2253 MapReduce 1EN 1T & Hill{T-55,

RN R @ BRI R (sd) ARTERH]

e Rt E IR RER, W TEFUR

JSE el



,2) Hﬁfﬁﬁ JE ¥

Large read ope
rite operati

2. 4117 hadoop fs -1ls -R cosn://hdfs-test-1250000000/ #5yA] LN EiF 72T hdfs-test-
1250000000 Y H s A1,

1led to load
Defaultin

F COS HEMEmI 2 HIZ|AH HDFS £t

Hadoop Distcp /& — SR RIS AR gtz [ E HIEHEI T B, Kk, K COS fHiEf-H Iy RESEEIE N TRES
¥, HDFS WYSXIFRSTEIEN BFREGEERTALRE COS ARV S & Hill2 4l HDFS :
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@ Hﬁ i:H.E JSE e

hadoop distcp cosn://hdfs-test-1250000000/test hdfs://10.0.0.3:9000/

15 EBLE Distcp MH1T2E0#1T HDFS M1 COS Z RINEHETH

VifA
A A THCE SR A ERIE, ISR HDFS BaiEEm 3] COS, tHRILUR COS it % HDFS,
P AT ERERCE DL T a4
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@ A S et

hadoop distcp -Dfs.cosn.impl=org.apache.hadoop.fs.CosFileSystem -Dfs.cosn.bucket.re

SR

Dfs.cosn.impl : Z54%HEC &N org.apache.hadoop.fs.CosFileSystem,

Dfs.cosn.bucket.region : EHEEEMAT{EHIE, FI7E COS Al B fF ML P ESR,
Dfs.cosn.userinfo.secretld : JEEAZEMHE H MK S THY Secretld, BIHI{E = API %HH HEREL,
Dfs.cosn.userinfo.secretKey : HEAEiGHHE EMKS THY secretKey, RIRTFE = API %75 H3REL,

libjars : 5% Hadoop-COS jar Glfii&, Hadoop-COS jar LAl HiifF: Github {24 AR dep H% F#HfT T,
BiBH
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https://console.tencentcloud.com/capi
https://console.tencentcloud.com/capi
https://github.com/tencentyun/hadoop-cos

@ HEEHE JE ¥

Hth 2855 % Hadoop T.E. x4,

Hadoop distcp B4 BS54
Hadoop distcp TEHFEIGEITEM, M, AILUE —n FIRERATTIFFTLHI Map (E5HH, -

bandwidth RFRHIEE map A VR KT 5, BiAA[Z% Apache Hadoop distcp T EME /734 : DistCp
Guide,
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https://www.tencentcloud.com/document/product/436/6884
https://hadoop.apache.org/docs/current/hadoop-distcp/DistCp.html

@ IR 517 0
i AWS S3 SDK ¥/j[A] COS

ol N TE] © 2024-01-06 10:47:50

(Sl

X 5:774i% (Cloud Object Storage, COS) 2t T AWS S3 38 AN API, [K 4 /&EM%dE M S3 3T/ %] COS 25,
HFEEHTRAACE LR, BRI IEERE b N R A COS IR A EBENMARNEILF-E/I S3 SDK 1
IERECP R, TESERRNIERCY B G, Estn] DUF A S3 SDK Y#2KiJiA] COS LK T,

N TAE

1.8 BTN S, FEEMM Ui EEEES BT BB =% %A SecretlD 5- SecretKeys
2. BEBAE—NEMR T S3 SDK, FREIEH BT N

Android

T AWS Android SDK 2.14.2 kAN, MeRunmBERcLUET ) COS ARSS., X TR COS, KA
FE PR AR AR M EE XU, AT A STS IR IKEUIGI 2550, TEIEIES WL I 2580 42 i R (F i 45
5o

L
P SLBI, EFREIR E IR 2 PR EE ] Endpoint, LUFAERIFTEHIEUZ ap-guangzhou A :
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https://www.tencentcloud.com/document/product/378/17985
https://console.tencentcloud.com/cam/capi
https://www.tencentcloud.com/document/product/436/14048

JSE el

AmazonS3Client s3 = new AmazonS3Client (new AWSCredentialsProvider () {

@Override

public AWSCredentials getCredentials () {
// XBEBER sTs HBEIIGNZHAGE R

return new BasicSessionCredentials(

"<TempSecretID>",
)i

@QOverride

public void refresh () {

RN R @ BRI R (sd) ARTERH]

"<TempSecretKey>",

"<STSSessionToken>"



@ A BEE

//

P

s3.setEndpoint ("cos.ap-guangzhou.mygcloud.com") ;

iOS

LLAWS i0S SDK 2.10.2 iAo, 44 ABEBC LUET ] COS AR5, X T4&4mijilal COS, FKAFEHMEIE
S A ROR IR XS, AT IERE A STS MRS IRIUEIN 4, PEEIES I ImI 50 i RS |

1. 2P AWSCredentialsProvider #Hi¥
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https://www.tencentcloud.com/document/product/436/14048

@ Hﬁ i:H.E JSE e

— (AWSTask<AWSCredentials *> *)credentials{
// XBERIER sTs 15N ZAE R
AWSCredentials *credential = [[AWSCredentials alloc]initWithAccessKey:Q@"<TempSe

return [AWSTask taskWithResult:credentiall];

— (void)invalidateCachedTemporaryCredentials{
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@ A BEE

2. R tiEE 2 AR EEE R Endpoint
DA e s 2 ap—guangzhou Jafl

NSURL* bucketURL = [NSURL URLWithString:@"https://cos.ap—-guangzhou.mygcloud.com"];
AWSEndpoint* endpoint = [[AWSEndpoint alloc] initWithRegion:AWSRegionUnknown servic
AWSServiceConfiguration* configuration = [[AWSServiceConfiguration alloc]

initWithRegion:AWSRegionUSEast2 endpoint:endpoint
credentialsProvider: [MyCredentialProvider new]]; // MyCredentialProvider ST

RN R @ BRI R (sd) ARTERH] 55204 3£594 11



@ A S et

[[AWSServiceManager defaultServiceManager] setDefaultServiceConfiguration:configura

Node.|s
FIHLLAWS JS SDK 2.509.0 A, SMANHSERLLAE ] COS M.

et
WAL S BIN 1 E B TR B0 Endpoint, DUFEAFTERIEUZ ap-guangzhou A, EREAIT :
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@ Hﬁ i:H.E JSE e

var AWS = require('aws-sdk');

AWS.config.update ({
accessKeyId: "COS_SECRETID",
secretAccessKey: "COS_SECRETKEY",
region: "ap-guangzhou",

endpoint: 'https://cos.ap-guangzhou.mygcloud.com',

s3 = new AWS.S3 ({apiVersion: '2006-03-01"'});
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Q) A BESS

FTHLL AWS Java SDK 1.11.609 iRAAB, MeAE0AEERECUET R COS ARSS .

1. B AWS BEEERNESXH

iR

THELL Linux 61, &k AWS B EFIE 35S

AWS SDK HEVABLE SCAHBEEHF ERT, AIS#E BlE AR ST,
FERLE X CHFLER ~/.aws/config ) IR TEERFER :
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https://docs.aws.amazon.com/zh_cn/cli/latest/userguide/cli-configure-files.html

@ ﬁﬁfﬂﬁ o Gk

[default]
s3 =

addressing_style = virtual

FIER X LB R ~/.aws/credentials ) HECEBIR=YEE

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. \I8+i&E Endpoint
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@ Hﬁ i:H.E JSE e

DIFERPTERISE ap-guangzhou M, RREREIAIT :

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration (new AwsClientBuilder.EndpointConfiguration (
"http://cos.ap-guangzhou.mygcloud.com",
"ap-guangzhou"))
Jouild() ;

Python
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@ A BESS

N AWS Python SDK 1.9.205 ilRA NI, Sr2RANaERCLAE T ] COS R3S

1. B AWS ECERNEH XA

VifA

L Linux 6, B AWS FCEMIUEF S,

AWS SDK HYEABLE X HEFEAM T HR T, RIS BLE AT
FERLE S CCHALER ~/.aws/config ) HEMATHECE

[default]
s3 =
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https://docs.aws.amazon.com/zh_cn/cli/latest/userguide/cli-configure-files.html

@ ﬁﬁfﬂﬁ o Gk

signature_version = s3

addressing_style = virtual

FUER X LB R ~/.aws/credentials ) HECERBIRYEE

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. RI89i&E Endpoint

RN R @ BRI R (sd) ARTERH] 55211 3459411



@ Hﬁ i:H.E JSE e

DU P fE 2 ap—-guangzhou St

client = boto3.client ('s3', endpoint_url='https://cos.ap—-guangzhou.mygcloud.com")

PHP

FHELLAWS PHP SDK 3.109.3 hixA A, SaAnfaiEAC LUE 5] COS k55

1. B AWS BLEMERXHF
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@ Hﬁ i:H.E JSE e

A

THE Linux A6, & AWS B FIE 3 S,

AWS SDK ELABLE B HEERP HR T, aIS#E BlERE S,
fElLE S CiER ~/.aws/config ) HIILLFALE :

[default]
s3 =

addressing_style = virtual

FIER X B R ~/.aws/credentials ) HECEREBIR=YEE !
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https://docs.aws.amazon.com/zh_cn/cli/latest/userguide/cli-configure-files.html

@ ﬁﬁfﬂﬁ o Gk

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. 189 E Endpoint
DIFERFTEHIISE ap-guangzhou A :
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JSE el

$S3Client = new S3Client ([

'region' => 'ap—-guangzhou',
'version' => '2006-03-01",
'endpoint' => 'https://cos.ap-guangzhou.mygcloud.com'

1)

NET
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@ Hﬁ i:H.E JSE e

FTHILL AWS .NET SDK 3.3.104.12 kAN, /RAIMrEREC DU R COS AR% .

kAt
WA L LB E RS TN B0 Endpoint, DAUFMEMIFTERIUZ ap-guangzhou Af !

string sAccessKeyId = "COS_SECRETID";

string sAccessKeySecret = "COS_SECRETKEY";

string region = "ap-guangzhou";

var config = new AmazonS3Config() { ServiceURL = "https://cos." + region + ".mygclo
var client = new AmazonS3Client (sAccessKeyId, sAccessKeySecret, configqg);
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@ Hﬁ i:H.E JSE e

Go

THELLAWS Go SDK 1.21.9 kA, Sr2aaifaBEBCLLE IR COS AR5,

1. IRIBEEACIRR session
DU R 7 s 2 ap—guangzhou St
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@ HEEHE JSE e

func newSession() (*session.Session, error) |
creds := credentials.NewStaticCredentials ("COS_SECRETID", "COS_SECRETKEY", "")
region := "ap-guangzhou"
endpoint := "http://cos.ap-guangzhou.mygcloud.com"
config := &aws.Config{
Region: aws.String (region),
Endpoint: &endpoint,
S3ForcePathStyle: aws.Bool (true),
Credentials: creds,
// DisableSSL: &disableSSL,
}

return session.NewSession (config)

2. 1348 session RI& server RiZiER
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@ Hﬁ i:H.E JSE e

newSession ()

sess,

service s3.New (sess)

/1 AL R
fp, _ := o0s.0Open("yourLocalFilePath")
defer fp.Close()

ctx, cancel := context.WithTimeout (context.Background(), time.Duration (30)*time.Sec

defer cancel ()

service.PutObjectWithContext (ctx, &s3.PutObjectInput{
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A BT

Bucket: aws.String ("examplebucket-1250000000"),
Key: aws.String ("exampleobject"),
Body: fp,

})

C++

T HLL AWS C++ SDK 1.7.68 itA i, 4RaiaERCLLiE iR COS iS5,

1. B AWS EEEMIER X HF

ViR

THE Linux A6, B AWS BLE TS S,

AWS SDK HYBRABCE B HEER P ERXT, AILIZ#E BLEHIIE S
fEEE S CUEAIER ~/.aws/config ) WRIMLATECE :
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https://docs.aws.amazon.com/zh_cn/cli/latest/userguide/cli-configure-files.html

JSE el

[default]
s3 =

addressing_style = virtual

FIER X LB R ~/.aws/credentials ) HECEREBIR=YEE !
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@ ﬁﬁfﬂﬁ o Gk

[default]
aws_access_key_id = [COS_SECRETID]
aws_secret_access_key = [COS_SECRETKEY]

2. 189 E Endpoint
DIFERIFTEHIIEE ap-guangzhou A, REREIEOT -
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@ Hﬁ i:H.E JSE e

Aws::Client::ClientConfiguration awsCC;

awsCC.scheme = Aws::Http::Scheme::HTTP;

awsCC.region = "ap-guangzhou";

awsCC.endpointOverride = "cos.ap-guangzhou.mygcloud.comn";
Aws::S3::53Client s3_client (awsCC) ;
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https://www.tencentcloud.com/document/product/436/57456
https://www.tencentcloud.com/document/product/242
https://console.tencentcloud.com/cos/bucket

@ ﬁﬁfﬂﬁ e

4. FLE HTTPS IEH, ANREEMH HTTPS HXfE, 5N EE IS4 R B,

MRAEFRZEH B AT, FERET A FFATH ARG ZE E f A,

ANSRAEAE R ZIETH R RIEIES, PIERAE L P Y aiksS T e A B SIER,

5. HE YA ECESER)E, 1d5% CNAME —/IERE (B4l bucket-1250000000.cos.ap-beijing.myqcloud.com)
T G Sein B R 4 AT

H=20 | BLESA AT

BB
AR DNS | RIS, AILLAGTE 22T DNS P, BCE CNAME fighiidst.

1. HIE it DNS $Efill &, $ED AR S, s,

2. P BRI, iz RN — ST iE %

3. TESME Y, PSS, WukHibE RGBS (CNAME), i AZE 5101y CNAME E A, 4l
bucket-1250000000.cos.ap-beijing.myqcloud.com,

4. fENTICSR R E—EN AR, FILAOE dig fir B el A SriEedl s BB TR SR EAEN RIEAFENT
EMmBITE M AMS | dig mydomain.com , && CNAME iR EGIEMWAERN, (FHAKE

B mydomain.com FHAHHE XIE$H)

-MBO ~ % |dig test .com (

; <<>> DiG 9.10.6 <<>> test .com

;1 global options: +cmd

i1 Got answer:

11 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 45215

;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL: 1

7+ OPT PSEUDOSECTION:
; EDNS: version: @, flags:; udp: 4000
;7 QUESTION SECTION:

ytest . .com. IN A View cname re
B ANSWER SECTION:
jest - .com. 599 1IN CNAME .C0Ss.ap

R NSRRI, BRI B X84, AR H CNAME 3R AR, R HBIHENIER,

RN R @ BRI R (sd) ARTERH] 5234 3£594 11


https://console.tencentcloud.com/cns
https://console.tencentcloud.com/cns
https://console.tencentcloud.com/cos/bucket
https://console.tencentcloud.com/cos/bucket

@ Hﬁizﬂﬁ JSE e

B E XiRisiE3
e HATRERS T AMMEZIE R CNAME 123%, 151 CNAME
BB K EHEE CNAME i23.
-~ com @ RRIARIS myqcloud.com
HAth) rasis

AISRIRH DNS | A RIS, 7 ZATEMHNAT DNS RS ECE CNAME ALK,

VU L ViR EE 8
God RSB, ST R R IRLE, TR 5 SR iR COS.

BEXN R 5

1. B ARG, HREIERE B E IR IEERE, JEadit A SRR, Wi — 5, WA SRIERE,
RUERBE BB & BN SE

2. YR E AN BB XTEIEIRAG, TR S, IWGA R Y 5 SO IR, AN R 5
AU AT S bthiE (B4) |, ViaRAE O Snl DUSE FIG I 60 (H%4) .

API ViiRE#: B € i

ST R AP A COS HIF P, HFETEYT MKRFE K Host ISUCH B 5E U4 BT,
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https://console.tencentcloud.com/cos/bucket
https://www.tencentcloud.com/document/product/436/13326

@ Hﬁ i:H.E JSE e

GET /<ObjectKey> HTTP/1.1
Host: <BucketName-APPID>.cos.<Region>.mygcloud.com ¥ BHNHPNEE XA

Date: GMT Date
Authorization: Auth String

SDK iAI#ey B 5E X5
X SDK K97, HAFBHEIAA(L Client INHF domain ZHALE N H & MU ETAT, 1A Python SDK fil, X
FORBIATT o

RN R @ BRI R (sd) ARTERH] 5236 1159411



@ Hﬁ i:H.E JSE e

domain = 'user-define.example.com' # P B E X384
config = CosConfig(Region=region, SecretId=secret_id, SecretKey=secret_key, Token=t
client = CosS3Client (config)

%185 COS SDK UJ# B & IS4 HIARIERBIA] 28 LU XY
Go SDK

JAVA SDK

Python SDK

PHP SDK

RN R @ BRI R (sd) ARTERH] 55237 3£594 11


https://www.tencentcloud.com/document/product/436/42381
https://www.tencentcloud.com/document/product/436/40244
https://www.tencentcloud.com/document/product/436/46484
https://www.tencentcloud.com/document/product/436/42839

2 BT SRl

Android SDK
iOS SDK

JS SDK
Node.js SDK
.NET SDK
C++ SDK
Ci& 5 SDK
/IMERSDK

HAFTE - BBRaIHE b)) BRIEENH #5238 $£594 71


https://www.tencentcloud.com/document/product/436/37880
https://www.tencentcloud.com/document/product/436/38113
https://www.tencentcloud.com/document/product/436/40542
https://www.tencentcloud.com/document/product/436/40228
https://www.tencentcloud.com/document/product/436/38073
https://www.tencentcloud.com/document/product/436/45507
https://www.tencentcloud.com/document/product/436/45508
https://www.tencentcloud.com/document/product/436/40229

@ A G 17
BLE B € X > HTTPS 15A]

ol IS E] ¢ 2024-01-06 10:54:03

(Sl

P RGES B (HE X, B test.cos.com ) VilmfEE (Bucket) TFHIXIS (Object) . HiAf
TEFERIA0T -

FFJE CDN ML & B & S84 3 HTTPS i)

K 4] CDN JIRIN AL & H € I s HTTPS 1ilA]

R IR

= CDN i

DB BB
FHEEMIE R B B A%, JTE CDN fE, TEARIEES1ES I JFS HIE X CDN IS, ST,

BB : BLiE HTTPS iin
£ CDN il & 47 HTTPS BCE, HF4/Efe9 1152 UL HTTPS AN E 5o

X CDN ik

AREEN EBLURBINE RN AEXN 5770 (Cloud Object Storage, COS) Hdsd i [ CEHALE B & I (4]
CDN fil#) SZFF HTTPS ViR #REP 38, ARBFSEEIAIT S CDN MY IEN T, EEmET B E K

% https://test.cos.com ViRIFTEHIBCA M, ZFRN testhttps-1250000000 HIFFAEHE, EARIEIVED B4
T

SB  HEEE A

COS EWNNA =M, FrhO s C SRHEE BE R H HTTPS IE, ZrT LUl PEfila S i mey B e
MRS EIES, TN 70— AR E A HTTPS IEH, Al Al FE S TH IR,

X HABHRA I A SR HTTPS IEBAEE, HREMH HTTPS Ik, AlZE /A,

Ji— @ @t COS #filadhE B E ifuis4

FHFAEAT testhttps-1250000000 43 EE Y https://test.cos.com , X4 CDN A#, H4HE(EfRTES
THIE BE SRS A SR,

F T IR BCE S A AR

TERSS % LU https://test.cos.com MCERMAMNH, BARESZMT (LT Nginx BLEXESE)

HAFTE - BBRaIHE b)) BRIEENH #5239 $£594 71


https://www.tencentcloud.com/document/product/436/31506
https://console.tencentcloud.com/cdn
https://www.tencentcloud.com/document/product/228/35213
https://console.tencentcloud.com/ssl
https://www.tencentcloud.com/document/product/436/31507

JSE el

server
listen 443;

server_name test.cos.com ;

ssl on;
ssl_certificate /usr/local/nginx/conf/server.crt;

ssl_certificate_key /usr/local/nginx/conf/server.key;
error_log logs/test.cos.com.error_log;

access_log logs/test.cos.com.access_log;

location / {

RN R @ BRI R (sd) ARTERH]

55240 #5941



@ Hﬁ i:H.E JSE e

root /data/www/;

proxy_pass http://testhttps-1250000000.cos.ap-guangzhou.mygcloud.com; //HBCiET
}

HH server.crt; . server.key ZENWEAE (HEX) A HTTPS IEH, HENESEHRA HTTPS Ik
P, IEEE 1B TH s SSLUE Tk T HIE,
HENEAIES, ATLUMBRLL TECEER, HERN < HIE S mBakszRIn]im

ssl on;

ssl_certificate /usr/local/nginx/conf/server.crt;

RN R @ BRI R (sd) ARTERH] 55241 3459411


https://www.tencentcloud.com/products/ssl

@ HEEHE JSE e

ssl_certificate_key /usr/local/nginx/conf/server.key;

DB  BTEAEIRS A
TESRIS AL DNS fEAfr iR 55 s AL A S 384 o

B3  HHECE

T N AR E BT I

FERCIEBAT B USSR HTTPS ViR, sba] DUET RS T EFiEM (Bucket) HHUXIR (Object) 1, #HiR
eV SSTRE, TEEZENERPIRMET, B, AhEdESMWsIIREsIl, ARG 1ES W E RSN
ko

FLESERUS, 1E Nginx FLEFIEINI—1TEE, HE Nginx, X7,

RN R @ BRI R (sd) ARTERH] 55242 3£594 71


https://www.tencentcloud.com/document/product/436/14984

@ Hﬁ i:H.E JSE e

proxy_set_header Host S$http_host;

BLiE refer BHs s

1A (Bucket) ENVEN, XAMBEHENIXG, P ATLLE#E1%E, FE Referer B, Bl OB R %
HE, BEARRELBAIT

1.1 B MR Earedls, FFEM L E6E, EREOR 0, PR TES U W E ) %,

1.2 1€ Nginx B X, 38— 75 EIEEE Nginx, RIFTN Y817,

RN R @ BRI R (sd) ARTERH] 5243 3£594 11


https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13319

JSE el

proxy_set_header Referer www.test.com;

1.3 BTG, BEETH e RIRE errorcode :

BR5IA B8 A, AT DUEFFTIT ML,

RN R @ BRI R (sd) ARTERH]

-46616 o FHIRTER | Ray refer HHH, (HEEI N

244 159471



JSE el

{

errorcode: —-46616,
errormsg: "not hit white refer, retcode:-46616"

}

RN R @ BRI R (sd) ARTERH]

55245 59411



@ Hﬁizﬂﬁ o Gtz i
RIS B 17 A

Falt ETINA) © 2024-01-06 10:54:03

[F i TR Mt

[F P SRS BR A A — NN A SO I A G2k B 55— DNRIVR IR TS RT3, B TR s SRR ki
w2l RPN RS EIP) o DU RS AN E— MK, — MEARIEIA S E A AN IR, A1
AR BE SR AR RIR, ARV FHEIRIR, 3R 2 REFORTR R,

FRITRETRE X

PR TTE I, A O CEHEE TimE) MHEE, MR FEJE, a0TReGH TH
Xt nhttp://www.example.com/dir/page.html HIFETERIRHA]

URL #ZR FH
http://www.example.com/dir2/other.html D)) PR, A, SRR
http://www.example.com/dir/inner/another.html D] PR, A, SmEAEE
https://www.example.com/secure.html e AR (HTTPS)
http://www.example.com:81/dir/etc.html R Ui AE (81)
http://news.example.com/dir/other.html e B A A

B

BRI S (Cross-Origin Resource Sharing, CORS) #lil, FAEF AR, 0 Web W ARG 25317
SR, TS AR R T A 2T, CORS RN ARG AR RN S2 e, Hal, FrENYEaRaisz
FrIZIRE, |E WIYEAREORIMCA 1IE10 B2 L,

A CORS @, #EMEd Bahelk, ~AREHFZE, XTHLZEXRU, CORS @ELSFIEN AJAX E1E
BEZER, RRSEe—rt, WYEaE— BRI AJAX IERESTR, L HAl—SniskER, AREaZH—X
FRENATIE K, H A P EREH],

Kk, S5 CORS @{EHY X2 MRS #R. HEMRSGS#ELI T CORS #1, HIRIEHIEE,

CORS T 7%

AP AEE X SRR OL T 2 AE] CORS,  RIW I AR A2 N v 2 i JEAR 55 8. R FH HCE & P i R
1T RO S A

RN R @ BRI R (sd) ARTERH] 55246 3159411



@ Hﬁizﬂﬁ JSE e

CORS {1y Fl 2 SEIRLE I Y 2 S (50 Al AJAX IELERTT71R] COS HURIIEE BAZ. TEEUE, MAFRELH RS 1IN
RS s e, X TR COS M AJAX SRR, A CORS KELIE COS HEZIETE,

COS *f CORS HY=Z#F

COS 3Z#7hf CORS MUMIFYACE, MMARIETS K ieFe& iE4atE M A5 IEIE R, 1% CORS MUNIAL & & T 1#EAfZL
7llo

CORS &3kt 541 COS B IRIEE B e 2T, Bl COS iy CORS MNIMYANZ FHRULE &AM CORS
HH %19 Header II— NN, 2 2@k 15 Ko 2 X AR R E

HA COS WA Object HH X #2 I ERHE AL T CORS #H X HYSIE, 554} Multipart A5 3¢ 1942 1 H #iith C& 52 25k
CORS 55k,

L]

YRR ER S BIRIET www.a.com Fl www.b.com WA BT [F A% R [E] — B IREs JRT

# www.a.com WIERGEXARS S, RGeS IFRIEH _E Access-Control-Allow-Origin Y Header, X[
45 www.a.com W, XN www.b.com XA TIEK, WA Cache Y E—2xiE KN R [F145 F -,
Header HJNZAHT CORS ESRAILHE, MRS www.b.com TERKM,

CORS & iERf

DUT el BBl 4 AJAX I COS FRIEHRHIELIED TR, R~ EEAFIIEIER (Bucket) MRIZENNE
(Public) , VilMKBERAFAEIFER (Bucket) WFREAEIE RIS, HARBEMHRF,
PUR 7RG S A AR 240 corstest, TR 1T IR A B BAAE

HEEFTE

1. FAXHRTIEE ViR
A= test.ixt I SCARSIAYE] corstest, test.txt YT REIHINESA http://corstest-125xxxxxxx.cos.ap—

beijing.mygcloud.com/test.txt o

(S curl IERRYTIANZ AR, 18 RFLLU T il o R0 S Ak

RN R @ BRI R (sd) ARTERH] 55247 3£594 11



JSE el

curl http://corstest-125xxxxxxx.cos.ap-beijing.mygcloud

IR test.txt KAFHINE @ test, FoRIZSCRI AT LUEH 171,

[root@VM_139 240 centos ~]# curl hitp://corstest-125

test

2. [ AJAX BRI EIS
FATEAE 2R AJAX FASRIERR 15 1)1 test.ixt S

RN R @ BRI R (sd) ARTERH]

.com/test.txt

.myqcloud.com/test.txt

%5248 $£594 11



@ Hﬁ i:H.E JSE e

1. G—E SR HTML SCPF, R A & HIEAH R 7R HTML SRR RTINS AT 10T, BRONIRA IRE H 2 XHY
3K, BRIMIRIE KA Z ik,

<!doctype html>

<html lang="en">

<head>

<meta charset="UTF-8">

</head>

<body>

<a href="javascript:test () ">Test CORS</a>

<script>

RN R @ BRI R (sd) ARTERH] 5249 3£594 11



@ Eﬁizﬂﬁ JSE e

function test () {
var url = 'http://corstest-125xxxxxxx.cos.ap-beijing.mygcloud.com/test.txt';
var xhr = new XMLHttpRequest ();
xhr.open ('HEAD', url);
xhr.onload = function () {
var headers = xhr.getAllResponseHeaders () .replace (/\\r\\n/g, '\\n');
alert ('request success, CORS allow.\\n' +
'url: ' + url + '\\n' +
'status: ' + xhr.status + '\\n' +

'headers:\\n' + headers);

bi
xhr.onerror = function () {
alert ('request error, maybe CORS error.');
bi
xhr.send () ;
}
</script>
</body>
</html>

2. EN ST BT HFZ HTML 2, B Test CORS &ikiER)G, HBILITHIR, #iRIER @ TR, JHKZ
%5 Access-Control-Allow-Origin 53X/ Header, 5%, XZKINARSS % BT E CORS,

Test CORS [w ﬂ Elements  Console  Sources Network Performance Memory  » o1 LR 4
[ @ | top v | © | Filter Default levels ¥ 1 hidden X%
@ Access to XMLHttpRequest at "hittp://corstest-125 -myqcloud. index.html:1

com/test.txt' from origin "null" has been blocked by CORS policy: Mo 'Access-Control-Allow-
Origin' header is present on the requested resource.

3. ilRIRIK, F#EA Header Sttt K], n] DL bEds & 3% T4 Origin #Y Request, KItE—MESEIEK.

RN R @ BRI R (sd) ARTERH] 55250 3£594 11



@ E§ i:HE JSE e

Name ®  Headers Preview Response Timing
B testixt ¥ General
Request URL: http://corstest-125 .myqcloud. com/test.txt

Request Method: HEAD
Status Code: & 2008 0K
Remote Address:

Referrer Policy: no-referrer-when-downgrade

* Response Headers
Age: 3567
Connection: keep-alive
Content-Length: 4
Content-Type: text/plain
Date: Thu, @8 Aug 2019 B6:17:26 GMT
ETag: "@9&f6bcd4621d373cadeded32627b416"
Last-Modified: Mon, 22 Jul 2819 @7:11:57 GMT
Server: tencent-cos
X-Cache: HIT from SK-SQUIDWEB-58
X-Cache-Lookup: HIT from SK-SQUIMEB-53:3288
x-cos-request-id: NWQBYmI1NzZfMzIiMDIhMD1FMmMRIYVEXMIVI0DUyY
x-cos-trace-id: 0GVMYzZiMmQzYJAZ0WNhODKONT REMTE 10WVmMMDARXODCA0WRKZ JKkOZDMINMI IM2ZE2MTRIY2MzZ
DhmhmISMW I 10WE40GMKZ NI Y2 IINTEMMTVMMWY LMz AZY zKy ZGQ2 ZHMAMWQ40D1mY j kwZ JkwNT FhOGY4M FmMNDQ
TMWQ3MT hmii g=

* Request Headers
% Provisional headers are shown
IDrigin: http://127.8.9.1:5881 |
Referer: http://127.8.9.1:8881/
User-Agent: Mozilla/5.8 (Windows NT 6.1; Wing4; x64) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/75.8.377@.142 Safari/f537.36

BiEA
AT TTHE R EARSS o b, HiBEN http://127.0.0.1:8081 , Fill Origin
7 http://127.0.0.1:8081 o

¥ & CORS

FE VIR AR Z G, rTLOEE RE 7 EARR X CORS SKAZRLL BRI, COS %l & Al LUEAT CORS %
, ARG PG R 5E K CORS HYIRIE, # /&1 CORS WEARRIAIE 7%, Wl A4 &k 5em CORS

i&?ﬁo

1. 856 COS il ts , PR fRRERESISR, HEAM KAVTEGENG, RSB, Th oim R aIHE By

CORS ZE”,

2. BT ANAIRRI, AN — SN, (IR SEARRITC AN T

HAFTE - BBRaIHE b)) BRIEENH #5251 $£594 71


https://console.tencentcloud.com/cos5

@ E§ i:HE JSE e

Add rules .
Origin https://intl.cloud.tencent.com

Allow-Methods = PUT GET POST DELETE HEAD

Allow-Headers *

Expose-Headers

Max-age * 5

ER
CORS &2 FH—5— SN, M —SRITURIZRSRICHE, DU FIERC BRI IE,

EATIREE S
FCESERE, IR test.ixt XA, G5RANT, AILUEH TiATER,

HAFTE - BBRaIHE b)) BRIEENH #5252 $£594 71



A BT

Test CORS 127.0.0.1:8081

test.txt
status: 200
headers:

e 10N

reguest success, CORS allow.
url: http://corstest-125

JSE el

hemor}f » @1

og [ Disable cache | [l Offlir

e
.myqcloud.com/

35000 ms 40000 ms 45000

date: Thu, 08 Aug 2019 07:06:30 GMT

x-cache-lookup: HIT from SK-SQUIDWEB-58:8080
last-maodified: Mon, 22 Jul 2019 07:11:57 GMT i
server: tencent-cos

- l .

W PERR B I

Status Code: @ 288 OK
Remote Address:

Referrer Policy: no-referrer-when-downgrade

AR PERRES IR AY IR F)E,  ATLARE CORS B N DL ERBEMIVACE, ZACELVFATA FIESEIE K, ZACE T

RARHEE, IZRAAHE IR B EEL MR 72 1 A2 CORS.,

PR T iR GEARRIBCIE 2 5%, JEGE A] DAL & SRS IR ZERIA AR SSERE X YRR PR BIAN, XEFAORBIR] LU AN T &

/NHBCIE PERC A

IR L BRI (bR ARSUERT]

%5253 59411



A BT

Add rules 4
Origin https://intl.cloud.tencent.com

Allow-Methods = PUT i5ET POST DELETE HEAD

Allow-Headers *

Expose-Headers

Max-age * 5

RIS T KR i 5ok, HEEEARYE B QRO A SR S N BC E LURIE & 21

CORS i i& 171581

CORS BLEHBLLT LI :

K& Origin

FOVFIES G SR R

A] LA EE 21 RIR, 817 HBEEE — 1,

BLE S HE ~ |, RoREIHLA N, THEE,

KRB, A http://www.abc.com o

TR G4, AN http://*.abc.com , {HEFITHREEE T * 5,
EREAERRNS HTTP 88 HTTPS, %I~ 2ERi 80, A& B,

#/E Methods

RN R @ BRI R (sd) ARTERH]

JSE el
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@ HEEHE JSE e

BOERFIVESIBIERTIE (&2 .
{40 . GET. PUT, POST. DELETE. HEAD.,

Allow-Header

JLPFRYES I K Header,

A LA 7E 2RI, 4T HREEE — 1,

Header &5 151N, RERARF KRBT, BIGEEN ~ | ROGAE,

KANFABUR,

£ Access-Control-Request-Headers H5E & Header, #W4I(E Allowed-Header H1 X b 1T,

Expose-Header

FBRAN AR Header #1138,  BIF Y MR AR 2 H 7 RIEIME RSk (BI1A0—> Javascript 9 XMLHttpRequest X
%)

BRI E 75 ZEARIE N 7R ke, BRIAHERAEE Etag,

AARVFERBEELR, KNEAREE, 17T HREEE—1,

#8H} Max-Age

DS e AR E PR IRIYIUITUE K (OPTIONS 153K) IRIBIZE RV A], BAANRD, BAARHRIE DN r] LA E MR —
R, BIaNeord, I AT IERC iE I,

RN R @ BRI R (sd) ARTERH] 5255 3£594 11



@ Hﬁizﬂﬁ JSERE
i COS wfAS N D RETE 2 Ril Vi B DT M. ]

ol E N TE] - 2024-01-06 10:54:03

A2 BTNV H] ?

BTN (single-page application, SPA) 2— RN FHAE el b rviRRy ) el sh A E 5 Y §i o 5 H -
1T5H, TIFEGRI MARSS A5 EFINEEE N DU, SOR T AR o T DU 2 [RIGIHRATIT A PR, (E R FHAR 7 B 5
— NN R, ERTUN AT, FrERERRES (HTML, JavaScript 1 CSS) #Sifid &/ v i i i #8 ik
K, BERIEFRE GEE RN RE) 28388808 MY SIS v,

H AIERR A RO, WA DTN R HEZR A React. Vue. Angular 5%,

ASCRFHEH B RTECIRATTI2MESR, —D S BT BTN R7EM (Cloud Object Storage, COS) 2 L&
AMIETIRE PRSI — N LTS TUN FH, Rt — L8 MR o 25,

R TAE

1. %% Node.js?h5,
2 EMER B, HoEmSEINIE, MERAE R H 55 51H s COS #5A,
3. QE—NERER Ch T A ENMKAL PR IEE NN B EREE) .

I G- AT i £ AL
R

MRCL BT 7AW, ATEEBEE TS i a st E SRER,

8/ Vue POEER— N EHATMA

1. PUATAN Fany, %32 vuecli

RN R @ BRI R (sd) ARTERH] 5256 159411


https://console.tencentcloud.com/cos5

JSE el

npm install —-g @vue/cli

2. FUATAN Fan s, fEA vue-cli PLsA K —1 vue TIH, RIZULH TS0,

RN R @ BRI R (sd) ARTERH]

%5257 #5941


https://cli.vuejs.org/zh/guide/creating-a-project.html#vue-create

@ IR g ea

vue create vue-spa

3. AT T an4y, EDTEARH R 22 vue-router :

RN R @ BRI R (sd) ARTERH] #5258 3159411



JSE el

npm install vue-router -S (Vue2.x)

BH

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H.E JSE e

npm install vue-router@4 -S (Vue3.x)

4 &I H B Y main.js A1 App.vue X4,
main.js 41 T~ & :

RN R @ BRI R (sd) ARTERH] %5260 3£594 11



X Rk

{ createApp } '‘vue'

{ createRouter, createWebHistory }
App . /App.vue’

Home './components/Home.vue'
Foo './components/Foo.vue'

Bar './components/Bar.vue'
Default ‘./components/404.vue'

routes = |
path: '/', component: Home },
path: '/foo', component: Foo },

path: '/bar', component: Bar },
path: '/:w+', component: Default }

router = createRouter({
history: createWebHistory(),
routes

})

app = createApp(App)
app.use(router)
app.mount( '#app')

</br>
App.vue FEEKALH template, WITE :

RN R @ BRI R (sd) ARTERH] 55261 3459411



X Rk

to="/">Home
to="/foo0">Foo0

to="/bar">Bar

src="./assets/

alt="Vue logo"

</br>

BiA
HTRIEARR, SZEAERR D XD, eI AT bl T,

5. ERIS)E, HATA T e, BEATAHIRU,

RN R @ BRI R (sd) ARTERH]



https://cos-code-demo-1253960454.cos.ap-shanghai.myqcloud.com/vue-spa.zip

JSE el

npm run serve

6. LSRR ARG, WATA T ans, FTaAr A,
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JSE el

npm run build
B, MRETERE S T4 dist H3, Fit, Vue FREFAISEEIHERSTEE,

{EF React tREBE—MHATINA

1. HUATAN M a4y, 223 create-react-app :
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JSE el

npm install —-g create-react-app

2. i create-react-app R# L — react TH, RIZE H /50,
3. HATUI N a4y, fEIEHARH 3 T %% react-router-dom :

RN R @ BRI R (sd) ARTERH]
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https://create-react-app.dev/docs/getting-started

@ A RS

npm install react-router-dom -S

4. EL H B App.js SXF,

React 'react’;
{ BrowserRouter Router, Switch, Route, Link }
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X Rk

Home() {
<h2>Home</h2>;

About() {
<h2>About</h2>;

NoMatch() {
<h2>404 Page</h2>

App() {1
(

<Router>
<div className="App">
<nav>
<ul>
<lLi1>
<Link to="/">Home</Link>
</li>
<li>
<Link to="/about">About</Link>
</1li1>
</ul>
</nav>
<Switch>
<Route exact path="/">
<Home />
</Route>
<Route path="/about">
<About />
</Route>
<Route path="*">
<NoMatch />
</Route>
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</Router>

VLA
HTRIEAR, SXEACTIERRD AN, e it TH.
5. ), HATAT ey, EATARHIE,
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https://cos-code-demo-1253960454.cos.ap-shanghai.myqcloud.com/react-spa.zip

JSE el

npm run start

6. VISR E LR G, WATA Favs, FTeAr A,

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H.E JSE e

npm run build

BERSRFRETTE AR B 5% TR build H3%, ZEitt, React WEEF RIS ELMERSEE,

T B R RS N b P

1. A C R EAERIY I T, HEAMSHEh, AEEMECE > S,
2. FERSMETERUE, 2% TE, HTACE, BREEHIES U EFSM L,
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https://www.tencentcloud.com/document/product/436/14984

@ HEFHE JSETedis
#l#& 2 COS

1. HREZATELRCE 7 FASMISIITFIEN, HEA SR T,

2. MgwIEEZ (Vue BRIAN dist H3%, react BRIADY build H3%) TFHIFTE XX EEBFEMEMRE R T, BIEIEHE
HEEUW EENR,

3. VAT IERRT RS BRSO E AR ETER RD o

HIn] BRI CLARB SR AI N 30T, XL Vue B AZEH,

@ spa-125" i cos-website.ap-shanghai.myqcloud.com

Home

Welcome to Y

4. XY (Home, Foo. Bar) , FERIHTUAm, RUEREFFEHN] (RIFER B TR R HIN4041%E) o

L[]

DA ARSI RIARGE 27 ? AIEAR E OB ?

PR L i A BOAS SIS, COS S ScHFikiE B X CON st BE kst BAn]SE miE
BUREVR SORYHEATRCE, FCE A a ] 6 B CARZE RIS R R R o
THER, ATREOLEEACE CDN sS4, 1 K 7E CDN 17 i 22 (A ML iE,  DUBEARECE R a R0,

HAFTE - BBRaIHE b)) BRIEENH #5271 $£594 71


https://www.tencentcloud.com/document/product/436/13321
https://www.tencentcloud.com/document/product/436/18424
https://www.tencentcloud.com/document/product/228/38424

@ A BEE

BN ZE, YISEEERIER, HERE—R#HBLUHI4048%, BITAKRE?

JR R AT RE R IC E ARSI AN B, BRACECE SRR E RS B, 1 AR IBIIUA SO LR BER bROERC B AL
&, AJLIE ISR SASMIZR 5 SIBCEY  index.html o

AT DU RFE, PR ZREEAE ARG FERE IR BN A AT (&N index.html ) , T HE
i A S 2 B — R A ERIZ B

Yz iE, TWEREER R, H HTTP RAEEMAERN404, EREFREIERRE200 ?

SSCH R R I RS U BE AN, B T G ARSI IS S5, RIS E L ART AR, I ELACE 2001 AT iR
o,

BB TR G, WS IRNBAELR B EER04TIRE, MixanmAatsE ?

X FRHERA L AT AR L SC 404128, 1E S R B i IR IR IE — N EE A PERCHLN, 24 i Fr A AR PERC SR B g
ENTE S 404411, HIFNERRYE BTRR SRR,  BARR]SZASHR AT demo HLRYHS HIACE /Y i
Ja—/NBLE,

ViR TIE PR 403 Access Denied SR AEH ?

JRA TR R R AURIZE TRVERE, " MUESOV R BRI ERR,
544, ANSRAEH CDN Ak Vi AV R BN 08, ERITEIT B EIREAE, 3 RERA CDN RS IEH
VilFE] COS FHYFE I,
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@ Hﬁizﬂﬁ JSE e

K] P Ab PR EG
KSR A 7K BN bk

S T ] - 2024-01-06 10:47:50

BV =

RdiE 5 S B ] R A B R K ENDRE SCRAE B P R 121K ED B S0k ET, (BAEERSRAL S5, &8 Hl—ik
B A EREREERY Logo 7KE, WASNASZALHYSCTIKHED (BIANH %) K6 DL. Xt bl s, BAHedt ran Tt
RYESE, BAIESLIRLSETR, BFESENEATR

T RILEX L
Vil .
=} =y
% {Ilh\\ @%II\\
Vil ; L .
T NS, T
2 b, B, giiégiﬁ%@ﬁﬁJLﬁﬂ e, ik
Vil
TEE A RS2 5T, KRB TR —Haf
’ i lJl < o
% ) 35 B AR E NER, HAWEN KA 2
L YES

HE—  EREERFEFLI—S URL AT LRRKE]

B 7 RV ELAG I A A BRI RE SRR A EDE AT "SR KIE R, 2 E, HAW R KEERRE R,
FS3RT5 2RI R Jk 2 8 51 SR SRR INE R AR AN 2 H

BIEDER

1. 200 [EFKE] APLSCR, 38 B RKETZ
AIEAZGE API 28, WISE FEUEHE SO, @l Efl G e X, Als,
REFEZ AT
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https://www.tencentcloud.com/document/product/1045/33720
https://www.tencentcloud.com/document/product/1045/33721
https://www.tencentcloud.com/document/product/1045/33727
https://www.tencentcloud.com/document/product/1045/33720
https://www.tencentcloud.com/document/product/1045/33443

@ Hﬁ i:H.E JSE e

watermark/1/image/aHRO0cDovL2V4AYWIwbGVzLTEYNTgxMjU2MzguY29zImFwLWd1YW5nemhvdS5teXF jb

ViR

WAL 2

S aHROCDoOVL2V4YW1wbGVzLTEYNTgxMjU2MzguY29zLmFwLWd1YW5nemhvdS5teXFjbG91%C53b20vhbGInby
Swbmc N/KEIE 5 (BITEGEIERT RAEGE bucket FRYEIHERE) 43 URL Z42HY base64 Fitid o4 ik

2. Z 0L S OKET AP SCRYS, 8 ORI Z £

WIEARRGE API 28, "I2% FEAUE I @ Rl e iert X, Al
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https://www.tencentcloud.com/document/product/1045/33721
https://www.tencentcloud.com/document/product/1045/33443

@ Hﬁ i:H.E JSE e

watermark/2/text /VULOOiAxMIMONTY30A/ font /SGVsdmVO0aWNhLmRmb250/fontsize/36/£i11/IzAw

A
AR VU100iAxXMIMONTY30A ANFER UIN: 12345678 45 URL ZZ4HY base64 Zwbd /i il
3. i & B ERT IHE E R K DR S T /K BN R R S R
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@ Hﬁ i:H.E JSE e

watermark/2/text /VULOOiAxMIMONTY30A/ font /SGVsdmVO0aWNhLmRmb250/fontsize/36/£i11/IzAw

4. FPHEN S BPHER R i TR 7T
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@ A BEE

https://examples-1258125638.cos.ap—guangzhou.mygcloud.com/preview.png?watermark/2/t

NT 4R URL KEE, FRATAIS#E FEAUVE L SO, TEfEfIE B RKED (IREFRAE)  #YER 7888 ke
, watermarkl

XAE, BEREHNAIAERE
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https://www.tencentcloud.com/document/product/1045/33443

@ A BEE

https://examples—-1258125638.cos.ap—guangzhou.mygcloud.com/preview.png/watermarkl?wa

ZIEEEELCITFNAEN, SBHFENMERET VU100iAXMIMONTY30A Hh7 B EHT 51 base64 JmhdEIA] SLH],
BilAN uIN: 88888888 MYZWMALG N VU100iA40Dg40Dg40A , IH HEMNEEEEUCNAT TS, RIS FHN
RS
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@ Hﬁ i:H.E JSE e

https://examples—-1258125638.cos.ap—guangzhou.mygcloud.com/preview.png/watermarkl?wa

AR BCFNERKEETHERZRE B, FREENER7KE
1. s —3K400px * 400px RSHHIBI PNG [l fr, _EAEZETERRAR, TEIERISIL L1462 3ok,

40 © nttps://examples-1258125638.cos.ap-guangzhou.mygcloud.com/transparent.png
2. ZNAR—IFE - BB, LK ERIKEIRISCFOKEIREESE, FHRrHPHE,
3. IR S BPHE B PNG B By MRS 77 -
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https://www.tencentcloud.com/document/product/1045/37766

@ A BEE

https://examples—-1258125638.cos.ap—guangzhou.mygcloud.com/transparent .png?watermark

4. RSB A EAKENE Fr, X R TF TR EIRERTAT
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@ A BEE

https://examples—-1258125638.cos.ap—guangzhou.mygcloud.com/preview.png?watermark/1/1

JSEAILUES scatype BEUUKEER TRIRE A RNELLHIAHL, IHET batch SHILEFH.
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@ A BEE

https://examples-1258125638.cos.ap—guangzhou.mygcloud.com/preview.png?watermark/1/1

RN R @ BRI R (sd) ARTERH] 5282 3£594 11



@ HEEHE JSE e

COS & MLtk il s SK B
COS & #% il as it

B I E] © 2024-01-06 10:54:03

AL EESH COS H WAz bt A0 B 5- 5 (MR A AInT b4 TS BR R FH,  SCHR AR SIZ R 2205138 5 v AUATAL B e S e 9 AL
IHRELUR ARG i COS B IRERES |, HEE BN 15 (C) EENEOTLIRE S, RNETR AL
B2 197 S RE(E A IEES I RS B AR O RE AR TR

G Er

PC HI%

=N URL kg =X 5 T
https://<BucketN -APPID>.cos.

MP3 ttps.//< ucketName >.COS S Sk
<Region>.myqcloud.com/xxx.mp3

MP4 https:.//<BucketName—APPID>.cos. S Sk
<Region>.myqcloud.com/xxx.mp4
https://<BucketN -APPID>.cos.

HLS (M3U8) ttps .//< ucketName >.COS S SpE
<Region>.myqcloud.com/xxx.m3u8

LV https:.//<BucketName—APPID>.cos. S S
<Region>.myqcloud.com/xxx.fiv

DASH https:.//<BucketName—APPID>.cos. Sk Sk
<Region>.myqcloud.com/xxx.mpd

T

HLS. FLV. DASH fSTTE R ) Va as PRI Fh B i 7R i Media Source Extensions,

DIRESCHF

YIRE TCPlayer #& /s DPlayer &/t 25 Videojs & i#
T MP4 1% 24 BEEIEE EEIEE BEEIEE
&I HLS #8 A4 HEEIEE BEEIEE HEEIEE
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https://www.tencentcloud.com/document/product/1045/46980
https://caniuse.com/?search=Media%20Source%20Extensions

@ Hﬁizﬂﬁ JSE e

I FLV M0 HEEH B R
FDASH MM BRI BRI B
v BV EEE BV
B S B B
2 HLS HRE HEE HEH BB
GRS B BB

WK B

W LA LOGO : B

B B

B BB

wEEHE B

R4 B
B

e A H WA, BilEasNE = BAIX e, FHERREVIERITZ. PIANTE Chrome BN M+
PESEMEH HTMLS BORSEIAAE AL, AL e LR HTMLS HOR B (5 &5 X RE 1 SEERAILATE

(FREE =]

i TCPlayer #&/% COS A 1
fifi Ff DPlayer #&/ COS #3734
fifi i VideojsPlayer #&/ix COS fiAi f4:
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@ HEEHE SELEd
i TCPlayer #% /i COS A S {4

Falt ETINA) © 2024-01-06 10:54:03

(Sl

AR T AN T S A2 S SDK (BBINSAIALYT) SEAEY TCPlayerd 45 & 15 TH = 20)s /1 52 (Cl) A Bty E /Y
EREET], SKIRLE Web (X% 853 ik COS A1,

LR L]

SB  FEE T ABBRESERERA X R

RN R @ BRI R (sd) ARTERH] #5285 31594 11


https://www.tencentcloud.com/document/product/1045/46980

@ Hﬁ i:H.E JSE e

< ——fBBEEAE A ——>
<link href="https://web.sdk.gcloud.com/player/tcplayer/release/v4.2.1/tcplayer.min.

<! ——HIERN A >
<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.0/tcplayer.vi4.

i
FAE I AR SDK I, BATHERE DA A K EASTRIR, il FEER R R,
HRE AR S RS PR, ANRERESC R B Y H 3R, B IR B A [ =5

SH2 | RERBBEERTR
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https://web.sdk.qcloud.com/player/tcplayer/release/v4.2.2/release.zip

@ A BEE

TE TR ZE G I AR Y DU A7 N A RR AR A 8. A, 7E index.html HANAAN TS (B4R ID DURCHE &R AT LLE &
X) o

<video id="player-container-id" width="414" height="270" preload="auto" playsinline
</video>

BiBH
BIER RN <video> IR%,
R player-container-id NIEKERA RN ID, 1l BITEE,
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@ ﬁﬁfﬂﬁ ST ¥edis

AR A AR IR, BUGES CSS #HTi%E, it CSS Wl LB EERE, AILAKIBIAIF 2R, &
EEISPRINVAE SV E N

AHIFHY preload JEMHUERGIELEINBGE AN, @EHN 7 HEHROBBAMN, RZEN auto , HAhA]
HME © meta (HUIEME)GHRBATEIE) , none CHUILIMEGAEAMA) , Balh T RARHA=
H sl &R,

playsinline Ml webkit-playsinline XJLNNEMEZRN TTEIRER SN ER ABIFFAARE BAV G oL T 5L
PATNRERL, AR, TEEFRER,

B x5-playsinline JEMETE TBS WA X5 Ul UK IZS.

D3 | REWFOCAX Sttt

1. QI —MEE,

2. BB,

3. IREUISTC A Getitil, #5308 @ https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.
<MFHE>

i

ARSI, WIFREHATEENEE I CORS &, THIBIES W L E ST,

GIEROVAVETRE, MG R EZ#E S5, FEIES W 1E RS,

L34 FRILBIER, FHEA COS MM Ax Setthlt URL

RN R @ BRI R (sd) ARTERH] #5288 11594 11


https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/436/13321
https://www.tencentcloud.com/document/product/436/13318
https://www.tencentcloud.com/document/product/436/7778

JSE el

var player = TCPlayer ("player-container-id", {}); // player-container-id NFEHIRALR

player.src ("https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4") ;

Yraetas|

9 @NCILEEVN B4

// COS

RN R @ BRI R (sd) ARTERH] #5289 159411



@ Hﬁ i:H.E JSE e

1. ZRHY COS 17Aift LAY S H% Gtk

BiBe

R IIROUTE RS BN A PTRE IR IR ARSI, B WU RS f5 AU TRE AR, S 28808 0 S o s
HEARER, FRECA AR AR A

2. PN RIS X, O T IRIEZ NN AR YA NE, TS AR R A,

MP4 : L5 5 [ AH AR,

HLS : 415 FEEAE Chrome F1 Firefox SN A% Hdd H5 #E HLS #&=NH0, FREAE teplayer.min.js Z A5
A hls.min.js,

<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.2.1/1ibs/hls.m
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https://www.tencentcloud.com/document/product/1045/49543

@ Hﬁ i:H.E JSE e

FLV : G0RFTFZEAE Chrome F1 Firefox SEENIYE 25 Had T H5 %L FLV A8 REVAST, FREAE teplayer.min.js Z RG]
A flv.min.js,

<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.2/1ibs/flv.m

DASH : DASH 5 #5 2L %L dash.all.min.js S,
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@ Hﬁ i:H.E JSE e

<script src="https://cos-video-1258344699.cos.ap—guangzhou.mygcloud.com/lib/dash.

3. WAL RE I AR 1 AR SRitbE,
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JSE el

var player = TCPlayer ("player-container-id", {}); // player-container-id NFEHIRALR
player.src ("https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"); // COS

RECRBIAHY

I MP4 RIS
FEICFLV R B
FEMCHLS RBIAHH
&7 DASH 7RIS

RN R @ BRI R (sd) ARTERH]

%5293 #5941


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/mp4.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/flv.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/m3u8.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/dash.html

@ Hﬁ i:H.E JSE e

B PM3US P4

PM3U8 J2i5FAE Y M3US MM, COS 24 TIREEAE M3U8 TS HIHAY T A ALAPI, R &I FAH M3US8 %
’_]O

var player = TCPlayer ("player-container-id", {
poster:

t);

"https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8?ci-proce

REURBES
i PM3U8 R

RN R @ BRI R (sd) ARTERH] 55294 3£594 11


https://www.tencentcloud.com/document/product/436/47220
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/pm3u8.html

@ Hﬁ i:H.E JSE e

BB mEE

1. ZKHX COS T fifiA Ly i =0 etk

EE

SRR T R B AR REY), TRHUROLMUZE B R (B, TR ARG [T,
2. BEH A,

var player = TCPlayer ("player-container-id", {

poster: "https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.png"
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https://www.tencentcloud.com/document/product/1045/47740

@ Hﬁizﬂﬁ JSE e

P

RECRBIAHY
B B T R B

B HLS IER

NTREIINE 22, FIEUIBEEER TEAERE, BdEn RNt 17X HLS SN AT DIRE, AL
TRE B ERNZ 2RI, NEE, TR RETVIFARIIHFWE, BMEA T 23 A, Mo
ARG MRPINER, LHREBEZRITE, MIMEREERIURRA A2 EITERRIL.

BAED BT

1. 200 fEHLS DAL fike, A2 RO i,

2. PR EREII AR TR ARSI SRtk
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/poster.html
https://www.tencentcloud.com/document/product/436/48293

@ Hﬁ i:H.E JSE e

var player = TCPlayer ("player-container-id", {}); // player-container-id NFEHIRALR

player.src ("https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"); // hls
AREORBIY
I HLS I AR G

UL S
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/m3u8.html

@ Hﬁ i:H.E JSE e

BRSNS SORE, A DURFIISIO PR RS T a4 i B SE MRS i H S, BB A FAE A RIS IR 00 T Bhast
TIRAINE, FERARRETARNE SR 9L, AR A EHTRSRIE

BRIEDEANT

108 BRI & EEN ST PIRE, B SER HEN AT HLS 8¢ DASH HARS .

2. PR ERE I AR TR AU SRtk

var player = TCPlayer ("player—-container-id", {}); // player-container-id Ni&NE%
player.src ("https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.m3u8"); // ZHE

RECRBIAREY

RN R @ BRI R (sd) ARTERH] #5298 31594 11


https://www.tencentcloud.com/document/product/1045/47745
https://www.tencentcloud.com/document/product/1045/47745

@ Hﬁ i:HE JE ¥

LS TEN AN T

BB ZNAIKE

AR SR AN N 8 S B P AR AR B K E, (EREFHENA/KEIDIRERT, fBERN RIS | A RER BRI 2 RIA

5, SWEIAKETRT LIRS RER, BdEh S SHRHE R A TSI AOKENSE R, TR Al 2 MUK ETSRE
Ho

var player = TCPlayer ("player-container-id", {
plugins:{
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/multiDefinition.html

@ HEEHE JSE e

DynamicWatermark: {
speed: 0.2, // HE
content: "BHmBIEASR c1v, // XHR
opacity: 0.7 // BHAE

}

)i

ARBORBIES :
R AASKEN

REMAT S

BAEDEANT
1SR o B T E DN R
2. UIn ik iids, B, SR EMEER, JFIREE T .
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/dynamicWatermark.html

@ Hﬁ i:H.E JSE e

var PosterImage = TCPlayer.getComponent ('PosterImage’);
PosterImage.prototype.handleClick = function () {

window.open ('https://www.tencentcloud.com/products/ci'); // KB] 5

bi
var player = TCPlayer ('player-container-id', {

poster: 'https://<BucketName-APPID>.cos.<Region>.myqcloud.com/xxx..png', // | &GHIE
}) i

player.src('https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"') ;

var adTextNode = document.createElement ('span');
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A BT

adTextNode.className = 'ad-text—-node';
adTextNode.innerHTML = 'J &"';

var adCloselIconNode = document.createElement ('i');
adCloseIconNode.className = 'ad-close—-icon-node';
adCloseIconNode.onclick = function (e) {

e.stopPropagation () ;
player.posterImage.hide () ;
bi

player.posterImage.el_.appendChild (adTextNode) ;
player.posterImage.el_.appendChild(adCloseIconNode) ;

RICRBIAE
BN AT SR B

BB E

BIEDEINT

1B BRI &R AL H AR A,

2 RHCP B A RIS B R VIT (FEENMERR ) x5k,
3. Wi LKA, FFIEMIHIAERT VTT X,

RN R @ BRI R (sd) ARTERH]

JSE el

55302 #5941


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/advertise.html
https://www.tencentcloud.com/document/product/1045/47736

@ Hﬁ i:H.E JSE e

var player = TCPlayer ('player-container-id', {
plugins: {
VttThumbnail: {
vttUrl: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.vtt' // HERE
o
b

}) i
player.src('https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"') ;

ARECRBIAHG
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@ Hﬁ i:H.E JSE e

R EAAIE L R B RY

REM TR

BIEDBINT

1. @SR RIEE W FHAE R T RS,

2. PRICD B L BT 74 SRT SXAFXS SRtk

3. P LKA, HIEMHIEA & SRT XXfF.

var player = TCPlayer ('player-container-id', {});

RN R @ BRI R (sd) ARTERH] 55304 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/preview.html

@ Hﬁizﬂﬁ JSE e

player.src('https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"') ;

player.on('ready', function () {
VIR |E=-3¢
var subTrack = player.addRemoteTextTrack ({

src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.srt', // FaXH
kind: 'subtitles',

srclang: 'zh-cn',
label: 'HX',
default: 'true',
}, true);
P) i
AREGRBIARS

BB TR B

REWRZESTH

BRAESBANT

1. SRR T QBRI AT R, JFRNBE RS MIES,
2. IRIUH B L PN 2 5 55 SRT U SRtk

3. WAL B, FRREAUTALRIS S 5 SRT St

RN R @ BRI R (sd) ARTERH] #5305 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/subtitle.html

@ ﬁﬁfﬂﬁ o Gk

var player = TCPlayer ('player-container-id', {});
player.src ('https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"') ;
player.on('ready', function () {
// BEEHS T
var subTrack = player.addRemoteTextTrack ({
src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/zh.srt', // FmXH
kind: 'subtitles',

srclang: 'zh-cn',

label: '4{?',

default: 'true',
}, true);

RN R @ BRI R (sd) ARTERH] %5306 3£594 11



@ Hﬁizﬂﬁ JSE e

// REF TR

var subTrack = player.addRemoteTextTrack ({

src: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/en.srt', // FmXH
kind: 'subtitles',

srclang: 'en',

label: 'ﬁ}'{',

default: 'false',

}, true);

P

ARECRBIARHY
REMINZIE S T b

RN R @ BRI R (sd) ARTERH] 55307 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/tcplayer/multiLanguage.html

@ HEEHE SELEd
{5 DPlayer %% COS A

S TN ] ¢ 2024-01-06 10:54:03
R AN
] 7|

ARSI ER DPlayer JF&5E B EdE 75 (CD) PR RS EIEE )], SKIITE Web (YT 85K 1K
COS AT,

ERAET |

DB EE PG ARBBRERA S DU LR 5 | AR KB A

RN R @ BRI R (sd) ARTERH] %5308 3£594 11


https://dplayer.js.org/
https://www.tencentcloud.com/document/product/1045/46980

@ Hﬁ i:H.E JSE e

<\ —— FEMERIEASAE ——>

<script src="https://cdn.jsdelivr.net/npm/dplayer@1.26.0/dist/DPlayer.min.js"></scr

BiA
BEVAE A RN, BATHRE DUEAR KA B TR,

DB REBBEERTR

7R B s B DU A BN A RR R A ds . B4, 7E index.html FANAAN TS (B4R ID DANCHE = ER rl LB E
S{) o]

RN R @ BRI R (sd) ARTERH] 55309 3£594 11



@ Hﬁ i:H.E JSE e

<div id="dplayer" style="width: 100%; height: 100%"></div>

B3 | KBRS AN gestuaik

1. QI — DA

2. BT

3. FREAIAT S S ttik, #8308 ¢ https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.
<HAHEA>

BiEA

RN R @ BRI R (sd) ARTERH] 55310 3£594 11


https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/436/13321

@ ﬁﬁfﬂﬁ ST ¥edis

ARSI, WIFREE TS CORS KiE, WHIFES W KERE I,
AEENNRNVE RS, NI RHNEFRESE T E4, RIEES U 15K,

DB . OIRLRBBER, FEA COS M AX St URL

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mpd', // COS 4
by
P

RN R @ BRI R (sd) ARTERH] 55311 3459411


https://www.tencentcloud.com/document/product/436/13318
https://www.tencentcloud.com/document/product/436/7778

@ HEEHE JSE e

ViEI=EE

9 @NCILEEVN B4

1. REX COS 1At L IAWATSC A stk

YiBH

KA IROUE RS BN A PTRE ML IR ARG I, BB RS f5 AT TRE AR, 8 R8s 7 S e
T AREE, RECA [FR AR

2. SRS X, Oy TIRUEZ W AR YA, 25 | A B A,

MP4 : E7F5 [ AH AL,

HLS : 415 FEALE Chrome Fl Firefox ZEEIAAHN Y s A @t H5 #5A% HLS A& =RpAsi, FFEAE teplayer.min.js Z /5|
A hls.min.js,

RN R @ BRI R (sd) ARTERH] 55312 3459411


https://www.tencentcloud.com/document/product/1045/49543

@ Hﬁ i:H.E JSE e

<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.2.1/1ibs/hls.m

FLV : GNRFTFZELE Chrome 1 Firefox ZEEINI Y 25 Hid T H5 #& L FLV A& AR5, FRELAE teplayer.min.js (Z A5 |

A fiv.min.js,

RN R @ BRI R (sd) ARTERH] 55313 3459411



@ Hﬁ i:H.E JSE e

<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.2/1ibs/flv.m

DASH : DASH i 2 n#%k dash.all.min.js S,

RN R @ BRI R (sd) ARTERH] 55314 3£594 71



@ Hﬁ i:H.E JSE e

<script src="https://cos-video-1258344699.cos.ap—-guangzhou.mygcloud.com/lib/dash.

3. WAL RE I AR 1 AR SRitbE,

RN R @ BRI R (sd) ARTERH] 55315 3£594 11



@ Hﬁ i:H.E JSE e

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mpd"', // COS FHIHX
Hy
})i

RICRBIAH
B MP4 TRBIAS
FEICFLV RIS

RN R @ BRI R (sd) ARTERH] 55316 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/mp4.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/flv.html

@ Hﬁ i:H.E JSE e

FEICHLS TRBI S
&7 DASH 7RIS

B PM3US P47

PM3U8 Zf5fhE HY M3U8 M 1, COS H2ftH T3RHEAE M3U8 TS BRI T EIZIL API, RIZI 7L H M3U8
1,

const dp = new DPlayer ({

container: document.getElementById('dplayer'),

RN R @ BRI R (sd) ARTERH] 55317 3£594 71


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/m3u8.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/dash.html
https://www.tencentcloud.com/document/product/436/47220

@ Eﬁizﬂﬁ JSE e

// FF pm3us HEBEEEBHE K : https://www.tencentcloud.com/document /product/436/

video: {
url: 'https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.m3u8?ci—process
}
1)

IREURBIARS
&I PM3U8 7~ il LhS
REHTHEE
1. FKHX COS A L 4 1 B0 Sttt

EE
SRR TR BRER I RES), TRHCER LML B R (BT, TR ARG [T,
2. MR CRE IR R E BT

RN R @ BRI R (sd) ARTERH] %5318 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/pm3u8.html
https://www.tencentcloud.com/document/product/1045/47740

@ Hﬁ i:H.E JSE e

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"',
pic: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.png',
b
}) i

RECRBIAHY
i B R B AR

RN R @ BRI R (sd) ARTERH] 55319 3£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/poster.html

@ Hﬁ i:H.E JSE e

/A HLS a5

N TR ERZ 2, FiEUIEEER TR RE, BdEn RIEME 7 HLS AN AT IR TIRE, AL
TRE B ERNZ 2RI, INEEI, TEDRGTVIFAXERIIE WG, BT T #E A, M
ARG MRBPINER, LHREBEZRITE, MRS URRA A2 EIIEERIL.

BV BRUTT

1. 2 U #E HLS INEALR F1 COS FAIANSKER | A VRIVALSUINE BT TR, ZEBUMEAAN,

2. PR ERRI AR TR ARSI SRtk

RN R @ BRI R (sd) ARTERH] 55320 3£594 11


https://www.tencentcloud.com/document/product/436/48293
https://mp.weixin.qq.com/s/4f-GKyAG0S-FcZ2BZCn7jA

@ A BEE

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"' // NIEAGitL

}
Y)Y

RECRBIREY
B HLS AR B D

YIRS IR

B TR BN AL TIRE, AT LCRFISC A LR T Tl AL B B MR it S P, BB P AE A RINER 18 0 T Pt
DRANE, FERERREARIE AT, AR S ENISRER, TEHHERIS UL COS Sl | &l TIF
TRBN VR FE 18 W LA

BIEDBANT

108 BE AR FEN ST IEE, R BIEN A HLS 8¢ DASH HARsXff.

2. MR LIRS AR ARSI SRtk

IR L BRI (bR ARSUERT] 55321 3459411


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/m3u8.html
https://www.tencentcloud.com/document/product/1045/47745
https://mp.weixin.qq.com/s/THUhur1FV_55T9zzqT2MFQ
https://www.tencentcloud.com/document/product/1045/47745

@ Hﬁ i:H.E JSE e

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: |
url: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8', // =&
Hy
1)

RICRBIAH
S RN

RN R @ BRI R (sd) ARTERH] #5322 3594771


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/multiDefinition.html

@ ﬁﬁfﬂﬁ ST ¥edis

BEA EA LOGO

TEIUERSRHE S AR IE LOGO,

BBV BRUTT

1. 2RHX COS 1#fifii_E /Y LOGO IEhrxt Stk
2. M LB AR IE LOGO Elbr.

const dp = new DPlayer ({
container: document.getElementById('dplayer'),
video: {

url: 'https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/xxx.mp4"',

RN R @ BRI R (sd) ARTERH] %5323 3£594 11



@ Hﬁizﬂﬁ JSE e

by
logo: 'https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.svg'

P

RECRBIAH
B LA LOGO RBIAS
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/dplayer/logo.html

@ HEEHE JSE e
&/ VideojsPlayer #&/iX COS Wi S 1

ol I TR 2024-01-06 10:54:03

(Sl

AR AN fER] VideojsPlayer H£5& 5T 20d)E /5 52 (Cl) AR LRV E R EIAES, SKIAE Web Vi as ik
Jif COS AL F,

CSIREEE]

SB  FEE PG ABRSEERA X R
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https://videojs.com/
https://www.tencentcloud.com/document/product/1045/46980

@ Hﬁ i:H.E JSE e

<l —— FWRERRERE ——>
<link href="https://vjs.zencdn.net/7.19.2/video-Js.css" rel="stylesheet" />

<! FEBEEASH ——>

<script src="https://vjs.zencdn.net/7.19.2/video.min.js"></script>

BiA
FEWAEIE BRI AR, BATHRE LA K ST,

DB | REBRBEER TR

RN R @ BRI R (sd) ARTERH] %5326 1159411



EHBAT

JSE el

TE TR B G I AR Y DU A7 BN AR AR A 8n. B4, 7E index.html HHANAAN T AAS (B8R ID DUKCHE S&R AT LLE &

30 .

<video
id="my-video"
class="video-js"
controls
preload="auto"
width="100%"
height="100%"
data-setup="{}"

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ JSE e

></video>

B3 | REWS LA Stk

1. QI — M,

2. B,

3. IREAT S X Gttt AW https://<BucketName-APPID>.cos.<Region>.mygcloud.com/Xxx. <
MBRE > o

ViR

GAERIERIRE, WIFREIATFIEMES IR CORS %i&, THIFIES W L& BT H,

HIHERARE RS, N RHHEFREE NS4, HEES W I5RE Y,

PB4 | ERRAARNZENSME, £A COS M A Rk URL

RN R @ BRI R (sd) ARTERH] 5328 159411


https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/436/13321
https://www.tencentcloud.com/document/product/436/13318
https://www.tencentcloud.com/document/product/436/7778

JSE el

<video
id="my-video"
class="video-js"
controls
preload="auto"
width="100%"
height="100%"
data-setup="{}"

<source
src="https://<BucketName-APPID>.cos

RN R @ BRI R (sd) ARTERH]

.<Region>.mygcloud.com/xxx.mp4"

5329 59411



@ HEEHE JSE e

type="video/mp4"
/>

</video>
HiRetas |

B A IO

1. 3KHX COS 1Al _L AT A X stk

iR

R IIROUTE RS B A rTRE B FR ARSI, B WS LR J5 AU TRE AR, S 2888 7 S & i
HARER, FRECA AR A S

2. FPNAR AR TS 2, N TIRUEZ NIYE AR IFRAME, FFEE AN BRI,

MP4 : &5 5 [ AH AR,

HLS : 4N FEEAE Chrome F1 Firefox ZEEARN Y 25 A8 H5 &K HLS NIV, FFEE toplayer.min.js :ZRi15]
A hls.min.js,

RN R @ BRI R (sd) ARTERH] %5330 £594 11


https://www.tencentcloud.com/document/product/1045/49543

@ Hﬁ i:H.E JSE e

<script src="https://web.sdk.qcloud.com/player/tcplayer/release/v4.2.1/1ibs/hls.m

FLV : GNRFTFZELE Chrome 1 Firefox ZEEINI Y 25 Hid T H5 #& L FLV A& AR5, FRELAE teplayer.min.js (Z A5 |
A flv.min.js,

RN R @ BRI R (sd) ARTERH] 55331 3459411



@ Hﬁ i:H.E JSE e

<script src="https://web.sdk.gcloud.com/player/tcplayer/release/v4.5.2/1ibs/flv.m

DASH : DASH i 2 n#%k dash.all.min.js S,

RN R @ BRI R (sd) ARTERH] #5332 34594 11
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<script src="https://cos-video-1258344699.cos.ap—-guangzhou.mygcloud.com/lib/dash.

3. MR LREIGER AR A SRtk
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@ Hﬁ i:H.E JSE e

<!-—— MP4 -——>
<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"

type="video/mp4"

/>
<!—— HLS —--—>
<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"
type="application/x-mpegURL"
/>

RN R @ BRI R (sd) ARTERH] %5334 3159411



@ Eﬁiﬂﬁ JSE e

<!-— FLV ——>

<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.flv"
type="video/x—-flv"

/>
<!-- DASH -—>
<source

src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mpd"
type="application/dash+xml"
/>

RICRBIAH

B MP4 RIS
FEICFLV RIS
FEICHLS TRBIAR
&1 DASH 7RI

B PM3US H1H

PM3U8 25FAAH #Y M3U8 M fF:, COS f2BtH TIRIEVE M3U8 TS LTI FEIMNAPI, RIS FAH M3US 1%
Do

IR L BRI (bR ARSUERT] 5335 1£594 11


https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/mp4.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/flv.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/m3u8.html
https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/dash.html
https://www.tencentcloud.com/document/product/436/47220

@ Hﬁ i:H.E JSE e

<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8?ci-process=pm3
type="application/x-mpegURL"

/>

RECRBIRHY
&I PM3U8 7RIl hY

BB mEE
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/pm3u8.html

@ Hﬁ i:H.E JSE e

1. 2KHX COS T it by i = 0 Stk

ERE

SRR T R AR RED), TRHUR LML BB (BT, mIERT ARG ],
2. FIha el i AR IR E B i

<video
id="my-video"
class="video-js"
controls
preload="auto"
width="100%"

RN R @ BRI R (sd) ARTERH] 55337 3£594 11


https://www.tencentcloud.com/document/product/1045/47740

@ Eﬁiﬂﬁ JSE e

height="100%"
data—-setup="{}"
poster="https://<BucketName-APPID>.cos.<Region>.myqgcloud.com/poster.png"

>
<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.mp4"
type="video/mp4"
/>
</video>
AREORBIRS

i B T R B AR

B HLS IFER

N T RN A 222, BEMIBEEER TEAERE, i n RIERE 17X HLS MU AT IERITIRE, AL
TRE TS E @R 2P, IEER, kD RETVIRRIIHFWE, BIEIHE T 23 A, Mo
ARG ARPINER, EREE XD, NMREEIRAI A Z E AR,

BIEDEINT

1. Z UL 5 HLS I AU AT COS B AL ER | 28 VRIS B Fike, AL O A,

2. MR TR ICER AR AR SRtk
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/poster.html
https://www.tencentcloud.com/document/product/436/48293
https://mp.weixin.qq.com/s/4f-GKyAG0S-FcZ2BZCn7jA

JSE el

<source
src="https://<BucketName-APPID>.cos.<Region>.mygcloud.com/xxx.m3u8"
type="application/x-mpegURL"

/>

RECRBIRHY
B HLS IR B A

RN R @ BRI R (sd) ARTERH]
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https://github.com/tencentyun/cos-demo/blob/main/cos-video/examples/web/videojs/m3u8.html

@ Hﬁizﬂﬁ JSE e

T AR
{H B8 SCEREUEH COS X fF

T ] ¢ 2024-01-06 10:54:03

LERAN

X 517{# (Cloud Object Storage, COS) TAEFRM 1 —RANEH X &I, & FFA SR AEERRES), FIFa] L
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o N TIRIEZRIENE, COS TfEfHit: v HE X mEBIRE, SR P TR ECE S BRECT A, EREEHE
PUEH L2,
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Bep, JiER OSBRI ETIIRSCAE, BRI SR TR SN T, BIE BSOS RIBIE, Balxt R, MERRS
REHARIE

IAZER75 =

BRI, MESCARITREE), TSR, BRI,
RIS, MY SFATIREIRE, [BUCKERSEALTE, J7 LS5,

ESV R

JFAERNA @ EFITAEBOZHE, R K EE AIETE, RS EENA] M,
FLE R IE © AT DUTRECE R HIIET R, 0 ISR Y0 SR T AN R B M 55 #80E
WMETE SR P B 0R s, DUk B2 EflEFRK,

TRV IR

1. 8 5R MR,

2 MG, RAEFRHERFIR, UAFERSR TR,

3. BAFERERITEIEN, JEATFOERIIETE DL,

4 e Sk, EERBIETER > TER, AdelBTIER,

5. {EQIEE TR oM, FCE LS5 EAVERMCEET L, BIAN SRS T i, PR RIS 0 TR,
6. (EQIEE TAFTROTE, RN EEERECT A, RS FR B A IREEL.
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https://console.tencentcloud.com/cos5
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2 HEEMELE, ST RILEFHERE, HECKB%E, BT —%,
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4. FEHEIA,

5.COS TfEjEtss 7B OoNE, WAL, JAvImSETE, ESRHAIEER,
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7. R R TAETRAN A,

PRSI IE

1. B3R M RIFBTER A,

2 TEAEMSHR T, M TRERsIR, ARSI R ol

3. B FIRERITERERE, MEACFOERTENS DU,

4 EREMSHUAET, IEEBER TR > TR, A TIERE B,

5. fREIMIGNRR TR, BdigH, HATEfaE A LR, SR TIERIT,
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R E IR E T SRR B E SCLER,
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https://console.tencentcloud.com/cos5
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EHBAT
WAEEAL
Web Vi [ELAL 55 1

T ] ¢ 2024-01-06 10:54:03

faigT

ASCRE BRI A SDK, FRIBRARES, 7EMITT (Web ¥i) EAESXHFEIN 577 (Cloud Object Storage,
COS) WT#fitt.

TR

ASAGAEFET XML AT AP,

ATPESe
1. 5% COS il & FHAIEFEN, 155 Bucket ((FiEMIAFR) Ml Region (HUIAFR) |, HEIEIES UL 07 G
YR

2. HEAFREMAIERE T, AT RSBEIE, M m keI B FICORSREBER B, AN, FEREIAN
THE, LEEIES I L E A TR,
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https://www.tencentcloud.com/document/product/436/7751
https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/436/13318

A BT

Add COR5 Rule

Alow-Methods= B PUT EIGET [E@POST [ DELETE

Allow-Headers *

Expose-Headers ETag

Max-age * 5

3Bk A PTG, IREUERIIE Secretld A1 SecretKeys

TR
TE R N AR S5 S i I — R AR I 5 A B AR BRAG Ko

RRIERE AN EE S

T ZeEE, EXREMIRNER, REmEERENEHARS, A12% PHP 6l Nodejs 1</,

AN HAhIE S B AT SRR A2 DUT AR

JSE el

1. [AARSS SR B 2540, AR5 i o5 e 8 P [ 8 %547 Secretld, SecretKey [f] STS IRSSFRENIGR 2557, 52k

H tmpSecretld, tmpSecretKey. sessionToken, HIEIEZ# Il %745 L 1455 | B¢ cos-sts-sdk XY,

2. HiisfdE tmpSecretld, tmpSecretKey, LI method, pathname i+5E%%,, A[5%E T X#H cos-auth.js RitHE

B, WRNLSS T E AL A] DUBHE Rt B %

3. GNSRAFHF PutObject 2 1 _EA& S0, FHIESEINZES A sessionToken, 73 AllEI % 15 KIS header 19

authorization 1 x-cos-security-token “FEH,

A1 PostObject #2M1_ &2, MR HESRINZ L] sessionToken, 73 AR & 1 KN 22 BA 1Y Signature 1

X-cos-security-token T H,

IR L BRI (bR ARSUERT]
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https://console.tencentcloud.com/cam/capi
https://github.com/tencentyun/cos-js-sdk-v5/blob/master/server/sts.php
https://github.com/tencentyun/cos-js-sdk-v5/blob/master/server/sts.js
https://www.tencentcloud.com/document/product/436/14048
https://github.com/tencentyun/qcloud-cos-sts-sdk
https://unpkg.com/cos-js-sdk-v5/demo/common/cos-auth.min.js

@ Hﬁ i:H.E JSE e

HilY% A&

R A [#H AJAX kg

AJAX LR AR SR A HTMLS Rettk, MG/ 2R/ PUT Object ZRY, #EFESIA0T
1 IR AR DB, HERSAERERTRYAE S E,

2. 0/# test.html X, BX T 7SR Bucket #1 Region, FHE#IE] test.ntml X,

3. WMBEMNZARS, HIEN test.html BEIVFAARSHIIL,

4.Ff test.html JUIE Web R558r T, FF@id b mioim, Wit HEYRE,

<!doctype html>
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https://www.tencentcloud.com/document/product/436/7749

A BT

<html lang="en">
<head>
<meta charset="UTF-8">
<title>Ajax Put _Eff</title>
<style>
h1l, h2 {

font-weight: normal;

#msg A
margin-top: 10px;
}
</style>
</head>
<body>

<h1>Ajax Put _hff</h1>

<input id="fileSelector" type="file">

<input id="submitBtn" type="submit">

<div id="msg"></div>

JSE el

<script src="https://unpkg.com/cos—js—-sdk-v5/demo/common/cos—auth.min.js"></script>

<script>
(function () A{
// ERAESEL
var Bucket = 'examplebucket-1250000000";
var Region = 'ap-guangzhou';
var protocol = location.protocol === 'https:' ? 'https:'
var prefix = protocol + '//' + Bucket + '.cos.' + Region +

// NEZEFRFRWIEM url encode 183
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21"')
.replace(/'/g, '%27")

/\\(/g, '%28")

/\\) /g, '%29")

.replace (/\\*/g, '"%2A');

.replace

.replace

(
(
(
(
bi

/1 HEZES

var getAuthorization = function (options, callback) {
// var url = 'http://127.0.0.1:3000/sts—-auth' +
var url = '../server/sts.php';

var xhr = new XMLHttpRequest () ;

RN R @ BRI R (sd) ARTERH]

' .mygcloud.com/"'
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@ HEEHE JSE e

xhr.open ('GET', url, true);
xhr.onload = function (e) {
var credentials;
try {
credentials = (new Function('return ' + xhr.responseText)) ().cr
} catch (e) {}
if (credentials) {
callback (null, {
SecurityToken: credentials.sessionToken,
Authorization: CosAuth ({
SecretId: credentials.tmpSecretld,
SecretKey: credentials.tmpSecretKey,
Method: options.Method,
Pathname: options.Pathname,
)
P
} else {

console.error (xhr.responseText) ;

callback ("FKEEZ M) ;

bi

xhr.onerror = function (e) {
callback ("IFREEH M) ;

bi

xhr.send () ;

}i

/1 BARSAF

var uploadFile = function (file, callback) {

var Key = 'dir/' + file.name; // XBI&E EEHFZMXHE4

getAuthorization ({Method: 'PUT', Pathname: '/' + Key}, function (err, i

if (err) {

alert (err) ;

return;
}
var auth = info.Authorization;
var SecurityToken = info.SecurityToken;

var url = prefix + camSafeUrlEncode (Key) .replace (/%2F/qg, '/');

var xhr = new XMLHttpRequest () ;

xhr.open ('PUT', url, true);

xhr.setRequestHeader ('Authorization', auth);

SecurityToken && xhr.setRequestHeader ('x-cos-security-token', Secur
xhr.upload.onprogress = function (e) {

console.log('iﬁ?ﬁﬂg ' + (Math.round(e.loaded / e.total * 10000
Yi
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@ HEEHE JSE e

xhr.onload = function () {
if (/7~2\\d\\d$/.test ('' + xhr.status)) {
var ETag = xhr.getResponseHeader ('etag');
callback (null, {url: url, ETag: ETag});
} else {

callback('jZ#F ' + Key + ' _tﬁgﬁﬁ&, RS -+ xhr.status) ;

bi
xhr.onerror = function () {
callback ("X ' + Key + ' HMERW, HRERGKAE cors FHEHEIN "),
bi
xhr.send (file) ;

bi

// HEWTR AR
document .getElementById('submitBtn') .onclick = function (e) {
var file = document.getElementById('fileSelector').files[0];
if (!file) {
document .getElementById ('msg') .innerText = 'AJEFE ELEXH;
return;
b
file && uploadFile(file, function (err, data) {
console.log(err || data);
document .getElementById('msg') .innerText = err ? err : ('iﬁ?ﬁEyL ET

bi
IDNON
</script>

</body>
</html>

PUTRERATT A
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2 BT SRl

¢  C | ® 127.00.1/upload/testhtml

Ajax
[ 1 (]

, ETag="fbab4454560737b2d4af9086c1b75907"

R B : {#H Form ¥ L&

Form 8 H L FHEARARRI N SRR & (A11E8) , XAi/7% 8/ Post Object ¥, #FE5] :
1.0 ARGl FBBR, HERETEIEAT,

2.7 test.html XfF, BT /5KESHY Bucket 1 Region, H & #lE] test.html Xffo

3. BRSNS, HEW test.ntml HEH ARSI,

4.1 test.html R—7THXT, G#E—I2EN empty.html , T EAZRIIEBREEEIR,

5.0 test.nhtml Fl empty.html FIE Web RS54 T, FamatwYaasismoim, Wikt &g,

HAFTE - BBRaIHE b)) BRIEENH #5348 $£594 71


https://www.tencentcloud.com/document/product/436/14690

@ Hﬁ i:H.E JSE e

<!doctype html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>Form RHEfHE LfE</title>
<style>hl, h2 {font-weight: normal; }#msg {margin-top:10px; }</style>
</head>
<body>

<hl>Form RHMHE FE GEE 1E8) </hl>
<div>HIEFAFE| 186 L&, T~%FH onprogress</div>
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@ Hﬁizﬂﬁ JSE e

<form id="form" target="submitTarget" action="" method="post" enctype="multipart/fo
<input id="name" name="name" type="hidden" value="">
<input name="success_action_status" type="hidden" value="200">
<input id="success_action_redirect" name="success_action_redirect" type="hidden
<input id="key" name="key" type="hidden" value="">
<input id="Signature" name="Signature" type="hidden" value="">
<input name="Content-Type" type="hidden" value="">

<input id="x-cos-security-token" name="x-cos-security-token" type="hidden" wvalu

<l-- file FRIBIERBRG, BRFAET KEMESLHRAIEN ——>
<input id="fileSelector" name="file" type="file">
<input id="submitBtn" type="button" value="1gR">

</form>

<iframe id="submitTarget" name="submitTarget" style="display:none;" frameborder="0"
<div id="msg"></div>
<script src="https://unpkg.com/cos—js—-sdk-v5/demo/common/cos—auth.min.js"></script>

<script>

(function () {

// TERHZINEE

var Bucket = 'examplebucket-1250000000";
var Region = 'ap-guangzhou';
var protocol = location.protocol === 'https:' ? 'https:' : 'http:';

var prefix = protocol + '//' 4+ Bucket + '.cos.' + Region + '.mygcloud.com/'
var form = document.getElementById('form');

form.action = prefix;

// NEZEFRFRBM url encode 183
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21"')
.replace(/'/qg, '%27")
.replace (/\\ (/g, '%28")
.replace (/\\) /g, '%29")
.replace (/\\*/g, '$2A');

bi

// HREES

var getAuthorization = function (options, callback) {
// var url = 'http://127.0.0.1:3000/sts"' +
var url = '../server/sts.php';

var xhr = new XMLHttpRequest () ;
xhr.open ('GET', url, true);

xhr.onreadystatechange = function (e) {
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if (xhr.readyState === 4) {
if (/7~2\\d\\d$/.test ('' + xhr.status)) {
var credentials;
try {
credentials = (new Function('return ' + xhr.responseTex

} catch (e) {}
if (credentials) {
callback (null, {
SecurityToken: credentials.sessionToken,
Authorization: CosAuth ({
SecretId: credentials.tmpSecretld,
SecretKey: credentials.tmpSecretKey,
Method: options.Method,
Pathname: options.Pathname,
})
P
} else |
console.error (xhr.responseText) ;
callback (" IREREAHEE ) ;
}
} else {
callback ("IRENVEH M) ;

bi
xhr.send () ;

ti

// W EFESERR

var Key;
var submitTarget = document.getElementById('submitTarget');
var showMessage = function (err, data) {
console.log(err || data);
document .getElementById ('msg') .innerText = err ? err : (' &I, ETag="'
bi
submitTarget.onload = function () {

var search;
try A

search = submitTarget.contentWindow.location.search.substr(1);
} catch (e) A

showMessage ("X ' + Key + ' LEf&ERK);

I3

if (search) {
var items = search.split ('&"'");
var i, arr, data = {};

for (i = 0; i < items.length; i++) {

arr = items[i].split('=");
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2 BT SRl

datalarr[0]] = decodeURIComponent (arr[1] || ''");
}
showMessage (null, {url: prefix + camSafeUrlEncode (Key) .replace (/%2F
} else {
H
bi
// KiEg kg
document .getElementById ('submitBtn') .onclick = function (e) {

var filePath = document.getElementById('fileSelector') .value;
if (!filePath) {
document .getElementById ('msg') .innerText = VAR B

return;

}
Key = 'dir/' + filePath.match (/[\\\\\\/12 (["\\\\\\/1+)8/) [11; // XE$ER
getAuthorization ({Method: 'POST', Pathname: '/'}, function (err, AuthDa
/) TEHRTHZ THR—N2EM empty.html DUELEEZ O EESERBkEL AR
document .getElementById('success_action_redirect').value = location
document .getElementById ('key') .value = Key;
document .getElementById('Signature') .value = AuthData.Authorization
document .getElementById ('x—cos—-security-token').value = AuthData.Se

form.submit () ;

bi
IDNON
</script>
</body>
</html>

PATRCRATT A

[ Form

€&  C |® 127.00.1/upload/testhtml

Form
[ 1 por ™

, ETag="fba64454560737b2d4af9086c1b75907"
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@ HEEHE JSE g
R

HIEEEFEENROFEHATER, 1ESELLT JavaScript SDK (A :
JavaScript SDK
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https://www.tencentcloud.com/document/product/436/11459

@ Hﬁizﬂﬁ JSERE
/IR IEAL SR

ol BTN TE] © 2024-01-06 10:54:03

(Sl

AR A A SDK, ARl B ARS, £/ MERFIEME XAFEIX R 7% (Cloud Object Storage, COS) HITF{if
Ao

TR

ARSHGNEET XML AR AP,

GIEEES S

1.5 5% N R PEfEG , GIETEER, %8 BucketName (TEfifi%a#r) H1 Region (Mum##r) , I ESU O
EEFEAEIR TR,

2. 5% I EIER G, HEA API ZHE M TIH, REUERIITE Secretld A1 SecretKey,

3. LB/ MEFIEA H AR

NEFHTER COS FEBREIMEBELRER, TR ->TFREE, EEMAEHSH, SDK HEI TN ED ¢
wx.uploadFile A1 wx.request,

cos.postObiject fifi il wx.uploadFile & %1EK,

HAth 5 1E# F wx.request & i%1E K,

NE AR AL N HA4 R, BlfE COS W%, H44 5 Bl E A A ig CaE PR

AR DB —/NEER, FILUECE Bucket A E N A IS, BIA] examplebucket-1250000000.cos.ap-
guangzhou.mygcloud.com o

AR ENZMEEN, rTLAOEREEEENIEK COS, 1 bucket JAE pathname BIEK, 30Rh 77 275 S0 E s 44 1F
jﬂlél%i, a0 cos. ap—guangzhou.myqgcloud.com o BARAIZE T SRS ERE,

E LS
PATEE
1. AERTRDERESCIE, A AR5

2. RS ImtRARIasR, RN TR EIRENL COS SXfFIfE, FFIHEXIMAYRES, KIE URL M4 15 B4l .
3. FiismE A PUT B¢ POST 153K, Ef£3f%] COS,

PSR
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https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13309
https://console.tencentcloud.com/cam/capi

@ ﬁﬁfﬂﬁ o Gk

PR % 2 o i IR SS S8 4 o] DUA R E 2 R RVER,  HBEA T B EEE B — N SRS 1.
LA T RS SROUERENLAY COS SXIFIE, ] LUA ROHE S EL A ST =5 9 RN 22 2 XU

JESRIER

COS API —f&HViE R EXATZMLL POST http://examplebucket-1250000000.cos.ap-
beijing.myqgcloud.com/ , IHRAVEAZFEMBAG, SAHANRIE/ ML BRI Z NME0E, IR ERE XD
BRI E o B A, FRORTTIEENTT

COS #t T FRIERE X POST http://cos.ap-beijing.mygcloud.com/examplebucket—
1250000000/ , IERAVEAEMIBINA, FAEHAPIAEERIVESFE B, 15/ e B2 R — D s 2 7
W, HEHEAE —MEH cos.ap-beijing.mygcloud.com TENHZEIEYL,

EZNE RS ATET R, %N AR EEHLAFEEm A E RIS, fIAl /examplebucket-
1250000000/ o

AL AR S Bl

TR

IE R N IR S5 S 1 0 — R AR I 5 A B B A FRAR Ko

AT RS A B2 SO TR o

%55 S A Nodejs THEZEA IR Z% Nodejs 71+,

/NMEFF_EAERB)

DU RN 286 7 PUT Object #2101 (HEF(EM) FIPOST Object #&H, #HIEFESIANT :

f5F POST Lf&
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https://www.tencentcloud.com/document/product/436/7778
https://github.com/tencentyun/cos-js-sdk-v5/blob/master/server/sts.js
https://www.tencentcloud.com/document/product/436/7749
https://www.tencentcloud.com/document/product/436/14690

JSE el

var uploadFile = function () {
/! NEZFRHB url encode 18R
var camSafeUrlEncode = function
return encodeURIComponent (str)
.replace(/!/g, '%21"')
.replace(/'/g, '%27")
.replace (/\\ (/g, '%28")
.replace (/\\) /g, '%29")
.replace (/\\*/g, '$2A');
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@ HEEHE JSE e

// IREZEH
var getAuthorization = function (options, callback) {
wx.request ({
method: 'GET',
// BN H MRS HHME PRBlpost HEES
url: 'http://127.0.0.1:3000/post-policy?ext="' + options.ext,
dataType: 'json',
success: function (result) |
var data = result.data;
if (data) A
callback (data) ;
} else {
wx .showModal ({
title: 'IGIEEFAZIREI ",
content: JSON.stringify (data),
showCancel: false,
}) i

o
error: function (err) {
wx .showModal ({
title: 'IERZEFHIRECRIE ",
content: JSON.stringify (err),
showCancel: false,
}) i
by
}) i
bi
var postFile = function ({ prefix, filePath, key, formData }) {
var requestTask = wx.uploadFile ({
url: prefix,
name: 'file',
filePath: filePath,
formData: formData,

success: function (res) {

var url = prefix + '/' + camSafeUrlEncode (key) .replace (/%2F/g, '/');

if (res.statusCode === 200) {
wx.showModal ({ title: 'iﬂ?ﬁﬁ@b', content: url, showCancel: false });
} else {

wx .showModal ({
title: ' EfERK,
content: JSON.stringify (res),
showCancel: false,
}) i
}

console.log(res.header|['x-cos-request-id']);
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@ HEEHE JSE e

console.log(res.statusCode) ;
console.log(url);
by
fail: function (res) {
wx .showModal ({
title: ' Rf&EKRM:,
content: JSON.stringify (res),
showCancel: false,
}) i
by
}) i
requestTask.onProgressUpdate (function (res) {
console.log('lEﬁﬁ&E?:', res) ;
}) i
bi

// AR
var uploadFile = function (filePath) {
var extIndex = filePath.lastIndexOf ('.");

var fileExt = extIndex >= -1 ? filePath.substr(extIndex + 1) : '';
getAuthorization({ ext: fileExt }, function (AuthData) {

// ERAEINSE

var prefix = 'https://' + AuthData.cosHost;
var key = AuthData.cosKey; // ARG RFEXFLELE
var formData = {

key: key,

success_action_status: 200,
'Content-Type': '',
'g-sign-algorithm': AuthData.gSignAlgorithm,
'g-ak': AuthData.gAk,
'g-key-time': AuthData.gKeyTime,
'g-signature': AuthData.gSignature,
policy: AuthData.policy,

bi

if (AuthData.securityToken)
formData['x—-cos—-security—-token'] = AuthData.securityToken;

postFile ({ prefix, filePath, key, formData });

P
i

// B

wx .chooseMedia ({
count: 1, // BKIA9
sizeType: ['original'], // AILUEEREEEREDE, XHEINHEE
sourceType: ['album', 'camera'], // AILUSEREZMHEMEEZMEN, BIA_FEHHE
success: function (res) {

uploadFile (res.tempFiles[0] .tempFilePath);
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fiiH PUT Lf&

var uploadFile = function () {
/] NEZFFRFmLE url encode &I
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21"')
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@ HEEHE JSE e

.replace(/'/g, '%27'

)
.replace (/\\ (/g, '%28")
.replace (/\\) /g, '%29")
.replace (/\\*/g, '"$2A');
bi
// RIS
var getAuthorization = function (options, callback) {

wx.request ({
method: 'GET',
// BN B CIRSG it FBput HEEH
url: 'http://127.0.0.1:3000/put-sign?ext="' + options.ext,
dataType: 'json',
success: function (result) {
var data = result.data;
if (data) {
callback (data) ;
} else {
wx .showModal ({
title: 'IGIEEFAIRENKRI ",
content: JSON.stringify (data),

showCancel: false,

)i

Hy

error: function (err) {
wx .showModal ({
title: 'lmEPIRECR ",
content: JSON.stringify (err),
showCancel: false,
P
by
P
i

var putFile = function ({ prefix, filePath, key, AuthData }) {
// put BAEFREBEICUFESLNAR LE
const wxfs = wx.getFileSystemManager () ;
wxfs.readFile ({
filePath: filePath,
success: function (fileRes) {
var requestTask = wx.request ({
url: prefix + '/' + key,
method: 'PUT',
header: {
Authorization: AuthData.authorization,

'x—cos-security-token': AuthData.securityToken,
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b
data: fileRes.data,

success: function success (res) {

JSE el

var url = prefix + '/' + camSafeUrlEncode (key) .replace(/%2F/qg, '/');

if (res.statusCode === 200) {
wx .showModal ({
title: ' IAREINY,
content: url,
showCancel: false,
}) i
} else {
wx .showModal ({
title: ' IfRRM:,
content: JSON.stringify (res),
showCancel: false,
P
}
console.log(res.statusCode) ;
console.log (url);
by
fail: function fail (res) {
wx .showModal ({
title: ' L&KM,
content: JSON.stringify (res),
showCancel: false,
F) i
b
P
requestTask.onProgressUpdate (function (res) {

console.log ("IETEHE: ", res);

F) i
by
P i
i
// b
var uploadFile = function (filePath) {
var extIndex = filePath.lastIndexOf('.");

var fileExt = extIndex >= -1 ? filePath.substr(extIndex + 1)

getAuthorization ({ ext: fileExt }, function (AuthData) {
const prefix = 'https://' + AuthData.cosHost;
const key = AuthData.cosKey;
putFile ({ prefix, filePath, key, AuthData });
}) i
i

/1 EEES
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wx .chooseMedia ({
count: 1, // Ekiko
sizeType: ['original'l, // AILMEEREEEEESRE, XEEINFAREE
sourceType: ['album', 'camera'l], // AIDMSERIEZHEME2MHEN, BOAZFEE
success: function (res) {

uploadFile(res.tempFiles[0] .tempFilePath);

b

}) i

bi

LEPS Y

MFER/MER SDK, TEZU/NMER SDK Puf AT 3XH5,
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@ Hﬁfﬁﬁ JSERE
Bl N B SR

(Sl

R EBNAFET BN RIFE COS, WP sSKEl — MEsh N AR SR ERTIRE, RRIARSS & B 7R E A AN
EEINEH, LT, BRI FREBINS COS L.

2K 5B

MNTEFNMA, fRARABEE P ST, XA MERENERER, BAMETERHAPVIRAER, 4]
ERGE T TR SRIN 6 I N 2550, SERT DAGINFAERY App Vi RIS TEIE SR, ARSI K AEH, BN
AROHHEEE, dHE B3R

COS %3/ SDK (Android/IOS) $FRATHYSCR; 1@ IR PRI K, AT EAEGARE — MR AN
MR35, BIRIEZE452%0 COS THRIHTHAN

A
AR AN TR

4.Issue temporary key | \

— =
User's Server 1. Temporary Key User Client
for Request

Hil

3.Return
temporary key
2.Temporary Key 5.5ign the request

for Request for file transfer

Temporary Key —

CAM Access Synchronization cos
Management System
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@ Eﬁizﬂﬁ JSE e

Hrp e

P& P o B FHL App.

COS : BT A7 0if, Thif#i App LARIIRRE,

CAM : IEIHZ VI RETE, T4 COS MYl 281,

MF RS S A B R EE RS, KB THRRIENEH, HREZNH App.

AITESR Mt

1. QB

1£ COS il LOEFEMEM, RIERFENR, BENFEMRIZE NG RETRE NEANET, FHREDERIE
2 0L OB A0 & D7 AR .

2. PREUKAEH,

(15 s 250 B 5 TR A AR A, I RTAE AP 2 FHE P SREY Secretld. SecretKey, #ifF: =15 5. 3REL APPID,

IR

FEREImN AR

HTZeEE, EXREMIRNEH, FERFSHEERNEARS, JFRA APLROSE P mERH, BARBEDER
20, I AR R A RS [

ER

TEFHR B N AR S5 S 175 0 — IR A W i A B O BUR AR 56

ERESERIER

TR MR JFEN, LI B CRYFRK, @ Policy G HHRINRTEHE, RS E T A —D7ERBRENIR

MU, —HBakdi, RIRESECEMM P RIBdEIEE . BARNECE G ERIES I (2 P E e (155

SDK #EARBURSS

Android

BRI 2 HRSS G, RN SDK #2 AZIFAUIRSS £, SDK &M oifEhliE RIyH A%, MSFFERNEHA%E
TEAM, FAEBARZ GEHERIGR, ELFREEIREUIEH,

T My L A2 AN

ASRAKIE R STS SDK 13 EIHY JSON BE/EoMImIN PRSI (& (cossign BIERA T5XAG0) |, ARALEA]
DUEFRAN T AARD KRB COS SDK FRRYFZAEE !
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https://www.tencentcloud.com/product/cos
https://www.tencentcloud.com/product/cam
https://console.tencentcloud.com/cos/bucket
https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/436/13315
https://console.tencentcloud.com/cam/capi
https://console.tencentcloud.com/developer
https://www.tencentcloud.com/document/product/436/14048
https://www.tencentcloud.com/document/product/436/14048

@ Hﬁ i:H.E JSE e

import android.content.Context;

import com.tencent.cos.xml.*;

import com.tencent.gcloud.core.auth.*;
import com.tencent.gcloud.core.common.*;
import com.tencent.gcloud.core.http.*;

import java.net.*;

Context context = ...;

CosXmlServiceConfig cosXmlServiceConfig = ...;
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@ A BEE

/**
* IREUZARSHY url Mk
=y
URL url = null; // EERMNIREH url ik
try {
url = new URL("your_auth_server_url");

} catch (MalformedURLException e) {

e.printStackTrace () ;

/**
* FIR{t {@link QOCloudCredentialProvider} MR, K% sSpr 12ALIGHTEEEH,
Y/
QCloudCredentialProvider credentialProvider = new SessionCredentialProvider (new Htt
.url (url)
.method ("GET")
.build());

CosXmlService cosXmlService = new CosXmlService (context, cosXmlServiceConfig, crede

VifA
AT T A BT AN RO FALAHI ], RIAESR FAUAIN F{RARR (08l L) |, AlRER S
B, SRR DU AT 3 B2 SR AR ARAN

I RE SO RL A AR

ANSRABHERAG BRI TG, 14N B E I 2 ARSI HTTP MK, 45280 a1 AR SS et Il VB M A8 44 B F AR s
], PSR S 1 T FH P SR LA S AR 2250 R S B S AN A, B0 {6 A At A M SOR M T4 i AT 55 i 2 [RIRY
15, ILIERI LIk BasicLifecycleCredentialProvider 2§, F5FH: fetchNewCredentials() :

1H 88 L —1 MyCredentialProvider 2% :
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JSE el

import
import
import
import
import

import

public

android.content.Context;

com.tencent.

com.tencent
com.tencent
com.tencent

java.net.*;

cos.xml.*;

.gcloud.core.auth.*;
.gcloud.core.common. *;

.gcloud.core.http.*;

class MyCredentialProvider extends BasicLifecycleCredentialProvider {

@Override

RN R @ BRI R (sd) ARTERH]
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A BT

JSE el

protected QCloudLifecycleCredentials fetchNewCredentials () throws QCloudClientE

// B IERTIGI RS g R I al & 1 2544 (2 R AT

// SRIGIERTIARL, RECGETER
String tmpSecretId = ...;
String tmpSecretKey = ...;
String sessionToken = ...;

long expiredTime = ...;

// BB SS i RV E N B4 YRS AR N TH]

long beginTime = ...;
// todo something you want

// EEREER R E RN R

return new SessionQCloudCredentials (tmpSecretld,

H A& E X HY MyCredentialProvider S5 SRIZAE K

RN R @ BRI R (sd) ARTERH]

tmpSecretKey,

sessionToken
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@ Hﬁ i:H.E JSE e

import android.content.Context;

import com.tencent.cos.xml.*;

import com.tencent.gcloud.core.auth.*;
import com.tencent.gcloud.core.common.*;
import com.tencent.gcloud.core.http.*;

import java.net.*;

Context context = ...;

CosXmlServiceConfig cosXmlServiceConfig = ...;

/**
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@ Hﬁizﬂﬁ JSE e

* At {@link QOCloudCredentialProvider} MR, K% sSpr fEALIGHIZEHH,
W/

QCloudCredentialProvider credentialProvider = new MyCredentialProvider () ;

CosXmlService cosXmlService = new CosXmlService (context, cosXmlServiceConfig, crede

SEEPREIASIES I Android COS Transfer Practices
% X T Android 4l{nf[a] COS EAEFI N ECH:, 1EZ I Android SDK PR AT,

iOS
FA1#e Mt T QCloudCredentailFenceQueue >k 75 EHIZREUATE FRIGHT 254, QCloudCredentailFenceQueue #2117 it
ML, it 214 QCloudCredentailFenceQueue FREZ %415, FTE BRI 4 INIE R 2ERF5 45T

JEHEAT, AT HOEESS IR,
] QCloudCredentailFenceQueue, FRATFEEA AR —NH,
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https://github.com/tencentyun/qcloud-sdk-android-samples/tree/master/COSTransferPractice
https://www.tencentcloud.com/document/product/436/12159

@ Hﬁ i:H.E JSE e

//AppDelegate.m
//AppDelegateFEBEHOCloudCredentailFenceQueueDelegatel/Fil
//
— (BOOL) application: (UIApplication * )application didFinishLaunchingWithOptions: (NS
// init step
self.credentialFenceQueue = [QCloudCredentailFenceQueue new];
self.credentialFenceQueue.delegate = self;

return YES;
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@ Hﬁ i:H.E JSE e

X518 Fl QCloudCredentailFenceQueue Y27 25 QCloudCredentailFenceQueueDelegate FSXEIMX A E I
Fik

— (void) fenceQueue: (QCloudCredentailFenceQueue * )gqueue requestCreatorWithContinue

353 QCloudCredentailFenceQueue EIRIZEX I, FiA FREEMI SDK BIVIEKE RHFERHLIIME X TEN
23| T ARSI ERERNEL EHIT. EEUL TR
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@ Hﬁ i:H.E JSE e

(void) fenceQueue: (QCloudCredentailFenceQueue *)gqueue requestCreatorWithContinue: (
QCloudHTTPRequest* request = [QCloudHTTPRequest new];

request .requestData.serverURL = @“your sign service url”;//iEKMJURL

[request setConfigureBlock:” (QCloudRequestSerializer *requestSerializer, QCloud

requestSerializer.serializerBlocks = @[QCloudURLFuseWithURLEncodeParamters]

@[QCloudAcceptRespnseCodeBlock ([NSSet
QCloudResponseJSONSerilizerBlock]; /

responseSerializer.serializerBlocks =
Pl

[request setFinishBlock:” (id response, NSError *error) {
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z Hﬁfﬂﬁ JSE e

if (error) A
error = [NSError errorWithDomain:@"com.tac.test" code:-1111 userInfo:@{
continueBlock (nil, error);

} else |
QCloudCredential* crendential = [[QCloudCredential alloc] init];
crendential.secretID = response[@"data"] [@"credentials"] [@"tmpSecretId"
crendential.secretKey = response[@"data"] [@"credentials"] [@"tmpSecretKe
credential.startDate =[NSDate dateWithTimeIntervalSince1970:@"R[EIHIARSS:
crendential.experationDate = [NSDate dateWithTimeIntervalSinceNow: [resp
crendential.token = response[@"data"][@"credentials"] [@"sessionToken"];
QCloudAuthentationV5Creator* creator = [[QCloudAuthentationV5Creator al
continueBlock (creator, nil);

1
[[QCloudHTTPSessionManager shareClient] performRequest:request];
B2 5T 108 #fnfia] COS hALRAI T #sett:, 1ES UL i10S SDK P A",

{3

Android
fenf Dl SH ) BEE A Android AL YE RS App, FH# T 7 4688 T &A% demo :

SEEAYACHGES UL - COS Android Demo,
iOS

iOS HY5EERBI LI2IEZ WL COS i0S Demos,
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https://www.tencentcloud.com/document/product/436/11280
https://cos-terminal-resource-1253960454.cos.ap-shanghai.myqcloud.com/cos-transfer-practice.apk
https://github.com/tencentyun/qcloud-sdk-android-samples/tree/master/COSTransferPractice
https://github.com/tencentyun/qcloud-sdk-ios-samples

@ Hﬁ i:H.E JSE e

&% QCloudCOSXMLDemo/QCloudCOSXMLDemo/key.json X, YE A APPID, secretlD, secretKey Z%{H, &
JEHATLA T A

pod install

e
APPID, secretlD, secretKey RJH{{E AP %55 DT HIZREL,
PATmHZIE, $17F QCloudCOSXMLDemo.xcworkspace HTR] 3 A Demo A5,
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https://console.tencentcloud.com/cam/capi

@ Eﬁizﬂﬁ o Gtz i
uni-app EAZLE

ot IS E] ¢ 2024-01-06 10:54:03

i1y

ASTREA N FAMA A SDK,  (# R BAICES, 1F uni-app EAE SXHEIX R17M# (Cloud Object Storage, COS) 1y
FEGEM

L

ARG AT XML API 1 PostObject #2171,

ES L

HITERE

1. AE RIS S, Wi G S A A AR S5 i

2. IR55ImtRE e 2R, AN RIFYBENL COS SCIFEEE, it MY PostObject policy %544, X[\ URL FI%4 (5
JSEEEINS

3. Al e A PostObject #2111, EA&EXHE| COS,

e SR

ERZ % @ 41 PostObject policy 244 Al LU RAE Z =RIRRTEHE], HREEM T LAETEE N — DB,
R A | RS OUEREALEY COS SRR, AT DUR ROk S A S =5 Y RN 22 2 XU
FHAZ I ] uni-app TRHEAE SR, BAEREED, RIDI— A Z a3 (Web//IMER/App) o

GIEiE=SEs

1. %3¢ COS ¥l & FF el FiEM, 153 Bucket (FEfEIIAFR) 1 Region GHIEAFN) |, FHIFIES I O FiEH
g =N

2. B VI E RS, SREUEMIITE Secretld fll SecretKey.

3. ARG TAIEREE TUE, ERSEH > BBV MCORSIREIH, HHEmMAN, BlERELITE, ¥E
THS L B I SO,

R T

ER

x4
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https://www.tencentcloud.com/document/product/436/14690
https://www.tencentcloud.com/document/product/436/14690
https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13309
https://console.tencentcloud.com/cam/capi
https://www.tencentcloud.com/document/product/436/13318

JSE el

A BT

IETRERET, AENELERRSS S — TR ISR S T BUR Ko

A _EfE
1. 2% post-policy /R~ SEEL— MRS S, FHTFARBENUCHRZE. HHEES, FHREISH TR,
2. {# ] HBuilderX ERIAEHR A% uni-app M,

Bl E, &M HA—DNET Vue IWIH,
3. £ HILL TR e pages/index/index.vue XFNE, FHIEIH IR post-policy #2568z, FHEHIEM B SRS I

sk (RPPBARIARSS SRR ) o

<template>
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https://github.com/tencentyun/cos-demo/tree/main/server/post-policy/

@ HEEHE JSE e

<view class="content">
<button type="default" Qclick="selectUpload">IEHE XH LfE</button>
<image v-if="fileUrl" class="image" :src="fileUrl"></image>
</view>

</template>

<script>
export default {
data () {
return {
title: 'Hello',
fileUrl: "'
bi
b
onLoad () {

|
methods: {
selectUpload() {

var vm = this;

/) NEZFRFmIEM url encode 1§
var camSafeUrlEncode = function (str) {
return encodeURIComponent (str)

.replace(/!/g, '%21"')
.replace(/'/g, '%27")
.replace (/\\ (/g, '%28")

.replace (/\\) /g, '%29")

.replace (/\\*/g, '"%$2A');

bi

// IREEARESEE. RARSEIEL
var getUploadInfo = function (extName, callback) {
/] EAXHES, LEEUAERBENIE cos MR, IRE HMEHA. postobiect HEOE)
/! BERSHRA  https://github.com/tencentyun/cos—-demo/tree/main/server
uni.request ({
url: 'http://127.0.0.1:3000/post-policy?ext=' + extName,
success: (res) => {
callback && callback(null, res.data.data);
b
error (err) {
callback && callback(err);

t

}i
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A BT

/) B EEER, EEMH postobject M, #HH policy ZHAMRIF
// BEOXHY  https://www.tencentcloud.com/document /product/436/14690#%.E7.AD.

var uploadFile = function (opt, callback) {

JSE el

var formData = {

ri
//
if

key: opt.cosKey,

policy: opt.policy, // iX™M%E policy M base64 FHFH
success_action_status: 200,

'g-sign-algorithm': opt.gSignAlgorithm,

'g-ak': opt.gAk,

'g-key-time': opt.gKeyTime,

'g-signature': opt.gSignature,

WRARSS A T ImN25H TR, FT|EME x-cos-security-token

(opt.securityToken) formDatal['x—-cos-security-token'] = opt.securityT

uni.uploadFile ({

url: 'https://' + opt.cosHost, //fONRF, FEESLHVEECIHE
filePath: opt.filePath,
name: 'file',

formData: formData,

success: (res) => {
if (![200, 204].includes (res.statusCode)) return callback && call
var fileUrl = 'https://' + opt.cosHost + '/' + camSafeUrlEncode (o

callback && callback (null, fileUrl);
b
error (err) {

callback && callback (err);

ty

}) i
i
/B
uni.chooseImage ({
success: (chooseImageRes) => {
var file = chooselImageRes.tempFiles[0];
if (!file) return;
// IRENEE AR RIAHIS AR RE R
var filePath = chooseImageRes.tempFilePaths[0];
// RIS SR, A iEmArlbENL cos BAREHE
var fileName = file.name;
var lastIndex = fileName.lastIndexOf('.');
var extName = lastIndex > -1 ? fileName.slice(lastIndex + 1) : '';

// KRB AR RS, R, FIE
getUploadInfo (extName, function (err, info) {

// AR

info.filePath = filePath;

uploadFile (info, function (err, fileUrl) {
vm.fileUrl = fileUrl;
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</script>

<style>

.content {
padding: 20px 0;
display: flex;
flex-direction: column;
align-items: center;

justify-content: center;

.image {
margin-top: 20px;
margin-left: auto;
margin-right: auto;

}

</style>

4. 1£ HBuilderX |, %5817 > BTN YRS > Chrome,
PUTRERAN TR
EERER

RN R @ BRI R (sd) ARTERH]

BV AT AE N A e B S PR T B A%

JSE el
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Demo AL L

M5 Demo T &L : upload-demo
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uni-app

JSE el
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https://github.com/tencentyun/cos-demo/tree/main/uni-app/upload-demo

@ Hﬁizﬂﬁ JSE e

AR A% SR B
N7 &M (CDN) 75

o TN E] © 2024-01-06 10:54:03

EF

B

NAHZIBESE AL T HahREBE 1, PTLURHERUCH B 8 TR0, (B TRgs L 2 5774% (Cloud
Object Storage, COS) JFuLIEIE, X T T CDON =M, CDN EMEFLIEFES —NRGHE,
ARSARBE T — RS R BORT APL W G AR 755X, BB PR CDN 247 015 S N REG HY [R) L,

PRI IR

1853 B A Sl G, ERBERG m, HEHolE s,

2. IEFEMNLIFRE, JFHEE LT Al E

BB | R B

BEARE - HE X — BRI R,

e R T R LI RE A BB T A A I,

BTN 1%EFEPython2.7,

3. BRI T AR E

PRI AR B zip @ E @S cos EAE zip @, zip @A) AL AT R
HATHIE © H index.main_handler,

4. AHRAEEE, MIEWEERE, HPRrndast, ERiE T BTigHEBw.
TSR - CPU

77 : 512MB

WA LB E] © 65

PATHEERESE] @ 30

IR

CI_AUDITING_CALLBACK : [alisthhit, 33 AT E N A B ARG [ I & rh g sk, 38 i (Rl sk ) 2= 31 [
W, AREAMEE,

CDN_URL : CDN Hui, %%, 1@ CDN HihELURIET CDN &17.

REGION : sk, 43, &#EN bucket FT7EHIIE,

BUCKET_ID : f#fiitfi ID (BI{FEMAAFR) |, 260k, BENIEEN ID. FiEM 1D A TEREFHK, EHEHEIRAS
B E IS,
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https://console.tencentcloud.com/scf/list
https://cos5.cloud.tencent.com/cosbrowser/code/scf/cos_audit_cdn_refresh.zip

@ Hﬁizﬂﬁ JSE e

IMAGE_STYLE_SEPARATORS : EIFHIFER T RRTT, AIRFENE AR, NWFREREX LR, 2P0
FNNESE, STEERIT,

CDN_REFRESH_TYPE : B/ N REFRIFT /A, BN url i, (URBETHEX, AZE path, NmIETEE
RSO MINSETR, FE, path /7 XRET 2 ERROE SR E R SO S, 5B,
DUEIREEAS IS EMRIEE., DI CRERIERIFTT & WU, REIT

5. KRB E AEBfTAfM, AEHEaTAfR, PE2IFREEXARTUH,

6. At R I (scf), i T—%,

7. BlE AR, %% QecloudCDNFullAccess #1 QcloudCIReadOnlyAccess, H#iidi F—#,

8. Wftumtla, MdiZeRk.

9. HUE X AEOIETEE, MR RRBOIETIE, REAE TR, EEENI Franm .

10. EASBIERNRIG, B, GRS

11, FHEA API W S0, T AP G ARSS .

12, R DIBE Q50 % = £ SCF 19 AP SR Bl

13 TERAAMNIR R RAG, A5 RAIRSS

14, EBUE T S NERRILE, AE e i BRI B EIES R, B URL @& L — Gl API I 56 (Y3t
Ak

15. EIAE TG, CDN LRYBEIRRF 2 B ahRYE sz [l 45 R T = 7l
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https://console.tencentcloud.com/apigateway/service
https://www.tencentcloud.com/document/product/628/39486

@ Hﬁizﬂﬁ JSE e

W # 4
B2 2

o TN E] © 2024-01-06 10:54:03

HRIPTIPFE

1. PR

X bR, K-S % 2RI R S FRBUE SN IMA RIS —E M8, = bR E BN 1% U T
U

ERIB NS E MRS T H#5R0E

NRTHNT TS, EREGEX ;

X E AR TS P A S IR R A VT TR SR

A T P RIBERATE RE A

R 2 A R A 5 FER 1 B R AR

BN CAM B K 02, AR D AE ZAME EORFEARTGE T, Z2nli%, WP ogosm, RS LUNATE &1k
fJCAM A, EfEFIKS. WMEESE, RPHWAEVIRIRITZESIE ViR AR RBER 5 AR5, W RS
. BOR, BRFERRIGINHAL, $Z CAM F - AJDUERBRISEAET, B iRty 200 L Bt IR A T ek
e

fan, RIDUE RS BAEFIKS, SRS EKS FRENERNR, MARED =S LS T
Uk, 594, AIDUEAIANFEIEER, S ARA DG ARITRRER, f4l, rTLUeFRE RS AR
COS THBMIYIEANIR, 1Mo —LE 7 M5 eE ERKS AT LUA R COS MRIVEMNIRE, XEATIR, TR
R, AR LA ESTE, M E R A LRI R E P,

MNP fEiRlE GEREGE) FIRER, Al & HRE TN, (OCH A P eI G ETHRE, FNETITE
MFA RFRIA T = NIE, TR MFA RSG5, F P AEAA TS S iR (RN R b A R (S RS A TR R
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2 BT SRl

‘ Programmatic - Read-only
access
Frontend ’ a

Bucket 1
;‘ Write-only
Programmatic
access
Backend Bucket 2 [T
.......
cos
;‘ Cal Read/WritEs Storage resource pool
Test Bucket 3
Identity § 1 Information
parsing | |} verification Manageme
’ "
Console access
0PG5 — . —": Bucket 4
¢ . Am . _
Two-factor o ;’ Fine-grained request authentication
Managed by sub-accounts ' Verification authentication Authentication range: account, time, source, request, bucket resource

with different permissions

2. MRBE

R F— LA O BUBEEE, SR DER. BT GEUES, B A RBETRER, Ik ST % 2 S ek
BEY, EENRBEEE, ERENEON, FERENITE SR T RSRA, RO % g ek E M ;
IEITHEE R S SR CAM FL P R BB 44 L P AR

Object Lock
Status c
; o Deletes a file
Policy Type Time-based Strategy
Admin etention Perioc days @ *‘ m m HEHO
The ret must r and can . s
Malicious user Bucket Storage resource pool

Configuration side Operation side

3. iRk

BB RAFIETRAE T iR, MOARTER, 17080 & HIRIA an 5 55 2 A RE e RV RHR B BEAE T 3, 1
RO RLET N DI RER IR BUR IR B R 2 5 T RRATERIRITF A & I SE AR, DRI BdER A,
PRI 5 Ot S M BRI AT Mg i s ik 2 R0 5 Jdsd 2 an R B TR TOREATINER,, D R 17 i AR
ARAAZERITIRE i) LUERFRF B SCPF A R0 s G e B MR, AT B RAERIBCE S, A R SR SR =L
[FIHTE A RIRRA YR SCPF, MR ESE R T — BERARIC 5 RDEE TR E A S Vi A RAE R R EdE, A]
SEERESAR A [l VR R, AR RS R IR 2 ) XS
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2 RS CESE

file.img, current version delete marker, current version

file.img, versionld: 105

file.img, versionld: 104 Deleted file (file.img] file.img, versionld: 104

file.img, versionld: 103 v file.img, versionld: 103

file.img, versionld: 102 file.img, versionld: 102

file.img, versionld: 107 file.img, versionld: 107

Bucket with versioning enabled Bucket with versioning enabled

XY
=

AL, MRIFESR AL 7 AER E HIRTIRE, B PRATEIg RS EE TR E BRI BRI, S
FHVARIVER . S EFOER P AV RURBMERI, AT S (017 it o5 fH s DUR 5 20Nk 5 250,

Master linkage

Dedicated

;‘ tunnel
,’ Bucket replication 1

Admi .

s S - DR linkage / Dedicated
~ /
~ . tunnel
-
",
oy

B ERIRRATERI A (8 & HIDaE AR T aEE OB N, P tha] DO A an A JAThRE R — L & Iy BRI
IEE AR B AR AVIAIESRR, WIS &, SR RURINE, MORTER], 1700 & HIR1A an s s
BE, WM RIFEN MR ISR IS5 7 R4 T TR,
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@ A PSESedli]

r/ N . N % . n N
/" Encryption on server [optional) file.img, current version

' COS integration

: 0S5 encryption options i encryption [ TS R

] A

i gLl delete marker, versionld: 104 ST

| Ruthentication S - —— . Deletion '

] module file.img, versionid: 103 | loperations

! S = o tUHIET REY ! 1 . '

i “ “ file.img, versianid: 107 A

| \ | Delete |

: Versioning (optional] "0 marker | L 4
! 1 1
i

.

' Reserves the version history of objects e o . *
AN Y : . ! Bucket replication (optional)

T LeTTTTTTTTIITI T N 5yncs objects to another bucket
JomTTTTTT T AT . ! Lifecycle (optional) N
Encryption before upload N Tencent Cloud KMS
Generates keys

file.img, STANDARD_IA
Sets abject transition rules to reduce costs

IA_filejpg, STRNDARD_IA

Transitions to STANDARD_IA after 30 days

very_old.iso, ARCHIVE

"\ Transitions to ARCHIVE after 90 days /'

Uses 5DK to encrypt data before upload 1A_ file,jpg, STANDARD. IA

Manages keys

very_old.iso, ARCHIVE

Supports lifecycle

1

‘\ Reduces remote backup costs

'
4
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Bzl WIETHZ COS L1k 2 %z

)

Users | Beijing region : Guangzhou region 1 CON : Users
: ! : 1
1 : H :
i ! / / ’ : 1
| 1
H 1
| : Public network U 1 :
1
: ! A Backup bucket B of 1 :
: | , another cloud vendor : 1
| 1
1 !
1 : Public network ,* 1. h
1 | \\> o |
1 - !
1 1
! Micoroservice/SCF | _ucket replication/orig ™Y i ! HEAD
[ S < 1
__PuUT P 1 pull hot migratio U : : 1 \
1 H !
SSR & DI - 1IN
0 | i """ Backup bucket : B i
sers : Master bucket A of : ' C of CQ.S 1 s : Visitor
| another cloud vendor Origin-pull hot .- .= "Cross—fegion i 1
| migr'ﬁtion """""""" replication Cross-region I '," :
: | : replication : I
! ! . R !
| ! 4 gt ! !
1
H 1
! - ; :

C

Backup bucket
D of COS

FHIRETR
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HAFTE - BBRaIHE b)) BRIEENH #5387 $£594 71



A BT

HRIFBH L,
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PUT /exampleobject HTTP/1.1

Host: examplebucket-1250000000.cos.ap-beijing.mygcloud.com

Date: Fri, 21 Jun 2019 09:24:28 GMT

Content-Type: image/]jpeg

Content-Length: 13

Content-MD5: ti4QvKtVgIJAvZxDbP/c+Q==

Authorization: g-sign-algorithm=shal&gq-ak=AKIDS8AOfBVtYFrNm020Y1glJQQFQ0c3JO****s&g-si
x—cos—-meta-md5: b62el0bcab55a88240bd9%c436¢cffdct?

Connection: close

[Object Content]
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SXEURE H 8 T EHE x-cos-meta-md5 15 E A X RS

POST /exampleobject?uploads HTTP/1.1

Host: examplebucket-1250000000.cos.ap-beijing.mygcloud.com

Date: Fri, 21 Jun 2019 09:45:12 GMT

Authorization: g-sign-algorithm=shal&g-ak=AKID8AOfBVtYFrNm020Y1glJQQF0c3JO****gqg—si
x—cos—-meta-md5: b62el0bcab55a88240bd9%c436cffdctf9
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THEDVH PR T B RIERIGSEIRIIRRORA, MWL AP RS EI R EY B E Xot#dE x-cos-meta-md5, ]
Fralasd TR ROESR(E, 5% B E SOTBIREITIEL, MMmERIE T8O RN 2 G2

HTTP/1.1 200 OK

Content-Type: application/octet-stream
Content-Length: 13
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Connection: close

Accept-Ranges: bytes

Cache-Control: max—-age=86400

Content-Disposition: attachment; filename=example.jpg
Date: Thu, 04 Jul 2019 11:33:00 GMT

ETag: "b62el0bcab55a88240bd9c436cffdcfo”

Last—-Modified: Thu, 04 Jul 2019 11:32:55 GMT

Server: tencent—-cos

x-cos-request-id: NWQxZGUzZWNENJI4NWQ2NFIIMWYyXzkINJF****

x—cos—-meta-md5: b62el0bcab55a88240bd9%c436¢cffdcf9

[Object Content]
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1. FIR{LECE
B EYE, ©HE Secretld, SecretKey Fll Region, FHAIEA P &R,
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JSE el

# —*— coding=utf-8

from gcloud_cos import CosConfig

from gcloud_cos import CosS3Client
from gcloud_cos import CosServiceError
from gcloud_cos import CosClientError
import sys

import os

import logging

import hashlib

logging.basicConfig(level=logging.INFO, stream=sys.stdout)
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# WEHPEM, T4 SecretId, SecretKey, Region
# APPID EfEELBEHFEER, BTESH Bucket HH L APPID, Bucket Hi BucketName-APPID %,

secret_id = os.environ['COS_SECRET_ID'] + AP SecretId, @lﬁuﬁ}ﬂ?ﬂﬁ%%ﬂfﬂ, ZRGE
secret_key = os.environ['COS_SECRET_KEY'] + APe SecretKey, @U&@%?ﬂﬁ%%’%ﬁ, R
region = 'ap-beijing' # BHNIER Region, SXEDILENHF]

token = None # IGN2Z5HRY Token, ImAFEEAAERRAIEHTEE 2 https://cloud. te
config = CosConfig(Region=region, SecretlId=secret_id, SecretKey=secret_key, Token=t

client CosS3Client (confiqg)

2. B RS

(1) HENRIBRRE
i#5E MD5 A RIS EN REVKSR(E, HIF Al B IR AR R,
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object_body = 'hello cos'
HREFN R mds REE

md5 = hashlib.md5 ()
md5.update (object_body)
md5_str = md5.hexdigest ()

(2) faB LfENS

AL EnableMD5=True R EX 5 _ &/ MD5 #4:, Python SDK 215 Content-MD5, FTHF/E 38N _E&FE
i, 24 COS ARZFS#HZMEIIN 5t MD5 # 5 {H 5 Content-MD5 —Ei, X5 vl &R,
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x-cos-meta-md5 N P HE XHISE (HEXSEAFMEIN x-cos-meta-*) , XESEFIR T IR MD5 %5

{E

#fE e EARXR, FHETIT Mps Ke

response = client.put_object (
Bucket="'examplebucket-1250000000",
Body='hello cos',
Key='example-object-1",
EnableMD5=True,
Metadata={

'x-cos—meta-md5' : md5_str

RN R @ BRI R (sd) ARTERH]

#FHNIERY Bucket #FP, examplebucket &—
# RN RNE
PEHNIE LIERIN R Key B
18 EERY MD5s RS
HEEBEENSH, HNRN vps KREMEFEASEETA

55410 #5941



@ Hﬁ i:H.E JSE e

)
print 'ETag: ' + responsel['ETag'] # Object MW Etag fH

(3) TENR
TEXNSRIHBEIN P HE XS

# PR
response = client.get_object (
Bucket='examplebucket-1250000000", # B HHIEN Bucket %ﬁﬁ, examplebucket y =

RN R @ BRI R (sd) ARTERH] 55411 3459411



@ Hﬁizﬂﬁ JSE e

Key="'example-object—1" # TEHNRN Key H
)
fp = response['Body'].get_raw_stream()
download_object = fp.read() HIFEPSRANE
print "get object body: " + download_object
print 'ETag: ' + response['ETag']

print 'x-cos-meta-md5: ' + response['x-cos-meta-md5'] #%%IJH%F' ﬁﬁ}(’?@( x—cos—-meta

(4) BHNSH
R TR RE, A ERITTRENROBE (BREEEN G EENRNRRE—20 |, H5H A BE XS x-cos-
meta-md5 BEATELER, TE FEINRG EENFRNEZ G —E.
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@ Hﬁ i:H.E JSE e

HHETENSR vps KEHE

md5 = hashlib.md5 ()

md5 .update (download_object)

md5_str = md5.hexdigest ()

print 'download object md5: ' + md5_str

R TENRY Mps BREMES FEXNREY Mps KIRfEEER, MR R —EE
if md5_str == response['x-cos-meta-md5']:

print 'MD5 check OK'
else:

print 'MD5 check FAIL'

RN R @ BRI R (sd) ARTERH] 55413 3£594 11



@ Hﬁ i:H.E JSE e

3. BRR iR BRI R

(1) HENRIRRE

B R Bt, FHHEB M RIKERE, TH#EY MD5 B FESGEIN RIUKIRE, ] H IR MR

OBJECT_PART_SIZE = 1024 * 1024 #REUEES 7T BB RN
OBJECT_TOTAL_SIZE = OBJECT_PART_SIZE * 1 + 123 FXRT RN
object_body = '1' * OBJECT_TOTAL_SIZE R RNE

RN R @ BRI R (sd) ARTERH] 55414 3£594 11



@ Hﬁ i:H.E JSE e

HHEEIMNRNEN Mps R5RE
md5 = hashlib.md5 ()
md5.update (object_body)
md5_str = md5.hexdigest ()

(2) FIsB{Lair &
TERIEA L sk BARI, BB EHE X B H x-cos-meta-md5, FHEED XTSI MD5 KRB ABEINE

#RIR LB B AR
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JSE el

response = client.create_multipart_upload

Bucket="examplebucket-1250000000",

Key='exampleobject-2",

StorageClass='STANDARD',

Metadata={
'Xx-cos—-meta-md5' : md5_str
}

)

HRE L UploadId

upload_id = response|['UploadId']

(3) R EAEX SR

#EHNIER Bucket #FF, examplebucket A
VBN BN S ey (A
# R RIVFED

HIZEEHEXSE, BEHN Mps KEE

TP EAENSR, @R RIS NPT B R, ®Z 31000077k, BN TR/ NTIMB - 5GB,  mfe— 0
Al DUNFAMB, A& E, BB E SN A PartNumber (4%%5) . EnableMD5=True NF] 0 Hk5:, 4T
FEIG G I _EAEFER, ILHF Python SDK T EEN7H Content-MD5, R COS RS S EZEMEITI X5 MD5
KSi{E S Content-MD5 — 3N, 778w BER, &R, REEA TR ETag.

RN R @ BRI R (sd) ARTERH]
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$rH FEN R, 8100 A/ OBJECT _PART_SIZE, Hg—N7HLAJREARE OBJECT_PART SIZE
part_list = list ()

position = 0
left_size = OBJECT_TOTAL_SIZE
part_number = 0

while left_size > 0:
part_number += 1
if left_size >= OBJECT_PART_SIZE:
body = object_body[position:position+OBJECT_PART_SIZE]
else:

body = object_body[position:]

RN R @ BRI R (sd) ARTERH] 55417 3£594 11
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position += OBJECT_PART_SIZE

left_size —-= OBJECT_PART_SIZE

# BABIER

response = client.upload_part (
Bucket='examplebucket-1250000000", #&EH#AEH Bucket #FF, examplebucket E—
Key='exampleobject-2"', R Key H
Body=body,

PartNumber=part_number,
UploadId=upload_id,

EnableMD5=True #TT;F%E’%BEQ{E\, cos ARSSHAENENTHHIT MDS KR,
)
etag = response['ETag'] #ETag RRENEM Mps H
part_list.append({'ETag' : etag, 'PartNumber' : part_number})
print etag + ', ' + str(part_number)

(4) SERTR LA

FERTR I EAE5E G, TEA TN EAZRIE, B 0B ETag Ml PartNumber FF22——Xfi, COS JIk55
e TR R MR, SEpr iR BAR)S, RIBIF ETag R &H G N RIVME—REME, MAZEMIRNER
MD5 #gafE, KL FERN, Al B E XSBORE TR
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#E T AR
response = client.complete_multipart_upload (
Bucket="'examplebucket-1250000000", #FHAEN Bucket #F, examplebucket EB— 2
Key='exampleobject-2", #NRI Key H
UploadId=upload_id,
MultipartUpload={ $ RGN ETag Ml PartNumber ——RFRL
'Part' : part_list

H

#ETag RREHERNRIGME—IRE(E, ZENBHNRNER vps £YefE, HTRENRME—E,

RN R @ BRI R (sd) ARTERH] 55419 3£594 11
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print "ETag: " + response['ETag']

print "Location: " + response['Location'] #URLHIHE
print "Key: " + response['Key']

(5) THEXMHR

TEXNSRIHBEIN P HE XS

# TEHRXR
response = client.get_object (
Bucket="'examplebucket-1250000000", #EFWNER Bucket %W, examplebucket Z— 4

RN R @ BRI R (sd) ARTERH] %5420 3£594 11
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Key='exampleobject-2" #RNRAY Key H
)
print 'ETag: ' + response['ETag'] MR ETag TENRABH M
print 'x-cos—-meta-md5: ' + response['x—-cos-meta-md5'] HIZIHP BE XS x-cos-met
(6) BHNHR

R TR RIE, P ERHREN R MD5 KaH, J5 M BE XS x-cos-meta-md5 FEATELER, SGUE FEHY
MNREG EENRNEZSG 2,

HHETEXNRN Mps KE(E
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fp = response['Body'].get_raw_stream()
DEFAULT_CHUNK_SIZE = 1024*1024
md5 = hashlib.mdb5 ()
chunk = fp.read (DEFAULT_CHUNK_SIZE)
while chunk:

md5 .update (chunk)

chunk = fp.read (DEFAULT_CHUNK_SIZE)
md5_str = md5.hexdigest ()
print 'download object md5: ' + md5_str

HEd TENRE vps REMES EENREY Mps AER{EHER, MR RE—2E
if md5_str == response['x-cos-meta-md5']:

print 'MD5 check OK'
else:

print 'MD5 check FAIL'
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@ Eﬁiﬂﬁ JSE g
CRC64 5%

ot IS E] ¢ 2024-01-06 10:54:03

i1y

BARAER P AR SS 2R RN PTRES HELET IR, COS FR T RILUEE MD5 F1HE Y1t S iFdme s, in]
DLt CRC64 fa Sl K TR

COS 2AHT HALZHINRIEIT CRC64 THR, FHRFEERAME N RIVE HEHEATIEE, Bl S5 B WE R Sk 5 A4 x-
cos-hash-crc64ecma, ZLEFRR EEXTRIY CRC64 {H, MRIEECMA-182briETTHHESE], T CRC64 Rt F£kni
FLEALTEET COS XIS, COS AaXHITH CRC64 {H, ATLUKEUISH RIS A22K (A H CRC64 fH,

HAEI

H R+ CRC64 HJ API HII'F -

fa B b AEHE
PUT Object 1 POST Object : A F AI{ER [B]fME B Sk R F S CRC64 FSEL
I EAERE

Upload Part : FF R] LURHE COS iR B CRC64 (B 5 A T+ RSB T LA IR IE,

Complete Multipart Upload : QTSR0 A CRC64 JE& M, MIZREIEEMATRET CRC64 H, ANRFLE PR
# CRC64 {8, MR,

AT Upload Part - Copy B, 223R[EIX MY CRC64 {H,

4T PUT Object - Copy I, #Z0SRIEX SF7(E CRC64 {H, NK[H CRC64, #MIAKIHE,

AT HEAD Object #1 GET Object B, AMEXRTFE CRC64, NIiRMEl, M A[LURHE COS K[Ef) CRC64 {EAIAR
HiITHE Y CRC64 T ELARIRIIE,

AP 4z 7R

TTER AR

A P& H Upload Part i Sk iG55 2AUME N =B, x-cos-hash-crc64ecma kB R HLf) CRC64 1H, FHIF Al
W% (E G AM T ) CRC64 EMETEEES, MmikeR sy B se ket

IR L BRI (bR ARSUERT] %5423 3£594 11


https://www.tencentcloud.com/document/product/436/32467
https://www.tencentcloud.com/document/product/436/7749
https://www.tencentcloud.com/document/product/436/14690
https://www.tencentcloud.com/document/product/436/7750
https://www.tencentcloud.com/document/product/436/7742
https://www.tencentcloud.com/document/product/436/8287
https://www.tencentcloud.com/document/product/436/10881
https://www.tencentcloud.com/document/product/436/7745
https://www.tencentcloud.com/document/product/436/7753

@ Hﬁ i:H.E JSE e

HTTP/1.1 200 OK

content—-length: 0

connection: close

date: Thu, 05 Dec 2019 01:58:03 GMT

etag: "358e8c8blbfa35ee3bd44cb3d2cc4l6b”

server: tencent-cos

x—cos—hash-crc64ecma: 15060521397700495958
x—cos—-request—id: NWRI1IODYOMmJfMJjBiNDU4NJRENjkyZ180ZjZi****

SERR TR b A& N
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T P& H Complete Multipart Upload 18 3K 55 2RI R Bl x-cos-hash-crc64ecma SkifFRREE N R
CRC64 {H, HFrlLLE IZE 5 AM T E ) CRC64 [EMFTLLER, MR R,

HTTP/1.1 200 OK

content-type: application/xml

transfer-encoding: chunked

connection: close

date: Thu, 05 Dec 2019 02:01:17 GMT

server: tencent-cos

x—cos—hash-crcé4d4ecma: 15060521397700495958
x—cos-request—-id: NWRIODYOZWRfMINiMjU4NJRfOGQ4M181MDEwW™****

RN R @ BRI R (sd) ARTERH] %5425 3£594 11



@ Hﬁizﬂﬁ JSE e

[Object Content]

SDK 714

Python SDK

TTAILA Python SDK NFIERAMAIIR A 52, SeBERYRBIAREAN T o
ViR
HAZET Python 2.7, HH Python SDK ¥4, 1EZ UL Python SDK #Y X Se454F %,

1. FI5R{LACE
WER Y, 6 Secretld, SecretKey #1 Region, FGIIEZ x5,

RN R @ BRI R (sd) ARTERH] %5426 3£594 11


https://www.tencentcloud.com/document/product/436/31546

JSE el

# —*— coding=utf-8

from gcloud_cos import

from gcloud_cos import

from gcloud_cos import

from gcloud_cos import

import
import
import

import

logging.basicConfig(level=logging.INFO,

Sys
logging
hashlib

crcmod

CosConfig
CosS3Client

CosServiceError

CosClientError

RN R @ BRI R (sd) ARTERH]

stream=sys.stdout)
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# WEHAFEM, ©45 SecretId, SecretKey, Region

JSE el

# APPID CfEELEAHER, BHESH Bucket HH L APPID, Bucket FH BucketName-APPID ZHJ

secret_id = COS_SECRETID
secret_key = COS_SECRETKEY

token = None # HAIGRZHAFELE AN Token, BRIANZE, B]AE

SecretKey=secret_key, Token=t

region = 'ap-beijing' # BHONIER) Region, SXEDILE N
config = CosConfig(Region=region, SecretId=secret_id,

client = CosS3Client (config)

2. HENRIRKE
RS RITER, FFIHREEANXREY CRC64 F%(H.,

RN R @ BRI R (sd) ARTERH]

+ BHNER secretid ER
# BN secretKey ER
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OBJECT_PART_SIZE = 1024 * 1024 #BUEN T B RN
OBJECT_TOTAL_SIZE = OBJECT_PART SIZE * 1 + 123 FXRTRIE AN
object_body = '1' * OBJECT_TOTAL_SIZE N RNE

$IHHEENNR crees BEE
c64 = crcmod.mkCrcFun (0x142FO0E1EBA9EA3693, initCrc=0, xorOut=0xffffffffffffffff, re
local_crc64 =str(c64 (object_body))

3. fa bk L%

RN R @ BRI R (sd) ARTERH] %5429 3£594 11



JSE el

#RIR LB B AR

response = client.create_multipart_upload

Bucket="examplebucket-1250000000",
Key='exampleobject',
StorageClass='STANDARD',

)
HRE LR uploadId

upload_id = response|['UploadId']

4. 5T EAER S

RN R @ BRI R (sd) ARTERH]

$EWONIER Bucket %MK, examplebucket &—TZ
RN LEINSR Key H
X RIVIEEIERY

55430 #5941
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PN, RS RIS NPT B, 2310000578k, BN ER/NATMB - 5GB, R —
BATLUNTFAMB, BRI, TEIRERG NP PartNumber (4i5) , FIFHHESG DA CRC64 1H, 1E57Hk
ERSIE, AILGEEREIR CRC64 {H G- AT R AVEUE TR,

$orH FAEN R, BN AN OBJECT _PART_SIZE, mg— NI HLAJREARNE OBJECT_PART SIZE
part_list = list ()

position = 0
left_size = OBJECT_TOTAL_SIZE
part_number = 0

while left_size > O:

part_number += 1
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@ Hﬁizﬂﬁ JSE e

if left_size >= OBJECT_PART_SIZE:
body object_body[position:position+OBJECT_PART_SIZE]

else:

body = object_body[position:]
position += OBJECT_PART_SIZE

left_size —-= OBJECT_PART_SIZE
local_part_crc64 = str(c64 (body)) #ARHITTE crc64
response = client.upload_part (

Bucket="'examplebucket-1250000000",
Key='exampleobject',
Body=body,
PartNumber=part_number,
UploadId=upload_id,

)

part_crc_64 = response['x-cos-hash-crc64ecma'] # ARSS#REIHY crRCe4
if local_part_crc64 != part_crc_64: # BUEKL
print 'crc64 check FAIL'
exit (-1)
etag = response['ETag']
part_list.append({'ETag' : etag, 'PartNumber' : part_number})
5. SERR TR b1E

ERTR R EAE5e G, TEATEM R EALRIE, RILGESE COS SRIEIRY CRCE4 FIAHINS i CRC64 #ATEL

BRIE,
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#E R AR
response = client.complete_multipart_upload (
Bucket='examplebucket-1250000000", #&EHAEH Bucket #FF, examplebucket m— 2
Key='exampleobject', MR Key B
UploadId=upload_id,
MultipartUpload={ $ZRENITH ETag fl PartNumber —-—
'Part' : part_list
b
)
crc6decma = response['x-cos—-hash-crc6decma']
if crc6decma != local_crco64: # BRI

RN R @ BRI R (sd) ARTERH] %5433 3£594 11
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print 'check crc64 Failed'
exit (-1)

Java SDK
XS, R Java SDK fy&EZdz 1, S UL Java SDK 4 S i /E,

WRIEA T B cre64

String calculateCrc64 (File localFile) throws IOException {
CRC64 crco6d4 = new CRCo64();

RN R @ BRI R (sd) ARTERH] %5434 3£594 11


https://www.tencentcloud.com/document/product/436/31534

A BT

try (FileInputStream stream = new FileInputStream(localFile))

byte[] b = new byte[1024 * 1024];
while (true) {
final int read = stream.read(b);
if (read <= 0) {
break;

}
crc64d.update (b, read);

return Long.toUnsignedString(crcé64.getValue());

HHATERE COS Y cre64 {8, FH-5- A Sz A e

RN R @ BRI R (sd) ARTERH]

{

JSE el
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@ Hﬁ i:H.E JSE e

// cosclient HYEIEZSE . [PEA]] (https://www.tencentcloud.com/document /product/436/
ObjectMetadata cosMeta = COSClient () .getObjectMetadata (bucketName, cosFilePath);
String cosCrc64 = cosMeta.getCrc64Ecma () ;

String localCrc64 = calculateCrc64 (localFile);

if (cosCrcb4d.equals(localCrc64d)) |
System.out.println ("ok");

} else {
System.out.println("fail");

RN R @ BRI R (sd) ARTERH] %5436 £594 11



@ ﬁﬁfﬂﬁ ST ¥edis

REE LR
i COS £/ Druid [y Deep storage

S TN ] ¢ 2024-01-06 10:54:03

INSEALHS

HADOOP-COS 5- Hadoop-COS-Java-SDK (g1 &7E HADOOP-COS [ dep H3X T)
Druid ffit4s : Druid-0.12.1

TR RE

3KEX hadoop-cos
FE'5 77 Github | T #; HADOOP-COS,

‘&3 hadoop-cos

Druid {8/ COS 1% Deep Storage 75228/ Druid-hdfs-extension SZ3f :
T# HADOOP-COS J5, IFdep H% FHY hadoop-cos-2.x.x.jar L% cos_hadoop_api-5.2.6.jar 5 V13| druid Z225 %

1Y extensions/druid-hdfs-storage A% hadoop-dependencies/hadoop-client/2.x.x.

(B EDARES

ALE B

B, 1B druid Z2EREERY conf/druid/_common/common.runtime.properties X, Ff hdfs fextension il A Z)
druid.extensions.loadList H, [AINFEE hdfs 2 druid 1Y deep storage, Mil&ERNIE SN cosn FYESEE

RN R @ BRI R (sd) ARTERH] 55437 3£594 11


https://github.com/tencentyun/hadoop-cos
https://github.com/tencentyun/hadoop-cos

@ ﬁﬁfﬂﬁ e

properties
druid.extensions.loadList=["druid-hdfs-storage"]
druid.storage.type=hdfs

druid.storage.storageDirectory=cosn://bucket-appid/<druid-path>

SRJ5, TE conf/druid/_common/ X/ H 5% FHiEE— hdfs FURLE X hdfs-site.xml, 3EA COS HWEABESE ©

RN R @ BRI R (sd) ARTERH] #5438 3£594 11
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<?xml version="1.0" encoding="UTF-8"?>

<?xml-stylesheet type="text/xsl" href="configuration.xsl"?>

Ll==
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

RN R @ BRI R (sd) ARTERH] 5439 3£594 11
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limitations under the License. See accompanying LICENSE file.
——>
<!-— Put site-specific property overrides in this file. --—>
<configuration>
<property>
<name>fs.cosn.userinfo.secretId</name>
<VAlUE>XXXXXXXXXXXXXXXXXXXXXXX</value>
</property>
<property>
<name>fs.cosn.userinfo.secretKey</name>
<value>xXXXXXXXXXXXXXx</value>
</property>
<property>
<name>fs.cosn.impl</name>
<value>org.apache.hadoop.fs.CosFileSystem</value>
</property>
<property>
<name>fs.cosn.userinfo.region</name>
<value>ap-xxxx</value>
</property>
<property>
<name>fs.cosn.tmp.dir</name>
<value>/tmp/hadoop_cos</value>
</property>

</configuration>

AR E RIS HADOOP-COS B M s b e 2 —8, 1HER HADOOP-COS HJj 314,

FHafER
f RIS F) druid FIXERIE, Druid UXGEREATLUNERE COS .
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https://www.tencentcloud.com/document/product/436/6884

@ IR X 17 it
i/ DataX § A BT H COS

S TN ] ¢ 2024-01-06 10:54:03

PRI

HADOOP-COS 5:Xf it A #Y cos_api-bundle,
DataX hfitA : DataX-3.0,

NG
#XH HADOOP-COS

f£B /7 Github | F#H HADOOP-COS 5-%f W ARAHY cos api-bundle,

FKHL DataX &
fE'B /4 Github £ % Datax,

3 HADOOP-COS

T#; HADOOP-COS J5,  hadoop-cos-2.x.x-${version}.jar Ml cos_api-
bundle-${version}.jar $BUF| Datax fi#[E#E1¥ plugin/reader/hdfsreader/libs/ B4

K plugin/writer/hdfswriter/libs/ Fo

5
DataX BCiE

B datax.py 7=
FT7F DataX f# & H & THY bin/datax.py M4, Bk CLASS_PATH ZE& AT -

RN R @ BRI R (sd) ARTERH] 55441 3459411


https://github.com/tencentyun/hadoop-cos/releases
https://github.com/tencentyun/hadoop-cos/releases
https://github.com/tencentyun/hadoop-cos/releases
https://github.com/tencentyun/hadoop-cos/releases
http://datax-opensource.oss-cn-hangzhou.aliyuncs.com/datax.tar.gz

@ Hﬁ i:H.E JSE e

CLASS_PATH = ("%s/lib/*:%s/plugin/reader/hdfsreader/libs/*:%s/plugin/writer/hdfswri

EACE JSON XA HAEE hdfsreader fl hdfswriter
M JSONAOF -

RN R @ BRI R (sd) ARTERH] 442 359471



JSE el

{
"job": {
"setting": {

"speed": {
"byte": 10485760

o

"errorLimit": {
"record": O,
"percentage": 0.02

}

RN R @ BRI R (sd) ARTERH]
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"content":

JSE el

[{

"reader": {

"name" :

"hdfsreader",

"parameter": {

by

"path":
"defaultFS":

"testfile",
"cosn://examplebucket-1250000000/",
"column": ["*"],
"fileType": "text",
"encoding": "UTF-8",
"hadoopConfig": {
"fs.cosn.
"fs.
"fs.
"fs.

VIES o

impl": "org.apache.hadoop.fs.CosFileSystem",

cosn.userinfo.region": "ap-beijing",
"/tmp/hadoop_cos",
"COS_SECRETID",

"COS_SECRETKEY"

cosn.tmp.dir":

cosn.userinfo.secretId":

cosn.userinfo.secretKey":

b

"fieldDelimiter": ", "

"writer": {

"name" :

"hdfswriter",

"parameter": {

FRAXFT A @ IR THE (ks

"path": "/user/hadoop/",
"testfilel",

"cosn://examplebucket-1250000000/",

"fileName":
"defaultFS":
[{

"name" :

lltype " :

"column":
"COl" ,

"string"

"COll",

"string"

"name" :

"type " .

"name" :

"type " .

"COlZ",

"string"

I
"fileType": "text",
"UTF-8" ,
"hadoopConfig": {
"fs.
"fs.
"fs.
"fs.

"fs.

"encoding":
cosn.impl": "org.apache.hadoop.fs.CosFileSystem",

cosn.userinfo.region": "ap-beijing",
"/tmp/hadoop_cos",
"COS_SECRETID",

"COS_SECRETKEY"

cosn.tmp.dir":

cosn.userinfo.secretId":

cosn.userinfo.secretKey":

Hy

AIRTUELRT] #5444 359471
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"fieldDelimiter": ":",

"writeMode": "append"

}

BCEBEARANT
hadoopConfig A& A cosn Ff s ZEHIBLE

defaultFS ¥HEH cosn BIEE1E, BIAT cosn://examplebucket-1250000000/ o

JSE el

fs.cosn.userinfo.region IELCHTFHEIRATERIHIIR, B4 ap-beijing , TRIGIES WL U)LY,

COS_SECRETID #1 COS_SECRETKEY {&tf’ COS #%H.
HABBLE R hdfs AL EWETA],

MITREET S

FHECE SRR N hdfs_job.json, T#MEl job BT, AT T a7 :

RN R @ BRI R (sd) ARTERH]

55445 594171


https://www.tencentcloud.com/document/product/436/6224

JSE el

bin/datax.py Jjob/hdfs_job.json

WSS Fme IE B Hn AN T

RN R @ BRI R (sd) ARTERH]

H5446 59411



@ Hﬁ i:H.E JSE e

2020-03-09 16:49:59.543 [job-0] INFO JobContainer -

[total cpu info] =>
averageCpu | maxDeltaCpu | m
-1.00% | -1.00% | =
[total gc info] =>
NAME | totalGCCount | maxDeltaGCCount | m
PS MarkSweep | 1 | 1 | 1
PS Scavenge |1 | 1 | 1
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@ A BEE

2020-03-09 16:49:59.543 [job-0] INFO JobContainer - PerfTrace not enable!
2020-03-09 16:49:59.543 [job-0] INFO StandAloneJobContainerCommunicator - Total 2
2020-03-09 16:49:59.544 [job-0] INFO JobContainer -

£55 B NN : 2020-03-09 16:49:48
ES5E5 RN : 2020-03-09 16:49:59
55 ROt FER : 11s
TSR E : 3B/s
IR E A E g Orec/s
BEHIE SRR : 2
BREREEL : 0
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@ HEEHE JSERE
CDH A& COSN F55|

ol E N TE] - 2024-01-06 10:54:03

EF

=3

CDH (Cloudera's Distribution, including Apache Hadoop) &M/ 53i1THY Hadoop Z1ThRA, ASZH5FAAI{E CDH
N T COSN 17i8ARSS, MUSKIIAREIR T 517087 B, SR RIS RARBA R KB R o 7 %,

BiBH

COSN J& Hadoop-COS Xt RGN fEiFE,

COSN KEHRA M FFHIEHANT

AR COSN K #EHEH 2 e 1E i MRS REFREER

Yarn XFf = )5 NodeManager

Hive X H )3 HiveServer 1 HiveMetastore
Spark X E 5 NodeManager

Sqoop X = )= NodeManager

E & HiveServer Al HiveMetastore

Presto S I Presto
Flink XFF e
Impala XFF i
EMR XHf &
A JEEES R T
HBase AHER I

RIRAS A

SR RRAAT T
CDH 5.16.1
Hadoop 2.6.0
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@ Hﬁ i:HE JSE g
(CSEDARES

FHEEECE

1. %5% CDH B iT[fi,
2 FERGIET, IEFEEE > RGTEE > BE, HASMNIE RGBT, 41T EFR

Category

v Service-Wide
High Availability
Monitoring
Performance
Ports and Addresses
Proxy
Replication
Security
Suppressions
» Balancer Default Group
? DataNode Default Group
# Failover Controller Default
Group
» Gateway Default Group
» HitpFS Default Group
# JournalNode Default Group
# NFS Gateway Default Group
? NameNode Default Group
? SecondaryMameNode
Default Group

3. f£ Cluster-wide Advanced Configuration Snippet(Safety Valve) for core-site.xml fYfCESHEA, 3E A COSN ALiE,

HAFTE - BBRaIHE b)) BRIEENH #5450 $£594 71



JSE el

<property>
<name>fs.cosn.userinfo.secretId</name>
<value>AK***</value>

</property>

<property>
<name>fs.cosn.userinfo.secretKey</name>
<value></value>

</property>

<property>

<name>fs.cosn.impl</name>

<value>org.apache.hadoop.fs.CosFileSystem</value>

RN R @ BRI R (sd) ARTERH]



@ Hﬁizﬂﬁ JE ¥

</property>

<property>
<name>fs.AbstractFileSystem.cosn.impl</name>
<value>org.apache.hadoop.fs.CosN</value>
</property>

<property>
<name>fs.cosn.bucket.region</name>
<value>ap-shanghai</value>

</property>

LUF N6y COSN ECE I (FREsINE| core-site.xml A1) | COSN H AL & A] 2 UL Hadoop T E. Y,

COSN FiL &1 H &

fs.cosn.userinfo.secretld AKXxxx MK AP 2853(3 B
fs.cosn.userinfo.secretKey Wpxxxx MK AP 255A(E R
fs.cosn.bucket.region ap-shanghai FH P T2 A T

cosn Xf FileSystem fUSZEIZE, [EE
fs.cosn.impl org.apache.hadoop.fs.CosFileSystem )
org.apache.hadoop.fs.CosFileSysten

cosn X} AbstractFileSystem FJSZHl
fs.AbstractFileSystem.cosn.impl org.apache.hadoop.fs.CosN 2, [EEN
org.apache.hadoop.fs.CosN

4. % HDFS ARE5IHATHRME, BB R mACE, AL E core-site.xml B & 2 B H 2 LRS-,
5.1 COSN H#1iJ SDK 1, Jii&E%E| CDH HDFS ARSSHY jar clB&iE T, IEIRIECIRMEMTER, REEITT

RN R @ BRI R (sd) ARTERH] 55452 3£594 11


https://www.tencentcloud.com/document/product/436/6884

@ Hﬁ i:H.E JSE e

cp hadoop-cos-2.7.3-shaded. jar /opt/cloudera/parcels/CDH-5.16.1-1.cdh5.16.1.p0.3/11
TR
TERHH 2R AR EZAEAAH RO E K E SDK tl,
BT

fifi i1 Hadoop Distcp T B CDH HDFS ¥iETA2E] COSN, 1#IEIEZ WL Hadoop %415 COS .2 [l EdET
o

RN R @ BRI R (sd) ARTERH] 5453 3£594 11


https://www.tencentcloud.com/document/product/436/34076

@ Hﬁ i:H.E JSE e

AEIEEAERH COSN

1. MapReduce

BIED B
(1) 2 2T &, ECEAT HDFS WYAH EECE, JF COSN 9 SDK jar o1, JREZ| HDFS HHMAYH %,
(2) £ CDH %4tF 71, #F| YARN, =5 NodeManager iR%5 (TeraGen i alAAHERE, {HZ TeraSort T
WSS ERBH, 2 E IE NodeManger, #iX#St—E B NodeManager iR%5)
il
T LA Hadoop FrifEMIAHHY TeraGen #1 TeraSort J9fi :

RN R @ BRI R (sd) ARTERH] %5454 3£594 11



@ Hﬁizﬂﬁ JSE e

hadoop jar ./hadoop-mapreduce-examples—2.7.3.jar teragen -Dmapred.job.maps=500 -D

hadoop jar ./hadoop-mapreduce-examples—2.7.3.Jjar terasort -Dmapred.max.split.size=1

BiRA
cosn:// schema [N P REARE LSS I ERTS

2. Hive

2.1 MR 3|%

BIEDBR
(1) %08 BlisTf &5, BC@E4F HDFS RYMH XECE, J EfF COSN Y SDK jar &1, &S| HDFS MM H 5%,
(2) 1f CDH Fpam, %% HIVE iR%5, =8 Hiveserver2 K HiverMetastore fA 1,

Bl

EHPESOESER, FIA0HT Hive ti 51T, I — Location, fENTE CHDFS L5 [X3% :
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@ Hﬁ i:H.E JSE e

CREATE TABLE " report.report_o2o_pid_credit_detail_grant_daily" (
“cal_dt® string,
‘change_time” string,
‘merchant_id" bigint,
‘store_id® bigint,
‘store_name’ string,
"wid® string,
‘member_id® bigint,
‘meber_card’ string,
"nickname” string,

‘name’ string,

RN R @ BRI R (sd) ARTERH] %5456 £594 11



@ Hﬁizﬂﬁ JSE e

"gender’ string,
"birthday® string,
‘city’ string,
‘mobile’ string,
‘credit_grant® bigint,
‘change_reason’ string,
“available_point® bigint,
‘date_time® string,
‘channel_type  bigint,
‘point_flow_id" bigint)
PARTITIONED BY (
“topicdate’ string)
ROW FORMAT SERDE
'org.apache.hadoop.hive.gl.io.orc.OrcSerde'
STORED AS INPUTFORMAT
'org.apache.hadoop.hive.gl.io.orc.OrcInputFormat'
OUTPUTFORMAT
'org.apache.hadoop.hive.gl.io.orc.OrcOutputFormat'
LOCATION
'cosn://examplebucket-1250000000/user/hive/warehouse/report.db/report_o2o0_pid_cre
TBLPROPERTIES (
'last_modified_by'='work',
'last_modified_time'='1589310646",
'transient_lastDdlTime'='1589310646")

HUAT sql & :
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select count (1) from report.report_o2o_pid_credit_detail_grant_daily;

MIEREETRANT

RN R @ BRI R (sd) ARTERH]
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7 Hﬁ i:H_E X R

hive> select count(1) from report.report o2o pid credit detail grant daily;
Query ID = root 20208713121818 3a91laéc-2496-de7e-b59d-b2a26266a6ab
Total jobs = 1
Launching Job 1 out of 1
Humber of reduce tasks determined at compile time: 1
In order to change the average load for a reducer (in bytes):
set hive.exec.reducers.bytes.per.reducer=<number>
In order to limit the maximum number of reducers:
set hive.exec.reducers.max=<number>
In order to set a constant number of reducers:
set mapreduce.job.reduces=<number:
starting Job = job 1594351711155 @@14, Tracking URL http://hadoopal : BEEE/prox
y/application_1594351711155 @eia/
Kill Command = fopt/cloudera/parcels/CDH-5.16.1-1.cdh5.16.1.p@.3/1lib/hadoop/bin
/hadoop job -kill job 1594351711155 @014
Hadoop job information for Stage-1: number of mappers: 1; number of reducers: 1
2020-87-13 12:18:19,189 Stage-1 map = 8%, reduce = 8%
2020-07-13 12:18:25,391 Stage-1 map = 100%, reduce = @%, Cumulative CPU 8.89 s
ec
2020-87-13 12:18:30,544 Stage-1 map = 100%, reduce = 100X, Cumulative CPU 19.8
sec
MapReduce Total cumulative CPU time: 18 seconds 888 msec
Ended Job = job 1594351711155 ee14
MapReduce Jobs Launched:
Stage-Stage-1: Map: 1 Reduce: 1 Cumulative CPU: 18.8 sec  HDFS Read: 17383
HDFS Write: 6 SUCCESS
Total MapReduce CPU Time Spent: 18 seconds 888 msec
10K
27677
Time taken: 19.128 seconds, Fetched: 1 row(s)

2.2 Tez 5%
Tez 5T LR COSN 1Y jar €2 F AR Tez HYEAHTIAN, T HILL apache-tez.0.8.5 NI TR
BIEDH

(1) #KZ%| CDH R 22 tez €1, AGEMRE, fBl4ll/usr/local/service/tez/tez-0.8.5.tar.gz,

(2) Ff COSN 1Y jar CUAEFIREGHIESR T, ARG EH R — D E 460,

(3) FHHTHIEE T EAEE] tez.lib.uris FRERVEREE T (AR Z AT ERS RN IEFE BN A])

(4) 1 CDH ETiH, #kF|HIVE, EJE hiveserver 1 hivemetastore,

3. Spark

BIEDH
(1) &0 BT &5, ECEAF HDFS HUAH SELE, JF B COSN #Y SDK jar €, JEZ| HDFS A AYH %,
(2) )= NodeManager &%,

B

X COSN 47 Spark example word count I A,
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JSE el

spark-submit

PATEERAN T

WA A - IR A

——-class org.apache.spark.examples.JavaWordCount —--executor-memory 4g
(b)) ARTHEAE] #5460 $£594 71



XRIFHE

2007717 20:39:03 INFO scheduler.DAGScheduler: Ruqultbtaqu 1 rLDIIELt at JauaWuudruunt
20/07/17 28:39:03 INFO scheduler.DAGScheduler: Job @ finished: collect at JavaWordCoun
And: 4

day.: 1

God: 4

Let: 1

light::

it: 1

light,: 1

evening: 1

I EER
that: 1
light.: 1
be: 1

Day,: 1
said,: 1

darkness. :
he: 1
first: |
there:
light: 2
Night.: 1
morning: 1
darkness: 1
were: 1
saw: 1
divided: 1
and: 4
good:: |
from: 1
called:
thr :

4. Sqoop

BIESH
(1) &8 Bl TR &9, ECE AT HDFS HUAH CELE, JF HA¥ COSN Y SDK jar €, JEZ| HDFS AR H %,
(2) COSN 1Y SDK jar tLiA &Lk E sqoop H3x T (fil4l/opt/cloudera/parcels/CDH-5.16.1-
1.cdh5.16.1.p0.3/lib/sqoop/) o
(3) EHJ= NodeManager iR55
Pl
DIGHI MYSQL | COSN M, RIZE L RAEHEER HDFS 195 A S ORI TR,

RN R @ BRI R (sd) ARTERH] 55461 3459411


https://www.tencentcloud.com/document/product/1026/31157

@ Hﬁ i:H.E JSE e

sgoop import —-—connect "Jjdbc:mysgl://IP:PORT/mysqgl" —--table sgoop_test —--username r

PUTEERANT

RN R @ BRI R (sd) ARTERH] 55462 3159411



X Rk

20/07/17 20:45:23 INFO mapreduce.Job: map 0% reduce 0%
2087717 20:45:29 INF0O mapreduce.Job: map 100% reduce 0%
200717 20:45:33 INFD mapreduce.Job: Job job 1594976906551 00821 completed
2007717 20:45:33 INFDO mapreduce.Job: Counters: 35
File System Counters
COSMN: Number of bytes read=0
COSN: Number of bytes written=104
COSMN: Number of read operations=0
COSMN: Number of large read operations=0
COS5M: Number of write operations=0
FILE: Number of bytes read=0
FILE: Number of bytes written=529146
FILE: Number of read operations=0
FILE: Number of large read operations=0
FILE: Number of write operations=0
HDFS: Number of bytes read=295
HDFS: Number of bytes written=0
HDFS: Number of read operations=3
HDF5: Number of large read operations=0
HDFS: Number of write operations=0
Job Counters
Launched map tasks=3
Other local map tasks=3
Total time spent by all maps in occupied slots (ms )=45464
Total time spent by all reduces in occupied slots (ms)=0
Total time spent by all map tasks (ms)=11366
Total vcore-milliseconds taken by all map tasks=11366
Total megabyte-milliseconds taken by all map tasks=46555134
Map-Reduce Framework
Map input records=3
Map output records=3
Input split bytes=295
Spilled Records=0
Failed Shuffles=0
Merged Map outputs=0
GC time elapsed (ms)=273
CPU time spent (ms)=6820
Physical memory (bytes) snapshot=1267851264
Virtual memory (bytes) snapshot=19217276928
Total committed heap usage (bytes)=6662127616
File Input Format Counters
Bytes Read=0
File Output Format Counters
Bytes Written=104
2007717 20:45:32 INFO mapreduce.ImportJobBase: Transferred 8 bytes in 17.
2007517 20:45:33 INFO mapreduce.ImportJobBase: Retrieved 3 records.
2007717 20:45:33 INFO fs.BufferPool: Close a buffer pool instance.
20/07/17 20:45:33 INFO fs_BufferPool: Begin to release the buffers.

5. Presto

BEDHR
(1) 408 LT fs &7, BEd@E4F HDFS RYAH KHCE, JHFF COSN fy SDK jar ©l, fEZ| HDFS tHAM 1Y H 5%,
(2) COSN [N SDK jar clif T 22 E presto H3¢ T (f5l4ll/usr/local/services/cos_presto/plugin/hive-hadoop2) .
(3) HiTF presto ~&/N%k hadoop common THY gson-2...jar, FfF gson-2...jar 1% presto H3F (4l

/usr/local/services/cos_presto/plugin/hive-hadoop2, 1X CHDFS {#fi gson) .
(4) EJZ HiveServer, HiveMetaStore #1 Presto AR5
Nl
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@ Hﬁ i:H.E JSE e

LU HIVE 6% Location 25y COSN BYZE & A :

select * from cosn_test_table where bucket is not null limit 1;

ViR
cosn_test_table 24 location /& cosn scheme HY3%,

EWZERANT
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T:;E) Hgii}{ifi XRIFHE

[root@TENCENT64 /usr/local/services/cos presto logging-1.0/plugin]# prestq
080 --catalog hive --schema inventory search --debug;
select * from oppo list gz table where bucket is
bucket

RN R @ BRI R (sd) ARTERH] 5465 1£594 11



@ HEFHE KGR AEE
COS Ranger HFRIER R TT =

ol E N TE] - 2024-01-06 10:54:03

:%ﬁ

il

Hadoop Ranger X RIAR B REH R = THIRNRARAAT R, AP ERERE T EE, MEBIREEEN REME (Cloud
Object Storage, COS) L, COS {#HIVEEBIN=IRIER (Cloud Access Management, CAM) MR{AZR, Tit
TR0, NREIRSE, #5541 Hadoop Ranger (KR Al, N4ekes PRI S, Tl 1424t COS i Ranger
YN T

L%

gk AR e, 37Y Hadoop BURIPEE, H PG —EHKBIRAN 5 mimftE F IR,
ML ELE core-site FIRIEREH, 4% —1F COS Ranger Service k&, B IH B AR ER,

PNE )
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@ A PSESedli]

1. Authenticate and
obtain the ST to access
COSRangerService

hn

Kerberos

2. Verify using Kerberos credential

Obtain Delegation Token

Verify permission

Obtain temp key

-

4. Access COS using an STS
Configui

CoSs

Hadoop FURAFR A, INIEH Kerberos $24%, #ZAEIH Ranger 7153, TEMREA E, FRAMRMELIT A, K3ZFH
COS [y Ranger FUR 52,

1. COS Ranger Plugin : $2fit Ranger ARZ5uHIARSS € AGfE, EAHRAL T Ranger lIFY COS ARZ5HHR, CIFEAXFRAD
2, DESEGEX (40 COS i bucket ZEA region Z8) . &8 T ixddfFiE, H - EIRITE Ranger Hy42El| va
b, SEEAE R AR R SR

2. COS Ranger Service : %555 T Ranger B9 i, JERATEM Ranger ARS5 U FIZP AR ERNE, fEILEIZR VS
BOERG, TEARHEITAIRRY, FIRE14t T Hadoop A DelegationToken #H % HVAERK, ZEMHERZO, FTERIEE

HAFTE - BBRaIHE b)) BRIEENH #5467 $£594 71



@ Hﬁizﬂﬁ JSE e

#2133 Hadoop IPC 7E X
3. COS Ranger Client : COSN ffiff 0 A TaANE, HAPRIEHYIE K &4 COS Ranger Service,

e85

Hadoop #1554,

ZooKeeper, Ranger, Kerberos iR%5 (BNSAINIERRR, NIEE) .
il

DL ERRSS T2 AR, R Pl B T2,

HkB A

8B LHH1E T4 CHDFS Ranger Plugin, COS Ranger Service. COS Ranger Client, COSN XJFi#47,

5% COS Ranger Plugin

% COS Ranger Service

8% COS Ranger Client

#i%& COSN

COS-Ranger-Plugin #hf& T~ Ranger Admin #%ill& _LRVARSS AP, FH P AITE Ranger ##il& L, BER COS MH X1
FRVERLRR,

ARSI
AHIfF Github B9 ranger-plugin H 5% F3EER,

hiA
V1.0 fRAR Lk,

BELSR

1. 1£ Ranger MRS E X B3 THE COS Hx (R, HFEMRFBERIEEDHE x 5 rBR)
a. I =Y EMR PREE,  B&1E /2 ranger/ews/webapp/WEB-INF/classes/ranger-plugins,
b. HZM hadoop ¥, FILUETE ranger H % T 23K hdfs F 2442 A2l ranger ARSSIIAHA:, EHRHERALE,

RN R @ BRI R (sd) ARTERH] 5468 1£594 11


https://github.com/tencentyun/cos-ranger-service

,2) Hﬁ i:HE JSE e

[hadoop@l0 ranger-plugins]$ 1ls -1
total 68
drwxr—-xr—-x

I~
(@)
O
N

hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop
hadoop hadoop

i
(@)

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr—-x
drwxr-xr-x

o
o1 O
-] 1 O

i
(@)

[ S
(@)
U U

s

W0 WO W W W WO W
(@) (@)

=
0 WO WO

drwxXxr—-xr—-x

i
(@)

drwxXxr—-xr—-x

O WO

(@)
O W

drwxXxr—-xr—-x

i
(@)

drwxXxr—-xr—-x

O WO

(@)
O W

s

drwxXxr—-xr—-x

(@)
i e B T R e e T e T N I I

O O O O O O O O O -
DO NN NN DD DN NN

i
(@)
Ne)

drwxXxr—-xr—-x

O N NN DNDDNDDNDNDDNDND
0 O O O O O O o o O

i
(@)
n
N
i
@0

drwxXxr—-xr—-x

i
(@)

drwxr—-xr—-x

s

drwxXxr—-xr—-x
drwXxr-xr—-x
drwxXxr—-xr—-x

i
(@)

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

=
O O OO OO OO 0O 0o0o oo oo oo

w0 WO WO W WO WO
(@) (@)

= = B2 B

W0 WO WO W
NN N

O O O O e

o OO MO

o o o O

s

2.7 COS H3% T, A cos-chdfs-ranger-plugin-xxx.jar, (GEE jar 22V H r BER) . [AIFEZERA cos-
ranger.json X fF, AIH{E Github FKEL,

3. &5 Ranger iR%5.

4. 1£ Ranger L7#/ll} COS Service, AIZEH F 4 -
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https://github.com/tencentyun/cos-ranger-service/tree/main/ranger-plugin

@ Hﬁ i:H.E JSE e

##EIRS, FEAN Ranger BHEAMKSEM, DN Ranger ARFEHYMLE,

#+#N TN EMR SR, BEERHIE root, BHMEME enr BEBHIIZEN root %Y, ranger RS
adminUser=root

R EMR RN IZEREN, 2 ranger IR web THAVEFRER

adminPasswd=xxXXxxx

#4005 ranger ARBEZ master 1A, TE— master BIFA]
rangerServerAddr=10.0.0.1:6080

HHaAITH -d FEEFE 2 T json XM

curl -v —-u${adminUser}:${adminPasswd} —-X POST -H "Accept:application/json" -H "Cont
HHANSREMERNIE SCAIARSS, WL ANINIGTEARSS N, SREIFARSS 1D

serviceId=102
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EHBAT

JSE el

curl -v —-u${adminUser}:${adminPasswd} —-X DELETE -H "Accept:application/json" -H "Co

5. AR5 H)E, RI{E Ranger #EfilBGEE] COS RS, 41 TFFIR

Ranger UAccess Manager = [ Audit

Service Manager

Service Manager

= HDFS

hdfs

= YARN

yarn

= SOLR

= KYLIN

= ATLAS

£ Settings

+058
R -

+ 0688
A - |

+066

+ 46

+066

= HBASE

= KNOX

= KAFKA

(= NIFI-REGISTRY

= PRESTO

+88 [
+8a [
+88 [
+8a [

+ag (¢

6. £ COS MR M & +, & SGHARFS KB, MRSSEBIARTEHEX, Il cos BE cos_test , ARFFHIBCELNT

FIT7Ro

IR L BRI (bR ARSUERT]

H471 59471



2 A SRl

Ranger UAccess Manager [0 Audit & Settings

Edit Service

Service Details :

Service Name * cos

Description

Active Status ) Enabled () Disabled

Select Tag Service | Select Tag Service v
Config Properties :
Add New Configurations Name
policy.grantrevoke.auth.users hat
+

Test Connection

HH policy.grantrevoke.auth.users 1% & 542555 COS Ranger Service IRSSHIF 4 (BNAREFH BURR SR IE Y FH
) o EEEBORER hadoop, &%k COS Ranger Service Rl f#i I A 1 23T S50,
7. BT AE AR COS ARSS 52l

HAFTE - BBRaIHE b)) BRIEENH #5472 $£594 71



2 BT SRl

7N policy, 40 FAR -

Ranger UAccess Manager [} Audit £ Settings

List of Policies : cos

@ Search for your policy.

Policy ID Policy Name Policylabels ~ status Audit Logging Gro

allow-hadoop-all-op - [ Enabled | [ Enabed | hadoop

8. fEBkEL S, ELELATSE, WRHAIT :

bucket : 17#ERI%FR, 4l examplebucket-1250000000, FJE% COS 4l & &,

path : COS M REEF, HE COS KN REEFEALUITAE,

include : F/RIEBEIIAPREH T path A5, EZBRT path A H M,

recursive | A RAMGEH T path, G T path BEE TR (BEHFKR) o @ T path &N H
EHYTE o

user/group : AP A FH, XHEZERY KR, BIHPRZEE HP R h—A, BIRTHE N B R AR,
Permissions :

Read : E#(E, XM X RFMHEMEN GET, HEAD J$3(E, if FEM R, B RICBIES.,

Write © GAE,o XN X RIZEAE RN PUT ZEEEUERIE, HlA1 AR5,

Delete : MHFRIERIE, X R T X RAEMEEMIER Object, XfT Hadoop Y Rename #1E, FFEA X R B EEHIMMERERERX
BEL, R HTE& BRI B AR EANRR,

List : 3 PIFR, AR TR SA7 % B Y List Object,

HAFTE - BBRaIHE b)) BRIEENH #5473 $£594 71


https://console.tencentcloud.com/cos5/bucket

@ Hﬁizﬂﬁ JSE e

Edit Policy
Policy Details :
policy Type  CEEEE
policyin @
PolicyName * | allow-hadoop-all-op Y ) (romal)
Policy Label | Palicy Label
Bucket* || mybucket-1250000 [[include @]
n [ciucc QR recursive @)
Description
Auditlogging (X )

Allow Conditions :

COS Ranger Service 2B MUBARIIIZLD, AT ranger FI& ', #ZUK ranger client FEAUE K, token 4=
FREARTE KA 25 A B K, AR BURER BIRBEAER) FENXE, @HEIEEE2S L R
VPSR E A IRE, BENES,

COS Ranger Service 37— 1 2% HA %8, DelegationToken IJRAFFAILE| HDFS, @it ZK {8LE Leader
B3, IREL Leader B HIARSS =HUHINEE A ZK, LUE COS Ranger Client #17# H Hiks

RS HHE
AJRI{E Github B cos-ranger-server H 5% F3RHL,

|72
V5.1.2fA K DL ES

WESH

1. I’ COS Ranger Service IRZ RS NEIEER LAEVIAS L, £ IMNEENEDWENESR (—F—%) . KAWK

IR R, BIUSE 2SR 8B RN AR.

2. B cos-ranger.xml SRR R ACE, HAWSAUESRYECE DA T AR, B I I G2 WS Fh R B
(L i~z AT R4 Github [ cos-ranger-service/conf H 3% F3RED

gcloud.object.storage.rpc.address

gcloud.object.storage.status.port

gcloud.object.storage.enable.cos.ranger

gcloud.object.storage.zk.address  (zk #iilik, cos ranger service Ez/JEiEME zk 1)

qcloud.object.storage.cos.secret.id

gcloud.object.storage.cos.secret.key

3. [ZtX ranger-cos-security.xml SXAFAHYAH KA E, HAWSAUELIRCETTH AN TR, BCEIIES WA

HEREVEAE (L& SRR Github Y cos-ranger-service/conf H 5t TR

RN R @ BRI R (sd) ARTERH] 55474 3£594 71


https://github.com/tencentyun/cos-ranger-service
https://github.com/tencentyun/cos-ranger-service
https://github.com/tencentyun/cos-ranger-service

@ Hﬁ i:H.E JSE e

ranger.plugin.cos.policy.cache.dir

ranger.plugin.cos.policy.rest.url

ranger.plugin.cos.service.name

4. {&4 start_rpc_server.sh A hadoop_conf_path £l java.library.path FIECIE ., 3XFHNELE 5 HI$E 17 hadoop B iE SO
FTERH (B4 core-site.xml, hdfs-sitexml) LK hadoop native lib &%,

5. BUTAN T an B 3ARSS

chmod +x start_rpc_server.sh

nohup ./start_rpc_server.sh &> nohup.txt &

RN R @ BRI R (sd) ARTERH] 55475 3£594 11



A BT

6. AR FENRIK, EF log T error HER G HHIRER,

JSE el

7. COS Ranger Service SX#FfEm HTTP Ui RAS (510448 geloud.object.storage.status.port, ERIAE/9998)

R aLEE UT i REURSE R (B2 S a5 leader, EPUESTITF)

# TERFTHEML0. xx . xx . xxx B HNEE ranger service HINLEs 1P
# port 9998 KiEN gcloud.object.storage.status.port A E(E
curl -v http://10.xx.xx.xxx:9998/status

ANSRIERE T — cos ranger service 15, =AE B 0 R HE Y §i 0 %Y leaders

RN R @ BRI R (sd) ARTERH]
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@ HEEHE JSE e

ANSRERE T 21 cos ranger service T, =AE Bl RN B ZIHAM SOy leader, e T RERGE, &
R R SRR E BT AN leader,

COS Ranger Client H hadoop cosn faifFahZS %L, F4HEjA COS Ranger Service FUAH X 1E K, FlIANIHRERIG 25
. KL token, $PURIES,

gk

A FG{F: Github B cos-ranger-client #1 cosn-ranger-interface H 5% N KER,

7S
cos-ranger-client 23k V5.0 fiiA Kz L E, cosn-ranger-interface 3K v1.0.4kRA K DL L,

HBEA R

1.} cos-ranger-client jar ©.flcosn-ranger-interface jar t4% U5 COSN [6— H & F @5
f£/usr/local/service/hadoop/share/nadoop/common/lio/ H3& T 5 1EIEEHE U5 H 5 hadoop KA —EHY jar €1,
JEHLR jar LA RIS,

2. £ core-site.xml M40 T ECE I

RN R @ BRI R (sd) ARTERH] H5477 3£59411


https://github.com/tencentyun/cos-ranger-service

@ Hﬁ i:H.E JSE e

<configuration>
<)k k kK PRSI B * * * xkx kx>
<!—— E—EBM cos ranger server HYHIHE —->
<property>
<name>qgcloud.object.storage.ranger.service.address</name>
<value>10.0.0.8:9999,10.0.0.10:9999</value>
</property>

<V ——xxxAIEATE * * * x ——>

<!— K& cos ranger service U kerberos ﬁ%f)ﬁ, 2% cos ranger service !

RN R @ BRI R (sd) ARTERH] 55478 3£594 11



@ HEEHE JSE e

<property>
<name>gcloud.object.storage.kerberos.principal</name>
<value>hadoop/_HOSTREMR-XXXX</value>

</property>

<V ——xx*A[EALE * * x % ——>
<!—— zk Eigx®Y ranger server B 1P ﬂﬁiﬂ:%?%, JX%@EHEJTQKU\{E, BLEIE coS R
<property>

<name>gcloud.object.storage.zk.leader.ip.path</name>

<value>/ranger_qgcloud_object_storage_leader_ip</value>

</property>
<!—— zk FIERM cos ranger service follower MY 1P HUbERRER, SXBEFEH TEONME £
<property>

<name>qcloud.object.storage.zk.follower.ip.path</name>
<value>/ranger_gcloud_object_storage_follower_ip</value>
</property>

</configuration>

hiRAs
V8.0 1HRA K M o

HBEAR

%8 COSN it /5 1%1ES % Hadoop TH S0iY, (HEFEDIT)LA

1. {§if ranger J5, fs.cosn.userinfo.secretld il fs.cosn.userinfo.secretKey Z4A(E AT ERL &, COSN il /5sLE
5 COSRangerService FREXIG24H,

2. fs.cosn.credentials.provider F51% &4 org.apache.hadoop.fs.auth.RangerCredentialsProvider =¥ AJ 53 Ranger

FIIANIESER, ATFAR -

RN R @ BRI R (sd) ARTERH] 55479 3£594 11


https://www.tencentcloud.com/document/product/436/6884

@ Hﬁ i:H.E JSE e

<property>
<name>fs.cosn.credentials.provider</name>
<value>org.apache.hadoop.fs.auth.RangerCredentialsProvider</value>

</property>

RN R @ BRI R (sd) ARTERH] %5480 3£594 11



‘:H — JSE el

1. fiH] hadoop cmd 17151 COSN WM X #fE, &F LRIH A PATIRIER GFF & LIRS HINRIZE R, RHE)

WTAR -

#Ffbucket,

hadoop
hadoop
hadoop
hadoop

PR N E RS YL IME R

—1s cosn://examplebucket-1250000000/doc

—-put ./xxx.txt cosn://examplebucket-1250000000/doc/

—get cosn://examplebucket-1250000000/doc/exampleobject.txt
-rm cosn://examplebucket-1250000000/doc/exampleobject.txt

RN R @ BRI R (sd) ARTERH] 55481 3459411



@ Hﬁizﬂﬁ JSE e

2. ] MR Job BEATHIE, FIEATFREEMH KHIARSS, BI40 Yan, Hive %,

MG

kerberos BENBIALE ?

Kerberos i B INUERYFR K, ANRPRTERVERRE, F A EBZRIERY, BIAIMXPEE SRR, & P OO TSGR,
N T RESR AR IR ERE, IR DI 223 Kerberos, R ranger HE1TEAL, [AII Kerberos 235 A—L&4%
REIFE, TR GE HOW LT REMREFR RIEITE R, MRFEINE, JTE Kerberos f5, FHEKE COS
Ranger Service £l COS Ranger Client #H 5% AL & I,

WERFB T Ranger, {EARECEBEM Policy, BERILECEIEM] Policy, AN{AI#:{E ?

AR APCHE T policy, RBRINEL8IZI%E,

BLiE COS Ranger Service lIRYZEHRTLIE THKE ?

AJLUR 7R, (H2 A H%1E bucket FIAHNAXER, ¥ BeA:plimi 41455 COSN fiff, HEATHRAYIRIE, &
HHBGX B E YRR IE X% bucket FIFTE AR,

B AR ANMIE ST, &RiE COS RiERFHEM COS Ranger Service MIZRE?

IfaH 3540 2 cache 1£ COSN flifFMI, FHJEIHAMEME T 5725 BT,

£ ranger WIEEN T Policy REBELI ?

BB ranger-cos-security.xml SXHRIELE IR @ ranger.plugin.cos.policy.pollintervalMs, JE/NMZECEIN (BN =
) , #AJ5EJE COS Ranger Service 55, Policy #H XA G, BIUEREIFERIE (N A A FE AN F 2 14
e, MNMSH CPU M HARED)

RN R @ BRI R (sd) ARTERH] %5482 3159411



@ IR X 517 b
A TITE Oceanus #2 A COS

ot TSR] ¢ 2024-01-06 10:54:03

Oceanus &/

T Oceanus B REHE SR RIVEKN LIRS, RFTIL8h, LRn] USRI Rk S iR oo b, A e
HEFE, WX 10T SERH, JRITHEEST Apache Flink #98, $RMERIEEII R LIRSS, BOEHK RIS TN a4E,
FHREMEREN R ERBIETE, RISeENEE SR,

U5 Oceanus fEAE TEFERVIERIG NG, HEHFHE SQL SiriEAEHE HESTHEE X JAR €, SKRHELE
HEEM, T Flink 52K, JRIFERTDIE PB R LSRRI AL BRAERT

H A Oceanus AR ZMEETEK, FFALUEH CRERFASITESEN, FHTHE S EIRERE, AR
PR AR EFH Oceanus N 17 (Cloud Object Storage, COS) .

TR

Rl Oceanus #£&
5k Oceanus Y2l &, B2 — Oceanus £#f,

BIEE cos FEhEi

1. B3k COS il &,

2. fEAMISHIREF, ATERERESIR,

3. M OURTERERE, G — NMEMEM. BRI GG SOk,
L

HH A COS I, Oceanus {EIFTEITHYMUELA] COS 1E [/l — s,

HiffE: Oceanus #£iill5, GIEE—" SQL 1k, HEHERS COS fEMRIHIEAVERE,

1. B]& Source

RN R @ BRI R (sd) ARTERH] 5483 3£594 11


https://console.tencentcloud.com/oceanus/workspace
https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13309
https://console.tencentcloud.com/oceanus/overview

JSE el

CREATE TABLE "~ random_source’

f_sequence INT,
f_random INT,
f random_str VARCHAR

) WITH (
'connector' = 'datagen',
'rows-per-second'="'10",

'fields.f_sequence.kind'='random'

'fields.f_sequence.min'="'1",
'fields.f_sequence.max'='10",
'fields.f_random.kind'='random',

RN R @ BRI R (sd) ARTERH]

R IR M
LA
BB M
LA i Al
LA
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@ Hﬁ i:H.E JSE e

'fields.f _random.min'='1", —— FENLIE Y B/ IME
'fields.f_random.max'='100", —— BN EBRARME
'fields.f_random_str.length'='10" —— BEWIFRF R

)i

iRA
IHALE N E connector datagen , TBERIESLZER Y S 7E K IEFA N BHETR,

2. fl|& Sink

—— TERE<TERENE P> R < S IRA TR > i B K R A T AR 42 AR AT S A SR R

RN R @ BRI R (sd) ARTERH] #5485 3£594 11



@ HEEHE JSE e

CREATE TABLE "“cos_sink™ (
f_sequence INT,
f_random INT,
f random_str VARCHAR
) PARTITIONED BY (f_sequence) WITH (

'connector' = 'filesystem',

'path'="cosn: //<{FEMGFR> / <SRG FR> /1, ——— BUEB AN H SRR
'format' = 'json', —— BUEB AR
'sink.rolling-policy.file-size' = '128MB', ——— XHERIIR
'sink.rolling-policy.rollover—-interval' = '30 min', ——— XM RE AN
'sink.partition-commit.delay' = '1 s', ——— TRXERIER
'sink.partition-commit.policy.kind' = 'success—-file' -— SRR

)i

Ve
¥ % Sink 1Y WITH 2, 152 UlFilesystem (HDFS/COS)3(HY,

3. k%48

RN R @ BRI R (sd) ARTERH] 5486 1£594 11



@ Hﬁ i:H.E JSE e

INSERT INTO "~cos_sink’
SELECT * FROM " random_source  ;

EE
AR R, TESLERESS H Y,

4. fENL BB E
£ Connectori%f¥ flink-connector-cos , {FERSEAF X COS Myl FALE !

RN R @ BRI R (sd) ARTERH] 55487 3£594 11



@ Hﬁ i:H.E JSE e

fs.AbstractFileSystem.cosn.impl: org.apache.hadoop.fs.CosN
fs.cosn.impl: org.apache.hadoop.fs.CosFileSystem

fs.cosn.credentials.provider: org.apache.flink.fs.cos.OceanusCOSCredentialsProvider
fs.cosn.bucket.region: <COS FIT(E Hi s>
fs.cosn.userinfo.appid: <CcosS Fi@HFH appid>

TENVELEBERHAN T

R <cos FRfEMIE> OV ESKERTY COS Hulsk, H4 : ap-guangzhous,

HF <cos FRIEBAFHY appid> B#ESRT APPID, Bfkig#EA ksl &H,
i

RN R @ BRI R (sd) ARTERH] 5488 3159411


https://console.tencentcloud.com/developer

@ ﬁﬁfﬂﬁ o Gk

ER1EL S 8% E 15 S N Filesystem (HDFS/COS) S04,

5. BahfENL
ARG > BERE > RAER, 4% SqQL E\EShE, BENRTRIMEE COS H & EH ARE,

RN R @ BRI R (sd) ARTERH] 5489 3£594 11



@ HEEHE JSE e

e =) M A fER] COS
A S3 VS =7 M A COS HyiE
FCiE

ol IS TE] ¢ 2024-01-06 10:54:03

Amazon Simple Storage Service (Amazon S3, T XfE#5 S3) /& AWS RIS 2 —, &S ZFENRIE,
S3 MMNAEN SRAFEI T\ L AR, BN 572 (Cloud Object Storage, COS) 2k T 3% S3 #YK
MA%R, WIS DUERER 32 S3 M FE R COS AR%5. A SORFE s AU I 26 5 FBCE N # ] COS
A% o

R TAE

AN ARG LIEER Cos ik

AERIEEN AR WP ERIZEM s3 Compatible FHE, MRARZEIGIAILUER COS RS, WIREAEKERHEH]
AR AN R DN REETRIE T (R, ERTDUDCR T ], BRI, I8 MBICSR MZSCR B RIRTTE5 1, FFeft
R DR AR SRME R, DABERRATT AT DASE PRAG S A R [
AERIEHI R A RIS Amazon s3 , SXKREIZNV AT LURER] S3 AkSs, {HREMHEM COS k35, EFmELEM %
FUBCE it — 249, AR AE R SR HIBC B A s — 25 B R

#%% COS IR%

B EEREKES
WREAEEREM, ATRKHD R, )

DB2 | SERELAINE

(MR EFER, _J”JEH%IH:*EH%O )
FEIAIETRAR, ES I LA INET2,

IR : FiE COS HR%

4 : ¥4 APPID M5
TEVI A& BPZER S 1Y AP 22505 B T AR EOT Id 5% APPID, Secretld 1 SecretKey.

RN R @ BRI R (sd) ARTERH] %5490 3£594 11


https://www.tencentcloud.com/contact-sales
https://www.tencentcloud.com/document/product/378/3629
https://console.tencentcloud.com/cam/capi

APPID

JSE el

125 555

Secretld: AKID3AN '6NEu I
Secretkey:nT2F

THOXIG

L5 . CIRTEHEN
UL QI ERT B — DB,

o0 LN E BRI E R, AR S i N R A AN, T LIRS I D IR,

fEN FHHELE COS iRSS

EAIE

KERST I FAFERC B I REARSS N, A SEBIRYBCE I, T A 2830 e B I B A4 P oA Sk i

BiA

SRR B R A EMRER], Al DUPCRTA ], BORIN, BB MZSR B RIRIES |, FHHRAHE X 5
MR PHIREEEE,  DUERRATRT DUE PRI R ok A 7,

P i T S LA

TR/ IR 55 TR L rs /A AR 55 F 4L
F%/Service Provider/Storage Provider/Provider

e

1 55 i 1/ IR 55 L1/ R
% URL/Endpoint/Custom Endpoint/Server
URL &%

RN R @ BRI R (sd) ARTERH]

LEEQIRL

3B BRI N F N (5 FH AR AN, PTREFEAELL T LAV
o

AR LT A 2 S3 FHAA7E/S3 CompatibleSF FAERYIE
T, AR ARG AN I,

WS amazon web services/AWS/Amazon S3 &5+, i
RIPARFXANETR, H 2 A 5 A B E 7R SRR A TR —
AR,

WEREAE ZENEDE, (HZ2 TN A EEEI5R; S3 Ikss
o¢ S3 AN, LRI LIRSS VAL E, HRFEFEES
BRI 3,

WS R EAE G, 1ROk, Z N FHATREREM A COS iR,

XHEHTIHE S3 MAMRSSHIMRSS sk, 1EfEH COS ks
i, XHIEE COS MRSk, By .
cos.<Region>.myqcloud.com

£

https://cos.<Region>.myqcloud.com

o]

55491 59411


https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/contact-sales

Access Key/Access Key ID %5
Secret Key/Secret/Secret Access Key 5

Hits/Region %

17h#RE/Bucket 25

HAMINS- R4 EC B i

JSE el

e s BT,

https://

, MRIEEENMN AR, SR ETE, Hp
<Region>

K3 COS HYR] F b,

EN A, R RETEAR S5 HubE A 1 s A1 i el 7 i
ﬁo

BIANESHIFRERAET PN, AR 2RSS ok B Y B iE
cos.ap-guangzhou.myqcloud.com, 4753 RL i p E s,
HB A R FH FR A TETERREN ) M s T R 7 A

WS AR S5 R ks b L RE 4 Amazon S3,  Jf LRSS Ui
ROUBATARCERY, AR ASERT LLRHIRSS i s (B SO RiTR Y cos.
<Region>.myqcloud.com&https:/cos.
<Region>.myqcloud.com,

ANSRAR S5 Ui iU A AT BC B Y BRI AR SS Uit s BC B, AR A 8
HI R FHARERE COS RS

X EHIEE T IRA vhid %1 Secretld,
X HIEE D R4 Fid SR SecretKeys
ERRERIN. B3, Auto 5% Automatic,

R A A TFERI AR, 18 <BucketName-
APPID>, filllexamplebucket-1250000000,
BucketName 3 %5 H QIR IEIERNE BRI ERER S FF,
APPID iy #5584 FRICEY APPID, 41 ESCAffiR, sXHEITE
f AR I PR B (E AR 55 Mtk TR e W bdskrh LAt 17 A
FAEHA SR IER M, AR ST E O i
W, AR AN ETEAER S TR BT S A AT
<BucketName-APPID> #%3X, 73 M5k L5 E & BT %A,

RN RR T _EINEARLESY, SEA L HAIG mAACE, T EREAE ) COS RITIRERRT, LAUEEELFIIIERN

MR COS k55,
AR 55t 11 5- DM

COS IRZ5 >4 HTTP WA HTTPS WX, ¥IfERIPRCERIARI80MI4430 (11, FTRZeEE, FlTEE L @

HTTPS XM COS i35

RN R @ BRI R (sd) ARTERH]
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Ny — X R
A BT
Path-Style 5- Virtual Hosted-Style
COS [RIIN SCAF PR FREE FH XU

AWS V2 &4 5. AWS V4 &4,
COS [RIF SZHEF AP 4% 3

+3FH7
énln

COS IMRIES: S3 WA, AISRMEAER A COS MRS BEMEARIE, AT HERF ], BRI, 1B
HIAEZ MIZSCR B RIRTHES |, FHR B X N R AR IR IS5 R, DUEIRATT AT DUSE PRy AR A R [,

RN R @ BRI R (sd) ARTERH] %5493 3£594 11


https://www.tencentcloud.com/contact-sales

@ EEEHE X R A
T WordPress 12 172 COS

oo T A] - 2024-01-06 10:54:03

(il

WordPress 2 H PHP I6E AR5, P AILUESR PHP Al MySQL BdE R IRSS %8 H2RRE T B /Y

Wk, AT WordPress M{E—PMARERRSE (CMS) KM,

WordPress WigEsR A, B, XFEEBEETHBRZ, 5TV 750hiE, AR E— DBk A rsae, &

o B = T R RE SL IR A VT RE

R SCEFATIRA 4 — T A G SCI AR 2R, FF WordPress RYSEARZERHF I EIB T X S (7
(Cloud Object Storage, COS) _E,

COS BEfim¥ B, A, AISEML 2R, R ARERERIEE COS EALITAAL

FRHRHATE B = Y AT SR

TEHIRRSS 2 0 35 B HE S B I T 2],

P EEEFHHERCREIE COS RS54, b ARG aeiy TR 3/ E, FPUinbEEE R,

AIBLE ST WA % M4 (Content Delivery Network, CDN) #t—42FF P & & B B EREE, R LMB5

A5

GEiE=Ses

1. &6 COS ¥tk 4k, RIS UL Al FIE BREfE5 1,
2. COIEARSS . BIAI=ARSS 2% (Cloud Virtual Machine, CVM) . HHEHEEIRTZ UL CVM 77 il S

SR I

Wordpress #:38

BT BIRBIRSS dR Pus S a8 WordPress, HWFG X @ @ B EE B TS, WIRELS WA RN
BYETRK, rIFaisE, EHES TS

F5h#5% WordPress S A& (Linux)

FaN#57%E WordPress ™ ABfisi (Windows)

XA R B0 E WordPress, FRIGEEE RiEDSE, AL BATT

1. FHREE WordPress,

1.1 B¢ mlRssantedfilt, s sep s s m e,

1.2 BT ERRIEFNA, I ELHIEE > B+ nhBET g, G NBETIFERE,

IR L BRI (bR ARSUERT] 55494 3£594 11


https://cn.wordpress.org/
https://www.tencentcloud.com/products/cos
https://www.tencentcloud.com/products/cdn
https://www.tencentcloud.com/document/product/436/13309
https://www.tencentcloud.com/document/product/213
https://www.tencentcloud.com/document/product/213/8044
https://www.tencentcloud.com/document/product/213/34806
https://console.tencentcloud.com/cvm/index

@ HEEHE JSE e

1.3 TE Bty b, PR, i A wordpress T,

1.4 FERETGR, LUEEE WordPresstZ#2F_v5.5.3(CentOS | LAMP) yfil, sAiRBREER,
1.5 FERGEN S5, B3t CVM HEfilE, NGRS LI 4, FRIIBGE80% 1y Au RN,
2 ESEBIEHIE, 2HIZsIRGESEBINAMN IP, (EAMN iR http: //AMW 1P /wp-
admin , JTUAZZ%E WordPress [ :

2.1 1%$% Wordpress &5 5, Hiii Continue,

2.2 ¥R WordPress Ul sibndll, S4B R K T IR .

2.3 ¥ Hi&EEWordPress,

2.4 EHBR,

3. I WordPress 4 E#hk4<6.0.2,

BAGRE /EMISE s, A HT R, BT A6.0.2,

R COS 7FhiEiE

1. QI — N RFEE BN, FEMHEEI 55517 WordPress @7 F-5 1) CVM HYHUSAER, BT
HS UL BB SO,

2. TEFFREREFIR M SN Y QIR FIENE, JF i AFMm s, BEATAAEATR DU,

B AELMISHUREH, AEBE, TRV IR,

REIHFEE A
TR P 5 2N e A B TR S 22

R RE HEEFER)

£ WordPress J5 &, HAdHEHF, E#4%5 tencentcloud-cos ffiff, i L BIZEEH ],

=

B FEIRMFTRRD, SRS RHEMTER B £ S] WordPress ffiff H3% wp-content/plugins , &EEEAEM.

THELL Ubuntu {5 2228414
1. # A wp-content N H % :

RN R @ BRI R (sd) ARTERH] 5495 3£594 11


https://www.tencentcloud.com/document/product/436/13309

JSE el

cd /var/www/html

2. INIIBRR

RN R @ BRI R (sd) ARTERH]
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@ Hﬁ i:H.E JSE e

chmod -R 777 wp—-content

3. QI H % -

RN R @ BRI R (sd) ARTERH] 55497 3£594 11



@ Hﬁ i:H.E JSE e

cd wp—-content/plugins/
mkdir tencent-cloud-cos

cd tencent-cloud-cos

4. FEEEAFRIEFH R

RN R @ BRI R (sd) ARTERH] 5498 3£594 11



JSE el

wget https://cos5.cloud.tencent.com/cosbrowser/code/tencent-cloud-cos.zip

unzip tencent-cloud-cos.zip

rm tencent-cloud-cos.zip -f
5. B i AR, BRI B izt BdiE Mzt

[Wig:das

fE4 1 tencent-cloud-cos it i COS TEER{E R -
1. B i E R AL E A tencent-cloud-cos,
2. fET AL E COS MAMHXER, FCEEHN M ¢

RN R @ BRI R (sd) ARTERH]
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A BT

i i

Secretld,
SecretKey

It ek

ZE[Al 4 R
Vil

13 A4
FEAR MR
(TR
811 450

CICITYIE S
SPFHTR

SR

P

JSE el

AL (E
VIFERER, AT = AP FralZAIERE

Gl R T AR I PITIZE 22 A s
BIEFF BRI B & TRER SRR, flilexamplebucket-1250000000

& COS WUBRINFIEMIES, M P EQIEIEIEIN, HRGURYE B2 VAR B 328
o ANEIHUSEI ARG R RIERINR S, ERTLEIE: A A7 e S, TR R
> BHERPES

XF EFEE) COS Ja HBhEm%, ERG CA A SIMHMZE, rHgiE e Emd
HEE, TREARHRE

R, SMERSCHE, RRMERAHSCAERIA, DRCREIZEE COS sty AFREIAR, W]
73 fE£L[E]

HBJEA 2 A& R4 [ S

TR T RIRSS, RINE R T, B4E, FHusa. BIUKEISEERE, RERIZ U0
Y CITYIE SR LV

BRI, AIMER . 5L &L S'UIK SCR, PR DTRE 2 A N AT R 2 B e
Milkss, PIFSBIA P RO EEEME, EREM, BOREFEENE, IEHsE X

28

THE ST, RIRESCAEAS 9 & . PDF 8¢ HTMLSDUH, AR SORS PN A Y DT R ]
i, PERATS UL SO EhA

IWRER, RHEMESER

3. BLEsEkE, A dARPECEAIA,

IBUE Wordpress BNHFMEE] COS

£ Wordpress tliE—RiFE X E, BER A ZGRFIE COS,
1. QIE—B W E X, 1F Wordpress (V3% BAd S E " EMISEH,
2. X Wordpress BRINAE AT, 1847 | “SCEE#HI TR,

3. B gL

4. ek B —KE A,
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https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/products/ci
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5. &R, BEFC HEEFHY URL, AR Fisily COS rystill, flAl https://wd-
125000000.cos.ap-nanjing.myqgcloud.com/2022/10/3.B-1200x675.jpeg , &I\

N . https://<BucketName-APPID>.cos.<Region>.myqcloud.com/<ObjectKey> , FREFE_LEE

COS T#ifio
6. X5x COS &, 1£ COS 1t HREE ZEN Y L=EMIE f.
BiA

DUEIARE )G, % T RAURTEFY IHERE] COS 17t (A fif COSCMD T H 5¢# COS Migration T
5, BNEEEEERMEERER. FPEmls, fLUFERIRIRE, 755 T &iE b,

IS

1. {1 CDN Ji3aij ]

FEAEMAAN SR 5 2200 E CDN Sk, w20l CDN NIEACE kY, FERRAFIZE SR URL g EUCHERIA CDN hlEE %
B H E SR A HTAT

2. B BRSO A A B R b

ANRAS QIR AY G A, B 2 2 i 2 (B S IR BRI, FRAT TR BN SR A T 8, FfRHR AL TR e
RE, THTEE KB HLATICIS &M,

IH A EE IR, Fla] nttps://example.com/

IR IEE I EN IR, B0 nttps://img.example.com/

3. KBS A

FEXEHG N NE R, HE6HS SR REEVEEIR No 'Access—Control-Allow-Origin' header is
present on the requested resource . JREKZEARN header, EFHRELLEIHIjH CORS ZEHRN
HTTP Header fiti&, T EAEEMNMREHITALE

£ COS 5 _LAtE
VifA

KT HIRECERIEDE, 165U B0 S,
£ CDN #Eiil &5 _LACE

LTRSS, WIECELD T
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Access-Control-Allow-Origin: *
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RN R @ BRI R (sd) ARTERH]

55502 #5941



@ Hﬁ i:H.E JSE e

Access—-Control-Allow-Origin: https://example.com

4. BE R

AERAEAAE WordPress Jg AR EAEGIR, BBOTEEIRIZE, AP ERIES W RE T S,
FEEFERE G, H& 0 E XA COS I i, COS ZMEEmMAAS, X& imikE 302 HTTP K& IH
Bk 22 [m stk oGt LR HBAE, RO SR TSR BE2A R P i, AT CRIEVT R, [RIRE COS MRS & HlZ S FFH IR 17
EAFER R E SRR 5 88 )05, COS E#Zan Hi o SRIFIR [ 455 F Ui
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(Sl

Ghost ;2 — 12T Node.js PrsfE R KNG AIEZE, FFA&E @ Ghost ‘B 75 cli TE—84AERHE KN AN
uh, IR EI mARSS 451 Docker b,
VER—MEEAMEL, AR DRIINEE, Ghost BRIAZFFHSFTRREEA Y, A SCRFAEH AR]853 Feh A B
HARIFLE IR (7% (Cloud Object Storage, COS) L, FBIRMIHHRTEIE COS LB LUTAFAL -
B RE A B = A R SR
TESHIRSS 25 E 75 IR IR HE S A 7 2Rl
PR EEEFHHERREE COS Ik%5eR, b REIRSS aaly T 5/ iE, i RbE R,
AJECE IETH SN A 4% (Content Delivery Network, CDN)  #—518 THSIZ M P &5 B A MR EE,

e TAE

2 Ghost MG

1. &% Node.js 84,

=2

2. ‘&% ghost-cli,
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https://ghost.org/docs
https://www.tencentcloud.com/products/cos
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npm install ghost-cli@latest —-g

3. Qi —IIH, fEIZIHIIRE S TS
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ghost install local
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v @l ghost-cos-demo

B content

B current

B versions

[ .ghost-cli

[ .ghostpid

{} config.development.json

4 FTIFRR, HEA localhost:2368, HIRIEM I, EMEHABHIEA,

(@ localhost:2368/ghost/#/setup B M {y) Q Y &2 @

Welcome to Ghost.

All over the world, people have started 3,000,000+
incredible sites with Ghost. Today, we're starting yours.
Site title
Full name

Email address

Password

Create account & start publishing >

Bl COS F#iEN
1.7E COS il &5 A —MIFR N DB BRAAE BN, #RIFHE517Z 0L Q12 75,
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https://console.tencentcloud.com/cos/bucket
https://www.tencentcloud.com/document/product/436/13309
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2. M REEE > BN CORS BB, RMil—1THEEILE, NA@EEKa AL FEE, H#ERS TSI ILEE
BT A,

I Ghost X EXEI COSTFiE
e

S 25, IPGEE m/ MPRTES |, BARMER XL, FIKSEHIRIAISE 10K 507 0 5 5 S H,
1. &2 Ghost I H AR H 3% T 1Y config.development.json BLiE SCAF, RNAl FECE
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https://www.tencentcloud.com/document/product/436/13318
https://www.tencentcloud.com/document/product/436/32972
https://www.tencentcloud.com/document/product/598/32675

A BT

"storage": {
"active": "ghost-cos-store",
"ghost-cos—-store": {

"BasePath": "ghost/", // AMEZNHECHKER%, TEENBOAMEHZ

"SecretId": MAKID****kkkkkkkkkn

"SecretKey": "***************",

"Bucket": "XXx_le)********"’

"Region": Mk d _K,khkhkkhx

t
}
SRAANIT

Pic i I3 R
BasePath S FERY COS B, AIAAITIEW, THEHENIBARE %
Secretld VIMZSAEE, AIRIE = AP HhaIEAIEREY
SecretKey WREAEE, AIaiE = AP 25 HHElEAIZREL
Bucket BIRFIERIN B E R HE, B4 examplebucket-1250000000,
Region O ARIN FT I BEAY e,

2. QI HE AP E R, EIHERES FHAT
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https://console.tencentcloud.com/capi
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mkdir —-p content/adapters/storage

3. RN E /5 R iE1Y ghost-cos-store fdifk

3.1 @5t npm 2%,
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https://github.com/tencentyun/ghost-cos-store
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npm install ghost-cos-store

3.2 £ storage H % T ll%# ghost-cos-store.js X4, WAAIT :
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// content/adapters/storage/ghost—cos—-store.js

module.exports = require ('ghost-cos-store');

3.3 j@it git clone %%,
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cd content/adapters/storage
git clone https://github.com/tencentyun/ghost-cos—store.git

cd ghost-cos—store

npm i

3.4 ZEESERRIGE, TREE)E Ghost,
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ghost restart

RSO HEAT AR

1.3 A Ghost EHf5 1/, RikFE—RXHE,
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@ localhost:2368/ghost/#/dashboard

O tencentcloud-cos-we... Q DaShboard

) Dashboard

O View site

¥ Posts =+

Drafts

Scheduled
Published /\7|

Welcome to your Dashboard

Pages

You'll find member analytics here onct
O Tags someone signs up.
S Members 0

Add or import members >

2. sy BAREF, TENSEEAN AT AE 2 upload 1E R, FHR[E T & Fxf R HY COS #EH%,
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uffl

i

BARLH, MER2AMERERR, BEIRA. By oo, T, e, M—RERRAIRE, BR TR
RSB R, NNRTRIECE, HHEALSHLIESEREAB S BB —SXFRK, DR EIRRRA AU B
AR ERRARIE R, #02 TR A EAERRE, Kitt, SmnrvEsrt, Bk,

B, RENEEINHUR ARSI EaE £ R N A NAS 7708, A5 SCFEEm AT 7o (H%ER
B2 e R 2

&b, HER—DNRATLRE. BRI ERIEE RN L, CRERIUES D NATETE, 12 $l5- 58 X R
TAE, ETFEERINT, SHEREXHFRARN, FRERAREREIR, A, SO thE2RERLE Y,
TN IR R A R 2 A T 46

Er LR, AR B TR BRI ME P] DUPRIE S 2 22 2 2 S8 HER,

KEE ARSI, BATA TSNP REFERSS, BN 57 (Cloud Object Storage, COS) #b/@iXftE—
HMR%s 5 WEEERIEERES S H, FABEORER, MHBORBEE, ERATR &0 ROV, #TR,
BATRTRZE XM, TR E, FEONSXEE Bah&hEn b, HEMRIEE O X Fr
HERES

A2l

Arq® Backup & —#k3HF Windows 1 macOS RGN IF, ZRIHERGUG AalT, IRIEEE R — BRI
A E SIS HEER H S, RN R DN RS S, R DA ERE A SRR s, It
o, BINRSNENDARSNAEEZRNXE, N TARBENVEL XA ER—X, BEh AR, &
s R AT REMR, TERF I SR BN A 2 /T, BXFRELT P ARG 2 00 SR T N, PRUEEAENSS
e R S E R AR AN PR, SRR P U Z 21,

Arq® Backup FNLEACN49.995 LN, AP WALl UER A THREALEMEM, RINFREAB0R Met M,
AT LA & Al K,

BiA

Arq® Backup ¥kt H RITE I IA IR SR, BRPFRY T2 W SERTRE % i BRSS Rl AE i 8K 5 5 s N,

MR ETHN RIFE

i
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https://www.arqbackup.com/
https://www.arqbackup.com/

@ E§ i:HE JSE e

FIREATELIEH COS, B2 - 255K,

1 TEIHIE SIS HFoem L INIE, AR TSEAAIAUERY A P 0 SE A E 5 A B

2. B A5G COS i, 1&IBHE /R COS,

3. MEXN A7 COS HEfilarh, sdi/eM S FFMEREFIR, A5t FTintlErEmEmm .

HFE L TEERAFR, B4 “backups”s

s, - ] DURIR P e a e, (B2 E A ZARSRIE, BaiHi Dy Trmt X a mnts LRILE, Kit
AT DAde e Rl Bl B PR S 32 B AR B I

Create Bucket X

MName backups 250 O @

Only support lowercase letters, numbers and "-". Up to 50 characters

Region China hd Chengdu ¥

Services within the same region can be accessed through private network

Access Permissions o Private Read/\Write Public Read/Private Write Public Read/Write
Endpoint backups-125¢ 77007 L cos.ap-chengdu.mygcloud. com
Bucket Tag +
Server-Side Encryption 0 Mone SSE-COS

0K Cancel

HAA B IRFFEIA, FERBA L € FIRE, A5 AR AE,
L
SR ERMAVIEAAD IR, 1HS W 027,
4. %555k AP EHE YIS, QI IE R HIE 5 Secretld 1 SecretKey,
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https://www.tencentcloud.com/document/product/378/17985
https://www.tencentcloud.com/document/product/378/3629
https://console.tencentcloud.com/cos5
https://www.tencentcloud.com/document/product/436/13309
https://console.tencentcloud.com/cam/capi
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Create Key

APPID Key

Secretld: AKICysd”™ "o
125€7°7770

S-E-CI"EH{E}': wwwwww Show

LAEFALE Arq® Backup

YilA

AL Windows 1Y Arq® Backup 6.2.11 A,

1. M Arq® Backup ‘W TE#

2 AR IR P R, RSEET M R HBEs), EXEIIN &R EsR, SN A HCFE ik I .o Start
Trial,
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https://www.arqbackup.com/

Eile View Help

Start Arq 6 Trial

2

Enter email address:

ll l

| accept the license agreement and privacy policy.

Start Trial

Buy Mow Enter License Code Read-Only Mode

3. £ Backup @+ # i Create a new backup plan, 7sIn#&7311%l,

IR L BRI (bR ARSUERT]

JSE el
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Eile View Help

v Active Backups +

> Smrage Locations + MNo Dackup plans are configured

Create a new backup plan

Need to restore from a backup?

Configure a storage location

Arq Trial
31 days left

Buy Now

4. (ERRECS M, ERFREEMVHED, ATLUER A AR H %o
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Eile View Help

Add Backup

v Selected: all drives

(@) Back up all drives

[
i)

lect fi

m

s 10 back up

Back up SMEB network share

[ Nec |

> No storage location specified

> Exclude 24 items

> Encryption: Off

> Schedule: Every hour

> Maximum Transfer Rate

> Retention: Keep all snapshots

> Excluded Metworks

> Email Report

Arq Trial
31 days left

Buy Now Save Cancel

5. #.if; Add storage location, RINEMHEELLE, A0 FEFIR,
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Eile View Help

Arq Trial
31 days left

Buy Now

Add Backup

> Selected: all drives

v No storage location specified

™ Arq Cloud Storage free tria

Add storage location...

> Exclude 24 items

> Encryption: Off

> Schedule: Every hour

> Maximum Transfer Rate

> Retention: Keep all snapshots

> Excluded Networks

> Email Report

> Options

Save Cancel

JSE el

6. ILALF A 1IEHF S3-Compatible Server,
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Eile View Help

< Add a Storage Location

B b

Amazon Drive Amazon S3 Backblaze B2
*
@,

Dropbox Google Cloud Google Drive

B

7 a> |

OneDrive SharePoint SFTP
Wasabi SMB Network Share Attached Disk

O

S3-Compatible Server

Arq Trial
31 days left

Buy Now

7 AEBREE SR R IR T A TR, P SeES, i Continue,

Server URL : %l A _FSCCRRIERBEH, M cos JFRARIERSY, FHAERTHENI E https:// , Bl
https://cos.ap-chengdu.myqcloud.com , HFEIXENTUETEERI AR,

Access Key ID : _E32idsgVEAIE B HRY Secretld,

Secret Access Key : ItV EE EHHY SecretKey,
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< Add S3-Compatible Storage Location

Server URL: | https://cos.ap-chengdu.myqcloud.com
Access Key ID: | AKIDTwXsRnJIAIBGThvzMSHsDHAD"

Secret Access Key: -------------------------------- (&)

8. TEREE Y S IR i Use an existing bucket, Ff1e+% LS OIERIZERE, 5141 backups-1250000000, A5 5
i Save,

< S3-Compatible Bucket

-::E::- lUse an existing buckst backups-125°°77°77

Create a buckst

9. (A% IEFEREIMEFRIE, WEBNNERIT B,
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Add Backup

> Selected: all drives

W

Storage location: backups-125

> Exclude 24 items

v  Encryption: Off

Encrypt backup data:

Mext
> Schedule: Every hour
> Maximum Transfer Rate
> Retention: Keep all snapshots
> Bxcluded Metworks
> Email Report
> Options

> MName: Back up all drives -

Save Cancel

10. TESAEGHIRE ] TRV, AP TSSO FEE, ol oK, ERIEFRICENHEN, BN
TSR E S !
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Eile View Help

Encrypt the backup data

Choose a password: l

Type it again: |

e [

1. (M) REEL A,
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Add Backup

W

Selected: all drives

b

Storage location: backups-125

> Exclude 24 items

> Encryption: On

v  Schedule: Every hour

(@ Hourly
Every | 1 hour at| minutes after the hour
Mon Tue Wed Thu Fri 5at 5un
Daily
Weekly

Mot scheduled

Last backup ended at: -
Mext backup starts at:  2020/4/27 5:00:00

Start backup when a volume is connected

Mext

Save Cancel

12. MiiiSavefR7iXE, AJ5HdiBack Up NowF 45817

HAFTE - BBRaIHE b)) BRIEENH #5527 594171
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Eile View Help

v Active Backups +
estore
© Back up all drives &1
B backups-125
& Hourly
& Encrypted -
> Storage Locations +

Arq Trial
31 days left

Buy Now Edit Detach Back Up Now

MEA IR E S

1. EE S mE /M Backup 5l H, 5 Restore,
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= O X
Eile View Help
v Active Backups +
() Back up all drives frind
B backups-125
& Hourly
& Encrypted -
> Storage Locations +
Arq Trial
31 days left
Buy Now Edit Detach Back Up Now

2. AIERIEIR LS5 IRE TS R, W& 2k A,

N
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Eile View Help

Enter encryption password

3. IERRELIR I H B, DURPRTFIRE HSRECCFIVALE, #di Restore Ak
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— O x
Eile View Help
v Active Backups +
a Restor |
() Back up all drives &
B backups-12= Snapshot: 4/27/2020, 4:38 PM Snapshots..
B3 Hourly
& Encrypted
> Storage Locations e
= Char
¥D:
¥ Pictures
» [ Camera Roll
Arq Trial
31 days left Restore to: (@) Original location Desktop Choose location...
Buy Now

4. IR EBREBN RIS HIRE, MRATRE, I LANPRRRAEEITT ERRAR &, T SERARY &
K& ., B Snapshots & & PLd,
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Backup Restore

Snapshot: 4/27/2020, 4:42 PM Snapshots...
Q
File Changs Last Modified Size Files
kIO Modified 4/27/2020, 425 PM 190 bytes 1

5. JEFE T SR,
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— O X
Eile View Help
v Active Backups +
a Restor |
() Back up all drives &1
B backups-125
£ Hourly € Choose Snapshot Delete All Shapshots...
& Encrypted
S Emerelcer + April 27, 2020, 4:42 PM
0 errors Select Delete
D: 190 bytes (190 bytes)
April 27, 2020, 4:38 PM
0 errors Select Delete

Arq Trial
31 days left

Buy Now

6. SEPEZ IR E A S HSRECCHE, DURRTFIRE HSRBOCAIALE, i Restore JTH4aTKH
7. FRSUETERIR R SRR,  BEIR BN f5E R B SR EE K E S
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ulll

Hil

NextCloud /2 — kM Gl M 4t BEEL Y TR P Im AR S5 2k i B NER R] LU BINZEXAF B A TR R A B I LR
%o

NextCloud FIRZ5 SR A PHP 455, [EIZIFIEBOACRIFAENRSS sy A i s+, Jid Bk NextCloud FCE, ] LUfE
HIER X R 17 (Cloud Object Storage, COS) TENERETEE, I RIFMEH RAVERBRIIIFERA, HEmiy
FISEERIAIAET), DURERIITF B2,

AR 4 NextCloud AR ST AN,  H AR LA AR 50 RAFEAVIX A, Bl RS iAg 2 s AW
ﬁo

EE

LA NextCloud i35 dii S 51| WA A it B SO0 i TS IO RAFAE T RE S BLE ARV S F A AT UL, ANFRENE A K
BT T3, EBURIEABRRIE 2 HHY NextCloud IRk 55 v L& 6 FH B TR RAF0E, BlJE R IHSEHIRBdET

R 2R,

NextCloud A5 imIAE &/

NextCloud AR ¥R H PHP w5, #4482 ] LIF ] SQLite. MySQL. MariaDB &% PostgreSQL, HH SQLite HF
PERE ERURRM, B AENAESIRN AP HH, B2 PHP, MySQL B % RS A X -8 A Windows fiiAs, {H2
HR4E NextCloud #EX 15, £ Windows T321T NextCloud RS IHATFE S FomtS E R, KILE /T EMARIE
Windows % NextCloud Ai% o

AR %5 ARECE

BN =ikS5 45 (Cloud Virtual Machine, CVM) HHTHZ MEHIR, FDLBIGHX A2 D5, ANREEILH]
AN FEIME L, BIAIRANTFER 10 5%, NextCloud FEALT AL FEESH/NMELHTF, 25 TR £ U3 IR R SR AR
A, PRSI R R PRAERL RN AT e oK, T 7287, l R R UL Y SRR A S AT b,
— RO IRy TR ]

FEMESCHIRA T2 5, R mIGEAR vCPU SERNTFMIGER:. 5L, AR vCPU 5-NFRIASIE A X BT A
W SE AN 28 W el PHP RILUEA] OPcache $2 7HP4RE, 1 NextCloud [k 55 ¥ ¢ i ] APCu PNTFER 7t — 012
THERE, KRIEEMUASHOERE |, B UOERERRIINLT,

M T ARSS AR E W SE G SR BC E RV EE,  RATTAT UL SERC B FLEURRI AR, BIAIE% vCPU 54GBATE, 1E5EMEE
HFFLIR EEAER S, RIERPR SR SRS 2509 % I R (e IR &5 75 2R e AU SR TR RE . AR
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EWHIER Es M EZ I P R TR, IRABBOEN21%8GBEI41%16GBIVACE, Rt R IEHITERER 2%
P EIER

MRS RBIERGE

TR Linux ZATHER ] URAFHISCRF NextCloud iS5 5m5a1T, BR 7 ARRGEZER AN R s (ReEH
TR) Aoy, HARRIBCE TIERA Xl

VifA

AL, CentOS 7. 74 1RGN ARS8 W B T IR

BbERE

AN LSRR, AESKBR A HEE S MySQL #4EE PHP £, 1 MariaDB 72 MySQL #y“ £ 4I"RA, 5 MySQL £&
Frm 3, Kk MySQL 5.7+8¢ MariaDB 10.2+¥9 0] LUR4FIIEC & NextCloud AR S5 Im i

FEH AR T E Y S BUEE MySQL FI=ERE MariaDB, #HX TERARS 85 b HEEERE, =EBIRERINKH—
FwEr g, BAESNAIENYE, BIRMANEHETESEERE, KR e KRN A EH =
g

L

AR MySQL 5. 7RA A Il TR,

Web iR% 88X PHP &2fTH

NextCloud iR&54iiE .htaccess 8E THBALE, KULFEA Apache ARSs 2Rk AFIN Al EH(E H NextCloud 55
Uiid EHTHOECE 0, Nginx S2ir L5465 & IR TR Web ARSS 854K, HHXAT Apache BAZEERLER . WIRGHD. 7t
BAE D ERRIYIE S, EIRF NextCloud RS AN . htaccess ECEFEE N Nginx FUALE, JRARAFIYS
NextCloud AR5 HIVBAT, ASCIHE Nginx IRES KM, HHRHE5EEENY Nginx BE &R G n] 5%,

PHP 21T HRTC AR EE] PHP 7, FE4EFIIRATIE7.2, 7.3/7.4, X3 MRAYIXZFE NextCloud AR%5 ¥, &
TME A FHT 7. 4800], 1A%, NextCloud S PHP FYE 09 AL, T SORFE M BRI Y B ER

BT EEERE

TEINZ H A AR NS IRV A NES (VPC) PN, BN Z sz ERrE P R g SR, A =ik
ERfIAIN 1P AR ISR St — 0 iE, EIEEE X MBS 7, 1P Hitk, RAVEMLZ AP EBRS BE A —HL2
FRESHIPN LS 22, FERVE NS, AT DUE BE MBI, 1P slERTRS F ORI, H AR 2% BT BRI SR B
TIRYIGEIIRE, FTEMIKS M AR #r i o] FH X3 A B SRR N S, RIASORF DURVE 4 D Bl T 5 22 8
o

BiRA

A RINVEMNERRI— PN, THS I AVE N2 SRR,

S E SR R L

RN R @ BRI R (sd) ARTERH] %5535 £594 11


https://www.tencentcloud.com/document/product/215/535

@ Hﬁizﬂﬁ JSE e

RS e+, =iEsL (Cloud Block Storage, CBS) RFLAZMRSS #s FHHA MBI S AV B BRI ER G,
NextCloud ERIMERI SR GUF M E LA, K A] DUEHR NextCloud WAHEFIBEIRIERGIP I n . 5 il
EAHLL, (ERXTRIFAERVIESS AT T TLNERE R T IR

IAZEE75 =

o

SRR T, AlEREREI SRS RIRERATENEE R, @B OSRERGUR G, IR BEEEE—
BnlRssaat, EHMERENREIERE, ST 10 BEN BARES HMTIRSS &t =R,

X RIFHE

MRIFAELL HTTP O MRS EE L, FREES G2 iy T ST S RIFERITFIEN R CCF) o RRTFEER
MNREE (Key, AJDUIEBENSIIFERES) 1ENFRS], EFEAEREIRMG. TR ML, fERRAIER BT
R, BEAERERNRIGN, HE— MRS — D RIREE, 75— DRI S B3R ER— &, S T
MEREEOR A G, TRRRARE B ESA L Z VTR R, BT NE N A B @ Pag &k, XHER iy Esk
ANrs,  HARELZS P o 2 W A AR 55 S £ 20 RAF AT RERS RN 5 I A Y PRI 38 T BE T2 P S I AL Y I 6 20
i, TN SRIFEAR S ANBRE, RO RAFE G S FERC N &N

#

mER

SEENEE AR, ALETERIGRT APIY A, VP RECTREERERGHY B, BES B XA —Er
XN, A EHILET A,

xSRI
MNRIEEETEM, NRFIEARE, ARENRE CUH) |, e Em4Er.

BiER e
RN RAF I 2 I A SE T B R UE R Ay AT 5

5% NextCloud RS Sma TR

#E% NextCloud ARSI == i

hR%#
AMBEEZ U ZIR55 & CVM PUf AT

=EIBE MysSaQL
ATHREIES I =8 dEE MySQL Pogi A",

RN R @ BRI R (sd) ARTERH] 5536 £594 11


https://www.tencentcloud.com/document/product/213/8036
https://www.tencentcloud.com/document/product/236/37785

A BT

JSE el

1 R8s N i A (ERERRIHEN REMERS) |, HAFHEESIR, nl AR, R TR

X4 57

B TR -
AL ff
2 A E1E ST R,
AR bR S CVM PR LB — 5t
3t [RFHBA

2. SERRA LRCESS, S diE e A,

Z%, BCE Web iRFEA PHP #ATH

#%E Nginx
1. f#H SSH ,E SKETMIARSS 25
2. YT P b4 %22 Nginx

RN R @ BRI R (sd) ARTERH]

B4l nextcloud. 1, ZAFMAEERFATCFEN

%4537 #5941


https://console.tencentcloud.com/cos5

JSE el

yum install nginx

YR T ERN, #% v JFFEIEMINZE (TRD

RN R @ BRI R (sd) ARTERH]

%4538 $£594 11



@ Hﬁ i:H.E AR

Is this ok [y/d/N]:

3. HHIMATERE, FRZETE,

RN R @ BRI R (sd) ARTERH] %5539 1£594 11



@ Hﬁ i:H.E JSE e

Complete!
[root@VM-0-10-centos ~]#

4 T RPATA T anay, RIEZA T LUERH AR Nginx A,

RN R @ BRI R (sd) ARTERH] 55540 3£594 11



JSE el

nginx -v

AN AL TER, MR E5E i,

RN R @ BRI R (sd) ARTERH]



JSE el

nginx version: nginx/1.16.1

‘&E PHP

1. i SSH T B & REIHMIARSS 250
2. FUAT P S a & PHP 7.4

RN R @ BRI R (sd) ARTERH]

5542 H:504 71



@ ﬁﬁfﬂﬁ o Gk

yum install epel-release yum-utils

3 RTHAT Fiba 4y
irn

RN R @ BRI R (sd) ARTERH] %5543 3£594 11



@ ﬁﬁfﬂﬁ e

yum install http://rpms.remirepo.net/enterprise/remi-release—-7.rpm

ViR
AT B e SN ahESE e, HERKNEAS), TR ctri-c BUHFHFEFPITIZGGS (FHED S
me2:

RN R @ BRI R (sd) ARTERH] #3544 359471



@ ﬁﬁfﬂﬁ o Gk

yum-config-manager —--enable remi-php74

mH3 .

RN R @ BRI R (sd) ARTERH] %5545 3£594 11



@ Hﬁ i:H.E JSE e

yum install php php-fpm

4. ZESEE, PUTUAT @S, RIEEG A IERER PHP A,

RN R @ BRI R (sd) ARTERH] 55546 1£594 11



JSE el

php -v

AN T ER, WSR2 EE5E i,

RN R @ BRI R (sd) ARTERH]

5547 H504 71



@ A S et

PHP 7.4.8 (cli) (built: Jul 9 2020 08:57:23) ( NTS )
Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies

23 PHP #ikr

R T EAKY PHP 44, NextCloud AL At PHP AEURSCEIER 57 DfE, A % NextCloud REIIFAEEER, Al
%% NextCloud B /5 544,

ARHAEHFF 2 %L NextCloud #4JERY PHP #HR,  ANERHHIE 82 A NextCloud HYEAMRTIZLNRE, 1B EIF BITREE
I H A PHP ARk,

RN R @ BRI R (sd) ARTERH] %5548 3159411


https://docs.nextcloud.com/server/19/admin_manual/installation/source_installation.html#prerequisites-for-manual-installation

@ Hﬁ i:H.E JSE e

1./ SSH T BB RKEHMARSS 25
2. AT Fadan 3£ PHP AR

yum install php-xml php-gd php-mbstring php-mysglnd php-intl php-zip

3. REESERG, PUTLL T B aE CL N PHP &L,

RN R @ BRI R (sd) ARTERH] %5549 3£594 11



@ ﬁﬁfﬂﬁ e

php -m
4. fIRA R HAE, EEHAIT yum install <php-module-name> B[],

EfEHMRE NextCloud RGNS

1. 1£ NextCloud =W T % NextCloud IR&5 5Tk 23T, FF EEEMSSa:  /var/www/ HXT, EAJLLELEL
TR
1M wget MREZEMRSS L TEZET, B0 HA /var/www/ BXE, HITHH wget

https://download.nextcloud.com/server/releases/nextcloud-19.0.1.zip o

RN R @ BRI R (sd) ARTERH] 55550 £594 11


https://nextcloud.com/install/#instructions-server

@ Hﬁizﬂﬁ JSE e

2. TEEIAMITEN £, Af5ET SFTP 8 SCP FRM L2 FEE  /var/www/ HZR.

3. MEHEIAH RN, H Irzsz B2, J5iERE !

3.1 fi/H SSH T EXEREHMARSS #5.

32 AT yum install lrzsz %% Irzsz,

33T cd /var/www/ FEAHWH,

34T rz -bye , FE/ETE SSH T HAESE FEEIAHAY NextCloud ARS5UH el (fkHE SSH TEAYAFE, 1t
B ERENRAEIED

4. SSH TEEFEHMIARSS 25

5. 8147 unzip nextcloud-<version>.zip MBERED, 4l unzip nextcloud-19.0.1.zip o

BCE PHP

1. fifH] SSH T BB EIHARSS 5.

2. 117 vim /etc/php-fpm.d/www.conf FIFF PHP-FPM RYRCE S, FHRRERECE (6T vim BB
ERTES R R BORE, At a] DUSE T EAR T AU SO B E ) o

1.0% user = apache B user = nginx .

2.7 group = apache fB®N group = nginx .

3. BUGERGE, WA wag PREFHIHRH O vim WIEAHRIERE S|, 1ESHME X))

4. AT Piba BN HRFTE#, (F PHP BESERC Nginx £/ :

RN R @ BRI R (sd) ARTERH] 55551 3459411



@ Hﬁ i:H.E JSE e

chown -R nginx:nginx /var/lib/php

5. KKAT T iba, FHES) PHP-FPM ARSS :

irn

RN R @ BRI R (sd) ARTERH] 55552 3£594 11



JSE el

RN R @ BRI R (sd) ARTERH]

%3553 #£594 11



JSE el

systemctl start php-fpm ¥ N2

BLiE Nginx

1. £/ SSH T EEKEHMNR S5 25
2. BT Mibdr mE WG B X%

RN R @ BRI R (sd) ARTERH]

%3554 #5941



@ Hﬁ i:H.E JSE e

chown -R nginx:nginx /var/www

3. &1 L HIY Nginx BLE X fF  /etc/nginx/nginx.conf , &AL :

1.#147 cp /etc/nginx/nginx.conf ~/nginx.conf.bak FFYHIELE XHEMHFEIR (HOME) H*%.
2. fEF SFTP & SCP & MRt L ATAC IE SCAF T EEIAH T AL,

3. 0% /etc/nginx/nginx.conf EREEWNTHEA :

RN R @ BRI R (sd) ARTERH] %5555 £594 11



JSE el

# For more information on configuration, see:
# * Official English Documentation: http://nginx.org/en/docs/

# * Official Russian Documentation: http://nginx.org/ru/docs/

user nginx;
worker_processes auto;
error_log /var/log/nginx/error.log;

pid /run/nginx.pid;

# Load dynamic modules. See /usr/share/doc/nginx/README.dynamic.

include /usr/share/nginx/modules/*.conf;

RN R @ BRI R (sd) ARTERH]

%3556 $£594 11



A BT

events {

worker_connections 1024;

http {

log_format main 'Sremote_addr -

JSE el

L}

Sremote_user [S$time_local] "Srequest"

'Sstatus $body_bytes_sent "S$http_referer" '
'"Shttp_user_agent" "Shttp_x_forwarded_for"';

access_log /var/log/nginx/access.

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 652

types_hash_max_size 2048;

log main;

include /etc/nginx/mime.types;

default_type application/octet—-stream;

# Load modular configuration files from the /etc/nginx/conf.d directory.

# See http://nginx.org/en/docs/ngx_core_module.html#include

# for more information.

include /etc/nginx/conf.d/*.conf;

server

listen 80 default_server;

listen [::]:80 default_server;

server_name _;

root /var/www/nextcloud;

add_header Referrer-Policy "no-referrer" always;

add_header X-Content-Type-Options "nosniff" always;

add_header X-Download-Options

"noopen" always;

add_header X-Frame-Options "SAMEORIGIN" always;

add_header X-Permitted-Cross-Domain-Policies "none" always;

add_header X-Robots-Tag "none" always;

add_header X-XSS-Protection "1; mode=block" always;

client_max_body_size 512M;
fastcgi_buffers 64 4K;

gzip on;
gzip_vary on;
gzip_comp_level 4;

gzip_min_length 256;

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ JSE e

gzip_proxied expired no-cache no-store private no_last_modified no_etag aut
gzip_types application/atom+xml application/javascript application/json app

# Load configuration files for the default server block.

include /etc/nginx/default.d/*.conf;
location / {

try_files Suri Suri/ =404;
index index.php;

location ~ "\\/(?:build|tests|config|lib|3rdparty|templates|data)\\/ {

deny all;
}
location ~ ~\\/ (?:\\.|autotest|occ|issue|indie|db_|console) {
deny all;
I3
location ~ "\\/(?:index|remote|public|cron]|core\\/ajax\\/update|status|ocs\
fastcgi_split_path_info ~(.+2\\.php) (\\/.*[)$;
set Spath_info S$fastcgi_path_info;
try_files S$fastcgi_script_name =404;
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME S$document_root$fastcgi_script_name;
fastcgi_param PATH_INFO Spath_info;
fastcgi_param modHeadersAvailable true;
fastcgi_pass 127.0.0.1:9000;
fastcgi_intercept_errors on;
fastcgi_request_buffering off;
}
location ~ "“\\/(?:updater|oc[ms]-provider) (2:$[\\/) {
try_files Suri/ =404;
index index.php;
}

location ~ \\. (css|js|svg|gif)s$ {
add_header Cache-Control "max—-age=15778463";

location ~ \\.woff2?$ {
add_header Cache-Control "max—-age=604800";

# Settings for a TLS enabled server.

#

RN R @ BRI R (sd) ARTERH] %5558 £594 11



>
J‘L]:I-E
—H
[

H = H H FH FH K H H FH K H H FH H K H H FH H H H H FH K H

server {

listen 443 ssl http2 default_server;
listen [::]1:443 ssl http2 default_server;
server_name _;

root /usr/share/nginx/html;

ssl_certificate "/etc/pki/nginx/server.crt";
ssl_certificate_key "/etc/pki/nginx/private/server.key";
ssl_session_cache shared:SSL:1m;

ssl_session_timeout 10m;

ssl_ciphers HIGH:!aNULL: !'MD5;

ssl_prefer_server_ciphers on;

# Load configuration files for the default server block.

include /etc/nginx/default.d/*.conf;

location / {

}
error_page 404 /404 .html;

location = /40x.html {

error_page 500 502 503 504 /50x.html;
location = /50x.html {

4 ARTIAT Fban 4y, B8N Nginx ks -

ikrn

RN R @ BRI R (sd) ARTERH]
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systemctl enable nginx

RN R @ BRI R (sd) ARTERH]
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JSE el

systemctl start nginx

ACiE NextCloud AR5 i X SRAF A6

R RAFREE R BB
1. B RN A
2. RENLAT IR TEREE, M bR LR,

RN R @ BRI R (sd) ARTERH]


https://console.tencentcloud.com/cos5

@ Eﬁizﬂﬁ JSE e

examplebucket- Specified user Chengdu (China) (8P~ 5419 0320 15:20:59
125 3 chengdu]

B AELMISHHUREH, EFBIRTRE, ICRERB R ARG BB HIs I 5

Basic Information

Bucket Mame examplebucket-
125680957 I
Fegion Chengdu  (China)

(ap-chengdu’}
Creation Time 2019-03-20 15:29:59

Access Permissions Private ReadiWrite

KB API %48
FN A TS840, FIRGEIE 5/ NRIES |, RS NG, TS SHIkEA 5% Tk 21 S 1,

B NextCloud IR IREC E L4
1. ARG T EAE config.php , WAL TAEIHABIEERIESHE RIVE

RN R @ BRI R (sd) ARTERH] 55562 11594 11


https://www.tencentcloud.com/document/product/436/32972
https://www.tencentcloud.com/document/product/598/32675

@ Hﬁ i:H.E JSE e

<?php
SCONFIG = array (
'objectstore' => array (
'class' => "\\\\OC\\\\Files\\\\ObjectStore\\\\Ss3"',
'arguments' => array (
'bucket' => 'nextcloud-1250000000', // TFiBWAFE (ZERIZH)
'autocreate' => false,
'key' => 'AKIDxxxxxxxx', // BHWHNHFH Secretid
'secret' => 'xxxxxxxxxxxx', // BYHNHFM SecretKey
'hostname' => 'cos.<Region>.mygcloud.com', // P <Region> BUCHFTEMIE, 41 ap-sha:

'use_ssl' => true,

RN R @ BRI R (sd) ARTERH] %5563 1£594 11



,2) Hﬁfﬁﬁ JSE e

AT EIFR

<?php
$CONFIG = array(
‘objectstore’ => array(
‘class' => '\\OC\\Files\\ObjectStore\\S3',
‘arguments’ => array/(
'bucket® => "nextcloud-125 55, //
'autocreate’ => false,

‘key' => 'AKID 6NEu', // Secretld
=> "nT2P THex', // SecretKey

'hostname’ =» 'cos.ap-shanghai.mygcloud.com', //

‘use_ssl’' => true,

2. FHZ SR FH EAES]  /var/www/nextcloud/config/ HE T (RFXHEHN config.php ) , &EAJLL
it SFTP 8¢ SCP X ff bf& ey, HMalbiGEeE rz -bye mis bfg,
3. PAT T ibmm Bl E X FEH -

RN R @ BRI R (sd) ARTERH] %5564 1£594 11



@ Hﬁ i:H.E JSE e

chown nginx:nginx /var/www/nextcloud/config/config.php

iiecEd

A RIEH B R T (P sk 175 A2 NextCloud RS54, &nI5E S TEMTRGRY ULBASCRY, TR
F I RHEA AT RIS CVM 1Y 1P Hulk I E52 iliAs %50

RN R @ BRI R (sd) ARTERH] 5565 1£594 11



@ Hﬁizﬂﬁ JSE e

HT NextCloud AR 55 Ui E 2 25 B b 2 10 S 22 S8 N FH YIS B 1P sttuhik,  DRIH 8 WU E AR 2 24w 52 s A4 I T

. Rt AN SR, FHEF A A NextCloud ARSS Uil 22 42 S

ANSRIEAESE L NextCloud R 55 i e 75 22 B8 s 44 5 1P kit T DIBEATEK
/var/www/nextcloud/config/config.php BLEXHFHH) trusted_domains , FIHIEZMH NextCloud

VPSS

72355 NextCloud AR 55

1. EA %2517 NextCloud ARR554s, GIEEFHFAICER R P 2RI,
2. RITFIESBERRE, RE TR UM TACE |

L [ T {1

LAE/EEARS var/www/nextcloud/data  (fRFFBRIA)

RO E £ MySQL/MariaDB

RIE 1 - root

KU PR D PIA L ZE AR FE MySQL IHEEY root 555
B E 4 nextcloud (B HAARAE FI IR 2 4)
B AL (BRIAER localhost) SEHEAE MySQL HI AR HEAE

3. P REESER, ZFF NextCloud ARSS Ui 5E A 2225,
4, MR FE P H PI504 Gateway Timeout 555115 R, I EHZRIFTHIR,
5. ZAESEAE, # A B K S 8 5% NextCloud ARSS S Bl A] JF 46 F W TR NextCloud.,

NextCloud A5 A 1L

JEBHE%

NextCloud Il 5 % N F5 BAE LT A AL NPT — 56 ESS, PIATRBHREEISEHRIE, PHP As THRIERR ]
BT PHP BB EIENBRAERF— ML TR EAs, KIS B 55 H0 5TR Z b SR T a8 F X Ry
PHP 25K To

NextCloud Ik 55 st (H3ffE S LSS HIA M G2, BOAREE W oUmiy SR H -, ENSE A B o) &0 AJAX I8 Rk
ARSI e B ESSAAT, SXROT S SO PRV ESRIG 0L, ANRIRE B, BAXEFEEES M EER
17, KA SRR AR,

RN R @ BRI R (sd) ARTERH] 5566 1£594 11


https://docs.nextcloud.com/server/19/admin_manual/installation/installation_wizard.html#trusted-domains

Q) ﬁﬁfﬂﬁ o Gk

N7 EERET AJAX INEAES AT SRR R, BATHEFEE A Linux T 1Y cron SRALE /G A 1E5%5, Linux THY cron
A] DURSHA P2 55 MBS IR R], BIANEES 080 (0¥ BONBRYEES) s MRV EE1 00 Pa5EE, Al )AYIN
[ER7 R cl g e, /DI, —DAPER, AGAIESL, —ESBERGEFRNE, HtEsamEREY, A
X cron HYMH X UERAAIACE, AT SE A LTk,

TR 4E T AATELE cron ki /& NextCloud AR5 G B 1E55

1. i SSH T BB E MRS 5.

2. PUT T b T2 PHP Btk .

yum install php-posix

RN R @ BRI R (sd) ARTERH] 55567 3£594 11



@ Hﬁ i:H.E JSE e

3. YT Pl an BT E B T nginx K HY cron L&

crontab -u nginx -e

4. BE ORISR N vivim, % 1 BEEAGREERI, AT, WAL

RN R @ BRI R (sd) ARTERH] 5568 1159411



Q) IR g ea

*/5 * * * * php —f /var/www/nextcloud/cron.php

WijEH% Esc BB, WA wg RIFEH (B X vivim WEEAHERIERES |, 1ESHE X S0)
FARRCE T NextCloud ‘B /7 #EFZI RS B AT — R (I EUZSIEERULS) o RSO FIEIEBESIATIER, Al
DUTF B85 5 5% NextCloud AR%54h, At EARPAEFRER, HARE, EAME A ARARRE, Tl
EIEBESFLEINEF T Cron,

NEFRTT

RN R @ BRI R (sd) ARTERH] %5569 1£594 11



@ B BES

PHP AILU# A OPcache f27414AE, NextCloud RS54t L APCu NI A — D18 1ERE, TR/ M4E THE
KHRIETRAR

1. i/ SSH T BB FEFWIRSS 25

2. AT T aban 3L PHP Bk

yum install php-pecl-apcu

3 RIHAT F b4 S Nginx Al PHP-FPM :
iken

RN R @ BRI R (sd) ARTERH] 55570 3£594 11
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systemctl restart nginx

RN R @ BRI R (sd) ARTERH]



@ Hﬁ i:H.E JSE e

systemctl restart php-fpm

4. $4T vim /var/www/nextcloud/config/config.php , FJFF NextCloud AR5 ImIVELE X, 1F

SCONFIG = array ( "#HI—1T . 'memcache.local' => '\\0oC\\Memcache\\APCu', , BHEHRFX
R H,

RN R @ BRI R (sd) ARTERH] $5572 3594771



[root@vM-©-18-centos configl# vim /var/www/nextcloud/config/config.
<?php
$CONFIG = array (
‘objectstore’ =>
array (
*class' => '\\OC\\Files\\ObjectStore\\S3',
‘arguments’' =>
array (
"bucket' => 'nextcloud-125
‘autocreate’ => false,
‘key' => 'AKID 6NEu ",
'secret' => 'nT2P THex',
"hostname’ => 'cos.ap-shanghai.myqcloud.com’,

‘use_ssl' => true,
)

L
)s
'instanceid®' =>»

'passwordsalt’ =>
'secret' =>
‘trusted domains' =>

array (
e => ' 'y
)s
‘datadirectory’ => "/var/www/nextcloud/data’,
‘dbtype’ => 'mysql’,
‘version’ =» '19.0.1.1°,
‘overwrite.cli.url® => "http://
‘dbname’ =>» 'nextcloud’,
‘dbhost’ =» '172.17.0.13:3306",
‘dbport® => '",
‘dbtableprefix' => 'oc_ ',
‘mysgl.utf8mb4' => true,
‘dbuser’ => 'oc 'y
‘dbpassword’ => °
‘installed’ => true,
‘memcache.local’ => "\OC\Memcache\APCu’,

5. AIRELE T cron RIMLIGEIESS, AIAEFREBENR PHP Y apc FL#E © 44T vim /etc/php.d/40-
apcu.ini , FTJF PHP APCu WIECE X, ¥ ;apc.enable_cli=0 fBXHN apc.enable_cli=1 (HIEE
FHEFENEZHAI2E) , RFEEH, WREE /etc/php.d/40-apcu.ini RFEE, BAEBITHE
/etc/php.d/ BFTERIHES apc 5 apcu FHAEHY . ini  ALE S,

RN R @ BRI R (sd) ARTERH] 55573 3£594 11




,2) Hﬁfﬁﬁ JSE e

[root@VM-©-18-centos datal]# vim /etc/php.d/4@-apcu.ini
; Enable APCu extension module

 J

extension = apcu.so

H This can be set to ® to disable APCu
apc.enabled=1

Setting this enables APCu for the CLI version of PHP
(Mostly for testing and debugging).
apc.enable_cli=]

¥

¥

NN LN

Pt L i 1 [

NextCloud ‘B /7 {2t S i [F) 20 & Fim AR 8l & i, A 7E NextCloud B WA KM HI G T, fEACE NextCloud
I 74 A NextCloud RS St (BRAEIP) |, RS A B YA PSR, BIRIJTAA 6 % F b,

RN R @ BRI R (sd) ARTERH] 55574 3£594 771



@ ﬁﬁfﬂﬁ e

1F COS 1A AHIREAHERE] Windows RS
o

TN ] - 2024-01-06 10:54:03

S (B 7b=

£ Windows %4t FIR1EETH AT 5 7% % (Cloud Object Storage, COS) , Huii = EMSIl 5 2GA 2ilsd AP,
COSBrowser, COSCMD T &,

M T2 WA A Windows ARZS 88 FH Y, {#H COSBrowser T2 K% HEES N AL, XARSS #5 IV IEHE(E AR P8k
BRI AR AR AN AR BN R BR AN A7 EE] Windows ARS8 1 ML ARG AL,

BiBe

AR 52 EE F T Windows 7 / Windows Server 2012 /2016 /2019 / 2022445t

PR IR

TEREGRE

ARG SR A FH B DU =pdrtt:, AR B ZESE R T B O R ARV R A

1. BifE Github F# Winfsps

AR T EMIAN winfsp-1.12.22301, TESEHGE, BB,

L

Windows Server 2012 R2 N3&EHF Winfsp 1.12.22242ff A, l3&E T Winfsp 1.11.22176kR A,
2. HifE Git H W 83 Github T#k Git T &,

ARIE NEIIA N Git-2.38.1-64-bit, FHEIEME, 5 BERINLZENN],

3. HifE Rclone E W 8¢ Github T#L Rclone T.E,

AR T HAVRAE rclone-v1.60.1-windows-amd64, ZRIFLFREEE, THE, AFEMEIEE—TEXHZRET
HIRT (AR ERIRBE R S A SO A RTRERIRGE) o ASKERREFIERIE245179 E:\\AutoRclone,
L

Github T #uHE ATRELLAB R BITAIF, Al BATIEHAME V7 B T T,

ECiE Rclone
ER
DUFBCEA L relone-vi1.60.1-windows-amd64 A AH, HAhRASHIEL B R il REFE —E 2 5, IEIERMAMNIE
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1 ATFHERSCHESE, HAEAMSHE S THE B, padames B > BERARE > NETE > RATE >
Path, PAHHTEL,

2. EFHE O, EHE Relone /LG VSR (E:\\AutoRclone) , i HHE.,

3. ¥TJF Windows Powershell, #i A rclone —-version 4y, 1% Enter, &% Rclone 24 Y243,

4. ff5i\ Relone 222635, 1F Windows Powershell 1, #i A rclone config 4, 1% Enter.

5. 7 Windows Powershell H1, #i A n, #% Enter, #12—"1 New remote,

6. 7 Windows Powershell #7, i A IXfEELRYAAFR, HI41 myCOS, #% Enter,

7 (ESRIETR, %R EE “Tencent COS” %I, El#i A 5, % Enter,

. to configure.
Chooze a number from below, or type in your own value.

Storage

oragze)

4 f bmazon Drive
" l(amazon cloud driwve)

9. #117%| env_auth> [, #% Enter,

10. HU1TE] access_key_id> W, HiABEHZ COS Mijn%4H Secretld, 1% Enter,

i

AN A IR B AR, AIaifE API 25805 1 &% B 2 Secretld Al SecretKey,

11. $1T7H] secret_access_key> W, Hi Az COS H1in%4%H SecretKey, 1% Enter,
12. AR TR S TH S 25 sy ) 6 ik,  E5 BT EAm AP s, JEE P8 Xs o A e,

AR MAHI, %EFE  cos.ap-guangzhou.mygcloud.com , #iA4, 1% Enter,
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13. T RIVEIN = COS IR RREEI | ARFESC IR TR KIZEEE default, public-read &, AR IIFBRIE RN X SAL
PRIER (N T AR SRR, ARSKERDL default 93], #i A1, 1% Enter.

. EEAD accezaz.

Voo rublic—

il ||""'n|-'1 getz FULL_CONTECL.
't1|_.-' 2 group gets EEAD access.

- and the bucket owmer get FULL_CONTEOL over ‘I:h!-' object.

:II.II]J"d ACL when creat A ]:ﬂ.ll:!l“:E‘t bmazon 53 1"11!!1 ez 1t.

14. TE D RIVIEIR N RIFE AR, SEnTARYE SRR TR SRR LU R R AN S &% COS, ARSLERIA
Default Nfjll, #iA1, 1% Enter,

in Tencent COS.

Fress En‘h-'l to 1!-'1"1-' empt .

Default ZZ/~EIA

Standard storage class Z~Fr#EF7fiE (STANDARD)

Archive storage mode Z/RJAM4TEE (ARCHIVE)

Infrequent access storage mode K MEA £ (STANDARD_IA)

BiBe

AR BB 7 AT e S R AR F SR, 1R B ECE S 5 X, EACE X, fF storage_class /Y
{Hi% &N INTELLIGENT_TIERING 8¢ DEEP_ARCHIVE B17], XFEERBNEZ NG, BES W g0,
15. 1T7%| Edit advanced config? (y/n) [, #% Enter,
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16. HIME B EIR)G, 1% Enter,
17. A q, FERELE,

. mygeloud. com

BEC B A

DU BB E G, MR —1N%FN rclone.conf IVERE S, —fRHOIT c:\\Users\\H%
\\AppData\\Roaming\\rclone XHFK T, WREMEIEL rclone WELE, PJEENELHITER, WG RKEKE
BECE S, PITEMSE AT rclone config file MiHAAHAE I,

H#, COS A Hm A

1. ¥0TE 2R Git Bash, FHAMUTaR S, ARG T A ERAZ R (TiE—) , EATIRIELIRF Rk —
@o
ARG N RN AL = K Bhds (HERE) |, WIPUATaR 4l T
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rclone mount myCOS:/ Y: —-—-fuse-flag —-VolumePrefix=\\server\\share —--cache-dir E:\\

ARG N RN AL = KBl ds  (HERE) |, WIBUATaRS4l T ¢
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rclone mount myCOS:/ Y: —--cache-dir E:\\temp --vfs-cache-mode writes &

myCOS : Bty - B & YRR A4 5,

Y BN G, ERETT RN, EARES AR C, D, ERFEE,

E:\temp NAMIEZZH %, FIEITIRE. TR | #RHPE B R,

L HIIFE R “The service rclone has been started” M BHEEE K.

2. KA exit, iEHZH,

3. TEAHTT AN REVERS, RIAJHE— 14 myCOS(Y:) HIREAL,

FIF Iz, BIR]&B SR MNHUS R T B RGN, I, ERTLUHAT B%. T#EL BrEAImpRE A
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LA B PR AR,

ER

TEIRIE L P AE RS, T51E git bash MM & B EAIREEE R,

FEHEERE S, ERTAHERETIERERCE, EIRTEEMR S eI, AR SHURPR, 1HEIESRE,
AN B P AR R T L, R FECOS TR M LR, 1R IEERLE,

BT B B SRR

BT FR RN E R G, MUSSRERFREE, TERXFLERE, K, BATTDOREHB%EE, 1ERS
AR RE S ER B SR,

1. 7£ Rclone %% H % E:\\AutoRclone T, 73 #l#1% startup_rclone.vbs A1 startup_rclone.bat 3¢ fF,

BiBH

Powershell GBIl SCASCHFIN TR EE 2 miS, A NIAERHY . bat,  .vbs S SCAR S EIEAT,

2. 1f startup_rclone.bat #, B AL T4

ANSRMLS N Ja B = X3 Es, A T
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rclone mount myCOS:/ Y:

——fuse-flag —--VolumePrefix=\\server\\share --cache-dir E:\\

ARG AR AL, o A0 T A
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rclone mount myCOS:/ Y: —-cache-dir E:\\temp —--vfs-cache-mode writes &

3. 7£ startup_rclone.vbs #, B ALN FAAY :
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CreateObject ("WScript.Shell") .Run "cmd /c E:\\AutoRclone\\startup_rclone.bat",0
TR
TERH RS PP YRR BB SO IR S PRV BR A2
4. 3% startup_rclone.vbs X B3 %USERPROFILE%\\AppData\\Roaming\\Microsoft\\Windows\\Start
Menu\\Programs\\Startup X £F3% T
5. HIEMRS5#o
i
BRI E S EE RS, BE BN T REER T REB BRI,
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F R HRIE

B AT LUESS A 58 =5 e ke g T B, R COS #:#F Windows AlR%S 5 MG N A IR, 40 F#/ELL TntDrive
TH I,

1. T #EHIZEE TntDrive,

2. 77T TntDrive, i Account > Add New Account, & —/NHFIKkE,

&4 Edit Account — O

Edit Account online

f Edit account details and click Save changes

Account Mame:

NewAccaunt

Assign any name to your account

Account Type:

Amazon 53 Compatible Storage

Choose the storage you wantto work with. Default is Amazon 53 Storage.

REST Endpoint:

|cns.ap—guangzhnu.myqclnud.cnm

Specify S3-compatible APl endpoint. It can be found in storage documentation. Example: restserver.com:808

Access Key |D:

| AKIDeEZpqtYBYfiaFemdDVYO0OM6a:

Required to sign the requests you send to Amazon 53, see more details at https://intdrive.com/keys

Secret Access Key:

Required to sign the requests you send to Amazon 53, see more details at https:/fintdrive.com/keys

Use secure tfransfer (SSL/TLS)

If checked, all communications with the storage will go through encrypted SSLJTLS channel

] h C I
Advanced S3-compatible storage setlings iz @ Cance

FESHEEAT ¢
Account Name : H & X K5 & R,
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Account Type : H1T COS 3% S3, [KitizAtrliZ+: Amazon S3 Compatible Storage.

REST Endpoint : IHEAFEM PRI, BIRIFZERALT T i, WIE cos.ap-guangzhou.myqcloud.coms
Access Key ID : 5 Secretld, FITE AP| %5 # TT I HH A EEATER AL

Secret Access Key : JHE. SecretKey,

3. #if; Add new account,

4. £ TntDrive 5fi, i Add New Mapped Drives, ©I/7#—> Mapped Drives.

£ Add New Mapped Drive — O ot

Add New Mapped Drive online help

555 Specify new drive properties and click Add new drive

Storage account

Mew Account v | &

Select account from the list You may choose existing account or add the new one.

Amazon 53 bucket:

yuming1-130: I_':I|

Select or specify bucket name and optional path. for example bucket-name/path/

Mapped drive letter
W o
Select available letter for your drive.

Add dri C [
advanced properties.. ¢ newdnve O Cance

FEBEUEEWT

Amazon S3 Bucket : ¥l ATFHIERIRG 5, BORBIFEMAI, IR TA ML IR, X RRIY 2P B2 B
[T N RIE BN, (— DMERERRRZ I D — M)

Mapped drives letter | IREREFIRFTHIR, BEAEGAMAY C, D. ERFHEE,

5. WAL B E ¥ Add new drive,

6. TEAHITH ALY FRAVEM 1, BIRJECENZRGEL, ANRARIE AT A R TEBEAT AL 2 Windows RS54, THE 1
2>
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(il

EIRIRSS R LR FrFiE. BT, B/ 20 ZERE, NI SR bR XIS IR 4 T 5 imE
ARS8, JFRFENTATLUE B =X 56 (Cloud Object Storage, COS) A/ & KRS, COS ZIEINEIR
iy —ME i E S B SS, RO T EFEERNIIRE. EAURITERE. Ay AT SEME ORI,

COS AT BRI RLAH

fEEA © RN, HENTR, HZ2VHEZD,

BRI © & VAR, FEKNEZAF loading, 1775 & LT,

BAH | A EERN SLA n] LRI, 1EM&IIBEES 53£99.9999999999% A ML LRI,

BRER | St fa1EhE, KRR, ARIEFHR,

SRR =

e . e A A cos BREE KRS

KRR T TA

PicGo : — kISR EIFEITE, PR R A BRI TR,

Typora : —i% &% Markdown JRéaas, TR AR HIGR, STRIFAHLE H—# SRR,

RIED R
1. %% PicGo JFIREBINT COS IR A BHL
UL

AR Z PicGo 2.3. 1A, HMAWELESEAIREFE—EAR, HIEEHENEE,

£ PicGo HIW T#M%EE PicGo f5, EEIKIZERRFIBM= COS, HELELL FMEXSEIN

COS hfiAs @ i%E#E COS v5,

IE Secretld : FFAFEHARIIE F7IRA 1D, HTHEHIANIE, BITE API 2 1 TUH A I3 AR

WIE SecretKey | FFAEHIANIIE S 755, AITE AP| 25155 H T ZRE,

7€ Bucket : 77T, COS HH T1RIEEIEIA S, A XMV —FP UM, EHS W FEmihDs Sk,

BE Appld © FFEE iR COS ARSSINHAE I P 4E EEME— B IbnIR, FILAPRIRGEIR, RITE API 25 5H% # DTZRER,
BOETPREXIE © fEAEMTFTE SIS B, BESE RIS UL Al I S, B4l ap-beijing. ap-hongkong. eu-frankfurt
%,

BOEFEERREE | BRG] COS THIEM RIS 2,
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B B SO« RNk, E N BB RIECE T B E R, WIAEE, MEXAHTS I T E B E LR
whE A

BB MAHEESE © IR S S8 COS BUBA RS KCHIE s, &g, w XS slE, XN
SN

2. 1%i& typora (A[i%) ,

L

ARGt 75 R A2 Markdown 75, RIDIZBS AR, (U E—H 2240 PicGo ENEIR TE,

WEEG AT

1. 7£ typora MYRATFI&E I EERF, AT TELE

AR, &% EEER,

£ EAERSGIRE, 1% **PicGo(app)**, FHIRENIF %2 PicGo.exe &,

2. )3 typora, fHEEERL

3. ¥t A typora friEeR XIS, EREHEAEREGE F, BT EAEE A B a0k COS SefF iz, (WSS S %A
HaEHh COS §iRE, mILUK# PicGo FIY server B E S EFTIF)

BR2 : BRERCEE R PREIBEIERT COS

DISEEIRARSS 2601, fan] DUKEIA MBI RS, SN BT EGERESCfFR, FHRsF R G B R 75 COS 17
fiito f)o FE— B B 4 BT AT R & Wt

BRIED TR

DB THIRERRAFIE A
TR E RIS oI, R ATE LRI AR,

SE2 : A& COs B IRER %t

1 EMEIREKS, QMR NB A BN, RIFRE51ES I O,
2. QTP IEMIG, FETFIBMI ST PR R RE I E, BRI A, BREEE A2 L E R k.

DRSS REIFRER

EN CRETFIERE, Md bk, RN AR RSk, E&E] COS 17,
VifA
ANERE R %, JERTLU#E R COSBrowser % /Ui P EAZ R Fro

SH4 | 2RETHRERES

£ COS /BB T, & HIFIERmBONERY (Al UZ0E B 7E X CDN HdEA) o R gmE R,
XU H 2 R SRR IS BE R RTSR N COS 1F BRI F

i

KT ERNBALRYBERA, 165 L R 7 (A1
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CloudBerry Explorer /&—#n] Fl F& X R 171#% (Cloud Object Storage, COS) & 'ifi T B, @i CloudBerry
Explorer F]SHLRF COS H:#{E Windows F#(ERSE L, FER VIR, BahFIERH COS ¢t

SRS

Z#F Windows. macOS %%,
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HifE CloudBerry B /7 N,
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DUNECE A 2L CloudBerry Explorer Windows ve.3 AN, HABMRAHYECE I AZ AT REFAE—E 25, IHEEMEMN
e,

1. MR, R IE L,

2 T T H, %I S3 Compatible,

3. IEHMEHEE L T(E R, i Test Connection TRz RN AT,
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chengdu.mygcloud.com , i@FRHBHER (region) TEZ UL HIUEA; A,

Access key : i AR EA(SE Secretld, AIHI: = AP 255 FhOIIEATEREL,
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