@ Tencent Cloud Tencent Kubernetes Engine

Tencent Kubernetes Engine

TKE ServerlessZ7 9 A X —H A4 F
BMHEFFaXTh

Tencent Cloud

©2013-2022 Tencent Cloud. All rights reserved. Page 1 of 64



@ Tencent Cloud Tencent Kubernetes Engine

Copyright Notice
©2013-2023 Tencent Cloud. All rights reserved.

Copyright in this document is exclusively owned by Tencent Cloud. You must not reproduce, modify, copy or distribute

in any way, in whole or in part, the contents of this document without Tencent Cloud's the prior written consent.

Trademark Notice

2y Tencent Cloud

All trademarks associated with Tencent Cloud and its services are owned by Tencent Cloud Computing (Beijing)
Company Limited and its affiliated companies. Trademarks of third parties referred to in this document are owned by

their respective proprietors.
Service Statement

This document is intended to provide users with general information about Tencent Cloud's products and services
only and does not form part of Tencent Cloud's terms and conditions. Tencent Cloud's products or services are
subject to change. Specific products and services and the standards applicable to them are exclusively provided for in

Tencent Cloud's applicable terms and conditions.

©2013-2022 Tencent Cloud. All rights reserved. Page 2 of 64



@ Tencent Cloud Tencent Kubernetes Engine

hEruJ .

TKE Serverless7 7 A X —77 4 K
TKE Serverless 7 7 2 & — DA
V=are 74T 4 ==V
VY — 2Lk
TKE Serverless 7 7 2 % — 51
JIAR—=FA4 T AT
ARXA=VFryvda
AR Y X —
0 7HRE
CRDEMHLTCLSICR 72X+ 7 F ¥ LET
YAMLIZ X5 TRrZDF vy 7F ¥ ZRELET
T DEMH
75 AR

©2013-2022 Tencent Cloud. All rights reserved. Page 3 of 64



@ Tencent Cloud Tencent Kubernetes Engine

TKE Serverless?Z 7 A X —H4H A4 K
TKE Serverless 7 7 2 X — D A
J)—2arye7RA T T 44—V —V

RAEFEHTH ¢ 0 2023-04-27 16:40:34

V— gy

B

Y—a Yy (Region) tid. 7—Xt Y& —0OYERRIGHTY, TencentCloudTlid, V—YarrV—Yav
DRI THEINTE D, BR2Y) -V a VEITRAKROLZERL 74— LI Y ADTERINE T, 7

I ZADBIEZ L, XV ru— NEEZA EXE 50123, BRCROEVW) —Ya 2 EET LI %
BEIDOLET,

TRIZK > TTKE Serverless?Z 7 A X —DBIEHR— P LT0WE V=Y ay, 7TRAFL VT4 =V —=rBXUNY
V—ARA TR TEET, 2OMDY — a VIFIERFARS N F T,

R

Bi2)—Yariloxy =2 3TN, B3V —-YarBoro Y R —ELRIE, T741b
TR TIAR— PRy VIO 2NLTHERETEEEA.

Bz —YavBlorzoo R —Y21E, 57U v ZIP 2/ LTinternetic 7 7k 23 2 A TEEZITS 2 &
MTEET, FLBREZTSIAR=—I 2 VI =P IWCETE7 7V FH—LRIE, CCNENLTEEZITO 2L
MNTE, ZOBEAROAREIDEHT, BELTVET,

CLBIZ, BifE. 774NV PTRI—=V =3 D T 74 v 7HkZHR—bL, B—=AL XA DCVMZ A
YRELET, 70V —Yarnf rr g YIBEAEMNITSIICL 5T, CLBEZYR—F L, U= a Yy
ITCCVMENAL Y RT3 2N TEET,

TRAZEVT 4=V =V

Bz

TRAZEY T4 =Y =i TencentClouddi[d—V —Y a YATEEE *y T = BHWIZHIZLTWS
%@%&?—&%V&—TTOEV%X®%%ﬁ%%%L 7N47EUT4—V—V%®W$%EVKF%éﬁ
CREMB2 K E F 7 3R BRI EOREF 2R <) « BENLDILRVWEIICTL I ZzHNWE L TVWE T,
M L7 RATEY T4 =Y — /T%/X&/XétﬁTé CIRED, 2V -RBH-FEINLST TV
—>arvERETEET,

©2013-2022 Tencent Cloud. All rights reserved. Page 4 of 64


https://www.tencentcloud.com/document/product/213/5224
https://www.tencentcloud.com/document/product/1003
https://www.tencentcloud.com/document/product/214
https://www.tencentcloud.com/document/product/214/38441

@ Tencent Cloud Tencent Kubernetes Engine

APIA YR —T 2 —=RAT7RA TV T 4=V —r—HHREZNLT, BEETRXA IV T 1 =V —r—HEHER
TEXT,

R

A=V —=YaYTRRLEZTITRA TV T 4 =Y =VIMBELTVTSH, A—DFI7AR= 2y P T—=7TFD
9 PRI T IAR= b2y NI 2N LU THEER SN TED, 7794 X—MNPEEHLTEE? 7R
TRIENTEET,

Bkl

TI7AR= b2y V=2 OMAEIFELC 7 AV P TOY Y —AOMHAE#Z I ZIEL, BRE27 07 DY
V—=ADT 74 R= b2y b =3RRI N E T,

TKE Serverless?Z 7 A X —D Y R— b3 250V —Ta v

]

V—vav TRAGEY T4 =Y =Y
JEM 3
ap-guangzhou-3
I 4
R () ap-guangzhou-4
ap-guangzhou M6

ap-guangzhou-6

JEIN 7
ap-guangzhou-7

g2
ap-shanghai-2
ki3
s () ap-shanghai-3
ap-shanghai 4
ap-shanghai-4
kg5
ap-shanghai-5

RN (A0 Fat 1

©2013-2022 Tencent Cloud. All rights reserved. Page 5 of 64


https://www.tencentcloud.com/document/product/213/35071
https://www.tencentcloud.com/document/product/213/5225

@ Tencent Cloud Tencent Kubernetes Engine

ap-nanjing ap-nanjing-1

A 2
ap-nanjing-2

b5 3
ap-beijing-3

st 4
ap-beijing-4

QR (AtaD) L5 S
ap-beijing ap-beijing-5

56
ap-beijing-6

b5t 7
ap-beijing-7
AR 1
PRI (ER) ap-chengdu-1
ap-chengdu I
ap-chengdu-2

RS A - GIEHIK (FEER) EEEX (PEES — FEPEESE - <4 - A5HK
ap-hongkong ap-hongkong-2

Z Dt E b bl
V—Ya v TRAZEY T 4=V =V

SUBNENARK (A E—N — RE T Y7 ARKEE R ]
7 7 KTHHHEN (> H—n) ~ apsingapore-d
ap-singapore SUBNE—NKX (P YH RN — RIET Y7 AR

ap-singapore-2

7 V7R (v A &) V¥ INRIRX (Vv VAR — K797 KR %
ap-jakarta ap-jakarta-1

VIR (YD) — FIE7 97 KFHERARX & 5 -3

7 O 7 KT HILE (VL) ap-seoul-1
ap-seoul VUK (V) — RIET O 7K TRERAMIK % 5 —F
ap-seoul-2

©2013-2022 Tencent Cloud. All rights reserved. Page 6 of 64



&2 Tencent Cloud

7 V7 R HALE (A
ap-tokyo

7O 7 REHEHIXEGE (>N 1)

ap-mumbai

77 KX R EE (N> a7)
ap-bangkok

7 XV A (b b)
na-toronto

KEREEE (N—=2=7)
na-ashburn

RONHIX. (75> 27 70 )
eu-frankfurt

©2013-2022 Tencent Cloud. All rights reserved.

Tencent Kubernetes Engine

FH2X (W — FDT7RA VT4 =Y =VET7I 7K
ap-tokyo-2

LUNAARX (LN ) = RET7 Y7 RKFHFREHHLX % 7 N~
ap-mumbai-1

LYNA2K (LN ) — RE7 27 KT HIX 2 A ox-
ap-mumbai-2

NyarziX (Nrvary ) —RE7 Y7 K FERmIX E o8
ap-bangkok-1

fey MK (baY b/ — RIEAECRHIX 2 N —F % 72121
na-toronto-1

N=Y=ZF1X (N=2 =7 7 — FIZKEREHIX Z N —F
na-ashburn-1

N—=T 72X (N—=T =7 7 — FIZKEFEEHX 2 HoN—F
na-ashburn-2

75227 7NV MK (7502777 — RIZRINHIX Z A N~
eu-frankfurt-1

Page 7 of 64



@ Tencent Cloud Tencent Kubernetes Engine

)Y — 2tk

REHEHTH ¢ 2023-04-28 15:30:11

B

TKE ServerlessZ 7 A X — %322, 77 RAX—/ —RERUCT 20EI1EH D FEAD, GHEHINCY Y —R%
DY TCTIEMICEHE T 272018, V—2u0— K27 784 3 50ICPodHEED U Y — AR EHEE T 2 L EDH
h %3, Tencent CloudiZf&/E L 72 fERRICHE S W T Y — 27 v — FEIHEY YV — %8 D BT, ZoEcEIWTH
TOREBITVET,

Kubernetes API & 7z 13Kubectl % f# ] L TTKE Serverless?” 7 A & — vV — 71— R E{ERT 5354, AnnotationiZ &
STV Y —2EREIEE TR A TEE T, IHEELRWVWEA. TKE ServerlessZ 7 2 X —13V — 27 10— RSERE
L7za > 7 FRequest, Limitiz ¥ D 87 X —RXIZHDSWTEEEZITVWE T, sElicoVTiE, VY — 2D fEE
ZIZRITI WV,

TR

VY — 2 {tkiEPodN a ¥ T FMERATE 2K Y —X&E T,

BAEEID Y TZ2YR— b LTWBCPU, GPURERIZ TR Z TSR 7Z3 W, EID YT 23V R— 5 5104k
ZEBZIRWTL 720,

PodN 3 X T DContaineriZ i & X 4115 Request D AlIZ I KPodf b 22 2 Z L I3 TE X H A,

PodN DIEE D ContainerlZZRE X L 2 LimitldPodf b2 2 2 Z L I3 TE EH A,

CPUfL:##

TKE Serverless7 2 A X —13 3T XRTDHDCPUY YV — A XA THYR—b T2V — 3 T TDCPU Podfl:tk % 12
L %3, TKE Serverless? 5 2 & —3—EDCPUA 7> a > #1Eft L, Bz ACPUH A XI3FEL 3 X £V IR
RIS LE S, V—2 80— FE2EMRTIARTIERO=— QIO U TEER AR EIN L, VY —XE ) YT T
ST I,

Intel
CPU/a” X [EkRE/GiB XV HERE/GIB
0.25 05, 1. 2 -
0.5 1. 2, 3. 4 -
1 1-8 1
2 2. 4-16 1

©2013-2022 Tencent Cloud. All rights reserved. Page 8 of 64


https://www.tencentcloud.com/document/product/457/36161

&2 Tencent Cloud

12

16

EEB{HAMD

16 - 32

24 - 48

32-64

Tencent Kubernetes Engine

Tencent Cloud2s HAEBIR L 7= E BT — N—%2R—X ¥ LT, EiEE. Zett. TEHoEWwW A7 +—< v A%

AL 9, IOV TIE. CYMEEEERISA2 DA 2 TS E L 2 X\,

CPU/22 >

16

GPUft:Bk

X £ ) [EFR/GiB

1-4

32-64

A £ [EkEALEL/GIB

1

TKE Serverless 7 7 2 X — 3L T ORIFEDGPU PodftBEZ 42t L. B2 2GPUS — ROBRIBB LU0V 4 XI3E R
ZCPU, XEVF T a ITMIELET, V—2u— F2ERT 2RHIERD = — 1206 U T oz k2 2R
L. VY —REDYBTEToTLIEIW,

ER

yamiZ Ko TER L. GPUDO Y —27 v — FZ2EMB X MEAT 208 H D £3, AnnotationD i % ZZ i <

72EW,

GPUE TV

NVIDIA Tesla V100 - 11
NVIDIA Tesla V100 - 21F
NVIDIA Tesla V100 - 41
NVIDIA Tesla V100 - 81

1/4 NVIDIA T4 - 1/44§

©2013-2022 Tencent Cloud. All rights reserved.

GPU/% — F

CPU/22 >

18

36

72

X /GiB
40
80
160
320

20

Page 9 of 64


https://www.tencentcloud.com/document/product/213/11518#SA2
https://www.tencentcloud.com/document/product/457/36162

&2 Tencent Cloud

1/2 NVIDIA T4 - 1/21#
NVIDIA T4 - 11&

NVIDIA T4 - 11

NVIDIA T4 - 11§

NVIDIA T4 - 2ff

NVIDIA T4 - 41@

NVIDIA A10 - PNV4 - 11§
NVIDIA A10 - PNV4 - 21§
NVIDIA A10 - PNV4 - 41
NVIDIA A10 - PNV4 - 81
NVIDIA A10 - GNV4 - 11
NVIDIA A10 - GNV4v - 1/41#
NVIDIA A10 - GNV4v - 1/21

NVIDIA A10 - GNV4v - 11

©2013-2022 Tencent Cloud. All rights reserved.

10

20

32

40

80

28

56

112

224

12

14

28

Tencent Kubernetes Engine

40

32

80

128

160

320

116

232

466

932

44

24

58

116

Page 10 of 64



@ Tencent Cloud Tencent Kubernetes Engine

TKE Serverless?7 7 A X — &
JIAR—T74 T84 )L

BEEHH ¢ 2023-04-26 19:23:11

7 IAR—F4 7Y A 7LD

AT =R i

TERkrh TKE Serverless? 7 A X — 2/ T3, 77U FY Y —RZHELTVET,
FATH 77 AR —FIEFICFETENTVET,

7 A4 B 7T AR=ET A RAKRETT,

77T 4X— b 75 AR =% 7 A FRRED HFATHIRBICHE L TV,

HlERH 77 AR —%ZHIBRRTS, FRHICY 29 FY Y — 2 2HIBRB X ORI L £3,
SLH Iy P = IHERRTERVIRE, 77 AR —IZEREPFIEL 7,

77 AR—=DT A4 FIVIKRED A

VY —=ZAD7 A4 FILARMRHIEL, 2= =27 72 2—-) Y =22 XD AENCGEHELEMTE5 X517
%78, TKE Serverlessid7” A4 R 27 7 X2 —[BlfkEEZ ) UV — A L E L7z, BEFDPodd72 <, 507 HfiiE
L CPodDIER/HIBRDITHON T VWRNWI FAR—=%2T A KIVIFGRAR—BIRL, 7TA RLVIFIRAR—~<—7
XNT=TKE Serverless 7 7 AR —1Z AT — R AN 74 KL 2 FRREINET,

TA RN FRAR-TERT D50

2 —H —{ICER XN BEHFDPod N 2 &,

7 HEEE L TPodDIERVHIR DM TOALTWiR W Z &,

HilEl 7 2 2 X =237 A4 FIVIREED & IEH RIRE&IZR o T o, SBHUERSHEL TWE 2k,

7 7 AR —DFBUWER P HTHEZBATNWS 2,

AT —=RAW 74 R OV FAR=E, JLDY FRARX =D TR TOEMEMREFL TOE T, 77 AX—
BHEARTORETHD, 7 IRR—F=RY Y ITDRR, 77 AX—DFMOFREI R— b I T,
APIServerB i OBEDHIR XN E T, BIEN—DEDMS> 77T 4 R—b 2TV I LTI IRR—% T =24
T TFIsrzed, HIREZV v 2 LTI 5 RAX—%HIRT 22 BATEETT,

TARNVI FGAR=DT I T4 R=MEDT FTAR—=IF, TLDT FTARX—KREDHRED E oL FALHDTT,
77T 4 N— b &Ny 7 AKX —%3HMEHER L TPod23 72 WIRFEIZ L. 2 DPod DIERV/HIBRIEIEEfTh RV |

©2013-2022 Tencent Cloud. All rights reserved. Page 11 of 64



@ Tencent Cloud Tencent Kubernetes Engine

HBUOTZ7A KL I7ZAZ— L TY—273N3 I LICEELDHETT,

©2013-2022 Tencent Cloud. All rights reserved. Page 12 of 64



@ Tencent Cloud Tencent Kubernetes Engine

A X—TFyvwvia

BREEETH ¢ 2023-05-19 16:30:41

ARX=IF vy v a il

ARXR—TF 2w P aBFEHLTA VAR Y ARIER T A4 X — OBELAEHILX N, £ VAR VA ZH)
T AEREZ DX E T, 2 DHEEEIZTKE Serverless 7 9 2 X2 —PodB X P A— 88— 7 — RICHEH XN E 7,
CIZTREAA=YF vy vy 2 08WEFEE, HESHH, ERBICHFERGEREICOVWTIHHL £3,

(S

ARX=PFywa7 7oL —2alhA VAR AREMNIT AREERNICa Y TFH A VAR AREE L
TARX=YDHFBEEITVET, ZDA X —=IEH A XD I AR A XARER T — X T 4 A7 NITRIFE 4, [AlRE
WIDT—RTAAIH I T RTARAIDAF T av b Ll THFryovdalEqET, 2FDAX—I7 KX
2F v F¥ay NNIREEINE T, aYTF 4 VAR ZAE/EPodZ BT AFICA X —YF v v & 2 DHE)
RYFUTERETFEHvyF U IEEINL, AX—YDRAFy T ay MIESOWTHETIHEDNN— FF 4
A7 (FT—=RT 4 A7) BERL, A VARV RISV Y FEN, A X—VDXya—RzEEL, ZHIZ
FoTarvsy A4 VAR ABIUVPodDIEEE R 7 v T X E T,

A A=Y OFAH BEEICLHENR, /1 X =Y F v v 2 2 DFFIEFRDEEB DT,

RFRTHIR D72, A X =Y F vy v>a (RFvTFTavh) OF4 794 7VEHELTOWET,

HANZPodZ 3=V RRAX—=bFT 52T, RF vy F>ay bEERT 2L ZDOPodBHESNE T,
TARATZEN T 4 =Y —=VORIRB L, RF v T ay MZEIWTIZ IV K74 X7 EERT 2 RICHEIN
WKTRAZEVT 4=V =2y F VI LET,

7—2u— RDOHIRBZL, ALYV —YaryNTyyF U I TEET,

i I

ARX=IF vy aZlERT 2R UTOY Y —RIEEL £9, MIGT 2HESRREIRD B TT,
ARIHH S oe

g&l

5

ARX=TF vy aZ2lBlT K, 22 74GBDaA Y TF A Y AR Y A% FATLTA

4 RA—UF .

kyy: R ORIETERERB D EF. A A=V F v v 2 DEFRIET T 5. 202 a2
VTFA VAR ZFEHEBNICY Y - R XN THENMEILEL 5,

CBST—%&  ARX—V¥vvda®lild s, SHiERT—XF 4 225 LY FLTA A~  CB

F 4R ORBETIRERSHD EF, COF—KF 4RI DFA REH AR A Do K

©2013-2022 Tencent Cloud. All rights reserved. Page 13 of 64


https://www.tencentcloud.com/document/product/457/43136
https://www.tencentcloud.com/document/product/457/34055
https://www.tencentcloud.com/document/product/362/2413

@ Tencent Cloud Tencent Kubernetes Engine

MLy 774V MF20G TS, A X—IF v v Y aDERPETTHE, TDT—XK
T4 ZAZIFABNCY V- RSN TREPMFILL $ 35

FRROF—RF 4 AZIHEDOWTRAFy P ay PRERL., ZORF v Fay b
DIATHAITNEBAA=—IF w2 aDIA THATNVI—HLET, RF v T S
a v MIEHRKEB X UOEREICHE S VWTHEEINE T,

AFw T
av b

AX=VF v a®2BHTIHE, S F VT LEARA—IF Yy aDRAFy Ty ay MZEISWTRILA
BOEMRET—R 7T 4 A7 2EH L. Podic A ¥ F§ 270, PodEEEERS 2REIMZ ., BINTTF—&TF
4 A7 DEEIRBEINE T,

T—RT 4 AR Ml A AR RELTIRFE

PRV IE

AV —NEBHEHLTAXA-SF vy Y2 2ERT 3

1.TKEa >y — e 274 v LET,

2. EfIF s =2 a o N—DF7 TV r—arl B —s A X=IF 2y Ta%iBRL, /1 A-TFrvar

— IV TA VARV RADHRUWERE 27V v 7 LT,

3ARX=IF %y T aDEER—I T, BE#ATX—REHRELET,

A VAR ARG D HRAR< A AL ET,

FIEY) —2 a vt BENZIN U TEIRL £ 95

AVFFFy b= 1 ayTFEy bU—2 7 FLRADEENOIPY FLRAZaAYTF A VAR Y RICED Y

%7,

X aVT 4N —T kX2 VT4 IN—TRET 7 AT A= NOEELNDHD, AV TFA VAR AD LY

N —ZBEEHIRT AN TEET, 77 40 biddefault T3,

OS%& 4 7 . Windows$ X U LinuxDiERZH R— + L% 3,

AX=Y I RBEWIGLTHF Yy v a2 T 24 X=—IBLUOZON=Va v EBERLET,

A X —VHEAAZE : DockerhubdB K L Z DDV — Fo—=FT 4 DA R =TI T 2 TNV ADT T4 R—= 4 X =T %3k
R 256 BITAX—VAAEZ AN T IREDLDHDE T, TRODEV LT NVADT VAT RLA, I—H
—ZBIURRT - T,

EEIRERE

Frovdat A X 2OV A REARF Y T2 ay b BIUEZDOEDA VA2 ADIERFHIANL >V RENET—
RTF4ATDY A XERELET,

TR

AR=D T 2T NTRCERENDEA R —=I P A ZBEMERDT —XTT, A X—=IF ¥ v > 2 DIFHITIZA X —
DEHMIELTEMAT 270t XANHD, A A—IDPRETEDLFRIEFAX—VEMEPRETEL LT 740
D20GBDT — X7 4 A7 TREI AT I THE7D, EDRERT—XT A A7 EMeHRET S e eBBDHLE
ED

©2013-2022 Tencent Cloud. All rights reserved. Page 14 of 64


https://www.tencentcloud.com/document/product/362/2413#Snapshot
https://console.tencentcloud.com/tke2

@ Tencent Cloud Tencent Kubernetes Engine

HIRYIA R S — A X =V F v v 2 DR ZEIR L F9, 77 4L MIKAGRETT,
4. AVARRVADVERZ 7V v 7 LE T, EDET LA X—IF v v aDYRAMNT, ARVINZETY
v 7 UTHER T A2 ERTE £ 3, FTRICRTEEBH T,

2022-12-21 10:38:51 2022-12-21 1003851 MNormal EksCiCreated EksC created

2022-12-21 10:38:51 2022-12-21 10:38:51 Mormal DiskCreated Disk creatad

CRDZHEHLTAA-SFr v aZERT S

CRDZHHLTAX—=SF ¥ v aY—bLRAZERT 258, V7 I7AXR—ANATAXA—=IFyyaarRKR—3xv
FEA YA b= L, 4 ¥R b—1&IZCRD+Controller®E— FTHHK— bk L, Tencent Cloudf X —IF v v &
2P —bERAEMHHL %3, TencentCloud APIA > X —7 = —AZMUHIHEEDH D FHA, BIERXT v FIIK
DEBHTT,

1. TKEa >y —uizue 274 Y LET,

2. 77 AKX —1 R +TServerless? 7 AX—=IDE 7 Vw7 L, 77 AX—FMR=IITHEAE T,
QEMFEr—>arAN—TayR—3x Y MEEZEIRL, FHEREZZ VY27 LT

4. 2V R—% ¥ MEHOFHER R — 2 Timc-operator (f A=Y Fr v a) aVR—3x> MEERLET, T
ISR EBDTT,

All Storage Meonitor Image DNS Scheduler MNetwork

imc-operator (Image cache)
Q ﬂ This add-on supports creating and managing image cache with CRD,

Learn mare
5.YET %27V vy 7 LEd, AV KR—F Y FMEHYZAIR=IT, A VAN LTayKR—2r 2T
S
6. YAMLEREL £ 3, ImageCacheDERY, :
ImageCacheZ ER L £5
ImageCache DR
=

©2013-2022 Tencent Cloud. All rights reserved. Page 15 of 64


https://console.tencentcloud.com/tke2

@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: eks.cloud.tencent.com/vil
kind: ImageCache
metadata:

name: imagecache-sample
spec:

images:

- nginx

# 1imageCacheSize: 30

# TODO (user): Add fields here

EDZL DT R =R ZFOH
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apiVersion: eks.cloud.tencent.com/vil
kind: ImageCache
metadata:

annotations:

"eks.tke.cloud.tencent.com/eip-attributes":

name: imagecache-sample-more-para

spec:
images:
- nginx
- mysql

imageCacheSize: 30
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retentionDays: 7
imagePullSecrets:

— imc-operator-system/gcloudregistrykey

EN

kubectl get imc
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kubectl describe imc xxx
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cache Activate

Auta hManual

If the existing image cache is not suitable, you can create a new one (.
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@ Tencent Cloud Tencent Kubernetes Engine

mage cache Activate

Autao hManual

v ©
If the existing image cache is not suitable, you can create a new one [,

TKEZ 9 A& —ND Z—,%3— /) — F_FEDPodiZPodDAnnotationZ 5 E T A Z LIS Lk oTAX—TF v v o a®fli
ATz Tx%E3, BERMIZA— 3= — F Annotation®DiilH%Z ZH B K 72 X W,
HEl~vyF 7.
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@ Tencent Cloud Tencent Kubernetes Engine

eks.tke.cloud.tencent.com/use-image—cache: auto

FEITHEE
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@ Tencent Cloud Tencent Kubernetes Engine

eks.tke.cloud.tencent.com/use-image—cache: imc—-xxx

v FUIRER
A VAR ABERT HAXRY VAL, v F U ITBEIN LT S0 2R TN TEE T,
R F VIS E, UTOARY FBRFRENE T,
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&2 Tencent Cloud

Started
Craatad
Pulled

ImageCachellsed

Tencent Kubernetes Engine

Started container container

Created container container

Container image “nginx* already prasent on maching

image cache imc-Tiwizos! used. Disk disk-dz7gmoid attache

TDARY FPBFREINBWVIGE, BUIRARXA—SF vy v allvyF U LRl 2R LE T,
FHI~v F U EBEIRLEDIC, v F U TERIAR—IF v v T aNIZEFDA X—=I0%W0WEE. BEHLL
B L7 T — R T 4 AZHNTA A=Y FBEL, UTOARY bDRFRIRINE I LICTHEELTEZ W,

Startad

Created

©2013-2022 Tencent Cloud. All rights reserved.

Started container containe:

Greated container container

Successfully pulled image “nginx* in 5.530871711s
Pulling image “nginx”

Image cache imc-kcbesdn] used. Disk disk-di1wy Tvw attached
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@ Tencent Cloud Tencent Kubernetes Engine

HHRS Y v & —

0 JERE

CRDZ{EHLTCLSICu %%y 75+ L%
.

YAMLIZ k> TuZ0oxxy 7F v ZRELZE
j—

RAEHEHTH ¢ 1 2023-04-26 18:43:22

Z ZTiE. YAMLERIC X D CRDZfHH L CTKE ServerlessZ 9 A X —D a7 ¥ v 7 F ¥ EAEZ R E T 2 LD
WTZHBHL 9,

GIEE=SEs

TKEa > Y —miza 4 > L., Serverless?Z 9 AR —Du 7 ¥ v FF v BEEERZ GV L 3, BIEOFEMICOWT
Z. B2 F v 7F v BEEEO AL E TS LW,

CRDDYERY,

LogConfig CRDZEF« T 275 T, ¥ ¥ /' F vy RELIFXNT LI LDTEET, Fvr 7 FraryR—xr M,
LogConfig CRDDZ B IZ)t U TxfItx3 % Cloud Log Service(CLS) e 7' h ¥y VR EHL, NAf ¥ RE&Nle~wr v o
N—T%RELZET, CRDOERIIXDEBH T,

clsDetail 7 4+ —/V K OFiBH

TR

topictE ERDEEIZTE X H A,

BIRLZF Y TF v ZA T (aVT7F 77402 OGS, WibT 2 ar7F 77402 YT Y
VIWITAILIETES, TNEToGEEY 7 V) Y IZDEBOSAD X ¥ IF ¥V —ILNDa Y7 FIHFE
L&D, ar%y FF v ITRRL £,
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@ Tencent Cloud Tencent Kubernetes Engine

clsDetail:
## O MYy 7 EZHEERLES, vty P BIXUP MY 7 DnaneZAFRFICIEE T 2 HENDH D £
logsetName: test ## cLsa kv FDname, ZDnameD A Jt v FDIRITL
topicName: test ## CLSE Y FE¥w 7 Dname, ZDname®D B k' 737

# BiFfonsty b by 272#RLEY, nrty MBEEINTVT, o7 bEy ZEE ST
logsetId: XXXXXX—XX-XX—XX-XXXXXXXX ## CLSRZ%t vy FDID, Bty MICLSHIZH 5L H1f
topicId: XXXXXX—XX—XX—XX—XXXXXXXX ## CLSRZ Py ZDID, B My ZIECLSHIZH 511

logType: json_log ## BZF ¥ FFxDEX, json_logldjsonfEZEZRL. delimiter_loglXt
logFormat: xxx # B TDT7 x—~<v Mk
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@ Tencent Cloud Tencent Kubernetes Engine

period: 30 ## 24 794 7, BALXH, AlF

partitionCount: ## Integer&X A 7T, B bV 7 D)—FT 4> a VT

tags: e RTEIBYV A, TORTX—REIEETEH LT, X277

- key: xxx 4 X Tkey
value: xxx ## X Jvalue

autoSplit: false ## booleanX 4 7, BHENREI%ZH?

maxSplitPartitions:

storageType: hot ## B MYy I DstorageX 4 7y AT a UEIFnot (FFHE

excludePaths: #H T39I VRAIRRYR DX ¥ I F ¥

- type: File t# RAT, AT 3

value: /xx/xx/xx/xx.log ## typeDXILT BMH

indexs: ## topiclERRFICH R X~ A XA[RERA VT v 7 AFREB &

- indexName: t# F—EHFLEXARXR T4 =NV A VT IRADT 4 =V RERET DRLENRDHD F

indexType: ## 74—V FRA T, BHfElXlong, text. doubleX A FEHPR—FLTWVET
tokenizer: ## 74—V RORYIDXF, ZOHFHDZNZNDOLFBXY)Y XF2RL E T,
sqlFlag: ## boolean 74—V RTHWMKBEZEIMIL TSI E S H
containZH: ## boolean HEEENEETNZ Y 5 »

region: ap—-xxx ## topicDFiIfEY —Ya Y, Z7BRY =Y a VEUEIZHH

userDefineRule: xXxXxxXxx #H -V —ERF v I F vL—I, JsonfERT V774

extractRule: {} ## fHH. 740XV VIV —)l, ExtractRuleZaXiE L%

inputDetail 7 1+ — /L K DA
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@ Tencent Cloud Tencent Kubernetes Engine

inputDetail:
type: container_stdout ## B ¥ ¥ FF¥yDLX A, container_stdout (27 FHEUEHJ]) |

containerStdout: ## 3> T HERER T
namespace: default ## ¥ ¥ 7 F ¥ 22T FDkubernetest—LhLAR—R, HEDI— L AR
excludeNamespace: nml,nm2 ## Fv¥ 7 F ¥ 32T F Dkubernetest—LAR—AZFNL FT,
nsLabelSelector: environment in (production),tier in (frontend) ## F—LALAR—R:

allContainers: false ## FEEDR—LAR—ZANDITRTHOa Y T FOFEER 1% X v 7
container: xxx # O hRFy S FyTERarTrHh, BOLGEEX. aYvTFHIERC

excludelabels: ## F ¥ 7F ¥ ITIEEDlabelZ aPodr EH FH A, workload. namespace.
key2: value2 ## [Al—Dkey FIZHBEHMDvalueflEDpoddD~ vy F 7Y KR—bLET, HlRU
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@ Tencent Cloud Tencent Kubernetes Engine

includeLabels: ## HEDlabelZ & LPod%r ¥ ¥ F ¥ L ¥ F, workload, namespace, exclu
key: valuel ## F¥FF ¥ L —LTHFx FF ¥ 3Nz lldmetadata’EZ@EdN, AT a—=

metadataLabels: ## BARIICE Dpod labelBXXT—XE L THF ¥ IF ¥ INdE0%
- labell
customLabels: $# 1 —Y —FEFEDmetadata
label: 11
workloads:

- container: xxx ## ¥y FrxTrarT7 %, FBELRVEEIE. workload PodNDITANRTI
kind: deployment ## workload& A 7, deployment. daemonset. statefulset., job. cr
name: sample-app ## workload®D#Hi
namespace: prod ## workload®dp—2AbZAR—2A

containerFile: ## IVTFHNDT7 7L

namespace: default ## Fv¥ I F ¥ a2 T F Dkubernetest—LAR—RZ, 1DDF— LA
excludeNamespace: nml,nm2 ## F ¥ FF ¥ 22T FDkubernetesh—LAR—ZAERANALE T
nsLabelSelector: environment in (production),tier in (frontend) ## $F—LAR—A!
container: xxx t# ORI F T TFH, *DHEIE. AV TFICERT S
logPath: /var/logs ## BT FNK, VANV —FREYR—-—FLTVEEA
filePattern: app_*.log ## B7 77 AN, VAN RHI =K 22 R—-bPLTVET, *3EL
customLabels: ## Z—V% —EFDmetadata
key: value
excludeLabels: ## F ¥ 7F ¥ IIEEDlabelZ FLPodZ2 & EH A, workload ¥ IXFIRFICIEE"
key2: value2 ## [Al—Dkey FIZHZEHMDvaluelEDpoddD~ v F 7% Y KRK—bLET, HlR

includeLabels: ## fHEDlabelZELPod%E ¥ ¥ 7F ¥ L E T, workload & [ZFRIFHCHEETE £+
key: valuel ## F¥ 7 F ¥ L —LTHxx IF ¥ EINZRTIiEnetadataFEN, AV a—=

metadatalabels: ## BARIICEY Dpod labelBA X T =R L THF v IF ¥ INZ20EHEEL
- labell ## pod label
workload:

container: xxx t# Fx IFryT2ar7F%, EELRVWEAIEworkload PodND IR TC
name: sample-app ## workload®D#4Hl]

1 7Tz K

SUINT A Y EIER
SILF T A R

SV TNT A VERIRIERERIEX
RIVF T A VSRR IERERBEA
JSONJER

XY) b gl

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

PUINTAvEXR T E, TORITNEDRTEEKB DI TT, CLSF ¥ 7F v T 3T, BITX

F \\n Z1fTOon 7oRREe LTHEHAL$3, MEEHO—IttZM5729, 072377+ D F—

fi __CONTENT__ 2B D F3TH, nr7r—XEMREn Z#ELERTOR RS RD, vnr 74— L Ryl X
NEEA, B 7ENHORMIEHIIZ. 073y 7FrDREIC Ko TRE D 3, FHlICOVWTIE, 27174
AR TSR I W,

RDESBUTORTDANVIFNT—ENH 2 IREL LT,

Tue Jan 22 12:08:15 CST 2019 Installed: libjpeg-turbo-static-1.2.90-6.el7.x86_64

LogConfig DX EDSIBNIRD & BH T,
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&2 Tencent Cloud

Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topicId: XXXXXX—XX—XX—XX—XXXXXXXX
$ I T4al
logType: minimalist_log

CLSIZF ¥ 7FF v INBT—RIEIXDEBH T,

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

__ CONTENT__:Tue Jan 22 12:08:15 CST 2019 Installed: libjpeg-turbo-static-1.2.90-6.e

RAVF T4 BT LE UTORELER YT —X T, HBITICELp2R[@ErH 50D TT (I
Java stacktrace) . ZODHE. B 7O THNITF L LTHEITYF n ZHHATA2 LI TEERA, BT 4
D ZEIAMEICX AT 572912, BRYIOITOEMRKREADEHI N T~y F Y I70Tb g3, FEDTORrID
HODPUORESINLIERKRHICY Yy F 3258, 200 ZDSEHICR D, ROTITEINHELd DR %
DO ZORTHMNTFERDET, SAVFIFIAVRLTH, 774NV FDF—fH _ CONTENT__ DREINET
P, BT =X ERE R IS CLEMTONLRSRD, ur 7 =L P E A, v EEORMIE
HiZ, 97% % 7F v DREIC Ko THRE D £5, dHllicoVTIE, v F 74 v 2z TS0,
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@ Tencent Cloud Tencent Kubernetes Engine

RDOEDIBUTORNAVF FA AT DEF VI FAT—=X0H 5 LAREL FF,

2019-12-15 17:13:06,043 [main] ERROR com.test.logging.FooFactory:
java.lang.NullPointerException

at com.test.logging.FooFactory.createFoo (FooFactory. java:15)

at com.test.logging.FooFactoryTest.test (FooFactoryTest.java:11)

LogConfigD & E DZIRIIRD & B D T,
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topiclId: XXXXXX—XX—XX—XX—XXXXXXXX
LI A=/
logType: multiline_log
extractRule:
HtHR TR E 21TOAZH L VITOR ZDSEHE A7 L, ZALSNIEITXFE\\nZMZ . BfEO "2
beginningRegex: \\d{4}-\\d{2}-\\d{2}\\s\\d{2}:\\d{2}:\\d{2},\\d{3}\\s.+
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@ Tencent Cloud Tencent Kubernetes Engine

CLSIZFx ¥ 7/ F ¥ SN2 T —RIIRDEBDH TT,

\\_\\_CONTENT__:2019-12-15 17:13:06,043 [main] ERROR com.test.logging.FooFactory:\\

SERZIEFRIEA e id, @, et s hza 7iZEbh, ZeR1TD1r 7h 58 Dkey-valueZ I D J5 1%
THIE S 20 7 E— FOZ 2 TT, dHlicoOVWTIE, 2R EHE{Zz TRV,
RDES2UMTOUTDF VI FINT =0 H 5 LAREL 755
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@ Tencent Cloud Tencent Kubernetes Engine

10.135.46.111 - - [22/Jan/2019:19:19:30 +0800] "GET /my/course/1 HTITP/1.1" 127.0.0.

LogConfig DR EDZRUIIRD & B D TT,

©2013-2022 Tencent Cloud. All rights reserved. Page 36 of 64



@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topiclId: XXXXXX—XX—XX—XX—XXXXXXXX
# ERRIERRBIER
logType: fullregex_log
extractRule:
# EHERH, O0F v IF 27— ICHEIE WET dvalueZMIH LT
logRegex: (A\S+) ["\\[1+ (N[ [*:T7+: A\ \d+:\\d+:\\d+\\s\\S+) \\s" (\\w+) \\s (\\S+) \\
beginningRegex: (\\S+) ["\\N[]1+ (N[ [":]+:\\d+:\\d+:\\d+\\s\\S+) \\s" (\\w+) \\s (\

©2013-2022 Tencent Cloud. All rights reserved. Page 37 of 64



@ Tencent Cloud Tencent Kubernetes Engine

# W XN izkey Y X b, I EIN/zvalueE B—XG L ET

keys: ['remote_addr', 'time_local', 'request_method', 'request_url', 'http_pro

CLSIZF ¥ I/F ¥ INZT—RIIRDEEBHTT,

body_bytes_sent: 9703

http_host: 127.0.0.1

http_protocol: HTTP/1.1

http_referer: http://127.0.0.1/course/explore?filter%5Btype%5D=allsfilter$5Bprice%h
http_user_agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firef
remote_addr: 10.135.46.111
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&2 Tencent Cloud

request_length: 782

request_method: GET

request_time: 0.354

request_url: /my/course/1

status: 200

time_local: [22/Jan/2019:19:19:30 +0800]

upstream_response_time: 0.354

Tencent Kubernetes Engine

RNLFTA VEERIERERE— NI, v 7 F A VA TEBATICE 205 1170%ERn 757 —& (] © Java
Jarsaas) \ZELE, ERERICE > TEBOkey-valuex —fHY L THIHTE 2 0 /@i £— F T,

key-value DN AR ERGEX. ~VF 74 2P eS R
NF T4 SRR RIEREBIE R Z8RL X0V,
RDESBUTOR T DAYV I FAT—RDBH 5 EREL £5,

©2013-2022 Tencent Cloud. All rights reserved.

LTHREZToTLEX W,

2OV TIE, <
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Tencent Kubernetes Engine

&2 Tencent Cloud

[2018-10-01T10:30:01,000] [INFO] java.lang.Exception: exception happened
at TestPrintStackTrace.f (TestPrintStackTrace.java:3)
at TestPrintStackTrace.g(TestPrintStackTrace.java:7)
at TestPrintStackTrace.main (TestPrintStackTrace.java:16)

LogConfigD i E DZMIIRD & B D T,
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topiclId: XXXXXX—XX—XX—XX~XXXXXXXX
$VTF T A4 v -ERIRIEREBEA
logType: multiline_fullregex_log
extractRule:
HTHOZERIRIEHKRB TS, HRTHRE21TOAZH L WIITOR Z7OSEHE A7 L, ZALSNISIT
beginningRegex: \\ [\\d+-\\d+—\\w+:\\d+:\\d+, \\d+\\ I\ \s\\ [\\w+\\]\\s.*
HIEFRB, O DF ¥ I F ¥ N —FICHEDE WL bvalueZ it LT
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@ Tencent Cloud Tencent Kubernetes Engine

logRegex: \\[ (\\d+-\\d+=\\w+:\\d+:\\d+, \\d+) \\T\\s\\ [ (\\w+) \\]\\s (.*)
$ I NTckey ) A b, i S N Fzvalue e B—XI0 L ET
keys:

- time

- level

- msg

M X N 7zkeylZED &, CLSIZF ¥ 7 F v ST —RIIRDEBHTT

time: 2018-10-01T10:30:01, 000"
level: INFO®

©2013-2022 Tencent Cloud. All rights reserved. Page 42 of 64



@ Tencent Cloud Tencent Kubernetes Engine

msg:java.lang.Exception: exception happened
at TestPrintStackTrace.f (TestPrintStackTrace.java:3)
at TestPrintStackTrace.g(TestPrintStackTrace.java:7)

at TestPrintStackTrace.main (TestPrintStackTrace.java:16)

JSONJERX D 1 271&, HARE OkeyZ X5 % 7 4+ —L P& e L THEANCHIE L £ 9, B1REE Dvalueld it s
57 4=V FOMEELET, ZOLIBRGERCED 07 2EOME (LA E2TV. ZhzhosEekn 7 i3ddTe
F \\n ZRTEAITFL LET, FFficoOVTIE, JSONEXZ ZZ 230,

RD XS ZUTDISONR ZDA VY P FNT—X03H % EREL 5,
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@ Tencent Cloud Tencent Kubernetes Engine

{"remote_ip":"10.135.46.111","time_local":"22/Jan/2019:19:19:34 +0800", "body_sent":

LogConfigD i E DZIRIIRD & B D T,

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topiclId: XXXXXX—XX—XX—XX—XXXXXXXX
# JsonNfERm 7
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@ Tencent Cloud Tencent Kubernetes Engine

logType: Jjson_log

CLSIZF ¥ /F v INBET—RIEIXDEBH T,

agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:64.0) Gecko/20100101 Firefox/64.0
body_sent: 23

http_host: 127.0.0.1

method: POST

referer: http://127.0.0.1/my/course/4

remote_ip: 10.135.46.111

request: POST /event/dispatch HTTP/1.1
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@ Tencent Cloud Tencent Kubernetes Engine

response_code: 200

responsetime: 0.232

time_local: 22/Jan/2019:19:19:34 +0800
upstreamhost: unix:/tmp/php-cgi.sock
upstreamtime: 0.232

url: /event/dispatch

xff: -

XEIhxFa ek, 17ou 77— X 248E N XYY SCFIHE - T e 72 oE L2 T0n, Z2heh
DITOFERKZ B 7, BITXF \\n 2R THEITL 207D 2 TF, CLSHARYID XFu 71755
By BFXUID D7 4 =L RICEE Dkey 2 ER T 2LEDNDH D £5, FFlicOVTIE, KUID 7 2S5 <
7230,

RDESBAVIFLarnds e RELE T,
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@ Tencent Cloud Tencent Kubernetes Engine

10.20.20.10 ::: [Tue Jan 22 14:49:45 CST 2019 +0800] ::: GET /online/sample HTTP/1.

LogConfig DR EDZRUIIRD & B D TT,
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:
clsDetail:
topicld: XXXXXX—XX—XX—XX—XXXXXXXX
#¥XYIY v m o
logType: delimiter_log
extractRule:
#IX Y] D 32
delimiter: ':::'

#Hi SN ickey Y A b DEENT 4 =L FER-MIGL XS
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@ Tencent Cloud Tencent Kubernetes Engine
keys: ['IP','time', 'request', 'host', 'status', 'length', 'bytes', 'referer']

CLSIZF ¥y /F v INBT—RIEIXDEBH T,

IP: 10.20.20.10

bytes: 35

host: 127.0.0.1

length: 647

referer: http://127.0.0.1/

request: GET /online/sample HTTP/1.1
status: 200
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@ Tencent Cloud Tencent Kubernetes Engine

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

Ty 7FryalsoRA S
a v 7> OEEHNA

Bt : defautD R — L AR—ZRWZHBITARTOaAYTFFOEEHR N2 X FF ¥ LET

apiVersion: cls.cloud.tencent.com/vl
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@ Tencent Cloud Tencent Kubernetes Engine

kind: LogConfig
spec:
inputDetail:
type: container_stdout
containerStdout:
namespace: default

allContainers: true

#2 : production® % — & ZAR— X Dingress-gateway deploymentiZB 3 podDa > 7> DIEREH %2 v 7
FrLET
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&2 Tencent Cloud

Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl

kind: LogConfig
spec:
inputDetail:
type: container_stdout
containerStdout:
allContainers: false
workloads:
— namespace: production
name: ingress—-gateway

kind: deployment

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

#I3 : production® 3 — L ZAR—RIZBI} Bpod X 712 Tk8s-app=nginx] Z&irpod®D a > 7 FDEHEH 1% *
Y 7F X LET

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
spec:

inputDetail:

type: container_stdout
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@ Tencent Cloud Tencent Kubernetes Engine

containerStdout:
namespace: production
allContainers: false
includelabels:

k8s—app: nginx

avrFrI7Z77A4n

#1 : production® — A X R— R IZ BT Bingress-gateway deploymentiZ)& 3~ 5 podDnginx2 > 7 F
@ /data/nginx/log/ XADTIZH S access.log LWI 77 A Vx> TF ¥ LET
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&2 Tencent Cloud

Tencent Kubernetes Engine

apiVersion: cls.cloud.tencent.com/vl

kind: LogConfig

spec:

topicId: XXXXXX—XX—XX—XX—-XXXXXXXX

inputDetail:
type: container_file
containerFile:
namespace: production
workload:
name: ingress—-gateway

type: deployment

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

container: nginx
logPath: /data/nginx/log

filePattern: access.log

#I2 : production® — A X R—ZDpod & 712 k8s-app=ingress-gateway| &% 3podDnginxa > 7+
@D /data/nginx/log/ SADTIZH S access.log EWI 774Xy SF ¥ LET

apiVersion: cls.cloud.tencent.com/vil

kind: LogConfig
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@ Tencent Cloud Tencent Kubernetes Engine

spec:
inputDetail:
type: container_file
containerFile:
namespace: production
includelabels:
k8s—-app: ingress—-gateway
container: nginx
logPath: /data/nginx/log

filePattern: access.log

XX F—A (Metadata)

a > 7 e J (container_stdout)35 &K U8 > 7 F 7 7 4 JL(container_file)id, AV T FrdnNEDIEA, 2
YTFIFVACHET AL T & (M FRAER LAY TFIDIRY) L HITCLSALR— T 2R0EBDH D %
To TAUTED, 2—F=DnTZERT 2 Y-RAZEH LD, aryTFoe— -t (a¥ 7 8P
labels7 &) ICEEDWTHRERL LT LD 73,

ARTF=RIFTROEBNTY

74—V F% =AU
cluster_id QM| S 7 AX—IDTT,

container_name OB baryTFrHTT,

image_name OINET AT FDARX=IHKIPTT,
namespace 1 7 %3E 3 % poddDnamespace T3,
pod_uid v Mg S %bpoddD L —H—IDTT,
pod_name 0 7 3& 3 2pod¥ T,

pod_ip a7 23&3 5podDIPTT,

o 753 E § % podDlabel T3 (il 211> DpodiZ, app=nginx, env=prod & \52D0
label23® 2 %5, 7 v 7u— K&k nr ZiZidpod_label_app:nginx,
pod_label_env:prod & \» 9 2O DmetedataSiRfF XN FT) o

pod_lable_{label
name}
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BEOEH

— Y
7 T AR —BE
AR HTH ¢ 2023-04-28 15:30:11

BiRH :

O 7% — Y ACLSIZTKE Serverless 7 9 A X —12 &k o TER I N TR TORE., ARV M F—RIZEREY—Y X
Z2021FE12A3THECTIRMEL £ 9, vrty OHIMERZIEIRT 20, 2@ EFEOn sy NNTRZ M E
v 7 DHEEEREEINL T W,

B

7 AR —#FHFIZKubernetes Audith’kube-apiserveriZxf L TARK L 72K Y > — DREH AIHERJSONKEE 1 7 Dt
PRTE B L OMZBEEREICH D & 5, AHGEIZkube-apiserverlZxf 3237 7 24 XY bR L, EHFICZ—F
— BHEHEFLEIRATLAVER—R VIR TRR I E LG5 ARV PRl LT

FERED X 1) » k

7 7 AR —FHEKEE I Imetrics L IFRRZHND I T AR BT 4 Ao a 2R LET, 7 IRX-FKEZH

b3 % &, Kubernetesl3 A7 5 A X —#{EICN T 2 FER /2T 2 2 e N TEE T, FHEAR 7 IZIJSON

oGt a2 — T, X&X7—X& (metadata) . V27 X FAAE (requestObject) B Xk NILEHNE
(responseObject) DIODHIVEENE T, TDHH, XXT—% GEPBEBLIEYV VAN THSEh, ¥

PO E NI, 77 EADURIBREDY 72X DAYy T XA MERVPEENET) EIBTHFEL, VIR
FBEUIBENEDFET 20 I PIEFEEL NV TREDE T, B ICXo TUTONERHRET 2 e BT

ESC

77 AR—=NTHRAELTA RV b,

ARV FORERMBIUREL T 27 |,

ARV PO MY F—KE MV —EB X OB A,

A4 XY b OFERB & OO UFETTH),

E&Eo JHHIOME

©2013-2022 Tencent Cloud. All rights reserved. Page 58 of 64


https://kubernetes.io/docs/tasks/debug-application-cluster/audit

@ Tencent Cloud Tencent Kubernetes Engine

"kind":"Event",

"apiVersion":"audit.k8s.io/v1",

"level":"RequestResponse",
"auditID":0a4376d5-307a-4el16-a049-24eQ17******x,
"stage":"ResponseComplete",

// AAIDIE & 7z
"requestURI":"/apis/apps/vl/namespaces/default/deployments",

"verb":"create",
// FEDIBHEG L 72D
"user" :{
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"username" :"admin",
"yid":"admin",
"groups": [

"system:masters",

"system:authenticated"

b
// ¥ ZTHthE NI
"sourceIPs": |
"10.0.6.68"
1,
"userAgent":"kubectl/v1.16.3 (linux/amd64) kubernetes/aldo64ds8",
// DR E T2
"objectRef":{

"resource":"deployments",
"namespace":"default",
"name" :"nginx-deployment",

"apiGroup":"apps",

"apiVersion":"v1"
by
/] ED XD AER D
"responseStatus":{

"metadata": {

b

"code":201
o
// B ERZY 72 A LTRY
"requestObject":0bject{...},
"responseObject":0bject{...},
/) WOBIR/RT LTeh
"requestReceivedTimestamp":"2020-04-10T10:47:34.3157462",
"stageTimestamp":"2020-04-10T10:47:34.32894272",
[/ VTR NHRZAE/HEE S T E RN
"annotations":{

"authorization.k8s.io/decision":"allow",

"authorization.k8s.io/reason":""

TKE Serverless 7 5 2 X —DHFEHERY > —

EHL -~ (level)
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— %o 7 Bz b KubernetesB a1 277D L ~ULE X D verboseiZ E I . LSRR O MHE 2R T -DIC
FHXNE T, GH4oD0L N H D FET, UMTOROANREZ TS X0,

PRI X —X& AiHH
None APk L FH A

VIIZAFDAERT—& (—H¥—, R, VY —2, 812 Y) ZideklLE3, V2
Metadata

IZANBIOIGEDRA v =S RTF 1 ZEFENFH A

RRF—RPINZ, VI LR R Ry b= ORT 4 DETNET, HEDR v b— VKT

R t
eques CRATRIEA.

TRTOERELMLE T, XXT—ZBLRV TR, WEDX v E—IKRT 40

RequestResponse sxnET
=) o

EERRE (stage)
07 DRI ELR BB TRELE T, UTORODNEZ TSV !

RTRX—& EE!
RequestReceived VI IR MN2RZ(ET 5 LalixT %,

watch® X 5 R ERE#EHY 7T X DA, VX=X vt—I Ny XDREEHTET
ResponseStarted

L7 ICREsR L 3,
ResponseComplete VX —2 X vt—I N TEERET LRI RLE T,

Panic WS —N—ICZ T —DFEL, VIZIZZAMDPET LTVWERA,

BAAHY S —
TKE Serverlessid 7T 7 # )V F TV 7T X b 2ZEFELTEEn ZZidix L. HoKE 7 D#IEIXRequestResponse
LALVOEBEOD GERENE T, R LUTO LS RIRNDFET 2580350 $73,
get. lists & UfwatchixRequestL LD 7 %5Ek L £ 3
secrets V) YV — &, configmapsV ¥V — Z % /=ldtokenreviews V) V — ZIZX$ % V) 7 T X bt iZMetadata L NIV Thofxk
INET,
DTFoy 272 MEIaZoiekeiTuEEA,

system:kube-proxy »%{F L 7zendpoints!) ¥V — X, servicesV ¥ — X ¥ 7zidservices/status V) ¥ — X Z RS
52V 7 TR b,

system:unsecured 723%{E L 7z kube-system* — 2 2 — Z D configmapsV ¥ — RAIZx 3 SgetV 7 2
ko
kubelet?3i%/E L 7znodes V) ¥ — R % 7zldnodes/status V) ¥V — RIZH 3 % get) 7 = 2 b,
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system:kube-controller-manager . system:kube-scheduler %7
¥ system:serviceaccount:endpoint-controller »%E(E L 7zkube-system 3 — 2 ZAX— A Dendpoints
)Y — ZI2X3 S getE & Uupdate V 7 = X b,

system:apiserver 23i%{F L7z namespaces ! ¥ — X, namespaces/statusV ¥ — R ¥ 7z
namespaces/finalizeV ¥V — 212%f3 5getV 7 = 2 b,

/healthz* . /version E£721¥ /swagger* IZ~¥vF Y27 FB3URLICH L TEEINZY 7T b,

HRIETIE

7 IRAR—BHEEIMLT S

TR

7 7 AR —FBHEDOREE BT % 12idkube-apiserver = FHLEN T 2 BN H D 5, MBI AT LRV L
TBEOLET,

1. TKEz Y —uiza 74 v LET,

2. EfllF €5 —> a v N—OERRTRREEE L E IR L. [HEEEH) R—JIEAF T,

3. MHEREEH) R—Y LTV —Yaryz@ERL. [Serverless? 7 A& —) &4 F2ERL £7,

4. FTHDZFZAR=—YRANTI ZAR—BHEEANMELLIZWS 72X =% 1O, GHIRES—TREEZ 7V v
7LET,

5.8y 77 v Ul THEERE ) w4 Y FoT, 25 2%—KE ) HitAoREEX 7YV v 27 LE3, TR
RITEBHTT,
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https://console.tencentcloud.com/tke2

@ Tencent Cloud Tencent Kubernetes Engine

Configure features 5

f_'j The current account (100010848100) has not assigned TKE the permission to acoess resource. Please go to CAM & to
complete the authorization first

Log collection

Dizabled
Cluster auditing Edit
Dizabled
Event storage Edit
Event storage Disabled

Dizable

6. 7 G AR—BEDEMICF = v 7 %2 AN, BEZ2HET 20ty FBIUORZ Ny 7R FIRL
T, vy FVOBBMERZ BINTAZ e 2HRELEST, TRICRT B TY,
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Configure features b4

{I} The current account {100010945100) has not assigned TKE the permission to acoess LS resource. Please go to CAM [2 to

complete the authorization first

Log collection

Dizabled

Cluster auditing

Enable Cluster Auditing

Logsst Auto-create logset | Select the existing logset

(D From now to June 30, 2022 the usage of the CLS service for auto-genserated audit

logs/event data in TKE i= free of charge. Please enable “Auto-create logset”. Learn

more [5 .
Event storage
Event storage Dizabled

Dizakble

7.0KZ7 Uy 7 LTI 7R —Fatkaez AL T,
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