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R = ITESRBE NSRS e
202046 A
BASBFR A AT A
ARG ERS74% NVIDIA Tesla (T4, P40, M40, P4, 2020-06.30
GPU V100) GPU #1%E!,
. KB Pod B30 H 48582 FORAN70%, HIEGRGTH
‘jjé 7 BH k2 \Eﬁ b
PAGERIE A MR RN (n R RS 2020-06-30
PREIN & AT .
REE)
. X EE ST R AIR AR
SRR =
Eiiiii%ih S AR E 2020-06-30
— S T 4 max-pods
N Q Z3 Ba 4
D Gl ST RO Kubernetes v1.18.2 fiRAREERE, 2020-06-01
K8Sv1.18.2
202043 A
7S
;ﬁ'“% st KA
UL &2 W% RAEMRSS TKE Edge /2 T\ L BB SR TENA 2R R 2020-03-
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https://www.tencentcloud.com/document/product/457/37706
https://www.tencentcloud.com/document/product/457/35385
https://www.tencentcloud.com/document/product/457/35390
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RS %, AIE—DMERNEEZHIT S, SRRt 25 %
k& Kubernetes, [FIIN B8N FH—8 T & N5O% BRI RS &
AEST,
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H
N

Z2TRIAE 8 1iAH
CVE-2024-21626ik1A1& & %A

ol IS E] ¢ 2024-05-27 16:04:20

IR RS

#H# : runc

IRIAEFR © runc A Sk

CVE 45 : CVE-2024-21626

AR | ZIRA A RER AR EVIRMERGZ MR E 2, Wi nl B Mg A S sis T — gk
Fe, VEMIES I X UH A8 2

B/ S

ZAL RN

BATI B 2 A runc BRASFET.0.0-rc.93 % 1.1.11. 2 [A],

TR

W15 S UL FZ R T 75 A% S5 openat2 R4t (kernel version >=5.6), HHIR L TKE 325171 mIRIERS

KATHRELEE Ubuntu 22.04 LTS #1 Red Hat Enterprise Linux 8.6, HAEERGRITHUNA 8 BNIZIRIE, BAIIES
IETERFERIR

(-5 F

1. #Fxt20244E2 A 3H .2 J5 QI HIHTE TKE SRR RS2 %R IR #2,
2. P NTFRT A, IS LA BT T an TS B B0 T s e
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https://github.com/opencontainers/runc/security/advisories/GHSA-xr7r-f8xq-vfvv
https://github.com/opencontainers/runc/commit/2a4ed3e75b9e80d93d1836a9c4c1ebfa2b78870e

S S s

wget http://static.ccs.tencentyun.com/fix-cve-2024-21626.tar.gz && tar —zxf fix-cve
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OOM 52 docker E Iz TIEAEREE

ol IS E] ¢ 2024-06-20 15:03:44

] R 5%

f£Docker 19X B EhRAH, RGN it 2 3L containerd &4 OOM (Out of Memory) B, FIRER 3
Docker {Z1EiZfTHARHBIEE, X NRB O] LHEEHITHES pkill -9 containerd;systemctl is-
active dockerd containerd REP, IEEf, dockerd 2% systemd {51k,

™ B RN A] RS2 50 19 /E OOM 57229 NotReady IRA. N7 AR 31 UK B MG FTRER 5 1R 55 HA AL,

] 73 M

Docker #1: X5 #JfF docker 1 containerd Y % &% E N dockerd.service BindsTo containerd.service, X258
containerd #f ki1l -9 PRI LR, systemd 234121k dockerd, ENf#7E Docker Hi%i& | Restart, 11
EWE, BEZERIFEZ .
https://github.com/moby/moby/commit/a985655ac4eb6c5b60b5eab8d8d09a487e353e1d
https://github.com/moby/moby/commit/009639e0f46d270309821998836fb664046b3e07
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https://github.com/moby/moby/commit/a985655ac4eb6c5b60b5eab8d8d09a487e353e1d
https://github.com/moby/moby/commit/009639e0f46d270309821998836fb664046b3e07

BaRss

#!/bin/bash

insert_i1f absent () {
line="s${1}"
lead="$(echo "${line}" | cut —-f1 —-d=)""="
if ! grep ""${lead}!" /usr/lib/systemd/system/containerd.service

> /dev/null 2

sed -1 "/"ExecStart=/a${line}" /usr/lib/systemd/system/containerd.service

fi

insert_if_absent OOMScoreAdjust=-999

insert _if absent RestartSec=5
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insert_if_ absent Restart=always

sed -1 '/BindsTo/d' /usr/lib/systemd/system/dockerd.service

sed -1 's/"Wants.*/Wants\\=network-online.target containerd.service/' /usr/lib/syst

systemctl daemon-reload

SR OB HAT T b a4y, FIEESRIIME E T containerd #5EH4% 115 Docker TiEE BRI, HA¢, Etn]lL
HHAT docker run faHITIH—PIGUE,

pkill -9 containerd;systemctl is-active dockerd containerd
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A BT b
Runc i (CVE-2021-30465) & & iiHH

el EHTIN ] ¢ 2022-06-10 16:48:44

RS

#H : runc

IRIAEHRR © runc BRESE T IR

CVE 4% : CVE-2021-30465

1B 5 KB - I runc A2 1.0.0-rc95 KL ERRA,

BREMRE

1. TKE 7£20214E9 H X BT el 7 iZRIAE £,
2. WM TFHEEYR, B SFREBT, FPaSEU T IR, S RIS TE 4,

Tife
HZ% runc HEA2EF NS Pod,

#!/bin/bash

util::is_docker () {

if command -v docker 1>/dev/null 2>&1; then
RUNTIME="docker"

return O

else

return 1

fi

I3

wget http://static.ccs.tencentyun.com/docker-19.03.9-install-1.2.tgz
tar -zxf docker-19.03.9-install-1.2.tgz

if ! docker-19.03/bin/runc —--version; then

echo "unmatch libseccomp version"

# Get 0OS distribution

OS_RELEASE="$ (. /etc/os-release && echo "$ID")"
OS_VERSION="S (. /etc/os-release && echo "SVERSION ID")"
if [ "ubuntu" = "${OS_RELEASE}!" ]; then

apt—-get install libseccomp?2

else

yum install -y libseccomp

fi

fi

if ! docker-19.03/bin/runc —--version; then
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echo "bad libseccomp version"

exit 1;

fi

if util::is_docker; then

cp docker—-19.03/bin/runc /usr/bin/docker-runc
cp docker—19.03/bin/runc /usr/bin/runc

else

cp docker-19.03/bin/runc /usr/local/sbin/runc
fi

rm —-r docker-19.03

rm docker-19.03.9-install-1.2.tgz
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NginxIngress ¥ EH A5 1L BE TN

T EHIN ) ¢ 2024-07-23 11:17:37

BERMRS Y Nginxingress 4 2211 ©T-20244F6 A 1% LA CHMCARRI# T DIEE, FHitkT-20244E10 5 1 H A (-
NginxIngress S, 1#&1Y Nginxingress SEHIFARESEETT, (HAKRRFAFSERL TKE 1.30 MEHDL ERRA, JEifH %
FEITERE A NginxiIngress 7 EAFRYSEH, R ImEEREA90E 1.30 M4,

A 1B Nginxingress 8 %2 755K, HEIGTERE HEM Nginxingress, 1EIEIEZS UL Ingress-Nginx Controller 722545

o
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https://www.tencentcloud.com/document/product/457/38980
https://kubernetes.github.io/ingress-nginx/deploy/
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qGPU IRFARE NS
BT BT E] © 2023-11-22 15:44:26

F20234F11H30H#, A#RIRSS TKE RN @ mIEft qGPU THRESCR;, AIRER L4RSHIH qGPU 12
GPU IR AR, HEARORL 5T 28 10

THIERE, M2023%E11H30HEE, ARG TKE R U@ T B SR IR A MRS, BARUHANT
1 PERA IS ERAHR BT qGPU TRERVEREF4ERTT X

2. HIEEREECAITE qGPU ek, (EAIZIIRERYE @ T RL S RSN, (E2, NSRRI TR EF4ERERY
aGPU JT-3%, “FE RSN E T R EHTTE 6.

FRATDA 2R S AT RELR A SR A RORIGR, R BT I STRAAIER AR, ANSRIEE S R P EIE AT ]
i, BRI, AT DRI,
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https://www.tencentcloud.com/zh/document/product/457/54483
https://www.tencentcloud.com/document/product/457/46720
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FHER I T

wealRS TKE X F 2022810 12-13, 17-18, 24-27 HAY22:00-05:0077 K TKE L& 528 Master 4L1F#Y
kubernetes AL T/ INlRAS T,

T

AR RAIRVERTOE L4 © FLE RN Master 41, HEERE kubernetes I KIRARTE1.16E1.222 (7], AHIGHIERE
Master 4 PFRFAERFE L RTATE KRB RFTIMEAS (A, EEREZ AT Master BRASH v1.20.6-tke.15, TKE &7
HRRARN v1.20.6-tke.27, MIFIR)GHIRRAN v1.20.6-tke.27) o

THRNE

RRFFNE L EAE

1. MBERT - (EAL RIUBEERET kube-apiserver List TERE, $27F eted MYTFEERRE M,

2. BEME : A3 7#X CVE-2022-3172 % L i#RiAE & PR,

3. REMEE | A X NFEEE PR, 583 kubelet, kube-scheduler, HPA 4 {14H X HE ST,
4 FRMESERE | SR RAE T T A B, Pod JFUTHRRAL, LT s O SR

T+ B

Master /NMRATHESE 2 FIHRE, TEEMIZE Kubernetes A BB, BFELIEE (GE) WHEE, &K
FHHRARUEE Master HEFFTTER Kubernetes KA, tHA2ZEH Node kubernetes filiA, #HIEFTRE T i# TKE
Kubernetes Revision iiAZEHE EIE, 7]2% TKE Kubernetes Revision A7 5, EISHEX IR =AU EHI S S H |
AR A] PR,

TR

1.14 %L Kubernetes MUAREZ IERRAE, TKE SAFAXEERMASRRHZ IR SR, BIUESR A SRR
A, BREEE W SR
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https://www.tencentcloud.com/document/product/457/9315
https://www.tencentcloud.com/document/product/457/46720
https://www.tencentcloud.com/document/product/457/30640
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202249 H

BN #ARS (Tencent Kubernetes Engine, TKE) itXllF20224:9H27H. 28 HY10:00-22:00:5F A fiti s #7240 1
tke-monitor-agent 2 ASERHAMERE, R ERTFEIZEE TN AT A R 4E, AR E LS LR,

ZEAR

+ tke-monitor-agent £ A FE IR, SRR EAMFIRA TS, RFTFEE WL 4 7F 719,
o TESEREM4Z20R] kube-system T #1744 sh.helm.release.vi.monitoragent.v1 19 secret,

202247 A

BN A #ARSS (Tencent Kubernetes Engine, TKE) 11Xl T20224:7H27%29H. 8H1HZE4H/10:00-23:004f
WSPEA AT TR, ARTFHRIE S T tke-monitor-agent ZH {4 _ERYERT EANIAIRE, #7810 BEREFE PRI
e AN TLENN, HEAFERATHREE, 15 PR, BATR AR,

ZEAE

« 5% : Pod ) CPU RIFI (i request) . Pod #J CPU RIS (i limit) Ay HURKHINIL,
« IEHRIELE | GPU BRI, B GPU 55 T GPU EHHIOHIIR,
o S5 CPU RIS, PR TG HR LA,
« BRHOERRS:
o W CPUINEAE RIS IR,
o FHEFITIIE CPUNTEHERIA, CPUMNTFRTIL RARHRITRAE (R (UIELE T request HEEALIE
LT RN B .

JEE ] 2

ANTHRIEEN R, SR DUDCR AT FRERHA,
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https://www.tencentcloud.com/document/product/457/38705
https://www.tencentcloud.com/document/product/457/46720
https://www.tencentcloud.com/document/product/457/46720
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IETN = A #IRSS (Tencent Kubernetes Engine, Hll TKE) API2.0E.T20204E3 HZ -4, AesiRGSIMHRIT 2022

E7TA1SHIEZURFASRIRSS API 2.0 #H X210 T2k, TLIGAPI 2,08 FIE I AEZFAA, AR LRI EMERAA

PRIRSSAPI2.082 101, skl S5V IE BT, BIUERARRIRS APl 2,082 U AR RS API .08 0, X T
BARRSS API 3.0 CIMVBERH, TES UL API XSS |

IR ARRYIE FER], 1B T, BATRRERE,
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https://www.tencentcloud.com/document/product/457/35699
https://console.tencentcloud.com/workorder/category
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AT PRI EEERAUEN, H20224E04 308, BINTARIRS TKE 2AREERAES, (ERIIIMZEH H3)
N —H B IRECA, LSS IRBCRICRF ORI SR BRZE P (EOR TR PR SR |, s o0 KRB BIR AR N T8
£ Bug M SEERREA AT, 5 ERSERESCER B Sl Boal, 7R 2T R MRS s PR — 8 0 A B Y BT
N4 H 30 H LA SE, ROREEHOIEN M, HEAECHER, 1§25 THEIAILE,
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https://www.tencentcloud.com/document/product/457/9087
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HARB IS A SIS TKE MIRRASZF#LE], Kubernetes 1.18iANF20234:7 H20 Hit i, TKE ENILARATE
R3Hfo A Tekm, LR EERANE FERRAR Kubernetes 5%,

[TEN TR PR (BllEe e
v1.18hfA 202347 H20H AR Tk
v1.16iRA 20224:12H20H AR Tk
V114K DURiTRRA 202245 H20H AR TiROIE

T RREERINL S5 IE T BT, BRI RIENERRAR, X T AR ER, S THEER, MRIEFRE TR
HZ KT TKE WHARSZEHILHIE R, 1EZ U TKE Kubernetes FiRASZE 741l
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https://www.tencentcloud.com/document/product/457/30640
https://www.tencentcloud.com/document/product/457/47894
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N T EIBF R PARLR, B ASIRS TR T20224E6 A 13 H IER FE&MAEHRSS, WRENERHER]
AR, SRR LUE A TKE $R409 W2 AIRR YT itk API o83 B 28 IR R I aa i Bk 1y st R4
HEEAR Y AR AR R R R R M AL 55 Y IE 5B T,

« JE3d AP

o JEYERIA

&R LU CreateClusterNodePoolFromExistingAsg 2 FURH A 84 pl 1 st A RIES W M Zadl a4t
J=ii

TR MR EAS E IR 7 EARRE, RmAVHEMAERES, T ERCERER AR, EEAEBOTS, R AT
T RS E L C LRI, REIESE AL,

Tk

o GUEEARM @ (HEEAIRSS I 1202246 H 6 H IEA K AIFERIE T AP I A, JE i ERE @ 2] 5 A1 AP
BT,

o TURE LAY | Mg RSS T T20226 H 18 HIEIN T ek, @INEAE20221F6 H13H Z TS & “FHF4aH it

JRT R IR R g 2 R AT i, B X202246 H 13 H 2 SRR AE R 4E4H, 5 Bl O S
it —EH,
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https://www.tencentcloud.com/document/product/457/38780
https://www.tencentcloud.com/document/product/457/35900
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RO BT R 2L 112 TPS WYINR] G505, iR AL (AR SS M 58 RAY ™~ dheE ), TPS HIRIBTHZT
Prometheus WS#EARSSHEATRIE TR, FHCh TMP, TMP SCHEESHIEES VPC I, KHi4i— Grafana MMM #%
IPESCHISEIGE —EF, TMP H 8RB 4 8112k, MRS IREER TR L T 27 ORI IR GE T 25 8 Bl
WRPZERY S0 2idiEhR, TMP AREUETHER2E H.

TMP EIERAAR, Yol iz, TPS EASHFOIEH LA, FRLHIFT202295 316 HSt— T4k, JEMHH X
TRRFMER, AR —HE TR T H, #E—HR TPS KBTS TMP, SERSHIIE SRR SRR
R, SNATRE AR TN, BRIEEHER TPS USRI (T,
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https://www.tencentcloud.com/document/product/457/46734
https://www.tencentcloud.com/document/product/1116/43156
https://www.tencentcloud.com/document/product/457/46733
https://www.tencentcloud.com/document/product/457/46735
https://console.tencentcloud.com/tke2/prometheus2
https://www.tencentcloud.com/document/product/457/46736
https://www.tencentcloud.com/document/product/457/46737
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FEA W ZE SR T2

ol N TE] © 2024-03-29 17:30:23

N T RSP R EERE AR IR TEIR S, T e RdE, SEIIRE. HPA I A RFIAT MY, BINS AR
SIS TER TR T, THGI R A B BT AR S AE . U R, TERIHRRA =D HE:, Tk
AR 555 TR,

HETES

B—HrE | M IR A A

FHER P 4EEE kube-system A4 Z2[H) N 2225 BRI R4 © tke-monitor-agent, 1% agent FHEREN 7 ik &7 F/N
T 70MB, 0.01C &R, HAFIFEIHENHS%E tke-monitor-agent 1 15HH,

BRER © UIHRA AR A

MRS E RV BAETR, A B ERTRARA R 2 e il — A et T,

iEH :

Bf kubernetes iliA>=1.8 B2 T, IFTE kube-system finf4 220 T 73 HIHFTE 4 F14 metrics-service Y service X 5
1 endpoint X5, FHHaMA IR MLET 1Y metrics-server,

£HEH1Y hpa-metrics-service FHEFFTIEIETR, # apiservice vibetal.metrics.k8s.io fii /2 A AR LR
BRINEIETR kube-system/hpa-metrics-service H. kubernetes iltA >=1.8, fFUI#EIEEFEE R E R kube-
system/metrics-service,

¥14& apiservice vialphal.monitor.tencent.io, 2 TKE BT s EIRMETERIE, IFEWIA DY S E pod 194
PERAR

BB | TRIBRA A
AR BORHE U A RRASE RS I — JA TR T
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https://www.tencentcloud.com/document/product/457/46740
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FEEEE I 2 EH
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NTRAERP RS PR, RAGEERE, B R(LARSIRIE, BIRRIR 12022423421 H10:00 GLEHE)
MATH ARG TKE FUE SRR TAMTIR, HEHORMNRIMUSHVEREE, JFXRMEHIEFOMAT 8, e~ AN
PRARTE ANKER, MEATHIRR. ¥ONRIAUS, REIRIIRR At B ARST DU SLA K, ARSI SR R
TR, HEEETR Kubernetes X RAXH AN, KRTARSEN S5 77 KIEHE S RIS,

[N, BRmRRED ELETHCEES), ERNERTIITRIZAES, JTHE R R A R BCAE]—E B E N
BE T REERE BRI, BRI R BT,  DARRL S5 RUE BT,

PR ERE, BIfE20224E3H21H10:00 CILEHE) RiOIEIIAIRIRSS TKE FEEERE, BINSIREH0R I TE %
A, AN, BRI FE RN TR S8 Kubernetes WX 52, Master 4 FRL E 2 BERYHEEA RIS,
HIAANE PR BRI B IS, RIS RS, EN20225F4 A1 H E410 1 00 (LR J5, WEREARIERIRE:
kg, Fre BRSNS R AR T TR | AR 7 B As, R RIE IR IE R T I 2R

N T PRUESENE S5 IR RGBT, BRI R PGSR, LS5 IEHAEH], 18IS E Raiiss TKE T Hld,
TEE T RIS E 2 AT,

A AR, AT DU T S3AITECR, 4%, AT LEKTT 4009100100 BCRIRMTIEARA LG, TEH R |
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https://www.tencentcloud.com/document/product/457/45157
https://console.tencentcloud.com/workorder/category
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X TAEIE T & 5 kubeconfig SCHARY 5 RH

b N TE]  2023-05-06 19:41:07

i
BenkSs TKE HRITALRN RI20204F9 H21H (J&—) 23:00-9H22H (J& =) 06:00i#17#/F% 1k T & kubeconfig
XfF,

‘J ﬁ;ﬂﬁﬁ

VHTA MRS TKE £ S BUA S OB E admin token 1Y Kubeconfig S, P Al LUESY It Kubeconfig SC 75 @
HI1%1E Kubernetes S8¥, 24P WA EFNRENME, FRERSEERMHMIGZ &M, LB TRHEIE TR
Kubeconfig 34,

ZEFFEERABESTEN P B E A # ] Kubeconfig SCIE R EEREHE T — 2L 9RA L IHEEIE, TRATRF TR — X
REAR [FEAE RO 1 2/ N Y P e, (PRI b s i, RS2 /E, It Kubeconfig SCA-HAH R 1
Ko SMMRME, 1ESE (AR S LB i TR

[ L2 M N AL P46

1] 3
QORI P ST EERTAN T an 34T TKE SREFEST (T Kubectl #21F, i RAREE(ERATT
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$ kubectl get node

The connection to the server localhost:8080 was refused - did you specify the right
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$ kubectl get node

error: You must be logged in to the server (Unauthorized)

RO TE

1. BR RAIRESEESIA,

2. FRECY AT K SRR IEE E Kubeconfig X, 1ES W JHUTIE,

3. 3KHX Kubeconfig X /5, AILOEEFFENMIGIR, el EEH# H Kubernetes HY service IP,
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https://console.tencentcloud.com/tke2
https://www.tencentcloud.com/document/product/457/37368#.E8.8E.B7.E5.8F.96.E5.87.AD.E8.AF.81
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FHENMYIR - AESRBEEIEUE S, EREEMNERER, £ %8 APIServer (58" HFFFENMIF, FHRIEIERE
BB THRE,

{#iF Kubernetes 1Y service IP : TEERFIEIG LA A, ERA MRS G-BEH > Service KA default @22 [E T
Kubernetes 1Y service IP, I Kubeconfig SXfH clusters.cluster.server FBE& il https:/< 1P >:443 BlIA],

4. ¥ 1 Kubeconfig XHFNAEFH 1T LRV  SHOME/.kube/config o

5. 1ilA] Kubeconfig £68%, ¥ kubectl get nodes JUWIAZEEIEM,

AR AL

"HEER
workload EF# host By /root/.kube/config B# /home/ubuntu/.kube/confiqg XHHITHA,

ISEEL )

1EHfa{# F Kubernetes 1Y serviceaccount ##17 incluster /5 I RI&ERE, 1E2 . Kubernetes'H /7 3214,
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
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FE AR IR 5K
Kubernetes iR A 4E$ 15 HA
TKE Kubernetes iR ZE #1l]
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Bl A RIS TKE 2T AN Kubernetes $2 L LUA R NV DIIRIR T 22, BT Kubernetes iRAST Wi+, A4
AR5 TKE & E A ZHiY Kubernetes BiiAS, ASCRENIEN 28 Kubernetes FAS Y SZF51H

WRASHF
M201849H24 H 2, TKE [k Kubemetes AEUS AN, A HHIGATT :

o EEHFOIE
TKE Z#F Kubernetes & — M RARARIIANEE, 40v1.16, v1.18, v1.20, HFThiA Kubernetes &1 32541
BEN, BRI — NIRRT OIERITEE, Bla0, 24 v1.22 BiAs kA6 B2 v1.20 FHZE vi.22, vi1.16 FFARHE
FFBNEEIIRE 5 %5 v1.22 IRASE A EFARINREARTE L, v1.16 AR REAIE,

o THRALEYELRRE
TKE 244 v1.10 iR LUS I RARARIFRIIEE, HV- 5 ERARERIIH =1 Kubernetes KIRAKITH R EZ
17 BN S BTEARAT v1.20, M TKE B RME v1.18, v1.16, vi.14 BYFHRINEE, HHRALRHRRE, SR K
8. Bugfix F30RF, EHIMAK RS T MEERIER TR X, 2N T4 Kubernetes A,
FIRIESE THEERT,

o TLHERE

TKE et i =/~ Kubernetes KIRAIFIR SRS, BlANERE, 1EL&IeS. PEE. YRS TIE, (X T3 AR
17 Kubernetes 58, TKE FFARIERI ARSI R0 BREAE 201
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https://www.tencentcloud.com/document/product/457/30640

S BAE e
TKE Kubernetes KA~ 5 @i A

BN ¢ 2024-05-28 10:25:46

1.26 changes since 1.24

EXREH

PodSecurityPolicy #li%, Pod Security Admission 3 A stable : PodSecurityPolicy f£1.21hRA# T, 1E1.25k0AK
H RS ER, 42 m AT R PR R B B R B b, Kb EREMBRE, FERLFH Pod Security
Admission &R, WIERMHETELMHH T PodSecurityPolicy, 1% W M PodSecurityPolicy TR E Pod
Security admission,

Ephemeral Containers 3 A stable : ephemeral containers 7£1.234 beta iiA, 7£1.25i A stable fiiA&, *fF
container [KI28 crash a3 5%k DA T EEE AR kubectl exec B, RJLIEE pod H{# ] ephemeral containers
KA TR ERIBERE,

Cgroups v2 1£1.25} A stable : cgroups v2 #1555 F cgroups v1 $24t TIFZ L0, BEARRFkSESHE cgroups v1, {HIE
cgroups v2 MEIRITEE(# Kubernetes HEF AT IR FF RN v2,

Windows f£1.254k &0 34, Blan=cde s, — B EMIKAI9 Windows Operational Readiness | 24y
i

50 % M k8s.ger.io STEE registry.k8s.io.

SeccompDefault 7£1.251 A beta BB,

NetWorkPolicy [ endPort f£1.253 A stable, Z i1~ NetworkPolicy R 3258 —4fi 11, 1 endPort 7B A LIFEE
— N T

Local Ephemeral Storage Capacity Isolation 7£1.251 A stable, #2fit T pod Z [BA MG a7 G A ERE, Hla0
EmptyDir, A15R pod A Al i A S A7 R ERERR T RR A, AT LAE e 3K 28R 3 il RR | O e 2 S5 I A T FE

CSI Migration 1£1.251 A stable, CSIiTf5/2 SIG Storage ZRifEZ MRAAF M HIFEE% 1, HIEIE in-tree £
T F5E| out-of-tree CSI X5/,

CSI Ephemeral Volume 1£1.253 A stable, CSI Il IhEELIFE Pod ATEHIERESE CSI &, M TR
Fo EATAIMATRHERRS EE. W%, S, TEEELER) @B BERETAZ Pod N, X&)
E1ABRRAREN alpha DhEEs | A, HEFINIER, —L& CSIKFFEF (4 secret-store CSI IFNFEF) fHH T It
DL

CRD Validation Expression Language 7£1.253t A beta [ EZ.

Server Side Unknown Field Validation 7E1.251 A beta [t E%, BAINEH, apiserver KRN KA PRIV, #1535
SAAT LR R RFE R kubect! HHIY client SRR TTHE,

KMS v2 alphat api 7£1.255 [ ACRIB5RMERE. SCEUESBAIRT ISR, (4 AES-GCM #4X AES-CBC, st DEK 5
MERASEIRMES, THRA P IEsEE, 82tV AES-GCM Fl AES-CBC #1712,

CRI vialpha2 API 7£1.26F#5BR, #EFEH CRIv1 iR, 1E1.26HFRFA~SHF containerd 1.5 B FATRRAS,  ANSRAE(E
F containerd, NIFFZEF4E] containerd v1.6.0 BUHE SRR, ARG RERIZT R E| Kubernetes v1.26,
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https://kubernetes.io/docs/tasks/configure-pod-container/migrate-from-psp/
https://github.com/kubernetes-sigs/windows-operational-readiness

> BT v

1£1.26 vibetal &5 API 20 : FlowSchema #/1 PriorityLevelConfiguration 1
flowcontrol.apiserver.k8s.io/vibetal API fiASRFATEVT .26 2L, B v1.23 ER]FRY
flowcontrol.apiserver.k8s.io/vibeta2 APl i,

1.25JF A A~ FHE A4 autoscaling/v2betal API iR A HorizontalPodAutoscaler, autoscaling/v2beta2 API kA
HorizontalPodAutoscaler 1~ 7E v1.26 Hfeft, HEFH B v1.23 #2r] H Y autoscaling/v2 API it

REAEUEE B, FORIEN Kubernetes — #7719, RiE TN RH Azure A1 Google Cloud Y5 173 5 EAAZARF A
client-go 1 kubectl FFEER, FAEIRITZE, Kubernetes fE& T v1.26 2 il AR AL 1T AL B HH 71 B 7 B IESG AL
il

EFNBER

B

kubectl iS5 1TSE - VENEAEMMAIEI (Inclusive Naming Initiative) FYSKEL TA/ER—E6%7, #£1.26H --prune-
whitelist bR, &L 09 --prune-allowlist,

kube-apiserver Wi 51T5 % . --master-service-namespace i 51T S E0 kube-apiserver B EZR, H HESLH
FEIERHAEFTH, X BT 2ENTE v1.26 HIERARIC T, HESTEARRENMAP#EER. Kubernetes 17 H i #
A X HIFT FH AR BRSZZEA R0,

kubectl run f B1TSE 1 1.26 14 kubectl run Fan i 4 T AR HVIEITSE AR IC N FFH, X0 @ cascade,
filename. force. grace-period. kustomize. recursive. timeout. wait,

kube-proxy userspace fE1E1.26HHAZER, Linux A M AEA iptables B¢ ipvs, Windows f M , BATEREA -
mode userspace 2K,

API A

1.25

batch/vibetal #f2FR, f#H batch/v1 &1t
discovery.k8s.io/vibetal #F5F%, {#H discovery.k8s.io/v1 &1,
events.k8s.io/vibetal ##5%, {#H] events.k8s.io/v1
policy/vibetal ##%F%, ffiH policy/v1 B,
node.k8s.io/vibetal ##&F%, {#H node.k8s.io/v1 X,
autoscaling/v2betal ##2FR, f#if autoscaling/v2 1K,

1.26

autoscaling/v2beta2 ##F%, ffiH autoscaling/v2 1K,
flowcontrol.apiserver.k8s.io/vibetal 5%, RILUEH flowcontrol.apiserver.k8s.io/vibeta2 #l
flowcontrol.apiserver.k8s.io/vibeta3 &1t

Hfth

1.25 F*FH GlusterFS F1 Portworx in-tree Bffift, BN GlusterFS #% 7 CSI 3Kz, [HAEGERISES, HXEHE
EREEN— 32 CSI KB RTRENE, (HERARETFBMM ARSI FEH GlusterFS fiff,
1.25 & PodSecurityPolicy. Flocker, Quobyte, StorageOS,
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1.25 X vSphere IiARSZHFHVAEE @ AN vSphere BIXAIFFAZEFHET R T 7.0u2 1Y vSphere A,

1.25 {53 IPTables SEHYATA © Kubelet FZHTRE N AE nat R AIELLT iptables % : KUBE-MARK-DROP,
KUBE-MARK-MASQ. KUBE-POSTROUTING, i3 5 ft#5d IPTablesCleanup £#4: M 14453 B EX e o

1.26 #B% GlusterFS in-tree 3Kz, #FREFFHIY OpenStack in-tree 7S (Cinder&2efY) |

Changelogs

kubernetes 1.26 changelog

kubernetes 1.25 changelog

1.24 changes since 1.22

TR

1. Kubernetes 1.24;d 3 Dockershim Xf Docker 2 EREER, TKE #rid 17 sl A2 TS FF Containerd
1.6.9,

2. B ATEERET .22 FHE1 24855, BTN docker, containerd 1.4 FRARLLT (@& 1.4) BT, (U FRET H2
BENH AT AR

EXREH

M kubelet FlER Dockershim

kubelet & dockershim 7£ v1.20 HH#EFE, M v1.24 FFaaHFEER, M v1.24 JF4hR, {3 docker szf THHY 19 5,
FESTRRNHSEITRY, 40 containerd 8¢ CRI-O, B Z{ZER]S% |s Your Cluster Ready for vi1.24,
EphemeralContainers 74¢%] Beta

A SeRiEAE 1.23 3 A Beta, IGHAESEEFIAN Pod RTEE RN AN A S, UEERE S —NEd, HE
%R e O AR TR E B Z IR T B ABEME ] kubect! exec B, i A IR 25 ga 0 B HERR R 91

ERA % Beta RiiAHY API

HHE beta IR API, M 1.24 FFERERIASE K141, E1Z1ER beta il API DU FHZ4 1) Beta filiA, 1525200,

FHRAERNEY BARE GA

ZREAE 1.24 GA, {FiEAREIRE: S F@id CSIStorageCapacity & 5 FRECYHTA] FHIFIER R, H5RIEIRSEE CSI
B Pod I EE,
B T A ER A R A B RN R,

NonPreemptingPriority 5t GA

RN R @ BRI R (sd) ARTERH] 588 115911


https://github.com/kubernetes/enhancements/issues/1489
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.26.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.25.md#whats-new-major-themes
https://kubernetes.io/blog/2022/03/31/ready-for-dockershim-removal/
https://github.com/kubernetes/enhancements/issues/1472
https://kubernetes.io/zh-cn/docs/concepts/storage/storage-capacity/#api
https://github.com/kubernetes/enhancements/issues/284

) i v

NonPreemptingPriority 514 1F 1.24 GA, BRIAJTIE HA A %14,

HET gRPC HENIFHZZ Beta
GRPCContainerProbe £#14H4E 1.24 7+4¢% beta, FHERIATE.

IdentifyPodOS i 2:Z] Beta

1.23 5| A IdentifyPodOS %itk, 7E 1.24 F2Z Beta, HEJ5, podSpec FILUEE os 7B, ¥ Pod izfTHY
OS M (linux/windows), TEGIZE Pod I, FHRIEIZFEIGIE Pod WHEHMIZE, 411 SecurityContext 7B, FE, 1)
SRTRELET nodeSelector kubernetes.io/os SKi%&4% Pod Wil OS FERUMY T s, MIAEEIRY T /L OS Gz FBAsER
OS RPEEERT, kubelet FHE4EZE1T1% Pod,

JobReadyPods #if#t A Beta

1.23 5| AJ JobReadyPods H#l%:, 1£ 1.24 743 Beta, JFEJE, Job IKEHIFE /R Ready HY Pod &,

KubeletCredentialProviders &i{4:714¢%| Beta

ZEHMETE 1.24 Beta, FHEAAJTE, FUVF kubelet [# ] exec I ST A SR BHR CEERN TR, MR EIRIEMEE
TENXERS L,

ServicelPStaticSubrange alpha %

1.24 5| A ServicelPStaticSubrange ¥, HFEJG, RILIGERGE S 2 HEC4 service /Y ClusterlP & 421122,

7 Kubelet BLEBER
A Kubelet BLiETE 1.22 HIEF G, £ 1.24 HHHFEER,

CNI JiAAH R R

DUF RAKBATIN AR S 1.24 FA

containerd v1.6.4+, v1.5.11+

CRI-O 1.24+

XF v1.6.0~v1.6.3 fiRAMY containerd, FREH-2% CNIffifFEE A CNI BCEMRA, & 1liE]“Incompatible CNI
versions” B, “Failed to destroy network for sandbox” fJ451%,

CSI BH& vibetal HSER
VolumeSnapshot vibetal £ v1.20 AT, 1F 1.24 HHHREER,

JEF FlexVolume
M 1.23 FFRE ST FlexVolume, #EFE(#F CSI R4 volume X3,

B klog HH XIS
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> BT v

M 1.23 FHaEFBR ——v K& —-vmodule ZAMY klog Z%% : --log-dir, --log-file, --log-flush-frequency, --logtostderr,
--alsologtostderr, --one-output, --stderrthreshold, --log-file-max-size, --skip-log-headers, --add-dir-header, --skip-

headers, --log-backtrace-at,

IPv4/IPv6 BRI FEFN Stable

k8s 1.21 FHRENATFE AR+, 1.23 A GA, HFEFRT IPveDualStack i, BRAEEEEIAZRARLWNLS, pod
i service BRINE BB — 2%, LR AL, 1R 706 nl S Y IPv4/IPv6 WE882 11, FF8 B SCREAURRHY CNI 2%
ik, [FIRT Service AZIBCE (ML : Service [V . spec.ipFamilyPolicy FHRERINE

HJ PreferDualStack H# RequireDualStack . BZ{EEAIZS% IPv4/IPv6 dual-stack,
HorizontalPodAutoscaler v2 3£ A GA

autoscaling/v2 APIFE 123 # A GA, /&3 autoscaling/v2beta2 API,

Generic Ephemeral Volume #A GA
G BRFETE 1.23 HEA GA, JCVFHPTA S A QIR 48 Pod 2 ALIRN &,

RIS BANEEHRA GA

BRFETE 1.23 HEA GA, fUUFE .securityContext.fsGroupChangePolicy FE(I%E

4 onRootMismatch , HAMRHEZHY Owner G5 FIAR GAFTHHERIMRA—ZN, ¥ SCEHAPNER Owner
FIVIRIAXBR, AT ATEHEEL volume I, B 3# HIRE SRR, & Pod JE31,

PodSecurity 140 Beta

PodSecurity FIXERELEF M PodSecurityPolicy #EAIEHIEE, 1F 1.23 # A Beta [f1EL,

BRINEEA CRI v
M 1.23 FF4f, kubelet SZHEFHFELAER CRIv1 APL, fEBfTIA SR vi I, =ELEF] vialpha2 fil,

ZHHLHEALN Beta
gL HELE 1.23 T+ H Beta, kubelet #1 kube-scheduler HY A5y H B #ERALE /LAY JSON &R idsk,

E{LIEESR plugin ELE

M 1.23 J4a, fEJARE A4S Plugins FLEH 5[ A MultiPoint I, fEHAECERHEMF, = BINEMRICH>HRIFTENY
ARG, LT plugin BLiE,

CustomResourceValidationExpressions alpha 5%

1.23 5| A T CustomResourceValidationExpressions £, FE/5E, FILU#EAH Common Expression Language (CEL)
SR BRI S IE CRD,

ServerSideFieldValidation alpha #%
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https://kubernetes.io/docs/concepts/services-networking/dual-stack/
https://github.com/google/cel-spec

> BT v

1.23 5| A ServerSideFieldValidation %, HFEJG, fEC &R EEE FEN, apiserver AJLUREPIZEEER, Al
DIfEIE K HE7E fieldValidation S :

Ignore : 1.23 :ZHii )21 /& ServerSideFieldValidation FHEHIERINT U, ARHAIECE & 7N (BREE FEAVERE—1)
WM

Warn : 75 ServerSideFieldValidation R4 EIATT N,

Strict : IERMW, KA Invalid Request 512

OpenAPIV3 F¢tfit A Beta frEt
1.23 3t A OpenAPIV3 R, 7F 1.24 i A Beta, FIFr]LUKEUTA k8s ZE2U OpenAPI v3.0 #ITE :

Scluster/openapi/v3/apis/<group>/<version> . F/FEHI

$Scluster/openapi/v3 : A

PodAndContainerStatsFromCRI alpha ##%

1.23 5] A PodAndContainerStatsFromCRI alpha ¥#14, FFEJ5, Pod fatrifdsst CRI # 3K, M2 M cAdvisor
IREL,

FAth S5 Hr

HEA GA HRHE:

1.23 : TTLAfterFinished,CSIVolumeFSGroupPolicy,IngressClassNamespacedParams,
1.24 . DefaultPodTopologySpread, PodOverhead, IndexedJob, PodAffinityNamespaceSelector, SuspendJob,
CSRDuration, ServiceLBNodePortControl, PreferNominatedNode, ControllerManagerLeaderMigration (FEZ{3E

A]£% Migrate Replicated Control Plane To Use Cloud Controller Manager)

F-4:Z Beta HIRHE:

1.23 : JobTrackingWithFinalizers,StatefulSetMinReadySeconds
1.24 . AnyVolumeDataSource,MixedProtocolLBService,GracefulNodeShutdownBasedOnPodPriority

EFNEER

B

kube-apiserver : 1.24 JKFF --master-count %X --endpoint-reconciler-type=master-count £, ERIA{#F apiserver
Bl lease X GK[FIA apiserver service 1Y endpoint; 1.24 FBRA T 24X | --address, --insecure-bind-address, --
port, --insecure-port

1.24 FR kube-controller-manager %% : --address, --port, --deployment-controller-sync-period,
kube-controller-manager & kube-scheduler [ --port Xz --address %4, £ 1.23 HEF, FEER, £ 1.24 HF
BRo

15t R 1 FE AR E 5 2 A 52 S84 policy-config-file, policy-configmap, policy-configmap-namespace A1 use-legacy-
policy-config 7£ 1.23 HA5ER, 4% fifi Fl KubeSchedulerConfiguration BLiE S
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https://kubernetes.io/docs/tasks/administer-cluster/controller-manager-leader-migration/

> BT v

1.23 2B kubelet experimental-bootstrap-kubeconfig 244, i H--bootstrap-kubeconfig 2,

1.23 # R kubelet --seccomp-profile-root (5 seccompProfileRoot AL & 1,

1.24 JEFF kubelet --pod-infra-container-image %, X MSEIEEMN sandbox Fi(%, Fa#EI, LUSE GO0
FEM CRI # [3KHL sandbox B4 R

API A

1.23

rbac.authorization.k8s.io/vialphal & scheduling.k8s.io/v1alphatl #i#2k%, 435I bac.authorization.k8s.io/v1 K&
scheduling.k8s.io/v1 %,

vibetal WRASHYE FESREC EHFLER, 1B vibeta2 8(# vibetad HRAIIAL E ST,

1.24

FEER client.authentication.k8s.io/vialphai ExecCredential, {# ] client.authentication.k8s.io/v1 X%,

% node.k8s.io/vialphal RuntimeClass, il node.k8s.io/v1 143,

FoBR audit.k8s.io/vialphal, audit.k8s.io/vibetal, f# audit.k8s.io/v1 X%,

&5+ CSlIStorageCapacity storage.k8s.io/vibetal hiAs, {# i storage.k8s.io/v1 {83,

FAth

1.24 #FR 1.11 JF4REFFHY Service tolerate-unready-endpoints #1i¥, i Service.spec.publishNotReadyAddresses
(A%=

1.24 BIREFFHIRHE ¢ ValidateProxyRedirects, StreamingProxyRedirects,

metadata.clusterName FEAE 1.24 HEFE, XD HBEFERABKIZNZE, 51 RIRM,

Changelogs

kubernetes 1.24 changelog

kubernetes 1.23 changelog

1.22 changes since 1.20

EXREH

PodSecurityPolicy #EH

PodSecurityPolicy 7£1.21% &5, ARK(E1.25HBFR, RILAHERIERE] Pod Security Admission B4E 5 =77 AU
Addft,

A A]ZE Secrets Ml ConfigMaps GA

Secret 5{# ConfigMap #1& B N AAZEfE ( immutable: true ) , kubelet N watch 33X RV (L EHT
HERFIA N, LR apiserver YTk, 1ZREAE1.218EA GA,
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.24.md#major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.23.md#whats-new-major-themes
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CronJdobs GA
CronJobs 7£1.21# A GA (batch/v1) , F HERIAE A MHEREE 4T IUFT AR £ZE i35 CronJobControllerV2,

IPv4/IPv6 U2 FHEA Beta

FUALINEE FOVF Pod, ARSSAIT ] LIRS IPv4 Rz IPv6 Hiikk, fE1.21H, XHRINZS M alpha F-4¢ % beta, FHEVAE
o

AR RR A

ZRE 2138 A beta MBS, SOEFAE R A0 i, 3@%1 kubelet, {LHEZR IR /5 E/Y Pod,

FAB RIS

1.215| A% alpha 51, 724 PV IETIRM, FEAREBINSTIRN, EBZEMERNIE TR, N TAERERTL

RN, S 80 MR8 B SsEER

Server-side Apply GA

Server-side Apply 5 7 BHECE S B P e PEilde B BRI, clfELUE IR 7 el s BSOS 555, Server-side

Apply 7£1.22}F A GA FTEL,

A ERSEIE GA

M1.22FF 45, AMTIEIEREA GA BB, A B S SRIAE AR A A Sk, B2 R LIZE sample-exec-

plugin,

ETCD E#7%E3.5.0

1.228KINfHiF ETCD 3.5.0RA, ZhRADGH T &2, R, BEELIRIFRERE, BE T2 bug, LUK
Bidsk, Wil H SRS EEHYIRE,

MemoryQoS

1.22TF4A X FF alpha MiARKY MemoryQoS ¥, B/, FHEH Cgroups v2 APl BIRAIFEHINFE D EL SR E, £

FERIFER AT, (RIS TAEAERIANTEM R, 2@ TAERES T R, 2R SR I ket

X

£51 seccomp RIAELE

1.2274 kubelet 5| AT SeccompbDefault alpha ik, 458 --seccomp-default ZBHEMNALE, kubelet FH#
F RuntimeDefault seccomp BLi&E, 1MA~/E& Unconfined , MIM#Em LIERENZ 2,

FLAth 358t

GA HIFFIE
1.21: EndpointSlice,Sysctls,PodDisruptionBudget
1.22: CSlIServiceAccountToken
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https://github.com/ankeesler/sample-exec-plugin
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A Beta TRHAE :

1.21: TTLAfterFinished

1.22: SuspendJob,PodDeletionCost,NetworkPolicyEndPort

1.225| A THHEE ST 7 1dfF NodeResourcesFit , ATE NodeResourcesLeastAllocated ,
NodeResourcesMostAllocated , RequestedToCapacityRatio X=/MafF,

M1.22f2, JF)E alpha F#t APIServerTracing J&, apiserver X fRBE: ; XHHEY ——service-

account-issuer ZBEIKEZ issuer, TFZH issuer i, AJLERMEARIKIARSS .

EFNEER

BERRIZ B I6E

1. Service TopologyKeys /&, RILA#H Topology Aware Hints,

2. kube-proxy

M1.217F4E, 1F ipvs SR, RNEHESIZE net.ipvd.conf.all.route_localnet=1 , IR HARE
net.ipvé4.conf.all.route_localnet=1 , {HEHTTHHEARGRKIME (—HBR0)

ERT --cleanup-ipvs S, BJLUER --cleanup B

3. kube-controller-manager

M1.22F45, --horizontal-pod-autoscaler-use-rest-clients ZEHEHEIR,
—--port M --address %iﬁﬂiﬁ@ﬁf}ﬂ, FHE 1.24 IRAHFHFEER,
4. Kube-scheduler : —-hard-pod-affinity-symmetric-weight M --scheduler-name Z{M1.22FF4hR

WikskR, BIfE config XA THCE,
5.Kkubelet : DynamicKubeletConfig FHEMIEF, IHHERIA XM, B3 kubelet IECE T —-dynamic—

config-dir BH, FKEIEE,

BIRREF IS

1. CronJob batch/v2alphat fiiA M1.21 FF A #R R

2. \1.22FF 5B LA T 268U Beta API #F5BR © EIETEZ I Kubernetes B W 24,
rbac.authorization.k8s.io/vibetal

admissionregistration.k8s.io/vibetal

apiextensions.k8s.io/vibetal

apiregistration.k8s.io/v1betai

authentication.k8s.io/vibetal

authorization.k8s.io/v1betat

certificates.k8s.io/v1betat

coordination.k8s.io/vibetat

extensions/vibetal Az networking.k8s.io/vibetal ingress API

Changelogs
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https://kubernetes.io/docs/reference/using-api/deprecation-guide/#v1-22
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kubernetes1.22changelog

kubernetes1.21changelog

1.20 changes since 1.18

EXREH

#1hi CronJob 2/ 33
1.20 51 A T HHRI Crondob %785, {#H informer HLHISRAESF KAV, (R T MERE, AILIE kube-

controller—-manager {8 ——feature—-gates="CronJdobControllerV2=true" KRB TELUGHIRRA
W, RERAEERTRThR Izl e

# M dockershim

Dockershim E&1ER#FF . kubernetes Xt Docker B X HEFTH, FHERRIVIRAHER, Docker 4 aK Y&
OCI FTEYE%R P] LIRS E I A CRI BB T H53B1 T,
HEZ(ERALIB% . Don't Panic: Kubernetes and Docker , Dockershim Deprecation FAQ

A=

X HASTH A k8s AR5 I HIEMEEAT ThnE(L, TEHEMANT, A, F#i, SRS ENfE R, Klog
INTNTERCFREEMLHE @ Infos , ErrorS o

FREAMEMN —-logging-format S, BIMER text , REFZHEIVER., REN json XFEMLH
&, eSS ECREE/ER | --add_dir_header, --alsologtostderr, --log_backtrace_at, --log_dir, --log_file, --
log_file_max_size, --logtostderr, --skip_headers, --skip_log_headers, --stderrthreshold, --vmodule, --log-flush-

frequency.

Exec $RIAYHEER AL

Ak Exec FRINEN I —MIAFIER bug CIEE, % bug FIRERZMMILA Pod & X, TEIMAEH .21,
timeoutSeconds 7B/ E HUHIN HARBOEM, i, RN LRUMETT, R HACEEERE, BEELR
[FIZER, EARELCZ )G, ARARIEEE, WERHOCGERIAN A A o ARPATERFHFESR N RIESS 1 8, B2 A
1 Pod & XELATREFREME LN, B RIE/E timeoutSeconds FBt, ARXEL LTI T 4N ExecProbeTimeout 1
TPk, JCVFREZATIAT N (FEIGSUAThT, EIHRERBUE K MIkR) » ZOREZAIAT N, FHEE
ExecProbeTimeout BN false o

HZ{EH, "JIH#E Configure Liveness, Readiness and Startup Probes - Configure Probes,

BRIIRIETIRE GA

HEINRESR B 1 —Fhfil & B R IR ERIRRIE TS 7R, FRoCVR I P DART BB AERY /5 AAEAE T Kubernetes FASERISCRFRITF %
provider EHEATEFHIRIRIVIR(E,
A%, 3XEE Kubernetes BRIRJETE AT LU N BLA,  ARBICN Kubernetes & @ LR AFEE FEIIRE (CLIE N R P
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.22.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.21.md#whats-new-major-themes
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
https://kubernetes.io/blog/2020/12/02/dockershim-faq/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/#configure-probes

> BT v

BRI S I RITS) HIRE
TR, PRECCRFRE Kubernetes SERERR B R ARPERIZR. PRId CRD R4 1E Webhook, DA SZHFHRIEIIHERT CSI 3K
o
kubectl debug # A beta B

kubectl alpha debug finiEA beta BT, IH#HEHN kubectl debug o ZINREXFFEREM kubect! J
T8 DRI T/, o -
i H A A 2R B (R el S R O Pod IVEIAR, 4B S RIS 1 T AR SO TR HERR
HTTE Pod HTRIAHEIGIN AZ T, HmMOEHEIK TEHASRN A, X distroless AT E I TR A ST
WEHERR,  (ImIA#S EphemeralContainers s Alpha JigE, ERIAREH)
T IR AE T AL A A4 22 E B TRV A SR [ AL SRR SE, SR rT AT i R RSB,
HER, EANFINEGRS, kubectl debug (LT EMI%4 0 "debug” 1Y kubect! $diff:, #0771 EE fiv 44 252 I AT
kubectl alpha debug CFFH, FFFRHEFEGERMRAFMIER, TEEHY kubectl debug . BZER, W
LPI%# Debug Running Pods

AP| {RFFR/NTEHTHEE (API Priority and Fairness) #EA beta BBt
1.18 5| A API Priority and Fairness Tig, HE 1.20 IRABINEH, JLIF kube-apiserver FRIETCINE A

TR R T 702,

PID HIEFRHITIEE GA

SupportNodePidsLimit  (75Z| Pod #Y PID f&E) #1 SupportPodPidsLimit (BRI Pod #Y
PID HRES)) #REEAEIT GA FEL,

alpha J7BE : ¥ AT X1

F P RIEEBFE TR 5180 S8 Pod IHEIE AN Pod =& A, 46 Pod IV 1L, HI2 5 AL, Pod A& WiHA

) Pod & 1B A, IEEARRIEFHKIL, XATRER SBCTAERERI LR, 1.20 #{N7T alpha Y
GracefulNodeShutdown Uik, f#ifF kubelet BE MEWTEIT VRS KALEM:, MMFERS X AHARCHELZ L

Pod,

CSIVolumeFSGroupPolicy Bt A beta BB

CSIDrivers R LU#if] fsGroupPolicy FECRIERIIET SHHE mount INEUE FAIFER,
(ReadWriteOnceWithFSType, File, None)

ConfigurableFSGroupPolicy 3# A beta FrB

i?#iF%ﬂiiﬁ%fsgroup- PodFSGroupChangePolicy = OnRootMismatch

FAth S8 Hr

13 cloud controller manager ZH 4,
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https://kubernetes.io/docs/tasks/debug/debug-application/debug-running-pod/

S S s

SKE| GA BYRHE -

RuntimeClass node.k8s.io/vibetal #EF, B node.k8s.io/vl

Wi AP ZERIERINME

StartupProbe

Services M Endpoints < f# AppProtocol FE%

TokenRequest & TokenRequestProjection

SCTPSupport

Windows containerd ¥

Ingress

JEF* networking.k8s.io/vibetal (FXITE 1.22 fiA#FR) , B networking.k8s.io/vl 1R,

seccomp

seccomp T KBV seccomp.security.alpha.kubernetes.io/pod &
container.seccomp.security.alpha.kubernetes.io/... #EFHF OFXITE 1.22 IikABER) , nIDIER

£ Pod } container spec HEEAN T 7B :
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https://github.com/kubernetes/enhancements/issues/585
https://github.com/kubernetes/enhancements/issues/1929
https://github.com/kubernetes/enhancements/issues/950
https://github.com/kubernetes/enhancements/issues/1507
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/#service-account-token-volume-projection

BaRss

securityContext:
seccompProfile:

type: RuntimeDefault |Localhost |Unconfined ## choose one of the three

localhostProfile: my-profiles/profile-allow.json ## only necessary 1if type == Local

K8s & H AN AN T B, B RIEAMIRI R T HE 4,
T RUE B shie i

BRI 2 AP 5 TR AR

Node INIERRE A X REE 25T S0,
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https://github.com/kubernetes/enhancements/issues/266
https://github.com/kubernetes/enhancements/issues/279

S S s

E 4 Event AP

NT G&fi Event X RGEVERENIREM, LUKIMEINE Z R ISR A A HIUER, X Event API #ET T BRI, XL
TEFE 1.19 SERK,

CertificateSigningRequest API

BRT ZHifY certificates.k8s.io/vibetal , A CertificateSigningRequest HHEA
certificates.k8s.io/vl o TEf#H certificates.k8s.io/vl H¥,

WHEE spec.signerName , JHFHAA[E#A kubernetes.io/legacy-unknown o

WIFEE  spec.usages , MRECIEHEEMH, HEUEHREZTH usage,

VIFEE status.conditions[*].status o

status.certificate WU PEM %, I HREE CERTIFICATE i,

A Beta M4RFIE

DUTRFIEREA Beta B, FERIANE H.

EndpointSliceProxying

kube-proxy M EndpointSlices B2HUE R, A Z Endpoints, iXA]DURAFEE FoGe KERY B, HEANUG
TR IR AL 7O (BIANFR MRS H)

KubeSchedulerConfiguration

HugePageStorageMediumSize

ImmutableEphemeralVolumes

Secret fl ConfigMap &R LIFRIC ST immutable, TEH K& Secret #ll ConfigMap &N, RILIRAKIRA AT apiserver
FE77o

NodeDisruptionExclusion

NonPreemptingPriority

ServiceNodeExclusion

RootCAConfigMap

Ve FE 2RI Pod BIETERR

ServiceAccountlssuerDiscovery

BFBER

BFFhRA
RS A TN
apiextensions.k8s.io/v1betal apiextensions.k8s.io/v1
apiregistration.k8s.io/v1ibetai apiregistration.k8s.io/v1
authentication.k8s.io/vibetal authentication.k8s.io/v1
authorization.k8s.io/v1betat authorization.k8s.io/v1
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https://github.com/kubernetes/enhancements/issues/383
https://github.com/kubernetes/enhancements/issues/1513
https://github.com/kubernetes/enhancements/blob/master/keps/sig-auth/1205-bound-service-account-tokens/README.md
https://kubernetes.io/docs/concepts/cluster-administration/system-metrics/#kube-scheduler-metrics

> BT v

autoscaling/v2betai autoscaling/v2beta2
coordination.k8s.io/vibetal coordination.k8s.io/v1
storage.k8s.io/vibetal storage.k8s.io/v1

kube-apiserver

1. componentstatus API#EF, X1 APl FI2k1igMt eted, kube-scheduler, 1 kube-controller-manager 3517
IRAS, HRIEXEELAM T RETAE | i R apiserver 521 7E— 174, FF H kube-scheduler i1 kube-controller-
manager ## | JF L IR FAEE R,
JEFHXAN APL G, eted BB FERG E 4% 61 & 78 kube-apiserver IV EERZEH, kube-scheduler/kube-controller-manager
ATk A4 IR RER & 82
2. apiserver RN IE 22 4205

—-—address M --insecure-bind-address ZEAJLIREHELHR ; --port K --insecure-
port BEHRELEN 0, XEESEURE 1.24 ATLER,
3. TokenRequest M TokenRequestProjection HEA GA, kube-apiserver BEIXELI TS :
--service-account-issuer ,WRIRIZEERE API Server FYEEHT URL,

——service-account-key-file , —PEEZMRKIF token I,
——service-account-signing-key-file , %% service account iYFA%H, FILL5 kube-controller-

manager HJ --service-account-private-key-file ZEUHFMHEIRYXH,

kubelet
1. LUN SRR

——seccomp-profile-root
--cloud-provider , --cloud-config , f#H config R,
—-—really-crash-for-testing , --chaos-chance

2. BJEFM metrics/resource/vlalphal endpoint ##2FR, 1EMH metrics/resource o

FHABRSER

failure-domain.beta.kubernetes.io/zone M failure-
domain.beta.kubernetes.io/region FREMETFE, HHH topology.kubernetes.io/zone MK
topology.kubernetes.io/region XA, FiALL failure-domain.beta... BIZKHIUFREATRERE
X R topology... FSKAUAREERMRE,

PodPreset ##2F%, RILUHF webhook SRSZELIZINRE,

FZFF basic auth S5,

AN SHHE LA B ERE BN BE R 77 6E (cbs inline) HEEL,

BiEA
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> BT v

1.18 T+ 1.20 REFPLEIRLHIER CSI N4 (csiinline) FYRCHERL, AERINLSSEEM T CSIIGNE, BIERHONE:
AT G BT

Changelogs

kubernetes 1.20 changelog

kubernetes 1.19 changelog

1.18 changes since 1.16

EXREH

cloud provider FR3ETIREATIFEE (GA) BBk
JEFTIRE S HThRSEAN T RATR

JRFIREE bR
beta.kubernetes.io/instance-type node.kubernetes.io/instance-type
failure—-domain.beta.kubernetes.io/region topology.kubernetes.io/region
failure—-domain.beta.kubernetes.io/zone topology.kubernetes.io/zone

BHH (Volume Snapshot) TiRE#EA Beta BBt

VolumeSnapshotDataSource BRIAFTE. #1E1EZ [ releasing CSI volume snapshots to beta,

CSI Migration Bt A Beta BTE:

CSlIMigration FRINH S, TEIFIEZ 5 CSI migration going to betas

Kubernetes #h#MEEERIK Beta ik

WNE PR IIEE (TopologyManager) f£1.187 3 A Beta, A/LLiE CPU S-HAthi%#s (f5il4 SR-IOV-VF) sZ¥f
NUMA 5%, fifi TAE A EREENS SCRHRIEIR Y TR =

ES I ASRINEFRAR 2 /i, CPU 5%+ P 5 H AT MU B IR A BC RS,  ATRE S BIEZHE CPU KRGt ETE
IREGHARRY IR Bl R, SN R U F A PERE

Serverside Apply #tA Beta 2BTE¢

Server-side Apply 7£ Kubernetes 1.16hRAN 422l Beta i, 1.185| A > Beta hik4Asx (ServerSideApply) , HhR
ARELSRAEFFTE # Kubernetes X RFEIAE L, WA T IR,

IngressClass &
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https://kubernetes.io/zh-cn/docs/concepts/storage/ephemeral-volumes/
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.20.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.19.md#whats-new-major-themes
https://kubernetes.io/blog/2019/12/09/kubernetes-1-17-feature-cis-volume-snapshot-beta/
https://kubernetes.io/blog/2019/12/09/kubernetes-1-17-feature-csi-migration-beta/

> BT v

IngressClass WRIRIRTE Kubernetes SEEFANI—FF Ingress #EHIZ3 288, Ingress WIRHIEG
ingressClassName ?Eﬁ, AT s IngressClass H’ﬂi‘%ﬂ?“%ﬁ%%, BRIEF

kubernetes.io/ingress.class FPrito

FAth S8 Hr

Node Local DNSCache ;&% GA.
IPv6it A Beta BB,
kubectl debug , Alpha &4,
Windows CSI support , Alpha f#,
ImmutableEphemeralVolumes , Alpha Fift (GZRFANAIZE ConfigMap 1 Secret, AHlFTAT R HY volume)
DUNFRHEXE] GA -
ScheduleDaemonSetPods
TaintNodesByCondition
WatchBookmark
Nodelease
CSINodeInfo
VolumeSubpathEnvExpansion
AttachVolumeLimit
ResourceQuotaScopeSelectors
VolumePVCDataSource
TaintBasedEvictions
BlockVolume . CSIBlockVolume
Windows RunAsUserName
HEA Beta HYRFIE
EndpointSlices @ BRINKMA
CSIMigrationAWs : ERINKMA]
StartupProbe

EvenPodsSpread

EFNEER

BERETRHE
DUMRHIEREER, BUOTE BAAIALE

GCERegionalPersistentDisk
EnableAggregatedDiscoveryTimeout

PersistentLocalVolumes

CustomResourceValidation
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CustomResourceSubresources
CustomResourceWebhookConversion
CustomResourcePublishOpenAPI

CustomResourceDefaulting

Hbfrr
FERNE R cluster role :

system:csi-external-provisioner

system:csi-external-attacher

EFIRHTF XS

&5+ BRIN service IPCIDR ( 10.0.0.0/24 ) , 7@ kube-apiserver i --service-cluster—ip-
range BEHTIRE,

JEFF API4H rbac.authorization.k8s.io/vlalphal # rbac.authorization.k8s.io/vlibetal ,
HRIFEL.20fAHRERR, 15T E| rbac.authorization.k8s.io/vl o

JE5 CSINodeInfo Hfl:, ZRMEEZLXLT| GA HEIATE.

SR H AR E

kube-apiserver

-—encryption-provider-config @ AIRECEXHHHEE cacheSize: 0 , NNABZATNRARBHNKE
NEEF10007 key, 1.18RARIMREELEIUETHIR, Rl IZE cacheSize JyHER X 1% 17,
——feature—gates | MUTRMHERAFE, HABEXRHETGHITIRE,
PodPriority
TaintNodesByCondition
ResourceQuotaScopeSelectors
ScheduleDaemonSetPods
AEXFLUT SRR (group version)
apps/vibetal M apps/vlbeta?2 ,iﬁﬁﬁﬁi apps/vl o
H  extensions/vibetal TH:
daemonsets . deployments Kz replicasets ,Tﬁﬁﬁﬁi apps/vl o
networkpolicies M networking.k8s.io/v1 o

podsecuritypolicies HMHA policy/vibetal o

kubelet

-—enable-cadvisor-endpoints X NSEERIN K], ANERFEEIGR] cAdvisor vi Json API, FEEAATHFT
Bo
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JEFSBHE —-redirect-container-streaming , FFNEGESRARPEIR, 1.18 BRI T N GBI kubelet
I streaming 15K) o WIRIKE T --redirect-container-streaming=true NAHFEER,

JEFF metrics endpoint /metrics/resource/vialphal , Bf#H /metrics/resource o

kube-proxy

JEFELAT 2R

JE3 --healthz-port , IHfH --healthz-bind-address o

5 --metrics-port , IHfEAH --metrics-bind-address o

HINFFEFF X EndpointSliceProxying (BRINKM]) SREEMIESTE kube-proxy HE H EndpointSlices, %
FF%X EndpointSlice AN kube-proxy 1T,

WML SHELE ipvs R

--ipvs-tcp-timeout

——ipvs-tcpfin-timeout

--ipvs-udp-timeout

iptables BN IPv4/IPvE WM £,

kube-scheduler

JE3F scheduling_duration_seconds #&bR :

JEF scheduling_algorithm_predicate_evaluation_seconds , BfH
framework_extension_point_duration_seconds[extension_point="Filter"]
JE3F scheduling_algorithm priority_evaluation_seconds , &H
framework_extension_point_duration_seconds[extension_point="Score"]

FEVEFE RS Policy API JEFF AlwaysCheckAllPredicates o

-enable-profiling 2

N T R5F kube—-apiserver . kube-controller-manager M kube-scheduler s HINTE

profiling, #N7E % [4] profiling, FRfEESE --enable-profiling=false .

kubectl

BIREEFH --include-uninitialized B,

kubectl Ml k8s.io/client-go AFHEAIMEH http://localhost:8080 1E24 apiserver L,
kubectl run XHFI/E Pod, T SCRHE . ZATCEFTHY generator Bl H A RIRY T,
BEREJEFHY kubectl rolling-update @4, A rollout @,

~dry-run XfF3NSEME client . server M none

—dry—-run=server XFrdn

. apply « patch . create . run . annotate . label . set . autoscale .

drain . rollout undo Ml expose o
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https://github.com/kubernetes/kubernetes/pull/88663
http://localhost:8080/

> BT v

#l) kubectl alpha debug 4y, AILL{E Pod HfIlfi (AR T ISP A R (FREEMA1.165 A/

EphemeralContainers F##) o

hyperkube
Hyperkube M Go fXIBESCH bash JlIA,

Changelogs

kubernetes 1.18 changelog

kubernetes 1.17 changelog

1.16 changes since 1.14

BEXREH

SR E MR AT O

e EEH T BN HA 47 n] FRRHEERS R T SO RTINnsH,

kubeadm X HA iS5 A beta 1 E%, FIFA[LU#EM  kubeadm init M kubeadm join fi<ubEmn] K
P, WEPERE MR EMAEH:, kubeadm A LUFE update S£RER, fEUEBRIMART LA EHATE LR, E1EES
%] pr357 #l pro70,

CSI Fsegust

170 SIG BEBU T NEIFFEEATRER CSI 20, STRNETFERI A NAR, NEFEEERE, T5IAT
—LEJFAR Kuebernetes 77 R4t H R Z1ERY alpha TIRE, BIANT7EE wifE,

1B T MOV P AERL BT GBI, 88 % — PVC i “DataSource”, HISRJIEEFME RS LTI REFH 1 H
CSI KahFEFFsCEl T “CLONE_VOLUME” JigE, NI FiEE R NTRE G wiE, HEEIES I pre25,

Fetk

KF) GA RHE
CRD
Admission Webhook
GCERegionalPersistentDisk
CustomResourcePublishOpenAPI
CustomResourceSubresources
CustomResourceValidation

CustomResourceWebhookConversion

CSI MTEHF SCRAIF IS /NI TIEERE A Betao

— I
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https://github.com/kubernetes/kubernetes/pull/88004
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.18.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.17.md#whats-new-major-themes
https://github.com/kubernetes/enhancements/issues/357
https://github.com/kubernetes/enhancements/issues/970
https://github.com/kubernetes/enhancements/issues/625

> BT v

Kubernetes #%/CMUS ScHF Go HEEER,

4k cloud-provider {REBHEEUFILHLUEITHESS . cloud-provider RS B2 455 % kubernetes/legacy-cloud-
providers, LUEEEEMBR 544581 H o

Kubectl get 5- describe i 2 ##9 E,

SRR = W,

RATHTHY alpha MO EHEZE, T EMEREMN, T REESRYEE. HEIES I pre24,

“k4:57 ] extensions/vibetal, apps/vibetalll% apps/vibeta2fAPI, 3X4EdERFAE1.16A IR A,
Kubelet g/l Topology Manager 4014, BTEMARIEZELRSE, LALEETE AL,

X FF IPv4/IPve AR, IR, Pod S5-RESZTL vART veryHikL,

alpha ##1%: API Server W45,

THi 7] = P22l o PR A RS AL BE 22 4 PR IR T,

F+H extensions/vibetal, apps/vibetalll}% apps/vibeta2 API,

BRI
ETABRAEER] —-log-file ZHIFEHERWZRXEAR— DR, FHEIESH pr78734,

B
S

DUFHREAREIET 15 FIRE | beta.kubernetes.io/metadata-proxy-ready -
beta.kubernetes.io/metadata-proxy-ready M beta.kubernetes.io/kube-proxy-ds-

ready o
ip-mask-agent f#f] node.kubernetes.io/masqg-agent-ds-ready fEN node %E#%8s, FEFH
beta.kubernetes.io/masg-agent-ds-ready o
kube-proxy ffMH node.kubernetes.io/kube-proxy-ds-ready 1EN node %f%8s, AEHFH
beta.kubernetes.io/kube-proxy-ds-ready o
metadata-proxy f#M cloud.google.com/metadata-proxy-ready fEN node %E#%3s, AHE#H
beta.kubernetes.io/metadata-proxy-ready o

API Machinery

k8s.io/kubernetes FIH A& MAVLHIE, LG k8s.io/client-go Al k8s.io/api &, HIfETIE Go B, CLREMKEER

IAE R, UL Go #itk /5 {8 ] k8s.io/client-go I A 15 # go-modules &% pr74877,

Apps****hyperkube &R EMRIEHBER, 14713 hyperkube docker $Z (5N & QIS4 PHIBIHS

pr76953,

Lifecycle

JEFFH) kubeadm vlalpha3 BECEHEEEE,

kube-up.sh N 3Z#+ centos #1 local,

Storage

CSI BAHILE Node.Status.Volumes.Attached.DevicePath FE, FEEEHIFEIIIEIESIZR,

alpha hitAHY CRD #%F5F%,
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https://github.com/kubernetes/enhancements/issues/515
https://github.com/kubernetes/enhancements/issues/606
https://github.com/kubernetes/enhancements/issues/624
https://github.com/kubernetes/kubernetes/issues/78734#issuecomment-501372131
http://git.k8s.io/client-go/INSTALL.md#go-modules
https://github.com/kubernetes/kubernetes/pull/74877
https://github.com/kubernetes/kubernetes/pull/76953

> BT v

BINEH storageObjectInUseProtection admission ffiff. QNS ZAIEE BRI, SREMNITHATRES
RAA,

CSl driver /5 PodInfoOnMount &, fE volume b F X &EN—1 2

¥ . csi.storage.k8s.io/ephemeral , JFUIF driver 1523 NodePublishVolume i, 32T 24 B volume
R SR FAR, TEIEES U pr79983,

VolumePVCDataSource (fFfifEBrifEI6E) A beta, 1H#IEIES . pr81792,

AL CSIvolume 1Y limit &8 —NEE 25 predicate, F#1E1ES UL pr77595,

kube-apiserver

EFHSE --enable-logs-handler , X v1.1988kR,

JEFE --basic-auth-file MAMHMAPAUEE, RBHKIBER,

JEFFERIARY service IP CIDR (10.0.0.0/24) , HXIPEGE#E 21 release Gk, SHUEH --service-
cluster-ip-range ZHCKHIE service BY IP B,

kube-scheduler

f#ifl vibetal Events APl, JH4%% scheduler S {19 T B E{# ] vibetal Event API,

kube-proxy

BERSHE ——conntrack-max (A[f#f] --conntrack-min #] --conntrack-max-per—core XRXE) .

BERSE ——cleanup-iptables o

#FR% --resource-container .

kubelet

BERS —-—allow-privileged . -—--host-ipc-sources . -—--host-pid-sources M --host-
network-sources (AJLU#H PodSecurityPolicy MIHEATERIGRRILE) .

JKF¥ cAdvisor JSON #2111,

#FR --containerized o

AHZFHET --node-labels Z¥ILIE kubernetes.io- B k8s.io— NHEIZIIAHILTFHINRE o
kubectl

#FR kubectl scale job o

R kubectl exec WA --pod/-p B

#FE kubectl convert fFdy.

#FR --include-uninitialized o

kubectl cp N EHIAGTIITTSHER, PTLUERANT w0

local to pod . tar cf - /tmp/foo | kubectl exec -1 —-n <some—-namespace> <some-pod> -
- tar xf - -C /tmp/bar

pod to local . kubectl exec -n <some-namespace> <some-pod> -- tar cf - /tmp/foo |
tar xf - -C /tmp/bar

kubeadm

JBEFf4  kubeadm upgrade node config M kubeadm upgrade node experimental-control-

plane , ] kubeadm upgrade node X
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https://github.com/kubernetes/kubernetes/pull/74610
https://github.com/kubernetes/kubernetes/pull/79983
https://github.com/kubernetes/kubernetes/pull/81792
https://github.com/kubernetes/kubernetes/pull/77595

> BT v

--experimental-control-plane , f#f --control-plane 1{&,

X

X5

Bt Bt
WW
s

——experimental-upload-certs , i ——upload-certs &,

3t
=

JEF 4 kubeadm config upload , fffl kubeadm init phase upload-config X%,
CoreDNS fi | ready ffFH{THEZER 2,

JE3F proxy ffF, M forward HHFRIE,

kubernetes fHFEER resyncperiod T,

JEFF upstream JEIA, ANRIEE, FHEZH,

Changelogs

kubernetes 1.16 changelog

kubernetes 1.15 changelog

1.14 changes since 1.12

EXREH

Container Storage Interface # A GA,

CoreDNS ## kube-dns S ERIA DNS Server,
{#F kubeadm fa{L SR L,

¥ Windows Nodes i A stable,
AHIFEAEREA GA.

Pid Limiting i A beta,

2 £§ Pod Priority A1 Preemption,

—

dry-run 3 A beta (dry-run A DUBEIESE APLIEK, TAKFREERRRRS)
kubectl diff i A beta,

kubect! flift-7 /¢ A stable,

kubelet AL A beta,

CSlPersistentVolume i# A GA,

TaintBasedEviction 3 A beta,

kube-scheduler AJJEA1 volume topology, H#A stable,
2 ¥ out-of-tree CSI Volume plugins, 3 A stable,
KRR = A I

kube-scheduler subnet feasibility i A beta,

Pod Ready 3¢ HE RIS

Node NT73Z## HugePage,

RuntimeClass # A beta,
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.16.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/pull/71020
https://github.com/kubernetes/kubernetes/pull/69883
https://github.com/kubernetes/enhancements/issues/116
https://github.com/kubernetes/enhancements/issues/121#issuecomment-457396290
http://github.com/kubernetes/kubernetes/pull/73651
https://github.com/kubernetes/enhancements/issues/564

) it s

Node OS/Arch labels i A GA,

node-leases i A beta,

kubelet resource metrics endpoint 3 A alpha, Z#§i@id prometheus SREEHE,
runAsGroup i A beta,

kubectl apply server-side 3 A alpha, RITEARSSImIAIT apply #E1E,
kubectl 3Z#F kustomize,

XHFE Pod HELE resolv.conf,

CSl volumes ¥ resizings

CSI ¥ topology-

volume mount SCHFEEE F SRS EL

CS| SCHPRIIZ

CSI Al ephemeral volume,

EHAA

kube-apiserver
THEXF etcdz s 2RIN —-—-storage-backend=etcd3 ,

RS ——etcd-quorum-read o
JEFZHL —-—-storage-versions ,

JBFRSHE ——repair-malformed-updates o

kube-controller-manager

RS ——insecure-experimental-approve—-all-kubelet-csrs—-for-group o
kubelet

JRFZE —-—google—-json-key o

JBFSH —-experimental-fail-swap-on o

kube-scheduler

THXH componentconfig/vlalphal o

kubectl
$ﬁ§%ﬁ‘ﬁ% run—-container o
taints

THXHF node. alpha.kubernetes.io/notReady Al node. alpha.kubernetes.io/unreachable ,

o)) node.kubernetes.io/not-ready M node.kubernetes.io/unreachable ,

Changelogs
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.14.md#kubernetes-v114-release-notes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.13.md#kubernetes-113-release-notes

) i v

1.12 changes since 1.10

EXREH

API

CustomResources T = IFEIMIERE A beta fTE%, FFBLIAFFE, AILAN /status FRHIFEEFHFRT .status FB
(ZATATCVEX .spec I .metadata HATEHT) » TEEH /status FHIEMN, required Hl

description HJfF CRD OpenAPI %iiE schema, H4%, FIF r]AGIEZ NRAH
CustomResourceDefinitions, 71T H s, FILLE CustomResourceDefinitions HY
spec.additionalPrinterColumns FEIE kubectl get MWHIHEEFIIZ,

XHF dry run HIRE, SRVFH P AIDIEZIIELE A BRVATEE R, MATFREE ESR S XA E U,

NIERAR

RBAC %24 ClusterRoles # A GA 1B, client-go credentials ffifFitE A Beta i E%, SZRFMANETEAZREL TLS INIE(S
=

FShYe)

TR0 TANT e, R AT LUE TSRy T # s THOR SRS A2

Authorization 4H{#5%1%® authorization.k8s.io/decision (authorization H7E allow 5% forbid) , M
authorization.k8s.io/reason (X NMRENEHE)

PodSecurityPolicy #£ A ZEill#s 2% E podsecuritypolicy.admission.k8s.io/admit-policy Al
podsecuritypolicy.admission.k8s.io/validate-policy , W& ¥ Pod #E AR % HISRIEZ AR
(PodSecurityPolicy [F]H 7] LARR ] hostPath 287y HEE sl HIERE L)

NodeRestriction #£ A#2E il &5 2 5L 11T RUE SN B Y Node MRV RUE R, LEFF A ZZEGIALEER T A5 i

B

CLI @917
CLI 529 T iR HLA], R T A &5@ A CLI T BRI & (Eif T & A HE T &

s
ipvs B A GA,
CoreDNS j# A GA, U kube-dns.

TR
DynamicKubeletConfig it A Beta T E%,

cri-tools GA,
PodShareProcessNamespace i A Beta [ E%,
3@ Alpha £#1%: : RuntimeClass, CustomCFSQuotaPeriod.,

AR
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A BT WIS

Pod Priority 52 Preemption i A Beta [ E%,

DaemonSet Pod Y & AR F HH DaemonSet el g & HE 17 HERIA UE 5 5 5 L,

TaintNodeByCondition i A Beta i B%.

ERINTFEARHEBHRILIEDIRE, VAL Pod B, AMELHENEEEE 7 Pod FTFR BRIV T A B & IEEd,
SXFERTLUANE Pod JE3H,

— I

HEA GA BF#: © ClusterRole, StorageObjectinUseProtections
# A Beta fYRHE © 44 Cloud Provider,

EHA

kube-apiserver

--storage-version SRR, H --storage-versions &, Al --storage-versions H#
JRFo

—-—endpoint-reconciler-type BRINMEHZXHN 1lease ,

ffH --enable-admission-plugins W, BRINEE, i --admission-control ZHNY, TBELE RS

Eo

kubelet

JEFF --rotate-certificates Z%, HAECLE XFHY .RotateCertificates FEX U,
kubectl

B run-pod/vi 4%, Hfth kubectl run W generator EJEFT,
kubectl logs ®BFR --interactive B,

——use-openapi-print-columns GJEF, H --server-print &,

Changelogs
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.12.md#major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.11.md#kubernetes-111-release-notes

A BT

TKE Kubernetes Revision kA7 5

BT BTN A ¢ 2024-05-28 10:25:24

BaRss

TKE kubernetes 1.28.3 revisions

i} 1F]

2024-04-
24

2024-04-
10

2024-03-
06

A

v1.28.3-
tke.3

v1.28.3-
tke.2

v1.28.3-
tke.1

EHTANE

Ib vip 4 E RIFE &, (kube-proxy)

A3 PR119561, & kubelet i gpu N AJHER T3 panic HI[AJ#, (kubelet)
1& & CIEVEFE eni-ip Y pod EiEEZ 17 . (kube-scheduler)

AR ZHHEE Pod, (kube-controller-manager)

W T cbs 1Y Pod JEEEI#1EE CHC i 5i. (kube-scheduler)

Pod 3/l annotation 3¢ £FH:%k cgroupfs, (kubelet)
SCRHFAE T UK, (kube-scheduler)

BTN containerd B, IEAA B R FEIRAINZEFEHR. (kubelet)
R T 32 FF DaemonSet, (kube-apiserver/kube-controller-manager)
PRALEZ T 55 HPA,  (kube-controller-manager)

SFY R EFE 2% Prebind K Unreserve 1. (kube-scheduler)
apiserver B3 UEF 1SR 54F, (kube-apiserver)
FBYL s AL VPR EE TKE trunking ENI A3y Pod, (kube-scheduler)

TKE kubernetes 1.26.1 revisions

fif 1]

2024-04-
10

2024-02-
27

2024-02-
01

A

v1.26.1-
tke.6

v1.26.1-
tke.5

v1.26.1-
tke.4

EHNE

A3 PR119561, & kubelet i gpu N AJHER T3 panic HI[AJ#, (kubelet)
HF PR113145, 1B & pod sEIMIERES, FIEEE & sandbox §EX pod LAY
A, (kubelet)

FBYL s AL VPR EE TKE trunking ENIAX3XHY Pod, (kube-scheduler)

FRYL T ST R AUAS &K, (kube-scheduler)

&3 PR119605 18 kubelet prober_probe_total #8477 pod 13 B A SEEEMY [A] @i,
(kubelet)

kube-proxy {E{t.. (kube-proxy)

job-controller 32 #:#i% & % worker 4} --concurrent-job-syncs, (kube-controller-
manager)
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https://github.com/kubernetes/kubernetes/pull/119561
https://github.com/kubernetes/kubernetes/pull/119561
https://github.com/kubernetes/kubernetes/pull/113145
https://github.com/kubernetes/kubernetes/pull/119605

A BT

2023-12-
04

2023-10-
12

2023-03-
30

v1.26.1-
tke.3

v1.26.1-
tke.2

v1.26.1-
tke.1

BaRss

Pod 3/l annotation ¢ £FH:%K cgroupfs, (kubelet)

&3 PR119706, & kubelet EERF, {#H device plugin ¥ JHAY Pod X #EE
A, (kube-apiserver)

FHIBR N FEFRIG I userAgent ERATTCSRIFAHH S, (kube-apiserver)

X HF Pod HIRJFHIEHT, (kube-apiserver,kubelet)

&3 PR117550, ¥l ——concurrent-cron-job-syncs ZHUIKXIE cronjob
controller i) worker £(&, (kube-controller-manager)

& G A AR E AR, BEGIKTNINE € scorePlugin §:3X score # H #™ plugin
{iFl, (kube-scheduler)

% cache 1£1t., (kube-apiserver)

HEIEBARGHMIFESCNEE, (kube-apiserver)

AR SZHFERE Pod, (kube-controller-manager)

W T cbs 1Y Pod JEEEZI#1EE CHC i mi. (kube-scheduler)

BE LB f@ERAE LS IPVS IR, (kube-proxy)

RALHEZ T 55 HPA,  (kube-controller-manager)

SFH R 88 Prebind & Unreserve $1E, (kube-scheduler)

ZHRHE LB Hutib45E % ipvs MK, (kube-proxy)

SRR RATT UK, (kube-scheduler)

kube-apiserver (LS A FEERVRFEH5E, (kube-apiserver)

APF #8755 : dump_priority levels I4%H8 pl £ F55EF, ¥&h10 PL debug (R, BE&
AftX PR112393,

hn listwatch FY4E#FR, (kube-apiserver)

R A K DaemonSet Pod 1Y exec/logs fii4i. (kube-apiserver)
20 Containerd 3o TIN A £8 /IS5 450R.  (kubelet)
kube-controller-manager 1T pod gc i, {E5EMIER Evicted pod, (kube-
controller-manager)

TKE kubernetes 1.24.4 revisions

HiHH :

Kubernetes 1.24;8 3% Dockershim %} Docker HYSZFFEFEER, #E T IV A ARSI TN IE# H Containerd, 83T Docker
K BRI AT AR S, S22 R n1E2 % Dockershim Removal FAQ,

fif 1]

2024-
04-10

2024-
02-27

A

v1.24.4-
tke.14

v1.24.4-
tke.13

EHA

A3 PR119561, XK kubelet [ gpu I AT HES T3 panic HI[A]#, (kubelet)
A PR113145, B& pod 5&HiIfHIERES, PIEER ™ sandbox F5( pod ik
A/, (kubelet)

BT AR DR L, (kube-scheduler)
BT RCYFIAEE TKE trunking ENI #2301 Pod, (kube-scheduler)
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https://github.com/kubernetes/kubernetes/pull/119706
https://github.com/kubernetes/kubernetes/pull/117550
https://github.com/kubernetes/kubernetes/pull/112393
https://kubernetes.io/blog/2022/02/17/dockershim-faq/?spm=a2c4g.11186623.0.0.48413edcVJKrrD
https://github.com/kubernetes/kubernetes/pull/119561
https://github.com/kubernetes/kubernetes/pull/113145

> BT v

BT R AR IERIE (L, (kube-scheduler)

kube-proxy fE{t. (kube-proxy)

2024- v1.24.4- e
02-01 ke.12 job-controller 37 $51% &% worker Z%4 --concurrent-job-syncs, (kube-controller-
' manager)
2023- v1.24.4- Pod &/l annotation < ##H:% cgroupfs, (kubelet)
12-04 tke.11 BRI FEFRIG AN userAgent R ATTESRIFAHHE, (kube-apiserver)
oAl CVE-2022-3162, (kube-apiserver)
0023. A 244 e ca}che\ ﬁ:i t. (kube a;?lserver) |
1012 ke 10 HEUEBARUH M FESCN5E, (kube-apiserver)
' A PR116327, {ift GetList FINTFHE R, (kube-apiserver)
s EERR S, (kube-scheduler)
fif kube-proxy B BH1TT 54 PodCIDRs Z2{LIVRE )1, FHIER AL LI @it EE R
RUE—21%, (kube-proxy)
2023- v1.24.4- {E & kubelet 43 pod 77 ELI% & A HE panic FYIAI, (kubelet)
07-21 tke.9 & G E R AR IR, BEGIKFNINE & scorePlugin §:2X score i H B4 plugin
7liFEl, (kube-scheduler)
FohE CVE-2022-3294 (kube-apiserver)
¥ Pod HIFRFEHIFE HT, (kube-apiserver,kube-scheduler,kubelet)
2023- v1.24.4- PEALAE HE, (kube-scheduler)
05-30 tke.7 & PR117550, ¥/ --concurrent-cron-job-syncs %% & cronjob controller Y
worker #(& ., (kube-controller-manager)
2023- v1.24.4- 0% TKEDefaultQuota 22 HISE TR, 3 worker £ & fi#t resource quota
03-17 tke.6 evaluates timeout $51%, (kube-apiserver)

A5 RN SZHHEE Pod, (kube-controller-manager)

HEEREH T CBS Y Pod A EIZMEE CHC 17 mi. (kube-scheduler)

EFH PR110951, EEGRHRE HE PV mount #1ER{EH S851% PV fH X1 Pod #+
£ Creating IKZSHIAEL, (kubelet)

A PR111635, &H kube-proxy 55 ipvs real server fXE A0 (A, (kube-
proxy)

KFFIRATT EUBCRRHE,  (kube-scheduler)

TFHE LB HusikghEE] ipvs K. (kube-proxy)

kube-apiserver {LICHFINFIERVRENISE ¢ (kube-apiserver)

a. XFHEET userAgent BEGE, SCHRFRARRRIE, SCREMERISAIAY A M1 TR,

3

b. dump_priority_levels IN4%H& pl 4 F5ER 5 #2501 PL debug 28 © ALBHIEREEL
E4aIESREE, ENE R SR BUEIE RS

R4 list/watch too old, too large Ko5d % A RN IC R84 (kube-

adsmveni watch_too_old_objects_events_total ,

list_too_large_objects_events_total |,

RN R @ BRI R (sd) ARTERH] 55114 315911


https://github.com/kubernetes/kubernetes/pull/113685
https://github.com/kubernetes/kubernetes/pull/116327
https://github.com/kubernetes/kubernetes/pull/113690
https://github.com/kubernetes/kubernetes/pull/117550
https://github.com/kubernetes/kubernetes/pull/110951
https://github.com/kubernetes/kubernetes/pull/111635

2023-
02-16

2022-
12-08

2022-
05-07

vi.24.4-
tke.5

v1.24.4-
tke.3

vi.24.4-
tke.1

BaRss

list_too_many_objects_events_total ,
watch_too_many_objects_events_total
X ¥+ Containerd ;1T HIMZ% 4R, (kubelet)
FFiEIR = CBS CSI iT#, (kube-apiserver,kube-controller-manager,kubelet)
kube-controller-manager 17 pod gc i, {LEHFR Evicted pod, (kube-controller-
manager)

L FEZL Y 5. DaemonSet Pod Y exec/logs @iy, (kube-apiserver)
ERLTT R 3 FE[E5E 1P, (kube-scheduler)

FEHE1.2637+2 1 HPAController worker, (kube-controller-manager)
bt X B & i 8 watch #E A/ NYRHE, F SRR env 1B F-LE TR watch
B KN, (kube-apiserver)

PEAL B IERC T A iptables FBRUIIIAS, RO IS LT HITEE R R E,  (kube-
proxy)

X F¥ Containerd 351 TIN IR EL FH & 4547, (kubelet)
XA RIEE 2% Prebind [ Unreserve 1, (kube-scheduler)
X FF TKE Serverless #8411 5. (kube-controller-manager,kube-scheduler)

B HTLARI% 75 UB1T kube-proxy INHYEZN 73, B IEECATTE T /I iptables 3517
B, DUSCFRBRIAMEF nf_tables #7217 iptables HYHR{ER S, (kube-proxy)
JUVF TKE FEESRBHE IR RMEL, (kube-apiserver)

revert pr63066, &4 LB filfEkuZ 5 IPVS #YA#, (kube-proxy)

& PR112299, L1t apiserver gzip E4E4% 5!,

TKE kubernetes 1.22.5 revisions

i} 1A

2024-
04-10

2024-
02-27

2024-
02-01

2023-
12-04

2023-
10-12

A

v1.22.5-
tke.24

v1.22.5-
tke.23

v1.22.5-
tke.22

v1.22.5-
tke.21

v1.22.5-
tke.20

EHNE

A3 PR119561, B& kubelet {1 gpu INATRER FE panic IR, (kubelet)
&3 PR106570, 184 kubelet i%i& cpushare HJ[A/#, (kubelet)

BT L VFIABE TKE trunking ENI R0 Pod,  (kube-scheduler)
AL T TR SRS L. (kube-scheduler)

job-controller 37 £51% &% worker Z%{ --concurrent-job-syncs, (kube-controller-manager)

FAE pr108753, B X i systemd cgroup I, JEiZi#3d kubelet /stats/summary 3KH pod |
Pod ¥4/l annotation sZ###:#k cgroupfs. (kubelet)
B TR IS FEFRIE N userAgent LIRAIIESKIFAM HE, (kube-apiserver)

HUERARCHE1ESCN54, (kube-apiserver)
&3 PR116327, i1t GetList (IATF# . (kube-apiserver)
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https://github.com/kubernetes/kubernetes/pull/112299
https://github.com/kubernetes/kubernetes/pull/119561
https://github.com/kubernetes/kubernetes/pull/106570
https://github.com/kubernetes/kubernetes/pull/108753
https://github.com/kubernetes/kubernetes/pull/116327

2023-
08-02

2023-
07-21

2023-
05-26

2023-
04-20

2023-
03-24

2023-
03-17

2023-
03-06

2023-
02-16

2023-
01-12

2023-
01-05

v1.22.5-
tke.19

v1.22.5-
tke.18

v1.22.5-
tke.16

v1.22.5-
tke.15

v1.22.5-
tke.14

v1.22.5-
tke.13

v1.22.5-
tke.12

v1.22.5-
tke.11

v1.22.5-
tke.9

v1.22.5-
tke.8

BaRss

&3 PR107900, X static pod F:4£37 5 T EIEESIHYAIH, (kubelet)
AN ubuntu16.04lxcfs AR FEIIBE E, RNZEETHTEE, HHRSH e2e N
FEAE CVE-2022-3162, (kube-apiserver)

1 cache fE{t, (kube-apiserver)

&4 kubelet 43 pod 77 FL % %5 A BE panic YA, (kubelet)
1& £ 217 U8 E RIEHY bug,  (kube-scheduler)
FEHE CVE-2022-3294 (kube-apiserver)

AE PR105606&PR105872, {&% DeleteCollection SE1Y goroutine it FEAIfI, (kube-apis
FEAE PR117550, 1 --concurrent-cron-job-syncs %1% & cronjob controller 1 worker %%

cadvisor ILEEFERRIN, FTEE A aAE K SRR I B, g EHR 24 E T A (kubele
& PR112913, &% cpu manager HE ] L cpuset FYAE, (kubelet)

g0 Pod JFHIASEC YL HEIB R, (kube-apiserver,kube-scheduler,kubelet)

“F PR107670, &S MIER Pod i A]gE kA I M Bug S:3( sandbox &Y, (kube

&3 PR108202, &5 M1.207+4¢%1.22)5 EndpointSlice H1J nodeName F-E& -2y [m] L.,
HF PR110245, kube-proxy MAFEKE H, £ endpoint.NodeName HNZERS, iR er
W, (kube-proxy)

HIF PR110951, & 5 PV mount #1F- R S8 51% PV # %Y Pod #i-R1E Creatir
B8 LGN T GET A MICR )y WATCH HIRIRE, (kube-apiserver)
kube-controller-manager 317 pod gc i, {LFCMiIFR Evicted pod, (kube-controller-manager’
XFHE LB HiskgEE R ipvs R, (kube-proxy)

&3 PR111635, {EE kube-proxy /8 /5 ipvs real server A EE HORYIAIE, (kube-proxy)

FREY 1T S HFIEE 1P, (kube-scheduler)

FhE1.2657+5% 1> HPAController worker, (kube-controller-manager)

Bt X B & U E watch @B K/ NYRHE, H SRR env 1B L TR watch 8 E K
A PR108366, 1 kubelet i . BiRESE R pod IRZ, FECHT pod i34 T LTI IR A 2
&4 inotify /HF& S kubelet NTEMEERYIE, (kubelet)

Z455- watch_too_old_objects_events_total,list_too_many objects_events_total,watch_too
PEAb B &R A iptables BENHIRIAR, RO RRLe G T BrEE IR Y8, (kube-proxy)

TFFRA T BCRR . (kube-scheduler)
77 list_too_many_objects_events_total 5t~/ delegated_to_storage t7%, FRiEKERS

kube-apiserver {LFCHAN N FEERIRFERE & (kube-apiserver)

a. FRE N & list 1ERIVE RN SE, NREBZ, 4 QPS BIX, APIServer i/
210, APIServer iR AR I %,

b. SXHFET userAgent BRGE, SCRFFIEMRRS, SCHROMEERTUAYA R TR, AW,

c. KRN R watch HHEN G KRR FTIE SR IEATRR S, b G g (] 7= A 5 2 B B
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https://github.com/kubernetes/kubernetes/pull/107900
https://github.com/kubernetes/kubernetes/pull/113687
https://github.com/kubernetes/kubernetes/pull/113692
https://github.com/kubernetes/kubernetes/pull/105606
https://github.com/kubernetes/kubernetes/pull/105872
https://github.com/kubernetes/kubernetes/pull/117550
https://github.com/kubernetes/kubernetes/pull/112913
https://github.com/kubernetes/kubernetes/pull/107670
https://github.com/kubernetes/kubernetes/pull/108202
https://github.com/kubernetes/kubernetes/pull/110245
https://github.com/kubernetes/kubernetes/pull/110951
https://github.com/kubernetes/kubernetes/pull/111635
https://github.com/kubernetes/kubernetes/pull/108366

2022-
12-08

2022-
11-09

2022-
10-13

2022-
05-07

v1.22.5-
tke.7

v1.22.5-
tke.6

v1.22.5-
tke.5

v1.22.5-
tke.1

BaRss

AL T i S FFHE TR BN 21T DaemonSet Pod, (kube-controller-manager)

X FFEZCT i DaemonSet Pod 1 exec/logs i, (kube-apiserver)

MR list/watch too old, too large it Z A R INHC SR 4ER (kube-apiserver) :
watch_too_old_objects_events_total , list_too_large_objects_events

A3 PR108754, &5 & H#H ConfigMap/Secrets IR A TFAEEIRIVAE, (kubelet)

X Pod EIRIFEHIEE T, (kube-apiserver,kubelet)

B2 AR REINLARPIZEDN eth1HYFEL, (kubelet)

PRAb e H BT AR, (kube-scheduler)

AR SERE M, (kubelet)

PEALRBL T s A HIRI AR EOE L,

2/ QoslgnorelnitContainer J+ %, FFE/51%E pod QoS I ZM init container HY%E i, (kub

Serverless £ #37#F daemonset, (kube-apiserver)

&3 PR112299, {1k apiserver gzip E4EZ% 5, (kube-apiserver)

&% CVE-2022-3172, (kube-apiserver)

¥in calling webhook_timeout_error f64%. (kube-apiserver)

% TKEDefaultQuota M1ZER I551R, 31 worker £ f# Ik resource quota evaluates time
A3 PR110294, &% Job activeDeadlineSeconds 1% & 4441 [A)/, (kube-controller-me
A PR111773, EE R SRE SEAYNTFEIIRRE, (kube-scheduler)

X F# containerd it fEbr. (kubelet)

&7 PR108831, B & FRINAIEZ D Pod $2 kubelet panic, (kubelet)

U5 7B Pod,  (kube-controller-manager)

{E1t daemonset pod VAR MERE, HACHHECEIRYT AL (kube-scheduler)

iE CBS CSI Migration 5ACRA,  (kube-controller-manager)

SRR 28 Prebind K Unreserve #1E, (kube-scheduler)

fEAt Serverless H£EHHBZ T /. HPA, (kube-controller-manager)

JUVF TKE R85 LR AV RN EL, (kube-apiserver)

JE pre3066, 4 LB EFMES IPVS MA@, (kube-proxy)

EF pro0260, {EE containerd FEREMLE IR FZEERIC AL, (kubelet)

1B & ubuntu16 T Ixcfs F4&E K Pod iR L AYIAIRL, (kubelet)

SR T CBS #Y Pod JAEZZIFHEE CHC 7 . (kube-scheduler)

X FifETH = CBS CSI Migration, (kube-controller-manager,kubelet)

H7f pr106906, HRMMWLETZEE subpath & EEMIBR, # 5 Pod —EALT terminating A
BT LUE5 5 G817 kube-proxy INHYEZN 775K, B EERCATFE T Y iptables 53178, L

TKE kubernetes 1.20.6 revisions

fif 1]

2024-

&N

v1.20.6-

HHNE

A B E SCIKGRIAE, g R X IKGZ T, (kube-scheduler)
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https://github.com/kubernetes/kubernetes/pull/108754
https://github.com/kubernetes/kubernetes/pull/112299
https://github.com/kubernetes/kubernetes/pull/110294
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& pro7752, & & describe deployment i NewReplicaSet f/~>8 <none> FIIA,  (kuk
& pro380s, 1&E P17 kube-scheduler --version iR A1 {5 S HYIA/, (kube-scheduler)

&3 pro1590, 1& & fiEH NodePort 282 /1Y Service &5 1 E 2 BCAYRIE,  (kube-
A7 pros262, ZFf kube-controller-manager A% H &2 A, (kube-controller-manage!
&3 pro5154, &4 kube-scheduler snapshot e & iHIBRAR YT SRR, (kube-scheduler)
& pro5711, 1EXE kubectl drain @745 ¢ CPU &iViAl#E,  (kubectl)

&3 pro6e02, &8 NARTEBEER, apiserver WIFIRIYIA @, (kube-apiserver)

B3 pro7023, TEHIE emptyDir ZERIFYERT, MHBRAH X TEHE H3%. (kubelet)

G pro7527, 1B cpumanager HAR[FIZE map Vi AHRIERIIAIRL, (kubelet)

&3 pr100190, HINMERTLL Pod 8 1 volume H%, (kubelet)

EH pro2614, HEE KGN RestartPolicyOnFailure [ Pod i A as &R B I, AH
&3 pro483s, 1BE Y Pod BRE 21 tag I, status FREE(S tag NPCECHYAEL, (kubelet)

9 QcloudCbs 7/l metrics, (kube-controller-manager)
&% mount cbs #N&EFE serial ([HIVZ RZEEAE, (kubelet)

EH proa712, {EHE CVE-2020-8564 - X4 X &N IEM, logLevel >= 4 I, Docker ECE]
& pro5316, EE CVE-2020-8565 - X CVE-2019-11250 Y5251 £ S2Y H & token
EF pro5245, &5 CVE-2020-8566 - 2 loglevel >= 4 I}, Ceph RBD adminSecrets F &1
& & #EJ5 kubelet $2 Pod FkZEka 2 AWy IR, (kubelet)

A7 pro0s2s, fERHT race condition FIRE SFEX client-go H fifo BA%I| Pop ##F+4F:, Hii-
VA S 2R X FFEBYCT R (kube-scheduler)

kube-controller-manager SR #2155, (kube-controller-manager)

FRYETT MESLAHAILE instance-type Fr%%, A H[EE ) QCLOUD, (kubelet)

£ OpenAPI H13 111 CBS #%7.  (kube-apiserver)

&3 prot1126, EE Pod [F4{H UID REKHEIREF AR, (kube-scheduler)
&7 pro3387, BRI T HZFE R EL S 2 daemonset pod o7 B IR LETT fii
AT pr8946s, B EERNFEHINET pod FEHRHY HPA IR T S MY iR, (kube-con

EF pre9629, fEHR configmap 28 B f5HE#L subpath YA S8 B B K IZ I A/, (kubelet)
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QcloudCbs =7 #¥F BulkVolumeVerification, (kube-controller-manager)
B pro4430, EE client-go reflector LiZEtuIE] "Too large resource version" 515 HY A @

&3 pro3403, 2 kubelet Y HEHT A& T kubelet Y Pod Condition FYESIRFTEIE E. (Kub

revert pr63066 (& € LB KA S IPVS ViR, (kube-proxy)

EIF pr72914, EEMIER Pod 537 BRI A EEEIF— N1 ] RE S BOCIEHEE I 1 A8
fRUME CentOS T AIEA AR FE cgroup MEERIAIL, (kubelet)

Ubuntu16 T Ixcfs F-4d % Pod ;SEHAEIE E, (kubelet)

metadata ¥ IRAFHIEENS . cloud-provider ML 1 s FME hostname HYS<HE, (kubele
metadata M HIAHZETE, (kubelet)

A A CBS K&t XEE S, (kubelet)

3 pro0260, {EH containerd FEREMZE IS FZEER AL, (kubelet)

TKE XFFEKIEAS node AIH:EY gcloudcbs R AE &R, 1.12fkA M L 28 maxAttachCoun
CBS intree MR EL NFEN RS2 ENEIGRE, SERELRE KA, (kubelet)

& pre3s9, fRIKECRE] docker root ig AR Y 2R 22 A, (kubelet)

kube-scheduler 25518 E HEZ 5, (kube-scheduler)

250 CBS HiFY device path (/dev/disk/by-id/virtio-xxx/...) TRICHIIAE, 1EH P HEE & A
TKE EHI 51 node AIH:#L gcloudcbs By AR, kubelet flI~Z patch node, (kubelet)
& pre929e, NMEHEHIEFZGEM T iptables random-fullyZ, (kube-proxy)

BE aws A, pr92162, (kubelet)

EF pro1277, 5 CLB K & S 2 kube-apiserver 724 K& TLS 2 F451R H AN A R
&3f pro1500, &% KUBERNETES_SERVICE HOST FRMEAs S AYIEL, (kubelet)
B pro2537, 1B & client-go reflector JLiZEM "Too large resource version" £ 1=k & H[A] @
G pro2969, EE CVE-2020-8559 MR A s FHN R MR A HAB T AL IR, (kuk
&3 pro2921, EE CVE-2020-8557:f5d 5 A “/etc/hosts” #EREEL 22 R DOS Mt A) i,

({2 1-4E3) TKE kubernetes 1.16.3 revisions
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A BEHNE
JEAETT B3 HF cvm B, (kubelet)
1 16.3- volume XfkfE{t., (kube-controller-manager)
" e 46 BT AR VFIEEE TKE trunking ENI 5K pod, (kube-scheduler)
' VAR AR RN EE H . (kube-scheduler)
HE# pve 1i1t, (kube-scheduler)
v1.16.3-
AL ZEIA, (kubelet
tke.35 PLEsA. )
v1.16.3- R TT R SR R L IZ4T DaemonSet Pod,  (kube-controller-manager)
tke.34 HFF PR102576, MHFRIEE Pod B A RemoveAll, i SuflERE XY

BiE, (kubelet)
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v1.16.3-
tke.22

v1.16.3-
tke.21

BaRss

JE M B 3T S R R limit,  (kube-apiserver)

X LT R DaemonSet Pod 1) exec/logs @i, (kube-apiserver)

E & inotify iit#& S5 kubelet NIFIEERVIAIEL, (kubelet)

PEAL B &R A iptables FREUHIIIAS, RO BRGNS IRAY R, (kube-
proxy)

&7 PR111635, 1% kube-proxy B2 /5 ipvs real server F{EE 0 [A]#,
(kube-proxy)

&3 PR112299, i1t apiserver gzip L4545, (kube-apiserver)

&% CVE-2022-3172, (kube-apiserver)

&N calling_webhook_timeout_error 57, (kube-apiserver)

0% TKEDefaultQuota 22l HISE TR, 3 worker (& fi#t resource quota
evaluates timeout $51%, (kube-apiserver)

CPU Manager 2# Pod B/EiEBIE R IERY AR, 58 CPU 70 BL AR,
(kubelet)

79 CBS Tt StatusDetaching K7, (kube-controller-manager)
Serverless £ ££37£F daemonset, (kube-apiserver)

X Pod HEIRFEHIE T, (kube-apiserver,kubelet)

T hostname M7 CERIEAEERT, Z 0% TKE Serverless LT sl (kube-
scheduler)

TKE Serverless SZHRHRE DR, (kube-scheduler)

CBS SZHiHA T /i, (kubelet)

U573 S FEEE pod, (kube-controller-manager)
PR T RO RTE, (kube-scheduler)

FFE LB Hustt B E R ipvs K, (kube-proxy)
apiserver X 55K ExternalName ZE8U 4RSS, (kube-apiserver)
{E{t TKE Serverless A, (kube-scheduler)

& & TKE Serverless AHIBIAKURISTE statefulset 288U Pod |2/ ] @,

(kube-scheduler)

HEH RV EE 28 Prebind M Unreserve #£1E, (kube-scheduler)
S T cbs #Y Pod JEFEEZIA4EE CHC i mi. (kube-scheduler)
1& & A EIFEY T RN Y bugs (kube-scheduler)

B cpu manager tRASCE R A FHRE, #E52 panic, (kubelet)

B TKE Serverless i AL @ £ TKE Serverless 11 YA EELAL

TKE Serverless 7 s Gt IFIATE IR EE ; TKE Serverless 17 AL HIEEE ; ££
{b T #H % TKE Serverless i sifY{EI%E / TIESRS, (kube-scheduler)

FohE 87692, & & JAFE 2% pending_pods A1 schedule_attempts_total fEAR{%H
BARRARL, (kube-scheduler)
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FoHE 87688 KN 87693, {L{t Node Authorizer 148E, (kube-apiserver)

M TKE S8 A2 TKE Serverless : EHLE AR Pod IS, HEE R+ 7
AP, VAR IEWEERY Pod EI#E4 T A . (kube-scheduler)

EFH press07, fRUCEHT Pod IRZSHT podIP A1 podIPs ~—E 1 [A#, (kube-
apiserver)

F&AE pro3370, Z§F CronJobControllerV2, (kube-controller-manager)
M TKE £E8E) =% TKE Serverless X F R AHIEI A%, (kube-scheduler)

BT R BT kube-proxy ININEZN AR, HIBERCATE T s/ iptables
BT, DUEZHRERIA A nf_tables #2517 iptables 1 1ER St

A pro7752, 1&HE describe deployment i NewReplicaSet &./x°A <nones [
M,  (kubectl)

EF pro2614, YHEJS RSN RestartPolicyOnFailure Y Pod Fi S &8s 8RR
HIEF, AFEAIEHTHY Sandbox, (kubelet)

A3 pro1590, & & (¥ NodePort 288 Z /1Y Service I &5 ¥ L1 .53 LY 7]
#l, (kube-apiserver)

&9 prog262, 7 kube-controller-manager ZAJA%E HES A, (kube-
controller-manager)

EF pro5301, HBMMERALL Pod J#EHY volume H3%, (kubelet)

7 QcloudCbs 7/l metrics, (kube-controller-manager)
& & mount cbs ZEHEFE serial [EZ RZESAEL, (kubelet)

&3 proa712, (&4 CVE-2020-8564 - 4 XIS RIEH, logLevel >= 4 i,
Docker FCiE MEE, (kubelet)

&3F pro5316, 54 CVE-2020-8565 - % CVE-2019-11250 [ R528(E § §3%
T H & token {it#& (logLevel >=9) . (kube-apiserver, kubectl)

At pro5245, &8 CVE-2020-8566 - 24 loglevel >= 4 I}, Ceph RBD
adminSecrets #&#&1E HEH, (kube-controller-manager)

&It pre6191, BE T HERN, Pod AJREALTHIRIRAMIRE, (kubelet)
A pre6140, & controller manager %4 IE AP #51R S 2 E M pod
TEOIEIIAL, (kube-controller-manager)

& pro0s2s, fRkHF race condition FIRE S3 client-goHfifo FA%I] Pop #/E
A, HMFH pod —ELT pending IRZSHIFIHL, (kubelet)

VA S A8 SRR T Rl (kube-scheduler)

kube-controller-manager <52 11 . (kube-controller-manager)
HRPETT R E S instance-type F7%E, HEE Y QCLOUD, (kubelet)
£ OpenAPI H13& /il CBS #5473, (kube-apiserver)

A pr81344, {EE CPU Manager ¥ SourcesReady HI[A]/#, (kubelet)
&I pro1126, EE Pod [F#41H UID AR U 2R %7 R — S Rl#, (kube-
scheduler)

& pre9224, & Nodelnfo %A ki 52 kube-scheduler 5% & 5 YR,
(kube-scheduler)
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B9 pre9aes, 1B E IEAFEHIN T pod fEFRTY HPA HIR & SH N A)
3, (kube-controller-manager)

B pro2971, 1BHE CVE-2020-8559 MR AT siAE FHAER MR A AR 53
iAlL, (kube-apiserver)

A pr92924, {EE CVE-2020-8557:d 51 B A /etc/hosts FER AL 24[H] Y DOS
WE S, (kubelet)

B pro3403, B2 kubelet HYE TN E T-kubelet B Pod Condition FYEETRFTH]
88, (kubelet)

A preg629, fiEdt configmap 28 B f5HEEL subpath HY 7 4S5 K I A WY [A]
i, (kubelet)

QcloudCbs ¥ #7BulkVolumeVerification, (kube-controller-manager)

A7 pre499s, iR node MHIERE X R node lease X 5 FTRE 21k R 8t 8 R AT
IRBAERIIARL,  (kubelet)

G pro1277, &S CLB KA 53 kube-apiserver F=4E K& TLS TR
HEMIA@, (kube-apiserver)

&3f pr91500, &4 KUBERNETES_SERVICE HOST FiMgids it ik i1y i,
(kubelet)

ImEHE 2 AWS (Rl pro2162, M AWS Credential Provider, &6 HH &
5 |1 RS 3128 18 ()

EF pr85993, HHEH CNI 455 1% 8 kubenet HIM 5% Hittik,

A3 pro0260, EE containerd SEHE &% W FZefh 45 A R,

EFF pre9s15, EEIEFEHS HPA FEIR T8 SE N R i)t

EF pro1252, ZBSHAME 41 Pod Condition B#1, LRI T AL ERIE
,

&3 pr89794, TEFE kube-controller-manager fV51R H &, B CVE-2020-
8555 1 Half-Blind SSRF ¥,

tke AJ/REIES node FIHEEY gcloudcbs Uik AKE R, S SZHFahSIREUR KH.

A A pr69047, fEHRElJEFA node.Spec.Unschedulable YA (KB & EE
A in-tree cbs RIS # B T)

A pre7913, EHE CVE-2020-8551 : Kubelet DoS ¥ [A) @,

&3 pra7669, 1&E CVE-2020-8552 : apiserver DoS X itilrl i,

tke SZHRHEHIFA node FIHEEL qcloudebs IR ABUE (112 iRA KR BN
maxAttachCount-2, 1.10 it HATERIAN18) &

EF pra7467, 1&EAUH P &% ERE YAML $3 kubect! 7EfEHT YAML IHH
3% CPU ml#,

cbs intree fRMAEE NFERN RS EIZ RS, SEORELRE KIVR#,
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metadata ¥ INAHIZE 77,

EF pre359 fRPRENAE] docker root g AR A W F2E k2 [A] @,

A3 pre6583 25 iptables A3 random-fully B H Bk HHER R, BEse =4k
HEHE,

kube-scheduler SZ sl E H B,

£33 cbs HFRTY device path (/dev/disk/by-id/virtio-xxx/...) TRICHIAIRE, 1k
FREIEH M cbs,

A pre6230, 7E pod VEEE IR, Bk B HT assumed pod HYIAEFE,

EF pr79036 R ITE cpumanager i, 415 pod Y QoS i Guaranteed,
| % 4] cpu quota,

A pre4167 fRokA ETCD key RiZEAIENSE apiserver i kG2 2R Y ]
i

revert pr63066 & & B II M & 5 IPVS #Y[R]#,

A pr72914 B E MR Pod J 7 BIANEH A EEEI R — 1 sl Rl AE S BOLEHR
FRII A [)R

fRIME CentOS T RIEEAZRA T2 cgroup 1 EEHY A,

Ubuntu16 T Ixcfs FZ%aE Rk pod 1B HIA#IE K

metadata ¥ NIRRT, cloud-provider 3&AILRF 17 s FRE N hostname 1Y%
¥,

revert pr79036 fi#H 4 JF )5 cpumanager i, 415 pod Y QoS i Guaranteed,
| 5% 4] cpu quota,

£¢5d cbs IR device path (/dev/disk/by-id/virtio-xxx/...) fRICHYAIE, ikH
F1EeIEH fEH cbs,
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A

v1.14.3-
tke.31

v1.14.3-
tke.28

v1.14.3-

BEHNE

volume A KkfE{t, (kube-controller-manager)
BT L VFAEETKE trunking ENIEEZUY pod,  (kube-scheduler)

5 CBS R &Ll StatusDetaching K7, (kube-controller-manager)

&5 CVE-2022-3172, (kube-apiserver)

2 HE 16+ webhook metrics, il calling_webhook_timeout_error #§
Fro (kube-apiserver)

HE etcd_request_duration_seconds fibr, (kube-apiserver)

PEAL B &R 5 iptables FRUHIIIAS, R R G 0l T IR R, (kube-
proxy)

A PR111635, {E& kube-proxy )2 /5 ipvs real server £ EE A0 [,
(kube-proxy)

&I pr7842s, HEUIESH iptables MM B A EHER, S E K kube-
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proxy panic, (kube-proxy)

AN X FFEE pod, (kube-controller-manager)

AT RURERTE, (kube-scheduler)

&I pra0s8s1, EE CVE-2019-11247, E5uxt CRD BIRMYIEILTI A, (kube-
apiserver)

FFE LB Husit 4B E R ipvs K, (kube-proxy)
apiserver X FFEE K ExternalName 2S8R 4RSS, (kube-apiserver)
{E{t. TKE Serverless JdJZ., (kube-scheduler)

M TKE S8 A F| TKE Serverless, TELEIAE Pod IV, BEEMHZRA]T MR
ip, VARZIEWEERY Pod E#E4 1 /i . (kube-scheduler)

E- X TKE Serverless 11 sifYIEE(E(L @ TKE Serverless 17 sl ¥ IRIRAIE A
TKE Serverless 7 s ALSEHALA R 5 AE1L T X TKE Serverless 11 s LI/ 7l
%M, (kube-scheduler)

S H REVEE 88 Prebind & Unreserve ##1E. (kube-scheduler)

HEERER T cbs B9 Pod & FE 24458 CHC i 5. (kube-scheduler)

1& & V8 B EE82 15 U HY buge (kube-scheduler)

BT LU 57 2UB1T kube-proxy INHYEFT AR, B SBEELATET 1 iptables &
R, DUSZRERIME A nf_tables #3517 iptables M 1ERSi,

&3 pra7752, 1EE describe deployment i NewReplicaSet f.7x 4 <none> Y
A&, (kubectl)

A pr78999, & &AM K AR XA K/ NE R, (kube-proxy)

&I pro1590, & & {#H NodePort 28584 % /3 Service INF& 5 i L 53 BLAY ]
W, (kube-apiserver)

& pros262, F#F kube-controller-manager s HER A, (kube-
controller-manager)

&3 pro5301, HshMIBRANL Pod =841 volume H3%, (kubelet)

9 QcloudCbs #s /il metrics, (kube-controller-manager)
& & mount cbs FINEFE serial [ENZ RZE& A, (kubelet)

A proa712, {EE CVE-2020-8564 - X4 X% A IEH, logLevel >= 4 I,
Docker BLE #EE, (kubelet)

B pros5316, B CVE-2020-8565 - A CVE-2019-11250 Y REEIE & FEHY
H & token it#& (logLevel >=9) , (kube-apiserver, kubectl)

& pro5245, 154 CVE-2020-8566 - 24 loglevel >= 4 i, Ceph RBD
adminSecrets #&#& 1 HEH, (kube-controller-manager)

A7 pre6140, X controller manager %A WAL R S BT A pod
B IAI, (kube-controller-manager)

VA FE 2R S 2 1T . (kube-scheduler)
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,

EF pre9794, JEFE kube-controller-manager FU551% H &, 6t CVE-2020-
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kubectl -nkube-system get deploy tke-eni-ip-scheduler -o jsonpath={.spec.templat
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