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BRIE =

HERERER A ARIRSS TKE N PR AR HERE T H,  n] LU ERAE IR S5 B RE T R R I SR H
BRIEE NS HERS CLS, HEREIHEEN THREX Kubernetes H£AFNARSS H S TERER 0TI F.
HEREINREFRENF N EMETIITEFF I EREMN, HEREHEITEG, HERE Agent RIERREAIL
DaemonSet KYIERafT, FHARMEM A HEREMNACERSRETR, CLS HAET MM HEMAN 73, MRENE
TTHERSE, FHENERZEEHEH i,

{5 23R

CEOVETEMERE, HIEMERAIRSBTH.

H RTEMMER BRI H S OCHRHGE R 15TH S HERSS CLS, A S HAM HETH 2.

TR ERTPRIESRRE T S LA RSB, JTE HAEREIRER S FESERERIEL 0 B,

A CPU B @ 0.11 - 1.1 #%, HEES KN AR 180 B AT K,

HHAERE 24 - 560MB,  H & &S KN Al ARYE S 0 B AT K,

HASRRERR © 5% 512K, Al 28T,

A HERETEE, TEIA Kubernetes SEFNT REEW I IR HETH $0m, TKE $2ALR PRI AR5 20T H &
s, P AT DURSENE S5 1R 00 B TIEHE

INPGE ¢ SRR H AR N R G SO TIGE E HIEARSS CLS , FEERTHT S BEG VIR MWHIEES .
PIREGE © SRAE H SRR Y5 s T 68 22 HOERSS CLS , FEEMNIIT RSB HAEMRSS CLS NIWA.
o EFZIEINAT, 18 DORIA T A THEIA,

PIAAY

HERLE Agent : TKE I TR&EHEEEM Agent, 3 Loglistener, 1E5#EALL DaemonSet 1975 UGB T,
HERR T DU HEREE HSRETR, HEFE, HERT7 XMEE T g,
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nE Container standard cutput Container file path Meode file path

Collect the container logs under any service in the cluster. Only logs of Stderr and Stdout are supporte

Log source All containers Specify workload Specify Pod labels
MNamespace default v
- Workload type List

AR ER I, JFICE HAEI, AT TEPTR

Type Container standard cutput Container file path Mode file path
Collect the file logs of specified containers in the cluster. View Sample [4
Log source Specify workload Specify Pod labels
cad options default ¥ Deployment
0 - = c v
ollect 3 £

RSB S SRS CEREECARN, BN Y A28 12N /opt/logs/*.log , AILUEERERKEEN
/opt/logs , XHHHN *.log .

TR

AR BB SOOI, B AF B SO P P FREBERE, 022 SRR SRR PRI
MINEIRNDNEE, REHERK,

R ROCEBRBRR A P ATARSE SEBR T sRIEA TR N B € XY “metadata” , FFEREEZIN HEE BN E
Key-Value X1 “metadata”, il metadata FFE iz HEIERH, 40 FEFR
TR

TR HESE R BB — D H AR R AR,
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Type Centainer standard output Container file path Mede file path

Collect the files under the specified node path in the cluster. View sample [2

Collection path !

Collection path blocklist () When configuring the blocklist, you can set to ignore specific directories and files during log co

fuzzily matched with wildcards. The Loglistener is required to be v2.3.9 or later versions.

When configuring the blocklist, you can set to ignore specific directories and files during log collection,

v Hide advanced settings
n metadata Add

Each collected log carries the custom metadata information, and it is reported to the consumer.

B SR SRS BEAEBEC LI, BAN S 7R EER R AT A SR IE
/opt/logs/servicel/*.log , /opt/logs/service2/*.log , PJLUEERERZFNCHIN
/opt/logs/service* , XfF#HHN *.log .
ViBH :
XA de BRI f M A ds A SCF - (F hostPath 80 |, FR T EAAKIHENE, ERW LA kubernetes HH %
fITCEdE (BN =R HENAES ID) —itg HiRE| CLS, A {EH &S HERBWRIFSARIE A SRR, RHE (]
i At labels) HHTRIER,
7enml kubernetes M % M TCEARIES & T /7 £

E35£4 aX

container_id HEFERASS 1D,

container_name H ST E B A% 5.

image_name HEFTE B e BRIR 45 1P,

namespace HEFTE pod Y namespace.

pod_uid H&EFTE pod #Y UID,

pod_name HEFTE pod £,

pod_lable {label HEFTE pod #Y label (41— pod AP label : app=nginx, env=prod, NI7E &
name} HEZMT M metedata : pod_label_app:nginx, pod_label env:prod) .

4. L& HOERR S5 T e, et HASSRAMEM Y HE T, AILUEESEN O A HEE, 0T EFR
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If the existing logsets are not suitable, please create a new one [&.

Log topic Auto-create log topic Select existing log topic

TR
Eﬁiﬂfx H35ARSS CLS Hiul R BESC IR ARy A SR SR AHEA T H S RE L.

HESE T B 500 MHETS, WAREHE: H & T8,
5. XFHEMPEENETTEE Key (B HEBGEEHE N X, ZIREEANAITE, HEMVRN, YHERE, WF
A Key EHINHE, MESERMEFEN X, A TimestampKey (BRIA@timestamp) FIfEE M RIEAHE N, 40T
EIFrs

v Advanced settings

et I8 |

m

E) Custom

Specify a key to ship logs with this key the specified partition. It is disabled by default, which means |
You can select the Pod's field as the Key. For example, select "Field> metadata.name® for Pod name.

m
i
T

Key value of the timestamp. It is set to "@timestamp" by default

0 double 508601

m
L
L

The timestamp format. It is set to "double” by default.

6. i F—F, EFEHERIE, ATEPR
ER

YRINPGEE] CLS AL E H ST /5o

B= . <ingle line - full-text log Edit
i
For all single-line logs

: »
figA AR X BiHH
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ﬁ%, }FE%% IFT@ﬁ%Y*ﬁ%jﬂai El I ’@'o AL‘\H‘J‘IEHJ’/{K Ht”mjj(&o
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AT - TR FERF— ST HASHAE T AR HUZE A key-value 1Y H ST, EFTSeki A HEMRH], H
) FEARAE (T ZSA X AR AR BN R Y key-value, SZRF B 874 IE NI #AS,
T T H SR — S oe B0 HERIEE 5 24T (B4l Java P HAE) |, AHZIENZGA R
217 - 5e21EN fEprRaX, JEFRJeh A HAERER], HR A B E SOENZAT, SRGURARTE IE N 25X A
Fr Bl IENZRAT,

JSON #H HER HEhZIUE 2K key TENX M 7B, EIERY value T MY T BE, L

JSON - .

AEHE, FSRSEREIT HIE LA T \n M HRBRIRTT,

fE— S HAEEE Al LURYEFR /2 9 0 R FF IR S H B T A M LAL B, fo25e B H B LU T1
T BRTT BT RSN H S B, R EN D0 I FBOE XME—H key, R TERHEIET RS

7 RIEFRIT RS IR L E M, FFEahseRk, SeRkelE. AT EFTR
«©

Key Filter Rule

__CONTENT_
nput cannot be empty

BT H SN

1B SR AAIR S, ERRAEMSHTR P HEERE > HERN,
2. 1F HERE T b /7SS SRR, T w0 S REMNIERE, AN aREBEIN, 41T
E R

Name Type Consumer type Withdrawal mode Time created
WK Container standard output CLs - 2023-02-06 17:12:(C
3. MREFRREHHEMACE, AliseR, FERERT,

ER
HEERAT H & A ] T
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i

BTN A ¢ 2022-12-23 11:04:28

H

A TS AR R RE R B T H S AR 15 TH = HOSNRSS CLS,

(il

R IR T Kubernetes Audit X kube-apiserver F= 4RI BLE SRS T JSON &5 H S MIE A7l MAE R ITRE
ARYIREILSR T AT kube-apiserver I RISAE, R%IFICsRE MNP, B REGRAH M ZMERITED,

{5 23R

o CLOVETNER, HIENERIINESBITH,
o HHETEMERAH T HEOEHG8EZE 51 HIERSS CLS, &SGR HoAth H S TH 2.
o JEMEBEFERIIIIRE, TR BATE AR Master 7 ABC EAH X H T SRISA] API Server #H XS4,
o JTREEEHIIIIGE, BOARFIPIT SRR HEREIRE,
o HERSEBERIINAE, 1IN Kubernetes SRAFTT RIBENS I IR H AR 880, S BRATHR AL PIAN P R PR 75 o
fTHERGE, A DARSENL S5 16 00 B TIEH
o WIWNFGE 1 BREEIH AR A MR U TIOE R HIERSS CLS , FEERHIT S EGVIR N MWHIEE
e
o WM @ SREE I H AR T WA s THO% 2 HIERSS CLS , FEERANNY RGNz HAERSS
CLS WM Hil, JEFEZIZINAT, 16 T2 T4 HATHIA

(EREEZE

EEH Master 15 5 EACE H ISR

ISR Master 1151, BLEH I RIE S /etc/kubernetes/audit-policy.yaml o #EATLURYE
WS HSEFRED, THFEEW,

apiVersion: audit.k8s.io/vlbetal
kind: Policy

omitStages:

- "RequestReceived"

rules:

- level: None

users: ["system:kube-proxy"]
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verbs: ["watch"]

resources:

- group: ""

resources: ["endpoints", "services"]

— level: None

users: ["system:unsecured"]
namespaces: ["kube-system"]
verbs: ["get"]

resources:

- group: ""

resources: ["configmaps"]

- level: None
users: ["kubelet"]
verbs: ["get"]
resources:

- group: ""
resources: ["nodes"]

— level: None

userGroups: ["system:nodes"]
verbs: ["get"]

resources:

- group: ""

resources: ["nodes"]

- level: None

users:

- system:kube-controller-manager
— system:kube-scheduler

- system:serviceaccount:kube-system:endpoint-controller

verbs: ["get", "update"]
namespaces: ["kube-system"]
resources:

- group: ""

resources: ["endpoints"]

— level: None

users: ["system:apiserver"]
verbs: ["get"]

resources:

- group: ""

resources: ["namespaces"]
- level: None
nonResourceURLs:

— /healthz*

- /version

- /swagger*

— level: None

resources:

- group:
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resources: ["events"]

- level: Metadata

resources:

- group: "" # core

resources: ["secrets", "configmaps"]
— group: authentication.k8s.io
resources: ["tokenreviews"]

- level: Request

verbs: ["get", "list", "watch"]
resources:

- group: ""

— group: "admissionregistration.k8s.io"
- group: "apps"

— group: "authentication.k8s.io"

— group: "authorization.k8s.io"

— group: "autoscaling"

- group: "batch"

— group: "certificates.k8s.io"

— group: "extensions"

- group: "networking.k8s.io"

- group: "policy"

— group: "rbac.authorization.k8s.io"
— group: "settings.k8s.io"

— group: "storage.k8s.io"

— level: RequestResponse

resources:

- group: ""

— group: "admissionregistration.k8s.io"
- group: "apps"

— group: "authentication.k8s.io"

— group: "authorization.k8s.io"

— group: "autoscaling"

- group: "batch"

- group: "certificates.k8s.io"

— group: "extensions"

- group: "networking.k8s.io"

- group: "policy"

- group: "rbac.authorization.k8s.io"
— group: "settings.k8s.io"

- group: "storage.k8s.io"

- level: Metadata

£ Master 15 = _EACE APl Server 28

W K EERE A HY Master %)ﬁ, 2R /etc/kubernetes/manifests /kube—-apiserver.yaml X

1. USIAE 5% command 2%, WEAIT :
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spec:
containers:

— command:

- kube-apiserver

- ——audit-log-maxbackup=10

- ——audit-log-maxsize=100

- ——audit-log-path=/var/log/kubernetes/kubernetes.audit
- ——audit-log-maxage=30

- ——audit-policy-file=/etc/kubernetes/audit-policy.yaml

2. UNIAH % 1 Volume %%, I /etc/kubernetes/audit-policy.yaml #£#%l| API Server Pod, NAEHIT :

spec:
containers:

— command:

- kube-apiserver

- ——audit-log-maxbackup=10

- ——audit-log-maxsize=100

- ——audit-log-path=/var/log/kubernetes/kubernetes.audit
- ——audit-log-maxage=30

- ——audit-policy-file=/etc/kubernetes/audit-policy.yaml

volumeMounts:

- mountPath: /var/log/kubernetes

name: k8s—audit

- mountPath: /etc/kubernetes/audit-policy.yaml
name: audit-policy

readOnly: true

volumes:

- hostPath:

path: /var/log/kubernetes

type: DirectoryOrCreate

name: k8s-audit

- hostPath:

path: /etc/kubernetes/audit-policy.yaml
type: FileOrCreate

name: audit-policy
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1B BN ARG R A , RN SIS 4ETREE .
2. TE“DIREE B DU b7 e BRI TR AE, A i ST B SR T SR M R, A TR -

Feature management Region @Euangzhm Cluster type | Generalc.. ™ Log collection & E

£ Upgrade the CLS add-on to v1.0.8, which fixes the problem that a large amount of circular logs are collected because the running logs of loglistener are callected by default, For more information, see Add-on Upqrade [2 and Version Description E2.

@  From now till June 20, 2022 (UTC +8), the usage of log topics automatically created for TKE audit/event data is free of charge. The usage of existing log topics will incur charges. Leam More [

Q
Cluster ID/Name Kubernetes version Type/State Log collection Cluster Auditing Event storage Operation
1.206 Managed cluster(Running..) (© Enabled (©) Enabled Set More ¥
() Upgrade available
20~
3. TEHHI RE IR & 1, i SRRFH I DhRe A M Seia.
Configure features o
Log collection Edit
Log collection Enabled
=Nt wErsion 1.0.8.2 @ Upgrade available
Cluster Auditing Edit
ster Auditing Enabled
Logset TKE-cls-5u87apjy-102564 [£
Log topic tke-audit-cls-5u9Tapjy-102564 &
Event storage Edit
Event storage Disabled
Disable
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4. BEFFBERBEEE, EEEROE T AMEHEH I DS HEE, AETH, #HFIER 38 EEE,

Cluster Auditing

Enable Cluster Auditing

To enable Cluster Auditing, you need to restart the Apiserver. A self-deployed cluster occupies 1 Gib of local storage in the Master
node. Please make sure that Master node has enough resources.
When you enable Cluster Auditing for a self-deployed cluster, Log Collection will be enabled automatically as well.

Logset Auto-create logset Select the existing logset

@ From now to June 30, 2022, the usage of the CLS service for auto-generated audit
logs/event data in TKE is free of charge. Please enable "Auto-create logset”. Learn

more 4.

Confirm Cance
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BTN ERE
GRS P T TR R, A RTE SR LIRS, TKE #F E1 5 SRR B A 1044,
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JIER P EIMAIRE SR A SRR, DUE T RN R BIRE AL, B2, H5E Wi,
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