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metadata:

name: tf-cnn

annotations:
eks.tke.cloud.tencent.com/eip-attributes: "" #EIP7} R3Sl 7|2 A ALE
2. 4H oHIEE HejH o3 ¥ Aot 2
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kubectl describe pod [name]
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Events:
Type Age From
Normal Scheduled 106s default-scheduler Successfully assigned default/tf-cnn to eklet-subnet-6rjbxwwb
Normal AllocatedEip 95s eklet Successfully allocate eip eip- , ip 43.
Normal Starting 81s eklet Starting pod sandbox eks-3j@i3y99u

Normal Starting 66s eklet Sync endpoints

Normal Pulling 64s eklet Pulling image "hkccr.ccs.tencentyun.com/carltk/ :latest”
Normal Pulled 64s eklet Successfully pulled image "hkccr.ccs.tencentyun.com/carltk/t -
Normal Created 64s  eklet Created container tf-cnn

Normal Started 63s eklet Started container tf-cnn

Normal AssociatedEip 50s Successfully associate eip eip-<

10803 07:56:37.621758 140120123275072 dataset_builder.py:400] Generating dataset mnist (/root/tensorflow_datasets/mnist/3.0.1)
10803 ©7:56:38.315572 140120123275072 dataset_builder.py:433] Dataset mnist is hosted on GCS. It will automatically be downloade
local data directory. If you'd instead prefer to read directly from our public

GCS bucket (recommended if you're running on GCP), you can instead pass

“try_gcs=True® to “tfds.load™ or set “data_dir=gs://tfds-data/datasets”.

Downloading and preparing dataset 11.06 MiB (download: 11.806 MiB, generated: 21.0@ MiB, total: 32.86 MiB) to /root/tensorflow_da
D1 Completed...: 1ee%| [N 4/4 [0e:02<e0:00, 1.92 file/s]
10803 ©7:56:40.842971 140120123275072 dataset_info.py:358] Load dataset info from /root/tensorflow_datasets/mnist/3.8.1.incomple

Za
shol AHY 4 Y EIPY 47k A= of 917] w2l EIPE vl o] ¥ Alayslof shis Aelol At o
Yk,

I
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FROM nvidia/cuda:11.3.1-cudnn8-runtime-ubuntu20.04
RUN apt—-get update -y \\
&& apt-get install -y python3 \\
python3-pip \\
git \\
&& git clone git://github.com/tensorflow/models.git \\

&& apt—-get —--purge remove -y git \\ #+EZQ%F HEHE ZA] A A (
§& rm -rf /var/lib/apt/lists/* taptE ol A 7|A] AHA
§& mkdir /tf /tf/models /tf/data #UFRE Aoz ALGE £

ENV PYTHONPATH S$PYTHONPATH:/models

A

L IS

A

E 2d gl o

ENV LD_LIBRARY PATH SLD_LIBRARY PATH:/usr/local/cuda-11.3/1ib64:/usr/1lib/x86_64-1in
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RUN pip3 install --user -r models/official/requirements.txt \\

&& pip3 install tensorflow

2. b B e Awsto] whE T}

docker build -t [name]:[tag]

A7
Python, TensorFlow, cuda, cudnn ¥ 2 & glojHajg|e} 2+ A4 HAEHE S A 2| 5Hs BA| = o] FA]0llA] Z}A| 5]

grsha) et
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7] & o]u] A nvidia/cuda®) Z-$ CUDA Z1&]o]1 o]u] x| = CUDA A ZZ dl o}7| el z]of| AL&35}7] 2]-& v Z o+
S A3y} o] 7)ol A= cuda 11.3.1 & cudnn 8] A RlE Ut} B A of gk 2kA| G U]-&-2 Supported tagsS L
SHHAl 2.

$7 W

o] Bxle] B Alg|E 1&5t7] Mol 1D _LIBRARY PATH &7 Hi4o ERHSE 0|2 7|2 ojof 3t}

1

LD_LIBRARY_PATH — ?:l‘ﬂxﬂ.ﬂi libcudart.so.[version], ibcusolver.so.[version], libcudnn.so.[version]2} 2
libxxxx.so @A 2 54 J 3 gfolBe| g o] x| A2 F Yo, o] ofAlofl A= cuda H cudnng 5= H] AF
g9tk 11 ®¥He @636}01 ofzfe} 2ol Hrg & 4 Yyt

root@5a949761c669: /usr/local/cuda-11.3/1ib64#

total 1534336

drwxr-xr-x 1 root root 4096 Jul 2 ©3:57

drwxr-xr-x 1 root root 4096 Jul 2 ©3:57

lrwxrwxrwx 1 root root 16 4 02:30 libOpenCL.so.1l -> 1ibOpenClL.so0.1.0
lrwxrwxrwx 1 root root 18 4 92:30 libOpenCL.so.1.@ -> libOpenCL.s0.1.0.9
-rw-r--r-- 1 root root 30856 4 02:30 libOpenClL.so0.1.0.0

Irwxrwxrwx 1 root root 23 13 23:26 libcublas.so.l1l -> libcublas.so.11.5.1
-PW-r--r-- root root 121866104 13 23:26 libcublas.so.11.5.1.109

Irwxrwxrwx 1 root root 25 13 23:26 libcublaslt.so.11l -> libcublaslt.so.11
-PW-P--r-- root root 263770264 13 23:26 libcublaslLt.so0.11.5.1.109

Irwxrwxrwx 1 root root 21 4 02:30 libcudart.so.11.0 -> libcudart.so.11.3
-rW-r--r-- root root 619192 02:30 libcudart.so.11.3.109

Irwxrwxrwx 1 root root 22 23:30 libcufft.so.10 -> libcufft.so.10.4.2.1
-rW-r--r-- root root 190417864 23:30 libcufft.so.10.4.2.109

Irwxrwxrwx 1 root root 23: libcufftw.so0.10 -> libcufftw.so.10.4.2
-rW-r--r-- root : lllbcufftw 50.10.4.2.109

1
1
1
1
1
1
1
1
1
1
1
1
1
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ENV LD_LIBRARY_PATH /usr/local/nvidia/lib:/usr/local/nvidia/lib64
7|4 /usr/local/nvidia/lib +cuda 422 AT E YA E 7}2]7|H cudas sl £H|E Yt 28t

cudnno] Z3HH e Zoj| A= cudnn®t A 2] & 21 cudnnol] sl 1p_LIBRARY_PATH 7} A E ] &ol Warning©| 2]

EEHI GPUH2AE ASE 4 8 B & A&UTh L5 obeleh 2 U
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Could not load dynamic library 'libcudnn.so.8'; dlerror: libcudnn.so.8: cannot open

Cannot dlopen some GPU libraries. Please make sure the missing libraries mentioned

ol2{et 2 77t JEZEH cudnn F2E +FL2 TS 4 AUt o 7|l M thZ 2 AdYsto] o|m| A& A

35131 libcudnn.sod] A2 E & 4 AU
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docker run -it nvidia/cuda:[tag] /bin/bash

AAFEA B £ Q50| cudnn2 7| EA 02 apt-get install HHOZ /usr/lib o AXE Yt} o]

o Al o A libcudnn.so.82] AA| 2= /usr/lib/x86_64-linux—gnu# Ofzfo] o F2 5 2o 27tgY

&
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W tensorflow/core/platform/cloud/google_auth_provider.cc:184] All attempts to get a

E tensorflow/core/platform/cloud/curl_http_request.cc:614] The transmission of req
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data:
ladder: |-
{

"coresToReplicas":

[ 128, 3 1,
[ 512,41,
1,

"nodesToReplicas":

[
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spec:

containers:

- args:
- ——kubeconfig=/var/lib/kube-proxy/config
— ——hostname-override=$ (NODE_NAME)
- —=v=2
— ——proxy-mode=ipvs
— ——ipvs-scheduler=rr
- ——nodeport-addresses=$ (HOST_IP) /32
- ——ipvs-udp-timeout=10s

command :
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- kube-proxy

name: kube-proxy

2. 22 AE|7} v1.16 0]5}¢] %2 kube-proxy:= ©] Ti7H

-
Zol mEo ARE AT 44T 4 Y&Uch

2 A 9skA) o

H

Tencent Kubernetes Engine

ipvsadm &< A&t o33}

yum install -y ipvsadm
ipvsadm --set 900 120 10

3. 74S 22e 3 ohevt 2o AntE el
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ipvsadm -L —--timeout

Timeout (tcp tcpfin udp): 900 120 10

Zolxpe

2 HEW T T4 UAS AYS

}2] Aol 5min 52t 71ckelof itk ko] vl ZU 27k UDP AUl A8 AF§5

-

32 Submit Tickets}d A 2.

CoreDNSO] tf$t A4 T8 14
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oju] B AEE We BARo| A
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3t 4 Y
Z+o] CoreDNS ConfigMape -4 gU th(ol2li= CoreDNS 1.6.2 7+ 29] A2 #oluct o}2 o] A&
CoreDNS 4+5 120 =& Fast Al ).

.:53 {
health {
lameduck 30s

}
kubernetes cluster.local. in-addr.arpa ip6.arpa {

pods insecure

upstream
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fallthrough in-addr.arpa ip6.arpa

CoreDNS A{H|A FH] &<l 1/

Al FA 2 o] AJAE 3 A A FH] FEE 2HISHAL DNS AJH] A9 Bl e B 2of Z7}sof gy,
1.ready 231 A 11 CoreDNS configmap= tF2 o] /4@ty th(oF2l+= CoreDNS 1.6.2 7-/4d 2] 4 £ 2
_1

A
Ut ot 2 HAH 9] A2 CoreDNS 45 ¢ 18o] =& s A| 2).

:53 {
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ready

kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure
upstream

fallthrough in-addr.arpa ip6.arpa

2. CoreDNS©| t 5t ReadinessProbe -4 &7}

readinessProbe:
failureThreshold: 5
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httpGet:
path: /ready
port: 8181

scheme: HTTP
initialDelaySeconds: 30
periodSeconds: 10
successThreshold: 1

timeoutSeconds: 5

UDPE E3 A AE T DNSoJ| BA|ASHEE CoreDNS 74

CoreDNS7} DNS Server?} £ Al 3| of 5= 72 7]
H]

= Aoz FeoldE 2% X2 EZ(UDP £+ TCP)S AHEEY
th. 212j1} TKEO A CoreDNS2] YAEH A ©

40 2 TCPoll ot #lgte A 9& A8-5h= VPC2| DNS
AMul Ak whekA] o232t o] UDPS AHg-3to] F+/d sk 2l o] F5 U Tth(5 3] NodeLocal DNSCache”} A 2]
3.
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.:53 {

forward . /etc/resolv.conf {

prefer_udp

HINFO 2%-& ZE|% 3} = CoreDNS T4
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VPC2] DNS A H| A= HINFO 3 2] DNS 232 A ¥351#] ¢ko.8 2 CoreDNS =(E-5] NodelLocal DNSCache”t A
25 7)ol A ol et 23S HEH

.:53 {
template ANY HINFO . {
rcode NXDOMAIN
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IPV6 AAAA 2| 7.5 7] 2o tiall EuQl o] 2o] ZAa}A] 9re-S ¥

5= E CoreDNS LA

u] =Y 20 4] IPv6 =8¢ o] 58 HAT Wart gl A9 FA H 82 Fol7] 9I5) ohew 2ol 24T 4 A&

o},

.:53 {
template ANY AAAA
rcode NXDOMAIN

b
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@ Tencent Cloud Tencent Kubernetes Engine

-

o)Ak

IPv4/IPv6 0] % AE] 23] AE|o| Al o] A2 AFE51R] OpA A 2.,

1§} ) £l o) 5 el 74

APA| 8 U-8-2 TKESI A 82 214 =rel o] 2 319l 78 & Fastilale.

& d1gel=

v1.7.022 dagol=

1. coredns configmap H
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl edit cm coredns -n kube-system

che 3t 2ol g2 49t
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Tencent Kubernetes Engine

&2 Tencent Cloud

.:53 {
template ANY HINFO . {
rcode NXDOMAIN

}

errors
health {

lameduck 30s
I3

ready
kubernetes cluster.local. in-addr.arpa ip6.arpa {

pods insecure
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Tencent Kubernetes Engine

&2 Tencent Cloud

fallthrough in-addr.arpa ip6.arpa

}

prometheus :9153

forward . /etc/resolv.conf {
prefer_udp

}

cache 30

reload

loadbalance

2. coredns deployment H 3
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl edit deployment coredns -n kube-system

che 3} 2ol oju] 1|5 upEYch
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@ Tencent Cloud Tencent Kubernetes Engine

image: ccr.ccs.tencentyun.com/tkeimages/coredns:1.7.0

vi.8.42 YagolE

1. coredns clusterrole 3
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl edit clusterrole system:coredns

chgt 2ol g2 4t
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&2 Tencent Cloud

Tencent Kubernetes Engine

rules:

- apiGroups:

T X0

resources:

endpoints
services
pods

namespaces

verbs:

©2013-2022 Tencent Cloud. All rights reserved.

list

watch

Page 40 of 166



@ Tencent Cloud Tencent Kubernetes Engine

- apiGroups:
— discovery.k8s.1io
resources:
- endpointslices
verbs:
- list

- watch

2. coredns configmap 3

kubectl edit cm coredns -n kube-system
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Tencent Kubernetes Engine

&2 Tencent Cloud

o

=1

e 2ol &= 74

.:53 {

template ANY HINFO . {
rcode NXDOMAIN

}

errors

health {
lameduck 30s

}

ready
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@ Tencent Cloud Tencent Kubernetes Engine

kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure
fallthrough in-addr.arpa ip6.arpa

}

prometheus :9153

forward . /etc/resolv.conf {
prefer_udp

}

cache 30
reload

loadbalance

3. coredns deployment T 3
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl edit deployment coredns -n kube-system

che 3} 2ol oju| x| 5 upEYth
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Tencent Kubernetes Engine

&2 Tencent Cloud

ccr.ccs.tencentyun.com/tkeimages/coredns:1.8.4

B

44 5
Page 45 of 166

image:

H| ZY A LA of] tiigh Ak
DNS AJ1] 2] 23 A} 9Jo] = H] 1|2 ZRo] A

& T
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@ Tencent Cloud Tencent Kubernetes Engine

1. 7] 224 0 2 Kubernetes S| AE]2] £l o] &

/etc/resolv.conf = XHW ndots 97

Qv oz oj2) ghel 24 ol Bl 4 Itk podol A

bug Ul AT o] A 9]

Mz ro
£
(o]
(@)}
oo
[o
uQ
+
30
>
°
iu
2
|
wn -
=
o m
D

=
kubernetes.default.svc.cluster.local serviceZ} &= -2

ZHQlolFol . ol 47 ez A|AR oA o
kubernetes.default.svc.cluster.local.debug.svc.cluster.local = AFESH7] Y8l A HA

searchE F7Fste] il A| =5t A|gF EH|Ql o] &5 &5 4 gl&UTh

A|AEIL Aol kubernetes.default.svc.cluster.local.svc.cluster.local = A& ARESHATH

AHS] =HQl o] 52 2 4 s

A AEIL A E]o]] kubernetes.default.svc.cluster.local.cluster.local |2 A< AFESHAIRE oA

A AEIL 39 27161 A] k3l kubernetes.default.sve.cluster.local & ARESHHI Al=StUch 3
EJ-

Sl+= ClusterlP7} ¥H&d U o}

2.447] 2rekk service =9l o] B2 U] 74| 9l T HFHOR A ZTMY 4 Yo S AL 2Rl
DNS 23 0] o] Y&ith mebd] 8 5 Zo]7] Sis) u]= U 2of thsl TAH GM A §H S 7o HHg
ndots %< A1 a0 gtk
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&2 Tencent Cloud

Tencent Kubernetes Engine

spec:
dnsConfig:
options:
— name: ndots
value: "2"
containers:

— image: nginx
imagePullPolicy:

name: diagnosis

IfNotPresent

3. L3k H| 2 2of| A AfH] 20f YA AT S

g4 AEE T
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@ Tencent Cloud Tencent Kubernetes Engine

Pod= <service-name> <& 5ol @2 | AH| o] A 9] Serviceol YAl AsHoF g Tt

Pod= <service-name>.<namespace-name> o =3f Th2 4 Qg AH 0] A 9] Serviceol] A A3l oF gt}
Podi Zelgl AMS Zo)7] Y&l Bol . o] 271E FADN(ETEHE Eol9) o 2)2 ol 9% Euel o] o
o4 2 3Hok et

e u-E

T4 A9

errors

o R AAE ZAgU

health

MNE|E 2]ZESIA livenessProbe 2F 22 AMEf &9l
http://localhost:8080/health AHEE ARE3Y

FolAMg

o2] Server 50| U= 4% healthE & ®ITF {/dst Ay oh& L Eof ts] /44 4 A5U -

goll AHEEH YT 7| 24 0.2 2 E 808004 ~A4lskAL
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&2 Tencent Cloud

Tencent Kubernetes Engine

com {
whoami
health :8080

net {
erratic
health :8081

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

lameduck
HJAA ol 27 7|7HS 3
kA

ox.

5= ol AF&-H Ut} hook= CoreDNS7} 5 4155 4418 o sleep L EE A 3§5}10] A

H A7 EA A 5 AlS AE 4 =& ot 3 R d Y
ready
Z 39 HElE 2)ELEFY readinessProbe 2 22 AH|A FH]| &0l Ao ALEHULTH 7| EH o7 T E

818194 £AI5}3l http://localhost:8181/ready AZE AFESIYTH

kubernetes

FAEHO| A MEAE HEZTT 5 = Kubernetes Z3] 1Y LT}

prometheus

HUE S dlo]E & 7FA 2+ ©l AH&E] = metrics Tlo]E] APIY U T s H 2+
http://localhost:9153/metrics YUt

forward(proxy)

A2 =2 ke 2HS AAEY DNS A E Tt 7|2H 08 TAEQ Jetc/resolv.conf TS AR
S}

forward aaa bbb2] Aol whet YA EZ udns A H 52 [aaa,bbble HWEH o2 G2 HY )

Qo] =25HH AL A H Xé*—‘i(random|round robin|sequential, 9 7] 4] randomo] 7] & A of w2} @ S X 9
35t7] 9135l [aaa,bbb] FE-oA YAEH udns A7} e Ut} 29 o]l Aufjoty 2992 95l ok AH 7t
AR E| 31 A2 Q1 el 7E = wli7bA] Asigh A eol tish 4 714 Q1 e &lo] =gyt

A 7L A& A of 2] M (7|2 o2 T JH) AE) Aol AoistH s udns A El7F downQ 2 A = 31 T4 AH
A efof| A down A E Q1 udns= 7 HuU T},

2E udnsZt down® 3¢ A|AEHIL WS ydnsS &Y 2 Mest
w2kA coredns+= o 2] upstream A 7tol] 2] 54 02 HeHE 4~ 95y
7h A= 2ol a3 4 JAF YT

. forward &29j] A}-& 7153t udns A1H

=2 T A Y
cache
DNS 7HAl 4 Y ot
reload
Corefiles st29 gt} ConfigMape] 4 H & 28 Qtof] A 442 thA] 2Tyt
loadbalance
SHY HIZE &AM E FA9 = A 4sto] DNS 7|Hhe] =& ®Wdd Y 752 Al 5dy

CoreDNS9] g|AA AREEF

| =22
CPU
S22 E 9] Pod U Service 4ol wha} g2by Ut
gstE A 27)0) e waUT
QPse] F3e Byt
& CoreDNS2| 54| o] & Y.
MB required (default settings) = (Pods + Services) / 1000 + 54
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&2 Tencent Cloud

CoreDNS Required Memory in Kubernetes

@ OD=fault Settings

B.58E-04*x+ 541 @ With Autopath

Tencent Kubernetes Engine

25E03"+ 555
500
g
= 400
i
5
= 300
a
2 200 »
=3
(=g
&
E‘ 100 : .
-
.
0 50000 100000
Total Pods + Services
QPS9] = T5U
C}3-2 CoreDNS9| 4] o] Ej Y},
@ EA| CoreDNS, A3 59l == ALY 2 vCPUs, 7.5 GB memory
Query Type QPS Avg Latency (ms) Memory Delta (MB)
external 6733 12.02 +5
internal 33669 2.608 +5
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&2 Tencent Cloud

TKEOI A AFE-AF 278 =H[<Ql o] &

o=

| S

2% dulol=

219 ALt @

o AZA AEEA] MH|AS L2510 =
52 58 9B AR E]X MuAR Hufjof gyt
=
=
el

o] Aol A
Yet.

-

=4

2%11: CoreDNS Hosts =2 19!
AHE5lo] o] =9l o] & &
A T

o m

F412: CoreDNS Rewrite 221191
% ALgsto] =H|Ql o] 55 S AF
o] Au]Aof nfg

42 4 3: CoreDNS Forward =21
Q& AFE-5to] o] X DNSE dAEH
DNSZ A X

ek
2417} 2 M0 2 E24 22
2 9le). AA Weo net £2 e A
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Serverless TKES AH8-5h= 47 tha& Alute] 20i| A AR&AF 217 W7 = ]l o

)
=
AB] A 9] HH 0|3} Fofl YR AH| AL FEE= TAHH EH|Ql o]F o= ot
= !

=
L T
3= #4E & 95U =, Kubernetes2] Service °] 52 =& AH&E 4 ¢l

S AEOIM ARG AL A =R o] & HEFAA & AR fleh tha Al 7HAl £ & 43l disi A

Tencent Kubernetes Engine

o=

247

A} 1 2023-04-26 19:23:11

o

A4
o] £2 42 Ztdsta F A QU Jolo] HEFM YIEE F7}
IR

HEEA Y I IPFALAEng T T
Z g E P FAE S| AF| HjEZE ojo

Lo £ol YERA YIEE AT S ULE EE Y IEE QF
DNSoj| A BB 2 | F =& Z7F5EA U A4S o] CoreDNS LA
2 A darkglayh

© & Z7t8h wjotch CoreDNS /4 mH & S7g sl of U ch(thAl Alzreh g

sha A2,
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@ Tencent Cloud Tencent Kubernetes Engine

A Al

£241: CoreDNS Hosts B2]1912 Ak83to] Ysle] Enlel ol elEad 74

1. thS S A3Y5}o] ofz 2} ZHo] CoreDNSQ] configmap= 4% gy th.

kubectl edit configmap coredns -n kube-system

2. okelj e} Z-o] hostsoll =H|Ql o] & F7}5H =5 hosts 7/d 2 =4 Yot
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@ Tencent Cloud Tencent Kubernetes Engine

hosts {
192.168.1.6 harbor.example.com
192.168.1.8 es.example.com
fallthrough
}
g

harbor.example.com = 192.168.1.60] M3 3}1l es.example.com = 192.168.1.8°] mijg gyt

A 74 AL chen ZavT
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: vl
data:
Corefile: |2-
.53 |
errors
health
kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure
upstream

fallthrough in-addr.arpa ip6.arpa
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Tencent Kubernetes Engine

&2 Tencent Cloud
hosts {
192.168.1.6 harbor.example.com
192.168.1.8 es.example.com
fallthrough

}
prometheus :9153

forward . /etc/resolv.conf
cache 30

reload

loadbalance

}
kind: ConfigMap
metadata:
labels:
addonmanager.kubernetes.io/mode: EnsureExists

name: coredns

namespace: kube-system

£3%42: CoreDNS Rewrite 22]191-2 A8-510] Tl 0|52 E=|AE Q] AH]A0] njy
S| AE o] AR AL XA =19l o] 20| 9l x| AZS L5} H CoreDNSS] Rewrite Z2] 1918 AHg-510] 2 &

= Q] o] &2 Service?] ClusterlP2 21d 4~ Q15U th.
1. 02 H 2 A3Y5}o] otz et 7ol CoreDNS2 configmaps 47 &t}
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl edit configmap coredns -n kube-system

2.Th B AYatol okehe} Zo] Rewrite 742 71Uk,
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Tencent Kubernetes Engine

&2 Tencent Cloud

rewrite name es.example.com es.logging.svc.cluster.local

a3

o '
es.example.com = logging

v Luo] A ool lREH es AH|20] okt 72| 2] S EHO 2 o
2 =l o] & FESHIAI L.,

AR 74 A& e} 24Ut
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: vl
data:
Corefile: |2-
.53 |
errors
health
kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure
upstream

fallthrough in-addr.arpa ip6.arpa
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Tencent Kubernetes Engine

&2 Tencent Cloud

rewrite name es.example.com es.logging.svc.cluster.local

prometheus :9153

forward . /etc/resolv.conf
cache 30

reload

loadbalance

}
kind: ConfigMap
metadata:

labels:

addonmanager.kubernetes.io/mode: EnsureExists

name: coredns

namespace: kube-system

£3X3: CoreDNS Forward Z2]71912 A}83510] 9|5 DNSE YA ET DNSE AH
H

1. forward 7+/d = &l th. forward?] 7|
7} X5t =59 /etc/resolv.conf IO
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@ Tencent Cloud Tencent Kubernetes Engine

forward . /etc/resolv.conf

2. Th2- 1} ZHo] forwardS FLAJSFAl  /etc/resolv.conf & HA|ZH O R QE DNS MY F4AZ vyttt
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@ Tencent Cloud Tencent Kubernetes Engine

forward . 10.10.10.10

A 74 AL hen ZEu
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: vl

data:
Corefile: |2-
.:53 {
errors
health

kubernetes cluster.local. in-addr.arpa ip6.arpa {
pods insecure
upstream

fallthrough in-addr.arpa ip6.arpa
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@ Tencent Cloud Tencent Kubernetes Engine

prometheus :9153
forward . 10.10.10.10
cache 30
reload
loadbalance
}
kind: ConfigMap
metadata:
labels:
addonmanager.kubernetes.io/mode: EnsureExists
name: coredns

namespace: kube-system

H DNS9| dAEH -t o]

3. 2| 5 DNSOl| thgh AFE-2F X =oQl o] 59 &R M A EE ATt
H| A= Tencent Cloud Yl DNS 2]

l>.¥2

/etc/resolv.conf ©| nameservers F£7}5l= A2
F o] o] &5}7]| wjFoll 2HA| 715 DNSS] JdAE-H o= 4757

O AdH MU ATV} A E 25 5HA] &S 4 Q)
&Utt o] ZA = ofgfle} Zho] 3t w2 45l forwardersoll QA E @ DNS FAE A= of|A| & BIND 95 A}
g3yt
3

l o)
rg
o
>
N

9] 5L DNS Servere} 2% £A7}F & A3 Regionoll AA| & P AN AE A D SHA] 2= L7 Tencent =W
g
s
=)

o] go] £askd 4 Y&yt

©2013-2022 Tencent Cloud. All rights reserved. Page 64 of 166


https://www.isc.org/bind/

@ Tencent Cloud Tencent Kubernetes Engine

options {
forwarders {
183.60.83.19;
183.60.82.98;

3 2A
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@ Tencent Cloud Tencent Kubernetes Engine

CoreDNS Hosts
CoreDNS Rewrite
CoreDNS Forward

©2013-2022 Tencent Cloud. All rights reserved. Page 66 of 166


https://coredns.io/plugins/hosts/
https://coredns.io/plugins/rewrite/
https://coredns.io/plugins/forward/

@ Tencent Cloud Tencent Kubernetes Engine

Nginx Ingress =5 A}

ZZ Aol E YA} : 2023-04-28 15:30:11

219 Althel @

TKE+= Nginx-ingress o =2 A x| & A Y5} 1l o] & AF&-5}10] Ingress E 2| of HA| AT Th Nginx-ingressell o g
ZLAISE W-8-2 Nginx-ingress A S F A5t Al 2. 2 FA]&= Nginx-ingress ol E-22] B A S Ay gyt
AA =4

Nginx-ingress | =& A %] gt

2 ©A

S| AE/o] gt oJ2] Nginx Ingress EzfT 3= 47|

Nginx-ingress o E20] A& ™ kube-system ©}2H0l Nginx-ingress operator 0 =-20| 15Ut} o] oj =25

AFE-sto] of 2] Nginx Ingress I AEA S AT 4= 5T ZF Nginx Ingress QI AR A= A2 OHE IngressCIassE

AL86tT A2 T2 CLBE Edfy 20 2 AF85tE 2 A2 T2 |ngress7t A 2 T2 Eajg g2 o) uloig e
AUt AA 27 AFgoll what Z2 A o) sl o] 2] Nginx Ingress I ARIAE AT 4= QL5 YT

1. TKE Z£0] 21915}3 Y2 Alo]=Hlof|A] S AEHE F L}

2. 2214 F e Ho| oAt 22| AE Q] IDE 2 5to] S AH AR K Ho|A 2 o] 53t
3. Y% Afo] THlo A O EZ 2|5 FE5lo] of =2 5 Ho] 2] 2 o] 5 F T

4. A 2] F Nginx-ingress o E-2-& Z2]5}o] A3 A K o] 2| £ o] Z-& ]},
5

. Nginx Ingress Q1 AE A 712 Z25}o] & Qof 2} Nginx Ingress A A A S FLAJS}AL ZF Q1A E A0 i) o}
IngressClass °] &2 A A gy tt.
A
Nginx Ingress QA1 AE A A 2] of] th gk 2FA| e W-8-2 Nginx-ingress Q1 A A A 2] S Z 5 A 2.

e
£

% IngressClassE A 4519 IngressE 4 Nginx Ingress Q1 AE Aof HERIT S 4= Q1 &1

6. Ingress= A4 L=
th 24 == YAMLS 53] Ingress= A S 4 54Ut
%

YAMLE &3 Ingress A4
&0l A IngressE 373 5= W 01] EH%P ALAIEE Y82 Ingress A A2 Z A Al 2.

Ingress§3: Nginx 2E W3 A
Class: o] ©Ao| A /g Ngin

2 ﬂJlﬂJ
rx
)
E"f"
T
i)
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@ Tencent Cloud Tencent Kubernetes Engine

Up to 63 characters, including lowercase letters, numbers, and hyphens ("-"). It must begin with a lowercase letter, and end with a number or lowercase letter.
Application CLE Dedicated AP| gateway Nginx Ingress Controller Detailed comparison (&
v Create Mginx Load Balancer I3
default v

YAMLS 53l 441 A3/d5H2 ingressClass®] annotation( kubernetes.io/ingress.class )& Al Qo= W

of) Tk XAl U2 Ingress 414 & 2 sl 4l Al 2.

apiversion: networking.k8s.io/vibetal

1d: Ingress

CLB-to-Pod TJO|HE YA A BE

22| AH HESQ A ®E7} Global Router?] 7% CLB-to-Pod THo| H E AA|A R E = 7| 224 0 7 SH/JE 2] A5
t}. ohg X1l ufet CLB-to-Pod Thol A E A4 & B EZ H48sHE 2o F5Yt

1. 28] AF ) tis) VPC-CNI =2 4 3}ghu e},

2. Nginx Ingress QI AE A E AJ/J St uf CLB-to-Pod T}o]F E YA A B E Mel]S Mefslo] Eefd o] NodePortE ¢
3]5tal Podoll 21 =E5to] Jeg FHAIZ = AH YT

-case letters, digits, hyphens ("-") and backslash ("\"), and must start with a lower-case letter, and end with a digit o

Specific namespace

- | |I1;I"ESS resources under the specified namespace

E automatically creates a Service for Nginx-Ingress that can be accessed via internet. It is strongly recommended that you use the CLB-to-Pod dire

Select CLE-to-Pod direct access mode (available for the cluster enabled WEC-CMI mods)

ck:

Nginx Ingress QU AEI A A=) of T3t 2HAM|gH L8 Nginx-ingress Q1 A8 A A2 5 Al L.

LB 9 F At =4
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Z Tencent Cloud Tencent Kubernetes Engine

LBoll O =& S AIA == X g|3Fo] a3t 749 Nginx Ingress AV AEIAS AAJSH uf| AA| 27 AL

= e
2 o9 F AlghE A48kl Nginx Ingressol|l T & &5 43 4~ s

By traffic usage

Bill-by-CVM A (7174 73 =el)ol A€ B¢ tHAZF A2 =& i Zof w2t 2 Ut thg 2ol w2t =

7} &435HE 742 = LB )9 =2 Nginx Ingress Q1 AEIA Pod7} 923 =9 of
Adyt. NQ'nX Ingress AAEIAE H{2SLY] 9Joff 35 tiYHo] =2 AR = EE AlEst= o] £5

g
ChHl== =2 DaemonSeto & A% ”PC’% H )

Nginx Ingress QI AE A= 7|22 0 2 7d mj 7 ¥ 4=} Nginx Ingress 742 X A 3tst 4= Q&Y ot 2pAgH Y82
Nginx Ingress -2 5 A1 AFE| & F s Al . oS A - S Farsto] AFg2F A old 4 Ut

Ad wi7iH 5 7
Nginx Ingress 7+ 7%
aemonset TE= Deployment(Q A &1 A uj

nginx-ingress-conntroller2 2z gt OE)E
Y&l A kube-system ot2fj o] 2laA= 24 e 4 Q5 U T KubectlS AF8-5F

o} Z+o] initContainers=
of 275t AIR).

by 2
&
i
O

initContainers:
= command:
sh

| =

sysctl -w net.core.somaxconn=65535

sysctl -w net.ipwv4.ip_local_port_range="1824 65535"
sysctl -w net.ipwvéd.top_tw_reuse=1

sysctl -w fs.file mnx-lu4ES*E

Nginx 2} ZFo] Nginx Ingress Q1 AE A 9]

ConfigMap 8 =48 g4t}
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@ Tencent Cloud Tencent Kubernetes Engine

Mginx Ingress Instance Addon Details Mginx Configuration Log/Monitoring

Select Mginx Ingress Instance

o Edit YAML

frequest_time

_addr] [$x response

controller

ontraller

Ay
Gonfighap T-AJoll thr AHAI3H &2 2 4] 2412 Fsl Al 2.

Nginx Ingress2] ¥ 715/ 714

23 843

Ag:

21 /g2 CLsol &yt ARE A7 Wil Nglnx ingress =1 7/d & A A 2.
Nginx Ingress QAAEAE /et & AARA X

ok 4 AF Y. o] = ofefief o] JIAH A %PEH ZIE%iOLﬁPI A1E 8l
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@ Tencent Cloud Tencent Kubernetes Engine

Instance details Ops Nginx configuration YAML

Monitoring configuration

ate PROM instance  Disabled

Log configuration

RGP
v0.49.3 H{H o] JIAE Ao 2 7 o] AM 14 1td-2 LogConfig CRD 2] A& A ZHA o A 2HS 4 Ql& Ut o]
2ot AR E £ F Y 2747 7)%6S 22/0h] D LogConfig 242 24 o 74 o] A| 4 FLict. o] o]
ute} 2] A 3|2 ool ] & & Alof] W 5l ofF ghu th. Nginx Ingress 91 A8l A &4 9] AbA| B Nginx Ingress of =&
ol JagolEL g AM 1A mhalof &S n|x]x| L&t

215 ALg A A A SR B Aol aet 2ABHAIA L.

B AN Y 20 A RE

21 73S 243k = Nginx Ingress 55 | 0] 2] 2] )IARA @ 2Zof 9l= o)A AA|S| & 285k CLSO

A AA B E= A B A HE HY| S Held 4 9

cwﬂﬂ%maizgﬂg§a4chindﬂaﬁ'%ﬁwﬁdiﬁiwﬂ%ﬂ%ilﬂa%%%ﬁ
el5lo] Nginx Ingress] AAA L @ 7 215 gelghr},

A A 23 A BE H7]S ZE5to] Nginx 1 1e|A 2 HloE & 7|8t 2 5AE HE Aot A RER o] 5§

=

>
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@ Tencent Cloud Tencent Kubernetes Engine

AHE-AF A1 NginxIngress 21

2= Adlo|E I} 1 2023-04-28 11:08:19

TKE= CLS 582 53l AlZste A 532 Al 3-5t0] Nginx-ingress 21 3 W AH] 7|5
SF Y82 Nginx-ingress =71 7402 Z Al 2. 7| B 23 d A7} Q 3L AMFS 223514] =
AFEAF 213 4= A5 YT o] #AE Nginx Ingress®] 271 QIHAE oo Esh W& Ayt

AA =4

1. Nginx Ingress+= v1.1.0 o4 4 Yt TKE Z&0)] 2121513 S AE AR FH > o =2 & A= 5HH Nginx

Ingress o =22 HA S & 4 9l&Yrth

FoAE:
o] 7]'5Z Nginx Ingress 7 v1.1.0 o] ol A7t 2| Ut of| & 0] HA v1.0.03 Z-2 v1.1.0 B] 7] X ol A=
2 1Y A o] o =20 o5 FuiE]o] Yol QA 4 l&HUTh

D/Name Status Type Version Time created

ingressnginxIf _ . 2022-08-11
Successfu 1.1.0
ingressnginx Enhanced component 15:44:08

cfsioy - ) 2022-07-25
s Successfu Enhanced component 107 18:02:51

cbslg o 2022-03-10
cbs Successful Enhanced component 1.0.0 15.08:40

2. Nginx Ingress 1 A8 A= v0.49.3 o) F Y Y th TKE Z&0 2121511 S AH AR FE > AqH|A 9 2-go
A] NginxingressE A El3t &t 4} QIAE A 2%—201] A= YAML B7]E S § Y YAML mh ofj A

L

ccr.ccs.tencentyun.com/paas/nginx-ingress—controller ©]H]A]&= v0.49.3 o|4fo]ojof gt}
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@ Tencent Cloud Tencent Kubernetes Engine

Basic information @ You can deploy multiple Nginx Ingress instances in the cluster. When creating an Ingress object, you can specify the Nginx Ingress instance

Node .
management . .
Add Nginx Ingress instance
Mamespace
Workload Name ngressClass Mamespace Log Meonitor
HPA

test/d test All namespaces Disabled Disabled

Service and route
= Service
* Ingress

* Nginxingress

3. Nginx Ingress®] 271 A H|AE S/t 2Fd AR A H = Nginx-ingress =1 142 F A Al 2.,

2 oA

Zolxpe
21722 +402W 21 59

i ginx Ingress®] 21 AE TS o|&lsljof g
Uth oj 7)o 21 &8 == 23]o] =2t

N
H
HAY 2R TAE A 23 440] Anfgiy,

194): Nginx Ingress Q1AEAQ] 27 &3 YA 3

Nginx Ingress A AEI A0 27 /A2 mato| g 4] ConfigMap UABEA O]E-ingress-nginx-

L
controller O QO™ 7|0 1log-format-upstream Key& £ 5l ofF sk}
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@ Tencent Cloud Tencent Kubernetes Engine

F7He] A& EAE Snamespace ¥ $service_name & 21 Eof 7MYt 7t Y=ot 2d I 2
&

204 S21A8 21 £ 9 Agent B XE F4 £74

F2iAH 23 3 #3212 logeonfigs.cls.cloud.tencent.com
1 23 A AB AR s Kubernetes 2 4&2 IR ey

controller g2l4&A AAE 21 YAML S 3510 £ 4+ AS5yth

o] glas Ao &yt TKE 40 21915}

IAElA o]E-ingress-nginx-
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&2 Tencent Cloud

Namespace
Workload
* Deployment
¢ StatefulSet
* DaemonSet
* Job

* Cronlob

HPA
Service and route

Configuration
management

Authorization
management

Storage

Add-on
management

Log
Event

Kubernetes

resource manager

ohe o

v [ sdmissionregistration ks.io

B3 apiextensions.k8s.io

+ 3 apiregistrationk8s.io

B3 spps

3 autescaling

v [ batch

» [ certfficates k850

03 cioud.tencent.com

* B ds.cloud.tencent.com

B

[ Iogeonfigs
03 coordination.kBs.io
O3 core

03 discoverykfsio

+ [ extensions

* [ flowcontrolapiserverkés.io

[ metricskgsio

»

=]
=g 54 3jof gy,

3 monitortencentio

monitoring coreos.com

beginningRegex: &1 A| 2] & 4]
keys: 21 H T

logRegex: 21 F 59|
#5412 Nginx 21 3 & A13 23 gt 7] & Ngink 21 @ 4]

A

o d
R Ty |

| A]

17Alol A 7] & 71 & keys £ofl F7Fstal A+
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=29 -& 27} beginningRegex X logRegex &0l &71&HY tt.
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cf9addfebeed

o 2o A WEo)

Tencent Kubernetes Engine

7hsiof g, o] 2

- | W ammmma
Cloud Log Service
38 Overview
B Log Topic . a
{5} Machine Group
Management
stage a
[ Search and
Analysis
nam; text a
[ Shipping Task
& Monitoring Alarm a
@ Dashboard
serg taxt a
[ Data Transform
Agent A
9
U
e o
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@ Tencent Cloud Tencent Kubernetes Engine

2YEY
PrometheusE AH-&5to] MySQL %! MariaDB
2YEY

2| Z Ayo|E 4} : 2023-04-26 18:43:22

249] Alute] @

MySQL-2 ¥ HFA Q1 THA| Y o o] EjHo] A He] A]ARIQIUTH MariaDB+= MySQLS] B3l %] ¥ © 2 4] MySQLY &

1715 A1 lE Y Kubernetes 7 ol 4] Prometheus & AH8-81o] @ & A A mysqld-exporterg AHE-

gh=jo] 14 <
sto] MySQL % MariaDB H| o] EH| o] A S RUE T 4 lFU T 222 PrometheusE AH&-5to] MySQL 2
MariaDBE 2 UE 2 s}= vhH S Ashy o},

mysqld-exporter 27}

mysqld-exporter= MySQL == MariaDBol| 4] d]o] EJ#]o] A A} el djo]E] & 9] 11 o] = Prometheus W E

Eg 1=

-1 O 1
#3He 0H HTTP Q1 Ef3 o] A2 AUt} o] 79 Prometheust ol 2fd M= e £25k1 BUHPE 4 A&yt
che ojm| 1ok 24yt

9 iew dashboard ' \
view dashboards - S query -

Grafana Prometheus

scrape

2] 2

mysqld-exporter B3
3
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@ Tencent Cloud Tencent Kubernetes Engine

mysqld-exporters B2 3}7] Zoll MySQL E+= MariaDB7} 23 A, Z2|AF Q7 = AFgH Fehe & AjH| A0
H 2 =] 3l =2 ERlstH Al 2.

MySQL HjZ

& oAlAl = vl EE o] 20 A MySQLS 22| A Ffol| HijEst= S HoF U

1. TKE Z&ofl 23915k % Ato] =Hloj A Bl Eo| &5 STy

2. ot &8 o] & | o] 2] o)l M MySQLE A5k S

3. o EE A 1A MIF B o] 2|0l A cfE2]A o)A e 2

4. MEZA o)A B mo oM BF HEE dsta e 24
5. ol Z&]Alo]d B/ & DF Ato] =Hlol A o E2| A o) d& A Est,

JEE U

6. T2 ¥ = Adsto] MySQLo] At = A= =] el gty
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@ Tencent Cloud Tencent Kubernetes Engine

$ kubectl get pods
NAME READY STATUS RESTARTS AGE
mysql-698b898bf7-4dc5k 1/1 Running 0 11s

7. thS B S A Y5to] root BIEHS S 7k g h.
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@ Tencent Cloud Tencent Kubernetes Engine

$ kubectl get secret —-o Jsonpath={.data.mysgl-root-password} mysql | base64 -d
6ZAj33yLBo

mysqld-exporter H| X

MySQL Bl 22 & t}-3-3}F Z-o] mysqld-exporterS Hi ZZ 3L T},
1.0 B2 AR A3Ysto] mysqgld-exporter Al S A5k MySQLoll 2113 o
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@ Tencent Cloud Tencent Kubernetes Engine

$ kubectl exec —-it mysgl-698b898bf7-4dc5k bash
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&2 Tencent Cloud

Tencent Kubernetes Engine

$ mysgl —-uroot —-p6ZAj33yLBo

32 Aystol A BT

o H

mysqgld-exporter/123456 ©°| o|A|Z AF&H Yt}
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@ Tencent Cloud Tencent Kubernetes Engine

CREATE USER 'mysgld-exporter' IDENTIFIED BY '123456' WITH MAX_USER_CONNECTIONS 3;
GRANT PROCESS, REPLICATION CLIENT, REPLICATION SLAVE, SELECT ON *.* TO 'mysgld-expo

flush privileges;

3. yaml 5} S A}-835}0] mysqld-exporterS B Z3U T}, o Al = th2- 1 Zr& T
3 a1

DATA_SOURCE_NAMES] A/, H|E ¥ T MySQL A2 FAE AA| FAZ 2K

ot

=Y

|
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&2 Tencent Cloud

Tencent Kubernetes Engine

apiVersion: apps/vl
kind: Deployment
metadata:

name: mysgld-exporter
spec:

replicas: 1

selector:

matchLabels:
app: mysqgld-exporter
template:

metadata:

©2013-2022 Tencent Cloud. All rights reserved.
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&2 Tencent Cloud

labels:
app: mysqgld-exporter

spec:

containers:

— name: mysgld-exporter
image: prom/mysgld-expor
args:

- ——collect.info_schema.

— ——collect.info_schema.innodb_tablespaces

— ——collect.info_schema.innodb_metrics

— ——collect.global_statu
— ——-collect.global_varia
— ——collect.slave_status
— ——collect.info_schema.
— ——collect.perf_schema.
— ——collect.perf_schema.
— ——collect.perf_schema
— ——collect.perf_schema.
— ——collect.auto_increme
- ——collect.binlog_size

— ——collect.perf_schema.
— ——collect.perf_schema.
— ——collect.info_schema.
- ——collect.info_schema.
— ——collect.info_schema.
— ——collect.info_schema.
— ——collect.perf_schema.
— ——collect.perf_schema.
— ——collect.perf_schema.
— ——collect.perf_schema.
— ——collect.slave_hosts

— ——collect.info_schema.
— ——collect.info_schema.

— ——collect.info_schema.

ter:v0.12.1

tables

S
bles

processlist
tablelocks

eventsstatements

.eventsstatementssum

eventswaits

nt.columns

tableiowaits
indexiowaits
userstats
clientstats
tablestats
schemastats

file events

file_instances
replication_group_member_stats

replication_applier_status_by_worker

innodb_cmp

innodb_cmpmem

query_response_time

— ——-collect.engine_tokudb_status

— ——collect.engine_innodb_status

ports:

- containerPort: 9104
protocol: TCP

env:

— name: DATA_SOURCE_NAME

Tencent Kubernetes Engine

value: "mysgld-exporter:123456@ (mysgl.default.svc.cluster.local:3306)/"

apiVersion: vl
kind: Service
metadata:

name: mysgld-exporter

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

labels:
app: mysqgld-exporter
spec:
type: ClusterIP
ports:
- port: 9104
protocol: TCP
name: http

selector:

app: mysqgld-exporter

E2UEF dolg +3 74

mysqld-exporter Hi 2 & mysqld-exporteroll A =& Ho|E] & £35 £ J == YUY dlojg £3]& Y
T}, o2 oAl = ServiceMonitor % 2] & B ol FUth($H #2& L/dst2H 2 EiéEi 7} ServiceMonitor 4 2] & 2| ¢

slloF o).
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: monitoring.coreos.com/vil
kind: ServiceMonitor
metadata:
name: mysqgld-exporter
spec:
endpoints:
interval: 5s
targetPort: 9104
namespaceSelector:
matchNames:
- default
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Tencent Kubernetes Engine

&2 Tencent Cloud

selector:
matchLabels:
app: mysqgld-exporter

t}-S oj| A] &= U] o] E] B Prometheus T4} S Hol &t}

- job_name: mysqgld-exporter
scrape_interval: 5s
kubernetes_sd_configs:

- role: endpoints
namespaces:

nhames :
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@ Tencent Cloud Tencent Kubernetes Engine

- default
relabel_configs:
— action: keep
source_labels:
- _ _meta_kubernetes_service_label_app_kubernetes_io_name
regex: mysgld-exporter
- action: keep
source_labels:
— _ meta_kubernetes_endpoint_port_name

regex: http

EUEY A EE 27t

tlo|E17} £ =W Grafanag RYE S thA| R EE Z7}5}o] djo|E] & FA| T
MySQL X+ MariaDB 7.8  H ot B2t ofef oju] x| ¢} Z-o] grafana.com THA| EEE 7FA 3 Yt

MySQL Overview - il
a8 My

Interval auto ~ Host  ecy-s-dbrm-001 ~ PMM Annotations 4 22 Query Analytics

MySQL Uptime Current QPS : InnoDB Buffer Pool Size

1.48 8 GiB

> Connections (2

»> Table Locks

> Temporary Objects (2

> Sorts (2

> Aborted

> Network

> Memory (1 panel)

> Command, Handlers, Processes
> Query Cache (2 panels)

> Files and Tables |

> Table Openings

> MySQL Table Definition Cache |

> System Charts (s

<o U= £ percona @& A4 H oA MySQOL_ HFA json
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@ Tencent Cloud Tencent Kubernetes Engine

TRALES
ZejAE ZALE B4 A

z|Z AdlolE I} 1 2023-04-28 15:30:11

AHE AL

2= o Z&]A|o] A bug E+= M4 =213 9] apiserver API £ Al 28| AF g AATFAAGAY £ E 4 9
SUth 228 AL 7152 AHESHo] apiserver API 52 215 §A & 4 & Ut olgjgt WAlo 2 7 2 S
st BEAske] A9 Q1S 2 4 s 2 245 A 2 S Yol SrlaEH A 752 AHESt e
Ayt

| AMg

2 TKE 22| AE o7t 4 -8 Hu .

rusL' iU

]

e 4N cE oY
Mo 1o mo %

AA =1

TKE 2&00lA 228 ZAN 755 24 ESU 2AAIR Wl&2 22 28 A 24d8hE st Al 2.

AHg oAl
24 23 713 27]

1.CLS &0 2193510 9% Ato| =Hlol A M 9 B4 S Aeighyct.
2. 4M 9 BA mo|x|o| A AMME 2 Al I 27 glupe} A7 H S Meidtc}

3. ENES UYst AN R BAS 2Yshu 24 A0S 28 4 AU

2
2.

=g e 2t A

o AU YRS 2ok E ohe IS AP

|o
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@ Tencent Cloud Tencent Kubernetes Engine

objectRef.resource:nodes AND requestObject:unschedulable

AA L 24 mo] Ao A glofotx-2 7|2 FAd o= AElstH 2] Antrt ot ojn] |9} o] EAFHUT
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&2 Tencent Cloud

Tencent Kubernetes Engine

Search and Analysis ) Guangzhou ~

v g Top ¥ CopylogTopicID I
TimeRange | last15Minu ¥ | 2020-11-12 20:46:56 ~ 2020-11-12 210156 [ Auto Refresh () e e Gl
1 objectRef.resource:nodes requestObject:unschedulable o ‘
Log Quantity 2
Raw Data Chart Analysis
= Log Time 1 userusername requestObject
a =

> 2020-11-12 21:00:24 —
Showed Field Save Configuration

» 2020-11-12 21:00:24 {"spec"{"unschedulable" true}}
userusemame

requestObject

sbjectRefname

N2 2B EE A 2Rt A

YARCE AT GRS 23k oL

0%

o APyt
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@ Tencent Cloud Tencent Kubernetes Engine

objectRef.resource:deployments AND objectRef.name:"nginx" AND verb:"delete"

AA 2GS 7o 2 ME A thdk AMet FEE A& 4 sy
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@ Tencent Cloud Tencent Kubernetes Engine

Search and Analysis &) Guangzhou + Logset - Log Topic v | Copylog TopicID @

TimeRange | Last15Minu ¥ | 2020-11-12 21:0006 ~ 2020-11-1221:1506 [ Auto Refresh () Loglistener Collection Configu

1 objectref.resource:deployments AND objectRef.name:"nginx" AnD verb:“delete” fol ‘ l

Log Quantity 1

RawData  Chart Analysis Gl
= Log Time + userusemame requestObject objectRef.mi
Q
, 2020-11-12 21:1443 : ["kind":"DeleteOptions" "apiVersion":"apps/v1" "propagationPalicy""Background’} ngine
Showed Field Save Configuration
Total items: 1 20
User usermame
requestObject
objectRef.name
. aDi ol M| A A5 ol X
cl|A]3: apiserver YA A A3t YN Z7

ofd =2 a0l bugRz 139t 2h-2 apiserver Y M| A2 213) apiserver/etcd”F THE5HE = Z1S WA 5] Y3,

apiserver= 7| 24 0 2 MM A A5t AU Z S ettt N A A Shol] REEH A 212 E3) B 49
23S Bl Zo|JES AET 4 sy

1.userAgent 7|§F0.2 @ & HU&= Zeto|JdEES BA5teH 7|3t dE & FollA 21 HutE £745ka
userAgent REZ 7]8Ho 2 B2 ~x5hH HU o

Field T Enabl...
Field Name e e Delimiter @ n_? 0...
@ ®
F
user.uid text d () Delete
User.groups text v () Delete
userAgent text  None o Delete
sourcelPs text - l:) Delete
1 g
Add
2. 0+& § 3= AAsto] 7} Zehol A Eoll A apiserver= QPS EA1E +A Y-
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&2 Tencent Cloud

Tencent Kubernetes Engine

*

SELECT histogram(

cast (__TIMESTAMP___ as timestamp),interval 1 minute) AS time,
3. 57 AE2 HFsto] AlH 2 tholol a2 S
Yrt.

Meste o8 olm| X9} 2ol 7|2 Hu, 2
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Tencent Kubernetes Engine

&2 Tencent Cloud

Search and Analysis &) Guangzhou = Logset v Log Topic * | Copy Log Topic ID 1

TimeRange | Select \ B auoreiesh ()
1
el ‘ Search and Analy]

|‘ 1 * | SELECT CAST((__TIMESTAMP_US__ /160@-_ TIMESTAMP_US _ /1000%1086) as TIMESTAMP) AS time, COUNT(1) AS qps,userAgent GROUP BY time,userAgent ORDER BY time

LogListener Collection Configuration Index Con

Log Quantity 3125207
—

Fan Data
Chart Type
; o % \

X-axis
time v
Y-axis
aps N
Aggregate Column
— gps- scaler/v0.0.0 (1 SFormat aps-kube-controller-manager/v1.18.4 797 b/ leack tion
userAgent M gps-kub /f8797eb/leader-election — qps-kubelet/v1.184 (linwx/amd64) kuberetes/f8797eb

tlolE & &2 = o2 ojn| x| e} o] Hlo| el 5 8] slo] A =of F7}sto] TAR L o

r
La

apiserver-qps-by-userAgent
0.
2020-10-10T13:17:10.000+08:00
3

== qps-hyperkube/v1.16.3 (linux/amd64) kubernetes/fd5e0ff/metadata-informers
qgps-kube-state-metrics/UNKNOWN (linux/amd64) kube-state-metrics/UNKNOWN 22

qps-npd-server/v0.0.0 (linux/amd64) kubernetes/$Format
== (ps-operator/v0.0.0 (linux/amd64) kubernetes/$Format

2
2
— — e —
——— — g—_-_-"‘"-—-._

— gps-Prometheus/2.19.2
gps-cainjector/v0.0.0 (linux/amd64) kubernetes/$Format
gps-holder/v0.0.0 (linux/amd64) kubernetes/$Format
— gps-hpa-metrics-server/v0.0.0 (linux/amd64) kubernetes/$Format
— gps-hyperkube/v1.16.3 (linux/amd64) kubernetes,/fd5e0ff/metadata-informers
— gps-hyperkube/v1.16.3 (linux/amd64) kubernetes/fd5e0ff/systemn:serviceaccount:kube-system:generic-garb li
qps-hyperkube/v1.16.3 (linux/amdé4) kubernetes/fd5e0ff/system:servi 1tkube-system: q
gps-kube-state-metrics/UNKNOWN (linux/amd64) kube-state-metrics/UNKNOWN

-controller

— gps-kubelet/v1.16.3 (linux/amd64) kubernetes/02a1f2c
— gps-kubelet/v1.16.3 (linux/amd64) kubernetes/fdse0ff

o] n] A = kube-state-metrics 22}0] A E o A apiserver22] 23 Hl =7} t}2 Zglo]d E R}

Syttt 230 w2 ™ kube-state-metrics= RBAC H s+ 24| 2 213l apiserverol] 2%
apiserver A A A gto] E-jAE YT 20+ th&3 5 YT

©2013-2022 Tencent Cloud. All rights reserved. Page 97 of 166



@ Tencent Cloud Tencent Kubernetes Engine

I1009 13:13:09.760767 1 request.go:538] Throttling request took 1.393921018s,
E1009 13:13:09.766106 1 reflector.go:156] pkg/mod/k8s.io/client-go@v0.0.0-201

user.username® 22 th2 W E S AR50 Hlo|El & £3E So|AEE L ESEHH oo uet SQL &2 &%

2 4 Ay sQLEY] oAl HE 25U
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@ Tencent Cloud Tencent Kubernetes Engine

* | SELECT histogram( cast(___TIMESTAMP__ as timestamp),interval 1 minute) AS time,

thg olm A= ZA| A5 Hosyt
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@ Tencent Cloud Tencent Kubernetes Engine

apiserver-qps-by-username e

2020-10-10T13:17:13.000+08:00

qgps-admin

gps-system:kube-controller-manager
gps-system:node:main.pemn76pn.1
qgps-system:serviceaccount:cert-manager.cert-manager-cainjector
gps-system:serviceaccount:kube-system:serf-holder
qgps-system:serviceaccount:monitoring:kube-state-metrics
qps-system:serviceaccount:thanos:prometheus
qps-system:unsecured
qps-system:serviceaccount:kube-system:nginx-ingress

[ I

[
-
-

P

[

— N\

— gps-admin qps-apiserver

gps-system:kube-controller-manager — gps-system:node:main.pemn76pn.1

— gps-system:noderoc — (ps-system:serviceaccount:cert-manager:cert: ainjector

gps-system:serviceaccount:kube-system:generic-garbage-collector— gps-system:serviceaccount:kube-system:resourcequota-controller

— gps-system:serviceaccountkube-system:serf-holder — gps-system:serviceaccount:monitoring:kube-state-metrics

—— gps-system:serviceaccount:thanos:prometheus — qgps-system:unsecured

— gps-system:node:main.64to7wil.1 qps-system:serviceaccount.cert-manager.cert
gps-system:serviceaccount:kube-system:kube-state-metrics — gps-system:serviceaccountkube-systerm:nginx-ingress

— qgps-system:serviceaccountistio-system:istiod-service-account  — gps-system:serviceaccount:kube-systern:kube-proxy
qps-system:kube-scheduler qgps-system:serviceaccount:kube-system:cronjob-controller

— gps-system:serviceaccount kube-systern:horizontal-pod-autoscaler— gps-system:apiserver

—— gps-system:serviceaccountnginx-ingress:nginx-ingress

W 2 A]

- -

ol

TKE 22 A 7041 7)%5 9 7] 2o et A e g 22 A 24ALS st AL,
S 26 74} HlojEl CLSel AU CLS 240l A 7 ATk A Ash 2413}
9772 st L.

ZHA} B0l 15 R 41517] 9314 CLSOIA X\ Ysks SQL £o] Mgt Al Y82 7] 22 st L.

i)
1)
oY,
1=
4
Mg
=2
)
ot
-
Mo
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@ Tencent Cloud Tencent Kubernetes Engine

DevOps

TKE 7]5} Jenkins &5 o} 7| Ell %] off Zg]#| o]
G- F

19A): TKE 2212 E % Jenkins T4

ZZF Aol E YA 1 2023-04-28 11:08:19

TKE Z2|&F 314

222 TKEC| 4] RBAC 15 ServiceAccount AF&-2F 2] 4 ¥R 3} Jenkins 2/ S0l Z 25t S AE HAMA FA,
token ¥ S AE CARJISA FEE 7HH = WS A8yt

E2AH A4 T 7HA 2]
Ay

A S| A oA APAY AN AE G steloF fhy T AFAISE W82 Service & 41 7ho| =& F S Al L.
1. o+ Shell A3 P E & AF8-51o] ServiceAccount 53 2] EIAE U Ad o] A ci Y B|AE AR} jenkins & /3
Stal ofejjel Zho] S AE] A A 244 FH (token) S 7HA &Y T
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@ Tencent Cloud Tencent Kubernetes Engine

§ BAE IAmolA o1 YA

kubectl create namespace ci

# BHIAE serviceAccount AR A4

kubectl create sa jenkins -n ci

# ServiceAccount Ao o5 o= AAHEH secret token 7FAH 27|

kubectl get secret $(kubectl get sa jenkins -n ci -o jsonpath={.secrets[0].name}) -

2. Th& 3 Zo] ci H|AE U A5 o] A0f Role H3t A 2] &4 1+ jenkins-role.yaml2 A U T},
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@ Tencent Cloud Tencent Kubernetes Engine

kind: Role
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: jenkins

rules:
- apiGroups: [""]

resources: ["pods"]

verbs: ["create","delete","get","list", "patch", "update", "watch"]
- apiGroups: [""]

resources: ["pods/exec"]

verbs: ["create","delete","get","list", "patch", "update", "watch"]
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@ Tencent Cloud Tencent Kubernetes Engine

- apiGroups: [""]
resources: ["pods/log"]
verbs: ["get","list","watch"]
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get"]

3. RoleBinding 24 Al 8] &2 1+ jenkins-rolebinding.yamlS A /d &y tt. ok

(]
I= | =3 R
jenkins AF-&-2}7} ofglj @F ZHo] ¢i U] Y A1 o] 20 A jenkins(Role 7-&) H3HS 7FA] AL Q)

apiVersion: rbac.authorization.k8s.io/vilbetal
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@ Tencent Cloud Tencent Kubernetes Engine

kind: RoleBinding
metadata:
name: jenkins
namespace: ci
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: jenkins
subjects:
— kind: ServiceAccount

name: jenkins

Z2]AE CA AZFA 7HA 27
= 2791 RS AFE5HY] Linux QI AEI Ao 200 o A H 2 Z) AE 9] nodeol] 21218t}

N =
my ke
o
[>
a
(@)
>
rO
o|N L
>
i
HT
ir3
rg
i
ojo
o4
ol
to r
il
ool'
o
>
o
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@ Tencent Cloud Tencent Kubernetes Engine

cat /etc/kubernetes/cluster—-ca.crt

3. ThZ ofu| x| & o] HHeH S HEE 7|55t A%

o

ok

=3
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<2y Tencent Cloud

[root@VM 48 _5_centos ~]14 cat feteSkubernstes/

BEGIN CERTIFICATE

cm31dEVzMB4XDTIwM
AxMEa3ViZ
kT8lwbijs0eCBz
GMHAaGE P+y3DAWGED | GgbdtBSWE

FiEh3~35u4LRﬁ3e1Dy

clu

Tencent Kubernetes Engine

ister—-ca.crt

o+bw3 SMxa

U3LfEhuijWEEEARPyPUﬂ2wa

FKHPJ“RnbkaFELHUHuub JVniW 4;4&N+FﬁﬂfﬁIbquuIJ:jShTPhLFCmﬂqung?
hraF+1g4QMSRtxntbcEFThTHUB=QOmmEVEE
DamVqgDVmXtylwfv08uugB)tr=3R40BCdPE

GalM3IlosBmrN3k3F1INT4U4d0ERh

_.h-.3h-F-lﬂfhvﬂfLaGF‘QlLP‘ 39d1q5d

ERB=2o958hUcSGnuhllal i Fa M CEwDgYDVRO
S wOFMAMBRAEBWD( hveNAQELEQADggEBAED g BxEGALL

VaREWdLxSmgvasidwIviucdD ‘H-FRF
CHAECWkm lmquéGEHﬂ

a3 aLTquHbL
hmyhlmeFuUETNDLLHIC

END CERTIFICATE
[root@VM 48 5 centos ~]§ I

docker.sock 1=

TKE 22/ AH 9] Z} node®ll+= docker.sock IYO]

Yol AZ Tt 2 Aol Z rmEof 2aelska o

©2013-2022 Tencent Cloud. All rights reserved.

UMABERIUAEWER
1HRHGEC3G64d=
(HGaHHMO

35}o] docker build &

AZF

slave pod=  docker build S A3g oj o] o}

Page 107 of 166



@ Tencent Cloud Tencent Kubernetes Engine

chmod 666 /var/run/docker.sock
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@ Tencent Cloud Tencent Kubernetes Engine

ls -1 /var/run/docker.sock

Jenkins A3

e
CHE Jenkins B 2ol 4] AHE-3HE Ulel 2ol 7 & U th B2 U 2 2.7 ARgol whet A Ed 4 9

il

Y.

TKE AMI 9Ml2 24 27
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@ Tencent Cloud Tencent Kubernetes Engine

= 291 S AFE-51o] Linux Q1 A8 Ao 2791 (H 7)o A th 2 Jenkins Master ‘= =0f 2 3213t}
= HE S Adsto] M A Tl o] S YT

sudo sed -1 'S$Sa 10.x.x.x cls—-ixxxelli.ccs.tencent—-cloud.com' /etc/hosts

ck:

o] g

[¢)

g AE Q] 7|2 Y H o]z 0 Q= ‘S 2 F APIServer’©]

Y7 275 FalsH Al L.

)
[>
o
=2
>
>
>
i)
ol
2
=
[>
N
N
ok
o,
ﬂ
40»
L

o
A 7HA &
3

3. o=
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@ Tencent Cloud Tencent Kubernetes Engine

cat /etc/hosts

& olmlx g 22 ARt hehRl Lol 43 E AUk,
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Z Tencent Cloud Tencent Kubernetes Engine

ntos ~]f sudo sed -i "$a 10 .cca.tencent-clo

ntos ~]§ cat fetc/hosts
7 centos VM 0 7 centos
1°T-D-U 1 localhost.localdomain localhost
27.0.0.1 localhost4.localdomaind localhost4

:1 VM _0_7_centos VM_0_7_centos
:1 localhost.localdomain leocalhost
:1 localhosté.localdomaing localhosté

10. .cca.tencent—-cloud. com

1. Jenkins Bl Eof 212135} 1 & Alo

2. "Jenkins ¥r2|’ i dol Al F2| 29 & ST

3. 2219 e Ho| x| oA Ae 7Hed F2] 2902 A= 5t Locale, Kubernetes, Git Parameter 2 Extended
Choice Parameters A &g},

Locale: &=0] Z2|119l. o] Z2| 1912 A x]5}H Jenkins QI E]H| o] A7} o] iAo 2 7|2 HAE 4 Q&)
Kubernetes: Kubernetes-plugin.

Git Parameter 2! Extended Choice Parameter: 3 7] X] ¥ = Zof] nj 7] £~ 5 A d5t= o] AFEE Uttt oS o]0
A2} o] Kubernetes 2] 191-S o 2 Fuct.

Elastic Box Jenkins Kubametes CUCD
Warning: This plugin version may not be safe to use. Please review the following seci

« CSRF vulnerability and missing permission checks allowed capturing credential
« Users with Overall/lRead access could enumerate credential IDs

Qpenshilt Pipeling

Fubernetes

Kubermetes

AAZEHA] g3l XS 22351 JenkinsS ThA] Al 25 Ut

N
ox
N
13
)
[
rO
o
r_>.:
4011

inlp ZE &/t

1. Jenkins Hlol Sof 2 701517 Y12 Alo] T Hloj| A A|AH] Ba]= st}

2. ‘Jenkins ZHe]’ o dojA] A Bt LA S Z gt

3.QHF2. = o o] HE & TCP LEO|A] 1HS Aelsty ‘14 ZE 500002 gt
4. 02 24 FE52 7| EPo 2 §A51aL Hlo| ] shetol A AFS Syt

TKE 22]AF token 57}

1. Jenkins Bl Zof] 2 1915} 11 Y2 Alo] =Hlo| A AHE 21 5 A|AHS Z2lsh o),
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@ Tencent Cloud Tencent Kubernetes Engine

2. ‘A28 i dol| A *H < 242 Z5 (unrestricted)**S A EiFH T}

3. A 24 ZH (unrestricted)’ Tl o] X o] Y& Ato| Ento| A AH FH F7HE FE oL T3} o] 712 244 Y
HH2 sk

€% Secret text= A e}

Ho: 7] 2 24 ** 9 (Jenkins, nodes, items, all child items, etc)**S AF-gHU T

Secret: =2 A~ E| 214 S 714 2 7] 0| Al A& ServiceAccount jenkins2] Token2 1&gt

ID: 7|23t = v 9] 5yt

A 24 S ol 5 Y A JEE FA == A4 SHol gt B E d53tytt o] £4= tke-token <
2 ARSRY o

4.0felet Zo] HFH 02 371 F 217 57 Bl BAHE A7 398 Fo1steH gL 2

o

Credentials that should be available imespective of domain specification to requirements matching

= [ [
== tka-token Secrot text tke-token 7
gitlab 213 37}
1.4 22 ZH (unrestricted)’ T 0] 2] 9] Y1Z Ato] Sutoll A 24 FH F7ts 2250 ot o] 7|2 24 F 1

£ Username with password S A1 &g},

HOl: 7|2 34 **Z 9 (Jenkins, nodes, items, all child items, etc)**2 AF-&§HU ).
AH&} o] & gitlab AF&-A} 0] 2.

HUH S gitlab 2191 B UM S,

ID: 7] 2%t = v 9] FU

AY: A4 T ol5 LAY JEE BAIEH«= 24 S0 st R E A5yt of
password & °|Z AFSYt}

2. ¥Rl FEstH 77 YT

Mo e gitlab-

4o

slave pod §1Z3l 74

1. Jenkins Bl Sof] 2 1915}l §1Z: Alo] EHfo)| A] Jenkins BE]E 28 .
2. Jenkins T’ s d ol A A|AR] LA ST}
3.otefje} o] ‘A A" 14" mid stke] ‘Fete = Mo Al E8HF-E 7} > KubernetesS A1 &3t}
4. Kubernetes Cloud details...& 22| 5}o] Kubernetes©l] i3t T} 7| 2 JEH = F/d gt
2 F2 /S FAAJYTH 2 w7 = 712508 fFAISHE Al 2.
O|&: AF&A}F A1 o] EYU YTt o] EAolAE kubernetes & & AREFY T
Kubernetes URL: TKE S8 AE A A ZAJUDH S AE A4 29 7h4 27| & ZAsHAA 2.

Kubernetes AH] Q134 Key: 22|12 CAQISAHE FodH Z2|AH CAQISA 7HA 27| & st Al L.
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@ Tencent Cloud Tencent Kubernetes Engine

A 39 TKE Z2{ A F token 7} @A O A BHE  tke-token AHA

Ut} AZ ol /45514 Connection test succeessful & E7} AUt}

Jenkins URL: http://10.x.x.x:8080 I 22 Jenkins AHEY 45 Ut

5. Pod Templates > Pod ®]1&3l 37} > Pod Templates details...S A &]5}1 Pod Bl =319 7|2 JHE AT

=

U2 58 o7 4ol gt A Ayt o2 miZiH e 71232 FAISH Al 2.

O|&: AF&2t 2|4 o] &2 APt} o] EA oA jnlp-agent &

ol & Bl 1 o] 52 AUt Bl 1 & 7|9t o 2 ’IEE PodE AEIE 4~ U5 UL o] A 0lA= jnlp-

agent = o2 AF&EUrch

A 7Hs 8 8t o] k& ARE-S ME gyt

6. ‘ZE o] EET}2 B2 oA HE o] %7} > Container TemplateS A5t 1S Aol AR E AT

=9

o] &: AHEA} 2|74 HE| oY o] & Y= Tt o] Ao+ jnlp-agent & CIE AE3HYrLh.

Docker ©]H]A]: o]H] 2] &4 jenkins/jnlp-slave:alpine < Y3}

Zd dAET: 7| 250 2 S AUt shell AAHE S U =6t o} 7] Y 5h= o AHEE 2 dEE 2 & 7| 5514

Al

OE 42 7|24z 54

7. 28 A O3 HAE gEsto &

7.1 2% %7} > Host Path VolumeS

EREey

7.2 &F 57 > Host Path Volume & A ettt S AE Y nf E H 2 B 5o tfsf
/var/run/docker.sock = Y4ZHYtch

73017 ahere] A%E 2Y5}o] slave pod WE T

0l

F= F7}5tL slave podoll th3t docker &2 /g @t o
A

=
deERgUtH SAE W o E A2 B0 ] /usr/bin/docker & ¢

ox,
o
e
ku
i
°
i)

che O 2l

2%7): Slave pod ¥ @ /4 2.2 o] 535t &Y

o

ek A

re
2
)
rE
>
i
-
oX,
e
T
)
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@ Tencent Cloud Tencent Kubernetes Engine

20HA]: Slave pod 2 & LA
2|2 oJu|o] E A} : 2023-04-28 11:08:19

o] WOl A= 29l & A4FH 2}l Bl A48 T45to] Jenkinsol A slave podE W EsHs whH & g
My
7}7] k2 Jenking B Aol A A& 3HE Ulol = 2hol 7 Q& U T Bl = U & 7 Abgol wheh Aete 4 Q&Y

2l 44
1. Jenkins B =of] 23150 A FY == &Y YA S

2.2 /8 dlo] Ao A Zd o] 7|2 HHE AT

2 o] AH: AHEAF A o] 22 U Pt o] Ao test B oE ARSTYTH
FE: 7Y AZEQo Z2HE |
3. &le 25t 2Hd iz

e
[yl
frt
2
i
9

° T
o

-
ox,
H
o
)
Fu

lave pod testE ol 2 AF-&-5F

A A+ 82 A 2 JHE AdH Y U
Aelsta o7 4 27} > Git ParameterS A

H
dE =2 A A oA ESE o] S S A

o
O,
Ehl
>
rlr
wn

o,
egh o,
2] w4 74

1. o33} Zo] ‘Git Parameter’ I ol A t}3 o7& LAY Th

it Parameter @
Mame mbranch @
Dascription L1
%
Parameter Type |Branch or Tag * €
Default Value Ej

0, L ult Value is required. E AT -:'ig|:|'|||- ster
the2 F2 o7 4ol et A
=0 S

Name: mbranch = YZH35IH

%
Parameter Type: Branch or TagS A &gt}
2. W7l ¥ 4= 37} > Extended Choice ParameterS A B gL T}, 3 A| 5] = ‘Extended Choice Parameter’ | 'd o A{
& oln| A et Zro] kg M4~ E FARY T

©2013-2022 Tencent Cloud. All rights reserved. Page 115 of 166



@ Tencent Cloud Tencent Kubernetes Engine

Extended Choice Parameter

MName name

Drescription

® Basic Parameter Types

Parameter Type Check Boxes ¥

Mumber of Visible ltems
Delimiter

Cuote Value

Choose Source for Value

* Value
Value nginx, php
a2 F2 iz ol thet Aok o & w7l 7| 24E FAsH Al 2
Name: o|n| %] o] 52 A= Bl AFEE 4+ = name 2 AU

o
A

Basic Parameter Types: ©] 3412 Aeigyct,
Parameter Type: Check BoxesZ A el g},

Value: o] 5432 AEISHAL AREAF 2|4 o]m] 2] o] &5 AHFU T o] 4h2 name W 4o g U o

nginx,php & o2 AFE3YC}

3. W7} 4= 37} > Extended Choice ParameterS A1 €13t o}, ‘Extended Choice Parameters’ o 'd o] A t}-g o] ]
A9} Zro] th-g mi7 45 A=Y o

A

ox
Mo
rlr

Extended Choice Parameter

MName version

Description

# Basic Parameter Typas

Parameter Type Text Box v

022 2 w7 o] digt At ot
Name: °o|u] 2] B 1 H$E t
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@ Tencent Cloud Tencent Kubernetes Engine

Basic Parameter Types: ©] 3412 Meigtc}
Parameter Type: ]l A E A0 o|u]z] Z+S 7}4 9t version W40l HE5l2H Text BoxS Aeigyct,
4 T2AEQ] A & A2 Megtct e 1 T3 24 2] H2 slave pod Bl =2 74 THAIo| A A3 Pod Bl 1

jnlp-agent & YHIYT.

jnlp-agent

Label jnlp-agent is serviced by no nodes and 2 clouds. Permissions or other restrictions provided
by plugins may prevent this job from running on those nodes.

AA SE B 74
s FE P Qoo GitS AelsT ok

Repositories:

oX
HC
i

gy,

Repository URL: https://gitlab.com/user-name/demo.git I} 22 gitlab F4E 4 H
Credentials: gitlab Q15 =7} ©A|o| A A4S Q1= 214 S-S Aeish ot

Branches to build:

A" B (H]o] & B % any)*: EHAE A2 B 5517] 95 AFEE = $mbranch & Y¥SHA

— e |
L Git Parameteroll A A2t mbranch 2] groll siggy ot

ot

S8

Shell 37| 23 HE /4

1. W g oA 1= A F7} > shell A2 Ay},

2.0HS AT HE W& BAlsto] ‘R A Aol Bold syt 1 o %S 293U

F oA

o] A3 F Eoj|A gitlab 54, TKE o] B A| 4, o|u|#] S EA|Ef o] AbEA} o] F Bl H[HUH T 9F 2 HH = of| AL
oyt A Ateloll A= E ol mal WA Al 2.

Docker build®] AA F T & 7|4to 2 17| 2| & W Es)jof gt 3t 2 oA E| 2] /home/Jenkins/agent =

‘ZAH o]y E2’0] )&= Container Template2] 2+¢] t] 2l €] 2] o A 2] sl of T},
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@ Tencent Cloud Tencent Kubernetes Engine

echo " gitlab 4 : https://gitlab.com/[user]/[project-name]].git"
echo "AElS HEHZ] (o]B|A]) :" $mbranch, "HIX] (o]H|Z]) WM HA: "Sversion

echo " TKE ©°|u|A] F4. hkccr.ccs.tencentyun.com/ [namespace] /[ ImageName]"

echo "1. TKE ©]|H|A] B EZX|Ego] 21l

docker login —--username=[username] -p [password] hkccr.ccs.tencentyun.com

echo "2. Docker build 9 A4 FTE 7|HloZ mjj7]x We.»

cd /home/Jenkins/agent/workspace/ [project—-name] && docker build -t S$Sname:S$Sversion

echo "3. Docker ©|H|AES TKE HEAEZ 0] RE.»
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@ Tencent Cloud Tencent Kubernetes Engine

docker tag $name:$version hkccr.ccs.tencentyun.com/[namespace]/[ImageName] : $name-$
docker push hkccr.ccs.tencentyun.com/ [namespace]/[ImageName] :Sname-$Sversion

AFYEL T 75 ATHYL
Meigt Balx), o o] %] o] &, o] ] x| B1E 7HH &Y}
TKE o]u] 2] 2] =7 g 2)e] T=e} A% 8l ¥ = docker o] 1] 2] & AlA T},

the 27 2

o[Al 45422 slave podE 5 FUT L= HAER o] F5to] o|n| 2| & AlAlskAL Flg U
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@ Tencent Cloud Tencent Kubernetes Engine

TKE©®]] Jenkins HJ 3

ZZF Aol E YA} 1 2023-04-28 11:08:19

219) Alukel 2.

%2 DevOps 2.7 AFZ-2 JenkinsE &3 &l of Fuch 27
o,

TKE©| A JenkinsE B Z5}= Wi S Ay

rlo

A =4

TKE 22 2HE A8y

2] oA

Jenkins AX]

1. TKE &40 29153 Y& Aloj=ulof| A njzll Z2f| o] A5 Meigh T,
2. Al E g o] A H| o] 2| of| A JenkinsE A5}l Jenkins o =& Al o] A o] x| & J gyt
3. ol EgAo|ld S S5t € o whet ‘w74 o)l A values.yamlS T4 g ch.
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Tencent Kubernetes Engine

&2 Tencent Cloud

Create application

:

C Cance
4. 88< !a !ﬁ 3!! Jenkins A x| & &3y th
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@ Tencent Cloud Tencent Kubernetes Engine

Jenkins Ul ;=&

7122 o0& FejAE eJFo A Jenkins Ulo] HA| AT 4= §l& YT Jenkins Ulell HA| A5 W IngressE AHE S 4
AF YT TKEE CLB 7% Ingress ¥ Nginx 73 IngressE Alg g th £4 S FaLsto] AEishA] 7] vhgtud,
A7

Ch- o Al ol A= Jenkins 2.263 H S AH8-31H Jenkins B A of] whet AR-E] = Ulo]l 2o 7} Q& YT H|Z YA Q
T APl whet A Ee 4 sy

Jenkinsol] 2191

Jenkins Ulo| A 27] AF&AF o] §3} HIR RIS 5 12510 Jenkins HjQll =of] 2 1Rl9kUth, AR&-AF 0] 52 admino| ™
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@ Tencent Cloud Tencent Kubernetes Engine

kubectl -n devops get secret jenkins -o jsonpath='{.data.jenkins-admin-password}' |

ZNY

A7 S AT ul AEES AA| HJLH o] AR B U T

AEERE
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1. Jenkins HiQll =of] 2 1215}3! Dashboard > Manage Jenkins > Security > Configure Global SecurityS 2=

shoi ofeie} Zo] 91% @ WUk Fof A Wo ) 2 Sof gt

Dashboard Configure Global Security

|E, Configure Global Security

Authentication

~| Disable remember me
Security Realm

Security Realm

) Delegate to serviet container

© Jenkins' own user database

~ Allow users to sign up

T None

Authorization

Strategy
Authorization

1 Anyone can do anything

) Legacy mode

© Logged-in users can do anything

~ Allow anonymous read access

Security Realm: Jenkins’ own user databaseZ A &igt Ut}
Authorization: Logged-in users can do anything= A1 &g,
2. Dashboard > Manage Jenkins > Security > Manage Users > Create UserS 22|51l of2fje} o] ZEIE

of whek AL&AHE A F T
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€ Jenkins

Dashboard Jenkins' own user database

4 Back to Dashboard Create User

‘r Manage Jenkins

Username:

|
a. Create User Password: |
|
|

Confirm password:

Full name:

Username: AF87} 0] 22 &gt}
Password: H{dH S & &3t}

Confirm password: |2 S & gHolgtt},
Full name: AF-82} o] & A A& &gt

3. Create User= &

qu
ol
rg
>~
>
ofo
N
>
ox
ox.
o
I
bl
i
T
i)

E2]1 2 AA
Jenkins BiQl =of 2 71915}31 Dashboard > Manage Jenkins > System Configuration > Manage PluginsE 2
sho] Zejmel #e o] A 2 Sof gyt

Dashboard Plugin Manager

% Back to Dashboard ’Q earch

Manage Jenkins
Updates Available Installed Advanced

Install * Name Version

Use the search field ¢

o2 o] drbA o2 AMRE = E8a0le AAT 4 A5y
kubernetes

pipeline

git

gitlab

github
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O

ereya A7 2

e AEH LE AA| LAY AL

%= doo|E &} 1 2022-09-22 17:00:41

Tencent Kubernetes Engine(TKE)2 Z2] A F 9 AH]A $=Z0] Al gty cPU, W22, o

agézziﬂwquqweaziqa%azggéﬁ%%z¢%@¢%@qq%ww%mmuwaié
) 2

=
AU B AR B P47} Yk AP FHAHE AFOE AALYT 4 As Uk ok o]

Rl
Hu)
)
~
0,
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N
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ox.

Event-based automatic cluster scaling

Deployment Cluster
S ) s, Pod @ Server
Monitoring indicator—triggered
service scaling
Event-triggered
=) pad cluster scalin OSEW&I’
HPA  ———— = N &
Scale- T | Scale- Scale-T | Scale-
up | ‘Ldnwn up :‘L down

S AH 2 AAYE 7)s

TKES AFEolH ALE A7} Z2) AE|ol T3t 0 & A7 BAsoto] AHY Pars 3
U A A B g0 et ~7]9 e Fe A 4 YUt Cluster & A7 Aol = Thg3t 72 7]
AU

o Cluster L E AA| AP 2 T2 A E B3} /33tof wkat A A]ZFO 2 CVM(Cloud Virtual Machines)S 52 0.2 25
278 A SfAsko] AFEAE 2 A Q] RIARA 2 T 2AE Jgto] X 4= J e & EokFU T A Z2AA
of| A Atere] 7}l o] H e SkA] Fo B & ARG AL 425 H Aol A Hlojd 4= YT

+ Cluster L E 27U %’\}%XVP A rE Yai o g TZAE JBS A 2ct= Eﬂ & ] 23 5A5

222 L& AA1UY 715 A9
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Kubernetes cluster autoscaling2] 7| & 7|5

o o2 2AEY 25 242 Adgdy

AAY QA AAY of2 AW HAS A AT AFAIF W82 Cluster Autoscalers st Al L.

. 279 1FS YYSHE S ASA AY B AL AATUTHI).

. 279Y IFS AYSE O 2 AHY LES YBI0E AT 4 UsUT

. 271207 2Fo] A% AARA 27bE A AU HAA).

. melo] BN AW AAYY 15 A5 vjH AUt

. THgEoIN 279 1 AW S AAFYH

S AE 2 E AFAIAY AT ALY

. Zoi2E o8 AAYHOR 274 4 QE E S VPC, AH|0]Y HESI D, TKE 222 Lt St 7o)
4 9 CVM Bl what AlsHE U
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- wEonEE s 0 & AAYY R E Y S BAstslA] g Aol FHUTh
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o o 2ALY 25 A (HA
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Most-Pods: pending &-Q! Pod ¥ AAIY & 5ol thsh deist =l S 7|gto &2 74 W2 PodE AHEH T 4
A= 2AYE 1FS gy

Least-waste: pending a
shat 4 Qe ALY 1S Aesh
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TKESIA AF8AF A1 A ES ALg3le] 2 2
ABEEE:

2 Z Ayo|E d#}: : 2023-04-27 18:15:01

219 ALt @

Custom Metrics APIS 7|Rt0. 2 TKEE t 722 HPA A|U2| 2 & t-E 4 3l CPU, M 23], g A3, Y EL S B
GPU &l m|EEZ 235lo] R E AAUY S gt B2 HEHS APyt A HEZH 2 @ E A7|U Uﬂ—E—
S FAsHHA . AHIA T BEAZ QPS & 7|HHO & Sh= R E AU} 22 RS AU 29 7
prometheus-adapterE A z|5to] L E AALY S 2T 4= AH5UTH Kubernetes= HEZ & 7|Hl0 2 Q& /\711 o
A8 £ 4 A== HPAE Custom Metrics API 2 External Metrics APIS A| 3522 AFE A7 Z Qo ua R &
AALFGE A A AT = 5 Y E} prometheus-adapter= 9] 9] = APIE A Qg t}. A A 7ol A Custom
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E‘L“
L
o

AA =4

(o]
Prometheus QIATAE B 2531 '5H o= AREAF G o HEY S 3y o

Helm< A %] gy},

2] w7

ZUEY HEY G7]
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@ Tencent Cloud Tencent Kubernetes Engine

package main

import (
"github.com/prometheus/client_golang/prometheus"
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"
"strconv"

)

var (

HTTPRequests = prometheus.NewCounterVec (
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prometheus.CounterOpts{
Name: "httpserver_requests_total",

Help: "Number of the http requests received since the server started",
o
[]string{"status"},

func init () {

prometheus.MustRegister (HTTPRequests)

func main () {
http.HandleFunc ("/", func(w http.ResponseWriter, r *http.Request) {
path r.URL.Path
code 200
switch path {
case "/test":
w.WriteHeader (200)
w.Write ([Jbyte ("OK"))

case "/metrics":

promhttp.Handler () .ServeHTTP (w, 1)
default:
w.WriteHeader (404)
w.Write ([]Jbyte ("Not Found"))
}
HTTPRequests.WithLabelValues (strconv.Itoa (code)) .Inc ()
)
http.ListenAndServe (":80", nil)

AH| & o E2]A o) B E

DeploymentE AR8-5FH otz e} Zho] MH|A -8 223 TKE 22| AF o e ojyatstal sz 4 syt
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Tencent Kubernetes Engine

apiVersion: apps/vl
kind: Deployment
metadata:

name: httpserver

namespace: httpserver
spec:

replicas: 1

selector:

matchLabels:
app: httpserver
template:

©2013-2022 Tencent Cloud. All rights reserved.
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@ Tencent Cloud Tencent Kubernetes Engine

metadata:
labels:
app: httpserver
spec:
containers:
— name: httpserver
image: registry.imroc.cc/test/httpserver:custom-metrics
imagePullPolicy: Always

apiVersion: vl
kind: Service
metadata:
name: httpserver
namespace: httpserver
labels:
app: httpserver

annotations:
prometheus.io/scrape: "true"
prometheus.io/path: "/metrics"

prometheus.io/port: "http"
spec:
type: ClusterIP
ports:
- port: 80
protocol: TCP
name: http
selector:

app: httpserver

ServiceMonitorE E3 AH| A0  RUE Y HEZHS LA
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— job_name: httpserver
scrape_interval: 5s
kubernetes_sd_configs:
- role: endpoints

namespaces:
names:
- httpserver
relabel_configs:
- action: keep
source_labels:

- _ _meta_kubernetes_service_label_app
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regex: httpserver
- action: keep
source_labels:
- __meta_kubernetes_endpoint_port_name

regex: http

HFH 2: ServiceMonitor T3

prometheus-operator”} A x| & 79 o}afj o} ZHo| ServiceMonitor®] CRD Z4 4| S 4§ 4 5lo] Prometheus Q1 A1 A

4 4 gy,

il
-
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: monitoring.coreos.com/vil
kind: ServiceMonitor
metadata:
name: httpserver
spec:
endpoints:
- port: http
interval: 5s
namespaceSelector:
matchNames:
- httpserver
selector:
matchLabels:
app: httpserver

prometheus-adapter A3]

1. Helm< AH&-5to] prometheus-adapterg A x| gy th. A x| 517] ol AF&AF o] M| EE S gelstal A5t Al

Q. A7) RUE " HEZ D79 oAlo] 2 HTTP 23S 7] 25}17] Qs AJH| A0) A
httpserver_requests_total HWEZ S AFEstE 2 ofgfjet 7ol th-3 PromQLS 53l 2t AJH] A Pod2] QPS

E AN A5y
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@ Tencent Cloud Tencent Kubernetes Engine

sum (rate (http_requests_total[2m])) by (pod)

2. prometheus-adapter?] 4 o2 HEgch th-23F o] values.yaml = AJAdgdch
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@ Tencent Cloud Tencent Kubernetes Engine

rules:
default: false
custom:
— seriesQuery: 'httpserver_requests_total'
resources:

template: <<.Resource>>

name:
matches: "httpserver_ requests_total"
as: "httpserver_requests_gps" # PromQLOlA A4ttt ops W EE
metricsQuery: sum(rate (<<.Series>>{<<.LabelMatchers>>}[1m])) by (<<.GroupBy>>)
prometheus:
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@ Tencent Cloud Tencent Kubernetes Engine

url: http://prometheus.monitoring.svc.cluster.local # Prometheus APIT FA iﬂﬂ]ﬂif
port: 9090

3. th3 Helm & & A5} o] ofalj ¢} o] prometheus-adapterS A x| g t}.
Fo|Arg
A2|5H7] Hof thg & AHE-5le] TKES] 5 =% Custom Metrics APIES- AFA|| 8l of gt}

kubectl delete apiservice vlbetal.custom.metrics.k8s.io
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helm repo add prometheus—-community https://prometheus—-community.github.io/helm-char
helm repo update

# Helm 3

helm install prometheus-adapter prometheus-community/prometheus—-adapter —-f values.y
# Helm 2

# helm install —--name prometheus-adapter prometheus—-community/prometheus-adapter -f

HAE E Z

o]
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Tencent Kubernetes Engine
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$ kubectl get —-raw /apis/custom.metrics.k8s.io/vlbetal

"kind": "APIResourceList",

"apiVersion": "v1",

"groupVersion": "custom.metrics.k8s.io/vlbetal",
"resources": |

{

"name": "Jjobs.batch/httpserver_requests_qgps",
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&2 Tencent Cloud

ek

"singularName": "",
"namespaced": true,
"kind": "MetricValueList",
"verbs": [
"get"
1
"name": "pods/httpserver_requests_gps",
"singularName": "",
"namespaced": true,
"kind": "MetricValueList",
"verbs": |
"get"
]
"name": "namespaces/httpserver_requests_gps",
"singularName": "",
"namespaced": false,
"kind": "MetricValueList",
"verbs": [
"get"
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Tencent Kubernetes Engine

$ kubectl get —--raw /apis/custom.metrics.k8s.io/vlbetal/namespaces/httpserver/pods/
{

"kind": "MetricValuelList",

"apiVersion": "custom.metrics.k8s.io/vlbetal",

"metadata": {

"selfLink": "/apis/custom.metrics.k8s.io/vibetal/namespaces/httpserver/pods/%$2A
by
"items": [

{
"describedObject": {
"kind": "Pod",
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"namespace": "httpserver",
"name": "httpserver-6£94475d45-7r1n9",
"apiVersion": "/v1"
by
"metricName": "httpserver_requests_qgps",
"timestamp": "2020-11-17T09:14:362Z",
"value": "500m",
"selector": null

HPA E|AE

Z} AH) A Pode] I QPS50 =2 A] AFA| Y o}-2o] EE| AL A

H g oAl g3 sy
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Tencent Kubernetes Engine

apiVersion: autoscaling/v2beta?
kind: HorizontalPodAutoscaler
metadata:

name: httpserver

namespace: httpserver
spec:

minReplicas: 1

maxReplicas: 1000

scaleTargetRef:

apiVersion: apps/vl

kind: Deployment

©2013-2022 Tencent Cloud. All rights reserved.
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name: httpserver
metrics:
- type: Pods
pods:
metric:
name: httpserver_requests_gps
target:
averageValue: 50

type: AverageValue

the = AAsto] MH|AS B AESHL of2ljel o] A Y ofro] ER|AH A #Ed

Tencent Kubernetes Engine
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$ kubectl get hpa

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
httpserver Deployment /httpserver 83933m/50 1 1000 2 18h
$ kubectl get pods

NAME READY STATUS RESTARTS AGE
httpserver-6£94475d45-47d5w 1/1 Running 0 3méls
httpserver-6£94475d45-7r1n9 1/1 Running 0 37h
httpserver-6£94475d45-6cbxm 0/1 ContainerCreating 0 1s
httpserver-6£94475d45-wl178d 0/1 ContainerCreating 0 1s

2A|L obzo] HdH oz EFAE Y HPAZE MH| A ARGAL A W E S 7[R0 2 R B AU S FAUSS

olul gyt
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Metrics B kubelet e Pe
server (cAdvisor)
Default metrics collection
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&2 Tencent Cloud

Tencent Kubernetes Engine
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@ Tencent Cloud Tencent Kubernetes Engine

€  Update HPA Configurations

Name test
Namespace default
forkload Type deployment v
Associated Workload hap-test v
Trigger Poll Network v  Network Bandwidth In v | 015 Mbps
Add Metric
| range 1 ~ 5

715 &<l

A7 obg Z2AA Al B 0|4
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kubectl run -it --image alpine hpa-test —--restart=Never —--rm /bin/sh

YA Podoll A thg B & A 35t @7] 7ol "hpa-test” A B| ALof] HM A= B2 2] RFY 0= QI8 o] 134 E
A

AT g ZFo] S7tst= g2 AlEd ol dg Ut
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# hpa-test.default.svc.cluster.local & S AH| U= AHAS THQl o|EJdyc. A3H:

while true; do wget -g -O - hpa-test.default.svc.cluster.local; done

HIAE Podoll 4 2% A B0l d WS Agst ¥ YAz Eo] RUHYEE Pod 45 BHFYL) A2 B

4 94Ut o) ofal o] | x|9} o] HPA 27 Y o}£ oMl E7} E2]7
H9le-e et (2Eo) 23t Hul 240 A AEHolAnT HAY 4 AxUT AA 24L 7 E
o7 A Q);
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Workload Monitoring

Real-time 2020-12-10 18:03:51 ~ 2020-12-10 19:03:51  [F)
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&2 Tencent Cloud

Workload Monitoring
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@ Tencent Cloud Tencent Kubernetes Engine

Workload Monitoring

Real-time 2020-12-10 18:03:51 ~ 2020-12-10 19:03:51 m

AlIf 1 in total) Event CPU MEM Network GPU
I ———————
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Metwork Traffic In (B test 15.337Bps

2] U ofef of n o]l FAIE $JTEE Pod 4 B E o] p2H IR 1
%) Q9L UTH o] = HPAZL E2l AE 3 &2 A17H Yol BlE2 WiE o2 Qs vivsh 24 2l WA|517] 98l 7]
258 58 AF g2 Fol 7] e UL ApAE e-e 2/ o] X9 el Al 2. ofel o]n] e} o]
Weo] £ % 5%o0] XU HPA ~7] 9% el Zof et gam s BalRe] 47} 27] Al BAR 7]
ChA] Zol5Uth (o] 29 A3 R E 240 A dE ol AT P2 4+ eyt X 248 7|EoR
A 2):

©2013-2022 Tencent Cloud. All rights reserved. Page 156 of 166


https://kubernetes.io/zh/docs/tasks/run-application/horizontal-pod-autoscale/#%E5%86%B7%E5%8D%B4-%E5%BB%B6%E8%BF%9F%E6%94%AF%E6%8C%81
https://www.tencentcloud.com/document/product/457/32424#.E5.B7.A5.E4.BD.9C.E5.8E.9F.E7.90.86

&2 Tencent Cloud

Tencent Kubernetes Engine

Workload Monitoring

Real-time 2020-12-10 18:03:51 ~ 2020-12-10 19:03:51 H
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4 Cluster(Guangzhou) / HorizontalPodAutoscaler:test(default)

Details Event YAML

Only resource events occurred within the last hour are saved. Please check back as soon as possible.

First Occurrence Last Occurrence Time Level

Resource Type Resource name

Content Detailed Description
2020-12-10 12:13:42 2020-12-10 18:54:40 Normal HorizontalPodA...  test.164f3fb14c90d3bd g SuccessfulRescale New size: 1; reason: All metrics b
2020-12-10 16:36:00 2020-12-10 18:46:01 Normal HorizontalPodA...  test.164f4e016e4bb264Ig SuccessfulRescale

New size: 3; reason: pods metric
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@ Tencent Cloud Tencent Kubernetes Engine

Pod Management Update History Event Logs Details YAML

Only resource events occurred within the last hour are saved. Please check back as soon as possible.

First Occurrence Last Occurrence Time Level Resource Type Resource name Content Detailed Description
test-

2020-12-10 18:54:40 2020-12-10 18:54:40 Normal ReplicaSet 786¢665767.164f55929a9a943d SuccessfulDelete Deleted pod: test-786c665767-2b2mk
]

test-

2020-12-10 18:54:40 2020-12-10 18:54:40 Normal ReplicaSet 786¢665767.164f55929a993fe SuccessfulDelete Deleted pod: test-786c665767-wmtlc

]

2020-12-10 12:13:42 2020-12-10 18:54:40 Normal Deployment test.164f3fb14d14c3011 ScalingReplicaSet Scaled down replica set test-786c6657
test-

2020-12-10 18:46:01 2020-12-10 18:46:01 Normal ReplicaSet 786cbB5767.164f5519c3f4d91e SuccessfulCreate Created pod: test-786c665767-wmtlc
]
test-

2020-12-10 18:46:01 2020-12-10 18:46:01 Normal ReplicaSet 786cbB5767.164f5519c332d4ea SuccessfulCreate Created pod: test-786c665767-2b2mk
]

2020-12-10 16:36:00 2020-12-10 18:46:01 Normal Deployment test.164f42016ebc08b9 I ScalingReplicaSet Scaled up replica set test-786c665767
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@ Tencent Cloud Tencent Kubernetes Engine

Z]AF
CFS-Turbo 224 oY A|AH HA nfeE
TKE Serverless 22| AE-& CFS-Turbo A%

nheE

2| Z Ado]E I} : 2023-04-26 19:04:19

AHE At

TKE Serverless 2] A& & CFS(Cloud File Storage) Turbo AE & A & n}-2 ES 4= 1 & of
Cloud CFS Turbo T A|AHIS 5 T2 EF 7|§ I3 2 Eof 2 EstE o AFSE Ut A 4 AT ¢
Hyot CFS 2E & A] G of thigt MG &2 A5 24| 55 2 A58 FastAl L.

A 27

v1.14 o]/¢2] TKE Serverless 22 A~ E S AJd gy ch
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Node Plugin H|X

12A: csidriver.yaml T+ 34
t}&-2 csidriver.yaml o+ 2] oj] Al 4 U T}
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: storage.k8s.io/v1l
kind: CSIDriver
metadata:
name: com.tencent.cloud.csi.cfsturbo
spec:
attachRequired: false
podInfoOnMount: false

2A: csidriver A4
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@ Tencent Cloud Tencent Kubernetes Engine

th& 82 Ao csidrivers Ayt

kubectl apply -f csidriver.yaml

CFS Turbo €& A4

1944 o2 gl =318 7|42 2 CFS Turbo 83 PV A
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@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: vl
kind: PersistentVolume
metadata:

name: pv-cfsturbo
spec:

accessModes:

— ReadWriteMany

capacity:

storage: 10Gi
csi:

driver: com.tencent.cloud.csi.cfsturbo
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@ Tencent Cloud Tencent Kubernetes Engine

volumeHandle: pv-cfsturbo
volumeAttributes:
NOGEY FoWo W=

fsid: *kkkhkk kKK

# cfs turbo subPath
path: /

storageClassName:

nmn

i 7HEH 4> 4R

metadata.name: YA = PVe] o] St}
spec.csi.volumeHandle: PV °] &3} A x| 5fjof gy T},
spec.csi.volumeAttributes.host: T+ A| AR 9] jp =AU TH T AJ AR np2E I E XY HofA] &2lg 4~ 9]
s4Yt.

spec.csi.volumeAttributes.fsid: T+ A| A8]9] fsid(@ Y A A" id obd). Tt A|AE] opE 29I
e 4 AFUH thZ o|m|A|2F o] 2 E oA tcpo:/ & /cfs Aol #AFE AU

e 113]

St MaUnE lustre Glopd I Apathtamoun g

spec.csi.volumeAttributes.path: ot A|ARIS] B T g2 HYFH / 7 AHHYUH (IR E d5 P
sl / = /cfs HHET ofzfoll lF). R ET M E O E 2l & A5t H 5t A|ARIS] /efs o] B
e 27 A=A Elsiof Ut A2 5= nt E & A E e 2|9 49 dg o] YN AT 4+ s
& 5°] path: /test 9 A% o A|AH”O] /cfs/test 7F A=A EAsiof gt

297 o+ |1 E3E 7|8 2 pyol HiQIgE = PvC 44

©2013-2022 Tencent Cloud. All rights reserved. Page 163 of 166



@ Tencent Cloud Tencent Kubernetes Engine

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-cfsturbo
spec:
storageClassName: ""
volumeName: pv-cfsturbo
accessModes:
- ReadWriteMany
resources:

requests:
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@ Tencent Cloud Tencent Kubernetes Engine

storage: 10Gi
o7 4~ Ad
metadata.name: A§/d € PVCe| o] U Yt}
spec.volumeName: 157|o| A] 23/d S PVe] o] &3} A x| aljof gt
CFS Turbo £§ Ar&

02 HE3HS 7|9 e 2 PVCE P ET PodE A8 Yot

apiVersion: vl
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@ Tencent Cloud Tencent Kubernetes Engine

kind: Pod
metadata:

name: nginx
spec:

containers:

- image: ccr.ccs.tencentyun.com/gcloud/nginx:1.9
imagePullPolicy: Always
name: nginx
ports:

— containerPort: 80
protocol: TCP
volumeMounts:
- mountPath: /var/www
name: data

volumes:

— name: data
persistentVolumeClaim:

claimName: pvc-cfsturbo
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