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User Guide
Domain Name Management
Domain Name Operations

Last updated : 2021-08-05 11:29:39

In the ECDN Console, you can enable, disable, and delete the acceleration service or modify the projects for

acceleration domain names.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Enabling Acceleration Service

You can activate a deactivated domain name in the following steps. It takes about 5 minutes to enable the
acceleration service.
Log in to the ECDN Console and click Domain Management on the left sidebar to enter the Domain Management

page. In the "Operation” column of the target domain name, click Activate.
Domain Name Management

(D If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Create Distribution v Q

Domain Name Status 7 CNAME Project 7 Acceleration Region Y Operation

T @ Disabled = el w s e - Default Project Mainland China Manage More v

If you want to activate multiple acceleration domain names in batches, you can check them and click Activate ECDN

above.
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Domain Name Management

@ If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Domain Name Status 7 CNAME Project ¥ Acceleration Region Y Operation
- Tkl ey - @ Disabled B ™ n el N e mala Default Project Mainland China Manage Enable More ¥
R P @ Disabled L e ST Default Project Mainland China Manage Enable More ¥

Disabling Acceleration Service

You can deactivate an activated domain name in the following steps. After the domain name is deactivated, it will no

longer be accelerated, but its configuration will be retained. It takes about 5 minutes for domain name deactivation to
take effect.

Log in to the ECDN Console and click Domain Management on the left sidebar to enter the Domain Management
page. In the "Operation” column of the target domain name, click Deactivate.

Domain Name Management

@ If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Create Distribution Enable ECDN Service v Q

\7 Domain Name Status 7 CNAME Project 7 Acceleration Region Y

Operation
[] e onmn min @ Enabled Tl T i e Default Project Mainland China Manage | Close | More v
= b yled _eom @ Enabled a2l mfmte e . Default Project Mainland China Manage | Close |More v

If you want to deactivate multiple acceleration domain names in batches, you can check them and select Deactivate
ECDN in the More Actions drop-down list above.

Note :

Before disabling the acceleration service, make sure that your domain names have been resolved to the origin

server, as ECDN nodes will no longer provide acceleration service for them and will directly return the status
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code 404 for received user requests after acceleration is disabled. To avoid affecting your user access

experience, you are recommended to perform the following steps when disabling the acceleration service:

1. Change the acceleration domain name resolution
Resolve the acceleration domain name to the origin server and make sure that it will not be resolved to the
ECDN domain name through the CNAME record. Change of the domain name resolution generally takes
10-30 minutes to take effect in most regions.

2. Check the traffic change
After the domain name resolution is switched to the origin server, user requests will no longer be forwarded
to the ECDN acceleration platform. In the ECDN Console, you can see that the access traffic of the
corresponding domain name will drop significantly. Before disabling the service, please confirm that the
ECDN access traffic of the corresponding domain name has decreased to 0; otherwise, directly disabling the
service will affect user access.

3. Disable the acceleration service

Domain Name Management

@ If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Create Distribution Enable ECDN Service More Operations v Please enter the prefix to query Q

Disable ECDN Servi
= Domain Name Status 7 CN Project T Acceleration Region ¥ Operation
Modify Project
P L] B @ Enabled testl Delete k. Default Project Mainland China Manage Close More ¥
L S ST @ Enabled PRCETT Er I - Default Project Mainland China Manage Close More ¥

After confirming that all or most users no longer use ECDN for access, you can deactivate the domain name in the

following steps:

Note :

» Domain name deactivation will affect user access. Please do so with caution.

» After the domain name resolution is switched to the origin server, user requests may still be forwarded to
ECDN cache nodes, as local DNS servers of a minority of users do not follow the domain name TTL rule. In
this case, those users need to change their local DNS server addresses or set hosts resolution.

« Generally, you are recommended to switch the domain name resolution to the origin server first and then

disable the domain name acceleration service after 24 hours.
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Deleting Acceleration Domain Name

You can delete a deactivated domain name. Its configuration will not be retained upon deletion.

Log in to the ECDN Console and click Domain Management on the left sidebar to enter the Domain Management

page. In the "Operation" column of the target domain name, select Delete in the More drop-down list.
Domain Name Management

(@ Ifyou add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

: a

Domain Name Status T CNAME Project T Acceleration Region T Operation
e e T () Disabled m " ldkbkesm skl Default Project Mainland China Manage Enable More =
L R () Disabled R YL . Default Project Mainland China Manage Ei

If you want to delete multiple acceleration domain names in batches, you can check the target domain names and
select Delete in the More Actions drop-down list above.

Domain Name Management

@ If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Create Distribution Enable ECDN Service v Q

Domain Name Status 7 CNA Project 7 Acceleration Region Y Operation
SRR S @ Disabled =~ h L. Default Project Mainland China Manage Enable More ¥
L R @ Disabled F R TR BT ™ 9 R Default Project Mainland China Manage Enable More ¥

Modifying Project of Domain Name

To facilitate management, you can modify the project of your domain name in the following steps.

1. Log in to the ECDN Console and click Domain Management on the left sidebar to enter the Domain

Management page. In the "Operation" column of the target domain name, select Modify Project in the More

©2013-2022 Tencent Cloud. All rights reserved. Page 7 of 90


https://console.tencentcloud.com/dsa
https://console.tencentcloud.com/dsa

@ Tencent Cloud Enterprise Content Delivery Network

drop-down list.

Domain Name Management

(@ Ifyou add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

: a

Domain Name Status T CNAME Project T Acceleration Region T Operation
Bl w " il a- ) Enabled L L T Default Project Mainland China Manage Close More ¥
P e (& Enabled LS R LR LR Default Project Mainland China Manage G (e Project

2. The Project drop-down list will be displayed in the pop-up dialog box. You need to select a project for the domain

name. Click OK to modify the domain name's project.

Modify Project X

Select a
Project

Default Project v

Default Project

uu Cancel

If you want to modify the project of multiple acceleration domain names in batches, you can check the target domain

names and select Modify Project in the More Actions drop-down list above.
Domain Name Management

(D If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

[omsommin | o : a

Disable ECDN Service

= Domain Name Status T CNA Project 7 Acceleration Region T Operation

Modify Project
e Pl am » @ Enabled test L Default Project Mainland China Manage Close More *
F ol oL R @ Enabled LSS LW ™ g . Default Project Mainland China Manage Close More ¥
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Note :

» You can use the project feature to manage Tencent Cloud resources by project. Tencent Cloud Project

Management can be applied to multiple products at the same time.

» You can create and modify projects on the Account Center - Project Management page in the Tencent
Cloud Console.
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Configuration Management
Configuration Overview

Last updated : 2020-04-28 14:50:49

This document describes how to configure ECDN. You can set ECDN as needed to optimize the acceleration

performance.

Basic Configuration

Configuration Name
Getting Started

Domain Name Connection
Configuration

CNAME Record Configuration
Domain Name Status Switch

Project Configuration

Origin Server Configuration

Document Description

It describes how to activate the service and quickly connect domain names
to the service.

It describes how to connect a domain name to ECDN for acceleration.

It describes how to configure a CNAME record.

It describes how to enable, disable, and delete domain name acceleration
service.

It describes how to modify a domain name's project and acceleration region.

It describes how to change the origin server type to origin IP or origin domain.

Advanced Configuration

Configuration Name

HTTPS Settings

HTTP Header Configuration

Cache Rule Configuration

Alarm Monitoring Configuration

Document Description
ECDN supports HTTPS configuration to implement secure acceleration.

HTTP header configuration can be added, which will affect the browser's
response behaviors.

Static cache policies can be configured for domain names with both dynamic
and static content.

The acceleration service can be monitored and configured with alarms.
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Configuration Name Document Description
Advanced Origin-Pull Advanced origin-pull policies based on weight and master/slave architecture
Configuration are supported.
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Basic Configuration

Last updated : 2021-12-13 17:38:45
You can view basic information and origin server information of a domain name in the ECDN Console. You can modify
Project, Origin Server Type, and Origin Server Address of the domain name as needed.

» Basic information includes the acceleration domain name, CNAME record, project, and creation time of the
acceleration service.

« Origin server information includes origin server type and origin server address.

Note :

If your application has been migrated to the CDN console, you can go to the console for operation by

referring to Content Delivery Network.

Domain Name Configuration Page

1. Log in to the ECDN Console and click Domain Management on the left sidebar to enter the management page.

2. Select Manage on the right of the target configuration domain name to enter the domain name configuration page.

Domain Name Management

(D If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Create Distribution v Q

Domain Name Status ¥ CNAME Project T Acceleration Region Y Operation

@ Enabled . Default Project Mainland China Close More v

3. The Basic Info page of the domain name displays its basic configuration information, including the CNAME record,

project, acceleration region, origin server information, and origin domain.
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Basic Information Cache Configuration Access Configuration

Basic Information

Domain Name J.com

CNAME 1 . .com

Project Default Project§ Modify »*

Acceleration Region Mainland Chind§ Modify »*
Time Created 2020-04-24 16:05:52
Origin Server Informatiorl Modify »*

Origin Server Type Domain Origin Server

Origin-pull Policy -
Origin-pull Protocol HTTP
Origin Server Address com

Secondary Origin Server -
Address

Origin-pull Configuration

Origin Domain omI Modify »*

Basic Configuration Project

Modifying project of domain name

1. Click Modify on the right of the project.

2. In the pop-up window, select the target project name, and click OK.

Modifying domain name acceleration region

1. Click Modify on the right of the acceleration region.

©2013-2022 Tencent Cloud. All rights reserved.
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2. Select a domain name acceleration region. Currently, Mainland China, outside Mainland China, or global can be
selected.
3. To avoid faulty operations, if you need to delete configuration of an acceleration region, please submit a ticket to

apply for modification.

Note :

The acceleration service outside Mainland China is currently in beta test. If your account cannot modify the
acceleration region, it indicates that you have not been granted the acceleration permission outside Mainland
China. You can submit an application on the ECDN global acceleration eligibility application page, and we will

review it in 5 business days and inform you of the result through SMS or internal message.

Modifying origin server configuration

1. Click "Modify" on the right of the origin server configuration to enter the origin server modification page.

2. In the pop-up window, modify your origin server type, origin-pull policy, and origin server address. For more
information, please see Advanced Origin-Pull Policies.

3. After the modification is completed, click OK to submit the configuration. The system backend will distribute the

new origin server modification to the domain name, which will take effect in 3-5 minutes.

Modify Origin Server Configuration X
Origin Server Type o Origin Server IP Origin Server Domain
Origin-pull Policy O Optimal Origin-pull Weighted Origin-pull Primary/Secondary Origin-pull

Origin-pull Address

Origin-pull Protocol HTTP

Yes Cancel

Modifying origin-pull configuration
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Click Edit next to the origin domain and modify it in the dialog box:

Origin-pull Configuration

Origin Domain L 1 3

ModifyOrigin Domain

Origin Domain

©

An origin domain refers to the website domain accessed at the origin
server during origin-pull. What's origin domain? [4

Please make sure that the configured origin domain can be
accessed; otherwise, origin-pull may fail.

Cancel
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Cache Configuration

Last updated : 2021-08-12 10:18:01

Features

ECDN can automatically identify static and dynamic content access requests based on the configured rules and
intelligently apply an appropriate acceleration scheme, satisfying your needs for accelerating access to sites with
static, dynamic or hybrid content at one stop.

» For static content requests, the edge servers are preferentially used to cache the content for response, improving
access efficiency and reducing origin-pull traffic usage.

» For dynamic content requests, resources are directly pulled from the origin servers through high-quality origin-pull
and intelligent routing, lowering the average response latency.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Directions

1. Log in to the ECDN Console and click Domain Management on the left sidebar to enter the management page.
2. In the list, find the domain name to configure and click Manage under the "Operation” column on the right to enter
the domain management page.
3. On the "Cache Configuration" page, you can configure the content caching rules.
o Ignore Query String cache configuration:
You can enable Ignore Query String cache to ignore parameters after "?" in a user request URL during caching.
Suppose that content of the URL http://www.example.com/1.jpg?version=1.1 iscached on nodes.

When a user request comes in the cache, the cache_key www.example.com/1.3pg will be looked up to
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return a direct hit.

Basic Information Cache Configuration Access Configuration Advanced Configuration

Ignore Query String

If the query string is ignored when caching content, the string after "?" in the requested URL will be filtered.

Enable Ignore Query String ()

o Content cache configuration:

Click Edit Cache Rule to add a caching rule or modify an existing one and click Save for the rule to take effect.

Cache Configuration

Edit Cache Rule

Cache purge time>0: static content; edge caching is enabled for nearby access to content.
Cache purge time=0: dynamic content; the ECDN acceleration route is adopted for requests.

Type Content Cache Purge Time
All * 0 Day(s)
File Type gif,png,bmp,jpg,jpeg,mp3,wma,flv,mp4,wmv,avi,m3u8,ts 1 Day(s)
File Type doc,docx,xIs,xIsx,ppt,pptx,txt,pdf 1 Day(s)

File Type exe,apk,ipa,rar,zip,7z,css,js,xml,ini,swf,ico 1 Day(s)

Caching rule types
Cache Type Description Example Remarks

1. The content is case-sensitive and must be a

. Sets the caching time , , file extension starting with
File type . JPg;-pPNg;.JSp : :
based on file extension 2. Different file extensions should be separated
with ;
1. The content is case-sensitive, and different
Fold Sets the caching time / o paths should be separated with ;
older access;/pic : .
based on folder P 2. It must be a folder starting with /.
3. It cannot end with /.
Full-path file Sets the caching time /a.jpg;/b.png 1. The content is case-sensitive, and files at

for a specified file different paths should be separated with ;
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2. * can be used to match a type of files by
regex, suchas /test/abc/*.jpg .
3. It must be a folder starting with /.

Sets the caching time The homepage content to cacheis / by
Homepage / .
for the homepage default and does not need to be modified.

Cache purge time

Description

» Cache purge time can be set by second, minute, hour, and day (up to 365 days).

« |f the cache purge time is 0, requests from the dynamic content will be directly passed through to the origin server,
and the response content will not be cached.

« If the cache purge time is greater than 0, requests come from the static content, and the edge caching feature will
be enabled:
o [f the content accessed by the user has been cached on the edge server and the cache has not expired, the

cached content can be directly accessed without making a request to the origin server.

o If the content accessed by the user has not been cached on the edge server or the cache has expired, the

content will be accessed after making a request to the origin server, and then will be cached on the edge server.

Suggested setting

File Type Scenario Example Recommended Caching Time

Basically unchanged Set the cache purge time to 30
_I yu g Images and audio/video files purge
static content days.

Set the caching time of days
Files in formats such as .js and .css or hours based on the update
frequency.

Static content that
needs updates

Dynamic content that
is frequently updated Weather queries and region-specific content
and shared by users

Set the caching time of
minutes or seconds.

Content that is

dynamically generated

or cannot be accessed User registration and login APls
repeatedly by the

same user

Set the caching time to 0 to
disable caching.

Caching rule priority
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You may get more than one hit result at the same time due to overlaps between caching rules you defined. Given this

possibility, the setting of caching rule priority is included.

» Rules at the bottom of the configuration list take priority over those on the top. A new caching rule takes the highest
priority.

» A user request will be matched with caching rules by rule priority from high to low. The first hit rule determines the

cache purge time of the request.

» You can adjust the priority of rules as needed.

Click Edit Cache Rule. You can drag the icon to change the rule priority.

Cache Configuration

Cache purge time>0: static content; Cache purge time=0: dynamic content
Use ";" to separate different contents and do not end it with "/". For example: ".gif;.png" (file type), "/text;/a/b/c" (folder), and "/index.html;/text/*.jpg" (full-path file).

Drag Type Content Cache Purge Time Operation
v @ 0 Day( v+ ©
File Typpe ~ .gif;,.png;.bmps;.jpg;.jpeg;. mp3;wr | (@) 1 Day(v @ Delete
File Type v .doc;.docx;.xls;.xlsx;.ppt;.pptx;.tx @ 1 Day( ¥ @ Delete
File Type ~ .exe;.apk;.ipa;.rar;.zip;.7z;.css;.js; @ 1 Day( ¥ @ Delete

drag/up/or/downtojadjust|priority
Add Cache Rule

Rules are executed from bottom to top. Rules at the bottom of the list have higher priority. You can drag to adjust the order.

Cache Inheritance

If you configure edge caching for static content, the ECDN system will handle static requests with the caching rules

configured. ECDN nodes will not inherit and process the Cache-Control field in the response header from the

origin server by default, and will not cache the content if this field is private , no-store oOr no-cache .
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Access Control
IP Access Limit Configuration

Last updated : 2021-08-05 12:05:19

Configuration Scenario

To control the source of access to your business resources, you can use the IP access limit feature in ECDN. By
limiting the number of access requests to a node per second from a client IP, you can defend against high-frequency

CC attacks and prevent hotlinking by malicious users.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Configuration Guide

Viewing configuration

Log in to the ECDN Console, select Domain Management on the left sidebar, and click Manage on the right of a
domain name to enter its configuration page. You will find the IP access frequency limit configuration in Access

Configuration. It is disabled by default:

IP Access Limits

Set QPS5 limits for one [P to one node to defense CC attacks. What's IP access limit? [&

IP Access Limit (:’

IP Access Limt --OPS

Modifying configuration

1. Modify the configuration

©2013-2022 Tencent Cloud. All rights reserved. Page 20 of 90


https://www.tencentcloud.com/document/product/228

@ Tencent Cloud Enterprise Content Delivery Network

Enter the frequency threshold and click OK to enable IP access limit.

IP access limit X

Setting an access limit for single IP can help resist part of CC attacks, however it may
also block some normal accesses,

Thresholc times/s

QK Cancel

Configuration description

» After the configuration is enabled, a 514 error will be returned for requests that exceed the QPS limit. A low access
frequency limit may impact the normal use of your business by high-frequency users. Configure the proper
threshold according to your actual business conditions and use cases.

» |P access limit is effective for attacks from a single IP to a single node. If a malicious user uses a high number of
IPs to attack nodes on your entire network, this feature is no longer applicable.

2. Disable the configuration

You can switch to disable this feature. When the switch is off, this feature does not take effect in the production
environment even if there is an existing configuration. When the switch is on, this configuration will take effect across

the entire network:

IP Access Limits

Set QPS limits for one IP to one node to defense CC attacks. What's IP access limit? &

IP Access Limit ()

IP Access Limik 100CPS
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Configuration Sample

Suppose the IP access limit for the acceleration domain name www.test.com is as follows:

IP Access Limits

Set QPS limits for one IP to one node to defense CC attacks. What's IP access limit? &2

IP Access Limit () Edit

IP Access Limit 1QPS

The actual access status will be as follows:

1. IfauserwithclientIP 1.1.1.1 requeststheresource http://www.test.com/1.3jpg for10timesinone
second, and all access requests are made to one server on ECDN cache node A, then 10 access logs will be
generated on this server, 9 of which exceed the QPS limit, and the status code "514" will be returned.

2. IfauserwithclientIP 2.2.2.2 requeststhe resource http://www.test.com/1.jpg twiceinone
second, and the access requests may be distributed to two ECDN cache nodes for processing due to network

conditions, then each node will return the content normally.
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IP Blocklist/Allowlist Configuration

Last updated : 2021-09-22 14:37:54

Configuration Scenario

To control the source of access to your business resources, you can use the IP blocklist/allowlist feature in Tencent
Cloud ECDN.

By configuring an access control policy on IPs of user requests, you can effectively control the source of access to

prevent hotlinking by malicious IPs, attacks, etc.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Configuration Guide

Viewing configuration

Log in to the ECDN Console, select Domain Management on the left sidebar, and click Manage on the right of a
domain name to enter its configuration page. You will find the IP blocklist/allowlist configuration in Access

Configuration.

IP Blacklist & Whitelist

Set an IP blacklist and whitelist to filter requesting 1Ps. What't IP blacklist and whitelist? [&

IP Blacklist & Whitelist (:)

Mao IP blacklist/whitelist rules set

Modifying configuration

1. Modify the configuration
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Click Edit to select "IP Blocklist" or "IP Allowlist", enter the list of IPs or IP ranges, and click OK to enable IP

blocklist/allowlist configuration:

Switch on IP Blacklist & Whitelist x

If IP blacklist and whitelist are left blank, the IP blacklist/whitelist feature is
dizabled

Supported IP and IP range(/& /16 /24) formats

Support IPvé

Type IP Elacklist 0 IP Whitelist

L
LY

QK Cance

IP blocklist

If a client IP matches an IP or IP range in the blocklist, the accessed ECDN node will directly return a 403 status code.
IP allowlist

If a client IP does not match any IP or IP range in the allowlist, the accessed ECDN node will directly return a 403
status code.

Blocklist/Allowlist rules

« The IP blocklist and allowlist are mutually exclusive and cannot be configured at the same time.
e OnlylPranges /8 , /16 , \24 ,and /32 are supported.

» The blocklist/allowlist does not support entries in  IP:port format and can contain up to 50 entries.

Configuration Sample
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Suppose the IP blocklist/allowlist of the acceleration domain name www.test.com is as follows:

IP Blacklist & Whitelist

Set an IP blacklist and whitelist to filter requesting IPs. What't IP blacklist and whitelist? [&

IP Blacklist & Whitelist () Edlit

IPWhitelist

2222
1.0.0.0/8

The actual access status will be as follows:

1. When a user withclientIP 1.1.1.1 accessestheresource http://www.test.com/test.txt ,asthelP
matches an IP in the allowlist, the requested content will be returned.
2. When a user withclientIP 2.1.1.1 accessestheresource http://www.test.com/test.txt ,asthelP

does not match any IP in the allowlist, a 403 status code will be returned.
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Advanced Configuration
Configure HTTP Header

Last updated : 2021-08-05 12:21:37

Note :

Enterprise Content Delivery Network

If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

An HTTP message generally contains:

» Request message sent from client to server.

» Response message sent from server to client.

These messages all consist of a beginning line, one or multiple headers, a blank line indicating the end of headers,

and an optional message body.

request

POST / HTTP/1. 1

Host: localhost:8000
Connection: keep-alive
Upgrade-Insecure-Regquests: |
User—Agent: Mozilla/5.0 ... Safari/537.36
Aceept: text/himl, application/sxhtml-xml ...
Aecopt-Eneoding: gzip, dellate, sdeh, br
Aceept-Language: zh-CN, zh;g=0. 8

Content-Type: multipart/Torm-data ...

Content-Length: 123

-121648%96

(wore datal

response

«—start line————— | HITP/L. | 200 0K |

+—— head ——M8M8

«—blank ine———————

Server: nginx

Date: Thu, 20 Jul 2017 07:18:31 GMT
Keep-Alive: timeoul=5, max=1000
Connection: keep-alive

Content-Type: text/html; charset=utl-8
Transfer-Encoding: chunked

Vary: Accept-Encoding
Content-Encoding: gzip

Content-Length: 14684

CIDOCTYPE HTML -

——— body ————» (more data)

HTTP headers divide into common header, request header, response header, and entity header. Each header

consists of a domain name, colon (":"), and domain value, such as Connection:keep-alive

If you use the HT TP header configuration feature provided by ECDN, when an end user requests a business resource,

you can add a custom header in the returned response message to implement cross-origin access.

Note :
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» As the HTTP header configuration is for a specified domain name, once the configuration takes effect, the
configured header will be added to the response messages of user requests for any resource under this
domain name.

« HTTP header configuration affects only response of the client (such as browser) rather than ECDN node's

caching behaviors.

Configuration Description

ECDN allows you to configure the following headers:

» Content-Disposition: it activates download in the browser and sets the default flename of the downloaded file.

« Content-Language: it specifies the language used in the client (such as browser) response for the resource.

» Access-Control-Allow-Origin: it specifies the sources of cross-origin requests allowed to access the resource.

» Access-Control-Allow-Methods: it specifies the allowed methods of cross-origin requests.

o Access-Control-Max-Age: it specifies the validity period for caching the returned result of preflight request for a
particular resource when a cross-origin request is initiated.

» Access-Control-Expose-Headers: it specifies the headers visible to the client when a cross-origin request is

initiated.

General configuration

Content-Disposition

Content-Disposition is used to activate download in the browser and set the default filename of the
downloaded resource. When the server sends a file to the client browser, if it is in a type supported by the browser,
such as .txt or .jpg, it will be directly opened in the browser by default. If you want to ask the user to save the file, you
can configure the Content-Disposition field to override the browser's default behavior. The common

configurationis Content-Disposition:attachment; filename=FileName.txt

Content-Language

Content-Language specifies the code of the language used by the webpage. Common configurations are as

follows:

¢ Content-Language: zh-CN

e Content-Language: en-US

Cross-Origin access configuration
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Cross-origin access refers to a scenario where a resource under a domain name, such as www.abc.com , initiates
a request to another resource under another domain name, such as www.def.com . As the resource domain

names are different, cross-origin access will occur. Using different protocols or ports can cause cross-origin access.
You need to add configuration related to cross-origin access in the response header to make the first resource get the

desired data.

Access-Control-Allow-Origin

Access—Control-Allow-Origin is used to solve the problem of cross-origin permissions of resources. Its
value specifies the origins that can access the resource. You can also set the wildcard \* to allow all origins to

access the resource. Common configurations are as follows:

e Access-Control-Allow-Origin: *

e Access-Control-Allow-Origin: http://www.test.com

Pay attention to the following limits when configuring Access-Control-Allow-Origin :

» Do not use wildcard domain names, e.g., *.gq.com .
e Only configureitas \* or specify a URI.

» When configuring a specified domain name, add the "http://" or "https://" prefix.

Access-Control-Allow-Methods

Access—Control-Allow-Methods is used to specify the HTTP request methods allowed for cross-origin
access. Multiple methods can be set as follows:

Access—-Control-Allow—Methods: POST, GET, OPTIONS

Access-Control-Max-Age

Access—Control-Max-Age specifies the validity period of a preflight request.
For a non-simple cross-origin request, before the formal communication, an HTTP query request called "preflight
request" needs to be made to check whether the cross-origin request is secure and acceptable. The following

requests are considered as non-simple cross-origin requests:

o The request is initiated in a method other than GET , HEAD ,and POST orisinitiated by using POST witha
data type other than application/x-www—form-urlencoded , multipart/form-data ,and
text/plain ,suchas application/xml oOr text/xml .

« A custom request header is used.

Access—Control-Max-Age is measured in seconds. Here, the configuration sample Access-Control-Max-
Age: 1728000 indicates that no more preflight requests will be sent for the cross-domain access to this resource
within 1,728,000 seconds (20 days).
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Access-Control-Expose-Headers

Access—-Control-Expose-Headers specifies which headers can be accessed when a cross-region request is

initiated. By default, the following six types of headers can be exposed to the client:

» Cache-Control

» Content-Language
» Content-Type

» Expires

» Last-Modified

e Pragma

If you want the client to access other header information, you can set as follows (separate multiple headers with ; ):

Access—-Control-Expose—Headers: Content-Length, QCloud-DSA-MyCustom-HeaderY

Then, the server will allow requests to contain the Content-Length and QCloud-DSA-MyCustom-HeaderY
fields.

Custom header

ECDN allows you to add custom headers as needed.

The following fields cannot be added currently:

Date

Expires
Content-Type
Content-Encoding
Content-Length
Transfer-Encoding
Cache-Control
If-Modified-Since
Last-Modified
Connection
Content—-Range
ETag
Accept—-Ranges

Age
Authentication-Info
Proxy—-Authenticate
Retry-After
Set—-Cookie

Vary
WWW-Authenticate
Content-Location
Content-MD5
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Content-Range
Meter
Allow

Error

Configuration process

1. Log in to the ECDN Console and click Domain Management on the left sidebar. On the management page, click
Manage on the right of the target domain name to enter the domain management page.
2. Click Advanced Configuration and click Add HTTP Header in the HTTP Header Configuration module.

Basic Information Cache Configuration Access Configuration Advanced Configuration

HTTPS Configuration

HTTPS provides identity verification for network server, in order to protect the privacy and integrity of data exchange.How to set HTTPS? [4

You have not set HTTPS
HTTP Header Configuration

The configuration of HTTP Header may affect the responses from client programs (browser)How to set the HTTP Header? [4

Add HTTP Header

3. In the pop-up window, select the HTTP header to be added and enter the corresponding value. You can click Add

Parameter to add more header fields. Click OK to submit the settings.

Modify HTTP Header X

Parameter Value Operation

Access-Control-Allow-Origin v

Add Parameter +
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4. The configuration will take effect in about 5 minutes. In the table at the bottom, you can view the added HTTP
headers. You can click Modify or Delete on the right of a header to perform the corresponding operation as

needed.

HTTP Header Configuration

The configuration of HTTP Header may affect the responses from client programs (browser)How to set the HTTP Header? [4
Add HTTP Header

Header Parameter Settings Operation

|Access-Control-AlIow—Origin * Modify Delete I

5. You can click Add HTTP Header to add more HTTP headers, each of which can be added only once.
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HTTPS Setting

Last updated : 2021-08-05 12:26:43

Configuration Description

HTTPS refers to Hypertext Transfer Protocol Secure, which is a security protocol that encrypts and transfers data
based on the HTTP protocol to ensure the security of data transfer. When configuring HTTPS, you need to provide a
certificate for the domain name and deploy it on all ECDN nodes to implement encrypted data transfer across the

network.

Note :

» Your domain name should have been connected to ECDN, and the status should be deploying or

activated.
« If your application has been migrated to the CDN console, you can go to the console for operation by

referring to Content Delivery Network.

Adding Configuration

Selecting domain name

1. Log in to the ECDN Console and click Domain Management on the left sidebar to enter the management page.

2. From the list, choose the domain name to configure, click Manage to enter your domain details, then select
Advanced Configuration.

3. Touse HTTPS, you need to deploy the domain name certificate first. Click Go to Settings to enter the certificate
configuration page.
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Basic Information Cache Configuration Access Configuration | Advanced Configuration I

HTTPS Configuration

HTTPS provides identity verification for network server, in order to protect the privacy and integrity of data exchange.How to set HTTPS? [4

You have not set HTTPS

Go to Settings

Configuring certificate

On the certificate configuration page, your domain name can be configured with your certificate or a certificate hosted

by Tencent Cloud. For more details, please refer to Certificate Management.

©2013-2022 Tencent Cloud. All rights reserved. Page 33 of 90


https://www.tencentcloud.com/document/product/570/10366

&2 Tencent Cloud

Enterprise Content Delivery Network

Select a Certificate

Certificate o Self-owned Certificate Tencent Cloud-hosted Certificate
Source

Certificate

Content

View Sample [4

Private Key
Content
View Sample [4
Remark
(optional)
Modifying Configuration

e Enabling HTTP2.0:

To use HTTP2.0 for your configured domain name, enable it on the advanced configuration page.

« Enabling force HTTPS redirection:

To force any HTTP request to redirect to HTTPS, enable it for your configured domain name.

You can also specify the status code to redirect, either 301 or 302 (default).
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» Modifying certificates and redirection:
To modify your certificate or redirection for your configured domain name, click Go to Configuration to enter the

certificate management page.

HTTPS Configuration

HTTPS provides identity verification for network server, in order to protect the privacy and integrity of data exchange.How to set HTTPS? [2

HTTP 2.0 Enabled (I

Forced Redirect to HTTPS 302Redirect Edit »*

«©

Certificate Source Certificate Remark Expiry Time Origin-pull Method Certificate Status Operation

Self-owned Certificate - 2020-10-22 20:00:00 HTTPOrigin-pull Deployed successfully Go to Configuration [2
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Alarm Monitoring Configuration

Last updated : 2021-08-05 12:46:34

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Description of Connecting ECDN to Cloud Monitor

ECDN has been connected to Tencent Cloud Monitor. The following alarming metrics are supported in the current

version:
1-Minute 5-Minute
Alarmin Alarmin
Category Metric 9 g
Granularity Granularity
Supported Supported
Total number of requests Yes Yes
Access Access bandwidth Yes Yes
traffic
metrics Access traffic (upstream) Yes Yes
Access traffic (downstream) Yes Yes
Total number of origin-pulls Yes Yes
Origin-pull Number of failed origin-pull Yes Yes
traffic

metrics Origin-pull failure rate Yes Yes
Origin-pull bandwidth Yes Yes

Access
performance Average response time Yes Yes

metrics
Status code Number of 200, 206, 2XX, etc. status code occurrences and Yes Yes

metrics their ratio

Number of 302, 304, 3XX, etc. status code occurrences and Yes Yes
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their ratio

Number of 401, 403, 404, 416, 4XX, etc. status code

. ) Yes Yes
occurrences and their ratio

Number of 500, 502, 5XX, etc. status code occurrences and

. ) Yes Yes
their ratio

Note :

» You can activate and use Cloud Monitor free of charge.

» The system sends alarm messages through email, WeChat, and callback APls free of charge, and you can
enjoy a free tier of SMS alarm messages every month.

« If the monthly free tier of SMS alarm messages is exceeded, you need to purchase a higher tier for receiving
more alarm messages through SMS.

« Alarm data is collected and reported in real time and may have certain deviation, as the data is delayed for
about 5 minutes.

» Alarm data monitoring can be used only to assist in operation and cannot be used as the basis for billing or
SLA.

Monitoring Configuration Entry
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Log in to the Cloud Monitor Console and click Alarm Policy on the left sidebar to enter the management page.

Alarm M}' Alarm Policy Usa Guids

Poiizy Narme - " ProductTyps v Pieass select -

Alarm Dtyject w Usarr Gires Usar groug Ploase salect v Claar filter

The aliarm lernplate function is available now and Supponts the Multipls use and unified modification of rgger conditions. Please go lo Trigger Cordition Templale to configune. Details
Alarrna are staried and sloppad for starm policies. Alarm polcy can be masked in policy dimansicns snd inetance dimensons. Clek 1o view Alsrm On-0F Docurment

Policy Hams Trigper Condithon Project T Policy Type Enabbed/instan. .. Larsl Modified 3 Adarm Chanmel Almrm Cin- O Cparation
) Fecaner group:! .
PrivateBandwidi.. . - R . 100000524047 Frephcation
Py . DEFAULT PROJ...  Cloud Vinual M&...  0/D 2000043 11, V000000 - 6O -
Fieboa ChannatEmal. S0
o ~ 2 " - - Recaner graup:! .
an-policy-irsGroug _Mum:r DEFALLTPROJ...  Cloud Virual Ms... u1:l-f..| —_— 7ﬁf:f:u;_3  vaisyoo0000- () Pipsat
Channe:Ermai. 5P
M COoCne CPULSIESNEN >0 e T PRIO Cioud Virual M., 040 I ?:;rywwvl:o:c: > A
CGusstRabeaot, n, : i 20200410 18:3... ['Ih:ma.w:l-m.ﬂ. i Dielnte
Adding Alarm
The steps for adding an alarm policy are as follows:
1. Enter the policy name and remarks and select the ECDN alarm policy type.
Policy Name 1-20 Chinese, English chars or underlines
Remarks 1-100 Chinese and English characters or underlines
Policy Type Cloud Virtual Machine v
Project DEFAULT PROJECT v | ) Existing: 38 item(s) and you can also create 262 policies
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2. Select the alarm object.

Alarm Object All Objects

o Select some objects(0 selected)

Select instance group Create instance group

Region: Beijing Project: DEFAULT PROJECT Q

ID/Name Network Type IP
3. Set the alarm trigger condition. Multiple conditions can be set at a time.
Trigger Condition
Trigger Condition Template  Add Trigger Condition Template
o Configure trigger conditions
Indicator alarm

Meet  Any v  conditions, the alarm will be triggered

if  CPUUtilization v Measurement Pe v > v 0 % Continuous1 v  then
Add

Alarm occurs every 1 v ®
Event Alarm(®)

DiskReadonly

Add
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4. Set the alarm recipient, alarm time period, and alarm method.

Alarm Channel IRecipient Object Recipient Group ¥ Q Add Recipient Group
User Group Name User Name
izzie izzie
coswang chen-test
Il Not set
88888 chen-test
9999 cym-inter-test, chen-test. toto. xiaowei. anitaxcli_wx. v_chengming
Valid Period 00:00:00 to 23:59:59
Receiving Channel Email SMS Phone

5. Set the alarm callback API.

Port Callback http v v

(optional) Input the URL that can be accessed by the public network as the callback API address (domain name or IP[:port][/path]), and the cloud monitor will push the alarm
information to this address in time.

The callback domain name takes effect after verification. Please return the following code in the Response Body.@

Bl it

Complete

6. Click Complete to submit the settings.

Viewing Alarm

©2013-2022 Tencent Cloud. All rights reserved. Page 40 of 90



@ Tencent Cloud Enterprise Content Delivery Network

On the historical alarm page in Cloud Monitor, you can view the list of alarm details.

Alarm List

Alarm
Configuration

Trigger Condition
Template

Other Alarm Policies

For more information on how to configure alarm policies, please see Creating Alarm Policies.
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Origin-Pull Management
Advanced Origin-Pull Policies

Last updated : 2021-08-05 12:51:05

ECDN supports the following advanced origin-pull policies:

« Optimal origin-pull

The best-performing origin server is selected for origin-pull based on the detection result.
+ Weighted origin-pull

Requests are assigned by weight for origin-pull based on the detection result.
« Primary/secondary origin-pull

Your primary origin server is always a preferential option. The secondary works only if the primary is exceptional.

You can select one that is appropriate for your business needs.

Note :

The default policy for ECDN is optimal origin-pull.

The origin type can be set to origin IP or origin domain when you use any one of three origin-pull policies.

« The actual weight for weighted origin-pull may be slightly different from the set as your requests are being
taken care of.

« In a primary/secondary origin-pull, the secondary will be automatically triggered by a status code of 400-599

(except for 416) from the primary.

« If your application has been migrated to the CDN console, you can go to the console for operation by
referring to Content Delivery Network.

Adding Advanced Origin-Pull Policy

1. Optimal origin-pull
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Optimal origin-pull is set as the default policy of the platform.

ECDN & Create Distribution

Overview

Domain Name Configuration(d)
Domain Name

Management

Add Acceleration
Domain Name

Statistics

Cache Purge

Add
Certificate
Management Note: the origin servers of all added domain names should be exactly the same
Log Management .
Project Default Project v
Origin Server Type o Origin Server IP Origin Server Domain
Origin-pull Policy o Optimal Origin-pull Weighted Origin-pull Primary/Secondary Origin-pull
Origin-pull Address
Origin-pull Protocol HTTP -

Note :
You cannot use the same domain name for your origin and acceleration if you set the origin type to origin

domain.

2. Weighted origin-pull
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You can assign weights for different origin servers based on their loading capabilities.

ECDN &  Create Distribution

Overview

Domain Name Configuration(®)
Domain Name

Management

Add Acceleration
Domain Name

Statistics

Cache Purge

Add
Certificate
Management Note: the origin servers of all added domain names should be exactly the same
-9 Management Project Default Project v
Origin Server Type o Origin Server IP Origin Server Domain
Origin-pull Policy Optimal Origin-pull o Weighted Origin-pull Primary/Secondary Origin-pull
Origin-pull Address
Add
Origin-pull Protocol HTTP v

Note :

« A weight ranges from 0 to 100 (all zeros not allowed), and the system calculates the origin-pull ratio of
different origin servers based on their weights.

» Upto 32 origin IP addresses or domain names can be configured. A mix of two types is not accepted.

« If you want to allow the list of ECDN intermediate node IPs, you can obtain the node information with this API
ecdn.tencentcloudapi.com. To ensure origin-pull success, please access the latest node information and

update your whitelist within 7 days after release.

3. Primary/secondary origin-pull
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You can use this feature if you want to implement origin-pull based on a primary/secondary architecture.

ECDN & Create Distribution

Overview

Domain Name Configuration(®)
Domain Name

Management

Add Acceleration
Domain Name

Statistics

Cache Purge

Add
Certificate
Management Note: the origin servers of all added domain names should be exactly the same
Log Management :
Project Default Project v
Origin Server Type o Origin Server IP Origin Server Domain
Origin-pull Policy Optimal Origin-pull Weighted Origin-pull o Primary/Secondary Origin-pull
Primary Origin Server
Address
Secondary Origin

Server Address

Modifying Advanced Origin-Pull Policy

After adding a domain name, you can modify advanced origin-pull policies on the domain management page in the
following steps:

Step 1. Log in to the ECDN Console, click Domain Management on the sidebar, and click Manage.
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ECDN D in Name M. t

Overview
@ If you add or disable a domain name, the system will deploy relevant configuration for the domain name on the backend. The configuration takes about 5 minutes to take effect.

Domain Name

Management
Create Distribution Furys v Q
Statistics
Domain Name Status T CNAME ¥ Acceleration Region ¥ Operation
Cache Purge
1ot A

Certificate com © Enabled dns...  Default Project Mainland China > Manage |Close More ¥
Management
Log Management . . .

com @ Enabled dn... Default Project Mainland China Manage Close More ¥

Step 2. On the Basic Info page, you can view the origin server configuration information. Click Modify to enter the

editing page.

Basic Information Cache Configuration Access Configuration Advanced Configuration

Basic Information

Domain Name 1.com

CNAME l.com
Project Default Project Modify »*

Acceleration Region Mainland China Modify 4

Time Created 2020-04-23 21:26:23

Origin Server Informationl Modify »*

Origin Server Type IP Origin

Origin-pull Policy Optimal Origin-pull

Origin-pull Protocol HTTPS

Origin Server Address

Secondary Origin Server -
Address

Origin-pull Configuration

Origin Domain Modify »*
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Step 3. In the pop-up window, you can adjust the origin server configuration as needed. For more information, please

see Adding Advanced Origin-Pull Policy.

Modify Origin Server Configuration X
Origin Server Type o Origin Server IP Origin Server Domain
Origin-pull Policy o Optimal Origin-pull Weighted Origin-pull Primary/Secondary Origin-pull

Origin-pull Address

Origin-pull Protocol HTTPS -

Yes Cancel

Note :

» The origin server configuration takes 5-30 minutes to be distributed and take effect.

» When adding an origin server address, please make sure that the origin server has been enabled for
service; otherwise, some requests may fail after the switch.

» Before deleting an origin server address, delete the origin server configuration on the ECDN platform first

and then disable the origin server service so as to reduce the risks of origin server switch.
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Permission Management
Console Permission Description

Last updated : 2020-04-28 14:50:48

Cloud Access Management (CAM) is a web-based service that helps you securely manage access permissions,
resources, and usage permissions for your Tencent Cloud account. With CAM, you can create, manage, and
terminate users (groups), and control the Tencent Cloud resources that can be used by the specified user through

identity and policy management. For more information, please see User Guide.

ECDN supports resource-level authorization. By specifyingthe Action and Resource 1o create a custom
policy, you can directly call APIs to perform operations on resources such as acceleration domain names. This

document describes the mappings between console features and Action .

Overview
Feature Module Authorized Action Remarks
The total
number of
hori
My service - Connected , ) aut o.rlzed
. DescribeDomains domain
domain names .
names will
be
displayed
The
. access
My service data of
o Total number of a )
. authorized
requests in the current .
domain
month D ibeEcdnStatisti i
. Total traffic in the escribeEcdnStatistics names in
the
current month ;
. Average bandwidth in current -
month will
the current month
be
displayed

©2013-2022 Tencent Cloud. All rights reserved. Page 48 of 90


https://www.tencentcloud.com/document/product/598/17848

&2 Tencent Cloud

Feature Module

Today's data

Request trend in the
current month

Authorized Action

DescribeEcdnStatistics

DescribeEcdnStatistics

Domain Management

Feature Module

Domain name list and

query

Adding domain name

Deactivating ECDN
Activating ECDN

Deleting domain
name

Authorized Action

DescribeDomains

AddEcdnDomain
StopEcdnDomain

StartEcdnDomain

DeleteEcdnDomain
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Remarks

Today's
access
data of
authorized
domain
names will
be
displayed

The trend
curve of
requests
in the
current
month will
be
displayed

Remarks

Basic configuration items of a

domain name can be queried or

displayed

To get all detailed configuration

items,
DescribeDomainsConfig

should be authorized
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Feature Module

Modifying domain
name project

Domain name
configuration
management

Authorized Action

UpdateDomainConfig

UpdateDomainConfig
DescribeDomainsConfig

Statistical Analysis

Feature Module

Usage statistics

Status code statistics

Cache Purge

Feature Module

Submitting URLSs for purge

Submitting directories for

purge

Authorized Action

DescribeEcdnDomainStatistics
DescribeEcdnStatistics

DescribeEcdnStatistics

Authorized Action

PurgeUrlsCache

PurgePathCache
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Remarks

The domain name project is in
the domain name configuration
All configuration items of a
domain name can be modified
after authorization

All configuration items of a
domain name can be
viewed/modified after
authorization

Remarks

All access
data metrics
under a
domain
name can be
queried after
authorization

All status
code metrics
under a
domain
name can be
queried after
authorization
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Feature Module

Querying purge records

Authorized Action

DescribePurgeTasks

Certificate Management

Feature Module

Querying certificate list

Configuring certificate

Batch configuring
certificates

Log Service

Feature Module

Querying log download link

Authorized Action

DescribeDomainsConfig

UpdateDomainConfig

UpdateDomainsHttps

Authorized Action

DescribeEcdnDomainLogs
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Remarks

All
configuration
items of a
domain
name can be
viewed after
authorization

All
configuration
items of a
domain
name can be
modified
after
authorization

Itis used to
configure
certificates
in batches
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Creating Policies

Last updated : 2021-08-12 10:25:13

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

To make it easier for you to configure domain name queries and manage permissions in a more refined manner, the
ECDN permission policies have been completely upgraded, so that you can grant permissions at the domain name

level through custom policy statements.

1. Log in to the CAM Console and click Policies to enter the policy management page. Click Create Custom Policy:
Policies Al Policies ¥

@ Bind users or user groups with the policy to assign them related permissions.

Create Custom Policy C up by p D Q

AN

7\ Policy Name Description Service Type Y Operation
AdministratorAccess This policy allows you to manage all users under your account and t... - Bind User/Group
ReadOnlyAccess This policy authorizes you with the read-only access to all cloud ass... - Bind User/Group
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2. Select Create by Policy Generator:

Select a method to create policy

Q

<>

Create by policy generator
Select services and operations from the list to automatically
generate policy syntax

Create by Policy Syntax

Compile policy syntax to create related policy

Authorize by tag
Resources that have certain type of tag attribute are quickly
authorized to users and user groups

Enterprise Content Delivery Network

3. Select ECDN in the product drop-down list and select features to be authorized. If you want to grant full read/write

permission, check All to select all services. For mappings between features and console elements, please see

©2013-2022 Tencent Cloud. All rights reserved.
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Console Permission Description.

Cloud Access <«
Management

Create by policy generator

Dashboard

o Select service and operation
Users

User Groups

Effect o Allow Reject
Policies
Service i "
Roles Enterprise Content Delivery Ne' v
LSS Action  gelect Action (22 in total) Selected (0)
Access Key Q
Action Name Description
Action Name Description
AddEcdnDomain Add domain
CheckDomainCertificate Check if the certificate has expired
CheckEcdnDomain Check whether the domain name is filed
DeleteEcdnDomain Delete domain
DescribeDomains Describe domains* basic information
DescribeDomainsConfig Describe domains‘ specific config

4. Enter the domain name that needs to be authorized as the "resource” in the format of
gcs::ecdn::uin/xxxxxxxxxx:domain/xxx.com , Where you should replace xxxxxxxxxx With your
account ID, and xxx.com with the domain name you will authorize. You can directly enter * to represent all
domain names. After the configuration is complete, click Add Statement and Next to create a policy. Then

associate the created policy with existing users/user groups for further authorization:

Resource * Note [2

Condition 0 conditions
Effect Service Operation Resource Description Operation
Allow Enterprise Content Delivery Network * * Delete
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Note :
Due to product upgrade and rename, the DSA custom policy you configured needs to be modified. Click Edit
on the policy details page, change “dsa” to “ecdn” in the policy statement, and map the original DSA

permission policy to the ECDN permission policy.

LB L} am = 2]
I = . u EEEE . =

=N a
u v

D policygen-20200313121328

= -
o«
1 H
2 “version": '2.0",
3 "statement": [
4 {
5 "effect": "allow",
6 "action": [
:
8 1,
9 "resource": [
10 !t
11 1
12 }
13 1
14
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Statistical Analysis
Statistics Overview

Last updated : 2020-04-28 14:50:53

ECDN provides the following data analysis and query tools to give you a comprehensive view of user access to your

business resources:

Statistics Type Description

You can view statistics of access to domain names and projects, including
the number of requests, access traffic, and response time

Access statistics

Status code statistics You can view the statistics of status codes of the acceleration service
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Access Statistics

Last updated : 2021-06-25 11:15:36

ECDN usage statistics allow you to query historical statistics and monitoring data. You can view metrics such as the
number of requests, access traffic, and response time.
You can log in to the ECDN Console, then click Statistics on the left sidebar to enter the Usage Statistics page and

try out this feature.

Query Filters

» Period: queries data in the last 12 calendar months with a maximum time span of 31 days.
» Project: queries usage by project.
« Domain Name: queries usage of the specified domain name.
» Granularity: indicates an interval in which you query data and is subject to the selected period.
i. For a 1-day period, you can query data at a granularity of 5 minutes, 15 minutes, 30 minutes, 1 hour, 2 hours, 4
hours, or 24 hours.
ii. For a period of 2-3 days, you can query data at a granularity of 15 minutes, 30 minutes, 1 hour, 2 hours, or 4
hours.
iii. For a period of 4-7 days, you can query data at a granularity of 30 minutes, 1 hour, 2 hours, or 4 hours.
iv. For a period of 8-30 days, you can query data at a granularity of 1 hour, 2 hours, 4 hours or 24 hours.

» Region: queries usage by geographic area (regions within Mainland China or outside, or global regions).

Query Filter

Period = 2021-06-22 ~ 2021-06-22 [T Region | Al -

Project | Select All v Domain Name | Select All - Time Interval | 5 minute(s) -

Usage Data Display

The usage data is displayed in three statistics modules:

« Data overview: displays the total usage.
» Monitoring details: displays detailed historical usage in curves.

» Domain name statistics: displays usage of each domain name in a list.
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Query profile
As shown below, the query profile page displays statistics by account. You can quickly view the total usage in the
specified query period.
Result Overview
Total Requests Peak Bandwidth Average Response Time
0 O Bps 0 ms

Access statistics

The access statistics section displays curves of historical monitoring data. You can view data of metrics in different

categories.

» All domain names that were connected in the last 30 days, including deleted ones, will be included in the All
Domain Names drop-down list.

» The real-time monitoring data you query will have a near 5-minute lag. If you run a query at 14:26:00, you will get
the 00:00:00-14:21:00 data.

» Monitoring data is tracked over a time interval. For a 5-minute interval, a query start at 10:00:00-10:04:59 will start
at the 10:00:00 sample point.

« [f the time you query is longer than that of domain name connection, you will only get the connection statistics rather
than those unconnected or deleted.

» To query monitoring data of multiple domain names or metrics, you can use the DescribeEcdnStatistics API.
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Access Statistics

Number of Requests Access Traffic

125

Response Time monitor/index:

100

75

25

03-26 03-28 03-30 04-01 04-03 04-05 04-07 04-09 04-11

Enterprise Content Delivery Network

.

04-13 04-15 04-17 04-19 04-21 04-23

I -0~ Total Requests -~ Dynamic Requests

Static Requestsl curyvellabel

Domain name statistics

As shown below, the list of domain name statistics displays the usage details. You can sort different metrics to view

the data.

Domain Name Statistics

Domain Name ¥ Total Requests ¥+ Dynamic Requests $

com 142 23 116

©2013-2022 Tencent Cloud. All rights reserved.

Static Requests $

Bandwidth ¢ Average Response ... ¥

6.33Kbps 1155ms
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Status Code Statistics

Last updated : 2021-06-25 11:17:49

ECDN status code statistics allow you to query monitoring data of status codes. You can log in to the ECDN Console,

then click Statistics on the left sidebar to enter the Status Code Statistics page and try out this feature.

Query Filters

» Period: queries data in the last 12 calendar months with a maximum time span of 31 days.
» Project: queries usage by project.
« Domain Name: queries usage of the specified domain name.
« Granularity: indicates an interval in which you query data and is subject to the selected period.
i. For a 1-day period, you can query data at a granularity of 5 minutes, 15 minutes, 30 minutes, 1 hour, 2 hours, 4
hours, or 24 hours.
ii. For a period of 2-3 days, you can query data at a granularity of 15 minutes, 30 minutes, 1 hour, 2 hours, or 4
hours.
iii. For a period of 4-7 days, you can query data at a granularity of 30 minutes, 1 hour, 2 hours, or 4 hours.
iv. For a period of 8-30 days, you can query data at a granularity of 1 hour, 2 hours, 4 hours or 24 hours.

» Region: queries usage by geographic area (regions within Mainland China or outside, or global regions).

Query Filter

Period | 2021-06-22 ~2021-06-22  [3] Region | Al -

Project | Select All - Domain Name | Select All - Time Interval | 5 minute(s) -

Status Code Data Display

Status code data is displayed in a pie chart and a trend curve. All data can be exported.

« All domain names that were connected in the last 30 days, including deleted ones, will be included in the All
Domain Names drop-down list.

« The real-time monitoring data you query will have a near 5-minute lag. If you run a query at 14:26:00, you will get
the 00:00:00-14:21:00 data.
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» Monitoring data is tracked over a time interval. For a 5-minute interval, a query start at 10:00:00-10:04:59 will start
at the 10:00:00 sample point.

« If the time you query is longer than that of domain name connection, you will only get the connection statistics rather
than those unconnected or deleted.

» To query monitoring data of multiple domain names or metrics, you can use the DescribeEcdnStatistics APL.

Status Code Distribution Status Code Trend

2xx 3xx 4xx 5xx Others

Code:404: Quantity:7Proportion: 15.2%

5
A T Code:0: Quantity:25Proportion: 54.3%
Zode:400: Quantity:14Proportion: 30.4% — 4

1
Mo 400 404 ll

8- 400 -+ 401 403 404 -¥ 405 -e- 416

Status Code Description

<tr>

<td>533</td>

<td>ECDN edge or relay transfer fails, read times out, or connection establishmen
t fails.</td>

<td>Please<a href="https://console.tencentcloud.com/workorder/category"> submit a

ticket </a>for assistance.</td>

Category Status Code Description Solution
A 2XX status
Th
200 e access codo
succeeds.
oXX .ger.lerally
indicates a
206 The access normal
succeeds.

access state.
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3XX 301

302

304

400

401

403

4XX

404

405

416

5XX
500

502

©2013-2022 Tencent Cloud. All rights reserved.

The
accessed
content has
been
permanently
migrated.

The access is
redirected.

The content
to be
accessed has
not changed.

A request
parameter is
incorrect.

The access
request
verification
fails.

Access to the
content is
denied.

The
requested
content
cannot be
found.

The request
method is not
supported.

The range is
invalid.

An internal
server error
occurs.

The server
cannot

A 3XX status
code
generally
indicates a
normal
access state.

A 4XX status
code
generally
indicates that
the client
request is
incorrect or
the
acceleration
service of the
domain
name has
been
disabled.

Please check
whether the
origin server
service is
exceptional;
if not, please

Enterprise Content Delivery Network
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501

513

522

529
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provide
service
currently.

The request
method is not
supported by
the server
and cannot
be
processed.

The ECDN
edge server
is
overloaded,
which is
generally
caused by
user request
surge or CC
attacks.

Internal

HTTP ECDN
connection
establishment
fails, or HTTP
ECDN origin-
pull
connection
establishment
fails.

The domain
name is
newly added,
and the route
configuration
has not taken
effect.

Enterprise Content Delivery Network

submit a
ticket for
assistance.

Please check
the request
method.

Please check
that the
business
request
surge of the
domain
name is
normal.

Please check
that the
origin server
port 80 has
been
opened.

It takes 5-10
minutes for
the platform
to deploy the
configuration.
Please
confirm that
the
configuration
has taken
effect before
switching to
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538

564

Other
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The ping
command is
blocked by
the origin
server, and
the origin-pull
route
information
cannot be
obtained.

HTTPS SSL
handshake
fails, internal
ECDN
transfer fails,
or ECDN
origin-pull
SSL
handshake
fails.

ECDN origin-

pull times out.

Enterprise Content Delivery Network

the CNAME
resolution.

You need to
grant the
ping
permission
on your
ECDN
intermediate
nodes. You
can submit a
ticket to get
the list of IPs
of ECDN
intermediate
nodes.

Please check
that the
origin server
port 443 has
been opened
and SSL
handshake is
normal.

Please check
whether
there are
jitters on the
origin server

egress

network.

The client Generally,

actively itis

closes the caused

connection by a client

during network

response. problem
or active
stop of
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access by
the user.
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Cache Purge

Last updated : 2021-08-05 14:43:55

Feature Overview

ECDN is capable of configuring basic cache. Cache expiration time can be configured according to rules such as
specified business types, directories, and specific URLs to regularly purge resources cached on nodes, pull latest

resources from the origin server and cache them again.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

In addition, ECDN can purge cache for specified URLs or directories in batches:

» Purge URL: Delete the cache of corresponding resources on all ECDN nodes.

o Purge directory: if you select the "Purge Changed Resources" mode, when an end user accesses a resource under
the corresponding directory, the Last-Modify information of the resource will be obtained from the origin-pull.
If it is the same as that of the currently cached resource, the cached resource will be directly returned; otherwise,
the changed resource will be pulled from the origin server and cached again. If you select the "Purge All Resources”
mode, when the user accesses a resource under the corresponding directory, the latest version of the resource will

be directly pulled from the origin server and cached again.

After a purge is successfully executed, the corresponding resource on the node does not have a valid cache. When
the user initiates an access request again, the node will pull the required resource from the origin server and cache it
on the node again. If you submit a large number of purge tasks, many caches will be cleared, resulting in a surge in

origin-pull requests and high pressure on the origin server.

Use Cases

New resource release

After a resource is overwritten by a new one with the same name on the origin server, to prevent users on the entire
network from accessing the legacy version of the resource cached on the node, you can submit a request to purge the

URL/directory for the resource and clear all caches so users can directly access the latest version of the resource.
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lllegal resource cleanup

When illegal resources (such as resources related to pornography, drug, or gambling) are found on your origin server,
they may still be accessible even after you delete them on the origin server because of node cache. To protect your

network environment security, you can delete the cached resources through URL purge for timely cleanup.

Operation Guide

How to use

Log in to the ECDN Console, click Purge and Prefetch on the left sidebar, and submit a Purge URL or Purge
Directory task:

Purge and Prefetch

Purge URL Purge Directory Prefetch URL History

Purge URLs API [4

URL https://examplebucket1-1259222427 file myqcloud.com/test.png

1/1000

Submit and purge
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Purge and Prefetch

Purge URL Purge Directory Prefetch URL History
Purge Directories API [&
URL https://examplebucket1-1259222427 file.myqcloud.com/testPath/
1/20
Choose how to refresh O Refresh changed resources Refresh all resources

Submit and purge

In the History section, you can query tasks by specified time period, keyword, and purge task type. With regard to

keyword, you can only query tasks by specifying a domain name or a complete purged URL/directory:

Purge and Prefetch

Purge URL Purge Directory Prefetch URL History

Select a date 2019-12-11 00:00:00 ~ 2019-12-11 23:59:59 H ®
Search term

Query type o Purge URL Purge Directory Prefetch URL

1
Purge Records Purge Time Status T
https://examplebucket1-1259222427 file.mygcloud.com/test.png 2019-12-11 17:03:58 Purging
Total items: 1 Records per page 10 « 1 /1 page
Precautions

URL purge:

» Upto 10,000 URLs can be purged per day for each account, and up to 1,000 URLs can be submitted for purge at a

time.
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 Youneedtoaddthe http:// or https:// protocolidentifier when submitting a purge task.

« URLsinthe formatof http://*.test.com/ cannotbe purged. Even if you connect a wildcard domain name
to CDN, you need to submit the corresponding sub-domain names for purge.

» When submitting URLs for purge, domain names should have already been connected to CDN; otherwise, the
submission will fail.

» URLs containing Chinese characters cannot be purged.

» By default, URLs will be purged by acceleration regions of domain names in the URLs.

Directory Purge:

» Upto 100 directories can be purged per day per account, and up to 20 directories can be submitted for purge at a
time.

* Youneedtoaddthe http:// or https:// protocolidentifier when submitting a purge task.

o Directories in the format of http://*.test.com/ cannotbe purged. Therefore, even if you connect a
wildcard domain name to CDN, you need to submit the corresponding sub-domain names for purge.

» When submitting URLSs for purge, domain names should have already been connected to CDN; otherwise, the
submission will fail.

» URL directories containing Chinese characters cannot be purged.

Sub-user permissions configuration:

» The operations of directory purge, URL purge, and purge history query must have already been connected to the
latest permission system and support permission configuration at the resource (domain name) level.

« For permission assignment method, please see Permission Configuration.

Use Cases

Directory purge - purge changed resources

The acceleration domain name is purge-test-1251991073.file.myqcloud.com, the origin server is Tencent Cloud

Object Storage (COS), and resources on the origin server are as follows:

examplebucket1-1259222427 / fileTest @ Task completed (succeeded: 2, failed: 0, paused: 0) Documentation Guide [

Upload Files Create Folder v Q Refresh

Object Name Size Storage Class Last Updated Actions

1.txt 2588 Standard Storage 2019-12-11 17:12:12 EUIW?‘UEM Details Extract
elete

Download Details Extract

2.txt 1358 Standard Storage 2019-12-11 17:12:18
Delete
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1. Initiate requests to access resources 1.txt and 2.txt respectively. Nodes to be hit can be determined
based on X-Cache-Lookup: Hit From Disktank3 and Server: NWS_SPMid, resources will be directly returned by

the nodes:
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[root@vM © 14 centos ~]# curl https://examplebucket1-1259222427.file.myqcloud.com/fileTest/1.txt -sv
* About to connect() to examplebucket1-1259222427.file.myqcloud.com port 443 (#8)
Trying 101.69.121.120...
Connected to examplebucket1-1259222427.file.myqcloud.com (101.69.121.128) port 443 (#0)
Initializing NSS with certpath: sql:/etc/pki/nssdb
CAfile: /etc/pki/tls/certs/ca-bundle.crt
capath: none
SSL connection using TLS_ECDHE_RSA WITH AES 128 GCM_SHA256
Server certificate:
subject: CN=*.weixin.qq.com,0=Shenzhen Tencent Computer Systems Company Limited,L=shenzhen,ST=guangdong,C=CN
start date: May 13 ©8:45:29 2019 GMT
expire date: May 13 @8:45:29 2020 GMT
common name: *.welxin.qq.com
issuer: CN=GlobalSign Organization validation CA - SHA256 - G2,0=Globalsign nv-sa,C=BE
GET /fileTest/1.txt HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket1-1259222427.file.myqcloud.com
Accept: */*

HTTP/1.1 200 0K

Date: Wed, 11 Dec 2019 ©9:28:53 GMT

Content-Type: text/plain

Content-Length: 258

Connection: keep-alive

Server: nws_ocmid _hy

Cache-Control: max-age=600

Expires: Wed, 11 Dec 2019 ©9:38:53 GMT
Last-Modified: Wed, 11 Dec 2019 @9:12:12 GMT
X-NWS-UUID-VERIFY: bA45f12ce9711b2c57bla7b35964ac403
X-NWS-LOG-UUID: dafse7fc-38a5-4a35-bf59-2cbf21392855
X-Cache-Lookup: Hit From Disktank3

Accept-Ranges: bytes

X-Daa-Tunnel: hop_count=3

X-Cache-Lookup: Hit From Inner Cluster
X-Cache-Lookup: Hit From Upstream

X-Cache-Lookup: Hit From Inner Cluster

*
*
*
=
*
*
*
e
&
>
>
>
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
*

Connection #0 to host examplebucket1-1259222427.file.myqcloud.com left intact
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[root@vM @ 14 centos ~]# curl https://examplebucket1-1259222427.file.myqcloud.com/fileTest/2.txt -sv
* About to connect() to examplebucket1-1259222427.file.myqcloud.com port 443 (#8)
*  Trying 101.71.72.212...
* Connected to examplebucket1-1259222427.file.myqcloud.com (1€1.71.72.212) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* (CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS ECDHE RSA WITH AES 128 GCM SHA256
Server certificate:
subject: CN=*.weixin.qq.com,0=Shenzhen Tencent Computer Systems Company Limited,L=shenzhen,ST=guangdong,C=CN
start date: May 13 ©8:45:29 2019 GMT
expire date: May 13 ©8:45:29 20820 GMT
common name: *.weixin.gq.com
issuer: CN=GlobalSign Organization Vvalidation CA - SHA256 - G2,0=GlobalSign nv-sa,C=BE
GET /fileTest/2.txt HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket1-1259222427.file.myqcloud.com
Accept: */*

HTTP/1.1 200 OK

Date: Wed, 11 Dec 2019 ©9:24:54 GMT

Content-Type: text/plain

Content-Length: 135

Connection: keep-alive

Server: nws_ocmid hy

Cache-Control: max-age=600

Expires: Wed, 11 Dec 2019 @9:34:54 GMT
Last-Modified: Wed, 11 Dec 2019 ©9:12:18 GMT
X-NWS-UUID-VERIFY: 236746c2d95b242ef561df904c1c9e50
X-NWS-LOG-UUID: 6858ac8e-58d1-4959-a25a-45521dbebfsd
X-Cache-Lookup: Hit From Disktank3

Accept-Ranges: bytes

X-Daa-Tunnel: hop count=2

X-Cache-Lookup: Hit From Inner Cluster
X-Cache-Lookup: Hit From Upstream

*
*
*®
*
*
*
*
>
>
>
>
>
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
*

Connection #@ to host examplebucket1-1259222427.file.myqcloud.com left intact

2. On the origin server, replace 1.txt with a file that has the same name, and the file’s last modified time changes,

while 2.txt staysthe same:
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Basic Information
Object Name

Object Size

Last Modified

ETag

Specified Domain(@

Object Address(®

Temporary Link@)

Basic Information
Object Name:

Object Size

Last Modified

ETag

Specified Domain(@)

Object Address(@)

Temporary Link(®@

3. Initiate requests again. As the cache has not expired, the legacy content of the

accessed:

1ot
2588
2019-12-11 171212

"3f4980383498b548700c 122d56a708ed"

Default CDN Accelerati... ¥

https:/fexamplebucket1-1269222427 file. myqcloud.com/fileTest/1.txt I

I8 Copy Temporary Link 4 Download Objects () Refresh

1t
2408
2018-12-11 17:30:21

"282ba0ab22810e2eb79aab2fcdcaccch”

Default CDN Accelerati... ¥

https:/fexamplebucket1-1269222427 file. myqcloud.com/fileTest/1.bd g

IE Copy Temporary Link  * Download Objects () Refresh

©2013-2022 Tencent Cloud. All rights reserved.

Enterprise Content Delivery Network
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root@vM @ 14 centos ~]# curl https://ekamplebucket1—1259222427.File.mchluud.com/fileTest/l.txt —sv

[
* About to connect() to examplebucket1-1259222427.file.myqcloud.com port 443 (#0)
*  Trying 101.69.121.89...
* connected to examplebucket1-1259222427.file.myqcloud.com (101.69.121.89) port 443 (#9)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* cafile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS ECDHE_RSA WITH_AES 128 GCM SHA256
Server certificate:
subject: CN=*.weixin.qq.com,0=Shenzhen Tencent Computer Systems Company Limited,L=shenzhen,ST=guangdong,C=CN
start date: May 13 ©8:45:29 2019 GMT
expire date: May 13 ©8:45:29 2020 GMT
common name: *.weixin.gq.com
issuer: CN=GlobalSign Organization Validation CA - SHA256 - G2,0=GlobalSign nv-sa,C=BE
GET /fileTest/1.txt HTTP/1.1
User-Agent: curl/7.29.8
Host: examplebucket1-1259222427.file.myqcloud.com
Accept: */*

HTTP/1.1 200 OK

Date: Wed, 11 Dec 2019 ©9:32:36 GMT
Content-Type: text/plain

Content-Length: 258

Connection: keep-alive

Server: NWS TCloud S1

Cache-Control: max-age=600

Expires: Wed, 11 Dec 2019 @9:42:36 GMT
Last-Modified: Wed, 11 Dec 2019 ©9:12:12 GMT
X-NWS-LOG-UUID: c95fbff1-e@7c-4c86-9368-ce@02c157938
X-Cache-Lookup: Hit From Disktank3
Accept-Ranges: bytes

EAAAAAAAAAAAAANYVVVV B B R K K K K

Connection #0@ to host examplebucket1-1259222427.file.myqcloud.com left intact

4. Submit a directory purge task, select Purge Changed Resources, and wait for the purge to complete:

Purge and Prefetch

Purge URL Purge Directory Prefetch URL History

date 2019-12-11 00:00:00 ~ 2019-12-11 235959 [ @

Query type Purge URL O Purge Directory Prefetch URL

|=

Purge Records Purge Time Status T
https://examplebucketl-1259222427 file.myqgcloud.com/fileTest/ 2019-12-1117:35:55 Purging

Total items: 1 Records per page 10 v 1 / 1 page

5. After the purge is completed, because Last-Modified of 1.txt has been changed, the request will be
forwarded to the origin server. As 2.txt has not been changed, even after a directory purge task is submitted, it

will still be hit by nodes and returned:
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[root@M @ 14 centos ~]i# curl https://examplebucket1-1259222427.file.myqcloud.com/fileTest/1.txt -sv
* About to connect() to examplebucket1-1259222427.file.myqcloud.com port 443 (#0)
*  Trying 101.71.72.212...
* Connected to examplebucket1-1259222427.file.myqcloud.com (101.71.72.212) port 443 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
= cafile: Jjetc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS ECDHE RSA WITH AES 128 GCM SHA256
Server certificate:
subject: CN=*.weixin.qq.com,0=Shenzhen Tencent Computer Systems Company Limited,L=shenzhen,ST=guangdong,C=CN
start date: May 13 ©8:45:29 2019 GMT
expire date: May 13 ©8:45:29 2020 GMT
common name: *.weixin.qq.com
issuer: CN=GlobalSign Organization Validation CA - SHA256 - G2,0=GlobalSign nv-sa,C=BE
GET /fileTest/1.txt HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket1-1259222427.file.myqcloud.com
Accept: */*

HTTP/1.1 200 OK

Date: Wed, 11 Dec 2019 ©9:43:10 GMT

Content-Type: text/plain

Content-Length: 254

connection: keep-alive

Server: tencent-cos

Last-Modified: Wed, 11 Dec 2019 @9:48:37 GMT
X-NWS-UUID-VERIFY: 965fe357269927d4fde83e5011335643
Accept-Ranges: bytes

ETag: "ba792676560655b3bbaf4e@9f642c547"
X-cos-request-id: NWRmMGIhMmVFNWIIMjUANjRFM2IINF85NMQ1ZDA—
X-Daa-Tunnel: hop_count=4

X-NWS-10G-UUTD: e1318191-923d-4544-b759-b298b1eT8897
X-Cache-Lookup: Hit From Upstream

X-Cache-Lookup: Hit From Inner Cluster
X-Cache-Lookup: Hit From Upstream

X-Cache-Lookup: Hit From Inner Cluster

*
*
*
*
*
*
*
>
>
>
>
>
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
*

Connection #0 to host examplebucket1-1259222427.file.myqcloud.com left intact
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[root@VM © 14 centos ~]# curl https://examplebucket1-1259222427.file.myqcloud.com/fileTest/2.txt -sv
* About to connect() to examplebucket1-1259222427.file.myqcloud.com port 443 (#0)
Trying 101.69.121.120...
Connected to examplebucket1-1259222427.file.myqcloud.com (101.69.121.120) port 443 (#@)
Initializing NSS with certpath: sql:/etc/pki/nssdb
cafile: /etc/pki/tls/certs/ca-bundle.crt
cApath: none
SSL connection using TLS ECDHE RSA WITH AES 128 GCM SHA256
Server certificate:
subject: CN=*.weixin.qq.com,0=Shenzhen Tencent Computer Systems Company Limited,L=shenzhen,ST=guangdong,C=CN
start date: May 13 @8:45:29 2019 GMT
expire date: May 13 ©8:45:29 20820 GMT
common name: *.weixin.qq.com
issuer: CN=GlobalSign Organization Validation CA - SHA256 - G2,0=GlobalSign nv-sa,C=BE
GET /fileTest/2.txt HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket1-1259222427.file.myqcloud.com
Accept: */*

HTTP/1.1 200 OK

Date: Wed, 11 Dec 2019 ©9:44:24 GMT

Content-Type: text/plain

Content-Length: 135

Connection: keep-alive

Server: nws ocmid hy

Cache-Control: max-age=660

Expires: Wed, 11 Dec 2019 ©9:54:24 GMT
Last-Modified: Wed, 11 Dec 2019 ©9:12:18 GMT
X-NWS-UUID-VERIFY: 77063706e00075a84cdted5t5cAffe3f
X-NWS-LOG-UUID: b639cf12-8f1c-49088-9978-c8f9fe70e494
X-Cache-Lookup: Hit From Disktank3

Accept-Ranges: bytes

X-Daa-Tunnel: hop_count=3

X-Cache-Lookup: Hit From Inner Cluster
X-Cache-Lookup: Hit From Upstream

X-Cache-Lookup: Hit From Inner Cluster

*
*
*
*
*
*
*
>
>
>
>
>
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
*

Connection #@ to host examplebucket1-1259222427.file.myqcloud.com left intact
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Certificate Management

Last updated : 2021-08-05 14:52:52

You can configure HTTPS certificates for domain names connected to ECDN. ECDN supports configuration of

existing certificates or certificates hosted or issued in the SSL Certificates Service Console.

Note :

If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Certificate Management List

Log in to the ECDN Console and click Certificate Management on the left sidebar to enter the list page where you

can:

» View basic HTTPS configuration information of domain names, such as certificate source, expiration time, origin-
pull method, and deployment status.

» Deploy certificates by domain name. For detailed directions, please see Configuring Certificate below.

» Deploy domain name certificates in batches. For detailed directions, please see Batch Deployment below.

» Edit or delete HTTPS configuration.

Certificate Management

@ ¢ All certificates deployed on ECDN nodes are managed in a centralized manner. For security concerns, your certificates are not stored in Tencent Cloud but directly deployed to all ECDN nodes.

* If you have not obtained any certificate yet, you can apply for a trial in Tencent Cloud SSL Certificates [4 . Free certificates for the trial are from TrustAsia®.

Configure Certificate Batch Deploy m Q

Domain Name Certificate Remark Certificate Source Expiry Time Origin-pull Method Certificate Status Operation

Configuring Certificate

On the domain management page, click Configure Certificate to enter the management page and deploy a
certificate in the following steps:

1. Select a domain name
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2. Associate the domain name with the certificate

3. Submit for deployment
Selecting domain name

In the Domain Name drop-down list, select the domain name for which to configure a certificate.

Note :
The domain name should already have been connected to ECDN, and the domain name status should be

activated. Certificates cannot be configured for deactivated or deploying domain names.

& Certificate Configuration

@ Please make sure that the deployed certificate has been connected to Tencent Cloud ECDN, and its status is "Activated”.

Please select the domain name for certificate configuration

Domain

ot = g Ll e v
Name:

Associating domain name with certificate

After selecting a domain name, you need to configure it with a certificate. ECDN supports configuration of private and
Tencent Cloud-hosted certificates. You can choose an appropriate certificate based on your selected domain name.

Directions for configuring these two types of certificates are detailed as below:

Certificate Source Type Configuration Steps Remarks

The
certificate
content must
be in PEM
format. For

You need to paste certificate content and private key content more

into the text box and add remarks for certificate identification. information,
please see
Private
Certificate
Configuration
Guide.

Private certificate
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Certificate Source Type Configuration Steps
Tencent Cloud-hosted You can select an appropriate Tencent Cloud-hosted certificate
certificate in the certificate drop-down list.

©2013-2022 Tencent Cloud. All rights reserved.

Remarks

You can log
in to the SSL
Certificates
Service
Console to
apply for a
certificate
free of
charge or
host a
private
certificate in
Tencent
Cloud.
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Select a Certificate

Certificate o Self-owned Certificate Tencent Cloud-hosted Certificate
Source

Certificate
Content

View Sample [2

Private Key
Content

View Sample [2

Remark
(optional)

Submitting for deployment

Click Deploy to submit the task. You can view the certificate deployment status on the Certificate Management
page.

» When a domain name certificate is added or deleted, the certificate status will be displayed as deploying, and the
deployment usually takes 5 minutes to take effect. You can click Refresh to view the certificate deployment status.
» The domain name certificate deployment features seamless overwriting; therefore, modification of domain name

certificate configuration will not cause any disruption to your business.
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Batch Deployment

If your submitted certificate is associated with multiple acceleration domain names, you can manage their certificate

configurations in a unified manner through batch deployment in the following steps:

1. Select a certificate
2. Associate domain names

3. Submit for deployment

Selecting certificate

You can select a multi-domain name certificate or wildcard certificate when using batch deployment. For detailed

directions, please see Certificate Configuration Steps.
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Select a Certificate

Certificate o Self-owned Certificate

Source

Certificate
Content

View Sample [2

Private Key
Content

View Sample [2

Remark
(optional)

Associating domain names

Enterprise Content Delivery Network

Tencent Cloud-hosted Certificate

After a certificate is selected, the system will automatically associate the certificate domain name with an ECDN

acceleration domain name. You can also filter domain name certificates by their deployment status to quickly select

domain names that need to be configured with the certificate.

©2013-2022 Tencent Cloud. All rights reserved.
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Certificate Domain Name

Certificate A EE

Domain Name
° ‘JI- L B |

Select domain names to associate

Assaociated
Domain Name

Type

All Domain Names

Domain Name
ol N S AL
ol ol o B B TR/

ek

Submitting for deployment

Certificate Status

Normal

Normal

Enterprise Content Delivery Network

Expiry Time

2020-10-22 20:00:00

2020-10-22 20:00:00

After the configuration is completed, click submit to submit it. You can go to the certificate management list to view

the certificate configuration status.

» When a domain name certificate is added or deleted, the certificate status will be displayed as deploying, and the

deployment usually takes 5 minutes to take effect. You can click Refresh to refresh the certificate deployment

status.

» The domain name certificate deployment features seamless overwriting; therefore, modification of domain name

certificate configuration will not cause any disruption to your business.

Private Certificate Management Description

Certificate and private key

1. If you need to configure your domain name with an existing certificate, please read this section. If you need to

configure a certificate hosted or issued in the SSL Certificates Service Console, you can skip this step and directly

view the certificate configuration process below.

©2013-2022 Tencent Cloud. All rights reserved.
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The certificates provided by CAs include the following types, of which Nginx is used by ECDN.

Apache 2017/8/9 10:46
15 10:46
Nginx 2017/8/9 10:46
Tomcat 2017/8/9 10:46

2. Go to the Nginx folder and open ".crt" (certificate) and ".key" (private key) files with a text editor to view the content

of the certificate and private key in PEM format.

1 2017/8/7
2 Jeey 2017/8/7

3. Certificate description

©2013-2022 Tencent Cloud. All rights reserved.

o Common certificate extensions include ".pem", ".crt", and ".cer". Open the certificate file in a text editor and you

can see content similar to the one shown below.
A .pem certificate begins with "----- BEGIN CERTIFICATE-----" and ends with "----- END CERTIFICATE-----".

Every line in between contains 64 characters, while the last line may have less than 64 characters.

MIIE+TCCA+GgAwIBAQIOQUIBGHIX4Ks10TWls2A2kr TANEgkghki GOwdBAQUFADCE
+TELMAKGATUEBhMCVVMxFzAVEgNVBACTD1Z 1 eml TaWdul CBJbmMuMR 8wHOQYDVOQL
ExZWD{]pl21nbiBUecnVzdCBOZXR3b3 I rMTswOQYDVQQLEz U JtcyBvZiBlc2lg
YXQgaHRBcHMELy93d3cudmVyaXNpZ24uY 29t L 3 IwY SoAYykwOTEVMCOGALUEAXMm
VimVyaVNpZ24g02xhc3MgMyBTZWN1amllgli2VydmVy TENBIC@gRz IwHh cNMT AxMDA4
MDAWMD Awihc NMTM=MDA 3MMLOTUSN  BgM) swCYDVQQ GEwIVUIZETMBEGALUECEMK
V2FzaGluZ3Rvbj EQMA4GATLUE BxQHUZVhdHR s ZTEYMBY GALUE Ch()POW1hemOuLmbv
bSBJbmMuMRowGAYDVQQDFBFpYWOUYW1henOuYX dzLmNvbTCBnzANBglkghki GOw@E
AQEFAADRB jQAwg YkCgYEAIXbOE Gea2dBENGEUWL cEpwyGawEkdLZmGL1r()ZdeeN
FvaF+Z Tm8QwSAdlc2 Gr/RwY Xt poodooe (mbm+- Y micsHmCZ d ruCriVieN/POwE £ gMMZ
X064C jVovINrFS5AuxUE jgtwlyu/ / C3hin0uIVGdg 766 26gg00]5aj4 8R2nBMnV cC
AwEAAaDCAdEwggHNMALGAUd EwQCMAAWCWYDVRBPBAQDAgWgMEL GAL L dHw(:+-MDww
OgAd4oDaGNGhAdHABLYITVLITZWN1anltRzItY3)sLnZ 1 cmlzaWdulmNvbSOTVLIT
ZWN1cmVHML S j comwwRAY DVR@g BD@wlzASBgtghkgBhvh FAQcXAzAgMC g GCCsGAQUF
BwIBFhxodHRwezovl 3d3dy522X)pc21nbi5jb2@venBhMBAGALLCIQOWMBOGC 6
AQUFBwMBBggrBgEFBQcDAjAFBgNVHSMEGDANGBS] PwsRzsBBAGNKZZBI shzgVy10
RzBZ2BggrBgEFBQcBAQRgMGgw]AY IKwYBBOQUHMAGGGGhAdHAGL YWY INWLNZ Lomlz
aWduLmMvbTBABggrBgE FEQcwAoY@aHRAcDovL INWULN1Y3VyZS1HML 1haWEudmVy
aXNpZ24u Y29t LINWULNLY3Vy ZUcylmN1 cjBuBggrBgE FEQcBDARiMGChXgB cMFow
WDEWFg1pbWFnZSOnaWYwITAFMACGBSs0AwIaBBRLa ko lgYMuOBS0)sprEsHiyEF
GDAmFiRodHRWO1 BvbGOnby 527X pc21nbi5 jb2@vdnNsb2 dvMSSnaWYwD(Y JKoZ I
hwcNAQEFBQADggEBALpFBXeG7820sT+GWEEIZzBCVC UK jrs13dWK1dFig30P4y/Bi
ZBYEywB+8zNuYFLUE25Ub/zmvmpe 7p@G76tm)8bRp/4gqldoiSesHIvFg)imksr3I0)
3gaE1aN2BSUTHxGLAANAFAOhYYwwbeEZalxfgBildElodNwzovi]+2L 1 DWGI0GrNI
NM856xjqhJCPxYzkObuuCl 1B4KzuBCThexz /1 EgYV+DiuTxcfAdubwMDSeBrynbn
1giwRk458mCOngH4 1yd P41 X002t 4A/DI1T8ZNct/Qf 1 6%9a2L fFEvcOrF 7BELTBeSY
RPCKx? f cSxRoe(dyGj/dlevmIBF /mSdncl S5vas=
END CERTIFICATE

o If your certificate is issued by an intermediate CA, your certificate file will consist of multiple certificates. In this

case, you need to splice the server certificates and intermediate certificates manually for upload by putting the
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server certificate content before the intermediate certificate content without any blank lines in between. Please

refer to the rules or instructions that came with the certificate.

Note :

= There should be no blank lines between the certificates.

= All certificates are in PEM format.

o A certificate chain from an intermediate CA comes in this format:

4. Private key description
o Common private key extensions include ".pem" and ".key". Open a private key file in a text editor and you will see
a certificate similar to the content as shown below.
= A .pem private key begins with "-----BEGIN RSA PRIVATE KEY-----" and ends with "-----END RSA PRIVATE

KEY-----". Every line in between contains 64 characters, while the last line may have less than 64 characters.
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MIIEpATBAAKCAQEAWZ1SS55ChHE7bmT 8mFykAx(1tKCYulwBiWZwk05+FEbTWHyBK
tTHSFD1uATLGgycrHEGY o YD4DK+kVIHU/OF /pIM 9L LnrE3N34DaVz(dKABATIA
¥wiSgrqF Ml clva2khNEAL +4+NPSCP ) oo9DDrP 7w 7 cl)x 7L bMbBd FZ8858KToluz]
/D@ XyulNoqalePZ KO0njnd57ZEPh jtUpVZuhS3400DDM,/ £13T18aaNYWhrPECD
jNcz@Z6X0GF1rZG/ Ve520GX6rbSdUY pd cfXzNSWMExY g8al L 7UHDHHPTI4AY satd
z5TMPnmE f By ZPUYudT 1 xgMVAov] réDg+50m30IDAQABACIBAGLGBZ /nnFyRHr Fi
LaF&+Wen8ZvNglm@hAMOWIIh1Vpl F174//80vea/EviltulHyBET /2PZQoNVhxe35
cg(93Tx4 24NGpCwlshS FrewfbAYGF Iur 8N0xqBuL@7B AxakKHNemNG 7 dGyol UowRu
S+yXLrpVzH1YkuHBTTS3udd6Te TWL 77 r8dkGi9KSAZOpRa19B 7+ CHK T zmbybs /2
Q6N zHZAY Axwk TYLKGH joleYs111ah 1 AIwICVg Te3+L 202 pI pM7 T+ KOnHC Seswi
15x0h/0T/ujZsyX0P0PalyE2bqy@t080+tGexMA 7o S svBKVRKFW i LUnhfENcgFCD
xghhxkECgYEA+PFENbGeyX1+/Y/UBNM2 fg3+rSCmsj9Bg+3+yZzF5GhggHuDedl
ZXTHr1ouEB1XElarpijVs,WHmFhYSTmeDbdD751+ Ly@BY4cPTRhziFTKEE8ATXMK
605uBliNsgBZBhn1X14 lox2cWIZ0a/HO Yudey(ot PANsMINgpBV7LCOCgYEAwvNT
@f+/jUjt@HoyxChd STAghk4UBod-+hBCOBWCX vSqlz4mRy TaWz FEGE,/ARIMd 2 rhmZ 1
GnlS5Fdfe7uY+]sQFX205]jwTad]l BN 1 ed0Sa/ukRald izVgnYp2alioctulf FVbL
+kf7282IRAGaz SLvGmABhu/GLEbg FU3FlSkwD3ECYBpYKFTT7 IvwnAErME I F2y5S
ICRKb(aB3gP5e/1CgzylnhtaFOUbMxGeuowl AZR@wrz 7X3TZgHEDCY 0l 7mkK3460f
OhGLITycehkbYkAUtq038YO4EKhES,/ TzMzBOF rXiPKg9sBUKQzkIHGSE7ootli+a
REXzuB35EwxT6BwWNNLabpQKBgCETial ClglFteX(yGcNdcRel MncUhKIKCP/ +xn
R3LVLOGMZC FAdqirAjiQWaPkhOBxbp2eHCrb81MFANLROS Lok 70k, JVmTZMC 3upd
EJ/1SWjZKPbw7hCFAeRtPhxyNTI51dETuBUBEQid8111g1 Pgn@p3sE@HpDI&0qZX
aaiMEQKEgQDK2bsnZESy@ZWhGTeud4vziKmFrSkIMGHEpLaTiliwliRhRYWlysZ9
BOIDxnrmwiPalbCtEpKi@zq2 8dg7gxpl sOCav(Rov0BhSHx@yy2 3mOhFRzfDe()7z
NTKhL93HHF1joMMB 1 LHFyGRFEWNr rolSg fBudREUSRNR/ G101 1 Z Xwa=
END RSA PRIVATE KEY

o If your private key begins with "-----BEGIN PRIVATE KEY-----" and ends with "-----END PRIVATE KEY-----", you

are recommended to convert the format by using OpenSSL with the following command:

openssl rsa —-in old_server_key.pem -out new_server_key.pem

Completing certificate chain

When configuring a private certificate, you may encounter a problem where the certificate chain cannot be
completed. In this case, you can paste the CA-issued certificate (in PEM format) after the domain name certificate (in

PEM format) to complete the certificate chain. You can also submit a ticket for assistance.

=] 1 root_bundle.crt \

2 m.crt 2016/11/8 15:07

3 om.key 2016/11/8 15:07

Converting certificate format

Currently, ECDN only supports certificates in PEM format. Certificates in other formats need to be converted to PEM
format first. You are recommended to use OpenSSL to perform the conversion. The following shows how to convert

several common formats to PEM.

DER to PEM
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The DER format is generally used on Java platforms.

« Certificate conversion
openssl x509 —-inform der -in certificate.cer -out certificate.pem
» Private key conversion

openssl rsa —-inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B to PEM

The P7B format is generally used on Windows Server and Tomcat.

» Certificate conversion
openssl pkcs7 -print_certs —-in incertificat.p7b -out outcertificate.cer

Open outcertificat.cer witha texteditor to view the content of the PEM certificate.
» Private key conversion

Private keys can generally be exported on IS servers.

PFX to PEM

The PFX format is generally used on Windows Server.

» Certificate conversion
openssl pkcsl2 —-in certname.pfx —-nokeys —-out cert.pem
« Private key conversion

openssl pkcsl2 —-in certname.pfx -nocerts -out key.pem -nodes
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Log Management

Last updated : 2021-08-05 14:57:12

You can download the detailed logs of user access to your connected domain names for the last 40 days for analysis,

which are recorded hourly.

Note :
If your application has been migrated to the CDN console, you can go to the console for operation by referring

to Content Delivery Network.

Downloading Logs

Log in to the ECDN Console and select Log Management on th left sidebar. Select the domain for which you want to

check logs and the time period. Then, click OK to get the log download link.

ECDN Log Management

Overview

(D * Contents in the log files are request time, client IP, access domain name, file path, number of bytes, district code, ISP code, HTTP status code, Referer, Request-Time, UA, Range, HTTP Method, protocol
Domain Name identification, and cache HIT/MISS. For detailed field information, please see Log Description [2.

* The log data of the current day have a delay and are not recommended for reference.

* A log records the number of bytes of the returned data packet at the application layer (HTTP protocol). The bandwidth or traffic counted through the HTTP layer is smaller than that counted through the TCP
layer, because the TCP layer contains TCP headers and handshakes.

* Districts and ISPs are represented by codes. For details, please see District and ISP Code Mapping Table [2

Query Filter
Log Management
Period  020.04-01 ~ 2020-04-25 [ Domain | oy g o hlmy - -
Name:
Data List
Start Time End Time File Address Operation
2020-04-25 13:00:00 2020-04-25 13:58:59 R S i g,

No access logs will be generated for the queried time period in which there is no request received, and you will see No

Data on the page.

Note :

» By default, the ECDN logs requests on an hourly basis, that is, there can be 24 log files generated per day.

No logs will be generated for the hour in which there is no request received.
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» ECDN logs can be delayed by approximately 30 minutes.

Log Field Description

Decompress the downloaded log data packages and view the log files in text format. The fields are separated by

space. Below is an example:

20170719174306 10.
20170719174407 10.

10.
10.

10.

10

10 www.test.com /test.png 77487 3 2 0 NULL 1408 "Mozilla/

.10 www.test.com /test2.png 72488 5 2 200 NULL 13569 "Mozi

P0170719174520]| L0.

10

.10.

10] fww.test.con ftest3.png 74864 E] R E00 RULIL Mozl

20170719174544 10.
20170719174532 10.

10.

10

10.
.10.

10 www.test.com /testd.png 81453 2 2 200 NULL 9218 "Mozil
10 www.test.com /test5.png 54678 7 2 200 NULL 9041 "Mozil

The corresponding fields (from left to right) and their descriptions in a log are as shown below:

Order

10

11

12

13

14

Log Content

Request time

IP of the client accessing the domain name

Accessed domain name

File request path

Number of bytes of this access request

District (for the district codes, please see District mappings below)
ISP (for the district codes, please see ISP mappings below)
HTTP status code

Referer information

Response time in milliseconds

User-Agent information

Range parameter

HTTP Method

HTTP protocol identifier
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Order Log Content

Cache hit/miss (all resources are not cached in dynamic acceleration by

15
default)

Region mappings

1: North China; 2: Northwest China; 3: Northeast China; 4: East China; 5: Central China; 6: Southwest China; 7: South
China; 8: outside Mainland China.

District mappings

22: Beijing; 86: Inner Mongolia; 146: Shanxi; 1069: Hebei; 1177: Tianjin; 119: Ningxia; 152: Shaanxi; 1208: Gansu;
1467: Qinghai; 1468: Xinjiang; 145: Heilongjiang; 1445: Jilin; 1464: Liaoning; 2: Fujian; 120: Jiangsu; 121: Anhui; 122:
Shandong; 1050: Shanghai; 1442: Zhejiang; 182: Henan; 1135: Hubei; 1465: Jiangxi; 1466: Hunan; 118: Guizhou;
153: Yunnan; 1051: Chonggqing; 1068: Sichuan; 1155: Tibet; 4: Guangdong; 173: Guangxi; 1441: Hainan; 0: Other; 1:

Hong Kong, Macao, and Taiwan; -1: outside Mainland China.

ISP mappings

2: China Telecom; 26: China Unicom; 38: CERNET; 43: Great Wall Broadband Network; 1046: China Mobile; 3947:
China Mobile Tietong; -1: ISP outside Mainland China; 0: Other ISPs.

Precautions

The bandwidth or traffic data recorded in logs is the returned data at the application layer (HT TP protocol), which is
smaller than that calculated at the TCP layer due to such factors as TCP protocol packet loss, three-way handshake,

and retransmission.

Downloading ECDN Logs Outside China

At present, ECDN outside Mainland China is in beta test. If you have enabled it, you can submit a ticket to apply for

the log service.
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