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History

Introduction

API Category

Making API Requests
Request Structure
Common Params
Signature v3
Signature
Responses

(NewDTS) Data Migration APls
DescribeMigrationJobs
DescribeMigrationDetail
CreateMigrationService
ModifyMigrationdob
CreateMigrateCheckdJob
DescribeMigrationCheckdJob
SkipCheckltem
StartMigrateJob
StopMigratedJob
ResumeMigratedJob
RecoverMigrateJob
ModifyMigrateName
ModifyMigrateJobSpec
IsolateMigrateJob
DestroyMigratedJob
DescribeMigrateDBInstances
CompleteMigrateJob
PauseMigrateJob
ContinueMigrateJob

Data Sync APls
ModifySyncJobConfig
CreateModifyCheckSyncJob
DescribeModifyCheckSyncJobResult
StartModifySyncJob
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DescribeSyncJobs
CreateSyncJob
ConfigureSyncJob
CreateCheckSyncJob
SkipSyncCheckltem
DescribeCheckSyncJobResult
StartSyncJob
StopSyncJob
ResumeSyncJob
ResizeSyncJob
RecoverSyncJob
IsolateSyncJob
DestroySyncJob
PauseSyncJob
ContinueSyncJob
Data Consistency Check APIs
CreateCompareTask
StartCompare
DescribeCompareTasks
DescribeCompareReport
StopCompare
DeleteCompareTask
ModifyCompareTask
ModifyCompareTaskName
Data Types
Error Codes
DTS API 2018-03-30
Introduction
History
API| Category
Making API Requests
Request Structure
Common Params
Signature
Signature v3
Responses
DTS APIs

DescribeMigrateJobs
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StopMigrateJob
StartMigrateJob
ModifyMigrateJob
DescribeMigrateCheckJob
DeleteMigratedJob
CreateMigratedJob
CreateMigrateCheckJob
CompleteMigratedob

Data Subscription APls
ResetSubscribe
OfflinelsolatedSubscribe
ModifySubscribeVipVport
ModifySubscribeObijects
ModifySubscribeName
ModifySubscribeConsumeTime
IsolateSubscribe
DescribeSubscribes
DescribeSubscribeConf
DescribeRegionConf
DescribeAsyncRequestinfo
CreateSubscribe
ActivateSubscribe

Data Types

Error Codes
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Release 8

Release time: 2023-10-17 11:01:14
Release updates:

Improvement to existing documentation.
Modified APlIs:

» DescribeMigrationDetail

o New output parameters:DumperResumeCitrl, RateLimitOption

New data structures:

o Errinfo

» RateLimitOption

Modified data structures:

» Endpoint
o New members:CcnOwnerUin
« Jobltem
o New members:DumperResumeCtrl
» Options
o New members:RateLimitOption, AutoRetryTimeRangeMinutes
» SyncDetaillnfo
o New members:Errinfo
o Modified members: CauseOfCompareDisable
« SyncJoblnfo

o New members:SrcNodeType, Srcinfos, DstNodeType, Dstinfos, DumperResumeCtrl

Release 7
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https://www.tencentcloud.com/document/api/571/51813
https://www.tencentcloud.com/document/api/571/51823#ErrInfo
https://www.tencentcloud.com/document/api/571/51823#RateLimitOption
https://www.tencentcloud.com/document/api/571/51823#Endpoint
https://www.tencentcloud.com/document/api/571/51823#JobItem
https://www.tencentcloud.com/document/api/571/51823#Options
https://www.tencentcloud.com/document/api/571/51823#SyncDetailInfo
https://www.tencentcloud.com/document/api/571/51823#SyncJobInfo
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Release time: 2023-06-21 15:43:11
Release updates:
Improvement to existing documentation.

New APIs:

CreateModifyCheckSyncJob
DescribeModifyCheckSyncJobResult
ModifySyncJobConfig
StartModifySyncJob

New data structures:

» DynamicOptions

Release 6

Release time: 2023-03-27 15:56:12
Release updates:

Improvement to existing documentation.
Modified APlIs:

» ConfigureSyncJob
o New input parameters:Srcinfos, SrcNodeType, Dstinfos, DstNodeType

New data structures:

» KafkaOption
» SyncDBEndpointinfos
» TopicRule

Modified data structures:

» Options

o New members:KafkaOption

Release 5
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https://www.tencentcloud.com/document/api/571/#
https://www.tencentcloud.com/document/api/571/#
https://www.tencentcloud.com/document/api/571/#
https://www.tencentcloud.com/document/api/571/51823#DynamicOptions
https://www.tencentcloud.com/document/api/571/51797
https://www.tencentcloud.com/document/api/571/51823#KafkaOption
https://www.tencentcloud.com/document/api/571/51823#SyncDBEndpointInfos
https://www.tencentcloud.com/document/api/571/51823#TopicRule
https://www.tencentcloud.com/document/api/571/51823#Options
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Release time: 2023-03-16 10:02:56
Release updates:

Improvement to existing documentation.
Modified data structures:

« DBEndpointinfo

o New members:DatabaseNetEnv

Release 4

Release time: 2023-03-09 11:15:19
Release updates:

Improvement to existing documentation.
New APls:

» ContinueMigratedob
» ContinueSyncJob
» PauseMigratedob

» PauseSyncJob

Modified APlIs:

ConfigureSyncJob

o Modified input parameters: Options

CreateCompareTask

o New input parameters:Options

DescribeCompareTasks

o New input parameters:CompareTaskld, Status

ModifyCompareTask

o New input parameters:Options

New data structures:

» CompareOptions

Modified data structures:

» CompareAbstractinfo
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https://www.tencentcloud.com/document/api/571/51823#DBEndpointInfo
https://www.tencentcloud.com/document/api/571/53982
https://www.tencentcloud.com/document/api/571/53980
https://www.tencentcloud.com/document/api/571/53981
https://www.tencentcloud.com/document/api/571/53979
https://www.tencentcloud.com/document/api/571/51797
https://www.tencentcloud.com/document/api/571/51821
https://www.tencentcloud.com/document/api/571/51816
https://www.tencentcloud.com/document/api/571/51809
https://www.tencentcloud.com/document/api/571/51823#CompareOptions
https://www.tencentcloud.com/document/api/571/51823#CompareAbstractInfo
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o New members:Options, Objects, NearlyTableCount, SrcSampleRows, DstSampleRows, StartedAt, FinishedAt

» CompareObject

o New members:AdvancedObjects
o CompareTaskltem

o New members:Method, Options, Message
» Endpoint

o New members:DatabaseNetEnv
e OnlineDDL

o New members:Status
» SyncDetaillnfo

o New members:CauseOfCompareDisable
» Table

o New members:TmpTables, TableEditMode

Release 3

Release time: 2023-01-30 18:02:25
Release updates:

Improvement to existing documentation.
New APls:

» SkipCheckltem
o SkipSyncCheckltem

Modified APls:

o ConfigureSyncJob
o New input parameters:JobMode, AutoRetryTimeRangeMinutes
o Modified input parameters: Srcinfo, Dstinfo

» ModifyMigrationdob

o New input parameters:AutoRetryTimeRangeMinutes

New data structures:

¢ OnlineDDL

Modified data structures:
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https://www.tencentcloud.com/document/api/571/51823#CompareObject
https://www.tencentcloud.com/document/api/571/51823#CompareTaskItem
https://www.tencentcloud.com/document/api/571/51823#Endpoint
https://www.tencentcloud.com/document/api/571/51823#OnlineDDL
https://www.tencentcloud.com/document/api/571/51823#SyncDetailInfo
https://www.tencentcloud.com/document/api/571/51823#Table
https://www.tencentcloud.com/document/api/571/53251
https://www.tencentcloud.com/document/api/571/53249
https://www.tencentcloud.com/document/api/571/51797
https://www.tencentcloud.com/document/api/571/51805
https://www.tencentcloud.com/document/api/571/51823#OnlineDDL
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» Database
o New members:TriggerMode, Triggers, EventMode, Events
« Endpoint
o New members:Role, EncryptConn
» Jobltem
o New members:AutoRetryTimeRangeMinutes
» Objects
o New members:OnlineDDL
« SyncJoblnfo

o New members:AutoRetryTimeRangeMinutes

Release 2

Release time: 2022-12-16 16:23:33
Release updates:

Improvement to existing documentation.
Modified data structures:

« Endpoint

o New members:RoleExternalld
o StepTip

o New members:SkipInfo
» SyncJoblnfo

o New members:TradeStatus, InstanceClass, AutoRenew, OffineTime

Existing Release

Release time: 2022-12-01 15:11:15
Existing APls/data structures are as follows:
Improvement to existing documentation.
Existing APls:

« CompleteMigrateJob
» ConfigureSyncJob
» CreateCheckSyncJob
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o CreateCompareTask

» CreateMigrateCheckJob
« CreateMigrationService

o CreateSyncJob

» DeleteCompareTask

» DescribeCheckSyncJobResult
» DescribeCompareReport
o DescribeCompareTasks

» DescribeMigrateDBInstances
» DescribeMigrationCheckJob
» DescribeMigrationDetail

» DescribeMigrationJobs

» DescribeSyncJobs

» DestroyMigrateJob

o DestroySyncJob

+ IsolateMigrateJob

» IsolateSyncJob

» ModifyCompareTask

* ModifyCompareTaskName
» ModifyMigrateJobSpec

» ModifyMigrateName

» ModifyMigrationJob

» RecoverMigrateJob

» RecoverSyncJob

» ResizeSyncJob

» ResumeMigratedob

+ ResumeSyncJob

» StartCompare

» StartMigrateJob

« StartSyncJob

o StopCompare

» StopMigrateJob

» StopSyncJob

Existing data structures:

o CheckStep
» CheckStepinfo
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https://www.tencentcloud.com/document/api/571/51814
https://www.tencentcloud.com/document/api/571/51813
https://www.tencentcloud.com/document/api/571/51812
https://www.tencentcloud.com/document/api/571/51793
https://www.tencentcloud.com/document/api/571/51811
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https://www.tencentcloud.com/document/api/571/51801
https://www.tencentcloud.com/document/api/571/51787
https://www.tencentcloud.com/document/api/571/51800
https://www.tencentcloud.com/document/api/571/51799
https://www.tencentcloud.com/document/api/571/51786
https://www.tencentcloud.com/document/api/571/51823#CheckStep
https://www.tencentcloud.com/document/api/571/51823#CheckStepInfo
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» CompareAbstractinfo
» CompareDetaillnfo
o CompareObject

o CompareObjectltem
o CompareTableltem
» CompareTasklInfo
o CompareTaskltem
o CompareViewltem
» ConflictHandleOption
» ConsistencyOption
« DBEndpointinfo

« DBInfo

» DBltem

» Database

» DatabaseTableObiject
» DdIOption
 DetailCheckltem

« DifferenceDetalil

« Differenceltem

» Endpoint

» Errorinfoltem

« Jobltem

» KeyValuePairOption
» MigrateAction

» MigrateDBltem

» MigrateDetaillnfo

» MigrateOption

» Objects

» Options

o ProcessProgress

e ProcessStepTip

» Roleltem

» SkippedDetail

» Skippedltem

» StepDetaillnfo

» Steplnfo

o StepTip

» SyncDetaillnfo
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» SyncdJoblnfo
« Table

« Tableltem
» TagFilter

» Tagltem

» Tradelnfo

o View

* Viewltem
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Data Transfer Service (DTS) provides data migration, sync, and subscription services. With DTS, you can migrate

your databases without interrupting your business and build a high-availability database architecture for remote

disaster recovery through real-time sync channels.

Procedures for Calling Data Migration APls

- EEHIETRAESTIE
DescribeMigrationJobs
- EEENUBTEESIHE

DescribeMigrationDetail

RETASAESS
CreateMigrateCheckJob
1

1 1

1

«  BIE—FIERIES CreateCompareTask

- [EE—BUHRIES StartCompare

- EA—HERIESSIZK DescribeCompareTasks

- EE—FIERIESIHE DescribeCompareReport

FREEIRT IR
IsolateMigrateJob
1

mfis| 1555 SRR s |
! ' I U TEEUETBES
1 1 ! : DestroyMigrateJob
WL RS | REIBRS | SR EsLR IS | ESURTRES | EREREETBES
G Mis Service | ModifyMigrationJob | DescribeMigrationCheckJob StartMigrateJob : CompleteMigrateJob : RecoverMigrateJob
RS | RRES |E RS . |t Fn
: 5 ; o6 o ———o0—0 o—t— 1 o o | &
jelliE 252 RGBT HEIET BT HERESER SEAR 1255515 ERECHRRES)
created checking checkPass readyRun  running readyComplete completing  success isolated
EERETS P S5 o
BB error | riﬁ; ESHI
checkNotPass : " 9 failed
EEEES
ResumeMigrateJob
: O o)
! £k £
| BIHES stoppmg caaniid
EIBIRTRES
StopMigrateJob
The supported operations and related APIs under each migration task status are listed below:
Supported -
Task Status PP . Key API Description
Operation
Purchase migration task
resources. After making the
- - CreateMigrationService purchase, you will return to the
list of randomly generated
migration task IDs.
Created Configure « ModifyMigrationdob » Configure the migration task.
( created ) » CreateMigrateCheckJob » Check the configured task.

RN R @ BRI R (sd) ARTERH]
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Checking
( checking )

Check passed
( checkPass )

Check failed

( checkNotPass )

Preparing
( readyRun )

Running

( running )

Stopping
( stopping )

Stopped

( canceled )

Prepared

( readyComplete )

Immediate start,
configure, verify

Configure, verify

Stop

Stop, create data
consistency
check task (only
supported for
eligible links)

Complete, stop,
create data
consistency
check task (only
supported for
eligible links)

RN R @ BRI R (sd) ARTERH]

DescribeMigrationCheckJob

StartMigrateJob

ModifyMigrationJob

StopMigrateJob

IsolateMigrateJob

» CompleteMigrateJob
o CreateCompareTask

» StartCompare

» DescribeCompareTasks
o DescribeCompareReport

BE &R o5

parameters of the source and
target databases and make
sure the check is passed before
the migration task can be
started.
* You can call the
DescribeMigrationJobs
APl to query the list of all
migration tasks and obtain the
task IDs.

The migration task is being
checked.

The check is passed, and you
can start the data migration
task.

The verification failed, and you
need to configure the migration
task and start verification again.

The data migration task is being
prepared after you click Start.

The task is running.

If you need to cancel the
migration task, click Stop. The
stopped task cannot be
resumed.

The task is being stopped after
you click Stop.

The stopped task needs to be
isolated in order to promptly
unfreeze the frozen amount of
one hour's pay-as-you-go fees.

» If you select the "Full +
incremental migration”
scenario, when the task status
becomes "Prepared", full and
incremental data migration is
completed. You should click
Complete at an appropriate
time to end the task.

%515 48371
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Completing
( completing )

Task successful

( success )

Task error ( error ) Stop, retry

Retrying

( resuming )

Retry (only

Task failed supported for

( failed ) Redis migration
tasks)

All above status View, adjust
specification,

RN R @ BRI R (sd) ARTERH]

IsolateMigrateJob

ResumeMigrateJob

IsolateMigrateJob

» DescribeMigrationDetalil
» ModifyMigrateJobSpec

BE &R o5

We recommend that you
perform a data consistency
check before clicking
Complete. u200c

« The data consistency check
compares the data to be
migrated from the source
database and the data migrated
to the target database to check
data consistency. You can view
the inconsistency details. After
the data consistency check task
is created successfully, its task
ID will be returned.

The task is being completed
after you click Complete.

The migration task is
successfully completed. The
completed task needs to be
isolated in order to promptly
unfreeze the frozen amount of
one hour's pay-as-you-go fees.

The migration task is
interrupted as an exception
occurred during the migration.
You can retry the task.

The task is being retried after
you click Retry. If the retry
succeeds, the task will be
executed normally; otherwise, it
will enter the "Task failed"
status.

The migration task failed.
u200c

The failed task needs to be
isolated in order to promptly
unfreeze the frozen amount of
one hour's pay-as-you-go fees.

e You can click View to view
the details of the specified

%516 48371
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isolate » IsolateMigrateJob migration task. u200c
e You can click Adjust
Specification to adjust the
specification of the migration
link. Different specifications
have different transfer rates.
u200c
* You can click Isolate to
isolate a stopped, failed, or
unwanted task.

» After you initiate an isolation
operation or one day after your
account has overdue payments,
the task will enter the "Isolated"
status. Resources in isolation
will be retained for seven days

Isolated ) , and then deleted, and the
: , Deisolate/resume, » RecoverMigrateJob ) )
( isolated ,which , service will be suspended.
, . delete » DestroyMigrateJob _
is the billing status) » You can actively delete the

isolated task or wait for seven
days before the system
automatically deletes it.

» You can click
Deisolate/Resume to resume
the isolated task.

Procedures for Calling Data Sync APls
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HOES, | BIRAESS S |
GRS | RERSES | EHEERREESR ERRSES SRS |- TEESES
CreateSynclob 1 ConfigureSynclob I DescribeCheckSyncJobResult StartSyncJob StopSynclob ! DestroySynclob
' ! N L. ERREEESES
| : : : ! : : ' RecoverSyncJob
onaes | mEAS :Eﬁ&%ﬁ VERNES | GoRIESS | -
1 1 1 | : Z8R : : : o
I D SN B PN B
SRR RIEE EEEG G P = 9 Isolated
Unlnitialized CheckPass ReadyRunning Running Stopping Stopped (GHEIRT)
EFEREE ES5tsH O O
BT ResumableErr =il 1ESEM
CheckNotPass :Eif\,ﬁ—% Resuming Failed
iﬁ{lﬁl%&%
ResumeSyncJob
The supported operations and related APIs under each sync task status are listed below:
Supported -
Task Status PP . Key API Description
Operation
Purchase sync task
resources. After making the
- - CreateSyncJob purchase, you will return to
the list of randomly
generated sync task IDs.
» Configure the sync task.
» Check the configured
task. You need to check all
the parameters of the
source and target
Confi Svncdob databases and make sure
o » ConfigureSyncJo i
Uninitialized 9 y the check is passed before
Configure » CreateCheckSyncJob

( UnInitialized )

Checking
( Checking )

Verification passed

Start, configure,

IR L BRI (bR ARSUERT]

o DescribeSyncJobs

DescribeCheckSyncJobResult

StartSyncJob

the sync task can be
started.

e You can call the
DescribeSyncJobs
API to query the list of all
sync tasks and obtain the

task IDs.

The sync task is being
checked.

The verification is passed,
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( CheckPass )

Verification failed
( CheckNotPass )

Preparing
( ReadyRunning )

Running

( Running )

Stopping
( Stopping )

Stopped
( Stopped )

Task error

( ResumableErr )

Retrying

( Resuming )

Task failed
( Failed )

All above status

verify

Configure, verify

Stop

Stop

Stop, retry

View, adjust
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ConfigureSyncJob

StopSyncJob

IsolateSyncJob

ResumeSyncJob

IsolateSyncJob

o DescribeSyncJobs

BE &R o5

and you can start the data
sync task.

The verification failed, and
you need to configure the
sync task and start
verification again.

The sync task is being
prepared after you click
Start.

The task is running.
If you need to cancel the
sync task, click Stop.

The task is being stopped
after you click Stop.

The sync task is
successfully completed. The
completed task needs to be
isolated in order to promptly
unfreeze the frozen amount
of one hour's pay-as-you-go
fees.

The sync task is interrupted
as an exception occurred
during the sync. You can
retry the task.

The task is being retried
after you click Retry. If the
retry succeeds, the task will
be executed normally;
otherwise, it will enter the
"Task failed" status.

The sync task failed u200c

The failed task needs to be

isolated in order to promptly
unfreeze the frozen amount
of one hour's pay-as-you-go
fees.

e You can click View to
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specification, » ResizeSyncJob view the details of the

isolate » IsolateSyncJob specified sync task. u200c
» You can click Adjust
Specification to adjust the
specification of the sync
link. Different specifications
have different transfer rates.
u200c
» You can click Isolate to
isolate a stopped, failed, or
unwanted task.

« After you initiate an
isolation operation or one
day after your account has
overdue payments, the task
will enter the "Isolated”
status. Resources in
isolation will be retained for
seven days and then
Deisolate/resume, » RecoverSyncJob deleted, and the service will
delete o DestroySyncJob be suspended.
» You can actively delete
the isolated task or wait for
seven days before the
system automatically
deletes it.
» You can click
Deisolate/Resume to
resume the isolated task.

Isolated
( Isolated ,which
is the billing status)
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API| Category
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(NewDTS) Data Migration APIs

API Name

DescribeMigrationJobs

CreateMigrationService
ModifyMigrationJob

CreateMigrateCheckJob

DescribeMigrationCheckJob

SkipCheckltem
StartMigrateJob
CompleteMigratedob

ContinueMigrateJob

DescribeMigrateDBInstances

DescribeMigrationDetail

DestroyMigratedJob
IsolateMigrateJob
ModifyMigrateJobSpec
ModifyMigrateName
PauseMigrateJob

RecoverMigrateJob

Feature

Queries the list of data migration
tasks

Purchases a migration task
Configures a migration task
Verifies a migration task

Queries the result of a migration
check task

Skips migration check items
Starts a data migration task

Completes a data migration task

Resumes a paused migration task

Queries the list of migratable
database instances

Queries the details of a migration
task

Deletes a data migration task
Isolates a data migration task
Adjusts the task specification
Renames a migration task
Pauses a migration task

Recovers a data migration task

IR L BRI (bR ARSUERT]

BEE iRy

Frequency Limit (maximum requests

per second)

20

20
20

20

20

20
20
20

20

20

20

20
20
20
20
20

20
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ResumeMigratedJob

StopMigratedJob

Data Sync APls

API Name

DescribeSyncJobs

CreateSyncJob
ConfigureSyncJob

CreateCheckSyncJob
DescribeCheckSyncJobResult

SkipSyncCheckltem
StartSyncJob
IsolateSyncJob
RecoverSyncJob
PauseSyncJob
ContinueSyncJob
ResumeSyncJob
StopSyncJob

DestroySyncJob
ResizeSyncJob
ModifySyncJobConfig

CreateModifyCheckSyncJob
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Retries a migration task

Stops a data migration task

Feature

Queries the information of a sync
task

Creates a sync task
Configures a sync task
Verifies a sync task

Queries the result of a sync check
task

Skips sync check items
Starts a sync task

Isolates a sync task
Recovers a sync task
Pauses a data sync task
Resumes a paused sync task
Retries a sync task

Stops a sync task

Deletes a sync task

Adjusts the specification of a sync
task

Modifies sync task configuration

Creates a check task for sync
configuration modification

20

20

BEE iRy

Frequency Limit (maximum
requests per second)

20

20

20

20

20

20

20

20

20

20

20

20

20

20

20

20

20
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DescribeModifyCheckSyncJobResult Queries the result of the object

StartModifySyncJob

modification check task

Starts the configuration
modification process

Data Consistency Check APIs

API Name

CreateCompareTask

StartCompare

DescribeCompareTasks

DescribeCompareReport

StopCompare
DeleteCompareTask

ModifyCompareTask

ModifyCompareTaskName

Feature

Creates a data consistency check task
Starts a data consistency check task

Queries the list of data consistency
check tasks

Queries the details of a data
consistency check task

Stops a data consistency check task
Deletes a data consistency check task
Modifies a data consistency check task

Renames a data consistency check
task
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20
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Frequency Limit (maximum requests

per second)
20

20

20

20

20
20

20

20
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Making AP| Requests
Request Structure
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1. Service Address

The API supports access from either a nearby region (at dts.tencentcloudapi.com) or a specified region (at dts.ap-

guangzhou.tencentcloudapi.com for Guangzhou, for example).

We recommend using the domain name to access the nearest server. When you call an API, the request is
automatically resolved to a server in the region nearest to the location where the APl is initiated. For example, when
you initiate an API request in Guangzhou, this domain name is automatically resolved to a Guangzhou server, the

result is the same as that of specifying the region in the domain like "dts.ap-guangzhou.tencentcloudapi.com".
Note: For latency-sensitive businesses, we recommend that you specify the region in the domain name.

Tencent Cloud currently supports the following regions:

Hosted region Domain name

Local access region (recommended, only for non-financial availability .
dts.tencentcloudapi.com

zones)

South China (Guangzhou) gf;z-zhou.tencentcloudapi.com
East China (Shanghai) dts.ap-shanghai.tencentcloudapi.com
North China (Beijing) dts.ap-beijing.tencentcloudapi.com
Southwest China (Chengdu) dts.ap-chengdu.tencentcloudapi.com

dts.ap-

Southwest China (Chonggin
( 9aing) chongqing.tencentcloudapi.com

dts.ap-

Hong Kong, Macao, Taiwan (Hong Kong, China) hongkong.tencentcloudapi.com

dts.ap-

Southeast Asia (Singapore
(Singapore) singapore.tencentcloudapi.com

Southeast Asia (Bangkok) dts.ap-bangkok.tencentcloudapi.com
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South Asia (Mumbai) dts.ap-mumbai.tencentcloudapi.com

Northeast Asia (Seoul) dts.ap-seoul.tencentcloudapi.com

Northeast Asia (Tokyo) dts.ap-tokyo.tencentcloudapi.com

U.S. East Coast (Virginia) dts.na-ashburn.tencentcloudapi.com
dts.na-

U.S. West Coast (Silicon Valle
( Y) siliconvalley.tencentcloudapi.com

North America (Toronto) dts.na-toronto.tencentcloudapi.com

Europe (Frankfurt) dts.eu-frankfurt.tencentcloudapi.com

2. Communications Protocol

All the Tencent Cloud APls communicate via HTTPS, providing highly secure communication tunnels.

3. Request Methods

Supported HTTP request methods:

o POST (recommended)
o GET

The Content-Type types supported by POST requests:

» application/json (recommended). The TC3-HMAC-SHA256 signature algorithm must be used.
 application/x-www-form-urlencoded. The HmacSHA1 or HmacSHA256 signature algorithm must be used.

» multipart/form-data (only supported by certain APIs). You must use TC3-HMAC-SHA256 to calculate the signature.

The size of a GET request packet is up to 32 KB. The size of a POST request is up to 1 MB when the HmacSHAT1 or
HmacSHA256 signature algorithm is used, and up to 10 MB when TC3-HMAC-SHA256 is used.

4. Character Encoding

Only UTF-8 encoding is used.
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Common Params
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Common parameters are used for all APIs authenticating requestors. Common parameters must be included in all API

requests, and they will not be described in individual APl documents.

The exact contents of the common parameters will vary depending on the version of the signature method you use.

Common parameters for Signature Algorithm v3

When the TC3-HMAC-SHA256 algorithm is used, the common parameters should be uniformly placed in the HTTP

request header, as shown below:

Parameter

Type
Name yp

X-TC-Action String

X-TC-

) String
Region
X-TC- Int

nteger

Timestamp g
X-TC-

(_; String
Version

Authorization String
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Required

Yes

Yes

Yes

Yes

Yes

Description

The name of the API for the desired operation. For the specific value, see
description of common parameter Action inthe input parametersinr
documentation. For example, the API for querying the CVM instance list i

DescribeInstances .

Region parameter, which is used to identify the region to which the data y
work with belongs. For values supported for an API, see the description ¢
parameter Region inthe input parameters in related APl documentati
parameter is not required for some APIs (which will be indicated in relate
documentation), and will not take effect even it is passed.

The current UNIX timestamp that records the time when the API request
for example, 1529223702. Note: If the difference between the UNIX time:
server time is greater than 5 minutes, a signature expiration error may oci

API version of the action. For the valid values, see the description of the ¢
parameter version inthe APl documentation. For example, the versi
2017-03-12.

The HTTP authentication request header, for example:
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_requ
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317
Here:

- TC3-HMAC-SHA256: Signature method, currently fixed as this value;

- Credential: Signature credential; AKIDEXAMPLE is the Secretld; Date i:
UTC time, and this value must match the value of X-TC-Timestamp (a co
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parameter) in UTC time format; service is the name of the product/service
generally a domain name prefix. For example, a domain name cvm.tencel
refers to the CVM product and the value would be cvm;

- SignedHeaders: The headers that contains the authentication informatic
type and host are the required headers;

- Signature: Signature digest.

The token used for a temporary certificate. It must be used with a tempor:
X-TC-Token String No can obtain the temporary key and token by calling a CAM API. No token i
a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/20
18-10-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993
£f0614b047e5d£4582db9%e9bf4672ba50567dbalbceccfl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC—-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

The following example shows you how to structure an HTTP POST (application/json) request:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279p0855cfba6789%a8edb4dc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

Example of an HTTP POST (multipart/form-data) request structure (only supported by specific APIs):
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https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279p0855cfba6789%a8edbidc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——-58731222010402

Content-Disposition: form-data; name="Offset"

0
—-58731222010402

Content-Disposition: form-data; name="Limit"

10
—-58731222010402--

Common parameters for Signature Algorithm v1

To adopt the HmacSHA1 and HmacSHA256 signature methods, common parameters must be put into the request

string, as shown below:

Parameter Name Type Required Description

The name of the API for the desired operation. For the specific
value, see the description of common parameter Action inthe

Action String Yes input parameters in related APl documentation. For example, the
API for querying the CVM instance list is

DescribeInstances

Region parameter, which is used to identify the region to which
the data you want to work with belongs. For values supported for
an API, see the description of common parameter Region in

Region String Yes the input parameters in related API documentation. Note: This
parameter is not required for some APIs (which will be indicated in
related APl documentation), and will not take effect even if it is
passed.
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Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

Integer

Integer

String

String

String

String

String

Yes

Yes

Yes

Yes

Yes

No

No

BE &R o5

The current UNIX timestamp that records the time when the API
request was initiated, for example, 1529223702. If the difference
between the value and the current system time is too large, a
signature expiration error may occur.

A random positive integer used along with Timestamp to
prevent replay attacks.

The identifying Secretld obtained on the Cloud AP| Key page. A
Secretld corresponds to a unique SecretKey which is used to
generate the request signature (Signature).

Request signature used to verify the validity of this request. This is
calculated based on the actual input parameters. For more
information about how this is calculated, see the API
authentication documentation.

APl version of the action. For the valid values, see the description
of the common input parameter Version inthe API
documentation. For example, the version of CVM is 2017-03-12.

Signature method. Currently, only HmacSHA256 and HmacSHA1
are supported. The HmacSHA256 algorithm is used to verify the
signature only when this parameter is specified as HmacSHA256.
In other cases, the signature is verified with HmacSHA1.

The token used for a temporary certificate. It must be used with a
temporary key. You can obtain the temporary key and token by
calling a CAM API. No token is required for a long-term key.

Assuming you want to query the list of Cloud Virtual Machine instances in the Guangzhou region, the request structure

in the form of request URL, request header and request body may be as follows:

Example of an HTTP GET request structure:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&Sign
atureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4’
9blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&SecretId

=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com

Content-Type:

Example of an HTTP POST request structure:
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application/x-www—form-urlencoded

54529 48371


https://console.tencentcloud.com/capi

@ B SRR

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded
Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=

1527672334&Signature=37ac2f4£fde00b0ac9bd9eadeb4d59blbbee224158d66e7aeb5fcadb70b2d18
1d02&Region=ap—-guangzhou&Nonce=23823223&Secret Id=AKIDEXAMPLE
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Signature v3
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TencentCloud API authenticates every single request, i.e., the request must be signed using the security credentials in
the designated steps. Each request has to contain the signature information (Signature) in the common request
parameters and be sent in the specified way and format.

Applying for Security Credentials

The security credential used in this document is a key, which includes a Secretld and a SecretKey. Each user can

have up to two pairs of keys.

» Secretld: Used to identify the API caller, which is just like a username.
» SecretKey: Used to authenticate the API caller, which is just like a password.
* You must keep your security credentials private and avoid disclosure; otherwise, your assets may be

compromised. If they are disclosed, please disable them as soon as possible.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key console page.
3. On the TencentCloud API Key page, click Create to create a Secretld/SecretKey pair.

Using the Resources for Developers

TencentCloud API comes with SDKs for seven commonly used programming languages, including Python, Java,
PHP, Go, NodeJS and .NET. In addition, it provides AP| Explorer which enables online call, signature verification, and

SDK code generation. If you have any troubles calculating a signature, consult these resources.

TC3-HMAC-SHA256 Signature Algorithm

Compatible with the previous HmacSHA1 and HmacSHA256 signature algorithms, the TC3-HMAC-SHA256
signature algorithm is more secure and supports larger requests and JSON format with better performance. We
recommend using TC3-HMAC-SHA256 to calculate the signature.

TencentCloud API supports both GET and POST requests. For the GET method, only the Content-Type:

application/x-www-form-urlencoded protocol format is supported. For the POST method, two protocol formats,
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Content-Type: application/json and Content-Type: multipart/form-data, are supported. The JSON format is supported
by default for all business APIs, and the multipart format is supported only for specific business APIs. In this case, the
API cannot be called in JSON format. See the specific business APl documentation for more information. The POST
method is recommended, as there is no difference in the results of both the methods, but the GET method only

supports request packets up to 32 KB.

The following uses querying the list of CVM instances in the Guangzhou region as an example to describe the steps of

signature splicing. We chose this API because:

1. CVM is activated by default, and this APl is often used;
2. It is read-only and does not change the status of existing resources;
3. It covers many types of parameters, which allows it to be used to demonstrate how to use arrays containing data

structures.

In the example, we try to choose common parameters and API parameters that are prone to mistakes. When you
actually call an API, please use parameters based on the actual conditions. The parameters vary by API. Do not copy

the parameters and values in this example.

Assuming that your Secretld and SecretKey are  AKIDz8krbsJ5yKBZQpnT74WFkmLPx3****x*x** gnd
Gu5t 9xGARNpg86cd98joQYCN3****x** respectively, if you want to view the status of the instance in the

Guangzhou region whose CVM instance name is "unnamed" and have only one data entry returned, then the request

may be:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3******
*/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=c492e8e4
1437e97a620b728c301bb8d17e7dc0cl7eeabce80c20cd70fc3a78£f" \

—-H "Content-Type: application/json; charset=utf-8" \

—-H "Host: cvm.tencentcloudapi.com" \

-H "X-TC-Action: DescribelInstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

—-H "X-TC-Region: ap—-guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}'

The signature calculation process is explained in detail below.

1. Concatenating the CanonicalRequest String

Concatenate the canonical request string (CanonicalRequest) in the following pseudocode format:

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +
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CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

Field Name Explanation
HTTPRequestMethod HTTP request method (GET or POST). This example uses POST .
CanonicalURI URI parameter. Slash (/") is used for API 3.0.

The query string in the URL of the originating HT TP request. This is always an empty s
“» for POST requests, and is the string after the question mark (?) for GET requests. Fc
example: Limit=10&0Offset=0,

Note: CanonicalQueryString mustbe URL-encoded, referencing RFC3986, the
UTF8 character set. We recommend using the programming language library. All speci.
characters must be encoded and capitalized.

CanonicalQueryString

Header information for signature calculation, including at least two headers of host
content-type .Custom headers can be added to participate in the signature proce
improve the uniqueness and security of the request.

Concatenation rules:

1. Both the key and value of the header should be converted to lowercase with the lead
and trailing spaces removed, so they are concatenated in the format of key:value\n
format;

2. If there are multiple headers, they should be sorted in ASCII ascending order by the

CanonicalHeaders
header keys (lowercase).

The calculation result in this example is content-type:application/json;

charset=utf-8\nhost:cvm.tencentcloudapi.com\n .

Note: content-type mustmatch the actually sent content. In some programming

languages, a charset value would be added even if it is not specified. In this case, the

request sent is different from the one signed, and the sever will return an error indicating
signature verification failed.

Header information for signature calculation, indicating which headers of the request
participate in the signature process (they must each individually correspond to the heac
in CanonicalHeaders). Content-type and host are required headers.
Concatenation rules:
SignedHeaders 1. Both the key and value of the header should be converted to lowercase;
2. If there are multiple headers, they should be sorted in ASCII ascending order by the
header keys (lowercase) and separated by semicolons (;).

The value in this example is content-type;host

HashedRequestPayload Hash value of the request payload (i.e., the body, suchas {"Limit": 1, "Filter
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[{"Values": ["unnamed"], "Name": "instance-name"}]} inthisexampl
The pseudocode for calculation is
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) by SHA256 hashing the pay
of the HTTP request, performing hexadecimal encoding, and finally converting the encc
string to lowercase letters. For GET requests, RequestPayload is always an empt
string. The calculation result in this example is
99d58dfbc6745£6747£36bfcal7dee5e6881dc0428a0a36£96199342bc5b4!

According to the rules above, the CanonicalRequest string obtained in the example is as follows:

POST

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type; host

99d58dfbc6745£6747f36bfcal7dee5e6881dc0428a0a36£96199342bc5b4907

2. Concatenating the String to Be Signed

The string to sign is concatenated as follows:

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

Field Name

Algorithm

RequestTimestamp

CredentialScope

Explanation
Signature algorithm, which is currently always TC3-HMAC-SHA256 .

Request timestamp, i.e., the value of the common parameter X-TC-Timestamp it
request header, which is the UNIX timestamp of the current time in seconds, such as
1551113065 in this example.

Scope of the credential in the format of Date/service/tc3_request , including
date, requested service and termination string (ic3_request). Date is a datein U
time, whose value should match the UTC date converted by the common
parameter X-TC-Timestamp ; service isthe product name, which should v
the domain name of the product called. The calculation result in this exampleis 201
25/cvm/tc3_request .
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HashedCanonicalRequest Hash value of the CanonicalRequest string concatenated in the steps above. The
pseudocode for calculation is Lowercase(HexEncode(Hash.SHA256(CanonicalRequ
The calculation result in this example is
2815843035062fffda5fd6f2a44ea8a34818b0dc46£024b8b3786976a3ad

Note:

1. Date has to be calculated from the timestamp "X-TC-Timestamp" and the time zone is UTC+0. If you add
the system's local time zone information (such as UTC+8), calls can succeed both day and night but will
definitely fail at 00:00. For example, if the timestamp is 1551113065 and the time in UTC+8 is 2019-02-26
00:44:25, the UTC+0 date in the calculated Date value should be 2019-02-25 instead of 2019-02-26.

2. Timestamp must be the same as your current system time, and your system time and standard time must be
synced; if the difference between Timestamp and your current system time is larger than five minutes, the
request will fail. If your system time is out of sync with the standard time for a while, the request will fail and

return a signature expiration error.

According to the preceding rules, the string to be signed obtained in the example is as follows:

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
2815843035062fffdabfd6f2a44ea8a34818b0dc46£f024b8b3786976a3adda’a

3. Calculating the Signature

1. Calculate the derived signature key with the following pseudocode:

SecretKey = "Gubt 9xGARNpg86cd98JoQYCNI* ** & &k

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256 (SecretDate, Service)
SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

Field Name Explanation
SecretKey The original SecretKey, i.e., Gu5t 9xGARNpg86cd98joQYCNI* ** *x*x**
Date The Date field informationin Credential ,suchas 2019-02-25 inthisexample.
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Service Value in the Service field in Credential ,suchas cvm inthis example.

BE &R o5

2. Calculate the signature with the following pseudocode:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

4. Concatenating the Authorization

The Authorization is concatenated as follows:

Authorization =
Algorithm + ' ' +
'Credential=' + SecretlId + '/' + CredentialScope + ', ' +
'SignedHeaders=' + SignedHeaders + ', ' +
'Signature=' + Signature
Field Name Explanation
Algorithm Signature algorithm, which is always TC3-HMAC-SHA256
Secretld The Secretld in the key pair, i.e., AKIDz8krbsJ5yKBZQOpnT74WEkmLP x3* * * %% x x
. Credential scope (see above). The calculation result in this example is 2019-02-
CredentialScope
25/cvm/tc3_request
. Header information for signature calculation (see above), suchas content-type;host
SignedHeaders o
in this example.
_ Signature value. The calculation result in this example is
Signature

c492e8e41437e97a620b728c301bb8dl7e7dcOcl7eecabce80c20cd70fc3a78fE

According to the rules above, the value obtained in the example is:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJI5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc

3_request, SignedHeaders=content-type;host, Signature=c492e8e41437e97a620b728c301
bb8dl17e7dc0cl7eeabce80c20cd70fc3a78ff

The following example shows a finished authorization header:

POST https://cvm.tencentcloudapi.com/

TC3-HMAC-SHA256 Credential=AKIDz8krbsJI5yKBZQpn74WEFkmLPx3******* /20
19-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature=c492e8e41437
€97a620b728c301bb8dl17e7dcO0cl7eecabce80c20cd70£c3a78fE

Authorization:
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Content-Type: application/json; charset=utf-8
Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-name"}]}

5. Signature Demo

When calling API 3.0, you are recommended to use the corresponding Tencent Cloud SDK 3.0 which encapsulates
the signature process, enabling you to focus on only the specific APIs provided by the product when developing. See

SDK Center for more information. Currently, the following programming languages are supported:

Python
Java

o PHP

« Go
NodeJS
o« NET

To further explain the signing process, we will use a programming language to implement the process described
above. The request domain name, AP| and parameter values in the sample are used here. This goal of this example is

only to provide additional clarification for the signature process, please see the SDK for actual usage.

The final output URL might be: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3*******&Signature=EliP9YW3pW28FpsEdkXt%2F%2B
WcGel%3D&Timestamp=1465185768&Version=2017-03-12.

Note: The key in the example is fictitious, and the timestamp is not the current time of the system, so if this URL is
opened in the browser or called using commands such as curl, an authentication error will be returned: Signature
expired. In order to get a URL that can work properly, you need to replace the Secretld and SecretKey in the example

with your real credentials and use the current time of the system as the Timestamp.

Note: In the example below, even if you use the same programming language, the order of the parameters in the URL
may be different for each execution. However, the order does not matter, as long as all the parameters are included in

the URL and the signature is calculated correctly.

Note: The following code is only applicable to API 3.0. It cannot be directly used in other signature processes. Even
with an older API, signature calculation errors may occur due to the differences in details. Please refer to the

corresponding documentation.
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import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
private final static Charset UTF8 = StandardCharsets.UTF_8;

private final static String SECRET_ID = "AKIDz8krbsJbyKBZQpn74WFkmLPx3*******x;
private final static String SECRET_KEY = "GubtI9xGARNpg86cd98joQYCNI* **xx .
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256 (byte[] key, String msg) throws Exception {
Mac mac = Mac.getInstance ("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;
}

public static String sha256Hex (String s) throws Exception {
MessageDigest md = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8));

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

public static void main (String[] args) throws Exception {

String service = "cvm";

String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";

String action = "DescribeInstances";
String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1551113065";

//String timestamp = String.valueOf (System.currentTimeMillis () / 1000);
SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

// Pay attention to the time zone; otherwise, errors may oOcCcur
sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String date = sdf.format (new Date (Long.valueOf (timestamp + "000")));

[/ KAFAAAAAAAAAA Step 1: Concatenate the CanonicalRequest String *****xx#xxixx
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String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos
t:" 4+ host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

String hashedRequestPayload = sha256Hex (payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

[/ FHRAFAAAAAAALA Step 2: Concatenate the string to sign *FAFFFrxtLdix

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha2b56Hex (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +
"\n" + hashedCanonicalRequest;

System.out.println(stringToSign) ;

Jy EEEERERii s Sitgp J8 Calculate the Slematmm@ il

byte[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

byte[] secretService = hmac256 (secretDate, service);
byte[] secretSigning = hmac256 (secretService, "tc3_request");
String signature = DatatypeConverter.printHexBinary (hmac256 (secretSigning, string

ToSign) ) .toLowerCase () ;

System.out.println (signature) ;

1/ ke e e s e pidi AN G on catlenat el the VAUt hioRT Zait omI AR R b

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put ("Authorization", authorization);

"Content-Type", CT_JSON) ;

"Host", host);

headers.put (
(
headers.put ("X-TC-Action", action);
(
(
(

headers.put

headers.put ("X-TC-Timestamp", timestamp);
headers.put ("X-TC-Version", version);
headers.put ("X-TC-Region", region);

StringBuilder sb = new StringBuilder ();

sb.append ("curl -X POST https://") .append (host)
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.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")
.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '").append(payload) .append("'");
System.out.println(sb.toString());
I3
}

Python

# —*— coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time

from datetime import datetime

# Key Parameters

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3***** %1

secret_key = "GubtI9xGARNpg86cd9I8FjOQYCNI* * * * A4 x1

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "DescribelInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int (time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m—-%d")
params = {"Limit": 1, "Filters'": [{"Name'": "instance-name'", "Values'":
1}1}

BEE iRy

["unnamed"

§ FrFxKAAAxXxKkAK Step 1: Concatenate the CanonicalRequest sString *H**xAtxriiix

http_request_method = "POST"
canonical_uri = "/"
canonical_querystring = """

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:$%$s\nhost:%$s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.shalZb6 (payload.encode ("utf-8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +
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canonical_guerystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)

print (canonical_request)

§ FxkxKkkkxkxkx Step 2: Concatenate the string to sign ***xixxsxksxktix

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.shal256 (canonical_request.encode ("utf-8")) .hexd
igest ()

string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

h Wwndwhwiwwtyey Step Je Calculate the SUgmEtuum@ s ir iy i

# Function for computing signature digest

def sign(key, msqg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256).digest ()
secret_date = sign(("TC3" + secret_key).encode ("utf-8"), date)

secret_service = sign(secret_date, service)
secret_signing = sign (secret_service, "tc3 request")
signature = hmac.new (secret_signing, string to_sign.encode ("utf-8"), hashlib.shaZ2

56) .hexdigest ()

print (signature)

f wwndwivhstdes Stgp 4e Concacemace the AUCNOrizZaiCiom i i

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + str(timestamp) + '"'

+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"'

+ " -d '" + payload + "'")

Golang
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package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex (s string) string {
b := sha256.S5um256 ([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256 (s, key string) string {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

return string (hashed.Sum(nil))

}

func main () {

secretId := "AKIDz8krbsJSyKBZQpn74WEKmLPx3*******x"
secretKey := "GubS5tI9xGARNpg86Ccd98joQYCNI* ** &k *x*x1
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix ()

var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString :=

canonicalHeaders := "content-type:application/json; charset=utf-8\n"

host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values": ["unnamed"],
me"} ]}

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("$s\n%$s\n%$s\n%$s\n%s\n%s",
httpRequestMethod,

canonicalURTI,
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canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.Println (canonicalRequest)

// step 2: build string to sign

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println(string2sign)

// step 3: sign string

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

// step 4: build authorization

authorization := fmt.Sprintf ("$s Credential=%s/%s, SignedHeaders=%s, Signature=%
s",

algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%s\

—-H "Authorization: %s"\

—-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'', host, authorization, host, action, timestamp, version, region, payload)
fmt.Println (curl)

}

PHP
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<?php

$secretId = "AKIDz8krbsJ5yKBZQpn74WFKmLPxX3* % %% %%k,
SsecretKey = "Gu5S5t9IxXGARNpgB86cd98 JOQYCNI****xxx W,
Shost = "cvm.tencentcloudapi.com";

Sservice = "cvm";

Sversion = "2017-03-12";

Saction = "Describelnstances";

Sregion = "ap-guangzhou";

// Stimestamp = time();
Stimestamp = 1551113065;
Salgorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

ShttpRequestMethod = "POST";

ScanonicalUri = "/";

ScanonicalQueryString = "";

ScanonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".Shos
t. "\1’1";

$signedHeaders = "content-type;host";

Spayload = '"{"Limit": 1, "Filters": [{"Values": ["unnamed"], "Name": "instance-na
me"}]}';

ShashedRequestPayload = hash ("SHA256", S$payload);
ScanonicalRequest = S$httpRequestMethod."\n"
.ScanonicalUri."\n"

.$canonicalQueryString."\n"
.ScanonicalHeaders."\n"

.$signedHeaders."\n"

.ShashedRequestPayload;

echo S$ScanonicalRequest.PHP_EOL;

// step 2: build string to sign

Sdate = gmdate ("Y-m—-d", Stimestamp);

ScredentialScope = S$date."/".S$service."/tc3_request";
ShashedCanonicalRequest = hash ("SHA256", S$canonicalRequest) ;
$stringToSign = Salgorithm."\n"

.Stimestamp."\n"

.ScredentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

SsecretDate = hash_hmac ("SHA256", S$date, "TC3".SsecretKey, true);
SsecretService = hash_hmac ("SHA256", $service, S$secretDate, true);
SsecretSigning = hash_hmac ("SHA256", "tc3_request", S$secretService, true);
S$signature = hash_hmac ("SHA256", S$stringToSign, S$secretSigning);

echo S$signature.PHP_EOL;
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// step 4: build authorization

BEE iRy

Sauthorization = $algorithm
." Credential=".S$secretId."/".ScredentialScope
.", SignedHeaders=content-type;host, Signature=".$signature;

echo $Sauthorization.PHP_EOL;

Scurl = "curl -X POST https://".Shost
' —-H "Authorization: '.S$authorization.
' -H "Content-Type: application/json;
' -H "Host: '.Shost.'"'
' -H "X-TC-Action: '.Saction.'"'
' -H "X-TC-Timestamp: '.S$timestamp.'"'
' -H "X-TC-Version: '.S$version.'"'
' -H "X-TC-Region: '.S$region.'"'
" -d '".S$Spayload."'";

echo S$Scurl.PHP_EOL;

Ruby

# —*— coding: UTF-8 —*-
# require ruby>=2.3.0

require 'digest'
require 'json'
require 'time'
require 'openssl'

# Key Parameters
'AKIDz8krbsJ5yKBZQpn74WFkmL
"GuSt 9xGARNpg86cd98 joQYCN3

secret_id =

secret_key =

r T

service = 'cvm

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'

action = 'DescribelInstances'
version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_1i
1551113065

Time.at (timestamp) .utc.strftime (

timestamp =
date =

# KAKNAKAKA KA KK KKK Step 1:

http_request_method = 'POST'
!/!

canonical_querystring =

canonical_uri =

rr

IR L BRI (bR ARSUERT]
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charset=utf-8""'

PXS*******V

Ak Ak AAAKXT

'$Y-8m-3%d")

Concatenate the CanonicalRequest
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canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}
\n"

signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name', 'Values' =>
[ "unnamed'] }] }

# payload = JSON.generate (params, { 'ascii_only' => true, 'space' => ' ' })

# json will generate in random order, to get specified result in example, we hard
—code it here.

payload = '{"Limit": 1, "Filters'": [{"Values'": ["unnamed'"], '"Name'": "instance—nam
e} ]}

hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

§ AFAAAAAAAAAAISA Step 2: Concatenate the sString to Sign ****Aisiiidistst
credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

# *kkkkhkkhkkhkkkkKk kKK Step 3_- Calculate the Signatufe Kk ok k k ok kk k ok ok kA

digest = OpenSSL::Digest.new('sha256"')

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

§ AAFA A A AL ALK Step 4: Concatenate the Authorization **#*##kkiiiisk
authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, Signed
Headers=#{signed headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
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+ ' -H "Authorization: ' + authorization + '"' \

+ ' —-H "Content-Type: application/json; charset=utf-8"'
+ ' -H "Host: ' + host + '"' |\

+ ' -H "X-TC-Action: ' + action + '"' \

+ ' -H "X-TC-Timestamp: ' + timestamp.to_s + """’ \

+ ' -H "X-TC-Version: ' + version + '"' \

+ ' -H "X-TC-Region: ' + region + '"' \

+ " -d '"" + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex (string s)
{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s

StringBuilder builder = new StringBuilder ();
for (int i = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i].ToString ("x2"));
}

return builder.ToString();

}

}

public static byte[] HmacSHA256 (byte[] key, byte[] msg)

{

using (HMACSHA256 mac = new HMACSHA256 (key))
{

return mac.ComputeHash (msg) ;

}

}

public static Dictionary<String, String> BuildHeaders (string secretid,

string secretkey, string service, string endpoint,

string action, string version, DateTime date,
{

string datestr = date.ToString ("yyyy-MM-dd");
DateTime startTime = new DateTime (1970, 1, 1,

string requestPayload)

0,

0,

\

string region,

0,

BE &R o5

DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, Mi
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dpointRounding.AwayFromZero)
// P b b b b b b b g b b b Step l:

/ 1000;

BEE iRy

Concatenate the CanonicalRequest sString ***xxxkixtixx

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n" +

"host:" + endpoint + "\n";

string signedHeaders = "content-type;host";

string hashedRequestPayload =
string canonicalRequest =

canonicalUri + "\n"
canonicalQueryString + "\n"
"\n"
ll\nll

hashedRequestPayload;

+
+

+ canonicalHeaders +
+ signedHeaders +

+

Console.WriteLine (canonicalRequest) ;

Console.WritelLine("-————————""—""————————

// P i b b b b b b i g Step 2_-

string credentialScope = datestr + "/"
string hashedCanonicalRequest =

string stringToSign =

httpRequestMethod +

Concatenate the string to sign

+ service +

algorithm + "\n" + requestTimestamp.ToString() +

SHA256Hex (requestPayload) ;

"\n"

H ok ko kA Ak ok ok ok

"/" 4+ "tc3_request";

SHA256Hex (canonicalRequest) ;

TN\a? 4 ere

dentialScope + "\n" + hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

Console.WriteLine("-————-—----—————

// Kk ok ok ok ok ok ok ok ok kX A Step 3:

Calculate the signature

k& Kk ko A ok k ok Ak kX

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);
byte[] secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
byte[] secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
byte[] secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_requ
est"));
byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringTo
Sign));
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower
()i
Console.WritelLine (signature) ;
Console.WriteLine("-———--""""""""~"""~""~""~"~"—"~"~"—"—"——————— ") ;
/) FrAxAFAEAxAxAA* Step 4: Concatenate the Authorization *Hr*x*x*xtkxx*#
string authorization = algorithm + " "
+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "
+ "Signature=" + signature;
Console.WriteLine (authorization) ;
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Congele .WrlteLlng (Vo= Th g

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);

headers.Add
headers.Add
headers.Add
headers.Add
headers.Add

("Host", endpoint);

("Content-Type", contentType + "; charset=utf-8");
("X-TC-Timestamp", requestTimestamp.ToString());
("X-TC-Version", version);

("X-TC—-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

}

public static void Main (string|[] args)

{

// SecretID and SecretKey

string SECRET_ID = "AKIDz8krbsJSyKBZQpnT74WEFkmLPx3*****k*x1;
string SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCNI******xx1;
string service = "cvm";

string endpoint = "cvm.tencentcloudapi.comn";

string region = "ap-guangzhou";

string action = "DescribeInstances";

string version = "2017-03-12";

// The timestamp ~2019-02-26 00:44:25° used here is only for reference. In a proj
ect, use the following parameter:

// DateTime date = DateTime.UtcNow;

// Enter the correct time zone. We recommend using UTC timestamp to avoid errors.
DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds
(1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub
47d\\u540d\"], \"Name\": \"instance-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WritelLine ("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}
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NodedS
const crypto = require('crypto');
function sha256 (message, secret = '', encoding) {
const hmac = crypto.createHmac ('sha256', secret)

return hmac.update (message) .digest (encoding)

}

function getHash (message, encoding = 'hex') {
const hash = crypto.createHash('sha256")

return hash.update (message) .digest (encoding)

}

function getDate (timestamp) {

const date = new Date (timestamp * 1000)

const year = date.getUTICFullYear ()

const month = ('0' + (date.getUTCMonth () + 1)) .slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)
return "~ ${year}-${month}-${day}"

}

function main () {

const SECRET_ID = "AKIDz8krbsJ5yKBZQOpn74WEFKkmLPx3****x**xN
const SECRET_KEY = "GubStI9xGARNpg86cd98joQYCNI***x**x1
const endpoint = "cvm.tencentcloudapi.com"

const service = "cvm"

const region = "ap-guangzhou"

const action = "DescribelInstances"

const version = "2017-03-12"

//const timestamp = getTime ()
const timestamp = 1551113065

const date = getDate (timestamp)

[/ FERAAAAALAAAAAL Step 1: Concatenate the CanonicalRequest String ****#Akkkkkis

const signedHeaders = "content-type;host"
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}"

const hashedRequestPayload = getHash (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "hos

t:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
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canonicalUri + "\n"
canonicalQueryString +
ll\n"

signedHeaders + "\n"

ll\n"

canonicalHeaders +

+ 4+ o+ + o+

hashedRequestPayload
console.log(canonicalRequest)

console.log ("

// kA Ak ok Ak kA Ak k k Step 2:
algorithm = "TC3-HMAC-SHA256"
hashedCanonicalRequest
date +

Concatenate the

const

const

"/"
algorithm + "\n" +

const credentialScope

const stringToSign
H\n"

credentialScope + "\n" +

timestamp + +
hashedCanonicalRequest
console.log(stringToSign)

console.log ("

J ) FAAAAAKAALAAAA Stop 3: Calculate the si

+ service +

BEE iRy

Stri]’lg to Slgn dk Ak A Ak ok ok ok kA A

getHash (canonicalRequest) ;

"/" + "tc3_request"

gnatufe Kk ok ok ok ok ok ok Ak kA A

const kDate = sha256 (date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)

const signature = sha256(stringToSign, kSigning, 'hex')

console.log(signature)

console.log ("

// P b i b b b b b b b b i Step 4_-

const authorization "

+

algorithm + "

"Credential=" + SECRET_ID + "/"
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

console.log (authorization)

EEMNSOLE ; 1og] (Voo seesaes
const Call Information = 'curl —-X POST '

console.log(Call_Information)

}

main ()

IR L BRI (bR ARSUERT]

Concatenate the Authorization

+ credentialScope + ",

H ok ko ok kA ok ok ok ok ok

+ "https://" + endpoint

charset=utf-8""'

rmwa

+

+ ' —-H "Authorization: ' + authorization + '"'

+ ' -H "Content-Type: application/json;

+ ' -H "Host: ' + endpoint + '"'

+ ' -H "X-TC-Action: ' + action + '"'

+ ' -H "X-TC-Timestamp: ' + timestamp.toString/()
+ ' -H "X-TC-Version: ' + version + '"'

+ ' -H "X-TC-Region: ' + region + '"!'

+ " -d '" + payload + "'"
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C++

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>
using namespace std;

string get_data (int64_t &timestamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string int2str (int64_t n)

{

std::stringstream ss;

ss << nj;

return ss.str();

}

string sha256Hex (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256);

SHA256_Update (&sha256, str.c_str (), str.size());
SHA256_Final (hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256 DIGEST_ LENGTH; i++)
{

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;
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}
string HmacSha256 (const string &key, const string &input)

{

unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

#else

h = HMAC_CTX_new() ;

#endif

HMAC_Init_ex (h, &key[0], key.length(), EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;
HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION NUMBER < 0x10100000L
HMAC_CTX_cleanup (h) ;

#else

HMAC_CTX_free (h);

#endif

std::stringstream ss;

ss << std::setfill('0");

for (int i = 0; i < len; i++)
{

ss << hash([i];

}

return (ss.str());

}

string HexEncode (const string &input)

{

static const char* const lut = "0123456789%abcdef";
size_t len = input.length();

string output;

output.reserve (2 * len);

for (size_t i = 0; i < len; ++1i)
{

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output .push_back (lut[c & 15]);

}
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return output;

}

int main ()

{

string SECRET_ID = "AKIDz8krbsJSyKBZQpn74WEkmLPx3****xx*1:
string SECRET_KEY = "Gubt9xGARNpg86Ccd98 JoQYCNI*****xxM
string service = "cvm";

string host = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "DescribelInstances";

string version = "2017-03-12";

int64_t timestamp = 1551113065;
string date = get_data (timestamp) ;

J/) FEAAAAAAAAAAAAL Step 1: Concatenate the CanonicalRequest String ***###Akkkkik

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" +

host + "\n";

string signedHeaders = "content-type;host";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"unnamed\"], \"Name
\": \"instance—-name\"}]}";

string hashedRequestPayload = sha256Hex (payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canoni
calQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

cout << "-—mm " << endl;

[/ FERAEAAAALAAAAAL Step 2: Concatenate the string to sign ****#AAAAAAAA

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScop

e + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;
cout <« " —————— " << endl;

// LR b i b b b b g g b 4 Step 3: calculate the Signatufe Kk ok k ok ok kA Ak k ok kA A

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService = HmacSha256 (kDate, service);

string kSigning = HmacSha256 (kService, "tc3_request");
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string signature = HexEncode (HmacSha256 (kSigning, stringToSign));
cout << signature << endl;

cout << "-——————r————————————— " << endl;

/) FEREAEAAAALAAAAA Step 4: Concatenate the Authorization *****xAAAAAAA

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + creden
tialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

cout << "———————————————————— " << endl;

string headers = "curl -X POST https://" + host + "\n"

+ " -H \"Authorization: " + authorization + "\n"

+ " —-H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " -H \"Host: " 4+ host + "\n"

+ " -H \"X-TC-Action: " + action + "\n"

+ " -H \"X-TC-Timestamp: " + RequestTimestamp + "\n"

+ " -H \"X-TC-Version: " + version + "\n"

+ " -H \"X-TC-Region: " + region + "\n"

+ " -d '" + payload;

cout << headers << endl;

return 0;

bi

Signature Failure

The following situational error codes for signature failure may occur. Please resolve the errors accordingly.

Error Code Description

Signature expired. Timestamp and server time cannot differ by more than five

AuthFailure.SignatureExpire ;
minutes.

The key does not exist. Please go to the console to check whether it is
disabled or you copied fewer or more characters.

AuthFailure.SecretldNotFound

Signature error. It is possible that the signature was calculated incorrectly, the

AuthFailure.SignatureFailure signature does not match the content actually sent, or the SecretKey is
incorrect.

AuthFailure.TokenFailure Temporary certificate token error.

AuthFailure.InvalidSecretld Invalid key (not a TencentCloud API key type).
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Signature

TN ] ¢ 2022-12-01 15:39:24

Tencent Cloud API authenticates each access request, i.e. each request needs to include authentication information
(Signature) in the common parameters to verify the identity of the requester.

The Signature is generated by the security credentials which include Secretld and SecretKey. If you don't have the
security credentials yet, go to the TencentCloud API Key page to apply for them; otherwise, you cannot invoke the
TencentCloud API.

1. Applying for Security Credentials

Before using the TencentCloud API for the first time, go to the TencentCloud AP| Key page to apply for security
credentials.

Security credentials consist of Secretld and SecretKey:

» Secretld is used to identify the APl requester.
» SecretKey is used to encrypt the signature string and verify it on the server.

* You must keep your security credentials private and avoid disclosure.

You can apply for the security credentials through the following steps:

1. Log in to the Tencent Cloud Console.
2. Go to the TencentCloud API Key page.
3. On the APl Key Management page, click Create Key to create a Secretld/SecretKey pair.

Note: Each account can have up to two pairs of Secretld/SecretKey.

2. Generating a Signature

With the Secretld and SecretKey, a signature can be generated. The following des