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Data Sync
Databases Supported by Data Sync

Last updated : 2024-04-01 15:42:08

Scenario Overview

Data Sync refers to the real-time sync of data between two data sources. A sync task is performed continuously. After
a task is created, the data will be continuously synchronized (almost in real time) to keep consistency between the
source and target databases.

Data Sync and Data Migration share basic features. Data Sync supports simultaneous data writing to both source
and target databases and features such as data conflict resolution, dynamic task configuration adjustments, and the
construction of complex topologies, making it more convenient for users to manage long-term tasks.

Tencent Cloud DTS supports data sync tasks with self-built databases, TencentDB databases, and third-party cloud

databases as the source or target databases. Typical scenarios are described as follows.

Scenario Description

Synchronize databases such as self-built databases in local IDCs, self-built databases
Cloud-Local Sync on CVM. Reverse synchronization is supported to achieve two-way synchronization
between cloud and local databases.

Cross-Cloud Sync DTS can sync a third-party cloud database to TencentDB instances to achieve dual-

cloud sync.
Cross-TencentDB DTS can perform cross-region and cross-border database sync, and sync between
Instance Sync database instances under different Tencent Cloud accounts.
Sync Between IDC DTS supports two-way sync between self-built databases in local IDCs to achieve data
Databases integration and aggregation.

Feature Overview

Sync Data Types

Supports structure sync, full sync, and incremental sync.
Structure sync: In sync task configuration, set Initialization Type to Structure Initialization.

Full sync: In sync task configuration, set Initialization Type to Structure Initialization and Full data initialization.
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Incremental sync: In sync task configuration, do not select any option in Initialization Type. Select DML and DDL in

Synchronization Operation Type.

Access Type

DTS supports the following access types: Public Network, Self-Build on CVM, Direct Connect, VPN Access,
Database, CCN, and VPC. Based on the deployment type of the database, different access types can be selected.
Each access type requires specific network conditions. For more details, see Overview.

For self-built IDC databases and third-party cloud databases, you can select the following access types: Public
Network, Direct Connect, VPN Access, and CCN.

For self-built databases on CVM, select Self-Build on CVM as the access type.

For TencentDB instances, select Database as the access type.

Topology

Data sync tasks of complex topologies are supported, such as one-to-many, many-to-one, two-way, and ring sync. For
information about how to construct complex topologies, see the configuration guides: Creating Two-Way Sync Data

Structure, Creating Many-to-One Sync Data Structure, and Creating Multi-Site Active-Active IDC Architecture.

Sync to MySQL

Note :

If you need to use the following link for synchronization, you must submit a ticket.
Synchronize data from MySQL/MariaDB/Percona to MariaDB.

Synchronize data from MariaDB/Percona to MySQL.

Synchronize data from or to TDSQL for MySQL.

Synchronize data from MySQL to TDSQL for PostgreSQL.

MySQL > MySQL

Sour.ce Database and Target Database and Version Two-Way Reference Documentation
Version Sync
Self-Built Databases Self-Built Databases Supported Sync from
Self-built MySQL 5.5, 5.6, Self-built MySQL 5.5, 5.6, 5.7 and MySQL/MariaDB/Percona
5.7 and 8.0 databases in 8.0 databases in IDCs or on CVM to MySQL
IDCs Third-Party Cloud Providers
Self-built MySQL 5.5, 5.6, Alibaba Cloud ApsaraDB for RDS
5.7 and 8.0 databases on 5.6,5.7 and 8.0
CVM Alibaba Cloud PolarDB 5.6, 5.7
and 8.0
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Third-Party Cloud Providers
Alibaba Cloud ApsaraDB for
RDS 5.6, 5.7 and 8.0
Alibaba Cloud PolarDB 5.6,
5.7and 8.0

Amazon RDS for MySQL
5.6,5.7and 8.0

Amazon Aurora MySQL 5.6
and 5.7

TencentDB for MySQL 5.5,
5.6,5.7 and 8.0

Sync between databases
under the same Tencent
Cloud root account

Sync between databases
under different Tencent
Cloud root accounts

MariaDB > MySQL

Source Database and
Version

Self-Built Databases

Amazon RDS for MySQL 5.6, 5.7
and 8.0

Amazon Aurora MySQL 5.6 and
5.7

TencentDB for MySQL 5.5, 5.6,
5.7 and 8.0

Self-Built Databases

++Self-built MySQL 5.5, 5.6, 5.7
and 8.0 databases in IDCs or on
CVM

Third-Party Cloud Providers
Alibaba Cloud ApsaraDB for RDS
5.6,5.7and 8.0

Alibaba Cloud PolarDB 5.6, 5.7
and 8.0

Amazon RDS for MySQL 5.6, 5.7
and 8.0

Amazon Aurora MySQL 5.6 and
5.7

TencentDB for MySQL 5.5, 5.6,
5.7 and 8.0

Self-Built Databases

Self-built MySQL 5.5, 5.6, 5.7 and
8.0 databases in IDCs or on CVM
Third-Party Cloud Providers
Alibaba Cloud ApsaraDB for RDS
5.6,5.7 and 8.0

Alibaba Cloud PolarDB 5.6, 5.7
and 8.0

Amazon RDS for MySQL 5.6, 5.7
and 8.0

Amazon Aurora MySQL 5.6 and
5.7

TencentDB for MySQL 5.5, 5.6,
5.7 and 8.0

Two-Wa
Target Database and Version wo-¥vay

Sync
Self-Built Databases Supported
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Self-built MariaDB 5.5, 10.0- Self-built MySQL 5.5, 5.6, 5.7 to MySQL
10.6 databases in IDCs and 8.0 databases in IDCs or on
Self-built MariaDB 5.5, 10.0- CVM
10.6 databases on CVM TencentDB for MySQL 5.5, 5.6,
5.7 and 8.0

TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)
Sync between databases
under the same Tencent

Self-Built Databases
Self-built MySQL 5.5, 5.6, 5.7
and 8.0 databases in IDCs or on

CVM
Cloud root account
TencentDB for MySQL 5.5, 5.6,
Sync between databases
. 5.7 and 8.0
under different Tencent
Cloud root accounts
Percona > MySQL
Source Database and Two-W
! ) Target Database and Version wo-wvay Reference Documentation
Version Sync

Self-Built Databases
Self-built Percona 5.5, 5.6,

Self-Built Databases
Self-built MySQL 5.5, 5.6, 5.7

7 . i f
57 and 8.0 databases in and 8.0 databases in IDCs or on Sync from ,
IDCs CUM Supported MySQL/MariaDB/Percona
[f-built P 5, 5.
Self-built Percona 5.5, 5.6, TencentDB for MySQL 5.5, 5.6, to MySQL
5.7 and 8.0 databases on
5.7 and 8.0
CVM
TDSQL-C MySQL > MySQL
Two-W Ref
Source Database and Version Target Database and Version wo-ivay elerence )
Sync Documentation
TDSQL-C for M :
8 OSQ C for MySQL 5.7 and Self-Built Databases
S. nc between databases under Self-built MySQL 5.5, 5.6, 5.7 and Sync from TDSQL-C
th):a same oot account 8.0 databases in IDCs or on CVM Supported for MySQL to
4 TencentDB for MySQL 5.5, 5.6, 5.7 MySQL

Sync between databases under
different root accounts

and 8.0

TDSQL MySQL > MySQL
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Source Database Target Database Two-Way Reference
Sync Documentation

TencentDB for MySQL

D ions: M L
(Database versions: MySQ Self-Built Databases

8.0,P 5.7, MariaDB 10.1 f TDSQL
S I”IC s;(t:or;n détat?e::les nger) Self-built MySQL 8.5, 5.6, 5.7 and Not fS yr]l\jl rSOCn;L’[ -
Wi r
thy e root ot N 8.0 databases in IDCs or on CVM supported '\j SéL 0
© same rootaccou TencentDB for MySQL y
Sync between databases under
different root accounts
Sync to MariaDB
MySQL > MariaDB
Source Database and Target Database and Two-Way

_ , Reference Documentation
Version Version Sync

Self-Built Databases
Self-built MariaDB 5.5,

Self-Built Databases 10.0-10.6 databases in
Self-built MySQL 5.5, IDCs
5.6,5.7and 8.0 Self-built MariaDB 5.5,
databases in IDCs 10.0-10.6 databases on
Self-built MySQL 5.5, CVM
5.6,5.7 and 8.0 TencentDB for MariaDB
databases on CVM (Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4) Sync from
Supported MySQL/MariaDB/Percona/TDSQL-
Self-Built Databases C MySQL to MariaDB

Self-built MariaDB 5.5,
10.0-10.6 databases in
IDCs

Self-built MariaDB 5.5,
10.0-10.6 databases on
CVM

TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, MariaDB 10.4)

TencentDB for MySQL
5.5,5.6,5.7and 8.0
Sync between
databases under the
same root account
Sync between
databases under
different root accounts

MariaDB > MariaDB
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Source Database and
Version

Self-Built Databases
Self-built MariaDB 5.5,
10.0-10.6 databases in
IDCs

Self-built MariaDB 5.5,

10.0-10.6 databases on

CVM

TencentDB for MariaDB

(Database versions:
MySQL 8.0, Percona

5.7, MariaDB 10.1, and

MariaDB 10.4)

Sync between
databases under the
same root account
Sync between
databases under
different root accounts

Percona > MariaDB

Source Database and
Version

Self-Built Databases
Self-built Percona 5.5,
5.6,5.7and 8.0
databases in IDCs
Self-built Percona 5.5,
5.6,5.7and 8.0
databases on CVM

Target Database and
Version

Self-Built Databases
Self-built MariaDB 5.5,
10.0-10.6 databases in
IDCs

Self-built MariaDB 5.5,
10.0-10.6 databases on
CVM

TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)

Self-Built Databases
Self-built MariaDB 5.5,
10.0-10.6 databases in
IDCs

Self-built MariaDB 5.5,
10.0-10.6 databases on
CVM

TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)

Target Database and
Version

Self-Built Databases
Self-built MariaDB 5.5, 10.0-
10.6 databases in IDCs
Self-built MariaDB 5.5, 10.0-
10.6 databases on CVM
TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)

TDSQL-C MySQL > MariaDB

Source Database and

Target Database and

©2013-2022 Tencent Cloud. All rights reserved.
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C MySQL to MariaDB
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Version

TDSQL-C for MySQL
5.7and 8.0

Sync between
databases under the
same root account
Sync between
databases under
different root accounts

Version

Self-Built Databases
Self-built MariaDB 5.5, 10.0-
10.6 databases in IDCs
Self-built MariaDB 5.5, 10.0-
10.6 databases on CVM
TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)

TDSQL MySQL > MariaDB

Source Database and
Version

TencentDB for MySQL
(Database versions:
MySQL 8.0, Percona 5.7,
and MariaDB 10.1)

Sync between databases
under the same root
account

Sync between databases
under different root
accounts

Target Database and
Version

Self-Built Databases
Self-built MariaDB 5.5,
10.0-10.6 databases in
IDCs

Self-built MariaDB 5.5,
10.0-10.6 databases on
CVM

TencentDB for MariaDB
(Database versions:
MySQL 8.0, Percona 5.7,
MariaDB 10.1, and
MariaDB 10.4)

Sync to TDSQL-C for MySQL

MySQL > TDSQL-C MySQL

Source Database and Version

Self-Built Databases

Target Database and Version

Sync

Data Transfer Service

Sync from

Supported

MySQL/MariaDB/Percona/TDSQL-

C MySQL to MariaDB

Two-Way
Sync

Reference Documentation

Sync from
MySQL/MariaDB/Percona/TDSQL-

Not
supported

Two-Way
Sync

Supported

Self-built MySQL 5.5, 5.6, 5.7
and 8.0 databases in IDCs
Self-built MySQL 5.5, 5.6, 5.7
and 8.0 databases on CVM

Third-Party Cloud Providers

TDSQL-C for MySQL 5.7 and
8.0

TDSQL-C for MySQL 5.7 and

©2013-2022 Tencent Cloud. All rights reserved.
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Sync from
MySQL/MariaDB/Percona
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Alibaba Cloud ApsaraDB for 8.0
RDS 5.6, 5.7 and 8.0

Alibaba Cloud PolarDB 5.6,

5.7and 8.0

Amazon RDS for MySQL 5.6,

5.7 and 8.0

Amazon Aurora MySQL 5.6

and 5.7

TencentDB for MySQL 5.5,

5.6,5.7and 8.0
Sync between databases TDSQL-C for MySQL 5.7 and
under the same root account 8.0

Sync between databases
under different root accounts

MariaDB > TDSQL-C MySQL

Two-Way
Sync

Source Database and Version Target Database and Version Reference Documentation

Self-Built Databases
Self-built MariaDB 5.5, 10.0-

, TDSQL-C for MySQL 5.7 and
10.6 databases in IDCs

8.0

Self-built MariaDB 5.5, 10.0-
10.6 databases on CVM

. Sync from
TencentDB for MariaDB s g MvSQLMariaDB/P
(Database versions: MySQL upporte )ZFDSQLaC”T\/I SQechona
8.0, Percona 5.7, MariaDB 0 oMy
10.1, and MariaDB 10.4) TDSQL-C for MySQL 5.7 and
Sync between databases 8.0
under the same root account
Sync between databases
under different root accounts

Percona > TDSQL-C MySQL
, . Two-Way .
Source Database and Version Target Database and Version Svnc Reference Documentation
y

Self-Built Databases TDSQL-C for MySQL 5.7 and Supported Sync from
Self-built Percona 5.5, 5.6, 5.7 8.0 MySQL/MariaDB/Percona
and 8.0 databases in IDCs to TDSQL-C MySQL
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Self-built Percona 5.5, 5.6, 5.7
and 8.0 databases on CVM

TDSQL-C MySQL > TDSQL-C MySQL

Source Database and Version

TDSQL-C for MySQL 5.7 and
8.0

Sync between databases under
the same root account

Sync between databases under
different root accounts

Target Database and Version

TDSQL-C for MySQL 5.7 and 8.0

TDSQL MySQL > TDSQL-C MySQL

Source Database and Version

TencentDB for MySQL

(Database versions: MySQL 8.0,
Percona 5.7, and MariaDB 10.1)

Sync between databases under
the same root account
Sync between databases under
different root accounts

Target Database and Version

TDSQL-C for MySQL 5.7 and 8.0

Sync to TDSQL for MySQL

MySQL > TDSQL MySQL

Source Database and Version

Self-Built Databases
Self-built MySQL 5.6, 5.7 and
8.0 databases in IDCs
Self-built MySQL 5.6, 5.7 and
8.0 databases on CVM

TencentDB for MySQL 5.6,
5.7 and 8.0

Target Database and Version

TencentDB for MySQL
(Database versions: MySQL
8.0, Percona 5.7, and MariaDB
10.1)

TencentDB for MySQL
(Database versions: MySQL

©2013-2022 Tencent Cloud. All rights reserved.
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Two-Way Reference
Sync Documentation
Sync from TDSQL-
Supported C for MySQL to
TDSQL-C for
MySQL
Two-Way Reference
Sync Documentation
Sync from TDSQL-C
Not for MySQL to
supported TDSQL-C for
MySQL
Two-W
wo-yvay Reference Documentation
Sync
Not Sync from
supported MySQL/MariaDB/Percona

to TDSQL for MySQL
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Sync between databases
under the same root account
Sync between databases
under different root accounts

MariaDB > TDSQL MySQL

Source Database and
Version

Self-Built Databases
Self-built MariaDB 5.5, 10.0-
10.6 databases in IDCs
Self-built MariaDB 5.5, 10.0-
10.6 databases on CVM

TencentDB for MariaDB
(Database versions: MySQL
8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)
Sync between databases
under the same root account
Sync between databases
under different root accounts

Percona > TDSQL MySQL
Source Database and Version

Self-Built Databases

Self-built Percona 5.5, 5.6, 5.7
and 8.0 databases in IDCs
Self-built Percona 5.5, 5.6, 5.7
and 8.0 databases on CVM

8.0, Percona 5.7, and MariaDB

10.1)

TDSQL-C MySQL > TDSQL MySQL

Source Database and

Two-W
Target Database and Version wo-tvay
Sync
TencentDB for MySQL
(Database versions: MySQL 8.0,
Percona 5.7, and MariaDB 10.1)
Not
supported
TencentDB for MySQL
(Database versions: MySQL 8.0,
Percona 5.7, and MariaDB 10.1)
Two-W
Target Database and Version Wo-yvay
Sync
TencentDB for MySQL
(Database versions: MySQL Not
8.0, Percona 5.7, and MariaDB supported
10.1)
Target Database and Two-Way

Data Transfer Service

Reference Documentation

Sync from
MySQL/MariaDB/Percona
to TDSQL for MySQL

Reference Documentation

Sync from
MySQL/MariaDB/Percona
to TDSQL for MySQL

Reference Documentation

Sync from

Version Version Sync
TDSQL-C for MySQL 5.7 TencentDB for MySQL Not
and 8.0 (Database versions: supported

©2013-2022 Tencent Cloud. All rights reserved.
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Sync between databases MySQL 8.0, Percona 5.7,
under the same root and MariaDB 10.1)
account

Sync between databases

under different root

accounts

TDSQL MySQL > TDSQL MySQL

Two-Way Reference

Source Database and Version Target Database and Version ,
Sync Documentation
TencentDB for MySQL (Database
ions: MySQL 8.0, P
;e;s’::j Mai'a?)B o) ercona Self-built TDSQL for MySQL
7, i :
Svnc between datab nder TencentDB for MySQL (Database
hy ¢ between databases unde versions: MySQL 8.0, Percona 5.7, Sync from TDSQL
the same root account and MariaDB 10.1) Not for MySQL to

S.ync between databases under supported TDSAQL for
different root accounts MySQL

TencentDB for MySQL (Database
Self-built TDSQL for MySQL versions: MySQL 8.0, Percona 5.7,
and MariaDB 10.1)

MySQL > TDSQL TDStore

Two-Way
Sync

Source Database and Version Target Database and Version Reference Documentation

Self-Built Databases

Self-built MySQL 5.5, 5.6, 5.7

and 8.0 databases in IDCs TDSQL for MySQL TDStore
Self-built MySQL 5.5, 5.6, 5.7

and 8.0 databases on CVM Sync from

MySQL/MariaDB/Percona
to TDSQL TDStore

Not
TencentDB for MySQL 5.5, supported
5.6,5.7and 8.0
Sync between databases
under the same root account
Sync between databases
under different root accounts

TDSQL for MySQL TDStore

MariaDB > TDSQL TDStore
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Source Database and Version Target Database and Version Two-Way Reference Documentation
Sync

Self-Built Databases
Self-built MariaDB 5.5, 10.0-

10.6 databases in IDCs TDSQL for TDStore

Self-built MariaDB 5.5, 10.0-

10.6 databases on CVM
. Sync from

TencentDB for MariaDB Not .

(Database versions: MySQL supported MySQL/MariaDB/Percona
' PP to TDSQL TDStore

8.0, Percona 5.7, MariaDB
10.1, and MariaDB 10.4)
Sync between databases
under the same root account
Sync between databases
under different root accounts

TDSQL for MySQL TDStore

Percona > TDSQL TDStore

Two-Way

Reference Documentation
Sync

Source Database and Version Target Database and Version

Self-Built Databases

Self-built Percona 5.5, 5.6, 5.7 Not Sync from

and 8.0 databases in IDCs TDSQL for MySQL TDStore supported MySQL/MariaDB/Percona
Self-built Percona 5.5, 5.6, 5.7 to TDSQL TDStore

and 8.0 databases on CVM

Sync to TDSQL for PostgreSQL

MySQL > TDSQL PostgreSQL

Two-Way Reference

Source Database and Version Target Database and Version ,

Sync Documentation
TencentDB for MySQL 5.5, 5.6,
5.7and 8.0 Sync from
Sync between databases under TencentDB for TDSQL Not TencentDB for
the same root account PostgreSQL supported MySQL to TDSQL
Sync between databases under for PostgreSQL

different root accounts
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Sync to Kafka

MySQL > Kafka
Source Database and Version

Self-Built Databases

Self-built MySQL 5.5, 5.6, 5.7 and

8.0 databases in IDCs

Self-built MySQL 5.5, 5.6, 5.7 and

8.0 databases on CVM

Third-Party Cloud Providers
Alibaba Cloud ApsaraDB for RDS
5.6,5.7and 8.0

Alibaba Cloud PolarDB 5.6, 5.7
and 8.0

Amazon RDS for MySQL 5.6, 5.7
and 8.0

Amazon Aurora MySQL 5.6 and
5.7

TencentDB for MySQL 5.5, 5.6,
5.7and 8.0

Sync between databases under
the same root account

Sync between databases under
different root accounts

MariaDB > Kafka
Source Database and Version

Self-Built Databases

Self-built MariaDB 5.5, 10.0-10.6
databases in IDCs

Self-built MariaDB 5.5, 10.0-10.6
databases on CVM

TencentDB for MariaDB
(Database versions: MySQL 8.0,
Percona 5.7, MariaDB 10.1, and
MariaDB 10.4)

Sync between databases under
the same root account

Target Database and Version

Message Queue CKafka 1.1.1 and
later

Message Queue CKafka 1.1.1 and
later

Message Queue CKafka 1.1.1 and
later

Target Database and Version

Message Queue CKafka 1.1.1 and
later

Message Queue CKafka 1.1.1 and
later

©2013-2022 Tencent Cloud. All rights reserved.
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Reference Documentation

Sync from
MySQL/MariaDB/Percona/TDSQL-
C MySQL databases to Kafka
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Sync between databases under
different root accounts

Percona > Kafka
Source Database and Version

Self-Built Databases

Self-built Percona 5.5, 5.6, 5.7 and
8.0 databases in IDCs

Self-built Percona 5.5, 5.6, 5.7 and
8.0 databases on CVM

TDSQL-C MySQL > Kafka
Source Database and Version

TDSQL-C for MySQL 5.7 and 8.0
Sync between databases under
the same root account

Sync between databases under
different root accounts

TDSQL MySQL > Kafka
Source Database and Version

TencentDB for MySQL (Database

Target Database and Version

Message Queue CKafka 1.1.1
and later

Target Database and Version

Message Queue CKaftka 1.1.1
and later

Target Database and Version

versions: MySQL 8.0, Percona 5.7, and

MariaDB 10.1)

Sync between databases under the same

root account

Sync between databases under different

root accounts
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C MySQL databases to Kafka

Reference Documentation

Sync from
MySQL/MariaDB/Percona/TDSQL-
C MySQL databases to Kafka

Reference
Documentation

Sync from TDSQL
for MySQL to Kafka
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Cross-Account TencentDB Instance Sync

Last updated : 2023-11-21 20:41:18

Overview

This document describes how to use the DTS data sync feature to sync data between TencentDB instances under

different accounts.

Application Scope

Cross-account data sync is supported between TencentDB for MySQL, TDSQL for MySQL, TDSQL-C for MySQL,
TencentDB for MariaDB, and TencentDB for PostgreSQL instances. For more information, see the Cross-Account

Sync column of the Key features supported by sync table in Databases Supported by Data Sync.

Prerequisite

You have created the target database instance.

Note

This operation involves multiple account information configuration items. The following lists the main configuration
logic for easier understanding and configuration.

Data sync direction: Source database (database instance under another account) > target database (database
instance under the current account).

The account executing the sync task can be the root account or a sub-account of the target database.

Use the root account to execute the sync task: Before executing the task, ask the source database's root account to
grant the target database's root account access to the source database through a role.

Use the sub-account to execute the sync task: Before executing the task, ask the source database's root account to
grant the target database's root account access to the source database through a role. Then, ask the target

database's root account to grant its sub-account access to the source database through policies.

Authorizing an Account
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To execute the sync task with a root account or a sub-account, follow steps 1-6 or steps 1-11
respectively.

1. Log in to the CAM console with the Tencent Cloud root account of the source database. If a sub-account has CAM
and role permissions, you can also log in with the sub-account.

2. Click Roles on the left sidebar to enter the Role Management page. Then, click Create Role.

3. On the Select role entity page, select Tencent Cloud Account.

Select role entity

Tencent Cloud Product Service

«©

Authorize Tencent Cloud service to use your cloud resources via roles

Tencent Cloud Account

& Authorize your root account or other root accounts to use your cloud

resources via roles

|dPs
Eﬂ Authorize external user identity (such as enterprise user directory) to

use your cloud resources

4. On the Enter Role Entity Info page, configure the information and click Next.
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o Enter Role Entity Info > >

Tencent Cloud account Current root account o Other root account

10 137 The root account ID of Target Databas

Ole access Allow the current role to access console

External IC Enable Verification (You're advised to enable this feature when a third-party platform uses ti

@ The external ID is a string of characters that you define for this role. To use this role, a
This improves the security of role assuming by preventing unauthorized use of the rol
You're advised to enable external ID verification if you will allow a third-party platforn

Next
Tencent Cloud account: Select Other root account.
Account ID: Enter the Tencent Cloud root account ID of the target database, which can be viewed on the Account
Information page. Enter the root account ID here even if the target database instance is under the sub-account.
External ID: You can set it as needed.
Note
If an external ID is used, record and keep it on your own, as it is required for subsequent configurations.
5. On the Configure Role Policy page, select the DTS service policy and the source database's corresponding
policies and click Next.
DTS service policy: Select QcloudDTSReadOnlyAccess .
The source database's corresponding policies are detailed below:
If the source database is TencentDB for MySQL, select 0OcloudCDBReadOnlyAccess (for read-only access to
TencentDB for MySQL resources) and QcloudCDBInnerReadOnlyAccess (for TencentDB for MySQL list
query).
If the source database is TencentDB for MariaDB, select QcloudMariaDBReadOnlyAccess (for read-only
access to TencentDB for MariaDB).
If the source database is TDSQL for MySQL, select QcloudTDSQLReadOnlyAccess (for read-only access to
TDSQL for MySQL).
If the source database is TDSQL-C for MySQL, select QcloudCynosDBReadOnlyAccess (for read-only access
to TDSQL-C for MySQL).
If the source database is TencentDB for PostgreSQL, select QcloudPostgreSQLReadOnlyAccess (for read-

only access to TencentDB for PostgreSQL).
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° Enter Role Entity Info > o Configure Role Policy > >

Select Policies (7 Total)
MYSQL

Policy Name

Full read-write access to TDSQL MySQL

QcloudTDSQLReadOnlyAccess
Read-only access to TDSQL for MySQL

QcloudAccessForDsgcRale

DSGC permissions (including but not limited to): COS {query object list, query all objects and their version info in the bucket....

QcloudAccessForMySQLRole

MySQL permissions (including but not limited to):KMS{create master key,generate data key, decrypt data,and obtain the list ...

QcloudAccessForSSARoleinComplianceManagement

SSA permissions (including but not limited to): CVM{ query CVM instance) ; CLB (query CLE instance, health status and lis...

6. Configure role tags. Then, on the Review page, set the role name and click Complete.

Note

Policy type T

R
Preset Policy
Preset Palicy
Preset Policy

Preset Policy

Data Transfer Service

2 selected

Policy Name

QcloudAccessForMySQLRole
MySQL permissions (including but not limited ta):KMS(cre

QecloudDTSFullAccess
Full read-write access to Data Transfer Service (DTS)

Record the configured name, which needs to be entered when you create the sync task later.

©2013-2022 Tencent Cloud. All rights reserved.
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° Enter Role Entity Info > o Configure Role Policy > ° Set Role Tag > o

DTS-test

ole Entity Account- i

Access Type  Programming access

Mo tag
Policy Name Description
QcloudDTSFullAccess Full read-write access to Data Transfer Service (DTS)
QcloudAccessForMySQLRole MySQL permissions (including but not limited to):KMS(create master key,generate data key, decrypt

To execute a sync task with the root account, just follow the steps above; to execute a sync task with a sub-account,

Note
you also need to complete steps 7-11 below to ask the root account to authorize the sub-account as follows:

7. (Optional) Log in to the CAM console with the Tencent Cloud root account of the target database and click Policies
on the left sidebar. Then, click Create Custom Policy on the right and select Create by Policy Syntax.
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Select Policy Creation Method

—] Create by Policy Generator

= Select service and actions from the list to auto-generate policy syntax
Create by Policy Syntax

<> Y y sy

Write policy syntax to generate policies

Authorize by Tag

||
) -

Grant permissions of resources under certain tags to users or user

groups

8. (Optional) Select Blank Template and click Next.
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o Select Policy Template >
Template Type:  All Templates

Select a template type

All Templates (724 Total)
© Blank Template

QCloudFinanceFullAccess

This policy allows you to manage all fir

billing.

QcloudAdvisorFull Access

Full read-write access to Cloud Advisor

Next

nancial items in your account, such as payment and

(Advisor)

Data Transfer Service

AdministratorAccess

This policy allows you to manage all users

financial information and cloud assets

nder your account and their permissions,

QcloudACPFullAccess

Full read-write access to ACP

QcloudAdvisorReadOnlyAccess

Read-only access to Advisor

9. (Optional) Create a policy and enter the policy name and description as needed. After copying the sample code to

the Policy Content, replace the content in the red box with the actual information.

° Select Policy Template

Policy Content
{

bW N

DTS-policy

Use Legacy Version

"version”: "2.0",
"statement”: [

{

©2013-2022 Tencent Cloud. All rights reserved.
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5 "effect": "allow",
6 "action”: ["name/sts:AssumeRole"],
7 "resource”: ["qcs::icam::uinf1e 8krole
2 } The root account ID of
] Source Database
10}

Previous Complete

Sample policy syntax:
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{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": ["name/sts:AssumeRole"],
"resource": ["gcs::cam::uin/10*******8:roleName/DTS-role"]
}
]
}
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10. (Optional) Click Complete, return to the Policy List page, and click Associate Users/Groups.

Create Custom Policy All Policies

Policy Name Service Type T Description
DTS-policy

11. (Optional) Select the sub-account of the target database instance (that is, the sub-account executing the sync
task) and click OK.

Associate User/User Group/Role

Select Users (16 Total) (1) selected
Q Name
B User Switch to User Group ... 7
DTS-test
DTS-test User
i

Creating a Sync Task
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1. Log in to the DTS console with the Tencent Cloud account of the target database instance.

2. Select Data Sync > Create Sync Task and purchase a sync task.

3. After making the purchase, return to the data sync task list and click Configure in the Operation column to enter
the sync task configuration page.

4. In the Set source and target databases step, configure the source and target database information. The

following is an example of data sync between TencentDB for MySQL instances.
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o Set source and target databases >

Task Configuration

Name * stacy-test

Data Transfer Service

ng Mode * Immediate execution

Scheduled execution

Source Database Settings

rce Database Type * MySQL

Service Provider % Others

Public Network

Self-Build on CVM Direct Connect VPN Access [

Intra-account Cross-account

The root account ID
Source Database

Peer Account Role Name * DTS-role

South China(Guangzhou)

stance cdbro

root

Test Connectivity

Configure the key parameters for cross-account data migration as follows:

Access Type: Select Database, indicating that the source database is a TencentDB instance.
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Cross-/Intra-Account: Select Cross-account.

Cross-Account ID: Enter the root account ID of the source database.

Cross-Account Role Name: The Role Name configured in step 6 of Authorizing an Account. For more information on
roles, see Role Overview and Cross-Account Access Role.

External Role ID: If you have set the external ID in step 4 of Authorizing an Account, here you need to enter the correct
external ID to avoid permission errors. If the external role ID is not set, leave this parameter empty.

Note

After completing the above configuration, select the Region to obtain the instance list under the source database
account. If an error occurs while obtaining the instance list, the configuration may be incorrect, or no authorization has
been performed. For more information, see FAQs.

5. On the Set sync options and objects page, set the data initialization, data sync, and sync object options and
click Save and Go Next.

6. On the task verification page, complete the verification. After all check items are passed, click Start Task.

If the verification fails, troubleshoot as instructed in Check ltem Overview and initiate the verification again.

7. Return to the data sync task list, and you can see that the task has entered the Running status.

Note

You can click More > Stop in the Operation column to stop a sync task. Before doing so, ensure that data sync has

been completed.

Common Issues

1. What should | do if the error "role not exist[InternalError.GetRoleError]" is reported while pulling the
instance list across accounts?

Check whether the Cross-Account ID (the root account ID of