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Policy
A syntactic rule that defines one or more permissions. A root account performs authorization by associating policies
with users/user groups. An admin or any sub-account that is granted the policy management permission can also
create, update and delete policies, or associate policies with users/user groups.

Login credentials
Login username and password. After you log in to Tencent Cloud console with the username and password, you can
access resources with the scope of permissions through the console.

Multi-factor authentication (MFA)
An additional layer of security protection on top of the login credentials. If you have bound an MFA device in the
security information settings, you can choose to enable login and operation protections.

Access certificates
TencentCloud API keys (SecretId and SecretKey), including individual API keys and project keys. For most services,
individual API keys are used to access TencentCloud APIs. For some services, such as YouTu Face Recognition and
COS, project keys are used to access TencentCloud APIs.

Root account
When you apply for a Tencent Cloud account, a root account is created by the system which you can use to log in to
Tencent Cloud services. A root account is the entity used to bill your usage of Tencent Cloud resources. A root
account has full access to all the resources under it by default.

Identity credentials
Credentials used to verify the identity of a user, including login credentials and access certificates. You must keep the
credentials safe.

Permission
An authorization to allow some users to perform certain operations or access certain resources or prohibit some users
from doing so. By default, a root account has full access to all the resources under the account, while a sub-account
does not have access to any resources under the root account.

User group
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A group of users (sub-accounts) who fulfill the same function. You can create multiple user groups as needed, and
associate the user groups with specific policies to grant them different permissions.

Sub-account
An entity created by the root account. It has an ID and identity credentials and has the permission to log in to Tencent
Cloud console. A sub-account does not own any resource by default, and must be authorized by its root account to
use the resources. A root account can create multiple sub-accounts.

Role
A virtual identity with a collection of permissions. It is used to grant permissions to role entities for them to access
services and resources and perform operations in Tencent Cloud. Those permissions are granted to a role, instead of
a user or user group.
For more information, see Basic Concepts.

Role entity
An object allowed to have the permissions associated with a role. You can edit role entities by adding or deleting
objects to allow them to assume roles to access your Tencent Cloud resources or prohibit them from doing so.
For more information, see Basic Concepts.

Permission policy
A JSON file on permissions in which you can define which operations a role can perform and what resources a role
can access. This file should conform to the CAM policy language rule.

Trust policy
A JSON file on permissions in which you can define which objects can assume a role and what conditions need to be
met before an object assumes a role. This file should conform to the CAM policy language rule.
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