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CVM_QCSLinkedRolelnCbslInit

SRR ¢ LA NRIRSES (CYM) MRS E AT, %A ERHE T RIS HIBERTE I T FER H At =ik Ss
%ﬁo
PUR SRR

o FMEZHr © QcloudAccessForCVMLinkedRolelnCbsinit
o REEANE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

mwxn

1y

"action": [

"tat :RunCommand",

"tat :DescribelInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus"
]

}
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PUR SRR

o SREEZM ¢ QcloudAccessForCVMLinkedRolelnCVMSmartDiagnostic
o RIEANA :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribelInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",

"

cwp:DescribeBashEvents"
I

"resource": "*",
"effect": "allow"

}

]

}
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PR SR M

o WME#FR © QcloudAccessForLighthouseLinkedRolelnBasic

o REGNE :

{

"version": "2.0",

"statement":
{

"action": [
"vpc:*",
"cvm:*",
"tat:*"

1,

"resource":

[

mwxn
4

"effect": "allow"

}
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I H AR 55 B TR
PR SRS

o EMEAFR © QcloudAccessForLighthouseLinkedRoleInCOSANdCI
o RIBNEA :

{

"version": "2.0",
"statement": [

{

"action": [

Yeegg =W,

"Ci:*"

1y
"resource": "*",

"effect": "allow"

}
]
}

Lighthouse QCSLinkedRolelnDnsAndSsi|

(TR - LaTAE vRENARS S (Lighthouse) ARSSHE KM, 12 (URFE T 5 BRI HYASURR Y I P 75 Rl 445
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PR SR

o RMEZFF © QcloudAccessForLighthouseLinkedRoleInDnsAndSsl
o REGNEA :

{
"version": "2.0",
"statement": |

{
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"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms:UnbindCloudResource",
Ugglg®W,

"tat:*",

"dnspod:*",

"domain:*"

1y

"resource": "*",
"effect": "allow"

}

]

}

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

fERGR © LEiat iR MARS S (Lighthouse) ARSSHE XM, 1 EURFE T ¢ IR SR AYASU IR Vi BB P 175 [ 445
Y H M =R 55 B
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o REEFR ¢ QcloudAccessForLighthouseLinkedRolelnLighthouseSmartDiagnostic
o SREENE :

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat :RunCommand",
"tat:DescribeInvocationTasks",
"cwp:DescribeMachineInfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",
"cwp:DescribeRiskDnsList",

"cwp:DescribeBashEvents"
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1,

"resource": "*",
"effect": "allow"
}

]

}
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o FMEZHFF © QcloudAccessForBATCHLinkedRolelnAcrossService
o RIRNA :

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:RunInstances",
"cvm:ModifyInstancesAttribute",
"cvm:ResetInstance",
"cvm:DescribeInstancesStatus",
"cvm:DescribeInstances",
"cvm:TerminateInstances",
"cvm:DescribeImages",
"finance:trade",
"kms:BindCloudResource"

]I

"resource": "*",

"effect": "allow"

}

]

}
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BT TAT_QCSLinkedRolelnCommand o command.tat.cloud.tencent.com
&= B3t liF&ZIEES

TAT_QCSLinkedRolelnUploadInvocation uploadinvocation.tat.cloud.tencent.cc

B

TAT_ QCSLinkedRoleInCommand

SRR ¢ LA BN BELBIT (TAT )RS K At %M CORFE L R IRERI YRR Bl A 75 R 9 HoAth
RS TR,
PR SR M

o SFEMEZHFr ¢ QcloudAccessForTATLinkedRolelnCommand
o REENE :

{
"yversion": "2.0",

"statement": [

{

"action": [
"cvm:Describe*",
"lighthouse:Describe*"
I

"resource": "*",
"effect": "allow"
I3

]

}

TAT_QCSLinkedRolelnUploadinvocation
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PR SR
o RIEEHT © QcloudAccessForTATLinkedRolelnUploadinvocation
o RIEE .

{

"statement": [

{

"action": |

"cos:HeadBucket",
"cos:GetBucket",
"cos:PutObject"
I

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}
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ST HTN ] @ 2024-05-30 10:01:30

MRS (HHX) ABREBRZRETEY, SRSV IRS B EE 17 5RS5 M X A aX A P B EE TR
BfE. AT ARAEARSSHE X A Ry fE R B KPR SRR B

CAMH =% MEa AEA mEER
K AY
RS TKE_QCSLinkedRoleInTDCC MR5MHX cvm.qeloud.com
At tdcc.tke.cloud.tencent.com
P
IR TKE_QCSLinkedRoleInEKSLog MR55AHX | cvm.qcloud.com
At ekslog.tke.cloud.tencent.com
& AY
IR TKE_QCSLinkedRoleInEtcdService MR | cvm.qgeloud.com
At etcdservice.tke.cloud.tencent.com
P
Aeriss TKE_QCSLinkedRoleInEKSCostMaster MR55AH% - cvm.qeloud.com
At ekscostmaster.tke.cloud.tencent.cc
& AY
AR TKE_QCSLinkedRolelnPrometheusService MRZ5HH% - cvm.qeloud.com

A prometheusservice.tke.cloud.tence

TKE_QCSLinkedRoleInTDCC

fERTR | LaTAENEERS (TKE) MRSSHXMAE, %A EREC KBRS IAURIE BN T A H A =R SS
R
PR SR M

o FEMEZHFF © QcloudAccessForTKELinkedRoleInTDCC
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:listTopic",

"cls:getTopic",
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Talss

"cls

"cls:

"cls

"cls:

"cls
"cls
"cls

"cls

Vals g

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

I

createTopic",

:modifyTopic",

listMachineGroup",

:getMachineGroup",

createMachineGroup",

:modifyMachineGroup",
:deleteMachineGroup",
:getMachineStatus",
:pushLog",

agentHeartBeat",

:getConfig",

:getIndex",

:modifyIndex",
:ApplyConfigToMachineGroup",
:CreateConfig",

:CreateIndex",

:Createlogset",
:CreateMachineGroup",
:CreateTopic",

:DeleteConfig",
:DeleteConfigFromMachineGroup",
:Deletelogset",
:DeleteMachineGroup",
:DeleteTopic",
:DescribeConfigMachineGroups",
:DescribeConfigs",
:Describelogsets”,
:DescribeMachineGroupConfigs",
:DescribeMachineGroups",
:DescribeTopics",
:ModifyConfig",

:ModifyIndex",
:ModifyMachineGroup",
:ModifyTopic"

"resource": [

wxn

TKE_QCSLinkedRoleInEKSLog

IR L BRI (bR ARSUERT]
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fERGR . LAtV ERRS (TKE) MRS MAE, %M EREC KBRS RRYEE 177 R =ik S5 %

o
PR SR IS

o HMEFR ¢ QcloudAccessForTKELinkedRoleInEKSLog

o REEA

{

"vers
"stat
{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"cls
"cls
"cls:
"cls
"cls
"cls
"cls:
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls

GRS

on": [

:listTopic",
:getTopic",

createTopic",

:modifyTopic",
:listMachineGroup",

:getMachineGroup",

createMachineGroup",

:modifyMachineGroup",
:deleteMachineGroup",
:getMachineStatus",

:pushLog",

:agentHeartBeat",

:getConfig",

:getIndex",

:modifyIndex",
:ApplyConfigToMachineGroup",
:CreateConfig",

:Createlndex",

:Createlogset",
:CreateMachineGroup",
:CreateTopic",

:DeleteConfig",
:DeleteConfigFromMachineGroup",
:Deletelogset",
:DeleteMachineGroup",
:DeleteTopic",
:DescribeConfigMachineGroups",
:DescribeConfigs",
:Describelogsets",
:DescribeMachineGroupConfigs",
:DescribeMachineGroups",

:DescribeTopics",

BT s ARITERA]
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"cls:ModifyConfig",
"cls:ModifyIndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic"

1y

"resource": |

L]

TKE_QCSLinkedRolelnEtcdService

i E R

fERGR ¢ LAt NAERERS (TKE) WRSMAE, 1% CRTET KERRIS YRR 77 R Bt AR S5 B

o
PUFRSRME

o FMEZHFr . QcloudAccessForTKELinkedRolelnEtcdService

o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"

I

"action": [
"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload"
]

I3
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]
}

TKE_QCSLinkedRoleInEKSCostMaster

SRR ¢ LAiAENERRS (TKE) MRS L AT, %A EREC RIS IR RN T IR HAh RS
%ﬁo
PUR SRS

o FMEZHFF . QcloudAccessForTKELinkedRolelInEKSCostMaster
o REENE :

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:DescribeMidDimensionValueList",
"monitor:DescribeStatisticDhata",
"monitor:GetMonitorData"

1,

"resource": "*",

"effect": "allow"

}

]

}

TKE_QCSLinkedRolelnPrometheusService

fERGR ¢ LAt NAERERS (TKE) WRSMAE, 1% ERTET KERRIS BRI 77 R Bt AR S5 B
o

PUBR SR
o HRWEEZFF © QcloudAccessForTKELinkedRolelnPrometheusService
o RMEANZE

{

"statement": |

{
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"action": [

"cos:DeleteBucket",
"cos:GetBucket",

"cos:PutBucket",

"cos:HeadBucket",
"cos:GetObject",

"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",

"cos:DeleteMultipleObjects",

"cos:ListMultipartUploads",
"cos:AbortMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:
"monitor:
:UpdateAlertRuleState",

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor:

"monitor

"monitor:

"monitor

"monitor:

"monitor

"monitor

"monitor:

"monitor

"monitor:

"monitor

:DescribePrometheusInstances",

DescribeRecordingRules",

:DescribeAlertRules",

DescribeAlarmNotice",

:DescribeAlarmNotices",

DescribeAlarmNoticeCallbacks",

:DescribeAlarmHistories",

CreatePrometheusMultiTenantInstance",

TerminatePrometheusInstances",

:ModifyPrometheusInstanceAttributes",

CreateRecordingRule",

:DeleteRecordingRules",

UpdateRecordingRule",

:CreateAlertRule",

DeleteAlertRules",
UpdateAlertRule",

CreateAlarmNotice",

:DeleteAlarmNotices",

ModifyAlarmNotice",

:ModifyAlarmPolicyNotice",

CreateManagedEKSAgent",
DescribeManagedEKSAgent",

:CreateAlertRuleReceiverNotRequired",

UpdateAlertRuleReceiverNotRequired",

:DescribeExporterIntegrations”,

CreateExporterIntegration",

:UpdateExporterIntegration",

:DeleteExporterIntegration",

CreateGrafanalnstance",

:CreatePrometheusMultiTenantInstancePostPayMode",

BindPrometheusManagedGrafana",

:DescribeGrafanalnstances",

IR L BRI (bR ARSUERT]
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"tdcc:DescribeExternalClusters",
"tdcc:DescribeExternalClusterCredential™,
"monitor:UpgradeGrafanaDashboard",
"monitor:UninstallGrafanaDashboard",
"monitor:DescribePrometheusAlertGroups",
"monitor:CreatePrometheusAlertGroup",
"monitor:UpdatePrometheusAlertGroup",
"monitor:DeletePrometheusAlertGroups",
"monitor:UpdatePrometheusAlertGroupState",
"tke:DescribeTKEEdgeExternalKubeconfig",
"tke:DescribeTKEEdgeClusterCredential",
"tke:DescribeTKEEdgeClusters",
"tke:DescribeClusters",
"tke:DescribeClusterSecurity"

1,

"effect": "allow",
"resource": [

mxn

]

}

]I

"version": "2.0"

}
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MRS (HHX) ABREBRZRETEY, SRSV IRS B EE 17 5RS5 M X A aX A P B EE TR

BfE. AT ARAEARSSHE X A Ry fE R B KPR SRR B

CAMHI it %4

LIRSS

FREMIRSS

FEMARSS

FEMIRSS

AR

TEM_QCSLinkedRoleInTEMAPI

TEM_QCSLinkedRoleInTEMLog

TEM_QCSLinkedRolelnAccessCluster

TEM_QCSLinkedRolelnAccessResourceService

TEM_QCSLinkedRoleInTEMAPI

IFEEPS
fith

[ EEPS
At

JERSE AL

temapi.tem.cloud.tencent.con

cvm.qgcloud.com
temlog.tem.cloud.tencent.con

accesscluster.tem.cloud.tenc

accessresourceservice.tem.c

fERGR ¢ LAt MRS (TEM) RS R MAE, %A ERTE T RIS ARG BN T R H A AR

55 B
PUFRSRME

o TREEEM @ QcloudAccessForTEMLinkedRoleInTEMApi

o REENE

{

"version":

"2.0",

"statement": [

{

"effect":

"resource":

mxn

1,

"action":

"allow",

[

"apm:CreatePAASInstance",

"apm:DescribeApmAgent",

RN R @ BRI R (sd) ARTERH]
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apm:DescribeTopology",
apm:DeletePAASInstance",
apm:DescribePAASTopology",

"tcb:CreateCloudBaseRunServerVersionWithMicroService"

TEM_QCSLinkedRoleInTEMLog

i E R

ERGR © LA oy EEMSS (TEM) IRSHXAE, %A EORFE T RIBRISFIAERVE R A 77 R R Hfth ik

R,

PURR SR

o TKEEZF @ QcloudAccessForTEMLinkedRoleInTEMLog

o REGE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"o

I

"action": [
"cls:1listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig"

]

}

RN R @ BRI R (sd) ARTERH]
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TEM_QCSLinkedRolelnAccessCluster

i E R

fERGR ¢ LA oyEEMIRS (TEM) RS KM, %A ERTE C R BRI HIARIE B A I I A H A R

S5 B,

PUPR SRS

o FMEZHFr © QcloudAccessForTEMLinkedRolelnAccessCluster

o REEAE

{

"vers
"stat
{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"tse:
"tse:
"tse:
"tke
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
"tcr:
VE@E &
"tcr:
"tcr:
"tcr:
"tcr:
"tcr
"tcr:
"cls:
"cls
"cls
"cls
"cls
"cls

"cfs

GRS

on": [

DescribeSREInstances",

DescribeSREInstanceAccessAddress",

DescribeSREGlobalConfigs",

:DescribeClusters",

CreateNamespacePersonal",
DeleteNamespacePersonal",

DescribeRepositoryOwnerPersonal",

DeleteRepositoryPersonal",
DeleteImagePersonal",

CreateRepositoryPersonal",

BatchDeleteRepositoryPersonal",

BatchDeleteImagePersonal",
CreatelInstanceToken",
DescribeInstanceToken",
DeletelInstanceToken",

DescribeRepositories",

:PullRepository",

PullRepositoryPersonal",

searchLog",

:getTopic",
:getIndex",
:CreateIndex",
:modifyIndex",
:DeleteIndex",

:DescribeCfsFileSystems",

BT s ARITERA]
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"cfs:DescribeMountTargets",
"vpc:DescribeSubnetEx",
"vpc:DescribeSubnet",
"apm:CreateApmInstance",
"apm:ModifyApmInstance",
"apm:TerminateApmInstance",
"apm:CreatePAASInstance",
"apm:DeletePAASInstance",
"apm:DescribeApmAgent",
"apm:DescribeTopologyMetricLineData",
"apm:DescribeMetricLineData",
"apm:DescribeServiceOverview",
"apm:DescribeMetricRecords",
"cam:GetRole",
"tcr:DescribeInternalEndpoints",
"tcr:DescribelInternalEndpointDnsStatus",
"tcr:CreateInternalEndpointDns",
"tcr:DuplicateImagePersonal",
"tcr:DescribelInstances",
"tcr:CreateInstance",
"tcr:DescribeNamespaces",
"tcr:CreateNamespace",
"tcr:CreateRepository",
"tcr:DescribeRepositories™,
"tcr:ManagelInternalEndpoint",
"tcr:PushRepository",
"tcr:PushRepositoryPersonal",
"monitor:DescribePrometheusInstances",
"monitor:UpgradeGrafanaDashboard",
"vpc:CreateVpc",

"vpc:CreateSubnet",

n

vpc:DescribeVpcEx",
"vpc:DeleteNatGateway",
"vpc:CreateNatGateway",
"vpc:CreateRoute",
"vpc:EnableRoutes",
"vpc:DeleteRoute",
"vpc:DescribeNatGateways",
"vpc:DescribeRouteTable",

"cvm:ReleaseAddresses",
"monitor:TerminatePrometheusInstances",
"monitor:CreatePrometheusMultiTenantInstancePostPayMode"
1y

"resource": [

"

]
}

IR L BRI (bR ARSUERT]
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TEM_QCSLinkedRolelnAccessResourceService

i E R

fERGR ¢ LA CyEEMIRS (TEM) RS KM, %A ERTE C R BRI HIARIE B A I T A H A R

5B,

PUPR SR

o FMEZHFF © QcloudAccessForTEMLinkedRolelnAccessResourceService

o RIEAE

{

"vers
"stat
{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"tcb:
"tcb:
"tcbh:
"tcb
"tcb:
"tcb:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:
"tcb
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tcb:
"tcb:
"tcb:

GRS

on": [
DescribeCloudBaseGWAPI",
DescribeCloudBaseRunServer",

DescribeCloudBaseRunServers",

:DescribeCloudBaseRunServerVersion",

DescribeEnvLimit",
DescribeCloudBaseRunPodList",
DescribeICPResources",
DescribePostPackage",
DescribeCloudBaseGWService",
DescribeCurveData",

SearchClsLog",
DescribeCloudBaseRunImages",
DescribeCloudBaseRunServerFlowConf",
CreateCloudBaseRunServerVersion",
CreateCloudBaseGWAPI",
ModifyCloudBaseGWAPIPublicAccess",

:ModifyCloudBaseGWAPIAccessType",

ModifyCloudBaseRunServerVersion",
CreatePostpayPackage",
DeleteCloudBaseRunImageRepo",
DeleteCloudBaseRunServer",
DeleteCloudBaseRunServerVersion",
EstablishCloudBaseRunServer",
ModifyCloudBaseRunServerFlowConf",
RollUpdateCloudBaseRunServerVersion",
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"tcb

1,

:DescribeEnvs",
"tcb:
"tcb:
"tcb:
"tcb:

DestroyEnv",
CheckTcbService",
ModifyEnv",

DescribeCloudBaseRunVersionException"

"resource": [

"Wk

]
}
]
}

GRS

CBRETTR Cts) BRSUERA

i E R
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MRS (HHX) ABREBRZRETEY, SRSV IRS B EE 17 5RS5 M X A aX A P B EE TR
BfE. AT ARAEARSSHE X A Ry fE R B KPR SRR B

CAMHIF= i AEaH mEs meaEk
. RS54 5%
R RIFE COS_QCSLinkedRoleInCOSAcc fin COSAcc.COS.cloud.tencent.com
X . ARS5HH %
PO REER COS_QCSLinkedRoleInCLSAccess fin cosoclsr.cos.cloud.tencent.com
X . . . RS54 5% .
M RAFE COS_QCSLinkedRolelnLighthouseMounting fin Ihmounting.cos.cloud.tencent.con

COS_QCSLinkedRoleInCOSAcc

SRR ¢ HETAEAXRAEFME (COS) MRS XM, %M ERHEC REXSRIS ARG A5 R 2 HAth SR S5
ﬁﬁo
PURR SRR

o REEEH . QcloudAccessForCOSLinkedRoleiInCOSAcc
o REENE :

{

"statement": [

{

"action": [
HCCISER

]I

"effect": "allow",
"resource": "*"

s

]I

"version": "2.0"

}
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COS_QCSLinkedRoleInCLSAccess

fERGR ¢ NREEIRS (COS) REPIRUFFERRTLUTAR @ gM&Eck HEMS (CLS) HESH, HEE
i, HE, EaEdlad, EEdeRs DI H S
PR SR M

o FIEAH . QcloudAccessForCOSLinkedRoleInCosoclsr
o REEANE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:DescribeIndex",
"cls:CreateTopic",
"cls:ModifyTopic",
"cls:DeleteTopic",
"cls:DescribeTopics",
"cls:ModifyLogset",
"cls:Deletelogset",
"cls:CreatelLogset",

"cls:DescribeLogsets"

1,

"resource": "*"
s
]
s

COS_QCSLinkedRolelnLighthouseMounting

fERGR | LA G N R (COS) MRS XK M, %A ERFE 5k BRI A A R Y Bl A 75 IR A8 HLAt iR 55 %%
S
PR SR

o REEHAFR ¢ QcloudAccessForCOSLinkedRolelnLighthouseMounting
o FHENA .
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{

"statement": [

{

"action": [

"tat :DescribeCommands",

"tat :RunCommand",
"tat:InvokeCommand",

"tat :DescribeInvocations",
"tat:DescribelInvocationTasks",
"tat:DescribeAutomationAgentStatus",
"tat:CancelInvocation",

"tat:DescribelInstancesFeatureStatus"”

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}
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-~ HDFS

BT BTN E] © 2024-05-30 10:01:12

%5 (HX) AGRHEBNZRAEBEX, LRSS RARSS BV Al 18RS 18 X A Xt A P BT i
BefE. AN A BAEARSHE X A GR35 R B X AUR SRR R

CAMA= 5%, fAtfRs A JREESHEN

ARZ5HH %

=HDFS CHDFS_QCSLinkedRolelnMetaMgmt ftn

metamgmt.chdfs.cloud.tencent.com

CHDFS_QCSLinkedRoleInMetaMgmt

BRI . HAiAENEHDFS (CHDFS) ARSSHH XA, 12 CuRFE T ORISR A A ERTE Rl A 177 I Sy E At Al
Bz
PUFRSRME

o HMEAFR © QcloudAccessForCOSLinkedRoleInMetaMgmt
o RIEANA :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:0ptionsObject",
"cos:PostObjectRestore",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
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"cos:ListParts",
"cos:GetBucketLifecycle",
"cos:PutBucketLifecycle",
"cos:DeleteBucketLifecycle",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging”
1y

"resource": "*",
"effect": "allow"

}

]

}
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CAMA= %, g Rs it ZeR JERSSR AL

ARRZ5HE % A console-

H SRS CLS_QCSRolelnAnonymousSharing _
t sharing.cls.cloud.tencent.com

CLS_QCSRolelnAnonymousSharing

SRR HaTAERAECLSESY 7 =HHERI N, CLSIKE T ZNE (KRR TD) NFTREEE
PR SR M

o TREEZH @ QcloudAccessForClsRolelnSharing
o RIBNEA :

{

"version": "3.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:SearchLog",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:DescribelLogHistogram",
"cls:DescribeDashboards",
"cls:QueryRangeMetric",
"cls:QueryMetric"

1y

"resource": "*"

}

]

}
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MRS (HHX) ABREBREREEY, SRSV RIRS B EE 15 ERS5E X A aX AP BEEET IR
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CAMA= 5%, At ARl JERSSE AL

IR A MSP_QCSLinkedRolelnMIGtocos ARS5HE % A migtocos.msp.cloud.tencent.com

MSP_QCSLinkedRoleInMIGtocos

fERTR LA CONTRRS A (MSP)IRSSAE KM, 1M CRHE T % SRS B A RTE A 7 R A H At = AR
55 o
PR SRS

o FMEZHFF © QcloudAccessForMSPLinkedRoleInMIGtocos
o REENE :

{

"statement": [

{

"action": [
"cos:GetService",
"cos:PutObject",
"cos:GetObject"
1,

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}
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MRS (FHX) ABREBRZRETEY, S/ SAUENERIRS B EE 17 5RS5E X A aX AP B EE TR
Bl AR A RAEARSSHE X A Ry fE 37 R B X AR SRR B

CAMH= &ty AEHRL

RIFEAEREE
TDSQL-C

=R AR
TDSQL-C

CynosDBMysql_QCSLinkedRolelnKms

CynosDBMysqgl_QCSLinkedRolelnClslog

R AU S NSk LS

ARS5HE 5%
kms.cynosdb.cloud.tencent.com
i o d
Az 41 3
Eﬁfg*ﬁ?ﬁ clslog.cynosdb.cloud.tencent.com

CynosDBMysqgl_QCSLinkedRolelnKms

ERGR . LAt REABIEETDSQL-C (cynosdb) ARZSAE KM, (%M EURFE C RIS YRR TG FEIN 15
Al H At = R 55 B
PR SR IS

o KMEAFR © QcloudAccessForCynosDBLinkedRolelnKms
o RIENE .

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",

"kms:UnbindCloudResource"

1,

"resource": [

mxn
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CynosDBMysql_QCSLinkedRoleInClslog

i E R

FERGR | YA e AR TDSQL-C (CYNOSDB ARG X A th, 1A e O X BRI R AR E A

Vi & HAth = IR 55 B
PR SR ME

o TREEZM @ QcloudAccessForCynosDBLinkedRolelnClslog

o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:DescribeIndexs",
"cls:DescribeTopics",
"cls:DescribeIndex",
"cls:CreatelIndex",
"cls:DeletelIndex",
"cls:ModifyIndex",
"cls:pushLog",
"cls:CreatelLogset",
"cls:CreateTopic",
"cls:Describelogsets",
"cls:DeleteTopic",
"cls:DeletelLogset"

1y

"resource": [

mxn

RN R @ BRI R (sd) ARTERH]

44 3123701



@ Hﬁizﬂﬁ 1) 2 3

—a £

R MySQL

b N TE] © 2024-05-30 10:01:08

MR35 (HX) AGRHEBNRRETEX, LR SAUSHERARSS BV Al 18RS 18 X A X P B T i
BfE. AN A BEARSHE X A ERIfE R R B X AUR SRR B

CAMHI= %, AL yacfate v PRk O
=R MySQL CDB_QCSLinkedRolelnDBLog M55 HH K A DBLog.cdb.cloud.tencent.com

=HAEE MySQL CDB_QCSLinkedRolelnCdbwan As5HH X At cdbwan.cdb.cloud.tencent.com

CDB_QCSLinkedRolelnDBLog

R . UniA N EIEE MySQL (TencentDB for MySQL) ARSSAE % Mt 1% A (IFE C % BER IR A RURTE
B AL I A8y At = AR 55 5 TR
FUBR SR M

« RIS FR @ QcloudAccessForCDBLinkedRoleinDBLog
o RIENA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:ModifyKafkaRecharge",
"cls:DescribeKafkaRecharges",
"cls:DeleteKafkaRecharge",
"cls:CreateKafkaRecharge"
1y

"resource": "*"

}

]

}

CDB_QCSLinkedRoleInCdbwan

RN R @ BRI R (sd) ARTERH] 5545 3123101
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fERGR ¢ LAt SRR (CDB) RS X MAE, %A CUREC KBRS AR RTE B 75 R R HAft = AR S5

PUFR SRS

o FMEZHFr © QcloudAccessForCDBLinkedRoleInCdbwan

o REEA

{
"stat

{

"acti
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:
"clb:

ement": [

on": |
DescribeloadBalancers",
CreateloadBalancer",
DeleteloadBalancer",
ModifyLoadBalancerAttributes",
ModifyLBOperateProtect",
Createlistener",
Describelisteners",
DeletelListener",
RegisterTargets",
BatchRegisterTargets",

DeregisterTargets",

"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DescribeTaskStatus",
"clb:DescribeTargets"

I

"effect": "allow",
"resource": [

Wk

]

b

{

"effect": "allow",
"action": "finance:trade",
"resource": "gcs::clb:::x"
}

I

"version": "2.0"

}

GRS

BT s ARITERA]

i E R
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@ Hﬁizﬂﬁ 1) 2 3

—a £

EHEE PostgreSQL

BT BTN E] ¢ 2024-05-30 10:01:24

MR35 (HX) AGRHEBNZRAETEX, LRSS RARSS RV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AUR SRR B

CAMA 5%, fAtfRs mEA AEEk

- \
TR Postgres QCSLinkedRolelnPostgresKms Sekiks

ostgreskms.postgres.cloud.tencent
PostgreSQL i postg postg

Postgres_QCSLinkedRolelnPostgresKms

fERGR ¢ LA SRR A Postgre SQLARSSAH % Ay 1, 1% EURHE T IR SR AR BRYE BBl A s [R) SS9 EL At = IR
%5 B
PUFRSRME

o W& FR © QcloudAccessForPostgresLinkedRolelnPostgreskms
o RIEANA :

{

"version": "2.0",
"statement": [

{

"action": [
"kms:Decrypt",
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
I

"resource": "*",
"effect": "allow"

}

]

}
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@ Hﬁizﬂﬁ 1) 2 3

1V g oA PR 2
TDSQL MySQL ki

E I ) ¢ 2024-05-30 10:01:16

MRS (HHX) ABREBREREEY, SRSV RNIRS B EE 17 ERSSE X A aX AP BEHEE TR
Bl AT AREARSSHE X A Ry fE R B KR SRR B

CAMHIF= i % yER R ) giofEsk 3t JERESE LN
TDSQL MySQL ki DCDB_QCSLinkedRolelnKMS ARs5HH X At kms.dcdb.cloud.tencent.com

TDSQL MySQL ki DCDB_QCSLinkedRolelnTSE ARS5HE % Mt tse.dcdb.cloud.tencent.com

DCDB_QCSLinkedRoleInKMS

fERR ¢ Ll TDSQL MySQL kit (DCDB) ARZSHH X M, %A EURHE C R ISR AN R BBl A 7 TP 25
HAM =R B,
PR SR

o FRHEEH . QcloudAccessForDCDBLinkedRoleInKMS
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": |

LU ]

1y

"action": [
"kms:GetServiceStatus",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt",
"kms:EnableKey",
"kms:EnableKeyRotation",
"kms:ListKeyDetail",
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"kms:DescribeKey",

"kms:ListKey"

]
}
]
}

DCDB_ QCSLinkedRolelInTSE

i E R

fERGR ¢ LA R TDSQL MySQLER (DCDB) ARS5HH X, 1% uRHE B R BRER IS I AURYE

PR TR AEs iy HoAth = R 55 5 T
PR SR M

o FIEAH . QcloudAccessForDCDBLinkedRoleInTSE
o REENE :

{

"statement": [

{

"action": [
"tse:CreateGovernanceStrategy",
"tse:DescribeGovernanceMainToken",
"tse:DescribeGovernanceInstances",
"tse:DescribeGovernanceServices",
"tse:CreateGovernanceInstances",
"tse:DeleteGovernanceInstances",
"tse:ModifyGovernanceServices",
"tse:DescribeGovernanceStrategies",
"tse:DescribeSREInstances",
"tse:ModifyGovernanceInstances",
"tse:DescribeGovernanceNamespaces",
"tse:DescribeGovernanceAuthStrategies"

1,

"effect": "allow",
"resource": "*"

}

1,

"version": "2.0"

}

RN R @ BRI R (sd) ARTERH]
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@ Hﬁizﬂﬁ 1) 2 3

NoSQL £z E
= 3E & MongoDB

E T ) ¢ 2024-05-30 10:01:22

MR% (HHX) ABREBREREEY, SR SAUENERIRS B EE 17 5RS5 M X A aX A P B EE TR
Bl AT A REARSSHE X A Ry fE 7R B X AR SRR B

CAMH™ %, pERER Y i yiife3it RN

NS 3 K AY
SRR MongoDB_QCSLinkedRoleInKMS ARost XA kms.mongodb.cloud.tencent.com
MongoDB t

MongoDB_QCSLinkedRoleInKMS

SRR LaTAENREYEE (MongoDB) ARSSHH X M th, %A EURHE C RIS RIS I RRYE Rl A 17 T Ay HAth =
R55 TR
PR SR

o REEHFR ¢ QcloudAccessForMongoDBLinkedRoleInKMS
o SREENE -

{

"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
1y

"effect": "allow",
"resource": [

"k

]

}

I
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"version": "2.0"

}

RN R @ BRI R (sd) ARTERH] 5551 3123101



@ Hﬁizﬂﬁ iy 7]

HHEZE SaaS T.E
B RS P AL
T EEINE] © 2024-05-30 10:01:16

MR% (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 ERS5 M X A aX A P BT TR
BfE. AR A REARSSHE X A GR35 R B X AR SRR B

CAMA= %, At 2Rl SR SHE

B EE DMC_QCSLinkedRolelnWorkOrderReview ARZ5HE K Ao dmc.cloud.tencent.com

DMC_QCSLinkedRolelInWorkOrderReview

fERTR ¢ Ll COvEEEEE R (DMC)IRSSME X M th, 128 tRFE C K BR SRS HIABRYE [l N 75 AR H At = AR S5

PR SR
o FMEZHFF © QcloudAccessForDMCLinkedRolelInWorkOrderReview
o REENE :

{

"statement": [

{

"action": |

"cam:ListUsersForGroup",
"cam:ListGroupsForUser",
"cam:DescribeSubAccounts",
"cam:ListGroups",
"cdb:DescribeAccounts",
"dcdb:DescribeAccounts",
"cynosdb:DescribeAccounts",
"mongodb:DescribeAccountUsers",
"mariadb:DescribeAccounts",
"postgres:DescribeAccounts",
"sglserver:DescribeAccounts",
"sts:AssumeRole",
"cam:ListAttachedUserAllPolicies",
"cam:GetGroup",

"cam:ListUsers",

"cvm:DescribeInstances",
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"vdb:DescribelInstances",

"vdb:DescribelnstanceProperties",

"vdb:DescribeEmbedding",
"redis:DescribeInstances",
"keewidb:DescribeInstances",
"mongodb:DescribeDBInstances",
"ctsdb:DescribeDBInstances",

"tdach:DescribelInstances",

"cdb:

DescribelInstances",

"sglserver:DescribeDBInstances",

"mariadb:DescribeDBInstances",

"postgres:DescribeDBInstanceAttribute",

"postgres:DescribeDBInstances",
"dcdb:DescribeDCDBInstanceDetail",
"tdmysqgl :DescribeDBInstanceDetail",

"tbase:DescribelInstanceDetail",

"

"vpc:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:
"cam:

"cam:

"cam

"cam:

1,

vpc:

DescribeDirectConnectGateway",
DescribeVpnGateways",
GetAccountSummary",
GetUserPermissionBoundary",
ListCollaborators",
GetUser",

GetPolicy",
ListAttachedGroupPolicies",
ListAttachedUserPolicies",
ListEntitiesForPolicy",
ListPolicies",

GetRole",

:GetRolePermissionBoundary",

ListAttachedRolePolicies"

"effect": "allow",

"resource": "*"

}
1,

"version": "2.0"

}
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@ Hﬁizﬂﬁ 1) 2 3

P25
FAAS P &4%
Hear BTN ] @ 2024-05-30 10:01:32

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMHT =% AEHHR mEd ek
%
E 2% VPC_QCSLinkedRolelnEipTat zgm x eiptat.vpc.cloud.tencent.cor
£Z
TAE 48 VPC_QCSLinkedRoleInSnapshot Egm x snapshot.vpc.cloud.tencent.
: 55 4H %
NS VPC_QCSLinkedRolelnVpcflowlog fin vpcflowlog.vpe.cloud.tencen
: . : AR55HH % o _
E ML VPC_QCSLinkedRolelnPrivateLink fin privatelink.vpc.cloud.tencen
. . 55 4H % .
FAF W25 VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis fin flowlogadvanceanalysis.vpc

VPC_QCSLinkedRolelnEipTat

fERER © ST ENIAAEMYS (VPC) MRSAE KA, 1% EoRTE R BRSRIE A ABRYE P 5 R Y Hft = R SS
R,
PR SR M

o REEAFR ¢ QcloudAccessForVpcLinkedRolelnEipTat
o FENA -

{

"statement": [

{

"action": [

"tat :DescribeCommands",
"tat:DescribelInvocations",
"tat:DescribelInvocationTasks",

"tat:CreateCommand",
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"tat :DeleteCommand",
"tat :InvokeCommand",

"tat :RunCommand"

1,

"effect": "allow",
"resource": [

wWxn

]

}

]I

"version": "2.0"

}

VPC_QCSLinkedRolelnSnapshot

i E R

SRR ¢ HETAENAENS (VPC) IRSH XM, 1A EREC KBRS IR SR M5 R 8 Bt = R S5

PR SR

o REEAFR ¢ QcloudAccessForVPCLinkedRolelnSnapshot

o REGE

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos:

:GetService",
:HeadBucket",

:GetBucket",

:PutBucket",
:ListMultipartUploads",
:GetObject*",
:HeadObject",
:GetBucketObjectVersions",
:OptionsObject",
:ListParts",
:DeleteObject",
:PostObject”,
:PostObjectRestore",
:PutObject*",
InitiateMultipartUpload",

RN R @ BRI R (sd) ARTERH]
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"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject"

I

"resource": "*"

}

]

}

VPC_QCSLinkedRolelnVpcflowlog

i E R

fERGR © LEiAa AN (VPC) MRS KM, %M CRE T R BRI AR TE I P 77 (R et AR 55

PR SR M

o TREEZM @ QcloudAccessForVPCLinkedRolelnVpcflowlog

o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"

I

"action": [
"ckafka:DescribeInstances",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",

"ckafka:DeleteRoute",

"ckafka:DescribeInstanceAttributes",

"ckafka:DescribeInstancesDetail",

"ckafka:CreateRoute"

]
}
]
}

RN R @ BRI R (sd) ARTERH]
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@ A Vil
VPC_ QCSLinkedRolelnPrivateLink

SRR ¢ LA NVEMNSZE (VPC) MRS XA, 1% ERHE T KSR AR P 5 R 8 Heft = R 55
ﬁﬁo
PUR SRS

o FMEZHFF © QcloudAccessForVPCLinkedRolelnPrivateLink
o REEANE :

{

"version": "2.0",
"statement": [

{

"action": [
"redis:DescribelInstances",
"cdb:DescribeDBInstances",
"clb:DescribeGatewayLoadBalancers"
1,

"resource": "*",

"effect": "allow"

}

]

}

VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis

fERGR ¢ LEiAatC AN (VPC) MRS KM, %M CRE T R BRI B BRTE I P 77 R oAt AR 55
PUFRSRME

o TREEZM ¢ QcloudAccessForVPCRolelnFlowLogAdvanceAnalysis
o RIENEA :

{

"version": "2.0",
"statement": [

{
"action": [
"cls:DescribelLogsets",

"cls:Createlogset",
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"cls:CreateTopic",
"cls:DescribeTopics",
"cls:DeleteTopic",
"cls:DescribeIndex",
"cls:ModifyIndex",
"cls:CreatelIndex",
"cls:DeletelIndex",
"cls:GetDashboard",
"cls:CreateDashboard",
"cls:DeleteDashboard",
"cls:ModifyDashboard",
"cls:ListDashboard",
"cls:pushLog"

I

"resource": "*",
"effect": "allow"

}

]

}
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@ Hﬁizﬂﬁ ks
NI

T TN E] © 2024-05-30 10:01:12

MR35 (HX) AGRHEBNZRETEX, SRSV RARSS BV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AR SRR B

CAMA 4, P REES A JREESHEN

T CLB_QCSLinkedRolelnUploadCertificate MRS5AH KA clb.cloud.tencent.com

CLB_QCSLinkedRolelnUploadCertificate

FERR @ LA Oy PTG (CLB)IRSSAR % i th, 1% Tf(E C R IRERME AR BB A 77 [l Ay Hth R 55 B2
S
PR SR M

o FMEZHFr . QcloudAccessForCLBLinkedRolelnSSLCert
o REEANE :

{

"statement": [

{

"action": [
"ssl:DescribeCertificateDetail",

"ssl:UploadCertificate"
1,

"effect": "allow",
"resource": [

mwxmn

]

}

1y

"version": "2.0"

}
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@ Hﬁizﬂﬁ 1) 2 3

CDNE&- i
NA 57 & W44 CDN
T EHEINE] @ 2024-05-30 10:01:09

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMHT ™% fAEHF AR Atk
RIS : . ARS5HH % _
N7 & 2% CDN_QCSLinkedRoleInRecordListDNSPod s recordlistdnspod.cdn.cloud.tencer

CDN_QCSLinkedRolelnRecordListDNSPod

SERR ¢ HETAEANET R (CON) HRSAH XA, %M COREC RICRIR YRR B A T AR Kb =
R55 BRI
PR SR

o FMEZHFR © QcloudAccessForCDNLinkedRolelnRecordListDNSPod
o REENE :

{

"version": "2.0",
"statement": [

{

"action": [
"dnspod:DescribeRecordList",
"dnspod:DescribeDomain"

1,

"resource": "*",
"effect": "allow"
}

]

}
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@ Hﬁizﬂﬁ Vil R
BRI FH N3

BT TN E] ¢ 2024-05-30 10:01:18

MR35 (HX) AGRHEBNZRAETEX, LRSS RARSS RV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AUR SRR B

CAMH =% AELH A mEEk
. . A 55 4H 5%
BRI E GAAP_QCSLinkedRoleInCrossBorderCheck fin crossbordercheck.gaap.cloud.ter

GAAP_QCSLinkedRolelnCrossBorderCheck

fERGR ¢ LA RN AIE (GAAP) IRSSAH XA, 1% EORE T 5k KSR AR T I A 177 [l A At
=hRSSHIR,
PUFRSRME

o FMEZHFF © QcloudAccessForGAAPLinkedRolelnCrossBorderCheck
o RIRNA :

{

"version": "2.0",
"statement": [

{
"effect": "allow",

"resource": [

L]

1,
"action": [

"vpc:DescribeCrossBorderCompliance"

]
}
]
}
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@ Hﬁizﬂﬁ iy 7]

PR 2
SNUIPAC|
BT BTN E] @ 2024-05-30 10:01:11

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMH =%, Afamn AmEs maEk
N . . R4 4 % .
=B CFW_QCSLinkedRoleInGetiOAaccess s GetiOAaccess.cfw.cloud.tencent.com

CFW_QCSLinkedRolelnGetiOAaccess

ERTR @ AT NREIKE (CFW) MRS X A, 2 ERE T KBRS A RERTE A 17 7] 8 R E AR RTIOA
{j‘bﬁ:ﬁo
PR SR

o FMEZHFS © QcloudAccessForCFWLinkedRolelnGetiOAaccess
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"ioa:CreateConnectorGroup",
"ioa:CreateConnector",
"ioa:DescribeConnectors",
"ioa:DescribeConnectorDownloadUrl",
"ioa:DeleteConnector",
"ioa:DeleteConnectorGroup",
"ioca:DescribeAccountGroups",
"ioa:DescribeAccountGroup",
"ioa:DescribeLocalAccounts",
"ioa:DescribeLocalAccount",
"ioa:CreateResourceModule",
"ioa:DeleteResourceModule",

"ioa:DescribeResourceModules",
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"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:
"ioa:

"ioa:

1,

CreateBusinessResource",
DeleteBusinessResource",
ModifyBusinessResource",
BindBusinessResourceConnectorGroup",
SaveAccountResources",
DeleteAccountResources",
SaveAccountGroupResources",
DeleteAccountGroupResources",
DescribeSimpleLocalAccounts”,
DescribeDeviceInfo",
DescribeBusinessResources",

ModifyBusinessResourcelevel"

"resource": "*"

}
]
}

IR L BRI (bR ARSUERT]
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A BT

D7 EINEN-5 EO

BT TN E] ¢ 2024-05-30 10:01:29

i E R

MR35 (HX) AGRHEBNZRAETEX, LRSS RARSS RV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AUR SRR B

CAMA &t At

452243

WEZENE 1265 qosLinkedRolelnGertist

N /-ZEI\ EO

L wre H

Lfﬁémj‘ TEO_QCSLinkedRolelnUpstreamgw

*F5 EO

G2 R

;Z’b@éélim’“ TEO_QCSLinkedRoleInReal TimeLogCLS
=

TEO_QCSLinkedRolelnCertlist

ARZ5HH %
it

JEREES LN

certlist.teo.cloud.tencent.com

upstreamgw.teo.cloud.tencent.com

realtimelogcls.teo.cloud.tencent.com

SRR ¢ HETACAGZENE TS (TEO) MRS XM, %M EREC KBRS AR G P R 8
b ARSS BE
PUFRSRME

FMEZFr - QcloudAccessForTEOLinkedRolelnCertlist
RIS -

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

nxm

]I

"action": [

"ssl:DescribeCertificate",
"ssl:DescribeCertificateDetail",
"ssl:DescribeCertificates",
"ssl:DownloadCertificate",
"ssl:ModifyCertificateAlias",
"ssl:UploadCertificate"

]
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TEO_QCSLinkedRolelnUpstreamgw

FERR ¢ LA AGZENE TG EO (teo) RS X M, 12 CURHE T R XSRS A IR YE ] P 177 (] Sy
b ARSS TR
PR SR

« RIEAFR ¢ QcloudAccessForTEOLinkedRolelnUpstreamgw
o FHENA -

{

"statement": [

{

"action": [
"vpc:DescribeVpcs",
"vpc:DescribeSubnets"

I

"effect": "allow",
"resource": [

wWxn

]

}

]I

"version": "2.0"

}

TEO_QCSLinkedRolelnRealTimeLogCLS

fERGR ¢ LTI L RNETE (TEO) MK A, 1M CORTE T KELSRIE A ARTE A5 (R A 5
b AR SS BRI
PR SR M

o TREEZH5 @ QcloudAccessForTEOReal TimeLogCLS
o RIEANEA :
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{

"version": "2.0",

"statement": [

{

"action": [

"cls

"cls:

Talss

"cls

Vals s

"cls

"cls:

"cls

"cls

Ualss

"cls
"cls
"cls
"cls
"cls
"cls

1,

:pushLog",

searchLog",

listLogset",

:getLogset",

listTopic",

:getTopic",

createTopic",

:modifyTopic",
:deleteTopic",

createlogset",

:modifyLogset",
:deletelogset",
:downloadLog",
:getIndex",
:modifyIndex",
:CreatelIndex"

"resource": "*",

"effect": "allow"

}
]
}

IR L BRI (bR ARSUERT]
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@ Hﬁizﬂﬁ iy 7]

W % 4
Web N FH B K fisi

E I ] ¢ 2024-05-30 10:01:33

MR% (HHX) ABREBRZREEY, SRSV RIRS B EE 17 5RS5 M X A aX AP B EE TR
Bl AR A RAEARSSHE X A Ry 37 R B R APR SRR B

CAMH = 44 A BT yih il A EAR
Web 7 FH B K 5% WAF_QCSLinkedRolelnCLS ARZHE % A e cls.waf.cloud.tencent.com
Web [ FH B K 55 WAF_QCSLinkedRolelnAccess ARZ5HH % Mt access.waf.cloud.tencent.com

Web KB K% WAF_QCSLinkedRoleInCKafka ARZ5AH 5% At ckafka.waf.cloud.tencent.com

WAF QCSLinkedRolelnCLS

SERR @ HRTA G AIWeb MR K% (WAF) AR KA, 12 CURHE C R BRSRIE AR YE ] A 177 () A2y At
=iRSS TR,
PR SR

o FMEZHFR © QcloudAccessForWAFLinkedRolelnCLS
o REENE :

{

"version": "2.0",
"statement": [

{

"action": [
"cls:getLogset",
"cls:listLogset",
"cls:getTopic",
"cls:listTopic",
"cls:UploadLog",
"cls:SearchLog",
"cls:searchLog",
"cls:pushLog",
"cls:pulllogs",
"cls:GetLog",
"cls:Createlogset",

"cls:createlLogset",
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"cls:CreateTopic",
"cls:createTopic",
"cls:CreatelIndex",
"cls:ModifyIndex",
"cls:modifyIndex",
"cls:DescribelIndex",
"monitor:GetMonitorData"

1,

"resource": "*",
"effect": "allow"
}

]

}

WAF QCSLinkedRolelnAccess

fERGR ¢ Ll IWebM AR K5 (WAF) ARS5HHE %A,

RS HIE,
PR SR M

o FMEZHFF © QcloudAccessForWAFLinkedRolelnAccess
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"dnspod:*",
Tgglg=W,

Tgllog®W

n

vpc:DescribeAddress",
"vpc:CreateAddress",
"cvm:DescribeSecurityGroups",
"cvm:CreateSecurityGroupPolicy",
"cvm:CreateSecurityGroup",
"cvm:DescribeSecurityGroupPolicys",
"cvm:DescribeInstances",
"cvm:AssociateSecurityGroups",
"cvm:ModifyInstancesAttribute"

I

"resource": [

RN R @ BRI R (sd) ARTERH]
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WAF _QCSLinkedRolelInCKafka

i E R

ERR ¢ LA IWeb A KEE (WAF) RS fith, 12 EORHE £ SR BRI T AR Bl A 77 R A2 H At

=hRSS TR,
PR SR M

o FMEZHFR © QcloudAccessForWAFLinkedRolelnCKafka
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L[]

1,

"action": [

"ckafka:DescribeInstanceAttributes",
"ckafka:DescribeTopicAttributes",
"ckafka:DescribeUser",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeTopicDetail",
"ckafka:GetInstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribelInstances",
"ckafka:DescribeInstancesDetail",
"ckafka:DescribeRoute",
"ckafka:DescribeTopic",
"ckafka:ListRoute",
"ckafka:ListTopic",

"monitor:GetMonitorData"

]
}
]
}
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@ Hﬁizﬂﬁ 1) 2 3

1844 5 R
SSL iE+

E T E] ¢ 2024-05-30 10:01:26

MRS (HHX) ABREBRZRETEY, SRSV RIRS B EE 17 ERS5E X A aX AP BEHEE TR
BfE. AR A REARSSHE X A Ry fE 7R B X AR SRR B

CAMHT =% AEHHR fEER AEER
N . . AR 5546 5% .

SSLiE$ SSL_QCSLinkedRoleInCertificateWaf fh certificatewaf.ssl.cloud.te
N . . k55 HH % :

SSLIEH SSL_QCSLinkedRolelnCertificateDependence o certificatedependence.ss
N : . 5546 5% .

SSLIEH SSL_QCSLinkedRolelnReplaceLoadCertificate Pavs replaceloadcertificate.ssl.
N : : . k55 HH % : .

SSLIEH SSL_QCSLinkedRolelnCertificateCloudMonitor f certificatecloudmonitor.ss
N . . AR 55 HH 5% :

SSLIEH SSL_QCSLinkedRolelnDescribeDeployedResources s describedeployedresourc

SSL QCSLinkedRolelnCertificateWaf

fERER © HaTAENSSLIEY (SSL) MRS KA, 1% EuRFE T Ok BRI A AR YE I P 77 Rl Bt SR 55
R,
PR SR M

o FMEZHFF © QcloudAccessForSSLLinkedRolelnCertificateWaf
o REENE :

{

"version": "2.0",
"statement": |

{

"effect": "allow",
"action": [
"waf:DescribeSpartaProtectionList",

"waf:DescribeSpartaProtectionInfo”,
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"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:
"waf:

1,

"reso

wxn

SSL_QCSLinkedRolelnCertificateDependence

DescribeUserInstances",
DescribeUserQPS",
DescribePeakPoints",
AddSpartaProtection”,

DeleteSpartaProtection",
ModifySpartaProtection",
ModifyProtectionStatus",

DescribeDomains"

urce": [

i E R

fERGR ¢ HEiAESSLIEY (SSL) MRS H XM, %A ERHE T KBRS I ARG B A T M A =R S5

PR SR

o TREEZM ¢ QcloudAccessForSSLLinkedRolelnCertificateDependence

o REGNE :

{
"stat

{

"acti

ement": [

on": [

"dnspod:CreateRecord",

"dnspod:DescribeDomain",

"dnspod:CreateDomain",

"dnspod:DescribeRecordList",

"dnspod:DeleteRecord",

"dnspod:DescribeDomain",
"dnspod:ModifyRecordStatus"

1,

"effect": "allow",
"resource": "*"

}

]I

"version": "2.0"

}

RN R @ BRI R (sd) ARTERH]
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SSL_QCSLinkedRolelnReplaceLoadCertificate

fERGR ¢ HEiAENSSLIES (SSL) MRS KM, 2% ERE C R BRI HIAURYE B A 7 AR HoAth AR 55
%T?JEO
PR SRS

o HMEHFF ¢ QcloudAccessForSSLLinkedRoleInReplaceloadCertificate
o REEAE

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribeL7RulesBySSLCertId",
"antiddos:CreateL7/RuleCerts",
"clb:DescribeloadBalancerListByCertId",
"clb:DescribelLoadBalancers",
"clb:Describelisteners",
"clb:ModifyListener",
"clb:ModifyDomainAttributes™",
"clb:DescribeTaskStatus",
"cos:GetBucketDomain",
"cos:GetBucketDomainCertificate",
"cos:GetService",
"cos:PutBucketDomainCertificate",
"tke:DescribeClusters",
"tke:AcquireClusterAdminRole",
"tke:AcquireEKSClusterAdminRole",
"lighthouse:DescribeSupportHttpsInstances",
"lighthouse:InstallCertificate",
"lighthouse:DescribeInstallCertificateTasks",
"vod:DescribeVodDomainsByCertIds",
"vod:ModifyVodDomainCertBindings",
"vod:UpdateCertForVodDomains",

"clb:DescribelLoadBalancerCount",

IR L BRI (bR ARSUERT] 5573 3123101
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"teo:
"teo:
"tcb:
"tcb:
"tcb:
"tcbh:
"tcb:
"tcbh:
"tcb:
"tse:
"tse:
"tse:
"cdn:
"cdn:

1,

ModifyHostsCertificateByHosts",
DescribeHostsByCertID",

DescribeEnvs",
DescribeCloudBaseGWService",
DescribeHostingDomain",
BindCloudBaseAccessDomain",
CreateHostingDomain",
ModifyCloudBaseAccessDomain",
ModifyHostingDomain",
ModifyCloudNativeAPIGatewayCertificate",
DescribeCloudNativeAPIGatewayCertificates",
DescribeCloudNativeAPIGateways",
DescribeCdnDomainsByCerts",

UpdateDomainHttps"

"resource": [

Wk

SSL_QCSLinkedRolelnCertificateCloudMonitor

i E R

fERGR ¢ HEiAESSLIEY (SSL) MRS XM, %A ERE T KRB RIS AR IE B A I A 8 H A = AR S5

I FR IR G
o REEZHR . QcloudAccessForSSLLinkedRolelnCertificateCloudMonitor
o RIRNA :
{
"version": "2.0",
"statement": [
{
"effect": "allow",
"resource": [
Wik
1,
"action": [
"monitor:CreateAlarmPolicy",
"monitor:DeleteAlarmPolicy",
"monitor:DescribeAlarmPolicies",
XA - BRI E dts) BRRIHMERF]
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"monitor:ModifyAlarmPolicyStatus",
"monitor:BindingPolicyObject",
"monitor:UnBindingPolicyObject",
"monitor:ModifyAlarmPolicyNotice",
"monitor:CreateAlarmNotice",
"monitor:DeleteAlarmNotices",
"monitor:ModifyAlarmNotice",
"monitor:DescribeAlarmNotices",

"monitor:UnBindingAllPolicyObject"

]
}
]
}

SSL_QCSLinkedRolelnDescribeDeployedResources

i E R

fERGR ¢ LAy SSLIES (SSL) MRS XM, %A ERHEC RIS HIARIE B A T RS H A =k S5

PR SR M

o REEEHR © QcloudAccessForSSLLinkedRolelnDescribeDeployedResources

o REGNE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribelLiveDomainsByCerts",

"live:ModifyLiveDomainCertBindings",

"antiddos:DescribeL7RulesBySSLCertId",

"antiddos:CreateL7RuleCerts",

"clb:DescribelLoadBalancerListByCertId",

"cdn:UpdateDomainsCertificate",
"teo:DescribeHostsByCertID",
"teo:ModifyHostsCertificateByHosts"
I

"resource": |

L]
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@ Hﬁizﬂﬁ v
A I3 fiE AT Private DNS

BT TN E] © 2024-05-30 10:01:24

MR35 (HX) AGRHEBNRRETEX, LR SAUSHERARSS BV Al 18RS 18 X A Xt P BT i
BfE. AN A BEARSHE X A GR35 R B X AR SRR B

CAMH™ %, QLY ) yEf i JEERERE AL
by i )

ﬁi AT Private PrivateDNS_QCSLinkedRolelnPL z%i‘ﬁ *A privatedns.cloud.tencent.com
b g i %

Zﬁ;ﬁs AT Private PrivateDNS_QCSLinkedRolelnCls zjﬂ HxA privatedns.qgcloud.com

PrivateDNS_QCSLinkedRolelnPL

fERR © YuifA N EAE BENT Private DNS (privatedns) ARSSHH %M€l %A EURAE B K BESR ISR RRYE R A
Vi A& I HAth = AR 55 R

TR SR
o FIEAH . QcloudAccessForPrivateDNSLinkedRolelnPL
o REEANE :

{

"statement": [

{

"action": [

"vpc:CreateVpcEndPoint",
"vpc:DeleteVpcEndPoint",
"vpc:CreateVpcEndPointService",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointService",
"clb:DescribelLoadBalancers",
"clb:DescribelLoadBalancersDetail",
"clb:Describelisteners",
"clb:DescribeTargets"

I

"effect": "allow",

"resource": "*"

}
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1,

"version": "2.0"

t

PrivateDNS_QCSLinkedRoleInCls

i E R

fERGR ¢ LA R BT (privatedns) RS HH X M 1, 1A EURHE C ISR AN RRYE BBl A 17 TR A HLAth =
fR55 BRI

PURR SR

o FMEZHFr © QcloudAccessForPrivateDNSLinkedRolelnCLS

o REGE

{

"vers
"stat
{

"effe
"acti
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
Talsg
"cls
"cls
"cls
"cls
"cls:
"cls:
"cls
"cls
"cls
"cls
"cls
"cls:

"cls:

GRS

ion": "2.0",

ement": [

ct": "allow",

on": [

:DescribeConfigs",
:DescribeDashboards",
:DescribeTopics",
:GetChart",
:GetClsService",
:GetDashboard",
:getCursor",
:getIndex",
:getlLogset",
:getTopic",

searchLog",

:CreateChart",
:CreateDashboard",
:CreateIndex",

:ModifyDashboard",

createlogset",

createTopic",

:downloadLog",
:pushLog",
:Describelogsets",
:ListChart",
:ListDashboard",

listLogset",
listTopic",

CBRETTR Cts) BRSUERA
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"cls:DescribeAgentConfigs"
I

"resource": [

wxn
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@ Hﬁizﬂﬁ v
BahfET HTTPDNS

BT TN E] ¢ 2024-05-30 10:01:19

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMH =% AELH MO AR
Bl HTTPDNS_QCSLinkedRoleInCustomdns eliks customdns.httpdns.cloud.tencent.col
HTTPDNS A

HTTPDNS_ QCSLinkedRolelnCustomdns

SRR ¢ HETAE RN (HTTPDNS ) RSSAH K M th, 12 EofHTE C IR RN A BRI Rl A 7y [l A2 H At
=hRSS IR,
PUFRSRME

o FMEZHFF © QcloudAccessForHTTPDNSLinkedRolelnCustomdns
o RMENE :

{
"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"

I

"action": [
"scf:GetFunction",
"scf:GetAlias",
"scf:ListFunctions",
"scf:CreateNamespace",
"scf:ListNamespaces",
"scf:InvokeFunction",
"

scf:ListVersionByFunction",

"scf:ListAliases"
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KRB
554 MapReduce
BT BT A] @ 2024-05-30 10:01:17

MRS (FHX) ABREBRZREEY, SRSV RIRS Bl EE 17 5RS5 M X A aX A P B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B KR SRR B

CAMA= %, ftARs el ik

v, Az 41
L EMR_QCSLinkedRolelnApplicationDataAccess ARS5HHR

applicationdataaccess.emr.clo
MapReduce A PP

EMR_QCSLinkedRolelnApplicationDataAccess

SRR aTA G5 EMapReduce (EMR)IRSSHE KM, 12 EoRFE T 56 IR SR HOASUIR V5 B P 175 IRl A4Sy LAt =
R55 BRI
PUFRSRME

o REEHFR ¢ QcloudAccessForEMRLinkedRolelnApplicationDataAccess
o SREENE :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
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"cos:AbortMultipartUpload",
"cos:AppendObject",
"cos:HeadBucket",
"cos:RenameObject",
"cos:TruncateObject",
"cos:PutSymlink",
"cos:GetSymlink"

1y

"resource": "*",
"effect": "allow"

}

]

}
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A BT

Elasticsearch Service

BT TN E] © 2024-05-30 10:01:17

i E R

MR35 (HX) AGRHEBNRRETEX, LR PSPV RARSS BV Al 18RS 18 X A X P BT i
BfE. AN A BEARSE X A ERIfE R B X AUR SRR B

CAMA 4, JEREER Y )

Elasti h

as .|csearc ES_QCSLinkedRolelnAccessCos
Service

Elasti h

asticsearc ES_QCSLinkedRolelnDatalmport
Service

Elasti h

as .|csearc ES_QCSLinkedRolelnVpcOperate
Service

Elasti h

ast.lcsearc ES_QCSLinkedRolelnBeatsCollector
Service

ES QCSLinkedRolelnAccessCos

fiy 1 55780

ARZ5HH K
it

i€ EPS
it

ARZ5HH K
it

i EREPS
it

JEREESHEN

acesscos.es.cloud.tencent.com

dataimport.es.cloud.tencent.com

vpcoperate.es.cloud.tencent.com

beatscollector.es.cloud.tencent.com

fERGR ¢ HEiAt Rk (ES) MRSSHE KM, %M ERHE T RIS AR YE B A 7 A HAth R 55 ¥

.

PUPR SRS

o SFEMEZHFF © QcloudAccessForEsLinkedRolelnCosAcess
o REENE :

{

"statement": [

{

"action": [

"cos
"cos
"cos
"cos
"cos

"cos

"cos:
:ListMultipartUploads",

:ListParts",

"cos

"cos

:GetBucket",
:HeadBucket",
:GetObject",
:HeadObject",
:PutObject",
:PostObject”,

InitiateMultipartUpload",

RN R @ BRI R (sd) ARTERH]
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"cos:UploadPart",
"cos:CompleteMultipartUpload”,
"cos:DeleteObject",
"cos:DeleteMultipleObjects"

I

"effect": "allow",
"resource": "*"

}

1y

"version": "2.0"

}

ES QCSLinkedRolelnDatalmport

i E R

FERZR . il Elasticsearch Service (ES) RZSHH X M, 1% CRHEC KBRS AR YT Bl A 7 Rl I

HAh = R55 BEIR.
PR SR M

o TREEEM @ QcloudAccessForESLinkedRolelnDatalmport
o RIBAEA :

{

"version": "2.0",

"statement": [

{

"action": [
"ckafka:DescribeInstancesDetail",
"ckafka:DescribeInstances",
"ckafka:CreateTopic",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:CreateDatahubTopic",
"ckafka:DescribeDatahubTopic",
"ckafka:CreateConnectResource",
"ckafka:DescribeConnectResource",
"ckafka:CreateDatahubTask",
"ckafka:DescribeDatahubTask",
"tat :RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",

"tke:DescribeClusterReleases",

RN R @ BRI R (sd) ARTERH]
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"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"ckafka:DeleteDatahubTopic",
"ckafka:DeleteConnectResource",
"ckafka:DeleteDatahubTask",
"ckafka:DeleteDatahubGroup",
"ckafka:ModifyGroupOffsets",
"ckafka:ModifyDatahubResource",
"cvm:DescribeInstances",
"emr:DescribeClusterLogInfo",
"emr :NotifyEmr"

I

"resource": "*",

"effect": "allow"

}

]

}

ES QCSLinkedRoleInVpcOperate

i E R

FERR @ L G yElasticsearch Service (ES)IRSSAH & fiy th, 1% (URHE C SR IR RIS 1A BRI A 77 [ S H At

=iRSS TR,
PR SR

o W& FR ¢ QcloudAccessForESLinkedRolelnVpcOperate
o REEE :

{

"version": "1.0",
"statement": [

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx",
"vpc:CreateCcn",
"vpc:AttachCcnInstances",
"vpc:DeleteCcn",
"vpc:DetachCcnInstances",
"vpc:DescribeNetworkInterfaces",
"vpc:CreateNetworkInterface",

n

vpc:DeleteNetworkInterface",

RN R @ BRI R (sd) ARTERH]
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"vpc:DescribeVpcTaskResult",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
"vpc:ModifyVpcEndPointAttribute",
"vpc:DeleteVpcEndPoint",
"vpc:DisassociateVpcEndPointSecurityGroups",
"cvm:DescribeSecurityGroups"

1y

"resource": "*",

"effect": "allow"

}

]

}

ES QCSLinkedRolelnBeatsCollector

i E R

FERZR . Yl el Elasticsearch Service (ES) HRESHH X M, 1% CRTEC BRI AR JE B A 17 IRl & 1

HA =R TR,
PUFRSRME

o MR HFr . QcloudAccessForESLinkedRolelnBeatsCollector
o REEANE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"tat :RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"cvm:DescribelInstances",
"emr:DescribeClusterLogInfo",
"emr:NotifyEmr"

1,

"resource": [
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A BT
ARG E

BT TN E] ¢ 2024-05-30 10:01:10

i E R

MR35 (HX) AGRHEBNZRAETEX, LRSS RARSS RV Al 18RS 18 X A X P BT i
BfE. AN A BAEARSHE X A GR35 B X AUR SRR B

CAMA &t At

BN RHE &
JZ TCHouse- CDWCH_QCSLinkedRoleInCKCOS
C

BN RHE &
J% TCHouse- CDWCH_QCSLinkedRoleInCKLOGSHOW
C

CDWCH_QCSLinkedRoleInCKCOS

fRZ5HH %
it

JEREES LN

ckcos.cdwch.cloud.tencent.com

cklogshow.cdwch.cloud.tencent.co

SRR ¢ LA OISR % TCHouse-CHRSSAH & fiy fha, 1% (OfF(E £ R IR R YA BRI I A 77 [RS8 B

b ARSS BE I
PR SR

o FMEZHFF © QcloudAccessForCDWCHLinkedRoleInCKCOS
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketIntelligentTiering",
"cos:GetBucketInventory",
"cos:GetBucketLifecycle",

"cos:GetBucketLocation",

RN R @ BRI R (sd) ARTERH]
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1,

:GetBucketLogging",
:GetBucketNotification",
:GetBucketObjectVersions",
:GetBucketOrigin",
:GetBucketPolicy",
:GetBucketReferer",
:GetBucketReplication",
:GetBucketTagging",
:GetBucketVersionAcl",
:GetBucketVersioning",
:GetBucketWebsite",
:GetObject",
:GetObjectACL",
:GetObjectTagging”,
:GetObjectVersionAcl",
:GetService",
:HeadBucket",
:HeadObject",
:ListMultipartUploads",
:ListParts",
:OptionsObject",
:AppendObject",
:CompleteMultipartUpload”,
:InitiateMultipartUpload",

PostObject",

:PostObjectRestore",
:PutBucket",
:PutBucketEncryption",
:PutBucketIntelligentTiering",
:PutBucketInventory",
:PutBucketLifecycle",

PutBucketLogging",

:PutBucketReplication",
:PutBucketVersioning",
:PutObject",
:PutObjectCopy",
:PutObjectTagging”,
:UploadPart",
:UploadPartCopy",
:DeleteMultipleObjects",
:DeleteObject",
:GetVodPlayList",
:DeleteObjectTagging"

"resource": [

wxn

]

GRS

BT s ARITERA]

i E R
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CDWCH_QCSLinkedRoleInCKLOGSHOW

i E R

fERER ¢ LA BN EYE 6% TCHouse-CHRSSAHE & fiy fha, 1% CORFE C R IR R YA BRI I A 77 [ S
b ARSS TR

PURR SR

o FMEZHFr © QcloudAccessForCDWCHLinkedRoleiInCKLOGSHOW

o REGE

{

"vers
"stat

{

ion": "2.0",

ement": [

"effect": "allow",

"acti
"cls
"cls
"cls
"cls
"cls
"cls
"cls:
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls:
"cls:
"cls
"cls
"cls
"cls
"cls

"cls

GRS

on": [

:DescribeConfigs",
:DescribeIndex",
:DescribeMachines",
:GetAccount",
:DescribeTopics",
:GetLog",

SearchLog",

:getConfig",
:getConsumerGroupCursor",
:getCursor",

:getIndex",

:getLogset",
:getMachineGroup",
:getMachineStatus",
:getShipper",

:getTopic",

searchLog",

ShowContext",

:ApplyConfigToMachineGroup",
:CreateConfig",
:CreateIndex",
:Createlogset",
:CreateMachineGroup",

:CreateTopic",

CBRETTR Cts) BRSUERA
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"cls
"cls
"cls
"cls

"cls

"cls:
"cls:
Talss

"cls:

"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls
"cls

"cls

"cls:

"cls:

"cls

"cls:

"cls
"cls

"tag:

1,

:DeleteIndex",
:DeleteConfig",
:DeleteMachineGroup",
:ModifyIndex",
:ModifyMachineGroup",

createlogset",
createMachineGroup",
createShipper",

createTopic",

:modifyIndex",
:modifyLogset",
:modifyMachineGroup",
:modifyShipper",
:modifyTopic",
:pushLog",
:deleteMachineGroup",
:deleteShipper",
:DescribeAgentConfigs",

:Describelogsets",

listLogset",
listMachineGroup",

:listShipper",

listTopic",

:agentHeartBeat",
:DescribeMachineGroups",

TagResources"

"resource": [

"wxn

IR L BRI (bR ARSUERT]
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@ Hﬁizﬂﬁ Vil B
ARG E PostgreSQL

BT TN R ¢ 2024-05-30 10:01:10
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CAMHI= %4 LR yeR it JEEREE SN

ol — N

ISR CDWPG_QCSLinkedRolelnPGCOS MRosAX pgcos.cdwpg.cloud.tencent.com
TCHouse-P A

e e -

Bz RR e CDWPG_QCSLinkedRolelInPGKMS akiizs pgkms.cdwpg.cloud.tencent.com
TCHouse-P it

CDWPG_QCSLinkedRoleInPGCOS

SERGR | UnTAE N REBIE % PostgreSQL (CDWPG) RZSAH KM, %M EuRFE O ORISR YRR TG FE A 175
A& A=A R 55 B
PR SR M

o FMEZHFF © QcloudAccessForCDWPGLinkedRoleInPGCOS
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketIntelligentTiering",
"cos:GetBucketInventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",

"cos:GetBucketNotification",
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"cos:GetBucketObjectVersions",
"cos:GetBucketOrigin",
"cos:GetBucketPolicy",
"cos:GetBucketReferer",
"cos:GetBucketReplication",
"cos:GetBucketTagging",
"cos:GetBucketVersionAcl",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:GetObjectTagging",
"cos:GetObjectVersionAcl",
"cos:GetService",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:0ptionsObject",
"cos:AppendObject",
"cos:CompleteMultipartUpload”,
"cos:InitiateMultipartUpload",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutBucket",
"cos:PutBucketEncryption",
"cos:PutBucketIntelligentTiering",
"cos:PutBucketInventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketReplication",
"cos:PutBucketVersioning",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PutObjectTagging",
"cos:UploadPart",
"cos:UploadPartCopy",
"chdfs:DescribeMountPoint",
"chdfs:DescribeFileSystem",
"chdfs:DescribeAccessGroups",
"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",
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"chdfs:AssociateAccessGroups",
"chdfs:DisassociateAccessGroups",
"chdfs:DeleteAccessGroup",
"chdfs:DeleteAccessRules",
"chdfs:DescribeFileSystems",
"chdfs:DescribeMountPoints"

1,

"resource": [

LU ]

]
}
]
}

CDWPG_QCSLinkedRoleInPGKMS

ERGR © UuiAENERSEYE @)% TCHouse-P(CDWPG) RS HH X M, 1A EURFE & X BRI AYBREE A
V& HAth =R 55 B
PR SR M

o FMEZHFF . QcloudAccessForCDWPGLinkedRoleInPGKMS
o REEANE

{

"version": "2.0",
"statement": [

{

"action": [
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms :UnbindCloudResource"
1,

"resource": "*",
"effect": "allow"

}

]

}
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DLC_QCSLinkedRolelInCheckDLCResource

CAMAR &t At
BRI 5

Data Lake DLC_QCSLinkedRolelInCheckDLCResource

Compute

checkdlcresource.dlc.cloud.tence

SERZR ¢ YniAE N EdEN T E Data Lake Compute (DLC) ARSSHH XM, %A ERHE C K BRR IS HIARYE
AT Tl AE ) At = AR 55 R TR
FUBR SR M

FMEZ R . QcloudAccessForDLCLinkedRoleInCheckDLCResource

REEAA

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:0ptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",

"

cos:UploadPart",
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"cos
"cos
"cos
"cos
"cos

"cos

n

"vpc:

n

nw

"vpc:

A

"vpc:

n

"vpc:DescribeVpcPeeringConnections",

vpc:

vpc:

vpcC:

vpcC:

vpcC:

:UploadPartCopy",
:CompleteMultipartUpload”,
:AbortMultipartUpload",
:DeleteMultipleObjects",
:AppendObject",
:HeadBucket",

DescribeRouteTable",
CreateRoute",
AcceptVpcPeeringConnection",
CreateVpcPeeringConnectionEx",
CreateVpcPeeringConnection",
DeleteVpcPeeringConnection",
DeleteVpcPeeringConnectionkEx",

AcceptVpcPeeringConnectionEx",

"cloudaudit:DescribeEvents",

"cos:
"cos:
"cos:

"cos:

GetBucket*",
PutBucket*",
DeleteBucket*",

RenameObject",

"monitor:GetMonitorData",

"chdfs:DescribeMountPoint",

"chdfs:DescribeFileSystem",

"chdfs:DescribeAccessGroups",

"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",

"chdfs:CreateAccessRules",

"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",

"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules",

"vpc:

"vpc:

DescribeAssistantCidr",

DescribeVpcEx",

"chdfs:DescribeMountPoints",

"oceanus:DescribeWorkSpaces",

"oceanus:DescribeClusters",

"oceanus

"oceanus:CreateCHDFSAccessGroup",

"vpc:
"vpc:

"vpc:

1,

DescribeVpcEndPoint",
CreateVpcEndPoint",
DeleteVpcEndPoint"

"resource": "*"

}
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MRS (FHX) ABREBREREEY, SRSV RIRS B EE 17 ERS5E X A aX AP BT TR
BfE. AR A REARSSHE X A Ry fE R B X AR SRR B

CAMHI= 44, AEBFR ysR e i AR
THEBA%| CKafka hilg cosCkafka_QCSRole AR% A ckafka.qcloud.com

cosCkafka_ QCSRole

R . cos access from ckafka role

PXPR SR

o RHEEEH . QcloudCOSAccessForCkafkaRole
o RMENE :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:PutObject",
"cos:GetObject",
"cos:DeleteObject",
"cos:ListParts",
"cos:UploadPart"
1y

"resource": "*",
"effect": "allow"
}

]

}
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CAMHIF=i % AEHH el Mk

p: ,/%\ I ;

HER RocketMQ_QCSLinkedRolelnSendSSLcertificate ARo5 A X sendSSLcertificate.rocketmc
RocketMQ kit At

RocketMQ QCSLinkedRolelnSendSSLcertificate

fERGR ¢ HTIREUESHEPE AR SSLIES, TRFTHEIINIMRS . HiAE nyiRER (CAM) AR5H
KA, %A EREC R IBCRIS ARG E A 5 R At AR S5 B2 I
PUFRSRME

o FRIEAH . QcloudAccessForRocketMQLinkedRolelnSendSSLcertificate
o REENE :

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": |
"ssl:DescribeCertificateDetail”,
"ssl:DescribeCertificates",
"ssl:UploadCertificate"

1y

"resource": "*"
}
]
}
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TRTC_QCSLinkedRoleInCOSAccess

CAMH=&ht At

SIS AU TRTC_QCSLinkedRoleInCOSAccess
SIS AR A TRTC_QCSLinkedRolelntrtcCloudRecording

fERGR . TRTCHEAU Flcos
FUBR SR M

FMEZ PR . QcloudAccessForTRTCLinkedRoleInCOSAccess

RIENA -

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": |
"cos:DeleteBucket",
"cos:PutBucket",
"cos:GetBucket",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:PostObject",
"cos:PutObject",
"cos:GetBucketOrigin",
"cos:GetObject",
"cos:DeleteBucketOrigin",
"cos:AppendObject"

1,
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"resource": "*"
}
]
}

TRTC_QCSLinkedRolelntrtcCloudRecording

i E R

ERR YRGS EIS (TRTC) MRS XA, %M ERFE T R IRIS AR R P 5 R Hfth =

55 BT
PR SR M

o REEEM © QcloudAccessForTRTCLinkedRolelnCloudRecording

o REGNE :

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",

"

cos:HeadObject",

"cos:GetBucketObjectVersions",

"cos:0ptionsObject",
"cos:ListParts",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject",

"cos:InitiateMultipartUpload",

"cos:UploadPart",

n

cos:UploadPartCopy",

"cos:CompleteMultipartUpload",

"cos:AbortMultipartUpload",
"cos:AppendObject"

1y

"resource": "*",

"effect": "allow"

}

]

}
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CAMA 4, P REER Y ) R JEREES AN

SN B A-BB R LCIC_QCSLinkedRolelnTransfer RS XA E transfer.Icic.cloud.tencent.com

LCIC _QCSLinkedRolelnTransfer

ERR ¢ LA O DN BE)-E R B VT M S fBIRSs, SKEin, B, SRR, SRiA e
FIEH (CAM) ARSSHHK A, %A ERTE B R PRI IR VT VT R Y Ll AR 55 B R
PUFRSRME

o FME%HFr © QcloudAccessForLCICLinkedRolelnTransfers
o REENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"vod:DescribeSubAppIds",
"vod:DescribeSubAppId",
"vod:DescribeSubAppCountData",
"vod:DescribeSubAppIdsForConsole",
"vod:CommitUpload",
"vod:ApplyUpload",
"vod:EditMedia",
"vod:PullUpload",
"vod:ProcessMedia",
"vod:DescribeTaskDetail"
1y

"resource": "*x"

}

]

}

RN R @ BRI R (sd) ARTERH] 55102 3412371



@ ﬁﬁizﬂﬁ ks

AR %
FAYR

I ] ¢ 2024-05-30 10:01:31

MR% (FHX) ABREBRZREEY, SR SAUENERRS B EE 17 ERS5E X A aX AP B HEE TR
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CAMHIF= 5% AEAH AmEs Ak

£
FAYKii VOD LogToCLS Hﬁfg*ﬁ X logtocls.vod.cloud.tencent.con
=~ VOD_QCSLinkedRolelnHosting Hﬁfziﬂ X coshosting.vod.cloud.tencent.
S . . ARS5HE 5% .
LR VOD_QCSLinkedRolelnManageSSL Certificates fin managesslcertificates.vod.clol

VOD_ LogToCLS

fERER - HaTAE NG (VOD) IRSHE XM, %A ERHEC RIBRIS AR B 7 I R H A =R S5
T
PR SR

o REEHFR © QcloudAccessForVODLogToCLS
o SREENE .

{

"version": "2.0",
"statement": |

{

"action": [
"cls:pushLog",
"cls:listLogset",
"cls:getLogset",
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",

"cls:deleteTopic",
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"cls
"cls
"cls:
"cls
"cls

"cls

1,

:createlogset",

:modifyLogset",

deletelogset",

:getIndex",
:modifyIndex",

:CreateIndex"

"resource": "*",
"effect": "allow"

}
]
}

VOD_QCSLinkedRolelnHosting

i E R

fERGR . LAt ARk (VOD) RS K A, %M ERTE T BRI AR S FE P s A Y F A = IR 55 ¥

o
PUPR SRS

« RE&EAFR ¢ QcloudAccessForVODLinkedRolelnHosting

o REGE

{
"vers
"stat
{

"acti
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos
"cos

"cos

"cos

GRS

ion": "2.0",

ement": [

on": [

:GetService",
:GetBucket",
:HeadBucket",
:GetBucketObjectVersions",
:PutObject",
:PutObjectCopy",
:PostObject",
:GetObject",
:HeadObject",
:DeleteObject",
:DeleteMultipleObjects",
:OptionsObject",
:PostObjectRestore",
:PutObjectACL",
:GetObjectACL",
:PutObjectTagging”,

CBRETTR Cts) BRSUERA
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"cos:GetObjectTagging",
"cos:DeleteObjectTagging”,
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts"

I

"resource": "*",

"effect": "allow"

}

]

}

VOD_QCSLinkedRolelInManageSSL Certificates

i E R

fERGR ¢ HEiAtIRAE (VOD) MRSBSAHK A, %A CURTEC KIS KA RYE A 17 R SR E At = R 55

T
FUBR SR M

o RIEAHR © QcloudAccessForVODLinkedRolelnManageSSL Certificates

o REGHE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

"

I

"action": [
"ssl:UploadCertificate",

"ssl:DescribeCertificates",

"ssl:DescribeCertificateDetail"

]
}
]
}
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it

CAR_QCSLinkedRoleInCloudStorage

SRR . YniatANHES (CAR) MRS XA, %A EREC KBRS AR E R A ) 485 H bz Ak
F %o

PURR g
o REEAFR ¢ QcloudAccessForCARLinkedRolelnCloudStorage
o RIBNEA

{

"statement": [

{

"action": [

"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:HeadObject",
"cos:GetObject"

1y

"effect": "allow",

"resource": "*"

}

I
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"version": "2.0"

}
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CAMH ™ i % yEEREERY i y:cfaake i PEERESE AL

T 2 Sz 4

gjﬂk&ﬁ%{zﬁ | GME_QCSLinkedRolelnGameMedia zﬁ XA gamemedia.gme.cloud.tencent.com
==

GME_QCSLinkedRoleInGameMedia

SRR ¢ LA YIRS EAL % (GME) RS A, %M ERFE E IR AR RE A 7 A A Hfth
=iRSS B,
PR SR

o FMEZHFr © QcloudAccessForGMELinkedRolelnGameMedia
o RMENE :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

L]

1y

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:HeadObject",
"cos:GetObject",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:RenameObject",

"cos:InitiateMultipartUpload",
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"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetService",

"cos:PutBucket"
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CAMH =%, A AmEks AaEk
" | REHE .
HiRgmEE TIC TIC_QCSLinkedRolelnInfrastructureAsCode s infrastructureascode.tic.cloud.ten

TIC _QCSLinkedRolelnInfrastructureAsCode

SRR ¢ LA REmYE (TIC) MRS XAE, ATHRXTIC %Pk CVM, VPC, COS HBIMAHEH, £F
RPHEEESH, BEESR BREe, ZACRED RBERIEAYBERTEE P R A IR TR,
PUFRSRME

o FMEZHFr © QcloudAccessForTICRolelninfrastructureAsCode
o RMENE :

{

"version": "2.0",
"statement": [
{

"action": [
"cvm:*",
"vpc:*",
"Clb:*",
VaggwhW,
"cmgtopic:*",
"cmgqueue:*",
HCISERR
"SCf!*",
"tag:*",
"monitor:*",
VeiEgs®W,
HCCISERR
"ckafka:*",

"apigw:*",
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Teelos ®T ,
"mongodb:*",
"redis:*",
"cynosdb:*",
"dedb:*",
"tcaplusdb:*",
Veems ®W,
ngaap:*",
"es:*",
ngme:*u,
"Sms:*",

Uggllg =W,
"Cam:*",
"bgpip:*",
"waf:*",
"finance:*",
"cloudaudit:*",
"sglserver:*",
"postgres:*",
"VOd!*",
elgs®W,
"SlS!*",

Weerg =W,
"ecdn:*",
"kms:*"

1,

"resource": "*",
"effect": "allow"
}

]

}
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it

Advisor_QCSLinkedRolelnBusinessContinuity

SRR ¢ HETAE N REA (Advisor) ARFAH XM, F T Advisor 1/ili] CVM, VPC, COS %5z ¥
IR, ERAFEEEN, REESR BREe, ZACRED RBCRISAYBERTEE P AT A = ARSS B,
PUFRSRME

o EMEAFR © QcloudAccessForAdvisorLinkedRolelnBusinessContinuity
o RIEANA :

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*",
"vpc:Describe*",
"vpc:Inquiry*",
"vpc:Get*",
"monitor:Describe*",
"monitor:Get*",
"cam:ListUsersForGroup",
"cam:ListGroups",
"cam:GetGroup",
"clb:Describe*",
"cos:List*",

"cos:Get*",

"cos:Head*",
"cos:0OptionsObject",
"cdb:Describe*",

"mongodb:Describe*",
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"redis:Describe*",
"redis:Get*",
"redis:Inquiry*",
"es:Describe*",
"emr:Describe*",
"emr:Inquiry*",
"emr:Check*",

"emr:List*",
"emr:Describle*",
"cloudaudit :LookUpEvents",
"cdn:Describe*",
"cdn:Get*",

"edn:List*",
"ssl:Describe*",
"tag:Get*",

"ckafka:Get*",
"ckafka:List*",
"ckafka:Describe*",
"tdmg:Describe*",
"scf:Get*",

Vgefslhlse®Y,
"cam:GetRole",
"cam:ListAttachedRolePolicies",
"cls:getLogset",
"cls:getTopic",
"cls:listTopic",
"apigw:Describe*",
"cmgtopic:GetTopicAttributes”,
"cmgtopic:GetSubscriptionAttributes”,
"tsf:Describe*",
"tsf:Get*",

"tsf:List*",
"tsf:Search*",
"tsf:Find*",
"tsf:ImageUserIsExists",
"tsf:ImageGetRepositoryList",
"tsf:DscribeTasks",
"tbase:Describe*",
"tdach:Describe*",
"tdapg:Describe*",
"dcdb:Describe*",
"tke:Describe*",
"live:Describe*",
"im:Describe*",
"im:CheckIfIMNewUser",
"cfw:Describe*",

"waf:WafGet*",
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"waf :WAFGetUserInfo",
"waf:WafDownloadAlerts",
"waf:WafPackagePrice",
"waf:WafAreaBanGetAreas",
"waf:WafFreqgGetRulelList",
"waf:WafAntiFakeGetUrl",
"waf:WafInterface",
"waf:WafClsOverview",
"waf:QueryFlows",
"waf:WafDownloadRecords",
"waf:WafDownloadlogs",
"waf:WafSearchLogs",
"waf:WafDNSdetectGet*",
"waf:BotGet*",

"waf:Get*",

"waf:Search*",

"waf:BotV2Get*",
"wss:CertGetList",
"waf:Describe*",
"tag:DescribeResourceTagsByResourceIds",
"mariadb:Describe*",
"antiddos:Describe*",
"cam:DescribeSafeAuthFlagColl",
"cam:ListUsers",
"cam:DescribeSubAccounts",
"ccs:DescribeCluster",
"sms:SmsPackagesStatistics",
"domain:*",
"sms:CallbackStatusStatistics",
"sms:SendStatusStatistics",
"dc:DescribeDirectConnects",
"dc:DescribeDirectConnectTunnels",
"trtc:Describe*",

"trtc:Get*",

"trtc:ShowRoomList",
"trtc:ShowUserList",
"trtc:RemindBalance",
"trtc:HardDescribeMixConf",
"memcached:DescribelInstances",
"cynosdb:DescribeClusterDetail",
"cynosdb:DescribeRollbackTimeValidity",
"cynosdb:DescribeRollbackTimeRange",
"cynosdb:DescribeInstanceSpecs",
"cynosdb:DescribeInstances",
"cynosdb:DescribeInstanceDetail”,
"cynosdb:DescribeDBSecurityGroups",

"cynosdb:DescribeClusters",
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"cynosdb:DescribeClusterInstanceGrps",
"cynosdb:DescribeBackupList",
"cynosdb:DescribeBackupConfig",
"cynosdb:DescribeAccounts",
"dnspod:DescribeDomain",
"dnspod:DescribeDomainList",
"dnspod:DescribeDomainLogList",
"dnspod:DescribeDomainPurview",
"dnspod:DescribeDomainShareInfo",
"dnspod:DescribeRecord",
"dnspod:DescribeRecordLinelList",
"dnspod:DescribeRecordList",
"dnspod:DescribeRecordType",
"dnspod:DescribeUserDetail",
"vod:DescribeCDNStatDetails",
"vod:DescribeSubAppIds",
"vod:DescribeDefaultDistributionConfig",
"vod:DescribeVodDomains",
"cwp:DescribevVulList",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:DescribeCfsSnapshots",
"sms:DescribeAppList",
"sms:DescribeVerificationCodeStatistic",
"sms:DescribeAntiBrushThreshold",
"tke:CreateInstantInspectJob",
"tke:DescribelInstantInspectTask",
"cloudaudit:DescribeEvents",
"clb:DescribeQuota",
"cdb:QueryCDBProxy",
"clb:DescribeClusterResources",
"ssl:DescribeCertificateBindResources",
"monitor:GetIntegrationProductList",
"monitor:DescribeOneClickAlarmConfigs",

"monitor:DescribeAlarmPolicies",

"antiddos:DescribelListProtocolBlockConfig",

"cloudhsm:DescribeVsms",
"kms:GetServiceStatus",
"as:DescribeAutoScalingInstances",
"billing:DescribeCostSummaryByProduct",
"finance:DescribeBillSummaryByProduct",
"tke:ListClusterInspectionResultsItems",
"tke:ListClusterInspectionResults",
"dnspod:DescribeSnapshotConfig",
"dnspod:DescribeDomainFilterList",
"dc:DoDcHealthInspection",

"teo:DescribeDefaultCertificates",
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"teo:DescribeHostsSetting",
"teo:DescribeRules",

"teo:DescribeZones",

"csip:DescribeRiskCenterAssetViewVULRiskList",

"csip:DescribeRiskCenterAssetViewPortRiskList"

"csip:DescribePublicIpAssets",
"csip:DescribeDomainAssets",
"csip:DescribeCVMAssets",
"csip:DescribeClusterPodAssets",
"csip:DescribeDbAssets",
"lighthouse:DescribelInstances",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeDBDiagEvents",
"live:CheckLiveHostBackupOriginSite",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeSREInstances",

"dbbrain:DescribeSglFilters",

"postgres:DescribeDBInstanceAttribute",

"postgres:DescribeDBInstances",
"postgres:DescribeZones",
"tdmqg:DescribeRocketMQCluster",
"ckafka:DescribeInstanceAttributes",
"teo:DescribeSecurityPolicy",
"teo:DescribeDDoSPolicy",
"gaap:DescribeProxies",
"teo:DescribeZoneDDoSPolicy",
"tdmg:DescribeRabbitMQVipInstances",
"tcb:DescribeBillingInfo",
"tcb:DescribeQuotabata",
"tcb:DescribeBaasPackagelList",
"vod:DescribeTranscodeTemplates",
"cam:MonitorGetProject",
"monitor:GetProjectsList",
"redis:DescribeInstances",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeInstancesDetail",
"tcb:DescribeEnvs",
"tsf:DescribeGroupAttribute",
"tsf:DescribeContainerGroups",
"tsf:DescribeGroups",
"tsf:DescribeApplications",
"vpc:DescribeCcns",
"vpc:DescribeCcnAttachedInstances",
"vpc:GetCcnRegionBandwidthLimits",
"mariadb:DescribeDBInstanceDetail",
"dcdb:DescribeDCDBInstanceDetail",

"sglserver:DescribeDBInstances",
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"cdb:DescribeRoGroups",
"tdmqg:DescribeRocketMQClusters",
"tdmg:DescribeRocketMQNamespaces",
"tdmg:DescribeRocketMQTopics",
"tdmg:DescribeRocketMQGroups",
"trocket:DescribelInstancelList",
"trocket:DescribeTopicList",
"trocket :DescribeConsumerGroupList"
I

"resource": "*",

"effect": "allow"

}

]

}
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MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMA =%, fAtARs mEA AEEk

BN/ MER ARS5HH %

EA TCMPP_QCSLinkedRolelnUserManage v usermanage.tcmpp.cloud.tencent.con
=

TCMPP_QCSLinkedRolelnUserManage

fERGR . LAt NERS/NEF TS (TCMPP) IRFAE KA, 12 EURHE T R HRRIE ARV P i R 2
HA AR TR,
PUFRSRME

o HMEAFR © QcloudAccessForTCMPPLinkedRolelnUserManage
o SREEE :

{

"statement": [
{

"action": [
"cam:ListUsers"

1,

"effect": "allow",
"resource": [

mxn

]

}

1y

"version": "2.0"

}
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MRS (FHX) ABREBRZREEY, SRSV IRS B EE 17 5RS5E X A aX AP B EE TR
BfE. AR A RAEARSSHE X A Ry 7 R B K AR SRR B

CAMHI= %, yEREREY i) yi R it PEEREER I ZES

k=gt CAM_QCSLinkedRolelnEkslog M55 HH X At ekslog.cam.cloud.tencent.com
VilnE CAM_QCSLinkedRolelnEkslog002 AR55HH % ckmlog.cam.cloud.tencent.com
VilnE CAM_QCSRole MR%5 fa cam.cloud.tencent.com

CAM_QCSLinkedRolelnEkslog

TR test
FUBR SR s

o TREEZM @ QcloudAccessForCAMLinkedRolelnEkslog
o RIBNEA :

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"vpc:CreateAddress",
"sts:ListAccessKeys",
"sts:UpdateAccessKey",
"sts:DeleteAccessKey",
"cam:ListAccessKeys",
"cam:ListUsers",
"cam:GetUser"

1y

"resource": "*"

}

]

}
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CAM_QCSLinkedRolelnEkslog002

fERZR . test002
FUBR SR M

o HMEHFR © QcloudAccessForCAMLinkedRolelnEkslog002

o REGE

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:CreateKey",
"clb:DescribeTaskStatus",
"vpc:CreateAddress"

I

"resource": "*"
}
]
}

CAM_QCSRole

SERGR ¢ ViR ERARSSAE XA G, VA AL S5 R AR

PUPR SR

o REEHHR . QcloudAccessForCAM_QCSRole
o REEHA

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"cloudaudit :LookupEvents"

1,
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"resource": "*x"
}
]
}
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BT TN E] © 2024-05-30 10:01:24

MR35 (HX) AGRHEBNZRAETEX, LR SPUSHRARSS BV Al 18RS 18 X A X A P BT i
BfE. AN A BAEARSHE X A ErIfE 3R B K AR SRR B

CAMHI =% AEHH MO AR

@ - L . 55 HH % o

LEKSEH Organization_QCSLinkedRolelnDefaultMng 6 defaultmng.organization.cloud.te
- L . : AR5 4H % : L

LK B Orgnization_QCSLinkedRoleInServiceControl firn servicecontrol.orgnization.cloud.

Organization_QCSLinkedRolelnDefaultMng

SRR ¢ LA NERKSER (Organization) MRS X A, %M CORFE L RIKERMRAYRERTE BN 7 R
HA =R TR
PR SR M

o TKEEEM ¢ QcloudAccessForOrganizationLinkedRolelnDefaultMng
o RIENEA :

{

"version": "2.0",

"statement": [

{

"action": [
"finance:DescribeBillSummaryByProduct",
"cam:GetAccount Summary",
"intlpartnersmgt:DescribeBillSummaryByProduct"
I

"resource": "*",

"effect": "allow"

}

]

}

Orgnization_QCSLinkedRolelnServiceControl
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fERGR . LA NEREKSER (Orgnization) ARSTAH XA, %M CORFE T R IRERIE AR R E I P 77 A1

HAt ARk
PR SR M

o HMEAFR © QcloudAccessForOrganizationLinkedRolelnServiceControl

o RIENAE

{
"vers
"stat
{
"effe
"reso

wxn

]I

"acti
"cam:
"cam
"cam:
"cam:

"cam:

ion": "2.0",

ement": [
ct": "allow",

urce": [

on": [

CreateServicelinkedRole",

:DeleteServicelLinkedRole",

GetRole",
CreateRole",
AttachRolePolicy",

:DeleteRole"
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