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Add an origin

Projects
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Add Delet Q
D Name Origin IP/Domain name Projects Operation
rs-ijti4908 Demo #* dema.com DEFAULT PROJECT Edit tag /'
Total items: 1 20 ¥ /page 1 /1page
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D Name Origin IP/Domain name Projects Operation
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Health Status Origin IP/Domain name

rs-mms7k7ct 10° C187

[ 107 187
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rs-52h16tg1 test

Time Periec Last 7 Days Last 15 days Last 30 Days
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Edit Tags »
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2. fEFHIE 9, HEMERER.

Add a connection

Projects Default Project

Connection Mame

You can enter 30 character(s)

Origin Region Please select

Region of RS

Acceleration Region Please select

Regicn of Client

Bandwidth Cap

Max concurrent connections

Maximum number of concurrent connections [4

Tag key Tag value Operation

Mo contents found

Cancel
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Access Management

ID/Channel Name

link
’

link. an

Total2 items
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[e]

o

[o]
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o IR EIR EENRAITRIERE, ®RAME1004 (7EE
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Wi, EREESIRER.
All projects
Projects ViP Domain Name(?) Acceleration...
Defauit Project 1 .76 link apgcl...  China(Hong ...
Default Project 1€ 1206 | liNK-v o v GAAPGC. .. | East China

Domain Name:

link:
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Origin Regilon
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China (Hong ...

2
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Bandwidth ...

10 Mb

20 Mb
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Conc... Status Billing Mode Operation

20K Enabled  Postpaid

20K Enabled Postpaid Set
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D/Connection Name

Ver.. T | wIP Domain Name @ Accelerator ... T Origin Region T Bandwidth... ¥  Concur.. ¥

Billing Mode Project Operation
Eastern US
[k aros ] cloud.co  Norway East (C: Modify Configuration Copy
s i A 5 popacioudco TR OO ginia, Partner 1000 Mo 0k Running Bill by Bandwidth  DEFAULT PROJECT octly tontigurston: topy
FET m Partner IDC) Pt ) M
Q)
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< Channel Details ("%7)

Channel Info TCP/UDP listener management HTTP/HTTPS listener management
Channel ID link-o _o_..7
Channel Name
vIP 11 6
Domain Name link- 4aapqcloud.com
Acceleration Region China (Hong Kong)
Origin Region Japan (Tokyo)
Bandwidth Cap 10 Mb
Concurrent connections 20 K

Forwarding server IP

Creation Time

Project

169.0 '9.166,169.5. m.147;

2018/06/29 12:39:58

Default Project
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o Listener Info > > >
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Listening Port (3) Operation
Delete

Add Port
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° Listener Info > ° Configure the Policy > o Origin Health Check >
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° Listener Info > ° Configure the Policy > ° Origin Health Check >
Policy
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Previous Complete
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ID/Listener Name Protocol Listening Port Bound Origin Server Origin Type Service status Session Persistence Operation

listener-bowz8im1

test TCP 10 B IP Address Normal (8) Disabled

20 v /page 1 /1 page
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O r Management.
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Origin Type Service status Session Persistence Operation
IP Address Abnormal Disabled Set Bind Crigin Servers Delete
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Confirm Configuration x
link-cb ist
t test
12 Protoco TCP
lin apqcloud.com Listening Port 1
Beijing (Former North China) Origin Type IP Address
Beijing (Former North China) Get client IP TOA
10 Mb Configure the Polic RR
ctions 20k Secondary Origin Serve Enable
Domain Name@ E
Server |P 192 10:
@ ' I Pri
2021/C 18 ]
DEFAULT PROJECT
1 test Second s 1
ary
1 test Prmar 45 1
¥
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@ Confirm to the delete the listenertest
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Allow force deletion of listeners bound with origin server
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2. AR T —TimE, % HTTP/HTTPS TS > $8, mikrIMilA HTTP M HTTPS (%1% : IPv6 3@
WHTASZH: HTTP/HTTPS Il #afil &) o

3. BFBCEANT :
i LR HTTP I, (FR 2 AT i I EI AT, S0 8 RERAIE IR HTTP W SOEATH %

Create a listener >

Listener Mame
Protoco

Source port

Walid range: 1-64999 ( 21the port is unavailable)

QoK Cancel
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ii. HikErt HTTPS I, MIFREHSMLEIE-BAHMER, AT

Create a listener p 4

Listener Mame

Protocol
O Listeners communicate with the origin server using HTTP protoco
I
Listeners communicate with the origin server using HTTPS protoc
al
Source port
Value range: 1 - 84999 (21the port is unavailable)
533L Parsing One-way authentication v
Server certificate Please select -

Upload certificate
Mote: If you upload a new certificate while setting listener rules, the domain name will use the

new certificate,

f no certificate is uploaded when setting the listener rule, the domain name will use the

certificate uploaded here,

= W0 AR SR Z A HTTP MM, $8% P ImElInsaEiE VIP Z R HTTPS B, 1 VIP RN, 2 [\
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= SSL it y7al @ SSRFERIATALE, AATALE,
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Al T AR AP N AIESS, TR IEH L,

EHTTP/HTTPS Hafr#s

i HTTP/HTTPS MSWTEREBbR a0, 7EIR(FRE i BEAN, FILUH AT —40uim, BTl URL L,
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#£H . a-z. 0-9, .. -, KE3 - 80 ,

Create a Distribution W

Dioma @

Confirm Cancel

2. 7 HTTPS 50 B3V T AT P R AR 55 B4

Create a Distribution x
ame(®
One-way Authentication

Default certificate (listener certit =
Upload Certificate

HTTP3 Tramsfer(l) O Dizable Enable

Mote: if a certificate was uploaded when you created the listener, you
can use it directly and don't need to upload again. If you upload a
new certificate here, the domain name will use the new certificate.

Ok Cance
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o Basic Configuration > >
Domain name@  www zom
URL® /
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Origin Tyj Ip -

o URL : XHFF/RHEMT, a-2z. A-2. 0-9. _ . .. — . /, KE1 - 80 ,
o [AlJFHost : SZRHEK BRI K HIHOSTFEX,
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° Basic Configuration > o Configure the Policy >

Policy o RR Weighted RR Least Connections

Origin-pull SNI® ()

SNI

Back Next

o R 1 ZNURBGHLEC 1 SRS 1R,

o FRIIIAN : ZATRULTEACE LB ETR (RUESERUNISH N AR E) o

o HR/NEFREY 1 ERTA TS FR IR RS N TRIE (R S e A T
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IRESHGIN, 0T a AN e St i T IERIRAS, QISR IENEMPRZSHIN,, VT ER AN e St = 5 o

X
Basic Configuration Configure the policy
o Origin Health Check Policy
Enable Health Check

Response Timeout |E| 2 seconds
2 seconds 31 seconds 60 seconds

Health Check Interval ﬂ 30 seconds
5 seconds 300 seconds

Check domain test

Test URL !
Specify an URL or directly use a root directory™/™

Regquest method HEAD v

Status monitoning code http_Lxx http_2xx http_3xx

http_daxx http_Zux
When the status code is http_lxx, http_Zwx. http_Jwec
http_dwx, http_5xx¢, the backend server is considered to be valid

I

(E5ve 2
SERTINIRA 1R E IS, SdiBdug, LU T,

Modify domain name x
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@ Confirm to delete the following domain namesgameftOl.xyz
?

After deletion, all the rules under this domain name will be deleted and will not be
recoversd.

Force deletion of listeners bound with origin server

HTTP3ELE
SEASE N R B ST EHTTP3E M CYRT{SEHTTPS LIS E . B Al mE N HT TP RS N TTE)

HTTP3 Configuration *

qg.com

477e3 Transfer(@ () Disable Enable

Confirm Cance

(=5ve Wl
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X
@ Confirm to delete the following rules?
Diomain Name gameftilyxyz
URL !
Bind origin server  Bound
Force deletion of listeners bound with origin server
En -
[HiAGIN RIS
1. SERC TR RIS, fEMNIRIREREEES, AdEEEFRERL
€  HTTP/HTTPS Listener Management (Igl-bysI51f9)
Domain Status Operation
* ggcom Running Add Rule Modify Domain Name Delete
Rule ID URL Forwarding Host Bound Origin Server Service status Operation
I , Detaut . Noms @ Modify Rule_Bind ori rver Delety

2. MBS, INE R SKIAFRS BN EUE 5 QNFEE P BERIPRYSKER, HAFB{E N$remote_addr (BRIA
B4 H X-Forwarded-For3k #5717 & P IP[EIJE) |, #5417 H P BESm O &E 9 $remote_por 5 HRHT$E EERIA
A, WIETER, B 240 TH BRI,

TR
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1. HTTPLESRY A FrKey[E K EEBAIA N - 100D F47F, HfF0-9. FiFfa-z. A-Z, KEPART - 228 A
%, Value KA1 - 100NFRF, REZFHAH ;

2. FEHINI R 2 AT L E 1 05BN HT TP 33Kk ;

3. BR D FRAESKERAN SRR B B I E A I/MER, BARTERIES WL TR,

www-authenticate
age

pragma

early-data
save-data

etag
if-unmodified-since
accept

access-control-allow-
origin

access-control-expose-

headers

origin
content-disposition
content-language
x-forwarded-proto

referer-policy

range

Cross-origin-opener-
policy

expect-ct

x-content-type-options

FRAXFT A @ IR THE (ks

authorization
cache-control
warning
content-dpr
viewport-width
if-match

vary

accept-charset

access-control-max-age

access-control-allow-
credentials

timing-allow-origin
content-length
content-location
via

allow

if-range

cross-origin-resource-
policy

feature-policy

x-download-options

AIRTUELRT]

proxy-authenticate
clear-site-data
accept-ch

dpr

width
if-none-match
connection

expect

access-control-allow-
headers

access-control-request-
headers

dnt
content-type
forwarded
from

server

content-range

content-security-policy

strict-transport-security

x-frame-options(xfo)

proxy-authorization
expires
accept-ch-lifetime
device-memory
last-modified
if-modified-since
keep-alive
max-forwards

access-control-allow-
methods

access-control-request-
method

tk
content-encoding
x-forwarded-host
host
accept-ranges

cross-origin-embedder-
policy

content-security-policy-
report-only

upgrade-insecure-
requests

x-permitted-cross-
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x-powered-by

sec-fetch-site
last-event-id

report-to
sec-websocket-key

sec-websocket-version
date

retry-after
service-worker-allowed
x-firefox-spdy

X-ua-compatible

X-X$s-protection

sec-fetch-mode
nel
transfer-encoding

sec-websocket-
extensions

accept-push-policy
large-allocation
signature
sourcemap
x-pingback

max-age

MEEHTTP/HTTPS &Hr28

public-key-pins

sec-fetch-user
ping-from

te

sec-websocket-accept

accept-signature
link
signed-headers
upgrade

x-requested-with

SBRI N

domain-policies

public-key-pins-report-
only

sec-fetch-dest
ping-to

trailer

sec-websocket-protocol

alt-svc

push-policy
server-timing
x-dns-prefetch-control

x-robots-tag

Sl HTTP/HTTPS W B EbRE 0L, (EIR(FA s diiieR, rTDUMBRAERIEITER, A 0Tas Cgbeiss, WHRE
b e PRI MPRIE A IR A TR e, S REMIER. MIERIG, %I SR R AR,
b4

@ Confirm to the delete the listener http80 (listener-2fpjldxn)?

Allow force deletion of listeners with bound onigin servers

RN R @ BRI R (sd) ARTERH] #3529 19311
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BTN A ¢ 2023-06-07 15:05:12

GAAP BRIAFR LA 22 R4 Sk (@ P2 2Gbps %8, VIP HIFJ2 10Gbps H98) o ANFRIHREI bR
W&, WI7E DDoS bl el A - B P,
79t GAAP I ARt &2 e A SCRCE R % 8, RAIRCE T TRANT

1.8 R IR PERS, AR NE PR TR, AR EE IDAEES.
2. AR —KUUH, EEREM > BN, fHEANS, BARBCEDT
i ANV AR, BRI VR AR PR A T & 7 AR

Acld Access Rule b4

o Allow all traffic accessing the connection by default
Reject all traffic accessing the connection by default

Confirm Cancel

ii. ARANKRIRIP, et BOFASINI IR o Z SRR TR R4 PRI ],

Add Access Rule X
Source IP (D

Protoco TP ’

Protocol Port (D

Polic Allow N

Confirm Cancel

IR L BRI (bR ARSUERT] %530 39311


https://console.tencentcloud.com/gaap

O BAE PO—

WA
i AT Y5 RN AR 2 591007

3. i HRE,
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Wl EINIBE SR E

B EEINE - 2021-12-15 16:00:03

TCP/UDP X

ST LLd LU =R 12375 n) s s

o BV EAE TG R NEEE VIP+3 .

o B RN EE E I + I

o ERFUSIFESRITINEES, AT LURHZIEE cname RINMEEERIE, SE BE AR host, FEE R RIAY
A AT R InSEEE VIP,
TR AN SRR EIRINE P ESLIP (X TCP 1Y) , FEZEE TOA i, BARAI S UL 55 bk A i B8l P

(NEFA TCP i) o
HTTP/HTTPS #}iX
FHE P s R4 cname RIS EE R A S, slE B imAHE host, F20 7t 2275 [R] 93844 i 21 sk

HE VIP, AER PR WM +urRL A BRI SEE N,
TEE AT DAESE M HTTP i& 3K 3L x-forward-for A IRENE F i E 5L 1P,

RN R @ BRI R (sd) ARTERH] #3532 19311
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A s

o IS E] ¢ 2021-12-10 11:04:29

o

HreEEA

YT EIRZ A KK, JRuG ISR, BinWrasECE A ER, rTLuE
TEIER AV E 2 TAE,

1.8 RERI AR PERS, BEA EE G DU, e,

2. e E O, HEEEAER

Add Connection Group

DEFAULT PROJECT v

Q ipu PvE

Please select an acceleratorreg «

Select the ongin region v

Please first select the accelerator region and origin region.

+ Add

Please select the configuraticn

Please select the configuration

Cancel

SBRI N

Manage Tag [

o IiH : %_JE?EF)? WH (GZEa] BUEHITE) o
B | mZI0NFR, S

[e]

[}

[e]

IR L BRI (bR ARSUERT]

IPhRAS _H‘EJE SEERE IPv4 5 IPV6, HHT IPv6 BN L SCRFIE B AT A
AT AL ¢ IR P i A XA P 2 i Bl DXIBRA T i, SEHRF 20k
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B
o FRIEESIRES: BGP V4, ATHTRS, A AT E R,
o REKREHRBE= R AL, AATLE, A HEE T8 BRRL,

o THULDXIER 1 R H AR SS AR T CE X IR B HARIR 55 d il XA AT 9 o

EE
W E BB RS A E KR T I E

o JEENE | ERRAEERH R R MR RIFREL
o roE BFR 1 @EERHE_ERR, &ARM(E10000Mbps (#7738 E"ijdﬁjijOMbps)
o FHRLER EENRARIFRERLEL, RARE1005 GR@EERAEN307) -

o BRE D IRRMEIA, RlEE R EREE K EE R S E R

o PR MRIEROEREAVIFIE G I AR, T R4 B R IEE B B
a diED | FEHTHE, EELEEMERYIE, EREREE ARG AR — KPR Ri%— Kt
by BE B ¢ T H KPR H AT BEIEE T EE,

3. BT, SERUHTEEIEL

4 1F EEAEE TUEYp, BEEEHYERER, ARIECIRTENR, S E— @ FARREE TE R, ik
AR TE Y LB TIRES,

HAFTE - BBRaIHE b)) BRIEENH 534 39311
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C ion Group

All Projects ™

General Connection Groups Game Accelerator Connection Groups

Add

IP Version T

D/Connection group name Origin Region T Status Billing Mode
gt R
| 1P Wiest India (Mumba) Running 8l by Bandwidth
test pn S
D/Connection Name vIP Domain Name (@ Accelerator Regi...  Origin Region Bandwidth Cap Concurrent...
link-me West Indie
150 s link- loud. Thailand (Bangkok)
default 4 in pqcloud.com sland (Bangkok) 10 Mb 0k
!Z:ﬂ:f" 15 57 fink- sqcloud.com  Karea (Seoul) :‘r:‘\e::n::.‘; 10 Mo S0k
linkem® West Indie
i 29 link loud. i
default 5 in apacloudcom  Singapore ot 10 Mo 0k

o IDAEEHSY: @ EERY ID %Y, HAoEE ] LUEL,

o VIP @ FIT%Fimifi AR A IP Hitik,

o W% I AT &I ARY CRGUTEE, HBEIDFERVIP) .
o JRA I ABITHVIRET, InsEE S r LAUER .

AR EEHER

185k EERN TR ER &, #EAEEAE M v, S dHEEE

IP Version T

Project

DEFAULT PROJECT

Status

D/Connection group name Origin Region T Status Billing Mode Project
Ig-b ) N

2 . 1Pu4 West Indiia (Mumbai) Running Bill by Bandwidth
test v

2. fEEEHFE PR, I BB EENHEAEE, HA,
T R ST EE AR L 2 P e & 2 it RS

IR L BRI (bR ARSUERT]

R PR

DEFAULT PROJECT

Creation Time

2021/

Billing Mode

Bill by Bandwidth

Bill by Bandwidth

Bill by Bandwidth

3607

Project

DEFAULT PROJECT

DEFAULT PROJECT

DEFAULT PROJECT

B \DAEES, AT I,

Creation Time

202 L

SBRI N

Operation

Operation

Modify Configuration 4l
More v

Modify Configuration 4l
More v

Modify Configuration 4l
More v

Operation

Configure listener
More +

TR EEAR GV AT AP, %R
B AR M, AT gL AT

%3535 9371
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SBRI N

TERRBREE 2 B T TG, SEEA T AN R AT SO G — A TR,

€ Connection group details (tes 1)

Connection group info TCP/UDP Listener Management

Connection

link- i
15¢ 0

HTTP/HTTPS Listener Management

Connection Info

Attack Defense

link-

default

17 &

link-mexxnivi.gaapgcloud.com

Thailand {Bangkok)

General BGP

West India (Mumbai)

10 Mb
e £ 20k
ame(i) No associated
2 @

TCP/UDP P #sE

¥118 TCP/UDP M5Irss
PRI UL H2 A THAE 56 I 7 DU

%& TCP/UDP l5irss

RN R @ BRI R (sd) ARTERH]

Connection Group:2021/10 :56:07
Connection: 202110 5318
Connection: 2021/10; 39:18

Bill by Bandwidth

DEFAULT PROJECT

gaap: gaap proxy  test: 123 #

%536 9311
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TEIETE WL A8 PIAH 6 B I DT

HTTP/HTTPS Wil s 1

#7138 HTTP/HTTPS [anrss
PEIE TS 0 52 A FIAE 36 D B T

& HTTP/HTTPS ET s
PRI D0 452 A T 26 0 8 T

2P

TEIRTE WL $2 B PHAE K B i i

RN R @ BRI R (sd) ARTERH] 5537 39311
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O BRE P—
S0
B EHINA] © 2022-06-20 15:18:55

T EERN U IDELER &, AT 2dE v
TR AL 7 LU T BARR SRk ERE, RO pEE] DEEH] [HETaR]. [JRE. [

- EEAE  BOAEE Oy REE, he] DUEEEEaErEEd.,
o EPEEE  ERHEABETIEE, s EEHNEE,
o BESEA &R, W, R, CiE, JFRERK. HTTP QPS, HTTPS QPS, Wik, RE¥,

o WIAIVER @ JEEERTE R,

o ITRIRIEE @ MEREBURSTIPRIE, SR 8P, 5080, 1/INIHITR,
[EFA AL, RKAJEB1TRIVEDE ; IBFES AL, RKAJEGEIRIVEDE ; EF VNI, RKAJEE
15RBE ; IEFARALE, RKATEE186 KL |

Connection Connection group Listener Origin

J
]

Single Connection v

test (link-C aox 150 79) v

By Connection Ovwerall

2]

All Bandwidth Traffic Packet Volume Concurrent Connections HTTP QPS HTTPS QPS Latency Packet loss rate

Today Yesterday Last 7 Days Last 15 days Last 30 Days 2021-09-26 ~ 2021-09-26 E

3

5 minutes v

SGIBIEEAEN

HEBEHAEENGIH DR, T EPUR :

o JEEH 1 R -SREZSEEH,

RN R @ BRI R (sd) ARTERH] %538 19311
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BARIER] © 2f8, o, .

I TRIVE ] @ PRI AT L

IfTRPALE @ SRR GTIRIE, SR 08P, 57080, 1/NIRTTR,

[EFA R, KA BB 1TRIVESSE ; SRR, RKAJAERIRIVEDSE | VMR E, RKAJEE
1SR § A RRLE, KK ATEE186 KL |

Connection ‘ Connection group ‘ Listener Origin
test (lg-c ic9h) v
e R Al Bandwidth Traffic

e e Yesterday Last 7 Days Last 15 days Last 30 Days 2021-09-26 ~ 2021-09-26  [7]

5 minutes v

e

A MR RSt EE, A1 T IEATR

EEAEEA ¢ e T AR AT R BYE e iEE

T AR | LRI AR,

BARIER] © 2fk, WoE, Wi, FFRIERE

I IRIFERE @ JZE 6 TR L,

I TRPRLEE @ PRI GTIRIE, SR 08P, 57080, 1/NIRTTR,

[EFA R, KA BB 1TRIVESE ; SRR, RKAJAERIRIVEDSE ; EE VMR E, RKAJ&EE
15 R § A RRLE, RKATEE186 KL |

RN R @ BRI R (sd) ARTERH] %539 19311
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imensien Connection Connection group Origin

Connection/Connection Group test (link-C” = iox15.  ~ 1.59) ”

Listene test (listen~ = . .36in) ”

Data Type All Bandwidth Packet Volume Concurrent Connections

Time Period Yesterday Last 7 Days Last 15 days Last 30 Days 2021-09-26 ~ 2021-09-26 H
Time Granula 5 minutes v

A EE IR, ERRSHISTHREE, A0 T EFTR

MEIE/AEEA © R AL A E S E

WlTER RGBT A

TR T R,

I TRV @ PRI RITE L,

IFTRIRLEE @ JEEERARGTIHRIRE, SRt 0BG 70,

[EFA R, AT EBRTRIVEIE ; BRI, RKAIEE31T RIS ]

Himensien Connection Connection group Listener

nnection/Connection Group test (ink-DMEEINEL I saacnili) N
Listener -1/ (rule-eemgscc5) M
100 ‘T6(s - Figl) v
Time Period Yesterday Last 7 Days Last 15 days Last 30 Days 2021-09-26 ~ 2021-09-26 G
Time Granula 5 minutes v

IR L BRI (bR ARSUERT] %540 39317
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544,

BEFEHTTPHTTPSIUTERECES, WUTEANSTHHEdE, AT EFTR

o DRI EEERESIN, FESDS,

Gitit @ SRk, 2.

HTTPHMYX @ SCRpsik, ik,

BReRy © 2f, iEKkE, IR, Top10 URL,

I RIFE R @ I TR L,

I TRALE @ PRI GTIRIE, SR 08P, 57080, 1/NIRTTR,

[EFA R, KA BB TRV ; SRR, RKAJERIRIVEDSE | VNI E, RKAJEE
15 R § A RRLE, RRKATEE3IREE |

Dimension

Connection Connection group Listener Origin Domain name
Region Chinese Mainland Overseas
Domains v
HTTP Protocol HTTP, HTTPS v
Acceleration Type All Attack Requests Status code Top10 URL
Time Period Today Yesterday Last 7 days Last 15 days last30days  2022-04-29 ~ 2022-04-29  [7]
Time Granularity 5 minutes v

s S

RN R @ BRI R (sd) ARTERH] 541 39317
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A GEH R T, SRR A AR TR, BIRT S H dE,

Dimension
: Connection group

Listener Origin

Connection Group: test (ly =* .~ 735)

All Connections

Data Range(® By Connection Overall

All Bandwidth Traffic Packet Volume

Today Yesterday Last 15 days

1 hour v

Bandwidth In (Mbps)

0.00175

o

o E &

WA GU s o, i A ELE

RN R @ BRI R (sd) ARTERH]

Coneurrent Connections

Last 30 Days

HTTP QPS HTTPS QPS Latency Packet loss rate

2021-09-20 ~ 2021-09-26 H

HIAT TR BB E, BEARBRIERETEL 52 A S

SBRI N

%542 9371


https://console.tencentcloud.com/gaap/data
https://www.tencentcloud.com/document/product/608/17541
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Al & A R

B EEE] © 2021-12-10 11:04:29

i GAAP BURM K-S e HALIKS (AdministratorAccess FURIKS) |, AlEd FCE VT RIE AR, (EPMEEIKS
il GAAP 215 e B IR,

R RlEE R KR P P R BRI AT SO M EE IS AT, EZER, THS U iR EE CAM,

IR

1. (EFH#E GAAP BUIRMY EMKSEHMMKS  (AdministratorAccess SRIKS) | B5g 15 IH A5,
2. AR SR, ke [(m=hh] > (EBEGHIE] > UnnER] |, #EAVREEERIS,

iR -
IEWA IE SIS B 4 L, ERERNP &R > OhrEE] |, AR SRR A,

ES (2T

SRS REXFH P

AEEMS A, fd [RRE] , 3 AEEE DU,
2. fEFEERIE A, KSR GAAP”, FREN2ZEER, ERRIEAR, Fdi UCRECHF/A] .

Policy Al Policies ~

Bind users or user groups with the policy to assign them related permissions.

Create Custom Policy GAAP Q

Policy Name Description Service Type ¥ Operation

Search"GAAP", 2 results are found.Back to Original List

. o ) Global Application )
Coloud GAAPFUllAccess Full read-write access to Global Application Acceleration Platform . Bind User/Group|
Acceleration Platform
. o . Global Application )
Qcloud GAAPReadOnlyAccess Read-only access to Global Application Acceleration Platform Bind User/Group

Acceleration Platform

IR L BRI (bR ARSUERT] %543 19311


https://www.tencentcloud.com/document/product/598/10583
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A BT

3. WEFREENM P, By (E) , A0S,

LEEFIP/RPA
KEEFIF
M gmArE T
v =
a2 . =
F =R
1 =R
P =R
Fs =R
FA P RERER N

m

1 EEMZR ST, & UHPY > DHPSIR] , EAE I,
2. fEAIZR, IXEIT BN AT, SR ey (35X o

#E RFERR i) S s

FRA

FHRIF

IR L BRI (bR ARSUERT]

SRR FH s
X
BiF(25)
ArEAEE e Sic)
i AP »
f AP X
i
KSID FEEE B
3799785925 3 =B
100004619964
100003407227 =
544 9371
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3. fERBANER S, KR GAAP”, LNERIEAR, Fdi (E] , BB,

Associate Policies

icy list (0 o tota
| GAAR

0 Q
Policy Name Policy Ty... T
Qcloud GAAPFullAccess
Full read-write access to Global Application Preset policy
Acceleration Platform
QcloudGAAPReadOnlyAccess
Read-only access to Global Application Preset policy

Acceleration Platform

iT
i)

BB NRERAR
RIS, AIE A i, B P, EERIR. MERAIR,

BIBR(3)

FAFPE(0) =220 APl =$5

(2) selected

Policy Name

QcloudGAAPFullAccass
Full read-write access to Global Application
Acceleration Platfarm

Qeloud GAAPReadOnlylccess
Read-only access to Global Application
Acceleration Platfarm

'
o

Cancel

SER L s
X
Policy Type
Preset policy x
Preset policy x

FEARRLIRSEE AR EIR. RS R SRR, RN | R R SN SR R R TR MR A P E TR,

A FREER -
a BB
Qu 3 HExE

RRANFRA

BR=HE (s ARITERA]

SRR v

il i

Al

SEERIE B /
2019-04-1515:21:38 iz
20719-04-1515:21:38 iz

45 F£9371


https://console.tencentcloud.com/cam

@ H§ i:HE IR A
2 A TR T WL

b N TR 2023-05-09 18:46:16

o

N 7 5%

PFRTHE RS, AT DUCERE TR RTINS 77 it P O W e BN, 0 s AR 5 S PN, BB — T

R

HSo

LU
B ST TS HEHA, WA FHIE,

A
1R B, e ERR, e, AR DT,
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https://console.tencentcloud.com/monitor/overview

A BT

2 {E“RIKIEA h, % SRRNAE > EEE .

€ Create Alarm Policy

Basic Info

Project ()

Alarm Policy

Alarm Object @

Cloud Product Maonitoring

F

Data Transmission Service » L7_Listener_rs_status

iate
Cloud Database b Channel
docker service L4 Listener_rs_status
docker cluster
docker container -

GAAP 4

3. fE“FLE S RN, el HENR, L RIETR EANIEE A T,
TEBCEAlA S PE R, SR i AR AR B T o LB
Az E AR, SRR AT EAABCE 5 B RS, AERERR, SEn s Hra ks U TR E., %
BRI A, TEENESHEM, FrEi AR E SR

IR L BRI (bR ARSUERT]

SBRI N
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HBAT
i PR FTHE A SR AR, HE AR I DT T

Trigger o Select template Configure manually

¥ | () Ifthere s no suitable template you can Add Trigger Condition Template [2

Metric Alarm

When meeting +  of the following metric conditions, the metric will trigger an alarm.

ii. AT, (RS RET PP E AR SR, SRAFUAIANT,
= RIS H AR,
L AR TE,
SRS« RIS ERIIRSS, ANRBRBLFAANE **> **EE .

ANEFERER FAIECE”, ETRE T NI 2 B Rl S,

Alarm Policy

Object @ Instance ID = 1(link-mxgqu4ab) v

Select template o Configure manually { Use preset trigger conditions (3) )

Metric Alarm

When meeting any »  of the following metric conditions, the metric will trigger an alarm.

hreshold o Static Dynamlc@
pe @

=

Inbound bandwidth (statistical pericc v > A 70 Mbps

Threshold O Static Dynamic@
L Outbound bandwi... ¥ (statistical periac > - 70 Mbps

Add Metric

(ERTRE AR A S © BB T P OLINF-3 P B PRI il S i, BIENIT S
PSRt T O ER S B EAE S, EH T RGN, A DOREZ N EEI,

at 5 consecutive ¢ v

at 5 consecutive ¢ ¥

4. TEBCE S @A, AEHEBEBAR, AIEAENR S PR AR RO R R IRE.

R
BT REBGEN N IE, NP EERE S S @A,

RN R @ BRI R (sd) ARTERH]

SBRI N

or Change Template [4

then

then

Alarm every Sminut v (D T

Alarm every Sminut v (D Tl
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New Notification Template

ecipient Object = User v

Receiving Channel = Email SMS

For more configurations, please go to notification template page [4

TR IEEERAR, RPN SRR AT SRR E

Select notification template

Motification Templat... Included Operations
Preset Motification Te... Recipient: 1
Total tems 10 = / page 1

Confirm Cancel

HEWT AR I
VAEAMIESRT, SRR, T, AN s T,

IR L BRI (bR ARSUERT]

/1 page

]

»

SBRI N

Add User

%549 H9371
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2. TE R IA v R ARERBL IR > 4B IRV 3R RS IR 7 B SO 8RR IR

€ Create Alarm Policy

Basic Info
Cloud Product Menitoring
. ® Cloud Virtual Machine = L7 Listener rs_status o B
Cloud Block Storage Channel
Alarm Object @) docker{new) L4 -
ckafka 4

3. fEHLES EMM, EREHENR . fEBEMAZSM D, R A BR S T T E . ANERE A T

FNACE”, AE T aR TR IS s i iz S F o

Alarm Policy

m Object () Instance I ~ Select object M

Select template o Configure manually ( Use preset trigger conditions (D))

Metric Alarm

When meeting any v of the following metric conditions, the metric will trigger an alarm.

Threshold o Static Cynamic O]
L | § Origin server status (statistical periot ¥ | then an alarm is triggerec ¥ | (D

Add Metric

4. TEBCE S E@EA T, AEHEEBAR, AIEAER A PR IR RO R R E.

l\

TR
RO RGP EX N IRE, MR TERCE & @A,

IR L BRI (bR ARSUERT] 550

#9371
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New Notification Template

Receiving Channel = E"nail S'\.'1S

For more configurations, please go to notification template page [&

B ERRIRAR, A RASAR BT AT S AR R

Select notification template

Preset Motification Te... Recipient: 1

Total items 10 v /page

IR L BRI (bR ARSUERT]

Y [P e S e s - Aad Drmars -
Jotification Templat... ncluded Operatio

Cancel

/1 page

Q

@

SBRI N

Add User
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U8

1.8 R AR PERS, A MERE R TUR, S,
2. HFIEBER,

Create a new certificate p 4
ertificate Type Server S5L certificate v
View Example@
View Example@

Confirm Cancel

o UEREAR AP BEXECEIZIEBR A%,

IR L BRI (bR ARSUERT] 5552 19311
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o MEFZEA D PNEAINERLE]. [FFmHCAIET]. [R5 ARSSLIER]. [FHECAIES]. [EESSLIE] LR,
HA[ARSS 2R SSLIE]. [EESSLIEF]7 EAC B %5, H 5 EEB N SSL IEHEE™ ik TIe %L,

o EFAE KA pem tFHUIHEIEHNE,

o HHNE: KH pem HHEGHEHNE,

EPBIFES
AT REB GO, 8D B s O B L T 8 AT i A

EF TR

HEAUEREF T, MiEBBRGH, 285 s e R L AT IR % UE .

X

® Are you sure you want to delete test(cert-
hwfvgtst) ?

Confirm Cancel

RN R @ BRI R (sd) ARTERH] 5553 19311
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IR [P B3 1P

BT TOA REUE P imESE 1P (fEFXT TCP
B0

HAN

ol N E]  2022-07-13 15:43:30

HEE E R R B TR, BAEEREIN 2 SNAT #1 DNAT, BEE ryTRE LA B bRk sk, T E BRI EdE
CJE LR DG E R A 1P ik, WHIERE IV ESL 1P, N TR IP R5ARSS 48, IIEGEE N & b
19 IP A1 Port T3 A BN T B € X1 tep option FE¢H, #1F -

#fdefine TCPOPT_ADDR 200

#define TCPOLEN_ADDR 8 /* [opcode|size|ip+port| =1 + 1 + 6 */
/*

* insert client ip in tcp option.
* must be 4 bytes alignment.

*/

struct ip_vs_tcpo_addr{

__u8 opcode;

__u8 opsize;

__ul6 port;

__u32 addr;

bi

Linux WRATE T B IR =B FH ACK 222 )5, =M SYN_REVC IREHEAE| TCP_ESTABLISHED R, X
IRV tep_v4_syn recv_sock Bi%L, Hook K%K tcp_v4 syn recv_sock_toat /¢ i F A /Y
tcp_v4_syn_recv_sockP%L, ZRJ51EH get_toa_data BE(M TCP OPTION Hi$Z2HYH TOA OPTION, Ff{#ilTE
sk_user_data 7B, FA] inet_getname_toa hook inet_getname, FEFEEUR IP Hh-AlTdm I, &5 FERM

inet_getname, ZRJ5HIT sk_user_data 275922, A1SAEHE M EHTEEESIHY IP #1 port, i inet_getname Y
LIEIO

AR 55 AR FEAE F P &S TE F getpeername, R[EI1Y IP AT port BN P i 5 4R 1P

RN R @ BRI R (sd) ARTERH] %554 19311
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Linux 5 ¥mhi A~ JE
GYRE— ¢ Al TCP R8s

I E] ¢ 2022-06-20 10:48:45

b

75 TOA

AR e ImERCE R B R e R A, AhaEd TEBCR Tl

{XPUE TCP 574 TOA ZRHUE FImE K IP, TEMRIELLT RS, {ENEEEHIEEITE TOA,

PEHRIGD IR B B GAAP P55 > #EAEEE (BEWrashciE) > #rig TCP Il ds & > 2k TOA > 2
fa5 e ran. EE IR,
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https://console.tencentcloud.com/workorder/category
https://console.tencentcloud.com/gaap

O BAT P—

Add a listener X

o Listener Info > > >

Listener Name

Origin Type IP address v
Protocol -
Get client IP®) o TOA Proxy Protocol
Listening Port
Listening Port @ Operation
Delete
Add Port
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A BT

W IEimARSS INEL TOA itk

BT BT A @ 2022-07-13 15:09:53
HE— | BEET BRIFEEIFmEsR

1. RIEIBTHZ b Linux BURRA, T HONMAT TOA G E,

o armé64
» kernel-4.18.0.rar
o centos
= CentOS 6.5 64.rar
= CentOS 7.2 64.rar
= CentOS 7.3 64.rar
» CentOS 7.4 64.rar
= CentOS 7.5 64.rar
= CentOS 7.6 64.rar
= CentOS 7.7 64.rar
= CentOS 7.8 64.rar
= CentOS 7.9 64.rar
= CentOS 8.0 64.rar
= CentOS 8.2 64.rar
o debian
= Debian 10.2 64.rar
= Debian 8.2 64.rar
= Debian 9.0 64.rar
o suse linux
» SUSE Linux Enterprise Server 12 SP3 64.rar
o ubuntu
= Ubuntu Server 14.04.1 LTS 64.rar
= Ubuntu Server 16.04.1 LTS 64.rar
= Ubuntu Server 18.04.1 LTS 64.rar
= Ubuntu Server 20.04.1 LTS 64.rar

2 WRIKSEAUR, PUT cd i AMRIEIRSCIERE, STAIAL eI S -

insmod toa.ko

IR L BRI (bR ARSUERT]

SBRI N
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https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/kernel-4.18.0.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%206.5%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.2%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.3%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.4%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.5%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.6%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.7%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.8%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%207.9%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%208.0%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/CentOS%208.2%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Debian%2010.2%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Debian%208.2%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Debian%209.0%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/SUSE%20Linux%20Enterprise%20Server%2012%20SP3%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Ubuntu%20Server%2014.04.1%20LTS%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Ubuntu%20Server%2016.04.1%20LTS%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Ubuntu%20Server%2018.04.1%20LTS%2064.rar
https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.myqcloud.com/TOA%E5%90%84%E7%89%88%E6%9C%AC%E6%BA%90%E7%A0%81%E5%8C%85/Ubuntu%20Server%2020.04.1%20LTS%2064.rar

7 AT — R o
w Hﬁ .L:H.E 2BR N R

3. T T BN S CANERY)

lsmod | grep toa

4. IN#EY), 1EEshHA B INEL toa.ko X (BEENLH ko XHFREEHMED .

echo "insmod xxxxx /toa.ko" >> /etc/rc.local

(ATE) Mm% P4 TOA : rmmod B FR/EERA,

o

rmmod toa.ko

o

(AE) EAFHFREMA TOA L, AT an B TR,

rmmod toa

N

(AM3ZE) PAATLAT a3 hfIA TOA BEBUZ R EIZEA, #T2R“TOA unloaded”, I BHENEL T,

dmesg -T

T BTSSR

& B T B ERGIRA S N 22250, 16 F# Linux BRI RIIERS €L, T4 EHRE (L
CentOS IR NH)

1. ARERAD &

wget "https://thunder-pro-mainland-1258348367.cos.ap-guangzhou.mygcloud.com/gaa

p-toa.rar"

2. LI IE NG,
yum install gcc

yum install make

yum install kernel-headers kernel-devel -y

RN R @ BRI R (sd) ARTERH] %558 19311
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3. MR el

tar zxf gaap-toa.rar

4.3 A TOA H3%,

cd toa

5. Zmi¥ make,

make

6. At s,

mv toa.ko /lib/modules/ uname -r' /kernel/net/netfilter/ipvs/toa.ko
insmod /lib/modules/  uname

-—r' /kernel/net/netfilter/ipvs/toa.ko

7. BEZEINEEI,

lsmod | grep toa

RN R @ BRI R (sd) ARTERH] 5559 19311



SBRI N

O EAS
S~ . (Ak) &F TOA HHRBVIHEUR

JLN e

PRI TOA PIZBBSEATRIRREYE, TOA WIEBUAR it T HEFETIRE, (EfA toako WIS, AILUEE LT
PRI % TOA B TARIRES,

HATLUT a5 & E TOA M R AVHHEURES

cat /proc/net/toa_stats

[root@M-16-42-centos ~|# cat /proc/net/toa s ;Il S
CPUO
Syn_recv_socKk toa : 865

SYII_I'eCV_ S < NO TOA
cetname toa ok

|1|?~|J| \te ]'|

Horp B MR R R AN B & ST R

Ei=t e Ay ) WiHA
syn_recv_sock_toa BWCHAE TOA 5 ERER N

syn_recv_sock no_toa WA TOA B RMERE ML

VA F getsockopt ZREXJR IP B IIEII@ it i+-4%, 544 A accept BBHEICE F ik

getname_toa_ok FERI R 21,

A getsockopt ZREXIE IP I, YSEAUAPERCHE, HITHREOSN, BIANKESZE P i
BT IPv4 IR 1P, FFIEDY IPve Mk, A 230,

getname_toa_mismatch

WNE—DMREH TOA B i KA RTF A F getsockopt BREXI, HHiHEE A
getname_toa_empty -
% TOA WIEHEHAREY TCP £dE el R1FHVIR 1P, T Port I, XFRIEZEZRIRIFE
=

/Eho

ip6_address_alloc

RN R @ BRI R (sd) ARTERH] %560 19317
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fahR BiAH

UIERRE, toa PAXRRERZBEBUERTA TR 1P, I port FYNTE, fERTHIE

'p6_address_free B RIS F, i CPU ML T ip6_address_alloc fHHL.
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O ppap — S T3
D Hﬁ .L:HE BRI AR

7% Client IP

ZEJiiE— | EE(E ngink HIEHEE (HEBETE | /var/log/nginx/access.log)
SE LT . i wireshark & tepdump IMEFEECH,
1. TEa AR SS 2R T AT an R T4

sudo tcpdump -i eth0 -w dump.pcap

-i T E BT -~
-w FEE S RIRFEALE
2. i b s, 12T ctrl + c Z1RINE
sudo tcpdump -1 ethO —w dump. pcap

|ink—-type EN1OMB (Ethernet), capture size 262

by filter
Y kmrnw]

3. F sz av el HAth /770 dump.pcap S T EZIA

sz dump.pcap

4. wireshark ¥TF T #iY dump.pcap X, M TCP Option HHEE & F G E K IP,
WFEEAN T (78R B P mEST IP

v Options: (8 bytes), Unknown (@xc8)
“ TCP Option - Unknown
Kind: Unknown (2080)
Length: 8
| Payload: 5154786133e2

RN R @ BRI R (sd) ARTERH] #562 19311
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L N1 H
i DAL [r]
oo N A] - 2022-06-17 18:49:37

L4458, B4 module verification failed: signature and/or required key missing - tainting
kernel

o RO linux WA B RBERAE SRR, IR TR IENRINRZ T 5 IR

o fROVTE— | gMIEAME, KA SCF CONFIG_MODULE_SIG=n

o BRRJTIEET D HIUEBRVROLT, RAIEHTEA, 250005
/usr/src/linux-4.9.61/scripts/sign-file sha512/usr/src/linux-4.9.61/certs/signing_key.pem /usr/src/linux-
4.9.61/certs/signing_key.x509 toa.ko

SRR REEREAE /lib/modules H
o fRER CE WLUT =FE N
o LA NRE
o BEMEYCY, |EATMUET
o REENNZEA build B, FTFNPGEESIN BRA AT header, filAN
cd /lib/modules/4.9.0-13-amd64 && In -s /usr/src/linux-headers-4.9.0-13-amd64 build

RN R @ BRI R (sd) ARTERH] %563 19311
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Windows J5%mhi A< 1 H]
DYRE— . A TCP T dss

E I E] ¢ 2022-06-20 10:54:55

b

JF/E TOA

R
AR e ImERCE R B R e R A, AhaEd TEBCR Tl

{XPUE TCP 574 TOA ZRHUE FImE K IP, TEMRIELLT RS, {ENEEEHIEEITE TOA,

PRI BRIV IR © B BT GAAP 2515 > hd@E (EWrashciE) > #rig TCP Il ds & > 2k TOA > 2
fa5 e ran. EE IR,
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https://console.tencentcloud.com/workorder/category
https://console.tencentcloud.com/gaap

O BAT P—

Add a listener X

o Listener Info > > >

Listener Name

Origin Type IP address v
Protocol -
Get client IP®) o TOA Proxy Protocol
Listening Port
Listening Port @ Operation
Delete
Add Port
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O BAT P—
HIR L URARSS IN#EL TOA Btk

BT N ) ¢ 2022-06-17 18:49:37

ECL

RECL

188 FH A

XA
At Wi
WinPcap 4 1 3.exe winpcap Xz, FEE W WinPcap S21%,
lib_toa.lib TOA B,
toa_fetcher.h BRI LS
pcap.h FRAS AR Sk ST
NGRS

1. 2% winpcap X5/ : Wi WinPcap_4 1 3.exe (REERE) .

2. I lib_toalib E| TFEMY lib FEFRE T,
3. 73/l toa_fetcher.h, pcap.h E| TRk,

Go AR

XH
X WiFA
WinPcap_4 1 3.exe winpcap Xz, FEIEIEZ U WinPcap H W,
toa_win.exe Windows AR5 %% TOA ARSSHEFF
toa_win.conf Windows AR5 a5¥ TOA ARSSFE P HL & S
program_auto_up.bat Windows Al55#sbmAlk 55 4% bat 1A,

RN R @ BRI R (sd) ARTERH] %566 19311


https://main.qcloudimg.com/raw/037dee0e98e30eb15055645ff0a48694.zip
https://www.winpcap.org/
https://www.winpcap.org/

@ BT BRI R 5

A BiFA
demo.go Go EEMERIRHIRER, HTViR TOA IRFSER.
HEBLE

1. [EALE S toa_win.conf, SRR :

SR BhE Ui
, . toa_win.exe FARSS I, FT5 TOA IREVE (S, BRIAHN
ToaWinPort JE
9999,
NetworkCard|P o FTFIRBIM LS /Y 1P k7758, 40 © 10.75.132.39, ZMW+H
B Pim@Emm-R,
ServerListenIP b ARSS#a1Y IP HibE 7458, Hil4l © 10.75.132.39, FT5d 7€ TCP i,
ServerListenPortList | 7 fRGS eRBISRH 532, FT530E TCP iR, &2 rlLUE =N,
- ServerListenPortList fil PortRange #AEPEE—1,
PortRanae - AR asim YaREF) 2%, HFuE TCP IR, mZnJLUE= MK,
g - ServerListenPortList fl PortRange HAZEIEE—1,
CacheSeconds i RIS, P07 0 B, ERIA 158D,
FE

B i SR toa_win.exe TAERI— T HF T,

#ToaWinPort

5555

¥NetworkCardIP
172.19.0.5
#ServerListenIP
172.19.0.5
¥ServerListenFPortList
5102;5555; 6666
$PortRange
ceee—TT777;TT777-0888
¥CacheSeconds

15

RN R @ BRI R (sd) ARTERH] #3567 19311
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2. {&tX program_auto_up.bat,
BUESENERFFEN B, REARGMEENESS, EAMERATIZEAH T % toa_win.exe 127, ZHfEFiR
i, Bahfk,

fecho off
set Program="toa win.exe"

taskli=t -v | findstr %Program% > NUL

if ErrorLevel 1 |

echo "process not exists" >*> auto up log.txt
echo %datei+ %time% >> auto up log.txt

C:

od C:laxxxl

toa win.exe
lelzse |
echo "process exists"

)

3. B3/ toa_win.exe ¥, log HERFER—HZ T toa_winlog, I, ATLUEY udp 3@E1Y /5 2R TOA RS
IREVESZHY P Mok, PEIHIES I G 1k,

RN R @ BRI R (sd) ARTERH] %568 19311


https://www.tencentcloud.com/document/product/608/17670

O BAT PE—
IR = {HH G

BN - 2022-06-17 18:49:37

18 FH A

BaREAER R

o class ToaFetcher
TR, HTE M TOA BAREURIREAY,
» InitUpToaFetcher

1. BRECHEH
ZEREH T 9141k TOA fetcher,

bool InitUpToaFetcher (char *ncard_ip_str, char *svr_ip_str, u_short svr_portl[],
u_short svr_port_num, u_short cache_secs=TIMER_ CACHE_SECS)

2. NS

[e]

ncard_ip_str : AT IRGIMNEEEL O/ IP ik w758, B4l © 10.75.132.39, ZM-FA5E i@ ErI M-~

o svr_ip_str : IRS5#HY IP k=7 e, HI40 @ 10.75.132.39, AT TCP i,

o svr_port : IRFS AR OFIZR, H T TCP i, &ZAJLUE="{, svr_port fl port_range ptr 24 & iE
Hrp—1,

o svr_port_num : AR asHY% 1N

o port_range_ptr : xS 2AYNG 0 ER R, HrbonE ufam— N ErreRivisst, SmOvEEFrr s
10001-10005, HTid3E TCP iit, HmZIE =G, svr_port #l port_range_ptr Z & EHHF—4,

o port_range_num : AR55%sH % LI ML

o cache_secs : RIFMINK, Bf7 @ 7, BRIN15F, £Vl toa_ fetcher.h : TIMER_CACHE_SECS, #Z&{7i A1
Wa, FAHERFIX TOA,

3. J&[EH

o TRUE : sl TOA FRELGE I ERAZ N,
o FALSE : R0 TOA FhHE2 BRI,

« FetchToaValue

RN R @ BRI R (sd) ARTERH] %569 19311
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1. BRI
ZEKEUH TAREL TOA H, top-syn B HJG, mEFEER 1ms G LUKEE] TOA, [EHIEN F=XBFEEH
FHE1msbL ks

bool FetchToaValue (u_long fake_client_ip_addr, u_short fake_client_port, u_long

&real_client_ip_addr, u_short &real_client_port)

2. AZ i

o fake_client_ip_addr : & F'Uifth |P sk, RAAMLF1EGE, MARSSER accept BIEGR B Hy% btk AR AR,
o fake_client_port : & Pl 05, REAMZFFE, MRS 2 accept BIEGR BN Stk 3R,

o real_client_ip_addr : &R ESL 1P Hihl, RAMWLSFEEE, M TOA FRERERL,

o real_client_port : ZFURE G5, RAMLZFTFE, M TOA H3REL,

3. ;R [O{H

o TRUE : ZKHX TOA i,
o FALSE : RIRHE| TOA, —faiaid 2 7 A58 TOA i,

« StopToaFetcher

1. BRECHEH
Z B T2 1 TOA fetcher,

void StopToaFetcher ()

2. AZUH
o

3. ;R [EH
%O

o GetFetcherStatus

1. BRI IR
ZEEH TAREY Fetcher IRAS,

int GetFetcherStatus /()

RN R @ BRI R (sd) ARTERH] 5570 39311
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3. R[EH

o 0! FKWIRIRES, BIRESLHIE, WHEIRSIET IR, Fetcher FIARILAR, IRSOREFAZ, Lrpla] PR
i, GRME -1, HEYEBTR, RE 1,

o -1 FRFHINE,

o 1! FRIERBITH,

« FetchThreadHandler

1. BRI
B TAREL TOA S5 R EAE AN,

HANDLE FetchThreadHandler ()

2. AZH
%O

3. REH
TOA FZIREARAIN, 2§ ToaFetcher SEBIHCHHERIN, R F3h X %A,

+ FetchErrorinfo

1. B
KRR T IRAUE R I

bool FetchErrorInfo(int* err_code_ptr, char* err_msg_ptr)

2. NS

o err_code_ptr : —/MNEANREHIRAEE IR, HTRBEIEFEIRE,
o err_msg_ptr | —NEFHEEHEMFFERZMPX, BO50F T, HTREHIRER.

3. ;R [O{H

o TRUE : FKEUEH,
o FALSE : FKEUFH,

RN R @ BRI R (sd) ARTERH] 5571 39311
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IR
HIRE  HIRER
0 Ok
-1001 Exceed max server port number
-1002 Invalid IP address
-1003 No suitable network interface
-1004 System Error: find dev error
-1005 System Error: start timer error
-1006 System Error: compile filter error
-1007 System Error: set filter error
-1008 System Error: open pcap error
-1009 System Error: start pcap error
-1010 System Error: begin thread error
-1999 Unknown error

ZNi|

« %81t ToaFetcher :

SBRI N

Wi

EH

B R AN 5L, 1B InitUpToaFetcher : svr_port_num,
FETERY 1Pv4 Hid,

AFRE & W21

D REE dev, IHEKR lib A

L ENSRESNEIR, EEGR lib TFAE,
REHR S IEMN R R IR, EECRIIbIT R,
D IRRRNR E SR, TEECR lib FFRHE,
D FTIF dev 51, 1HEBER lib TFEH,
 BEIRITEEIR, IEER lib PR,
RGHEIR | BOISAEEIR, BECR lib R,

RAFHER, TEICR lib A&

char ncard_ip_str[] = "1.1.1.1";

char svr_ip_str[] = "1.1.1.1";

char port_range[3][100] = {"10001-10005", "20001-20005", "30001-30005"};
char* port_range_ptr[3] = {port_range[0], port_range[l], port_rangel[2]};
u_short svr_port_list[3] = {1111, 2222, 3333};

ToaFetcher inst = ToaFetcher ();

inst.InitUpToaFetcher ( (char*)ncard_ip_str,

) ;

o JELTOA :

(char*)svr_ip_str, svr_port_list, 3

void GetToa (SOCKADDR_IN client_addr, ToaFetcher * toa_fetcher_ptr)

{

RN R @ BRI R (sd) ARTERH]
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u_long fake_client_ip_addr = 0;
u_short fake_client_port = 0;
u_long real_client_ip_addr = 0;
u_short real_client_port = 0;

memcpy (&fake_client_ip_addr, &client_addr.sin_addr, 4);
memcpy (&fake_client_port, &client_addr.sin_port, 2);
bool ret = toa_fetcher_ptr->FetchToaValue (fake_client_ip_addr,
, real_client_ip_addr, real_client_port);
if (ret == FALSE) {
printf ("No toa found\n");
telse(
//fpp: EEXHIFTHIEE
fpp("real_client_ip_addr", &real_client_ip_addr, 4);
fpp ("real_client_port", &real_client_port, 2);

Gohfi A

TOA KU @ AN UDP i8S /Y5 7UA] toa_win.exe ZREXE ST IP Hitdk,

PR

. ﬁ%ﬂ?: | ID (4Bytes) | FakeIPAddress (4Bytes) | FakePort (ZBytes) |

TN :

ID @ 457, FTME—FRIA—IER, MR AR R AR

SBRI N

fake_client_port

FakelPAddrss : 45711, &Pl IP sk, RAINZE 170, MIRSS & accept BIBGE [EIAY Xt ik HERIR,

FakePort : 27771, &GOS, RHAMWKSFEE, MRS S accept EIEGR mIHR btk rHEREK,

. HWEE: | ID (4Bytes) | Code (1Byte) | RealIPAddress (4Bytes) | RealPort (2Bytes) |

FEVAMIT :

ID : 47777, HAFME—ARIR—MER, FEREET _LR—3

Code : 157717, 0 @ ARIIZRECEIESL IP Al Port, 1 @ ZREUKIL,

ReallPAddress : 4711, W48, 4 Code=0 IN171E, FRESLHE i IP Hiklk,
RealPort : 271, W4$F, 24 Code=0 WT7#7E, FRELMYE U Port,

RN R @ BRI R (sd) ARTERH]
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B
FEIEIEZ I demo.go, RFILLEATH A TOA ZREVE Fimtefe, talU#E R demo.go HY queryToa BREGHITIRER,

1. EERBA

func queryToa (serverAddr string, fakelp string, fakePort uintlé) (int32, string,
uintl6)

2. ABH

serverAddr : FFERZEM ) toa win.exe ARG @EEHNE, #2X : 127.0.0.1:9999,
fakelp : FHFERIEAL P ik, #%3K @ 1.2.3.4,
fakePort : uint163€%, f# Port, #%3X : 8899,

3. :REHE

H—MRENE © int3228%!, FT3%K error code.

o 0 : FIIERAY

o -1:toa PKEUKIK, WIREIKN fakelP A1 fakePort ~XfE(# cache ZIHH,

o -2 ME&EE FEHIRIL

B ANREME © ERFEREAY) 2 toa AREURPIN, IR[EIESIHY 1P, SN ZEFRT R,
BEANRIENE 0 ouint16 288, 2 toa FREUKIIHY, R[EIESZHY Port, #5040,
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183 Proxy Protocol ZREXE Fim B SL P (fNET
X TCP #p3)
SRR i P

ol IS E] ¢ 2022-06-17 18:49:37

-

Proxy Protocol /&5 TCP III— 1 KEMER, KA EMESEEFmER (i, WP, BV IP, FimH. H
MsSE) , EMEIROLE 7RISR P BSL 1P RHEER A, HABURE =XETE G BB EER A
— B T E AR T A E R RE L,

Proxy Protocol /7 = AREVE i 1P 75 B e EEH A BCE I B 5 CY TSR A TCP (T as (i), hiEiRSS
TEFRES N ERR S, SEERIE— payload FYHR SR A Proxy Protocol WM AR,
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PRIED IR
BT EHT R ¢ 2022-06-20 10:30:22

A e IS A R S B ER MR R, RlEsd Tk el

HIR— . QR TCPLENT#3+H 2 Proxy Protocol

{NVYJZ TCP S<#F Proxy Protocol ZREUE F U ESE IP, IHRIBLATHES], TENNHEEHIEEFFE Proxy Protocol,

PRI EERIED IR © B ETH S GAAP YEHIE > idEE (NITdsicE) > HiE TCP IRNTras & > 4% Proxy
Protocol > #%ZR8$55 [7e BT ae.  HE a2,
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https://console.tencentcloud.com/workorder/category
https://console.tencentcloud.com/gaap

A BT

Add a listener

o Listener Info > >

Listener Name

Origin Type

Protocol

Get client IP(@D)

Listening Port

IP address v

TOA o Proxy Protocol

Listening Port (© Operation
Delete

Add Port

Next

HRE T fEumARSS SR Proxy Protocol 171X

24 H17 Nginx A1 HaProxy #{E.4: 52 FF Proxy Protocol 7%,
LA Nginx 93, BCiES<FF Proxy Protocol MY A FRELRFZ4L proxy_protocol INIIAE server HLHY listen 55 )5

http {
#...
server

listen 80 proxy_protocol;

listen 443 ssl proxy_protocol;

#...
}
}
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O ppap — S T3
D Hﬁ ]—:H.E BRI AR

AS3ZHE Proxy Protocol FIN R, 75 81E TCP JE#Ef5, 152HX Proxy Protocol FYSCATTHE M T4 B ARAT R IR AN
B P P, FRERMEAN T s

PROXY TCP4 1.1.1.2 2.2.2.2 12345 80\r\n

WIR— . 5 FE Client IP

SEJE— L EEE ngink HEFEE (HEEE ¢ /varllog/nginx/access.log)

SEINEZ . AT ne -l port BF

eWebKit/605. 1. 15 (KHTML, like Gecko) Version/14.1.2
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B HTTP BRI P im B 1P (G4
HTTP/HTTPS #3i%)
SRR B

o IS E] ¢ 2022-06-17 18:49:37

fEH HTTP/HTTPS e/, TEuGAIERM HTTP 1K kH X-Real-IP 2 X-Forwarded-For B FRHARHUE F i EL 5K
1P, HNERINERTIRE,

[FIRFSCRF M “[lE HTTP 5 RCKACE BE X, 5 R R RE A i RRERS (41 CLB, HEE nginx), NIFRZE BT
B, DARG T B R s 7 o
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O BAE PO—

113

oo B 1A] - 2022-06-20 10:40:00
AR G maE B A S RN e E e R, vl @y TR i,

HI— - Al HTTP/HTTPS T es

PERIEHRIEPER © B BT GAAP F26l5 > M@l (EWrasiciE) > #rig HTTP/HTTPS Wredn B > 4R fs
Fl5eR it Yras, EEOIE,

IR L BRI (bR ARSUERT] %580 19311


https://console.tencentcloud.com/workorder/category
https://console.tencentcloud.com/gaap

A BT

Connection Info TCP/UDP Listener Management

HTTP Listeners

ID/Listener Name

Total items: 0

HTTPS Listeners

ID/Listener Name

Total items: 0

o7 SRy E R

DU % TR N FA AR %S 28 X-Forwarded-For A& /5 R 7256148 .

o IS7 AL TS
 Apache [iti& 5%
 Nginx Fri& /7%

s 7 BEEAR

IR L BRI (bR ARSUERT]

SBRI N

HTTP/HTTPS Listener Management

Authenticat...

Listening Port Service status
The cL

Server certificate Client cer
The cL
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1. TE G LM F5XForwardedFor fE, RE H CHIARSS SR ERARATT x86\Release 5{# x64\Release Hxk
Y F5XFFHttpModule.dIIFIF5XFFHttpModule.ini 48 WEI3EAN H s, X H RN C:\F5XForwardedFor, R 11S
BERE A 1Z H A AR,

2. JEFE IS FRSEER, MTBRIIGE,

3. i ECEAPRER,

4. TESE HIAE P A o e

5. IS EHY DLL S, AN RIS

6. ININSEIG, WiEIF et RE,

7. 1£ IS IRZ5#=HY “ISAPI #1 CGI BRHI"H, #inan LA DLL, FRH IR E N LT,

8. H)E IS iR554s, FRAECEARL
Apache ELES R
1. &% Apache % = 1 “mod_rpaf”, FEHATAI Ty

wget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz
tar zxvf mod_rpaf-0.6.tar.gz
cd mod_rpaf-0.6

/usr/bin/apxs —-i -c¢ —-n mod_rpaf-2.0.s0 mod_rpaf-2.0.c

2. {&eX Apache L& /etc/httpd/conf/nttpd.conf, FETERA IR :

LoadModule rpaf_module modules/mod_rpaf-2.0.so0
RPAFenable On

RPAFsethostname On

RPAFproxy_ips IPHINE //1p HUMEA@ERVEE A 1P

RPAFheader X-Forwarded-For

RN R @ BRI R (sd) ARTERH] 582 19311


https://devcentral.f5.com/s/articles/x-forwarded-for-log-filter-for-windows-servers

5 [ SER N 0
A BT .
3. i hnseRk)E, EJE Apache,

/usr/sbin/apachectl restart

Nginx BEEBE SR

1. 24 Nginx {ENARSS B, FREVE FIHESL IP, FE# M http_realip_module ftk, BRINZZEEM Nginx J& 7% %%
http_realip_module f&ELAY, FEEHYRIFE Nginx, TEconfigure 31 --with-http_realip_module JETT, HLE
http_realip_module #HGw1FEHE nginx H o ZRIFARSATT -

wget http://nginx.org/download/nginx-1.14.0.tar.gz

tar zxvf nginx-1.14.0.tar.gz

cd nginx-1.14.0

./configure —--user=www —-—group=www —--with-http_stub_status_module —--without-htt
p-cache —-with-http_ssl_module --with-http_realip_module

make

make install

2. f&e& nginx.conf,

vi /etc/nginx/nginx.conf

eI REANERE T

fastcgi connect_timeout 300/,
fastcgi send_timeout 300/,
fastcgi read_timeout 300/,
fastcgi buffer_size 64k;,
fastcgi buffers 4 64k,

fastcgi busy_buffers_size 128k,

fastcgi temp_file _write_size 128k;,

set_real_ ip_from IPHuHL; //1P HIlUl AiEE# 4% 1P
real_ip_header X-Forwarded-For;,

3. #J8 Nginx.

service nginx restart
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