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EHBAT
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HIRER, HEREDR AT

(k35 AHA]

ASREEAEAE BB RS 0 7 . IRSSHI SN BB, 807, IRSFIINE AT RE AP AEE, 14
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AN &Rt
@3 iframe Nk CLS (IHAR)

E I ) ¢ 2024-01-20 17:08:07

SRR /b=y

HEMRSS AL HUSMRSS 65 AREIHAMRGHIEET), R NSRBI RS R iR H SRR, s A
Tk H GRS el A v, ATLAZA PR AT /5 (8

EINRRGIRSS T (BIANAFINERa4EGaE /g0 PRk H SRS & 2 HTRET
EREHRZBNS TS, HENH S8R =AM EITES,

{5 B OSSR BN S R

RIEPR

14T V7L CAM TUE, 1% CAM fAta, AR NBHRKS, HRAFEREREG, 5 CAM At
BRN YT AR, BN IS AR 0cloudCLSReadOnlyAccess , FH@i#& N CLSReadOnly . & ISR
) RoleArn fER.

2. FT9F U n) i RO DU, BT B E SORNE, UeRRORIS A AR O, BEA DU /SR JSONIRAS, TERIgN A H
HEELITHNE, FEMSYOUR _UINVEE MK STIUIn (Resource A NAIEERY M fY RoleArn , AISREHEH A —
B, BEEEBER . JiET—F, FHFREVFKRIESY PlayClsPolicy o
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https://console.tencentcloud.com/cls
https://console.tencentcloud.com/cam/overview
https://www.tencentcloud.com/document/product/598/19381
https://console.tencentcloud.com/cam/policy

H&IRSS

"version": "2.0",

"statement": [

{
"effect": "allow",
"action": [
"sts:AssumeRole"
I
"resource": [

"gcs::icam: :uin/${YOUR_UIN}:roleName/CLSReadOnly"

RN R @ BRI R (sd) ARTERH]
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}

}

3. FTTF B DU, eRE B O, AL E VR AR EHESZEE, H % ei%E N PlayClsUser, il

F X NGRAETIM, P RBRIGEN LD EBHENRRS PlayClsPolicy o RHEAFRIERE, EHIREARN

7% Secretld 1 SecretKey .

4. RGBT A BRI B cls-iframe-demo . & T HReadMeN%, EMRERAIE .env X, HE
RoleArn , SecretId , SecretKey 13%, BNSERk T S BUENIEE.,

TR

ISR AT BE 2 T2 Secretld 5- SecretKey {iitiw, MMEMKSZ 2, N TRIEKSZ %2, AIZE R APl HHZ 2

TS, TREHEH, RINARESER S/ MU, 8 H B & 5/ MUBER K 357,

B REE TG HTREFH ReadMexX Y, 5TIH G, BIA]&EBREEFRAER SR,

TR .

ZRBIPAELE SRV R GEENORE, BB A TR (AMERERBING) R IR A E R A AR

BRI PRVEBIE, NREEIRRAA R Z 2, 1EBTRINNBRAEPOE R H AN A AT iR, DR RE

BRI - REfS & B 1% DU

5. MR HEMS HEFHMMIE s_url (AL, SREUGEGAE RS FITH WELE S, 7RG RIRS 55 B

BBk E| )

H & AR5 KL 3R 74 T T ZL A -
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https://console.tencentcloud.com/cam/user/userType
https://github.com/TencentCloud/cls-iframe-demo

> BT o

https://console.tencentcloud.com/cls/search?region=<region>&topic_id=<topic_id>

H S AR5 KR 7047 TR URL S85HA :

BIAF . | fttih

: o . HER AR, BN © ap-shanghai 37 Eifgstier, HEn] s R 2
region 7 String WL ] sk
topic_id = String HEE# D
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https://www.tencentcloud.com/document/product/614/18940

A BT

logset_name %
topic_name =
time %
queryBase64 =
hideWidget %
hideTopNav %
hideLeftNav %
hideTopicSelect %
hideHeader %
hideTopTips 74
hideConfigMenu %
hideLogDownload 75
TR

String

String

String

String
Boolean
Boolean

Boolean

Boolean

Boolean

Boolean
Boolean

Boolean

H&IRSS
HEEAHE
H & LB

TR H BRI R RS SR ], A&CAEE] @ 2021-07-
15T10:00:00.000,2021-07-15T12:30:00.000

R IIHTIER), SRA base64Url 4whd

B A T A AR SRS BRIARBR,  true FRBEHK
BRI TR A2 5 TS« BRIARRRURE,  true FORIEK
BRI A% 5 ZE MR - BRIAARRE, true FRRBERK

Bk H S R EUESRE (iR, HEEMHEEE) AR
Fas, true FERFET

Rt I 75 T U S BT EA T - BRAR IR, true ZoRBai, R
£ hideTopicSelect 24 true £ 2L

R TR = i N S PR @ BRIAER,  true ZORKERK
Bl H 8 E RN B T - BRARBREL, true FORBa

Feme i 4 H S T2 - BOARRER, true R FEK

ALEE ARG HAE URL 2P e E RER R H ST

topic_id : #R#EHE I ID fi5E H & F /L,

logset_name-+topic_name : 148 HREL I HEFHAIMEE HEFH, FTEFENE Y HEESHEFELIR
KA, RAZS A URL 283K,
41 topic_id. logset_name Al topic_name SE[FEINTE1E, LA topic_id Jifk,

RS B 5 TE AR B X 5%

RN R @ BRI R (sd) ARTERH]
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H &R

hideTopNav
hideLeftNav
D (A% FRARED
C s S ShidaConfigMenu. h o ke
1
+ AR E G
[Rig R ERDH
Q == HBE&Hen
ERFR
RIaAE
o
hideLeftNav G
t _SOURCE_ ) o o o s e
t _FILENAME _ 75 BEME ¢ R B H
# __PKG_LOGID__ » 1 01-10 09:39:34.101 request: GET http://ssp.cloud.tencent.com/website.rar HTTP/1.1
server_name: demo.cls.tencent.com
t server_addr
upstream_addr: -
t server_name upstream_header_time: -

connection_requests: 99
t ssl_cipher ssl_cipher: -
| oL stgw_request_id: 74cdabeec ‘momems Cmwme 7614625
request_method: GET
t http_host http_host: u 6 [

http_user_agent: Mozilla/5.0 AppleWebKit/537.36 (KHTML, like Gecko) Chr

t ssl_protocol
upstream_status: -

# status vip_vpcid: -1
request_time: ©.000
t upstream_addr sys_address: B
host: -
# bytes_sent PIOXYZnOS!

sys_datasource: CLB-AccesslLog.gz.1.1.0
# proxy_host connection: 27579638616
tepinfo_rtt: 13146

S FTTFR ST 7

BIESR

TR

RASM IR T BE 2 S5 Secretld 5- SecretKey i, MMM S 24, N TIHRIEKS RS, A2%E R APl BHR S
FI MR, RARMREH, FNARESER B MU, 6 B & R MEAFRY ik P 2551,

1. 3EEHERNMEEHARRTIINE, EBRRIKSPECEMEN cos M | i an BT )R

B . HEBEESCRIENTRE . RETZRGEMRENI RoleArn , SecretId , SecretKey 8B,

2. Z2E HRATRMUBEMAERHIIANE, BIEEH SRR, KEHERS eBFERIE s_url

3. ERRFEEH I e B iR TN, &8 LUT P BRNA,

4. [ FAPIEIEEH, WA STS AssumeRole $£11, BT A (AR5,

5. T IRIEIIGR 28, 4 RBREARER,

IR L BRI (bR ARSUERT] 559 13071


https://www.tencentcloud.com/document/product/1150/49456

EHBAT

51 %S

H&IRSS

N ERFEAIN SRR T RREB T FBBIF PR, Jod el — M7, EMHRNIEN TSRS N7, K
e, AR DU B ARRRE S R KPR B BOR LB — I, B4l PHPH /Y ksort Bk, HAEHSHEELL

THE :
SRR WA St
action = String
timestamp = Int
nonce = Int
secretld = String
5.2 PHESRL

R’ LSRR RS, W SBAM=28Ia P, Hla

RN R @ BRI R (sd) ARTERH]

filih

BEshlE, [EE N roleLogin

= FiT IS TR) R

BENIEEEL, HY{E10000-100000000

STS iR [EIMYIfEIT AK

%510 #3001
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action=rolelLogin&nonce=67439&secretId=AKI***PLE&timestamp=1484793352

5.3 PHEE

FABR TR + BRI +1EREEER + 2 + ERFIF BRI PHES 2 5,
TE SR EAURIPRFE yies [ %€ Hcloud.tencent.com/login/roleAccessCallback
THRITIE s X GET ¢ POST
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o2l

GETcloud.tencent.com/login/roleAccessCallback?action=rolelogin&nonce=67439&secretId

5.4 AL H
/] HMAC-SHA1 BiEMN FATES 4, Hui3%# HMAC-SHA1 Al HMAC-SHA256, EARHZANT, LLPHP IBEE N
i :
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SsecretKey = 'Gub***1gA';
SsrcStr = 'GETcloud.tencent.com/login/roleAccessCallback?action=roleLogin&nonce=
SsignStr = base64_encode (hash_hmac('shal', $srcStr, $secretKey, true));

echo $signStr;

PHP fAR~BIHS
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$secretId = "AKI***"; //STs REIIGE AK
SsecretKey = "Gub***PLE"; //8Ts RMEIVIEERT Secret
Stoken = "ADE***fds"; //sTs REINZ4E TOKEN
Sparam|["nonce"] = 11886; //rand (10000,100000000) ;
Sparam["timestamp"] = 1465185768; //time () ;
Sparam|["secretId"] = S$secretld;

Sparam["action"] = "roleLogin";

ksort ($param) ;

$SsignStr = "GETcloud.tencent.com/login/roleAccessCallback?";
foreach ( $param as S$key => Svalue ) {
$signStr = $signStr . Skey . "=" . Svalue . "&";
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}
SsignStr substr ($signStr, 0, -1);
$Ssignature = base64_encode (hash_hmac ("shal", $signStr, S$secretKey, true));

echo $signature.PHP_EOL;

6. PHETEEEESRAZ B LU H 1 T I kb 3 T 5%
SEMEBE urlencode 4%

<pre><code class="language-plaintext"> https://cloud.tencent.com/login/roleAcces
algorithm=slt; THAMMERLE, HEIHXHE shal Al sha256 , NEHERIN shal>
&secretId:&lt;g%%Hﬁ secretId>
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> BT o

stoken=&lt; %4 token>
snonce=s1t; BHLH nonce>
gtimestamp=&lt; ZHH timestamp>
&signature=&lt;EHH>

&s_url=slt; BRGHEHMN URL>

7. AEFAA AR RS, VISR H SRS %M G D, BRIk SR 70 b DU HY AR [P BERA T

https://cloud.tencent.com/login/roleAccessCallback?nonce=52055817&s_url=https%$3A%2F
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O BT s
S
FOR S P
RS RIEHI B TR BOR FET 22 EIERSS .
B R HRAZE
Embedding CL5 Console
External System Tencent Cloud - CLS
Tencent Cloud Login to
U Web S
ser eb server STS Tencent Cloud CLS Ce
T T T T
i i i i
> ! 2. Query the role with ! ! !
1. Access Web o appropriate : : :
’ permissions based on H H H
server . . i i i
user identity 1 1 1
, i i i
LIS 3. Request temporary i i i
i key for the role as root i i i
] account ] ! !
1 1
1 1
1 1
1 1
<. .............................................. ! !
1 1
4. Return the | |
temporary key i i
i i
L L

/N

5. Generate a login
signature using the
temporary key

7. Log in successfully

— ____________|

6. Log in using the URL combi:ning user login
parameters and destination page URL
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https://www.tencentcloud.com/document/product/1150/47143

%) iit= R
B3 Grafana {# A/ CLS

b N TE] © 2024-01-20 17:08:39

HRIE =

HEARS (Cloud Log Service, CLS) 5 Grafana T, X##iF CLS WA HEEIES SQL REDHERFH, I
£ Grafana [B, R FLLEE HEMRS Grafana ffiff, FJ1E Grafana HERRHAYIER], BIRITE Grafana LER
755

AL CentOS #1ERGE NG, +5FIEZLEAMACE Grafana,

TRV IR

23k Grafana

1. %% Grafana 8.0 DL LA, BARERAEIES I Grafana W 2R,
+i Grafana RANMK 8.0, FHATECERMAIAHK, 1HIEIESH Grafana TH4EM,
Ll CentOS %% grafana 8.4.3 (LUt ARHGHT A HIHE) ol

RN R @ BRI R (sd) ARTERH] 5518 13001


https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/installation/upgrading/
https://grafana.com/grafana/download?pg=get&plcmt=selfmanaged-box1-cta1&edition=oss

sudo
wget
sudo
sudo
sudo
sudo

sudo

2. G, BETR grafana.ini 2 [dataproxy] A&,

yum install initscripts urw-fonts wget

https://dl.grafana.com/oss/release/grafana-8.4.3-1.x86_64.rpm
yum install grafana-8.4.3-1.x86_64.rpm

systemctl
systemctl
systemctl
systemctl

daemon-reload
start grafana-server
status grafana-server

enable grafana-server

H&IRSS

grafana ERIAEEIN IS [E]2030s, TEREIEERZRES, TTRESE timeout [, UL Grafana proxy queries timeout after

RN R @ BRI R (sd) ARTERH]
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https://github.com/grafana/grafana/issues/35505

> BT o

30s with dataproxy, EIIEZE60s, LURARELEHERSHIEES, BLEELNT

[dataproxy]
timeout = 60
dialTimeout = 60

keep_alive_seconds = 60

WNFFLEEHEZ A ICEER (FIRNPHE. BREEESE) | AT M6 5 Zc3E grafana panel f#iff,
BN, BEEEEDE (pie panel) , AIHATAT Fan4y :
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https://github.com/grafana/grafana/issues/35505

> BT o

grafana-cli plugins install grafana-piechart-panel

service grafana-server restart
HEZif L, 1H2% Grafana plugins,
# 3 CLS X{#% Grafana &t

NEZ fEfr R

1. # A Grafana T2,
2. 7E1%& & (configuration) > #fiff (plugin) TiMH, %2R Tencent cloud monitor, FfiZEfizslity, Hi&E,
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https://grafana.com/grafana/plugins?type=panel

O BAT

Configuration

® Plugins

tencent X Clear

Tencent Cloud
CZ) Monitor

By Tencent

G Signed

BRI RE

1. 2% HEMRSS T

RN R @ BRI R (sd) ARTERH]

All

Data sources

H&IRSS

Panels Applic{
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https://grafana.com/grafana/plugins/tencentcloud-monitor-app/
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grafana-cli plugins install tencentcloud-monitor-app
# ANFGEF SRR ARLELRE, rTRER B T H REICEAZIME, e AR EH R, FHHT
# HREN MRS HRIE centos RS, LN Grafana WELFERAE, B A HRIE TR,

grafana-cli --pluginsDir ./ plugins install tencentcloud-monitor-app

# WIRTELEIET T RMIANEM, S BetalfihR, AIASTLIT a4y

grafana-cli —--pluginUrl https://github.com/TencentCloud/tencentcloud-monitor—-grafan

2. JATUI N a4y, EJE grafana AR5
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service grafana-server restart

ALiE H S BEER

1 (ENSE B i Al http://${GrafanaIpiiifit}:3000 (BRIAIGIIA3000) , %5% Grafana.

2 fEAMIBE R ERORERKR, #EA Plugins T1HE, 1% Tencent Cloud Monitor ffiff:, 7t Config U #
i Enable #1741 E M.

3. £ Data Sources U1, i Add data source,
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H&IRSS

A BAS

4. %% Tencent Cloud Monitor, ZBRTIEIANGIAE, EEEIRFEAR, Bz Uin&H, AiEHERS, HahRE
%,

tit Settings

@ | LogService 8| Default

Security Credentials

Initialize Tencent Cloud Monitor Grafana App

To initialize the App and connect it to your Tencent Cloud service you will need a Secretld ;
Secretld is used to identify the identity of the API caller.
SecretKey is used to encrypt the signature and validate the signature of the server-side.

User Permission

If you are using a sub-user account, you should at least own read permission to the cloud

Generate a new Tencent Cloud API key

Secretld

SecretKey

Log Service

(CcLS)

® A CLB-DEMO KM FR&E

Hps AR H SRS Baaladfr, #EE/#H DEMO IS TR T Pud kR,
SE OB E TG, HARIZY CLB Demo VilMIHZE XFRHEE, BIAI&EFFITILAIMHE X HNE,
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https://console.tencentcloud.com/cam/capi
https://www.tencentcloud.com/document/product/614/43572

7 Hﬁ i:H_E H SRS

Topicld

474676 : 474676

101.92 mis WA 93.28 ms 109.

Value
162101
122372
2 46248
8 6192
= 304 4266
431 120

FZELE dashboard

1. fTEEM Sk, #d Create Dashboards,

2. 7£ Dashboard Tiffi, i Add new panel,

3 EFEARIFIG, JAENAHIEFHHIRA HEER, HH A NIRRT E A,
4. Pt ARG, BIn] &5 21 K ERIRUR,

FERHESEIRA saL #ITLEER

Grafana fYJFAEEISR, TERHREFIML ERYEEE N © BaEIIKE), RIET BRI, KM R RAEG A, Wiz
fillo

1. 1R AE

FAE N BRI BE R ESK, (R SQL R EINAA AT LU TR,

2. il P, SQLIREINA M NFE:, WEZEAI analytic_time FIZUEZER!Nlog_count, SEREZZE.,
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H&IRSS

* | select histogram( cast(___TIMESTAMP___ as timestamp),interval 1 minute) as analyt

L ptEIZE (Pie. Gauge. BarGauge. Stat) ,

RN R @ BRI R (sd) ARTERH]
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* | select try_cast (status as varchar) as status, count (*) as log_count group by st

SQL R[EIRNFE, TN status FAIEEITURY log_count, Grafana I H a7/ 2B E WRZS TR,

TR

AR try_cast M T LAY, LEISEFINEZEF0,

AT SQL IREINNAE T BN R B R, BRIE SQL W SRR L L, BRI Grafana Transform
Convert field type IjJﬁE, AR AT L Y H #Y,

HEEFHHE
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O EAS

TR R, HEFE Logs fifFE TR

LogService v Actual (® Last 3 days
region

Topicld  d12a9fe4-4997-4762-a(

Panel Title

|> {"request":"GET http://ssp.cloud.tencent.com/comm/webuploader/server/fileupload2.php HTTP/1.1", "server_name":"
|> {"request" :"GET https://ssp.cloud.tencent.com/plug/server/fileupload.php HTTP/1.1", "server_name":"demo.cls.ten
|> {"request" :"GET https://ssp.cloud.tencent.com/js/webuploader/8.1.5/server/preview.php HTTP/1.1", "server_name":
|> {"request" :"GET https://ssp.cloud.tencent.com/includes/webuploader/@.1.5/server/fileupload2.php HTTP/1.1", "ser

> {"request":"GET https://ssp.cloud.tencent.com/Public/Admin/server/fileupload2.php HTTP/1.1", "server_name" :"dem

|> {"request":"GET https://ssp.cloud.tencent.com/app/app/server/preview.php HTTP/1.1", "server_name" :"demo.cls.ten

v {"request" :"GET https://ssp.cloud.tencent.com/Plug/webuploader/server/fileupload.php HTTP/1.1", "server_name":

Detected fields ®
al  __META__ {"Source":"", "PkgId":"", "PkglLogId":""}
al  __TIMESTAMP__ 1646022084099
J bytes_sent 26628
connection 27451952063
connection_requests 88
http_host “172.16.0.88"

http_referer "cls.tencent.com”

http_user_agent "Mozilla/5.8 AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98 :

B8 Query 1

Datasource &> S${datasource} Query options  MD = auto = 848 Interval = 5m Query inspector

(${datasource})
${region}
${TopicId}

uri:"server"

X Grafana v8.304 ERAH F*, tn]i@3d Transform HREHRHY Extract fields HIRE, X ZR [A N A HITFE
HY, 1f Table H&EBERHE,

AR a5

BAETRGrF Git @

RN R @ BRI R (sd) ARTERH]



https://github.com/TencentCloud/tencentcloud-monitor-grafana-app
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H AR 55 5 F SCAS
=PRI AL B T e
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https://github.com/TencentCloud/tencentcloud-monitor-grafana-app/blob/master/%E6%97%A5%E5%BF%97%E6%9C%8D%E5%8A%A1.md
https://www.tencentcloud.com/document/product/248/40024

