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cancel the binding, unselect the CLB listener on the right
Listener ID/n... CLB ID/MName I

Q

Listener ID/na...  CLB ID/Name Protocol port

FEE

FRIBSER © 3 B AN LB 44 7

B4 EEAEAEDRMFEEN Y clb. technicalsupport.cn o

REED © RIEEN E AR R A R T &R, CDN, IS,

PiHA :

R, WAF FHlS XFF ZEGREUE P B 1P il (R JRHE, A% rTRETFETR 1P B & iy xR
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BEAV A AR SRR Rk

R N R B T AR © AR S PRTR SRI%ERE,

3. B, BNFLREISASIR, EEATIRATUERRP84Y clb.technicalsupport.cn MBI
TEBIM 1D, PR, VIP R 8R1E B4,

Domain name/Access status T Instance information @ Instance ID/name Mode T Protected origin-pull address ® Bot

Traffic mirroring mode

cLB - @ ]

o Traffic protection mode

Traffic mirroring mode

) cLB - C)

o Traffic protection mode

S I

HIBSERIBAININIVE S BITIMIG, AIHAT PR3 ST,
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ASAGFHE F LA RAE B WAF 254

PR IR

1. WAF 3853 3544 A CLB AR ST aRi 7488, XEST CLB W asivIsA R E I TR, BRIk #3918 WAF &
AR, VB PRAS I R AT LA 5 177 [RIE D B AN [R] SR Ay s
VibH :
RAERITE A BB IRA R MR A IR, IPv4 BGTER, 1ES WA B bE AT 50 0E 2 k55, IPve
WAAEKR, BZU IPve G PIE ATTIRY D54 I 1Pve 051,
2. TENIE AR HI A PUIE http://wow.gcloudwaf.com/?test=alert (123) FFiHE], WVEERREIFHKoTmH,
A Web N B KSR R SREIE R
TR

wow.qcloudwaf.com NAZREAIHUSA, HAMTFERHSA LRI A,
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Sorry, the request you submitted may pose a threat to the website. The request has been blocked by -

This page is Tencent T-Sec Web Application Firewall(WAF)This is default block page, if you have any questions, please contact the wel
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Vi
SR

e h I E] ¢ 2023-12-29 14:26:26

S (B 7b=

ASAGFFNIES 41 Web BLFAFGKEE (WAF) B8 ALy BB BERER o] DU SRR AN ST SL B, X sl
MEENY Rl T8 2 A S B,

S (T

HERSERLA

1. 5% Web N HPG KRG, FEAMSHRED, SRR H0 > KORE, AL BT,
2 {ESKHIVE IO, SAdHTEESEH, BRELEMCT, HRWSLAIAT, B2, E2 I W IS5,

All types v v
Instance 1D Billing mode Domain quota -
Inst. Instance QPS guota
name type
Reg Expiration
time
IS IS IS e =53
3. fESCHVERR I, FAi SRl ID”, A5 M5 H S BEE DT
All types v v
Instance 1D Billing mode Domain quota —
Instance Instance QPS quota
name type
Region Expiration
time

4 fESCHVERTUE, AIUERBZLPINEACENERER, Bd

«©

, AILARHIERE,
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Instance details X

Basic information

Instance ID Instance name Region

[ Status ) Renew

Pack information

Plan ' Expiration
time
Instance
type Saas Tag MNone
Domain pack Domain quota

0 1/20

Purchase domain pack

Extra QPS pack Peak QPS QPS quota
O O qps 0/2500 qps
Upgrade

Bot protection C)

BREHFLHI

QRS 72 KRH, FRERREGER, WAl ERAIRE, Cf KOS AR SRR K i 7 R,

1. %85 Web NP JSPERIG, FEAMISHRES, EREFE=HD > SOBE, A LIS B,

2 fESRBIE BRI, FIHESERY, oS CA ST, s sRAEEE L ID, SER AR 2, 05 207 ke xt
EAERBIEL,

Bdie EARSERITHAE, $5Web BB KRR A SRR TimE,
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-
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Instance ID
1/20
Instance name / Renew
Billing mode Manage dom
BHELBIESA
HREFTFRLOHEEG, TRACELHIEA,
1A CHVER T, A, BRI R DU,
Instance ID Billing mode ( . Domain quota -
Instance hk-Default #* Instance Saas QPS quota
name type
Region Expiration

time

2 fE WA A F T, PO TRHTEIR A, iR AN R SR, RIS S L A A1) 5

SPISEB 5Y R %
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1. HERHRE,

YHTEREHITE

Instance 1D

Instance
name

Region

2. AR AR TR A B e QPS HUtR R, S,
. QPS ¥ EulE BOT5 5% EHIEE,

Bl AT
ViRe :

Billing mode (#) Prepaid-Ultimate
Instance SaaS
type

Expiration 2022-06-12 11:42:53
time

Billing mode (¥) Prepaid-Ultimate
Instance SaaS
type

Expiration 2022-06-12 11:41:27
time

L

Billing mode
Instance Saas
type

Expiration

time

AR ETSLA S T O, Eesitt, B,
WISEI AL @« R SLERE (1-500) |, PREIZBIMESE, HIATISEIA T,

RN R @ BRI R (sd) ARTERH]

Expire soon

Expire soon
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RN, PREEIZENSERR, AIAY

Domain quota
QPS quota
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Extra domain pack

Quantity 1 +

Expiration time 2022-07-08 22:15:12(Total29days)

Descripti Each extra domain pack contains 10 protected domain names, including 1 domain |
on and 9 subdomain names. You can purchase up to 500 packs at a time.
Fees

W9sE QPS Tl © LR R (1-5007) , HEMEIEE, EIAESE QPS ¥R,

Extra QPS pack

Extra QPS pack 1 +

Expiration time  2022-07-08 22:15:12(Total29days)

If the bandwidth usage or the peak QPS exceeds the plan limit, you can purchase an extra QPS¢
Descripti or enable elastic QPS. Total QPS = Default QPS + Number of extra QPS packs * 1000 + Maxim
on elastic QPS. Each extra QPS pack provides 1,000 QPS, and 25 Mbps/10 Mbps of bandwidth for
businesses infoutside Tencent Cloud. Up to 500 packs can be purchased at a time.

Fees

Buy now Cancel

BOTH LS5 %42 | ARIEKPRTFRANERG A, SAdIBIESK, Ala] BOTS5 L5574 4,
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BOT
nstance information  hk-Default(waf 2kw4a8wc000a810h)

Bot protection Activate bot protection

Through cloud threat intelligence and big data algorithms, intelligent analysis and
identification of bot traffic can alleviate the threat of illegal machines to your busin

Expiration time 2022-07-08 22:15:12(Total29days)

Fees
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SRV Web SFIBS A (WAF) Bi7rhD B, WL B b, TR, S
i MBS SR,

HED PR

IMEE A
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Add domain name

SaaS

HTTP

HTTPS

Use proxy @) O o

address @ or

Enter up to 50 IPv4/IPv6 origin addresses separated by carriage returns

Load balancing ORR

Advanced settings¥

Back

4 fEBAANRDUE, B, AR, rIUEFEAEAEENEENE,

CLB

80

Yes

Domain name

IP hash

IR L BRI (bR ARSUERT]
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Basic information

Domain name
Instance ID
Instance name

CNAME

Domain hame content
Access protocol

Use proxy
HTTPS forced
jump

Enable HTTP2.0

Origin IP

A= AP S
1 FEA IR TR, #ili WAF JF 5% TRy

ne_Nuy
, T FIATTE

Domain name/Acces... T Instance information @ Instance ID/name

CLB
c(HTTP:80)

RN R @ BRI R (sd) ARTERH]

Web R Bfj Kb
Protocol port
Load balancing
policy
Enable WebSocket
HTTPS origin-pull
method
Ol 17 Protected origin-pull o

address @
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2 AE W E M, REHE, B WAF HXG, RFR HAMREER B E ORISR IR E T WAF
E/AN

Are you sure you want to enable WAF

After it's on, WAF will protect the domain name
against attack traffic and record attack logs

OK  Cancel
3. R AIER U, BAdYiRIHETHY
, BB S
Domain name/Acces... T Instance information @ Instance ID/name Mode T Rictecedicaaipull Bot

address @

»
AAETRINTE HE T, BiHE, TFEVIMHEEIT XG, WAF MIEFZIRA Rk,
R
1. IR TUE, PR, i AGREIE4 TUE,
Domain name/Acces... T Instance information (@) Instance ID/name Mode ¥ :;Ztreecstsed@origin-pull Bot
»

2 TEORHIR AL UL, AHECUIRSS ARBCE, AERHOMIER IS ER, AEREE, R RIFEL,
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Add domain name

: SaaS ClLB -~
Server configuration HTTP 80 v
®
HTTPS
Use proxy B O o Yes

address () o IP Domain name

Enter up to 50 IPv4/IPv6 origin addresses separated by carriage returns

Load balancing o RR IP hash

Advanced settings¥

Back

e e
1A IR, ik, S AR e,

HAFTE - BBRaIHE b)) BRIEENH %46 20071
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Domain name/Acces... 7 Instance information @ Instance ID/name Mode T

2 {E“MIAMER e, sdiREE, BIRImERIZEA.

Delete domain name

Are you sure you want to delete the domain name?

IR L BRI (bR ARSUERT]

Web K7 I K&

Protected origin-pull
address @

Bot
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AR F BN BB G, R EREMRIC, L YIRe, DU A H SIS BT 4 R E AR
N, R PR REFEREMETERT K,
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PECRFENERR, BUIRRR, SRR P I RE,

J5 it Enic

BRI WAF 7R & P iiE RN AR SS A, TEIE SRR asneiB o 8 e e i B2 B, ARSI
THRET WAF #4,

1. 85 Web WP JEEPERIG, EAMSHRES, SRR > AR, #AEASIKIH,

2 (EBAHIRIUHE, ERFFRESY, BlRFVINES > FBRE, HHEHRIREME,

Security overview
Bot traffic analysis

cess status T Instance information (V) Instance ID/name Mode T Protected origin-pull address @
Attack Logs

111.230.122.0/24
129.204.26.0/24 and so on 17
View

Access Logs

Traffic mirroring mode

] Domain Name List

162.62.220.50
o Traffic protection mode

3. fEmMIREHE T, HdiEMHERCAEr

, WEMXSH, R

FEHA

MEILTEAM | BIE X header SkFRICA TR,
MEMICTE - HE X header SkHRicAH,
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J& R Iz A% 5%
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Security overview

- 5 Add d i v v
Bot traffic analysis

Attack Logs

Access Logs

] Domain Name List

2. fEE IR EHE T, HdiE AR St 2 2 A Y

, FEJERICFRE P ImIES 1P KAE KGR,

J& H HEARSS

& e AT, TR, Bdiiin B SR

IR B AR, T H RO AR

Add domain name v v

Domain name/Access status 1 Instance information ® Instance ID/name Mode T

Rule engine: Block made

RN R @ BRI R (sd) ARTERH]

Domain name/Access status 7 Instance information (1) Instance ID/name Meode T

© Traffic protection mode

Web K7 I K&

Protected origin-pull address @

111.230.122.0/24
129.204.26.0/24 and so on 17
View

Traffic mirrering mode

162.62.220.50

Protected origin-pull address ® Bot
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API Jiig M IIRESCR HE A B FFEE 32 A Web MAIBGKEE (WAF) BAPEESS HITET APL, API 2851,
FHRBUE R BB TES M R S HL SRS R, w5 E AP RGRE T, TR BETRAH AT XU AR I
AP L AIAEE S EHE, AINELI AP 225,

GIEIE=SEs

EUFmA ARG WAF (4560 1 520, 365K API 243,
JFIE API TR DT

1. 865k Web W PG XESZE &, SCRp@sE Al T mistos 2015 APLRE 2T 6E.
TE A AR U, AR LRTH LRI T AP o Hoiie, F BT DUER R WAF JT %51 b s

, B XWINE, BIRIJTE AP AT XK.

Edit Delete Basic protecti
@ J e J «© «© @ wor woe~

2. JHEX RIS N AP FREE T K5, BIATA SRR AT AP LRI 2T,

&F API T AIRE G
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£ AP BESERRER R IR YR TSR AP R, ST R7RNIEER/ATE BRI AP B0 DU I AP U,
FERTLUE MY 7 BRI b b —AN7 H AR LL GRS IR, TE N T RS mi L B AP IYERIR,

API status API processin
Total APIs Discovered APls Active APIs in th... 7-day inactive A... Scenes Confirmed
57 53 - 57 11 1
FELERA

API SE : AP BHERTIRAIN API 257 54K,

HE7HTERK API : I E7HAIERKREN APl

&% 7 HAEER API - Sd X7 HR GG AP £, AEEZAES AP X,

W API : AP EYERBIN S W BB AP 5,

£ API BEtF I R S R IR kR, AT DUREO REAIBA PRI, AR R APL 34T A

API status API processin
Total APIs Discovered APls Active APIs in th... 7-day inactive A... Scenes Confirmed
57 53 - 57 11 1
AR

BRI 5400 AP B, PO HT API T s s ECE, 2 SR 2REE R R APL 17
SR,

BHAPERI © FE1E A1 AP e, PRI RO R S B P

1E AP B, /R T APL 1ERT, RIS, BEies, 2EUSBUERTE. BETEK, BEFEMHEX
PP, UK APIZIRINTH, API S B s IN (155, FF30Rmld sl i AP (BB, 87%1% API 94H
% API 1,

Today Yesterday Lastweek | 2023-04-01 ~2023-07-12 [5 View only sensitive APIs
AP| Risk level T Domain name Use case T Tag T Active T Asset status T
POST rm Ea Unknown Taiwan EEP  IMEI ... No
POST ] Ea Upload No + Gonfirmed
POST 3] m Unknown HK/Macao... No « Ignored
o ELY
FERUEH
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AP| : $545E API BYEHTE, IRAIHSRIVEZSS B — (k& /51 APHER, B/RMHT APl &S B —{bt/s
) APIRER, I id . R id BEET TG E AP EBIEET K, SERSRT AP ML T i) L,
ERAE  HTTP iER 5%,

FiBB4 XA APl B,

TIREZR © B AP ETEIR I HSRIVAE X LSS ThRE A B, ANRIERD, [BIASE, QNSRBI HEBIR A HER, T
API TG HIETHE KB IE,

WEFE . AP BB ARV E SIS R ERR TR ZERANE, GEERRTRIT RS, BMIESS54E
FEE, QISR EIR AR AERS, ATLUE AP PENS At TH R B IE,

HERTRRBEBER | L E7 RN E NG E,

BOLEFN R B EFNE, B AR Y AT AP BYAE % BUR T BOR A R AERTE I D,

RO © api & X4 AP Wik BRI ],

EEEWE AR API VI TR,

API 1%
£ API H|3RH, B HAR AP BRIV ER IR, rILUEA APHEETHE, ZEER 74T AP EIES T2 G
B— API IR R IEIE, LREAN NS/ AA

API BER : [B/R1% API BB AL, 1ERTTTE. HXIIRENRSE, BEFEBRRTR. BEERMEITEIEA— G
#J APl N2,

) rosT /sensitive/many7 =
EZ) - vetect Taiwan EEP  IMEI  HK/Macao SAR ID

Domain name Security events Number of requests Sensitive Fields Sensitive data traffic

® hysni0419.testwaf.com 0 0 IMEI, Taiwan EEPH... Orules

APl 1% : EoREBOL7T RN, XM AP FYEIE SR B NIG KRGS, WRSKIES . ViRRZH URL K& UA 2871,
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API status API attacks Parameter example Parameter list Associated event Change history

[ APIcalls In the past 7 days

2023-07-07 00:00:00 \

- Access requests 20

— Access requests
‘2 Distribution of API calls in the past 7 days  See more

Access IPs 1 Most access types The number of visited regions 1 Most visited regions - =

IP type IP address Country

o [ PR e

(% APIcall features in the past 7 days  See more

URL UserAgent

API B © RREGE7T RN, % AP YIRS, DURMdisfn, @i IP 38, IPSKIE, URL. UA, MdiZefl

772,
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AF| status API attacks Parameter example Parameter list Assoclated event Change history

5% APl attacks In the past 7 days

2023-07-06 00:00:00 2023-07-07 00:00:00 2023-07-08 00:00:00 2023-07-09 00:00:00 2023-07-10 00:00:0C

— Bot attacks

e Top abnormal APl calls in the past 7 days See more

IP type IP address Country City URL UserAgent

o I s /ceecorro I -

ERBEREH] | BrRiz AP BHEMSRLG, BRIEIRNEE R,

API status API| attacks Parameter example Parameter list Associated event Change history

B Request generalization [T JSON view B Response generalization

Header information

accept *
connection close
content-length 0
waf-customize— Ib-8x7ujgli
Ibid

Request information

protocol HTTP/1.1
status 615
url /scenes/config

BRFE | BRix APHERINE DN SRTBIVNEEE, MLERFE, HATLOHIMT TR,

9.148.56

HAFTE - BBRaIHE b)) BRIEENH 54 20071



@ HEI:HE Web 57 Fi B K 3%

AP| status API attacks Parameter example Parameter list Associated event Change history

Parameter name Parameterty... T Parameterlo... T Tag T Source

content-length int headers Request
connection string headers Request
waf-customize-lbid string headers Request
accept string headers Request
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R, BHATIRIRACEL
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BEEMN 72k
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Web Rule Library

Protection rules

No.

010000000

020000000

030000000

040000000

050000000

060000000

020000000

110000000

Attack type name

XSS Attack

XSS Attack (Extended)

SQL Injection Attack

SQL Injection Attack (E...

Generic Attacks

Generic Attacks(Exten...

Known Exploits

Bad Robot

4l WAF EZEFB?F R 40T

Kiih %

SQL EAK

XSS Kt

‘b\/u‘?ﬂ%

LS FIEE )

TR P TR 2 ot

FRAXFT A - IR R ks AR

Y

Number of rules

245

230

233

219

226

210

1214

55

Web Rule Library

Cross-5ite Scripting (XSS8) attacks are a type of injection, in which malicious scripts are injec
attacks occur when an attacker uses a web application to send malicious code, generally in
Flaws that allow these attacks to succeed are quite widespread and occur anywhere a web
generates without validating or encoding it. An attacker can use XSS to send a malicious sc
no way to know that the script should not be trusted, and will execute the script. Because it
malicious script can access any cookies, session tokens, or other sensitive information retair
can even rewrite the content of the HTML page.

Compared with the standard rule set, the extended rule set of cross-site scripting attacks he
stronger detection capabilities, but it needs to tolerate certain rule false positives.

A SQL injection attack consists of insertion or “injection” of a SQL query via the input data f
injection exploit can read sensitive data from the database, modify database data (Insert/U}
database (such as shutdown the DBMS), recover the content of a given file present on the [
the operating system. SQL injection attacks are a type of injection attack, in which SQL com
affect the execution of predefined SQL commands.

Compared with the standard rule set, the extended rule set of SQL injection attacks has aw
stronger detection capabilities, but it needs to tolerate certain rule false positives.

Generic Attacks contains OS5 Command Injection Attacks,Coldfusion Injection,LDAP Injectiol

Compared with the standard rule set, the extended rule set of generic attacks has a wider d
detection capabilities, but it needs to tolerate certain rule false positives.

Known Exploits are mainly used to detect remote arbitrary code execution vulnerabilities, re
traversal vulnerabilities, open redirect vulnerabilities, unauthorized access vulnerabilities, et

Bad Robot detection is mainly used to detect malicious tools such as web scanners and scri

FEMIESEEL L, N TRASBELIEN™, FESQL BlE AR N AEBIFER,

UM HRFHFNT R T E RN ZEEN. RER YIRUESEE R, s AR
L% HTML B8 JavaScript (X% 8% AP B 1A YN T, 22 HIER XSS BREE,

XSS it HHEREWB 12
FH P B E [ SRR R

AU FR) S 2

PR,

HHINEERHHAATINAR, FERH P XTGBT bR

R LEACE SO, RS R B, B SRR T,

b FF IR R A2 R AT

SR/
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FEABGH—FR, & shell i BTEA, PHPRURSIEA, Java REEHEASE, EHHIN

W NN

B A AR, T SENEG TS AR,

WEB i Fl IR A Web r)ﬁ\?ﬁﬁﬁf?ﬂ"]ﬂi“l& (1F Web %5 %8 381719 Java.  ActiveX. PHP. ASP fX
BN ZE)
T XML ZEBEERTE XML S TEEANER SRS |, iz nl A1 AN SEAR B AR s

XXE %t F URI ST FRER A SR SO =S, BT PR s O, AT I AR RS A 5K
iR 4 AR S

ARNEfEIM% S KA S ERE S FEER S B 5 546 5@ ST,

b LB B ARSI ZE R E RSB ERIARN, & nlE B At S A e S IR T 1%
X

Ho bR Y HTWeb RS esAs B 22 e M H AR A BC & 22 4 sl 5 | B ry Bt

AEHHN HTTP thiXZ, kEBiERSEFHE,

3. @ B RNFRE A AR E R ah A, I EBEMNERER, BERENEERAE X2 HEE,

K=t
1. 858 Web RHB AR, (ERMSATR, SRR > BHEE, AR 2 I,

2. TERMM A 2T, i WEB g, fERUNGIE TR, Al SKED e NI i e i, JELERL 5 |
Brp R ERZAN, FrEAERAA TS,
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Web security(440) Access control(1) CC protection Web tamper protection Data leakage prevention

Rule engine Defense mode: Observe mode o Block mode Defense level: Strict v Malicious file detection: No ° Yes

(]
Rule D % Attack type Rule level Rule description CVE number Last modified ¥
17 o Open-Source compon... OpenfSo.u.rce component Prevents the remote code execution (RCE.. - 2022-06-07 14:19:19
vulnerability
19 o SQL injection attack pr... Blocks the attributes of the attacks throu... -- 2022-06-07 14:19:19
20 I SQL injection attack pr... Blocks the attributes of the attacks throu... -- 2022-06-07 14:19:19
73 B SQL injection attack pr... Detects certain sensitive function invocati..  -- 2022-06-07 14:19:19
g7 b SQL injection attack pr... Detects the attributes of using the IF func... - 2022-06-07 14:19:19
93 Ip SQL injection attack pr.. Detects the attributes of using the CASE ... - 2022-06-07 14:19:19
106526 @ File upload attack prev... Prevents file upload attacks by blocking s.. -- 2022-06-07 14:19:19
256526 @ Open-Source compon... Prevents CVE-2014-6271 Bash Shellshock...  CVE-2014-62..  2022-06-07 14:19:19
vulnerability
273591 @ Open-Source compon... Open-Source component Prevents CVE-2014-7189 Bash Shellshock...  CVE-2014-71..  2022-06-07 14:19:19
vulnerability
2421701 o Common CMS vulnera... Prevents the local file inclusion vulnerabil... - 2022-06-07 14:19:19

3. PRI L MUNSELR”, “BhiP<EE sl A L 1D, ShiZ, CVESw = " EATAUNISE SR, ERRFEMNIFF
(REES (2
PiBA :

PRSI SRR L IR B AN SRR, L H RS2 ol 3 SRR

=

Web security(440) Access control(1) CC protection Web tamper protection Data leakage prevention

Defense mode: Observe mode o Block mode Defense level: Strict v Malicious file detection: No o Yes

AN 548 BRI AL
1. 885 Web NG E, TEAMNSHTRT, ERRERD > BRZE, A% 2 0T,
2. FERLR A TN, B WEB &4, 7EHUUG 9 B, ATLUKBLEE T URL ATRLI 1D (04 0 R i b

@O
3. FE“RLNG [ B 0%, PPN, FdiinE S8, SHESI B E SR 5,

IR L BRI (bR ARSUERT] #3559 1200101
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17 o Open-Source com pon... Prevents the remote code execution (RCE... -- 2022-06-07 14:19:19
19 I SQL injection attack pr... SQL injection attack prevention Blocks the attributes of the attacks throu... -- 2022-06-07 14:19:19
4 AETNINEE KRN E o, ECEA R B8, s,
Add to allowlist
Metnoc Exact match ot

Exact match

Prefix match

Enable allowlist Suffix match

Back

FEEA

AN 1D SHEFREME AN 1D, — SRS a7 AN 1D,

VL33 NE URL BEERRYPCAC G 3K, STRsE2PEi (BOA) | ATZRPERCHTGSRPERC,
URL B8 % @ TREMERY URL B8, [FA—Mgi% T URL ASATE B B,

HAHIT R - AR BRIEEROT R, BIAITE,

5. A% NG, BEEBOAE, EEZEAGAMN, FHHEITHE R RIE

Add rule

Allowed rule ID Match method Match URL On/Off La:

17 Exact match /3 () 20;

FEHA :

HUEFR D © BRI A 1D, wLGE K H S E BRARA

PEEEST ¢ A URL BEARATPERL T, ScRiserei GBRIN) |« BTSRISEEATG SRS,
PEECRERE © TEANENY URIBEEE, [R—MMEA T URIASATE 2 IR0,

HAEIF X @ OH AR ENTT X,

BT ¢ Rl — ROV B SRS (A,

BAE N SR TR BRI AR

IR L BRI (bR ARSUERT] #3560 1200701
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AR, BUUHXSE, RERIA, RTR OISR T B, ]
AER, 2 “XKIING, ATHERIZERNE,

RN R @ BRI R (sd) ARTERH] #561 120001
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AR
IP 2 =
Bl IS E] ¢ 2023-12-29 14:30:30
ASCRERFAIESEH Web B k3G (WAF) Xt IP FESTDRE, A DUBREEEECE R Web X 1P, Rk s b b i T

R, Web Bl BIF1T0, Al 5T B IR,

de 2 j—
H /'?{,fﬁ/%\

Wit IP FEST TRV 2 B 3FHWT MR R & 22 Kk Web it (BRNE 188k ) 1R s 1P, —EXI R ANFE IR A 1E
3K, FHWrHERTDUE Kt HE A EE,

ATPESe

B WL Web N KESEEE,

SRR N, AT IEFE RS, BIEEBIES W PadE A,

LT IP BT A IIX o EEE, ARSI, B a5,

PRV IR

1. %65 Web WP IS EGI &, fEAMSHTD, EREEPD > EMZE > WEB ®£, A WEB %20 H,
2. £ WEB Z2 01, /& bAEEdREbhiirims, Bdi P EEEALN

: ﬁﬁ%%ﬁfo

Basic Security v

Rules SaaS

Web security rules Access control CC protection Web tamper protection Data leakage prevention API protection
Web security(542) Access control(1) CC protection Web tamper protection Data leakage prevention API security(3)
Rule engine Al engine Defense mode: Observe mode o Block mode Defense level: Strict v Malicious file detection: o No Yes

3. f£ WEB Z 2 TiH, i IP BZELH

RN R @ BRI R (sd) ARTERH] #3562 120001
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, A IP%#%E’J%JQM’E%&%H{I%EQ, B TR R R AT AR Y 5515 (0 1 1 B EL

IP blocking setting
eb attacks = 2 +
C x| - 60
g * 5 +
Ex -
FBUHA

Web BdiREK : geitBodili IP EFEE I RINfA Web Xy (RIS [8filk, “Aolfh Al 515, BE XM, CC W
miFERER) YR

KRR @ $5E SRR 1P RN K,

BIEERE @ HE5Z 1P BIIE RIS,

IR L BRI (bR ARSUERT] #3563 120001



@ b Web 3B X
1 TRl ZE il

BT N ¢ 2023-12-29 14:36:41

Vi IR PZEH SR S HT TP iRV SRR 1. GET 244, POST Z#4. Referer fll User-Agent EFZ MNRHIEH T
&, B RHEPERLRAT 28 P P 7 R AT B 2, TN >R B BB ERYSMdiAT o, BETHZ - R] AR A 7 [R) %
RIS R IE RO, 4 A HAA R PR RN SR REL W - - B h AT

WiBH :

FEANT A2 SRS f5 2 o] DUSY i 5/ S A TREAE 2226

BT R RGP 2 St Z 2 5" K R, BIATA SRR ERIehE, SRIEF mTAERL

TN IR SR PEft 2 5 T DARCE PURMAC RN E © 28, AWLIRAIL. M5, EEmM,

P8 0 WAF X anFR iz sk mg (9777 R TR 8RAF

AMURA] - WAF X anFiz sk 177 R T AHLREIRE, B e,

M T WAF X an FR iz RIS 1175 R T S5 R 1

HE[A ¢ WAF X am FRiz SR 1177 (A1 34T 5EE 7] DL

EFES - AR BUEB NS edllm, BMfEedime, 1001L5edm i,

FiC & Z= 15

AB— : BRIERE IP HIE Y R R

4 G B R TR BRI REE 1P LT M il s i, R DS DU T A TRCE
1. 865k Web N IPGJCEZERI &, EAMSHES, AhEREPD > EMRE, AL 2T,
2 TEESR R 20U, o LA TR AL, AR, BEA Dy Iz DU,
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Web K7 I K&

Web Application

Basic Security

Firewall

Switch to Chinese  new

Mainland
Rules SaaS

Web security rules

«©

Security overview
Bot traffic analysis
Web security(447)
Attack Logs

Access Logs

Domain Name List

Add rule
Instance

Management

B Basic security

Access control

«©

Access control

CC protection

Regional blocking

Rule D #

Regional blocking (i) () Select

No selections

Rule name

3. AEVI AT DU, & AR, S AN B E R MU DT
4. TEAIN A E AR T, AR AE (A0001) , FEPSAC T Bohist— B (DRIR IP) |, BT SIERE
PERC, PLRCAAEARESLYIRFSRIR 1P (A1192.168.1.1) , EEHUTANE (JIFEWD |, HEEEMGE, SR

TE, PRAFA,

RN R @ BRI R (sd) ARTERH]

Web tam
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Add custom protection rules

001
Match field Matched parameter  Condition Match content
Source IP v Match ¥ | 192.168.1.1
Add Add up to 5. 4 more allowed
Block v

Permanent ¥

iEH :

Web 87 B K35 1 175 2 1) RO S 45 (58 P FRER SR P22 B — W BRI IP B SIRD TR SR o JRATT ] DUE PR L PR A A s AR AE
MEx (4110.10.10.10/24 ) .
5. WEINFINRFRAERY, SRERFER IP #Y HTTP iRIE SRR 2 2 ERRH T,

Rule ID # Rule name Match condition Action T Creation time ¥ Priority %
1100136075 IO 001 Source IP,Match,192.168.1.1 Block 2022-06-08 18:25:31 50
AR L BERPAE PV ER Web BE

4 PR R BN SN P T R E ) Web BRI (BB A /admin.html ) , AIBGEATUATECE !
VLRL T B RIS, WA SRR E T, WRNAERA /adnin.html , SUUTEIEEEEFHET, ECESEMK
JE s RN,

RN R @ BRI R (sd) ARTERH] %566 120001



A BT

Add custom protection rules
Rule name = 002

method * 1 Match field Matched parameter  Condition

Request path Equal to
Action * Block v
nd time * Permanent ¥
* - 50 +

RBI= ¢ ZRIE RIS R R TR

Web K7 I K&

Match content

¥ Jadmin.html

Add Add up to 5. 4 more allowed

4 R R A AR PO MR L (A www . test . com ) AYTRBEATOUIN, ] UK 7 e P2l SR X S HE T SR 1Y
Referer RFEREATHIZAMIBENT, FCEANT @ PLELTBIESE “Referer” , WHEAFSIEZE TS, VLA AH
A www.test.com , HUTAIEILEEEPHIT, BCESEMR/S M ER,

Add custom protection rules

Rule name * 003

cnmethod* | Match field Matched parameter ~ Condition

Referer v Equal to
Action = Block v
nd time * Permanent ~
* - 50 +

AP : FFREE 2 HIE B iR

RN R @ BRI R (sd) ARTERH]

Match content

v www.test.com

Add Add up to 5. 4 more allowed

£ -

%567 20001
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UECELFIE RIS, 35 7 SR SRS (R IN 2 FH B sk, AT DUE S & iSRS R SE B
1. 85 Web PG sl G, fEAMSHES, AEEESD > BMRE, HASML 2,
2 TERLI 2 2 0Um, e bR RN A,, s TSR, AU (R D

Web Application Basic Security v

Firewall

Switch to Chinese  new

Mainland Rules SaaS

Web security rules Access control

«© «©

Security overview

Bot traffic analysis

Web security(447) Access control CC protection Web tam
R

Attack Logs

Regional blocking

Access Logs

Regional blocking(3) () Select No selections

Domain Name List

Add rule
Instance

Management

Rule D # Rule name Match co

® Basic security

3. (EVI 2RI DUm, e rh TR SR ok E I, 55 Y I ORI

Add rule Copy

RulelD % Rule name Match condition Action T Creation time % Priority ¥
i 003 Referer,Equal to,www.test.com Block 2022-06-08 18:29:23 50
o 001 Source IP,Match,192.168.1.1 Block 2022-06-08 18:25:31 50

4. 1E Gl FE RIS, RS, AEiE, BIADRRES & 612 iR,

RN R @ BRI R (sd) ARTERH] 568 120001
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Copy custom policy

You can copy the selected policy to up to 50 target domain names. Note that this action will make the policies of these target domain r
overwritten and updated forcibly.

Please select a domain Selected (1)

Q Domain name

B Domain name
pstf

com

. dos.com

RN R @ BRI R (sd) ARTERH] #3569 1200701



@ EEI:HE Web 57 Fi B K 3%
Hin el s 24

ol TSR] ¢ 2023-12-29 14:36:50

HIEREIZA T RE A] DO E A I SATHE X DUR A 3 R I I XA T R R AR, BE I XIS AR 15 TR I

{25

1. %% Web N FHBG KRG, TEAMISHEE, EFREPD > BMRE, U ASMEZ 2TH,
2 (EREAN A 2 TUHE, /2 AR, AT IR, A5 R D
B AEVIIFHZEM DU, AT HUsEI AR R g, 5 0 e A X 5

Web security(542) Access control(1) CC protection Web tamper protection Data leakage prevention API security(3)

Regional blocking

Regional blocking (3) C) Select No selections

4 AEGmEBIEAMIX i E T, eRRRT AR, B

Select region

o All Select a province (an autonomous region) and a city

Overseas o All Select a country/region

5. (RTFSERUR, FA i HIsE ALY

, THEHIEEFRIRES,

IR L BRI (bR ARSUERT] 5570 320001
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Web security(542) Access control(1) CC protection Web tamper protection Data leakage prevention API security(3)

Regional blocking

Regionalblocking@lo Edit China  Overseas

6. LI RGEFEBIZERIHIX, REETRVIMERIINGL, ASCRES AR XA A B ZE IS, DUSEAY 1P Hihk 5 ] B4 )
vk, Web K FIF; K 2 RECHIETHT Web BHIB KIS 28

Sorry, the request you submitted may pose a threat to the website. The request has been blocked by -

This page is Tencent T-Sec Web Application Firewall(WAF)This is default block page, if you have any questions, please contact the wel

SCRIHEX

HIREIZE D REFT SCRAV B ZE X AT R AR

FPEHX
(X Ik AMTHIAKX
HEIRHIIX R, TL9%, 2. #RiL. fE, 7098, ki,

HAFTE - BBRaIHE b)) BRIEENH $71 20070
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ERHIIK AR TP, R

fErpHIX Wi, Wi, R

SEJLHIX Jbst, K WAL, L, RS,
P T . T B, HH
P HIIX Pl ZEd. BUW. PR, S
FRALHEIX I, kBRI,

WA X B, B, W,
HAERAHX

K 5%/ X

PrigEFFaE, WRFENE, FIETT. &IhL, Bk SCE. AP SR MU KW MES
W, #RPES. FIEE, HIEZEPENE, ORE. DUEsl, PHisd, B, Z9H. IesEvadiil, R, &

E IREWUIE, 2RO, 2, EREE. 5oh, gif, S/RMOR WIE. BIAR. EEpnE, EEM
M, JEMHEE, wHE. REUR. WTEZR SWINE, PRRRE, B, 3RE. LEH, BE i
H, RFESHE, ke, Sl luE, BRI $ist,

BUA, PUREJENE., ZE/R,. HUAI, GRONANE, BEZH. B BIESFAER, 5.
DU, FI22, BIVEN., EE, r=. mPRR, BE, flE A2, A R

FRM IRZEL vKE, SRR, REPRES. AZFESE. RIf4ENE, pTARER. HISCHLE. BURZBEL. SHE,
Hfth, Ml EEgNEF. =, PR WA, L L. Eedl PEEERE. B HJENE. M
IRGENE, WS JeE, Wisflkod, 2500, =E. B, RREN.

B J R o

BIRIAINE, ZEHL, ARHEENER,. VU7, FEZRELAN, AAkd, RHRREEL, WE2RE, NIER(E). W
R(fR). #hSMA. B IR RIED, S Bk, JEMZ/R, SREMRLTE, FREJLRIE, 0
20, hsE. MR, JLANE, JLNYEHAE. BIelr, AT, SesRie, FILLENE, BEEgER BHEXK
Wi, ShhigE, SEEbbw. Sknfrhn. SDH. BHBEE. EH/R. YUK, EHANE, IR
PREA, BIErE. JRPh ZEEUR. ROE, Bd ZERAE, ENIUR, EZ RN ML,
rF P ZEfel, HERW, Za. BTHA B, BEAmS.

FEUN

RAHNIE, LB, FErfthy, 5D, BEEAENIE, X5, B eraE, #Hvh
PNES) =, WS, DHER. FEEZ RN, EAAEHT LN, 555, 20PN, BEEENE. PR TTIRE
5. . RS, RLESRE,

ZRIMNEATE, ZEn, BEZW, BEFR RS, H5K MER BHnARm, S5, JF
SRR, WEMEEIX, ZREM, FURRZ, i DR, M, IMED &, MHRgua, HEh

AL Wro g, FSCAN. SRPUER. SiREw. MR, HERS. BEH, mEXST. ESGRF
AN T T, REES T, EEREXRMEYEN, R ek e, BE i, SUs YRR
B, ZRIET, R IR, REL REYERERED,

RN R @ BRI R (sd) ARTERH] 5572 320001
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EIES PIRRAE, B2, EPH. BOAI4ENE, BMELHLYE. BRI FERIR. REEIR. £ BhidE, M
&, M. BhiE. ZNEHL

RN R @ BRI R (sd) ARTERH] 5573 320001



@ b Web 3B X
1%i& CC B4 M|

BT A - 2023-12-29 14:41:13

CC F#roxt bR E Y URL BEATIIRICRYT, CC BhfF2.0 8 #dlthi, SRRz CC BhtFHI EE X CC i3k,
ZAKK CC P, ZZETRMS RN BN GEN, MR AER) ARG P S5 R B AT, SRR SR AR R
MG, KINEEEITFIE R, BHE X CC Bt LURYEH F 175 AR 1P 55 SESSION il & Bi4r i, Xt i)
BEATALE, ACEREREOREEE. AVURBIRIBERT,

Caution

H RN CC PP RIS E E X CC MNIPGHPHRNES, FRERINITE.

i 5T SESSION [y CC Bk, FHESeidt T SESSION &iE, FHEEET SESSION [y CC Bt ik,
1RGP © Web NP KESEHATIR B R IN 2R ETETESHIER, B —E @ % bir6es.

(=305 G ik

Slowloris, RUDY 2 /2 — R 12 AR 55 da i MOsk B2 e ik, s ROR R BRI SR e o2 B il
ROKRTHFEMRSS 2B, I FBUE R H P LRV Web B AT,

1. Web W PG KESTERATIR BRI, BOARRATBEVHRHEIER, BE@didibiirats, rILUEDEEEL Slowloris
AU R K

2. Web W B KRB UEIRETE R, HTTP FRSCERLE R 2R EIRZSIS400, TCP W SERIE R =& [E] TCP RST,

ES (e

w~Bl— : RRERK CC FHiFECE

2T CC BT BRIA KA, JHERTNERIA B E X CC B ML TR B RS,
1.%85% Web N AHPGCEERIG, TEAMSHEE, EFEREPD > BMRE, U ASMEZ 20,
2 (EAEA 2 TUHE, /2 L AEREREN A, sl CC BEYF, #EA CC B iim,

RN R @ BRI R (sd) ARTERH] 5574 320001
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Web K7 I K&

Web Application

) Basic Security [
Firewall

Chinese
WETIETR

Rules Saa$S

Web security rules Access control

«© «©

Security overview

Bot traffic analysis

Web security(542) Access control(1) [ CC protect

Attack Logs

3. i AU CC B Bishy

, e NG, BT XS CC i iE,

Emergency CC protection(i)

Support auto decisions and protection policies based on exceptional response:
Statu@ and delay) of the origin server and website access history, real-time blocking o

frequency access requests, and banning attackers for 1 hour

BCE A
REFEX - BB LR CC BNy, #MikE Kt CC Wi HahfkBhtr (Wi QPS NMETF
1000QPS) , EFALSE., HLIAMMBIPI S, B RS CC Bitr, mlRERfAE—E Rk, Pl LUER
HlEHEA P &, BEEEEIPEE, IR,
PiR :
ANRAIRBATERI R B8 28, B B E X CC MR
CLBWAF B A F R B, IGEHMEH BE X CC #ATRIF,

A~BI— . ETViER IP BY CC BirigE
BT IP Y CC PR RIg, AFREX SESSION 4EfEHTIRE, ERELERIA],

RN R @ BRI R (sd) ARTERH] 5575 320001
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1. 8558 Web PGSR &, EAMSATRE, EEEEEPD > BMRE, ¥ ARMZ 200,
2 (EEMHI 2 0UM, /2 bR RENIrRIES, s CC B, #EA CC B4 i,

VfEb Application Basic Security [

Firewall
Chinese
Mainland

Rules Saa$S

Web security rules Access control

«© «©

Security overview

Bot traffic analysis

Web security(542) Access control(1) [ CC protect

Attack Logs

3. 1ECC Fh#rTum, HachavpmAin, #Hashn CC Bt AL e .

Web security(542) Access control(1) CC protection Web tamper protect

Emergency CC protection(i)

Support auto decisions and protection policies based on exceptional respon

Status () and delay) of the origin server and website access history, real-time blocking
frequency access requests, and banning attackers for 1 hour

Rule D ¥ Rule name Match condition Request path

RN R @ BRI R (sd) ARTERH] 5576 320001
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4 1EUSIN CC Bitr RISt b, SHEMNSH, MR,

Add CC protection rules

dentification method * O IP SESSION
- Match field Matched parameter Condition Match cor
v Equal to v
Add Up to 10. You can add 9 more methods

ACCESS Trequency 60 times 60seco v (@D
Action = Block v @
Penalty duration = 10 minutes @

* - 50 +

Ex -

FELHA

R HR . CC Bt M FR, 50 FRLAN,

WHIAR : 25 IP A1 SESSION IR, BRIAH IP, SESSION #RXFEHEATILE SESSION 17 &SR,
PLEE A3 © CC BhiP ML PERIPCEL S tE, BRI URL, HHHREZNCEISH:, F—MNINZ N S %
%, R 2HTHHE, ARZEE10D, FEEDEBEURL, PEATEUIHMT :

UMk A5 [UNLTE WS PCHC A &R
EF WNEFE . LUk, %
URL xT wE FrERAERBREE, 128
HIZRXPCHL TN o
Method x EF % #: HEAD. GET.

RN R @ BRI R (sd) ARTERH] 577 320001



Query

Referer

Cookie

User-Agent

HE SR 3k

Query Z+ key H

Cookie Z%H+ key 1H

HEERK key 1H,
4l Accept. Accept-
Language, Accept-
Encoding, Connectiton

e

(2=
RETF

FT

FT
2=
(i

FT
(2=
RETF

FT
o
RET

FT
2=

P N2
RIFHE

Web K7 I K&

POST. PUT,
OPTIONS. TRACE,
DELETE. PATCH,
CONNECT, &RHt
BWA—ME

Query FEIEF key-
value &, HEEK
value 18, 512F4F1L
M, AIBLEZ K,

B value {8, 512F1%F
IV

Cookie T5 ZHE key-
value &, HEEE(K
value 18, 512F4FLL
Mo

5 value {H, 512F%FF
DA,

5 BAK value fE, 512
FRLAN, AIELEZ
Ky NENZESHE A E
TER, EPERCN A H A
HE, HHEPCRLSEEN
A,

VIR - ARE S5 TR LR VT IR, BBk A LEH DT RIR B3 AS - 1065, Bila, W5 A F3g15 202/ 708, W]
FLEN60K/ 78l - 200K/ 08h, IR i ™ AR A%

PATEME - BOUOSEE, nIRIEFREOETIRE, S DS EEA AT

R

WER

AR

R HEFERL

Wi

FATCRCSRFRIRIETE R RO R HIE, WREERAME 2ol HS hEE,

PUHT SRV, ARSI RIETE R TRIE IR, HPkikk
W, PATEEEIE, ARG, ESRRANIERE VIR, FUEAS ek H S AME,

TFEIRIERISIFAE SRR AT AR, RREEZIPX BT URL (5], X
AT EEN AR, PIIREETTNAR, BED @ 590% - 10080778 (7R)
FERERAE 20l H S HEE,

RN R @ BRI R (sd) ARTERH]
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https://console.tencentcloud.com/guanjia/tea-attacklog
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E=Y9 FFEIRERISFRIE SRR AITER, RREE0ZIPXYSSFATE URL Y5, w]
REETIN A, BUE @ 5080 - 10080708 (7R) , FEEEERATAE Yk S
#HE, PP KNERATE IP & &R,

EIIRK - B 10080, SR8, R —/E,

ESFEER © BIAN50, FIEMAT - 100RYEERL, By, RESXSMNIRTHATIR S-S, AHFLER T, ORI
R, PRI,

5. AUNITRAE, IEFEEZ0IZRIHN, FTLOSRRIEAT KA, AESHIIER,

Web security(542) Access control(1) CC protection(1) Web tamper protection Data leakage prevention API security(3)
Emergency CC protection(D) Session setting()
Support auto decisions and protection policies based on exceptional responses (timeout Session location: - Match mode: Session ID:
Status C’ and delay) of the origin server and website access history, real-time blocking of high-
frequency access requests, and banning attackers for 1 hour Session setting: Session start:; Sessionend:  Co

Add rule

Rule D ¥ Rule name Match condition Request path Access frequency Action ¥ Enable session T Penalty duration Prig

Equal to 60 times/60 second Block No 10minutes 50

6. IRIEHNIIZIE, filk CC it TN,

RN R @ BRI R (sd) ARTERH] 5579 320001


https://console.tencentcloud.com/guanjia/tea-attacklog
https://console.tencentcloud.com/guanjia/tea-ipsearch
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Sorry, the request you submitted may pose a threat to the website. The request has been blocked by -

This page is Tencent T-Sec Web Application Firewall(WAF)This is default block page, if you have any questions, please contact the wel

7. RE SREA U, X IP MATINEEE INMRACE, £ IP Al il a] A HETE R,

RBI= . ETF SESSION i CC BitrigE

JLT SESSION iR EY CC Bhr, BEMWSARRRIEII AW, FEE@ANT: WIFI 74, FPRERHER P HOmS
BRI

1. %65k Web NPT KEEEGIG, EAMSHE, EFEEPD > BMiRS, A MZ 2 0m,

2. fERMZ i, A bAEERE S, i cC B, HEA CC Bh4 o,

IR L BRI (bR ARSUERT] #3580 3200701


https://console.tencentcloud.com/guanjia/tea-iplist
https://console.tencentcloud.com/guanjia/tea-ipsearch
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Web K7 I K&

Web Application

) Basic Security [
Firewall

Chinese
WETIETR

Rules Saa$S

Web security rules Access control

«© «©

Security overview

Bot traffic analysis

Web security(542) Access control(1) [ CC protect
Attack Logs R

3. #ithi SESSION & B YIEE, 7 SESSION & A,

Session setting (i)
Session location: - Match mode: Session ID: -

Session setting: Session start: ; Session end:  Configuration time: -

4. 1. SESSION RE#E Y, IHRFiEE COOKIE 1ENMIKAE, PRI security, JTFAANZIENO, SERALEN9,
PiE 1 72 A o T R

RN R @ BRI R (sd) ARTERH] #581 3200101
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Session setting

Session location = COOKIE v
1ode = String match o Posistion match
Session ID * security
e 0
e e 9
GET/POST example:

Cookie example:

Header example

e -
FEHA

SESSION fizi& : 7Ji%#¥ COOKIE, GET. HEADER 8( POST, Ht GET 8¢ POST 245 HTTP 5 RNESEL, Ik
HTTP L5 R

A R VAT U e S S =T UM TN

SESSION ##iR © BUEARIR,

FEAOIE © T R A (L E PR AAhL

RN R @ BRI R (sd) ARTERH] #3582 120001
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LERALE - FRF R AT B PR RIS A,

GET/POST R~# :

AR —251E R FEEES NN © key_a = 1248&key b = 4568&key ¢ = 789,
FRPRPCENT, SESSION #RIFH key b=, Z5RFRINE, WIPLELHAE N456,

HE VLRI T, SESSION ARIRN key b, FFAAGIE R0, ZEHRAIE2, WIPLHIAZA 9456,
COOKIE 7R :

AR —4515 K522 COOKIE AN @ cookie 1 = 123;cookie 2 = 456;cookie_3 = 789,
FRFERPLACREZCT, SESSION ARIRN cookie 2 =, Z5HFHF N, NIPCELAIA H456,

M PEACRE TN T, SESSION FRIRH cookie 2, JFAANLIIE N0, SEdf7E2, WIPLEENE 456,
HEADER 7% :

AR —2515 K528 HEADER AN @ X-UUID: b65781026ca5678765,

M EPCAEZNT, SESSION ARIFAX-UUID, FHANIE R0, S5HNiE2 ; M, PEELNA N b65.
5. SESSION 4EEE RN, A, REMRFHETNES, AEREEI T,

Session setting(®)

Session location: COOKIE ~ Match mode: Posistion match ~ Session |1D: security

Session setfing: Session start: 0; Session end: 9 Configuration time: 2022-06-07 22:03:34

6. 3t A\ SESSION & TH, KiEMNAN security = 0123456789......, J&dk Web N K35 RE security ST 1007
FRFER/E N SESSION #7IH, SESSION {2 Bt m] DU R S

RN R @ BRI R (sd) ARTERH] %583 1200101
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Session test

Text to extract = security=0123456789gwe

Test results 0123456789

Em -

7. %E%T SESSION [y CC ik, FCE S RMNIREI—fRi—2, IRAIBIES: SESSION HIF,

RN R @ BRI R (sd) ARTERH] #3584 1200101
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Add CC protection rules

dentification method = IP [o SESSION

Match field Matched parameter Condition Match cor

v Equal to v

Add Up to 10. You can add 9 more methods

Access frequency = 60 times 60seco v | @
Action = Block v @
Penalty duration = 10 minutes ®

. - 50 +

Em -

8. BlESER, F:T SESSION (1Y CC BhHraRm&E 454,
Caution

2T SESSION /Y CC B L, EIE(E IP BHEIRESHEREEE R,

IR L BRI (bR ARSUERT] 585 120001



@ BT Welb iz A S
BDUET

BT N - 2023-12-29 14:41:35

ASCREREAIES 41 Web B RIFG KSR (WAF) HIBFESNRE, BiEIIRER T ORI % DAt S T, @ 2% 17 i
FIBCEVIIIER, PRI G R stk DT re ARt FE B Oy SR Y S T2 i, [ AR AT DAAR R 75 220 i B B S

===
/'?{,fl:I /%\

WS FTEGIIEE, AT LIANINBGT RN, ARTE KRR B P % O T DA TR R SR, AT DO B S T AT

W, WETI WAF R 3B e T,  fOREG BT ARG PR — 2, [N R] DO B A D kBT SO N ar ek
HE, XHERa st T 047,

PiHA :

CLB WAF SRR {E BRI RSONRE, TRATIUSERIES I 122 ihA,

AIfESft

ECEAE WAF (SaaS fiA) 1 idsinpiirsss, HIAA T IEREBHPIRE.

AR

1. 85 Web PGSR, TEAMSHES, EFERERD > BT,
2 (EREAN A 2 TUHE, /2 AR, Al PRAERY, A W TR .,
3. TEM IR BLC UTm, SR AR, S AN IR B S S

Web Application
Firewall

Basic Security

Rules  saas

Web security rules Access control CC protection Web tamper protection Data leakage prevention Block page

© © © © © Ocetu

Web security(440) Access control CC protection Web tamper protection Data leakage prevention

Rule ID Rulename ~ Protected d path on/off ¥ Enable logs ¥

RN R @ BRI R (sd) ARTERH] %586 1200101


https://www.tencentcloud.com/document/product/627/47799
https://www.tencentcloud.com/document/product/627/35651
https://console.tencentcloud.com/guanjia/tea-overview
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4. TETSINBG RSN b, SHEA X 7B, BB, HAdEsm,

Add web tamper protection rule X

FEHA

FINAAFE © PFESHINAARR, RS0 FRF, AILMER S H SR RN A PR TR,

DUABEAE - BIRUR R, REHITHIREDRITHY URL, FTREFEEIEM URL, ARHRIEALE,

Wi .

fEE AR T .html, .shtml, .txt. .js. .css. .jpg. .png TFEFFATEIH,

IIRRI S, FH PSS — RGN0, WAF RN TUEE T, JadkViRIIiERy WAF 247 01,
5. eI E SN, FINERINE A,

e 2gs L

1 AE SRt U, fe bR RERR BRI, s IDABA RS, M AW T
2. FEM IR U I, B AR SRS RN 1D, RN, BATEIES " KBRS MU T A 1A,

Enable logs Rule ID Operation
Rule name

Protected path

RN R @ BRI R (sd) ARTERH] 5587 3200101


https://console.tencentcloud.com/guanjia/tea-baseconfig
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Zi et AL

1 1E Bl 22 20U, 2 B R BB A, s P BABRER,  HEA PN IR B T,
2 TEM TR B I, JEFEFT RN, SR d RSG5 H N DB R R

Web security(440) Access control CC protection Web tamper protection Data leakage prevention Add to precise allowlist Precise allowlist

Rule ID Operation

3. TEGmHBI RN E b, B X S8, sadifRERIA],

Edit web tamper protection rule X
Rule name 123
ge /

Save Cancel

4. PP TUA RS, S RETRTE, NSRS E WAF 21T

M oA

1 1E Bl 22 20U, 2 B R B s, s P BARRER,  HEA N LR BT,
2 EM TR BT, JEREFT RN, SR ESARNER, S ERIHER .

Web security(440) ~ Access control  CCprotection  Web tamper protection(1) Data leakage prevention

Rule ID Protected path Operation

RN R @ BRI R (sd) ARTERH] 588 1200101


https://console.tencentcloud.com/guanjia/tea-baseconfig
https://console.tencentcloud.com/guanjia/tea-baseconfig

@ IR Web 1 FIEf A

3. ERIAMMERS T, Bk BR, RTATAERIZALN,
BiBA
MBRIEREIRIK R, BRI BEAE R

RN R @ BRI R (sd) ARTERH] 5589 1200101
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(EYSNYIRLR T

ol IS E] ¢ 2023-12-29 14:41:50

ARSI NIES 41 Web B I KSRGS B EEIHEE, BifE RMHEE DIRE SR W R N AR T I8 GLRre
e, BiETRAIEEED |, SN ATHERGEE WS HE. FIUSMRITR) | KBTS, AT DURYEL
[ 7 B B AU S B ZR A, e BBE & = R I R S AR 2R

;"ﬁa,f
/I?{ =/

S PR EEIRE, KR LAASINEG AN, AR S R T 2 & [m] 9 A A T3 B8 “ﬂ“ifﬁﬂ\]’ﬁ*@%{m‘ﬁﬁ?ﬁf
fE. FHLSHIERAT RS, BhalIEE SRy GHFIEND XT8S, MihbE R TEIE. o gmaiE £
A, BN SR EI R IRZSHS, AT DU JE200/ KA A TREMTE A 5, e S MZEK,

BiBA

TR WAF ASCHRHHE R ERDIRE, AT E RIS W 11 2,

GIEE=SES

IEELLAE Web MR K5 (SaaS WA ERiNfiiisit, BT EH P IRES.

d\\j]l]%) }I_“J

1. %857 Web N PGSR, fEAMISHEE, EFREPD > BMiRe, U ASMZ 20,
2 TR Z 2 TH, /& bAERFREFES, RERHRE, ARG RN,
B TE(S RGN UM, SAchAIRRN, 5 H NG 15 R SR AL 3 7

RN R @ BRI R (sd) ARTERH] 5590 200701
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Web Application Basic Security v

Firewall

Switch to Chinese  new

Mainland
Rules SaaS

Web security rules Access control CC prote:
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Security overview
Bot traffic analysis

Web security(440) Access control CC protection Web tamper protectic

Attack Logs

Access Logs

Domain Name List

Instance
Management

™ Basic security

4 AEAIPGEEMFEMN g b, A X TR, BB, HAliEE.

RN R @ BRI R (sd) ARTERH] 5591 320001



A BT

Add data leakage prevention rule

FEVLHA

T

V) *

Sensitive information v

D card Phone number

Alert v

Web K7 I K&

Bank card

Em -

MMERT @ BifE BB, RKE0N T, AILMER : H S RN AR TSR,
PEEESRAF © DR R IEiiaert, SOFBURMER. RTINS, AN MAF RN A RIENERR, X

RAOF -
UNIRESLE

RIESSS

KT

W25

PEECNE

BB TE :
PATEOE

PR

Pk, FHS, ®ITFR

SCRERBET, SCRAEN

400, 403. 404, HAthdxx,
500. 501. 502, 504, HAth5xx

VEEL AR PEECSR AR A 22 5%
TEORA TP M BRRRRTE, SCBF H MR EE, RIEKIRTREEE.,
an PG RPCECSRF R TEN0E, Mk anrp (B B et HS R &,

PERCEh1E

HE, e, EREEAL,
PUR/RETPANZ,  FHET

HE, 2. FHET

HE . kT

5. MUUAERL, ARG DT OR (Bl Y BUAS BHEA TR, BRI TS e @ e, WIBGFRCRANT (BURIE N

)

AN =10kl ]

RN R @ BRI R (sd) ARTERH]

%592 20001
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C () | ® www.qcloudwaf.com/1.html

aaa 430234189811111111 ccc 34320519841111453x bbb 13811113333 drrrd aaa 4302:

FFEMPE

C { @ www.qcloudwaf.com/1.html

aaa s S gt cce e Sttt bbb "]38"] 1 "] "] 3333 dr-r-rd aaa khEFhERdEEihiii it

gL

1 1E SRl Z2 2 00E], BRI, d AR, S SRR DU,
2. FE(Z R PR U, A R RAT @ MU 1D, AL AR, BATHIESFE” 5k S IR R REA T 25340,

Rule ID Operation

Rule name

Zi et AL

1 7E SRtz 200, e BRI REA, sl E R, SRR IR,
2 (E(Z BRI DI, JEREFT RN, SRR RSG5 Hgw ER(E ST EE R 5

RN R @ BRI R (sd) ARTERH] 5593 1200101


https://console.tencentcloud.com/guanjia/tea-baseconfig
https://console.tencentcloud.com/guanjia/tea-baseconfig
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Web security(440) Access control CC protection Web tamper protection Data leakage prevention(1)
Rule D % Rule name Protected path Match condition Action T Last modified ¥
3100102028 1@ 1 /m :z':::zemﬁ’""a“o" Phone Alert 2022-06-13 10:31:
3. TEgmRI(E ST RN h, BUE XS, BRI,
Edit data leakage prevention rule
» = o % -I
1% Sensitive information v
ntent = ID card O Phone number Bank card
E tecte th =
Action = Alert v

En -

M R ]

1 7E SRl Z2 2 0UE], 2 B MERRENrEAs, el E R, HEAE R IR T,
2 AEfS BB UAE, RTINS s R mBR, S HRIAR

RN R @ BRI R (sd) ARTERH] 5594 320001


https://console.tencentcloud.com/guanjia/tea-baseconfig
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Web security(440) Access control CC protection Web tamper protection Data leakage prevention(1)
Rule ID % Rule name Protected path Match condition Action T Last modified $

Sensitive information Phone
3100102028 Ip 1 /o b Alert 2022-06-13 10:31
number

3 TERIAMRR e, AR, RIalmERIZ A,

RN R @ BRI R (sd) ARTERH] 5595 120001
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API| ‘Z 4

ol IS E] ¢ 2023-12-29 14:42:06

ASAGFFNIES FRAGEE AP Z2T8E, AN AP EZCTEC APLRNSZ P, ITE—28 fR 47 API 2 Z& 2,

de 32—
H R/fﬁ/%\

i AP 22 2IRE, SEATLAAIN APL #2188 AP RRIUISCH:, WAF F5xt APHIERBHMTZ 2, RARNEEXHER
API Y REBHALT, RIS API Z 2B BIHUREAT Al 515 K& BOT i s H BTSN, BT APIEZCIERY,

BRI IR

1. %55 Web N PG JCEERIG, fEAMSHiRED, EFEEPD > BMRE, i ASEML 2IUH,

2 TESs R 2o, Ao LR RSP AEA, i APL RS, A APl ZR T,

3. £ API Z 01, @i API BRI, HRISCRRED T A AP F00 AP AT IEATIE M AP R,
BiBA

SAAPI () RYEIREUY API S, IE8S AR T g

0 APL P ARTE SRS RZ LT, TahisneR 20570y AP B,

B A API GEE)

1. 16 ZiE 2 > API R20UH, $E[A AP, S AAP| #5155,

2. 1EF A AP 9B, JEFE MR R, i R bR, 12 A AP SCHFRIAL,

iR -

H il WAF SZFfi Rl swagger2.0 SXHERIfEMT, 25802 @ yml SXHRT json SXfE, S AR :

X 0 SAAPHER X, XHHERGFN yml 5 json, PR LR AP RSO AT 100KB,
B . BXRERZA] FERIE205 AP, S ACLTEIER AP 2ERIABGT,

SACIERIIN AP, RIBETYRE, IEHRIE IR G ST T A,

RN R @ BRI R (sd) ARTERH] 5596 120001
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EHBAT

Import API

e type* | json v

Upload

Click to select a file.

Feset

Web K7 I K&

3. & L&, APl ZERBIRE HENEAT swagger2.0 LI APL SR, MEMTeRlsE, HEHEINSA, BIRIEN

&

RN R @ BRI R (sd) ARTERH]

5597 20001
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Import API

etype* | yml v

Upload

4. RIS, REAIAE AP Z 20U, EEHS AN AP,

i API

1.7E Bl %% > API ZETUH, SAGAIIRNI, 558H a0 AP 3%,
2 1EHIN AP #2155, SEATARIE I SGY APISRIE, NI BRI AP Z 2RI, TRINSERUS, BAdidsil.

RN R @ BRI R (sd) ARTERH] #3598 1200701


https://console.tencentcloud.com/guanjia/tea-baseconfig

@ EEI:HE Web 57 Fi B K 3%

Add API
est method * GET b
Parameter name Parameter location Type Required Remarks
path v Int v
Action * Observe v
o
FELA

O 00 APLESER, DL7FRSk, BEEOSAMAERAXNAFEESL, W /guanjia/waf/config o
R ¢ VETH, APISEESARE SRR,

BEOFFX | API Z2RIETT X, BRNA K. SIFBEFFRIG, FREXAEN AP SRIEHE TARAT, PUATIEEL M ESAIHEE
ZE,

BRAR : Bl APl Ze X Rafpigsk 7 : GET. POST. PUT & DELETE /5,
VERCRf: | FEIEIRMSNBEL, DRSS, SRILE. B, 2E0HE (BOiEpE, WAF XKEE
Kep, BESHEZSH, GA, WIERKIER®ES, HRAMSiE, ) DIk&E (FHEI) |, SHAE H i
body. query X path =Fi2R! (AIARIBIE S5 KRS EFTEN B TIER)

PUATENE - BRTSCREIRENIE, ISR E K,

BiBA

HWETTE APl Z2TTRERS, MR, BEERGHERGHFERER, WINEIRE, FFEREEH

3. IRMNSENG, BRI APIZIIRINZE API Z2Bh B B4 £,

RN R @ BRI R (sd) ARTERH] 5599 1200101
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Add rule Import API

Rule ID API name (description) Source ¥ Request method T API parame ter Action T

s}

CHN°

s}

FEUIHA

BN ID : iSRG —4% APLRRNIG, = HBAER— XM ATHIN D, % ID f£ APl et B ME—M:, S iR4E
I 1D 1E 2ok S R, ORI H

BOSMR | SoRECER AP BFVIRIR, AP FR API YSSPREREE, IEHR IR SEPRpG IS 4 B R,
SRR © RIFSRTERN, ST, AS2 S AR AP, W RSO, W52 Fahmmey AP, NG
TNAFEFII,

ERAE . BECENER T, 98 GET, POST, PUT M DELETE PUff,

APl 3% : BB APl BRI S AR, &304,

BIE | o SRR

FERE L APLEINIFYE FIRAS, # XA X, MRRTEM. MFRNFEE LAZ N X, AEEZS AP,
AL LS, pEBRERSERERA, T RIRE,

EUNTE] © API B4R 55807 B8 A N I

BAE L HEEWIBG AP IRIEIR, CORRgmE MR PR EIE, AFRHLEMIBRN, FERZ A AP, 72
FIR F77, hBRMER, BRI TR,
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BOT 5\ &% 4
BOT i%i&
BOT EH

BTN ] - 2023-12-29 14:42:24

5t BOT 5lkgs %4, M Al DUE BOT EHEAF IR IFELERXN MAERNE, FH45E BOT JinE a5 1im H ST
Mo, RIETRE PR RTEINSE B TR IRIGIRE, (A7 NS5 08 AL 55532 BOT 2R3,
BOT HEIRE HFACE BOT 3, B m MR HA] (RS vl) « BUMEIR. ALV, BREgth. ahfEn
B BESMHN, Token FLiE, SiAMEHEER, ETALERLEAR, SKH BOT HIRELILERL,

BOT 7&{k

LB T S Z4F BOT IGHINERER, 55 BOT thi WA, TEMMS/MENBRAIERET B, MBI
RARG (RISEATED) « BB, Al KRS, SEESOHT. ERS. DIEEH, &RMERR]EE N S T %
REWWHATIZE, ROV ECEEIRE, BeAs A, B0 -F,

PR IRE (R HL)

ZIESES B PRI RIIEAR, WL RIENE R — 1D, &% 5% Web 5t HTML5 TTE i
Al A RETEAEN LB AR RAT R, (RIS 55 24,

BRMER

ZIRERATIETNE — TR NS Z L2 ARBAR R, FhEsd SSIHE IPIRES, REGT AU, BLXR(E, S
ISR BRSNS 1P, IDC W5IR], [N RER AR RRHE, Mook BREER, omzURH, AH, #
R, HEEEE XTI,

Al PEAL

ZINREET A TR R R S BRI, I R AL IR = S H B 5 (1 Al PEASAERY  Sss i ) i s
FTREARSHT G Al BERL, STEPSEIR B . EEICEEE, MUk A St @ih BOT. Kl
B BOT 9 XU 18147 H,

ERES

ZHREE T REE A gtit, RIEE AR P RHARRERE B3 02E, Bah Al e RICERRE, A%
faooth, BaiAREERERE, MIORBFEMBOT, mMBOTHYXELN, Fild ARG A, ARIRAHER
77# BOT 178585 [nlid,

RN R @ BRI R (sd) ARTERH] 55101 3£20071
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BEIRE

ZIRE R BRI, ARG, BREGTTE X AT MR SREATER A ST 00, 4T 0VEREE0-10007E R, 70 80l
BOT RYRIREMERS, LI IR 3 = A RO /MR, i 0 B RE TR [T o B AR, P AT ARSI
T ANF T BRI, SEERXURS: 15 Tr] A R 2K

RN, ScRpdd e EAEBERE, NS AERGEEAERESE, HITHM AR HEAL E,

2IEEHE

FH P AT E S B I%IhE, FLE IS Token FITERINLE, STEMER— IP F X AIRGIARREH 0 04T, SR
HABFA P HIEI T, K BTEE S8 PR R A P,

AR

FH PR LS AL %A, (EATENEE (4 : 22515, TR ATLUEHIRE WA SORE, N5 AT LU 4
21,

B & XFRN

FA PRI LGER L ThRE, SHA B AT B BRI, AL B R R IR 1 3R

I, SEHR@E A E ARG, W% SO SRR, AR RS AL

BOT H& M

BOT H#AH, XFFM HTTP SO ARTERHE. 1ERKHE. COOKIE, HTTP k¥, ARGEHE. 1P HRHIE,
UserAgent. Referer. RIHFREHFEZ MHEHITHE, B RHAEVCECRARE 22 H PRI R TITE,
RN ESENRIUT - BOT AR > 51 ((BhK1) > 52 (BEHK2) > ....>sn ((B%EHm) .

RN R @ BRI R (sd) ARTERH] %5102 3£20071



@ BT Web /i FiIf Kk
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ol IS E] ¢ 2023-12-29 14:42:37

GIEE=S A

BOT it &E PR 2N SKE WAF i b S (1) 32 F R 55

{25

1. %% Web PG KRG, FEAMISHiRETD, EFEEEHD > BOT 5Xk% XL, A BOT 51554 20U,
2.1£ BOT GV 552 v, /& bAREERENivEt, #di BOT EEHUIAY

D

, HIA[HE BOT &7,

Rules Saas

Bot management rules Enabled modules Custom rules Application security
IILEIII View traffic @
C) 3 0 rules 0
FEUIH
BOT EHEHNIFF X © BIAKH, FIHHERZITE.
iR :

4 A WAF JFXTTER, BOT & A haEE 3%,

ARGR  BRYEIEA T, FFE T2 BOT ol sfsitk, BOTH RS | A, BMER. Al
R BERESHE,

BRER BN T, FEZD BOT oy s,

LYHIERBR | RRYEIEA T, MR RA

B SUSEBHN - R NS 7204 BOT 19 HE KM,

RN R @ BRI R (sd) ARTERH] %5103 3£20071


https://www.tencentcloud.com/document/product/627/47799
https://console.tencentcloud.com/guanjia/tea-botconfig

@ HEI:HE Web 57 Fi B K 3%
B

BN - 2023-12-29 14:43:56

GIEE=SES

WSk Web RZFIB: Kb K BOT fii i S ELEE T, H HETJTEM A WAF 184 BOT 041 %K.

BOT H%4H

1. %% Web PG KRG, FEAMSHiREHD, EFEEEHD > BOT 5% RL,
2 1£ BOT 5k &2, A LMakRREyiriEs, % BOT HH > BOT B4 4,

BOT| W =E W P .
Bot overview Saas Current global policy:- Anti-bot workflow
B B
Bot management  View traffic Enabled scene Total scenes Total custom rules Bot traffic 2
» 0 1 rules 1 rules 2 Bot allowlis

Real user

3.1E BOT HA HIRE TUH, SAdEAn, ACEM XS, AdiEann,

RN R @ BRI R (sd) ARTERH] %5104 3£20071
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Add custom session feature

Rule name *

Rule description

0/256
On/Off [ @)
Condition * Match field Matched parameter Logical operator Conte
Percentage of repeated URLs ¥ > v 0.7
Average session speed v > v 500

Add Up to 10. You can add 8 more methods

Action * Block v

Priority - 100

Enter an integer between 1-100. A smallefjvalue indicates a higher execution priority. When the priority is the same, ru
recently added

Custom tag * Malicious bot v

.

FEUH

IRMREF ©  REEEM TR,

SREEHER © RIS R T,

FAMIFF X © SKESTF IRES, BRWTFE.

VEBCSR: 1B BOT SRISAIPCAISME, mZrILUZE10NEAISEME, SR 571N %R, BirEE AN
VEECSEPEIE, AT A A S A,

RS © 1B A1~10009EERL, B, RISIEMMATHITIEEIBRE ; AHRLAERT, O3 RBG, (R5edk
B,

BN . "IRENKLF BOT, [EHERE,

4. SERGRING, PITESRIESIRPEBRINIGIRHIN, g miBR, Tz T m s mieR .

IR L BRI (bR ARSUERT] %5105 3£20071
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Bot Protection Bot allowlist

3000001018 test Average session speed > 11 & Trust 100

5. fEERMEENRIFF  BOT HAH > 1 (k1) > 52 ((Ekh2) >....> %% n (k% m) .

P

ST E

IZYIRERT CC [ H#Y Session IZE !, @ A FIAY Token ArIAACE, FHTIXATER—A IP TAREVIFAIEI
[, 3G AN 35 )3 A 15 R4 T O RFAES

Ay, RTDURSEAFINY Token MRIRECE , JESLRESAFIRZFIVITA, MOCKRBEEE IP/RIHDT IP TEER
HEALIE BOT AT, DU P Hif QU IP HhoEiRGt T R IE R ALY A,

1. %% Web PG KRG, FEAMSHiRED, EFEEEHD > BOT 5% R L,

2.1F BOT 5k 5% 2 0UH, /LR REpiirmss, il BOT EE > BOT B,

3.1E BOT Bi4r i, AdiRisEHIAIEEE.

Global settings

Browser bot defense module (©) Threat intelligence module (©) Al policies (1) Bot flow statistics module (i)
0 rules 1 6 rules 0 rules 7 rules
Configure now Configure now Configure now Configure now

4 ERTEEHETUA, AERMEE, IEMEESE, BEHEE.
WiBH :
SUREH N N AT IR tokenid ,  flA1E %5 HY set-cookies HI{HE.,

RN R @ BRI R (sd) ARTERH] %5106 3£20071
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Add Token

GET -

o

FBUIHA

Token fi7i :  m[i%#% HEADER, COOKIE., GET 8¢ POST, M. GET 5k POST /218 HTTP & kNE S8, JE
HTTP L5 R

Token ##iR : BUEIRIA,

5. BLE SR IR B34, BOT TE AT RIE X TERMERMERTE B, TR DT,

& B e XN
1. Web i FIISAHHERIA, (EAMSATR, HEETED > BOT SAI%%2,

2.1E BOT 5\ %20, /& LAEfRfRErirmEs, s BOT B > BOT BifF,
3. TERLEM T, EEERgR, RdaMNEBEEE.,

RN R @ BRI R (sd) ARTERH] 55107 3£20071
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Scene management
All scene types - Only enabled scenes Only the default scene (3)
Pricrity: 1
Scene ID: 3000000798 ¢/ Request path Prefix match \shopping Action
" lici
@ scapling ® 2023-02-27 10:1021 policies
Flashsaies  BrowssHS 3T Browserbot defense ... @)  Threatinteligence... €@ Alpol. @ Botana.. @ 1
ruli

4 EGREETUE, i B E SRR,

Scene configuration

Browser bot defense module First line of defense @ It's recommended for sensitive directories

It protects your website applications against possible bots and malicious crawlers in access to websites or H5 pages.

onoft (P Defense mode | Monitor Redirect () CAPTCHA Block

Custom Rules Second line of defense

Using this feature, you can accurately handle bots you want to detect and their access requests.

5. BN A E X RTERHER 1, BLEM X2H, RdiE,

HAFTE - BBRaIHE b)) BRIEENH %5108 20071
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Add custom session feature
~ondition * Field Matched parameter Logical operator Conter
Average session speed v > d
Add Up to 10. You can add 9 more methods
Monitor -
— 100
| har n prior hen tl ri
Friendly bot -

o

FEEA

SREEBHR | RIS,

SRR © RIS HLE T B

SREETT X SRIETT RIS, BROATTFE.

PEEESRAF @ I%1E BOT SRIRHYPCACSEE, BT LULEAO ML, S DRMFZER S KR, FiraEEART
VEECSRIFI, RTUEB MR HIZRA .

PATEME L IREPUTEIE, BABIRATT,

S i

4T A VCRE SR 2B ST, HUTRIEsR B &,

- TR A TCRI S 2B SR 2 AT H 3, FI1E BOT BB E & YT h & 5 I
e P aIEE A,

IR L BRI (bR ARSUERT] %5109 3£20071



@ HEI:HE Web 57 Fi B K 3%

AR AT RV, FFEVCRCARFRI R TEIESORREITIRIERS PRAR, 5 PRI,
PATEESNE. AR, IEHIW,

A E VEBCSR PRI STEIE R PUTEE N, FEREEMEITEE URL, (HISRFEEME]

R SHIEA T URL,
ey FFEVERCSRPF RTIE SO AT, EEEERAIE Sl HS &R, £8P YKL

R RIE IP BEINS hEE,

RFEER : B AI~10008E, By, RESZSHN I TR 5 MR T, IR FBRIE, (£
R

B E X3 - A BN AT BOT, & BOT, IEH &R BOT,

6. SERININSG, PITESRIESIRAPEENIRIGNRNHN, PatYmEamiBR, Xz T E miER

Custom Rules Second line of defense

Using this feature, you can accurately handle bots you want to detect and their access requests.

Rule ID Rule name/Description Condition Action T Priority $ Tag

Percentage of repeated URLs > 0.95

- " Suspicious
3000000804 histshe Session duration > 100 (2] Monitor Y00 bat
3000000803 REEOMN UA type belong to Gaming or TV Terminal Priva... [&1] Monitor 100 Suspicious
- bot

aixle s
1B Web i FIISAHHERIA, (EAMSATR, HEEED > BOT SA5%2,

2.7 BOT 5.\ &M, £ EAEEFEEIEG, $d BOT E# > BOT BhifF,
3. 7€ BOT Bhtrmiim, sAdaikeHvaiEEE.,

IR L BRI (bR ARSUERT] %5110 3£20071
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Global settings
Browser bot defense module (i) Threat intelligence module () Al policies (0 Bot flow statistics module ()
0 rules 1 6 rules 0 rules 7 rules
Configure now Configure now Configure now Configure now

AAEEIECHRTUHE, #E T SOk BN PSR A 2 Y BOT AT S HIRYMAT, BESMLS LR [%, AEE1E
€ AT,

Legitimate bots

@ This is a global policy. Your changes to the legitimate bots settings will take effect on all scenes under the curre

name.
Bot type Rule description Action On/Off
Search engine bot The bot crawls the content ... 7 Trust (:)
Feed bot The bot crawis the Internet ... & Trust »

HAFTE - BBRaIHE b)) BRIEENH 111 $£20071
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& g AU TR 5

BN ¢ 2023-12-29 14:42:49

ASONES A i KU TR A R BT RSN BUO0RE. IZIRE @ & Fimah S L 2RUEROR, Xk 551E RN & i
A ME— ID, A2 Ikt Web B HTMLS Ui iy [A] el BEfAEN Las ARDERETE BTN, PRI INEE 5522 2,

HRlER
FEAVEVERA © i PUEH TN TIEk HTMLS W5 R4, SRS IioR, 3884 F i 1D Al Token, EA:
W% P56 1D FIBhAS Token, FERCHREFIEHRIE RG], TERVEHBOLT, POST iERATREFIEFATERIE (MR A
content-type WAL N : text/html, HIANAHFREER <html> %) , SEBTHASRNFE, AT LOHE
SRR Bl e 7 37 SR TN AL B

BRETHANTL - MRS SR G RGBT RS GBS PR, FRIHESE A0 AU TRIERE], X
AMAFITE (BOT) WIVFRATA, WNIUEFRBGAE]—E JEAE KRB THEBUC I  3& A TR ki 00 (g
YiZE, S BEHEO%) . B CAME WAF & MEREENEE (Mg, AHURGI. EE MRS hg
Jik, SEAT DUARYE SR eR ZEH A T E

TCREHTNHL A0 R E R AR L TE B P A TR, &S P AR EORE m I 5. R T
TR ARER, FIERE PR F iME— 1D, A %t Web 5% HTMLS DU 15 7] A AT BEFE 7l S AT
BeHfT, ] DARE S PR TR BB 5 (AT A T o R AL B,

TR

BT AR NGE R T Web 8¢ HTMLS R85, Balisfl MeEsE A3 #,

ATPES=F

ELESE Web N HBG k%, FHMSLE BOT i & & HY T,

SEREA IR I N E A, SR T IEE, HIFE BOT BEBNIEI X, HIFIES W Pad A",
WeBH :

£ CLB-WAF SZBIASANAYIRS,, B A SRl A o
£ SaaS-WAF LB INIIZIs%, BN A SR HE AT T

B 1L E

1. %5k Web NP SERIG, TEAMISHHiRHh, EFEEEHD > BOT 5% R2,
2.1E BOT 5\ 20, /& LAERfReErirmESs, s BOT B,
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Bot |« ¢ B Hends-on tutorial
Rules SaaS. Anti-bot workflow
TTTTTT
Bot management rules View traffic Enabled modules Customrules . _ . nteligen ce
o
& & & & @ - H Q — e . @ .
© 3 4. Q¥ EV TS T2 S =
wles . mwam  Clennsk wies o Appication raffic

nnnnnnnnnn

B IERRILEN, HE TSI ATRIEECE, AR I E T
4. BB AT B S EIRAI R, DT B A 1T 4 SRS S AR A IE

Client risk identification

Browser bot defense module
@ It protects your website applications against possible bots and malicious crawlers in access to websites or H5 pages.
d

It is only applicable to website scenarios. Cross-region API scheduling, mini programs and apps are not supported. View details

B

5. fERTSmA P, FTAERCE TP, B TEIRBIETIEET %,

Browser bot defense module X
C) Protected path / Edit
Monitor Redirect CAPTCHA o Block

6. i RACE D, PR, FLE AR TR B SIREIE B/ KA, HRERER R,

FEUIHA

FE BIAKH, FFEE, WAF MG T s AERGEENTUE, TR i 2pir, R P gk 4
AIRETFENE AT, AT LURHIR BN AT R IE SRR RN B E, APP FI/NE 8 A5E A% R
BIMLTEIRG - BUTTFE, Bt TEIRBIGES, B EHBE T A EMME I,

WERFER - BRATFE, AT SRR, TrbEIRDIRE A AR R TR TUEE, FH
1P P R ER DU 4R

TR

B TR ELHA TR I U E S T B LRGP e

IR L BRI (bR ARSUERT] #5113 3420071
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BEFARR © BRUCOVIRTRIRAS, FFEFFXIG, AT DURE N RS HUBHURS H A TE R AT B Tah (R AL BE, B FY T
17 ARG, EE AT

FIC i H %4 B ol

Al

1. 5% Web MBI KEEERIG, FEAMSHiREH, EFEEEHD > BOT 5% XL,
2.1F BOT 555 % 2 0UH, /A LMAEFRENFEs, EeRIRED, AEaimy iR eiEEE.,

Bot |« } B Hands-on tutorial
Rules Saa$ Anti-bot workflow
rrrrr
Bot management rules View traffic Enabled modules Customrules L _ . nteligen ce
o
= © & & 2 E (G os & &
3 4 wles . imme Client risk Cusomrie Botanaies OO appication rafic

nnnnnnnnnn

Bot management

3. TERSHAT LI, F AR, 55 HA N 44 SR B

Browser bot defense module X
C) Protected path / Edit
Monitor Redirect CAPTCHA o Block

Allowlist policy

4 TERNM B ARG I, BCEA X8, sadiERn],

RN R @ BRI R (sd) ARTERH] 55114 3£20071
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Add allowlist rule

o Request allowlist Response allowlist
Path suffix match v
2 thsvg 1D

E -

FEBLH

- 3|

WERBSHE | INEMEE URL TR TR ZEAT oA 2K,

WAL 4B - BRIA WAF ARIE NV S IE B0 I B DU A JS, FIHEE A EA JS, 2@ B FHRAE,
PERCSRAF | SCRAR RS ARICAD. ATSRPCAD. MEMIE, BRI | BIRE SRR,

PERCAA | YVCALSRM BRI RICED, BN HBEMAR SRS, i ico. gif. bmp. htc. jpg.
jpeg. png. tiff. swf. js. css. rm. rmvb. wmv, avi. mkv. mp3. mp4. ogg. wma. zip. exe. rar. eot.
woff, woff2, ttf. svg, ZERJLDURIESEFRMEIUHITIEN, f AFHMPERCST:, TE IR SRR Ol A H 4 B
MNFER GRE) - ARRGR(E R

R K © BRIA KA, ZEnTARAE SRR 1B A %,

e LI

1. %% Web PG KRG, FEAMSHiRED, EFEEEHD > BOT 5% XL,
2.1F BOT 5552 0UH, /& LMAEERENFEs, EeRIRED, Ay s eiEEE.,

Bor |« } [B Hands-on tutorial
Rules SaaS. Anti-bot workflow
nnnnn
Bot m: m les Vi ffi Enabled modules Customrules o __inteligen ce
o
& & & 2 B O - e . ® 8
«© 3 L mem omm e e Mo
rules Altafic  Clentisk  Customrie  Botamales "' Applcation raffic

nnnnnnnnnn

RN R @ BRI R (sd) ARTERH] %5115 3420071
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B TERTSHA IO, EREFTFRAN, Ao, g a4 E .

Allowlist policy

Rule ID Rule description Type Match condition Match content On/Off Operation

| Request allowlist Path suffix match .css C) Edit jDelete

4. TEGRER A BN 1, (BSUE X 28, SR,

Add allowlist rule

Request allowlist o Response allowlist

Path suffix match v

ttisvg 1

B -

FRIBRARI

1. %5 Web PG ARG, FEAMSHiRETD, EFEEEHD > BOT 5% R 2,
2.1 BOT 5k 20H, /& LAESERENFINIERY, E2RIRESD, Bdaimy fiss i iEnE,

IR L BRI (bR ARSUERT] #5116 3420071
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A BT

Bot |« ¢

Rules SaaS. Anti-bot workflow

Bot management rules View traffic Enabled modules Custom rules

i ¢

Bot management

3. FERSA DI, ErErTdaminy, cAchiiBR, 5 miAMER e,

Allowlist policy

Rule ID Rule description Type Match condition Match content

Request allowlist Path suffix match css

4 AETININBR S, A, BORIIERIZAL,

IR L BRI (bR ARSUERT]

rules Korication

B ©]
cusomnie Botanae
On/Off

»

Threat
intelligence

Al statistics

Al evaluation

Web K7 I K&

@ Hands-on tutorial

& &

Application traffic

Operation

Edit

Delete

117 20071
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BT
Rt

ol BTN E] ¢ 2023-12-29 14:43:03

>

ASONES 4 BOT IR E BT Al SRESRERL, IZIIREMAEIE L — T ERM S Z 22850 /1 BOT XMii&dh, T AL
BRESORFB IR SLARTTTE, REXPERHER BP0 ARSI PudiR BRI A&, BREIR R
FHALEREH BOT MITERIRN BOT, mZdis @l BOT, o= BOT,

GIE=S e

WSk Web NFIB: Kb Ke BOT fitf BT, FF BFTJTEM A WAF 154 BOT MUNEEIT X,

BB

1. %% Web PG KRG, FEAMSHiRED, EFEEEHD > BOT 5% R L,
2.1F BOT 55 20UH, /& LAk REirEs, niiBoT B,

Bot and Application Security [ v ] D Hends -on tutorial
Rules Saas Anti-bot workflow
rrrrr
Bot management rules Enabled modules  Custom rules Application security . ligene
View ol
& o IE & & 2 B O o S I
o ) 0 0 s 0 o oo samae A p—
nnnnnnnnnnnn
Bot management

Client risk identification

Browser bot defense module

®

ini programs and apps are not supported. View details

BIERRIEN, HdHiHN TR AR E.

RN R @ BRI R (sd) ARTERH] %5118 3420071
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Bot analytics
Threat intelligence module
[ _!_,L Combined with Tencent's years of security experience and data, it provides high-reliability 24/7 threat intelligence, helping
= solve distributed bot attacks efficiently.
o Configure now
Al evaluation module
\g ° It applies Al models, built based on Al technology and Tencent's experiences in controlling risks and fighting illegal
5. activities, to quickly identify malicious requests.
C) onfigure now
. Bot flow statistics module
'\a,,g ! Using big data analytics and statistics and Al technology, it automatically identifies malicious users based on
o W characteristics of user traffic.

o Configure now

4. TERIE AR BRI, AT DU T a4 B N EVRPERT URL A, A IRIR.

Bot analytics X

Threat intelligence module Al evaluation module Bot flow statistics module Action setting

Add to allowlist Q| o

5.7 Al SREE DT, AIANEAE K URL 4458, SRR 0L S5/ [mIRNE S5 B RIS 2@ A Dok 55 i 2k, Al
MR URL 19 Al SRS 44 58, JRE S0 IREE R

PiHA :

EAE Al Sl 7 BOURZI0 AL SREEREER, AR AR A (E F A H

SR :

12 M S DR Y

PR © SRS AL,

BIE URL : Al SRESHIITEEETE, 5200 Al SRS IS 045 3

RNFFX - AlLRIS A BREYIT L, FFEIRASI, T ALRIS AR, 78 URL vt AL SRS 44 B0, Al BRI
RASEINHE %, H BOT -G E B EMER . B REGTTTH TIE M,

6. FCESERAIRIEAH K ECE 2 J5, B RECEDT, i Al SRESELEREY

RN R @ BRI R (sd) ARTERH] #5119 3420071
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»

o BIRIEXIZZFITIE Al REGHRLLL

Al RIS E SR

Al RGiEET BOT MRk BOT Kk =iz gk, Al @ BOT MU &mAFisi i BOT,
IR BAEEMIEL TITE AL RIS, FH Al SR B4 SRk B LSS R,
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B R
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ARSCNIENEH BOT i & B R RE AT H B B IR, IZDIREMIEIE UL = RN Z 2L R EHR IR,

Frdsd SENEIE 1P RS, SREET oAU, B XA, FHEREIR BEEa0 1P, IDC BYVIIR], RN EREHAIER
TERFFE, frook BBENCR, ofmzUeR, (B, f#E, BrEEFEXRIH,

GIEE=SEs

WgsK Web RZFIB: K K BOT it & S FHAE T, F HETJTEHE A WAF 3% BOT 41 %,

B 1L E

1. %5 Web NP JCEERIG, EAMISHiREH, EFEEEHD > BOT 5% R 2,
2.1E BOT G\ %20, /& LAERfREirmEss, s BOT B,

BOT c

Rules SaaS Anti-bot workflow

Bot management rules View traffic Enabled modules Custom rules

© & & 2
3 4 rules Al traffic Client risk

identification

Bot management

B IERRKEN, A EM BRI RIERCE, AR E AL E T,
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Bot analytics

Threat intelligence module

f -_!__‘ _ Combined with Tencent's years of security experience and data, it p
<% ipielligence beloing solve dictributed bot attacks efficiently.

() Configure now

Al evaluation module

'\ / It applies Al models, built based on Al technology and Tencent's ex;
fighting illegal activities, to quickly identify malicious requests.

() Configure now

Bot flow statistics module

\aﬁg ' Using big data analytics and statistics and Al technology, it automa
& 0 based on characteristics of user traffic.

() Configure now

4. FEREMEIRBCE DT, A DIECEIRBITUT X, BRI A—8 0TS/ K AR AT X

HAFTE - BBRaIHE b)) BRIEENH #5122 $£20071
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Bot analytics

Threat intelligence module Al evaluation module Bot flow statistics module Ac

IDC network

Enable all Disable all

IDC network type IDC network description

Aws The IPs belong to the AWS (IDC IP) IP library, and are often exploited by attackers to deg
Azure The IPs belong to the Microsoft Azure (IDC IP) IP library, and are often exploited by atta
Google The IPs belong to the GCP (IDC IP) IP library, and are often used by attackers to deploy t
UCloud The IPs belong to the UCloud (IDC IP) IP library, and are often exploited by attackers to
Alibaba Cloud The IPs belong to the Alibaba Cloud (IDC IP) IP library, and are often exploited by attack
Baidu Cloud The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attacker
Huawei Cloud The IPs belong to the Huawei Cloud (IDC IP) IP library, and are often exploited by attack
Kingsoft Cloud The IPs belong to the Jinshan Cloud (IDC IP) IP library, and are often exploited by attack
pubyun The IPs belong to the Baidu Cloud (IDC IP) IP library, and are often exploited by attacker
Qing Cloud The IPs belong to the Qing Cloud (IDC IP) IP library, and are often exploited by attackers

SR ¢

—RIFB/ XA . IR/ KIS EZER T AR %,

IDC 3B © P HJE TR RIEAUNY 1P, 33 1P B W AC R A T EB TE A P s A R, TS BB S P
o JHRIIHITE, B ETRAESCR IR B it IDC #9751,

HAFTE - BBRaIHE b)) BRIEENH #5123 $£20071
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B R E

BOT #laz A @ ZETREIN L MBI LB G, 455 WAF SCRHGTI AT R 1P I 1P MEATEE & 04, Sy
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IR
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M2 CRE © E TSR 2R ME R A EMEIR, X2 1P SR /R R, ARPOERE M-, JTEL
WAITE, B ERESCRER IR B ST E 2@ E i BOT Hlés AR AT,

AR | BINE 2 EPE RN ST HR A 2 MRS T O BGR IP ERE, RIS, EPME RSSO
TSR B IS THZE 22 B i h R 28 A QB 5 ) P

ISHRE  IAIZIBIRIRERY IP R — BN WA S AL S RS, R, #FEERdS. TR RS,
MR HLRE IR AR B S T 2 BUUME R K S 528 S B 175 1]

5. FLESEEM R 5, Sl REE D, AR AR

; Eﬂﬂ%@i%‘l‘%i‘lﬂﬁﬁ%o BT IR BB FR 2T B ATE R, JTE X RIRBIIUS RIRGEIR B EHME R
IDC W5, FHARAARINBERE,

ToC Mb.55 W f a7 41 B 1 e £

Bk

ToC &%t - 2C HXREAFE, HFLSFEMEE IPAS IP ki,

TR

oS TEAEEERE D, [T IDC MR A, B EIEEONRENZ NP INES,
k55 56 VE EERE I RTRE MFEE IP/IDC &1L,

o L O P22 M IDC K2 7,

53

x5

FEE YR

1. 91 B B EIR T X

2. HE X RIERIGHCE M ANALIRRBIR B 3 IDC #Ii5H,

3. HIE X RHRIGHC E |42 it/ NV 55 IDC bR TEERRAE, ERMRMEZ 2REIT, BERLS5HI AP
BREEE, LSS,

4. APP /i SRR A, AHLIRA,

ToB M55 Wk UM E 1 I 1 A SR
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ToB V554t © 2B A RE LSS, &S5 FEM IDC/ENLH Ok, DBAGRITE NS 1P 1P,
R

oSS AR ER O, IR R IDCI K& Tial, BT REIEE ORI Z IR ES,
kS5 HH SR I LR LM TE IP/IDC &2 ],

ROy A S TR P 2 M ARSI ]

EFE

1. P B EMMEIRIT %, FRESS T IDC RYTF RIE N K M,

2. HIE X RIHRISECEM AN RBIK B3 1P BT,

3. FE SCRTE RIS HC IE [ 18 52 1 kb NV 55 IDC sl TE R AE, fEMPRMBS Z 2B T, k558 AP
TREEE, LSS,

4. A N ARG OUE A, AHLHGA,

RN R @ BRI R (sd) ARTERH] %5125 3£20071



@ EEI:HE Web 57 Fi B K 3%

ol BTN E] ¢ 2023-12-29 14:43:31

ASCNIES 4 BOT & EERAVE RE AT PR BESTIH BRI D REI B, BT REAE ST R TR REROR, R
FRPEHRNTRERHE A 3772, X IEH AP ADEER .

GIEE=S A

WSk Web RZFIB: Kb Ke BOT fiii S EELE T, H HFTJTEMRA WAF 5% BOT 4T %K.

B P BC E

1. %% Web PG RIS, FEAMISHiREHh, EFEEEHD > BOT 5% R L,
2.1£ BOT 5\ &% 20, /£ LAERFREirmEs, widiitE BOoT BHE,

BOT [ < lv [B) Hands-on tutorial
Rules  Saas Anti-bot workflow
anananan
Bot management rules View traffic Enabled modules Customrules . inteligen o
jo)
i © & & 2 B O e o & &
3 b e omm cmmme e Mo .

identification

B.fERJRIRES, MRS IR RIEECE, ARSI E T,
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Bot analytics

Threat intelligence module

Combined with Tencent's years of security experience and data, it provides high-reliability 24/7 threat intelligence, helping

L |
— solve distributed bot attacks efficiently.
() Configure now
. Al evaluation module
\ g 0 It applies Al models, built based on Al technology and Tencent's experiences in controlling risks and fighting illegal
. activities, to quickly identify malicious requests.
() Configure now
N Bot flow statistics module
\'a‘ ) Using big data analytics and statistics and Al technology, it automatically identifies malicious users based on
1e jsli ffic.

Configure no

4. FERREGTT DU, AT DUBCE AN FRHIE AR 52
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A BT

Bot analytics X

Threat intelligence module Al evaluation module Bot flow statistics module Action setting

@ A higher detection level indicates a higher detection rate with low detection accuracy Don't show again X

Name/Description

Mode

Last modified ¥

On/Off

Average speed o Intelligent recommendation Loose ()
Average number of sessions per... Medium Strict
Session duration o Intelligent recommendation Loose ()
Session duration Medium Strict
Total URL types o Intelligent recommendation Locse ()
Number of deduped URLs in a s... Medium Strict
User-Agent type o Intelligent recommendation Loose ()
Number of deduped UserAgent... Medium Strict
Cookie type o Intelligent recommendation Loose ()
Number of deduped Cockies in ... Medium Strict
Referer type o Intelligent recommendation Locse ()
Number of deduped Referers in ... Medium Strict
Total sessions o Intelligent recommendation Loose ()

Total number of sessions Medium Strict

SR .

SRR/

Referer #i2 © @i it X 1HTE K Referer ZEGHVEH, @3S ARIEHRARHIBIE, K H D N AR BER T
1 3K,

URLAIZE @ ke ATHIE R URL REESRER, N ESFIAR HEE, A 8 O B S S E R 177 15 3K
UserAgent #2k : £ 1 &1515 K UserAgent ZEGHVEH, @it NREISEHRARE HIBIE, A R O RS2 B R
Vil K,

CookieffiZfs : fHiA1HIE K Cookie ZHEGHVEE, @i NRIZEIAIRE L BIME, K HHE R R SRR SE R 7 A E
RTERTE K RTERAENRVTREL, AR FISE RS BE, A HRE R N S R BB R TR1E 3K
RIEVERE KRGV R, A L X, N E SRS EE, A H R N R S R E Y
[ERER

VEFFELIN ] © KGH RVERASEIN R, S AN [F AR BUE, A HRE O R S8 % B E Y 75 [A]1E 5K

R L R ER AR R EIME,  BERE R 5SEY 17 [ K7 51,

RN R @ BRI R (sd) ARTERH] 5128 3£20071
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R HF g, KRS, REREEART TR

SRR, MRS, RHRERTRE,

BREHERFIOVIEINZ 2= BOT i EHLET H st S Wsh B Se i B s U AE e 2k, %A R AE BEAL
HRE Z RIBE 4 AT SG Y BOT &% B ok,

MUK AT S Bk A S AT TR 2R, KA HIUS, %A I otk BOT 3 8UEL,

5. FLESEIE RESIHAH KL E 2 J5, BRdiRAcE T, ARt Ry

»
. IR 20 P B RS LS,
HREGUI IR KR

TR RESTIHET BOT X AR R LN BOT KE K EM EARRSE, AP A IR TR, Kt
FBAEAEMITEN P EEREST, FORMISEIORE N B REHETF
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SIETL B

BT N ] - 2023-12-29 14:43:44

1. 5% Web MBI KRG, FEAMSHiET, EFEEHD > BOT 5kBRL,
2.1F BOT 55L& 2TUH, /£ LAiEFRENrrEs, Hi BOT B,

BOT M

Rules SaaS Anti-bot workflow

Bot management rules View traffic Enabled modules Custom rules
Q ~
0 1 rules

All traffic Client risk
identification

3. 1 BOT EH UM AV FIRZIERR, BfifLEsES 7,
4. fESNMERE DT, M RLEEECEANFRSERRS, D3 E RIS R A RGE RN R 0 BB, REHR
5373 ) R T A
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Bot analytics
Threat intelligence module Al evaluation module Bot flow statistics module Action settil
Set scopes
tcope All scopes
Set actions
(Zl Loose mode "E" Moderate mode @ Strict mode

Action distribution ()

B Trust @ Monitor Redirect I CAPTCHA W Block

Score (0-100) Action Tag
0 - 35 Trust v Mormal traffic
35 - 90 Maonitor v Suspicious bc
0 - 100 CAPTCHA v Malicious bot

FEF R

HERIE | HAlXR— 1> BOT = T, X2 ENER,

ARTERE R ALREVERN B TEREMN MR, e ARCEENIR, AU ARER E A R D B,
R EE R 7],

BRRE AT, hEs, T, B R PURBONEER, SR, e, R =AY
A, o illREE BOT AT E PR N ARG ERR R BOT HIHER IS AL B HRNE, X =Rt sCaT it T e

K, BSUE N BE X,
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SRBRE | DX S AECH 0-100 57, FDSEEILATLIRIN0%, BLERY 2 BIX BVE R AGTE, 758
FAEE, DBIXEIRERNZE, WERZER, 2205 BB NE,

BERE © rNLERNGEE, W EER (EERZERFEMEE URL) « ANURSI (RIER) s,

WAEIRE | n[LE N KAF BOT, SEE BOT. IEHTRESEEM BOT,

KEF BOT : BRI R A 47/ &1 BOT,

ML BOT : B HIZ A MJETT R BOT, (BRI H X PS5 2 75 H 2,

IEERRE AR E N E R A2,

R BOT - AR = A R &/ R)1E KA 4P BOT,

5. RESERG, PR A T A RIIBIRAE, BIRTAERK,
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BOT iii& ot

BT N ] ¢ 2023-12-29 14:44:09

TRlER
BOT I & BRI RERE S A L 4F BB ML 28 AR HEA TR R 202, HoREGT M IR & S RS, Bla0 © HoEiERE|
BRNIAR AT R 5 BRI RS i 5 BT R RN, 5 ISR N 5 72 S LI R SR 5 WA T B L 88 A2 e TG
SREVEIRIEFE, (5RME R SR, FNMARZISRAER ARG, HER) NIEFIET,
BOT I /Al REE BOT IR B IYEUE, RILUE T ik, JHIFE 7 BOT ME DIV Z BOT #0
WG I, POESEI Y RTRAN BOT 726t %s, @k, BOT 1§95, 1#K&E TOP Gitt bk URL 52 EN
%= URL %1155,

(A

1. 85 Web PGSR, TEAMSHTE LR BOT FEIH.
2. 18 BOT & opr oiim, Sdi/e b effsld FhfE, Wi EEErERY,
3. TP IF TR ITEIL T, Adie LAERIE, RPEEEXMIEAE BOT GAk35 L2,

Bot Traffic Analysis v

Bot Traffic Analysis Bot traffic details

View configuration ] Today Yesterday Last 7 days Last 15 days 2022-10-21 00:00:00 ~ 2022-10-21 10:24:24 t

4.1 BOT i ot odm, A LOEE I AIslfikds, SRR B R,
WS TEE RN TR, ERE MR EERN RVEE AR BOT B 8RB,

Bot Traffic Analysis v

Bot Traffic Analysis Bot traffic details

View configuration Today Yesterday Last 7 days Last 15 days 2022-10-21 00:00:00 ~ 2022-10-

i YT RIEESR, WL BOT ME AT IEEs, TR IRAR R N S A T
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Bot Traffic Analysis v

Bot Traffic Analysis Bot traffic details

View configuration Today Yesterday Last 7 days Last 15 days 2022-10

Filter

Domain name v Please select v

5. fEE AR, AIEE LAY (FNEeRE) 1 BOT fEDEIEAN BOT K1EH/RIER.
BOT fiir2ta | #MRaNERCE A KB EIRREE BOT S0 BT AR BB 702, X — D5 R s i &8
KIBATHT 0 FhRId, BoRElE nIE BB,

Requests Actions
- 2022-06-11
Normal traffic Uncategorized bots Friendly bots Suspicious bots
== Normal
== Uncate
6021 times 0 times 0 times 0 times — Friendh
Suspicir
== Malicio
‘||||II||I|||| Il

— Normal traffic — Uncategorized bots ~ — Friendly bots Suspicious bots — Malicious

BOT RG0S | R4 a1 A R T BOT G XK A6, AT RaRH P SRt i &S
fii, WP RILURIE&EE 10, fE"BOT R B E AT MAALE, REM DR, 26%E BOT iR
j(o
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Bot session scores

All 6021 times Jot score 0 times

above 80

div=Bot score 255core; Session count 2872 </div

— Bot score

6. i B ERYS, "EESENLTIES (NEeRES) ERRNEA BOT it &S HA i A KA &1
UL, DASCERE) BOT X ATHIE RKINE VAL ESNE G Lo

Requests Actions
Trust Observe Monitor Redirect CAPTCHA Block
2876 times 31 53 times 0 times 0 times 0 times 0 times

— Trust — Observe — Monitor Redirect — CAPTCHA  — Block

7. 1ES R SRR TOPS il JE/Rxt RN B BOT RIS AH X RHIEFT ST TOPS SHE R HEE, 5
THEIRZ AR, ST R P FLENEE N (I, B o A HERE, SRR NIERAE, %S HE el &k
EHIEE. SAdTREaEERR, T DURE IR X5 8 2.

RN R @ BRI R (sd) ARTERH] #5135 3£20071
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Top 5 exceptional requests
Threat intelligence module

IDC Advanced threat intelligence User-Agent type

2874

Web K7 I K&

Al evaluation module Bot

IP address Session ID URL

No data yet

8. fEIE K& TOPS SEit#eith, [Irxt M BN BOT HYRH RAFIE, Frgtit iy TOPS HE K HAEE, Suit Rk
mRoR, SZTEE A LR IE I TR 2, A R AR, RN NMATRAE, iR E 2 X B EAE R,

PR EHERR, T DU RO 5% Y5 SRR .

Top 5 by request count

Domain name Rule ID

-, : o
[

URL Request method User-Agent Co

/ I, 0 s
/de ‘ 20 Fra.

fowell- . ‘ 1

9. EZRER 45K, BR2E BOT liim2h URL %=, LUK BOT m&EEEX Hif TG E, ZRE

Access sour...  Session ID Region Domain na...

r wa

\1
~

FEEA

VTR - 17317 & R
RVE | BXERRIE,
HuIX 3R P
B 1 ViR,

IR L BRI (bR ARSUERT]

Request path

Action T Number... ¥  Detecte... T Bot score ¥ Bottag ¥ Threati... T In
@ Trust 10 Bot analytic... 25 Normal traffic Tencent Clo... th
& Trust 12 Bot analytic... 25 Normal traffic Tencent Clo...  tt
@ Trust 12 Bot analytic... 25 Normal traffic Tencent Clo... th

%5136 20001
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ERBEEE  U7AIERAY URL,

REEEFHE - BOT it & B HAL B ahE,

VilRIREL © 23EEL

KR © drp T RLE R,

BOT 8% | B/REIZRAHE T, HailiniER BOT 59168,
BOT A% | E/REIZRAUEE T, HailiniERa+ i BOT Fr&,
BRMBR © 280 BOT v B IR A Y PCELFR S

HEEIMRE | EREIRREMEE T, Maiyinigkarh e o s 75,
GUHRERE | B REIZRAHER, FEESR I RIURHE 75 1E
SRAMTME : KB BOT I EL,

B1E

HEHE  phEEFRSE, ATEENN BOT R HE,

BiBA

LB WLRHE,

Access sour... Session D Reg Dom. Requestpath  Action T Number... $  Detecte... T Bot score ¥
0
? Y @ Trust 10 Botanalytic.. 25
c
/ & Trust 12 Bot analytic.. 25
twa
/- 5 / @ Trust 12 Bot analytic.. 25
e

HEVEN | AHEBWNE, WAEEXNN BOT HIRHEFIHE,

MBA R AT MRRE, BCEME XSBCRTEE, BIRDRON R RIRI 1P A SRS 5,

RN R @ BRI R (sd) ARTERH]

stz

Web N B Kb

Bottag ¥ Threati... T Intellig... T T
Normal traffic Tencen t Clo. threat intell..

Normal traffic Tencent Clo. threat intell.. 3
Normal traffic Tencen t Clo... threat intell...

S
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https://www.tencentcloud.com/document/product/627/47799
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Add to IP blocklist X

@ After it's added to the blocklist, you can go toBlocklist/Allowlist = IP X
Blocklist\iew

Scope O Global

Permanent ~

RN R @ BRI R (sd) ARTERH] #5138 3420071
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BOT it 11

ol E N E] © 2023-12-29 14:44:47

HRiER
BOT Wik it 4 BOT Wik FrRRF VA, ML 1M T T BOT FiRt /TS 42 BOT Ky
MR, BSRABAIA RIS BOT 4)2685%%, LSS, BOT 940401, Wik TOP SibtbU% ul SR
i Bl FFATLUISE RN, AR RHVTIIRAT BOT WA, RBIRMRIVIFIRITNIRHE, LU Vil BOT
SRR,

1€ BOT FURtLEHI, AILUHSERINCIFE BOT Hs A HIAES, Hifk TOPIOMIVIIFI, AIRAR 1 RISRE, T
AT RS TR TOP0 RIS HNER, HORABEH RN 5 0, RN, LGB EmRaR i
PIRIP HI1E A,

GlE=SES

WgSE WAF FIsE BOT i & E 1 =1 5, JFE BOT &1,

PRI IR

1. B Web W BT KBS RIS, EAM SR IR BOT FEZHT > BOT HEIFHE.

2. 1f BOT EEIG i, fAdise A fiEe ThillE, EEaENEA,

3. 7€ BOT EIRIE T, nILOEM N RIEImEd, HRESMIRGEI ML TOP10RERER, FalLUbudit A
R HEH,

Bot Traffic Analysis v

Bot Traffic Analysis Bot traffic details

Yesterday Last 7 days Last 15 days 2022-10-21 00:00:00 ~ 2022-10-21 10:27:28 H |

4. 1EBOT i I T, AR IMIE, AEEERNE, BRI FJRA S DU .
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Top 10 source IPs

Sort Acce ] Access address

1 1 M
2 17

3 06

HEEBR

FEVER DU AR R, RIS RITR X E S an R (E R, HalLLEEEBVIREE, IEAE, R,
NEE SR, 2375 R A T PR e A

—
View access logs

Mormal traffic

Mumber of sessions

3753 times

| @
| )/JI Last request

Access address Policy II
Score

Exception feature  Threat intelligence, Intelligent statistics

FEEA :

IP bk 5AR%E © VRITERY 1P BRAlE B K an rh AR EAE B

RJE—RIERGT L VT AERE — X7 A, BOT TR H R AT 177 R] 0 B AR 24 w77 ) JXUR: I 1

RIUETHL T BoRBOL ) —RIESRTE, ZVRTRYI RIS E B, gttt 5460 BOT aifigiit a1
[Al,  HEAE R AT AR fol— K5 A 5 B 218

VIRE Y - R R I R4

FHAHE @ BRI IR B R,
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ATHRRER ¢RI — KRR BB, PR AESERIREER,

SR 1D ¢ AR TRl Y SR 1D,

EEVIMHE @ AlBkEE VIR ST, &E IRV R R,
y/I1SEZLSMEIEN AV IDN=EAL 2N

IR B L RLRRZ T AN A B B,

ANAN EE SCRIN » AT 5 TR TsE B 2 SCRL

#E BOT 54kt

TEVEIEDUE Y BOT 15705 5 betsidhrh ) onfE S rR RO TT RN B,  VilRIJERY BOT #01E & b5 BOT K570 70
fiio 3L BOT 1557704 AT DUPRsR & 30 5 T3 A PR A AR

@ s of the latest session times of the current access source are not ¢

Bot score distribution Bot action distribution

Trust

Observe

Monitor

2 84 1 times Redirect

Bot action

® CAPTCHA
® Block

#E BOT 2R

(ELEE TR BOT (EAMEh, R T HIE BOT ARSI E B, 1 REHEEA, BMERER. Al T
B, SRS, RIESEHES A, WIS A, AU R B F A SR E R, EPR R AR
REFIH T, HodiE b E i BOT,

ERAERER

TER RTEE R, R SRR 1P SRS R UM T E R, HERII4ERON G ID 4EER, FRER
[ TS
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Basic session info Request feature info Threat intelligence module

=

Visitor IP

Esiuc

IP type
1 Session

Average speed

2.33times/min

Session duration 1613.33minutes

FEEA :

IP LAt (258

VIR 1P - S HTT AR 1P ik,
YT ATV AR R ST

IP HBIX a5 AL Y E 5K

IP 27« LR AIJRAY IP 87,
IPFTEE © HHTVIRTRE IP FTA &,
RIGHEAHE R

RIS AT IR R — AR TP R,

B
RIGEIEL BRI AR BT — R X5 AR A R

Al evaluation module

Web K7 I K&

Bot flow statistics module

Total sessions

3761

NETEE RSB VGRS R, BA0h © /57

T FAE Robots.txt : ST AITRIERHTHI—RZIEGH, SRR S5 A3E Robots.txt SXIF, @& ViR SRR

RIS ANE R NI =T,

RIGFFSN R @ YTV RVRAERAT Y — R RIEH, Bl — R RIEHIVAHRFEEN K,

HERFIEER

EESRRHEE RS, B/RYETIEIHRAPIERFHEE R, Cookie 5. User-Agent {55, Referer (5. Query

(B

RN R @ BRI R (sd) ARTERH]

142 20071
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Basic session info Request feature info Threat intelligence module Al evaluation module Bot flow statistics module
[E]l Request feature info
Percentage of repeated URLs @  1Reference value: 0-1 Total URL types ® 1 M
Maximum URL depth ® 1 Average URL depth ® 1 Tot
[ Cookie
Cookie abuses @) No Cookie exist @) No Co
ookie validity @) 0 ost used Cookie @) Pel
U user-Agent information
User-Agent type ® e @® Yes
User-Agent type @ 1 User-Agent existence rate @ 1 M

Percentage of the most used User-Agents @ 1 User-Agent similarity rate @ 0
El Referer
FEUEA
EIsE S {F AT {RRVF

RIGTERH URL SR LEBI, HUEVERO -1, R{ELRRL
URL EHE Lt S, ETSRILE, EEGE EONRLIRE (RYE
KRGO THINT o

RIGTHRF URL REGHRER. =IEHERF URL KHE

URL f#2¢ w
- JE4EE,
URL B e SiEER T URL R/ NEG:, 21E 5k URL /M
X b

THRFHEE R EHEH,

RIEERH URL FURKRZF R, RIETERH URL &k

RL & KEEE
URL TR R 2R,
URL AiER URL (0 PARI0%, 21ERH URL T4

FIRHIE.

URL ¥& KIEERFEIVIFE URL B8 CREEH)

Cookie [EE. Cookie &M ZAARFERY UA {# FAERIFY COOKIE,
Cookie TE{EME 251 R+ COOKIE 51T,

Cookie E &

RN R @ BRI R (sd) ARTERH]

RIEIEKF COOKIE HYE & b, HUEVERO - 1.
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User-Agent {8 &

Referer {2 &

Cookie H#i=
HiF R 2/ Cookie
HIl R Z 1 Cookie LA

User-Agent 2%

User-Agent T#7E 1

User-Agent FERPEFERL

User-Agent i

User-Agent ALt

HElRZ 1Y User-Agent

HIEER Z 1Y User-Agent
bkt

User-Agent FH{EU: EE A

Referer & £ [t

Referer 1#1£ Lt

Referer B3¢t

Referer 2% i
HIF R 2 Referer

HiFl 2 1 Referer fYLL
il

RN R @ BRI R (sd) ARTERH]

Web K7 I K&

21EIE R A COOKIE BEIEH T rI LA,
RIHTE R HIRZ /) COOKIE,
RIGHERPHPRZH COOKIE 5k,
2THE SRR Y User-Agent 2878,

KUETER, KB HTTP Sk B2 & 171E User-
Agent,

RIGTHRA UA IBENL AR OL, EUEVERO -1, #54K
WElEE, 2EERE @ BT0.65 LY, el
0.92FL A E 1y 574

RIEIERH UA REJFIVEHE, S2RELRE (RIESE
FRE GG TR, XIEACE IP A5

RIEIE R UA INTFELLR, BETERI0 - 1, SSEREM
s RIESLERIEOUEITHIED o

ZUETERMA, HTTP User-Agent FE: IR Z 1I1E,

2UETERA, HTTP User-Agent 7Bt IR 2 HIETE R
IRIRE AT S EEHI,

IR A, HTTP User-Agent FEX IR ZINWE S H
IR KAV L,

21E1EKH Referer (VEE £ LU, HUETEREO - 1, XX
YR ARL, SEEUEE (RIEEEREE T H
W) .

2IETE K Referer 7L, BUETERIO - 1, XN
MRAER, SHEREMFER (RIELERIE T
W

2IETE K Referer HRLELA], BUETERIO - 1, XN
MARAER, SHEREMFER (RIELERE T
W

FER—2TETE RN ZMAE T UA #FHRR Referer,
21EERH, HTTP Referer¥ B ¥l i 2 MHE,

2GR, HTTP Referer ZEXH IR Z WAL K
1 5 bt
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Query 28 5 RSELL 2IEIERH GET 1EKRSE0 (Query NA) B POST i

KSE (Body M%) EELLHI, BUETERO -1, HRIEK
frlkg51E oL, HITSICE, SEEGHREUREE (R
PESLERE DO THIW)

DUEERHIRZ NS, O GET iEKk2% (Query
MNZ) 8¢ POST iEkZ% (Body W) o

BUMER

TERM AR TR, QNSRRI IP/21E 1D a7 B BRI X ER, RRERVIFTRE IDC BEEL K ar iy
B ERIE R

IDC P15 : ANSRVIHJRAVEEHEE IDC 1Y, RERYHTHY IDC FE.

MR AERVT AT 1P SR el & B E R B RN, =EIRE T R JREY MG R e R IR DR i FR AR
X MLETRE S

Al P

16 Al THET1%E, RERYRTRIGEIERY, S MEEN R EREE R 8 ELUON NSV RRHEE, BRNEIEREE
IERFERHEE. Cookie #H{EE. User-Agent mH{EE. Referer #H{EE. Query #HEE. 1E Al Tt Al
RS EERTO, BN Al PR &I 75 IRHES B
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Basic session info Request feature info Threat intelligence module Al evaluation module Bot flow statistics module

The Al evaluation module calculates a probability value of exceptions. 0" indicates no exceptions, whereas a bigger number indicates a higher probability.

[E]l Request feature

URL duplication rate ® 0 (Probability value1) Total URL types ® 0 (Probability value1) Maxir
Minimum URL depth @ 0 (Minimum probability valuet) Average speed ® 0 (Probability valuet) Quen
Session duration @ 0 (Probability value1613.33)

- Cookie

Cookie duplication rate @ 0 (Probability value0) Percentage of most repeated Cookies @ 0 (Probability value0) Total 1

U User-Agent

User-Agent duplication rate @ 0 (Probability value0) Total User-Agent types @ 0 (Probability valuet) Perce
User-Agent randomness index () 0 (Probability value0) Percentage of the most used User-Agents @ 0 (Probability value1)

[ Referer

Referer duplication rate ® 0 (Probability value0) Total Referer types ® 0 (Probability value1) Refere
Q Query

Query duplication rate 0 (Probabi 1) Total Query types & 0 (Probability valuet) Queny

Eregtit

TERRESEIT U5, RIS A 2R R, ST — K R HIKIO 6 MEREN % RFIE( B BERHIER 241
RS, DURIERIVE PRI RERIE N 2,

Basic session info Request feature info Threat intelligence module Al evaluation module Bot flow statistics module

The reference value is the average of normal values. The probability value is marked with a red arrow.

[E] Statistical metrics

Session average speed @ 2.33 1 Reference value: 1.89 User-Agent type @ 1Reference value: 1 URL

Session duration @) 1613.33 T Reference value: 1 Total session count & 3761 T Reference value: 10
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R RGP E R E IR H . 5 RS PR 7 5N 2 R S i R TEH 55

=1 ”;\*xﬁ " IO NN NN )
AT E# &, HHEERYREAY, BETINSIEZEENIRE,

Fk

User-AgentfiZt &4 HRTATEN User-Agent FZERHMEE IS5, # R1E User-Agent s & N 2 R
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HATRIGH URL MSSRHIEEMBLRH . 5204 URL Mem N SRR SRS
URL M i ERE, HHIBRLATRES, SHEUIRRIEZRHERIGYE.

YRTRIGHIRSIN AR E I 5. A RIEFREIN ) 78 U = BR ST RIS 55
FER, HF ARBEORERTRES, S8 IR RIEZRIEN G E,

E BIEERIDPSe/ € R R I=Rant Itz X M S F R S /€ € a IlIEN N B TEy £ D A Al
B, HFHRBRERNES T, SR RIEZRHER IR SYE,

ERTEEHIE, RERSATRIGEY Pt DURESD 1P kiR, JFahEd SativiamEes, &
B YA 1D B 51R) 1P #Y35TH H &,

PiHA :

YEE T RERE, FHARPEERIGRENANENELT, KERIIEEHIET,

Basic session info

IP address

34569
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Request feature info

Threat intelligence module Al evaluation module Bot flow statistics module Session management

Number of accesses Detection time
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DR 24 HTTP RFHEATREME O A RIE, TEIReC4E | IP BEARIRENRGE O 4 RILE,

IP BEARIGE, XFRRERTEHASERN P BEAZ AN, FRWEILE,

FEHEEAARIRE, SR HTTP HiSCIEKREEE. GET 8. POST Z%(. Referer Al User-Agent &2 MRHIEHE T
HE, BT RHIEPEBCRNRE 2 W PR R TN,

A, AIDASIE T AN R AR R EE T 2RV RAAY, AL TR
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NP B

FEITRN

1. 85 Web PG sl &, fEAMSHES, AEEESD > RERR, HAREHHIH,
2 EBEATUE, £ bR RENIIEA, Al 1P BAE, HEA IP BT,
3.7F IP BA TR, A nsbil, AN BT,
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Web Application
Firewall

Blocklist/Allowlist

. IP blocklist IP allowlist  Precise allowlist  Rule allowlist
Switch to R

QOutside the
Chinese

Security overview

. i 1.1.1.1 Custom
Bot traffic analysis

Attack Logs

Access Logs

Domain Name List

Instance
Management

Basic security

Bot and
Application
Security

Blocklist
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Add to blocklist

nd time = Permanent o Limited

Limited * 2022-06-15 17:55:42 m

FEHA

IP itdik @ SCRHMEE P sk, {51140110.0.0.108% FF05::B5 ; %+ CIDR & zUthdik, {5147110.0.0.0/165% FF05:B5::/60, fii
FATIRET bR, —XIRZEI201,

ViR -

VeI N ALL I, BNy IP Hibksl 1P BN e B 4408,

B NRG SRS @ EAAR10005%/8% . ILARE0005%/48% . TEALRR:200005%/48%, A IP Hulksk#&
IP B o F—SRHE

BUERE - kA ERERRE HIH,

B/ HEX, 50MFRLIA,

FARSE

1 AE AT, A AR RRENPEA, i 1P BB, A IP B HIH,
2.1¢ IP BA T H, RESARIE> SA, BiRE, RGNS ARIR,
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Import IP list '

Import

Parsing succeeded. Please click "OK" to impert 1 entries of data.

IP Blocklist P
Allowlist

Reset
Jife IP R4

1 AE AT, A AR ERERIPNEA, i 1P BB, A IP B HIH,
2 1E IP RABATUH, AT P Mk, SASHRIEPIVGE, (SN RR&EE, AhEERT.

Add address Delete all Import data Export all

IP address Source T End time Update time ¥ Rema

1.1.1.1 Custom Permanen t 2022-06-08 17:05:53 None

kR 1P BB ea

11E BT, 72 EAIERRRERrREA, i P RAER, HEA 1P B4 T,
2. 1£ P BABTUHE, SCRMIBREAS, FRor, ik, BRSRIENT

BAAS DR P Mk, A BREBEEE RS ROMIBR, S H B IMER A

BiAA

MBRIEREEIR L, BRI BEAE R
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Add address Delete all Import data Export all

IP address Source T End time Update time ¥

1111 Custom Permanen 18 2022-06-08 17:05:53

oy IR P stuhk, AchBRSAE, S REIANER
HiHH -
MBRIEREEIRE , BRI BEAE R

Add address I Delete address Delete all Import data Export all

IP address Source T End time Update time % Rerr

1111 Custom Permanen! t 2022-06-08 17:05:53 Non

A BT TERIER, S TR AR

TR

FHERRY ARG TR IP BAAREE, EEESRE | MRS AR E, SR aEERL
3. ETRIANMER g, e, EaTiERML,

S Hi e ER IS R
4 SRR, e ARG, P BEM, A P B,

2,75 IP SBAL A TUHE, AR 1P #ulbRS 1P HEfTORIE, oo b RIFARIER I 0 JE0T 1P AT

Add address Delete address Delete all Import data Export all

IP address Source T End time Update time ¥ Re

1111 Custom Permanen t 2022-06-08 17:05:53 Ne
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Add address Delete address Delete all Import data Export all

IP address Source T End time Update time ¥ Rema

1114 Custom Permanent 2022-06-08 17:05:53 None
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Blocklist/Allowlist v

Firewall

Switch to new IP blocklist  IP allowlist  Precise allowlist  Rule allowlist
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Chinese

Mainland
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Security overview

Bot traffic analysis
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Management

Basic security
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Security
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Add to allowlist

nd time = Permanent o Limited

Limited * 2022-06-15 16:49:29 m

FE A

IP #iudik @ SCHRHMTE P sk, {51140110.0.0.108¢ FF05::B5 ; % #F CIDR &=k, {5147110.0.0.0/165% FF05:B5::/60, fi
FATIREA T bR, — X220,

ViR

WA ALL I, RINAY 1P HbhkeR IP BN 2RI E 48,

B MRGHRSERTHIN - EPAR10005/48%. ILR50005/48% . HEATAR:200005%/18%, A IP Hihkoi#
IP B o P — SR

BUERTR @ Ak AERE R E H 3,

B HEX, 50N FRLAIA,

SARGE

118 BB, 72 BRI RIEA, B P B8R, #EA P F4 ST,
2.1F IP B4 HTUH, RESARIE > SA, WG, REHEIANSARIA,
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Import IP list »

Impaort

Parsing succeeded. Please click "OK" to import 1 entries of data.

IP Blocklist P
Allowlist

il IP 114 4

11 BT, BB Es, Bl 1P 558, HEA 1P B4 ST,
2 1E IP A BATUH, AT P Mk, SAdRIEIVGE, (BN R&EE, AhEERT.

Add address Delete all Import data Export all
IP address Source T End time Update time ¥ Rema
1.1.1.1 Custom Permanen t 2022-06-08 17:05:53 None

MRS 1P H44 5

1 AE BT, A AR RREPNEA, i 1P BR8, #A IP B HRIH,
2. 1£ IP B BT, SCRHMBREAD, B, eflithhl, BASRIEATT

BAAS DIEERRA P Mk, Ao BRIBEE SRS ROMBR, S H B IIER A

BiAA

MBRIEREEIRE, BRI BEAE R
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Add address Delete all Import data Export all

IP address Source T End time Update time ¥

1111 Custom Permanen 18 2022-06-08 17:05:53

oy IR P stuhk, AchBRSAE, S REIANER
HiHH -
MBRIEREEIRE , BRI BEAE R

Add address I Delete address Delete all Import data Export all

IP address Source T End time Update time % Rerr

1111 Custom Permanen! t 2022-06-08 17:05:53 Non

A BT TERIER, S TR AR

TR

FHERRY ARG TATEWN IP BEAAER, EEERSRE | MRS EERKE, SRR
3. ETRIANMER g, e, EaTiERML,

S Hi e ER IS R
14 SRR, e ARG, B P BB, MEA P E T,

2,75 IP FALFATUH, PR sRAE T 1P BulERS P HETORIE, oo b RIFARIER IS 70 JE0) 1P HEAT O

Add address Delete address Delete all Import data Export all

IP address Source T End time Update time ¥ Re

1111 Custom Permanen t 2022-06-08 17:05:53 Ne
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Add address Delete address Delete all Import data Export all

IP address Source T End time Update time ¥ Remz

1114 Custom Permanent 2022-06-08 17:05:53 None
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NGV H 24 B

1. 265k Web N PG AR &, fEAMSTES, ALEEHD > REGH, HAREAHATH,
2 MEBAARTUE, £ LAERRENIFIIESY, Rl MR, HEARSIER BT,
3. TEFEMEI Z BATUH, S ENANMIAE, 55 SRS I 1 4 B

IP Blocklist [P allowlist ~ Precise allowlist  Rule allowlist

Rule D # Rule name Match condition Allowed module T Creation time % End time

2019-04-30 00:00:

4 TERINKSE A 2 R, MOEM X SR, SliE.

PiHA :

Web [N B K35 (1055 0 1 4 B SR PR SR A T — I BT 1P Y3 AN SR FRATTAT DAFE PERE A i AR E
MEx (41110.10.10.0/24) ,

5. WEINFINRF 2R, RERFER IP 1Y HTTP JiRIE R 2 28T,

I pE A 14 44 B

1.7 B ATUA, e R RN RS, il R, RO A ST,
2. TEXEIME 4 BADT T, JEFEFTTRALN, B cigm s, 5o g B R 1 0 B
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IP Blocklist  IP allowlist ~ Precise allowlist  Rule allowlist

Add rule

Rule D % Rule name Match condition Allowed module Y Creation time ¥ End time

3. TEARHR NG HE O 0 g h, (BUUE X2 E, HhERT.

il Ee R = B AR

1R BB A TE, BRI, il FRMER R, AR S A U,
2 EAEMECI AL AT, JEREFTTRAN, SRR, S Hmai MR,

Add rule

Rule D % Rule name Match condition Allowed module ¥ Creation time ¥ End time

3 IEWINMER e, SiRERE, RIATHHERIZRI,
HiHH :
MBRIEREIEIR R, BRI BEAE R
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BRI IR

1. 865k Web N IPGJCEZERI &, EAMSHES, ALEEPD > REGH, HARAHATH,
2AEREALATH, /2 bMERTREFIES, REANEAE, AN E % AT,
3. TERUN A B DU, A ANAmARI, 54 HAS N 9 4 B e

Blocklist/Allowlist v

IP blocklist  IP allowlist ~ Precise allowlist ~ Rule allowlist

Add rule

Allowed rule ID Match method Match URL Oon/Off Last

20 Suffix match 123 [ @) 202;

4 TERIIFLNISE S v, BCEAE X2, SRR,
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Add to allowlist

methoc Exact match hd

Back

B ULHA:

HOEFLN D @ EEFREEIERN D, —Z&KIEmIiInERZ 1070 1D,
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BIEERXEHNEETOPS
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PERAPIE RS _
4 THEAPI vB |

BOTERAXKFE

213 razsie i

APIZZFIFRRFE
223 rassin a2

— BRAER Mess By
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BiAA
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RS TRHE, XFFAAFAE T,
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2. EHEAEWIR, MWATLURIERE, LA, B, B2, TahfE, WSFR N R4EESEER, ik
EE W HE,

All attack types v All actions v All risk levels v Last 1 hour v @ 2023-04-28 15:05:22 ~ 2023-04-28 16:05:22 [7)
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HEE ek RS,

3. IRE eI, BTN, HIRTEERRINER.

All attack types - All actions - All risk levels A Last 1 hour ~ @ 2023-04-28 15:05:54 ~ 2023-04-28 16:05:54 E
‘ 1 host : ™ m"
2023-04-28 15:20
== Total logs 1
of attacks 144times  Number of logs 80rules  (3) == Collection interval 1 minute
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Customize field
Please select Selected(11)
Q Fleld
Field
Logging time
LOQOIr e
attack_ip
Log data
status
attack_area
i
attack_ip method
status uil
B method
domain
- =4
attack_type
rule_id

2 AEE HAS BRI M, SRS FER, mIPEEBRNGRRENFT, ST BUEESE HETH &
b, PATFBE, PRI S % T BRI A K H

IR L BRI (bR ARSUERT] 55171 3420071



Raw data
Q = Logging time 1
v host » 2023-04-28 16:05:26
w om 100.00%
» o > 2023-04-28 16:05:26
b attack_ip
b attack_type S 2023-04-28 16:04:35
» rule_id
»  method »  2023-04-28 16:04:35

» user_agent

b risk_level

3. fE HEBHRY IR, B

» 2023-04-28 16:03:45

attack_ip

101.32.242.117

101.32.242.117

101.32.242.117

101.32.242.117

101.32.242.117

status

Block

Block

Block

Block
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host I - I 2023-04-28 16:05:26
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b Log details

» attack_ip

»  attack_type

> rule_id

»  method

» user_agent

> risk_level

*  status

»  count

»  domain

» pan

» domain_name
» attack_time

» attack_place
» action

» ipinfo_nation
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»  ipinfo_city

»  ipinfo_state
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Download task
No Task name
775003 1

Total items: 1

Total logs

Downloade...

3. TEQIEE T UL S5 e N A ERES B, eI A T,

Create download task

dasK name

Mote 1. You can only create one download task at a

time:

2. Up to 1 million logs can be downloaded at a
time. If you need to download more than the limit,
we recommend that you create multiple download

tasks

Cancel

Download ...
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Creation ti...
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attack content WEHENR @ &R NN A,

http_log 5% HTTP I8 R R 5 ST H S S - @& IR hitp 15 RIVATA http (55
headers PIMSCRIE R © ldE B E SCRHRE R

rule_name FUAAFR, BRI,

count Wi &R, MRS P RISGEZERY, FA0R AR REGL R
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ipinfo_isp it IPBEER.
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Add domain name v v

Protected origin-pull
Domain name/Acces... T Instance information @ Instance ID/name Mode T gin-p

Bot
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Access Logs All domain names v
Log Service Q
.
Today Yes 3

Total results: 72, ppy ..

SAEHEIRSS T, A bAFERHECHEMARIES, A0 THEER, FIBEE Web N HFG KT 2G0T
Eo

Filter search «

Access Logs All domain names v User

Log Service

Yesterday Last 7 days Last 30 days 2022-06-16 00:00:00 ~ 2022-06-16 18:40:34  [7]
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Configure log storage X

EHWHE

1. B85k Web N IPG s S &, fEAMSHTE, ©E SRS > HEmRss, WA HERS .
2. fEHEMRSS v, A DU, STIERRAEARE RS HE,
PROERER | TR IN A PRI 2R

Access Logs All domain names v Used

Log Service

Vesterday  last7days  last30days | 2023-05-16 00:00:00 ~ 2022-06-16 184234 5]
Fiter search

SRR L ERETR T BRIRERY, MATRENRS, BREEE, BN TEON B TIE, R
B RR L,

Yesterday Last 7 days Last 30 days 2022-06-16 00:00:00 ~ 2022-06-16 18:42:34  [7]

Filter search

v v
Total results: 7
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OK Cancel
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Q
, HIAJEH,

Today Yesterday Last 7 days Last 30 days 2022-06-16 00:00:00 ~ 2022-06-16 18:42:34 [

Statement se v

Field name (key)
Total results: 7
method referer

TRET1F Wi

AND “EBERRRVETT, I level:ERROR AND pid:1234

OR B VB ERVET, Bl level:ERROR OR leve:WARNING

NOT “SEMBRIETT, I level:ERROR NOT pid:1234

TO O HEERERF, B4 request_time:[0.1 TO 1.0]
515, SIH—MEERH OIS E—DEEKIRA) |, BI40 name:"john Smith”
BZ, RREHTI key 7B, BIRHERSR, B4l level:ERROR
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0 SYRRIERY, PERIBEEE RS, FI4] (ERROR OR WARNING) AND pid:1234
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\ XIS, #%YENTFRERRTESARE, Hl4 url\Vimages\Vfavicon.ico, A1AARAH % W
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exists _exists_:key, R[] key NZERI(E, 5411 _exists :userAgent R userAgent
- - BENER
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Show fields
_source host
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Text method 18411
Text schema
[ ]

Text host ‘ 2695
Text |
e hy: m 2695 .
Text client
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Numeric value upstream_status
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Text user_agent
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Text referer
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Field details JSON

Basic information

Domain name ‘waf.com
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domain FT@ iz

TRSRFERS, 2P IiE KA E] Web B K ST Web I B X sl 6] 75 22

request_time

]
uuid HTTP 1&5KME—HRIN
schema ERPMY, HTTP Bi# HTTPS
method &SR IT i,
url TERE uri, &P msesEREEES, B EHE R Z RS
host &P i KIS
http_user_agent TEK UA
headers HTTP &R 1L ER
upstream_status PR [E125 Web B FH B K5 i B2 AR 2SR

Web 87 FH B/ K 5830 5] 45 725 F i O A 7 R 250
CLB - WAF IR75H15624 794218, 6000 1EH

status
SAAS - WAF IRSHS403 M8, 200015
body bytes sent M 7 AR/

upstream_response_time % F s K MIESG IR [E1E] Web B FH RS K 358 75 Z2 I E]

ip_info.country ESPN
ip_info.city g
ip_info.province Hhy
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TR D BANBERTERK, A LAY ERa] DaREYIH,

Show fields

Time _source
_source

Hide fields
b 2022-06-16 18:42:02

Text method x_forwarded_for: domain: c06091.testwar.com

Text schema

schema: http

Text host
tr
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Text client X [T

Numeric value status
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, USRI,

Show fields
Time $ _source
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Text schema
Text host =
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FIRERFBIG
T Vi
msec TSR &A= IR I TR) Y
schema R, HTTP 8i#& HTTPS
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host & FiiE kIS
ur SRI uri, %P SERRE R, IR — Y 2 IR
query HTTP i&3RIY Query String, RAKEN 1K
body 183K body #dE
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http_referer D]

http_user_agent 1H3R UA

http_x_forwarded_for HigEsT P A

cookie 1K1Y cookie [ER, WmAKEN 1K

upstream_status JER [E125 Web B B K5I RLR AR

upstream_response_time & SR MRS R [E1E] Web W FH B K 358 75 ZE A B TR

upstream_addr ERET M LRSS %5 1P

status Web N FH B K 355 30R [0 24 7 7 5 65 i o PR A

upstream_status PR R A4 Web B FH B K 55 B i R IR AS S

upstream_response_length AR S5 AR [ g e R

edition WAF AR, 47 sparta-waf,clb-waf,cdn-waf
TERBS

1. 856 Web PGSR, fEAMSATRES, SRS > BERS, A HERS UH,
2. 1E HEHRSS TUH SR,
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Hide fields
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Text host
Text url

Text client

Time $
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> 2022-06-16 18:42:02

Web K7 I K&

_source

X

ML MEUES T, HiEEES, WUEE TRESNF S, QENE, HEEREREE

Download task

Create task

No.

ey

H &AL
TR
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bytes_sent

method
request_time
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upstream_connect_time
uuid

upstream_addr
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2022

WifA

@28

WARL AP, elEmansk, By

P ITE R T TR
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host
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schema
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http_x_forwarded_ for
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body
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status
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HESSETIREM T 0S8R CLS (HiEMRSS)  CKafka GHERAS) , BhifZis HERIRENE, WeH
BYEIRR, HIEROE ST WAF 5 ZREFINY 2 E05 1R ST Bdds, P HFTREAE WAF £ 531 T s

Ao, Ba]Semdim SRt st 5aa kS5, AR EEPRE H568 7Bl 1822 T 5 HE,

BiBA

ANEE A HS oSN MBS R, 18 DORIAT BT B,

HEBGESHRF B HAE, ViR HERY (128 568, FHaaltE.

SERRGEE|CLSECKafkalVALE 5, TR ESEITIE HEBGEMH X HE, JTREGE H SV EGEE,

] HEHGEIIRERI I SRS TIREAFZE, LR EITE HEMRSS AR R LUT BRI HEBGE6E - CEBURYE

WHFREITE) .

HER#EE CLS

FG2E CLS HIAEMRSS F EHRATTE CLS HiEMRSSFH HAT Web BB KEGHEATHAL,

BiA

BT CLS HEMRSS T LAEHZBkEL 2 20 3R — 85 5,

1. 85 Web PGSR &, TEAMSHES, NEEFERTRIEE / WG HE > HE86E,

2. AIAREE T CLS iRss, 1B BIFE, BkH3| CLS RS MU T, THIE W CLS HUSIRSS S0k,
3. X WAF #5882 CLS IR%5.
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Shipping to CLS - Authorized

Authorize your account to access CLS, so you can ship attack logs to CLS logsets. Using this service will incur
changes. For billing details, see CLS billing.

° Shipping ? o Automatically obtain >
authorization storage objects

‘ Configure now

3.2 ARG, BkEEE CAM AT,

Service Authorization X

The features of other Tencent Cloud services will be used when you perform operations related to this service.
You need to create a Service-Linked Role for Log shipping and authorize it to call the APls of other Tencent Cloud services.

Role Name WAF_QCSLinkedRolelnCKafka (Service-Linked Role)

Description The current role is the WAF service linked role, which will access your other service resources within the
scope of the permissions of the associated policy.

(Preset) Permissions Policy  ‘QcloudAccessForWAFLinkedRolelinCKafka @

3.3 /£ CAM AN T, FERBREN, X Web MBI KA TIAL CLS #HEBHRAIR, PG B EIE X A7,
ES#E CAM EH Y,

3.4 M FERAS, PILURE HESE TR A G E, ERROS s 0S8, plmAeRElE, send
SLENRIER, B30I WAF HS5E waf_post_logset 7 X H01F WAF HE B8Rz HEZEH, HIEESI HE
55 P25
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Attack Logs

Log Service Log shipping

Shipping destination

Logset name Log topic ID Region ‘ Message queue instance
Go to CLS log search [2 Go to Ckafka [2
Usage statistics Note that the monitoring data is delayed for about 20 minutes and used for reference only. To check accurate billing data, you can go to  Billing Genter [2

Last 24 hours 7 days

— CLS log shipping — Ckatka log shipping

3.5 SER HE#GHECLS J5h, AR ITE HES6EmE, HHIEES W TaH

BiiA
ANPEBCIRAS 7 AT DL 252 T R BTN S W AT AL B

HE#RHEZE Ckafka

k=50

EMWSERERZ 1R A Ckafka 521, $&IESERR H S B KECE Ckafka SLABIHTH %

ARG A CKafka INFR 252 THL,

BRIED B

1. 8RSk Web RGP &, TEAMSHRS, EEHRBEE > HERSE,
2. IZI WAF 55 84E 2 Ckafka L1,
2.1 1F HERGBE T E G 2 Ckafka b B ENECE, Mo %,

IR L BRI (bR ARSUERT]

Shipping to CLS  « Authorized [ @) Shipping to Ckafka = Authorized
Autnorize your account to access GLS, S0 you can ship attack 1ogs to CLS logsets. Using this service will incur changes. For billing detalls, see GLS Authorize your account t0 access
billing, log shipping.

e e ——— e

Web K7 I K&

Ckafka, 50 you can Ship WAF attack logs to the log topics. If you want WAF to

Supported environment | Region

ship them automatically, ent

AL\EI:XLO

Mo
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Shipping to Ckafka - Authorized

Authorize your account to access Ckafka, so you can ship WAF attack logs to the log topics. If you want WAF to ship
themn automatically, enable attack log shipping.

° Shipping ? o Storage ?

authorization configuration

2.2 M EIERIG, Bk E CAM AT,

Service Authorization

The features of other Tencent Cloud services will be used when you perform operations related to this service.
You need to create a Service-Linked Role for Log shipping and authorize it to call the APls of other Tencent Cloud service

Role Name WAF_QCSLinkedRoleinCKafka (Service-Linked Role)

Description The current role is the WAF service linked role, which will access your other service resources withi
scope of the permissions of the associated policy.

(Preset) Permissions Policy  QoloudAccessForWAFLinkedRoleinCKafka @

Grant Cancel

2.3 1£ CAM AT, HAERIBEA, A Web KBS K TIAN CKafka BOSEBHREAR, HZAECS FBEIAE % M
B, 1E5%E CAM B IR,
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Shipping to Ckafka

Authorize your account to access Ckafka, so you can ship WAF attack logs to the log topics. If you want WAF to ship th
log shipping.

2.4 BFEERNE, AILORIEIH *?%Eﬁﬁiﬁiﬂﬂﬂﬂﬁ Mt CKafka $52 L B 54 % o
3.1t Ckafka BOBILEME Y, MEMXSE, AEEEN TR ACE,
SCHEIRGE @ SRR AR Eﬁélﬂz:alim’]?u—‘—? Ckafka &5 & Y= &h, FFRESTHEASISLBIAT IP 5,

Shipping to Ckafka X

Network access o Supported environment (recommended)

Public domain name

SRR SR EEFEI
o Ckafka R, THIE1ES SKHEINGE A CKafka AR 122 51, #¢ Ckafka
) CKafka HugtATAT F X, THEBAFI/NB 10 9 44 B ] DUE

HAFTE - BBRaIHE b)) BRIEENH %5193 20071


https://www.tencentcloud.com/document/product/597/44194
https://console.tencentcloud.com/workorder/category
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TH R BAFI S RIHIER T 521TH Y Ckafka 52451,
Topic ID/#F5 X R Topic ID 155,

XERGHEA WG,

RNIIRAIRA IR ISR A, JEEH RS SKBIA RIS, I AR SRS SL BT A i,

Shipping to Ckafka X

Supported environment (recommended)

O Public domain name

e eue - Q
SR FT SR
Hinds Ckafka X HFyHIER, 1EIE1ES I CKafka HulA1 ] H X,
THIEBAFI A5 YR{HIE T BT Ckafka SEHi,
Topic ID/£F5 X MY Topic ID 5.
BEL 8785 E YN XA LR IR
P4 SASL 44,
Y SASL %4,
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4. e HESRGEECKafka J&, FIRFATFRIEGIT S HESGEIRE, HIRTES UL ITE HERGE,

TFE H &%

L5ERK HABIHEE CLS 8¢ HIGIH 7 Ckafka &, FFERFTFREA/LHIITE HESSEIIEE,
BiA

Yookt HS DU BIAEE TR 568, (X AEAERR B DU RRAS SEBISCRT I Bt H S 1562,

Vil HEDUSR R TR 1568, ARG, S5 FBCE TR ViR H 568,

T BB B SaE

1. %5 Web NP JCETERIG, RS, EREsEhIEE,
2 TESCPIE D, AdisplaRs, muRMa,

@ Expiration reminders can be disabled at Billing Center when your billable items will not be renewed upon expiration.

Instance ID§ w: 21 Billing mode (¥) Prepaid-Premium Domain quota ———— 10 (2)/20 (2) Renew
& Upgrade
Instance sg-Default » Instance CLB Jof ps/2500gps
name type QPS quota 0a Manage domain narr

Bandwidth quota | 0.01Mbps/100Mb Add- i -
Expiration  2023-08-01 21:14:46 a P ps on services

time

Auto- @ ]

renewal

3. FESRBIER, B

ﬁE&%E%&%,wﬂ%ﬁ%%i%%&%a%&%o
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https://console.tencentcloud.com/guanjia/attack
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Instance details x

Basic information

Plan information

Domain extension pack Domains Domain quota

0 2/2 10/20

Purchase domain extension pack

Extra capacity package Peak GPS QPSS quota
0 O aps 0/2500 qs
Upgrade

Bot traffic management (:)

@

Attack log shipping (:)

APl security ()
FEVIR HSiE

1. 5% Web N IBG RIS, TEAMSHiETD, EREAEE > BEHEA,
2 AR AT, RS, BliES > HERGE,

HAFTE - BBRaIHE b)) BRIEENH %5196 20071


https://console.tencentcloud.com/guanjia/attack

A BT

Intermediate address

Domain name/Ac... T Instance information () Instance ID/name Mode T ® Bot API security IPv6
waf_2kw48r4s0009b7Ix RuleCbserve mode
sg-Defaultip Al engineDisabled mode () C’ C)

waf_2kw48r4s0009ci0v
hk-oldbot Ify

Rule engine: Block mode > » @ ]

B AEMPIREE I, MIETESCENER, REERE, BIAIJTE ST I H S80S,

Advanced settings

(0 Al access log information recorded helps ensure Don't show again X
compliance

Domain name

ance Total connected instances 1instance(s) associated with this domain
name

]
7]
B

1

Log shipping

Activate now

Traffic tagging (i) Upgrade

Remote client address transfer

The original client IP address and port will be recorded in remote_addr and remote_port

Back

IR L BRI (bR ARSUERT]

WAF T

Web K7 I K&

Edit Delete

C) Basic protec

BOT More

Traff

Req
Edit

‘) o Basid Log

BOT More

55197 #£20001
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IP &1f)

BT N ¢ 2023-12-29 14:52:01

ASTAFA AT 1P 26 RE A1 1P (5 ERIEHEIRAS,

IP &1

1. 5% Web N PG KBRS, FEAMSHiRES, Sdi 1P &Z#,
2 1E IP EifTUH, A bMAEFFRENIES, MAREEAN P, HiEA,

IP Query v
IP Query IP blocking status

G) You can query whether an IP is blocked or added to the blocklist/allowlist, and whether it

1-1-1.1

3. MEEIGRT, WEBEKN IP I, BEMARBRE, FTFHRIEESAE,
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https://console.tencentcloud.com/guanjia/tea-iplist

Search results

1.1.1.1 Block

2022-06-08 17:05:53

time Permanent
_atego Blocklist

nggersd policy name custom

Add to blocklist/allowlist

IP HEIRS

1. %85 Web PG ASPERIG, TEAMISHiRES, i 1P Z# > IP BRI,

Web K7 I K&

2. 7% |P EHEIRASTIE, PIARESEAY, MUGHRNE, 1P kb, QU RISA @I, HEEEATHERR P E

=}

JBNO
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IP Quer){ v

IP Query IP blocking status

G) You can view IPs being blocked here, or real-time IP blocking records related to CC, bot, and custom CAPTCHA blocking pe

Type ALL v Trigger policy IP address

Creation time Last 5 minutes Last 10 minutes Last 30 minutes 2022-06-08 17:09:05 ~ 2022-06-08 23:5¢

Deadline:  2022-06-08 17:39:03 ~ 2022-06-16 17:39:03  [7]

3. i FHREMESR, EFHidRHE S, AERHIER, rIIEBLREETSH,
iR -

AR SRR, FHATRELLENE, 15 ODERR,

% 51100005 8E,

A (EEWMAERYIRF, AIRTMBEIE, XA P # TR H#E,

No. Category IP address Policy name Action Creation time ¥

NaN Custom CAPTCHA 32347 Custom CAPTCHA CAPTCHA 1970-01-20 11:59:2
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