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customer—>>customer: FAMMEHAMZEHHMEESY (HS. SHIES)

end

customer->>faceid: EARAARZSEO (INZHFFREZFHCiphertextBlob, HIRMEIV. BXSH )

faceid- onsole: ZKENFA$H
faceid- aceid: fB#CiphertextBlob, IX{SXIFREEEH
faceid->>faceid: FAXITREEIHMEEERENE
aceid: &g
faceid->>faceid: FABPIEANRIXIIREZRLVINEIREE
faceid->>customer: IR[EIZIGLER
rect rgba (191, 223, 255, 0.7)
customer->>customer: FAMIAERLRIRIFRZETAIAL . IVREEIR[EHE

end
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https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/MobileNetworkTimeVerification.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/MobileNetworkTimeVerification.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/PhoneVerification.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/PhoneVerificationCMCC.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/PhoneVerificationCTCC.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/PhoneVerificationCUCC.java
https://github.com/TencentCloud/faceid-api-crypto-java/blob/main/crypto-example/src/main/java/com/tencentcloud/faceid/example/CheckIdCardInformation.java

O BHE

=F NEER RS AEERisse
TRERNSA
ASbREH A pkadFREE
AN ill e G kaa = |

FAMMERNENREESH (B8, BHES)

-

AR ARESED (MN=RITFREACiphertextBlob, MBEEIV, =TRE)

v

©
FEA

©

= CiphertextBlob, RiBIFRES

]

V)

FRAITRES AR SRR

VAR

BEFENTREENIVIIEIREE

EOZEESR

Y

+

A RRIREREEREN., IVREEEIEEE

=F NSRS NEER RS

5 AES-256-CBC #ix
hn#E RSA 28

M RSA 28: MWHEHIARIEINABF TR Base64 Decode, ABEMRAZIINE .
« & PKCS1

o R7FIEN: pem 8= Baseb4iwt3

o KE: 1024

bytes, err := base64.StdEncoding. (publicKey)

{
1

(bytes)
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& WifiE

(block.Bytes)

ERHREATER
REHE R 32F B IR EMMRRAUR16F BHAIREE, MEREBETA IV,

RSA 2HNEXRTRESA
{EF RSA X $AMBAIEERMAY WREH , BMBFRIEREFTH CiphertextBlob.

buffer := bytes.Buffer{}

bytes, = ESEL (rand.Reader, publicKey, key)
buffer. (bytes)

buffer. ()

InEEEE
[EFBREILE AR FIFREAANIIGAMAE , KA AES-256-CBC iz EHEEIE (HE. SHES) .

block, = aes. (key)

blockSize := block. ()

pkcs7 := func(cipherText []byte, blockSize int) []byte {
padding := blockSize - (cipherText) $blockSize
padText := bytes. ([1byted{ (padding) }, padding)
return (cipherText, padText...)

}

plaintext = (plaintext, blockSize)

blockMode := cipher. (block, iv)

ciphertext := ([1byte, (plaintext))

blockMode. (ciphertext, plaintext)

fmt . (ciphertext)

RAARZSEO

LABHME—EZX ( IdCardVerification ) #&O7fl:
[RiaEERN:

Jerification",
03=017,,
: "100822119610104046",

: "ER="

CiphertextBlob. IV. TAG. MERM®E . SHESEEHIITEM—IR Baseb64 Hi3:
o ERMITIRERA: 1abrmh7jz83awn4585vzujiyxbhiswsd ( 322 )
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https://cloud.tencent.com/document/product/1007/33188

O BHE

o HERERIMIEEE (IV) @ t9UFIQJU50BOUHhE26JLNXxw== (16Z75IV, Base644w3 )
AAMNZERERITRES ( CiphertextBlob ) :
eqB5H23bbNQGTxCxSHP+FaXy+LIfK2GJ8I19UxThikdezY1mGINQxS76J9rUa61W2jrm4j6eQ3909pus/Wk5zP6t48Gd8M6RHId17/pP
TnAVzjTwYZhy0yBvuyh7N73J5/fL2TSgJTMVi79urCC17C00YdyBsK+hP9blfzwxb3g= ( Base644%3 )
{EAMIRERMZEIdCardfIName, INBERIERSEIH:

o IdCard: H+ZwsBfYVgbBWaHStriUV2GFOWX7MzYyOXMWNKZjZjQ= ( Base6445i3 )

» Name: IS6BwWLE153MfBr639hqWmuUQ== ( Base64%#3 )

REMBEFIEROKES:

£ SM4-GCM #ix
N SM2288

I SM2225A: IHEFRIGIRENEIRI N AF TS Base64 Decode, AABEIIRIEZINE .
» 1830: PKCS8

o FEEN: pemit&XBase644Ri3
o KE: 512

bytes, err := base64.StdEncoding. (publicKey)
f err != {

IEGSIE bligTn)

SRRESETRR
BEN &R 16F B EAINTRERIAR 1 2F PRINERE, MBRERTHA IV,

SM22BInE &S
{EF SM2AANNZRIEAERLAY MFREH , SMBRIIEGREFTA CiphertextBlob,
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O BHE

o EERHEARA C1C3C28EHERR
o HURSBNEIRAT, 1I(EM PC=04/97550, BIRESE.

ciphertext, err := sm2. (publicKey, plaintext, rand.Reader, sm:

if err !=

return cipherText,

InSEUEEiE
[EFBREILE AU FIFREAAIAIGAMAE , KA SMA-GCM HizMEHEEIE (#E. SHES) .

block, err := smé.
f err != {

return ,

gcm, err := cipher. (block)
f err != {

return ,

ciphertext := gcm. ( , iv, plaintext, )
tag := ciphertext|[ (ciphertext) —gcm. () =]
ciphertextWithoutTag := ciphertext[: (ciphertext) —gcm.

return ciphertextWithoutTag, tag,

RAARZSEO

BHE—EE ( IdCardVerification ) #0Jafl:
[RIaEUES

CiphertextBlob. IV. TAG. NEFNEE. SHNESEESIBBEM—XBase645E.

o HFEHIRIERZREAS: 45¢3royvhyj6eavy (16575 )

o EpERIMIIEEE (IV) @ bIGEqJyU+8MIJO3u (12F751V, Baseb644wi8 )

APNFFRIFRER ( CiphertextBlob) :
BD1WkCZPN1Tn0jzNIZoHf1JHjBFDRRdVNnj9UVI9gETROO0+HhOJcQreZacgVyPgE+E40gDvtu5cttXslhztDV7uYJZmNdpFWnTnXtS
gjXFvOf2n48gNMu510Ung5+VrDN2SzY2D9cetiuOFktsJEzZTCs= ( Base644#%3 )
{ERXMRZHAMZIdCardfIName, INZEGHIERSFA:

» IdCard: 8qjVE9KEqW7R3x3Nd5AM5PDb ( Base644#i3) Tag: wMyiG6JUzj4CliZ+V5mqwA== ( Base644#3 )

» Name: JiRFz10/ ( Base64#wf3 ) Tag: msgrOgSfnMEK1ZzPtcaaFg== ( Base644%3 )
REMEREOHIES:
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https://cloud.tencent.com/document/product/1007/33188
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O BHE

HiRFi#IRSS1E5]

IEE#ATE: 2025-02-24 14:55:22

57FfiE (Cloud Object Storage, COS) RN RMEMN—MEFHISEXHNSHNEFRS, BT BE. BHF. ARR2Ein. BEiEHaS
B, AFAESE. REMEN COS, HITSEAMRILIE. THMERE, SIMSELIRFHMER ., BEHET AKE%S COS FERsS, HIISISEER
WS THARZSHEER (BESHERE . ARZRSTAMRIIREN ) DIRSRESER (SER. BRaRUREEEN) BaEEISERau
STHI COS =jah, EaliE) COS =HlE #HiTHIREE.

© i%88:
1. ZIRSUIRLIESHRKSIHFE, FERE. FWKS. IMEEKRSHE—1 COS Fi#hE.

2. BIRE NBZEEHE FETHIRGEERS, A GetDetectInfoEnhanced &% GetEidResult #O5EEER, SISWE. BR . S5HS
tEXZERHY base64&ifA COS HIEER,

3. % COS HIRIRTFEIRSS HINERSS , BB THE COS IHEEHNA o

BRI T RERANNARZS IR BRIZSZIEERFEE COS =i,

Nt 2= EBEZE (mE+mL)
EAERE
BiERE UN;t A= MSRER{EDR BERAST FRER EEER (AIEER)
MEER v/ v v/ v/ v/ v
H5 (RYSREE
=) v v v v v v
EilEi&E v v v v v v
FH—: BRE
1. BR ARZEEHE , SiESRERERSRE. EREE—SRSENELRIEEBE RN .
HIRTFAEIRSS
@ === >
RSSIER

2. ERSENRE S ERREN

< ReER

RERT AKizS OIRE, BURRSmIRerEs Akizs ExuR

===7%  Faceid_QCSRole
2T REAR

EERES  4EARA AKEZS RESEE, BABEICEHERITINTERIERSHECEIRS R,

SR FRESERR QcloudAccessForFaceidRolelnDataStoreService(D

RIS A=

3. FEFEHEAR (BR=RSMY) 1 (NKEFERS SR ) 5, SERELR.
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https://cloud.tencent.com/document/product/436
https://console.cloud.tencent.com/cos5/bucket
https://console.cloud.tencent.com/faceid/cos
https://console.cloud.tencent.com/faceid/cos
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/436/16871

O BHE

HIEEHIES
@ msEn > @ FEcosnemEm

FHECOSHEIEIFEHE

Hiea7 . 4RSS, EEETAR COSIH#N 2.
Hi=E AT COSFRTR, HEHETHEA 0s, i Fot

HirEdl;

I [ — 258472220 TR TWAIOATR, TRASTE. HFH-; VREEHELER.

HEEHEE BRERSMY B (SRS SRn B

4. QIERINESRREN COS =5, BNZZRARZEIGATLUENENCOSHHRENER, BAILAZIER COS =HlE hEIIZFEFEHSEMFMEN
Xf%,

RS
@ msEn > (@ FECOSHUEFE

TR

A O 5: faceid-create 110, EETEEAA | BEET RS 0s, Bl
EFIAE cosiasla

PE_: FERE

SE—IRIURERRRIUSNZZRARZSMES5RENCOSHAER, TR LREINRECREE BAR(] HNFRN-REITHE, FiEZRE, Wi
FREAEZSZIEER (AESBDIERR . ASRSTUARIBIRENE ) SEEEDZ COSTEFiEEP, GetDetectinfoEnhanced &
GetEidResult RIEVZIGEERIISISIAXFERRY base64 i COS BE.

O EE:
SRESBE—RENRER RSB ZZ2R A RZEEEHIRENCOSTHNRE, HARTE, FES BEH],

fEFEs|

FEHIREEHIRSE, AR GetDetectinfoEnhanced 5# GetEidResult REWZIGERNSISIEXFERN base64 Hif COS BKE, AHBIRE
base64tEXHIB F. MFEER. GetDetectinfoEnhanced 1 GetEidResult #O5#Y IsCustomizeStorage FERIFIALRIBEREBFCEFBCOS
Fif, ZHiZEERE true Y, FRZXZBERTRINER. TR, S50 (WF ) XHEFHEIEHCOSEEER, WHNFMHEIEFBENER . Y. SIRE
HaH (BFNZREMENQALS ) , EalESZIEREF EEbucket P EIRIMAING ., FERSTUSEMTRIB L BREARSWIEZ EETELE
FiERSS -

RIBRER

ar response = client. (request)

if response . IsCustomizeStorage ({

O ER:
FERSHBHIEFMEIRS ZAIRREEN GetDetectinfoEnhanced 5#& GetEidResult #EOMMRM THERERIE, BLEFEZEFBIE
Elbaseb4#iESHE LIRS RS

SR EBRSS H T
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https://console.cloud.tencent.com/cos5/bucket
https://cloud.tencent.com/document/product/1007/56130
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/1007/56130
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090

O BHS

CEERNATERIETIES, (B2 COS HHigBE R m?
FERHOEKS F RulelD (FTFIE EHE RI) , BRBMOFERS.

BURTFHEBRSS RO BRATE?

NS IRSSISE R FISRTEEE) COS FUtE . HUEFMERI COS W%, AILA&E COS it#ilid .

FrERIEF#EESE, COS BEFAIER?

AE%S

AR GetDetectInfoEnhanced 2#& GetEidResult EONEERAT, EKiNEEbase648iE, FBEIEFERSERISMIARE F=ERE base64&iR

¥ COS SRR
B R TSR TR i W ?

RNMRERFEBNA TSR, FEREFHEIRS EEMEERR COS .

FREAEN TG RmE ML E?

LHEABENFEE, GetEidResult. GetDetectinfoEnhanced #EORUTEHISSEIEREXN COSE 2, MABIEEbase64,

IEHE 2=
Response.ldCardData.OcrFront

Response.ldCardData.OcrBack

Response.ldCardData.ProcessedFrontimage

Response.ldCardData.ProcessedBacklmage

Response.ldCardData.Avatar

Response.BestFrame.BestFrame

Response.BestFrame.BestFrames[]
Response.VideoData.LivenessVideo
Response.IntentionQuestionResult.Video

Response.IntentionQuestionResult.ScreenShot[

]

Response.IntentionQuestionResult.Audios|]

Response.IntentionActionResult.Details[0].Vide

(o]

Response.IntentionActionResult.Details[0].Scre

enShot(]

Response.IntentionVerifyData.IntentionVerifyVi

deo

Response.IntentionVerifyData.IntentionVerifyBe

stFrame

IRIRERE: BR=ITE (1bF) BRSEAE

ax

OCR EEEHR

OCR REEH

et ENERR R
e RnENEERR
SPIEERAMRE
AR ELXS R AN
[EE=d

b S

BRI RNEEERIZNM

RS REEAFEERE

RS NEEAERREEN

ERZERUMENIR (HhEa2EIRTX
ANALEA, mpdigl)

RS R EREEE

BB HBEE R HIA SR

BB BREE R EISARI R T

it

HEPFRBEREHSIEE COS 8

HAERFRBEREHSIEE COS EE

HEFFREMERNSER COS BiE

IntentionActionResult.Details
RAE—1RE

HEPFRBEREHSIRE COS I

R WFBASSEENEFE, 2R
#iEMbase64

R WFBRASSEENEFE, 2R
#iEElbase64
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https://console.cloud.tencent.com/faceid/access
https://cloud.tencent.com/document/product/436/16871
https://cloud.tencent.com/document/product/1007/41957
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/1007/54090
https://cloud.tencent.com/document/product/1007/41957

