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Q) ﬁﬁizﬂﬁ HAERESTEA

(A BA]

©2013-2019 B =ARINETE

AEEENABR=RMAE | REBNZEABETA |, HIEFRFELUEIREES. B, R, EEEEaER A EAE.
GLavatZ)

O BAT

REEBNRRSERNEMIABARTE (1tR ) BRESELQEIREXRBRATME. AESRIVE= IR , RGEBRNFIA
.

(BRS37EA]

AEBHEREPNEBN Lo ™m. RSSEEARER , B0 m. IRSBIATTERER. SWLRIBN M.
IRSAME, IRBIESNHRESENZZENELEENOE  RIFLAEYE BN , BRZNA RS MUTIIRRE0EZRA
BRI,
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Q) IR RAEIESTA

API 328
EEES RS

RITEFTATE : 2019-05-09 19:41:24

B 1RKRM

&fpAdE : 2018-12-18 17:18:35

RREMBETUTAE :
MECBRI.
O

e DescribeStatus

e StartAnalyse
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https://cloud.tencent.com/document/api/1012/31730
https://cloud.tencent.com/document/api/1012/31729

Q) ﬁﬁizﬂﬁ HAERESTEA

&N
18]7 1

BIEEsRATE : 2019-07-24 15:20:07

HAEREDTTES APl HRE 3.0 [Fd. £ APHEOXEEMMTEHEE | Zf—ISBRETIAHEIRE | #i—aY SDK/CLI BRE
5 API ZE™E—8 , BERREPERENEREE. SSitEmiEENLEEREEBN=~m.

MBFEF IS ZI- A REDHTFES (Habo ) .

BRISH-HAEEIT TR —ELERAEEITEETE  (KEREDETEMIISSOIMRR, BSomERIARBESEHE
FARHELR  STMBaNt. S, TEFIMAIREADTT | BIRRAMRSIER | TE 7 SEREFIERNS N BB ERESHE
REMRE | BEB AT LISHINANEREE. MARTH. 2FREFEE  NEESSUERI TN PSRRI T E.

RS : BB UE (bR ) BREEAH 555 34


https://cloud.tencent.com/product/api

Q) ﬁ%izﬂﬁ HAERESTEA

API HE5S

BSIREFATE : 2019-05-09 19:41:23

HADEREO

BEORTR EOThRE
DescribeStatus SREND AR
StartAnalyse DHTHEA

RS : BB UE (bR ) BREEAH 556 1341


https://cloud.tencent.com/document/api/1012/31730
https://cloud.tencent.com/document/api/1012/31729

A BT

ARSI
5K

RIFEHATE : 2019-08-14 19:17:29

1. BRSS3tuE

EZN e )

AP| STHFRICHIEEN | A= mptimtgdE \I5i# 7 habo.tencentcloudapi.com , tB3ZFFHEEMIGIEZ TR , FIG0TMEAYEE 7

habo.ap-guangzhou.tencentcloudapi.com ,

HEFEAMTEEEANGE. RERAREONEPIRFIENE  SEFTEIRERNE N BAIERRSES. fIIiENAREKR &
SRR R INAIRRSS RS | SERFOIEE habo.ap-guangzhou.tencentcloudapi.com 2—&H9.

TS ORRESURAYILSS | BiEETIRINAYEE.

BRI IR IR
Bt

BULHEIEAN (#EF | RS FERX )
LERgHBX (JM)
R (i)
et (AEm)
FaRgHEX (piER)
FargitX (EFK)
BREHX (TEEHE)
TP AZRFaE (HrOni)

T K%RFE(E8)

VA RgER(&SE)
TAZRAL(ER)
TAFAL(EFER)
SEE/REB(FEERIL)
EEFEER(EER)
EER (E1e%)
RUMHEX (Z=521@)

RRMHEX (RERRY)

RS : BB UE (bR ) BREEAH

=

habo.tencentcloudapi.com
habo.ap-guangzhou.tencentcloudapi.com
habo.ap-shanghai.tencentcloudapi.com
habo.ap-beijing.tencentcloudapi.com
habo.ap-chengdu.tencentcloudapi.com
habo.ap-chongging.tencentcloudapi.com
habo.ap-hongkong.tencentcloudapi.com
habo.ap-singapore.tencentcloudapi.com
habo.ap-bangkok.tencentcloudapi.com
habo.ap-mumbai.tencentcloudapi.com
habo.ap-seoul.tencentcloudapi.com
habo.ap-tokyo.tencentcloudapi.com
habo.na-ashburn.tencentcloudapi.com
habo.na-siliconvalley.tencentcloudapi.com
habo.na-toronto.tencentcloudapi.com
habo.eu-frankfurt.tencentcloudapi.com

habo.eu-moscow.tencentcloudapi.com
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Q) ﬁﬁizﬂﬁ HAERESTEA

IR BF =R EMNFEMEXEREATIERN , BltZihREMRESE ( 2454 Region AERXibE ) , FEREEGERXM
lskaoi%® . RIFH Region ROMUR RIS —HI,

SRXENMbE SRIXIHE
HRMX (iEER) habo.ap-shanghai-fsi.tencentcloudapi.com
g X GRYII£R) habo.ap-shenzhen-fsi.tencentcloudapi.com
Nz SN
2. BISMY

Bifl= AP NRTEIZEOIYEE HTTPS #HTIE(E | Rt B EREE,

3. 15K AE
T HTTP 53k

e POST (#7F)
e GET

POST #&k37#E#9 Content-Type 38! :

o application/json (5 ) , WRfER TC3-HMAC-SHA256 £275:%,
o application/x-www-form-urlencoded , ZR{EH HmacSHAT & HmacSHA256 &&757%.
o multipart/form-data ( {XEBoEOSEF ) |, wfER TC3-HMAC-SHA256 87574,

GET ERINS KRB ANAERBIL32KB, POST i&RFEEEE AN HmacSHAT, HmacSHA256 RtAE#BIT1MB, POST i5K{EALSH
3£ TC3-HMAC-SHA256 Atsz3510MB,

4. FRFmE

t9{EA UTF-8 4mA3.

RS : BB UE (bR ) BREEAH 558 34


https://cloud.tencent.com/document/product/304/2766

Q) ﬁﬁizﬂﬁ HAERESTEA

INHEREY

/\/

BIEEsRATE : 2019-07-24 15:20:07

AHSHERTIRAFIEOESNENNSE , NHEE | 8 MNRORMIROXEPAFXESEHITIRE  B8RERISFE
BEHXESH , FRIERKIEEK.

BE2HIEV3
fF8 TC3-HMAC-SHA256 &&2 75740 , AHSHEBER—HE HTTP Header iI53KLER+ , 40F :
SHEWR eS| Wik AR

X-TC-Action Strin = BEREORR, RESEEONETMASEATSE Action AUIREE, FlIII=IRSEEH
d = EFsLIFIZREO , BUES Describelnstances,

IS4, ASRIRRA EIR E MR REEE. EOESHEEESEEOXETEmAS
TS E Region BUIREE, (TR : BRUEOARNTE(EBRIZSE , BOXPESXT ISR
BB, LATEDMEIRIZ S E A ER.

X-TC-Region String

il

X-TC- Integer 451 UNIX Bf/E)E , BlieRA&HRS API iESKAYRTEL, g0 1529223702, & : R SMRSES
Timestamp MEEEBIS S, R5ESZSHER.

fim

ERY API BORRAS. BUESHEOSUHEHP NSRS Version B9, BIINAARSSERAIR

X-TC-Version String 7 2017-03-12

Jalil

HTTP fRESMHINIESLERFER , fian

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3 request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,

- TC3-HMAC-SHA256 : &% 75% , BRIEIEBIZIE ;

- Credential : &EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #r&ERTEIIEHE , BY
{Eﬁﬁm’z}#\%’& X-TC-Timestamp #8RY UTC #RAERTBIHEA—3L ; service AF=m#s ,
BEAEHERS  FIaNEE cvm.tencentcloudapi.com BREFmE R cvm. AF-mEUE
79 cvm ;

- SignedHeaders : £25& i +ERISLERER | content-type F1 host Jawm#EskEd ;

- Signature : EZHE,

fim

Authorization  String

IBRHIERATAER Token , FRESIGIIER—EERM. IRRTERF Token FERHRERE

X-TC-Token  String BRSSERIEOIMEN, KEIREREE Token,

iy

BRRAFPBEEAS MR ERSIFLAFIR | WEISREIZRRIERK URL, BERLEB. BRARAINT:
HTTP GET i&EREEHIRI:
https://cvm.tencentcloudapi.com/?Limit=10&80Offset=0
Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3 reque

st, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16c6ccf174c
474

Content-Type: application/x-www-form-urlencoded

RS : BB UE (bR ) BREEAH 559 34



Q) ﬁﬁfﬂﬁ HAERESTEA

Host: cvm.tencentcloudapi.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) &SRR :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) ISR ({IFEAHEOSTF ) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="0Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

BRBEAE VI
5 HmacSHA1 #1 HmacSHA256 &R 54T | ARSHEESR—HEISKEF , 00F

SHETR KA 22 vi N 7

RS : BB UE (bR ) BREEAH 5510 34



Q) ﬁﬁizﬂﬁ HAERESTEA

SEEZR S Wik R
Action Strin o BENZEOZR. BESEEOXETEANSENTESE Action A9IRAE. HIN=IRS
g = ESRUEAISLAIBIZREZEDO , BUESY Describelnstances,
2%, ARRREEIREI N EEAIEEE. EOESOREES EE O TE
Region String 2 ANSHHEESE Region B, (TR | BEEOAZTEERZSE , EOXEPEY
LEASRISEE | WATRMEERIZS B ASER,
Timest nt o LE] UNIX REEIE , STiERARE API iEKAYATIE], 1801529223702 , N5 5Lk E]
imestame MEIET E sk, LSS ETHEE,
Nonce Integer £ BEALIEEEE) , 5 Timestamp BA&#ER , AFBALEERINE.
Secretld Strin o E=APIZA L ERBHIFRRBMHY Secretld , —4 Secretld I3RIME—HRY SecretKey |, T
g = SecretKey &~ FsR4ERLIBERES Signature,
Signature String o BRER |, ARG RIEKRINE R, EEAPRESRESASEITESH, BiK
T EEsEOSRY,
Versi . o B API fOhRAE, BUESEZORIBPASAHESE Version RUIREA. HINI=IRSEE
ersion String =

AORRA 2017-03-12,

&5, BRISTGSF HmacSHA256 1 HmacSHAT, REHEEIIESEH09

SignatureMethod ~ String & HmacSHA256 B , A8 HmacSHA256 EXISIESS , HEibiE R
HmacSHA1 IGiFE4,
. IRBEBETAERY Token , FEESIGIIZE—RMHER. IGAIETHR Token FEEIAIE
Token String oy

EERSERZEARE. KEIEHEAFEE Token .

RiRAFEEEA MIbERZRSRLAITIR | HiEREMIZRRIER URL, BICER. BRIREIAIT:

HTTP GET &R I:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&T
imestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Regio
n=ap-guangzhou&Nonce=23823223&Secretld=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST iERESHITRA

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature

=37ac2f4fde00bOac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=238232
23&Secretld=AKIDEXAMPLE

RS : BB UE (bR ) BREEAH 11 #34m


https://console.cloud.tencent.com/capi

@ B AT
OSSR v3

BIAEHATE ; 2019-08-14 19:17:29

B API 2B NMERHTEHNKIE , BRREERREFILE , STHENLEXNBEKRHTER (Signature ) , BNEREFEEL
HERSHPIEEZE R ERA LIS TAIEIUAREBR.

FRigTEEiE
AERNLLEIAZE |, BREE Secretld 1 SecretKey, SMNBEFPRZTLIBERAIEE.,

o Secretld : BFHRR APLERESW , AILEERENARFSE.
o SecretKey : FBFIRIE AP EREMSH , aTLAfEERSEEL A%,
s BPYATRFRERLEIE , BRlE  SWEERUFRL. SR  BuZAZEAZELEIE.

REREFIENERSERAT

1. BF BA=EEHhOEH S,
2. HifE =APIZZH BUI=H & T,
3.7E =APIESH T , Bty (2] BIeJLLeE—3I%54A.

ERFRERIR

Bl = API BBE T 7 MEIRIEIES SDK , WEFHE , &4F Python, Java, PHP, Go. NodeJS, NET, C++, REHEAIZET AP
Explorer ftFAFTELIARE. SRWIE. 4k SDK 78, MREZZNERIRME , iHEINFIAIXLER,

TC3-HMAC-SHA256 && 753k

TC3-HMAC-SHA256 %275 E48ELLARTRY HmacSHAT 1 HmacSHA256 B2 757% , TheE LBEETLRINES R A% MEERS , XiF
BEARIER , ¥ json 1810 , MREE—ERTT | BINERZEZHEATHEES,

== AP| 3735 GET #0 POST i3k, XFGETAHE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=, X3FPOST
75i% , BEiszE Content-Type: application/json LAK Content-Type: multipart/form-data FEFAEES |, json RS EIEON
28, multipart IS RERFEROSIS |, IENZEOARBEER json 18NERA , SEFBMRISZEOSUSIREE, HEEFER POST 3K,
NHRENERHLER | B GET iB5RAIF 32 KB LIRASERE.

TEUZRSSFZEAT MNEEHFIREAFF , SEBRNMBERTETRE. BANEFZEOZEN

1. ZIRSBH[IAETE | HZORER
2 ZEARREN , FelEMBRIFAVAE |
3. ENBESISEFEERE | FJERE SEIREHVEAENEER.

I, MeAHSHEERONSHY , RNREEESZILEER. ECrERRON |, BRIECRERR , 8 MNEONSEFA
1R, FERDXMIFRISEHIE.

BRiZFEFRY Secretld #0 SecretKey 7352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpPQq86cd98joQYCN3EXAMPLE, FFEEE NMEX=RFZEZ N KB NETIRS , RIREI—FKHIE. WIEKATEER !
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https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

Q) ﬁﬁizﬂﬁ HAERESTEA

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 re
quest, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9
6525168" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THIFEFFRSSITEIRE.

1. fHEHEE RS
BRI FHENDEIEXE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEER R

HTTPRequestMethod HTTP i53k755% ( GET. POST ). Lt=FIEYES POST .
CanonicalURI URI 2%, API 3.0 EENIERIAT (/) .

&S HTTP {53 URL RREIRFFRTE |, 3IF POST iEK , EEANTFERE"" , IIF GET 5k, NA
CanonicalQueryString URL A& (?) EEN=Z/FEARZS , F140 : Limit=10&0ffset=0,
7ER : CanonicalQueryString FE4Y URL 4743,

SE58ZHLEEE , Z/EE host Fl content-type FIANSLER , HEIINIABEEN LS 58ELL
IEEEEEKRIIE— IR M.
FEm
1. 380 key 1 value T—8pl/ NG , HEIEERTHE |, &8 keyvalue\n 8z ;
. 2. ZLER | HRERSLER key (/N ) BY ASCI ARt THHE.

CanonicalHeaders
IREIHELZEERR content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n .
7R © content-type AIFISCIRARXAVERTS | BLRIEESMEERMERIEERSBEIRM
charset {8 , MIRSBRFIRIENA—E , RSFSIRESZIRIGKM,

RS : BB UE (bR ) BREEAH 5513 34



A BT

FREM

SignedHeaders

HashedRequestPayload

EZN e )

R

S5 ZHLEBER | RBLKIESKEMLLELES5TER , fl CanonicalHeaders BE&HILEAE
B—XIRAY. content-type F host J9WFkESLER.

PN -

1. LB key Ze—8R/NG ;

2. ZMLER key (/B ) $2EB ASCH FHdHTHEE , HELSE () 9R.

L7 =~f5178 content-type;host

BKIEX ( payload , B) body , Itt7=f5I7 {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BEE , HEHEBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIXY HTTP 15KIESf# SHA256 14
&, AETNAHIRE  RERESEEIER/NSFE. T GET 5K , RequestPayload EEATF
7, WRPTEERRE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b11f7f689887f1398934f064 ,

HRIELA LRI, A ERIRIHEEIRREBINT

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f68988711398934f064

2. PHESGERFTEH

BRAITMBTFHES SR T8
StringToSign =
Algorithm +\n +
RequestTimestamp + \n +

CredentialScope +\n +
HashedCanonicalRequest

FERAETR

Algorithm

RequestTimestamp

CredentialScope

R
ER2EL , BRIEES TC3-HMAC-SHA256 ,

ERAER | BIESCLERRI A4 X-TC-Timestamp BUE , EXRIAE) UNIX BB , #5582
. LRBIEES 1551113065 .

EIFBE , #8309 Date/service/tc3 request , @S HHA. FMEKAIIRSIIR LS
(tc3_request) ., Date J3 UTC imERIEIAIAHD , BEZTEMAHSE X-TC-Timestamp RERY
UTC iR ERIEBE—3 ; service AF-m& , WARSERANFRIEE—H. HREITEERE 2019-
02-25/cvm/tc3_request,

RS : BB UE (bR ) BREEAH 514 #34W



Q) ﬁﬁiﬂﬁ HAERESTEA

FREM e

BIASSBHHERMENSEIBRBNEHE , ITEHAREA
HashedCanonicalRequest =~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IRt ELERE
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031 .

1. Date X/RMBTIEJEL X-TC-Timestamp i+E152) , BARfXA UTC+0, MEMARFEAMIXESR , fII0F/\X |, BESHEXM
B EVERRRTD , BERREMTERVERM. BRIgAEE 1551113065 , £4</\XKAIAJELRE 2019-02-26 00:44:25 , {(BRiTE1S
£JRY Date BY UTC+0 RYEEARZ Y 2019-02-25 , A2 2019-02-26,

2. Timestamp W/RESRIRFATE , BREHRZFEMNEREZESH  MREEETA D PNOERY. NRKAIEAF
tNERSEELY |, AJRESEIET—RIERE , EROERW , REISRITHER,

HRIELA AN, RBIPERIRGERFRRNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itRER
1) HEIRESZ®NA |, (BT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC SHA256("TC3" + SecretKey, Date)
SecretService = HMAC SHA256(SecretDate, Service)
SecretSigning = HMAC _SHA256(SecretService, "tc3 request”)

FERBR Rz

SecretKey JR#RRY SecretKey , Bl Gu5t9xGARNpg86cd98joQYCN3EXAMPLE ,
Date BP Credential iy Date FEREE. HREIEYES 2019-02-25,
Service BP Credential Hrf{ Service FEMEE., HRFEYES cvm,

2) HBER , (BT :

Signature = HexEncode(HMAC SHA256(SecretSigning, StringToSign))

4. 1% Authorization
AN TS Authorization :

Authorization =
Algorithm + "' +

RS : BB UE (bR ) BREEAH 5515 #34m



Q) ﬁﬁfﬂﬁ HAERESTEA

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=" + Signature

FEREBR R

Algorithm BE2AHi% , BER TC3-HMAC-SHA256 ,

Secretld ZEAXSRAY Secretld , Bl AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE .

CredentialScope = W LEX , FIBBE. WRATELERZE 2019-02-25/cvm/tc3 request
SignedHeaders REX , 258BREER. WRHIEUESA content-type;host

BEE. WRIHEERZ

Signature 72e4940a809ad7a8c8f7a4507b9bddcbaade581f516e8da2f66e2c5a96525168

HRIELA LRI, OIS ZIRIEDS

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 request, SignedHead
ers=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

RETEERERNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 reque
st, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9652
5168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

5. ERIET

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
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private final static Charset UTF8 = StandardCharsets.UTF §;

private final static String SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) ERRR , BUSZHE

sdf setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 0 ;ﬁg;ﬂ;@iﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// *kkkkkkkkkkkk ig% 2 0 ;ﬁg%gg?fg% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3 request”;

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *hkkkkhkkkkkhk _/ljg‘% 3 0 i—l—%%% K*kkkkkhkkkkhkhkk

byte[] secretDate = hmac256(("TC3" + SECRET KEY).getBytes(UTF8), date);
byte[] secretService = hmac256(secretDate, service);
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byte[] secretSigning = hmac256(secretService, "tc3 request”);
String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkkkk ig% 4 0 ;#g AUthOI’iZathh *kkkkkkkkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")
.append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")
append(" -d '").append(payload).append("'");
System.out.println(sb.toString());

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# HIHS
secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u">&&p%3"1}]}
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# kkkkkhhkkkhkkhkkk .,I’J‘;gélé ’I : m;ﬁ*m%iﬁ*% kkkkkkkkkkhkkk
http_request method = "POST"

canonical _uri ="/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host”

hashed _request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed headers + "\n" +

hashed request_payload)

print(canonical request)

HFFAA Ak Kk 55;1}3( 2 B-_ﬁ%f%é ?ﬁ% *kkkkkkhhhhkk

credential_scope = date + "/" + service + "/" + "tc3 request”

hashed canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed _canonical request)

print(string_to_sign)

# wmkkkkxk LEIER 3 - SIS AT wakkk

# I EE R HERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret _service, "tc3 request”)

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *Rkkkkkkkkkhhhk iﬁ 4 0 ?;‘-_’H;% Authorization *RkRkRkRkRkkkkkhhhk
authorization = (algorithm + " "

"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed _headers + ", " +

"Signature=" + signature)
print(authorization)

+

print(‘curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization +
+ ' -H "Content-Type: application/json; charset=utf-8"
+'-H "Host:' + host + "'

+'-H "X-TC-Action: ' + action + "'

' -H "X-TC-Timestamp: ' + str(timestamp) +
' -H "X-TC-Version: ' + version + "'

' -H "X-TC-Region: ' + region +
"-d'" + payload + "'")

+
+
+
+
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BREW

FEUTERLWHIEIRD | iSRIESIRERLER,
HIRAD FEIRIA
AuthFailure SignatureExpire EELE. Timestamp SHRSFHENEBERNE EBESBS T,
AuthFailure SecretldNotFound  ZAARFE. BEHSHIEEERAREHER  BRAVEH TFRNESZ TFH.

ERHER, THEESTITEER  EERSIRKENRBEMEGS , BEURERR

AuthFailure.SignatureFailure
9 SecretKey (&S,

AuthFailure.TokenFailure AEE Token iR,

AuthFailure.InvalidSecretld 2R ( A2 API BESERY ) |
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OSSN

BIAEHATE : 2019-08-14 19:17:29

Bl APl £ E/MNAEERETEMIGE , IS NEREEZEEATLESRSEHTEEEREE (Signature ) LESIEERESD. B2
SEHLEEITAERR , T2EILEE Secretld 71 SecretKey ; ZERFPIRRBEREEE , BRIt =APIZHIE BHiE , SNTEER=
API 0,

soE \

1. BiELEeSEiIE

FEE—RERT APl Z81 , 18RI = AP| Z5AT0H BRiFReFIE. T2FIUFEE Secretld # SecretKey :
o Secretld FBF#HxR APl EREEHD

 SecretKey FBFINEE B F R EFIIRS BRI E FRARIEH.

o BRPYUATIRFRERLSEIE , BRiHE.

ISR EIENERLSERNT !

1. &R B =E8EPOEHIE.
2. 5iiE = AP Z5H RIEHIETE
3.7 = API %58 TiE , 8E (] BIeTLABIE—XT Secretld/SecretKey,

TR BYKSERSALUAERY Secretld/SecretKey,

2. PR

BT %ReFiESecretld 71 SecretKeyf5 , IATLAERERHBT . LITREMER BANFMILIE :
BRIZFBFHY Secretld #0 SecretKey SBIE :

¢ Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

TS XBRESS , iSRIEAFEIRRIEHY Secretld 1 SecretKey i#H{TREERE !

LRSS eeEALNIFIZR (Describelnstances)idk Al , HEFERX—ZEAON , HiEksEm T80T

SRR 2574 (=]

Action Yabre Describelnstances

Secretld 2248 ID AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LRI R 1465185768

Nonce FEHIEEEE 11886

Region SEBIRRTEX ap-guangzhou

Instancelds.0 FEIARISLBI ID ins-09dx96dg
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SHER 3z SHE

Offset fRiz= 0

Limit BRARSIFHIH 20

Version EORAS 2017-03-12
2.1. WEHHFE

BEENEIERSIHIRSHBNFEE ( ASCI ) FHEHER. 18 1) RRSHSHTHR | SEERSESNEIT , R85t ;
2) ¥ ASCIl BBEE AN |, 70 Instancelds.2 BHE(E Instancelds. 12 B , ARIEFEER , BARIREE. AP LUEEREES FHIEx
HEFRRECRSEILX—INRE |, #0 PHP &Ry ksort %), iR RISEHEFR&RNT:

{

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
'Timestamp' : 1465185768,

'Version': '2017-03-12,

}

EREEEFRINESITARN , X EERAIPRISEEHTHRF | EEIRNER—ERA.

2.2. HHESRFTH

LEBRERIE KRR, BIE L —SHIFFRE RS SR SHER=28E 1 | 10X Action 81, ESEEFRA "Action”
, SEUEFR "Describelnstances" , &SRS Action=Describelnstances , & : “SEE"HEIAETIE url HFBEHE,

RERBEIENS SR HRE—RE | REENINERFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&8&Nonce=11886&0ffset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. HHESBRNF TS
WEBREMSEBRFER. SRRLFAFRAUTLNSEHIRL:

1. 78KAE: 323F POST #1 GET A= , IXEER GET i5K |, [FREAEALAE.

2. 15K ENBEELHIFIZR (Describelnstances)liEskig & 79 : cvm.tencentcloudapi.com, SEPRAYEKIGARIERZOFBEERIAEM
A, FERSREORA.

3. KRR HEIRATAPIREREREEN / .

4 ERFFE: B E— SRS RFRIE,

ERFEHRRIFHERND © ERITE + IBREN HEKERE + ? + ERFRES .
HIRIHHELESR A
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GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&0ffse
t=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Versio
n=2017-03-12

2.4. EpERH

P BREMSEE, BER HMAC-SHAT SiiX E—PRSRIERRNFHRIHITES | RRRHEMNER BER Base6d 1T
3, BIRISRIGRERIE R R,
BEAKEIT , LLPHPES A
$secretKey = 'Gu5t9IXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('sha1’, $srcStr, $secretKey, true));
echo $signStr;

EliPOYW3pW28FpsEdkXt/+WcGel=

ERRECEFRRINESAN , IR EERAIPRIFESGHTERRIE , BEINSRHR56FHa—E0E.

3. BB ERIWT

ERIERBRFAREERIENERSE , FEXHHTT URL FHiS.

W E—EERHIESE R ElIPIYW3pW28FpsEdkXt/+WcGel= , REERINE R FIEKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt/+WcGel= , EHETEMRLRIER URL,

5 NRAREBERAER GET , i&i5XKGiE7 POST [EAY Content-Type 7 application/x-www-form-urlencoded , M&zi%
BERIFAEIERSHNEIITEM URL i3 , SHEMN=-FSAEEMHB. IE ASCIl FFE URL KEEIFE5%LL UTF-8 i#1T4HmE.

IR . FEREESHNEESEMAFRBESHHT urlencode , TEXMMERT , MAFEWEZHRi#HTT URL i3 T , FMWFAEIX URL
RIESSHERKY.

itE : HittSHEhTZHTRED , H3RMA RFC 3986, {#R %XY MFHFRHGUNLNFHTASILRE . B X "H"Y"B+7#HF
¥ (0-9 fIXEFE A-F) , ERNSESIRER.

4. SBEW

HRIBESCIREIR | FELATERRMANERES | BRIESCIR BRI,

et FEIRIEA
AuthFailure SignatureExpire BEIIHA
AuthFailure.SecretldNotFound BEAANTEE
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et SEIRIEA

AuthFailure SignatureFailure BRER
AuthFailure.TokenFailure token $EiR
AuthFailure.InvalidSecretld EIRIEE (2= API ZiA%ER )

5. ERIE R

FESCRRVER AP 3.0 fY , 7S {EFIREAURNE SDK 30 , SDK S TEEITE , FANRKIF-RIBMOBAEONa. s
S0 SDK by, METSSRIBESTS -

e Python

e Java

e PHP

e Go

e JavaScript
o NET

ATEBFRNBRERTRE , TEUSLIRREEES A0, B EANSERSEEARSI. BREE. RRNEOMSEIEEERL Lk
BiTfEAE , MBRNBRERTRE , AAESERN | SIRTRIBRERR SDK.

=AY url ATEE  https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208Nonce=11886&0ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt/+WcGel=&Timest
amp=1465185768&\Version=2017-03-12 ,

IR BFRAREEEEER |, BRI AR RS HEIRE , FLREL url 7EXSEsH I HEE A curl Fa<EBRSIREIESIR
ik | ERITE, ATEE—NTLUEEIREIA url |, EEEXMEIFEY Secretld §1 SecretKey AESLHIZSA |, FHERR SRR B2
£ Timestamp ,

IR ETENRAG  ARREES  EER—ESEXITERIN url ATREEEMAE , RRASHHIRFRR | (EXFHASHIER
. REMESHEME  BERITHIERRIE.

TR AMUBIERT API 3.0 , FREEEATHEMNSZME , AIERIERN APl |, BFFEATEFBLSNERITEER | B
XS R AYSERR SR SO E,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getinstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EBRERSSEHITF AR | Wb ATreeMap{RiEliF

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/] ERRBKAurl PRI SERF R B EK

for (String k : params.keySet()) {

/] FEXSBERB Turlencode , BT keyEBREIFE , HULLAMI XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAE&IHER

// SERRE AR R 2= FERENLEY , IR0 : params.put("Nonce”, new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~"HESH

// SEBRE RS R FEFE RS 2R0RIE |, BI40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "5

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // A521

params.put("Action”, "Describelnstances"); // ~"H&#1

params.put("Version", "2017-03-12"); // AHES#

params.put("Region”, "ap-guangzhou"); // ~H5#

params.put("Limit", 20); // \'5383%

params.put("Offset”, 0); // WEESH

params.put("Instancelds.0", "ins-09dx96dg"); // W53545

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1")); //
HE¥

System.out.printIn(getUrl(params));

}

}

Python
A (IREE Python 2 INEHIE(T , BELZREE requests {KERE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get string to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac str)

if name_ ==' main_"
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce': 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get string to _sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# IWAASSERRER | BRIIERIREF 1T 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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R [E]EER

BIAEHATE : 2019-08-14 19:17:30

IEFEIR[EIZEER
IARIRS BB BLAIRAFIE (DescribelnstancesStatus) 2017-03-12 Al , BRI , HFTAEGEEIITY -

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c"
}

}

* Response REMRERH Requestld REEAIFER , TICERMINEE , RE API QT , NAERIRE,

e Requestld BF— AP iEKEIE—IRIR |, W15R APl HIIRE |, SJLABRERFR(] , FHEMHEIZ D KARREE,

o RTEENFESI  ERYAEMEOENNFE , AEAEOMRERFERS EOSXEHRIEN. HHIFRY TotalCount F
InstanceStatusSet 4 DescribelnstancesStatus ZEOEXNFE . BT EBEKNAFEMEALIE RS, Bt
TotalCount fFEIER FABRENES 0, InstanceStatusSet FIFRAZS,

TEIRIREIZER
ERRN , EEBHERANTT -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}I
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error MHIIREE ZBERERAEM. Error ZEHEREMNERRY Code 1 Message FERIEEALMAT R ERERY,

o Code FRE/MEEBAIEIRD , L5 R HEIT A LARIBIZ S RIDE A TR X EHE O M AR R B EE R MR EFARR
BE,

Message BB TXMERAKENERER |, EEIS ARG , WNATEESREFISTEREH , ARPANMAKTHXMRE]
E.

e Requestld FBF— APl iEREIE—HRR |, TN API HILEE |, STLABERRA] , FHEALZ ID SkARREIRR,

NHIEIRT
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A BT

IREIZERFINRFE Error FE , NIFRRER API #0O%KM.

RS, PRI T AHEIR.
FEIRAD
AuthFailure.lnvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RS : BB UE (bR ) BREEAH

EZN e )

FEIRA
2R ( A2 API Z$AR )
MFA &R,

BRI,

%

SRITH.

2
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"Response”: {

"Status": 1,

"Info": "success",

"Data": "https://cloud.habo.qq.com/api/dl_report?md5=xxxxx&timeout=xxxxx&crc=xxxxx",
"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6"
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"Response”: {

"Status": 1,

"Info": "success",

"Data": "",

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6"
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{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
L
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}
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