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API 3t
E L

EIEEFRATE: 2023-05-16 01:10:31

B4 XR®

&ZAdiE: 2020-03-23 08:03:08
KREBEETUTHS:
MEEEIINE,

(B EiReEa:

« LoadBalancer
o ¥mERKR: CurVips

B3 XE®

&AdiE: 2020-03-04 17:47:00
RREGEETUTHRS:
MECBRIE,

Eegizn:

« DescribeL7Backends

o {BMAZ: Domainld, Locationld
» DescribeTrafficMirrors

o ¥HEAZ: OrderField, Order, SearchKey
+ ModifyL7Listener

o ¥HEAZ: ForwardProtocol

(B EReED:

« CreatelL7Listener

o ¥ERER: ForwardProtocol
» L7Listenerinfo

o ¥m&mR: ForwardProtocol
» LoadBalancer

o FREEER: IntVpcld
 TrafficMirrorReceiver

o FERR: Operates

B2RE®

Z%#AdiE: 2019-06-06 20:55:15
RREHAATUATHE:
BEEEHH.

fEatEO:

» Createl4Listeners

o {BMHE: Taskld
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https://cloud.tencent.com/document/api/1027/33287#LoadBalancer
https://cloud.tencent.com/document/api/1027/33256
https://cloud.tencent.com/document/api/1027/33238
https://cloud.tencent.com/document/api/1027/33249
https://cloud.tencent.com/document/api/1027/33287#CreateL7Listener
https://cloud.tencent.com/document/api/1027/33287#L7ListenerInfo
https://cloud.tencent.com/document/api/1027/33287#LoadBalancer
https://cloud.tencent.com/document/api/1027/33287#TrafficMirrorReceiver
https://cloud.tencent.com/document/api/1027/33271
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» DeleteLoadBalancer
o EMitHE: Taskid
« ModifyL7Listener
o fEMitiE: Taskld

(B EiRED:

« L4Listenerinfo
o ¥MEMR: CustomHealthSwitch, InputType, LineSeparatorType, HealthRequest, HealthResponse, ToaFlag,
BalanceMode
- LoadBalancer

o MERRER: Ispld

B1RE®

RTESiE: 2019-02-22 19:16:57

FXEBEETUTHE:
MECHIINE,
FhigEO:

« BindL4Backends

» BindL7Backends

« BindTrafficMirrorListeners

» BindTrafficMirrorReceivers

e CreatelA4Listeners

e CreatelL7Listeners

« CreateL7Rules

« CreateLoadBalancers

« CreateTrafficMirror

« DeleteL7Domains

» DeleteL7Rules

» DeleteListeners

» DeleteLoadBalancer

« DeleteTrafficMirror

» DescribeCertDetail

« DescribeDevicesBindInfo

» DescribeL4Backends

» DescribelL4Listenerinfo

» DescribelL4Listeners

» DescribeL7Backends

+ DescribelL7Listenerinfo

» DescribelL7Listeners

» DescribelL7ListenersEx

» DescribeL7Rules

» DescribeLoadBalancerPortinfo
» DescribeLoadBalancerTaskResult
« DescribeLoadBalancers

« DescribeTrafficMirrorListeners
» DescribeTrafficMirrorReceiverHealthStatus
» DescribeTrafficMirrorReceivers
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https://cloud.tencent.com/document/api/1027/33284
https://cloud.tencent.com/document/api/1027/33249
https://cloud.tencent.com/document/api/1027/33287#L4ListenerInfo
https://cloud.tencent.com/document/api/1027/33287#LoadBalancer
https://cloud.tencent.com/document/api/1027/33272
https://cloud.tencent.com/document/api/1027/33261
https://cloud.tencent.com/document/api/1027/33245
https://cloud.tencent.com/document/api/1027/33244
https://cloud.tencent.com/document/api/1027/33271
https://cloud.tencent.com/document/api/1027/33260
https://cloud.tencent.com/document/api/1027/33259
https://cloud.tencent.com/document/api/1027/33286
https://cloud.tencent.com/document/api/1027/33243
https://cloud.tencent.com/document/api/1027/33258
https://cloud.tencent.com/document/api/1027/33257
https://cloud.tencent.com/document/api/1027/33285
https://cloud.tencent.com/document/api/1027/33284
https://cloud.tencent.com/document/api/1027/33242
https://cloud.tencent.com/document/api/1027/33276
https://cloud.tencent.com/document/api/1027/33283
https://cloud.tencent.com/document/api/1027/33270
https://cloud.tencent.com/document/api/1027/33269
https://cloud.tencent.com/document/api/1027/33268
https://cloud.tencent.com/document/api/1027/33256
https://cloud.tencent.com/document/api/1027/33255
https://cloud.tencent.com/document/api/1027/33254
https://cloud.tencent.com/document/api/1027/33253
https://cloud.tencent.com/document/api/1027/33252
https://cloud.tencent.com/document/api/1027/33282
https://cloud.tencent.com/document/api/1027/33281
https://cloud.tencent.com/document/api/1027/33280
https://cloud.tencent.com/document/api/1027/33241
https://cloud.tencent.com/document/api/1027/33240
https://cloud.tencent.com/document/api/1027/33239

EHBAT

» DescribeTrafficMirrors

« ModifyL4BackendPort

« ModifyL4BackendProbePort
« ModifyL4BackendWeight

« ModifyL4Listener

» ModifyL7BackendPort

« ModifyL7BackendWeight

» ModifyL7Listener

« ModifyL7Locations

« ModifyLoadBalancer

« ModifyLoadBalancerChargeMode
* ReplaceCert
 SetTrafficMirrorAlias

« SetTrafficMirrorHealthSwitch
» UnbindL4Backends

« UnbindL7Backends

« UnbindTrafficMirrorListeners
« UnbindTrafficMirrorReceivers
« UploadCert

FIEEIRES:

» BindL4Backend

« BindL7Backend

» BindTrafficMirrorReceiver

» CertDetailLoadBalancer

e Createl4Listener

e CreatelL7Listener

« CreateL7Rule

« CreateLoadBalancerBzConf
» DescribelL4Backend

« DescribeTrafficMirrorReceiver
« DevicesBindInfoBackend

« DevicesBindInfoL4Listener
« DevicesBindInfolL7Listener
« DevicesBindInfoLoadBalancer
« DevicesBindInfoLocation

» DevicesBindInfoRule

« Filter

» L4Backend

- L4Listener

+ L4Listenerinfo

» L7Backend

e L7ExListener

e L7Listener

» L7Listenerinfo

» L7ListenerinfoBackend

» L7ListenerinfoLocation

« L7ListenerinfoRule

« L7Rule

» L7RulesLocation
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https://cloud.tencent.com/document/api/1027/33238
https://cloud.tencent.com/document/api/1027/33267
https://cloud.tencent.com/document/api/1027/33266
https://cloud.tencent.com/document/api/1027/33265
https://cloud.tencent.com/document/api/1027/33264
https://cloud.tencent.com/document/api/1027/33251
https://cloud.tencent.com/document/api/1027/33250
https://cloud.tencent.com/document/api/1027/33249
https://cloud.tencent.com/document/api/1027/33248
https://cloud.tencent.com/document/api/1027/33279
https://cloud.tencent.com/document/api/1027/33278
https://cloud.tencent.com/document/api/1027/33275
https://cloud.tencent.com/document/api/1027/33237
https://cloud.tencent.com/document/api/1027/33236
https://cloud.tencent.com/document/api/1027/33263
https://cloud.tencent.com/document/api/1027/33247
https://cloud.tencent.com/document/api/1027/33235
https://cloud.tencent.com/document/api/1027/33234
https://cloud.tencent.com/document/api/1027/33274
https://cloud.tencent.com/document/api/1027/33287#BindL4Backend
https://cloud.tencent.com/document/api/1027/33287#BindL7Backend
https://cloud.tencent.com/document/api/1027/33287#BindTrafficMirrorReceiver
https://cloud.tencent.com/document/api/1027/33287#CertDetailLoadBalancer
https://cloud.tencent.com/document/api/1027/33287#CreateL4Listener
https://cloud.tencent.com/document/api/1027/33287#CreateL7Listener
https://cloud.tencent.com/document/api/1027/33287#CreateL7Rule
https://cloud.tencent.com/document/api/1027/33287#CreateLoadBalancerBzConf
https://cloud.tencent.com/document/api/1027/33287#DescribeL4Backend
https://cloud.tencent.com/document/api/1027/33287#DescribeTrafficMirrorReceiver
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoBackend
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoL4Listener
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoL7Listener
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoLoadBalancer
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoLocation
https://cloud.tencent.com/document/api/1027/33287#DevicesBindInfoRule
https://cloud.tencent.com/document/api/1027/33287#Filter
https://cloud.tencent.com/document/api/1027/33287#L4Backend
https://cloud.tencent.com/document/api/1027/33287#L4Listener
https://cloud.tencent.com/document/api/1027/33287#L4ListenerInfo
https://cloud.tencent.com/document/api/1027/33287#L7Backend
https://cloud.tencent.com/document/api/1027/33287#L7ExListener
https://cloud.tencent.com/document/api/1027/33287#L7Listener
https://cloud.tencent.com/document/api/1027/33287#L7ListenerInfo
https://cloud.tencent.com/document/api/1027/33287#L7ListenerInfoBackend
https://cloud.tencent.com/document/api/1027/33287#L7ListenerInfoLocation
https://cloud.tencent.com/document/api/1027/33287#L7ListenerInfoRule
https://cloud.tencent.com/document/api/1027/33287#L7Rule
https://cloud.tencent.com/document/api/1027/33287#L7RulesLocation

EHBAT

LoadBalancer
LoadBalancerPortinfoListener
ModifyL7LocationRule
ModifyLoadBalancerChargeModeL.istener
TrafficMirror
TrafficMirrorListener
TrafficMirrorPortStatus
TrafficMirrorReceiver
TrafficMirrorReciversStatus
UnbindL4Backend
UnbindL7Backend
UnbindTrafficMirrorReceiver
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https://cloud.tencent.com/document/api/1027/33287#LoadBalancer
https://cloud.tencent.com/document/api/1027/33287#LoadBalancerPortInfoListener
https://cloud.tencent.com/document/api/1027/33287#ModifyL7LocationRule
https://cloud.tencent.com/document/api/1027/33287#ModifyLoadBalancerChargeModeListener
https://cloud.tencent.com/document/api/1027/33287#TrafficMirror
https://cloud.tencent.com/document/api/1027/33287#TrafficMirrorListener
https://cloud.tencent.com/document/api/1027/33287#TrafficMirrorPortStatus
https://cloud.tencent.com/document/api/1027/33287#TrafficMirrorReceiver
https://cloud.tencent.com/document/api/1027/33287#TrafficMirrorReciversStatus
https://cloud.tencent.com/document/api/1027/33287#UnbindL4Backend
https://cloud.tencent.com/document/api/1027/33287#UnbindL7Backend
https://cloud.tencent.com/document/api/1027/33287#UnbindTrafficMirrorReceiver
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mIEEFRATE: 2021-06-23 11:30:43

WIDEER MARRE AP 3.0 (54, 289 APl EOEEMENI2SE, f—HNSHREMAERE, Si—8) SDK/CLIRFS AP 3HfiE
—5, SEEREHERIENERGR. STFSBERITRNLEERERAZ™R. SSER= AP| 3.0 (EANTERES: REA

ROREERNS EMIBRSFHITRESRNRS . BERES KT BRNARAKXIIMNMIIRSEEDN, HifEREELUEARARRNTAN.
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696
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API t#58

IEEFATE: 2023-05-17 01:06:36

UEFHEXEEN

EOZM
DescribeCertDetail
ReplaceCert

UploadCert

tERBREHEXED

EORTR
BindTrafficMirrorListeners
BindTrafficMirrorReceivers
CreateTrafficMirror
DeleteTrafficMirror

DescribeTrafficMirrorListeners

DescribeTrafficMirrorReceiverHealthStatus

DescribeTrafficMirrorReceivers
DescribeTrafficMirrors
SetTrafficMirrorAlias
SetTrafficMirrorHealthSwitch
UnbindTrafficMirrorListeners

UnbindTrafficMirrorReceivers

MEGRSSHEXEO
EOSM
BindL4Backends
Createl4Listeners
DescribeL4Backends
DescribelL4Listenerinfo
DescribelL4Listeners
ModifyL4BackendPort

ModifyL4BackendProbePort
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https://cloud.tencent.com/document/api/1027/33276
https://cloud.tencent.com/document/api/1027/33275
https://cloud.tencent.com/document/api/1027/33274
https://cloud.tencent.com/document/api/1027/33245
https://cloud.tencent.com/document/api/1027/33244
https://cloud.tencent.com/document/api/1027/33243
https://cloud.tencent.com/document/api/1027/33242
https://cloud.tencent.com/document/api/1027/33241
https://cloud.tencent.com/document/api/1027/33240
https://cloud.tencent.com/document/api/1027/33239
https://cloud.tencent.com/document/api/1027/33238
https://cloud.tencent.com/document/api/1027/33237
https://cloud.tencent.com/document/api/1027/33236
https://cloud.tencent.com/document/api/1027/33235
https://cloud.tencent.com/document/api/1027/33234
https://cloud.tencent.com/document/api/1027/33272
https://cloud.tencent.com/document/api/1027/33271
https://cloud.tencent.com/document/api/1027/33270
https://cloud.tencent.com/document/api/1027/33269
https://cloud.tencent.com/document/api/1027/33268
https://cloud.tencent.com/document/api/1027/33267
https://cloud.tencent.com/document/api/1027/33266

A BT

EORH

ModifyL4BackendWeight

ModifyL4Listener

UnbindL4Backends

EFRMERXEO

EOSIR
CreateLoadBalancers
DeleteListeners

DeleteLoadBalancer

DescribeDevicesBindInfo

DescribelLoadBalancerPortinfo

DescribelLoadBalancerTaskResult

DescribelLoadBalancers

ModifyLoadBalancer

ModifyLoadBalancerChargeMode

tEAESEEXED

EOSMm
BindL7Backends
CreatelL7Listeners
CreateL7Rules
DeleteL7Domains
DeleteL7Rules
DescribeL7Backends
DescribelL 7ListenerInfo
DescribeL7Listeners
DescribeL7ListenersEx
DescribeL7Rules

ModifyL7BackendPort

ModifyL7BackendWeight

ModifyL7Listener

ModifyL7Locations
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https://cloud.tencent.com/document/api/1027/33265
https://cloud.tencent.com/document/api/1027/33264
https://cloud.tencent.com/document/api/1027/33263
https://cloud.tencent.com/document/api/1027/33286
https://cloud.tencent.com/document/api/1027/33285
https://cloud.tencent.com/document/api/1027/33284
https://cloud.tencent.com/document/api/1027/33283
https://cloud.tencent.com/document/api/1027/33282
https://cloud.tencent.com/document/api/1027/33281
https://cloud.tencent.com/document/api/1027/33280
https://cloud.tencent.com/document/api/1027/33279
https://cloud.tencent.com/document/api/1027/33278
https://cloud.tencent.com/document/api/1027/33261
https://cloud.tencent.com/document/api/1027/33260
https://cloud.tencent.com/document/api/1027/33259
https://cloud.tencent.com/document/api/1027/33258
https://cloud.tencent.com/document/api/1027/33257
https://cloud.tencent.com/document/api/1027/33256
https://cloud.tencent.com/document/api/1027/33255
https://cloud.tencent.com/document/api/1027/33254
https://cloud.tencent.com/document/api/1027/33253
https://cloud.tencent.com/document/api/1027/33252
https://cloud.tencent.com/document/api/1027/33251
https://cloud.tencent.com/document/api/1027/33250
https://cloud.tencent.com/document/api/1027/33249
https://cloud.tencent.com/document/api/1027/33248
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AABI
imREEH

IEEFRATE: 2023-02-22 01:07:03

1. BRS5 1tk

API ZiSFhiRblEgiEN , AERiiEibEiEAEZ B bmib.tencentcloudapi.com , tB3ziFigE &G, Hla0r-MitbkEiasEs&7 bmlb.ap-
guangzhou.tencentcloudapi.com .

HEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENREEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMIEE bmib.ap—guangzhou.tencentcloudapi.com 2—&#Y.

R NRESURAILSS, BIUSETIBRANNE .

R HEE AP BERAR, AR REEEROSTRRIRS . RSSNibRFREERAB R/ AHBSECHEPER, EOSHSObIEE
EROSESN BB PER,

BRISTHSIEESIxRA:
PN b0 b7
FEHIHIEN (5, RESEERK) bmlb.tencentcloudapi.com
SERHBIR (7)) bmlb.ap—guangzhou.tencentcloudapi.com
xR (L) bmlb.ap-shanghai.tencentcloudapi.com
bt X (I6R) bmlb.ap-beijing.tencentcloudapi.com
Fargits X (FER) bmlb.ap—-chengdu.tencentcloudapi.com
ARt X (EFK) bmlb.ap-chongging.tencentcloudapi.com
BEAHRX(FESES) bmlb.ap—hongkong.tencentcloudapi.com
TP ARZRES(FTINE) bmlb.ap-singapore.tencentcloudapi.com
TAFRE(ER) bmlb.ap-bangkok.tencentcloudapi.com
W ARER(FHE) bmlb.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) bmlb.ap-seoul.tencentcloudapi.com
TAFIL(FER) bmlb.ap-tokyo.tencentcloudapi.com
ZEFRE(FERIE) bmib.na-ashburn.tencentcloudapi.com
EETEER(EES) bmlb.na-siliconvalley.tencentcloudapi.com
=X (S1E2) bmlb.na-toronto.tencentcloudapi.com
Bt X ((Z=518) bmlb.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE $12 H79]



Q) BEBHE BRI

X HTTP i5R7GE:

- POST (i)
« GET

POST K258 Content-Type 8!

« application/json (#7%) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%1F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

19(#EMH UTF-8 4wf8,

WRIFRE: BRRITE (bR ) ARSEEAE $13 #79]



@ Bifs BRI

N\ =

/NS

mIEEHRATE: 2023-12-28 01:07:46

AHSHEAFIREAPNEOSSNSH, NHEVE, E5MEORMIERTABXLSERTIHI, (BEXERETESETXWSY, F6EEE
KiEiEK.

AHSHNEFASTEEHFERNEZ R ZRATEMEMER

(ERERGE v3 RSN

BER®FGE v3 (BRBIRE TC3-HMAC-SHA256 ) HHELERTEE v (BENEAREBREREE) , ERE, TEARERE, 325 POST
JSON #&=t, MReE—ERH, HEERZESHETHES ., RENBER £875i% v3,

R WTFEGBR, BoROEPIRFERNRERSE vI GET 5K, MAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik kR

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action Sting = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&Ksk: X-TC-Region, iifS#, AFRFKAFEIRIEMAMEENEIE, BESEEOMXES
Region String - WMASHEDETAHSE Region HIiHA, T8 REEOFBEEEZSY, BEOXXEREXILREE
HiRA, IEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl iERARTE], 40
1529223702, #*&: MRSKFH[MHEHEZELSSH, SSlEEITHHER.

fil

Timestamp Integer

HTTP i&kk: X-TC-Version, E(EAY API B9RRA . BUESEZEOXERANSAHESE Version
B9iAR . BlaNz=BR33E8H9RRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flin:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fx#r3EIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
1288k, N, & cvm.tencentcloudapi.com BFREFTREBE cvm. A=REUEHN bmlb;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, Bl Z2EIEIRSS FRIULRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld #1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (B EOZIFSE ., BYE: zh-CN,
Language String a

en-US., zh-CN ﬁ@*ya en-US ﬁ@izo
g AFRESR Mg = IRSZFEFFIRPIIET4, FEOSHIRERRBE Offset=0, REIEE Limit=10, WEIEREDIZIZER URL. &

RKLED . IERIETRBIGNT:

HTTP GET i&RE&#93:

WRIFRE: BRRITE (bR ) ARSEEAE 5814 H79:


https://cloud.tencent.com/document/api/1027/33229
https://cloud.tencent.com/document/api/1027/33229
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***+**EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***+x*xEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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@ Bifs BRI

ERERGE v NARSH
ERZEEAE VI (BRLHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH
BHER ey it

BERROSTR. MESEROMEPEASHETXTALSH Action RIRIE. FIINZ=RSIEM

Action String = BEisLfIFIEEN, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/ MR, BOESNERESSEOGEPRANSHAHS
Region String - # Region Y%A, R REEROFREEEZSY, EOTEhaIbISEINE, LBEPGEE
BZSEHBFaEY.

=ia1 UNIX B3iE&, mlcRAEE APIiEREEGE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | TS,
Nonce Integer 2 REHIEREL, 5 Timestamp BX&iEk, AFLEEREE,
Secretld Strin = £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FR&ERIERES Signature.
Si . o BERER, ARBIEWXERNEEE, SERPREZFVRASEITESH . BRITESEZESR
ignature String = kY
Versi . o 1R1ERY API BOERAE . BUESEEZOEPASAHSH Version Rk, BIINZIRSSZAIERA
ersion String =
2017-03-12,
SignatureMethod ~ Strin = #EEHR, BT HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIRIEES, EtERIER HmacSHA BIESE.
B) 22 EFRSS FiMARIGRI L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZEARNTEERELL
Token FE,
L . — EEZEOREES, NEBSEOXSIISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFAPEESIA bR ZIRSSRLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&Ha46:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID**¥¥rrRXEXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKID#krRkRXEX AMPLE
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https://cloud.tencent.com/document/api/1027/33230
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1027/33230
https://cloud.tencent.com/document/product/1312

@ BEBHE BRI

HisE=
FFRFEE0 Region FERAFIGENTRAR . MREORZISLRPIFEEL, WATEROREREMHREE.

T HfE

AR (J65) ap-beijing
SRR (1) ap-guangzhou
EHRBR (F5) ap-nanjing
EHEWK (LiE) ap-shanghai

WRIFRE: BRRITE (bR ) ARSEEAE B17 H79%:



@ BEBHE BRI
ZBRFIEV3

mIEEFATE: 2023-12-27 01:08:15

PTFXERIET E85% v3 NEREE, ERESKRSEHSHNEERAERE API BAEH. BRIMESEMER BiR= API Explorer , Bz
SDK #l SAZ=@<${TIR (TCCLI) $HFAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> S

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESSMEOSEIMEMTE,

Bz APl 2XSMNERETEHIE, AFFREFRRESIE, SCENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERHFLUEENH NFMENRIEER

P LEHTES

BEZEIIATARBERIPIER:

1. BIEERERSH
ERHFREREHFETERHABBHARIEN . BESRAEHE = AP| 28 RERBEREXER.

2. (RIPERHITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS355 . IRSBHRSERWEINERSHLARETRITEIRSE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LBS T LARIKNESSiE v, MEERS, STFEXMIEKR, XiF JSON 18, POST BRZIFES
HEMZ=FMHE, e —ERA, EEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZEBRER” ThaE, EEERIRAS “AP|13.0 £8 v3” , AJLANEMERIZHTINE, aJEEER
SDK X8, #EERBIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ¥ Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HiER2FIE
AN (ERNREEIENZH, ZABIE Secretld #1 SecretKey. 81"BARRSAILIAEHENEHR,

« Secretld: BFRR API ARESR, SLAERELLAARSE,
+ SecretKey: BT API HRERSE, wILARERALLHED,
- BREFFIERERSFEIE, BRHE, SWRERMUFEZL. SR, BUAEMEERSFIE,

RIS EIENEGALSRINT:

1. BF BA=EEPOEHS .

2. BifE =APIZH RYEEIETNE

3. £ =APIZH WE, BE [ #HE5E ] elE—XER.

ERERF v3 ERLE

= API 2#5 GET #1 POST idK . MFGETAH%, R%HF Content-Type: application/x-www-form-urlencoded #¥i&xX. ¥FPOSTAE, B
BIsZ#F Content-Type: application/json AR Content-Type: multipart/form-data FERNYIEEE, json #EXBEASEIEOYITZE, multipart 1§
NRAERFEEORE, BINZEOAREER json 18NAM, SEEMWSEONERE, BEER POST 5K, EAWENERHEER, (B GET
BERRZIF 32 KB LIRREKRE .
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ BEBHE BRI

TEURRSHEAT NEXIFFIREAGIF, STBRNMEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEBNEERIVRTE;
3. BEOBESNSEMERE, AIETEEHIRESIRIAEINTER.

G, FeARSEEEFZEONSE, RIRERRESIZILENER. EXFRAMEON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. W, XBEARRTEHSARSEMEOBASE, APTLMRIBLFEERNEMSE, 0 Language 1 Token A%
(FE HTTP LERIgE, N X-TC-Fi&k) -

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rrk | B
PREBEM NERRESESEN KGR BENIKRE, RRE—FEE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITELEE.

1. HHERBIER SR
BRI ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 4
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIB{ES POST,
CanonicalURI URI 2%, API 3.0 BIEAIESMHL (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHE"", WF GETiERK, Wh URL #
15 (?) GENFFEARS, FlEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$%=FRIBEEASE

8) , e UTF-8, EFERREEEMERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 19 #7911


https://tools.ietf.org/html/rfc3986

@ Bifs BRI

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, R key:value\n E{H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB R FIH
BT HEHESERF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE 5820 #79]



@ BEBHE BRI

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRiERIARE, BUMEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRl HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlREiT—BIER, EREY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #ll SecretSigning 2 THHEIRIEIRE, FIREEESFAHTENZESR, SHEITHBIFEFRITENRRML S5
73: ficb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM MRRE
SecretKey [Ri4RY SecretKey, B Gu5t9XxGARNpPQg86cd98joQYCN3kkkk
Date Bl Credential #f9 Date FERIEE . WRHFIBUES 2019-02-25,

WRIFRE: BRRITE (bR ) ARSEEAE $21#79]



@ BEBHE BRI

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, (BABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 87, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRIES:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

WRIFRE: BRRITE (bR ) ARSEEAE 5822 H79:



@ Bifs BRI

O EE:

ERRIZEIHI HTTP LB (Header ) #liEk(F ( Payload ) #FHESIHEIETHATR S, BUSEEESF—EER. TED
FTENEIRERAR, MEMBEFSIHE.

ERWT

TECFRER API 3.0 B, #EERECERSIIZ SDK 3.0 , SDK #:RTESERE, FRRARKE=RIZMHNEMZONT, FHAEESR SDK &
o HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMANTRESERMER:

» Signature Demo

ATEFENBREREE, TEAMSRREES M, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMEARSEREMER SDK.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);

WRIFRE: BRRITE (bR ) ARSEEAE 5823 #79:


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
(v
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
(v

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_|ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n*
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= YA ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action: #{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

L.join("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed request_payload,

l.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "# {algorithm} Credential=# {secret_id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + '
"-d '™ + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_tn)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

Hfhigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HEBEM

FHEMTESEMAERTD, SRIESSRERGE.

FEIRED fEiRiHiR
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEKROITEBERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. BSREHAEEEHEEHER, EELVSHTFEXES TFEH.

ERER, TRSESHEER, HEESSIMRENABSTEES, hEIRERH SecretKey

AuthFailure.SignatureFailure .
u ilu ignatu ilu -
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

@ BEBHE BRI

fHi=tg faizimiR
AuthFailure.TokenFailure REHEHR Token $EiRo
AuthFailure.InvalidSecretld ZRIEE (F2= AP BA%ER) .
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A BT

N
ERFIE
BiFEHEE: 2024-01-05 01:07:44

BEHEVI GR5A, ERNENZESMESBTMERSE v3, EFEREEEE v3.

EaRENE

BUXEERL, ZIER AP| Explorer iy “SERHB4EM” 6L, EEERMRAN “API1 3.0 &8 v1” , AILAENERIREH#TINE, FRHTHRIRE

IEERIERRA, thATERER SDK 53, HEERBINZ AP| BBER 8 MERMRKIZES SDK, B

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESES/MEOEIMEMTE,

.
EEIES

TESWMERLE, WEFR, T

<> mEE

Bz APl 28 MEEIERHITESMIGE, ISNERBFTEAEAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REFIEEIE Secretld #l SecretKey; ERPESEREREIE, BRI ZAPIZHANH Bi5, BNEEERZ APl

B

1. RERSFIE

EE—RIEA= APl ZAl, iERIE = AP| BERE RIFRLEIE.
ZL2EIFEIE Secretld 7l SecretKey:

« Secretld BF#riR APl HB&B%
+ SecretKey BFMEEZFHFRMRSHRIRIGEZZFTRAIZHA.
- BR$ATERERSSIE, R,

RIEREFIENEFSERINT:

1. B3 BAZSEPOENE .
2. gift = AP| Z5H pEFI&TE
3.7 = API Z5H U@, 2F [ #E=A | BaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER R

BTZRLEIE Secretld #ll SecretKey &, BAILAERZEZET . UITRERAEEHE v1 £RE2BA0FMATE:

i FAPAY Secretld #1 SecretKey HB3IE:

» Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#krkkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikkk

R XBERET, SRERAFEEHIB Secretld 1 SecretKey i#{TIREEMR{E!

LI=BRS32EEELGIFIR (Describelnstances ) i5kA61, HAPABX—EOR, HiERSHTEMT:

SHEM a3z (]

Action Bt Describelnstances

Secretld ) AKIDz8krbs)5yKBZQpn74WFkmLPx3#kskkks
Timestamp HEURTiEE 1465185768

Nonce e IEZEEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ BEBHE BRI

SHER 34 SH(E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFHELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APAULMRMELRRZERNEMSE, i Language 1 Token 2HSH,

21. HeHHF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHEE. i£5: 1) RiRsHS#iTHE, SHERISYRET, F25tk0; 2) % ASCII 13
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 Bl, FRIEFEER, BFARIEHE. ARULUERIZEE S PAEXCHEFRERCMIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*kktkkt
'‘Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESTRN, TN EEREIPHSEHTHR, SRINER—E,

2.2. HHEERFTHR

WS BRERRIERFFHR

BB L—SHIFIFINERSEUELRE “SHSHR-28E” BEX, W3 Action 28, HSHE#A "Action" , B2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “B¥E" FRIRETIE url HRE0E.

ARBEACENSISHA" HEE—E, REEMIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretid

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*x§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTEH

IS BRE R E R F SR
BERENFHRAMU T SEMA:

1.1EK75E: XI5 POST #1 GET A=, iXEB(FER GET i&XK, EEBHEZIEXE,

2. i5REN:EELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. IEREER: HERASAPINBERERZEES / -
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@ BEBHE BRI

4. {ERFFR: B E—SERRNERFFS,

BBENEHHERNA: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

U REMEZR R,
E5E6EA HMAC-SHA1 HiEx E—ShiREBMNESRIFRHBRHITES, ABISEMNESHR(ER Baseb4 #HiTHD, BIRRERENESH,

BFREIT, KL PHP iESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3**+rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

IpyEZER:

i

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEEREIPHESGHTERIIE, SRINESRSHFHrI—E,

3. SZERHG
EMMESEHTEEBEREREYN, BEVELHET URL HB.

N E—EERNZZHEA zmmjn35mikh6pM3V7sUEuX4wyYM= , RELEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BiEBTFERREMIER URL,

R MRAFPNIERGZRE GET, Bk&iERAZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iEiERrSAR
HERSYHEDTREN URL B, SHEM-FSTRERD. IF ASCIl F/HFE URL HHIRESLLI UTF-8 #1748,

HE: FURREENNEESAMARAAESEET urlencode, EXMIERAT, RMFABENESHRHAT URL KDY, EUMXK URL FSSHE
2EM.

R Rfte8EhMEHRTHRD, KERA RFC 3986, (A %XY NHFHFMRFHTESLLHS, BP X" M “vV” B+A##HFsF (0-9
MXBF8 A-F) , ERNSRSIEER.

4, EREKW

RIEEIRER, FEMTESKMAIEIRD, BIREERERGE,
EHRLI SHiRfHA
AuthFailure.SignatureExpire BRI
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

A BT

EaRENE

R iRt
AuthFailure.SignatureFailure BRER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid

token &%

ZHIEE (F=2= APl Z$A3ER)

5. ERWR

fESCiRAA API 3.0 BY, EFERERERSINZA SDK 3.0 , SDK #:3RTEZMERE, FRNAXEFRBHINEMHFEONT ., FHAERSR SDK &
Do HAESFHRIEESH:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERETFR=RIERES demo, EBRILUKINMFREEEGHER:

» Signature Demo

ATEERNBREZIRE, TEUZIGRRZEES AN, $LANEZIEEGFIN, SRS . ARENEOMNSHNEETI LREZIERE, €
BRAIBEEEEE, HFE&ERAN, IFEFRSRE#ER SDK .

BAEHAY url T8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRARNZASEEN, HEREAERALS0E, EMREIEE url ENEEPITHEEA curl EHSRARSIRESENER: £8d
Hl, ATEE—NEILAEERER url , SEEXRHIFET Secretld 1 SecretKey HELRIZEH, HERRFAZHRINIEEMES Timestamp o

R ETENTEY, FREFEEES, EER—ESERITERING url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBMUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);

params.put("Timestamp", 1465185768);

params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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A BT

EE: WRZE Python 2 IKIEHIZETT, FEERE requests (&EiiE&: pip install requests .

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

'‘Action' : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : secret _id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

Ty

“sort"

“strconv"

)

func 09

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysJi]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_ SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
‘Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?"
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]l);

}

retStr += v.TrimEnd('&");

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)
(params['Signature'])
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@ BEBHE BRI

3 =+
IR [B]255R
RIEEHAYE: 2024-01-09 01:07:53

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

R BRREERERSHERLET, WM HTTP RASHEI95200. SILEEMESAENEBREREN, 8 HTTP KEBR200, TRR
401,
IEMEESER

A= RS 8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTsaREMTA:

{
"Response": {
"TotalCount": O,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response RHEMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE],

« Requestld BF—4" API iEREIE—IRE, 1R AP HIISE, STLABLRR], FHRMZ ID KBREE,

o BRTYBEENFERNS, HRUAEMEOENNFE, FRENEOMRENFES REOXERIEN . HFIFE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
WERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREEISR

HiFAAKXY, EREERGIMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIERARKY .. Error FERERERERY Code 1 Message FERERAMAXMAY 2% ERER

+ Code RFEMFHIBAIEIRE, HiERBENTLASCIREZEIRBEATESIREINHFEOX NSRBI R EmEHRIINREEFBRS R
+ Message BRETEMETRENEGER, BELSEEHRFEML, EXATMHLZERISTERER, APFMKRHXMEEIE.

« Requestld BF—/ API iEKRMfE—iRA, R API LSS, TRABRRR, FHEEZ ID REREDE,

AFEHIRP
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@ BEBHE BRI

REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
EIRIRIESIRIBESEARTR “API X" BRTH “HEiRiB” THE.
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@ BEBHE BRI

S g AR
SEZER
RIEEFRATE: 2022-08-10 06:15:51

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: &,

o Integer: B8, FRATHFS64UEL ., SDK 3.0 FRFEESIFHILEEMER, BILIFERREESHRABEENY, 4N Golang #Y
uint64,

« Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig=, fa0: 2022-01-01 00:00:00,

« Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATIE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5ign: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAE, BELMFEMNGERINENT
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A BT

RSN

IEEFRATE: 2020-03-23 08:03:13

BindL4Backend

EaRENE

FENEEITR4PERMIENEN . BINEFEREENGEE . Bai—HEREIHETERS AIFHE255T E R

#HUINTEOSIA: BindL4Backends.,

£=1 ESic]
Port Integer
Instanceld String
Weight Integer
ProbePort Integer
BindL7Backend

Wik
=

=
E

il

o

ik

SHPERENIRO, TT%E1~65535,
FHERNREYIENENID. ENWIPHERFEEENID,
FHPERENINE, AI%E[E0~100,

BEMFEVENRKO, AliEE1~65535, (FEEEFEEENRENE)

FEEERRRERMNPENMENEN . EINFZEEEENER . BRi— 1 tEEREER TERS AITHE2551ENKO

#ANTF3EOSIA: BindL7Backends.

B ESid)
Port Integer
Instanceld String
Weight Integer

BindTrafficMirrorReceiver

FERBREIERRIIER

Witk ik

o

FSYPERIENIRO, TJi%EE1~65535,

& EOYIENENID. ERMIPHERFEEENID,

iy

FEYPERIENINE, TTi%EE0~100,

#INTF#EOSIA: BindTrafficMirrorReceivers.

E=4 1
Port
Instanceld

Weight

S
Integer
String

Integer

CertDetailLoadBalancer

IREGEB(E R RHEERIFT AR R HINEER

#ANT#EOSIMA: DescribeCertDetail,

2R
LoadBalancerld

LoadBalancerName

Wik ik

FFHPERIENIRA, AIEE1~65535,

fil

2 FHERNENMEFID,

2 FHPENENNE, TiEE0~100,
ESid] Wik i
String B BRAFIEZFID,
String & BEAREIETEIER.
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@ Bifs BRI

E=4 ESid] Wik 123

Vpcld String & ZEARBISERERNVpcld,

Regionlid Integer & ZEBRAGRBISERERNregionld,
CreatelL4Listener

AFEIEMNERIFSENEIRSEES . BRi— " RENETERS AIFEES0MEIRES.
#ANF#EOSIA: CreateL4Listeners,

2R i) Wik ik
LoadBalancerPort Integer 2 HEIrESiERiR O, RI&{E1~65535,
Protocol String = HEIFESHNYERY, AliE(Etep, udp.
ListenerName String = WEIFEEER,
SessionExpire Integer 5 SEITESRIIERIGEYE, Bl #, FAIEE: 900~3600, MERTRAHBRIERT.
HealthSwitch Integer & EEABREERE: 1 (FB) « 0 (%) . BMEO, XFRXA.
TimeOut Inteqer & (R BRI EATRYE, "EE: 2-60, EIME: 2, BAf.
€T T mmENEE)TFeEEmE.
IntervalTime Integer & RSB EEIRRE, BHAME: 5, TiEE: 5-300, B .
- BREERE, BME: 3, REHNEERV=XBEVRTZERIES, TigdE: 2-10, BMu:
HealthNum Integer & "
INo
- AERFE, BME: 3, FRIEEFNSRFRENRTZEEAFLEE, aliEE: 2-10,
UnhealthNum Integer & N
B R,
Bandwidth Integer & HIFRRATEE, BFEEXHEETZRITE, AiEE: 0-1000, Bfi: Mbps.

REABEEXEREE: 1 (FEB) . 0 (X)) . BUAMEO, F£FRXH. (ZFRERRIEE

iy |

CustomHealthSwitch  Integer

ARIERTZER)

InputType String S BENERFENASAER, wiEE: text (X&) . hexadecimal (+75i#H ) o

LineSeparatorType Integer & BRUASEEIAHHN, HNERNAFPIRTERSN. AEE: 1 (BigHLF) 2 (&
®HACR) . 3 (BIHLF+CR) o

HealthRequest String & BEMFNERAS

HealthResponse String S BEMFENEREARE .

ToaFlag Integer & zEé?:H:FE‘ioao AEE: 0 (ki) « 1 (FB) , BiAxXid, (ZFREGEH&ERulnatss
BTAEXN)

CreatelL7Listener

AT eIEMNERIFENEIRSEER . BR— RENETERS AIFES0NMEERIFSE.
#WINTF#EOSIA: CreatelL7Listeners,

= E5id ik fEk

LoadBalancerPort Integer 2 tE%IrEEwO, Wi%E1~65535,
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A BT

E=4 ESic]
Protocol String
ListenerName String
SsiMode Integer
Certld String
CertName String
CertContent String
CertKey String
CertCald String
CertCaName String
CertCaContent String
Bandwidth Integer
ForwardProtocol Integer
CreateL7Rule

=

iy |

iy

iyl

o

iyl

iy |

EaRENE

ik
RTINS, TIEE: http,https.
tEHEIFRETR.

NERN: 0 (FIME, AFhttp) , 1 (BENAE, BFhttps) , 2 (WERAIE, BFhttps)
ZeEAIRNttpsEEUAMEITEERT, UEBIE.

IRSSIRIEBID. ZeIZZhttpsXKBRIEINERRT, LE®E,

IRSSIRIEH BT

IRSSIRIEBAR

IRSSIRIEHEEH o

ERIHEBID,

BEFIRIER&ETR.

EFIREBAS.

BFHEEXNEEFEE, BERITHRRAFERE, "iEE: 0-1000, $fi: Mbps.

BRIMY . HProtocolBhttpshiFfESsIMode1sk20t, BENX . AlERIENO: https, 1:
spdy; 2: http2, 3: spdy+http2,

BTt tRERBNERMUNER . BRi—1tRERSE TESRSAITLESONtRERES, ME—MERES TRSTLULEZE100MERAN .

#ANT#EOSIA: CreateL7Rules.

Zin ESid)
Domain String
Url String
SessionExpire Integer
HealthSwitch Integer
IntervalTime Integer
HealthNum Integer
UnhealthNum Integer
Array
HttpCodes of
Integer
HttpCheckPath String

HttpCheckDomain  String

BalanceMode String

ik

TEERAANEREES

tEERMNAELIER,

RNERISHE, B &, A%EE: 30~3600, BIMEO, FRFHABRIERIE.
ERREX: 1 (FRE) . 0 (Xid) . BIMEO, FRXiA,
fERRta S EEmEatE, BAME: 5, AiEE: 5-300, B ¥,

RO ERERE, BWME: 3, REHEERNZRERVRTZIERIESE, UiE#E: 2-10, 8

fir: R

EEREETRERE, BME: 5, RELESRUAXATRENRRZERFES, TEE: 2-
10, Efi: iR,

BERERANEENHTTPREBHNES . TiEER1~5NES, 1RTHTTPERERBAIXXIAR
B, 2&RHTTPIREIBA2XxxINHiEE . 3RFHTTPEEIRBAIXGANRE, 4RF<HTTPIE
EFBAAXXIAERE . 5RFHTTPIREIREASX AR

BERERERR.

ERSENENS . NREMVNESERABRFRENRELN, WEREENENZTEE
X, BUBRRERIEEREES—F,

BB ip_hash. wrro EiMEwrr,
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A BT

CreateLoadBalancerBzConf
BT R R H e MELERE.
#WINTFIEOS|A: CreateLoadBalancers.

£=4 ESidl
BzPayMode String
BzL4Metrics String
BzL7Metrics String
DescribelL4Backend

FEONREITRSENENES .

#ANTF3EOSIA: DescribeL4Backends,

E=t i)
Port Integer
Instanceld String

DescribeTrafficMirrorReceiver
FBEEHTRERSNEKIIEE,

iy |

iy

%

1 B

iy

#HUNTFEOSIA: DescribeTrafficMirrorReceiverHealthStatus,

E=1 ESic]
Instanceld String
Port Integer

DevicesBindinfoBackend
KENR S EEEIEERNFRENENER .
#WINTEOSIA: DescribeDevicesBindInfo,

E=t ESid] Witk
Instanceld String B
Port Integer S

DevicesBindinfoL4Listener
FENRSE4EESBREERNESIFEEES
#INT#EOSIA: DescribeDevicesBindinfo,

=4 bS]

Listenerld String

WRIFRE: BRRITE (bR ) ARSEEAE

BARAKNS
i ik
BAfRRTiTEE .
PErlEiERR, EENEE.
tEM®RqpsEE.
iR
FYPERENIRO, "iEE1~65535,
ERYIEAIENID,
Wik i35
] IEENERIID o
= YIIENEBERYIRO .
35
EARVIBNENID. ITEENIDIEIMIIP,
FHiwO,
D3] iR
B tEEIFEEEHIID,
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@ BEBHE BRI

E=4 ESid) Wik iR

Protocol String B CEWGIFESMYEEDR, aiEE: http,https.
LoadBalancerPort Integer B tEEIREAEIRRO o

BackendSet Array of DevicesBindInfoBackend & R R IREFRGBERIENTIR

DevicesBindIinfoL7Listener
FEgEHEEEEENtRESIREES.
#INTF#EOSIA: DescribeDevicesBindInfo,

ZHn Bl Wik mEiR

Listenerld String S tEEIFEEEHIID,.

Protocol String & CERITESNYER, TiE(E: http,https.
LoadBalancerPort Integer & tEEITEEAEITRO o

RuleSet Array of DevicesBindInfoRule B IRERYERENIFIE

DevicesBindinfoLoadBalancer
KL S R EIRS S R PR RIS .
W TFiEOS|IA: DescribeDevicesBindInfo,

Zin B S Wik R

LoadBalancerld  String & GREIIELHID,

Appld Integer B F&REAppld.

Projectid Integer B GAHBEFRENETEID.

Vpcld String & BRIAEMER—ID.

Vip String & GG PibL

TgwSetType String = Z\EﬁiﬁiiiWEE‘JT_Gwﬁﬁﬁ%ﬂ, BERtunnelzifullnat, tunnelRRiEE
&8, fullnat®RFULLNATEE%,

Exclusive Integer & EEMETCWEEE,

LdListenerset  Arrayof T AERMERRNNELREE.

DevicesBindInfoL4Listener

Array of

Bfi E _th’li o
DevicesBindInfoL7Listener RREHEXRI CRkIEsIR

L7ListenerSet

iy

DevicesBindinfoLocation
RENS S EEEIEERIS SRS ENERIERER.
#INT#EOSIA: DescribeDevicesBindinfo,

E=4 £ Wik ik
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A BT

E=4 i1
Url
Locationid

BackendSet

s ik
String S
String B

Array of DevicesBindInfoBackend

i

DevicesBindinfoRule

KAV ESPEE B AR EIRIR PP ERERANIER

#ANTEOSIA: DescribeDevicesBindInfo,

B/
Domain
Domainld

LocationSet

Filter
e

sem
String
String

Array of DevicesBindInfoLocation

#HENTEOSIA: DescribelL7ListenersEx,

& i

Name String

Values Array of String

L4Backend

wiE R

2 BB, BEFES/Filterld, FilterBRIXFENBIES (AND) XK.

EaRENE

HRIESERID,

R

Witk

o o

o

FREPERIENFIR

ik
BRIEE,
BERHAEID,.
BRIEREIIR

2 BE, ER— FilterFEEZ1"Values, BE—FilterFValuesi@iiX&miZigsk (OR) X&K,

BEANESEITRERERNSEITRSEXRIENEE.

#ANTF#EOSIA: DescribeL4Backends,

B
BindType
Port
Weight
Status
Instanceld
Alias
Lanlp
Operates

ProbePort

B3] Wik i

Integer a SR (ONRBAEMIEN, 1MNREMNIP) -

Integer B FHiwO,

Integer S W&,

String B LEHEXRIBRENERS (DeadRFRE, AliveltRERE) .
String B EOYIBHAIEMNID,

String & EOYENEIE.

String S EHIP,

Array of String B ERYEN ST LARITRIRE.

Integer & FHENIRO
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A BT

L4Listener
HiNESIFSERENESIFEES .
#HENTEOSIA: DescribelL4Listeners,

E=4 E-Sid] WAk
Listenerld String B
ListenerName String B
Protocol String &
LoadBalancerPort Integer B
Bandwidth Integer &
ListenerType String B
SessionExpire Integer &
HealthSwitch Integer B
TimeOut Integer B
IntervalTime Integer &
HealthNum Integer &
UnhealthNum Integer B

o

CustomHealthSwitch Integer

InputType String &
LineSeparatorType Integer B
HealthRequest String &
HealthResponse String B
ToaFlag Integer &
Status Integer &
AddTimestamp Timestamp &
BalanceMode String B
L4Listenerinfo

BT T RENNMNEEIRRINEE RN RERTHER .

#HANTEOSIA: DescribelL4Listenerinfo,

= ESid Wi

WRIFRE: BRRITE (bR ) ARSEEAE

EaRENE

ik

BIFERID .

AFPBEEXAEIFRESH.

G IOESEBIMRIREE LR, Ali%fEtcp, udp.
GRS NTRRAYMEIEO, AIiE{E1~65535,

AFitEERXPEEHRITE, EEKFRRATRE, aliEE: 0-1000, Hii:
Mbps.

USIFEERI2ERI: L4Listener (UELEIREE) , L7Listener (LEEREE) o
RIERISHE, B 7

REABTIEE: 1 (FE) . 0 (%id) -

NARGBASESIE), fAf: &

wEERE, 2 ¥

GHSEEITRERNE, AME: 3, REHEERVUZRBRURTZERESR, Wik
E: 2_105 E{ﬁ- )5"\0

REFDERIFSEFRESRE, HME: 3, REHEEFRNZRFREVNRTIZERFIE
E, aEE: 2-10, B4 R

EEABEEXRENE: 1 (FE) « 0 (XiFdl) . BIAMEO, XTXill. (ZFRERER
REABHERTAER)

BENERIFNREER, iEE: text (XK) . hexadecimal (+75i#H)

BRUABERIIARSGE, HNERIFPIRTEIEGN. TEE: 1 (FEHLF) . 2
(&i#ACR) .\ 3 (B®ALF+CR)

BEMFNERAS.
BEMFREIRNE .
2EHFBtoa: 1 (FE) . 0 (%) .

BIRRSRPATES (ORFREEP, 1URIERIETT, 2UREXY, NEMIRF, 4RXE
MpRER ) o

ellfELiREIEa A

HRRIRRSRAESEE,

filiR
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£

Listenerld
ListenerName
Protocol

LoadBalancerPort
Bandwidth

ListenerType
SessionExpire
HealthSwitch
TimeOut

IntervalTime

HealthNum
UnhealthNum

Status
AddTimestamp
CustomHealthSwitch
InputType
LineSeparatorType

HealthRequest
HealthResponse
ToaFlag

BalanceMode

L7Backend

s
String
String
String

Integer

Integer

String

Integer
Integer
Integer

Integer

Integer

Integer

Integer

Timestamp

Integer

String

Integer

String
String
Integer

String

=
g

iyl

o

iy |

iyl

o oy Doy O

iy |

iy

o

R EERRIREGENENIIRITEENENER

#WENTF#EOS|A: DescribeL7Backends.,

E=4 ESid)
BindType

Port Integer
Weight

WRIFRE: BRRITE (bR ) ARSEEAE

Integer

Integer

&

o

iy |

EaRENE

ik

HIFEEID,

FAFPBEEXAEIRESHR.

AR IIMESEBIMRIREE Y SERY, AliEfEtcp, udp.
ISR MEIEN, AIi%(E1~65535,

BAFiEERNHEERRITE, EElSSRATRE, TiEE: 0-1000, Hfi:
Mbps.

UEITEERY2ERI: L4Listener (UEEEIREE) , L7Listener (LEERER) -
RABRISHSE B 7

BEABTRE: 1 (FE) . 0 (Xd) .

NAREBATASIE, EAf: &

wEakE, g ¥,

GEDERTRERNE, HAME: 3, REHEERVUZRBRURTZERESR, Wik
{#: 2-10, $fi: X,

GEHDGHFETRERE, WAME: 3, RESEEHENZIRTRRENRTZELTIE
ﬁ, E.rﬁfﬁi 2_105 %ﬁ‘il ;ﬂo

HIFRHAPAS (OfSREIED, 1NRIERIET, 2RIEKXNY, HURMbEH, 4%
MpREY ) -

CUEERTERE .

EEABEEXNRENE: 1 (FE) « 0 (XiFd) . BAMEO, ®TXill. (ZFRERER
REFBHERTAER)

BENERIFNARSER, iEE: text (XK) . hexadecimal (+75i#H ) -

BRUASEREAAHN, HINERAFPIRTERS, AEE: 1 (FigHLF) | 2
(&iACR) | 3 (BEALF+CR)

BEMFERAS
BEMFNREIRNE .
2EHRBtoa: 1 (FE) . 0 (%) .

EREIRIESRAEZE,

ik
4PERR (ONREBAWEN, 1MERELMIP) .
FikOo

RE.
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£ il Wik iR
Status String £ HAPEXRIMBFERERS (DeadNRFEE, AlivelXRERE)
Instanceld String B ERYENAIENID.
Alias String & ERYENNEIE .
Lanlp String & EIP,
Mgtlp String S EOYENNEEIP,
Operates Array of String S ERYEN ST LARITRIRE.
L7ExListener
BIRERER.

#WINTEOSIA: Describel7ListenersEx,

EaRENE

B St HEiR
Listenerld String SPERYISIFESE—ID,
ListenerName String IR E.
Protocol String CEUIFESYSERY, TidE: http,https.
LoadBalancerPort Integer WEIFEERYSIRERO .
Bandwidth Integer E
MaxBandwidth Integer e LR,
ListenerType String HRIFESSER
SsiMode Integer *;ﬁlif)ito 0 (FSNIE, AFhttp) ; 1 (BEBAIE, AFhttps) , 2 (WEIAIE, BF
Certld String BRSZIRIEBID o
CertCald String EFIFEBID,
AddTimestamp Timestamp RNNATE] .
LoadBalancerld String GAHIERID,
VpcName String FABRIBEIR.
VpcCidrBlock String FAERZCidr,
LoadBalancerVips Arr_a y of GEBENVIP,

String
LoadBalancerName String REFHEBIR,
LoadBalancerVipv6s g::; EOf GEEIPVERIVIP,
IpProtocolType String ZISHIIPTYEERYE, ipv4EkERipv6.
BindTrafficMirror Boolean EEREENSIEENREREP,
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L7Listener

REEAAHE CERITREEEN-EEREIREES .

#ANTF3EOSIM: Describel7Listeners,

£ ESic]

Listenerld String
ListenerName String
Protocol String

LoadBalancerPort Integer

Bandwidth Integer
ListenerType String
SsiMode Integer
Certld String
CertCald String
Status Integer
AddTimestamp Timestamp
ForwardProtocol Integer
L7Listenerinfo

Witk

o o

iy

o

EaRENE

ik

HEEIFEEEHIID,

RIS,

HEUSIFEEINYSEEL, FlEE: hitp,https.

tEEIFERMEITRO

HEERHEEETRE AT EITEARERE, 8i: Mbps.
HENTEEAY2ERI: L4Listener (UEIFEE) , L7Listener (-CEMEITEE) -

tEMIRSEBIGAESR: 0 (FRIAE, AFhttp) , 1 (BEEHAIE, AFhttps) , 2 (WEIA
iE, AFhttps) -

tEBITEEXBRAIRSIRIESID.
R XBAFFIRIESID

BIRRSAPAE (ORFREEP, 1URIERIETT, 2UROIEKW, MURMRF, 4LRMER
K)o

CUERTEIEE o

httpsi&&Z8, 0: https. 1: spdy. 2: http2. 3: spdy+http2,

EOHETEENNtRSRSEINEE-CRERHER.

#HENTEOSIA: Describel7Listenerinfo,

e ESic]

Listenerld String
ListenerName String
Protocol String

LoadBalancerPort Integer

Bandwidth Integer
ListenerType String
SsiMode Integer
Certld String
CertCald String
Status Integer
AddTimestamp Timestamp

ik ik

& HERITEESERID

iy

tERITEER.

iy

tEEIFERINYEEE!, "iEE: http,https.

o

RIS ITIRO .

oy

HEEHIEEERRE A AT SR ARIEE, B Mbps.

|

B50rEERY92E50: L4Listener (UEMIFSE ) , L7Listener (RIS ) o

tEBIFEASAESX: 0 (AIAE, AFhttp) , 1 (BELAIE, AFhttps) ,
2 (WEHAIE, AFhttps) o

iy

o

LRI KEXAIBRSSIRIESID

oy

tEEITEEXERAIZEFIRIESID,

iy

SHEPEXRNBEEERS (DeadURFREE, AliveNRERE) o

iy

CUEEREIEL
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=3 E5id ik ik

Array of

RuleSet L7ListenerinfoRule

iy

RERIFEARFNTIR

iy

ForwardProtocol Integer httpsi&&28, 0: https. 1: spdy. 2: http2. 3: spdy+http2.

L7ListenerinfoBackend
BT T EEN CELIRSENEEN SHERBERBENENEE.
#ANTF3EOSIA: Describel7Listenerinfo,

E=4 ESid] Wik ik
BindType Integer & #pEnl (OREBGYEN, 1EREIIP) -
Port Integer B FHiwO,
Weight Integer & &,
Status String & HEHEXRIMBFERERS (Dead KR RE, AlivelRERE)
Instanceld String £ EOYEAIENID,
Alias String & EOYENAEIE.
Lanlp String B EHIP,
L7ListenerinfoLocation
BOE 7RI CESIRRINRERERIRE
WA TFiEOSIA: Describel7Listenerinfo.
e =il Wik R
Url String £ BEIERE,
Locationlid String S HRIREHID,
SessionExpire Integer S SiRlRISATE,
HealthSwitch Integer B EEARRERE,
HttpCheckPath String S RERGERERE,
HttpCheckDomain  String S BN ERERE.
IntervalTime Integer £ ERReEieEEiREiE.
HealthNum Integer = BENERERE,
UnhealthNum Integer & BECEERRE,
BEEREEPIASRENHTTPRERBNAS . TEER1~-5NES, 1%F5
HttpCodes Array of Integer = HTTPJ:E@EEI%']XX?Ayﬂ{Eﬁo 2§a__<HTTP“@I§|ﬁE.'|792xxi‘A?91E§o 3%3__1
HTTP:RERSH3xxIABER . 4RTHTTPIRERSA4xxINAERE. 5&RR
HTTPRERSH5xxIA SRR -
BalanceMode String £ BEnR.

WRIFRE: BRRITE (bR ) ARSEEAE 5870 #7911



@ BEBHE BRI

E=4 ESid) Wik R

Status Integer & HABEXRNEREEIRS (DeadltRFMERE, AlivelXERE) .
AddTimestamp Timestamp £ SUEERTEIE .

BackendSet Array of T RBEFAENENSIE.

L7ListenerinfoBackend

L7ListenerinfoRule
EUE T RN C RS ERRREIRE AN .
#WINTFiEOS|IA: Describel7Listenerinfo,

E=4 5] ik ik
Domain String & BElgE.
Domainld String B ERIHZXHID,
Status Integer £ HEPEXRNBENERS (DeadRATRE, AliveXRERE) o
AddTimestamp  Timestamp & CUZRTiEE .
LocationSet Array of L7ListenerIinfoLocation & ZERIEE TENERIERETIR.
L7Rule
REL-C RN 285 RN BHR BRI o
#WINT#OS1A: DescribeL7Rules,
E=4 R ik R
Domain String S L7, -3 2=
Domainld String & HEREZSERID.

HRBEIARE (ORFRLEP, 1RRIERIST, 2M0RCIEXW, LRMRH,
AURMPREY ) -

iy

Status Integer

iy

AddTimestamp  Timestamp ellFES RIS A

Array of
L7RulesLocation

iy

LocationSet ZEEEIRZ TENERERIIER,
L7RulesLocation

FE-GEEAMNRERE R SS TERERER.
#ANTF3EOSIA: DescribelL7Rules,

E=4 HE ik ik

Url String & HRIEE,
Locationld String & ERIEEXHID,
SessionExpire Integer B SiERISATE

WRIFRE: BRRITE (bR ) ARSEEAE 71 H79%:
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B
HealthSwitch

HttpCheckPath

HttpCheckDomain

IntervalTime
HealthNum

UnhealthNum

HttpCodes

BalanceMode

Status

AddTimestamp

LoadBalancer

B i)

iy

Integer

iy

String

iy

String

o

Integer

iy

Integer

iy

Integer

Array of
Integer

String B

Integer B

Timestamp &

IRER G HIIE L BIFIRANHE EIR R BIIEER

#ANTF3EOSIA: DescribeLoadBalancers,

2R
LoadBalancerld

Projectid

LoadBalancerName

LoadBalancerType

Exclusive

TgwSetType

Domain

Vpcld

Subnetid
Status
PayMode
LatestPayMode
CreateTime
StatusTime

VpcName

WRIFRE: BRRITE (bR ) ARSEEAE

ESic]
String
Integer
String

String

Integer

String

String

String
String
Integer
String
String
Timestamp
Timestamp

String

Witk

Wi

N I

Iy

iy

o

|

o W o I

iy

ARl

ik
EEAFBRREREE,
RIS EINEIRE.
EERSEINEHE.
(RS E R EERERE.
(RIS ERERISE.
BRI EFRERERE.

&

REEEPIABERHHTTPEERBAS . TiEEB1~50EE, 1RTHTTPIEERHEI1XX

VAR, 2R THTTPREIRBA2Xx AR, 3RTHTTPIRERBA3XXINARE. 4R%
HTTPREIRS 34X xIA 2R . 5FRTFHTTPIREFAEXINIREE

15N

HREELIRS (oftRelEd, 1HRIERIET,
MR ) o

2NREVBERM, SERIRP, 4AEM

CUEAEIEL

i

GEISEEID

IREID, i@dv2/DescribeProject #MO3%1S

GEIIEREIR

REFPIERIZEE : openTRRLAMAFTIIEZER, internalR AR GREESEE

EARMmEMGEN, ORTIM G, 1RTNEMGER, 2R tEMAO5%ER, 3%
THEF-CER S8R, 4RTHEERR

ZRAFEI RAtgwEEEE (fullnat,tunnel,dnat)

GESEES . B 1-60MN\EREXFE. HF. RS . REEE - . ARE
BRI REEEIZFR

&SRS R AFRERIVpcld

%GRS RAIFRERISubnetid

H o o o

x
FAEMIEETR.

ET72 H79,



@ Bifs BRI

E=4 ESid] Wik iR
VpcCidrBlock String B FAERZCidr,
LoadBalancerVips Arr.a y of B REBEIIPVARIVIP,
String
. Array of =
SupportListenerTypes String a %
Bandwidth Integer S x
Confld String B GAHIIGMELEEID
ConfName String B %
LoadBalancerVipv6s g:::]);()f B REHEIIPVERIVIP
IpProtocolType String & REFHEIPHHYER, ipv4skEipv6.
BzPayMode String B (RIEBIR KT 2R
BzL4Metrics String & (RIEE R XU Eit 2R IENR
BzL7Metrics String S RIZERX-ECEITEIER
IntVpcld Integer & AN R A FRERYE R ZE B2 R Vpeld
CurVips Array of = GEBGHIPVEeHEIPVARIVIP,
P String S e BFRTAEE null, ERIVREGRE.

LoadBalancerPortinfoListener
R EARHENEROEXEEMMEENKEIREEE (MEMEE) o
WINTFEOS|IA: DescribeLoadBalancerPortinfo,

£=4d £ g

Listenerld String REHEEIREEID,

ListenerName String EIFEEER,

Protocol String SIFEEHMNEERY, aNid{E: http, https, tcp, udp.

LoadBalancerPort Integer  MEIREERIEIRIRO .

Bandwidth Integer  IHEERPIREETRHUITETEEAIBREE, B8 Mbps.
Status Integer  MEIRERHEIKES (OKFRLIESP, 1KRERIET, 20RBKK, 3HERMERTD, 4ERBBREY) -
Port Integer  SHEIRZB4PEMNENIKO,

ModifyL7LocationRule
IEM B ARSI R R RSN CRE RS .

#HaNTEOSIA: ModifyL7Locations.

& B Wik fEE
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£

Domainlid
Locationld

Url
SessionExpire
HealthSwitch

IntervalTime

HealthNum

UnhealthNum

HttpCodes

HttpCheckPath

HttpCheckDomain

BalanceMode

Domain

ESid]
String
String
String
Integer
Integer

Integer

Integer

Integer

Array
of
Integer

String

String

String

String

Wik

N D I HD RO

iy

iy

o

iy

EaRENE

ik

HRIGEXEFID, mEIEODescribeL7RulesEifl,

¥RIBEXFID, ai@diEODescribeL7RulesEifl.

BRIER,

RIBRISHTE, B &, TiEE: 30~3600. ZAEO, REAHBRIERS.
ERREX: 1 (FRE) . 0 (Xid) . BIMEO, FRXA,
(ERAEREERE, BAME: 5, AlEE: 5-300, B &,

(RO ERESE, WME: 3, REHEERNZIXERVRTZERIESE, TiEE: 2-10, §

fiz: R

BEREAERHE, BME: 5, FRUEEFNRRTEENRTZIERALES, TitE: 2-
10, Bfi: iR,

EEREERIADRERMHTTPRERNAS . AIEER1~5M%E, 1RTFHTTPIREIIBA1IAN
2R, 2RTHTTPREIRA2xxINIER . 3RFHTTPIREISA3XxIASERE. 4RFHTTPE
B8R4 AR . 5FRTFHTTPERERRA5 AR

RRIEENERE.

EERSENENS . MRMUESERABRFRKENRAN, WEREERESHSTEEY, &
NSRRGSR E —# . FERRFIER.

BiEsR: ip_hash. wrr. EiMEwrr,

RS,

ModifyLoadBalancerChargeModeListener

(B st it &R ARIBIRERER .

#HNTEOSIA: ModifyLoadBalancerChargeMode.,

2R
Listenerld
Protocol

Bandwidth

TrafficMirror

ESid] Wik HER
String = #50REEID,
String = [DYE S
Integer = HE.

RELRERGELAINFIREEINEEREREGER

#HUNTEOSIA: DescribeTrafficMirrors.

2R
TrafficMirrorld
Alias

Vpcld

LoadBalancerType

Bl

String
String
String

String

Wik ik
& MEHREZID,
A MEBREBR

iyl

RERGFRTERTABMEID.

iyl

BRI GREDESR . wrr, ip_hash, wic,

WRIFRE: BRRITE (bR ) ARSEEAE 5874 #7911
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£

HealthSwitch
HealthNum
UnhealthNum
IntervalTime
HttpCheckDomain
HttpCheckPath
HttpCodes
CreateTime
VpcCidrBlock

VpcName

ESid]
Integer
Integer
Integer
Integer
String

String

Array of Integer

Timestamp
String

String

TrafficMirrorListener

oy o oy oy oy oy oy o

iy |

ik

EEFAIHIRIARERIEE., 0: X, JE0: FRE.
fER=iEE.

FhemRiEE.

wEERE.

HEEE.

HEER.

EaRENE

BEIREIRERG, 1: 1xX, 2: 2xX, 3: 3xX, 4: 4xx, 5: 5xXo

ellfE R
REREFETAB MEEACIdr,
RERGFTEABMERIZR,

KR ERGHEITRIIRE IR S RERGHBENEITEER

#WINTEOSIA: DescribeTrafficMirrorListeners,

£=4d

Listenerld
ListenerName
Protocol
LoadBalancerPort
Bandwidth
MaxBandwidth

ListenerType

SslMode

Certld

CertCald
AddTimestamp
LoadBalancerld
VpcName

VpcCidrBlock

LoadBalancerVips

LoadBalancerName

3]
String
String
String
Integer
Integer
Integer

String

Integer

String
String
Timestamp
String
String
String

Array of
String

String

R
HIF=RID,

HIFERETR.

LRGNNSR, i%E: http,https.

HENTRRAYEE IR o

HEITERSERY,

INERE: 0 (FINE, AT http) , 1 (RRIAE,

https) -
BRSSIRIEBID .
ERIREBID,
Rhnedial
GEI9EID,
FhEMEZR

FABMZECidr,

GEIIERIVIP

GRHEIGEGER,

WRIFRE: BRRITE (bR ) ARSEEAE

FFhttps) , 2 (WEDAE, BF
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E=4 ESic) iR
. Array of
LoadBalancerVipv6s String
IpProtocolType String
TrafficMirrorPortStatus

RERGRREERENRENARORRSER .

#UNTEOSIA: DescribeTrafficMirrorReceiverHealthStatus,

e e
Port Integer
Status String

TrafficMirrorReceiver

RIS RERGESEN G RIHEEARIEIIER .

#ANTF#EOSIA: DescribeTrafficMirrorReceivers,

E=4 ESid]
Instanceld String
Port Integer
Weight Integer
TrafficMirrorld String
Alias String
Lanlp String
Subnetid String
SubnetName String
SubnetCidrBlock String
Vpcld String
VpcName String
VpcCidrBlock String
HealthStatus String
Operates Array of String

TrafficMirrorReciversStatus
RBEGEESERENERIASES .

#INTFEOSIA: DescribeTrafficMirrorReceiverHealthStatus,

WRIFRE: BRRITE (bR ) ARSEEAE

GEISERIPVERIVIP

EaRENE

ZIFH9IPHNYEEEL ipv4EE Ripv6.

ik
w0 o

Ko

ik

HUIANELHIID
gEIERO .

BINRE.

MEBRARID,

WA

NP PitLE o
RUNER RS FRIAIID -
WAL FRTERSF MBI B TR
RUWHLFRERSFMAICidr o
BN FRERIFARRIZSRYID o
WAL FRTERIFAE M BRIBIR .
BRUNFRERIFAB MEERICIdr o
BB ERIRTS o

BB LAITRIREES -

76 H79]
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E=4 5] 3%

Lanlp String ARIP,

ReceiversPortStatusSet Array of TrafficMirrorPortStatus iR ORI R AP
UnbindL4Backend

FEMEIREEHAIBNEN .. EIMNEEEEENER.
#HUNTFEOSIA: UnbindL4Backends.,

£=4 7 Bl Wik 3%

Port Integer B FFRE4PRYENIRO, TiE(E1~65535,

Instanceld String B EOYIENENID. ENIPEHEREIEEENID,
UnbindL7Backend

FE5 RN A MNIRELINMIBNEN . ERNEEIEEENER.
#ANTEOSIA: UnbindL7Backends.,

E=4d ESidl WAk iR
Port Integer B fFREYGPRYENIRO, BIiE(E1~65535,
Instanceld String B EOYENENID. EUNIPHEREEEENID,

UnbindTrafficMirrorReceiver
EERBEERIEREE .

#ANTF#EOSIA: UnbindTrafficMirrorReceivers.

= R Witk ik

fil

Port Integer FREGPRYENIRO, wiE(E1~65535,

Instanceld String FRESDRIEMNERIID .

il
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=S

EIEEFATE: 2022-02-28 08:06:33

LIRBikEA

WMRIREIZERPFE Error FE&, WRFIER API ##£0O05%M., fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

EaRENE

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRigiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEHIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

iBA

BOST%.

ERLEBRY Authorization RIFSEASIRE,
=X (2= API ZHAEE )

MFA $ig,

BRFFE. B EHle HERRAERCHNRSERER, MIASES,
SRERAREESIER, TRAIETEEER.

EZEH, Timestamp HRSH[EHDEEFR GBS RS, BIEERD
EtEEATIRERNERS

BERER. EREER, BURAASAPHESHEXEREERITE
E*EO

token iR

BEREKEN, 1§2E CAM T EAAR0IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEIR o

BOREFE.

SHER (BESHRl. LBSER)

SHEEEIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WRIFRE: BRRITE (bR ) ARSEEAE

A8

BEXK body B9 multipart &z &iR.
IPitbitFEE S Barh,

P RER SR,

Bt BCERRE o

%

ROSH,

\

FRAFE
EORSFEFE.
IERAOREGEE T SRERIRE o
EMWSHBITIRZEIRE
IPBRSR o

ERSIRIR.
EREEBERHEIKN
BiREMER.

BERE.

BREFFE.

BREAEA.
IREISEEREIAN,
SRR SRR A,

RIGIURIE

FRHMSHER, AFRSEREXNSHLSHIER.

BAEFZH o

http(s) IERMNIEIR, K328 GET # POST iR,

BOARSISFRiEHE

EaRENE

ET7I9HT79T



