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O BAT
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@ =3y BRSENETE

API 3t
= mahR 2

ERIEEFRATE: 2021-10-2111:04:47

IR IETERI S tbp =/ AakIkR4As: 2019-06-27

SR

« 2019-06-27 (HATERA)

RAERRZS

+ 2019-03-11
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https://cloud.tencent.com/document/api/1060/37435
https://cloud.tencent.com/document/api/1060/34554

EHBAT

E L

m=IEEFATE: 2023-06-06 01:55:11

B4 XE®

£76E): 2023-06-06 01:55:04
FREHESTIUTRE:
BEEEHH.

rEREn:

» TextProcess
o ¥ZHES: ResponseText

B3 X&®

£76HE): 2023-06-05 01:49:22
FREHEATUTHE:
BEEEHH.

featEO:

» TextReset
o Fil&HS: ResponseText

B2XE®

ZmAdiE: 2019-11-14 17:49:19
FREGEETIUTRE:

BB A,

feRgiEn:

+ TextProcess

o ¥HEAZ: Platformid
+ TextReset

o ¥BAS: Platformld

B1RE&®

&ZmAdia: 2019-08-2118:57:41
KREGEETUTHS:
MEEHINE,

FhigEO:

» TextProcess
» TextReset

IBEIRED:

« Group

WRIFRE: BRRITE (bR ) ARSEEAE

BNEEETES

55 H139m


https://cloud.tencent.com/document/api/1060/37438
https://cloud.tencent.com/document/api/1060/37437
https://cloud.tencent.com/document/api/1060/37438
https://cloud.tencent.com/document/api/1060/37437
https://cloud.tencent.com/document/api/1060/37438
https://cloud.tencent.com/document/api/1060/37437
https://cloud.tencent.com/document/api/1060/37439#Group

@ =3y BRSENETE

* ResponseMessage
« Slotinfo
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https://cloud.tencent.com/document/api/1060/37439#ResponseMessage
https://cloud.tencent.com/document/api/1060/37439#SlotInfo

@ Bils BREAETS

RIEEFATE: 2021-06-23 11:36:17

RIDGEF BHREREIEES APl 3.0 [RF . 25l APHEROMNEEMABHLE, £—NSBRENARERE, %—i SDK/CLI RES APl 32
FEiE—5, SEERENBRIENERER. STSRMERALEERERSAE R . ESWA= AP| 3.0 EANMEEESR: REAN]

BNEREETFS (Tencent Bot Platform, TBP) EixF “SHERRS” MBS, SEABBRMERAZOEAR, ARESWER. FRENE
SEEKERUARTETNBEARELEED, SEER. REFIRANMHEFEINSEE . SHAEEETIL,
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

Q) =331 by BRSEETE
API 15

mIEEFATE: 2023-05-17 01:56:56

MEBAXERSHEXED
EOSMR ZOhEE SAERPRE (RS )
TextProcess XAGEIE 500
TextReset RIEEE 200
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https://cloud.tencent.com/document/api/1060/37438
https://cloud.tencent.com/document/api/1060/37437

@ E% i:H.E BB SEREEES

AABI
5K

RIEEFRATE: 2023-02-22 01:47:19

1. BRS5 1tk

API ZisFiRbiEgiEN , ArERiiEibEiEAGZ B tbp.tencentcloudapi.com , tBXziFigE kA, Flanr-MitbkEiasEs&7 tbp.ap-
guangzhou.tencentcloudapi.com .

EEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEER, SEBIREIN M
BR3388, MEMISE tbp.ap—guangzhou.tencentcloudapi.com 2—&H9,

R RESURAILSS, BIUSETIBRANNSE .

R SR AP BERAR, AR REEEROSTRRRSNNE . RSISNiRFREERAR R/ AHSECHEPER, KOSHSObIEE
EROEISN BB PE,

BRISTSAEESIxRA:
PN b0 b0
FEHIEIEN (5, RISEEERK) tbp.tencentcloudapi.com
SERFHBIX (1) tbp.ap—guangzhou.tencentcloudapi.com
HEHRMX(LS) tbp.ap-shanghai.tencentcloudapi.com
bt X (I6R) tbp.ap-beijing.tencentcloudapi.com
Fargits X (FER) tbp.ap—chengdu.tencentcloudapi.com
PRIt X (EFK) tbp.ap—-chongging.tencentcloudapi.com
BEAHR(FEES) tbp.ap—hongkong.tencentcloudapi.com
WA ZRra(FiNiE) tbp.ap-singapore.tencentcloudapi.com
TAFRE(ER) tbp.ap—bangkok.tencentcloudapi.com
WARIER(FZE) tbp.ap—mumbai.tencentcloudapi.com
TAFIL(ER) tbp.ap—seoul.tencentcloudapi.com
TAFIL(EFER) tbp.ap—tokyo.tencentcloudapi.com
EEFIB(FERIE) tbp.na—ashburn.tencentcloudapi.com
EETEER(EES) tbp.na-siliconvalley.tencentcloudapi.com
=X (SE2) tbp.na-toronto.tencentcloudapi.com
Bt X ((Z=518) tbp.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 589 #139%]



Q) Bils BREAETS

X HTTP i5R7GE:

- POST (i)
« GET

POST K258 Content-Type 8!

« application/json (7% ) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FHE

19(#EMH UTF-8 4wfS,
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5 E E%i:ﬂ.ﬁ BB SEREEES

~HSE

N =

P

RIEEFATE: 2023-12-28 01:23:36

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KieiERo

AHSYARRTSRSERNERGERFTRTNEMESR.

ERERGE v3 RSN

BEGiEv3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRSERESEIE) , BERE, IFEAMERE, XI5 POST
JSON #&=t, MReE—ERH, HEERZESHETHES . RENBER £875i% v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFEHR—HE HTTP Header iEKLEH, INTFERFAR:

SHEM B Wik R

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action String = \ction B, BINEIRSEMEIEHAFIREN, BEN Describelnstances.

HTTP i&XKsk: X-TC-Region, iifS#, AFRFKAFEIRIEMM R, BESEEOMXES
Region String - WMASHEDETAHSE Region KR, T8 REEOFBEEEZSY, BOXXEREXILFE
HilA, IEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, micFkie APIi&RARTE], 40
1529223702, #*i&: MRSKRFBH[MHEHEZELSIH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EHI APl B9kRZA . BUESEZOMEPASAHESE Version
B9iREE . BIANZ=ARSZZAIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEENZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
BEMAHSH X-TC-Timestamp &EH UTC iREREIREI—E; service hERF=RE, BEA
H&Ri%E, I3, 8 cvm.tencentcloudapi.com BEFRE~ZREE cvm. A=REUER tbp;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSEE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKsk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (NEEOZIFSE ., BYE: zh-CN,
Language String a

en-US, zh-CN BEIF, en-US REIEX,
EigAFEES A bR ZIRSSRLFIFIRPHR+1, ROSHIRENRIEE Offset=0, REHE Limit=10, NEEREMRIRIER URL. &

RKLED . IERIETRBIGNT:
HTTP GET iER&#93
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https://cloud.tencent.com/document/api/1060/37432
https://cloud.tencent.com/document/api/1060/37432
https://cloud.tencent.com/document/product/1312

BB SEREEES

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEERME:
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE) :
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®+x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE 5812 #139m




@ H% i:H.E BB SEREEES

ERERGE vI NARSH
ERZEEAE VI (BELHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBELTH
BHER ey it f

BEREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEENO, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/MEEAEIE, BOESNERESSEOGEPRANSEAHS
Region String - # Region 9I%EA, R REROFREEEZSY, EOTEhaIbISEINkE, aBPEE
BiZSHHFEEN.

ia1 UNIX BiE&, mleRAER AP|iEREETE, $I811529223702, MNRSHFIRTEHEES

Timestamp Integer = | STREZTEEE,
Nonce Integer 2 REHNIEREL, 5 Timestamp BX&iEk, AFRLEEREE,
Secretld Strin - £ =APIESA LERISHRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si i o BERER, ARBGIEWXERNEENE, SERPREZFVRASEITESH ., BRITESEESR
ignature String = .
Versi . o 121ERY AP BOERAE . BUESZEZONEPASAHSH Version Rk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEZHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESHE.
B) Z2EIFRSS FiMARIGR L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZARNTEERELL
Token FE,
L . — EEEOREES, (NEBSEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

EigFEPEESEIA bR ZIRSSRLEIFIR, EiEREMIRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HM5l:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* k¥ EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDrRkRXEX AMPLE
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https://cloud.tencent.com/document/api/1060/37433
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1060/37433
https://cloud.tencent.com/document/product/1312

@ HEFHE BN EEEFS
ERBAEV3

m=IEEFATE: 2023-12-27 01:31:54

TR T E85% v3 NESEE, ERESKRSEHSHREERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

P LEHTES

BE2EIIATARBERIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAiE v, MEERS, STIFEXMBER, XiF JSON 18, POST ERZIFHES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZ 8RR ThaE, EEERIRAS “AP13.0 £8 v3” , AJLANEMEZIZHTINE, aJEEER
SDK X8, #EEMABIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ZiF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR API HRESR, SLAERELLAARS,
+ SecretKey: BT API RERSE, sILAERAELLHED,
- BREFFERERSFEIE, BRHE, SWRERMUFEZL. SR, BUAEMEERLTIE,

RIS EIENEGALSRINT:

1. BF BA=ZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERERAF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE 514 H#139})


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% i:H_E BB SEREEES

TEURRSHEAT NEXIFFIREAGIF, STBRNMEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BOBESNSEMERE, ST SHIRESIRIABEINTER.

G, FeARSEEEFZEONSE, RIRERRESIZILENER. EXFRAMEON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. W, XBEARRTEHSARSEMEOBASE, APTLMRIBLFEERNEMSE, 0 Language 1 Token A%
(FE HTTP LERIgE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRESEEN KGR BENIKRE, RRE—FEIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITELEE.

1. HHERBIER SR
BN ARBREAHHENEIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 4
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIB{ES POST,
CanonicalURI URI 2%, API 3.0 BIERIESMHL (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHE"", WF GETiERK, Wh URL #
15 (?) GENFFEARS, FlEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 #1T URLEncode #3 ({$%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5615 139


https://tools.ietf.org/html/rfc3986

@ H% i:H.E BB SEREEES

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, REE key:value\n &=(H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE,

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HERIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHEGE R FIH
BT RS E R TS

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW Rz
Algorithm 8%, HaiEEM TC3-HMAC-SHA256,
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FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUMEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmaE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlRET—BIER, EREAY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #l SecretSigning 2 T#HEIRIEIRE, FIaEEESFAHTENIZESR, SHEHHBIFEFRITENRML S5
73: ficb4d518a0eda9d5chbbfdb7850983f1e603eeae484edea76e4dd8d8deb5556e,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM fRRE
SecretKey B4k SecretKey, BI Gu5t9XGARNpPQ86cd98joQYCN 3k,
Date Bl Credential k9 Date FEIER . MR FIEUES 2019-02-25,
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FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, WIABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

LERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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O EE:

ERRIEAHI HTTP LB (Header ) #liEkK{K ( Payload ) #FHESIHEIETHATR S, BUSEEESF—EER. TED
FTENEIRERAR, MEMBEFSIHE.

ERWT

7ECPRER API 3.0 BY, EFEREERBEINZE SDK 3.0 , SDK #3R7TEZ/iIE, FERRXFFRIZENEFEONT ., $MAEESR SDK H
Lo HEXIFHRIZEESH:

« Python

« Java

« PHP

- Go

« NodedS

« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEINMNTRESERMER:

» Signature Demo

ATEFENBREREE, TEAMSRREES P, S LRNES IR, BROES . FRNEOMSHNNER ERESIE0E, £
BRAEBREESLE, FTESER, IMEARSEREMEM SDKo.

Java

import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;

import java.security.MessageDigest;

import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;

private final static String = System.getenv("TENCENTCLOUD SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

String = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
("

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 01
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n"
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= S ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + '
"-d '™ + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub
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fESCiRAA API 3.0 BY, EEERERERBINZA SDK 3.0 , SDK #:3RTEZMERE, FRNAXEFRBHINEMFZONT ., #HAE2RSR SDK &
Do HASFIREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERETFR=RIERES demo, BRILKEINMNFREEEGMER:

« Signature Demo

HTEERNEESZTRE, TAMZRMEEESHM, B LLANSZIEEMRIM, ERNES . AREOMNSHNEESIA LIAZZEEE, £
BRABEZEZIE, HFESERYE, LRARISREEM SDK .

EAREEAY url II8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥*¥***x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRFZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBMUERT API 3.0, FREEERTRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://github.com/TencentCloud/tencentcloud-sdk-go
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https://github.com/TencentCloud/tencentcloud-sdk-cpp
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https://github.com/TencentCloud/signature-process-demo
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public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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R MNRRE Python 2 KIEHRIETT, FEHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main

WRIFRE: BRRITE (bR ) ARSEEAE 5846 H#139:|




BB SEREEES

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

Ty

"sort"

“strconv"

)
func 09
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysJi]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_ SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
‘Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]l);

}

retStr += v.TrimEnd('&");

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

= 11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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3 =+
IR [E]455R
RIEEHASE: 2024-01-09 01:24:04

= API 3.0 #ZORGARE JSON iR, iREHE JSON #SasRASE SRR RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMFEEIPIEMER . SREROGHAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETRZEA

R BRREERERSHERLET, WM HTTP RASHEI95200. SILEEMESAENEBREREN, 8 HTTP KEBR200, TRR
401,
IEMEEISER

LA=BRSZ8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTRaREMTA:

{
"Response": {
"TotalCount": 0,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE,

« Requestld BF—4" API iERHIE—IRE, 1R AP HIISE, STLABLRR, FiRMZ ID KBREE,

o BRTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXERINEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
IERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
+
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIEKRARKY . Error FERERERERY Code 1 Message FERFERAMAKXMAY 2% ERER o

+ Code RFEMFHIBAIEIRE, HiEKRBENTLASCIREZEIRBEATESIREINHaEOX NSRBI R EmEHRIINREEFBRS R
+ Message B RETEMEZRENEFER, BELSEESRFBEML, EXATMHAERERSTERENR, APTRMKRXMEEIE.

« Requestld BF—/ API iEKRMIE—iRRA, R API LSS, TABRRR, FEEZ ID REREDE,

AFEHIRT
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REIERPINREFHE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFTEIRD, FAASHAIREHIMANERBAQHEIR P, =8
EIRIRIASIRIESE AT “API X" BRTH “HEiRiB” THE.
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SRR

mRIEEFATE: 2022-08-10 06:48:04

ERIESRZ API 3.0 A SN HSECHS N TSRS

String: F#fFH.
Integer: B2, FRATHFSO64EL ., SDK 3.0 FRFEBESZISHLEREMER, BNUMERAREESHRABEEN, i Golang By
uint64,

+ Boolean: %H/RE,
« Float: Zm8,
« Double: WEEZERE,

Date: F#F#H, A#AE. FHln: 2022-01-01,

« Timestamp: FfF&, MEig=. fla0: 2022-01-01 00:00:00,
+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE

BNERRTRE, WRERR (GB/T 7408-20055Ec3 i iEUE R AHIFARTE) . BiNLFRERREESIIRERSEITETURN
f5ian: 2022-01-01T00:00:00+08:00,

« Binary: Z##IAR, BELUSEMERTIMR.
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A BT

=R AT GRS EXEA
RGES

IEEFRAE: 2023-11-30 05:58:01

1. EOEE

EOERESZ: tbp.tencentcloudapi.com .
&iEEERO,
EOAZOIERIAFIRF]: 2000%/% o

#EFZ(ER API Explorer

BB SEREEES

<> R

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK

AR
2. BABY
MTERSHIIRVIIE TEOBRSHENHTOAHLSY, REARSHIIRR AHLiERSH,
SHEWR Wik KB it
Action = String A5, XEOBYE: TextReset.
Version 2 String s, XEOBRE: 2019-06-27,
Region B String AHSYH, FEOFFEEENSE.
Botld 2 String  MBARR, BFEGHRNBA
BotEnv =2 String  HMBAKRAE, BUYE"dev'si"release”, {f#ifhg4: dev; & ERA: release},
Terminalld B String = £iRIFR, SMRIR(EER)NE—, EOFHESAR.
PlatformType & String ﬁ?ﬁfk}fﬁﬁﬁ: MiniProgram; Mi: XiaoWei; 2R5: OfficialAccount; RIH(E:
Platformid & String  HPlatformType ARIEARSHREWRIET, EEHMHMEARSHEWHSHIE—IRR
3. mihis¥
SHAETR ESig) ik
DialogStatus String ﬁiziﬁﬂkﬁ{%iﬁ‘ﬁhﬁ: STARI; =igs: 9OUTINUE; £iE4E%R: COMPLETE]}.
EE: FEBAEHEE null, FRERARIEYE.
BotName String EEEEUHQ*IL%A%T& _ N
EE: WFBAEGRE null, FREFAREYE.
IntentName String F—E EEEUH{J%EEW? — "
R WFEBAEGRE null, FREFREYIE
SlotinfoList Array of Slotinfo HHiEe.

R WFEAEIEE null, REEAEEHE
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https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37439#SlotInfo
https://console.cloud.tencent.com/api/explorer?Product=tbp&Version=2019-06-27&Action=TextReset
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SHEIR ESid] P
InputText String FIEHIARE.

R WFEAEEEE null, RRRFIERE.

MBANE

ResponseMessage ResponseMessage - . _ N
P 9 P 9 m: WETESEE null, ERRREEHE.

EEFER, HARBEXHWebServicelRSZiEEl .

SessionAttributes  String R WSEAASEE null, EREVRESRE.

ERAR [FhENBIEHE:0; (ESBUNEA N, MBBUNEA2; MIIENEEA:3; REERL,
ResultType String BEFRRHIEIEAR:5; KL, REENDESIZX:6}.
R WFEBAEEHRE null, FREFEEHE.

ResponseText String AR AIHEMIREE.
iEE: IFERTAEERD null, RFEBAZIEHE.
Requestld String H—iEK ID, BRIERMSEE ., ENRNREERHEIZRIEKRE Requestld,

4, 76

6N HER AR EIRSS =0
SiEEH

BATH

https://tbp.tencentcloudapi.com/?Action=TextReset
&Botld=972445
&Terminalld=123

&BotEnv=dev

&<AHERSH>

BLRA

{

"Response": {
"DialogStatus": "START",
"BotName": "botname",
"IntentName": "intentName",
"SlotInfoList": null,
"InputText": "hi",
"ResponseMessage": {
"GrouplList": [

{

"ContentType": "text/plain",

"Url": "www.baidu.com",
"Content": "hello"

+

{

"ContentType": "audio/wav",
"Url": "www.baidu.com",

"Content": "xccv"
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"ResultType": "1",
"ResponseText": "EHI&iERIN. ",

"Requestld": "xxx",
"SessionAttributes": "xxx"
}

}

5. F&EGR

BR= APl &

Bz APl £ & R4E API XXHH. $#EiRt5. APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIE API R
E=)

API Inspector

FFEERE API Inspector BEEHIGE—SIRIEXEXR AP RRER, HEEMRSESRAN API 1853, tBaaiiE AP Explorer #{T7E4iE
ifo

SDK

= API 3.0 Rt TEREMARTHEE (SDK) , XISSMEIEIES, BEESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiIRES

IITFRFIE T 1O SSZEtEXAEIRD, EfbERIBIFER AHEIR0,
(IR ik
InternalError PIEREEIR
InternalError.ErrorMms EIMIEELY, REMREE.
InternalError.ErrorNIu nIuStERSEM
InternalError.ErrorRpc rpciRA%XY .
InternalError.ErrorWebHook webHooktEEY .
InternalError.NoAppPrivilege RFFBEB R R ER .
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190627/tbp_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190627/tbp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190627/TbpClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190627/TbpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190627/TbpClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190627/TbpClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190627/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190627/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190627/tbp_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190627/tbp_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190627/TbpClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190627/TbpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190627/TbpClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190627/TbpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190627/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190627/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1060/37440#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ =3y BASENETA

fHi=tg iR
InvalidParameter SHER.
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@ E%i:ﬂﬁ BN EaEEFS
MAR4LIE

IEEFATE: 2023-11-30 05:58:02

1. EOR

EOIERERZ: tbp.tencentcloudapi.com .
FWOERMAISI BN, BREIRENA .
BRAZCIERSTZEIRE: 500:R/%

#EFZ(ER API Explorer <> =EE

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. MABY
MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,
SHEWR Wik B iR
Action = String AHS%, AEOBYE: TextProcess.
Version = String AXS¥, XEOBYE: 2019-06-27,
Region & String 2A#H2H, XEOFXEEEENSE.
Botld = String  MBAMRR, AFEHSRNEA .
BotEnv =2 String  HZEARRE, HE"dev's"release", {iFifhr4d: dev; & LIRA: release}.
Terminalld 2 String  &iFIFR, SMEIKERERE)MNE—), EOHESARP.
InputText = String  iERBIXA.
SessionAttributes & String EEFER, EEEAPEEXWebServicelRS .
PlatformType = String \‘,\'Iivési;(}{:l\iiri: MiniProgram; /MV#: XiaoWei; 2&5: OfficialAccount; ®ILRIE:
Platformid & String  ZHPlatformType ARMIEARSHEIWRMISH, EEFNHELARSHEWRISHIE—ITR
3. mhis¥
SHER Bl ik
DialogStatus String ﬁE%iﬁﬂﬁﬁ{%iﬁ‘ﬁhﬁ: STARI; Sigs: 9OUTINUE; £iE4E®: COMPLETE]}.
R FEAEERE null, REBEAFEHE.
BotName String EEEEUH‘JM%%A%T&‘\Q _ N
EE: WFEBAEERE null, FREFREYIE.
IntentName String DRI SR

R WFEAEEEE null, RFRRFIERE.

WRIFRE: BRRITE (bR ) ARSEEAE 5860 139,


https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://cloud.tencent.com/document/api/1060/37431
https://console.cloud.tencent.com/api/explorer?Product=tbp&Version=2019-06-27&Action=TextProcess

@ H% i:H.E BB SEREEES

SHEMm ESid] iR
- 1iv2 H=W
SlotinfoList Array of Slotinfo =

iR WFEAEEEE null, RRRFIERE.

[RIGRIFFSE

InputText String S WPEEASER null, EREFEEKE.

MBANE

ResponseMessage ResponseMessage R . _ N
P 9 P 9 WEEESEE null, TRERFEERE.

EEFER, HRRBEXHWebServicelR3iEEl .

SessionAttributes String A WEREAEEE null, EREREIERIE.,

$EERZERY (thiEiZigH$5:0; (S RUNEEA ; [IERMNZEA:2; IFIENZEA:3; kTE L,
ResultType String IREFSHRIEAR:S; REE L, REHEMIRESI%R:6}.
R WFEBAUEHRE null, FRIFEEHE.

ResponseText String MBAERIRE AR
Requestld String H—iEK ID, SXREKRMEIELE., EMNRINHEERHIZRIEKE Requestld,

4. 75

BN R ATERSEO
XARLE,

BATH

https://tbp.tencentcloudapi.com/?Action=TextProcess
&Botld=972445
&InputText=1t&

&Terminalld=123
&BotEnv=dev
S<_HiERSEH>

L b

{

"Response": {
"DialogStatus": "START",
"BotName": "botname",
"IntentName": "intentName",
"SlotInfoList": null,
"InputText": "hi",

"ResponseMessage": {

"GrouplList": [
{
"ContentType": "text/plain”,

"Url": "www.baidu.com",

"Content": "hello"
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https://cloud.tencent.com/document/api/1060/37439#SlotInfo
https://cloud.tencent.com/document/api/1060/37439#ResponseMessage

@ H% i:H_E BB SEREEES

"ContentType": "audio/wav",
"Url": "www.baidu.com",

"Content": "xccv"

"ResultType": "1",
"ResponseText": "xxx",

"Requestld": "xxx",

"SessionAttributes": "xxx"
)
)

5. FRERR

BR= APl EE&

Bz APl SF& R4 API XX, i85, APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEARERENZIZHERIAE API R
5o

API Inspector

BRPTIEE AP| Inspector EEIEHIAGE—SIREXEN AP ABBR, HEhEMZIESHRA APl X3, tBaaiiE APl Explorer #7741
ito

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REESENRR AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRES

PRI T 12O SSiBIEtEXREIRT, HEMEiRmiER AHLEiR0,
(IR ik
InternalError PAIEREEIR
InternalError.ErrorMms BMIEERY, RENREE.
InternalError.ErrorNIu nluStEREM
InternalError.ErrorRpc rpciEARAXY .

WRIFRE: BRRITE (bR ) ARSEEAE 5862 #1393


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190627/tbp_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190627/tbp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190627/TbpClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190627/TbpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190627/TbpClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190627/TbpClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190627/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190627/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190627/tbp_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190627/tbp_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190627/TbpClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190627/TbpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190627/TbpClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190627/TbpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190627/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190627/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1060/37440#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ Bils BREAETS

RS ik
InternalError.ErrorWebHook webHookt K
InternalError.NoAppPrivilege RFFBE R R EABR -
InvalidParameter SHEIR.
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@ HEFHE BN EaEEFS
SRLH

mIEEFATE: 2020-07-22 08:18:14

Group

GroupEEEREMERFENY, HEIE8&ContentType. Url. Content=1"FE&., Hf, BiffIContentTypeFEREX, SEEHBKMMIMERER R
o

HANTFEOSIA: TextProcess, TextReset,

B Ry 30
ContentType String HEXEBSERRMNMIMESRNE, SaHE "text/plain”.
Url String SEERE ARt .
A WFERAIEEEE null, EREAERE.
. LELA
Content String B WSERAANEE null, TRIREIERME.
ResponseMessage

MTBP-RTSHIRSV1.3kRAE, MNBALLIERASIRANIR, HRE5IFRGroupListBEZAHER, AFPREFENIIHLHESE#TASE
Ho

WINTFIEOSIA: TextProcess, TextReset,
2R ESid) iR

HEETIR .

Grouplist Array of Group 8 WTEAAEER null, EREREAENE.

Slotinfo
BEER
HWINTEOSIA: TextProcess, TextReset,
E=4 ESic) 3%

BB

SlotName String SR WERAAHEE null, EREREG/E.

A

Slotvalue String R WTERAAEER null, EREVFEIANE.

WRIFRE: BRRITE (bR ) ARSEEAE 5864 H#139%|



A BT

=S

IEEFATE: 2022-02-28 08:16:59

LIRBikEA

NRIREZERPEFE Error FB, WRFRM APHEOXLW. fi0:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

BB SEREEES

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRigiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

B8

BOST%.

ERLEBRY Authorization RIFSEASIRE,
=X (2= API ZHAER )

MFA $ig,

BRFFE. B EHle HERRAERCHNRSERER, MIASES,
SRERAREESIER, TRIETEEER.

EZEH, Timestamp HRSH[EHDEEFR GBS RS, BIEERD
EtE R AR ERNERS

BERER. EREER, BURAASAPHESHEXEREERITE
ﬂ*;O

token iR

BEREKEN, 1§5E CAM I EA9IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEEIR o

BOREFE.

SHER (BESHEl. LBSER)

SHEEEIR.

5565 H139m


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 EEIRES
§ERED
InternalError.ErrorMms
InternalError.ErrorNlu
InternalError.ErrorRpc
InternalError.ErrorWebHook

InternalError.NoAppPrivilege

WRIFRE: BRRITE (bR ) ARSEEAE

A8

iEXK body B9 multipart &z $&iR.
IPitbitFEE S Barh,

P RER SR,

Bt BCERBRE o

%

ROSH,

\

FRAFE
EORSFEFE.
IERAOREGEE T SRERIRE o
EWSHBITIRZEIRE
IPBRSR o

EKSIRIR.
EREEBERHEIKN
BiREMER.

BERE.

BREFFE.

BREAEA.
IREISEEREAN,
SRR SRR A,

RIGIURIE

FRHMSHER, AFRSEREXNSHLSHIER.

BAEFZH o

http(s) IERMINIEIR, K328 GET # POST iR,

BOARSISFRiEHE

i5Ae

EIREELY, RBNNERE.

nluﬂﬁ*wo
rpciARAXY .
webHook&ELK

RFFIEE X R AR -

BB SEREEES

5666 #139%:
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HEESS
Web Service #J JSON EO2%

EIEEFAESE: 2019-08-23 20:08:59
BN EgiEFATBPAIFBotIiEEIRMHMENdpointiZRTBPAYER, TIMEFILIINEBIE. FXENATBPIEHahEERENRS WA
Web Serviceld, TBPIRSZHIWebBkSS ZiagthiiEO.

TBPEEERHTTP over SSL / TLSEISRIMMNH SEMRSHTES. HAFRSTBPRER, ZHRSSWEIEBSISONERMIPOSTIER,
BREBERSITZIBFRFEINISHE, FHEMJISONEAINERL

—. ERERX
AT RR B EHIRSAERAOHES
HTTP&

. POST / HTTP/1.1
. Content-Type : application/json;charset=UTF-8

. Host : your.application.endpoint

. Content-Length :
. Accept : application/json
. Accept-Charset : utf-8

WRIEEE
BIEXBEAIRSHNERIEX2JISONIE .

{

. "Requestld":"string",

. "Appld":int,

. "Botld":"string",

. "BotName":"string",

. "IntentName":"string",
. "SlotInfoList":[

{

. "SlotName":"string",

© ® N O U A WN B

. "SlotValue":"string"
3 by
o
. "SlotName":"string",
. "SlotValue":"string"
. 1
- A
. "SlotName":"string",
. "SlotValue":"string"
2 I
oAl

. "SlotName":"string",

. "SlotValue":"string"

-}

WRIFRE: BRRITE (bR ) ARSEEAE 5867 H#139:|
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24.1],
25. "Userld":"string",
26. "SessionAttributes":"string"

27.}

o ik ESic]
Requestld ERRIE—IRR string
Appld Bt =S int
Botld BotfIlE—iRERF, EHAEEBOtITER string
BotName Bot&=F, EHISEERNBOtER string
IntentName BES, HEERNRBENSE string
SlotInfoList HEAE, RIBFEELER Object
Userld FRREBERPAPIE—IRAFNFEE, RRAFNKETEMAR, EREEI2551FHF, AR string
RTSEHEN, &iEEIwebiRsS, TEBEFSH
SessionAttributes  AFIRSBHEESH string
SlotinfoList#éHRa
o ik ESid]
SlotName RBu=, tbinigbcity string
SlotValue RB(ufE, tbintig string
ER=H

{

. "Requestld":"xxx",

. "Appld":123456,

. "Botld":"5c8ef837-xxx-xxx-xxx",
. "BotName":"Ticket",

. "IntentName":"BookTicket",

. "SlotInfoList":[

{

. "SlotName":"DepartureCity",

. "SlotValue":" Eig"

.}

-

. "SlotName":"DestinationCity",
. "SlotValue":"I~ "

2 I

oAl

. "SlotName":"PersonNum",

. "SlotValue":"4"

-}

© ® N O U A WN P

WRIFRE: BRRITE (bR ) ARSEEAE 5868 #139%:
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. "SlotName":"DepartureTime",

. "SlotValue":"9g3"

-}

2 Il

. "Userld":"userld",

. "SessionAttributes":"xx"

-}

=. IBRfEs

ATHEIABHRSRERNINNIER . TBPIRSWHRAJSONBNREHES, SixEIMRAIRIMIE:
| Responseffi ContentlliRi A g&#8iZ 80001 £ 1F

| =R RIS B KA REEE 24 kb

MREHNRAFERE, WTBPIRSIEESER.

HTTPsL

1. HTTP/1.1 200 OK
2. Content-Type: application/json;charset=UTF-8
3. Content-Length:

IGREIESZ g%

{

. "Requestld":"string",

. "SessionAttributes":"string",
. "ResponseMessage":{

. "ContentType":"PlainText",

. "Content":"string"
-1
. “WebHookStatus":"string"

© ® N O U A WN R

£ iR ESid) BEERYE
Requestld IMREAYID, iEEreqsiIRequestld string 2
SessionAttributes BTFEEFALEIRNES string S
ResponseMessage iREEERE object &

WEHERANREIZFER, LWNEEARZIF, EAf%(IntentNotSupport, MissSlotinfo)
%, QB IEABHEMERIZFER, HEEResponseMessgeFAEEREIZFER, EiNE

1 a
WebHookStatus s _1001(Botldszi%); ~1002(IntentNameF#); —1003(fissk); ~1004 S0 "9 &
ftb§EiR)
ResponseMessageRi#

WRIFRE: BRRITE (bR ) ARSEEAE 5669 H#139%:
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IR AFiREHH ResponseMessageEt

S R ESid) 2EYE

ContentType BEIEEZER{PlainText: iBEXZE; Composite: json}, (HFikRAZiFPlainText) string 2

Content BREEEARE string =
IARzEI

{

. "Requestld":"xxx",

. "SessionAttributes":"xx",

. "ResponseMessage": {

. "ContentType":"PlainText",

. "Content":"EEAINITIA T A3 LRI MAGHNER, RS: 1557475705737, {ith: 16507T. "

1.
2
3
4
5
)
7.
8.

WRIFRE: BRRITE (bR ) ARSEEAE 5870 #139:)



Q) =3y BRSENETE

BN EeEETES API 2019-03-11
= mahR S

IEEFATE: 2023-10-23 00:42:54

IRIEFEN ES tbpF=m3ZALRIkR A : 2019-03-11

SR

» 2019-06-27

RAERRZS

+ 2019-03-11 (HRikRA)

WRIFRE: BRRITE (bR ) ARSEEAE 5871 #139m


https://cloud.tencent.com/document/api/1060/37435
https://cloud.tencent.com/document/api/1060/34554

A BT

SEFH A

IEEFATE: 2023-06-22 01:50:11

58 6 X&R%

Z#mAdiE: 2023-06-22 01:50:05
FREHESTIUTRE:
BEEEHH.

AR

* ResponseMessage
o EMER: GroupList

B 5 XE®

£76iE): 2023-06-06 01:54:55
FREHAETUTRE:
BEEAEHR.

featEO:

« TextProcess
o ¥iES: ResponseMessage, ResultType

REIREE:

« Group
* ResponseMessage

B4 XER®

£7HiE): 2020-03-16 08:17:53
RREHAATUTHE:

BB A,

SO

» CreateBot

B3 X&EH

£7EHE: 2019-06-17 19:43:09
FREHEEETIUTRE:
BB,

SR

» TextProcess
+ TextReset

MERiEO:

WRIFRE: BRRITE (bR ) ARSEEAE

BNEEETES

$£72 #139m


https://cloud.tencent.com/document/api/1060/34559#ResponseMessage
https://cloud.tencent.com/document/api/1060/34557
https://cloud.tencent.com/document/api/1060/34559#Group
https://cloud.tencent.com/document/api/1060/34559#ResponseMessage
https://cloud.tencent.com/document/api/1060/42602
https://cloud.tencent.com/document/api/1060/34557
https://cloud.tencent.com/document/api/1060/35522

@ Bils BREAETS

» PostText

B2 RE&®

ZAdiE: 2019-06-12 19:36:21
KXEBEETUTHE:
MEEBIE,

BRReEO -

+ PostAudio

B1X%R®

A#mAdiE: 2019-04-29 20:23:24
FREHESTIUTRE:
BETA.

sFmEO:

« PostAudio
» PostText
» Reset

ISR ESE:

+ Slotinfo

WRIFRE: BRRITE (bR ) ARSEEAE 5873 139,


https://cloud.tencent.com/document/api/1060/34556
https://cloud.tencent.com/document/api/1060/34559#SlotInfo

@ Bils BREAETS

IEEFHATE: 2021-10-2111:07:33

RUDGEF BEHREREIEES APl 3.0 [RF . 25l APHERONEEMABHLE, £—NSBRENARERE, %—i SDK/CLI RES APl 32t
FEiE—, SEERERRENERER. STFRMERALEERERSAE R . ESWA= AP| 3.0 EANMEEER: REAN]

BNEEEFS (Tencent Bot Platform, TBP) EixF “SHERRS” MBS, SEABBRAMERAZOEAR, AREEWER. FRENE
SEEKERUARTETNBEARELEED, SEER. REFIRANMHEFEINSE . SHAEEETIL,

WRIFRE: BRRITE (bR ) ARSEEAE 5874 H139})


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

@ =331 by BRSEETE
API #E5S

mIEEFATE: 2023-06-06 01:55:03

MR L LIRSS HEXEO
EOSMR #ZOhEE SAERPRE (RIS )
CreateBot BIEENEA 100

MBS IEIRSS O
EOSHR EONEE SRERIRB (R/AD)
Reset =1 20
TextProcess MALE (1R) 200
TextReset RIEEE 200
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https://cloud.tencent.com/document/api/1060/42602
https://cloud.tencent.com/document/api/1060/34556
https://cloud.tencent.com/document/api/1060/34557
https://cloud.tencent.com/document/api/1060/35522

@ E% i:H.E BB SEREEES

AABI
imREEH

RIEEFATE: 2023-02-22 01:47:15

1. BRS5 1tk

API ZiSFiRbiEiEN , AERiiEibEiEAGZ B tbp.tencentcloudapi.com , tBXziFigE kA, Hlanr-MitbkEEasEs&7 tbp.ap-
guangzhou.tencentcloudapi.com .

HEERSEMIEEAES . RIBAREORZFRAENS, SEBFEIBENENREIERIRSEE . FIINE MEEBR, SEBIREINMHE
BR3388, MEMISE tbp.ap—guangzhou.tencentcloudapi.com 2—&H9,

R NRESURAILSS, BIUEETIBRANNE .

R SR AP BERAR, HAFARTREEEROSTRRRSNNE. FRSSNiRFREERAB R/ ARSECHEPER, BOSHSObIEE
HEROSEISNSHPE,

BRISTSAEESIxRA:
B\t o7
FIEHIHIEN (%, RESEERK) tbp.tencentcloudapi.com
SERFHBIX (1) tbp.ap—guangzhou.tencentcloudapi.com
SRR (LE) tbp.ap-shanghai.tencentcloudapi.com
bt X (I6R) tbp.ap-beijing.tencentcloudapi.com
Fargits X (A ER) tbp.ap—chengdu.tencentcloudapi.com
PRIt X (EFK) tbp.ap—-chongging.tencentcloudapi.com
BEAHRX(FESES) tbp.ap-hongkong.tencentcloudapi.com
WA ZRr(FNiE) tbp.ap-singapore.tencentcloudapi.com
TAFRE(ER) tbp.ap—bangkok.tencentcloudapi.com
WARIER(FZXE) tbp.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) tbp.ap—seoul.tencentcloudapi.com
TAFIL(EFER) tbp.ap—tokyo.tencentcloudapi.com
EEFIB(FERIE) tbp.na—ashburn.tencentcloudapi.com
EETEER(EES) tbp.na-siliconvalley.tencentcloudapi.com
=X (S1E2) tbp.na-toronto.tencentcloudapi.com
Bt X ((Z=518) tbp.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 5876 H139:|



Q) Bils BREAETS

X HTTP i5R75E:

- POST (it#%)
« GET

POST K258 Content-Type 8:

« application/json (#7F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #H{ERAZEZ7Z v1 (HmacSHA1 2 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) .

GET i5KRIIEREBRNABiEIE32KB, POST iEREMAERRZ v1 (HmacSHAT. HmacSHA256 ) BIREEBiE1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

195/ UTF-8 4wiS,

WRIFRE: BRRITE (bR ) ARSEEAE SB77 H139})
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~HSE

N =

P

RIEEFATE: 2023-12-28 01:23:34

AHSYRATIRRAFPMZOZ2SE, NE, EEMEORRISHEPABYXLESHETIRE, ESRXEROFTEETRLESY, FHIES
EigiERo

AHSYIARANISRSERNERGERFTRTNEMESR.

EASRGE v3 IaHEel

BEHE v3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRESERESEIE) , BERE, IFEAMERE, I POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER 875 v3.

R WTFEGBR, BoROEPIRFERNRERTGE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INTFERFAR:

SHEBM ESid) ik ik

HTTP ifksk: X-TC-Action, REREOBTR, MESEZOXMEHASHEDXTALSY

Action String = Action BYER. GlIIN=MRSEBAIEGLHIFIFRIEO, BUES Describelnstances.

HTTP i&ksk: X-TC-Region, 25, ARINRFEIZEBMUZAEIE, BESEEOXEH
Region String - WMASHEDETAHSE Region iR, T8 REEEOFABEEEZSY, BOXXEREX IR
HilA, IWEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicFkie APIi&RARTE], 540
1529223702, #*iE: MRSKSBFMHEHEZELSSH, SclEEITHHER.

il

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EH APl BIkRZA . BUESEZOMEPASAHESE Version
BIIREE . BIANZ=ARSZZAIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Fltn:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&%i%, BRIEENZE;

- Credential: Z&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC xRS EIFIEER, BUESE
BEMAHSH X-TC-Timestamp &EH UTC iREREIREI—E; service hERFR=RE, BEA
H&EI4E, B, 8 cvm.tencentcloudapi.com BEFRE~ZREE cvm. A=REUER tbp;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHRILEMSE, content-type #ll host JosigLER;

- Signature: ESWE, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, Bl Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld 1 SecretKey HIEEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR &L Token FE&.
. - HTTP i&ksk: X-TC-Language. {EEEOREIIES, (RESEOSISISE ., BUE: zh-CN,
Language String a

en-US, zh-CN REIFX, en-US REIHE,
EigAFEES A bR ZIRSSRFIFIRPHR+1, ROSHIRENRIEE Offset=0, REEE Limit=10, NEEREMHRIRIER URL. i&

RLED . IERIETRBIGNT:
HTTP GET i&RE&#93 M1

WRIFRE: BRRITE (bR ) ARSEEAE SE78 H#139%;


https://cloud.tencent.com/document/api/1060/34551
https://cloud.tencent.com/document/api/1060/34551
https://cloud.tencent.com/document/product/1312

BB SEREEES

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID****¥*x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) EREERE:
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) iEREMRFRE ((USENZEOSE)
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®+x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE 5879 H#139;|




@ H% i:H.E BB SEREEES

ERERGE vI NARSH
ERZEEAE VI (BRSHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SBANBELTH

SHEM ESic] Wik HER
Acti . = BEREOSR, ESSROMEPHBASHETXTAHESE Action RIREE, HIINZ=IRSSEEA9
ction String =

EHifsLpI5IFEO, BYES Describelnstances.

2%, ARMRAEIREBMURNEIE, BOESHEEIESEZEOXEPRASHAHS
Region String - % Region BiRAA, FE: REEOFREERZSY, EROXEPSIILISEIRE, WHBHEE
BiZESHBFraEN.

a1 UNIX B3iE&, mHeRAE AP|iEREEGE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer 2 | el STIEE,
Nonce Integer 2 REHIEREL, 5 Timestamp BX&iEk, AFLEERIE,
Secretld Strin = £ =APIEA LERISHRIRSHRY Secretld, —4 Secretld 3RiME—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si . o BERER, ARBIEWXERNGEE, SEAPREZFVRASEITESH . BRITESEESR
ignature String = kY
Versi . o RERY API B9RRA . BUESEZEONXEPASQHSH Version BIREE. HIAN=MRSEEAIIRA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEHX, B HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESHE.
B) Z2EFRSS FiMARIGR L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String & EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey . ERKHZARNTEERELL
Token FE,
L . — EEROEEMES, (NSSEOZFISE., BUE: zh-CN, en-US, zh-CN iBEIH, en—
anguage String a

US iBEIZ3Z

EigFAPEESIA bR ZIRSSRLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&Ha4:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID**¥¥r+¥EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3 51

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AK|DrkrRkRxEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 5880 139,


https://cloud.tencent.com/document/api/1060/34552
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1060/34552
https://cloud.tencent.com/document/product/1312

@ HEFHE BN EEEFS
ERAEV3

m=IEEFATE: 2023-12-27 01:31:51

TR T E85% v3 NESEE, ERESKRSEHSHNEERAERE API BAEH. BRINMESEMER BiR= API Explorer , Bz
SDK #l =@ <${TIR (TCCLI) $FAETIR, NAHWEIMTN API BRHTES

#=ER API Explorer <> S

fZaILliEE APl Explorer B9 [ 8545 | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIIE, AFREFERRESSIE, SCFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFLMSENA TS RIEE R

P LEHTESR

BEREIIATARBERIPER:

1. BIEERERSHD
ERHFREREHFETERHARBHAREN . BESRAEHE = AP| 28 REmREREXER.

2. (RIPEHITPAIEIRE
ATHILEREEESEPHEEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=
API BRS355 . IRSBHFRSERWEINERSHLARETRITEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#E%HiEv3 (TC3-HMAC-SHA256 ) IEE LBES T LARIKNESHiE v, MEERS, STIFEXMEKR, XiF JSON 18, POST ERZIFES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BURIEAL, BIER APl Explorer By “BERHBER" 188, EREEZIRAN “API 3.0 FE v3” , AILAMERMBZIIEHITINE, HAJERERRK
SDK %8, #E=ERBIN= API BEER 8 MERKNRIEES SDK, BEFRTEIMEKIE, YIEBHFE, £ Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey, 81"ARPRSALIAEHENER,

+ Secretld: AFRR AP ARESE, AILIESESELLAAPE,
« SecretKey: AFIGIE APl ERAERSH, TLARSRELLHED.
- ARZATREGERSRIE, BEilE, SUBBRMTEL. NCtE, WIAEBZRLFEIE.

RIS EIENEGALSRINT:

1. BF BAZEEPOEHS .

2. BifE =APIZA RYEEIERNE

3. £ =APIZH WE, BE [ #HE5G ] elE—ER.

ERERF v3 ERLE

= AP| 2#5 GET #1 POST igK. MFGETAH%, R%F Content-Type: application/x-www-form-urlencoded #¥i&xX. 3¥FPOSTA%, B
Bi3%#% Content-Type: application/json LAR Content-Type: multipart/form-data FEFIXIETS, json ISREASEIZONZIE, multipart 18
RREEEROZS, BINZEOFEER json 18UEAE, S2EBFWSEONIERE, BEER POST 5K, EABENERHEER, (B GET
BERRZHF 32 KB LIRMEKRE .
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% i:H_E BB SEREEES

TEURRSHEAT NEIFFIREAGIF, STBRNEE[MTEIRE. RiNEFZRORE:

1. ZRST|RACTE, ZEOREH;
2. ZEORREN, FEBUNEERIVRTE;
3. BEOBESNSHMERE, AIETESHIRESIRABEINTER.

TEfIR, FeAHSHRERONSH, RIVREEFSZILENER. TXmRAMEON, SRIBEFERE, 8MIONSEHTER, FERY
EXAMGIFRISHAE, Wi, XERRF TS AHSHMBRORMASH, AFRAILURELIFRERIEMSE, fli0 Language #l Token aE&#
(£ HTTP %&0gE, 0 X-TC- 7Ai%) o

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXxGARNPG86cd98j0QYCN 3+ +riek | B
PREBAEM NEZESEEN KGR BENIRE, RRE—SHIE. WiGEKkTsER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHEREBIER R
BT ARBEAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&K%Ai% (GET. POST ) . ItRFIEBES POST,
CanonicalURI URI 2%, API 3.0 BIERIESHL (/) o

&2 HTTP i§Kk URL hiIERAFME, MWF POST igK, BEAZEFE"", MF GET idK, Wi URL &
@s (?) EEMNFEFEHNS, Hli0: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 #1T URLEncode #3 ({$4%ZFRIBEEASE

8) , e UTF-8, EFERREESMEERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5882 H139m


https://tools.ietf.org/html/rfc3986

@ H% i:H.E BB SEREEES

FEREM R

s5XERLER, ELESE host #l content-type A LER, tBAMIAEHMLSHSEZZIURESHEER
BIE—EINE 2N, WREIEIMEINT EOZLEE,
PR -
1. 8B key #l value Zi—&/I\E, HEIEEESTH, 1REE key:value\n &UH#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE,

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENTS, BLHEESNEEREKRIEEHRESEMIRM charset &,
REBHIRERA—H, RSHSREIEZRIGEY .

S5ZBLEES, RIBLRIEREMLLES5TER, 1 CanonicalHeaders 8 8RILBRNBAR—X
[fY. content-type # host JautigksLEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 3708 key (/B 2B ASCI #AF#{THHE, FEUSE (;) Bk

IR content-type;host;x—tc—action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEX( SHA256 13
T, RETNHEIRD, RERDBBERENSFEE, MF GET &K, RequestPayload BEIEAZZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3¢9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB/ FIH
BT HEHESE R F TS

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERE
Algorithm EE8i%, HaEEH TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE 5883 #139%;



@ E% i:H_E BB SEREEES

FEREM g

TERESIEE, BIERLEBIIAHSH X-TC-Timestamp BUE, BXHEIETE UNIX BSiEE, SRR, LR

RequestTimestamp BIENEY 1551113065,

FIEBBE, 8= Date/service/tc3_request, B&5HHE. FMERNRSINELLZHGH
(tc3_request) . Date 3 UTC fRgRiERIARE, BUMEREMAHSE X-TC-Timestamp EHAY
UTC ixERiEIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEARER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564€4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date WRMESEEE X-TC-Timestamp itESE, HEIXJ UTC+0, MIRMARAFBRER, FINFR/\X, SESHAXME LRA
B, (BERERMRAASERY. FighdiERE 1551113065, E5/\XRIRSELR 2019-02-26 00:44:25, {ERitHSEIR Date B
UTC+0 HIREAR 2019-02-25, AR 2019-02-26,

2. Timestamp #HRSFIRSME, BRBERFHENRENEZESH, MREEESHASHULELY . MEKHEFFRERER
£, TREET—RHEE, BREY, EEESTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥**x ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

IREHIEIZEA SecretDate . SecretService #1 SecretSigning B T#HBIIHIE, TREGSARIIENFH, SEHERHREHEIFHRITENAELSE
73: ficb4d518a0eda9d5cbbfdb7850983f1e603eeae484edea76e4dd8d8deb5556¢,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ahb5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANFEES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RIBERSH key &R, HESH data E/5. BER
EERHSIREM THEIEMREE, tBURSRATENRFIHEHIERANEETE, tERR TSR

FEREM fRRE
SecretKey B4k SecretKey, BI Gu5t9xGARNpPQ86cd98joQYCN 3 kkiik,
Date Bl Credential #f9 Date FERIEE . WRHFIBUES 2019-02-25,

WRIFRE: BRRITE (bR ) ARSEEAE 5884 139,



@ H% i:H_E BB SEREEES

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) HEES, (BIABUT:

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

4, 1% Authorization
RITTFHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 8%, EEH TC3-HMAC-SHA256,
Secretld B4ATIhAY Secretld, B AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikiki

CredentialScope B, SIEEE. IRETEERR 2019-02-25/cvm/tc3_request,
SignedHeaders REX, 85FZRLEEE . WRHFIEUESR content-type;host;x-tc-action,

Signature BEE, WRHTEERE bedf67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRIER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<**+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

WRIFRE: BRRITE (bR ) ARSEEAE 5885 H139:|



@ H% i:H_E BB SEREEES

O EE:

ERERIEITE HTTP 3B (Header ) ik (Payload ) #AMESHHEIEPHATRE—H, BUSEREESF—HER, ALIEE
FTENEPRERAS, MEMEBEFSIHE.

ERET

7ECPRER API 3.0 BY, EFEREERBEINZE SDK 3.0 , SDK #3R7TE2/iIE, ARRRXFFRIZEMNEFEONT ., $MAEESR SDK H
Lo HEXIFHRIEESHE:

« Python

« Java

« PHP

- Go

» NodeJS

« .NET

¢« C++

* Ruby

TERETFRFRIERES demo, ERILKEINMATRESERMER:

« Signature Demo

ATEFENBREREE, TEAMSRREES M, S LRNES IR, BROES . FRNEOMSHNNER ERESdEhE, £
BRAEBREESLE, FTESER, IMEARSREMEM SDK.

Java

import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;

import java.security.MessageDigest;

import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;

private final static String = System.getenv("TENCENTCLOUD_SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getIinstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);

WRIFRE: BRRITE (bR ) ARSEEAE 5886 #139%:


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BB SEREEES

return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

String = "TC3-HMAC-SHA256";

Suglale = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";
String = sha256Hex(canonicalRequest);
String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();

System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

(v
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
("

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + str(timestamp) + "
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func () {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
="/"
= implode("\n", [

"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;

= implode(";", [
“content-type",
"host",
"x-tc-action",
)E

= '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1]}";
= hash("SHA256", );

\n"

\n"
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= " ."/tc3_request";
= hash("SHA256",
\n"
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"
\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. S
"Content-Type: application/json; charset=utf-8""'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\

"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + '"'\

LG UL payload 4 mn

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;

Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add("Host", endpoint);

(
(
headers.Add("Content-Type", contentType + "; charset=utf-8");

(

headers.Add("X-TC-Timestamp", requestTimestamp.ToString());
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request', kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 _Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;
string date = get data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ "-d '™ + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strlien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ ti = 0;i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return 0O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

FEEM

FHEMTESEWAERT, SRIESRERGE.

fHIRG iRk
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEROGEEERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. SREHAEEEHEEHER, EELVSHTFHXES TEH.

ERER. TRSESHTEER, HEES5IMRENNBSTEES, hETRERN SecretKey

AuthFailure.SignatureFailure .
u ilu ignatu ilu e
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

Q) Bils BREAETS

fHi=tg iz
AuthFailure.TokenFailure REHEHR Token $EiRo
AuthFailure.InvalidSecretld ZRIEE (F2= AP B .
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N
EBRE
RIEEFATE: 2024-01-05 01:24:31

BEEEVI BR5A, ERNEMZEMESTMERSE v3, EFEREEEE v3.

BB SEREEES

BUXEERL, ZIER AP Explorer RS “SERHB4EM” 6L, EEESMRAN “API1 3.0 £8 v1” , AILAENERIREH#TINE, FRHETHRIRE

IBERIEERA, thATERER SDK 53, HEERBINZ AP| BBER 8 MERMNRKIZES SDK, B

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESESMEOSEIMEMTE,

SHETERNERIE, HEFR, T

<> mEiEd

Bz APl 28 MEEIERHITEMIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, R2FIEEIE Secretld #l SecretKey; ERPESEREREIE, BRI ZAPIZHNE Bi5, BNEXEERZ APl

Ao

1. RERSFIE

EE—RIER= APl ZAl, iERIE = AP| ZERE RIFRLEIE.
ZL2EIFEIE Secretld #l SecretKey:

« Secretld BF#5iR APl HB&B%
+ SecretKey BFMEEZFHFEMRSHRIRIGIEZEZFTRAIIZNR.
- BR$ATERERSSIE, BRtdE.

RIEREFIENEFSERINT:

1. B3 BAZSEPOENE .
2. gift = AP| Z5H pEFIATE
3.7 = API Z5H U@, 2F [ #E=A | BaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER R

BTZRLEIE Secretld #ll SecretKey &, BAILAERZEZET . UITRERAEEHE v1 £RE2BA0FMATE:

i FAPEY Secretld #1 SecretKey HB3IE:

« Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kitkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikkk

R XBERETA, BRERAPEEHIB Secretld fl SecretKey i#H{TIREEMR{E!

LI=BRS32EEELGIFIR (Describelnstances ) i5kA61, HAPABX—EOR, HiERSHTEMT:

BB a3z (]

Action Bt Describelnstances

Secretld 248 1D AKIDz8krbs)5yKBZQpn74WFkmLPx3¥#tkts
Timestamp HEURTiEE 1465185768

Nonce BB IEZEEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER 24 SH(E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APAULMRMELRRZERNEMSE, i Language 1 Token 2HSH,

21. HeYHF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHEE. i£5: 1) RiRsHS#iTHE, SHERISYRET, F25tk0; 2) % ASCII 13
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 BH, FRIEFEER, BFARIRHE. ARULUERIZEE S PAEXCHEFRERCMIX—IN8E,
i PHP B8y ksort B, LiRRHISERHIFERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkskt
'‘Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESTRN, TN EEREIPHSEHTHR, SRINER—E,

2.2. HHEERFHR

WS BRERRIERFFHR

BB L—SHIFIFIERSEUEILRE “SHSHR-28E” BEX, W3t Action 28, HSHE#A "Action" , B2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “S¥E" FRRETIE url HRE0E.

ARBEACENSISHA" HEE—E, REERIERFFHRNA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*x§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTH

IS BRE R E R F R
BERENFHRAMU T SEMA:

1.iERFiE: 255 POST M1 GET 50, XEERA GET &K, EFBHEIEXE,

2. EREN:EEHELHIFIFE(Describelnstances) ik =Z7: cvm.tencentcloudapi.com. SELFRRIERIGZRIRIEORBERIARTAR,
HFREEOWNE.

3. iIERIERE: HFIREZAPIEREREER / -
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4. {ERFFR: B E—SERRIERFFS,

BEBENEAHHERMNA: BRFE + BREN HERERE +? + BERFHHR
TBIRIHHERE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+*¥*§Timestamp=1465185768&Version=2017-03-12

2.4. EMERH

U REMEZRR,
E5E6ER HMAC-SHA1 B E—ShiREBNESRIFRHRHITES, ABSEMNESHR(ER Baseb4 #HITHD, BIRRERENESH,

BRI, KL PHP iESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN 3**¥rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3****+<*¥§Timestamp=1465185768&Version=2017
-03-12%

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

IRy R EN:

il
, N
dim
]

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFINES AN, THLEEREIPHESGHTERIIE, SRINERRSHIFHrI—XEN.

3. SZERHG
ERMESSHTEEBEREREY, BEEHT URL HB.

N E—EERNEZEA zmmjn35mikh6pM3V7sUEuUX4wyYM= , RELEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BEBETFERRENIER URL,

R MRAPIERGZRE GET, B&iERAZE)H POST @i Content-Type 7 application/x—-www-form—-urlencoded, M&iXiBRrSAR
HERSYPVEDEEN URL B, SHEM-FSTEERD. IF ASCIl FFE URL HHIEESLLI UTF-8 #1748,

HE: FURREENNEESAMARESEET urlencode, EXMIEAT, RMFABENESHET URL KI8T, EUMAXR URL RBSSHE
BEM.

R Rfte8EhMEHTHRG, RERA RFC 3986, (A %XY NRHFHFIMRFHITESILHS, BB X" M “vV” B+AH#HFHF (0-9
MXBSF8 A-F) , ERNERSIEER.

4, EREKW

RIEEIRER, FEMTESKWAIEIRD, BIREERERGE,
iR SHiRfA
AuthFailure.SignatureExpire BRI
AuthFailure.SecretldNotFound BRREFE
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@ H% i:H_E BB SEREEES

RS e
AuthFailure.SignatureFailure FEEIR
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

fESCiRAA API 3.0 BY, EEERERERBINZA SDK 3.0 , SDK #:3RTEZMERE, FRNAXEFRBHINEMFZONT ., #HAE2RSR SDK &
Do HAESFHREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

ATEFENEEEREE, TEMERREESHM, S LRNEILERASIH, EROES . AREMZOMSHNEERN LREZEEE, X
BRAREEEEE, FAESBERY, LFRFLREREMERA SDK .

BA&EHAY url T8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥*¥***x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
Hl, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRAZHFINIEEMES Timestamp o

R ETENTET, FREFEEES, EER—ESERITERN url TEHEMAR, RMASHNIRFEFRE, EXHFZMERE. S2RES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTRMNESRE, BN RAISERRIERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action", "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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EE: WRZE Python 2 IKIEHIZETT, FEERE requests (&EiiE&: pip install requests .

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

'‘Action' : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : secret _id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"

"Fmt"

0s
"sort"
"strconv"

)
func 01
secretld := o0s.Getenv("TENCENTCLOUD_SECRET ID")

secretKey := os.Getenv("TENCENTCLOUD_ _SECRET_KEY")
params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL": "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

= 11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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A =+
IR [B]255R
RIEEHBYE: 2024-01-09 01:24:02

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMFEEIPIEMER . SREROGHAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETRZEA

R BRREERERSHERLET, WM HTTP RASHEI95200. SILEEMESAENEBREREN, 8 HTTP KEBR200, TRR
401,
IEMEEISER

A= RS 8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTsaREMTA:

{
"Response": {
"TotalCount": O,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIEMNFE, TiCERMINSE, RE APILET, WHERIRE,

« Requestld BF—4" API iERHIE—IRE, R AP HIISE, STLABLRR], FRMZ ID KERREE,

o BRTYEBEENFERS, HRUAEMEOENNFE, FRENEOMRENFERS REOXERIEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
IERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMAERS ZIERARKY .. Error FERIERERERY Code 1 Message FERFERAMAKXMAY 2% ERER o

+ Code RFEMFHIBAIEIRG, HiERBENTLASCIREZEIRBEATSIREINHaEOXMAYS BT REmEHRII N REEFBRS R
+ Message BRETEMETRENEGEE, BELSEEHFBEML, EXATMHAZERISTERER, APFMKRHXMEEIE.

« Requestld BF—/ API iEKRMfE—iRRA, R API LSS, TLABRRR, FHEEZ ID REREDE,

AFEHIRD
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REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHATREHIMANERIBAQHEIR TP, =&
EIEIRIESIRESEARTR “API X" BRTH “HERE7 THE.
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S g A HY
SEZER
RIEERATE: 2023-01-1116:12:44

ERIESRZ API 3.0 A SN HSECHS M TSRS

+ String: Z&F &,

* Integer: 8, FRATHFS64UEL ., SDK 3.0 FRFEESIFHILEEMER, BNLIFRERRREESHRABEENY, 4N Golang By
uint64,

+ Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHEN. Flgn: 2022-01-01,

« Timestamp: FfF&, MEig=, flan: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHEHELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFRE, MRENR (GB/T 7408-200581FwiiEtgNE Rk HEINEETE) . BiXUMERREESIREEHRITEER.
f5ign: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAS, BELMFEMNGERINENT
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=R AL EIRSZEXEA
BUEZMN]|A

IEEFATE: 2023-11-30 05:57:57

1. QR

EOERESZ: tbp.tencentcloudapi.com .
BEEEA
EOAEOIERIAZFEIRF]: 100:R/% o

#=ER APl Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. MABH
MTERSHIIRVIIHE TEOBRSHENTOAHSY, REARSHIIRR AHLiERkSH,
SHEWR Witk i g
Action 2 String ~HsE, AEOBYE: CreateBot,
Version =2 String AR, AEORE: 2019-03-11,
Region & String ~HSY, MEOFFTEEBLSH.
BotName = String MBABR
BotCnName & String BB ZFR
3. s
SHBM HE g
TaskRequestld String {£531D
Msg String E3ER
Requestld String W—iEK ID, BRIERMSEE ., EfNENHEERHIIZRIEKRE Requestld,
4, 761
B GUEEMEEA
LD

POST / HTTP/1.1
Host: tbp.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: CreateBot
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"BotCnName": "xx",

"BotName": "xx

"Response": {

"Msg": ispkRoRkoK!
"TaskRequestld": "kt
"Requestid"; "tk

}

}

5. FRERR

BR= APl EE&

Bz APl £ & B45E API XXHH. $#8iRt3. APl Explorer % SDK $RFHA—EROTE, HEENE—AOEARERBAZIZHIETE API R
E=D)

API Inspector

BRTIEE AP| Inspector EEIEHIAE—SIREXEN APLARBBR, HEhEMZIESHRA APl X3, tBagiiE APl Explorer #7174
ifto

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, BEESENRR AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
+ Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

IITFRFIH 71O SZEERAEIRD, BMbERIBIER AHEIR0,
(R i
InternalError.CallMMSFailed ARTTESIERS LM
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1060/34560#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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fHi=tg iR
InternalError.MMSInternalError BiEIREY, SEXMNEE.
InvalidParameter SHEIR,
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s AXTiEIRSSEO
SGES

IEEFATE: 2023-11-30 05:57:57

1. QR

EOERESZ: tbp.tencentcloudapi.com .
RIFEEEN. BEF, BEFEERARARTextResetiE0.
EOAZOIERAFRF]: 2000%/ o

= (ER API Explorer <> EEHiEi

API| Explorer 12t TEZLIAM . ERIIE. SDK IBEMIIRERFIZOFEN . BTEEESRRABRNERABHIRESRURBaER, SDK
ARRA.

2. MAEH
TFERSHIIRGE TIEOBSRSHEIDH AT, TBRAHSHFIRD AHERSH,
SHBIR WA ESid] 3%
Action = String ~HSE, FEORE: TextReset,
Version = String ~iEsd, AEORE: 2019-03-11,
Region B String ~HEY, FMEOTFTEERNSEH.
Botld = String MBAFR, BFEXHKRNEA
Terminalld 2 String LiRtniR, BMERR(FZERE)NE—, RoHESERP.
BotEnv B String MBEARRZE, BUE"dev'sk'release", (Eifhi4: dev; &LEhA: release}.
3. ey
SYEM ESid] R
DialoaStatus Strin '.—"IEﬁ GRS, BUYE: "START"/"COUTINUE"/"COMPLETE",
9 9 T IFERAIANRE null, FREAIERE.
. CECEIRIMN A BFR
BotName String 8 WFETAGEE null, EREUREIERIE,
. CEEINEESTR.
IntentName String R WFRETAEEE null, FREREIGHRE.
. BAER.
Slotinfolist Array of Slotinfo oy . lEmIAEER null, FREREERE.
InputText String AR APisiE
A WFERTAGRE null, RREAFZIEHIE.
SessionAttributes String BEFER, HAFPBEXWebServicelg$ZiR[E .,

FE: FEAIERE null, RERFEEHE.
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SHEM ESid 3%
ResponseText String Tnfkwiﬂgjﬁg‘;u&’ _ .
R WFERTEHRE null, FREFIEHE.
Requestid String H—iEK ID, BRIEKREBEIERE, ENAMAITHEEREZRIEKRN Requestid,
4, 7
BN NBAERSEO
BARH

https://tbp.tencentcloudapi.com/?Action=TextReset

&Botld=972445
&Terminalld=123
&<AHIBERSH >

L b

{

"Response": {

"Requestld": "20190117150912",
"DialogStatus": "COMPLETE",
"BotName": "ITZH2EA",
"IntentName": "Intent_book_tickets",
"ResponseText": "1#fY, FEiXFHED. ",
"SlotInfoList": [

{

"SlotName": "CityName",
"SlotValue": "Jt="

}

1

"SessionAttributes": "",

"InputText": "{bz="
)
)

5. FREGR

BR= APl &

Bz APl F& REE API XX, 528, APl Explorer & SDK $XFBEHA—ERTE, AEEMNE—AOEAREREAZIREHEE API R
E=)

API Inspector

FAPEE API Inspector BEIEFIGE—SIREXEN AP ERER, HEIERSIESIRAN API €58, tBaaiiE APl Explorer #177E4H
ifo

SDK
= API 3.0 Rt TEREMARTEE (SDK) , XISSMEIEIES, REEAENER AP,
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIRES
PATFRFIH 7O SSIZEEX SR, HibiEiRBIER AHERE,
§ERED
InternalError
InternalError.ErrorMms
InternalError.ErrorNlu
InternalError.ErrorRpc
InternalError.ErrorWebHook
InternalError.NoAppPrivilege

InvalidParameter

WRIFRE: BRRITE (bR ) ARSEEAE

g

PIEBERIR -

ENHIEEEY, REYMEE.
nlughIEEM

rpciR %Y .

webHookb XM .

RFFBHE R SRR .

SHEIR.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://cloud.tencent.com/document/product/440/6176
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MALE (18)

EIEEFATE: 2023-11-30 05:57:58

1. QR

EOIERESZ: tbp.tencentcloudapi.com .
BRWRRMX AR, BENEXE, EEF, EFERRMTRTextProcessiEO,
EGAECIERITEIRG: 200:%/7

= (EA API Explorer

BB SEREEES

<> mEES

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK

AR
2. MABY
MTERSHIIRVIIHE T EOBRSHENTOAHSY, REARSHIIRR AHLiERSH,
SHER Wik XKE iR
Action = String ~HSE, FEOBE: TextProcess,
Version = String ~HSE, AEOE: 2019-03-11,
Region 5 String AHBY, MEOFTEERLSE,
Botld = String MBARR, BFEXHSRMBA.
Terminalld 2 String FipiniR, SMER(REE)WN—, RRHESHR.
InputText 2 String BERAIMNA
BotEnv 5 String MBARRZE, BUE"dev'sk'release"; (Fifhi4d: dev; & LhRA: release},
SessionAttributes & String BIEFE, EEEAPBENHWebServicelkss .
3. mhis¥
SHEWR ESic] ik
DialogStatus String ﬁE%iﬁ%ﬁ %iﬁ‘ﬂ:yﬁ: STAR'[; SiEH: 9OUTINUE; £iE4E®: COMPLETE]}.
R IFEAEERE null, REBAFEHE.
BotName String F_E EEEUE’JH‘I,E%A@T&'\O _ N
EE: FEARERE null, FREAFEYE.
IntentName String F—E EEEIJE‘:“J%‘EISW? _ N
EE: FEAAERE null, FREAREYE.
SlotInfoList Array of Slotinfo E;{%i;ﬂﬁﬁﬁlﬁgﬂ@ null, ERIRESMIE.
InputText String MiRkIFFtE.

R WFEAEIRE null, REEAFEHE.
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SHRBW B flR

BIEFR, HAFBEXHWebServicelRS3iEE

SessionAttributes String EE: WSEREAEEE null, EREUREIENE.

MERAIHERINE AR

ResponseText String S WEREASER null, EREFEEKE.

LERER {FhE)BEHE:0; (ESEMNBA 1, IDETNEEA 2; RIENEA:3; KEE L,
ResultType String BEFURRIEIEAR:5; REE.L, REENTDETIZX:6}.
R WFEBRAUEERE null, FREFEEHE.

MBARE

R M R M — "
esponseliessage eSPONSENIESSA®  mm: WEAIALEE null, TREVREIERIE.

Requestld String K—iEXK ID, BRIERBERE, EDBATHERHIZRIER Requestid.

4. 76

BN NBATERSEO
XARRE,

BTG

https://tbp.tencentcloudapi.com/?Action=TextProcess
&Botld=972445
&InputText=1t5T

&Terminalld=123
&< AHiBERSEH >

Lok )

{

"Response": {
"DialogStatus": "START",
"BotName": "botname",
"IntentName": "intentName",
"SlotInfoList": null,
"InputText": "hi",
"ResponseMessage": {
"GrouplList": {
"ContentType": "text/plain",
"Url": "www.baidu.com",
"Content": "hello"

}

+

"ResultType": "1",

"ResponseText": "xxx",
"Requestld": "xxx",

"SessionAttributes": "xxx
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5. ARAHR
Bz APl £&

Bz APl & R4 API XX, i85, APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHEREAE API R

£

API Inspector

BRTIEE APl Inspector EEIEHIAE—SIREXEN APLARABR, HEhEMZIESHRA AP X3, tBagiiE APl Explorer #77E4&R

ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, BEESENRER AP,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BOITIR

Tencent Cloud CLI 3.0

6. $HiRE
AP TIECLSBIERXAEIRE, HBMRBEN AR,

(R

InternalError
InternalError.ErrorMms
InternalError.ErrorNlu
InternalError.ErrorRpc
InternalError.ErrorWebHook
InternalError.NoAppPrivilege

InvalidParameter

WRIFRE: BRRITE (bR ) ARSEEAE

BB SEREEES

ik

PAIEREEIR

EiNiREEY, REXYMETE.
nIuStEREM

rpciARA%XY .

webHookt LK

RFFEIE X RN FEBEAR -

%131 #139:,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tbp/v20190311/tbp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tbp/v20190311/TbpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tbp/V20190311/TbpClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tbp/v20190311/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/tbp/v20190311/tbp_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tbp/V20190311/TbpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tbp/src/v20190311/TbpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tbp/lib/v20190311/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1060/34560#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HEFHE BN EaEEFS
SRLH

IEEFATE: 2023-06-22 01:50:10

Group

GroupEEEHEMERFEN, HEE8&ContentType. Url. Content=1"FE. Hf, BfIContentTypeFREX, SEEHBKMMIMERER R
o

BANTEOSIM: TextProcess,

=3 Ry 30
ContentType String HEXEBSERRMNMIMESRNE, SaHE "text/plain”.
Url String SEERE ARt .
A WFERAIEEEE null, EREAERE.
. LELA
Content String B WSERAANEE null, TRIREIERME.
ResponseMessage

MTBP-RTSHIRSV1.3kRAE, MNBALLIERASIRANINR, HRE5IFRGroupListBEZAHER, AFPREFENIIHLIHHESE#TASHE
Ho

#HUNTIEOSIA: TextProcess,
2 il R

HEETIR .

Grouplist Array of Group 8 WTEAANER null, EREREAENE.

Slotinfo

BEER

#WINTHEOSIA: Reset, TextProcess, TextReset.
E=4 ESic) 1i:7%

BB

SlotName String SR WERAAHEE null, EREREG/E.

(= A

Slotvalue String R WTERAAEER null, EREVREIANE.
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A BT

=1

RIEEFATE: 2023-01-1116:12:44

LIRBiREA

NRREZERPEFE Error FB, WRFRAM APHEAXLW. fi:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

BB SEREEES

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error HiY Code FRiEiRE, Message RRZERNIEMBMER.

HiRfEsIE

ARG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

L]

BOETZ.

ERLEBRY Authorization REFSEASIRE,
BRIk (F2= API E8A%R)

MFA &%

BIRFFE. B EHle HERAERCHNRSERER, MIASES,
FRERAREESIER, TRIETEEER.

EZEH, Timestamp HMRSHEEDEEFR GBS RS, BIEER
AtE R AR ERNERS

BEREIR, ERTHEER, BURAAGAPHESHEXEREERITE

i3z,

token &R

EREKEN, 1§5E CAM AT LER0IREA

DryRun i#{E, ARIERESEMINN, RESET DryRun ¥,
BIERY

PIEBEEIR o

BOREFE.

SHER (BESHEl. KBEER)

SHEEEIR.

58133 H#139:;


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 ERED
§ERED
InternalError.CallMMSFailed
InternalError.ErrorAsr
InternalError.ErrorMms
InternalError.ErrorNIlu
InternalError.ErrorRpc
InternalError.ErrorTts

InternalError.ErrorWebHook

WRIFRE: BRRITE (bR ) ARSEEAE

A8

BEXK body B9 multipart &z &iR.
IPitbitFEE S Barh,

Pl RER S,

Bt BCERRE o

%

ROSH,

\

FRAFE
EORSFREFE.
IERAOREGEE T SRERIRE o
EWSHBITIRZEIRE
IPBRSR o

ERSIRIR.
EREEBERHEIKN
HiRMER.

BERE.

BREFFE.

BREAEA.
IREISEEREIAN,
SRR SRR A,

RIGIURIE

FRHMSHER, AFRSEREXNSHLSHIER.

BAEFZH o

http(s) IERMINIEIR, K328 GET # POST iR,

BOARSTISFRiEE

A8
RRATTEIERS LM

iERASRIRS LM -

EiNiEREERY, REXYNEE.

nluitIBSK
rpciR %Y .
BERTTSIRS KM

webHook&MELK

BB SEREEES
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@ Bils BREAETS

RS 2Ll
InternalError.MMSInternalError BiEIREY, SEXMNEE.
InternalError.NoAppPrivilege FRFFIEIE SRR SR .
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@ H% i:H_E BB SEREEES

b=
Web Service fJ JSON EO2%

EIEEFHAESE: 2019-06-10 15:52:02
BN EgiEFATBPAIFBotIiEEIRMHMENdpointiZRTBPAYER, TIMEFILIINEBIE. FXENATBPIEHahEERENRS WA
Web Serviceld, TBPIRSZHIWebBkSS ZiagthiiEO.

TBPEEERHTTP over SSL / TLSEISRIMMNH SEMRSHTES. HAFRSTBPRER, ZHRSSWEIEBSISONERMIPOSTIER,
BREBERSITZIBFRFEINISHE, FHEMJISONEAINERL

—. ERERX
AR RR B ERIRSAERAOHES
HTTP&

. POST / HTTP/1.1
. Content-Type : application/json;charset=UTF-8

. Host : your.application.endpoint

. Content-Length :
. Accept : application/json
. Accept-Charset : utf-8

ERIEEE
REREAIRSHNERIEX2JISONIE .

{

. "Requestld":"string",

. "Appld":int,

. "Botld":"string",

. "BotName":"string",

. "IntentName":"string",
. "SlotInfoList":[

{

. "SlotName":"string",

© ® N O U A WN B

. "SlotValue":"string"
3 by
o
. "SlotName":"string",
. "SlotValue":"string"
. 1
Al
. "SlotName":"string",
. "SlotValue":"string"
2 I
oAl

. "SlotName":"string",

. "SlotValue":"string"

-}
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@ H% i:H_E BB SEREEES

24.1],
25. "Userld":"string",
26. "SessionAttributes":"string"

27.}

o ik ESic]
Requestld ERRIE—IRR string
Appld IEBotHIBSA =S int
Botld Botilt—ix&F, EHGEEBOtAT &R string
BotName Bot&=F, EHISEERNBOtER string
IntentName BES, HEERNRBENSE string
SlotInfoList Bl RUEEER Object
Userld FRREBERPAPIE—IRAFNZEE, RAFNRKERTUEMAR, EFREEI2551FH, AR string
RTSEHEN, &iEEIwebiRSS, TEBAFSH
SessionAttributes  ATFIRSBHEESH string
SlotinfoList#ArI&R
o ik ESid]
SlotName RBu=, tbhnigbcity string
SlotValue EGE, ks string
ER=H

{

. "Requestld":"xxx",

. "Appld":123456,

. "Botld":"5c8ef837-xxx-xxx-xxx",
. "BotName":"Ticket",

. "IntentName":"BookTicket",

. "SlotInfoList":[

{

. "SlotName":"DepartureCity",

. "SlotValue":" Eig"

- 1

Al

. "SlotName":"DestinationCity",
. "SlotValue":"I~ "

2 I

o

. "SlotName":"PersonNum",

. "SlotValue":"4"

-}

© ® N O U A WN P

WRIFRE: BRRITE (bR ) ARSEEAE 58137 #1393,



@ H% i:H_E BB SEREEES

. "SlotName":"DepartureTime",

. "SlotValue":"9g"

-}

2 Il

. "Userld":"userld",

. "SessionAttributes":"xx"

-}

=. IBRfEs

AR BHRSRERNINNIEDS . TBPIRSWHRIAJSONBNREHES, SiEEMRAIKIMIE:
| Responseffi ContentliiRi A g&#Eid 80001 F1F

| =R RIS B KA REEE 24 kb

MREHNRAFERE, WTBPIRSIEESER.

HTTP:sL

1. HTTP/1.1 200 OK
2. Content-Type: application/json;charset=UTF-8
3. Content-Length:

IGREIES IS %

{

. "Requestld":"string",

. "SessionAttributes":"string",
. "ResponseMessage":{

. "ContentType":"PlainText",

. "Content":"string"
-1
. “WebHookStatus":"string"

© ® N O U A WN R

£ iR ESid) BEERYE
Requestld IMREAYID, iEEreqsfiIRequestld string 2
SessionAttributes BTFEEFALEIRNES string a
ResponseMessage iREEERE object &

WEHERANREIZFER, LWNEEARZIF, EAi%k(IntentNotSupport, MissSlotinfo)
%, QBB EMERIZFER, HIEEResponseMessgeFAEEREIZFER, EiNE

1 a
WebHookStatus i _1001(Botidsz#%); ~1002(IntentNameFs#); —1003(fissk); ~1004 09 &
ftb§EiR)
ResponseMessage?i#
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@ H% i:H.E BB SEREEES

IR AFiREHH ResponseMessageEt

B¥ 3% ESid) EENE

ContentType BEIEEZER{PlainText: iBEXZE; Composite: json}, (HFikRAZiFPlainText) string 2

Content BREEEARE string =
IARzEI

{

. "Requestld":"xxx",

. "SessionAttributes":"xx",

. "ResponseMessage": {

. "ContentType":"PlainText",

. "Content":"{EEAINITIA T A3 EMSEIN AR, RS: 1557475705737, {fitd: 16507T. "

1.
2
3
4
5
)
7.
8.
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