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1 {
2 "version": "1.0",
3 "properties": [
4 {
5 "id": "power_switch",
6 "name": "HJTHK",
7 "desc": "fEHIHRITITR",
8 "required": true,
9 "mode": "rw",
10 "define": {
11 "type": "bool",
12 "mapping": {
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T ABRETRIMIZELSONS RS, SIESMEIEEIMSEME, TFIJSONUWT:

"version": "1.0",
"profile": {
"ProductId": "2300UMK31M",
"CategoryId": "3"
o
"properties": [
{
"id": "power_switch",
"name": "EBXTFFXK",
"desc": "{EHIEBKTFR",
"required": ,
"mode": "rw",
"define": {
"type": "bool",
"mapping": {
mqm. nFfn

"id": "color",
"name": "EREA",
"desc": "KIEREG",
"mode": "rw",
"define": {
"type": "enum",
"mapping": {
"o": "Red",
"1": "Green",

npmw. wpya"

"id": "brightness",
"name": "SE" ,
"desc": " *I%%rg n ,
"mode": "rw",
"define":

"type" :

"unit":

"100",

"start": "1V
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"id": "name",
"name": "XI{UEZMR",
"desc": "KIUBEEMR: BE. BEFE",
"mode": "rw",
"required":
"define": {
"type": "string",
"min": "O",

"max": "64"

"events": [
{
"id": "status_report",
"name": "DeviceStatus",
"desc": "Report the device status",
"type": "info"
"required":
"params": [
{
"id": "status",
"name": "running_state",
"desc": "Report current device running
"define": {
"type": "bool",
"mapping": {
"0": "normal",

wiw. WEaIL"

"id": "message",
"name": "Message",
"desc": "Some extra message",
"define": {
"type": "string",
"min": "O",

"max":

"id": "low_voltage",
"name": "LowVoltage",

"desc": "Alert for device voltage is low",
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MEXMFLTES

"type": "alert",
"required":
"params": [
{
"id": "voltage",
"name": "Voltage",
"desc": "Current voltage",
"define": {
"type": "float",
"unit": "V",
Vgitep'e WY,
"min": "0.0",
"max": "24.0",

"start": """

"id": "hardware_fault",
"name": "Hardware_fault",
"desc": "Report hardware fault",
"type": "fault",
"required":
"params": [
{
"id": "name",
"name": "Name",
"desc": "Name like: memory,tf card,
"define": {
"type": "string",
"min": "O",

"max":

"id": "error_code",
"name": "Error_Code",
"desc": "Error code for fault",
"define": {
"type": "iI:t",
nmn
"/] nw ,
HOH
4
"2000",

"start": "1"
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MEXMFLTES

"actions":
{
"id": "unlock",
"name": "FKITTHOAEM",
"desc": "FTFHIAFXTAIENE",
"input": [
{
"id": "open",
"name": "FFXK",
"define": {

"type": "bOOl",

"mapping": {
nouw. "*W,
LKL ua:Fn

"id": "yser"

- 14
"name" : "FﬁFn",
"define": {
"type": "string",
"min": "O",

"2048"

]V
"output": [
{
"id": "user",
"name": "FR",
"define": {
"string",
HOH,

"o048"

"id" : "til’fe",
"name": "FFXJES[E",
"define": {

"type": "timestamp"

"id". "‘TtatP"

: "state",
"name": "XTHYIRZES",
"define": {

"type": "bool",
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"mapping": {
now. u*n’
LR n;:Fn

}
1,

"required":

HR3THE

TRRDIREIMNY, ESE WIREINY
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Topic &
YIB! Topic
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BEFR TopicFl&

RiTopc  EIENTopic

TopictRBR RERUR
Sthing/up/property/CHNC5387T8/${deviceName} =gl
$thing/down/property/CHNC5387T8/${deviceName} iTiE
S$thing/up/event/CHNC5387T8/${deviceName} B
$thing/down/event/CHNC5387T8/${deviceName} 5
$thing/up/action/CHNC5387T8/${deviceName} b2l
$thing/down/action/CHNC5387T8/${deviceName} 1T

=
RAHB% Topic

&iE

B R

BT RSEE IR

HEHR

F HIRIRL @

REIBRATARUTER

B G

RIFSAMIREITA
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REFR TopicHlz&

ptEEL Topic BE X Topic

TopictPR ERERR &iE

$ota/report/ CHNC5387T8/${deviceName} poziol EWFHRER ET
$ota/update/CHNC5387T8/${deviceName} 1T B REETT

3 d/CHNC5387T: iceName} T8 TEEETT
$shadow/operation/CHNC5387T8/${deviceName} i REHFHELT
$shadow/operation/result/CHNC5387T8/${deviceName} 1T REHFEETT
$rrpc/txd/CHNC5387T8/${deviceName}/${Messageld} poziil RRPCiHE £4T, MessageldJRRPCIEEID
$rrpc/rxd/CHNC5387T8/S{deviceName}/+ T8 RRPCEETT
$sysloperation/CHNC5387T8/${deviceName} o2l F4itopic: ntplRSSHEE HT
$sys/operation/result/ CHNC5387T8/${deviceName}/+ 1T Fitopic: ntpiRSSIEETT

BENX Topic

BHEX Topic 2EFaHAFRMIBENX Topic WERINEE, BENATRREEERENEESFAZEINRUEMmEIAR
Topic &R,

1. BR YBENFETFES, BAELFFIERR, SRR,

2. pERPWSER, BANGEEREEANREPNFERAR, ErRIRRBEERRTR, KAHANYREEN

3. EIRIREFAR, =HETopiclE > BENXTopic.

4. RBEANSBFEENFRERT3TBENX Topic, BERFPEEENH Topic, MgE “FMBEX Topic” &,

REFR Topiclz

YIERI Topic R Topic BN Topic

RINEE X Topic

TopictRFR ERR 1#{E
CHNC5387T8/${deviceName}/control 1705 fRiE MR
CHNC5387T8/${deviceName}/data TR RiE MR
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‘A
= T &

5. £ FEIRE L#EA Topic &R, i€EiZ Topic ISR, REFEMREEITEIZ Topic.
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HEpIERE
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2
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MEXMFLTES

2. BEXRIEE “BiE” , TopicTHAEANMNEEMENNTopic, HEAHMEEANEERESFAMNMELTTEEARASH
Eo APALUEREIFEFRENEE, BIRERARRNTopicAXRA LT TASSERFRESFHTSIEHREENR.
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REER &R
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RERREE
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REAMES TEER
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v,u,u,l $thing/up/property/R.

32/dev001, $thing/down/pro...

B8
2024-01-26 16:58:42.511
2024-01-26 16:58:42.401

2024-01-26 16:58:39.280

2024-01-26 16:58:39.177
2024-01-26 16:58:38.463

2024-01-26 16:58:38.358

BEELTREE

EZS HER

T

piixc> S TR 30K 2024-01-26 16:58  ~ 2024-01-26 17:28 =

Topic BIERE

Sthing/down/property/R< 32/dev001 {"method":"report_reply","clientToken":"RJNA19ZYB2-2","code":0,"status":"success"}

$thing/up/property/F. 2/dev001 {"method":"report", "clientToken":"RUNA19ZYB2-2", "params":{"cid":2,"lac":2,"Ua":0.020000}}

Sthing/down/property/R 2/dev001 {"method":"report_reply","clientToken":"RINA19ZYB2-1","code".0,"status":"success"}

Sthing/up/property/™ 2/dev001 {"method":"report", "clientToken":"RUNA19ZYB2-1", "params":{"cid":1,"lac":1}}
{"method":"get_status_reply","clientToken":"RINA19ZYB2-0","code":0,"status":"success", "data":

$thing/down/property/R B2/dev001 {"reported":
{"Uab":0.1,"Uc":0.1,"Ic":0.1,"Ua":0.1,"Ubc"0.1,"Uca":0.1,"1a"0.1."lac":10,"Ub"0.1,"Ib":0.1,"cid": 10}}}

Sthing/up/property B2/dev001 {"method""get_status", "clientToken":"RINA19ZYB2-0"}
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B1E ik FHER
2024-01-26 17:04:42.915 T Device keepalive timeout last active time:2024-01-26 16:58:42
2024-01-26 16:58:35.193 =z Device connect,version:4 keepalive:240,cleansession:1,clientip:119.147.10.204
2024-01-26 16:57:53.178 T Device disconnect,last active time:2024-01-26 16:57:53
2024-01-26 16:57:17.988 =2 Device connect,version:4 keepalive:240,cleansession:1,clientip:119.147.10.204

2

2. Device disconnect T&ERTRIREFENXASFEERNIERE; Device keepalive timeout®RIEHFIGFAERZ VY, SEEER
EEXA .
EBEEIKZEB®E

ZiFZET B TR TEERES TR ENHEIFMERE, BHMAPREZSHERIIERIRFEHRNIEER, WiTH topic X
R, EfTHERAEM . MNSIZEEE=ZHRSEMFEHRRESHEN . ZXEATERES RN EREBERETEMRR, #3
RBREGE,

R L TREX

content

Device connect

A% iJiW Topic X%

content

Device subscribe
topic: {}

Device subscribe
topic: {}

Device

unsubscribe topic:

{
REREEX

content

Device publish

message to topic:{},

QOs:{}

result

FAIL, system error

result

FAIL, unauthorized
operation

FAIL, system error

FAIL, system error

result

FAIL, unauthorized

operation
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errcode

Dev_Conn_System_Err

errcode

Subscribe_Topic_Unau
thorized

Subscribe_System_Err

UnSubscribe_System_
Err

errcode

Dev_Pub_Unauthorized

fEik

RELHXW, RFER.

i
B

Tk, X topic iTIER

ITRAXY, REER.

BiTRM, RAHEIR.

errcode BX

EmEM, % Topic
p.-Zi: 34
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Publish message to
device: topic: {}, QOS:{}
{, WssiEiRieA}

N5 | BEdE X

content

Send message to
RuleEngine, topic:{}

MQ:forward CMQ), type:
{}, CMQ{queue: {},
region: {}}

MQ forward CKafka,
type:{}, Ckafka{instance:
{}, topic: {}, region: {}}
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FAIL, reach max
limit with {}

FAIL, payload too
long({} > {})

FAIL, system error

FAIL,no subcriber

FAIL, too many
offline message

FAIL, offline
message payload
exceed limit

FAIL, system error

result

FAIL, system
error

FAIL, queue
name is not
existed, or
deleted

FAIL, exceed
maximum
message size

FAIL, reach
maximum
retention number
of message

FAIL,
unexpected
error: {}

FAIL, system
error

FAIL,
unexpected
error: {}

FAIL, system
error

Dev_Pub_Reach_Max_Limi
t

Dev_Pub_Payload_ToolLon
g

Dev_Pub_System_Err

Pub_To_Dev_No_Subscrib
er

Pub_To_Dev_Offline_Msg_
Exceed_Limit

Pub_To_Dev_Payload_Too
_Large

Pub_To_Dev_System_Err

errcode

Msg_Send_To_Rule_System_
Err

MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

MQ_Forward_CMQ_Unexpect
ed_Err

MQ_Forward_CMQ_System_E
rr

MQ_Fowward_Kafka_Unexpec
ted_Err

MQ_Fowward_Kafka_System_
Err
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EHXMY, payload
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RuleEngine republish
message, source topic:
{}, destination topic: {}

RuleEngine forward
third—party server,topic:
{}, url:{}

RuleEngine forward
CKafka, topic:{},
Ckafka.instance:{},
topic: {}, region: {},retry
times:{}"

RuleEngine forward
CMQ Topic, 10T topic:{},
CMQ.topic:{}, region:{}

RuleEngine forward
CMQ Queue, IOT topic:

{}, CMQ.topic:{}, region:{}

RuleEngine forward
CTSDB. topic:{},
CTSDB.instanceid:{},
region:{}, metric:{}
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FAIL, no such
field({}) in
payload

FAIL, system
error

FAIL, url server
timeout

FAIL, system
error

FAIL,unexpected
error: {}

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,system
error:{}

Payload_No_Field

Rule_Repub_System_Err

Forward_Third_Not_Respondi
ng

Forward_Third_System_Err

Rule_Forward_Kafka_Unexpe
cted_Err

MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

Rule_Forward_CMQ_Topic_No
_Subscription

Rule_Forward_CMQ_Topic_Un
expected_Err

MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

Rule_Forward_CMQ_Topic_No
_Subscription

Rule_Forward_CMQ_Topic_Un
expected_Err

Rule_Forward_Ctsdb_System_
Err
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B
== - = o«
=
B ApPE Emss
® nnoEs

O szuEs

4. HIRTIRFHENXSENS . £PXBEES, IREL—IMHRNRHESESTIREY, FOEFEFRGESHNA ‘258

5,

5. il TEEHT , R SR R, BIEEES AT, BAES0; ERRENRE HRNSEENATSONSIES2WH
B TF— B A

BHREZE App X

EFRENSEGRZ RS EEREXZETEE App, WATLNE “App #iX” BRiEMEE® .

1. BiRKRAREZNS S RISEPEI App 57, HEEHXE.

2. BEHCHENA App X7 R, REANERZTRNERERS.

3. #EE “App #X” B, YAEREHIRER, BDFER “‘App #5X” 5 “GETIR" MIMHRETER,

IRIRERE: BR=ITE (1bF) BRSEAE 5123 H297]



@ H%\_L:HE MIBXRMF LTS

APP%
] TS = OHE T 28, BETET
B EERE
. BEAD-
IEETE L]
@t
s . 55 18] ZEEE
APPHEZ ° ; °
™

4. BWNHEEIRE
5. XABALBRAREEN, FEATIESHAS R E— P RthrsE
6. PHERBRFZHRECE.

BREEARSHEX

EFRENSETREREEEREXEBNEEARS, WALME “ARSHE” HRiERE®.

1. BiFKRARIESANEH RIGPHARSERT =, HEIEH X,

2. BHEEHEMNARSERT R, FEEUETZHBRNERERS.

3. HEE “AASHR” 7l, YABEERER, BIERE “ARSHX" 5 “WREIR” M RETER,

IRIRERE: BR=ITE (1bF) BRSEAE 124 $#£297]m



O BHS

BA = - oo on Bl e

cemE o
B
T st
G EEs
v
T °
i :
B8 APPHEZ
© LaSpE
0 smuEs g
SRS ]
™ EMySoL

(GRS

4. iEFENEE: RREEREMER, BNEENXANETARSHRERITETRRE.
5. BINHEEITRR

MEXMFLTES

EERE -

=ERTE0

EEAE -

@& Sdevice_nickname ZEESbrightness

6. EERFTLBAREEY, FETUEITHAS R E— M PREH%E. 8RS LIRNEIESIEURRRREE, Hi

m ID. 8% ID. I2&HIEF,

7. BHEIER: ZMNREENARREEEARSHE GMEZINRE. AIE FRIEE,

8. IXEE: A FHRIRPIEFEXAMLRE,

HEREFERMELASEREEME, PIPEAERBFEL 20 F, BFHFHET.

9. BEMBIRELT SRS,
B S

EFRETEBER. REBHEIEERIAAEBCHRSHEL, ALMEREENEE,
1. BiFKRARiEsANETH RIgPHBEIEET =, REIEH X,

2. pFEEMNEENEET R, REAUETZHBRNEERS.

3. HECE “BEMERX” 7, YABEERER, IREE "‘BENEE" 5 ‘YRR’

IRIRERE: BR=ITE (1bF) BRSEAE

AT RIERER .

58125 H297]



@ H%\_L:HE MBRFLETEE

B i no X

BREH -
BRI
FHEX, KX AP, THLNES, BSTEN0MEH
BENEE 0

HERHTRD «

HEAR

BIESR ]

BANS T8 KB

HBHRAR S B30+

44X Token *

XHREX, BFNEE, SSTIBIR2TFH

4. BNEEIFEARMEEAS
5. MAES EERXESHIRSSBMITIER Token FHEAGIRE

© ie8:
AT BEEREER, BESEIN Token, EALMESES Token, BIEERZER (iZ Token £#0#%0 URL hEEMY
Token #17Lb3d, NMISIELZLHE)

EXRRREEN
1. FAMERRRS RIS ERNA SRR T

"RequestId": "HEEIBKIA",
"ProductId": "FERRAID",
"DeviceName": "IZEBRAFR",

"MsgTitle": "JEEFRRR",
"MsgContent": "HEERBE"

2. ERERXIBERBANRS, BERMELRSELXE BEZIEREREE .

IRIRERE: BR=ITE (1bF) BRSEAE 5126 #£297]m


https://developers.weixin.qq.com/doc/offiaccount/Message_Management/Template_Message_Interface.html#2

@ H%izﬁﬁ MIBXRMF LTS

3. EREREHETRIVIERFE App WEZEE, FEETETRELSSEIN.
BRESERRIER

1. AFPIRERAA . LESHEBRIRANE, SERELSGHRE > B,
2. SEAERRE, REZRS LIRNBIEGFSEXRINN, NEMEARSHEZX.

HERE  REEEEE =R

LSRR
TEER
BEHE ]
BRSEE
G o
e fiEdE A
Nl ZrEiTE (] BEEA
[ IEEs
R
Lk s =EATE0
B APPHEE © “ N
@ e .
@ AnSiEE ’ 12 & Sdevice_nickname F=EASbrightness
0O =x=vEs

IR AR S HER

LSRN LASERESHHEAR, TEENFRESHRENRE S EEARSHE,
“BREE NMEFSEERIIRE

1. A LRSEMNASIRAS, SRl > RIGREET.

IRIRERE: BR=ITE (1bF) BRSEAE $127 H297;



@ HE\_L:HE MBRRFREE

N e N . - N = o
OF (v) ems (v) =7 QO ssms
@ BEEIEAES EUGERTHE. ETUNSEHE BINESATS  TURLTEESETET T a8
. =Rl or
ERiEEE gEER v Q
< EEsEETEEG
iBEER S 2ERTIE B LR i HIERR ' =

EFRME

Wi-Fi

HEEE
2021-06-28 15:53:25
2021-07-17 11:15:34

Lam MNEEREAT | SRLISRTERE

2. fIFHRIE App, BEERME “A—1” PBENIRE %5,

< EiEERER

ERE R

EHEEETENESSE MEAEE, HEUBTSETARsES, SUEENE [BREsNEF] 5EsE

I:'. |'[-_I.J_:-I- E

IRIRERE: BR=ITE (1bF) BRSEAE 55128 #£297m



® H%\.EHE MBRALFE

3. PEMINEEEREIIRETUT:

Fpyigs (21) Hea

HHET I

4. BRMEFTEXE “BEE aRS, RETELBZEXEBNEEARSE, FARRRHEENARSHE .

() disfiFBREa R SHERNE

& g sohy :

= mmyEs
Q) WEm
S =¥z
Y]

TERER

IRIFRE: BR=ItE (It ) BRSEATF %129 #297w



O BHS

LRSI iR EE

1. EENSSIREER, SREEESHI, HitERESHYNE, PELR.

ERLISE ISR

EEXTFF > (power_switch) C’

=E(brightness) - 91 +
B (color) Green v
&i8(color_temp) - a0 +

T rSE7R(name)

< BEMIEE A,

RS
BETEEE

2021-07-18 10:08:34
P E R i

F EifEE SRR
e AR
REEEEE

SEETE Z021-0718 10:08:50
AT REHNHENT

o BifESE TN

552 App #Ei%

1. &% Ef App TEIHE, TEIIR App.

IRIRERE: BR=ITE (1bF) BRSEAE

&%

SRR

bl

91

Green

30

MEXMFLTES

5130 #£297;m


https://cloud.tencent.com/document/product/1081/67501

@ H%\.L:HE VERFLTEE

2. FEARSHEE ENRSEINLIREIER, AIEENT App #EEHR.

|
||

. S—
T MEEE RIR
TR

RS SRrEAY2

SRS

1. SAPFREFELENMMERRSH, SASEFLAREAEENNABIERIIR.
2. BEEZRTIITHXRE, RABERMER, BERARRELZBIERRS, BERE LRMIERS, RABTSHTLE,

IREERSRIZEIER?
ZAE, SERSESSHERL

ZEH s

IRIFRE: BR=ItE (It ) BRSEATF 5131 #297;



@ H%\_L:HE MIBXRMF LTS

NS |2
MRS | SEHEEE

RIEEFATE: 2024-12-26 18:07:33

&

EF Topic #{TESH, ERILMERMNSIENT Topic hAYEIEHRITHIE, ARELAIIEBNZHERSHAFPNISEEIRS . BX
FULIRSFAPESHINRE, AFBINNE|ZEEFE LHTRERSEIRE + iHH + FEFEERS . UTEUFHEARE
it

HiEH®E 2215 —1 Topic,

IR RFIE=SRS.

HIERRREHSMS CKafkao

HiEE REIFEIERE CTSDB.,

IR RBIZEHIERE MySQL.

IR REIZEIEE MongoDB.

SUEMN

1. BR UBERALTFEEHNE, #HABGRIHIEEEAMNRSANGEE,
2. ENRNS|ERE, PHEeEAN, BEARUSIRE, PERE.

MUEBFR: TEX . $F. THENEAS, RSTEI329FH. (SHRREEEEN, FERES. )
MfER: 0 - 2561 =FaEIR, BIEN,

BURZ X

3. SUEmMING, BIABEhEARUFERE .

IRIRERE: BR=ITE (1bF) BRSEAE 5132 H297;


https://console.cloud.tencent.com/iotexplorer

@ Hﬁ\fﬁﬁ MBRALFE

BHER B8
JsE  E2A

AlEE AGEA, TR

AUEE  FRSEE £

TR (O &5 SO

${productid)/$(devicename Nevent

SELECT FROM '${productid)/$(devicename)/event’

ThIEE

RIMTIEE

AR RERE

ATt

EERILAF RS R RAEER

IRIRERE: BR=ITE (1bF) BRSEAE £133 #297;m



O BRE
56 L

ERIEEFHATE: 2024-12-26 18:07:33

MEXMFLTES

SIS, BRIFE =5lE MNSIZMEERNTR, BF “THEiiE” SHRERES SQL XE—2 Topic REIERILE, YIEX
MAFLEFEERMT SQL BESM5, &t SQL iETRIER.
b Topic HEEMX LR FHIMREEM LR Topic B9 JSON JHER) action targetDevice count =FERIBEUHE,
BB count <=3 WEIBHTIEIR, SERELEINYE, BTFT—LHIEEER. TERREIZRIERIMN:

ZREENMIY X

FER+

Topic *

action, targetDevice.count @

‘l‘)—QE‘ET%IM . \.\ . \.I . \(I\ |)\\ [
BT 300 EH

BREM X v

2ENRE v

PIRE R M LR v
BMBBIFFFE. HEFE. THIZE. L9 9 L Y S EE AEER

ZER /I BE, +Rm—R, EHR/M+/HHR, TeE/raaa/; KERFIFN1-641L,

&4 count<3 ®
FEATAX SN, B2 TBT00MNF
fRE BUH
,- L]
373 Action

SM Topic {RBE T BeXBIFRE, MEZRYHBT—LIRE, i, BANEFHES . BrisHFiRES:

HiEERES—1 Topic.

IR REIB =R

HIEHERZIHERSI CKafkao

HiREREIR FEIERE CTSDB.

IR RZIZHIRE MySQL..

IR RZIZHIERE MongoDB.
MR RIT AR, MNSIEaXeE LR payload, #1T JSON %, S RHIMIT:
1. ¥%%%I Ckafka #9 JSON 7Rfjl:

IRIRERE: BR=ITE (1bF) BRSEAE

5134 297w


https://console.cloud.tencent.com/iotexplorer

@ H%\_L:HE MBERMARTES

SFBEXNT:
O MsgType: BMEE Publish (EEEESIEER ) , Forward (sh#lNS|EE4% ) , StatusChange (&) o

O PayloadLen: & EIRiEE payload BIKE, BAAFEDE.
O Payload: RiaiEEH payload, BRASITRE[ER Baseb4 i3,
O Event: {¥ StatusChange £&BiEE%H, BHIBUES Online 1 Offline, TR LELINTLIRE.
O DeviceName: REEMBEMIBETFERENIIREER,
O Time: ¥&R{THMMALRIBTEZE.
2. B RFIE=FHRSS (http forward ) 89 JSON x=fl:

device/data"

EFBRENIT:
O devicename: EBEMEXMESEEEHRENINZEEIR.

O payload: [RiRiHZR payload, HiREFEIR LRSI JSON 1$iEEELR; EATHEER, SMNASER Baseb4 &
3.

O seq: PIEBEIBRIME—EBIRRE, int 2B,
O timestamp: Z¥E&RTHMERTAY Unix BtiEE.

#h3TiRER

FRAYEN
o FERPRE L)L L R PEINT, FHE, BETEE3001MFH,

IRIFRE: BR=ItE (It ) BRSEATF 5135 #297;m



@ H%\_L:HE MIBXRMF LTS

FERFRTHIZE JSON FrIi(E Key, ERIRENATHEIIARIERFRIEE, AIER" * SRE THHISIEHETER

LiRAY JSON #iEE, TLIEERER JSON, flun: {"device_status":{"switch":"on"}},ALAES
device_status.switch 3kERZ switch BB,

BARZFF SQL #1 JSON #i4,
Topic BERIENX
WRBEUIFZ 4 Topic, TLAER + 1 + BEMFRENZH Topic.
# RO HSMEE Topic 7, REEMTE Topic MG
+ KF1/MEE Topic &, BILAMTE Topic RIiE,

f51%0, nouse_monitor/+/get :
AJYE0f house_monitor/thermometer/get ¥ house_monitor/door/get & Topic,

{BABJYEIF house_monitor/door/switch/get , BEA + REEEI Topic K.

580, house_monitor/# :
AJIEIF house_monitor/thermometer 1 house_monitor/door/switch/get & Topic,

{B house/#/get BIAFERY, BB + REEMIE Topic LR,
FERIE N
[F]FRIXRATFZIE Topic HRIER, RELHEHEHEFRHIREARNN, ZSWRIFHHITRENLE, FHREARDTE:

RIETF ik 2451

= EE color = 'red'

<> rEFF color <> 'red'

AND ZiEs color ='red' AND siren = 'on'
OR 2458 color ='red' OR siren ='on'
() ESRR—1 G color ="red' AND (siren ='on' OR siren ='isTest')
+ BARmE age=4+5

- BRI age=5-4

/ 3 age=20/4

* e age=5%4

% BURE age=0%6

< IhF 5<6

<= INFEHEF 5<=6

> XF 6>5

>= AFHEFTF 6>=5

IRIRERE: BR=ITE (1bF) BRSEAE 55136 #£297]m



5 E E%\_L:HE YBRMALZES

R e 2
RIEEFATE: 2024-12-26 18:07:33

NS | SR SRR, STLUERNSIZNZFE, FHURSIERFFRYNAVEPERXLERLY, SSMBIENSFCLE,

STSRIERE
Bt €4 FixHER
productld() RELEE KR IDo
deviceName() EEHERRNZEEF
timestamp() IZEISHFIRY Unix REAdiEE:, #a8(i,
topic() IREIHBFKIRAIFELS Topic.
topic(n) IREHEERRIERIG Topic LA / 9EIB95E n MNP ER,
payloadLen() iB[E] payload HFEHEKE.
bin_to_dec() EHEIH data HEiRBHHEIEER .
to_hex () ISR RRISE R 16 B F /R o
randint(min,max) iE[E] min 1 max ZERIBENEEE .
upper(string) BREIXSZFE (MARESHEIER JSON 18X, REXRAMIRL key

B, BIANESNBEEH "tencent":"iot" , W upper (tencent)=I0T ) °

BREVNEZHFE (MARNERHEIESA JSON 1830, RBMRAXIRE key
'),

lower(string)

¥4 field RYEHITINE, EZ4S% String AEXFHFH, wliE: MD5,
crypto(field,String) SHA1, SHA256, SHA384, SHA512, (HARIESELFE JSON 1§
i, RERPIMRA key (H) o

FEHRIEE, 0 concat (deviceid, 'a') 8§

concat(string1, string2) concat (fieldl, fie1d2) .

requestld() IREYIEXMIBEEREER 1D,
newuuid() IREI—/MEN uuld Z5F5.

replace(source, substring,

replacement &ift source HfJ substring.
replacement)

substring(source, start, end) FHREE, REIM start (815 ) 2l end (F81F) HFEFHE.
S5

F—ZxEREERE dev00 BRIHRIXAIEERRE:

IRIFRE: BR=ItE (It ) BRSEATF 137 #297R



@ HE\.L:HE MBRALFE

{"rooml": {"temperature":31, "humidity":"

"room2": {"temperature":26, "humidity" :"63

By =R =]

BEEFRTEA dev00, dev01, dev02 =MEEH AN T room1, room2, room3...room6 "1 EEREEE, 36Y
room1 FiElSRESTFI0ERENZEWTEHIREN MySQL BUREHTE, (KEBLLEGIRINGIZASENT:

TRIEEE @

FE room1.temperature as temp,room1.humidity as hum
Topic I+/data

4 topic(2) = 'device00' AND room1.temperature > 30

HE1SQL SELECT roomi.temperature as temp,room1.humidity as hum FROM +/data’ WHERE topic(2) = 'device00' AND room1.temperature = 30

IRIFRE: BR=ItE (It ) BRSEATF 55138 #297m



® H%\_EHE MBRRFREE

g LT X

O THSEEEENEIESEE (MySoL) &, E50E 12

Enps- it
ISR EIEEEER (MySaL ) v
g - =8 -
R v v
TOAEERT
MysqIET=Es « EE
HEEETRERE BIERTEEN=
SREERS (D) -

FeFER I EEYTE. HFHES, A=

BEEE (Q)-

T, EEsmn IFHES_ sr@WET L ([ ESHTER
FEEH Q) B
table_temperature S{temp} + -
table_humidity S{hum} + -
productld praductld() + -
deviceMame deviceName() + -
ERfE=EE ()

IRIFRE: BR=ItE (It ) BRSEATF 58139 #297]m



@ H%‘ﬂ:lﬁ WEBENARES

IR &ZF5— Topic

RIEEFAE: 2024-12-26 18:07:33

Wi

BRI SHERARENEERFREAEIS— Topic, BIRISEMARISZFER M2M &S, Topic MIESZIFIATA:
» HBE— Topic &=F
580 s{productId}/house_monitor/thermometer , BIRNGHEMNAESEHEEEIXA Topic.

- IRSHERN Topic BF
580 s{productId}/${house}/device , M s{} IHEFRM house FIKR—NTER, XV EER2 SELECT i5ah
EEVHRIIFERRS

2 BIRAR

ZRBIEERATFEEER Topic RUMTEREI. RIREXT—FAN, RELEITF:

SELECT temperature as t, house

FROM house_monitor/thermometer/get

WHERE house="tencent" AND temperature > 40

LU AEERIRELTY t #1 house XFANFERIIE, BRE house FERAINABN tencent ,

BERTINREX TH AL house_monitor/${house}/app X4 Topic, IPAHNSIENEIFX Topic Y $(house} BEHIR
73 “tencent” , MIi§ t # house KIFERMBARIXL house_monitor/tencent/app X4 Topic.

BREIENTERMRR:

|
| loT Hub !
El | !
I | }
" "house""tencent” A AaME T Topic | - }
"temperature™42 } ¥ =& Topichouse_monitor/thermometer/get
"device_status™-{"switch™ "on"} } }
| l !
| |
| |
| |
| |
| |
|
| |
|
A ¥ Hims [ i = },
} ‘ ! "house":"tencent”
EI } } 42
| N |
temperature as t, house | mﬁ%ﬁﬁﬂﬁmﬂ ) } '
house_monitor/thermometer/get NI S | AR E = Topic | |
house="tencent" AND BETHESEAE AR | } !
temperature > 40 ! | i
| i
${house} } E Topic:house_monitor/tencent/app ; : b
| . . . B
| | 1TiiZ Topic
|

1. BF MBNALFEEFE, PEEFRE, SREANEAEEIERE > SR, BEFEEREIN.
2. ERNFERE, PEFRMTHRE,
3. AT RN EF0O, ESHEXER. PEFFIBENATLESEIEISIRE LIRBIEREEZ Topic.
O EFT RN “BiEEAZIS— " Topic (Republish) 7 .
O EFENRE . FRkiRE.
O EFBRERIINS—1 Topic EXEREMR,

IRIRERE: BR=ITE (1bF) BRSEAE 58140 #£297:m


https://console.cloud.tencent.com/iotexplorer

@ ﬁ%fﬂﬁ MBRFLFS

SRhELm x
0 EEEENEEE SIS — 1 TopichES IS &

fTaEE
FEsE 23S —{"Topic { Republish ) -

mE -

=
HH
g

i

RRRRESHREER

HEMIR Topic #¥AZHETE Topic HIHRRSEEFHEFEEN.
RFIRAHRIESIRSREFRKS QOSO BNMNIS|ZIEZEE QOSO IiHRHITEER, AMANHBRSREEFHI QOS1 B
1REB QOS1 i#iTH A
BENHERSZREFHRAMN, ERLXMUEESEER, RRINEHRRSRESFHRN, SHEEEXUNSHTRLER,
Eili%iE3s, 6s, IsHIRTEAEIRMKREIT=IR, E=RERIXBNIEGHBRFEBZHENT .

IRIRERE: BR=ITE (1bF) BRSEAE 141 #£297;m



@ H%\_L:HE MIBXRMF LTS

IR REE=RRSS

RIEEFAE: 2024-08-16 17:21:01

Wit

BT MURENE R AR EHIRE R AAPMENE=SHTTPSIRS, EATAENX T IEXLHE ., XMHXRIRELAFRIE
HESH—MERLELR .

o ERE:
B=FRIRSYHMEA HTTP 2k HTTPS M5 TURMIRSS . BiEHAE=FIRS, SERMESZIF HTTP sk HTTPS AYMu4
URL w0, NS |EEERINE, E=HRSZISWRIKE 42.193.134.62, 106.52.211.220 « 157.255.11.202
. 14.215.166.14 . 120.233.106.237 RYEUIEE,

TERRTISHEERAE=FRSHENMIE:
77777777777 oTHDL |
Ia r
5 I- "house":"tencent” ﬁ?ﬁlﬂ%}%ﬂomc
"temperature™42

o ,
=2 Topicchouse_monitor/thermometer/get

I
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| 1
| |
|
g 1
! FAIE] : =,
} I "house" "tencent”
} ! -4
| | }
I
| 1
| 1
| 1
" 1
| 1
| 1
I
|
I
|

"device_status":{"switch":"on"}

&l

temperature as t, house iﬂﬁﬁﬁﬂﬁﬂﬂ%ﬁmu

house_monitor/thermometer/get
house="tencent" AND
temperature > 40

TR A

ERAE— RS (CHED)

=

HRNEBIERSIMEN, B2 HELE X,

RSRSRER

1. B2 YBENFLEFaEH S, BEEFIFMRESR, SRANRPEEIERE > S8,
2. PEFEEREIMN . HEAMNEERE, pHFMTHRE,
3. TESEHEY RN B0, ESHEXER. BEEEFRIE.
ST HERD “BIRERFISE=7RS (Forward) 7
R AP SRR, )i “ERCE HTTP RS & “(ERMBGEaEiRSnE (#F) 7 .
ESE HTTP & HTTPS RSl . YMEXRNARFERIGRE LIRIOEIBEARZE HTTP = HTTPS BRSSitiit.
iBaiE “BINER Token” , BIESZRAIRSSIIRAY Token; BAILUEEIES Token, BIEERES (1% Token £k
O URL HFEEK Token #1TLL3S, MMIERSMH ) .

IRIRERE: BR=ITE (1bF) BRSEAE $142 $#£297]m


https://cloud.tencent.com/document/product/1081/61102#.E8.A1.8C.E4.B8.BA-action
https://console.cloud.tencent.com/iotexplorer

@ H%\_L:HE MIBXRMF LTS

ARNNFRIY X

@ BREENHERRIE=SRSS. CAERYEEEDBTORS, 2
# BRSSIREMRT RIS, REFREURSMIE, HRAFRERE. HiFHE
RER, [ROEEXE E

ERPSES

fE

BB RRIE =7k (Forward ) v

APIHit: «
O FHEEHTTPR S {ERYBMEREIRS L (%)

http://act.com @

1% 4% token

Token: (i) *

thread @

e EXH

RiFHEREVBRALZES

A R
ATIBEEREER, BEFEMER Token,

ERIFIR

FAFMREEREIE=EMRS (Forward ) B0 HTTP ¥%, BiF “UGINEN Token” , MEXRARESSEHTTP & HTTPS
ERAPLEREMNINTFER:

S iR

Signature Signature £&7 “FMMMN" PIESH Token SEFNERPII Timestamp 2%, Nonce £,
Timestamp EREIE

Nonce REHNEL

1. & Token. Timestamp. Nonce =M &HiHTHFHERF

2. BENSHFHRHER—F 5 HRi#T shatl 1%,

3. AEERBMBENFFETS Signature 3tL, IRAZBERKEFUHERNALES
1838 Signature B9 PHP R=EIULHBINT:

IRIRERE: BR=ITE (1bF) BRSEAE 5143 #297]m



@ HE‘.L:H_E MBRRFREE

FINERIERK, HXSHMT, AFIRE Token B aaa.

Nonce: IkOaKMDalrAzUTxC

Signature: c259ed29ec13ba7c649fe0893007401a36e70453
Timestamp: 1604458421

HIFEEHI=MAEE 16044584211k0akKMDalrAzUTxCaaa , mx2itE shal &R
c259ed29ec13ba7c649fe0893007401a36e70453 o

BRSS ittt RRas
1. SFEANSIER, MEMALEFESELE—X GET iSRENASHIRSHEMIE URL £, GET igRLAMEMINTFER:

2 ]

5

Signature Signature &£&7 “FINFN" PIESH Token EFNiERPEI Timestamp £#. Nonce £,

Timestam e

p

Nonce FEtNEL
Echostr MEN=FE.

MEXNARFEE[E =T RS RERSRE:

GET / HTTP/1.1
BOSEY W, WW W  wiwgdday

User—-Agent: Go-http-client/1.1

Content-Type: application/json

Echostr: UPWIAFASVDUFcTEE

IRIFRE: BR=ItE (It ) BRSEATF 144 297w



MEXMFLTES

Nonce: testrance

Signature: abb6c316a8134596d825c5al1295bfa6f7657664d
Timestamp: 1623149590

Accept-Encoding: gzip

2. F=HRSEWALLX GET B REEMENALES, BTE body FIRHFIRE Echostr SHRA.
B=RRSEISYENAZFERIRH:

HTTP/1.1 200 OK

Date: Tue, 08 Jun 2021 10:53:10 GMT
Content-Length: 16

Content-Type: text/plain; charset=utf-8

UPWIAFASVDUFcTEE

3. MERMARFERIGIRER Echostr SRS, HiIARS:EbIE URL 2BEE-K.
3.1 Node.js BRS it EIE 351 :

function (token, signature, timestamp, nonce) {
let tmpStr = [token, timestamp, nonce]. (). ('");
tmpStr = (tmpStr) ;

return tmpStr === signature;

('/test', (req, res) => {
st token = 'LAHBIERNSIZREERcoken ' ;
st { signature, timestamp, nonce, echostr } = reqg.headers;

(token, signature, timestamp, nonce)) {

('"Content-Type', 'text/plain; charset=utf-8");

(echostr) ;

(403) . ('"Forbidden') ;

EFZRBIRSHE

B LLEIRER=EE ( Serverless Cloud Function, SCF) E&HREEE Web RS, S&IEIFETEE Web RS, £
NS | EEMBERIER, WS RBAE=F1 AP| BA G IERSIHEEIEE, BITREMTLIE,

A EE:
NS | EEFE—MRISEREENIHRSARE GET i5K, EEERNERH POST K,

IRIFRE: BRzITE (165 ) BRSEAS 5145 #297]m




MEXMFLTES

O BHS

SE=HMRSS APl EIRNE R BIEFERINT:

0

payload: {

clientToken:

method:

params: { body_temperature:

timestamp: 1692787444
o
timemills: 169
seq: 1141064,
timestamp: 169
topic: 'S$thi
devicename:

productid:

1. £ SCF E&ETF Express tRiEE#E Node RS =6
1.1 &R SCF z#la, &% Serveless A, HiiEMNA,

Serverless Serverless A

D+ Web RISSFAR | RBOSHE, RYEBE HTTP HR, ARFSSEE, BNARERHELS! FRstiiss RS0 @B
o [HENE] £RRH, MAINMEHRGIES, SETRENER, REHER, REXHGSHRAUSER, EEINSWA. SRR, €5 17, LEGH-> &

alo
RIFEm ¢ RE wE ErfsEde ¢ BR{E
iot-test @ % http 2023-08-23 15:44:26 i vizz
10 v 5/7 1 ANy

1%

o
a
BERTND ©
1.2 i#F Web R THI Express EZRER, R F—%.
£146 32975

IRIRERE: BR=ITE (1bF) BRSEAE



MEXMFLTES

< MEEA

RIFii% Web FiF
RECIZFFFERNARY Serverless KA BIRERSNCHERE, REPE Web RIF

Nuxt.js 58 #XER BEHE Express {82 #XHEk BB

ASWTIEE
A express

EBE AL ,\EXT“ NUXT @

Nextjs B #HEiEHR BEEE

B G

Koa 1R # Xl BRI Egg 1ER #X#hR BEHN Flask HE3% #Xisihe BHEEN

1 -~ _ & Tl 1.

BFERTND ©

& WEMA
BiEE
ot
FRIAE - dev v
ASWIER
M v
EBEHEL
O RHIRSB X bt RIBEE @
BHER , &
[Bal
(6] Crm
HH SERk

BRIV ©

1.4 SHHERHREEANNA, FAPIRXPEILIEEIURL, BBURLMZESEMNSIZHRIESHI API ftht, RigILURLHE

J: https://iot-api/ , BBATEATRAIGREAAPILEAURLIN EIZORH, B): nttps://iot-api/test , HEER
HRHBIR, BANRERS

IRIFRE: BR=IE (16F) BREEAR 147 $#£297]R



MEXMFLTES

& ot dev~ WIRIA ez i

BRI FREBE BEAK

EitER
RS iot
SEBIEFR http-express-51c8h-kOmx
g ap-guangzhou (/M)
APIRI
k551D service-dxjqn3v0 2
& service-dxjgn3v0-1259319100.gz.apigw.tencentcs.com
iR release
URL ( > }J

default

iz 1 Nodejs12.16
EAZE iot-layer (ARA<1) @
A 512MB
ABRIRT1E) 3% &)
& P KER

= SERVERLESS =1 m

SRS ©

1.5 THSHEREERIEFZIEIN S| EER S HARAICEE:

express =

bodyParser

shal =

app =
(bodyParser.

“tion (req, res, next) {
t token = 'UtEbABREMNIGIZEREERItO
{ signature, timestamp, nonce } = reqg.headers;
let tmpStr = [token, timestamp, nonce]. (). ('");
tmpStr = (tmpStr) ;

if (tmpStr === signature) {

, checkSignatureMiddleware, (req, res) =>

echostr } = reqg.headers;

checkSignatureMiddleware, (req, res) =>
st params = reqg.body.payload.params;
console. (params) ;

res. () g

IRIFRE: BR=ItE (It ) BRSEATF 148 #297m



O BRE

)i

MEXMFLTES

1.6 ERHARSH, AUBRBHMAMCEER. 8 L—SHRBMMHRERS . EABRERNEL®ESR, MESR, AR

EEEPEIRPBANG S

Serverless <
REEE
O ZBRS
hRAER
Serverless [Zf
BEER
RO EE
R URL
BRER
AEEW
ASWIfEf
2 HETE
EB
= TEE

Serverless <«
L
RERSS

Serverless RIf3

BEEW
FHRER

HEAS

http-express-hq70210TDx E#

RHMEE BB BE

@ EHEE

N mE OB BEF ®I

@ i 7%
~ HTTP-EXPRESS-HQ7C
> vscode
v sre
> layer
> node_modules
Js app.js
index.html
{} package-lock.json
{} package.json
= scf_bootstrap
serverless.yml
= src.map
yarn.lock

JS app.js
index.html
{} package-lock.json
{} package.json
£ scf_bootstrap
serverless.yml
= src.map
yarn.lock
{} package-lock.json

b
B

& Cloud Studio ® 0 A0  HMRRFEMXE  HMHEPE:XH

cd src #A src BR, EEHAGS npn install RIEKEH,

22} sER A&EEW

v Nodejs 12.16

ttp-express-hq70210TDx

#O% B
& O

g

app.

index.html')
REES..
B BERIAERES...

token = "tok
onst { signature, timestamp, nonce } = req.header:
tmpStr = n, timestamp, noncel.sort().join
tmpStr = shal(tmpStr);
console.log(tmpStr, signature);
if (tmpSt {
next
els

res.status(4@3).send('Forbidden');

, res, next) {

nature) {

app. use(bodyParser.json()) ;

app.get(‘/, (reg, res) =
res.sendFile(path.join(__dirname, 'index.html')

nonce eq. headers
p, noncel.sort().join(
tmpStr = shal(tmpStr);
console. log(tmpStr, sign:
if (tmpStr signature

npn install
added 51 packages, and audited 52 packages in 1s
E] severity vulnerabilities

To address all issues, run:
npm audit fix

Run “npm audit® for details.

1.8 7 iot—-explorer {ZHIGHIMNS IR, EiFHRwIE, SERNELSRPEBELN API HIHAN

IRIRERE: BR=ITE (1bF) BRSEAE

1719, 317 =H:2 UTF-8 LF (} JavaScript %

AR FEBNA [2

Node.js 12.16 F &% 2 TH v

0 Q 0o

exs 0 -

g (.‘.-@

RHARSHENH (2

+ v Blzsh-src [0 @ -

noB L‘:@

HREIAREIEE ERBIHIEE @
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O BHS

< BEMBSI®R FMNS|E / hitp_test

plj

TR EXMER
i rafs

©) mAFE

= HEAR

THERE @

[2) weer
2 BRE
£ s

@ EESH

$thing/up/property/#

SELECT * FROM '$thing/up/property/#'

RIS
TTHHRAE
Q fERS
[OI= " BIEFEREIE=7IRSS (Forward )
API I IS
=R
FIT IR

8 EERE

BARIOTRARER 2 {EfAESD

B

448 SQUIFI

MEXMFLTES

z

c®

B

1.9 ERENNFEE “EREBHTTPRRSENE” , REEAN API itiiEF] Token, iEFRF. &E, FIFRMWIKE .

{RIRAN

@ BHEENMIRERIB=SREST. &7 A
R FHEAE. , BRERRRE. FR
HEER, KREEEXHE 2

feeoE=:]
HiREREIE= 75055 (Forward)

APIithif: «

O EHBEHTTPRS L TERMEXEREIRS I (7)

https://service-28bbld6q-1259319100.gz.apigw.tencentcs.com/release/tes (%)

$#An%Rtoken

Token: (@) *

test

1.10 MRBHIBREIMNG L%, STRBAFSCEREFNED, ALIE SCF FapHTEREEITEIRER

IRIRERE: BR=ITE (1bF) BRSEAE

55150 #£297;m



MEXMFLTES

< http-express-hq70210TDx E# RHBRSSFRBNSAY [2
HEN
EE
RIEE
O BHES
MRAEE
Serverless fiF @ ETEWEEBNEASESCLSIEN, MilAE RS WIS 1 F HOREIEE. AREETRENE, TNE (RMER) EERH, HE
FEEE CLsiEHIE 2 BRAIBNFREMAST, BRi~EHM.
MREE
SR URL WREE BRER
HRER
& SLATEST v 2HA% v
N Q
ABEN EEE v 2023-08-24 21:05:16 ~ 2023-08-24 21:06:22 [7]
ASWIfET
HRRA
EBRHERE @EA 2023-08-24 21:06:01 BERT RId: 23e5449d714b2e5a2f11eff2c7163e52 ENEEHBREAFE 12
#f[5): 2023-08-2421:06:01 iE(3AIEAms  ia{77977:10.38671875MB
His: o
START Requestid: 23e5449d714b2e5a2f11eff2c7163e52
f409955205783f783fcf6e3651 4249d £409955205783f7 1 4249d

{ body_temperature: 36 }
END Requestld: 23e5449d714b2e5a2f11eff2c7163e52
Report Requestld: 23e5449d714b2e5a2f11eff2c7163e52 Duration: 1ms Memory: 512MB MemUsage: 10.39MB

i B &@

ERiH

ERNFBTERRERLAIEFRERVNERT, #TEXERIVAZEZHENEMN, BIFRBINT:
HHEBHEEXY, RENS#TERER, FiligiR1s, 3s. 10stitEiafREEREHT, HE=REXBIEY, WGSHEEFRE,
EAFRET “BRIERTAHRE , EEREXEME, Bk “BRIERTHRE HRE, BETKEBEER, MRMBX
W, MGHSEF,

IRIFRE: BR=IE (16F) BREEAR 58151 297,



O BRE
iRt &= HEPFICKafka

RIEEFAE: 2024-12-26 18:07:33

Wit

MEXMFLTES

N5 | EZFAPEEMNISHERHNRE LIRBIEERER IS5 CKAFKA (LATER CKAFKA ) , APBIRAIRSSEEM

CKAFKA HiZBI¥iERAH{TAIE . LALFIA CKAFKA BRSNS, HAFITESURMESHEE,

TERTT RS ISSLIRER S CKAFKA RHEANMZE:

t t th 3E > 7,53\l
o T ose BTSRRI | | A

house="tencent" AND
temperature > 40

"house":"tencent”
"t"42

|
1 loT Hub |
|
|
= 1 !
1 N . . |
"house""tencent” Zi?ﬁmeéﬂoplc | o }
"temperature™:42, } ¥ =& Topichouse_monitor/thermometer/get |
"device_status"-{"switch":"on"} } }
| l !
| |
| |
| |
| |
| |
|
| |
|
I u Mws|E |
|
|
|
|
|
|
|
|
|
|
|
|
T
|
|
|
|

1. BR YBRNALFEENS , BEEFEFMRBER, EFANREERIERE > MsI%,

2. HNANSIERE, PEFZECEIAN.
3. EANFERE, PERMTHRE,

© %e8:

x

@ EE=: ZERENEEREN, BEENTIEIUSE MEE

THEER

FuEsERERE0AT ( CKAFKA ) v

IRIFRE: BR=ItE (It ) BRSEATF

F—XERRSIRTAREIGE CKAFKA, ERpEEINnGIE CKAFKAZ sedk eIz,

. i *:: CKAFKA

TR R
iz

}

£152 #£297]m


https://cloud.tencent.com/product/CKafka
https://console.cloud.tencent.com/iotexplorer

@ H%\.L:HE VERFLTEE

4. TERER STIINY B0, METH “SIREEATIEEMG (CKAFKA) 7 ; #RRIEE CKAFKA SZHIF0 Topic, BEEER
.

b X

@ THEEEERENERENS] (CKAFKA) B, EEVH 2

oyl

LEESEELEDS ( CKAFKA) -
e - =6l

T v HEEHERA ~
Topic =

5. BRLALRER, MERALFESBHSANRHIIRE LIRMIRRAZRAFEEN CKAFKA . ERILASE SIEFIF
Topic Xt5, MRS LIEEERHHETAE

ERNE

ERNHBATFEERERIEFRERMNBERT, BTEXERIAHEZHENERN, BISRBUNT:
HHEBREEY, RANS#HTERER, ZiligiE1s. 3s. 10sitEEREKREHT, E=REXBDEY, WISHEEFIE,
EHFERET “BRIBRTHRE , ESREREME, BiR “BURIERTHIRME HERE, BHTREBELR, MRMBX
W, WIGHEEFE,

IRIRERE: BR=ITE (1bF) BRSEAE £5153 #297m


https://cloud.tencent.com/document/product/597/30931
https://cloud.tencent.com/document/product/597/30931

@ H%\_L:HE MIBXRMF LTS

IR RE=MYSQL

ERIEEFASE: 2024-11-27 17:34:33

Wik

MNSIEZIFAPREREMN, BHSRHNE LIREIERRZIZAH MySQL , ErILIE MySQL Z#l& SEERZ= API €l
& MySQL EfIfiERRE, BIENSIREHBPIHEEFRSANZIIAI MySQL FH.
TERTTRNSISBHIRERS MySQL HIE EE:

, @ EMySQLEf

RIFBRSS S8
i

temperature = 40

i
| loT Hub !
|
=) | |
I |
! N . . | !
"house""tencent” AKInAZET Topic I Y }
"temperature™42, } ¥ == Topichouse monitor/thermometeriget |
"device_status™{"switch":"on"} } }
| |
| |
| |
| 1
| + [
| |
| |
|
2 |
| e o muslg =
} i |  "house™"tencent”
[ P | {42
| ] | |
| i | X
} i I '
. y N N | 1
temperature as t, house RETHECERNE AN | HRAEEE A | :
house_monitor/thermometer/get T ! iEAEaMySQL } i
house="tencent" AND | i
T
|
|
|
|

=
qsaﬂ
)

1. BF NBNALFEEE , PEEFEFHNBSER, EFANER=HIRRE > RS,
2. BENANSIERE, PEFREEEINAN.
3. FEMINFIERE, SERINITHRME,

(OR’;!::H
F—RERRSIRTAPERGAIR MySQL, BB EIRMENA seakEalE,
ey 15| X

@ = LAEREN SRS, ESENTERSE VST

T

SES AR EEERE (MySQL ) v

IRIRERE: BR=ITE (1bF) BRSEAE 55154 297w


https://console.cloud.tencent.com/cdb
https://console.cloud.tencent.com/iotexplorer

O BHS

MEXMFLTES

4. TEHRY RN B0, ER “SIRRRIIEEIERE (MySQL ) #IR” , #INAINE, FERE MySQL EFSEMBAR
FRIER, NTEMR. BETAEREREFIT,

AR

() THSEERENBI=ENRE (MySQL) B, EFE

(=il
EEEATI=EIERE (MySQAL ) -
B - =fp -
T v | / iothub-test v
MysqEEGER: - HiEsE -
sokol - hub_data -
EFERRR ()~ FEREE ()
root sescessese
HiE=ER
PEEh @ E®
table_temperature 5t} + -
table_house ${house} + -
master BeautyHouse + -

¥AEMINE MySQL RERIEEINTEFR:

sokol w
ELESES
FH hub_data

FE

=3l

ol iR

IRIRERE: BR=ITE (1bF) BRSEAE

B %: hub_data

table_temperature
41
41
41
41
41
41
41
41

41

table_house
tencent
tencent
tencent
tencent
tencent
tencent
tencent
tencent

tencent

master

BeautyHouse
BeautyHouse
BeautyHouse
BeautyHouse
BeautyHouse
BeautyHouse
BeautyHouse
BeautyHouse

BeautyHouse

58155 #297m



@ H%\_L:HE MIBXRMF LTS

BRESANTNLALSE:

1. EEXF MySQL 36,

. WANIEUERI MySQL SEFIRIARSE.

. BINSEFIRIERED

IEERESANNEIEES . MNMREER MySQL LI TERBRIEIERE, BRI MySQL EHatIB— 1 NivEiERE . BIFE
EES N BIEIEENER -

5. IEFEBANR. NRCIBMMIBETERBREIULEK, RiiE MySQL EHatIB— 1 #rI=R.

6. BEEEEANNFR. XEAW: "FERBMNE". "FREM " WUHNEHREERPTHFR, RFESEANFR. "H'RTEEA

MRFERRYE. ERFETUREBE (ERHBRLRR Json BAZHRNE ) , HEREXBENEE,

A OWDN

A FEE:
MERESHEBE, BAFER “${)” KSIBEHEFRNZER. NRBISEES, HISEEANNYEMRTT, HlinsskE
hello X FEFFEFME,

FREAH MySQL FEIESMEIERE, RURFREBMZEAIRINSEIESNSIERE.

BEZFRESN BUMIEFENR

ERH

ERNHATFEERERIEFRERMNBERT, BTEXERIAIEZHENERN, BISRBUNT:
HHEBREREY, RANS#TERSEIR, ZiligiE1s. 3s. 10sitEEREREHT, E=REXBDEY, WGSHEEFIE,
EHFERERET “BRIEBRTHRE" , ESREREME, BiIR “BRIERTHIRE HEE, BHTREBELR, MRMBE
W, WISGHEEFE,

IRIRERE: BR=ITE (1bF) BRSEAE 55156 #297;m


https://cloud.tencent.com/document/product/236/8465
https://cloud.tencent.com/document/product/236/8465

O BHS

MEXMFLTES

HIRERETHE

ERIEEFHATE: 2024-12-26 18:07:33

Wit

MNS|IEZIFAPEERENN, BHSRHNRE LIRMIERRIZARAN , BALME =7% CloudBase Eflg RREAA
WMRRIFHE, BIMREBESR FEHE o
TERTT RN I SBHRERATHRNENIE:

=l

{
"house" "tencent”
"temperature™ 42
"device_status™{"switch™"on"}

&l

temperature as t, house
house_monitor/thermometer/get
house="tencent" AND
temperature = 40

} loT Hub |
I
| I
| I
RAOWEETopic | |
} 4 E Topic:house_monitor/thermometer/get i
I
| I
| I
| I
| I
| I
| I
i -~ %
| e » musisE |
o e
| i } ~ "house""tencent”
| ! ! nrgn
| i | )
. ! . .
RETRENEI IRIEE R |
| BrITR |
| L
| [
| I
| I
I

1. B NENALFEERES, PEEFREFHRNESR, EFANSES-=HIRRE > RS,
2. NS IERE, PHEFZECEIAN .
3. ERNFERE, PEFRMTHRE,

© Re8:

s [T

TEpse =il

IRIRERE: BR=ITE (1bF) BRSEAE

F—XEARSRTARRUBEEHE, ERAEURNNA s eIZ,

Q@ == ZREESUTEESN, ESTnTEiEls, JEEH

FiEE R El=JT &(CloudBase) v

88157 297w


https://console.cloud.tencent.com/tcb/env/index
https://cloud.tencent.com/document/product/876/41391
https://console.cloud.tencent.com/iotexplorer

@ H%\.L:HE VERFLTEE

4, 1EHEY “RIEN” H0, EF ‘YRR AZI=FE (CloudBase) #IR” , EIFEMIFNHESREE, RREFET,
ERhnFEm ®
() HEEEETIEITE (CloudBase) 1, BEY 2

=it

FEE =T & (CloudBase) v
i

SN =
TFas -

BIEFE

4

BEEERE

E=2hi= S

A EE:
BB HIRET AP ZEHNEER, BAESHERRIFAENTESEZEY, FNKESZRERITIEE,

ERNE

ERNHBATFEERERIEFRERMNBERT, BITHXERIIAIIRZHENERN, BIFRBINT:
HHBERLY, RANSHTELER, FilikEs. 3s. 10sHtiEER#&RETT, E=XE|XHIEY, WESEREFRE,
EHFERET “BRIBRTHRE , ESREREME, BiR “BRIERTHIRE HERE, BHTRNHEBELR, MRMBE
W, WIGHEEFE,

IRIRERE: BR=ITE (1bF) BRSEAE 55158 #£297m



@ ﬁ%fﬂﬁ VBERFETS

SR AZI=AHE TDSQL-MySQL

ERIEEFATE: 2024-11-27 17:34:33

kit

MNS|IEZFAPREEANN, BHFSFHNLE LIREIEEAZIZEH TDSQL-MySQL , EaJLAE TDSQL =ilE s&E(ER
= API| £ TDSQL SEfIfiRIE, BNENSREERPRHEEFREAEIMA TDSQL FH,
TERTTRNSISESHIEERS TDSQL B EE:

house_monitorithermometer/get ; y SIAMVSQL
house="tencent" AND } !%Ziiﬂ y

temperature > 40 |

|

|

|

| loT Hub !
= 1 !
r I |
1 N . . |
"house"-"tencent”, KATNIEZTopic | o !
"temperature™42 ; ¥ =< Topichouse_monitor/thermometer/iget |
"device_status™{"switch":"on"} } }
| I
| |
I " !
| |
| I
| I
I
| |
|
Lo H s g i B .
} ‘ ! "house""tencent”,
[EI } } 42
| |
| |
temperature as t, house  EEETHECENVERIIN | IRIRE A
I
I
|
T
|
I
I
|

, @ Z=MySQLSLA

R FERR S RN
FeEE

}

1. BF NBNALFEERE , PEEFEFHRNBESR, EFANSRR=EIRRE > RS,
2. HEANSIERNHE, fEFEREHRVEHHNANFBERE.
3. BEFIGTHRE. ERERERRSRTAPERIGE TDSQL, ZFRPEIZAMENA skt

by 1A X

@ = SREESNCEREN, BCENCEISE, ZELEN

TR RS HIAEEETDSOL-MySQL -

4. {BNEEINE, TERLAT RN B0, EF “GREREIZEIERFETDSQL-MySQL” , FEEE TDSQL-MySQL LfifE
BMSEANFRIER, MTEFR:

IRIRERE: BR=ITE (1bF) BRSEAE 55159 #297m


https://console.cloud.tencent.com/tdsqld/instance-tdmysql
https://console.cloud.tencent.com/iotexplorer

@ H%\.L:HE WEBENARES

A A X

() THSEEEEASTERAERETDSAL-MySQL, E=EE

SRR AR T AgRETDSQL-MySQL -
i - =fF -

I v = v
IMysqlEEE= - EEi=
SREERER @ - TREB O -
HETE

FEET @ EO®

+
EREIERE @

5. B E SRS S RAERIT
B it

RESAUTNASE:

1. #ERMEIHE TDSQL-MySQL 52,

. BWIARIgUER TDSQL-MySQL SZHIBARE.

. AN ERESE,

IEIFESEEANNSIEES . MNEIER TDSQL-MySQL I TESBEIIEIERE, 58I TDSQL-MySQL EHatlE—1
FTHOBRERE .

5. EEESANER., MRIBNHIBETESEEILE, 81 TDSQL-MySQL EHI&EIE— M IIE.

6. BEEEBSANNIFE ., XBEHY: "FREBMRNE". "FREBV"WHHRHIEERDPHFE, TRESEANFR, "H'RREEA

MRFERRE, ERNRFETUEESR GEREEARAR Json BRXAZIFIRIE ) , EREXBENES,

A WDN

A EE:
MBRFESHEEE, BAFER “${) RoIBEEFRNFER., NRBIEEES, BIZESHENAERT, fIan5skE
hello XHNHFHEFFRFEE,
FEFHREZAMY TDSQL-MySQL FelEEEmEiEE, RIURFEREBMZEATRINSEIESAEIERE .

ERNE

ERNFBTERREAIEFRERVWHERT, #TEXERINAZEZHRNEM, BIFRBINT:

IRIRERE: BR=ITE (1bF) BRSEAE 55160 #£297;m



@ H%\.L:HE VERFLTEE

HHEBEEEY, RENS#TEAER, FiligiR1s. 3s. 10sitEaEREREHT, HE=REXBIEY, WSHEEFE,
EAFRET “BRIERTAHRE , EEREREME, BiR “BRIERTHRE HERE, BETRKHBEER, MRMBK
W, WIEGHEEFE,

IRIRERE: BR=ITE (1bF) BRSEAE 5161 297m



O BAE
B80S

IR = I AE

Alexa iE51:8EIRSS

MEXMFLTES

ARELBIPEAE=FFES Amazon Alexa SLINESEHAERSS, XT Alexa IFHANER X, #BEBE2R Amazon Alexa 314,

PRI

BiEREXE Amazon Alexa Gz TR
=E
IBERENSHSIATE
&E
EHaTES =5 aEREERS
FE1: WA ReEMLbeE

i

WEFRE, FRRETEEFAEESNRE, SEFERMREXEESTEERESRMERS.

IRIRERE: BR=ITE (1bF) BRSEAE

££162 $#£297;m


https://developer.amazon.com/en-US/docs/alexa/smarthome/understand-the-smart-home-skill-api.html
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SDK FXEY

R iw SDK {#H Github &, #iAiE Github THEE#HIRA Android SDK. i0S SDK,
18 8&ix SDK A Github &, @iHE Github TEHEHERA Android SDK. Linux C SDK (iSI2EZEREEE) o

Fi&ism
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2% Android SDK A\ f&5E
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https://github.com/tencentyun/iot-link-android
https://github.com/tencentyun/iot-link-ios
https://github.com/tencentyun/iot-device-java
https://cloud.tencent.com/apply/p/unl6kb95a8t
https://github.com/tencentyun/iot-link-android/blob/master/sdk/explorer-link-rtc/README.md
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FRiEFE QQ RIS
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SH—: il QQ HRIES

1. BR MBRALTAENE , BREE “hER HURTS, $EESN FREE,

2. BHENSHRETRFFREN=RIIRRT.

3. HIECURNFREATRIEER, SHMEEEY, ERGHETSE ‘QQERRS" AFFXEH, ITFAFXAAFEHY.
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&7F H5 SDK #EL/MEFARHKER QQ BERIRFANSFEERAL%, tEAILIET QQ BHRHEX H5 Demo EIRHREILIERXIN
g8, BERIEHE ‘BilEE" MEFYEREEIEER.
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H5 BEXF% SDK - BEFRIRSS

H5 EitR Demo X#3345l

Rif8iR API
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1. BR YBRNALZFEERNE , BXKER “PER” HEZERERSR, #EESR ~REX .
2. BEAMSHREFRFRHAF=RIIRR
3. EEFERMNFERHEAFRIFER, REWEREEY, ERARERRE EHIR5" QMR FERI .
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A EE:

o HERTEREEEN, FUEMIEERSHXRS.
o EBREFEIGERSAIRE, FIWSE License HEFRAIRE .

REEAESI

MEXMFLTES

BA=EBERMAEZFES (loT Explorer) fERiIE=IRA ( Automatic Speech Recognition, ASR) F=@RINgE, FH&E4& C SDK
B9 ASR 7R~ffl asr_data_template_sample RiEARIE ASR IhEE,

EERREER

(EPRTE(SEBEE device_info.json , 1$EIER ASR W RIIREERMMEN, REREEEASE 25

(v) zemmm (v) a=s

(v) =E7=

© s=ms

& asr
ZEER HEEL wERHE BESH wEiTA wE P MERE
EEER
BEER asrlp FiEr-m EEIREIR
cEE . &I 3
BEZETAE Efa HERTTE

"auth_mode" :"KEY",
"productId":"F

"productSecret": "

JCT_SECRET",

"deviceName" : "YOUR_DEV_NAME",

"key_deviceinfo": {

"deviceSecret":"YOUR_IOT_PSK"

1
I

"cert_deviceinfo":{

"devCertFile":"YOUR_DEVICE_CERT_FILE_NA

ME",

3

E2ER  TEES  aEEsEs
EEHEE  2020-12-08 16:42:31
ST S

"devPrivateKeyFile":"YOUR_DEVICE_PRIVATE_KEY FILE_NAME"

1
I

"region":"china"

| e ]

{224 CMakelLists.txt ( LABEHIMIEREE 9] ) fE8E ASR IEHFEIRINGE ( ASR IhREKIEREIEINEE ) BLATRMMAE:

o M cmake wiZE:

IRIFRE: BR=ItE (It ) BRSEATF

58232 #297]


https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c/tree/master/samples/asr
https://cloud.tencent.com/document/product/1081/34741

@ H%\_EHE MIBXRMF LTS

set (BUILD_TYPE
COMPILE_TOOLS

PLATFORM "linux")

set (FEATURE_RESOURCE_UPDATE_ENABLED )

FEATURE_ASR_ENABLED )
FEATURE_AUTH_MODE "KEY")

(
(
(
(
(
(

./cmake_build.sh

o {#FH makefile fHi¥:

PLATFORM_CC

PLATFORM_AR

PLATFORM_OS
FEATURE_RESOURCE_UPDATE_ENABLED
FEATURE_ASR_ENABLED =Yy

1T make FRiFE:

asr_data_template_sample s BT output/release/bin prg A==

2 BlisRA

o {EF ASR IngE, BEHITLATIRME:
11 AEEO 10T _Asr_Init #II84E asr_client o
1.2 MR2XHHE—DIFIRGE, WIFE 10T_Asr_RecordFile_Request , {EANIFEREH . XEHZREFEE; MNEIELAHE
B, WA 10T_Asr_Realtime_Request , {EAERIEINEIE. ERSHREIR, @Y, SNHIENRBEETLRIEK
BisERk. M MEONARKIINEBERTEREESE request_id , MNHEELELRARIRE, REERESHE FITRMAET
request_id , BJ ASR HERERERZIERE .

e asr_data_template_sample BxR7T ASR T:I_:I#\ —ﬁliﬁﬂ&ﬂﬁ’é‘é‘zﬁﬁﬁiﬁ%?&uﬁﬁﬁiti& API, IEL_-"{'%E&H_?WUESVE
EX DEMO_ASR EEMMAIRHIGSR, EMASHIBIERFEIERMNRENMY tools/test_file/test.wav , FEFRF, &
BEWIEME output/release/bin/test_file/test.wav , MREEFEHABCHIMINIM, WeTLliEDEiEiZ NI E4ED
o,

{sEFRi% StsAE
ASR 3T, —80iE. TRNEE=MERGRRIERSY, HETESR ASR BRI .
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https://cloud.tencent.com/document/product/1093/35680
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O BHS

BTk

o ¥ DEMO_ASR EEEM DEMO_ASR_FILE , XIRRFI ASR XHHRAINERIGS:

./asr_data_template_sample
[2020-11-10 16:24:19|gcloud_iot_device.c| (55) : SDK_Ver:
Product_1ID: , Device_Name: dev002
020-11-10 16:24:19|mgtt_client.c mgtt connect with
id: g4ZhF success
[2020-11-10 16:24:19|asr_data_template_sample. subscribe
success, packet-id=2717
[|2020-11-10 16:24:19|data_template_client.c]|
device data successfully
[|2020-11-10 16:24:19|asr_data_template_sample.
Construct Success
|2020-11-10
4:19|asr_data_template_sample.c|
template property=asr_response registered.
[2020-11-10 16:24:19|asr_data_template_sample. Register data
template propertys Success
[|2020-11-10 16:24:20|asr_data_template_sample. subscribe
success, packet-id=2718
[|2020-11-10 16:24:22|asr_data_template_sample. 492): record file
test.wav's request_id 1
[|2020-11-10 16:24:24|asr_data_template_sample. 4192) : record file
test.wav's request_id 2
[|2020-11-10 16:24:26|asr_data_template_sample. 492): record file
test.wav's request_id 3
[|2020-11-10 16:24:27 |asr_data_template_sample. 492): record file
test.wav's request_id 4
| 2 0-11-10 16:24:29|asr_data_template_sample. 192) : record file
test.wav's request_id 5
[2020-11-10 16:24:31|asr_data_template_sample. 492): record file

test.wav's request_id

12020-11-10
request_id:3:

[|2020-11-10
request_id:2:

[2020-11-10

16:24:32 |asr_data_template_sample.c

1/1 text:[0:0.000,0:2.800 EERHHIE,

16:24:32 |asr_data_template_sample.c

1/1 text:[0:1.040,0:3.100] dtERHSIE.

16:24:33|asr_data_template_sample.c

test.wav's request_id

record file

record file

[2020-11-10 16:24:35|asr_data_template_sample.c
test.wav's request_id 8

[|2020-11-10 16:24:36|asr_data_template_sample.c (340) :
request_id:1: 1/1 text:[0:0.000,0:2.800] JtBiEHHIE,

[|2020-11-10 16:24:36|asr_data_template_sample.c (340) =

request_id:4: 1/1 text:[0:0.000,0:2.800] JbtFERHSKIE,

o 1§ pDEMO_ASR EEEJ9 DEMO_ASR_REALTIEM , YRl ASR —GHEIRBIRIERIZS:

./asr_data_template_sample

IRIFRE: BR=ItE (It ) BRSEATF
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MEXMFLTES

[2020-11-10 16:21:00|gcloud_iot_device.c| (55) : SDK_Ver:
1.4, Product_1ID: , Device_Name: dev002

[|2020-11-10 16:21:00|mgtt_client.c 25) : mgtt connect
id: oLbdC success

[2020-11-10 16:21:00|asr_data_template_sample. (88) : subscribe
success, packet-id=53209

[2020-11-10 16:21:00|data_template_client.c]|
device data successfully

[|2020-11-10 16:21:00|asr_data_template_sample. 379): Cloud Device
Construct Success

12020-11-10

21:00|asr_data_template_sample.c| (227) =
template property=asr_response registered.

[2020-11-10 16:21:00|asr_data_template_sample. 394) : Register data
template propertys Success

[|2020-11-10 16:21:01|asr_data_template_sample. (88) : subscribe
success, packet-id=53210

[2020-11-10 16:21:03|asr_data_template_sample. 8): record file
test.wav's request_id 1

[2020-11-10 16:21:04|asr_data_template_sample. : record file
test.wav's request_id 2

[2020-11-10 16:21:05|asr_data_template_sample. 508) : record file
test.wav's request_id

[2020-11-10 16:21:06|asr_data_template_sample. 5 ( : record file
test.wav's request_id 4

[|2020-11-10 16:21:06|asr_data_template_sample. (340) :
request_id:1: 1/1 text:]tERHFIE,

[|2020-11-10 16:21:07 |asr_data_template_sample. : record file
test.wav's request_id 5

[|2020-11-10 16:21:07 |asr_data_template_sample.
request_id:2: 1/1 text - IbE=ZREE .

[2020-11-10 16:21:07 |asr_data_template_sample.
request_id:3: 1/1 text AtERIEE,

[|2020-11-10 16:21:08|asr_data_template_sample. : record file
test.wav's request_id 6

[2020-11-10 16:21:08|asr_data_template_sample. 340) :
request_id:4: 1/1 text:]tTEHEIE,

o ¥ DEMO_ASR EEEJ DEMO_ASR_SENTENCE , XMl ASR SERHESIRAINERGS:

./asr_data_template_sample

[2020-11-10 16:25:39|gcloud_iot_device.c| 55) : SDK_Ver:

1.4, Product_1ID: , Device_Name: dev002

[2020-11-10 16:25:39|mgtt_client.c 25) connect with
id: 1tBx2 success

[2020-11-10 16:25:39|asr_data_template_sample.c 8 : subscribe
success, packet-1d=45977
[2020-11-10 16:25:39|data_template_client.c]|

device data successfully

IRIFRE: BRzITE (165 ) BRSEAS £8235 297w




"/u

20-11-10 16:25:39|asr_data_template_sample.

Construct Success

[20

0-11-10

asr_data_template_sample.c|

template property=asr_response registered.

[20

20-11-10 16:25:39|asr_data_template_sample.

template propertys Success

’0-11-10 16:25:40|asr_data_template_sample.

sSucces

2020-11-10 16:25:42|asr_data_template_sample.

s, packet-id=45978

:43|asr_data_template_sample.

0-11-10 16

)—=11-10 16:25:44|asr_data_template_sample.

request_id:1: 0/0 text:

[20

)20-11-10 16:25:45|asr_data_template_sample.

20-11-10 16:25:45|asr_data_template_sample.

request_id:2: 1/0 text:

[20

20-11-10 16:25:46|asr_data_template_sample.

20-11-10 16:25:46|asr_data_template_sample.

request_id:3: 2/0 text:

[202

20-11-10 16

request_id:4: 3/0 text:

[20

020-11-10 16:25:47 |asr_data_template_sample.

20-11-10 16:25:47 |asr_data_template_sample.

request_id:5: 4/0 text:

[20

20-11-10 16:25:48|asr_data_template_sample.

20-11-10 16:25:48|asr_data_template_sample.

request_id:6: 5/0 text:

[202

0-11-10 16

request_id:7: 6/0 text:

[20

20-11-10 16:25:50|asr_data_template_sample.

20-11-10 16:25:50|asr_data_template_sample.

request_id:8: 7/0 text:

[20

1202

20-11-10 16:25:51|asr_data_template_sample.

request_id:9: 8/0 text:

D

120

020-11-10 16:25:52|asr_data_template_sample.

20-11-10 16:25

request_id:10: 9/0 text:

20-11-10 16:25:53|asr_data_template_sample.

~

) :53|asr_data_template_sample.

request_id:11: 10/0 text:

20-11-10 16:25:53|asr_data_template_sample.

IRIFRE: BR=ItE (It ) BRSEATF

:44 lasr_data_template_sample.

—-11-10 16:25:46|asr_data_template_sample.

:46lasr_data_template_sample.

-11-10 16:25:49|asr_data_template_sample.

:49lasr_data_template_sample.

0-11-10 16:25:51|asr_data_template_sample.

52 |asr_data_template_sample.

Cloud Device

(22

Register

realtime
realtime
realtime

(340) :

realtime

(340) :

realtime

(340) :

realtime

(340) :

realtime

(340) :

realtime

340) :

realtime

(340) =

realtime

(340) =

realtime

(340) :

realtime

340) :

realtime

340) :

realtime

)

data

subscribe

request_id

request_id 2

request_id 3

request_id

request_id 5

request_id

request_id

request_id 8

request_id

request_id

request_id

request_id

request_id

request_id
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CSEE) Hgﬁi*{if& MBRRFREE

|12020-11-10 6:25:53|asr_data_template_sample. 340)
request_id:12: 1/0 text:

020-11-10 5:25:54 |asr_data_template_sample. 556) : realtime request_id

16:25:54 |asr_data_template_sample. (340) =
12/0 text:IbERME,

16:25:55|asr_data_template_sample. 556) : realtime request_id

:55|asr_data_template_sample. (340) :

text : LR,

b |asr_data_template_sample. 556) : realtime request_id

16:25:56asr_data_template_sample. (340) :
request_ 5: 14/0 text:JtEEEHEIE.

[ 2021 ) 16: 57|asr_data_template_sample. 556) : realtime request_id

16:25:57 |asr_data_template_sample. (340) =
request_id:16: 5/0 text:

11-10 16:25:58|asr_data_template_sample. 556) : realtime request_id

20-11-10 16:25:58|asr_data_template_sample. (340) =
request_id:17: 16/0 text:

-11-10 16:25:59|asr_data_template_sample. 556) : realtime request_id

20=1L1=10 6:25:59|asr_data_template_sample. (340) :
request_1id:18: /0 text:

[|2020-11-10 16:26:00|asr_data_template_sample. )56) : realtime request_id

R&w SDK sample 3XEY

i2%im SDK sample A Github 5%, \Jiia Github TEHERMRA 2&in SDK sample .

HENX H5 EiRFFE
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https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c/tree/master/samples/asr
https://cloud.tencent.com/document/product/1081/67454
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SB—: FEESFRS
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OR';:H

WE @AY, BT amsEEh SRER\REEDA\EREN. FREEILIEFERMRSE, #ITEEXNFER.

2. BEAMSHIREFRFRHAF=RIIRR
3. EEFERNFREAFRIFER, PEWEEEY, ERATeEPRE ESMF LRMABEFEMI.

RETRE (8) @ SEMIEE (0) @
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S EaEEE
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EEEE RS
RETES e
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ThEstEk

THUERSSTENSRAEERREAR, TEEERENES, App T SIUEEE, T3, SEF
nd, RN, RS SDK.
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https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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3] I=

200 OK
Content-Type: text/plain
Content-Length: 16

3A4dsItMWYmL7pkL

Pl DHTERER-ER
SR Al SITES TR, FESBETEOITERIERIEEN HTTP B URL. SH4&5R7% JSON #830, F HTTP igkiFxH,

POST / HTTP/1.1
User—-Agent: IotVideo/1.0
Content-Type: application/json

"MsgType": "ai_analytics_result",

"ProductId": "MVTYMD8YCD",

"DeviceName": "dev001",

"ServiceType": "PackageDetect",

"TaskId": "95990598-abal-465e-9993-3£90c071e5d9",
"Status": 3,

"Result": "paper-bags file-bags plastic-bags",
"Time": "2024-04-10 18:12:05"

Pl SrERER- A
SIZEER HTTP IRSSRWEISEREIRERR, MIREMAZIEH 200 OK MINDRRRAIEIT . EEREW. EBRIFRIIEIN
Rz, skiREIRY HTTP R&BAH 200, FESIER 5 WEERER, HRSEHA 2 X

200 OK

Content-Length: 0

B4h, ETLIEREE Token PAIEGIEERREVIBXME SEWISTIRSS ((HEEMR ) F& ., HBHEETEN Token ¥, FERENISKE
FEIOLAT HTTP i53Kk&8, Hf, Nonce #1 Timestamp FAFBFLELEMKIE, Signature HAFEHANEREKBES,

ERLER ax =BE
Nonce =R vLeD3GvsUx501kLP
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@ H%\.L;HE MBERARTES

Timestamp MR UNIX R ElEE 1712744577

Signature EH2E 2194e42c5el15e34e£9463dedc3£27619edf748d7

S LMRIBECEAYZEI Token LAR HTTP i53KkEBRAY Nonce Fl Timestamp (B, FAERNEXITEES, SXZELEN

AIABRIERKBFES. £RE signature BIHEHBRB:

1. 3 Nonce. Timestamp 12 Token ENFHFEEFHFHRF, RABRKXHHESR—FFHE (ELATRED, RIgENR
Token A example , NHERIZERER) 171274457 TexamplevLeD3GvsUx501kLP ) o

2. HEHHERZF 5 SHAT B5UE.

3. BEBERNSHREEIRTIEN signature BIE.

6l EEHEE (ARENER ) —BR

ERHIERIZEI Token B example o

GET / HTTP/1.1
User—-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: vLeD3GvsUx501kLP

Signature: 2194e42c5el15e34ef9463ded4c3£27619edf748d7
Timestamp: 1712744577
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SHEW  BHEE  SHGHE EV{EiE8
IF;md“Ct string =5 D, EASTRRSE
Devi i

evice string RESH. EANZRREE,
Name

MR Al ARSI 2B, ATLUR

Service . RealtimeObjectDetect ( BiFtEM ) . e i "

Type string Highlight ( #5Ri%48 ) #1 VideoToText (#4# EliEfs "VideoToText"s
ENIERR)
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WMENER, FE7E Config HEcE
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e\ll}ll

FERKIAR T i8S

( Config ) =E&iREA .

Config string HiXiESH (JSON =/FHE) .

3. (20¥LIRESZIRESZR ) iRE Completed = true, ERHEEUESZER, F5B4%K.
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WRH: DT - RTh

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",
"DeviceName": "dev123"
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4"],

"Config": "{\"MultiCameraLayout\":\"Single\"}"

"Response": {

"RequestId": "8b490930-d119-4ee2-963c—c58973alebeb”,
"TaskId": "c31aa4£f2-08c9-4088-9603-186d7311fdd8",

"Completed": true,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [1,

"ProductId": "AABBCCDDEE",

"Result": "{\"DetectedClassifications\":

i 0= 1T

IRIFRE: BR=ItE (It ) BRSEATF

[\"person\"],

\"Summary\":

\"BRAEEE
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"ServiceType": "VideoToText",

"StartTime": 1714240800,

"Status": 3,

"TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",
"UpdateTime": 1714240814

WRH: DY - BrRIKSR

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4d"],
"Config": "{\"MultiCameraLayout\":\"Single\"}"

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"Completed": false,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],
"ProductId": "AABBCCDDEE",
"Result": "",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 4,

"TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",
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"UpdateTime": 1714240812

WRTH: DA — B AR

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4"],
"Config": "{\"MultiCameraLayout\":\"Single\"}"

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"Completed": true,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],
"ProductId": "AABRBCCDDEE",
"Result": "",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 2,
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8",
"UpdateTime": 1714240813
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O BHS

WRTH: @R — Kb

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",
"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/image

"Config": "{\"IsImage\":true}"

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"Completed": true,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],

"ProductId": "AABBCCDDEE",

"Result": "{\"DetectedClassifications\": [\"person\"],

i3 0= T TH
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 3,
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"UpdateTime": 1714240813

fif2: {#FM Python SDK iER= API

pip install tencentcloud-sdk-python
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# —*— coding: utf-8 —*-—

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:
cred = credential.Credential (
""" # SecretId

"", # SecreyKey

httpProfile = HttpProfile()
httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"
clientProfile = ClientProfile()

clientProfile.httpProfile = httpProfile

params = {
"ProductId": "AABBCCDDEE",
"DeviceName": "devl123",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"EndTime": 1714240802,
"VideoURLs": [
"https://example.com/video.mp4",
1,
"Config": "{\"MultiCameraLayout\":\"Single\"}"
}
common_client = CommonClient ("iotexplorer", "2019-04-23", cred, "ap-guangzhou",
profile=clientProfile)
resp = common_client.call_json ("InvokeCloudStorageAIServiceTask", params)
print (resp)
except TencentCloudSDKException as err:

print (err)

FLIBR

1. IBRZE API CreateCloudStorageAlServiceTask SIZEVSTHE IBHHES

SHEBW SHxR SE5EA EN{Ei5AA

Product

d string 7 ID, BEAZIRER .
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POST / HTTP/1.1
Host:
Content-Type:
X-TC-Action:

"ProductId":
"DeviceName": "dev123"
"ServiceType":
"StartTime":
1714240802,

"VideoURLs":

"EndTime" :

IRIFRE: BR=ItE (It ) BRSEATF

iotexplorer.tencentcloudapi.com
application/json

CreateCloudStorageAIServiceTask

"AABBCCDDEE",

"VideoToText",

1714240800,

["https://example.com/video.mpd"]
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"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8"

WRTH: DA (ERESH)

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action:

CreateCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToxText",
"StartTime": 1714240800,

"EndTime":

1714240802,

"VideoURLs": ["https://example.com/video.mp4d"],

"Config":

"{\"MultiCameraLayout\":\"Single\"}"

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8"

WRTH: DiFER

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action:

CreateCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime":

1714240802,

"VideoURLs": ["https://example.com/image

"Config":

"{\"IsImage\":true}"
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"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8"

fif2: {#M Python SDK iER= API

pip install tencentcloud-sdk-python

# —*- coding: utf-8 —*-

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:
cred = credential.Credential (
""" # SecretId
"", # SecreyKey

httpProfile = HttpProfile()
httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"
clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile
params = {
"ProductId": "AABBCCDDEE",
"DeviceName": "dev123",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"EndTime": 1714240802,
"VideoURLs": [
"https://example.com/video.mp4d",
1,
"Config": "{\"MultiCameraLayout\":\"Single\"}"
}
common_client = CommonClient ("iotexplorer", "2019-04-23", cred, "ap-guangzhou",
profile=clientProfile)
resp = common_client.call_json("CreateCloudStorageAIServiceTask", params)
print (resp)
except TencentCloudSDKException as err:

print (err)
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Vertical,Num=2,Index=0;1
Vertical
Vertical,Num=3,Index=0
Vertical,Num=3,Index=1
Vertical,Num=3,Index=2
Vertical,Num=3,Index=0;1
Vertical,Num=3,Index=0;2

Vertical,Num=3,Index=1;2

Vertical,Num=3,Index=0;1;2

IRIFRE: BR=ItE (It ) BRSEATF

o false: FHE (BAME)

o true: EIRIA
o false: SN (BHAE)

o true: BUEE

o false: IEHMEME ( BHA
)

A8

BRI R R EE (BUAME) -
BEESTN LEETHE I EE.
EESTN LETHEZA EE.
SRR EHE.

SreHHmA EE (FRSLURREE) -
BEESTN LETHE - EE.
EESTN EETHE A EE.
EESTM LETHE=1EE.
BEESTN EETHE—T+SE 21 EH.
EESHTM LETHE— T +EE1EH.
EESTN EETHEZ+E=1EH.

SiTEHM=A1EH.
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@ HE‘.L:H_E MBRRFREE

BEd= API Eig#m Al PESER

1RIE Taskld ZiHEEWH Al DITES

RS

EiBigE API 8% HTTP BRI Al H7ESH9ES ID (Taskld) o
RMELT R

BERE APl SHEEEE Al HHES 1% Taskld ZEHSEAUSE Al STHESHERS.

BRRH:

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeCloudStorageAIServiceTask

"TaskId": "c312a4f2-08c9-4088-9603-186d7311£fdd8"

MR Rz~ {5 :

"Response": {

"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",

"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240802,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],
"ProductId": "TSLFHRWDSD",
"Result": "{\"Summary\": \"HFEXAR\", \"DetectedClassifications\": [\"car\"]1}",

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"Status": 3,

"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"UpdateTime": 1714240802

i HTTP EiRiimsm Al SR

FaZfHEE HTTP EiFR Al BHFER. FERE—NMHFSEHEOEXR HTTP RS, FHEERTLINARRIGIE, PASCHRLR
Al SHTEERAEIL.

EiR#EAEX

IRIFRE: BR=ItE (It ) BRSEATF 88279 #297m
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@ H%\_L:HE MIBXRMF LTS

(BINBSE TR HTTP BRSHIEE )
GET / &i@asE: B HTTP i5RLER Echostr BYE, SEER HTTP IMRAIAS, FHRE 200 OK RKEH.

POST | SREREIR: MZEORITFE XM Al SRER. W Al SER7 JSON 830, fIF HTTP i&KRFH.
TERINERIZIERIG, RHRE 200 OK RES,

BCE HTTP EiEitht
AR

1. FREFE Al SRS
2. EEPESNMETGIEAE HTTP EEARSS o

O ERE:
EEHakEZ= API & HTTP EliF URL iF, FASEIEERN URL REEBHEESK, HE@EHEERK, N
HTTP EiEREFRSREEN, RINHREEIRE InvalidParameterValue.lnvalidCallbackUrl,

RMESR

1. B MBNALZFS &EHE.
2. RIREREH . P, BAFRIERERE.
3. EIEREMEBITER, Bk Al SRS HTEEDRIETIMEBRIERE .

O vess

BT =mimemison DRBEER ¢

REEE (1) @ BRI (0) @ TRERINEE (1)

R P “ s . Ap S, SR, ST

T, RERBEASATE
e, .

4. 5 HTTP ElFitit (LRER Token, MRFE) o

IRIRERE: BR=ITE (1bF) BRSEAE £5280 #297m)


https://console.cloud.tencent.com/iotexplorer/v2

@ H%\_L:HE MIBXRMF LTS

HRRINEE X

@ EELUEANESARBRSITESREEE MR, SOSEEEE =PRSS,
mnEE XIS T BT AHTTPIRESIESERNTES SR

HIEH ERIE=ARE (Forward) v

APIHEiE: *
O =EOEHTTPIRS L

&0 token

B

5. PEGRERIREFRCE.
AR EEMNRE

EERER URL 18UEIR.

EEAIEE URL Zixi@i5mifia .

EEAIEE URL HixOS47 80 =% 443,

EEMEENERE URL REiEEMHEER, EXRIEE HTTP 200 OK 1A%&3.
Ea[EENLERE URL RREEMHRERT, ERIGERLEPH Echostr (EARNAZE

[ElRERER

EWBERS HET HTTP RIS HNER .. TLABESEN Token UISIEERREYIEXMESSEIBRIRS ((HZENR ) & . B
BTE Token, NWEEEENEKR (DFEEHEEBERINSTEREIRER ) SMMEAT HTTP i5KL&8. H#, Nonce #l
Timestamp BFLLERIKE, Signature TRFHIAGRREFES.

BRLER ax |

Nonce FEHFRFE8 pWttcBmqgRpOfdlph

Timestamp 4% UNIX B alEk 1714285922

Signature ER2E 5d5a0ac2dd41f5b5e553f95e0f657247281aealb

RIEECERIEIN Token LAR HTTP i5KL&8HE9 Nonce 1 Timestamp {8, FRHERANEZITEER, EESECENTHAR

BEREBFE . BHE Signature BIiTELEINT:

1. 3 Nonce. Timestamp £ Token ENFHFREFHFHE, ABRKXHHESI—FHE (ELRTRED, RIgLENR
Token /3 example, NHHEBHNZFRFERA 1714285922examplepWttcBmgRpOfdiph ) .

2. iHEHEEFFH SHAT B5IE.
3. BEGIER NS+ EFIRTIEN Signature BB,

IRIRERE: BR=ITE (1bF) BRSEAE 55281 297w
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@ H%\_EHE MIBXRMF LTS

Pl EEERE

AR
EERamEER API BEE HTTP ElE URL BY, F&M@i%Z URL RE&EEMHEERTK.

GET / HTITP/1.1

User—-Agent: IotVideo/1.0
Echostr: 3A4dsItMWYmL7pkL

2]
2 HTTP IRSBIZFWEIEBIMHEEERE, NHRENAZEE 200 OK MIMNR, BINRAZEI HTTP iE%KkEB Echostr BIE.

200 OK

Content-Type: text/plain
Content-Length: 16
3A4dsItMWYmL7pkL

P EEHRE (83ERER)

R
ARBURIZEI Token B example.

GET / HTTP/1.1

User—-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: pWttcBmgRpOfdlph

Signature: 5d5alac2dd41f5b5e553£95e0£657247281aealb
Timestamp: 1714285922

200 OK

Content-Type: text/plain

Content-Length: 16
3A4dsItMWYmL7pkL

DGRBS

FEBE FERIHER wBiE

MsgType EIEE, TR Al DHER. "ai_analytics_result"
Productid ”mID, "AABBCCDDEE"
DeviceNa e e, "dev123"

me

ServiceT SRAIDHTERSSZEEY, BUE

ype VideoToText: #5TENIERE, VideoToText

IRIFRE: BR=ItE (It ) BRSEATF £5282 $#297m



O BAT

Status

Result

Files
Time

StartTim
e

EndTime

M7 Al BFHHESIKE
FIREENE:
® 1: *%Io

o 2: FINBLERAE,
o 3: HINEERIEE,

PRERIFE (JSON FHHE)

MR Al SRR
SrEEREEE

MR Z=TF FERRGERRRTE (#4 UNIX RiE
#) o

MRZ=TF R ERRYERATE (#4 UNIX Rdia
&) .

a0 YImEN RS REIR

AR

SR Al SITES AT, Fas

POST / HTTP/1.1

User—Agent:
Content-Type:

"MsgType":

IotVideo/1.0

application/json

"ai_analytics_result",

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123",

"ServiceType": "VideoToText",

"TaskId":
"Status":
"Result":

"Files":

"Time": "2024-04-10 18:12:05",
"StartTime": 1714240800,

"EndTime":

1714240802

BlFE: EWERE HTTP IRSHIFEIER ( Python)

from flask import Flask, request, make_response

import hashlib

import traceback

LISTEN_HOST = "0.0.0.0"

IRIFRE: BR=ItE (It ) BRSEATF

MEXMFLTES

{"Summary":"{#EEXAK", "DetectedClassifications":
[Ilcarll]}

{

"2024-04-10 18:12:05"

1714240800

1714240802

SO ERIERIEERN HTTP B URL. 342 JSON #830, (LF HTTP iEREF,

"95990598-abal-465e-9993-3£f90c071e5d9",
3,
"\ "Summary\": \"ENAF\", \"DetectedClassifications\": [\"car\"]}",
[1,

55283 #297m



MEXMFLTES

LISTEN_PORT = 80
AUTH_TOKEN = "example" # M token, HATENRTFAEZELEN

app = Flask(__name__ )

# HRIBEM Token WIEERIBAME
def is_signature_valid(nonce, timestamp, signature) :
if nonce is None or timestamp is None or signature is None:

return False

plain_text = "".join(sorted([nonce, timestamp, AUTH_TOKEN]))

shal_hash = hashlib.shal (plain_text.encode ("utf-8")) .hexdigest ()

expected_signature = shal_hash.lower ()

return expected_signature == signature.lower ()

t EEHEE
def handle_connectivity_check (request) :
if AUTH_TOKEN and not is_signature_valid(
nonce=request.headers.get ("Nonce"),
timestamp=request .headers.get ("Timestamp"),

signature=request.headers.get ("Signature"),

return "Forbidden", 403
echostr = request.headers.get ("Echostr")
if echostr:
return make_response (echostr, 200, {"Content-Type": "text/plain"})
else:

return "Bad Request", 400

# PRERER
def handle_analytic_result (request) :
if AUTH_TOKEN and not is_signature_valid(
nonce=request.headers.get ("Nonce"),
timestamp=request.headers.get ("Timestamp"),

signature=request.headers.get ("Signature"),

return "Forbidden", 403

post_data = request.get_data (as_text=True)

# ToDO: AMBDIFLER

return "OK", 200, {"Content-Type": "text/plain"}
@app.route("/", methods=["GET", "POST"])
handle_request () :
try:

# FTEDIER

print (" [Request]", request.method, request.path)

IRIFRE: BRzITE (165 ) BRSEAS 55284 #297m




O BHS

if

for key, value in request.headers:
print (f"{key}: {value}")
print ()

if request.method == "POST":
print (request.get_data (as_text=True))

print ()

# SCIBER
if request.method == "GET":

return handle_connectivity_check (request)
elif request.method == "POST":

return handle_analytic_result (request)
elses

return "Method Not Allowed", 405

except Exception as e:

print (" [Exception]")
traceback.print_exc ()

return "Internal Server Error", 500

name == main__ ":

app.run (port=LISTEN_PORT, host=LISTEN_HOST)

A ERETHER

ENIBRER N RSE + PASE R
o R&E

RESEEWRR Al DHTESHY Status FEBHR, TLAEZ = API &if), 5@ E HTTP EiEiEK. TaEEUE:
O 1: KM

O 3: INBERIEE

o BESR

BRALERIEMST Al 9H{ESHY Result 2EBH, TSI AP| &if), =5i@d HTTP EiF#EK . Result 3—4 JSON XW&H=F
8, Result WSRHISIBEOINT:

Summary string

FR g3 %3

MSTHRRAI B BRERTIR
FIFRh BiREBRI T REENE:
e person: A

e vehicle: Fif
DetectedClassifica _ o dog: ¥
tions string(] e cat: ¥

o fire: NJ&

IRIFRE: BR=ItE (It ) BRSEATF

BAESHRRIIRSEN A .

smoke: JAZE
package: HRiEGE
license_plate: ZFEh#

MEXMFLTES

55285 $#297m



® HE\.L:HE MBRALFE

w~EHE:

{"Summary": "W.,ﬁﬁ?ﬁ%f(ZF", "DetectedClassifications": ["person", "vehicle"]}

IRIFRE: BR=ItE (It ) BRSEATF 55286 £297m



@ H%\.L:HE VERFLTEE

REE
BIEFKS

ERIEEFASE: 2024-11-26 11:35:01

R{Fiast
FREBAGMTHERSFMFRS, BFFRS—SRAOTRSERE, WU “FAA" Hfl.
REL IR

1. EABNZEWSER HDEEEHE, BRENRSEAP > APYIE,

2. #ANAPSIERRE, pEHEAR.

3. MHAPEREERE, EFEENIETFAR.

4., EF “TipIEEHEIKER , BET—F,

5. HSFHAFPHLERER, IMEEX “BRE” , MEFNSH, HiasRiEE “ERann” . &EEHanaE, FEREZ
FHFHZER. MREEEI APIiHiE, WEINEE “Ri2ihia” , NTE:

@ zmxn > @ msmews > >

Q . prareseRArs, Aty BRE-CREGTEEY, CURRRR, LSS TREAEERES
- HEEFESHECER, FREHEENTESEERTSEERESISEE.

ARE - &t Fill afsE

FRELRER(+86) v ik

FIEER (EREHELRI10TER)

saEEseEREE O

BFUAE PR EEEE

ESER@ ERER MFA SR
[e ki
ERER MFA ZERE

O ==

— T

6. RERERE, BET—¥, HAERAEKSHENFNIRIEBHTSHIIE,
7. ENENRE, EXMETBMATSEENS R , FERE, PET—F, #AREHARE.
8. BERM, FREWSHETEN “RIE” £ “FAP” .

9. EWSERFHFE, FAFPYUBESRNFRSHREBASENS, —REEKFTEESZFRAFPNAFFRERE, IEG
MeREREHNEERER (WTELSERRT) -

IRIRERE: BR=ITE (1bF) BRSEAE 55287 #297m
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@ HE\.L:HE MBRALFE

BUEIRIE
ITEREE IS 2zl ZRAR
RiESF
ttps://cloud tencent.com count&usernam |

IRIFRE: BR=ItE (It ) BRSEATF £5288 #297m



O BHS

MMaEFKkSEECAMR

ERIEEFHATE: 2024-12-20 15:27:32

R{Fin

MEXMFLTES

AXEENBMITEFFKSTRBLRIEFNIR. FRKEHEEFHIRATLLILFIKSHE SN~ aE WS AHEN™RiAE
inREHED . EWSELIRT BT m. 8F, BEAHANBESREFTRNSFE. MTEMR:

P @EM F=RID
=BEERX ATINV D
[t FOS2 i
BEEREN G4IG | D
SEHNES IYF7 D
ZRESFX wz98 D

BERRE R RR AR
SRR

1. ERBAZERSER HiIEEENS, PEGLAKSHITFRRER,

IRIRERE: BR=ITE (1bF) BRSEAE

= Rm%E

SEEE-RIER-=U8
BEFFX (BK)

BEET-AHBL-REF

SEBR-ITICRA-BaeE
=14

BRER-ERE-SAEN
=

SEBR-LTHER-TEX
HR% (=5%)

BE&

"&

B&

B&

RS

R+

TR

RS

Bi=mEm v

A E

2024-06-06 17:33:58

2024-04-1111:42:59

2024-04-09 11:50:07

2024-04-08 11:56:57

2024-03-1117:52:21

1

il

il

il
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@ Hﬁ\fﬁﬁ MBRALFE

[0 —=iaiEmRs - ... O Fre$E

=
7
[
|-|+
b
a0

ES ID 100 &

ihinl EE

e
IEEE

TEER

B

2. BEIREE > EBERE, REAHNIEF “HRMERRIR .

IHHER HE

CAMERE(S e

Lt
O FrEaRrasTRRE, HTSEERmEAEIR.
L

#BE BT Y 3 IR
Adminisraoraccess - EEEAFCERNFAT SRR, MEE 2180813 175458
QCioudResaurse?. e TR AT AT = = FROEE FRESSTREEENE. A20 13N
= RS AR 1S RS RS AR08 104242
FREAFCEIHFAVSITNS, I 03 TR 210313 175458
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® H%\_EHE MBRRFREE

RS X

e e el

NFEEREERSTHEE, BaEaiFEiEE

@ ErEmIEE s IR E TR eE

s AERAIFaatEE. MEEENEE, BaitalIREs

— EEENEIECIE

BITRESHEEIEE, SRR

A
—
hd
v

@ TR

L A
3. BR53i%#E iotexplorer, MRFELFAFEIEOMNIR, RIFEESIDRIERIR

¢ RN

O same >

EEba: o JSON

v MEERFATE (ZERIF)

HE (Effect) + Q i bt
BE% (Service) + B ETES (iotexplorer)
#{E (Action) * SERE (1)

#iF (Resource) +

. O 25%F HEHE

&4 (Condition) FEIPD
RINEAR

+ RNALE
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@ HE\.L:HE MBRALFE

MRFBLFAPECEONR, EEEENNE APl fi0i%E APl: GetCategoryPanelsByCategoryKey,

< IRERENRGE

© sumn >

T ERBE AL EE JSON

v MERRARTE (178RF)

WE (Effect] -+ O biztic)
BR% (Service) = MELEFEFES (iotexplorer)
B4E (Action) - TIRE B

GetCategoryPanelsByCategor...
TIRUE &£ CategoryRey 1 = H

#HiF (Resource) + O =2a=H BEEE

I
£ (Condition) E=RIP O
TINEAL S
+ IR
T—# ERI 197 (B $6144)

4. BRURERRGELNARHBELR. SHEEHET—F, #TXHERR,
SREXERIE
1. gk WEAF , SURETAIEETRER.
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@ H%\_L:HE MIBXRMF LTS

¢ REBEMeRE

Qs > @ xmErmEPams

EffER

R policygen-20240612094920
HiERIEE, ERSEHS S
Ht

XEAPRPame

A RENE AR EERP

B RENEREFPE RERPE

BRI RE EERE

2. #FARRE, PERE > SSREITEY.

IRIRERE: BR=ITE (1bF) BRSEAE §8293 #297m



O BHS

XEXAP
EERNMAEP (#H21) EiEE (1) T
Q B
— =H
leosp_sub01
leo_sub002 BrF
leosp_sub01 i
-
FRInR e
BUEESRRE

1. EABNZEWSER KSRGS, PHEENARE,
2. HANREERE, SdEREE SRR,

3. IR RREE AR,

4. EFEREE, 9RBARIR, fET—F.

5. IHEEEXRIEETR, FRRRIBIRIREIEREAS

IRIRERE: BR=ITE (1bF) BRSEAE

MEXMFLTES
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® H%\.L:HE VBRALTE
< ERIREIEEGIE

© sezwan > @) mmEmm

REEST S olicygen-20240621175405

REEEIEE, REERRAIFENR

%
i)
[

REERERENENFIRSER

RAT AR
{

"version": "2.0",
"statement": []

B W NP

THUCERAT:
o SEFUWSFRBEHRZG:

"version": "2.(

"statement": [

{
L

"action": [

L]

] 4

"resource": [

:iotcloud:gz:uin/your_uid:*",

"effect": "al

IRIFRE: BR=ItE (It ) BRSEATF 58295 #297m



@ HE‘.L:H_E MBRRFREE

RESWHARIN T :
O Resource BWRAFERRBH~ M. MEEBEEWSENRE ID BEA ™ ID ISIREENFHP, WEHEEE resource &f
SIEMTEASR, dSIFREHEEIREES :your_uid IEAFRWHS ID, your_project_id JEFISIRE ID,
your_product_id ARER~&E ID,

"gces:iotexplorer:gz:uin/your uid:project/your_project_id",
"ges:iotexplorer:gz:uin/your_uid:project/your_project_id/",
"gcs:iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id",
"qgcs:iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id/="

O Action: * SERFBIERE.
O Effect: allow ®=R#tiF, deny ®FRARIF,
O INEREGIEAERGRE, BEER RKEIEERE o
ERFHRSESINUR
AEIEES (L RBIZAT FIkSHS=RINRE ) ¢

"version": "2.0",
"statement": |
{
"action": [
"
1,
"resource": [
s::iotcloud:gz:uin/your_uid:*",
:iotexplorer:gz:uin/your_uid:project/your-project-id",
::lotexplorer:gz:uin/your_uid:project/your—-project—-id/",

:gz:uin/your_uid:project/your-project-

5::iotexplorer: :uin/your_uid:project/your-project-
id/product/your—product—id/*"
] 4

"effect": "allow"

"action": [
"iotexplorer:DeleteStudioProduct",
"iotexplorer:DeleteDevice"
]V
"resource": [
"gcs::iotcloud:gz:uin/your_uid:*",
s::lotexplorer:gz:uin/your_uid:project/your-project-id",
::iotexplorer:gz:uin/your_uid:project/your-project-id/",
::lotexplorer:gz:uin/your_uid:project/your—-project-—
id/product/your—-product—-id",
::iotexplorer:gz:uin/your_uid:project/your-project-—
id/product/your-product—-id/*"
]V
"effect": "deny"

IRIFRE: BRzITE (165 ) BRSEAS 55296 #297m
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@ H%\_L:HE MIBXRMF LTS

FHRSEREHE, HIRRBH™H, SRHENRTENR:

O EX0REE FHRFINR

HEFm

Fifam FEHR BH [==2;:]

Action: BIANBXRIZOZTR, HE0: DeleteStudioProduct (#If&=& ) , DeleteDevice (HIlfigE ) &, BEiFHID
EOSmEEE AP S BXE0,

Effect: allow £=#iF, deny RRAFRiF.
KEXERE
1. BEXRBERER, #ABP > ARJIERRE, EFEEEFIIRNFIKS .

2. BEAPEM, HABPFER, £ “DNR” =25, PEHXHRE.
3. ERNIZ RARERSR, EIFEPERE, SRR REEREXAIR,
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