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Console Operation Guide

Instance Management

Instance Overview
Last updated：2025-04-27 17:28:07

An instance is a unit of computing resource on the cloud that can provide device connectivity and 

management services for user's IoT solutions. The platform is used for device connectivity, device message 

communication, device management and other business services based on instances. Tencent Cloud IoT 

Explorer provides two types of instances, public instance and enterprise instance, to meet the access and 

management of Consumer IoT and industrial IoT solutions respectively.

After the user successfully activates Tencent Cloud IoT Explorer, they can purchase the public instance 

activation code on demand to use the public instance. If the user's IoT application scenario is full-house 

intelligent, wearable health, intelligent security (IPC, lock, doorbell, etc.), or consumer electronics intelligent 

scenarios that require C-end mini program application and device interaction, they can choose a public 

instance. Such applications often have the characteristics of typical consumer electronics. Public instances 

are generally billed by purchasing the device activation code in a single transaction.

Public instances provide various types of activation codes for device access and communication in different 

scenarios:

If the user's IoT application scenarios are Internet of Vehicles in the travel industry, self-service retail, 

sharing and leasing, park energy management, construction machinery asset management, etc. in the 

commercial field, such applications often need to connect devices to the IoT platform as needed. Users 

Instance Overview

Public Instance

Device activation code: Refers to the normal whole-house intelligent devices. Directly connected devices 

or gateway devices usually perform data interaction with the Internet of Things Platform via the MQTT 

protocol.

Activation code for audio and video devices: Refers to the activation code required for real-time audio and 

video communication scenarios with the App or mini program for IPC, smart door lock, visual doorbell, etc. 

Contact sales is required for purchasing this activation code, with a minimum quantity requirement.

Note:

An account contains only one public instance.

When users use a public instance to complete device connectivity or application development and 

need a greater number of device creations and message upstream and downstream TPS, they can 

purchase an activation code for the public instance. If the upstream and downstream TPS of device 

messages in the user's actual application scenarios needs to be greater than 1% of the number of 

activation codes purchased, they can submit a ticket  to contact us.

Enterprise Instance

https://console.cloud.tencent.com/workorder/category
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usually build a business system to perform unified device management through the IoT. Such industrial IoT 

solutions often use enterprise instances. Users can select suitable instance specifications based on the 

number of devices online in their applications, the upstream and downstream TPS of device messages, the 

message forwarding TPS of the rule engine, and the usage duration.

Note:

Enterprise instances are generated after on-demand purchase. One account can purchase multiple 

enterprise instances.

Difference between Public Instance and Enterprise Instance

Project Public Instance Enterprise Instance

Use cases

Consume IoT scenarios, such as 

whole-house intelligence, 

wearable health, intelligent 

security, home furnishing, etc.

Industrial IoT solution scenarios, such as 

Internet of Vehicles in the travel industry, 

self-service retail, sharing and leasing, park 

energy management, construction machinery 

asset management, etc.

Billing Mode Activation code method Monthly Subscription

SLA

﻿

99.95%

﻿

99.95%

Device 

message 

upstream and 

downstream 

TPS

﻿

Number of device activation 

codes * 1% 

﻿

10 messages per second per online device

Rule engine 

message 

forwarding TPS

User reported Message TPS Actual reported Message TPS by users

LoRaWan 

service
Not supported. Supported

Tencent 

Lianlian official 

mini program

Supported Not supported.

Device 

authentication 

method

Key Authentication Key authentication, certificate authentication

Custom Topic

Unsupported. By default, topics 

starting with $thing are 

supported. Develop according to 

the specification.

Support Thing Model Topics and support user 

customization of Topics.

Message push

Support push to Tencent Lianlian 

Not supported.
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official mini program and App.

Value-added 

service -> 

TRTC

Supported Supported

VAS -> location 

service
Supported Supported

Value-Added 

Services -> 

Resource 

Management

Supported Supported

VAS -> voice 

skills
Supported Not supported.
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Instance Management
Last updated：2025-04-27 17:28:23

Users can enable public instances through instance management, purchase public instance activation codes, 

purchase enterprise instances, and renew and upgrade enterprise instances according to business 

development. They can also perform data migration of devices between instances.

Starting from June 20, 2024 (see documentation announcement ), public instances will no longer provide 

users with 10 free device activation codes and default activation of public instances. Users need to purchase 

activation codes for automatic activation of public instances. With a throughput capacity of 1 TPS for uplink 

and downlink messages, it meets users' needs to connect devices to the platform during the development 

phase and perform joint debugging with users' business systems.

See purchasing public instance activation codes. Refer to Billing Overview .

1. Log in to the IoT Development Platform , enter the instance list page, and click Add Instance in the figure 

below, or go to the Purchase Page of the IoT Development Platform .

2. Enter the enterprise instance purchase page in the figure below.

Business Introduction

Operation Steps

Enabling Public Instance

Purchase Public Instance Activation Code

Purchase Enterprise Instance

https://cloud.tencent.com/document/product/1081/107530
https://cloud.tencent.com/document/product/172554600492412928
https://console.cloud.tencent.com/iotexplorer
https://buy.cloud.tencent.com/iotexplorer
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3. On the purchase page, select the resource type as "enterprise instance". For the number of devices, 

select appropriate device quantity specifications according to the total number of devices required to be 

registered on the platform for the actual project by the user. And choose appropriate duration. The system 

will automatically calculate the new price based on the number of devices, duration, etc.

4. Click Buy Now button, and show the following confirmation page.
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5. Click the go to pay button. After payment is successful, when the user returns to the instance list, the 

enterprise instance of the corresponding specification created for the user by the platform will be queried.

1. Click the created enterprise instance to enter the Instance Information Page.

View Enterprise Instance Information
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2. Users can view basic information of the instance, instance status, instance remark information, instance 

creation time and instance expiration time.

3. Users can also view the capacity limit of the number of online devices, the number of registered devices, 

the upstream and downstream TPS of messages, and the TPS of message forwarding during instance 

purchasing in the resource status.

4. If the user's purchased instance has devices for message upstream and downstream communication and 

rule engine forwarding, line charts will be shown in "TPS of Message Forwarding in Recent Three Days" 

and "TPS of Message Upstream and Downstream in Recent Three Days".

1. Click the modify icon of the instance remark to modify the remark name of the instance.

Modify Instance Remark
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2. In the pop-up modify window, input the instance remark name and click Save to modify the template 

successfully.
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Migrating Instance Device Data
Last updated：2025-04-27 17:28:39

Instance device migration provides users with the feature of migrating products and device data under a 

specific instance to another instance. This feature can be applied when users need to migrate a product and 

its device data from the joint debugging stage of a public instance to another purchased enterprise instance 

after completion of joint debugging during instance development.

1. Log in to the IoT Explorer  and enter the instance list page.

2. Click "Device Migration" in the shortcut entry area on the right of the instance list.

3. Select the source instance and target instance for migration on the device migration interface, and select 

the products to be migrated under the source instance.

Overview

Operation Steps

Equipment Migration

https://console.cloud.tencent.com/iotexplorer
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4. Click Confirm. The system will perform the migration operation and generate migration history records.

5. After successful migration, the migrated products and device data under the source instance will not be 

viewed. They must be viewed under the target instance.

6. The migrated product equipment will not affect the MQTT access of the device side.
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Public Instance Device Integration

Product Management
Last updated：2025-04-27 17:29:03

Before device connectivity, it is required to create a product first. A product is equivalent to the collection of a 

certain type of devices. Users manage all devices under it through the product.

1. Log in to the IoT Explorer and select public instance.

2. Click the product development menu, and click Create Product to define your product.

3. Select your product category.

4. After selecting the product category, fill in the basic information of the product.

Creating a Product

https://console.cloud.tencent.com/iotexplorer
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The basic information settings of the product are as follows:

Product name: A combination of Chinese characters, letters, digits, and underscores, 1 to 20 characters 

long and cannot be empty.

Product Category: Select the category to which the product you create belongs. The data templates of 

attributes, events, etc. of different types of products will vary. For details, see Data Template.

Device type: Device type is divided into 3 categories: device, gateway, and subdevice. Details as follows:

Device: This type of device can directly access IoT Explorer and has no mounted subdevices.

https://cloud.tencent.com/document/product/1081/44921
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1. After completing the creation of a new product, you can view the created product on the product list page.

2. When you no longer need the product, you can click Delete in the top right corner of the product and 

confirm.

Gateway: This type of device can directly access IoT Explorer and accept subdevices to join the LAN. 

It can maintain the topology relationship of subdevices and synchronize the topology relationship with 

subdevices to the cloud.

Subdevice: This type of device must rely on a gateway device to communicate with IoT Explorer. For 

example, Zigbee, Bluetooth, RF433 and other devices. For descriptions of gateways and subdevices, 

refer to the documentation gateway subdevice.

Modes of communication: you can choose Wi-Fi, mobile cellular (2G/3G/4G), 5G, BLE, LoRaWAN and 

other modes of communication.

Access Gateway Protocol (selectable as subdevice when device type is selected): indicates the 

communication protocol type for the device under this product to act as a subdevice communicating with 

the gateway.

Zigbee: Indicates that the communication protocol between the subdevice and the gateway is ZigBee.

BLE: Indicates that the communication protocol between the subdevice and the gateway is BLE.

433: Indicates that the communication protocol between the subdevice and the gateway is 433.

Custom: Indicates that the communication protocol between the subdevice and the gateway is another 

standard or a private protocol.

Data protocol: Defaults to the data protocol of the Thing Model. You can also customize a protocol for 

pass-through.

Description: The number of characters must not exceed 80. You can fill in this field as needed.

Deleting a Product

Note:

To prevent accidental deletion of the product from affecting your business, if there are still devices 

under the product, the product cannot be deleted.

Modifying a Product

https://cloud.tencent.com/document/product/1081/47440
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1. Click the product name to enter the product detail page.

2. Click More Information to view product details. Click Modify Product Information to perform product 

information modification.
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1. Click the product name to enter the product detail page.

Querying Products
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2. Click More Information to view product details.
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Product Development

Thing Model Definition
Last updated：2025-04-27 17:29:29

A Thing Model is a digital model defined by Tencent Cloud IoT Developer Platform for the same type of 

devices, that is, products. It digitally describes products through three feature types: properties, events, and 

actions.

The features of the product include standard features, custom functions, and advanced functions.

Thing Model Overview

Feature Type Feature Description

Attribute

Various parameters and status data of the equipment during operation. For 

example, the temperature and humidity values collected by the Temperature and 

Humidity Sensor; the switch status values of electrical equipment, the current 

speed and latitude and longitude values collected by vehicle devices. Attributes 

support two types: read-write and read-only. Read-write means that the attribute 

can be reported from the device to the platform and can also be controlled from the 

platform. Read-only means that the attribute is only reported from the device to the 

platform.

Event

Data initiated by the device during runtime that requires the User Business System's 

awareness, including three event types: information, alarm, and failure. For 

example, when a device malfunctions, it is required to send the fault information and 

related data at the time of failure to the platform.

Behavior

The calling method provided by the device for applications, used by the business to 

initiate requests. It requires the device side to process and then return the 

processing result. Scenarios where the business system can synchronously or 

asynchronously obtain the result. For example:

Parking lot users need to be allowed to pass immediately after paying the 

parking fee. The business system needs to obtain whether the final status 

synchronization operation of the barrier is successful.

After a cloud printing scenario user issues a printing action, the input parameters 

of the action include order ID, print document content, etc., and the output 

parameters include the encoding of the print result.

Thing Model Category

Feature 

Category
Feature Description

Standard 

feature

Standard features refer to the Thing Models of some common device categories 

provided by Tencent Cloud IoT Platform. Users can choose to use or not use these 

features as needed.

Custom 

function

Custom function refers to the feature provided by Tencent Cloud IoT Platform that 

allows users to freely define the Thing Model of products. Users can freely create, 
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The standard features are the default Thing Model definitions of preset device categories provided by 

Tencent Cloud IoT, as well as the default Thing Models corresponding to advanced features.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated public instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu, 

enter the product list, and select a certain "product" to enter Thing Model Definition.

3. Click Add Standard Function on the Standard Function tab.

4. The system-defined Thing Models of the same category as the user-selected category for other products 

can be added as needed by users. Once confirmed, the selected Thing Models will be added to the 

"custom function".

Custom functions allow users to freely define the Thing Model according to device specifications, assigning 

users adequate freedom to define.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated public instance.

delete and edit Thing Model features according to the specifications and 

characteristics of the equipment.

Advanced 

Features

Advanced features refer to the value-added service features provided by Tencent 

Cloud IoT for users. For example, the tencent real-time communication (TRTC) 

service can be applied to visual intercom, Cloud Broadcasting real-time shouting, 

one-to-many emergency call scenarios; advanced features generally automatically 

generate corresponding standard features.

Operation Steps

Add Standard Features to Thing Model

Custom Addition of Thing Model Attributes

https://console.cloud.tencent.com/iotexplorer
https://console.cloud.tencent.com/iotexplorer
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2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the 

product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.

4. Select the "feature type" as needed in the popup window. For example, if a lighting product has an 

attribute switch, enter "Switch" as the feature name, and the identifier must be unique among all Thing 

Models of this product. Select the data type and then save.
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1. Log in to the IoT Explorer , enter the instance list page, and select the generated public instance.

2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the 

product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.

4. Select event as needed in the popup window. Then select "event type" again as "info". Users can freely 

define the event information that devices send to the IoT platform.

1. Log in to the IoT Development Platform , enter the instance list page, and select the generated public 

instance.

2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the 

product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.

4. Select action as needed in the popup window.

In self-service retail, shared payment or parking scenarios, it is often necessary for the business system 

to immediately perform operations such as opening doors, unlocking or opening barriers through the IoT 

platform after payment. This requires the business system to receive the processing results from the 

device end in real time. If it fails to respond promptly, the business system needs to cancel the transaction, 

such as initiating a refund.

Custom Addition of Thing Model Events

Custom Addition of Thing Model Actions

https://console.cloud.tencent.com/iotexplorer
https://console.cloud.tencent.com/iotexplorer
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5. Enter the corresponding action name and parameters for the feature name. The request parameters need 

to be defined by the user, and the response parameters are the parameters reported to the IoT platform 

after execution on the device side.

For example, the feature name is "Unlock", and the identifier is "Open". The request parameter customizes 

a string type of order ID, so that the business system can track the processing situation of each order on 

the device side; the response parameters can also add fields of order ID and the final unlock status result 

code of the device. If the unlock succeeds, return code 0, otherwise return 1. When the business system 

receives code 1, it can either retry if permitted by the business, or initiate a refund operation after multiple 

failures of retries when the payment has been completed.

Refer to the Advanced Features  guide, purchase and activate the corresponding advanced features. Once 

enabled, the platform will add by default the Thing Model corresponding to the advanced features.

1. After adding standard features and custom functions, users can click View Thing Model JSON to view the 

JSON format corresponding to the Thing Model.

Add Advanced Function Thing Model

View Thing Model JSON Object

https://cloud.tencent.com/document/product/1081/103674
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2. As shown below, users can copy or download the JSON Thing Model. The copied JSON can be used for 

copying the Thing Model definition between products through the "Import Thing Model" feature.

Import Thing Model
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1. After copying the Thing Model JSON of a specific product, click Import Thing Model and paste the copied 

JSON into the text box.

2. Then click Import, which will override the original product's Thing Model. Note that the Thing Model import 

feature should be used with caution for products in mass production.

The following is the JSON description of the Thing Model for the smart light, including various data types and 

event types. An example JSON is as follows:

Thing Model Format Reference

  "version": "1.0"

  "profile": 

    "ProductId": "2300UMK31M"

    "CategoryId": "3"

  

  "properties": 

    

      "id": "power_switch"

      "name": "light switch"

      "desc": "Control the on and off of the light"

      "required": true

      "mode": "rw"

      "define": 

        "type": "bool"

        "mapping": 

          "0": "Off"

          "1": "On"

        

      

{

,

{

,

},

[

{

,

,

,

{

,

{

}

}
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      "id": "color"

      "name": "color"

      "desc": "Light color"

      "mode": "rw"

      "define": 

        "type": "enum"

        "mapping": 

          "0": "Red"

          "1": "Green"

          "2": "Blue"

        

      

    

    

      "id": "brightness"

      "name": "brightness"

      "desc": "Light brightness"

      "mode": "rw"

      "define": 

        "type": "int"

        "unit": "%"

        "step": "1"

        "min": "0"

        "max": "100"

        "start": "1"

      

    

    

      "id": "name"

      "name": "light position name"

      "desc": "Light position name: study, living room, etc."

      "mode": "rw"

      "required": false

      "define": 

        "type": "string"

        "min": "0"

        "max": "64"

      

    

  

  "events": 

    

      "id": "status_report"

      "name": "DeviceStatus"

      "desc": "Report the device status"

      "type": "info"

      "required": false

      "params": 

},

{

,

,

{

,

{

,

,

}

}

},

{

,

,

{

,

,

,

,

,

}

},

{

,

,

,

{

,

,

}

}

],

[

{

,

,

,

,

,

[
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          "id": "status"

          "name": "running_state"

          "desc": "Report current device running state"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "normal"

              "1": "fault"

            

          

        

        

          "id": "message"

          "name": "Message"

          "desc": "Some extra message"

          "define": 

            "type": "string"

            "min": "0"

            "max": "64"

          

        

      

    

    

      "id": "low_voltage"

      "name": "LowVoltage"

      "desc": "Alert for device voltage is low"

      "type": "alert"

      "required": false

      "params": 

        

          "id": "voltage"

          "name": "Voltage"

          "desc": "Current voltage"

          "define": 

            "type": "float"

            "unit": "V"

            "step": "1"

            "min": "0.0"

            "max": "24.0"

            "start": "1"

          

        

      

    

    

      "id": "hardware_fault"

      "name": "Hardware_fault"

      "desc": "Report hardware fault"

{

,

,

,

{

,

{

,

}

}

},

{

,

,

,

{

,

,

}

}

]

},

{

,

,

,

,

,

[

{

,

,

,

{

,

,

,

,

,

}

}

]

},

{

,

,

,



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 31 of 334

      "type": "fault"

      "required": false

      "params": 

        

          "id": "name"

          "name": "Name"

          "desc": "Name like: memory,tf card, censors ..."

          "define": 

            "type": "string"

            "min": "0"

            "max": "64"

          

        

        

          "id": "error_code"

          "name": "Error_Code"

          "desc": "Error code for fault"

          "define": 

            "type": "int"

            "unit": ""

            "step": "1"

            "min": "0"

            "max": "2000"

            "start": "1"

          

        

      

    

  

  "actions": 

    

      "id": "unlock"

      "name": "Behavior detection for turning on the light"

      Action for description of turning on the light

      "input": 

        

          "id": "open"

          "name": "Switch"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "Off"

              "1": "On"

            

          

        

        

          "id": "user"

          "name": "User"

          "define": 

,

,

[

{

,

,

,

{

,

,

}

},

{

,

,

,

{

,

,

,

,

,

}

}

]

}

],

[

{

,

[

{

,

{

,

{

}

}

},

{

,

,

{



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 32 of 334

            "type": "string"

            "min": "0"

            "max": "2048"

          

        

      

      "output": 

        

          "id": "user"

          "name": "user"

          "define": 

            "type": "string"

            "min": "0"

            "max": "2048"

          

        

        

          "id": "time"

          "name": "Light on time"

          "define": 

            "type": "timestamp"

          

        

        

          "id": "state"

          "name": "light status"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "Off"

              "1": "On"

            

          

        

      

      "required": false

    

  

,

,

}

}

],

[

{

,

{

,

,

}

},

{

,

{

}

},

{

,

{

,

{

}

}

}

],

}

]

}

References

Learn about Thing Model Protocol. See Thing Model Protocol .

Viewing device attributes, events, and actions can be found in Device Debugging  content.

https://cloud.tencent.com/document/product/1081/34916
https://cloud.tencent.com/document/product/1081/103591
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Device Development
Last updated：2025-04-27 17:29:44

After the user defines the product and Thing Model, the device needs to be connected to the platform as 

required by the access protocol. This document primarily introduces how to use the development platform for 

device development.

 After the user creates a product and defines its data template, click Device Development. Currently, the 

development platform provides three development methods.

1. If your device needs to connect to the development platform through a communication module, click 

Develop Based on Module.

2. The system displays the module selection window. You need to choose appropriate communication 

modules based on your business requirements. This includes the module brand and module 

Overview

Operation Steps

Device Development

Develop based on modules: Scenarios where MCU meets serial port communication and communicates 

with the cloud through a communication module.

Develop based on SDK: Access scenarios that meet the direct integration of the C SDK.

Develop based on OS: Access scenarios that meet the integration of C SDK based on the Internet of 

Things operating system.

Module-Based Development
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communication type. After choosing appropriate modules, you can click Confirm. 

3. After selecting a module, you can click Select Again to replace the module. You can also click View Detail 

to learn about the detailed parameters of the module. Additionally, you can click Procurement 

Consultation to purchase from the module company.

4. Embedded development.

For devices connected via modules, if a data template is defined, the platform provides the 

functionality of automatically generating MCU SDK code, which is used to speed up how the MCU 

connects to the communication module.

Click MCU SDK code. The development platform will generate a compressed file. After you download 

it, you can follow the development guide to connect the device to the development platform.
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How to perform MCU development based on the downloaded MCU SDK code, for details, see device 

development guide  related documentation.

https://cloud.tencent.com/document/product/1081/48385
https://cloud.tencent.com/document/product/1081/48385
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Interactive Development
Last updated：2025-04-27 17:29:59

Users can interact with devices through the official Tencent Lianlian Mini Program or Chinese domestic brand 

mini programs. The Internet of Things development platform provides interactive development configuration 

services, simplifying the development difficulty of mini programs. You can achieve data communication 

between the mini program and the platform through simple configuration and quickly possess the ability of 

the mobile application end.

Completed the work of the device development  stage.

The IoT development platform provides mini programs and apps in two forms of application sides, and 

supports the configuration of interaction methods for three application types: official public mini programs, 

Chinese domestic brand mini programs, and Chinese domestic brand apps. After entering the interaction 

development page, based on your business needs, you can choose to use the above application types for 

interaction development configuration through the switch button.

Overview

Prerequisites

Operation Steps

Control Product Methods

Note:

If your products need to be connected to Tencent Lianlian official mini program, please enable 

"Connect to Tencent Lianlian official mini program". The Tencent Lianlian platform will review and 

authenticate the connection.

Use the official public mini program of Tencent Lianlian to control the product. Then, turn on Integration 

with Tencent Lianlian Official Mini Program and configure accordingly.

https://cloud.tencent.com/document/product/1081/34740#.E8.AE.BE.E5.A4.87.E5.BC.80.E5.8F.91
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Chinese domestic brand mini program: If you use the Mini Program SDK of IoT Explorer to develop a 

Chinese domestic brand mini program, turn off Integration with Tencent Lianlian Official Mini Program and 

configure accordingly.

Chinese domestic brand App: If you use the open source edition App and App SDK to develop a Chinese 

domestic brand App, turn off Integration with Tencent Lianlian Official Mini Program and configure 
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accordingly.
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Device Debugging
Last updated：2025-04-27 17:30:17

After device development is completed, it is required to enter the device debugging stage to debug whether 

the communication between the device and the cloud is normal. Device debugging provides online debugging 

of real devices and virtual device debugging, and allows querying of the current data reported by the device, 

historical communication logs, events, and online and offline records via the console. This document 

primarily introduces how to perform device debugging.

Completed the work of device development  and interactive development  stages.

1. Enter the public instance in IoT Explorer , select the target product and then click Device Debugging to 

enter the device debugging process.

2. Click Create New Device, enter the device name as shown in the figure below, and click Save to create a 

device.

3. After successful creation, you can view the newly created device on the "Device Debugging" list page. The 

default status of the first-time successfully created device is "inactive".

4. Click QR code in the list to quickly bind a real device, which helps developers reduce development 

difficulty. After mass production, for security reasons, the QR code entry will be closed.

Overview

Prerequisites

Operation Steps

Create New Device

https://cloud.tencent.com/document/product/1081/103589
https://cloud.tencent.com/document/product/1081/103590
https://console.cloud.tencent.com/iotexplorer
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1. Upon successful creation of the device, it is required to query device information, obtain important 

parameters, and perform device debugging.

2. Click the device name in the device list. By default, enter the equipment information page to view the basic 

device information.

View Device Information

Device name: The unique device ID under the product, which generally needs to be burned into the 

device.

Product ID: The product ID associated with the device, which generally needs to be burned into the 

device.

Associated product: The name of the product to which the device belongs.

Device key: A randomly generated key for each device by the platform. To authenticate using the key, 

this information needs to be burned into the device.

Device creation time: The time when the device was initially created successfully.

Last online time: The time when the device last connected to the connection platform.

Activation time: The time when the device successfully connects to the platform for the first time.  

Device status: The current device status. If the device successfully connects to the platform via 

MQTT, it displays "online". If the device is offline, it displays "offline". If the device has never connected 

to the platform, it displays "inactive".

View Thing Model Logs
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1. When the device is successfully connected to the platform and publishes messages to the Thing Model 

Topic, you can view the attributes, events, actions and other data reported by the device in the "Thing 

Model Log" under "Cloud Log of Equipment".

2. List all the attribute functions of the Thing Model of the device in the list.

Identifier: The identifier in the Thing Model corresponding to the device.

Feature name: Correspond to the "feature name" in the Thing Model definition.

Historical data: Click to view and retrieve the reported data of this feature. Display the historical data 

reported to the cloud by this feature in chronological order and verify whether the reported data is 

correct.

Data type: The "data type" in the functionality defined by the Thing Model.

Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific 

feature changes, the latest value column will immediately display the latest value reported by the 

device.

Update time: Refers to the change time of the latest value. Generally, it is the occurrence time when 

the device reports this feature.

Note:

When a device reports data in the Thing Model Protocol format, but the latest value cannot be viewed 

in the Thing Model log, you need to confirm whether the format of the reported data is correct. For 

details, see Thing Model Protocol  and Common Issues with Thing Model .

View Content Logs

https://cloud.tencent.com/document/product/1081/34916
https://cloud.tencent.com/document/product/1081/60120
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1. Content log provides users with the feature to query device uplink and downlink content logs by Topic. 

Users choose "Content log", and the "Log type" drop-down list will be shown.

2. Select "Attribute" as the log type. The Topic dropdown list will automatically load the Topics 

corresponding to the attributes and query all uplink and downlink attribute content logs of the device and 

the platform within the selected date range. Users can select different types as needed, and then retrieve 

the uplink and downlink content data corresponding to different Topics for device debugging and problem 

localization.
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1. Online and offline logs provide users with the ability to query logs of devices connecting to the platform 

(going online) as well as devices actively or passively disconnecting from the platform.

2. Device disconnect means the device actively closes the connection with the platform. Device keepalive 

timeout means the device does not send heartbeat, causing the connection timeout to close.

The cloud diagnostic log feature is used to view the end-to-end trajectory logs of the interaction between 

devices and the cloud, helping users quickly diagnose exceptional errors that occur with devices during the 

debugging process, such as no permission to subscribe to a topic, failure to publish upstream messages, 

failure of rule engine forwarding to third-party services, and other error and exception event location. This 

document is used to locate the cause of communication content between devices and cloud messages and 

seek a solution.

1. After your real device has been successfully connected to the development platform, you can use online 

debugging to test the data transmission and reception of the real device.

2. Click Online Debugging to enter the online debugging functionality. The premise is that the real device has 

been enabled and successfully connected to the development platform.

3. The control panel on the left side of Online Debugging is automatically generated according to the Thing 

Model of the product to which the device belongs. After setting the data to be sent, click Send. The system 

will automatically trigger control instructions to the device.

4. After the device receives the command, it will immediately return data to the cloud and display it in the 

textbox on the right.

5. If users want to issue control commands to debug with real devices through API, they can refer to Remote 

Device Control  and Device Pass-through Command Control  APIs respectively. One is to issue control 

commands through the Thing Model Protocol, and the other is to issue commands in the custom Payload 

mode.

View Online and Offline Logs

View Cloud Diagnostic Logs

Online Debugging

https://cloud.tencent.com/document/product/1081/34973
https://cloud.tencent.com/document/product/1081/34973
https://cloud.tencent.com/document/product/1081/50983
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Batch Production
Last updated：2025-04-27 17:30:33

Device debugging is completed and after necessary tests, it can enter the production stage. The 

development platform will set the data template of the product after application release to a non-modifiable 

status to prevent problems occurring in the actual device running due to modifications made on the 

development platform. This document primarily introduces how to perform batch production.

After the device debugging is completed and after testing of a small batch of devices, users can enter the 

batch production stage.

1. Log in to the IoT Explorer console , click to enter Product Development column, and view the product list.

2. Click the corresponding product name to enter the product detail page, select batch production, and enter 

the batch production phase.

3. After confirming the information is correct, check to agree in the options box. Upload the test report, click 

confirm the product and apply for release, and enter the application release phase.

Overview

Prerequisites

Operation Steps

https://console.cloud.tencent.com/iotexplorer
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4. After the application for release is submitted, the product status will be changed to "under review". (If the 

review fails, it will return to the "under development" status, and you can reapply for release.) 

 ﻿

Note:

After the application release, the data template of the product will not be allowed to be modified. If 

your product needs to add new features due to business needs after obtaining feedback in the 

market, you can create a new product to solve it.
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5. If your product has been developed and passed the review, its status will become "released", and you can 

perform mass production in mass production management. 

 ﻿



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 47 of 334

Equipment Mass Production

Mass Production Management
Last updated：2025-04-27 17:31:26

After the equipment completes development based on the IoT Explorer, it will soon enter the mass production 

stage. For device manufacturers, whether using the Tencent Lianlian Mini Program, a Chinese domestic 

brand mini program, or an App, devices can be added by scanning the QR code, thus improving user 

experience. Therefore, the platform provides mass production QR code solutions for various communication 

methods and categories. Based on the device type, you can obtain suitable QR codes for batch production.

Introduction to Mass Production QR Codes

Type I Universal QR Code: It indicates that the same QR code can be printed on the packaging box or 

device for all devices within this product category. For example, for a smart light configured via Wi-Fi 

SmartConfig, the same QR code can be used for all devices of this model to scan and add via the 

configuration network.

One device, one code: It means that for the devices under this product, during mass production, a QR 

code corresponding to each device needs to be generated before the device can be bound to a family by 

scanning the code. 

 ﻿

Prerequisites

The product has completed the preceding development steps and entered the batch production stage.

The actual production environment of the equipment already meets the qualification requirements for 

mass production.
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Only the Tencent Lianlian Mini Program supports the "Common Type I QR Code" method. You can directly 

add devices by scanning with WeChat scan or scanning within the Tencent Lianlian Mini Program. The 

specific instructions are as follows.

Wi-Fi device, BLE device, Zigbee subdevice, 433 subdevice, custom protocol subdevice.

The "universal QR code for one model" of such devices can be obtained in IoT Explorer Console  > Batch 

Production > Product Confirmation and Release. Meanwhile, you can click Download QR code to save it.

A Common Type I QR Code

Device Type

How to Obtain

Notes:

https://console.cloud.tencent.com/iotexplorer
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Tencent Lianlian Mini Program and Chinese domestic brand mini programs/apps both support adding devices 

via the "one device, one code" method. This document uses Tencent Lianlian Mini Program as an example for 

illustration. Other devices can refer to these operations. The specific instructions are as follows.

Cellular devices (2G/3G/4G/5G), LoraWAN, others.

During the batch production stage of the product, before the product is put into release, the Tencent Lianlian 

Mini Program and General Version App need to be reviewed by IoT Explorer. Once approved, they can be 

released. When you create a device mass production task, download the generated csv file to obtain the QR 

code content of one device, one code.

1. Log in to the IoT Explorer Console . Before mass production, the product needs to be reviewed and 

approved by IoT Explorer before it can be released. During the product confirmation stage, you need to 

click Confirm Product Information and Publish to enter the application release for mass production.

How to configure the page entered after scanning? You can click Interactive Development > Scan 

Product Introduction/Network Configuration Guide > Configuration to perform operations.

One Device, One Code

Device Type

How to Obtain

Notes:

Chinese domestic brand mini programs/Apps do not need to be reviewed by IoT Explorer. You can 

perform mass production management after job publishing confirmation.

Operation Steps

Tencent Lianlian Mini Program and General Version App

https://console.cloud.tencent.com/iotexplorer
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2. Fill in after the publishing is completed and wait for approval.

3. After review passed, select Device Mass Production in the left sidebar, click Mass Production 

Management > Bulk Device Creation.

4. After entering the "Create Mass Production" interface, select the mass production product. In the "One 

Device, One Code QR Code" column, select "Automatically Generate". For details on filling in other 



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 51 of 334

parameters, see Mass Production Management . Click OK to complete the creation of mass production. 

5. After successful creation of mass production, the batch list will appear on the "Mass Production 

Management" page. Click View on the right side of the batch to obtain detailed information about mass 

production. 

6. On the mass production details page, click Download Device Information. In the generated file, the content 

after QR-code is the binding QR code content of each device. 

 ﻿

1. Log in to the IoT Explorer Console . During the product confirmation stage, click Confirm Information and 

Publish to enter the mass production management stage. 

Chinese Domestic Brand Mini Program/App

https://cloud.tencent.com/document/product/1081/40297#.E9.87.8F.E4.BA.A7.E6.AD.A5.E9.AA.A4
https://console.cloud.tencent.com/iotexplorer
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 ﻿

2. Select Device Mass Production in the left sidebar, click Mass Production Management > Bulk Device 

Creation.

3. After entering the "Create Mass Production" interface, select the mass production product. In the "One 

Device, One Code QR Code" column, select "Automatically Generate". For details on filling in other 

parameters, see Mass Production Management . Click OK to complete the creation of mass production. 

https://cloud.tencent.com/document/product/1081/40297#.E9.87.8F.E4.BA.A7.E6.AD.A5.E9.AA.A4
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4. After successful creation of mass production, the batch list will appear on the "Mass Production 

Management" page. Click View on the right side of the batch to obtain detailed information about mass 

production. 

5. On the mass production details page, click Download Device Information. In the generated file, the content 

after QR-code is the binding QR code content of each device. 

 ﻿

After the device is developed and tested on IoT Explorer, it will enter the mass production stage. After the 

product is published, users need to generate device certificates and burn them into devices for mass 

production.

The mass production stage generally goes through at least the following three stages:

1. The device owner batch-generates the key information (DeviceName, DeviceSecret) of devices in IoT 

Explorer.

2. The device owner distributes the generated key information of the device to the authorized device 

manufacturer for burning.

3. The device manufacturer performs production testing according to the test requirements of the device 

owner. The devices that pass the production test will be packaged and delivered. The devices that fail the 

production test will not be packaged or delivered. Further analysis is required for the causes for the failure 

of the production test.

1. Log in to the IoT Explorer , and select Public Instance.

2. Click on the left menu Mass Production of Devices > Mass Production Management to view the current 

mass production product records.

Introduction to Mass Production Management

Prerequisites

The product has completed the preceding development steps, the product has been released, and 

entered the batch production stage.

The actual production environment of the equipment already meets the qualification requirements for 

mass production.

Procedure of Mass Production

Notes:

The first time you enter Mass Production Management, if there is no data, "No mass production 

records. Click to create mass production." will be displayed in the list area.

https://console.cloud.tencent.com/iotexplorer
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3. 1. Click bulk device creation, and the user needs to input specific product information and mass 

production burning method.

4. After selecting the burning method, click Confirm. The backend will process the batch task.

5. When the backend finishes reviewing and processing the mass production task, the mass production 

information will be displayed, and the batch device information will be provided for download for the 

manufacturer to burn.

The burning method is divided into local burning and dynamic obtaining. The mass production process of 

local burning is generally used by enterprises that produce, manufacture, and burn devices by themselves. 

The key information such as DeviceName and DeviceSecret will not be disclosed to external partners, 

reducing the risk of key information being transferred during the distribution stage.

Mass-produced products: Select a published product from the drop-down selection. The product ID 

will be automatically selected.

Burning method: You can choose two burning methods: one device one key and one model one key. 

For details, see Select a burning method .

Ways to produce

For the one device one key burning method, you can choose system automation to randomly 

generate a unique DeviceName and DeviceSecret, or upload a file as the DeviceName and 

generate the corresponding DeviceSecret.

For one model one key, you can choose to upload a file as the DeviceName and generate the 

corresponding DeviceSecret.

Production quantity: A maximum of 10,000 devices can be mass-produced in a single run.

One Device, One Secret QR code: Select as required.

Select a Burning Method
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 The process of local burning also comes in two kinds:

1. The device owner selects one device one key for direct burning.

2. The device owner selects the number of devices to be generated in batches.

3. The backend automatically generates a unique DeviceName and DeviceSecret based on the device 

quantity.

4. The backend outputs the generated equipment information via downloading a CSV file.

5. The device owner can perform the burning process during the specific generation process after 

downloading the file.

1. The device owner selects one device one key for direct burning.

2. The device owner selects the file upload method and imports the pre-prepared file.

3. The backend uses the data in the first column of the uploaded file as the DeviceName and automatically 

generates the corresponding DeviceSecret.

4. The backend outputs the generated equipment information via downloading a CSV file.

5. The device owner can perform the burning process during the specific generation process after 

downloading the file.

The purpose of dynamically obtaining the device is not to provide the DeviceSecret during the distribution 

stage, but only to provide the ProductID, ProductSecret, and DeviceName. During the production testing 

phase, the device will dynamically obtain the corresponding DeviceSecret from the cloud based on the 

Feature Item Local Burning Dynamic Obtaining

Device burning 

information

Device certificate, namely: 

ProductID, DeviceName, 

DeviceSecret.

Device certificate, namely: ProductID, 

ProductSecret, DeviceName (device name, 

generally the MAC address, SN, etc. of the device 

itself).

Generation 

Method

Automatically generate and 

upload files.
Upload file.

Production 

Quantity

10,000 devices under a single 

product.
10,000 devices under a single product.

Security Relatively high. Moderately low.

Enabled by 

default.
Yes. Manually enable in the console.

Local Burning

First method: The system automatically generates a batch of DeviceNames and DeviceSecrets.

Second method: The device owner uploads the product serial number as the DeviceName, and then the 

system generates a DeviceSecret that has a one-to-one correspondence with it according to the 

uploaded serial number.

System-Generated DeviceName and DeviceSecret

System Generates Paired DeviceSecret According to the User Imported DeviceName

Dynamic Obtaining
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ProductID, ProductSecret, and DeviceName. After receiving it, the device will store the DeviceSecret and 

then initiate the normal login process of the device. It can be applied to scenarios where device key 

information needs to be distributed multiple times.

1. The device owner selects the burning method of dynamic registration with one model one key.

2. The device owner selects the file upload method and imports the pre-prepared file.

3. The backend uses the data in the first column of the uploaded file as the DeviceName.

4. The system outputs the product Secret Parameter for the product that selects "dynamically obtain".

5. The device owner distributes the list file of ProductID, ProductSecret and DeviceName to the 

manufacturer.

When performing mass production, you may encounter error prompts. See the following table for error codes 

and reasons.

Console Operation Process

Error Prompt

Error Code Error Cause

hub create device timeout Device creation timeout

normal device license limit
Insufficient number of ordinary device activation 

codes

video device license limit
Insufficient number of audio/video device 

activation codes

If you encounter other notifications, please Submit a Ticket  for consultation, or proceed to purchase.

https://console.cloud.tencent.com/workorder/category?from=doc_1081
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The process for devices to dynamically obtain keys during the manufacturer's programming and production 

testing phase when devices go online is as follows:

1. The device manufacturer burns the data obtained from the device owner.

2. Perform production testing after completion of burning.

3. After the device is powered on, if the firmware program checks and finds no DeviceSecret locally, it will 

send the product ID, product key, and DeviceName through the API encapsulated by the Device SDK. The 

SDK will retrieve the DeviceSecret from the cloud.

3.1 First, perform signature verification on the validity of the request.

3.2 Secondly, check whether the DeviceName already exists in the cloud.

4. After receiving the DeviceSecret, the device decrypts it and stores it locally.

5. The device side initiates an MQTT log-in request to the cloud with the dynamically obtained DeviceSecret.

6. If the login is successful, it indicates that the first step of the production test has passed.

Additional Notes

If not exist, registration fails and production test also fails.

If the device exists, the cloud will return an encrypted DeviceSecret for the DeviceName.
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Activation Code Overview
Last updated：2025-04-27 17:31:51

Activation code overview is used to view the total count and remaining quantity of device activation codes of 

the current account. It mainly includes ordinary connection device activation codes, value-added feature 

activation codes such as audio and video.

1. Log in to IoT Explorer, select Public Instance. Click to enter the menu Mass Production > Activation Code 

Overview.

2. View the activation code overview, including the number of registrable devices, the number of registered 

devices, and the remaining number of registrable devices.

3. View the activation code details, including device activation codes, audio and video activation codes, and 

value-added activation codes.

Operation Steps

Device activation code: Each device of a public instance that accesses a platform needs to use a 

device activation code. Meanwhile, the quantity of device activation codes impacts the TPS of the 

public instance. Support viewing the quantity of free test activation codes (pending use/total valid 

count), the quantity of non-Bluetooth device activation codes (pending use/total valid count), and the 

quantity of Bluetooth device activation codes (pending use/total valid count).

 

https://console.cloud.tencent.com/iotexplorer
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Audio and video activation code: In addition to the device activation code, devices of the audio and 

video service category need to consume additional audio and video activation codes for using network 

resources to transmit audio and video.

Value-added activation code: The value-added service activation code is used to enable paid value-

added services such as face recognition, Tencent Real-Time Communication (TRTC), voice assistant, 

and WeChat Call for devices.
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After-Sales Operation and Maintenance

Firmware Upgrade
Last updated：2025-04-27 17:32:16

This document primarily introduces the method of use of firmware upgrade on IoT Explorer, helping you 

quickly use the firmware upgrade service.

1. Log in to the IoT Explorer console  and enter a public instance.

2. Select After-sales Maintenance > Firmware Upgrade in the left sidebar menu to enter the firmware list 

page, where all current firmware can be viewed.

3. Click Add Firmware to add new firmware.

Overview

Operation Steps

Add Firmware

Firmware name: Supports Chinese, English uppercase and lowercase letters, digits, and some 

commonly used symbols (underscore, minus sign, parenthesis). It must start with Chinese, English, or 

digits and its length must not exceed 32 characters.

Associated product: Select the product to which the uploaded firmware belongs.

https://console.cloud.tencent.com/iotexplorer
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4. After uploading is complete, the firmware will be displayed in the list. You can perform operations such as 

upgrading, CRUD operations, and viewing details on the firmware.

After the firmware is successfully uploaded, select the target firmware version you want to upgrade to and 

click Firmware Upgrade on the right side of the firmware list to initiate an upgrade task. The firmware upgrade 

methods support two kinds of batch upgrade methods: upgrading by firmware version number and upgrading 

by device name.

1. Enter the firmware upgrade page. The page displays information about the target firmware to be upgraded 

(for example, firmware name, associated product, firmware version number).

2. Select batch upgrade method as "Upgrade by Firmware Version".

Firmware version number: Only supports English letters, digits, periods, hyphens, and underscores. 

Length limited to 1 - 32 characters.

Select firmware: The uploaded firmware file must be in the specified format: 

.bin,.dav,.tar,.gz,.zip,.gzip,.apk,.xz,.pack. Individual file size must not exceed 1024 MB.

Firmware description: Describe and record the uploaded firmware this time. Length limit 0 - 100 

characters.

Custom information: After an upgrade task is created, the custom information will be sent to the 

device in the upgrade notice.

Note:

A maximum of 100 firmware files can be uploaded under one account. If you continue uploading, 

deleting old versions of firmware is required.

Firmware Upgrade

Upgrade by Firmware Version Number
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The feature of upgrading specified devices is commonly used for grayscale verification of firmware 

content. When the upgrade scope is set to specified devices, click the Select Device button on the right 

of the dropdown list to select multiple target upgrade devices from all devices under this product.

Version number to be upgraded: Select the firmware version number in the dropdown list as the 

firmware to be upgraded. Multiple selections allowed.

Upgrade scope: Support two kinds of upgrade scopes. All devices under the to-be-upgraded version 

number or specified devices can be used as target devices for firmware upgrade.

Upgrade confirmation: Support two kinds of firmware upgrade confirmation methods: silent upgrade 

and user confirmation upgrade. If you use the official Tencent Lianlian application, silent upgrade 

means that no user confirmation is required. The Tencent Lianlian application side will automatically 

complete the upgrade. After re-enabling, it will be the upgraded version; user confirmation upgrade 

means that the user needs to actively enter the device control interface of Tencent Lianlian and check 

and confirm the firmware upgrade on the device details page. If you use other IoT applications, it is 

recommended to choose the silent upgrade method.
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3. Click save. Then, the system will perform an upgrade task and distribute the selected target version 

firmware to the target devices within the upgrade scope.

1. Enter the firmware upgrade page. The page displays information about the target firmware to be upgraded 

(for example, firmware name, associated product, firmware version number).

2. Select the batch upgrade method as upgrade by device name.

Timeout duration configuration: When the cloud does not receive the device firmware upgrade 

message exceeding the timeout duration, the firmware upgrade task will be redistributed. The default 

timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation 

upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

Note:

Upgrading by firmware version requires the device to be upgraded to report the currently running 

firmware version. If it is not uploaded, you can choose to upgrade by device name as introduced 

below.

Upgrade by Device Name
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3. Click save. Then, the system will perform an upgrade task and send firmware to the target device.

1. Click View Detail on the right side of the firmware list in the firmware list to view firmware details.

2. Enter the firmware details page, where you can view the detailed information of the firmware, firmware 

upgrade device statistics, and upgrade task management list.

Specify the device: Upload the list of devices that need firmware upgrade. Click Download Template to 

get the template file, enter the accurate DeviceName in the template file, and then click Upload File to 

upload. Up to 10,000 devices can be upgraded at a time. File support only csv format.

Upgrade confirmation: Identical to upgrading by firmware name, it supports two firmware upgrade 

confirmation methods: silently upgrade and user confirmation upgrade.

Timeout duration configuration: When the cloud does not receive the device firmware upgrade 

message exceeding the timeout duration, the firmware upgrade task will be redistributed. The default 

timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation 

upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

View Firmware Details
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﻿

﻿

Firmware information: including firmware name, associated product, firmware version number, 

firmware signature, signature algorithm, addition time, and firmware description. Click the Edit Button 

in the upper right corner to modify the firmware name and description.

Firmware upgrade device statistics: including the total number of devices in all batch upgrade tasks 

for this firmware, as well as the number of devices corresponding to upgrade tasks with different 

upgrade statuses.

Task management list

Click Task Details to view all upgrade tasks for this firmware. The statuses of upgrade tasks 

include: not started, creating, creation succeeded, creation failed.

 

click Device Details to view the record details of device upgrades in all upgrade tasks associated 

with this firmware. There are 5 device upgrade statuses: Pending, Pushed, Upgrading, 

Successfully Upgraded, and Upgrade Failure.
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﻿

﻿

3. In the Task Details or Device Details of task management, click View Details on the right of a task to go to 

the task details page, where you can view the device list, upgrade status, and statistics of the number of 

devices in different upgrade statuses for this task upgrade. 

In the device detail list, you can view the current upgrade status and status details of all devices in the 

batch task upgrade of this task.

Additionally, on the right side of the device detail list, you can cancel or retry the device upgrade based on 

the upgrade progress. The upgrade status of a canceled upgrade device will be marked as upgrade failure; 

for a device with an upgrade failure, you can click Retry to perform re-upgrade.

Do not display status details when the upgrade status is "Pending" or "Pushed".

When the upgrade status is "Upgrading", the status details include: downloading, burning, and 

simultaneously display the percentage progress.

When the upgrade status is "Upgrade Failure", the status details will feedback error information.
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Device management
Last updated：2025-04-27 17:32:35

After successfully mass-producing devices for a specific product on IoT Explorer, you can manage and view 

device information in the console.

1. Log in to IoT Explorer .

2. On the instance overview page, find the public instance that needs to be turned on. Click the 

corresponding instance to navigate to the instance detail page.

3. Click Equipment Management in Aftersales Operations in the left sidebar to enter the equipment 

management page. You can perform the following operations:

In the Device List, click View corresponding to the device to enter the device details page. You can perform 

the following operations.

Overview

Operation Steps

Managing Devices

View equipment information under a specific product: Select a product in the pull-down menu at the 

top of the page. You can view the current device status:

Inactive: The device is not integrated with IoT Explorer. You can download the Device SDK for 

device development and integrate the device with the IoT platform to activate it.

Online: The device is activated and has a successful connection with the IoT development 

platform.

Offline: The device has been activated and is disconnected from the IoT development platform.

Search for devices: Select the device name or device tag in the search input box on the right to search 

for specific devices. Fuzzy search is supported.

View device details: Find the corresponding device in the list and click View to enter the device details 

page.

Delete a certain device: Find the corresponding device in the list and click Delete to delete the device. 

After the device is deleted, the device certificate information will become invalid, and the data records 

of the device on the IoT platform will also be deleted.

View Specific Device Information

https://console.cloud.tencent.com/iotexplorer
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On the device details page, select Device Information to view the basic device information. This includes:

On the device details page, select Device Properties to view the Thing Model feature items of the device. This 

includes:

View Device Information

Device key: For using key authentication, this information needs to be burned into the device side.

Product ID: unique ID, which needs to be burned into the device side.

Activation time: the time when the device first connects to the development platform.

Last online time: the time when the device last connected to the development platform.

Device status: If the device is online, it displays as "online"; if the device is offline, it displays as "offline"; if 

the device has never connected to the development platform, it displays as "inactive", etc.

View Device Properties

Variable identifier: the identifier in the Thing Model corresponding to the device.

Variable name: correspond to the "feature name" in the Thing Model.

Historical data: Click View to retrieve the historical report data of this feature.

Variable Type: The "data type" in the Thing Model.

Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific 

feature changes, the Latest Value column will immediately display the latest value reported by the device.

Update time: Refers to the change time of the latest value, generally the occurrence time when the device 

reports the specific feature. View the historical reported data of a specific feature. Display the historical 

data reported by the specific feature to the cloud by time, and verify whether the reported data is correct.
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On the device details page, select Device Cloud Log to view the information that the device has uploaded to 

the cloud and received from the cloud.

View Device Cloud Log

View Thing Model Logs

Uplink: Uplink refers to the model data reported from the device to the cloud.

Downlink: Downlink refers to the model data sent from the cloud to the device.

View device events: Select Thing Model logs and click Event to view the event information reported by the 

device to the cloud, This includes:

Definition of event: Defined and managed in the Thing Model.

Event type: The system divides event types into three types, namely Alarm, Fault, and Info.
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View device behavior: Select Thing Model logs and click Behavior to view the behavior information of the 

device, This includes:

Definition of behavior: Defined and managed in the Thing Model.

Behavior description: Used to describe complex business logic. Multiple calling parameters and 

response parameters can be added. It can be used to let devices perform a specific task. For example: 

The unlocking action needs to know which specific user unlocks at what time, as well as the status of 

the lock.

 

View device online and offline logs: View the log records of the device connecting to and disconnecting 

from the cloud.
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Operational Analysis
Last updated：2025-04-27 17:32:55

Use the operation analysis feature to perform statistical analysis on the activation, active, and online device 

data of all products within the project; and perform statistical analysis on the geographic distribution of active 

and activated devices of the product.

There are activated devices, online devices, and devices connected to the platform.

Device overview allows you to view related data of activation, online status, and active status of all products, 

or view the related data of activation, online status, and active status of a specific product by filtering, as well 

as information on daily activated devices, daily active devices, and online devices.

1. Log in to the IoT Explorer console . After entering the public instance, click Operational Analysis > Device 

Overview to enter the overview interface.

2. Select the product you want to view. The page will display the corresponding total number of activated 

devices, number of online devices, number of activations yesterday, number of active sessions yesterday, 

number of activations in the last 7 days, number of active sessions in the last 7 days, number of 

activations in the previous 7 days, and number of active sessions in the previous 7 days. 

 ﻿

3. Select the time period for viewing the activated device count. The system will show the daily activated 

device count of the product in the form of a chart within the specified time range of the filter.

4. Select the time period for viewing active devices (the device must be connected to Tencent Cloud IoT 

Platform). The system will show the daily number of active devices of the product in the specified time 

Overview

Prerequisites

Device Overview

Operation Steps

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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range of the filter in the form of a chart. 

 ﻿

5. Select the time period for viewing online devices. The system will show the daily number of online devices 

of the product in the specified time range of the filter in the form of a chart. 

 ﻿

Device distribution allows you to view all products, or filter a specific product to view the number of active and 

activated devices in different regions within the set time. The system provides two display methods: map and 

table.

1. Log in to the IoT Explorer console . After entering the public instance, click Operational Analysis > Device 

Distribution to enter the device distribution interface.

2. Select the product, time period, and device type to view.

3. The system will display the distribution quantity of devices in different regions on the map according to the 

information such as the product, time period, and device type selected by the user, and intuitively show 

Device Distribution

Operation Steps

 

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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the distribution quantity of devices in each region to the user. 

 ﻿

4. The system provides a table display method. Users can view detailed information such as the quantity and 

proportion of each province and city in the table.

Message overview allows you to view message upstream count, message downstream count, message 

upstream failure count, message downstream failure count, rule hits, and rule forwarding count of all 

products, or view those of a specific product by filtering.

1. Log in to the IoT Explorer console . After entering the public instance, click Operational Analysis > 

Message Overview to enter the device distribution interface.

2. Select the product and time granularity you want to view to view related message data.

Message Overview

Operation Steps

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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Enterprise Instance Device Connectivity

Product Management
Last updated：2025-04-27 17:33:21

User devices need to be connected to the platform. First, you need to create a product. A product refers to a 

collection of devices of the same type. This document primarily introduces how to use the platform to create, 

modify products, set identity verification for devices belonging to the product, etc.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click Enterprise Instance to enter the instance internal page. Click Product Development in the left menu 

to enter the product list.

3. Click Create Product, and the following interface is displayed.

Product Management Overview

Operation Steps

Create a Product

https://console.cloud.tencent.com/iotexplorer
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4. When creating a product, you must select a product category. If there is no suitable category, you can 

choose Other Sector > Other Category > Custom Category. The form page for creating a product will be 

displayed after selecting a category.

Product information settings are as follows:

Product name: the name of the product. Product names under the same account must be unique. It 

supports a combination of Chinese characters, letters, digits, and underscores.

Device type: Device type is divided into 3 categories: device, gateway, and subdevice. Details as 

follows:

Device: This type of device can access IoT Explorer directly and has no mounted subdevices.

Gateway: This type of device can directly access the IoT development platform and can accept 

subdevices to join the LAN. It can maintain the topological relationship of subdevices and 

synchronize the topological relationship with subdevices to the cloud.
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5. Click Create Product, and the system will create a product and return to the product list page.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance to enter the instance details page. Click "Product Development" in the left 

menu to enter the product list. Select a created specific product and click on the product name to enter 

the following interface.

Subdevice: This type of device must rely on a gateway device to communicate with IoT Explorer. 

For example, Zigbee, Bluetooth, RF433 and other devices. For the description of gateways and 

subdevices, refer to the documentation gateway subdevice .

Communication method: The communication method is generally a communication method that can 

be directly connected to the platform for device usage. Including Wi-Fi, mobile cellular (2G/3G/4G), 

LoRaWAN, Ethernet and other communication methods.

Authentication method: IoT Explorer provides two authentication methods for authentication between 

devices and the platform.

Certificate authentication: When creating a device, the platform will generate a certificate file and 

a private key file for the device to achieve mutual authentication between the device and the 

cloud.

Key authentication: Use the randomly generated device key provided by the platform when 

creating a device.

Access Gateway Protocol (selectable as sub-device when device type is selected): indicates the 

communication protocol type for the devices under this product to act as sub-devices communicating 

with the gateway.

Zigbee: Indicates that the communication protocol between the subdevice and the gateway is 

ZigBee.

BLE: Indicates that the communication protocol between the subdevice and the gateway is BLE.

433: Indicates that the communication protocol between the subdevice and the gateway is 433.

Customization: Indicates that the communication protocol between the subdevice and the 

gateway is another standard or a private protocol.

Data protocol: Defaults to the data protocol of the MQTT Thing Model. Alternatively, you can use a 

custom MQTT protocol for pass-through.

Description: The word count must not exceed 80 characters. You can fill in this field as needed.

Viewing Products

https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/47440
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3. The most important information of the product will be displayed in the top area during the product 

development process. Click More Information, and the product information will be displayed on the right 

side of the screen, and you can initiate modification operations.

1. If a user wants to modify product information, click the "Modify Product Information" button. In the pop-up 

box, the product and remark can be modified.

Modifying a Product
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2. Modification of a product only allows modifying the product name and remark information. Other 

information cannot be modified. If other information must be modified, the product can be deleted and 

recreated.

 

Enabling Dynamic Registration
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When users' devices are in mass production, they don't want to burn the triplets (i.e., product ID, device 

name, device key) generated by Tencent Cloud IoT Platform into the devices during the production line 

programming. Instead, they hope to use unified firmware and burn the same information to reduce mass 

production costs. Users can enable the "Dynamic Registration" option for the product. Once enabled, it 

means that the product supports devices dynamically generating device keys, i.e., using " Product-Level Key 

Authentication " method. How to enable dynamic registration? The detailed steps are as follows:

1. Select the products that need to enable "dynamic registration", click the "dynamic registration" switch in 

the figure below. Enabling this option means the product supports product-level key authentication.

2. Once the dynamic registration switch is enabled, the system will automatically generate a "product key". 

This product key will be burned into the device along with the product ID. For information on how the 

device calls the dynamic registration API, please refer to " Dynamic Registration API Description ".

3. For some users' devices, when auto-creating devices, if it is hoped that the device side can randomly 

generate a regular device number for device number registration, then "Auto-create Device" can be re-

enabled. Enabling automatic device creation means that the IoT platform allows the use of the 

DeviceName transmitted by the device to the platform to create a device.

https://cloud.tencent.com/document/product/1081/47494
https://cloud.tencent.com/document/product/1081/47494
https://cloud.tencent.com/document/product/172554601400479744
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Product Development

Thing Model Definition
Last updated：2025-04-27 17:33:48

A Thing Model is a digital model defined by Tencent Cloud IoT for the same type of devices, i.e., products. It 

digitally describes products through three feature types: properties, events, and actions.

The features of the product include standard features and custom functions.

Thing Model Overview

Feature Type Feature Description

Attribute

Various parameters and status data of devices during operation. For 

example, the temperature and humidity values collected by the Temperature 

and Humidity Sensor; the switch status values of electrical devices, the 

current speed and latitude and longitude values collected by vehicle-

mounted devices. Properties support two types: read-write and read-only. 

Read-write means that the property can be reported to the platform from the 

device end and can also be controlled by initiating from the platform. Read-

only means that the property is only reported from the device to the platform.

Event

Data initiated by the device during runtime that requires the User Business 

System to be aware of, including three event types: information, alarm, and 

fault. For example, when a device malfunctions during operation, it is required 

to send the fault information and related data at the time of failure to the 

platform.

Behavior

The calling method provided by the device for applications, used for the 

business to initiate requests. The device end needs to process and then 

return the processing result. Scenarios where the business system can 

synchronously or asynchronously obtain the results. For example:

Parking lot users need the boom barrier to be opened for passage 

immediately after paying the parking fee. The business system needs to 

obtain the final status synchronization of whether the operation of the 

boom barrier is successful.

After a cloud printing scenario user issues a printing action, the input 

parameters of the action include the order ID, the content of the printed 

document, etc. The output parameters include the encoding of the print 

result.

Thing Model Category

Feature Category Feature Description

Standard feature

Standard features refer to the Thing Models of some common device categories 

provided by Tencent Cloud IoT Platform. They are usable by users. Users can 

also choose not to use them as needed.
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Standard features of Tencent Cloud IoT, preset category, default Thing Model definition, as well as advanced 

features corresponding to the default Thing Model.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu, 

enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Standard Features on the standard feature tab page.

4. Other product categories are system-preset Thing Models at the same level as the category selected by 

the user. Users can add them as needed. Once confirmed, the selected Thing Model will be added to the 

"custom function".

Custom function allows users to freely define the Thing Model according to the specifications of the device, 

giving users full freedom to define.

Custom function

Custom function refers to the functionality provided by Tencent Cloud IoT 

Platform that allows users to freely define the Thing Model of products. Users 

can freely create, delete and edit Thing Model features according to the 

specifications and characteristics of the equipment.

Advanced Features

Advanced Features refer to the value-added service features provided by 

Tencent Cloud IoT for users. For example, the tencent real-time communication 

(TRTC) service can be applied to visual intercom, Cloud Broadcasting real-time 

shouting, one-to-many emergency call scenarios; Advanced Features generally 

automatically generate corresponding standard features.

Operation Steps

Add Standard Features

Custom Addition of Thing Model Attributes

https://console.cloud.tencent.com/iotexplorer
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1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu, 

enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Custom Function button on the custom function tag page.

4. In the popup window, select the "feature type" as needed. For example, if a lighting category product has 

an attribute switch, enter "Switch" for the feature name. The identifier must be unique across all Thing 

Models of the product. Select the data type and then save.

 

https://console.cloud.tencent.com/iotexplorer
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1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu, 

enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Custom Function button on the custom function tag page.

4. In the pop-up window, select "event" as needed, and select "event type" as "information" again. Users can 

freely define the event information that the device sends to the IoT platform.

 

Custom Addition of Thing Model Events

https://console.cloud.tencent.com/iotexplorer
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1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu, 

enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Custom Function button on the custom function tag page.

4. In the pop-up window, select "Behavior" as needed. In self-service retail scenarios, shared payment 

scenarios, or parking scenarios, functions such as door opening, unlocking, and barrier opening are often 

required to be sent by the business system through the IoT platform immediately after payment. The 

business system needs to obtain the real-time processing results from the device side in real time. If there 

is no prompt response, the business system needs to cancel the transaction, for example, by initiating a 

refund.

5. The above feature scenes require entering the corresponding behavior names in the feature name entry. 

For example, "unlock", with the identifier "Open". Request parameters need to be defined by users. For 

example, a string type order ID can be defined so that the business system can track the processing 

situation of each order on the device side. Response parameters are the parameters reported to the IoT 

platform by the device side after the unlock operation is completed. Then, the order ID and the field code 

Custom Addition of Thing Model Behavior

https://console.cloud.tencent.com/iotexplorer
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of the final unlock status result of the device can also be added. If the unlock succeeds, the return code is 

0; if it fails, the return code is 1. When the business system receives a return code of 1, it can either retry if 

permitted by the business, or initiate a refund operation after multiple retries fail.

After the behavior function settings are completed, device behavior invocation can be implemented in the 

developer resources API Explorer 3.0  provided by Tencent Cloud. When making an API call, fill in the 

corresponding ActionId and input parameters for testing.

https://console.cloud.tencent.com/api/explorer?Product=iotexplorer&Version=2019-04-23&Action=CallDeviceActionSync
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After receiving the Action message, the device cooperates to implement the corresponding Action. C-SDK  

provides automatic code generation for data templates and a response framework for attributes, events, and 

actions.

The advanced features of the Thing Model are value-added paid features of Tencent Cloud IoT Explorer. For 

example, in scenarios where devices and users need tencent real-time communication (TRTC), voice AI, and 

music content services, such as the tencent real-time communication (TRTC) service can be applied to 

visual intercom, Cloud Broadcasting real-time shouting, one-to-many emergency call scenarios. Advanced 

features generally automatically generate corresponding standard features. If you need to use them, please 

submit an application  for business consultation. The staff will contact you regarding the service purchase 

matters.

1. After adding standard features and custom functions, users can click "View Thing Model JSON" to view 

the JSON format corresponding to the Thing Model.

 

Advanced Functions of Thing Model

View Thing Model JSON

https://cloud.tencent.com/document/product/1081/39329
https://cloud.tencent.com/apply/p/unl6kb95a8t
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2. Users can copy or download the JSON Thing Model. The copied JSON can be used with the import Thing 

Model feature to replicate the Thing Model definition between products, as shown below:

Import Thing Model
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1. After copying the JSON of a specific product's Thing Model, you can use the "Import Thing Model" feature 

to copy the JSON into the textbox below.

2. Click the "Import" button will override the original product's Thing Model. If it is a mass-produced product, 

the Thing Model import feature needs to be used with caution.

The JSON description of the Thing Model for the smart light, including various data types and event types. An 

example JSON is as follows:

Thing Model Format Reference

  "version": "1.0"

  "profile": 

    "ProductId": "2300UMK31M"

    "CategoryId": "3"

  

  "properties": 

    

      "id": "power_switch"

      "name": "light switch"

      "desc": "Control the on and off of the light"

      "required": true

      "mode": "rw"

      "define": 

        "type": "bool"

        "mapping": 

          "0": "Off"

          "1": "On"

        

      

{

,

{

,

},

[

{

,

,

,

{

,

{

}

}
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      "id": "color"

      "name": "color"

      "desc": "Light color"

      "mode": "rw"

      "define": 

        "type": "enum"

        "mapping": 

          "0": "Red"

          "1": "Green"

          "2": "Blue"

        

      

    

    

      "id": "brightness"

      "name": "brightness"

      "desc": "Light brightness"

      "mode": "rw"

      "define": 

        "type": "int"

        "unit": "%"

        "step": "1"

        "min": "0"

        "max": "100"

        "start": "1"

      

    

    

      "id": "name"

      "name": "light position name"

      "desc": "Light position name: study, living room"

      "mode": "rw"

      "required": false

      "define": 

        "type": "string"

        "min": "0"

        "max": "64"

      

    

  

  "events": 

    

      "id": "status_report"

      "name": "DeviceStatus"

      "desc": "Report the device status"

      "type": "info"

      "required": false

      "params": 

},

{

,

,

{

,

{

,

,

}

}

},

{

,

,

{

,

,

,

,

,

}

},

{

,

,

,

{

,

,

}

}

],

[

{

,

,

,

,

,

[



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 93 of 334

        

          "id": "status"

          "name": "running_state"

          "desc": "Report current device running state"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "normal"

              "1": "fault"

            

          

        

        

          "id": "message"

          "name": "Message"

          "desc": "Some extra message"

          "define": 

            "type": "string"

            "min": "0"

            "max": "64"

          

        

      

    

    

      "id": "low_voltage"

      "name": "LowVoltage"

      "desc": "Alert for device voltage is low"

      "type": "alert"

      "required": false

      "params": 

        

          "id": "voltage"

          "name": "Voltage"

          "desc": "Current voltage"

          "define": 

            "type": "float"

            "unit": "V"

            "step": "1"

            "min": "0.0"

            "max": "24.0"

            "start": "1"

          

        

      

    

    

      "id": "hardware_fault"

      "name": "Hardware_fault"

      "desc": "Report hardware fault"

{

,

,

,

{

,

{

,

}

}

},

{

,

,

,

{

,

,

}

}

]

},

{

,

,

,

,

,

[

{

,

,

,

{

,

,

,

,

,

}

}

]

},

{

,

,

,
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      "type": "fault"

      "required": false

      "params": 

        

          "id": "name"

          "name": "Name"

          "desc": "Name like: memory,tf card, censors ..."

          "define": 

            "type": "string"

            "min": "0"

            "max": "64"

          

        

        

          "id": "error_code"

          "name": "Error_Code"

          "desc": "Error code for fault"

          "define": 

            "type": "int"

            "unit": ""

            "step": "1"

            "min": "0"

            "max": "2000"

            "start": "1"

          

        

      

    

  

  "actions": 

    

      "id": "unlock"

      "name": "Behavior detection for turning on the light"

      "desc": "Action for turning on the light"

      "input": 

        

          "id": "open"

          "name": "switch"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "Off"

              "1": "Open"

            

          

        

        

          "id": "user"

          User

          "define": 

,

,

[

{

,

,

,

{

,

,

}

},

{

,

,

,

{

,

,

,

,

,

}

}

]

}

],

[

{

,

[

{

,

{

,

{

}

}

},

{

,

{
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To understand the Thing Model Protocol, refer to Thing Model Protocol .

            "type": "string"

            "min": "0"

            "max": "2048"

          

        

      

      "output": 

        

          "id": "user"

          User

          "define": 

            "type": "string"

            "min": "0"

            "max": "2048"

          

        

        

          "id": "time"

          "name": "Light on time"

          "define": 

            "type": "timestamp"

          

        

        

          "id": "state"

          "name": "light status"

          "define": 

            "type": "bool"

            "mapping": 

              "0": "Off"

              "1": "On"

            

          

        

      

      "required": false

    

  

,

,

}

}

],

[

{

,

{

,

,

}

},

{

,

{

}

},

{

,

{

,

{

}

}

}

],

}

]

}

References

https://cloud.tencent.com/document/product/172554601385799680
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Device Development
Last updated：2025-04-27 17:34:05

After the user completes the definition of the Thing Model, the device needs to be connected to the platform 

as required by the access protocol. This document primarily introduces how to use the development platform 

for device development.

The Thing Model Topic is an automatically generated Topic when the platform uses the data protocol for 

Thing Model products.

System-level Topic is an automatically generated Topic for each product by the platform, typically a system 

standard feature such as OTA.

Device Development Overview

Device development can also support user management topics and can be freely defined.

Equipment development supports cloud parsing feature. When using MQTT Custom Transparent 

Transmission Protocol, if you hope to parse it into Thing Model JSON format in the cloud, you can enable 

cloud parsing.

Topic Management

Thing Model Topic

System-Level Topic
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Custom Topic is a management feature provided by the platform for users to customize. It is usually applied 

when users need to freely define the message transmission format and Topic name between devices and the 

platform.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance, enter it, and select Product Development in the left menu. Click the target 

product in the product list. By default, enter Thing Model Definition.

3. Select device development, click Topic List > Custom Topic.

4. The system has generated 3 custom topics for the products created for the user by default. If users need 

to define a new topic, click the "Add Custom Topic" button.

5. On the interface below, input the Topic name, set the permission for the Topic, and click Confirm to create 

the Topic.

Custom Topic

https://console.cloud.tencent.com/iotexplorer
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 Operation permissions include "publish", "subscribe", and "subscription and publication".

After the user creates a product and defines the Thing Model of the product, click Device Development. You 

can access the platform through the multi-language SDK provided by the platform or modules, DTUs, edge 

gateways that have been integrated with Tencent Cloud IoT Explorer. Currently, three development methods 

are provided.

Publish: It means that the device end of this Topic can only publish and has no permission to 

subscribe. The Topic with publishing permission is generally for the device end to send data to the 

platform. If a device subscribes to a Topic with only "publish" permission, it will fail to subscribe, and 

the cloud diagnostic logs will also prompt "Subscribe no permission (to be refined)".

Subscribe: It means that the device end of this Topic can subscribe. The Internet of Things Platform 

will deliver messages to the device through this Topic.

Publish and subscribe: It means that the Topic simultaneously possesses publish and subscribe 

permissions.

Device Development

Develop based on modules: Meet the scenarios where the MCU communicates via the serial port and 

communicates with the cloud through modules.

Develop based on SDK: Meet the access scenario of directly integrating the C SDK.

Develop based on OS: Meet the access scenario of integrating the C SDK based on the Internet of Things 

operating system.
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1. If your device needs to connect to the development platform through a communication module, click 

Module-based Development.

2. The system displays a module selection window. You need to choose an appropriate communication 

module based on your business requirements. This includes the module brand and the module 

 

Developing Based on Modules
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communication type. After choosing an appropriate module, you can click Confirm. 

 ﻿

3. After selecting a module, you can click Reselect to replace the module. You can also click View Details to 

learn about the detailed parameters of the module. Additionally, you can click Procurement Consultation 

to purchase from a module company. 

 ﻿

4. Embedded development.

For devices connected via modules, if a data template is defined, the platform provides the 

functionality of automatically generating MCU SDK code, which is used to speed up how the MCU 

connects to the communication module.

Click MCU SDK code. The development platform will generate a compressed file. After you download 

it, you can just follow the development guide to connect the device to the development platform.
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5. Download the AT Command Protocol. 

 Click Tencent Cloud IoT AT Command Protocol   to learn about the Tencent Cloud IoT AT Command 

Protocol.

1. If the IoT operating system running on your device is an OS type that has been integrated with the SDK, 

you can click Development Based on OS to view the development guide for integrating with the 

corresponding IoT operating system access platform.

2. Embedded development.

How to perform MCU development based on the downloaded MCU SDK code. For details, see related 

document in Device Development Guide .

Developing Based on OS

Data template configuration file generation: If the data template and events of the defined product 

have been created, based on the guide documentation, you can understand how to generate template 

code from the data template, and how to perform business logic development based on the generated 

data template configuration file as well as data template examples.

OS code download: Provide the download paths of Tencent IoT Terminal Operating System 

(TencentOS tiny) and RT-Thread.

Development guide: Provide development guides for integrating with Tencent Cloud IoT development 

platform based on different IoT operating systems.

https://github.com/tencentyun/qcloud-iot-sdk-tencent-at-based/blob/master/docs/Tencent_AT_instruction_set_V3.1.3.pdf
https://cloud.tencent.com/document/product/1081/48385
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Device Debugging
Last updated：2025-04-27 17:34:24

After the device side completes the integration development with the platform or connects to the platform 

using the MQTT client tool, it can view the device uplink and downlink business data, online and offline status, 

and device trace logs during the development and mass production stages through the device debugging 

feature to support users in locating and analyzing and resolving problems. This documentation introduces 

how to perform device debugging.

Perform device debugging. First, create a device.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance, enter the instance internal page, click Product Development in the left 

menu, enter the product list, and choose a "product" to enter the third step Device Debugging.

3. Click Create New Device to enter the create device page.

4. Enter the device name (the device name under each product is unique. It is recommended to use English 

or numbers. Chinese characters are not allowed). Click save to create the device.

Device Debugging Overview

Operation Steps

Create New Device

https://console.cloud.tencent.com/iotexplorer
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5. After successful creation, the successfully created device will be viewed on the Device Debugging list 

page. The default status of the first created device is "Inactive".

1. Upon success of creating a new device, it is required to query device information, obtain important 

parameters and perform device debugging.

2. Click the device name in the device list to view the basic device information.

View Device Information
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3. Once the device view is opened, the basic device information can be viewed.

4. Below the basic device information, tags can be set, and whether to enable the local log of the device can 

also be configured. The automatically generated "device connection parameters" can be copied, and 

ClientId, UserName, and Password can be directly copied into MQTT client tools such as MQTT.fx for 

quick simulation of device access to the platform.

Device name: A unique device ID under the product, which generally needs to be burned into the 

device.

Product ID: the product ID to which the device belongs, which generally needs to be burned into the 

device.

Associated product: the name of the product to which the device belongs.

Device key: a randomly generated key for each device by the platform. To authenticate using the key, 

this information needs to be burned into the device.

Creation time of the device: the time when the device was initially created successfully.

Last online time: the time when the device last connected to the connection platform.

Activation time: the time when the device successfully connects to the platform for the first time.  

Device status: the current device status. If the device successfully connects to the platform via MQTT, 

it displays "online". If the device is offline, it displays "offline". If the device has never connected to the 

platform, it displays "inactive".
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1. When the device is successfully connected to the platform and publishes messages to the Thing Model 

Topic, the submitted attributes, events, acts and other data of the device can be viewed under "Cloud Log 

of the Device" > "Thing Model Log".

2. List all the attribute functions of the Thing Model of this device in the list.

View Thing Model Logs

Identifier: the identifier in the Thing Model corresponding to the device.

Feature name: the "feature name" in the corresponding data template.

Historical data: click View to retrieve the historical data reporting of this feature item.
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3. View the historical report data of a specific feature. Display the historical data reported by the feature to 

the cloud in chronological order and verify whether the reported data is correct.

4. When the device reports data in the format of the Thing Model Protocol, if the latest value cannot be 

viewed in the Thing Model Log, you need to confirm whether the format of the reported data is correct. For 

details, see Thing Model Protocol  and Common Issues of Thing Model .

1. Content logs provide users with the feature to query uplink and downlink content logs of devices by Topic. 

Users select "Content Log", and the "Log Type" drop-down list will be shown.

2. Select "Attribute" as the log type. The drop-down list of Topic will automatically load the Topic 

corresponding to the attribute, and retrieve all upstream and downstream attribute content logs of the 

device and platform within the selected date range. Users can select different types as needed, and 

retrieve the upstream and downstream content data corresponding to different Topics for device 

debugging and problem localization.

Data type: the "data type" of the functionality in the Thing Model.

Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific 

feature changes, the Latest Value column will immediately display the latest value reported by the 

device.

Update time: refers to the time when the latest value changes. It is generally the occurrence time of 

the device reporting the feature.

View Content Log

https://cloud.tencent.com/document/product/172554601385799680
https://cloud.tencent.com/document/product/172554604168720384
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1. Online and offline logs provide users with the feature to query logs of devices connecting to the platform 

(going online) and devices actively or passively disconnecting from the platform.

2. Device disconnect means the device actively closes the connection with the platform. Device keepalive 

timeout indicates that the device does not send heartbeat, causing the connection to close due to timeout.

The cloud diagnostic logs feature is used to view the end-to-end trace logs of interactions between devices 

and the cloud, helping users quickly diagnose exceptional errors that occur with devices during the 

debugging process, such as permission denied for subscribing to topics, failed to release uplink messages, 

release failure of rule engine forwarding to third-party services, etc., for locating exceptional events. This 

View Online and Offline Logs

View Cloud Diagnostic Logs
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document is used to locate the cause of communication content between devices and cloud messages and 

seek a solution.

Device Online and Offline Related

content result errcode Description

Device connect FAIL, system error Dev_Conn_System_Err
Device going online fails. 

System error.

Publishing and Subscribing to Topics Related

content result errcode Description

Device subscribe 

topic: {}

FAIL, unauthorized 

operation

Subscribe_Topic_Unau

thorized

Failed to subscribe. No 

permission to subscribe to 

the topic.

Device subscribe 

topic: {}
FAIL, system error Subscribe_System_Err

Failed to subscribe. 

System error.

Device 

unsubscribe topic: 

{}

FAIL, system error
UnSubscribe_System_

Err

Unsubscribe failed. 

System error.

Device Message Related

content result errcode errcode Definition

Device publish 

message to topic:{}, 

QOS:{}

FAIL, unauthorized 

operation
Dev_Pub_Unauthorized

Publication failed. 

No permission to 

release to the 

Topic.

FAIL, reach max 

limit with {}

Dev_Pub_Reach_Max_Limi

t

Publication failed. 

publish exceeds 

the frequency 

limit.

FAIL, payload too 

long({} > {})

Dev_Pub_Payload_TooLon

g

Publication failed. 

payload exceeds 

the length limit.

FAIL, system error Dev_Pub_System_Err
Publication failed. 

System error.

Publish message to 

device: topic: {}, QOS:{} 

{Error description of the 

business}

FAIL,no subcriber
Pub_To_Dev_No_Subscrib

er

Sending failure. 

No subscribers.

FAIL, too many 

offline message

Pub_To_Dev_Offline_Msg_

Exceed_Limit

Sending failure. 

Offline message 

storage is full.
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FAIL, offline 

message payload 

exceed limit

Pub_To_Dev_Payload_Too

_Large

Sending failure. 

payload size 

exceeds the limit.

FAIL, system error Pub_To_Dev_System_Err
Sending failure. 

System error.

Rule Engine Related

content result errcode
Definition of 

errcode

Send message to 

RuleEngine, topic:{}

FAIL, system 

error

Msg_Send_To_Rule_System_

Err

Forwarding 

failure. System 

error.

MQ:forward CMQ, type:

{}, CMQ{queue: {}, 

region: {}}

FAIL, queue 

name is not 

existed, or 

deleted

MQ_Queue_NotExist_Or_Delet

ed

Forwarding 

failure. Queue 

does not exist, or 

the queue has 

been deleted.

FAIL, exceed 

maximum 

message size

MQ_Exceed_Max_Msg_Size

Forwarding 

failure. At least 

one message 

has reached the 

maximum 

message size 

limit.

FAIL, reach 

maximum 

retention number 

of message

MQ_Reach_Max_Retention_N

um

Forwarding 

failure. The 

maximum 

message 

backlog count of 

the queue has 

been reached.

FAIL, 

unexpected 

error: {}

MQ_Forward_CMQ_Unexpect

ed_Err

Forwarding 

failure. Public 

error of Tencent 

Cloud API.

FAIL, system 

error

MQ_Forward_CMQ_System_E

rr

Forwarding 

failure. System 

error.

MQ forward CKafka, 

type:{}, Ckafka{instance:

{}, topic: {}, region: {}}

FAIL, 

unexpected 

error: {}

MQ_Fowward_Kafka_Unexpec

ted_Err

Forwarding 

failure. Kafka 

error 

information.

FAIL, system 

error

MQ_Fowward_Kafka_System_

Err

Forwarding 

failure. System 
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error.

RuleEngine republish 

message, source topic:

{}, destination topic: {}

FAIL, no such 

field({}) in 

payload

Payload_No_Field

Forwarding 

failure. The 

payload has no 

corresponding 

field.

FAIL, system 

error
Rule_Repub_System_Err

Forwarding 

failure. System 

error.

RuleEngine forward 

third-party server,topic:

{}, url:{}

FAIL, url server 

timeout

Forward_Third_Not_Respondi

ng

Forwarding 

failure. Third-

party server has 

no response.

FAIL, system 

error
Forward_Third_System_Err

Forwarding 

failure. System 

error.

RuleEngine forward 

CKafka, topic:{}, 

Ckafka.instance:{}, 

topic: {}, region: {},retry 

times:{}"

FAIL,unexpected 

error: {}

Rule_Forward_Kafka_Unexpe

cted_Err

Forwarding 

failure. Kafka 

error 

information.

RuleEngine forward 

CMQ Topic, IOT topic:{}, 

CMQ.topic:{}, region:{}

FAIL,system 

error:{}

MQ_Queue_NotExist_Or_Delet

ed

Forwarding 

failure. Queue 

does not exist, or 

it has been 

deleted.

MQ_Exceed_Max_Msg_Size

Forwarding 

failure. Message 

exceeds the 

maximum limit.

MQ_Reach_Max_Retention_N

um

Forwarding 

failure. The 

maximum 

retention number 

has been 

reached.

Rule_Forward_CMQ_Topic_No

_Subscription

Forwarding 

failure. This topic 

has no 

subscribers.

Rule_Forward_CMQ_Topic_Un

expected_Err

Forwarding 

failure. Unknown 

error.
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RuleEngine forward 

CMQ Queue, IOT topic:

{}, CMQ.topic:{}, region:{}

FAIL,system 

error:{}

MQ_Queue_NotExist_Or_Delet

ed

Forwarding 

failure. Queue 

does not exist, or 

it has been 

deleted.

MQ_Exceed_Max_Msg_Size

Forwarding 

failure. Message 

exceeds the 

maximum limit.

MQ_Reach_Max_Retention_N

um

Forwarding 

failure. The 

maximum 

retention number 

has been 

reached.

Rule_Forward_CMQ_Topic_No

_Subscription

Forwarding 

failure. This topic 

has no 

subscribers.

Rule_Forward_CMQ_Topic_Un

expected_Err

Forwarding 

failure. Unknown 

error.

RuleEngine forward 

CTSDB. topic:{}, 

CTSDB.instanceid:{}, 

region:{}, metric:{}

FAIL,system 

error:{}

Rule_Forward_Ctsdb_System_

Err

Forwarding 

failure. System 

error.

RuleEngine forward 

Mongo, topic:{}, 

Mongo.instanceid:{}, 

database:{}, collection:{}

FAIL,system 

error:{}

Rule_Forward_MongoDB_Syst

em_Err

Forwarding 

failure. System 

error.

RuleEngine forward TCB 

Func,get role error topic:

{}, TCB.envID:{}, 

functionName:{}

FAIL,system 

error:{}

Rule_Forward_TCB_Func_Sys

tem_err

Forwarding 

failure. System 

error.

RuleEngine forward 

Mysql.IOT topic:{}. info:{}

FAIL,system 

error:{}

Rule_Forward_Mysql_System_

Err

Forwarding 

failure. System 

error.

RuleEngine forward 

TDMQ.IOT topic:{}. info:

{}

FAIL,system 

error:{}

Rule_Forward_TDMQ_System

_Err

Forwarding 

failure. System 

error.

Process sql: {}
FAIL,unexpected 

error:{}
Rule_Process_SQL_Err

Execution 

failure.

Payload is not JSON fmt FAIL Payload_Not_JSON The message 

payload is not in 
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1. After your real device has been successfully connected to the development platform, you can use online 

debugging to test the data transmission and reception of the real device.

2. Click Online Debugging to enter the online debugging feature. The premise is that the real device is 

enabled and successfully connected to the development platform.

3. The control panel on the left-side of Online Debugging is automatically generated according to the Thing 

Model of the product to which the device belongs. After setting the data to be sent, click Send, and the 

system will automatically trigger control instructions to the device.

4. After the device receives the command, it will immediately return data to the cloud and display it in the 

textbox on the right.

5. If users want to debug with real devices by issuing control commands through APIs, they can refer to 

Remote Control of Equipment  and Equipment Transparent Transmission Instruction Control . One is to 

issue control commands via the Thing Model Protocol, and the other is to issue commands in a 

customized Payload method.

JSON format.

Online Debugging

https://cloud.tencent.com/document/product/1081/34973
https://cloud.tencent.com/document/product/1081/50983
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Batch Production
Last updated：2025-04-27 17:34:38

Normally, IoT solutions include device-side development as well as business system development. The 

development stage is also divided into at least the development and debugging stage and the mass 

production stage. More rigorous users may conduct multiple rounds of small-batch user verification before 

mass production to ensure the reliability of the overall solution. After completing the development work of 

device-side integration with the platform and the corresponding development of the business-side with the 

platform and completing the overall testing process, the corresponding products will enter the batch 

production stage. At this point, the platform can be used to change the status of the products to "released". 

For products in the "released" status, it is not allowed to modify the Thing Model or related configuration 

details of the product, to prevent some important data from being modified after mass production, which may 

cause exceptions in mass-produced devices.

1. Log in to the IoT Explorer , enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance to enter its internal page. Click Product Development in the left menu to 

enter the product list.

3. Select developed products and enter step 4 batch production.

4. Click the Confirm Information and Publish button. After secondary confirmation, the product status will be 

modified to "Released".

Introduction to Batch Production

Operation Steps

https://console.cloud.tencent.com/iotexplorer
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5. Once released, the Thing Model of the product cannot be modified. You can click "Cancel Publishing". 

Once the product status is "Under Development", you can continue to modify the Thing Model.

Is batch production mandatory? Can we skip the release and keep the product status as under development 

without affecting the business? However, when multiple accounts manage a product simultaneously, users 

may modify the Thing Model or product-related configurations, causing exceptions in data sending and 

receiving for mass-produced devices.

Note:

Released products cannot modify the Thing Model, set dynamic registration, or modify product 

information of the product. If necessary to modify the Thing Model, you can cancel publishing, and 

the product status will be changed to "under development".

Attention
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Device management
Last updated：2025-04-27 17:34:54

Device management functionality provides users with the ability to individually or bulk create devices, and 

supports the deletion, disabling, and enabling of devices. It also allows viewing of basic device information 

and various business log query features for devices and the platform, to support users' business systems in 

managing devices more conveniently through the IoT platform.

1. Log in to the IoT Development Platform , enter the instance list page, and select the generated enterprise 

instance.

2. click Enterprise Instance, enter the instance inner page, click Equipment Management in the left menu, 

and enter the device list. You can switch products to query devices under the product, or perform a name 

fuzzy search for devices.

3. Enter the device management page. You can perform the following operations:

Equipment Management Overview

Operation Steps

View Device List

View device information under a specific product: Select a specific product in the pull-down menu at 

the top of the page, and load devices under the product by page.

Inactive: The device is not integrated with IoT Explorer. You can download the Device SDK for 

device development and integrate the device with the IoT platform to activate it.

Online: The device is activated and successfully connected to the IoT development platform.

Offline: The device has been activated but its connection with IoT Explorer is interrupted.

Search for devices: Select the device name or device Tag in the search box on the right to search for 

specific devices. Fuzzy search is supported.

https://console.cloud.tencent.com/iotexplorer
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1. Click the "Create New Device" button above the device list to enter the device creation page.

2. Enter the device name (the device name under each product is unique. It is advisable to use English or 

numbers. Chinese characters are not allowed). Click save to create a device.

3. After successful creation, the newly created device will be seen on the device list page. The default status 

of the first created device is "Inactive".

1. Select a certain device that needs to be disabled, click the Disable button. After passing the secondary 

confirmation, the system will modify the status of the selected device to the Disabled status.

2. Devices in the disabled status will not be able to connect to the platform, nor will they be able to 

communicate with the platform. Users need to confirm whether to disable before disabling the device, to 

prevent affecting the normal operation of the device and the user's business.

View device details: Find the corresponding device in the list and click View to enter the device details 

page.

Delete a device: Find the corresponding device in the list and click Delete to delete the device. After 

the device is deleted, the device certificate information will become invalid, and the data records of the 

device on the IoT platform will also be deleted.

Create New Device

Disable the Device
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1. Select a certain device that needs to be enabled, click the Enable button. After passing the secondary 

confirmation, the system will modify the status of the selected device to the Enabled status.

2. The platform allows devices in the enabled status to connect to the platform normally and communicate 

with the platform normally via message. If a user misoperates a running device or disables a device due to 

urgent business needs, when recovery is needed, business can be resumed by enabling the device.

1. When users engage in mass production, they need to create the equipment information for mass 

production as needed, burn the triplet information of the equipment into the equipment. The platform 

Enable Device

Bulk Device Creation
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provides the feature to bulk create devices on the console, and users can also create a large number of 

devices based on the create device API.

2. Click the "Bulk Device Creation" button on the device list page. The following window is displayed.

3. Select the product for mass production, set the burning method and generation method. After clicking OK, 

devices can be automatically generated or imported in batch according to the file uploaded by the user.

Product information settings are as follows:

To view device information, please refer to Device Debugging  in Product Development.

Mass-produced products: Select the burning method as "one device one secret", which means burning 

different device secrets (DeviceSecret) for each device, and select automatic generation.

Burning method

One device one secret: It means that each device burns a different device secret (DeviceSecret).

One model one secret: Usually refers to when users mass-produce equipment on the production line, 

they unify the burning of a set of firmware and equipment information (product ID, product key), and 

reduce the burning cost by obtaining the device key via dynamic registration.

Generation method: Automatically generated means that the device name is randomly automatically 

generated by the platform. Upload file means that users can freely customize the device name according 

to the uploaded file template.

View Device Information

https://cloud.tencent.com/document/product/172554605473148928
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Firmware Upgrade
Last updated：2025-04-27 17:35:11

This document primarily introduces the method of use of firmware upgrade on IoT Explorer, helping you 

quickly use the firmware upgrade service.

1. Log in to the IoT Explorer console  and click an enterprise instance to enter the Instance Information Page.

2. Select Firmware Upgrade in the left navigation to enter the firmware list page. All firmware in the current 

project is viewable.

3. Click Add Firmware to add new firmware.

Application Scenario

Directions

Add Firmware

Firmware name: Supports Chinese, English uppercase and lowercase letters, digits, and some 

commonly used symbols (underscore, minus sign, parenthesis). It must start with Chinese, English, or 

a digit, and its length must not exceed 32 characters.

Associated product: Select the product to which the uploaded firmware belongs.

https://console.cloud.tencent.com/iotexplorer
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4. After uploading is complete, the firmware will be displayed in the list. You can perform operations such as 

upgrading the firmware, CRUD operations, and viewing details.

After the firmware is successfully uploaded, select the target firmware version you want to upgrade to and 

click Firmware Upgrade on the right side of the firmware list to initiate an upgrade task. The firmware upgrade 

methods support two kinds of batch upgrade methods: upgrading by firmware version number and upgrading 

by device name.

1. Enter the firmware upgrade page. The page displays information about the target upgrade firmware (for 

example, firmware name, associated product, firmware version number).

2. Select the "batch upgrade method" as upgrade by firmware version.

Firmware version number: Only supports English letters, digits, periods, hyphens, and underscores. 

Length limited to 1 - 32 characters.

Select firmware: The uploaded firmware Files in the specified format must be in 

.bin,.dav,.tar,.gz,.zip,.gzip,.apk,.xz,.pack format, and the individual file size must not exceed 1024 MB.

Custom information: Optional. After creating an upgrade task, the custom information will be sent to 

the device in the upgrade notice.

Firmware description: Describe and record the uploaded firmware this time. Length limit 0 - 100 

characters.

Note:

A maximum of 100 firmware files can be uploaded under one account. If you continue uploading, 

deleting old versions of firmware is required.

Firmware Upgrade

Upgrade by Firmware Version Number
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The feature to upgrade specified devices is commonly used for grayscale verification of firmware 

content. When the upgrade scope is set to specified devices, click the Select Device button on the right 

of the dropdown list to select multiple target upgrade devices from all devices under this product.

To-be-upgraded version number: Select the firmware version number in the dropdown list as the 

firmware to be upgraded. Multiple selections are allowed.

Upgrade mode

Static upgrade: It refers to upgrading only the devices that currently meet the upgrade conditions. 

Once the upgrade starts, the system will only process these eligible devices. For newly emerging 

eligible devices subsequently, they will not be automatically included in the scope of this upgrade.

Dynamic upgrade: It will not only upgrade the devices that currently meet the upgrade conditions, 

but also continuously monitor the device status and upgrade the devices that meet the upgrade 

conditions subsequently. Cover the following situations:

Newly activated devices subsequently meeting the upgrade conditions: If after the start of 

dynamic upgrade, a new device is activated and its status meets the upgrade conditions, 

the system will automatically include the device in the upgrade scope and upgrade it.

The firmware version number currently reported by the device does not meet the upgrade 

conditions, and a firmware version number that meets the upgrade conditions was reported 

subsequently: Some devices reported firmware version numbers that do not meet the 

upgrade requirements when the dynamic upgrade started, but during the subsequent 

operation, the devices reported firmware version numbers that meet the upgrade 

conditions. At this point, the system will also perform upgrade operations on these devices.

Upgrade scope: Support two kinds of upgrade scopes. All devices or specified devices under the 

version number to be upgraded can be used as firmware upgrade target devices.
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3. Click Save. Then, the system will perform the upgrade task and send the selected target version firmware 

to the target devices within the upgrade scope.

1. Enter the firmware upgrade page. The page displays information about the target upgrade firmware (for 

example, firmware name, associated product, firmware version number).

2. Select the batch upgrade method as upgrade by device name.

Upgrade confirmation: Support two firmware upgrade confirmation methods: silent upgrade and user 

confirmation upgrade. If you use the official Tencent Lianlian application, silent upgrade means that no 

user confirmation is required, and the Tencent Lianlian application side will automatically complete the 

upgrade. After re-enabling, it will be the upgraded version; user confirmation upgrade means that the 

user needs to actively enter the device control interface of Tencent Lianlian and check and confirm the 

firmware upgrade on the device details page. If you use other IoT applications, it is recommended to 

choose the silent upgrade method.

Timeout duration configuration: When the cloud fails to receive the firmware upgrade message from 

the device exceeding the timeout duration, it will redispatch the firmware upgrade task. The default 

timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation 

upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

Note:

Upgrading by firmware version requires the upgradable device to report the currently running 

firmware version. If it is not uploaded, you can choose to upgrade by device name as introduced 

below.

Upgrade by Device Name

Specify the device: Upload the device list that needs firmware upgrade. Click Download Template to 

get the template file, enter the accurate DeviceName in the template file, and then click Upload File to 
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3. Click save. Then, the system will perform an upgrade task and send firmware to the target device.

1. In the firmware list, click View Detail on the right side of the list to view firmware details.

2. Enter the firmware details page, where you can view the detailed information of the firmware, firmware 

upgrade device statistics, and upgrade task management list.

upload. Up to 10,000 devices can be upgraded at a time. The file only supports csv format.

Upgrade confirmation: Consistent with upgrading by firmware name, it supports two firmware upgrade 

confirmation methods: silently upgrade and confirm upgrade.

Timeout duration configuration: When the cloud fails to receive the firmware upgrade message from 

the device exceeding the timeout duration, it will redispatch the firmware upgrade task. The default 

timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation 

upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

View Firmware Details

Firmware Information: including firmware name, associated product, firmware version number, 

firmware signature, signature algorithm, addition time, and firmware description. Click the Edit Button 

in the upper right corner to modify the firmware name and description.
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3. In the task details or device details of task management, click View Details on the right of a task to go to 

the task details page, where you can view the device list, upgrade status, and statistics of device 

quantities in different upgrade statuses for this task upgrade. 

Firmware upgrade device statistics: including the total number of devices in all batch upgrade tasks 

for this firmware, as well as the device quantity of firmware upgrade tasks in different upgrade 

statuses.

Task management list

Click Task Details to view all upgrade tasks for this firmware. The statuses of the upgrade tasks 

include: not started, creating, creation succeeded, creation failed. 

﻿

Click device details to view the record details of device upgrades in all upgrade tasks associated 

with this firmware. There are 5 device upgrade statuses: pending, pushed, upgrading, 

successfully upgraded, and upgrade failed. 

 

﻿
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In the device detail list, you can view the current upgrade status and status details of all devices in the 

batch task upgrade of this task.

Additionally, on the right side of the device detail list, you can cancel or retry the device upgrade based on 

the upgrade progress. The upgrade status of a canceled upgrade will be marked as upgrade failure; for a 

device with an upgrade failure, you can click Retry to perform a re-upgrade.

Do not display status details when the upgrade status is "pending" or "pushed".

When the upgrade status is "upgrading", the status details include: downloading, burning, and 

simultaneously display the percentage progress.

When the upgrade status is "upgrade failure", the status details will feedback error information.
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Operational Analysis
Last updated：2025-04-27 17:35:27

Use the operational analysis feature to perform statistical analysis on the activation, active, and online device 

data of all products within the project; and to perform statistical analysis on the distribution of active and 

activated devices by region for the product.

There are activated devices, online devices, and devices connected to the platform.

Device overview allows you to view related data of activation, online status, and activity of all products, or 

view the related data of a specific product by filtering, as well as daily activated devices, daily active devices, 

and number of online devices info.

1. Log in to the IoT Explorer console , enter the enterprise instance and click Operational analysis > Device 

overview to enter the device overview interface.

2. Select the product you want to view. The page will display the corresponding total number of activated 

devices, number of online devices, number of activations yesterday, daily active count yesterday, number 

of activations in the last 7 days, daily active count in the last 7 days, number of activations in the previous 

7 days, and daily active count in the previous 7 days. 

 ﻿

3. Select the time period for viewing the activated device count. The system will show the daily activated 

device quantity of the product in the selected time period in the form of a chart. 

 ﻿

4. Select the time period for viewing the number of active devices (the device must be connected to the 

Tencent Cloud IoT Platform). The system will show the daily number of active devices of the product in the 

Overview

Prerequisites

Device Overview

Operation Steps

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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specified time range of the filter in the form of a chart. 

 ﻿

5. Select the time period for viewing the number of online devices. The system will show the daily number of 

online devices of the product in the specified time range of the filter in the form of a chart.

Device distribution allows you to view all products, or filter a specific product to view the number of active and 

activated devices in different regions within a set time. The system provides two display methods: map and 

table.

1. Log in to the IoT Explorer console , enter the enterprise instance and click Operational analysis > Device 

distribution to enter the device distribution interface.

2. Select the product, time period, and device type to view.

3. The system will display the number of device distributions in different regions on the map according to the 

information such as the product, time period, and device type selected by the user, and intuitively show 

 

Device Distribution

Operation Steps

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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the number of device distributions in each region to the user. 

 ﻿

4. The system provides a table display method. Users can view detailed information such as the detailed 

quantity and proportion of each province and city through the table. 

 ﻿

Message overview allows you to view the message upstream count, message downstream count, message 

upstream failure count, message downstream failure count, rule hit count, and rule forwarding count for all 

products, or view those for a specific product by filtering.

1. Log in to the IoT Explorer console , enter the enterprise instance, and click Operational analysis > 

Message overview to enter the device distribution interface.

2. Select the product and time granularity you want to view to see related message data.

Message Overview

Operation Steps

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fiotexplorer
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Application Development
Last updated：2025-04-27 17:35:44

Application development is to meet users' needs in the business scenario of creating their own brand mini 

programs, Apps and performing two-way communication with user devices. Users can integrate the 

application-side SDK provided by the integrated platform on demand to reduce the development costs of C-

end applications.

1. Log in to IoT Explorer , select an instance, then choose Application Development from the left menu, and 

click Create Application.

2. Enter the Create Application page and fill in relevant information.

3. Click Save to create a new application.

1. Select an existing application, after clicking, enter the application information interface, and can view the 

basic information of the application.

Operation Steps

Creating Application

Application name: Input an easy-to-identify application name according to actual business operations.

Description: Input remark information of the application.

Viewing Applications

https://console.cloud.tencent.com/iotexplorer


IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 132 of 334

2. The platform automatically assigns three AppKeys and App Secrets to each application by default. You 

can access the application-side API provided by the platform based on the assigned AppKey and App 

Secret.

3. To access the devices under a specific product, the application needs to select the corresponding product 

in the associated products and perform the "Associate" operation.

1. When you no longer need this application, you can click Delete in the operation area of the application list.

2. Confirm deletion. The system will delete this application.

If device messages need to be sent through WeChat service notifications to notify the user of the device, the 

WeChat strong reminder feature can be configured.

1. You need to first apply for a WeChat mini program from WeChat public platform  and apply for hardware 

equipment.

Deleting Application

Note:

To prevent accidental deletion of data from affecting your business, you need to confirm whether the 

application data is in use. If it is in use, your application will encounter errors when accessing the 

platform's API after deletion.

WeChat Strong Reminder Notification

https://mp.weixin.qq.com/
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2. After a successful application for hardware devices, then apply for device capacity, and in device 

capacity, select device notifications.

3. Once the application for hardware capacity is successful, apply for a message template on the WeChat 

public platform.

4. Apply for enabling the WeChat strong reminder feature on IoT Explorer.
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5. After approval, open the WeChat strong reminder configuration switch and perform WeChat model 

configuration.

6. In IoT Explorer, use the WeChat account of the Mini Program Administrator to scan code for authorization 

of Hardware Service permissions.

7. Once authorized, you can add the service notification templates applied on the WeChat public platform to 

your WeChat mini program.
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8. Once the template is added successfully, it will be added to and displayed in the template list.

9. Once the template is added successfully, WeChat strong reminder notifications can be triggered through 

device messages.
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Data Flow

Message Push
Last updated：2025-04-27 17:36:13

To meet developers' needs to process device-reported data and status, by defining rules in the cloud, 

notifications such as Alarms and messages can be pushed in real time to Tencent Lianlian Official Account or 

via App Push, reducing the cost for developers to handle device-reported data.

Project and product created , and the Thing Model  of the product defined.

1. Log in to the IoT Explorer console , select Public Instance or the standard enterprise instance you have 

purchased to enter the project list page.

2. Click on the project name to enter the project details page, click on the left menu Data Development.

3. Enter the data development list page and click Create New Data Stream. 

 ﻿

4. Click Save. After saving is successful, the data stream list page will be displayed.

1. Click on the stream name in the stream list page to enter the orchestration page.

2. Mouse long press and drag the device data node in the left input area and place it in the canvas area. The 

device data node corresponds to the attributes of device reporting in the Thing Model.

3. Click the dragged and dropped device data node. The configuration content of the node will be displayed 

on the right side of the interface.

Overview

Prerequisites

Create an Alarm Task

Data Stream Name: Enter the name identifier for data stream processing.

Description: Input the remark information for this data stream processing.

Alert Task Configuration

Device Property Orchestration

https://cloud.tencent.com/document/product/1081/34739
https://cloud.tencent.com/document/product/1081/56625
https://console.cloud.tencent.com/iotexplorer
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4. After selecting the product and attribute, you must confirm for the system to save the configuration data 

of the node.

5. After the device data node is saved successfully, the right-side icon of the device data node in the canvas 

will become green.

1. Mouse long press and drag the Data Filtering node in the left processing zone and place it in the canvas 

area.

2. Click the dragged and dropped Data Filtering node. The configuration content of the node is displayed on 

the right side of the interface.

3. Before configuring "data filtering", you must specify a data source, that is, you need to connect the "device 

data" node with the "data filtering" node.

Node name: The node name of this device data, defaults to "Device Data", modifiable.

Select product: After dropping down to select a specific product under the project, the platform will 

perform real-time processing on the reported data of all devices under the product.

Attribute: Users can select which attributes of the product to use as input as needed.

Data Filtration Orchestration
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4. The data filtering criteria currently support all AND, all OR logical combinations. Filter conditions can be 

combined in any way based on the output of the previous node. The selection criteria combination method 

in this document is "all AND".

5. Add "filter conditions", select the "brightness" attribute, set the selection condition to "larger than", and 

enter the value 80; this means that only when the brightness value reported by the device is larger than 

80, the data will be output to the next processing node.

If the developer's alert scenario is to push alarm information to the Tencent Lianlian App, the "App Push" node 

can be placed on the canvas.

1. Mouse long press and drag the App Push node in the left output region and place it in the canvas area.

2. Click the dragged and dropped App Push node. The configuration content of the node will be displayed on 

the right side of the interface.

3. Before configuring "App Push", you must specify a data source, that is, you need to connect the "App 

Push" node with the "data filtering" node.

Tencent Lianlian App Push
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4. Input the push title.

5. The push content can be defined by the developer, and the output data of the previous node can be 

obtained through input $.

6. Click Confirm to save the configuration of the node.

If the developer's alert scenario is to push alarm information to the Tencent Lianlian Official Account, the 

"official account push" node can be dragged onto the canvas.

1. Mouse long press and drag the Official Account Push node in the left output region and place it in the 

canvas area.

2. Click the dragged and dropped Official Account Push node. The configuration content of the node will be 

displayed on the right side of the interface.

3. Before configuring "Official Account Push", you must specify a data source, that is, you need to connect 

the "Official Account Push" node with the "data filtering" node.

Tencent Lianlian Official Account Push
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4. Select the notification type: device alarm or notification message. The difference between notification 

types lies in the different template titles of official account messages.

5. Input the push title.

6. The push content can be defined by the developer, and the output data of the previous node can be 

obtained through input $. It includes the attribute data reported by the device and system-level data, such 

as product ID, device ID, and device alias.

7. Jump path: This jump path is the page that users will be navigated to after they click to view the official 

account message. It can be selected from the drop-down items.

8. Push scope: You can select which roles to push to from the drop-down items.

9. Click Confirm  to save the configuration of the node.

If developers need to forward filtered and aggregated data to their own servers, they can use custom push.

1. Mouse long press and drag the Custom Push node in the left output region and place it in the canvas area.

Note:

Push content must follow WeChat official account template message regulations. Each 

intermediate main content should not exceed 20 characters and does not support line breaks.

Custom Push
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2. Click the dragged and dropped Custom Push node. The configuration content of the node will be displayed 

on the right side of the interface.

3. Before configuring "Custom Push", you must specify a data source, that is, you need to connect the 

"Custom Push" node with the "data filtering" node.

4. Input the push title and push content.

5. Input the server address and authentication Token for accepting alarm push notifications and click 

Confirm.

1. The message template for alarm content pushed from the platform side to the server is as follows:

Note:

For your backend's consistent usage, please fill in the authentication Token. You can fill in any Token, 

used as generating signature (this Token will be compared with the Token contained in the API URL, 

thereby verifying security).

Push Message Content Format

    "RequestId": "Push request ID"

    "ProductId": "Product ID"

{
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2. If you need to push to your own brand official account, please see the WeChat official account official 

documentation Push via Template Message .

3. If alarm messages need to be pushed to Chinese domestic brand mini programs or apps, developers can 

implement according to business logic on their own.

1. After the user sets the rules for input, processing, and output nodes, click Save > Enable at the top of the 

page.

2. After the data stream is enabled, as long as the reported data of the device meets the defined rules, an 

official account push will be triggered.

After the alarm rule is configured and enabled as above, you can follow the following two steps to experience 

the virtual device alarm push official account message.

1. Enter the product corresponding to the above alarm rule, and click Device Debugging > Virtual Device 

Debugging.

    "DeviceName": "device name"

    "MsgTitle": "push title"

    "MsgContent": "push content"

}

Saving and Enabling Data Stream

Experiencing Official Account Push

Bind a Virtual Device to the Tencent Lianlian Mini Program

https://developers.weixin.qq.com/doc/offiaccount/Message_Management/Template_Message_Interface.html#2
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2. Open WeChat App and directly use WeChat "Scan" to scan the Device QR Code of the virtual device.
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3. After successful binding, it will be displayed in the device list as follows: 

4. First-time binding requires attention to the "Tencent Lianlian" official account. Click the red box in the 

figure below to follow the Tencent Lianlian official account, and then you can receive official account 
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messages pushed from the cloud. 

 ﻿

1. On the device control panel of the virtual device, fill in the brightness value as 91, fill in other values as the 

corresponding values, and click Submit.

Virtual Device Simulated Reporting Data
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2. Enter the Tencent Lianlian Official Account, and a push "message" will be displayed.

1. Refer to the download instructions of the General App  and download the corresponding app.

2. Experience official account push  After the virtual device simulation reports data, you can view the 

following App push messages.

1. When a user needs to stop a certain data stream service, enter the data development page to check the 

corresponding stream list.

Experiencing App Push

Disable Data Stream

https://cloud.tencent.com/document/product/1081/67501
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2. Click Off under the effective status column. A system pop-up confirmation prompt will appear. Click 

Disable to stop the data stream service. Even if the device reports data, the system will no longer process 

it. 

 ﻿
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Rule Engine

Rule Engine Overview
Last updated：2025-04-27 17:36:42

When communicating based on a Topic, you can use the rule engine to process the data in the Topic and then 

forward it to other services on Tencent Cloud or the user's business backend service. You do not need to 

purchase servers to deploy a distributed architecture. You only need to configure through the rule engine in 

the console to achieve full-stack services such as collection, calculation, and storage. The following are the 

types supported for forwarding:

1. Log in to IoT Explorer Console . After entering the target instance, select Rule Engine in the left menu.

2. On the rule engine page, click Create Rule, enter the rule name, and click Confirm.

3. Once created successfully, you can automatically proceed to the Rule Detail Page.

Purpose

Forward data to another Topic.

Forward data to a third-party service.

Forward data to CKafka, Message Queue.

Data forwarding to Time Series Database CTSDB.

Forward data to TencentDB for MySQL.

Forward data to TencentDB for MongoDB.

Create Rules

Rule name: A combination of English letters, digits, and underscores, with a maximum of 32 

characters. (The name cannot be modified after creation. Fill in carefully.)

Rule Description: 0–256 characters. This is editable.

https://console.cloud.tencent.com/iotexplorer
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You can start writing different forwarding rules.
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Data Processing
Last updated：2025-04-27 17:36:57

After creating the rule, you can click Edit next to "Filter Data" in the target rule of the rule engine in the 

Console  to write SQL to process the data in a certain topic. The IoT development platform provides a SQL 

filling method to simplify the generation of SQL statements.

Extract the three fields of action targetDevice count  from the JSON message in the Thing Model attribute 

reporting Topic of all devices of the intelligent gateway, and filter the data via count <=3  to obtain the finally 

processed data for the next data forwarding. The rule expressed in the example in the figure below:

After extracting the fields of interest from the Topic, consider performing some operations on them, such as 

forwarding or storing. Currently supported operations include:

Action

Forward data to another Topic.

Forward data to a third-party service.

Forward data to CKafka, Message Queue.

Data forwarding to Time Series Database CTSDB.

Forward data to TencentDB for MySQL.

Forward data to TencentDB for MongoDB.

https://console.cloud.tencent.com/iotexplorer
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When triggering the forwarding behavior, the rule engine will perform JSON encapsulation on the payload 

reported by the device. The format example is as follows:

1. JSON example forwarded to Ckafka:

 The meanings of each field are as follows:

2. JSON example forwarded to a third-party service (http forward):

 The meanings of each field are as follows:

  "MsgType":    "Publish"

  "Topic":      "AD4GVS5549/device/data"

  "Seq":        13107192

  "PayloadLen": 17

  "Payload":    "dGhpcyBpcyBhIGV4YW1wbGU="  

  "ProductId":  "AD4GVS5549"

  "DeviceName": "device"

  "Time":       "2018-08-14 15:12:05"

{

,

,

,

,

,

,

,

}

MsgType: Valid values are Publish (for configuring message queue forwarding), Forward (for rule 

engine forwarding), and StatusChange (for status changes).

PayloadLen: Length of the device-reported message payload, in bytes.

Payload: The payload of the raw message. By default, the content is encoded in Base64.

Event: Only available for StatusChange messages. Currently, the values are Online and Offline, 

representing online and offline operations.

DeviceName: The device name defined by the equipment in the IoT communication platform.

Time: The timestamp when the forwarding behavior is triggered.

"devicename": "device"

"payload": 

"params": 

"power_switch": 1

"color": 1

"brightness": 32

"productid": "AD4GVS5549"

"seq": 2

"timestamp": 1587109346

"topic": "AD4GVS5549/device/data"

{

,

{

{

,

,

}

},

,

,

,

}

devicename: The device name defined by the equipment in the IoT communication platform.

Payload: The payload of the original message. If the device's original reporting format is JSON, it will 

be forwarded as-is; if it is in binary format, the content will be encoded in Base64.

seq: A unique message identifier that auto-increments internally, int type.
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If you want to listen to multiple topics, you can use #  and +  wildcards to define multiple topics.

For example, house_monitor/+/get :

For example, house_monitor/# :

The [condition] expression is used for filtering messages in the Topic. Only when the message satisfies the 

[condition] expression will it be extracted and undergo subsequent handling. The supported expressions are 

shown in the table below.

timestamp: The Unix timestamp when the forwarding behavior is triggered.

Supplemental Description

Definition of a Field

The field only supports '*', ',', '.', space, letters and digits. It cannot be empty and has a maximum of 300 

characters.

The field represents the Key-value in JSON. Field filtering is unavailable when the data format is binary. 

Use '*' to forward all binary data.

The reported JSON data format can be nested JSON. For example: {"device_status":{"switch":"on"}}, the 

value of switch can be obtained through device_status.switch.

Sub-SQL and JSON array are not currently supported.

Definition of Topic Wildcard

#  represents zero or more arbitrary Topic segments and can only be placed at the end of a Topic.

+  represents one arbitrary Topic segment, which can be placed in the middle of a Topic.

Can listen to topics such as house_monitor/thermometer/get  and house_monitor/door/get .

But cannot listen to house_monitor/door/switch/get , because +  can only represent one Topic segment.

Can listen to topics such as house_monitor/thermometer  and house_monitor/door/switch/get .

But house/#/get  is illegal because #  can only be placed at the end of a Topic.

Definition of a Condition

Operator Description For Example

= Equal color = 'red'

<> Not equal to color <> 'red'

AND Logical AND color = 'red' AND siren = 'on'

OR Logical OR color = 'red' OR siren = 'on'

( )

Bracket 

represents a 

whole.

color = 'red' AND (siren = 'on' OR siren ='isTest')

+ Arithmetic addition age = 4 + 5

-
Arithmetic 

subtraction
age = 5 - 4
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/ Divide age = 20 / 4

* Multiply age = 5 * 4

% Get the remainder age = 0 % 6

< Less than 5 < 6

<=
Less than or equal 

to
5 <= 6

> Greater than 6 > 5

>=
Greater than or 

equal to
6 >= 5
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Rule Function
Last updated：2025-04-27 17:37:12

The rule engine provides multiple functions. You can use these functions in the fields of the rule engine, 

conditions, and corresponding values of database fields to achieve diversified data processing.

Supported Functions

Function Name Usage Description

productId() Return the product ID of the message source.

deviceName() Return the device name of the message source.

timestamp() Return the current Unix system timestamp in seconds.

topic() Return the original Topic of the message source.

topic(n)
The nth segment of the original Topic of the message source, 

separated by / .

payloadLen() Return the byte length of the payload.

bin_to_dec() Convert the binary number data to a decimal integer.

to_hex () Convert the input raw message to a hexadecimal string.

randint(min,max) Return a random integer between min and max.

upper(string)

Return uppercase string (The input message format should be in 

JSON format, and the function object corresponds to the key 

value. For example, if the input message is "tencent":"iot" , 

then upper(tencent)=IOT ).

lower(string)

Return a lowercase string (The input message format should be in 

JSON format, and the function object should be the corresponding 

key value).

crypto(field,String)

Encrypt the value of the field, with the second parameter String 

being the algorithm string. Options: MD5, SHA1, SHA256, SHA384, 

SHA512. (The input message format should be in JSON format, 

and the function object should be the corresponding key value).

concat(string1, string2)
String concatenation, for example concat(deviceid, 'a')  or 

concat(field1, field2) .

requestId()
Return the message ID generated by the Internet of Things (IoT) 

Hub.

newuuid() Return a random uuId string.

replace(source, substring, 

replacement)
Replace the substring in the source.
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The content of messages sent by a home temperature and humidity device dev00 to the cloud:

The temperature and humidity products have three devices, dev00, dev01, and dev02, which monitor the 

temperature and humidity of six rooms, room1, room2, room3,..., room6. Data need to be transferred to the 

MySQL database for processing only when the temperature of room1 exceeds 30 Celsius. The settings of the 

rule engine are as follows:

substring(source, start, end)
String extraction, return the string from start (including) to end 

(excluding).

Usage Example

"room1": "temperature":31 "humidity":"63%"

 "room2": "temperature":26 "humidity":"63%"

{ { , },

{ , }}
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Data Forwarding to Another Topic
Last updated：2025-04-27 17:37:26

Forward the necessary message fields of the business requirement to another Topic to achieve M2M 

communication between different devices. The completion of Topic supports the following methods:

This example mainly explains how the forwarding Topic with variables takes effect. Assume one rule is 

defined. An example is as follows:

This rule extracts the values of t  and house  from the message. Suppose the content of the house  field is 

tencent . 

 At this point, if forwarding to the Topic house_monitor/${house}/app  is defined, then the rule engine will 

replace the ${house}  variable in this Topic with "tencent", thereby sending the field contents of t  and 

house  to the Topic house_monitor/tencent/app .

The entire forwarding process is shown in the figure below: 

 ﻿

1. Log in to IoT Explorer Console , click the target instance, select Data Flow > Rule Engine from the left 

menu bar, and click the configuration rules that need to be configured.

Overview

Fill in a Topic Name

For example ${productId}/house_monitor/thermometer  to forward messages that meet the rules to this 

Topic.

Fill in a Topic Name with variables 

 For example ${productId}/${house}/device , where house  enclosed in ${}  represents a variable 

name, and this variable name is the field content selected in the SELECT statement.

Example Illustration

SELECT temperature as t  house 

FROM house_monitor/thermometer/get 

WHERE house="tencent" AND temperature > 40

,

Configuration

https://console.cloud.tencent.com/iotexplorer
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2. On the Rule Detail Page, click Add behavior operation.

3. In the pop-up "Add Rule" window, fill in relevant information. Click Save on IoT Explorer, and the device-

reported data can be sent to the Topic.

The service quality grade of a message will not change when it is forwarded from the source Topic to other 

Topics.

Select the behavior type "Data Forwarding to Another Topic (Republish)".

Select the corresponding project, product and device.

Select another Topic Type and names to forward to.

Forwarding Message Service Quality Grade
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When the service quality grade of the message published by the device is QOS0, the rule engine will 

forward it according to QOS0 messages. When the service quality grade of the published message is 

QOS1, it will be forwarded according to QOS1.

When the QoS level of forwarded messages is 0, the messages will be discarded if forwarding fails. When 

the QoS level of forwarded messages is 1, the system will retry forwarding the messages if forwarding 

fails. The retries will be performed sequentially at intervals of 3s, 6s, and 9s for three times. If all three 

retries fail, the messages will be saved in the offline message queue.
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Forwarding Data to a Third-Party Service
Last updated：2025-04-27 17:37:42

When forwarding device data extracted by rules to the third-party HTTPS service deployed by users, you can 

customize how to handle these data. This approach is the highest one in flexibility provided to users for 

message processing.

The following diagram shows the entire process of forwarding data to a third-party service: 

 ﻿

For the data content and format forwarded, please see Data Processing  document.

1. Log in to the IoT Explorer console , click the target instance and project name, and select Data Flow > 

Rule Engine in the left menu bar.

2. Click the rule you want to configure. Enter the Rule Detail Page and click Add Behavior Operation.

3. In the pop-up "Add Rule" window, fill in relevant information. Click Save.

Overview

Note:

Third-party services must provide services via HTTP or HTTPS. To configure forwarding for third-

party services, you need to provide the website URL and port that support HTTP or HTTPS. After 

successful rule engine forwarding, the third-party service will receive data packets from 

42.193.134.62, 106.52.211.220 , 157.255.11.202 , 14.215.166.14 , and 120.233.106.237 .

Filling in Server Configuration

Select the behavior type "Forward data to third-party service".

Select the API address type. You can option "use existing HTTP service address" or "use IoT Enable 

service address (recommended)".

Fill in your HTTP or HTTPS service address. IoT Explorer will forward the reported data from devices 

to the HTTP or HTTPS service address.

Check "Add authentication Token" and fill in the Token corresponding to your service; you can add any 

Token, used as generating signature (this Token will be compared with the Token contained in the API 

URL, thereby verifying security).

https://cloud.tencent.com/document/product/1081/61102#.E8.A1.8C.E4.B8.BA-action
https://console.cloud.tencent.com/iotexplorer
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If the user has selected "Add authentication Token" during forwarding to a third-party service (Forward), i.e., 

HTTP forwarding, the IoT development platform will add the following fields in the header of the HTTP or 

HTTPS request:

1. Perform lexicographical order on the three parameters: Token, Timestamp, and Nonce.

2. Perform string concatenation on the three parameter strings to form a string and then perform sha1 

encryption.

Verification Message Comes From the IoT Development Platform

Note:

For your consistent backend usage, please select to add an authentication Token.

Request ID

Parameter Description

Signature
Signature combines the Token parameter filled in Add Rule and the Timestamp 

parameter and Nonce parameter in the request.

Timestamp Timestamp.

Nonce Random number.
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3. The developer obtains the encrypted string and compares it with the Signature to identify that the request 

comes from IoT Explorer.

Sample PHP code for inspecting the Signature:

For example, for a certain request, the relevant parameters are as follows. The user sets the Token to aaa.

The sorted string is 1604458421IkOaKMDalrAzUTxCaaa . The final sha1 calculation result is 

c259ed29ec13ba7c649fe0893007401a36e70453 .

Service address validation

1. When enabling the rule engine, IoT Explorer will send a GET request once to the filled server address URL, 

and add the following fields to the GET request header:

IoT development platform sends a message example to a third-party service:

private function checkSignature

    $signature = $_GET "signature"

    $timestamp = $_GET "timestamp"

    $nonce = $_GET "nonce"

    $token = TOKEN

    $tmpArr = array $token  $timestamp  $nonce

    sort $tmpArr  SORT_STRING

    $tmpStr = implode  $tmpArr 

    $tmpStr = sha1  $tmpStr 

    if  $tmpStr == $signature 

        return true

    else

        return false

    

()

{

[ ];

[ ];

[ ];

;

( , , );

( , );

( );

( );

( ){

;

} {

;

}

}

Nonce: IkOaKMDalrAzUTxC

Signature: c259ed29ec13ba7c649fe0893007401a36e70453

Timestamp: 1604458421

Parameter Description

Signature
Signature combines the Token parameter filled in Add Rule and the Timestamp 

parameter and Nonce parameter in the request.

Timestam

p
Timestamp.

Nonce Random number.

Echostr Random string.
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2. If the third-party service confirms that this GET request comes from IoT Explorer, please return the 

content of the Echostr parameter in the body without modification. 

 Message example of the third-party service replying to IoT Explorer:

3. IoT Explorer verifies the content of the returned Echostr parameter to confirm whether the server address 

URL is valid.

3.1 Node.js service address validation example:

GET / HTTP/1.1

Host: ...:4443

User-Agent: Go-http-client/1.1

Content-Type: application/json

Echostr: UPWIAFASvDUFcTEE

Nonce: testrance

Signature: abb6c316a8134596d825c5a1295bfa6f7657664d

Timestamp: 1623149590

Accept-Encoding: gzip

HTTP/1.1 200 OK

Date: Tue, 08 Jun 2021 10:53:10 GMT

Content-Length: 16

Content-Type: text/plain; charset=utf-8

UPWIAFASvDUFcTEE

const sha1 = require 'js-sha1'

// Function for authentication information verification

function checkSignature token, signature, timestamp, nonce  

  // Concatenate token, timestamp, and nonce into a string after lexicographical 

sorting

  let tmpStr = token  timestamp  nonce sort join ''

  // sha1 encryption

  tmpStr = sha1 tmpStr

  return tmpStr === signature

app get '/test'  req, res  => 

  const token = 'the token you configured in the rule engine here'

  const  signature  timestamp  nonce  echostr  = req headers

  if checkSignature token  signature  timestamp  nonce  

    // If confirm that the GET request comes from IoT Explorer, respond with 

echostr as the body

    res set 'Content-Type'  'text/plain; charset=utf-8'

    res send echostr

   else 

    res status 403 send 'Forbidden'

  

( );

( ) {

[ , , ]. (). ( );

( );

;

}

. ( , ( ) {

;

{ , , , } . ;

( ( , , , )) {

. ( , );

. ( );

} {

. ( ). ( );

}
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You can choose to use the SCF platform to quickly deploy a Web service, or choose to self-build a Web 

service. The data processed by the rule engine can be forwarded by calling a third-party API and received on 

the server side, and you can decide how to handle it.

The data fields forwarded and received by the third-party service API are as follows:

1. Example of quickly building a Node service based on Express on the SCF platform

1.1 Log in to the SCF console, select a Serverless application, and create a new application.

1.2 Select the Express framework template under the Web application, and click next.

})

Deploying Based on Cloud Lightweight Server

Note:

The rule engine will make a GET request when validating the authentication information for the first 

time, and subsequent forwarding will be a POST request.

  payload: 

    clientToken: '7d9b4f5-22bd-4455-6a4c-6dce7d95b3'

    method: 'report'

    params:  body_temperature: 20   //Forwarded parameters

    timestamp: 1692787444

  

  timemills: 1692787444271

  seq: 1141064

  timestamp: 1692787444

  topic: '$thing/up/property/Y6ONBYP3U5/test'

  devicename: 'test'

  productid: 'Y6ONGYP3U1'

{

{

,

,

{ },

},

,

,

,

,

,

}
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1.3 Configure according to your own needs. Click finish after configuration.

1.4 Wait until the deployment is completed and then enter the application. You can see the URL in the API 

gateway. This URL is the API address you need to fill in the rule engine. Assume that this URL address 

is: https://iot-api/ . Then in this example, your API address is the URL plus the interface route, that 

is: https://iot-api/test . Next, click on the function name to enter the function service.
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1.5 Below are example codes for authentication information, checksum, receipt of rule engine forwarding 

parameters:

const express = require 'express'

const bodyParser = require 'body-parser'

const sha1 = require 'js-sha1'

const app = express

app use bodyParser json

 

// The code for authentication information verification has been explained 

above. Here, Middleware is used to simplify the code.

function checkSignatureMiddleware req, res, next  

  const token = 'the token you configured in the rule engine here'

  const  signature  timestamp  nonce  = req headers

  let tmpStr = token  timestamp  nonce sort join ''

  tmpStr = sha1 tmpStr

  if tmpStr === signature  

    next  // Identity verification passed. Continue execution of subsequent 

middleware and route handlers.

   else 

    res status 403 send 'Forbidden'  // Identity verification fails, return 

403 Forbidden status code

  

app get '/test'  checkSignatureMiddleware  req, res  => 

  const  echostr  = req headers

  res set 'Content-Type'  'text/plain; charset=utf-8'

  res send echostr

( )

( );

( );

();

. ( . ());

( ) {

;

{ , , } . ;

[ , , ]. (). ( );

( );

( ) {

();

} {

. ( ). ( );

}

}

. ( , , ( ) {

{ } . ;

. ( , );

. ( );

});
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1.6 In Function Service, you can see the corresponding code template. Paste the previous step's code into 

the editor. Select terminal above the code editor, create a new terminal, then input command cd src  

in the bottom terminal to enter the src directory, next input command npm install  for dependency 

installation.

1.7 Wait for the dependency installation to complete. Then click Deploy below to successfully deploy the 

Web service.

// Note that the data interface received by the rule engine forwarding is of 

POST type.

app post '/test'  checkSignatureMiddleware  req, res  => 

  const params = req body payload params

  console log params  // { body_temperature: 36 }

  res end

. ( , , ( ) {

. . . ;

. ( );

. ();

});
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1.8 In the rule engine of the iot-explorer console, select Edit and fill in the API address deployed in the 

previous steps.

1.9 In Edit Rule, select "Utilize existing HTTP service address", next fill in the API address and Token, then 

select Save. Finally, enable the rule status.

1.10 If there is data forwarded by the rule engine, a preconfigured API will be called. You can see the 

printed information in the log module of the SCF platform.
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The resend mechanism is used to resend again in case of a failure during the message forwarding process to 

achieve the purpose of receiving messages. as follows:

Resend Mechanism

If message forwarding fails, the system will perform forwarding retries. The retries will be performed 

sequentially with time intervals of 1 s, 3 s, and 10 s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation", after three retry failures, one more 

message forwarding will be proceeded with according to the configuration of "forwarding error behavior 

operation". If it still fails, the message will be discarded.
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Forward Data to TDMQ CKafka
Last updated：2025-04-27 17:37:57

The rule engine supports user configuration rules to forward device-reported data that meets the conditions 

to Message Queue CKAFKA  (hereinafter referred to as CKAFKA). The user's application server then reads 

the data content from CKAFKA for processing. This leverages the high I/O throughput advantage of CKAFKA 

to create a high-availability message link for users.  

The following diagram shows the entire process of the rule engine forwarding data to CKAFKA: 

 

1. Log in to the IoT Explorer Console , click the target instance and project name, and select Data Flow > 

Rule Engine from the left menu bar.

2. Open the Rule Engine page and click the rule that needs to be configured.

3. In the Rule Details page, click Add Behavior Operation.

Overview

Configuration

Note:

For first-time use, the user will be prompted to authorize access to CKAFKA. You need to click 

Authorize access to CKAFKA to continue creating.

https://cloud.tencent.com/product/CKafka
https://console.cloud.tencent.com/iotexplorer
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4. In the pop-up "Add Rule" window, select the behavior "Forward Data to Message Queue (CKAFKA)"; 

sequentially select the CKAFKA instance and Topic, and click Save.

5. After completing the above configurations, IoT Explorer will forward the device-reported data that 

complies with the Rule Condition to the user-configured CKAFKA. You can refer to the Create Instances 

and Topic  document to read data on the application server and process it.

The resend mechanism is used to resend again in the event of a failure during the message forwarding 

process to achieve the purpose of receiving messages. Specific instructions are as follows:

Resend Mechanism

If message forwarding fails, the system will perform forwarding retries. The retries are performed 

sequentially at intervals of 1 s, 3 s, and 10 s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation", after three retry failures, one more 

message forwarding will be proceeded with according to the configuration of "forwarding error behavior 

operation". If it still fails, the message will be discarded.

https://cloud.tencent.com/document/product/597/30931
https://cloud.tencent.com/document/product/597/30931
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Data Forwarding to Cloud MySQL
Last updated：2025-04-27 17:38:11

The rule engine supports user configuration of forwarding rules to forward eligible device-reported data to 

the cloud component MySQL. You can create a MySQL instance and table in the MySQL console  or by using 

the TencentCloud API. Then, you can write the specified fields in the device messages into the corresponding 

MySQL table.

The following diagram shows the entire process of the rule engine forwarding data to MySQL: 

 

1. Log in to the IoT Explorer console , click the target instance and project name, and select Data Flow > 

Rule Engine in the left menu bar.

2. Open the Rule Engine page and click the rule that needs to be configured.

3. On the Rule Detail Page, click Add Behavior Operation.

Overview

Configuration

Note:

You will be prompted to authorize access to MySQL if this is your first time using it. Click Authorize 

Now to continue creating. 

https://console.cloud.tencent.com/cdb
https://console.cloud.tencent.com/iotexplorer


IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 174 of 334

4. In the pop-up "Add Rule" window, select the "Forward Data to Cloud Database (MySQL)" option. After 

successful authorization, you need to configure the MySQL instance information and the field information 

to be written, as shown below. Once configured, click Save.

After successful forwarding, the information displayed in MySQL is as shown below: 

 

 ﻿
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The configuration is divided into the following steps:

1. Select a region and a MySQL instance.

2. Input the username of the newly created MySQL instance.     

3. Enter the instance login password.

4. Select the name of the database where you want to write data. If no database has been created under the 

created MySQL instance, please go to the MySQL console to create a new database. For details, see 

Creating Databases and Tables .

5. Select the table to write to. If no table has been created in the database, go to the MySQL console to 

create a new table.

6. Configure the fields to be written. There are two columns here: "Field Name" and "Value". The "Field 

Name" corresponds to the field in the database table, indicating the field to be written. "Value" indicates 

the value to be written to the corresponding field. The source of the value can be the message body (note 

that the message body must be in Json format to support value extraction), or a constant filled in here.

For more details, see Create database and tables .

The resend mechanism is used to resend again in case of a failure during the message forwarding process to 

achieve the purpose of receiving messages. The specific instructions are as follows:

Configuration Instructions

Note:

If the source is the message body, use "${}" to reference the fields in the message body. If you 

want to specify a constant, just fill in the corresponding value, such as a number or a string 

literal like 5 or hello.

You need to create the database, tables, and field names in TencentDB for MySQL first before 

you can successfully write data to the database.

Resend Mechanism

https://cloud.tencent.com/document/product/236/8465
https://cloud.tencent.com/document/product/236/8465
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If message forwarding fails, the system will perform forwarding retry. Retries will be performed 

sequentially with time intervals of 1s, 3s, and 10s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation", after three retry failures, one more 

message forwarding will be carried out according to the configuration of "forwarding error behavior 

operation". If it still fails, the message will be discarded.
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Data Forwarding to Cloud Development
Last updated：2025-04-27 17:38:25

The rule engine supports users in configuring forwarding rules to forward eligible device-reported data to 

cloud development components. You can complete the activation of the TCB environment in Tencent 

CloudBase Console . For specific operations, see Activate Environment .

The following diagram shows the entire process of the rule engine forwarding data to cloud development: 

1. Log in to the IoT Explorer console , click the target instance and project name, and select Data Flow > 

Rule Engine in the left menu bar.

2. Open the Rule Engine page and click the rule that needs to be configured.

3. In the Rule Details page, click Add behavior operation.

Overview

Configuration

Note:

You will be prompted to authorize access to cloud development for the first-time use. You need to 

click Authorize Now to continue creating. 

https://console.cloud.tencent.com/tcb/env/index
https://console.cloud.tencent.com/tcb/env/index
https://cloud.tencent.com/document/product/876/41391
https://console.cloud.tencent.com/iotexplorer
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4. In the pop-up "Add Rule" window, select the "Forward Data to Cloud Development (CloudBase)" option. 

After selecting the established environment and function, click Save.

The resend mechanism is used to resend again in case of a failure during the message forwarding process, 

so as to achieve the purpose of receiving messages. The specific instructions are as follows:

 

Note:

Currently, only forwarding data to SCF in cloud development is supported. You need to create a 

development environment and SCF in cloud development first before you can select the environment 

and SCF.

Resend Mechanism
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If message forwarding fails, the system will perform forwarding retries. The retries are performed 

sequentially at intervals of 1 s, 3 s, and 10 s. If all three retries fail, the message will be discarded.

If the user has configured the "forwarding error behavior operation", after three retry failures, one more 

message forwarding will be proceeded with according to the configuration of the "forwarding error 

behavior operation". If it still fails, the message will be discarded.
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Data Forwarding to Cloud Component

TDSQL-MySQL
Last updated：2025-04-27 17:38:40

The rule engine supports users in configuring forwarding rules to forward eligible device-reported data to the 

cloud component TDSQL-MySQL. You can create a TDSQL instance and tables using the TDSQL console  or 

TencentCloud API. Then, you can write specified fields from device messages into the corresponding TDSQL 

tables.

The following diagram shows the entire process of the rule engine forwarding data to TDSQL: 

 ﻿

1. Log in to the IoT Explorer console , click the target instance and project name, and select Data Flow > 

Rule Engine in the left menu bar.

2. Open the Rule Engine page, click the rule name that needs to be configured to enter the Rule Detail Page.

3. click Add Behavior Operation. If it is the first time you use it, you will be prompted to authorize user access 

to TDSQL. You need to click Authorize Now to continue creating.

Overview

Configuration

 

https://console.cloud.tencent.com/tdsqld/instance-tdmysql
https://console.cloud.tencent.com/iotexplorer
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4. After successful authorization, in the pop-up "Add Rule" window, select "Forward Data to CloudDB TDSQL 

for MySQL". You need to configure the TDSQL-MySQL instance information and the field information to be 

written, as shown below:

5. Once configured, click Save just.

The configuration is divided into the following steps:

1. Select a region and a TDSQL-MySQL instance.

2. Enter the userName of the TDSQL for MySQL instance you just created.     

3. Enter the instance login password.

4. Select the name of the database to be written. If no database has been created under the created TDSQL-

MySQL instance, please go to the TDSQL-MySQL console to create a new database.

5. Select the table to write to. If no tables have been created in the database, go to the TDSQL-MySQL 

console to create a new table.

6. Configure the fields to be written. There are two columns here: "Field Name" and "Value". The "Field 

Name" corresponds to the field in the database table, indicating the field to be written. The "Value" 

indicates the value to be written to the corresponding field. The source of the value can be the message 

body (warning: the message body must be in Json format to support value extraction), or a constant filled 

in here.

Configuration Instructions

Note:
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The resend mechanism is used to resend again in case of failure during the message forwarding process to 

achieve the purpose of receiving messages. Details are as follows:

If the source is the message body, use "${}" to reference fields in the message body. If you want to 

specify a constant, directly enter the corresponding value, such as a number or a string literal like 5 

or hello.

First, create a database, tables, and field names in the cloud component TDSQL-MySQL before 

you can successfully write data to the database.

Resend Mechanism

If message forwarding fails, the system will perform forwarding retry. Retries are performed sequentially 

with time intervals of 1s, 3s, and 10s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation", after three retry failures, one more 

message forwarding will be proceeded with according to the configuration of "forwarding error behavior 

operation". If it still fails, the message will be discarded.
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Value-Added Services

Voice Skills

Alexa Voice Skill Service
Last updated：2025-04-27 17:39:18

This instance uses the third-party platform Amazon Alexa to implement intelligent voice services. For 

detailed official documentation about Alexa, for details, see Amazon Alexa Documentation .

United States

English

When creating a new product, the product category must be selected from the categories supported by the 

selected platform. If other categories are selected or customized, the Voice Skill Service will be unavailable.

Prerequisites

Activate Device Integration with Amazon Alexa Only Supports the Following Regions

Voice Skills Only Support the Following Languages

Console Activation of Third-Party Voice Skill Service

Step 1: Confirm the Product Scope and Features

https://developer.amazon.com/en-US/docs/alexa/smarthome/understand-the-smart-home-skill-api.html
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 You can view through the following table whether the supported categories and features meet your product 

development.  

Supported Categories Functions Supported

Smart Life - Electrical Lighting - Lamp
Switch, brightness adjustment, color adjustment, color 

temperature adjustment.

Smart Life - Electrical Lighting - Switch 

Panel
Switch

Smart Life - Electrical Lighting - Socket Switch

Smart Life - Electrical Lighting - Curtain Switch, percentage adjustment.

Smart Life - Household Appliances - 

Aromatherapy Diffuser
Switch

Smart Life - Household Appliances - 

Sweeping Robot
Switch
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1. Log in to the IoT Development Console , select East US as the region, create a product. For details, see 

Product Definition . 

 ﻿

2. Click on an item to enter the project detail interface. Click Voice Skills > Amazon Alexa > Apply for 

enabling to enter the application page. 

 ﻿

3. Select the product you need to enable, fill in the application information. You also need to check "I 

understand and agree to the Developer Notice and Authorization". Click Submit Application. We will 

arrange related staff to dock with you.

Smart Life - Household Appliances - Air 

Purifier
Switch, wind speed (increase or decrease), mode.

Note:

Tencent Cloud IoT Explorer's supported categories or features for Amazon Alexa. More will be 

supported subsequently. If you have an integration requirement, you can contact online customer 

service  on Tencent Cloud official website, describe your product requirements and submit an apply for 

this feature. We will arrange related staff to connect with you.

Step 2: Apply for Enabling Amazon Alexa Service

Select product: Currently created products.

Other requirement descriptions: It can contain up to 250 characters.

https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
https://cloud.tencent.com/act/event/connect-service
https://cloud.tencent.com/act/event/connect-service
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4. After approval, you can also add new products under the project at Select Product. 
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5. Select product to add, click Confirm. 

 ﻿

6. Voice skills will take effect after the product is added and reviewed.

1. Have one Alexa device as well as an Amazon Alexa account that can be used normally.

2. Have one or more smart devices released by IoT Explorer and bind the device using WeChat mini program 

"Tencent Lianlian".

3. Have a Wi-Fi network that can smoothly access Amazon services.

1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by IoT 

Explorer.  

2. Change the bound device to an English name, for example: my light. The modified name should avoid 

using symbols. The path to modify the device is: mini program homepage ﻿ > select the specified product 

Note:

Use Tencent Lianlian Mini Program to perform device debugging. After network configuration binding 

your device, you can bind Amazon Alexa based on the following consumer usage  steps to achieve the 

feature of controlling the device via the speaker.

Consumer Use

Prerequisites

Operation Steps

Note:

Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal 

center to bind their mobile number or email number and set the password. The path is to select My 

> Personal Information, and enter the account and security page to bind the mobile number or email 

number.
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name > open device detail ﻿ > click device name, after modification, click save just. 

3. Possess one Amazon Alexa smart speaker, download the Amazon Alexa App and bind the speaker.

4. Log in to the Tencent Lianlian account with the Amazon Alexa App and authorize the control authority of 

the equipment. Open the menu, select Skill&Games, detect Tencent Lianlian, and perform account 

binding after selecting it. 

5. Before controlling the device, the Amazon Alexa speaker needs to discover devices first. You can say to 

the Amazon Alexa speaker: "Alexa, discover devices".

Note:

If the product name is modified in Tencent Lianlian, the device needs to be rebound in Amazon 

Alexa speaker.
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Use Amazon Alexa speaker to control the product. Functions supported can be found in the following table.

Category Function
Speech Example Sentence (Based on Real-World 

Usage Scenarios)

Light Switch
Alexa, turn on the light.

Alexa, turn off the light.

Switch panel Switch
Alexa, turn on the switch.

Alexa, turn off the switch.

Socket Switch
Alexa, turn on the socket.

Alexa, turn off the socket.

Curtain
Switch, percentage 

adjustment

Alexa, turn on  curtain.

Alexa, turn off  curtain.

Alexa, open|close the curtain 50%.

Aromatherap

y diffuser
Switch

Alexa, turn on the Aroma.

Alexa, turn off the Aroma.

Sweeping 

Robot
Switch

Alexa, turn on the worker.

Alexa, turn off the worker.

Air purifier

Switch, wind speed 

(increase or decrease), 

mode

Alexa, turn on the purifier.

Alexa, turn off the purifier.

Alexa, set the purifier FanSpeed to 3.

Alexa, set the purifier  to 3.

Alexa, setFanSpeed.
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Cloud Xiaowei Voice Skill Service
Last updated：2025-04-27 17:39:34

this document introduces how to use Tencent Cloud Xiaowei service to control smart devices.

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Chinese

When creating a product, the product category must be a supported category assigned by the selected 

platform. If you select another category or customize it, the Voice Skill Service will not be available.

Prerequisites

Only Support Activating Devices in the Following Regions to Interconnect with Tencent Cloud 

Xiaowei

Voice Skills Support the Following Languages Only

Console Activation of Third-Party Voice Skill Service

Step 1: Confirm the Product Scope and Features
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 You can view through the following table whether the supported categories and features meet your product 

development.  

Supported Categories Functions Supported

Smart Life - Electrical Lighting - Lamp
Switch, brightness adjustment, color adjustment, color 

temperature adjustment.

Smart Life - Electrical Lighting - 

switch panel
Switch.

Smart Life - Electrical Lighting - 

Socket
Switch.

Smart Life - Electrical Lighting - 

Curtain
Switch.

Smart Life - Household Appliances - 

Aromatherapy Diffuser
Switch.
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1. Log in to the IoT Development Console , select China as the region, create a product. For details, refer to 

Product Definition . 

 ﻿

2. Click on the item to enter the project detail interface. Click Voice Skills > Tencent Cloud Xiaowei > Apply 

for Enabling to enter the application page. 

Smart Life - Household Appliances - 

Air Purifier
Switch, wind speed (increase or decrease), mode.

Smart Life - Household Appliances - 

air conditioning

Switch, mode, wind speed (increase or decrease), 

temperature (increase or decrease, specify temperature).

Smart Life - Household Appliances - 

fan
Switch, wind speed (increase or decrease).

Smart Life - Household Appliances - 

Sweeping Robot
Switch.

Smart Life - Household Appliances - 

TV
Switch, channel adjustment, audio volume adjustment.

Note:

Tencent Cloud IoT Explorer will gradually add categories or features supported by Tencent Cloud 

Xiaowei. If you have an integration need, you can visit Tencent Cloud official website and contact 

online customer service  to describe your product requirements and submit an apply for this feature. 

Our staff will dock with you.

Step 2: Apply for Activating Tencent Cloud Xiaowei Service

https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
https://cloud.tencent.com/act/event/connect-service
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 ﻿

3. Select the product you need to activate, fill in the application information, and also check "I understand 

and agree to the Developer Notice and Authorization". Click Submit Application. We will arrange for 

related staff to dock with you.

4. After approval, you can also add new products under the project in Select Product.

Select product: Currently created products.

Other requirement descriptions: with a maximum of 250 characters.
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5. Select product to add, click Confirm. 

 ﻿

6. Voice skills will take effect after the product addition is approved.

1. Possess a device with Cloud Xiaowei voice skills, such as: smart speaker, voice smart light, etc.

2. Possess one or more smart devices released by IoT Explorer and bind the device using WeChat mini 

program "Tencent Lianlian".

3. Use the third-party product to bind the Tencent Lianlian Account and authorize device usage. Perform the 

specific binding process according to the notifications of the third-party platform product.

1. After applying for a Tencent Lianlian Account, bind a mobile number or email number and set a password.

2. Voice skill products added in Tencent Lianlian Mini Program need to modify the device name. For 

example: bedroom light. The modified name should avoid using symbols. 

Note:

Use Tencent Lianlian Mini Program to perform device debugging. After Network Configuration Binding 

your device, you can bind Tencent Cloud Xiaowei based on the following consumer usage  steps to 

achieve the feature of controlling devices via the speaker.

Consumer Use

Prerequisite

Note:

For specific consumer tutorial, please follow the guidance of third-party vendors.

Operation Steps
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Use Tencent Cloud Xiaowei to control smart devices. Functions supported can be found in the following 

table.

Category Functionality
Speech Examples (Based on Real-World 

Usage Scenarios)

Light

Switch, brightness adjustment, color 

temperature adjustment, color 

adjustment.

Turn on the light, turn off the light.

Turn on the bedroom light, turn off the 

bedroom light.

Brighten the light a bit.

Adjust the light color temperature to be 

warmer.

Set the light to blue.

Switch panel Switch
Turn on the switch.

Turn off the switch.

Socket Switch
Turn on the socket.

Turn off the socket.

Curtain Switch

Open the curtain.

Close the curtain.

Open the curtain to 50%.

Aromatherapy 

diffuser
Switch

Turn on the aromatherapy diffuser.

Turn off the aromatherapy diffuser.

Floor - 

cleaning robot
Switch

Turn on the floor - cleaning robot.

Turn off the floor - cleaning robot.

Air purifier Switch, wind speed (increase or 

decrease), mode.

Turn on the air purifier.

Turn off the air purifier.

Increase the wind speed.
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Decrease the wind speed.

Turn on sleep mode.

Air conditioning

Switch, mode, wind speed (increase 

or decrease), temperature (increase 

or decrease, specify temperature).

Turn on air conditioning, turn off air 

conditioning.

Turn on cooling mode.

Increase the temperature, decrease the 

temperature, set the temperature to 26 

degrees.

TV
Switch, channel adjustment, audio 

volume adjustment.

Turn on TV, turn off TV.

Next channel, previous channel. I want 

to watch CCTV-1.

Increase the volume, decrease the 

volume, mute the TV.

fan
Switch, wind speed (increase or 

decrease).

Turn on the fan, turn off the fan.

Increase the wind speed, decrease the 

wind speed.
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Google Voice Skill Service
Last updated：2025-04-27 17:39:49

This document introduces how to open the Google Assistant voice intelligent service to control smart devices 

through the Google Home speaker.

United States

When creating a product, the product category must be selected from the platform-specified supported 

categories. If other categories are selected or customized, the Voice Skill Service will be unavailable.

Prerequisites

Activate Device Integration with Google Assistant Is Only Supported in the Following Regions

Voice Skill Supported Languages

English

Chinese (partially semantic)

Console Activation of Third-Party Voice Skill Service

Step 1: Confirm the Product Range and Features
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You can view through the following table whether the supported categories and features meet your product 

development.  

Supported Categories Functions Supported (Get Status & Command)

Smart Life - Electrical Lighting - Lamp Switch, color adjustment, brightness adjustment.

Smart Life - Electrical Lighting - Switch Panel Switch.

Smart Life - Electrical Lighting - Socket Switch.

Smart Life - Electrical Lighting - Curtain Switch, percentage adjustment.

Smart Life - Household Appliances - 

Aromatherapy Diffuser
Switch.
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1. Log in to the IoT Explorer , select the United States as the region, create a product. For details, see 

Product Definition . 

2. Click on an item to enter the project detail interface. Click Voice Skills > Google Assistant > Apply to enter 

the application page. 

3. Select the product you need to activate, fill in the application information. You also need to check "I 

understand and agree to the Developer Notice and Authorization", click Submit Application. We will 

arrange related staff to docking with you.

Smart Life - Household Appliances - Sweeping 

Robot
Switch.

Smart Life - Household Appliances - Fan Switch

Note:

Tencent Cloud IoT Platform's supported categories or features regarding Google Assistant will 

support more in the future. If you have an integration need, you can describe your product 

requirements and submit a ticket through online customer service  on Tencent Cloud official website. 

We will arrange related staff to dock with you.

Step 2: Apply for Enabling Google Assistant Service

Select product: Currently created products.

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2F
https://cloud.tencent.com/document/product/1081/34739
https://cloud.tencent.com/act/event/connect-service
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4. After approval, you can also add new products under your project in Select Product. 

Other requirement descriptions: It can contain up to 250 characters.
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5. Select product to add, click Confirm. 

6. Voice skills will take effect after adding product is approved.

1. Have one Google Home device as well as a login account for the Google Home App.

2. Have one or more smart devices released by IoT Explorer and bind the device using WeChat mini program 

"Tencent Lianlian".

3. Wi-Fi network that can access Google Services.

1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by IoT 

Explorer.  

2. Change the bound device to an English name, for example: my light. The modified name should avoid 

using symbols.The device modification path is: Mini program homepage > Select the specified product 

Note:

Use Tencent Lianlian Mini Program for device debugging. After performing Network Configuration 

Binding on your device, you can bind Google Home based on the following consumer usage  steps to 

achieve the feature of controlling devices via the speaker.

Consumer Use

Prerequisites

Usage Steps

Note:

Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal 

center to bind their mobile number or email number and set a password. The path is to select My > 

Personal Information, enter the account and security page, and then bind the mobile number or 

email number.

https://cloud.tencent.com/document/product/172554604395212800#test
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name > Open device detail > Click Device name. After modification, click Save. 

3. Download and install Google Home or Google Assistant App and bind Google Home smart speaker.

4. On the home page of Google Home App, click the "+" button to add a device. Select Works with Google in 

the Set up devices list. Search for and select "tencentlianlian". Log in to your Tencent Lianlian account to 

perform account binding and grant control authority of the device. After successful binding, your device 

will be displayed in the Devices list of Home Control. 

Use Google Home speaker control to use the product. Functions supported can be found in the following 

table.

Category Function
Speech Example Sentences (Based on Real-World Usage 

Scenarios)

Light

Switch, color 

adjustment, 

brightness 

adjustment.

Hey/Ok Google,turn on bedroom light.

Hey/Ok Google,turn off bedroom light.

Hey/Ok Google,set bedroom light to blue.

Hey/Ok Google,brighten bedroom light
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Switch panel Switch.
Hey/Ok Google,turn on the switch.

Hey/Ok Google,turn off the switch.

Socket Switch.
Hey/Ok Google,turn on the socket.

Hey/Ok Google,turn off the socket.

Curtain
Switch, percentage 

adjustment.

Hey/Ok Google,turn on the curtain.

Hey/Ok Google,turn off the curtain.

Hey/Ok Google,open/close the curtain 50%.

Aromathera

py diffuser
Switch.

Hey/Ok Google,turn on the Aroma.

Hey/Ok Google,turn off the Aroma.

Sweeping 

Robot
Switch.

Hey/Ok Google,turn on the worker.

Hey/Ok Google,turn off the worker.

fan Switch.
Hey/Ok Google,turn on the fan.

Hey/Ok Google,turn off the fan.
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Xiaodu Voice Skill Service
Last updated：2025-04-27 17:40:06

This document describes how to open Baidu Xiaodu's third-party voice service to achieve control of smart 

devices through Xiaodu speakers.  

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Chinese

When creating a product, the product category must be selected from the categories supported by the 

designated platform. If you select another category or customize it, the Voice Skill Service will be unavailable.

Prerequisites

Activate Device Integration with Xiaodu Is Only Supported in the Following Regions

Voice Skill Supported Languages

Console Activation of Third-Party Voice Skill Service

Step 1: Confirm the Product Scope and Features
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You can view through the following table whether the supported categories and features meet your product 

development.  

Supported Categories Functions Supported (Get Status & Command)

Smart Life - Electrical 

Lighting - Lamp

Switch, color adjustment, brightness adjustment, color temperature 

adjustment.

Smart Life - Electrical 

Lighting - Switch Panel
Switch

Smart Life - Electrical 

Lighting - Socket
Switch

Smart Life - Electrical 

Lighting - Curtain
Switch

Smart Life - Household 

Appliances - 

Switch
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1. Log in to the IoT Explorer , select China as the region, create a product. For details, refer to product 

definition . 

 ﻿

2. Click on a project to enter the project details interface. Click Voice Skills > Xiaodu > Apply for Enabling to 

enter the application page. 

Aromatherapy Diffuser

Smart Life - Household 

Appliances - Sweeping 

Robot

Switch

Smart Life - Household 

Appliances - Air Purifier
Switch, wind speed (increase or decrease), mode.

Smart Life - Household 

Appliances - air 

conditioning

Switch, mode, wind speed (increase or decrease), temperature (increase 

or decrease, specify temperature), swing.

Smart Life - Household 

Appliances - TV
Switch, suspend, resume, audio volume adjustment, channel adjustment.

Smart Life - Household 

Appliances - fan
Switch, wind speed (increase or decrease), mode.

Note:

Tencent Cloud IoT Development Platform currently supports certain categories and features of Baidu 

Xiaodu. More will be supported in the future. If you have an integration need, you can visit Tencent 

Cloud official website and contact Online Customer Service to describe your product requirements 

and submit a ticket. We will arrange related staff to dock with you.

Step 2: Apply for Enabling Baidu Xiaodu Service

https://cloud.tencent.com/product/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
https://cloud.tencent.com/document/product/1081/34739
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3. Select the products requiring activation. After filling in the application information, you also need to check 

"I understand and agree to the Developer Notice and Authorization". Click submit the application. We will 

arrange for related staff to dock with you.

Select product: Currently created products.

Other requirement descriptions: It can contain up to 250 characters.
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4. After approval, you can also add new products under the project at "Select Product". 

 ﻿

5. Select product to add, click Confirm. 

6. After the product addition is approved, the voice skills will take effect.

1. Have one speaker device equipped with Xiaodu voice service and a login account for the Xiaodu Speaker 

App.

2. Have one or more smart devices released by IoT Explorer and bind the device using WeChat mini program 

"Tencent Lianlian";

Note:

Use Tencent Lianlian Mini Program to perform device debugging. After Network Configuration Binding 

your device, you can bind Xiaodu speaker based on the following consumer usage  procedure to 

achieve the feature of controlling the device via the speaker.

Consumer Use

Prerequisites

https://cloud.tencent.com/document/product/172554604384727040#test
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1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by IoT 

Explorer.  

2. The voice skill product added in Tencent Lianlian Mini Program needs to modify the device name. For 

example, bedroom light. Avoid using symbols in the modified name. 

3. Have one Baidu Xiaodu Smart Speaker, download the Xiaodu Speaker App and bind the speaker.

4. On the homepage of Xiaodu Speaker App, enter Smart Home, click Add Device, search and select 

"Tencent Lianlian", and log in to Tencent Lianlian Account, authorize the control authority of the device. 

Operation Steps

Note:

Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal 

center to bind their mobile number or email number and set the password. The path is to select My 

> Personal Information, enter the account and security page, and then you can bind the mobile 

number or email number.
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Use Xiaodu Speaker to control the product. Functions supported can be found in the following table.

Category

Functionality / Feature / 

Functional / Function (Selected 

According to Context)

Speech Example Sentences (Based on Real-

World Usage Scenarios)

Light

Switch, color adjustment, 

brightness adjustment, color 

temperature adjustment.

Turn on the light, turn off the light.

Turn on the bedroom light, turn off the 

bedroom light.

Set the light to blue.

Brighten the light a bit.

Adjust the light color temperature to be 

warmer.

Switch panel Switch
Turn on the switch.

Turn off the switch.

socket Switch
Turn on the socket.

Turn off the socket.

Curtain Switch
Open the curtain.

Close the curtain.
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Aromatherapy 

diffuser
Switch

Turn on the aromatherapy diffuser.

Turn off the aromatherapy diffuser.

Floor - 

cleaning robot
Switch

Turn on the floor - cleaning robot.

Turn off the floor - cleaning robot.

Air purifier
Switch, wind speed (increase or 

decrease), mode.

Turn on the air purifier.

Turn off the air purifier.

Increase the wind speed.

Decrease the wind speed.

Turn on sleep mode.

Air conditioning

Switch, mode, wind speed 

(increase or decrease), 

temperature (increase or 

decrease, specify temperature), 

swing.

Turn on air conditioning, turn off air 

conditioning.

Turn on cooling mode.

Increase the temperature, decrease the 

temperature, set the temperature to 26 

degrees.

Set the air conditioner to swing left and right.

TV

Switch, suspend, resume, 

channel adjustment, audio 

volume adjustment.

Turn on the TV, turn off the TV.

Pause TV playback. Continue TV playback. 

Next channel. Previous channel. I want to 

watch CCTV-1.

Increase the volume, decrease the volume, 

mute the TV.

fan
Switch, wind speed (increase or 

decrease), mode.

Turn on the fan, turn off the fan.

Increase the wind speed, decrease the wind 

speed.

Turn on sleep mode.
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Location Service

Add Locating Attribute Function
Last updated：2025-04-27 17:40:33

Currently, the location service of IoT Explorer supports various device positioning attributes, including GPS 

positioning (GPS_Info, GPS_ExtInfo), cellular positioning (Cell_Info), Wi-Fi positioning (Wifi_Info), and LoRa 

Edge positioning (Wifi_Info, GNSS_NAV), thereby determining the specific location of the device.

Product has been created on the console .

1. Log in to the IoT Explorer Console .

2. Enter the left-side menu Product Development page, select a created product to enter the product Thing 

Model Definition page, and click Add Standard Features.

3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "GPS 

Positioning".

Overview

GPS positioning: Your device can report longitude and latitude directly. The device can be located using 

location service attributes (GPS_Info, GPS_ExtInfo).

Cellular positioning: If the device is a 2G/4G device, it can be located using location service attributes 

(Cell_Info) by submitting Base Station Information.

Wi-Fi positioning: If the device is a Wi-Fi device, it can be located using the location service feature 

attribute (Wifi_Info) by submitting the MAC addresses of nearby Wi-Fi routers.

Prerequisites

GPS Positioning

Note:

When a real device uses the location service for positioning, it needs to report data following the 

definition of the attribute's Thing Model. For details, see related Thing Model descriptions .

https://cloud.tencent.com/document/product/1081/103586
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/103671
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4. 1. Click Confirm to complete the addition of the standard feature for geographic location.

5. The device will report the position to the cloud via the Data Template Protocol. For details, see Thing 

Model Protocol .

1. Log in to the IoT Explorer Console , and select a created project to enter the project details page.

2. By default, enter the left-side menu Product Development page, select a created product to enter the 

product Thing Model Definition page, and click Add Standard Features. 

Device reporting protocols are as follows:

Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .

Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .

Request example is as follows:

  

     "clientToken": "123"   

     "method": "report"

     "params":     

     "GPS_Info": "longtitude":112.59014 "latitude":22.28014   

      

{

,

,

{

{ , }

}

}

Cellular Positioning

https://cloud.tencent.com/document/product/1081/34916
https://cloud.tencent.com/document/product/1081/34916
https://console.cloud.tencent.com/iotexplorer
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3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "Cellular 

Positioning".

4. Click Confirm to complete the addition of the Cellular Positioning standard feature.

5. The device will report the position to the cloud via the Data Template Protocol. For more details, see Thing 

Model Protocol .

Device reporting protocols are as follows:

Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .

Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .

Request example is as follows:

  

     "clientToken": "123"   

     "method": "report"

{

,

,

https://cloud.tencent.com/document/product/1081/34916
https://cloud.tencent.com/document/product/1081/34916
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1. Log in to the IoT Explorer Console , and select a created project to enter the project details page.

2. By default, enter the left-side menu Product Development page, select a created product to enter the 

product Thing Model Definition page, and click Add Standard Features. 

 

3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "wifi 

Positioning".

4. Click Confirm to complete the addition of the Wi-Fi Positioning standard feature.

     "params": 

     "Cell_Info": 

"rss":-85 "networkType":1 "mcc":460 "mnc":13824 "lac":3 "cid":33

      

{

{ , , , , , }

}

}

Wi-Fi Positioning

https://console.cloud.tencent.com/iotexplorer
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5. The device can report the position to the cloud via the Data Template Protocol. For more details, see 

Thing Model Protocol .

Device reporting protocols are as follows:

Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .

Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .

An example of a request is as follows:

  

     "clientToken": "123"   

     "method": "report"

     "params": 

     "Wifi_Info": "Mac":"78a106a5b166" "Rssi":-81

"Mac":"608f5c66b3f7" "Rssi":-82 "Mac":"282cb293a5d6" "Rssi":-83

      

{

,

,

{

[{ , },

{ , },{ , }]

}

}

https://cloud.tencent.com/document/product/1081/34916
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Space Management
Last updated：2025-04-27 17:40:48

This document introduces related operations for creating, editing, and deleting spaces in the console.

Completed device positioning .

1. Log in to the IoT Explorer Console .

2. Click on the left-side menu Location Service to enter the Location Service interface, click Create New 

Space, and fill in the corresponding information. 

 ﻿

Prerequisites

Create New Space

Space name: Name the space. The space name cannot be repeated with other spaces. A combination 

of Chinese characters, English letters, digits, and underscores is supported, with a maximum of 20 

characters.

https://cloud.tencent.com/document/product/1081/50278
https://console.cloud.tencent.com/iotexplorer
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3. Click Save, and the newly created space will be updated to the location service list page.

4. Click on the "space name" of a certain location space in the list to enter the visual operation interface of 

this space project.

1. On the location service list page, click Edit in the right-side menu of a certain space to enter the space 

details page. 

 

Associated products: Associate the selected products with this space project. Only after the 

association can the space project obtain relevant status information of the devices under the product.

Authorization form: Select the permissions of the space project for the associated product equipment. 

Currently, the space project only has the right to view and display the devices.

Remarks: You can type text to describe the space project. Limit on number of characters: 25.

Edit Space
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2. You can modify the relevant information of the space. 

3. Click save to update the edited and saved spatial information.

1. On the location service list page, click Delete in the right-side menu of a certain space. 

 

2. Click OK in the pop-up.

 

Delete Space

If there is no geofencing  under the space project, a notification "Deletion successful" will be displayed, 

and it will be removed from the location list.

If there are still geofencings  under the space project, it cannot be deleted and a prompt "Unable to 

delete this space project" will appear. All geofencings under the space project need to be manually 

deleted before the deletion operation can be performed.

https://cloud.tencent.com/document/product/1081/50375
https://cloud.tencent.com/document/product/1081/50375
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Spatial Visualization
Last updated：2025-04-27 17:41:05

Tencent Cloud IoT develops location space visualization services, allowing you to display device status 

information in real time on the map. It supports viewing attribute data of devices, the specific location of 

devices, heat maps (points), heat maps (areas) and other features, as well as map zoom and full-screen 

viewing, making it convenient for you to view and manage devices.

Completed Space Creation .

1. Log in to the IoT Explorer Console .

2. Click on the left menu Location Service to enter the location service page.

3. On the location service page, click on a certain already created "space name".

4.  the spatial visualization interface. Devices reporting location information will be displayed on the 

map in the form of icons. 

Prerequisites

Device Location Visualization

Enter

https://cloud.tencent.com/document/product/1081/50279#.E6.96.B0.E5.BB.BA.E7.A9.BA.E9.97.B4
https://console.cloud.tencent.com/iotexplorer
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5. When entering this location space for the first time, click the "device icon" on the map. "No attribute data" 

will be displayed in the device pop-up. 
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6. At this point, click settings in the bottom-right corner of the device pop-up. 

7. Select the attribute data you need to display in the device popup in the "device settings" popup. 

8. Click save after the settings are completed. Enter again to view the data display of the device icon, and 

you can view the attribute data that has just been set to be displayed. 
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1. Enter the page of step 4  of device visualization to proceed with the operation.

2. Unfold the drop-down list in the upper left corner of the map to view all devices under the space project-

associated product. 

View Specified Device Location
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3. Click to select a specified device, navigate to its location, and show the device property status data. 

Heat Map (Point)
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Click the "Heat Map (Points)" feature on the map, select a specific product to be displayed, and enter the 

aggregated view status of the heat map (points). 

Click the "Heat Map (Areas)" feature on the map, select a specific product to be displayed, and enter the 

aggregated view status of the heat map (areas). 

Heat Map (Area)
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Geofencing
Last updated：2025-04-27 17:41:23

Tencent Cloud IoT Explorer's location service feature provides users with geofencing capabilities. It supports 

multiple fence types such as circular, polygon, and administrative district. It can be widely used in scenarios 

where locators, smart watches, smart farms, etc. need geographic range - limited alarms. This document 

primarily introduces the method of use of the geofencing feature.

The creation of location space  has been completed, and the associated product equipment must be able to 

report relevant position attribute information. For specific location reporting, please refer to feature 

introduction  and Thing Model description .

1. Log in to the IoT Explorer Console .

2. Click on the left menu Location Service to enter the location service page.

3. In the location service Space List, create or enter a certain space and enter the visual interface of the 

space.

4. click Geofencing > Draw a new fence. 

 

Prerequisites

Create a Fence

https://cloud.tencent.com/document/product/1081/50279
https://cloud.tencent.com/document/product/1081/50278
https://cloud.tencent.com/document/product/1081/50278
https://cloud.tencent.com/document/product/1081/50280
https://console.cloud.tencent.com/iotexplorer
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5. Enter the geofence information entry interface and fill in relevant information. 

 ﻿

6. click Next to start drawing a fence. Different fence types have different drawing methods. Once the fence 

drawing is completed, if modifications are needed for the drawn fence, click Redraw to redraw.

Fence name: Set the fence name. It supports a combination of Chinese, English, digits, and 

underscores, with a maximum of 10 characters.

Fence type: Support three types of fences, circular, polygon, and administrative district fences, which 

can be selected based on actual business needs.

Associated equipment: Select the equipment that needs to be associated with the created fence. Only 

the equipment associated with the fence can trigger the alarm of this fence.

Trigger conditions: Set the conditions for triggering the fence alarm, when entering or exiting the 

fence.

Circular Fence 

 Click to select the circle center of the circular fence, then move the mouse to determine the radius, 

and click again to complete the drawing. 

 



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 230 of 334

Polygon Fence 

 Click to start drawing, select multiple points, and double-click to complete the fence drawing. 
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7. After drawing the fence, click Done. A notification “Fence added successfully” will prompt, and the fence 

creation will be completed.

1. After completing geofence creation , in the dropdown list of the fence, click the "edit" icon of a certain 

geofence. 

Administrative District Fence 

 You can select the administrative level (province-city-district) in the upper right corner, and click to 

complete the fence selection. 

 

Refreshing a Fence
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2. Enter the fence update interface. You can click Edit Information to modify the fence configuration-related 

information; after clicking Redraw, the existing fence will be deleted and a new fence will be drawn. 

 

3. After the update operation is completed, click Done to complete the update of the fence-related 

information.

1. After completing the fence creation , in the fence dropdown, click the "Delete" icon of a certain geofence. 

 

Delete a Fence
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2. A "Confirm Deletion of Fence" prompt dialog box pops up. Click Confirm to delete this geofence. 

 ﻿

1. When a device associated with the created geofence enters or exits the fence, the platform will push a 

fence alarm. You can query the device's fence alarm events in the fence alarm list at the bottom of the 

interface. 

Fence Alarm Event Query
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2. In the fence alarm list, new fence alarm events can be received through manual refresh or automatic 

refresh. Click the "Manual Refresh" icon to refresh the fence alarm list once and load the latest alarm 

events. If automatic refresh is enabled, the list will refresh the alarm events every 5 seconds. 
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3. Meanwhile, to make user management of event alarms under each fence convenient, you can also select 

a specific fence on the right to view the alarm events under a certain specific fence. 
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Historical Trajectory
Last updated：2025-04-27 17:41:40

Tencent Cloud IoT Explorer's location service feature supports saving the location of historical trajectory 

points of user devices and historical trajectory visualization query.

1. Log in to the IoT Explorer console  and enter the target instance.

2. Select VAS > Location Service in the left menu to enter the location service page.

3. On the location service page, select the target space name and enter. Then click the upper right historical 

trajectory to enter the historical trajectory selection interface.

4. In the historical trajectory selection interface, select the historical trajectory to be queried.

Application Scenarios

View Historical Trajectory

Trace time period: you can choose to view a specific time period within one month.

Select device: Currently, the console can simultaneously support trajectory queries for up to three 

devices.

https://console.cloud.tencent.com/iotexplorer
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5. After selection, click Confirm to generate the historical trajectory. Meanwhile, the playback progress bar 

of the historical trajectory will pop up in the upper right corner.

6. Click the "play" icon on the right of the playback progress bar to start playback of the historical trajectory. 

The device will also start moving according to the trajectory points.

Positioning accuracy: Input the positioning accuracy of the historical trajectory. The default is 60 

meters. It is modifiable by the user. If the estimated deviation of the positioning accuracy exceeds the 

threshold, it will not be shown in the trajectory.

 

Note:

If you want to view the historical trajectory of other time periods or other devices, you can click  

on the right of the playback progress bar to reselect the historical trajectory.
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Related Thing Model Descriptions
Last updated：2025-04-27 17:41:55

GPS Positioning Thing Model

attribute identifier: GPS_Info

Type: structure

parameter description

Field Name Description
Required or 

Optional

latitude
GPS latitude; value range: -90 - 90; unit: degrees; 6 decimal 

places.
Yes

longtitude
GPS longitude; value range: -180 - 180; unit: degrees; 6 

decimal places.
Yes

Sample code

  

  "clientToken": "***"   

  "method": "report"

  "params": "GPS_Info": "longtitude":112.59014 "latitude":22.28014

{

,

,

{ { , }}

}

GPS Positioning - Extended Object Model

attribute identifier: GPS_ExtInfo

Type: structure

parameter description

Field Name Description
Required or 

Optional

latitude
GPS latitude; value range: -90 - 90; unit: degrees; 6 decimal 

places.
Yes

longtitude
GPS longitude; value range: -180 - 180; unit: degrees; 6 decimal 

places.
Yes

altitude

Altitude, numeric value.

value range: -5000 - 99999.

Initial value: 0.

Unit: m.

No

gps_speed GPS speed, integer.

value range: 0 - 1000.

Initial value: 0.

No



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 239 of 334

Unit: km/h.

direction

Azimuth angle.

value range: 0 - 360.

Initial value: 0.

Unit: degree.

No

location_state

Locating status, integer.

0: invalid.

1: valid.

No

satellites Satellite number, integer. No

gps_time
GPS time, time-based; timestamp precision to seconds, the time 

collected from satellites.
No

collect_time
Collection time, time-based; timestamp precision to seconds, 

the time when device data is collected.
No

Sample code

  

    "clientToken": "***"   

    "method": "report"

    "params": "GPS_ExtInfo":

"longtitude":112.59014 "latitude":22.28014 "altitude":200 "gps_speed":80 "directio

n":30

{

,

,

{

{ , , , ,

}}

}

Note:

If you need to customize the above parameters, latitude (lat) and longitude (lon) must be defined, and 

other parameters can be added or deleted depending on the actual situation.

Cellular Positioning Thing Model

Objective: For devices such as 2G and 4G, individual Base Station Information can be reported to the 

cloud for locating.

attribute identifier: Cell_Info

Type: structure

parameter description

Field Name Description Required or Optional

mcc Base station country code (460). Yes

mnc Base Station Network Code (00). Yes

lac
Base station cell number (5-digit decimal 

number).
Yes
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cid Base station ID (5-digit decimal number). Yes

rss Signal strength of base station, unit dbm. Yes

networktype

1:GSM

2:CDMA

3:WCDMA

4:TD_CDMA

5:LTE

Yes

collect_time
The time when device acquisition gets Base 

Station Information.
No

Sample code

  

    "clientToken": "***"   

    "method": "report"

    "params": "LBS_BS":"mcc:460;mnc:13824;lac:3;cid:33:rss:-85;networktype:1"  

{

,

,

{ }

}

Wi-Fi Positioning Thing Model

Objective: For Wi-Fi devices, multiple MAC addresses of nearby Wi-Fi router devices can be reported to 

the cloud to complete the locating.

attribute identifier: Wifi_Info

Type: struct

parameter description

Field Name Description Required or Optional

Mac String type, MAC of the Wi-Fi router. Yes

Rssi Signal strength (ASU) of Wi-Fi router (int) Yes

example code

  

    "clientToken": "***"   

    "method": "report"

    "params": "Wifi_Info": "Mac":"78a106a5b166" "Rssi":-81

"Mac":"608f5c66b3f7" "Rssi":-82 "Mac":"282cb293a5d6" "Rssi":-83

{

,

,

{ [{ , },

{ , },{ , }]}

}
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Resource Management
Last updated：2025-04-27 17:42:12

The resource management feature is mainly used by developers to send face recognition libraries, image 

libraries, music libraries and other standard device resources to the device side, realizing the upload and 

download of resource content between the platform and the device.

This document introduces the method of use of the resource management feature, helping you quickly use 

the resource management feature to send resources to the device or upload device resources to IoT 

Explorer.

1. Log in to the IoT Development Platform console , select the corresponding instance, and you will be 

directed to the Product Development page by default.

2. Select Value-added Service in the left sidebar, then select Resource Management, and click Add 

Resource. 

 

3. Input the resource name, select the associated product of the resource, upload the resource and its 

thumbnail, and meanwhile, you can edit the resource description.

Use Cases

Operation Steps

https://console.cloud.tencent.com/iotexplorer
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4. Click the Save button. Then enter the resource management page. You can click Task issuance to issue 

the resource download task to the device. 

 

5. Enter the resource issuance pop-up page. The issuance method is divided into single-device issuance 

and batch deployment. Here, select single-device issuance and click Save. 
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 ﻿

6. After the resource distribution task is successfully created, click View Task Details to enter the task 

details page: 

 ﻿

7. The task details page includes three parts: task information, task statistics, and device details.

Note:

Send to a single device: Send resource download tasks only to the selected device.

Batch dispatch: Dispatch resource download tasks to all devices corresponding to DeviceName 

in the file by uploading a csv-formatted file. Up to 10,000 devices can be upgraded at a time.

task ID: The task ID of this resource distribution task.                         
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8. Start the download of this resource task after the device is online. After the download is successful, the 

status changes to delivery success.

For the specific communication protocol between the device and the cloud, see Resource Management 

Protocol  document.

Product name: The product to which the file of this resource belongs.                           

Target resource: The resource name defined by the user when adding a resource.          

Issuance method: The issuance method of resource tasks, which can be divided into individual 

dispatch and batch dispatch.     

Release time: The time when the resource task is successfully created for distribution.                       

Distribution status: include delivery fail, distributing, pushed, pending, delivery successful.

 

https://cloud.tencent.com/document/product/1081/60187
https://cloud.tencent.com/document/product/1081/60187
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Advanced Functions of the Product

Apply for This Advanced Function
Last updated：2025-04-27 17:43:11

The advanced features of Tencent Cloud IoT Explorer are paid value-added services. If you need to use 

them, please submit an application  for business consultation. The staff will contact you regarding the service 

purchase matters. Please see the following application process.

1. Log in to the IoT Explorer console , select the region "China", and create a project and product. For details, 

see Product Definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and select the 

required advanced functions in Advanced Functions.

4. When you hover over the enable button for the corresponding function, a notification will pop up on the 

page. You can click Ticket in the pop-up dialog box to enter the contact page for prospective customers 

of Real-time Interaction - IoT Edition.

5. On the Contact Page for Prospective Customers of Real-time Interaction - IoT Version, fill in your relevant 

information and click Submit.

Application Steps

https://cloud.tencent.com/apply/p/unl6kb95a8t
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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6. After the request is submitted successfully, the staff will contact you about the service purchase matter 

within 7 working days.
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Version Change
Last updated：2025-04-27 17:43:24

Tencent Real-Time Communication (TRTC)

Device-Side SDK

Version V3.3.0

Release date: January 14, 2021

System platform: Android

Development language: Java

Development environment: Android Studio

Update content

Add RTC call SDK and demo for scenarios in explorer.

Fix several issues.

Version V1.1.1

Release date: January 14, 2021

Development language: C language

Development environment: Linux/Windows, Cmake/GNU Make

Update content

Implement audio and video calls with the application side.

Fix several issues.

Application-Side SDK

Version V1.3.0

Release date: January 14, 2021

System platform: iOS / Android

Development language: Objective-C / Java

Development environment: Mac, Xcode / Android Studio

Update content: Optimize the signaling logic of TRTC and enhance user experience.

Version V1.2.1

Release date: December 10, 2020

System platform: iOS / Android

Development language: Objective-C / Java

Development environment: Mac, Xcode / Android Studio

Update content: Fix the SDK configuration of V1.2.0 version, delete the i386 architecture.

Version V1.2.0

Release date: Dec 2, 2020
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System platform: iOS / Android

Development language: Objective-C / Java

Development environment: Mac, Xcode / Android Studio

Update content: Provide the capacity to meet the requirements of integrating audio and video call 

scenarios.

Automatic Speech Recognition (ASR)

Device-Side SDK sample

Version V3.1.5

Release date: December 2, 2020

Development language: C language

Development environment: Linux/Windows, Cmake/GNU Make

The content is as follows:

Newly-added resource management features and examples.

Newly-added ASR features and examples.

Add file operation for HAL layer adaptation api.

Optimize multithreaded operations.

MQTT sample code implements data interaction based on the Data Template Protocol.

Change the version number to V3.1.5.
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Tencent Real - Time Communication

(TRTC)
Last updated：2025-04-27 17:43:38

This document introduces how to open and use the tencent real-time communication (TRTC) service on 

Tencent Cloud IoT development platform.

Activating devices to enable the tencent real-time communication (TRTC) service is only supported in the 

following regions:

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Tencent Real-Time Communication (TRTC) service is a paid value-added feature and does not offer a free 

trial. You can Online Consultation  for help. The staff will connect with you on matters related to service 

purchase.

1. Log in to the IoT Development Platform Console , select the region "China" and create a product. For 

details, see Product Definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and in Advanced 

Features, click the button at "TRTC" to activate successfully.

Click the Product Development in the left sidebar of the console, select a product to enter the Product Details 

Page, click Device Debugging > Create New Device, fill in relevant information and click Save just. 

Prerequisites

Applying for Enabling Tencent Real-Time Communication (TRTC) Service

Operation Steps

Step 1: Enabling Tencent Real-Time Communication (TRTC) Service

Step Two: Create a Device

https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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 ﻿

Tencent Cloud IoT development platform's tencent real-time communication (TRTC) service provides Mini 

Program Plugins and iOS, Android App SDKs on the application side. On the equipment side, Android platform 

and Hisilicon DV300 platform are now supported.

Please refer to the following guide:

Note:

When there are devices under the product, the status of the value-added service switch cannot be 

changed.

If you delete a device with activated VAS, the purchase License quantity cannot be recovered.

Device Access Guide

Mini Program Plugin

Mini Program Plugin operation guide. For details, see Mini Program Plugin operation guide .

Glossary and interface usage instructions of the plug-in. For details, see Tencent Lianlian Mini Program 

Plug-in Instructions .

SDK Acquisition

The application-side SDK is hosted on Github. You can access Github to download the latest version of 

Android SDK  and iOS SDK .

Device-side SDK is hosted on Github. You can access Github to download the latest version of Android 

SDK  and Linux C SDK (submit an inquiry form for consultation) .

Development Guide

Guide for Android SDK Integration on the Application Side

Guide for iOS SDK Integration on the Application Side

Guide for Android SDK Integration on the Device Side

Integration Guide for Device-side C SDK (Please submit an inquiry form for consultation)

https://cloud.tencent.com/document/product/1081/43418
https://mp.weixin.qq.com/wxopen/plugindevdoc?appid=wxb711dd9e4296e7f6&token=1082042176&lang=zh_CN
https://mp.weixin.qq.com/wxopen/plugindevdoc?appid=wxb711dd9e4296e7f6&token=1082042176&lang=zh_CN
https://github.com/tencentyun/iot-link-android
https://github.com/tencentyun/iot-link-ios
https://github.com/tencentyun/iot-device-java
https://github.com/tencentyun/iot-device-java
https://cloud.tencent.com/apply/p/unl6kb95a8t
https://github.com/tencentyun/iot-link-android/blob/master/sdk/explorer-link-rtc/README.md
https://github.com/tencentyun/iot-link-ios/blob/master/Source/SDK/LinkRTC/README.md
https://github.com/tencentyun/iot-device-java/blob/master/explorer/explorer-device-rtc/README.md
https://cloud.tencent.com/apply/p/unl6kb95a8t
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QQ Music Service
Last updated：2025-04-27 17:43:54

This document shows you how to open and use Tencent Cloud IoT Explorer IoT+QQ music service.

QQ music service can only be enabled by activating devices in the following regions:

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

QQ music service is a paid value-added feature. There is no free trial. You can Online Consultation  for help. 

The staff will connect with you on service purchase matters.

1. Log in to the IoT Explorer console , select the region "China" and create a product. For details, see 

Product Management .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and in Advanced 

Function, click the switch button at "QQ Music Service". Turn on the switch to activate successfully.

Prerequisites

Applying for Enabling QQ Music Service

Operation Steps

Step 1: Enabling QQ Music Service

https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/103586
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4. After enabling the advanced function switch of "QQ Music Service", click to expand the Thing Model. You 

can view the functional design of the Thing Model that interacts with the cloud, which collaborates with 

the configuration on the device-side SDK.

Click the Product Development in the left sidebar of the console, select a product to enter the product detail 

page, click Device Debugging > Create New Device, fill in relevant information and click Save just. 

 ﻿

For the product with the advanced function of QQ Music enabled, one IoT QQ Music service activation code is 

consumed for each created device. You can view the usage of value-added service activation codes of the 

current account in Mass Device Production > Activation Code Overview.

Note:

Due to the involvement in the interaction protocol with the platform and application side, the system 

Thing Model cannot be modified or deleted.

Step Two: Create a Device

Note:

When there are devices under the product, the switch status of the value-added service cannot be 

changed.

If you delete a device with activated VAS, the purchased License quantity cannot be recovered.

Step 3: Managing Activation Codes
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Tencent Cloud IoT Explorer QQ Music access service provides two integration solutions for application 

development: official mini program custom panel development H5 SDK and application-side API on the 

application side. You can choose an appropriate application development method based on your business 

scenario.

Complete the panel development of the device that integrates the QQ Music service based on the H5 SDK 

within the official mini program. You can also quickly verify the related features through the QQ Music-related 

H5 Demo panel. Bind the device through the "Tencent Lianlian" mini program searched in WeChat and then it 

can be used.

For the operation guide, see the following:

Self-create a third-party brand mini program based on the application-side API. Call and query the playback 

of QQ Music music content service resources through the application-side API form to implement relevant 

features.

Step Four: Application Development Guide

Custom Panel Development for Mini Programs H5 SDK

H5 custom development SDK - music service

H5 panel Demo example code

Application Side API

https://cloud.tencent.com/document/product/1081/67456
https://github.com/tencentyun/iotexplorer-h5-freepanels/tree/main/src/panels/QQMusic/panel-default
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Operation guide: For details, see Application-side API Documentation - Music Service .

https://cloud.tencent.com/document/product/1081/40773


IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 257 of 334

Voice Recognition
Last updated：2025-04-27 17:44:16

this document introduces how to open and use the speech recognition service of Tencent Cloud IoT Explorer.

Activating devices to enable the speech recognition service is only supported in the following regions:

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

The speech recognition service is a paid value-added service and does not provide a free trial. You can 

Online Consultation  to ask for help. The staff will connect with you on service purchase matters.

1. Log in to the IoT Explorer console , select the region "China", and create a project and product. For details, 

see product definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button 

at "Speech Recognition" in Advanced Function to activate successfully.

Click the Product Development in the left sidebar of the console, select a product to enter the product detail 

page, click Device Debugging > Create New Device, fill in relevant information and click Save. 

Prerequisites

Applying for Enabling ASR Service

ASR Service Access Guide

Step 1: Enable the ASR Service

Step Two: Create a Device

https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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Tencent Cloud IoT Explorer uses the Automatic Speech Recognition (ASR) product feature and combines 

with the ASR  sample asr_data_template_sample  of C SDK to quickly experience the ASR functionality.

Modify the device information configuration device_info.json , fill in the created ASR product and device 

information correspondingly. To get device information, refer to Device Debugging . 

  

 Modify the data template attributes that the ASR result return depends on to system properties and decouple 

from the user's data template. Sample code is as follows:

Note:

When there are devices under the product, the status of the value-added service switch cannot be 

changed.

If you delete a device with activated value-added services, the purchased License quantity is 

irrecoverable.

Device Connectivity Guide

Configure Device Information

        "auth_mode":"KEY"

        "productId":"PRODUCT_ID"                       //ASR product ID

{

,

,

https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c/tree/master/samples/asr
https://cloud.tencent.com/document/product/1081/34741
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Modify CMakeLists.txt (taking key authentication device as an example) to enable ASR and resource 

management features (the ASR feature depends on the resource management feature). There are two ways:

Execute script compilation.

Execute make compilation:

asr_data_template_sample  example output is located in the output/release/bin  folder.

1.1 Call the api IOT_Asr_Init  to initialize asr_client .

        "productSecret":"YOUR_PRODUCT_SECRET"

        "deviceName":"YOUR_DEV_NAME"                   //ASR device name

        "key_deviceinfo":     

            "deviceSecret":"YOUR_IOT_PSK"                //ASR device key

        

        "cert_deviceinfo":

            "devCertFile":"YOUR_DEVICE_CERT_FILE_NAME"

            "devPrivateKeyFile":"YOUR_DEVICE_PRIVATE_KEY_FILE_NAME"

        

        "region":"china"

,

,

{

},

{

,

},

}

Modify Compilation Options

Use cmake to compile

set BUILD_TYPE                   "release"

set COMPILE_TOOLS                "gcc"  

set PLATFORM                 "linux"

set FEATURE_RESOURCE_UPDATE_ENABLED ON

set FEATURE_ASR_ENABLED ON

set FEATURE_AUTH_MODE "KEY"

( )

( )

( )

( )

( )

( )

./cmake_build.sh 

Use makefile to compile

PLATFORM_CC                 = gcc

PLATFORM_AR                 = ar

PLATFORM_OS                 = linux

FEATURE_RESOURCE_UPDATE_ENABLED       = y

FEATURE_ASR_ENABLED   = y

make

Example

Use the ASR feature. Perform the following operations:
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1.2 If it is a file or single-sentence recognition, call IOT_Asr_RecordFile_Request , input the request 

parameter, file name and callback; if it is real-time speech, call IOT_Asr_Realtime_Request , input 

real-time audio data, request parameter and callback. Meanwhile, the encoding of audio data needs 

to be completed before initiating the request. The return values of the two APIs are request_id  when 

the calls are successful. The corresponding results will be returned in the callback. The returned result 

will carry the corresponding request_id . That is, the result return of ASR only supports 

asynchronously.

Three use cases and request parameters of ASR, including file, one sentence, real-time speech. For details, 

please refer to ASR official website document .

asr_data_template_sample  shows how to use the above API in three use cases of ASR: file, one 

sentence, and real-time speech. By changing the macro definition DEMO_ASR  in the sample, you can 

select the corresponding sample scenario. The data source for all three scenarios uses the test file 

tools/test_file/test.wav . After compilation, this file will be copied to 

output/release/bin/test_file/test.wav . If you need to use your own test file, you can replace this test 

file.

#define DEMO_ASR_FILE                   0

#define DEMO_ASR_REALTIEM               1

#define DEMO_ASR_SENTENCE               2

#define DEMO_ASR                        DEMO_ASR_SENTENCE

Usage Scenario Description

Operation Instructions

Configure DEMO_ASR  as DEMO_ASR_FILE , corresponding to the usage scenario of example ASR file 

recognition:

/asr_data_template_sample 

INF|2020-11-10 16:24:19|qcloud_iot_device c|iot_device_info_set 55 : SDK_Ver: 

3.1.4  Product_ID: W0MHQCSFN5  Device_Name: dev002

INF|2020-11-10 16:24:19|mqtt_client c|IOT_MQTT_Construct 125 : mqtt connect with 

id: q4ZhF success

INF|2020-11-10 16:24:19|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=2717

INF|2020-11-10 16:24:19|data_template_client c|IOT_Template_Construct 936 : Sync 

device data successfully

INF|2020-11-10 16:24:19|asr_data_template_sample c|main 379 : Cloud Device 

Construct Success

INF|2020-11-10 

16:24:19|asr_data_template_sample c|_register_data_template_property 227 : data 

template property=asr_response registered

INF|2020-11-10 16:24:19|asr_data_template_sample c|main 394 : Register data 

template propertys Success

INF|2020-11-10 16:24:20|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=2718

INF|2020-11-10 16:24:22|asr_data_template_sample c|main 492 : record file 

test wav's request_id 1 

.

. ( )

, ,

. ( )

. ( )

,

. ( )

. ( )

. ( )

.

. ( )

. ( )

,

. ( )

.

https://cloud.tencent.com/document/product/1093/35680
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INF|2020-11-10 16:24:24|asr_data_template_sample c|main 492 : record file 

test wav's request_id 2 

INF|2020-11-10 16:24:26|asr_data_template_sample c|main 492 : record file 

test wav's request_id 3 

INF|2020-11-10 16:24:27|asr_data_template_sample c|main 492 : record file 

test wav's request_id 4 

INF|2020-11-10 16:24:29|asr_data_template_sample c|main 492 : record file 

test wav's request_id 5 

INF|2020-11-10 16:24:31|asr_data_template_sample c|main 492 : record file 

test wav's request_id 6 

INF|2020-11-10 16:24:32|asr_data_template_sample c|asr_result_cb 340 : 

request_id:3: 1/1 text: 0:0.000 0:2.800   Beijing Science and Technology Museum

INF|2020-11-10 16:24:32|asr_data_template_sample c|asr_result_cb 340 : 

request_id:2: 1/1 text: 0:1.040 0:3.100   Beijing Science and Technology Museum

INF|2020-11-10 16:24:33|asr_data_template_sample c|main 492 : record file 

test wav's request_id 7 

INF|2020-11-10 16:24:35|asr_data_template_sample c|main 492 : record file 

test wav's request_id 8 

INF|2020-11-10 16:24:36|asr_data_template_sample c|asr_result_cb 340 : 

request_id:1: 1/1 text: 0:0.000 0:2.800   Beijing Science and Technology Museum

INF|2020-11-10 16:24:36|asr_data_template_sample c|asr_result_cb 340 : 

request_id:4: 1/1 text: 0:0.000 0:2.800   Beijing Science and Technology Museum

. ( )

.

. ( )

.

. ( )

.

. ( )

.

. ( )

.

. ( )

[ , ] .

. ( )

[ , ] .

. ( )

.

. ( )

.

. ( )

[ , ] .

. ( )

[ , ] .

Configure DEMO_ASR  as DEMO_ASR_REALTIME . The corresponding usage scenario for the ASR one-

sentence recognition sample code:

/asr_data_template_sample 

INF|2020-11-10 16:21:00|qcloud_iot_device c|iot_device_info_set 55 : SDK_Ver: 

3.1.4  Product_ID: W0MHQCSFN5  Device_Name: dev002

INF|2020-11-10 16:21:00|mqtt_client c|IOT_MQTT_Construct 125 : mqtt connect with 

id: oLbdC success

INF|2020-11-10 16:21:00|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=53209

INF|2020-11-10 16:21:00|data_template_client c|IOT_Template_Construct 936 : Sync 

device data successfully

INF|2020-11-10 16:21:00|asr_data_template_sample c|main 379 : Cloud Device 

Construct Success

INF|2020-11-10 

16:21:00|asr_data_template_sample c|_register_data_template_property 227 : data 

template property=asr_response registered

INF|2020-11-10 16:21:00|asr_data_template_sample c|main 394 : Register data 

template propertys Success

INF|2020-11-10 16:21:01|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=53210

INF|2020-11-10 16:21:03|asr_data_template_sample c|main 508 : record file 

test wav's request_id 1 

INF|2020-11-10 16:21:04|asr_data_template_sample c|main 508 : record file 

test wav's request_id 2 

INF|2020-11-10 16:21:05|asr_data_template_sample c|main 508 : record file 

test wav's request_id 3 

.

. ( )

, ,

. ( )

. ( )

,

. ( )

. ( )

. ( )

.

. ( )

. ( )

,

. ( )

.

. ( )

.

. ( )

.
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INF|2020-11-10 16:21:06|asr_data_template_sample c|main 508 : record file 

test wav's request_id 4 

INF|2020-11-10 16:21:06|asr_data_template_sample c|asr_result_cb 340 : 

request_id:1: 1/1 text:Beijing Science and Technology Museum

INF|2020-11-10 16:21:07|asr_data_template_sample c|main 508 : record file 

test wav's request_id 5 

INF|2020-11-10 16:21:07|asr_data_template_sample c|asr_result_cb 340 : 

request_id:2: 1/1 text:Beijing Science and Technology Museum

INF|2020-11-10 16:21:07|asr_data_template_sample c|asr_result_cb 340 : 

request_id:3: 1/1 text:Beijing Science and Technology Museum

INF|2020-11-10 16:21:08|asr_data_template_sample c|main 508 : record file 

test wav's request_id 6 

INF|2020-11-10 16:21:08|asr_data_template_sample c|asr_result_cb 340 : 

request_id:4: 1/1 text:Beijing Science and Technology Museum

. ( )

.

. ( )

.

. ( )

.

. ( )

.

. ( )

.

. ( )

.

. ( )

.

Configure DEMO_ASR  as DEMO_ASR_SENTENCE , corresponding to the usage scenario of example ASR real-

time speech recognition:

/asr_data_template_sample 

INF|2020-11-10 16:25:39|qcloud_iot_device c|iot_device_info_set 55 : SDK_Ver: 

3.1.4  Product_ID: W0MHQCSFN5  Device_Name: dev002

INF|2020-11-10 16:25:39|mqtt_client c|IOT_MQTT_Construct 125 : mqtt connect with 

id: 1tBx2 success

INF|2020-11-10 16:25:39|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=45977

INF|2020-11-10 16:25:39|data_template_client c|IOT_Template_Construct 936 : Sync 

device data successfully

INF|2020-11-10 16:25:39|asr_data_template_sample c|main 379 : Cloud Device 

Construct Success

INF|2020-11-10 

16:25:39|asr_data_template_sample c|_register_data_template_property 227 : data 

template property=asr_response registered

INF|2020-11-10 16:25:39|asr_data_template_sample c|main 394 : Register data 

template propertys Success

INF|2020-11-10 16:25:40|asr_data_template_sample c|event_handler 88 : subscribe 

success  packet-id=45978

INF|2020-11-10 16:25:42|asr_data_template_sample c|main 556 : realtime request_id 1 

INF|2020-11-10 16:25:43|asr_data_template_sample c|main 556 : realtime request_id 2 

INF|2020-11-10 16:25:44|asr_data_template_sample c|main 556 : realtime request_id 3 

INF|2020-11-10 16:25:44|asr_data_template_sample c|asr_result_cb 340 : 

request_id:1: 0/0 text:NULL

INF|2020-11-10 16:25:45|asr_data_template_sample c|main 556 : realtime request_id 4 

INF|2020-11-10 16:25:45|asr_data_template_sample c|asr_result_cb 340 : 

request_id:2: 1/0 text:NULL

INF|2020-11-10 16:25:46|asr_data_template_sample c|main 556 : realtime request_id 5 

INF|2020-11-10 16:25:46|asr_data_template_sample c|asr_result_cb 340 : 

request_id:3: 2/0 text:NULL

INF|2020-11-10 16:25:46|asr_data_template_sample c|main 556 : realtime request_id 6 

INF|2020-11-10 16:25:46|asr_data_template_sample c|asr_result_cb 340 : 

request_id:4: 3/0 text:NULL

.

. ( )
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INF|2020-11-10 16:25:47|asr_data_template_sample c|main 556 : realtime request_id 7 

INF|2020-11-10 16:25:47|asr_data_template_sample c|asr_result_cb 340 : 

request_id:5: 4/0 text:NULL

INF|2020-11-10 16:25:48|asr_data_template_sample c|main 556 : realtime request_id 8 

INF|2020-11-10 16:25:48|asr_data_template_sample c|asr_result_cb 340 : 

request_id:6: 5/0 text:NULL

INF|2020-11-10 16:25:49|asr_data_template_sample c|main 556 : realtime request_id 9 

INF|2020-11-10 16:25:49|asr_data_template_sample c|asr_result_cb 340 : 

request_id:7: 6/0 text:NULL

INF|2020-11-10 16:25:50|asr_data_template_sample c|main 556 : realtime request_id 

10 

INF|2020-11-10 16:25:50|asr_data_template_sample c|asr_result_cb 340 : 

request_id:8: 7/0 text:NULL

INF|2020-11-10 16:25:51|asr_data_template_sample c|main 556 : realtime request_id 

11 

INF|2020-11-10 16:25:51|asr_data_template_sample c|asr_result_cb 340 : 

request_id:9: 8/0 text:NULL

INF|2020-11-10 16:25:52|asr_data_template_sample c|main 556 : realtime request_id 

12 

INF|2020-11-10 16:25:52|asr_data_template_sample c|asr_result_cb 340 : 

request_id:10: 9/0 text:NULL

INF|2020-11-10 16:25:53|asr_data_template_sample c|main 556 : realtime request_id 

13 

INF|2020-11-10 16:25:53|asr_data_template_sample c|asr_result_cb 340 : 

request_id:11: 10/0 text:NULL

INF|2020-11-10 16:25:53|asr_data_template_sample c|main 556 : realtime request_id 

14 

INF|2020-11-10 16:25:53|asr_data_template_sample c|asr_result_cb 340 : 

request_id:12: 11/0 text:NULL

INF|2020-11-10 16:25:54|asr_data_template_sample c|main 556 : realtime request_id 

15 

INF|2020-11-10 16:25:54|asr_data_template_sample c|asr_result_cb 340 : 

request_id:13: 12/0 text:Beijing Technology

INF|2020-11-10 16:25:55|asr_data_template_sample c|main 556 : realtime request_id 

16 

INF|2020-11-10 16:25:55|asr_data_template_sample c|asr_result_cb 340 : 

request_id:14: 13/0 text:Beijing Technology

INF|2020-11-10 16:25:56|asr_data_template_sample c|main 556 : realtime request_id 

17 

INF|2020-11-10 16:25:56|asr_data_template_sample c|asr_result_cb 340 : 

request_id:15: 14/0 text:Beijing Science and Technology Museum

INF|2020-11-10 16:25:57|asr_data_template_sample c|main 556 : realtime request_id 

18 

INF|2020-11-10 16:25:57|asr_data_template_sample c|asr_result_cb 340 : 

request_id:16: 15/0 text:NULL

INF|2020-11-10 16:25:58|asr_data_template_sample c|main 556 : realtime request_id 

19 

INF|2020-11-10 16:25:58|asr_data_template_sample c|asr_result_cb 340 : 

request_id:17: 16/0 text:NULL

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

. ( )

.

. ( )

. ( )

.

. ( )

. ( )

.

. ( )

. ( )

. ( )

. ( )
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The device-side SDK sample is hosted on Github and can be accessed on Github to download the latest 

version of device-side SDK sample .

The device for speech recognition supports custom development of the H5 control panel. Device control can 

be performed in the Tencent Lianlian Mini Program. For details, see H5 customization development ASR .

INF|2020-11-10 16:25:59|asr_data_template_sample c|main 556 : realtime request_id 

20 

INF|2020-11-10 16:25:59|asr_data_template_sample c|asr_result_cb 340 : 

request_id:18: 17/0 text:NULL

INF|2020-11-10 16:26:00|asr_data_template_sample c|main 556 : realtime request_id 

21 

. ( )

. ( )

. ( )

Retrieve the Device-Side SDK sample

Custom H5 Panel Development

https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c/tree/master/samples/asr
https://cloud.tencent.com/document/product/1081/67454
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Voice Assistant
Last updated：2025-04-27 17:44:34

this document introduces how to open and use the voice assistant service of Tencent Cloud IoT Explorer.

Activating devices to enable the voice assistant service is only supported in the following regions:

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

The voice assistant service is a paid value-added service and does not offer a free trial. You can online 

consultation  to ask for help. The staff will connect with you on service purchase matters.

1. Log in to the IoT Explorer console , select the region "China", and create a project and product. For details, 

see Product Definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button 

at "voice assistant" in Advanced Function to activate successfully. 

 

Prerequisites

Apply for Enabling Voice Assistant Service

Voice Assistant Service Access Guide

Step 1: Enabling Voice Assistant Service

Note:

When creating a product, it is recommended to select the product category: Intelligent Life/Audio-

Visual Office/Smart Speaker. Developers can also choose other categories for custom 

development.

Step Two: Bind Application Information of Cloud Xiaowei Open Platform

Note:

Ensure that the App Key and App Secret are not leaked.

https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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1. Log in to the open platform of Tencent Cloud Xiaowei , click Device Platform > Create Application to enter 

the application creation page and fill in relevant information. 

2. Click Next, enter the application name and application description.

3. Click Next, select customization > import from custom skill library, check Tencent Lianlian and click 

confirm. 

Device system: including Android, Linux, RTOS and others.

Use cases: including mobile applications, screen-free audio devices, in-vehicle entertainment 

systems, etc. This time, select "screen-free audio device".

Application mode: Includes "standard mode" and "Child Mode".

https://dingdang.qq.com/open#/


IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 267 of 334

4. Enter the version number in the format of x.x.x.x, for example, 1.0.0.0. The version number cannot be 

changed after it takes effect. The version number is primarily used to cooperate with the update of the 

terminal version, and can also be used to distinguish the created applications. Click Next. 

 ﻿
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5. Fill in the release note, click Complete, and then click Publish to successfully create the application.

 ﻿

6. Click Application Overview to see the newly created application, thereby obtaining the corresponding App 

Key, App Secret, and Product ID. Ensure that the App Key and App Secret are not leaked, and contact 
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Tencent Cloud IoT development engineers offline. 

1. Develop based on the fusion version SDK of Tencent Cloud IoT and Cloud Xiaowei. For the SDK, please 

contact Tencent Cloud colleagues or agents offline to obtain.

2. Perform device-side integration development based on Tencent Cloud triplet information (device name, 

device key, and product ID), Cloud Xiaowei tvs_pid, and DSN.

Log in to the IoT Explorer Console . On products where "language assistant" has been activated, submit a 

mass production application. After review passed, mass production can be started. For more details, see 

batch production .

Step 3: Integration of the Master Control Device

Note:

Triplet information retrieval. For more information, see equipment information .

DSN consists of "product ID_device name".

The controlled device supports Cloud Xiaowei skills. You need to apply in advance for enabling 

Cloud Xiaowei Voice Skill Service . Once the service is activated, you need to contact Tencent 

Cloud IoT development engineers offline.

Step Four: Mass Production of Devices

Mini Program Operation Guide

https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34742
https://cloud.tencent.com/document/product/1081/34741#.E6.9F.A5.E7.9C.8B.E8.AE.BE.E5.A4.87.E4.BF.A1.E6.81.AF
https://cloud.tencent.com/document/product/1081/47900
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1. Perform master control device network configuration binding. 

Use the Tencent Lianlian Mini Program to scan and bind the master control device network configuration 

QR code to perform network configuration binding.

2. Activate the master control device. 

3. Associate the master control device with the controlled device. 

After the master control device is activated, it can be associated with the controlled device. Upon 
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successful association, you can proceed with voice control. 

4. Authorize the use of QQ Music. 

If a developer integrates music skills in step two  and clicks "QQ Music" on the master control device panel 

in the mini program and authorizes it, then music skills can be used.

Developers can custom develop the control panel of the master control device or the controlled device. For 

details, see custom H5 development .

Note:

Before adding a controlled device, you need to rename the controlled device before you can control 

the smart device.

Note:

The standard control panel for mini program music on demand is under development and will be 

published subsequently; developers can also choose custom H5 panel development .

Music skill access guide: On the Cloud Xiaowei Skill Platform, select QQ Music skill in the 

version management section. For details, see Music Service .

Custom H5 Development

https://cloud.tencent.com/document/product/172554603833176064
https://cloud.tencent.com/document/product/172554603833176064
https://dingdang.qq.com/doc/page/363
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Kugou Music Service
Last updated：2025-04-27 17:44:50

this document introduces how to open and use Tencent Cloud IoT Explorer KuGou Music value-added 

service.

Activating devices to enable KuGou Music service is only supported in the following regions: 

Chinese mainland (excluding Hong Kong, Macao, and Taiwan region)

KuGou Music service is a paid value-added service and does not offer a free trial. You can submit a ticket  for 

business consultation. The staff will contact you for service purchase matters.

1. Log in to the IoT Development Platform Console , select the region "China", and create a project and a 

product. For details, see Product Definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button 

at "KuGou Music Service" in Advanced Function to activate successfully.

4. After the successful activation of the KuGou Music service, the Thing Model of this product will 

automatically add system properties related to the KuGou Music service.

Prerequisites

Apply for Enabling KuGou Music Service

Operation Steps

Step 1: Enable KuGou Music Service

https://cloud.tencent.com/apply/p/unl6kb95a8t
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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Click Device Debugging > Create New Device, fill in relevant information and click Save. 

 ﻿

Step Two: Create a Device

Note:

When there are devices under the product, the status of the value-added service switch cannot be 

changed.

If you delete a device with activated value-added services, the purchased License quantity cannot 

be recovered.

Step Three: Device-Side Integration Guides
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Device-side integration is divided into Android SDK Integration  for screen-equipped devices and C-SDK 

Integration  for low-power IoT devices according to different system resources and security requirements of 

different IoT terminals.

Android SDK integration for IoT+ music content service for Android terminal equipment such as vehicle 

systems, intelligent screens, and TVs. After the device ports the SDK and binds to Tencent Lianlian Mini 

Program, it can authorize the device to access KuGou Music in Tencent Lianlian Mini Program; through 

KuGou Music Mini Program, the device can be controlled to play audio resources of KuGou Music.

Depend on the local sdk source code to build and modify the build.gradle  of the application module, so that 

the application module depends on the explorer-device-tme  source code. An example is as follows:

Android SDK Integration Guide

Seamless Integration with SDKs

dependencies 

    implementation project ':explorer:explorer-device-tme'

  

{

( )

}

Note:

If you need to integrate this SDK, please contact us offline. The Demo sample project uses the SDK 

built from the source code that depends on the local explorer-device-tme.

Points to Note When Integrating the SDK

Add the following configuration in the build.gradle file:

Currently  the sdk provides only two kinds of so files: armeabi-v7a and x86  Add 

abiFilters in case the so library cannot load in some cases

android 

    ndk 

        abiFilters 'armeabi-v7a'  'x86'

    

    if findProject ':explorer:explorer-device-tme'  != null  

        api project ':explorer:explorer-device-tme'

    

    implementation 'io.reactivex.rxjava2:rxjava:2.2.10'

    implementation 'io.reactivex.rxjava2:rxandroid:2.1.1'

    implementation 'com.squareup.retrofit2:retrofit:2.6.0'

    implementation 'com.squareup.retrofit2:adapter-rxjava2:2.6.0'

    def room_version = "2.2.5"

    implementation "androidx.room:room-runtime:$room_version"

    annotationProcessor "androidx.room:room-compiler:$room_version"

    implementation "androidx.room:room-rxjava2:$room_version"

, .

.

{

{

,

}

( ( ) ) {

( )

}

}

https://cloud.tencent.com/document/product/172554604423524352#1.-android-sdk-.E6.8E.A5.E5.85.A5.E6.8C.87.E5.BC.95.EF.BC.9A
https://cloud.tencent.com/document/product/172554604423524352#2.-c-sdk-.E6.8E.A5.E5.85.A5.E6.8C.87.E5.BC.95.EF.BC.9A
https://cloud.tencent.com/document/product/172554604423524352#2.-c-sdk-.E6.8E.A5.E5.85.A5.E6.8C.87.E5.BC.95.EF.BC.9A
https://github.com/tencentyun/iot-device-java/blob/master/explorer/device-android-demo/build.gradle
https://github.com/tencentyun/iot-device-java/blob/master/explorer/explorer-device-tme
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C-SDK integration for IoT+ KuGou Music content service for Linux or embedded operating system terminal 

equipment such as wearables, small household appliances, and children's educational products. After the 

device ports the SDK and binds to Tencent Lianlian Mini Program, it can authorize the device to access 

KuGou Music in Tencent Lianlian Mini Program; through KuGou Music Mini Program, the device can be 

controlled to play audio resources of KuGou Music.

For systems above Android 6.0, the following permissions are required to be dynamically requested. 

Please ensure they are authorized.

<uses-permission android:name="android.permission.RECORD_AUDIO" />

<uses-permission android:name="android.permission.READ_PHONE_STATE" />

<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>

<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />

Call UltimateTv#onApplicationCreate() in Application#onCreate.

public class MyApplication extends Application 

    @Override

    public void onCreate  

        super onCreate

        // Call the onApplicationCreate method of the sdk

        UltimateTv getInstance onAppcationCreate this

        ...

    

    ...

{

() {

. ();

. (). ( );

}

}

C-SDK Integration Guide

Overview

Interaction Process
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Data Template

The mini program sends a song list to the data template, with the IDs of the songs to be played.

Control play/pause/next/previous.
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topic

topic

Set playback progress/sound quality, etc.

The device reports playback information through the data template, such as the current song ID/sound 

quality/playback progress, etc.

$thing/up/property/ product_id / device_name

$thing/down/property/ product_id / device_name

{ } { }

{ } { }

Song Inquiry and Playlist Inquiry

$thing/up/service/ product_id / device_name

$thing/down/service/ product_id / device_name

{ } { }

{ } { }

Data Format

song information query

    "method": "kugou_query_song"

    "clientToken": "a string that is not duplicate earlier"

    "params": 

         "song_id": "xxxxx"

    

    "method": "kugou_query_song_reply"

    "clientToken": "consistent with the upstream message"

    "code": 0

    "status": ""

    "data": "song_info"

Song list query

    "method": "kugou_user_command"

    "clientToken": "a string that is not duplicate earlier"

    "timestamp": 1594108563000

    "params": "album_id/playlist_id/top_id":"Song list ID"  "page":Which page of 

songs in the song list is requested  starting from 1  "size":Number of songs per page  

"kugou_command":"Song list query command"

  "method": "kugou_user_command_reply"

  "clientToken": "20a4ccfd-d308-11e9-86c6-5254008a4f10"

  "code": 0

  "status": ""

  "data": 

    "Song list information"

{

,

{

,

}

}

{

,

,

,

{ }

}

{

,

{ ,

, , ,

}

}

{

,

,

,

,

{
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    How many songs are there in total in the song list?

    "songs": "song_id information" "song_id information" "song_id information"

  

[{ },{ },{ }]

}

}

Step 4: Develop and Integrate on the Application Side: a Guide

Integration of Tencent Lianlian and KuGou Music Based on Development-Free Panel

Select the standard category when creating a product in the console , and specify the Smart Life > audio-

visual office > background music category.

https://console.cloud.tencent.com/iotexplorer
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After enabling the KuGou Music Service, select the dashboard type as "development-free dashboard" in 

interactive development to use the commonly used standard features of the product and quickly complete 

product development.
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After selecting the development-free mini program dashboard, you can obtain massive music resources 

for playback control through the device. 
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For this value-added service, a music service SDK is provided for custom H5 development and Chinese 

domestic brand mini-program development. See Music Service SDK  for details.

1. Device binding: Use the Tencent Lianlian Mini Program to scan the Device QR Code to bind the device. 

(Select different binding methods according to the communication type of the device. For Wi-Fi devices, 

Integration Based on Music Service SDK

Lianlian Mini Program User Operation Guide

https://cloud.tencent.com/document/product/1081/68800
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perform Network Configuration Binding. For cellular devices, perform scanning and binding.) 

 ﻿

2. Bind the device through the Lianlian Mini Program. After selecting the device, enter the main interface 

portal to authorize the KuGou Music service. 
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 ﻿
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3. After authorizing the KuGou Music service, you can obtain the playback control of mass music resources. 

 ﻿

SDK Integration Guide

Use the application-side SDK and access the official website for the latest version of H5 custom 

development SDK .

The device-side SDK is hosted on Github. You can access Github to download the latest version of 

Android SDK integration guide  and device-side C-SDK integration guide .

https://cloud.tencent.com/document/product/172554603833176064
https://cloud.tencent.com/document/product/172554603833176064
https://github.com/tencentyun/iot-device-java/blob/master/explorer/explorer-device-tme/README.md
https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c/blob/master/docs/%E8%AE%BE%E5%A4%87%E6%8E%A5%E5%85%A5%E9%85%B7%E7%8B%97%E9%9F%B3%E4%B9%90.md
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Control Authorization
Last updated：2025-04-27 17:45:05

This document shows you how to open and use the product capabilities of the gateway central control in 

Tencent Cloud IoT Explorer.

Only supported in the following product categories:

Smart Life - Electrical Lighting - Intelligent Control Screen, Smart Life - Gateway Central Control - Central 

Control Panel.

The central control gateway is a paid value-added feature and does not offer a free trial. You can ask for 

online consultation  for help. The staff will contact you regarding the service purchase matters.

1. Log in to the IoT Explorer console , select the region "China" and create a product. For details, see 

Product Definition .

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button 

at "Control Authorization" in Advanced Function to activate successfully.

Click Product Development in the left sidebar of the console, select a product to enter the product detail 

page, click Device Debugging > Create new device, fill in relevant information and click Save just. 

Prerequisites

Apply for Enabling the Capacity of the Central Control Gateway Product

Activating Central Gateway Service

Creating a Device

https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34739
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Note:

When there are devices under the product, the switch status of the advanced function cannot be 

changed.

If you delete a device with activated value-added services, the purchased License quantity cannot 

be recovered.
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Video AI Analysis
Last updated：2025-04-27 17:45:20

The IoT intelligent video service (Consumer Edition) platform's AI analytical capability requires devices to 

upload cloud-stored event recordings. The access process is as follows:

1. Open console , enter product development page, click on the product name of the feature to be enabled, 

and enter the product development Thing Model definition page.

2. Switch to the advanced function of the product Advanced Function, and submit a request to activate the 

advanced function of video AI analysis of the product.

Prerequisite: Device Connectivity to Event Cloud Storage

Enable the Event Cloud Storage Package for equipment through TencentCloud API. See Enable Cloud 

Storage Package for details.

Enable the cloud storage module on the device, report cloud storage events, and push audio and video 

data to the cloud. See Cloud Storage Module in the device connectivity manual for details.

Enable Video AI Analytical Capability for Devices

Applying for Video AI Analysis Value-Added Service Capability

Enable Device Cloud Storage AI Analytical Capability

https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1131/54991#.E5.BC.80.E9.80.9A.E4.BA.91.E5.AD.98.E5.A5.97.E9.A4.90
https://cloud.tencent.com/document/product/1131/54991#.E5.BC.80.E9.80.9A.E4.BA.91.E5.AD.98.E5.A5.97.E9.A4.90
https://cloud.tencent.com/document/product/1131/52956
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You can call TencentCloud API to modify Device Cloud Storage AI Analysis Service to enable video AI 

analytical capability for a specified device. After a device with video AI analytical capability enabled reports a 

Cloud Storage Event, the platform will create a video AI analysis task for the uploaded video and return 

analysis results.

The IoT intelligent video service (Consumer Edition) platform currently supports the following video AI 

analytical capabilities:

When enabling video AI analysis capability for a device, you need to input the corresponding ServiceType  

parameter. If you expect to enable multiple video AI analysis capabilities for one device, you need to call the 

Modify Device Cloud Storage AI Analysis Service  TencentCloud API separately for each capability and input 

the corresponding ServiceType  parameter.

Examples of wrap detection input sources and recognition results:

You can query video AI analysis results through TencentCloud API, or receive video AI analysis result 

callbacks through HTTP API.

Video AI Analytical Capability ServiceType Parameter Value

Package detection PackageDetect

Get Video AI Analysis Result

Querying Analysis Results Via TencentCloud API

https://cloud.tencent.com/document/product/1081/105299
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You can call TencentCloud API to query the list of AI analysis tasks in Device Cloud Storage  to query the 

video AI analysis results of a specified device.

You can set the HTTP callback configuration for video AI analysis of the specified product on the console. 

After completing the HTTP callback configuration, the platform will forward the video AI analysis results of the 

devices under the product to the specified HTTP callback URL.

Meaning of Field

TaskId: The field value of TaskId is the unique identifier of the video AI analysis task.

Status: The Status field indicates the task running status of the video AI analysis task as well as coarse 

result information.

Field Value Meaning

1 Analysis failed

2 Analysis succeeded, but no targets were identified.

3 Analysis succeeded and at least one target was identified.

4 Analytical task is in progress

Result: The Result field provides detailed information on the video AI analysis results. The output format 

may vary for different video AI analytical capabilities.

Video AI 

Analytical 

Capability

Result Format Example Output

Package 

detection

Possible values:

When detecting multiple different types of packages, 

use space as a delimiter to concatenate them into a 

string.

plastic-bags

file-bags

paper-bags

plastic-bags file-

bags

Receiving Analysis Result Callbacks Via HTTP Api

https://cloud.tencent.com/document/product/1081/105301
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You need to deploy an http service that complies with the definition of the callback API and make it accessible 

from the public network to complete the HTTP callback configuration and receive the result callback of video 

AI analysis. The callback API is defined as follows:

Example: Connectivity Check - Request

When you configure the HTTP callback URL in the console, the platform initiates a connectivity check request 

to the URL.

Example: Connectivity Check - Response

When the http service you deployed receives a connectivity check request, it should return a response with a 

status code of 200 OK, and the response content should be the value of the HTTP request header Echostr .

GET /  Connectivity check: You need to fetch the value of the HTTP request header Echostr , use it as 

the content of the HTTP response, and return a 200 OK status code.

POST /  Analysis result callback: You can receive the video AI analysis results pushed by the platform 

from this API. The video AI analysis results are in JSON format and are located in the HTTP request body. 

After successful receipt of this request, a 200 OK status code should be returned.

Note:

When configuring the HTTP callback URL in the console, the platform will initiate a connectivity check 

request to the specified URL. If the connectivity check fails, the HTTP callback configuration will not 

be saved to take effect.

GET / HTTP/1.1

User-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

200 OK
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Example: Analysis Result Callback - Request

Upon completion of the AI analysis task for video, the platform will carry the analysis result to request the 

specified HTTP callback URL. The analysis result is in JSON format and is located in the HTTP request body.

Example: Analysis Result Callback - Response

When the http service you deployed receives an analysis result callback request, it should return a response 

with a status code of 200 OK to indicate successful reception. If the request fails, times out without receiving 

a response, or the returned HTTP status code is not 200, the platform will retry the request after a delay of 5 

seconds, up to a maximum of 2 retries.

Additionally, you can configure an authentication Token to verify that requests come from the IoT Video 

(Consumer Edition) platform. When you configure the authentication Token, the platform's request will 

include the following HTTP request headers. Among them, Nonce  and Timestamp  are used to prevent replay 

attacks, and Signature  can be used for confirmation that the request comes from the platform.

Content-Type: text/plain

Content-Length: 16

3A4dsItMWYmL7pkL

POST / HTTP/1.1

User-Agent: IotVideo/1.0

Content-Type: application/json

{

    "MsgType": "ai_analytics_result",

    "ProductId": "MVTYMD8YCD",

    "DeviceName": "dev001",

    "ServiceType": "PackageDetect",

    "TaskId": "95990598-aba1-465e-9993-3f90c071e5d9",

    "Status": 3,

    "Result": "paper-bags file-bags plastic-bags",

    "Time": "2024-04-10 18:12:05"

}

200 OK

Content-Length: 0

Request 

Header
Meaning Example Value

Nonce Random string vLeD3GvsUx5O1kLP

Timestamp
Second-level UNIX 

timestamp
1712744577

Signature Signature value 2194e42c5e15e34ef9463de4c3f27619edf748d7
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You can calculate the signature using the same algorithm based on the configured authentication Token and 

the Nonce  and Timestamp  values in the HTTP request header. If the signature value matches, the request 

can be considered as coming from the platform. The calculation method for the signature value Signature  

is:

1. Sort the three strings Nonce, Timestamp, and authentication Token lexicographically, and then 

concatenate them sequentially to get a string (in the above example, assuming the authentication Token 

is example , the concatenated string is 1712744577examplevLeD3GvsUx5O1kLP ).

2. Calculate the SHA1 hash value of the concatenated string.

3. Use the lowercase hexadecimal representation of the hash value as the value of Signature .

Example: Connectivity Check (Including Authentication Information) - Request

This example assumes that the authentication Token is example .

GET / HTTP/1.1

User-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: vLeD3GvsUx5O1kLP

Signature: 2194e42c5e15e34ef9463de4c3f27619edf748d7

Timestamp: 1712744577
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WeChat Strong Reminder Notification
Last updated：2025-04-27 17:45:36

WeChat strong reminder notifications are mainly used for device alarms, notifying users through the WeChat 

strong reminder effect with a high trigger rate to ensure no alarms are missed.

1. Log in to the WeChat public platform , and apply for a mini program, device type (model id), device 

message capacity, and message template.

2. Log in to the IoT Explorer console , select the corresponding instance, and enter the Application 

Development page.

3. Create an application. Click on the application name to enter the application details, and apply to enable 

WeChat strong reminder.

4. After applying for enabling, click Authorize Mini Program. Please ask your WeChat mini program 

administrator to scan the code for authorization.

5. Only need to select Hardware Service permission and authorize.

Application Scenarios

Operation Steps

https://mp.weixin.qq.com/
https://console.cloud.tencent.com/iotexplorer
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6. Click Add New template, and configure the conditions for triggering strong reminders and the alarm 

template according to the console configuration.
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7. When users use the mini program to bind a device and subscribe to the strong reminder template of this 

device, the device reports data. After the trigger conditions are met, WeChat will push a strong reminder 

to notify users.
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8. The effect of WeChat strong reminder when the mobile phone is in sleep mode.
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TWeCall
Last updated：2025-04-27 17:45:53

IoT Explorer provides users with the TWeCall access capability based on the integration plugin of WeChat 

mini program and the integration SDK of the device side. This document introduces relevant content about 

TWeCall operations.

The device and mini program can make two-way calls, achieving the native experience of WeChat audio and 

video calls; the device makes a one-click call, and the WeChat keeps ringing as a reminder.

Log in to IoT Explorer . After selecting an instance, enter the menu Mass Production > Activation Code 

Overview > Value-added Activation Code. On this page, you can view the total number of TWeCall activation 

codes, the number of used activation codes and the number of unused activation codes of the current 

account.

Mini programs need to be associated with applications of IoT Explorer before activation code assignment can 

be carried out.

1. After selecting an instance, enter the menu Application Development, click Create Application to create 

an application and associate it with a mini program.

Feature Overview

Operation Steps 

View the Activation Code Limit of TWeCall

Mini Program Authorization

https://console.cloud.tencent.com/iotexplorer/v2/instance/cd-key?instance_id=ins-47UUZfMpbtj&project_id=prj-3tozmgi9
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2. Enter the menu Application Development > Details, click to enter the application name to open the 

application details page of Tencent Cloud Micro Call, and click proceed to authorize.

3. In the mini program authorization popup, select the application that needs authorization. Click Start 

Authorization, and the system will automatically generate an authorization QR code. Please ask the 

administrator of the mini program to scan the code for authorization to complete.

Note:

If there is no assigned entry for allocation, contact as soon as possible to purchase a value-added 

activation code.
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    ﻿
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TWeSee Service

Video Summary
Last updated：2025-04-27 17:47:32

This document mainly introduces the enabling, resource creation, API call, algorithm configuration steps of 

the video summary service as well as related usage scenarios.

Before using this capacity, you need to contact the product manager to enable the "AI Video Analysis 

Capacity" allowlist for your Tencent Cloud account and the target product on IoT Explorer. The following 

information needs to be submitted when enabling.

Activate Service

Tencent Cloud account ID. You can log in to Tencent Cloud official website, click in the upper right corner 

on your avatar to view and copy the required account ID.

Note:

If you are a sub-account type, you also need to submit the main account ID to the product manager 

to enable allowlist.

The target product ID of the Internet of Things development platform (the product must be a video service 

category). You can log in to the console , enter the corresponding instance, and copy the product ID on 

the product development page. If you have not created a product yet, you can refer to the following 

"create resource" to create a video category product.

Creating resources

https://console.cloud.tencent.com/iotexplorer/v2
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1. Take creating a product under a public instance as an example. Enter the IoT Explorer console , click the 

public instance, select Product Development > Self-owned Products, and then click Create Product.

2. You can select the product category by clicking the option in the red box in the figure below, enter the 

product name, and choose "WiFi" as the communication type.

3. Click Create Product. Saving succeeded.

https://console.cloud.tencent.com/iotexplorer/v2
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4. Enable the advanced function of AI video analysis for products in IoT Explorer.

Click the product that was successfully created, enter Thing Model Definition > Advanced Function, and 

enable "AI Video Analysis Capability".

Note:

This operation requires you to provide your Tencent Cloud account ID and product ID to the 

product manager to activate the service.

If you encounter a service failure when enabling the service, please troubleshoot whether there 

are devices under the current product. Ensure that there are no devices under this product 

before you can successfully enable the service.
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1. Enter cloud API console , request TencentCloud API InvokeCloudStorageAIServiceTask  to execute video 

semantic understanding.

2. Region, ProductId, DeviceName, ServiceType, StartTime, EndTime, VideoURLs.N are required items, and 

others are optional.

Calling API Trial Summary Feature

Synchronization Request

Parame

ter 

Name

Parame

ter Type
Description Value Description

Product

Id
string product ID. Import actual information.

Device

Name
string Device name. Import actual information.

https://console.cloud.tencent.com/api/explorer?Product=iotexplorer&Version=2019-04-23&Action=InvokeCloudStorageAIServiceTask
https://console.cloud.tencent.com/api/explorer?Product=iotexplorer&Version=2019-04-23&Action=InvokeCloudStorageAIServiceTask
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3. (Return results within 20 seconds) Return Completed = true, and return the task result simultaneously. 

The task is complete.

4. (Timeout within 20 seconds) Return Completed = false, indicating that the task is not completed within the 

timeout period (backlogged/incomplete tasks will continue to be queued and executed). The execution 

results of asynchronous tasks need to be retrieved asynchronously.

If the prompt "Credit insufficient for creating Tencent Cloud AI Analysis Task" appears, it means the account 

ID is not added to the allowlist. Contact the product manager to activate the service.

Service

Type
string

Video AI Analysis Service Type. It can be 

set to RealtimeObjectDetect (target 

detection), Highlight (video highlights), 

and VideoToText (video semantic 

understanding).

Fixed to send "VideoToText".

StartTi

me
int64

Start time of cloud storage to be 

analyzed (second-level UNIX timestamp, 

no earlier than 30 days before the 

current time).

Input according to the actual 

situation. You can use a 

timestamp tool: Online Unix 

Timestamp Conversion Tool .

EndTim

e
int64

End time (in UNIX timestamp format, not 

later than 1 hour after the current time) of 

the cloud storage to be analyzed.

Input according to the actual 

situation. You can use a 

timestamp tool: Online Unix 

Timestamp Conversion Tool .

VideoU

RLs
string[]

Analyze the list of images/videos URLs 

from external input.

Video: Support HLS video-on-

demand (m3u8) and common video 

formats (mp4, etc.).

Image: Support common image 

formats (jpg, png, etc.). If an input 

image is provided,  "IsImage": true 

needs to be configured in Config.

Currently only 1 URL is 

supported. If multiple URLs 

are input, only the first one will 

be analyzed.

Config string
Algorithm configuration parameters 

(JSON string).

Optional parameter, value 

example:

"

{\"MultiCameraLayout\":\"Singl

e\"}"

Field description: see below 

Field description of algorithm 

configuration parameters 

(Config) .

 Method one: Query task results asynchronously via TencentCloud API.

 Method two: Receive task result push through HTTP callback.

https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
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Response:

Request Example: Analyze Video - Successfully

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/video.mp4"],

  "Config": "{\"MultiCameraLayout\":\"Single\"}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

    "Completed": true,

    "TaskInfo": {

      "ChannelId": 0,

      "CreateTime": 1714240812,

      "DeviceName": "dev123",

      "EndTime": 1714240802,

      "Files": [],

      "ProductId": "AABBCCDDEE",

      "Result": "{\"DetectedClassifications\": [\"person\"], \"Summary\": \"A person 

in white walks on a wet road surface\"}",



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 307 of 334

Response:

      "ServiceType": "VideoToText",

      "StartTime": 1714240800,

      "Status": 3,

      "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

      "UpdateTime": 1714240814

    }

  }

}

Request Example: Analyze Video - Timeout Incomplete

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/video.mp4"],

  "Config": "{\"MultiCameraLayout\":\"Single\"}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

    "Completed": false,

    "TaskInfo": {

      "ChannelId": 0,

      "CreateTime": 1714240812,

      "DeviceName": "dev123",

      "EndTime": 1714240802,

      "Files": [],

      "ProductId": "AABBCCDDEE",

      "Result": "",

      "ServiceType": "VideoToText",

      "StartTime": 1714240800,

      "Status": 4,

      "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",
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Response:

      "UpdateTime": 1714240812

    }

  }

}

Request Example: Analyze Video - Video Download/Read Fail

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/video.mp4"],

  "Config": "{\"MultiCameraLayout\":\"Single\"}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

    "Completed": true,

    "TaskInfo": {

      "ChannelId": 0,

      "CreateTime": 1714240812,

      "DeviceName": "dev123",

      "EndTime": 1714240802,

      "Files": [],

      "ProductId": "AABBCCDDEE",

      "Result": "",

      "ServiceType": "VideoToText",

      "StartTime": 1714240800,

      "Status": 2,

      "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

      "UpdateTime": 1714240813

    }

  }

}
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Response:

Request Example: Analyze Image - Successful

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/image.jpg"],

  "Config": "{\"IsImage\":true}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

    "Completed": true,

    "TaskInfo": {

      "ChannelId": 0,

      "CreateTime": 1714240812,

      "DeviceName": "dev123",

      "EndTime": 1714240802,

      "Files": [],

      "ProductId": "AABBCCDDEE",

      "Result": "{\"DetectedClassifications\": [\"person\"], \"Summary\": \"A person 

in white walks on a wet road surface\"}",

      "ServiceType": "VideoToText",

      "StartTime": 1714240800,

      "Status": 3,

      "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

      "UpdateTime": 1714240813

    }

  }

}

Routine: Request TencentCloud API Using Python SDK

pip install tencentcloud-sdk-python
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1. Request the TencentCloud API CreateCloudStorageAIServiceTask  to create a video semantic 

understanding task.

# -*- coding: utf-8 -*-

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import 

TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:

    cred = credential.Credential(

        "", # SecretId

        "", # SecreyKey

    )

    httpProfile = HttpProfile()

    httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"

    clientProfile = ClientProfile()

    clientProfile.httpProfile = httpProfile

    params = {

        "ProductId": "AABBCCDDEE",

        "DeviceName": "dev123",

        "ServiceType": "VideoToText",

        "StartTime": 1714240800,

        "EndTime": 1714240802,

        "VideoURLs": [

            "https://example.com/video.mp4",

        ],

        "Config": "{\"MultiCameraLayout\":\"Single\"}"

    }

    common_client = CommonClient("iotexplorer", "2019-04-23", cred, "ap-guangzhou", 

profile=clientProfile)

    resp = common_client.call_json("InvokeCloudStorageAIServiceTask", params)

    print(resp)

except TencentCloudSDKException as err:

    print(err)

Asynchronous Request

Parame

ter 

Name

Parame

ter Type
Description Value Description

https://console.cloud.tencent.com/api/explorer?Product=iotexplorer&Version=2019-04-23&Action=CreateCloudStorageAIServiceTask
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2. Retrieve the video semantic understanding task result.

Product

Id
string product ID. Import actual information.

Device

Name
string Device name. Import actual information.

Service

Type
string

Video AI Analysis Service Type. It can be 

set to RealtimeObjectDetect (target 

detection), Highlight (video highlights), 

and VideoToText (video semantic 

understanding).

Fixed to send "VideoToText".

StartTi

me
int64

Start time of cloud storage to be 

analyzed (second-level UNIX timestamp, 

not earlier than 30 days before the 

current time).

Input according to the actual 

situation. You can use a 

timestamp tool: Online Unix 

Timestamp Conversion Tool .

EndTim

e
int64

End time (in UNIX timestamp format, not 

later than 1 hour after the current time) of 

the cloud storage to be analyzed.

Input according to the actual 

situation. You can use a 

timestamp tool: Online Unix 

Timestamp Conversion Tool .

VideoU

RLs
string[]

Analyze the list of images/videos URLs 

from external input.

Video: Support HLS video-on-

demand (m3u8) and common video 

formats (mp4, etc.).

Image: Support common image 

formats (jpg, png, etc.). If an input 

image is provided,  "IsImage": true 

needs to be configured in Config.

Currently only 1 URL is 

supported. If multiple URLs 

are input, only the first one will 

be analyzed.

Config string
Algorithm configuration parameters 

(JSON string).

Optional parameter, value 

example:

"

{\"MultiCameraLayout\":\"Singl

e\"}"

Field descriptions are 

provided below. Field 

descriptions for algorithm 

configuration parameters 

(Config) .

Method one: Asynchronously query task results via Cloud API.

Method two: Receive task result push through HTTP callback reception.

Request Example: Analyze Video 

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
https://www.bejson.com/convert/unix/index.html
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Response:

Response:

X-TC-Action: CreateCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/video.mp4"]

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8"

  }

}

Request Example: Analyze Video (With Algorithm Parameters)

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToxText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/video.mp4"],

  "Config": "{\"MultiCameraLayout\":\"Single\"}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8"

  }

}

Request Example: Analyze an Image
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Response:

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateCloudStorageAIServiceTask

{

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123"

  "ServiceType": "VideoToText",

  "StartTime": 1714240800,

  "EndTime": 1714240802,

  "VideoURLs": ["https://example.com/image.jpg"],

  "Config": "{\"IsImage\":true}"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8"

  }

}

Routine: Request TencentCloud API Using Python SDK

pip install tencentcloud-sdk-python

# -*- coding: utf-8 -*-

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import 

TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:

    cred = credential.Credential(

        "", # SecretId

        "", # SecreyKey

    )

    httpProfile = HttpProfile()

    httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"

    clientProfile = ClientProfile()

    clientProfile.httpProfile = httpProfile

 params = {
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Multi-camera format: Vertical, Num = number of screens, Index = screen serial number

        "ProductId": "AABBCCDDEE",

        "DeviceName": "dev123",

        "ServiceType": "VideoToText",

        "StartTime": 1714240800,

        "EndTime": 1714240802,

        "VideoURLs": [

            "https://example.com/video.mp4",

        ],

        "Config": "{\"MultiCameraLayout\":\"Single\"}"

    }

    common_client = CommonClient("iotexplorer", "2019-04-23", cred, "ap-guangzhou", 

profile=clientProfile)

    resp = common_client.call_json("CreateCloudStorageAIServiceTask", params)

    print(resp)

except TencentCloudSDKException as err:

    print(err)

Algorithm Configuration Parameter (Config) Field Description

Paramete

r Name

Param

eter 

Type

Description Value Description

MultiCam

eraLayou

t

string

(Optional) Multi-camera video recognition. If 

the imported video is a tiled video footage from 

multiple cameras, you can input this parameter 

to obtain more accurate video semantic 

understanding results.

See below for 

MultiCameraLayout  

description.

EnableFir

eDetect

boolea

n

(Optional) Enable flame detection and 

description.

true: Enable

false: Not enabled 

(default value).

EnableS

mokeDet

ect

boolea

n

(Optional) Enable smoke detection and 

description.

If you enable smoke detection for videos that 

are relatively blurry or contain mosaics, there 

may be false detections.

true: Enable

false: Not enabled 

(default value)

IsImage
boolea

n
(Optional) Whether it is image input.

true: Image input

false: Video input 

(default value)

IsNightVi

sion

boolea

n
(Optional) Whether it is a night vision frame.

Night vision view

false: Non-night vision 

footage (default value)

MultiCameraLayout Description
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If analyzing multi-screen displays at the same time, you can fill in more than one screen number, separated 

by a semicolon (;).

Selectable values:

The Task ID (TaskId) of the video AI analysis task has been obtained through TencentCloud API or HTTP 

callback method.

Request TencentCloud API Query Device Cloud Storage AI Analysis Task  to query the details of the specified 

video AI analysis task by TaskId.

Request sample:

Layout
MultiCameraLayout Parameter 

Value
Description

Single Camera Single
Deem the video as one complete 

picture (default value).

Dual Camera 

(Resolution, Tile in 

Vertical Direction)

Vertical,Num=2,Index=0
Specify the analysis of the first frame 

from top to bottom.

Vertical,Num=2,Index=1
Specify to analyze the second visual 

from top to bottom.

Vertical,Num=2,Index=0;1 Analyze all two visuals.

Vertical
Analyze all two visuals (compatible 

with previous parameter values).

Three Cameras (Equal 

Resolution, Tiled 

Vertically)

Vertical,Num=3,Index=0
Specify to analyze the first visual from 

top to bottom.

Vertical,Num=3,Index=1
Specify to analyze the second visual 

from top to bottom.

Vertical,Num=3,Index=2
Specify to analyze the third visual 

from top to bottom.

Vertical,Num=3,Index=0;1
Specify to analyze the first and 

second visuals from top to bottom.

Vertical,Num=3,Index=0;2
Specify to analyze the first and third 

visuals from top to bottom.

Vertical,Num=3,Index=1;2
Specify to analyze the second and 

third visuals from top to bottom.

Vertical,Num=3,Index=0;1;2 Analyze all three visuals.

Querying Video AI Analysis Task Results Via TencentCloud API

Query the Specified Video AI Analysis Task by TaskId

Prerequisites

Operation Steps

https://cloud.tencent.com/document/product/1081/105917
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Sample response:

The platform supports receiving video AI analysis results via HTTP callback. You need to deploy an http 

service that complies with the callback API definition and make it accessible from the public network to 

achieve the reception of video AI analysis results.

(Refer to the following HTTP service routine provided)

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeCloudStorageAIServiceTask

{

  "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8"

}

{

  "Response": {

    "RequestId": "8b490930-d119-4ee2-963c-c58973a1ebe6",

    "TaskInfo": {

      "ChannelId": 0,

      "CreateTime": 1714240802,

      "DeviceName": "dev123",

      "EndTime": 1714240802,

      "Files": [],

      "ProductId": "TSLFHRWDSD",

      "Result": "{\"Summary\":\"Abstract text\",\"DetectedClassifications\":

[\"car\"]}"

      "ServiceType": "VideoToText",

      "StartTime": 1714240800,

      "Status": 3,

      "TaskId": "c31aa4f2-08c9-4088-9603-186d7311fdd8",

      "UpdateTime": 1714240802

    }

  }

}

Receiving Video AI Analysis Results Via HTTP Callback

Callback API Definition

 GET / Connectivity check: Fetch the value of the HTTP request header Echostr, use it as the content of 

the HTTP response, and return a 200 OK status code.

POST / Analysis result callback: Receive video AI analysis results pushed by the platform from this API. 

The video AI analysis results are in JSON format and located in the HTTP request body. After successfully 

receiving this request, a 200 OK status code should be returned.

Configure HTTP Callback URL
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1. The product has activated the AI video analysis service.

2. A deployed HTTP callback service that is external network accessible.

1. Log in to the console of IoT Explorer .

2. Select an instance and a product sequentially, and enter the product detail page.

3. Select the Advanced Function tab, and click Receive Settings in the operation column of AI Video Analysis 

capability.

4. Fill in the HTTP callback address (and authentication Token, if necessary).

Prerequisites

Note:

When configuring the HTTP callback URL on the console or through TencentCloud API, the platform 

will initiate a connectivity check request to the specified URL. If the connectivity check fails, the HTTP 

callback configuration will not be saved and take effect. Meanwhile, it will return error code 

InvalidParameterValue.InvalidCallbackUrl.

Operation Steps

https://console.cloud.tencent.com/iotexplorer/v2
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5. Click Save to save the configuration.

The authentication method is the same as that of Message Queue  HTTP forwarding. You can configure an 

authentication Token to verify that requests come from the IoT intelligent video service (Consumer Edition) 

platform. If an authentication Token is configured, requests initiated by the platform (including connectivity 

check requests and analysis result callback requests) will include the following HTTP request headers. 

Among them, Nonce and Timestamp are used for replay attack prevention, and Signature can be used for 

confirmation that the request comes from the platform.

Based on the configured authentication Token, as well as the Nonce and Timestamp values in the HTTP 

request header, calculate the signature using the same algorithm. If the signature value matches, the request 

can be considered to come from the platform. The steps for calculating the signature value Signature are as 

follows:

1. Sort the three strings Nonce, Timestamp and authentication Token lexicographically, and then 

concatenate them sequentially to get a string (in the above example, assume that the authentication 

Token is example, and the concatenated string is 1714285922examplepWttcBmqRpOfdlph).

2. Calculate the SHA1 hash value of the concatenated string.

3. Use the lowercase hexadecimal representation of the hash value as the value of Signature.

Request

When configuring the HTTP callback URL on the console or through TencentCloud API, the platform initiates 

a connectivity check request to the URL.

Possible Reasons for Configuration Failure

The specified callback URL is in incorrect format.

The specified callback URL is unable to be accessed via the public network.

The port number in the specified callback URL is not 80 or 443.

The platform triggers a connectivity check to the specified callback URL, but no HTTP 200 OK status code 

is returned.

When the platform initiates a connectivity check to the specified callback URL, it does not return the 

Echostr in the request header as the response content.

Callback Request Authentication

Request 

Header
Meaning Example Value

Nonce random string pWttcBmqRpOfdlph

Timestamp
Second-level UNIX 

timestamp
1714285922

Signature signature value 5d5a0ac2dd41f5b5e553f95e0f657247281aea0b

Example: Connectivity Check

GET / HTTP/1.1

User-Agent: IotVideo/1.0

https://cloud.tencent.com/document/product/1131/52738
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Response

When the http service receives a connectivity check request, it should return a response with a status code 

of 200 OK, and the response content should be the value of the HTTP request header Echostr.

Request

This example assumes the authentication Token is example.

Response

Echostr: 3A4dsItMWYmL7pkL

200 OK

Content-Type: text/plain

Content-Length: 16

3A4dsItMWYmL7pkL

Example: Connectivity Check (Including Authentication Information)

GET / HTTP/1.1

User-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: pWttcBmqRpOfdlph

Signature: 5d5a0ac2dd41f5b5e553f95e0f657247281aea0b

Timestamp: 1714285922

200 OK

Content-Type: text/plain

Content-Length: 16

3A4dsItMWYmL7pkL

Analysis Result Data Structure

Field 

Name
Field description Example Value

MsgType
Fixed value, indicates video AI 

analysis result.
"ai_analytics_result"

ProductId product ID. "AABBCCDDEE"

DeviceNa

me
Device name. "dev123"

ServiceT

ype

Video AI analysis service type, 

Parameter Value: VideoToText for 

video semantic understanding.

"VideoToText"

Status Video AI analysis task status.

Possible values:

Failure.

3
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Request

Upon completion of the video AI analysis task, the platform will request the specified HTTP callback URL 

carrying the analysis result in JSON format, which is located in the HTTP request body.

Routine: Receiving callback HTTP service routine source code (Python)

2: Succeed but result is empty.

3: Succeed and result is not 

empty.

Result Analysis result details (JSON string).
Summary: Abstract text DetectedClassifications: 

car

Files File list output by video AI analysis. []

Time Analysis result callback time. "2024-04-10 18:12:05"

StartTim

e

Corresponding cloud storage 

segment start time (second-level 

UNIX timestamp).

1714240800

EndTime

The segment end time (in UNIX 

timestamp format) of the 

corresponding cloud storage clip.

1714240802

Example: Video Semantic Understanding Result Callback

POST / HTTP/1.1

User-Agent: IotVideo/1.0

Content-Type: application/json

{

  "MsgType": "ai_analytics_result",

  "ProductId": "AABBCCDDEE",

  "DeviceName": "dev123",

  "ServiceType": "VideoToText",

  "TaskId": "95990598-aba1-465e-9993-3f90c071e5d9",

  "Status": 3,

  "Result": "{\"Summary\":\"Abstract text\",\"DetectedClassifications\":[\"car\"]}"

  "Files": [],

  "Time": "2024-04-10 18:12:05",

  "StartTime": 1714240800,

  "EndTime": 1714240802

}

from flask import Flask, request, make_response

import hashlib

import traceback

LISTEN_HOST = "0.0.0.0"
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LISTEN_PORT = 80

AUTH_TOKEN = "example" # Authentication token, if empty, indicating that 

authentication is not required

app = Flask(__name__)

# Verify the validity of the request according to the authentication Token

def is_signature_valid(nonce, timestamp, signature):

    if nonce is None or timestamp is None or signature is None:

        return False

    plain_text = "".join(sorted([nonce, timestamp, AUTH_TOKEN]))

    sha1_hash = hashlib.sha1(plain_text.encode("utf-8")).hexdigest()

    expected_signature = sha1_hash.lower()

    return expected_signature == signature.lower()

# Connectivity check

def handle_connectivity_check(request):

    if AUTH_TOKEN and not is_signature_valid(

        nonce=request.headers.get("Nonce"),

        timestamp=request.headers.get("Timestamp"),

        signature=request.headers.get("Signature"),

    ):

        return "Forbidden", 403

echostr = request.headers.get("Echostr")

    if echostr:

        return make_response(echostr, 200, {"Content-Type": "text/plain"})

    else:

        return "Bad Request", 400

# Analytical result callback

def handle_analytic_result(request):

    if AUTH_TOKEN and not is_signature_valid(

        nonce=request.headers.get("Nonce"),

        timestamp=request.headers.get("Timestamp"),

        signature=request.headers.get("Signature"),

    ):

        return "Forbidden", 403

    post_data = request.get_data(as_text=True)

    # TODO: Handle the analysis result

        

    return "OK", 200, {"Content-Type": "text/plain"}

    @app.route("/", methods=["GET", "POST"])

def handle_request():

    try:

        # Print request
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The semantic understanding result is in the form of status value + specific result.

The status value is in the Status field of the video AI analysis task. It can be queried through TencentCloud 

API or received through HTTP callback. Possible values:

The specific result is in the Result field of the video AI analysis task. It can be queried through 

TencentCloud API or received through HTTP callback. Result is a JSON Object string. The data structure 

of the Result object is as follows:

        print("[Request]", request.method, request.path)

        for key, value in request.headers:

            print(f"{key}: {value}")

        print()

        if request.method == "POST":

            print(request.get_data(as_text=True))

            print()

        Process a request

        if request.method == "GET":

            return handle_connectivity_check(request)

        elif request.method == "POST":

            return handle_analytic_result(request)            

        else:

            return "Method Not Allowed", 405

    except Exception as e:

        print("[Exception]")

        traceback.print_exc()

        return "Internal Server Error", 500

if __name__ == "__main__":

    app.run(port=LISTEN_PORT, host=LISTEN_HOST)

Semantic Understanding Output Result

status value

1: Fail

3: Successful and result is not empty.

Detailed Result

Field Type Description

Summary string Video summary text in the form of natural language.

DetectedClassifica

tions

string[] List of target types identified in the video.

Possible parameter values of the target type in the list

person

vehicle

dog

cat

fire

smoke
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Example value:

package

license plate

{"Summary": "Video summary text", "DetectedClassifications": ["person", "vehicle"]}
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Permission Management

Creating Sub-account
Last updated：2025-04-27 17:47:57

this document mainly introduces how to add a sub-account to a root account and assign a certain level of 

resource management permissions to the sub-account, taking "Sub-user" as an example.

1. Log in to the CAM console  with the Tencent Cloud root account. Select the left menu bar User > List of 

users.

2. Enter the user list page and click Create User.

3. A user type selection interface pops up. Select Custom creation for the sub-user.

4. Select "access resources and receive messages" and click Next.

5. Fill in the required information for the Sub-user. You can customize the "username", corresponding phone 

number, and select "console access" as the access method. After selecting console access, you need to 

set the password for this Sub-user. If you plan to access through API, it is recommended to choose 

"programmatic access", as shown in the figure below.

6. After setting the password, click Next to perform identity verification using the mobile verification code 

bound to the root account.

7. Enter the authorization interface, enter the predefined "policy" in the text box, check it, and click Next to 

enter the final confirmation interface.

Overview

Operation Steps

https://console.cloud.tencent.com/cam/overview
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8. Click Complete, indicating that the root account has assigned a certain "policy" to the "sub-user".

9. After the root account creates a Sub-user, the Sub-user can access the Tencent Cloud console through 

the assigned sub-account. Generally, view the user details page of the Sub-user under the root account. 

The console login link is shown on the right of the page (as shown in the red box in the figure below).



IoT Explorer

©2013-2025 Tencent Cloud. All rights reserved. Page 326 of 334

How to Configure CAM Permission for a

Sub-Account
Last updated：2025-04-27 17:48:15

This document mainly introduces How to grant sub-accounts product-level access control permissions. 

Product-level access control permissions can let sub-accounts have access control capabilities for products 

they create themselves or products created by the root account for them. The root account has created one 

or more products and devices, which are assigned to different partners in two ways. As shown below:

1. Log in to the CAM Console  with your Tencent Cloud Main Account, click on the account in the upper right 

corner, and turn on access management.

Overview

Create by Policy Generator

Creating a Policy

https://console.cloud.tencent.com/cam/overview
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2. Click Policies > Create Definition Policy. Select "Create by Policy Generator" as the policy method.
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3. Select the service iotexplorer. If necessary, to grant all APIs permissions to the sub-user, just select all 

operations.

If necessary, specify API access permissions for the sub-user and select the corresponding API as 

needed. For example, select API: GetCategoryPanelsByCategoryKey. 
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4. Resources can be selected as all resources or specific resources as needed. After completion, click Next 

to associate a policy.

1. Click "Select User" to grant permissions to the specified sub-user.

Associated Policy
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2. After selecting a user, click Confirm > Complete to take effect.
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1. Log in to the CAM console  with the Tencent Cloud root account and click Policies in the left menu.

2. Enter the Policy page and click Create Custom Policy.

3. Select Create by policy syntax.

4. Select template type, check Blank Template, and click Next.

5. Fill in the Custom policy name and edit the policy content according to the policy template.

Create by Policy Syntax

Creating a Policy

https://console.cloud.tencent.com/cam/overview
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Below is a sample code:

Example of allocating all permissions to a sub-account

  "version": "2.0"

  "statement": 

      

          "action": 

              "*"

          

          "resource": 

              "qcs::iotcloud:gz:uin/your_uid:*"

              "qcs::iotexplorer:gz:uin/your_uid:project/your_project_id"

              "qcs::iotexplorer:gz:uin/your_uid:project/your_project_id/"

              

"qcs::iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id"

              

"qcs::iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id/*

"

          

          "effect": "allow"

      

  

{

,

[

{

[

],

[

,

,

,

,

],

}

]

}
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Policy description as follows:

Example code (here, the example disables sub-accounts from deleting products and devices):

Resource corresponds to projects and products. If you want to authorize a certain product ID of a 

certain project ID of the root account to a sub-user, you need to add the following four items in the 

resource part. The red marking indicates the parts to be replaced: your_uid is the user account ID, 

your_project_id is the console project ID, and your_product_id is the product ID within the project. 

 ﻿

*  indicates all operations.

Effect: allow means permission, deny means not allowed.

Instructions for using project policy syntax, please see policy syntax description .

Disable partial permissions of a sub-account

  "version": "2.0"

  "statement": 

      

          "action": 

              "*"

          

          "resource": 

              "qcs::iotcloud:gz:uin/your_uid:*"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-id"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-id/"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-

id/product/your-product-id"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-

id/product/your-product-id/*"   

          

          "effect": "allow"

      

      

          "action": 

              "iotexplorer:DeleteStudioProduct"

              "iotexplorer:DeleteDevice"

          

          "resource": 

                "qcs::iotcloud:gz:uin/your_uid:*"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-id"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-id/"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-

id/product/your-product-id"

              "qcs::iotexplorer:gz:uin/your_uid:project/your-project-

id/product/your-product-id/*"    

          

{

,

[

{

[

],

[

,

,

,

,

],

},

{

[

,

],

[

,

,

,

,

],

https://cloud.tencent.com/document/product/598/10604
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When a sub-account logs in to the console and deletes a project or product, a pop-up window will prompt 

no permission: 

1. After the custom policy is created, enter the User > List of Users page and select the sub-account to 

which you want to grant permissions.

2. Click the user name, enter the user details page, and in the "Permission" column, click Associated Policy.

3. Search for the policy name you just created, select it, then click Confirm to complete granting the 

permissions defined in the policy.

          "effect": "deny"

      

  

}

]

}

Enter the relevant API name. For example: DeleteStudioProduct (delete product), DeleteDevice 

(delete device). For other specific API names, see the relevant APIs in API Overview .

Effect: allow means permission, deny means not allowed.

Associated Policy

https://cloud.tencent.com/document/product/1081/34958

