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The complete copyright of this document, including all text, data, images, and other content, is solely and
exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent Cloud"); Without prior explicit
written permission from Tencent Cloud, no entity shall reproduce, modify, use, plagiarize, or disseminate the
entire or partial content of this document in any form. Such actions constitute an infringement of Tencent
Cloud's copyright, and Tencent Cloud will take legal measures to pursue liability under the applicable laws.
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This trademark and its related service trademarks are owned by Tencent Cloud Computing (Beijing) Co., Ltd.
and its affiliated companies("Tencent Cloud"). The trademarks of third parties mentioned in this document are
the property of their respective owners under the applicable laws. Without the written permission of Tencent
Cloud and the relevant trademark rights owners, no entity shall use, reproduce, modify, disseminate, or copy
the trademarks as mentioned above in any way. Any such actions will constitute an infringement of Tencent
Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal measures to pursue
liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and services in their
entirety or part. The descriptions of certain products and services may be subject to adjustments from time to
time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types of Tencent
Cloud products and services you purchase and the service standards. Unless otherwise agreed upon by both
parties, Tencent Cloud does not make any explicit or implied commitments or warranties regarding the
content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after—sale support. Don't
hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Instance Overview

Last updated: 2025-04-27 17:28:07

Instance Overview

An instance is a unit of computing resource on the cloud that can provide device connectivity and
management services for user's loT solutions. The platform is used for device connectivity, device message
communication, device management and other business services based on instances. Tencent Cloud loT
Explorer provides two types of instances, public instance and enterprise instance, to meet the access and
management of Consumer loT and industrial loT solutions respectively.

Public Instance

After the user successfully activates Tencent Cloud loT Explorer, they can purchase the public instance
activation code on demand to use the public instance. If the user's loT application scenario is full-house
intelligent, wearable health, intelligent security (IPC, lock, doorbell, etc.), or consumer electronics intelligent
scenarios that require C—end mini program application and device interaction, they can choose a public
instance. Such applications often have the characteristics of typical consumer electronics. Public instances
are generally billed by purchasing the device activation code in a single transaction.

Public instances provide various types of activation codes for device access and communication in different
scenarios:
Device activation code: Refers to the normal whole—house intelligent devices. Directly connected devices
or gateway devices usually perform data interaction with the Internet of Things Platform via the MQTT
protocol.

Activation code for audio and video devices: Refers to the activation code required for real-time audio and
video communication scenarios with the App or mini program for IPC, smart door lock, visual doorbell, etc.
Contact sales is required for purchasing this activation code, with a minimum quantity requirement.

A Note:
An account contains only one public instance.

When users use a public instance to complete device connectivity or application development and
need a greater number of device creations and message upstream and downstream TPS, they can
purchase an activation code for the public instance. If the upstream and downstream TPS of device
messages in the user's actual application scenarios needs to be greater than 1% of the number of
activation codes purchased, they can submit a ticket to contact us.

Enterprise Instance

If the user's loT application scenarios are Internet of Vehicles in the travel industry, self-service retail,
sharing and leasing, park energy management, construction machinery asset management, etc. in the
commercial field, such applications often need to connect devices to the loT platform as needed. Users
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usually build a business system to perform unified device management through the loT. Such industrial loT
solutions often use enterprise instances. Users can select suitable instance specifications based on the

number of devices online in their applications, the upstream and downstream TPS of device messages, the

message forwarding TPS of the rule engine, and the usage duration.

A Note:

Enterprise instances are generated after on—-demand purchase. One account can purchase multiple
enterprise instances.

Difference between Public Instance and Enterprise Instance

Project

Use cases

Billing Mode

SLA

Device
message
upstream and
downstream
TPS

Rule engine
message
forwarding TPS

LoRaWan
service

Tencent
Lianlian official
mini program

Device
authentication
method

Custom Topic

Message push

Public Instance

Consume loT scenarios, such as
whole—house intelligence,
wearable health, intelligent
security, home furnishing, etc.

Activation code method

99.95%

Number of device activation
codes * 1%

User reported Message TPS

Not supported.

Supported

Key Authentication

Unsupported. By default, topics
starting with $thing are
supported. Develop according to
the specification.

Support push to Tencent Lianlian

©2013-2025 Tencent Cloud. All rights reserved.

Enterprise Instance

Industrial loT solution scenarios, such as
Internet of Vehicles in the travel industry,
self-service retail, sharing and leasing, park
energy management, construction machinery
asset management, etc.

Monthly Subscription

99.95%

10 messages per second per online device

Actual reported Message TPS by users

Supported

Not supported.

Key authentication, certificate authentication

Support Thing Model Topics and support user

customization of Topics.

Not supported.
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official mini program and App.

Value—added
service —> Supported Supported
TRTC

VAS —> location

service Supported Supported

Value—-Added
Services —>
Resource
Management

Supported Supported

VAS -> voice

skills Supported Not supported.
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Instance Management

Last updated: 2025-04-27 17:28:23

Business Introduction

Users can enable public instances through instance management, purchase public instance activation codes,
purchase enterprise instances, and renew and upgrade enterprise instances according to business
development. They can also perform data migration of devices between instances.

Operation Steps

Enabling Public Instance

Starting from June 20, 2024 (see documentation announcement), public instances will no longer provide
users with 10 free device activation codes and default activation of public instances. Users need to purchase
activation codes for automatic activation of public instances. With a throughput capacity of 1 TPS for uplink
and downlink messages, it meets users' needs to connect devices to the platform during the development
phase and perform joint debugging with users' business systems.

Purchase Public Instance Activation Code
See purchasing public instance activation codes. Refer to Billing Overview.
Purchase Enterprise Instance

1. Log in to the loT Development Platform, enter the instance list page, and click Add Instance in the figure
below, or go to the Purchase Page of the loT Development Platform.
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2. Enter the enterprise instance purchase page in the figure below.
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3. On the purchase page, select the resource type as "enterprise instance". For the number of devices,
select appropriate device quantity specifications according to the total number of devices required to be
registered on the platform for the actual project by the user. And choose appropriate duration. The system
will automatically calculate the new price based on the number of devices, duration, etc.

4. Click Buy Now button, and show the following confirmation page.
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5. Click the go to pay button. After payment is successful, when the user returns to the instance list, the
enterprise instance of the corresponding specification created for the user by the platform will be queried.
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View Enterprise Instance Information

1. Click the created enterprise instance to enter the Instance Information Page.
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2. Users can view basic information of the instance, instance status, instance remark information, instance
creation time and instance expiration time.

3. Users can also view the capacity limit of the number of online devices, the number of registered devices,
the upstream and downstream TPS of messages, and the TPS of message forwarding during instance
purchasing in the resource status.

4. If the user's purchased instance has devices for message upstream and downstream communication and
rule engine forwarding, line charts will be shown in "TPS of Message Forwarding in Recent Three Days"
and "TPS of Message Upstream and Downstream in Recent Three Days".
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Modify Instance Remark

1. Click the modify icon of the instance remark to modify the remark name of the instance.
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2. In the pop—-up modify window, input the instance remark name and click Save to modify the template

successfully.
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Migrating Instance Device Data

Last updated: 2025-04-27 17:28:39

Overview

Instance device migration provides users with the feature of migrating products and device data under a
specific instance to another instance. This feature can be applied when users need to migrate a product and
its device data from the joint debugging stage of a public instance to another purchased enterprise instance
after completion of joint debugging during instance development.

Operation Steps

Equipment Migration

1. Log in to the 10T Explorer and enter the instance list page.

2. Click "Device Migration" in the shortcut entry area on the right of the instance list.
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3. Select the source instance and target instance for migration on the device migration interface, and select
the products to be migrated under the source instance.
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4. Click Confirm. The system will perform the migration operation and generate migration history records.
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5. After successful migration, the migrated products and device data under the source instance will not be
viewed. They must be viewed under the target instance.

6. The migrated product equipment will not affect the MQTT access of the device side.

©2013-2025 Tencent Cloud. All rights reserved. Page 14 of 334



> Tencent Cloud

Public Instance Device Integration
Product Management

Last updated: 2025-04-27 17:29:03
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Before device connectivity, it is required to create a product first. A product is equivalent to the collection of a

certain type of devices. Users manage all devices under it through the product.

Creating a Product

1. Log in to the IoT Explorer and select public instance.
2. Click the product development menu, and click Create Product to define your product.

3. Select your product category.
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4. After selecting the product category, fill in the basic information of the product.
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The basic information settings of the product are as follows:

Product name: A combination of Chinese characters, letters, digits, and underscores, 1 to 20 characters
long and cannot be empty.

Product Category: Select the category to which the product you create belongs. The data templates of
attributes, events, etc. of different types of products will vary. For details, see Data Template.

Device type: Device type is divided into 3 categories: device, gateway, and subdevice. Details as follows:

Device: This type of device can directly access loT Explorer and has no mounted subdevices.
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Gateway: This type of device can directly access loT Explorer and accept subdevices to join the LAN.
It can maintain the topology relationship of subdevices and synchronize the topology relationship with
subdevices to the cloud.

Subdevice: This type of device must rely on a gateway device to communicate with loT Explorer. For
example, Zigbee, Bluetooth, RF433 and other devices. For descriptions of gateways and subdevices,
refer to the documentation gateway subdevice.

Modes of communication: you can choose Wi-Fi, mobile cellular (2G/3G/4G), 5G, BLE, LoRaWAN and
other modes of communication.

Access Gateway Protocol (selectable as subdevice when device type is selected): indicates the
communication protocol type for the device under this product to act as a subdevice communicating with
the gateway.

Zigbee: Indicates that the communication protocol between the subdevice and the gateway is ZigBee.
BLE: Indicates that the communication protocol between the subdevice and the gateway is BLE.
433: Indicates that the communication protocol between the subdevice and the gateway is 433.

Custom: Indicates that the communication protocol between the subdevice and the gateway is another
standard or a private protocol.

Data protocol: Defaults to the data protocol of the Thing Model. You can also customize a protocol for
pass—through.

Description: The number of characters must not exceed 80. You can fill in this field as needed.
Deleting a Product
A Note:

To prevent accidental deletion of the product from affecting your business, if there are still devices
under the product, the product cannot be deleted.

1. After completing the creation of a new product, you can view the created product on the product list page.

2. When you no longer need the product, you can click Delete in the top right corner of the product and

confirm.
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Modifying a Product

©2013-2025 Tencent Cloud. All rights reserved. Page 17 of 334


https://cloud.tencent.com/document/product/1081/47440

> Tencent Cloud loT Explorer

1. Click the product name to enter the product detail page.
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2. Click More Information to view product details. Click Modify Product Information to perform product
information modification.
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Querying Products

1. Click the product name to enter the product detail page.
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2. Click More Information to view product details.
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Last updated: 2025-04-27 17:29:29

Thing Model Overview

A Thing Model is a digital model defined by Tencent Cloud loT Developer Platform for the same type of
devices, that is, products. It digitally describes products through three feature types: properties, events, and

actions.

Feature Type

Attribute

Event

Behavior

Feature Description

Various parameters and status data of the equipment during operation. For
example, the temperature and humidity values collected by the Temperature and
Humidity Sensor; the switch status values of electrical equipment, the current
speed and latitude and longitude values collected by vehicle devices. Attributes
support two types: read-write and read-only. Read—-write means that the attribute
can be reported from the device to the platform and can also be controlled from the
platform. Read-only means that the attribute is only reported from the device to the
platform.

Data initiated by the device during runtime that requires the User Business System's
awareness, including three event types: information, alarm, and failure. For
example, when a device malfunctions, it is required to send the fault information and
related data at the time of failure to the platform.

The calling method provided by the device for applications, used by the business to
initiate requests. It requires the device side to process and then return the
processing result. Scenarios where the business system can synchronously or
asynchronously obtain the result. For example:

o Parking lot users need to be allowed to pass immediately after paying the
parking fee. The business system needs to obtain whether the final status
synchronization operation of the barrier is successful.

o After a cloud printing scenario user issues a printing action, the input parameters

of the action include order ID, print document content, etc., and the output
parameters include the encoding of the print result.

Thing Model Category

The features of the product include standard features, custom functions, and advanced functions.

Feature
Category

Standard
feature

Custom
function

Feature Description

Standard features refer to the Thing Models of some common device categories
provided by Tencent Cloud loT Platform. Users can choose to use or not use these
features as needed.

Custom function refers to the feature provided by Tencent Cloud loT Platform that
allows users to freely define the Thing Model of products. Users can freely create,
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Advanced
Features
generate corresponding standard features.
Operation Steps

loT Explorer

delete and edit Thing Model features according to the specifications and

characteristics of the equipment.

Advanced features refer to the value—-added service features provided by Tencent
Cloud IoT for users. For example, the tencent real-time communication (TRTC)
service can be applied to visual intercom, Cloud Broadcasting real-time shouting,
one—-to—many emergency call scenarios; advanced features generally automatically

Add Standard Features to Thing Model

The standard features are the default Thing Model definitions of preset device categories provided by
Tencent Cloud loT, as well as the default Thing Models corresponding to advanced features.
1. Login to the loT Explorer, enter the instance list page, and select the generated public instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu,

enter the product list, and select a certain "product" to enter Thing Model Definition.
3. Click Add Standard Function on the Standard Function tab.
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4. The system-defined Thing Models of the same category as the user-selected category for other products
can be added as needed by users. Once confirmed, the selected Thing Models will be added to the

"custom function".

Custom Addition of Thing Model Attributes

Custom functions allow users to freely define the Thing Model according to device specifications, assigning
users adequate freedom to define.
1. Log in to the loT Explorer, enter the instance list page, and select the generated public instance.
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2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the
product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.
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4. Select the "feature type" as needed in the popup window. For example, if a lighting product has an
attribute switch, enter "Switch" as the feature name, and the identifier must be unique among all Thing
Models of this product. Select the data type and then save.
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Custom Addition of Thing Model Events

loT Explorer

1. Log in to the loT Explorer, enter the instance list page, and select the generated public instance.

2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the
product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.

4. Select event as needed in the popup window. Then select "event type" again as "info". Users can freely

define the event information that devices send to the loT platform.

FEBENIhEE X
O = FNSELRESEESEETES. FEERSS, BUENREDE SCERaSTEEE. TUET SRS B EEHERENE.
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running_state @ status @ HiRE - 0 normal 1 fail
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Custom Addition of Thing Model Actions

i3

i3

1. Log in to the loT Development Platform, enter the instance list page, and select the generated public

instance.

2. Click the public instance to enter its details page. Click Product Development in the left menu to enter the
product list, and choose a certain "product" to enter the Thing Model Definition.

3. Click the Add Custom Function button on the Custom Function tab page.

4. Select action as needed in the popup window.

In self-service retail, shared payment or parking scenarios, it is often necessary for the business system
to immediately perform operations such as opening doors, unlocking or opening barriers through the loT
platform after payment. This requires the business system to receive the processing results from the
device end in real time. If it fails to respond promptly, the business system needs to cancel the transaction,

such as initiating a refund.
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5. Enter the corresponding action name and parameters for the feature name. The request parameters need

to be defined by the user, and the response parameters are the parameters reported to the loT platform
after execution on the device side.

For example, the feature name is "Unlock", and the identifier is "Open". The request parameter customizes
a string type of order ID, so that the business system can track the processing situation of each order on
the device side; the response parameters can also add fields of order ID and the final unlock status result
code of the device. If the unlock succeeds, return code 0, otherwise return 1. When the business system
receives code 1, it can either retry if permitted by the business, or initiate a refund operation after multiple
failures of retries when the payment has been completed.
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Add Advanced Function Thing Model

Refer to the Advanced Features guide, purchase and activate the corresponding advanced features. Once
enabled, the platform will add by default the Thing Model corresponding to the advanced features.

loT Explorer

View Thing Model JSON Object

1. After adding standard features and custom functions, users can click View Thing Model JSON to view the

JSON format corresponding to the Thing Model.
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loT Explorer

2. As shown below, users can copy or download the JSON Thing Model. The copied JSON can be used for

copying the Thing Model definition between products through the "Import Thing Model" feature.

BEYIREISON
1 {
2 "version": "1.0",
3 "properties": [
4 {
5 "id": "power_switch",
6 "name": "HLITIFR",
7 "desc": "EHIHITIFK",
8 "required": true,
9 "mode": "rw",
10 "define": {
11 "type": "bool",
12 "mapping": {

| =

S5 -~

Import Thing Model
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1. After copying the Thing Model JSON of a specific product, click Import Thing Model and paste the copied
JSON into the text box.

2. Then click Import, which will override the original product's Thing Model. Note that the Thing Model import
feature should be used with caution for products in mass production.
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Thing Model Format Reference

The following is the JSON description of the Thing Model for the smart light, including various data types and
event types. An example JSON is as follows:

2300UMK31M",

ch"

: "Control the on and off of the light"
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"color",
"color"
"Light color"
" "

¥ 4

"enum",
n ~ n

Red",
"

Green",

"Blue"

"brightness",
"brightness"
"Light brightness"

n n

rw-,
"il"l:",
non
> 7

mwqmn
14

LEOR

’
"100”,
mqm

"name",
"light position name"
"Light position name: study, living room,

"

LIRS
rw",

"string",
"OH
4

ngan

"status_report",
"DeviceStatus",
"Report the device status",

"info",
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"status",
"running_state",
"Report current device running
{
"bool",
{
"normal",

"fault"

"string",

"0 n’

voltage",
"LowVoltage",
"Alert for device voltage is low",

"alert",

"voltage",
"Voltage",

"Current voltage",

"hardware_fault",
"Hardware_fault",

"Report hardware fault",
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"name",
"N’m@ "
ame",
"Name like: memory,tf card,
"string",

non

"error_code",
"Error_Code",
"Error code for fault",
{
"lI:t H’
nmn
H1 n ’
HOH
’

"unlock",
"Behavior detection for turning on the light"
Action for description of turning on the light

[

"open",
"Switch"
{
"bool",
{
nOFEN

"on"
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"string",
YlO"
4
"2048"

"2048"

"time",
"Light on time"

"timestamp"

"state",
"light status"
{
"bool",
{
" Of:’ n

"on"

References

o Learn about Thing Model Protocol. See Thing Model Protocol.

» Viewing device attributes, events, and actions can be found in Device Debugging content.
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Device Development

Last updated: 2025-04-27 17:29:44

Overview

loT Explorer

After the user defines the product and Thing Model, the device needs to be connected to the platform as
required by the access protocol. This document primarily introduces how to use the development platform for

device development.
Operation Steps

Device Development

After the user creates a product and defines its data template, click Device Development. Currently, the

development platform provides three development methods.

Develop based on modules: Scenarios where MCU meets serial port communication and communicates

with the cloud through a communication module.

Develop based on SDK: Access scenarios that meet the direct integration of the C SDK.

Develop based on OS: Access scenarios that meet the integration of C SDK based on the Internet of

Things operating system.
(v) ez © =enx
EEAE TopicFlz=

RS ETI

BT SDKHE

FRTSETSEENC-SIKAETAAREFAHRER ), FES TENEFETC-SDKFE
BTOSHHR

RiEESHERESENIENERERR, SEE ST TRENAETOSTE

Module-Based Development

1. If your device needs to connect to the development platform through a communication module, click

Develop Based on Module.

2. The system displays the module selection window. You need to choose appropriate communication

modules based on your business requirements. This includes the module brand and module
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communication type. After choosing appropriate modules, you can click Confirm.
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4. Embedded development.

O For devices connected via modules, if a data template is defined, the platform provides the

loT Explorer

3. After selecting a module, you can click Select Again to replace the module. You can also click View Detail
to learn about the detailed parameters of the module. Additionally, you can click Procurement

functionality of automatically generating MCU SDK code, which is used to speed up how the MCU

connects to the communication module.

O Click MCU SDK code. The development platform will generate a compressed file. After you download

it, you can follow the development guide to connect the device to the development platform.
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loT Explorer

© How to perform MCU development based on the downloaded MCU SDK code, for details, see device

development guide related documentation.
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Interactive Development

Last updated: 2025-04-27 17:29:59

Overview

Users can interact with devices through the official Tencent Lianlian Mini Program or Chinese domestic brand
mini programs. The Internet of Things development platform provides interactive development configuration
services, simplifying the development difficulty of mini programs. You can achieve data communication
between the mini program and the platform through simple configuration and quickly possess the ability of
the mobile application end.

Prerequisites

Completed the work of the device development stage.

Operation Steps
Control Product Methods

The loT development platform provides mini programs and apps in two forms of application sides, and
supports the configuration of interaction methods for three application types: official public mini programs,
Chinese domestic brand mini programs, and Chinese domestic brand apps. After entering the interaction
development page, based on your business needs, you can choose to use the above application types for
interaction development configuration through the switch button.

® Note:
If your products need to be connected to Tencent Lianlian official mini program, please enable
"Connect to Tencent Lianlian official mini program". The Tencent Lianlian platform will review and
authenticate the connection.

Use the official public mini program of Tencent Lianlian to control the product. Then, turn on Integration
with Tencent Lianlian Official Mini Program and configure accordingly.
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Chinese domestic brand mini program: If you use the Mini Program SDK of loT Explorer to develop a

Chinese domestic brand mini program, turn off Integration with Tencent Lianlian Official Mini Program and
configure accordingly.
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Chinese domestic brand App: If you use the open source edition App and App SDK to develop a Chinese
domestic brand App, turn off Integration with Tencent Lianlian Official Mini Program and configure
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accordingly.
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Device Debugging

Last updated: 2025-04-27 17:30:17

Overview

After device development is completed, it is required to enter the device debugging stage to debug whether
the communication between the device and the cloud is normal. Device debugging provides online debugging
of real devices and virtual device debugging, and allows querying of the current data reported by the device,
historical communication logs, events, and online and offline records via the console. This document
primarily introduces how to perform device debugging.

Prerequisites

Completed the work of device development and interactive development stages.
Operation Steps

Create New Device

1. Enter the public instance in loT Explorer, select the target product and then click Device Debugging to
enter the device debugging process.

2. Click Create New Device, enter the device name as shown in the figure below, and click Save to create a
device.

EEERR: | dev001

-

gk Hir=s B EEAOIEs Bl FoaTt e
e, I MEREs, SEEfaEReTTEE

3. After successful creation, you can view the newly created device on the "Device Debugging" list page. The
default status of the first-time successfully created device is "inactive".

4, Click QR code in the list to quickly bind a real device, which helps developers reduce development
difficulty. After mass production, for security reasons, the QR code entry will be closed.
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View Device Information

1. Upon successful creation of the device, it is required to query device information, obtain important
parameters, and perform device debugging.

loT Explorer

2. Click the device name in the device list. By default, enter the equipment information page to view the basic

device information.

Device name: The unique device ID under the product, which generally needs to be burned into the

device.

Product ID: The product ID associated with the device, which generally needs to be burned into the

device.

Associated product: The name of the product to which the device belongs.

Device key: A randomly generated key for each device by the platform. To authenticate using the key,

this information needs to be burned into the device.
Device creation time: The time when the device was initially created successfully.

Last online time: The time when the device last connected to the connection platform.

Activation time: The time when the device successfully connects to the platform for the first time.

Device status: The current device status. If the device successfully connects to the platform via
MQTT, it displays "online". If the device is offline, it displays "offline". If the device has never connected

to the platform, it displays "inactive".
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View Thing Model Logs
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1. When the device is successfully connected to the platform and publishes messages to the Thing Model
Topic, you can view the attributes, events, actions and other data reported by the device in the "Thing
Model Log" under "Cloud Log of Equipment".
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2. List all the attribute functions of the Thing Model of the device in the list.
Identifier: The identifier in the Thing Model corresponding to the device.
Feature name: Correspond to the "feature name" in the Thing Model definition.
Historical data: Click to view and retrieve the reported data of this feature. Display the historical data
reported to the cloud by this feature in chronological order and verify whether the reported data is
correct.
Data type: The "data type" in the functionality defined by the Thing Model.
Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific
feature changes, the latest value column will immediately display the latest value reported by the
device.
Update time: Refers to the change time of the latest value. Generally, it is the occurrence time when
the device reports this feature.

@® Note:
When a device reports data in the Thing Model Protocol format, but the latest value cannot be viewed
in the Thing Model log, you need to confirm whether the format of the reported data is correct. For
details, see Thing Model Protocol and Common Issues with Thing Model.

View Content Logs
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loT Explorer

1. Content log provides users with the feature to query device uplink and downlink content logs by Topic.

Users choose "Content log", and the "Log type" drop—down list will be shown.
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2. Select "Attribute" as the log type. The Topic dropdown list will automatically load the Topic

B SREEL THES ©

S

corresponding to the attributes and query all uplink and downlink attribute content logs of the device and
the platform within the selected date range. Users can select different types as needed, and then retrieve
the uplink and downlink content data corresponding to different Topics for device debugging and problem

LRl
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2", "params":{"cid":2,"lac":2,"Ua":0.020000}}

'success"}

"status":"success","data":

localization.
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2024-01-26 16:58:39.280 ™7 $thing/down/property/R 2/dev001 {"method":"report_reply","clientToken":"} -1""code":0,"status
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2024-01-26 16:58:38.358 7 $thing/up/property B2/dev001 {"method":"get_status", "clientToken":"F 0"}
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View Online and Offline Logs

1. Online and offline logs provide users with the ability to query logs of devices connecting to the platform
(going online) as well as devices actively or passively disconnecting from the platform.
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2. Device disconnect means the device actively closes the connection with the platform. Device keepalive
timeout means the device does not send heartbeat, causing the connection timeout to close.

View Cloud Diagnostic Logs

The cloud diagnostic log feature is used to view the end-to—end trajectory logs of the interaction between
devices and the cloud, helping users quickly diagnose exceptional errors that occur with devices during the
debugging process, such as no permission to subscribe to a topic, failure to publish upstream messages,
failure of rule engine forwarding to third—party services, and other error and exception event location. This
document is used to locate the cause of communication content between devices and cloud messages and
seek a solution.

Online Debugging

1. After your real device has been successfully connected to the development platform, you can use online
debugging to test the data transmission and reception of the real device.

2. Click Online Debugging to enter the online debugging functionality. The premise is that the real device has
been enabled and successfully connected to the development platform.

3. The control panel on the left side of Online Debugging is automatically generated according to the Thing
Model of the product to which the device belongs. After setting the data to be sent, click Send. The system
will automatically trigger control instructions to the device.

4. After the device receives the command, it will immediately return data to the cloud and display it in the
textbox on the right.

5. If users want to issue control commands to debug with real devices through API, they can refer to Remote
Device Control and Device Pass—through Command Control APIs respectively. One is to issue control
commands through the Thing Model Protocol, and the other is to issue commands in the custom Payload
mode.
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Batch Production

Last updated: 2025-04-27 17:30:33

Overview

Device debugging is completed and after necessary tests, it can enter the production stage. The
development platform will set the data template of the product after application release to a non—-modifiable
status to prevent problems occurring in the actual device running due to modifications made on the
development platform. This document primarily introduces how to perform batch production.

Prerequisites

After the device debugging is completed and after testing of a small batch of devices, users can enter the
batch production stage.

Operation Steps

1. Log in to the loT Explorer console, click to enter Product Development column, and view the product list.

2. Click the corresponding product name to enter the product detail page, select batch production, and enter
the batch production phase.

3. After confirming the information is correct, check to agree in the options box. Upload the test report, click
confirm the product and apply for release, and enter the application release phase.
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A Note:
After the application release, the data template of the product will not be allowed to be modified. If

your product needs to add new features due to business needs after obtaining feedback in the

market, you can create a new product to solve it.

4. After the application for release is submitted, the product status will be changed to "under review". (If the
review fails, it will return to the "under development" status, and you can reapply for release.)
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5. If your product has been developed and passed the review, its status will become "released", and you can
perform mass production in mass production management.
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Equipment Mass Production
Mass Production Management

Last updated: 2025-04-27 17:31:26

Introduction to Mass Production QR Codes

loT Explorer

After the equipment completes development based on the loT Explorer, it will soon enter the mass production

stage. For device manufacturers, whether using the Tencent Lianlian Mini Program, a Chinese domestic

brand mini program, or an App, devices can be added by scanning the QR code, thus improving user

experience. Therefore, the platform provides mass production QR code solutions for various communication

methods and categories. Based on the device type, you can obtain suitable QR codes for batch production.

» Type | Universal QR Code: It indicates that the same QR code can be printed on the packaging box or

device for all devices within this product category. For example, for a smart light configured via Wi-Fi
SmartConfig, the same QR code can be used for all devices of this model to scan and add via the

configuration network.

» One device, one code: It means that for the devices under this product, during mass production, a QR
code corresponding to each device needs to be generated before the device can be bound to a family by

scanning the code.
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Prerequisites

« The product has completed the preceding development steps and entered the batch production stage.

o The actual production environment of the equipment already meets the qualification requirements for

mass production.
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A Common Type | QR Code

Only the Tencent Lianlian Mini Program supports the "Common Type | QR Code" method. You can directly
add devices by scanning with WeChat scan or scanning within the Tencent Lianlian Mini Program. The
specific instructions are as follows.

Device Type

Wi-Fi device, BLE device, Zigbee subdevice, 433 subdevice, custom protocol subdevice.

How to Obtain

The "universal QR code for one model" of such devices can be obtained in loT Explorer Console > Batch
Production > Product Confirmation and Release. Meanwhile, you can click Download QR code to save it.

@m&s& @i&ﬁ—]ﬁi @ﬁﬁﬁ @ﬁﬁﬂiﬁ eiuﬁiﬁ?"
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@® Notes:

©2013-2025 Tencent Cloud. All rights reserved. Page 48 of 334


https://console.cloud.tencent.com/iotexplorer

> Tencent Cloud loT Explorer

How to configure the page entered after scanning? You can click Interactive Development > Scan
Product Introduction/Network Configuration Guide > Configuration to perform operations.

One Device, One Code

Tencent Lianlian Mini Program and Chinese domestic brand mini programs/apps both support adding devices
via the "one device, one code" method. This document uses Tencent Lianlian Mini Program as an example for
illustration. Other devices can refer to these operations. The specific instructions are as follows.

Device Type
Cellular devices (2G/3G/4G/5G), LoraWAN, others.

How to Obtain

During the batch production stage of the product, before the product is put into release, the Tencent Lianlian
Mini Program and General Version App need to be reviewed by loT Explorer. Once approved, they can be
released. When you create a device mass production task, download the generated csv file to obtain the QR
code content of one device, one code.

® Notes:
Chinese domestic brand mini programs/Apps do not need to be reviewed by loT Explorer. You can
perform mass production management after job publishing confirmation.

Operation Steps
Tencent Lianlian Mini Program and General Version App

1. Login to the IoT Explorer Console. Before mass production, the product needs to be reviewed and
approved by loT Explorer before it can be released. During the product confirmation stage, you need to
click Confirm Product Information and Publish to enter the application release for mass production.
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2. Fill in after the publishing is completed and wait for approval.

3. After review passed, select Device Mass Production in the left sidebar, click Mass Production
Management > Bulk Device Creation.

4. After entering the "Create Mass Production" interface, select the mass production product. In the "One
Device, One Code QR Code" column, select "Automatically Generate". For details on filling in other
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parameters, see Mass Production Management. Click OK to complete the creation of mass production.
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5. After successful creation of mass production, the batch list will appear on the "Mass Production
Management" page. Click View on the right side of the batch to obtain detailed information about mass

production.
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6. On the mass production details page, click Download Device Information. In the generated file, the content
after QR-code is the binding QR code content of each device.

ProductId,DeviceName,ProductSecret,DevicePsk, Status[QRCode

S8E4RATCIZF, 0000000000, , KPbk04tDABE5xIR08KgCkA==, Suct, " { " "Product T "0000000000 cc6e7274157pt 777 7784004a92al6a" "} "
BE4RATCJ2F, 0000000001, ,EQy4L410a0B2V1ICBMEVKEw==, Suct, " {""ProductI "0000000001 83ald4dc24fa :£6b33bd39c9""}"
SE4RATCI2F, 0000000002, ,0VZ3KzWIjgGLiQkIQrac Iw==, Suc: ProductI "0000000002 c067b9dagdlc 9c9cbed1981"
B8E4RATCIZF, 0000000003, ,r]5a5yACSHYbBYyD/ frX6g==, Sucs Productl "0000000003 d7e3afalcbl 10b8dd1b91£1"
8E4RATCI2F, 0000000004, ,5j2zhBRirzlaratsyqgDi/g==,Sucé,” {""ProductId"":""8F "', ""DeviceName"":""0000000004"",""Si dfb5da95c68 96a6ad1b260""}"

Chinese Domestic Brand Mini Program/App

1. Log in to the loT Explorer Console. During the product confirmation stage, click Confirm Information and
Publish to enter the mass production management stage.
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2. Select Device Mass Production in the left sidebar, click Mass Production Management > Bulk Device
Creation.

3. After entering the "Create Mass Production" interface, select the mass production product. In the "One
Device, One Code QR Code" column, select "Automatically Generate". For details on filling in other
parameters, see Mass Production Management. Click OK to complete the creation of mass production.
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4. After successful creation of mass production, the batch list will appear on the "Mass Production
Management" page. Click View on the right side of the batch to obtain detailed information about mass
production.
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5. On the mass production details page, click Download Device Information. In the generated file, the content
after QR-code is the binding QR code content of each device.

Introduction to Mass Production Management

After the device is developed and tested on loT Explorer, it will enter the mass production stage. After the
product is published, users need to generate device certificates and burn them into devices for mass
production.

The mass production stage generally goes through at least the following three stages:

1. The device owner batch-generates the key information (DeviceName, DeviceSecret) of devices in loT
Explorer.

2. The device owner distributes the generated key information of the device to the authorized device
manufacturer for burning.

3. The device manufacturer performs production testing according to the test requirements of the device
owner. The devices that pass the production test will be packaged and delivered. The devices that fail the
production test will not be packaged or delivered. Further analysis is required for the causes for the failure
of the production test.

Prerequisites

The product has completed the preceding development steps, the product has been released, and
entered the batch production stage.

The actual production environment of the equipment already meets the qualification requirements for
mass production.

Procedure of Mass Production

1. Log in to the loT Explorer, and select Public Instance.

2. Click on the left menu Mass Production of Devices > Mass Production Management to view the current
mass production product records.

@® Notes:

The first time you enter Mass Production Management, if there is no data, "No mass production
records. Click to create mass production." will be displayed in the list area.
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3. 1. Click bulk device creation, and the user needs to input specific product information and mass
production burning method.

Mass—produced products: Select a published product from the drop—down selection. The product ID
will be automatically selected.

Burning method: You can choose two burning methods: one device one key and one model one key.
For details, see Select a burning method.

Ways to produce

For the one device one key burning method, you can choose system automation to randomly
generate a unique DeviceName and DeviceSecret, or upload a file as the DeviceName and
generate the corresponding DeviceSecret.

For one model one key, you can choose to upload a file as the DeviceName and generate the
corresponding DeviceSecret.

Production quantity: A maximum of 10,000 devices can be mass—produced in a single run.

One Device, One Secret QR code: Select as required.
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4. After selecting the burning method, click Confirm. The backend will process the batch task.

5. When the backend finishes reviewing and processing the mass production task, the mass production
information will be displayed, and the batch device information will be provided for download for the
manufacturer to burn.

Select a Burning Method

The burning method is divided into local burning and dynamic obtaining. The mass production process of
local burning is generally used by enterprises that produce, manufacture, and burn devices by themselves.
The key information such as DeviceName and DeviceSecret will not be disclosed to external partners,
reducing the risk of key information being transferred during the distribution stage.
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Feature Item Local Burning Dynamic Obtaining

Device certificate, namely: ProductID,

Device certificate, namely: ProductSecret, DeviceName (device name,

Device burni
eviece UG productiD, DeviceName,

information ; generally the MAC address, SN, etc. of the device
DeviceSecret. .
itself).
Generation Automatically generate and .
Method upload files. Uploadfile.
. . inal
PI’OdUFtIOI‘l 10,000 devices under a single 10,000 devices under a single product.
Quantity product.
Security Relatively high. Moderately low.
Enabled b
navbled by Yes. Manually enable in the console.
default.

Local Burning

The process of local burning also comes in two kinds:
First method: The system automatically generates a batch of DeviceNames and DeviceSecrets.

Second method: The device owner uploads the product serial number as the DeviceName, and then the
system generates a DeviceSecret that has a one-to—one correspondence with it according to the
uploaded serial number.

System—-Generated DeviceName and DeviceSecret

1. The device owner selects one device one key for direct burning.

2. The device owner selects the number of devices to be generated in batches.

3. The backend automatically generates a unique DeviceName and DeviceSecret based on the device
quantity.

4. The backend outputs the generated equipment information via downloading a CSV file.

5. The device owner can perform the burning process during the specific generation process after
downloading the file.

System Generates Paired DeviceSecret According to the User Imported DeviceName

1. The device owner selects one device one key for direct burning.
2. The device owner selects the file upload method and imports the pre—prepared file.

3. The backend uses the data in the first column of the uploaded file as the DeviceName and automatically
generates the corresponding DeviceSecret.

4. The backend outputs the generated equipment information via downloading a CSV file.

5. The device owner can perform the burning process during the specific generation process after
downloading the file.

Dynamic Obtaining

The purpose of dynamically obtaining the device is not to provide the DeviceSecret during the distribution
stage, but only to provide the ProductID, ProductSecret, and DeviceName. During the production testing
phase, the device will dynamically obtain the corresponding DeviceSecret from the cloud based on the
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ProductID, ProductSecret, and DeviceName. After receiving it, the device will store the DeviceSecret and
then initiate the normal login process of the device. It can be applied to scenarios where device key
information needs to be distributed multiple times.

Console Operation Process

. The device owner selects the burning method of dynamic registration with one model one key.
. The device owner selects the file upload method and imports the pre—prepared file.
. The backend uses the data in the first column of the uploaded file as the DeviceName.

. The system outputs the product Secret Parameter for the product that selects "dynamically obtain".

a b WO N =

. The device owner distributes the list file of ProductID, ProductSecret and DeviceName to the
manufacturer.

Error Prompt

When performing mass production, you may encounter error prompts. See the following table for error codes
and reasons.
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Error Code Error Cause
hub create device timeout Device creation timeout

Insufficient number of ordinary device activation

normal device license limit
codes

Insufficient number of audio/video device

video device license limit .
activation codes

If you encounter other notifications, please Submit a Ticket for consultation, or proceed to purchase.
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Additional Notes

The process for devices to dynamically obtain keys during the manufacturer's programming and production
testing phase when devices go online is as follows:
1. The device manufacturer burns the data obtained from the device owner.

2. Perform production testing after completion of burning.

3. After the device is powered on, if the firmware program checks and finds no DeviceSecret locally, it will
send the product ID, product key, and DeviceName through the APl encapsulated by the Device SDK. The
SDK will retrieve the DeviceSecret from the cloud.

3.1 First, perform signature verification on the validity of the request.
3.2 Secondly, check whether the DeviceName already exists in the cloud.
If not exist, registration fails and production test also fails.
If the device exists, the cloud will return an encrypted DeviceSecret for the DeviceName.
4. After receiving the DeviceSecret, the device decrypts it and stores it locally.
5. The device side initiates an MQTT log—in request to the cloud with the dynamically obtained DeviceSecret.

6. If the login is successful, it indicates that the first step of the production test has passed.
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Activation Code Overview

Last updated: 2025-04-27 17:31:51

Activation code overview is used to view the total count and remaining quantity of device activation codes of
the current account. It mainly includes ordinary connection device activation codes, value—added feature
activation codes such as audio and video.

Operation Steps
1. Login to loT Explorer, select Public Instance. Click to enter the menu Mass Production > Activation Code
Overview.

2. View the activation code overview, including the number of registrable devices, the number of registered
devices, and the remaining number of registrable devices.
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3. View the activation code details, including device activation codes, audio and video activation codes, and
value—added activation codes.

Device activation code: Each device of a public instance that accesses a platform needs to use a
device activation code. Meanwhile, the quantity of device activation codes impacts the TPS of the
public instance. Support viewing the quantity of free test activation codes (pending use/total valid
count), the quantity of non—-Bluetooth device activation codes (pending use/total valid count), and the
quantity of Bluetooth device activation codes (pending use/total valid count).
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Audio and video activation code: In addition to the device activation code, devices of the audio and

video service category need to consume additional audio and video activation codes for using network
resources to transmit audio and video.
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Value—-added activation code: The value—added service activation code is used to enable paid value-

added services such as face recognition, Tencent Real-Time Communication (TRTC), voice assistant,
and WeChat Call for devices.
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After—Sales Operation and Maintenance
Firmware Upgrade
Last updated: 2025-04-27 17:32:16

Overview

This document primarily introduces the method of use of firmware upgrade on loT Explorer, helping you
quickly use the firmware upgrade service.

Operation Steps
Add Firmware

1. Log in to the IoT Explorer console and enter a public instance.

2. Select After-sales Maintenance > Firmware Upgrade in the left sidebar menu to enter the firmware list
page, where all current firmware can be viewed.

3. Click Add Firmware to add new firmware.
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Firmware name: Supports Chinese, English uppercase and lowercase letters, digits, and some

commonly used symbols (underscore, minus sign, parenthesis). It must start with Chinese, English, or
digits and its length must not exceed 32 characters.

Associated product: Select the product to which the uploaded firmware belongs.
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Firmware version number: Only supports English letters, digits, periods, hyphens, and underscores.
Length limited to 1 — 32 characters.

Select firmware: The uploaded firmware file must be in the specified format:
.bin,.dav,.tar,.gz,.zip,.gzip,.apk,.xz,.pack. Individual file size must not exceed 1024 MB.

Firmware description: Describe and record the uploaded firmware this time. Length limit 0 — 100
characters.

Custom information: After an upgrade task is created, the custom information will be sent to the
device in the upgrade notice.

A Note:
A maximum of 100 firmware files can be uploaded under one account. If you continue uploading,
deleting old versions of firmware is required.

4. After uploading is complete, the firmware will be displayed in the list. You can perform operations such as
upgrading, CRUD operations, and viewing details on the firmware.

Firmware Upgrade

After the firmware is successfully uploaded, select the target firmware version you want to upgrade to and
click Firmware Upgrade on the right side of the firmware list to initiate an upgrade task. The firmware upgrade
methods support two kinds of batch upgrade methods: upgrading by firmware version number and upgrading
by device name.
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Upgrade by Firmware Version Number

1. Enter the firmware upgrade page. The page displays information about the target firmware to be upgraded
(for example, firmware name, associated product, firmware version number).

2. Select batch upgrade method as "Upgrade by Firmware Version".
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Version number to be upgraded: Select the firmware version number in the dropdown list as the
firmware to be upgraded. Multiple selections allowed.

Upgrade scope: Support two kinds of upgrade scopes. All devices under the to—be—upgraded version
number or specified devices can be used as target devices for firmware upgrade.

The feature of upgrading specified devices is commonly used for grayscale verification of firmware
content. When the upgrade scope is set to specified devices, click the Select Device button on the right
of the dropdown list to select multiple target upgrade devices from all devices under this product.
Upgrade confirmation: Support two kinds of firmware upgrade confirmation methods: silent upgrade
and user confirmation upgrade. If you use the official Tencent Lianlian application, silent upgrade
means that no user confirmation is required. The Tencent Lianlian application side will automatically
complete the upgrade. After re—enabling, it will be the upgraded version; user confirmation upgrade
means that the user needs to actively enter the device control interface of Tencent Lianlian and check
and confirm the firmware upgrade on the device details page. If you use other loT applications, it is
recommended to choose the silent upgrade method.
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Timeout duration configuration: When the cloud does not receive the device firmware upgrade

message exceeding the timeout duration, the firmware upgrade task will be redistributed. The default
timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation
upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

3. Click save. Then, the system will perform an upgrade task and distribute the selected target version
firmware to the target devices within the upgrade scope.

@® Note:

below.

Upgrade by Device Name

Upgrading by firmware version requires the device to be upgraded to report the currently running
firmware version. If it is not uploaded, you can choose to upgrade by device name as introduced

1. Enter the firmware upgrade page. The page displays information about the target firmware to be upgraded
(for example, firmware name, associated product, firmware version number).

2. Select the batch upgrade method as upgrade by device name.
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Specify the device: Upload the list of devices that need firmware upgrade. Click Download Template to
get the template file, enter the accurate DeviceName in the template file, and then click Upload File to
upload. Up to 10,000 devices can be upgraded at a time. File support only csv format.

Upgrade confirmation: Identical to upgrading by firmware name, it supports two firmware upgrade
confirmation methods: silently upgrade and user confirmation upgrade.

Timeout duration configuration: When the cloud does not receive the device firmware upgrade
message exceeding the timeout duration, the firmware upgrade task will be redistributed. The default
timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation
upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

3. Click save. Then, the system will perform an upgrade task and send firmware to the target device.
View Firmware Details

1. Click View Detail on the right side of the firmware list in the firmware list to view firmware details.
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2. Enter the firmware details page, where you can view the detailed information of the firmware, firmware
upgrade device statistics, and upgrade task management list.
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Firmware information: including firmware name, associated product, firmware version number,
firmware signature, signature algorithm, addition time, and firmware description. Click the Edit Button
in the upper right corner to modify the firmware name and description.

Firmware upgrade device statistics: including the total number of devices in all batch upgrade tasks
for this firmware, as well as the number of devices corresponding to upgrade tasks with different
upgrade statuses.

Task management list

Click Task Details to view all upgrade tasks for this firmware. The statuses of upgrade tasks
include: not started, creating, creation succeeded, creation failed.

click Device Details to view the record details of device upgrades in all upgrade tasks associated
with this firmware. There are 5 device upgrade statuses: Pending, Pushed, Upgrading,
Successfully Upgraded, and Upgrade Failure.

©2013-2025 Tencent Cloud. All rights reserved. Page 65 of 334



> Tencent Cloud loT Explorer

IEEE

REBAE
BEER {£531D LERES HERS WASEHAIE BE
light - Sif% EEFE

3. In the Task Details or Device Details of task management, click View Details on the right of a task to go to
the task details page, where you can view the device list, upgrade status, and statistics of the number of
devices in different upgrade statuses for this task upgrade.
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In the device detail list, you can view the current upgrade status and status details of all devices in the
batch task upgrade of this task.

Do not display status details when the upgrade status is "Pending" or "Pushed".

When the upgrade status is "Upgrading”, the status details include: downloading, burning, and

simultaneously display the percentage progress.

When the upgrade status is "Upgrade Failure", the status details will feedback error information.
Additionally, on the right side of the device detail list, you can cancel or retry the device upgrade based on
the upgrade progress. The upgrade status of a canceled upgrade device will be marked as upgrade failure;
for a device with an upgrade failure, you can click Retry to perform re—upgrade.
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Device management

Last updated: 2025-04-27 17:32:35

Overview

After successfully mass—producing devices for a specific product on loT Explorer, you can manage and view
device information in the console.

Operation Steps

Managing Devices

1. Loginto loT Explorer.
2. On the instance overview page, find the public instance that needs to be turned on. Click the
corresponding instance to navigate to the instance detail page.
3. Click Equipment Management in Aftersales Operations in the left sidebar to enter the equipment
management page. You can perform the following operations:
View equipment information under a specific product: Select a product in the pull-down menu at the
top of the page. You can view the current device status:
Inactive: The device is not integrated with loT Explorer. You can download the Device SDK for
device development and integrate the device with the loT platform to activate it.
Online: The device is activated and has a successful connection with the loT development
platform.
Offline: The device has been activated and is disconnected from the loT development platform.
Search for devices: Select the device name or device tag in the search input box on the right to search
for specific devices. Fuzzy search is supported.
View device details: Find the corresponding device in the list and click View to enter the device details
page.
Delete a certain device: Find the corresponding device in the list and click Delete to delete the device.
After the device is deleted, the device certificate information will become invalid, and the data records
of the device on the loT platform will also be deleted.
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View Specific Device Information

In the Device List, click View corresponding to the device to enter the device details page. You can perform
the following operations.
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View Device Information

On the device details page, select Device Information to view the basic device information. This includes:
Device key: For using key authentication, this information needs to be burned into the device side.

Product ID: unique ID, which needs to be burned into the device side.
Activation time: the time when the device first connects to the development platform.
Last online time: the time when the device last connected to the development platform.

Device status: If the device is online, it displays as "online"; if the device is offline, it displays as "offline"; if
the device has never connected to the development platform, it displays as "inactive", etc.
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loT Explorer

View Device Properties

On the device details page, select Device Properties to view the Thing Model feature items of the device. This

includes:

©2013-2025 Tencent Cloud. All rights reserved.

Variable identifier: the identifier in the Thing Model corresponding to the device.
Variable name: correspond to the "feature name" in the Thing Model.

Historical data: Click View to retrieve the historical report data of this feature.
Variable Type: The "data type" in the Thing Model.

Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific
feature changes, the Latest Value column will immediately display the latest value reported by the device.
Update time: Refers to the change time of the latest value, generally the occurrence time when the device
reports the specific feature. View the historical reported data of a specific feature. Display the historical
data reported by the specific feature to the cloud by time, and verify whether the reported data is correct.
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View Device Cloud Log

On the device details page, select Device Cloud Log to view the information that the device has uploaded to

the cloud and received from the cloud.
View Thing Model Logs
Uplink: Uplink refers to the model data reported from the device to the cloud.

Downlink: Downlink refers to the model data sent from the cloud to the device.
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View device events: Select Thing Model logs and click Event to view the event information reported by the
device to the cloud, This includes:

Definition of event: Defined and managed in the Thing Model.

Event type: The system divides event types into three types, namely Alarm, Fault, and Info.
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View device behavior: Select Thing Model logs and click Behavior to view the behavior information of the

device, This includes:

Definition of behavior: Defined and managed in the Thing Model.

Behavior description: Used to describe complex business logic. Multiple calling parameters and
response parameters can be added. It can be used to let devices perform a specific task. For example:
The unlocking action needs to know which specific user unlocks at what time, as well as the status of

the lock.

View device online and offline logs: View the log records of the device connecting to and disconnecting

from the cloud.
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Operational Analysis

Last updated: 2025-04-27 17:32:55

Overview

Use the operation analysis feature to perform statistical analysis on the activation, active, and online device
data of all products within the project; and perform statistical analysis on the geographic distribution of active
and activated devices of the product.

Prerequisites

There are activated devices, online devices, and devices connected to the platform.

Device Overview

Device overview allows you to view related data of activation, online status, and active status of all products,
or view the related data of activation, online status, and active status of a specific product by filtering, as well
as information on daily activated devices, daily active devices, and online devices.

Operation Steps

1. Log in to the loT Explorer console. After entering the public instance, click Operational Analysis > Device
Overview to enter the overview interface.

2. Select the product you want to view. The page will display the corresponding total number of activated
devices, number of online devices, number of activations yesterday, number of active sessions yesterday,
number of activations in the last 7 days, number of active sessions in the last 7 days, number of
activations in the previous 7 days, and number of active sessions in the previous 7 days.
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3. Select the time period for viewing the activated device count. The system will show the daily activated
device count of the product in the form of a chart within the specified time range of the filter.
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4. Select the time period for viewing active devices (the device must be connected to Tencent Cloud loT
Platform). The system will show the daily number of active devices of the product in the specified time
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range of the filter in the form of a chart.
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5. Select the time period for viewing online devices. The system will show the daily number of online devices
of the product in the specified time range of the filter in the form of a chart.
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Device Distribution

Device distribution allows you to view all products, or filter a specific product to view the number of active and
activated devices in different regions within the set time. The system provides two display methods: map and
table.

Operation Steps

1. Log in to the loT Explorer console. After entering the public instance, click Operational Analysis > Device
Distribution to enter the device distribution interface.

2. Select the product, time period, and device type to view.

3. The system will display the distribution quantity of devices in different regions on the map according to the
information such as the product, time period, and device type selected by the user, and intuitively show
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the distribution quantity of devices in each region to the user.
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4. The system provides a table display method. Users can view detailed information such as the quantity and
proportion of each province and city in the table.
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Message Overview

Message overview allows you to view message upstream count, message downstream count, message
upstream failure count, message downstream failure count, rule hits, and rule forwarding count of all
products, or view those of a specific product by filtering.

Operation Steps

1. Log in to the loT Explorer console. After entering the public instance, click Operational Analysis >
Message Overview to enter the device distribution interface.

2. Select the product and time granularity you want to view to view related message data.
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Enterprise Instance Device Connectivity
Product Management

Last updated: 2025-04-27 17:33:21

Product Management Overview

User devices need to be connected to the platform. First, you need to create a product. A product refers to a
collection of devices of the same type. This document primarily introduces how to use the platform to create,
modify products, set identity verification for devices belonging to the product, etc.

Operation Steps

Create a Product

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click Enterprise Instance to enter the instance internal page. Click Product Development in the left menu
to enter the product list.
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3. Click Create Product, and the following interface is displayed.
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4. When creating a product, you must select a product category. If there is no suitable category, you can

choose Other Sector > Other Category > Custom Category. The form page for creating a product will be
displayed after selecting a category.
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Product information settings are as follows:
Product name: the name of the product. Product names under the same account must be unique. It
supports a combination of Chinese characters, letters, digits, and underscores.

Device type: Device type is divided into 3 categories: device, gateway, and subdevice. Details as
follows:
Device: This type of device can access loT Explorer directly and has no mounted subdevices.
Gateway: This type of device can directly access the loT development platform and can accept
subdevices to join the LAN. It can maintain the topological relationship of subdevices and
synchronize the topological relationship with subdevices to the cloud.
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Subdevice: This type of device must rely on a gateway device to communicate with loT Explorer.
For example, Zigbee, Bluetooth, RF433 and other devices. For the description of gateways and
subdevices, refer to the documentation gateway subdevice.

Communication method: The communication method is generally a communication method that can
be directly connected to the platform for device usage. Including Wi—Fi, mobile cellular (2G/3G/4G),
LoRaWAN, Ethernet and other communication methods.

Authentication method: loT Explorer provides two authentication methods for authentication between
devices and the platform.

Certificate authentication: When creating a device, the platform will generate a certificate file and
a private key file for the device to achieve mutual authentication between the device and the
cloud.
Key authentication: Use the randomly generated device key provided by the platform when
creating a device.
Access Gateway Protocol (selectable as sub—device when device type is selected): indicates the
communication protocol type for the devices under this product to act as sub—devices communicating
with the gateway.
Zigbee: Indicates that the communication protocol between the subdevice and the gateway is
ZigBee.
BLE: Indicates that the communication protocol between the subdevice and the gateway is BLE.
433: Indicates that the communication protocol between the subdevice and the gateway is 433.

Customization: Indicates that the communication protocol between the subdevice and the
gateway is another standard or a private protocol.

Data protocol: Defaults to the data protocol of the MQTT Thing Model. Alternatively, you can use a
custom MQTT protocol for pass—through.

Description: The word count must not exceed 80 characters. You can fill in this field as needed.

5. Click Create Product, and the system will create a product and return to the product list page.

Viewing Products

1. Login to the IoT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance to enter the instance details page. Click "Product Development" in the left
menu to enter the product list. Select a created specific product and click on the product name to enter
the following interface.
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3. The most important information of the product will be displayed in the top area during the product
development process. Click More Information, and the product information will be displayed on the right
side of the screen, and you can initiate modification operations.
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Modifying a Product

1. If a user wants to modify product information, click the "Modify Product Information" button. In the pop-up
box, the product and remark can be modified.
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2. Modification of a product only allows modifying the product name and remark information. Other
information cannot be modified. If other information must be modified, the product can be deleted and

recreated.

Enabling Dynamic Registration
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When users' devices are in mass production, they don't want to burn the triplets (i.e., product ID, device

name, device key) generated by Tencent Cloud loT Platform into the devices during the production line

programming. Instead, they hope to use unified firmware and burn the same information to reduce mass

production costs. Users can enable the "Dynamic Registration" option for the product. Once enabled, it

means that the product supports devices dynamically generating device keys, i.e., using "Product-Level Key

Authentication" method. How to enable dynamic registration? The detailed steps are as follows:

1. Select the products that need to enable "dynamic registration”, click the "dynamic registration" switch in
the figure below. Enabling this option means the product supports product-level key authentication.

2. Once the dynamic registration switch is enabled, the system will automatically generate a "product key".
This product key will be burned into the device along with the product ID. For information on how the
device calls the dynamic registration API, please refer to "Dynamic Registration API Description™.
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3. For some users' devices, when auto-creating devices, if it is hoped that the device side can randomly
generate a regular device number for device number registration, then "Auto—create Device" can be re—
enabled. Enabling automatic device creation means that the loT platform allows the use of the
DeviceName transmitted by the device to the platform to create a device.
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Product Development
Thing Model Definition

Last updated: 2025-04-27 17:33:48

Thing Model Overview

A Thing Model is a digital model defined by Tencent Cloud loT for the same type of devices, i.e., products. It
digitally describes products through three feature types: properties, events, and actions.

Feature Type

Attribute

Event

Behavior

Feature Description

Various parameters and status data of devices during operation. For
example, the temperature and humidity values collected by the Temperature
and Humidity Sensor; the switch status values of electrical devices, the
current speed and latitude and longitude values collected by vehicle-
mounted devices. Properties support two types: read-write and read-only.
Read-write means that the property can be reported to the platform from the
device end and can also be controlled by initiating from the platform. Read-
only means that the property is only reported from the device to the platform.

Data initiated by the device during runtime that requires the User Business
System to be aware of, including three event types: information, alarm, and
fault. For example, when a device malfunctions during operation, it is required
to send the fault information and related data at the time of failure to the
platform.

The calling method provided by the device for applications, used for the
business to initiate requests. The device end needs to process and then
return the processing result. Scenarios where the business system can
synchronously or asynchronously obtain the results. For example:

o Parking lot users need the boom barrier to be opened for passage
immediately after paying the parking fee. The business system needs to
obtain the final status synchronization of whether the operation of the
boom barrier is successful.

o After a cloud printing scenario user issues a printing action, the input
parameters of the action include the order ID, the content of the printed
document, etc. The output parameters include the encoding of the print
result.

Thing Model Category

The features of the product include standard features and custom functions.

Feature Category

Standard feature

Feature Description

Standard features refer to the Thing Models of some common device categories
provided by Tencent Cloud loT Platform. They are usable by users. Users can
also choose not to use them as needed.

©2013-2025 Tencent Cloud. All rights reserved. Page 83 of 334



> Tencent Cloud loT Explorer

Custom function refers to the functionality provided by Tencent Cloud loT
Platform that allows users to freely define the Thing Model of products. Users
can freely create, delete and edit Thing Model features according to the
specifications and characteristics of the equipment.

Custom function

Advanced Features refer to the value—-added service features provided by
Tencent Cloud loT for users. For example, the tencent real-time communication

Advanced Features (TRTC) service can be applied to visual intercom, Cloud Broadcasting real-time
shouting, one-to—many emergency call scenarios; Advanced Features generally
automatically generate corresponding standard features.

Operation Steps
Add Standard Features

Standard features of Tencent Cloud loT, preset category, default Thing Model definition, as well as advanced
features corresponding to the default Thing Model.

1. Login to the IoT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu,
enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Standard Features on the standard feature tab page.

atilli o 2013 X
HIEINAE SisiE (0) LR

1T Bk EftF=mm
FEX(EM)

FRRFT: _mesh_generic_onoff B 7/REL

0-%X1-F

- )

ER(EN)
WRAFF: _mesh_light_color_temperature #{iEZE8Y . FEHE
#{ESEE: 800-20000 #YA(E: 800 i< 1 Bfi: F/RX

FRHT

SE(BMY)
FRRFF: _mesh_light_lightness #iE2EAY: ¥R

#EBE: 0-65535 FIAE: 0 ik 1 Bfu: -

AE(EN)

FRRFF: _mesh_light_hsl #E2£8): #4148 v

4. Other product categories are system—preset Thing Models at the same level as the category selected by
the user. Users can add them as needed. Once confirmed, the selected Thing Model will be added to the
"custom function".

Custom Addition of Thing Model Attributes

Custom function allows users to freely define the Thing Model according to the specifications of the device,
giving users full freedom to define.
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1. Login to the IoT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu,
enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Custom Function button on the custom function tag page.

4. In the popup window, select the "feature type" as needed. For example, if a lighting category product has
an attribute switch, enter "Switch" for the feature name. The identifier must be unique across all Thing

Models of the product. Select the data type and then save.
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Custom Addition of Thing Model Events

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click on the enterprise instance, enter the instance page, click Product Development in the left menu,
enter the product list, and choose a "product" to enter the Thing Model Definition.

3. Click Add Custom Function button on the custom function tag page.

4. In the pop-up window, select "event" as needed, and select "event type" as "information" again. Users can
freely define the event information that the device sends to the loT platform.
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Custom Addition of Thing Model Behavior

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

. Click on the enterprise instance, enter the instance page, click Product Development in the left menu,
enter the product list, and choose a "product" to enter the Thing Model Definition.

. Click Add Custom Function button on the custom function tag page.

4, In the pop—up window, select "Behavior" as needed. In self-service retail scenarios, shared payment
scenarios, or parking scenarios, functions such as door opening, unlocking, and barrier opening are often
required to be sent by the business system through the loT platform immediately after payment. The
business system needs to obtain the real-time processing results from the device side in real time. If there
is no prompt response, the business system needs to cancel the transaction, for example, by initiating a
refund.

. The above feature scenes require entering the corresponding behavior names in the feature name entry.
For example, "unlock", with the identifier "Open". Request parameters need to be defined by users. For
example, a string type order ID can be defined so that the business system can track the processing
situation of each order on the device side. Response parameters are the parameters reported to the loT
platform by the device side after the unlock operation is completed. Then, the order ID and the field code
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of the final unlock status result of the device can also be added. If the unlock succeeds, the return code is
0; if it fails, the return code is 1. When the business system receives a return code of 1, it can either retry if

permitted by the business, or initiate a refund operation after multiple retries fail.
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developer resources API Explorer 3.0 provided by Tencent Cloud. When making an API call, fill in the

corresponding Actionld and input parameters for testing.
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After the behavior function settings are completed, device behavior invocation can be implemented in the
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After receiving the Action message, the device cooperates to implement the corresponding Action. C-SDK

provides automatic code generation for data templates and a response framework for attributes, events, and
actions.

Advanced Functions of Thing Model

The advanced features of the Thing Model are value—added paid features of Tencent Cloud loT Explorer. For
example, in scenarios where devices and users need tencent real-time communication (TRTC), voice Al, and
music content services, such as the tencent real-time communication (TRTC) service can be applied to
visual intercom, Cloud Broadcasting real-time shouting, one—to—many emergency call scenarios. Advanced
features generally automatically generate corresponding standard features. If you need to use them, please

submit an application for business consultation. The staff will contact you regarding the service purchase
matters.

View Thing Model JSON

1. After adding standard features and custom functions, users can click "View Thing Model JSON" to view
the JSON format corresponding to the Thing Model.
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2. Users can copy or download the JSON Thing Model. The copied JSON can be used with the import Thing
Model feature to replicate the Thing Model definition between products, as shown below:

BEYIREISON
1 {
2 "version": "1.0",
3 "properties": [
4 {
5 "id": "power_switch",
6 "name": "HLITIFR",
7 "desc": "FEHIHITFK",
8 "required": true,
9 "mode": "rw",
10 "define": {
11 "type": "bool",
12 "mapping": {

| =

S5 -~

Import Thing Model
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1. After copying the JSON of a specific product's Thing Model, you can use the "Import Thing Model" feature
to copy the JSON into the textbox below.

2. Click the "Import" button will override the original product's Thing Model. If it is a mass—produced product,
the Thing Model import feature needs to be used with caution.

SRR X
@ EE: SAFHISONERT=RAMERESWES

ERILAEY JSON I mEMMEELHTENEEAFE, BAEE S5

Thing Model Format Reference

The JSON description of the Thing Model for the smart light, including various data types and event types. An
example JSON is as follows:

LUK

"version":
"profile": {
"ProductId": 2300UMK31M",
"CategoryId":
o
"properties": |
{
"ig": "
"name": "light
!

"desc": "Contro

"required":

n "

"mode": "rw",
"define":

"type" .

nom. WOffM

wqw. nwopn
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"id": "color",

"name" :
"descll .
"mode" :

"define"

"type" .

"color"
"Light color"
n Trw "

L 14
: {

"enum",

"mapping": {

nom.
nqw.
npmw.

"Red",
"

Green",

"Blue"

"id": "brightness",

"name" :
"desc":

"mode" :

"define":
"type" :
"unit":

"step":

"min":

"max" :

"brightness"
"Light brightness"

n "

rw",
{
HinA

non
®

"1",
"O",
"1o0"

"stgrt": 1"

nidv: "name",

"name" :
"desc":

"mode" :

"light position name"

"Light position name: study, living room"

nw Al
rw",

"required":

"define": {

"type": "string",

"min":

"max" :

"events": |

{

AL "”. LI
id": s

"name" :
"desc":

"type" .

"O",

ngan

tatus_report",
"DeviceStatus",
"Report the device status",

"info",

"required":

"params": [
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"id": "status",
"name": "running_state",
"desc": "Report current device running
"define": {
"type": "bool",
"mapping": {
"0": "normal",

wiw. WEaIL"

"id": "message",
"name": "Message",
"desc": "Some extra message",
"define": {
"string",

"0 n’

"id": "low_voltage",
"name": "LowVoltage",
"desc": "Alert for device voltage is low",
"type": "alert",
"required":
"params": [
{
"id": "voltage",
"name": "Voltage",
"desc": "Current voltage",
"define": {
"type": "float",
"unit": "V",
Hl",
"0.0"

"id": "hardware_fault",
"name": "Hardware_fault",

"desc": "Report hardware fault",
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"type": "fault",
"required":
"params": [
{
"id": "name",
"name": "Name",
"desc": "Name like: memory,tf card,
"define": {
"type": "string",
'lminll. n O "
- 14
LI~

"max" : 64"

"id": "error_code",

"name": "Error_Code",

"desc": "Error code for fault",
"define": {

"type": "int",

"unit": ""
"step": "1",
"min": "O",
"max": "2000",

"start": "1"

"actions": [
{
"id": "unlock",
"name": "Behavior detection for turning on the light"
"desc": "Action for turning on the light"
"input": [
{
"id": "open",
"name": "switch"
"define": {
"type": "bool",
"mapping": {
"Q": "Off"

L L "Opeh n

llid": "1156':",
User

"define": {
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'ltype " :
"min":

"max" :

1y
"output": [
{
llidll: "'JS
User
"define":
"type" .
"min":

LU

"max

"string",
"O"
4
"2048"

ar”
er,

{
"string",

non
¥y

"o048"

nign: "tiH‘.%",

"

"name" :
"define":

"type" .

llid". Hst
llnamell: n
"define":

"type" :

Light on time"
{

"timestamp"

ate",
light status"

{

"bool",

"mapping": {

now.
miw.

] 4

"required":

References

To understand the Thing Model Protocol, refer to Thing Model Protocol.

"Off"

"on"
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Device Development

Last updated: 2025-04-27 17:34:05

Device Development Overview

loT Explorer

After the user completes the definition of the Thing Model, the device needs to be connected to the platform
as required by the access protocol. This document primarily introduces how to use the development platform

for device development.

Device development can also support user management topics and can be freely defined.

Equipment development supports cloud parsing feature. When using MQTT Custom Transparent
Transmission Protocol, if you hope to parse it into Thing Model JSON format in the cloud, you can enable

cloud parsing.
Topic Management
Thing Model Topic

The Thing Model Topic is an automatically generated Topic when the platform uses the data protocol for

Thing Model products.
(v) mmEmzy © s=nz
REFR Topic5lE

P8R Topic R554 Topic BEE X Topic
TopictRBR RERUR
Sthing/up/property/CHNC5387T8/${deviceName} B
$thing/down/property/CHNC5387T8/${deviceName} iTiE
S$thing/up/event/CHNC5387T8/${deviceName} pogii)
$thing/down/event/CHNC5387T8/${deviceName} 5

Sthing/up/action/CHNC5387T8/${deviceName} pogiil

$thing/down/action/CHNC5387T8/${deviceName} 1T

System-Level Topic

=z
&i

[

B R

BT RSEE LRI

LR

Fi HRIART

REIARAT U TER

RIFBRIEEATA

B G

System-level Topic is an automatically generated Topic for each product by the platform, typically a system

standard feature such as OTA.
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REFR TopicFlz&

¥tEEL Topic BE X Topic
TopictPR ERERR i
$ota/report/CHNC5387T8/${deviceName} -2l EFHRER E1T
$ota/update/CHNC5387T8/${deviceName} T8 EFHEERSTT
d/CHNC5387T: iceName} 715 TEEETT
$shadow/operation/CHNC5387T8/${deviceName} i BEHFHELT
$shadow/operation/result/ CHNC5387T8/${deviceName} TR REHFEETT
$rrpc/txd/CHNC5387T8/${deviceName}/${Messageld} poziol RRPCiHE 4T, MessageldIRRPCIEAID
$rrpc/rxd/CHNC5387T8/S{deviceName}/+ 1T RRPCEETT
$sysloperation/CHNC5387T8/${deviceName} pozil FHitopic: ntplRSSIHE LT
$sysloperation/result/ CHNC5387T8/${deviceName}/+ 1715 F4itopic: ntplRESHEETT
Custom Topic

Custom Topic is a management feature provided by the platform for users to customize. It is usually applied
when users need to freely define the message transmission format and Topic name between devices and the
platform.

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance, enter it, and select Product Development in the left menu. Click the target
product in the product list. By default, enter Thing Model Definition.

3. Select device development, click Topic List > Custom Topic.

4. The system has generated 3 custom topics for the products created for the user by default. If users need
to define a new topic, click the "Add Custom Topic" button.

BEFR TopicjlE

HIEREI Topic R4 Topic B5E X Topic

TopictFR HRERR 1RME

CHNC5387T8/${deviceName}/control ) e MR
CHNC5387T8/${deviceName}/data 1TEIRRAD i kR
CHNC5387T8/${deviceName}/event Pz i AR

o

5. On the interface below, input the Topic name, set the permission for the Topic, and click Confirm to create
the Topic.
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N TopickR X

Operation permissions include "publish”, "subscribe", and "subscription and publication”.
Publish: It means that the device end of this Topic can only publish and has no permission to
subscribe. The Topic with publishing permission is generally for the device end to send data to the
platform. If a device subscribes to a Topic with only "publish" permission, it will fail to subscribe, and
the cloud diagnostic logs will also prompt "Subscribe no permission (to be refined)".
Subscribe: It means that the device end of this Topic can subscribe. The Internet of Things Platform
will deliver messages to the device through this Topic.
Publish and subscribe: It means that the Topic simultaneously possesses publish and subscribe
permissions.

Device Development

After the user creates a product and defines the Thing Model of the product, click Device Development. You
can access the platform through the multi-language SDK provided by the platform or modules, DTUs, edge
gateways that have been integrated with Tencent Cloud loT Explorer. Currently, three development methods

are provided.
Develop based on modules: Meet the scenarios where the MCU communicates via the serial port and
communicates with the cloud through modules.

Develop based on SDK: Meet the access scenario of directly integrating the C SDK.

Develop based on OS: Meet the access scenario of integrating the C SDK based on the Internet of Things
operating system.
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Developing Based on Modules

1. If your device needs to connect to the development platform through a communication module, click
Module-based Development.

2. The system displays a module selection window. You need to choose an appropriate communication
module based on your business requirements. This includes the module brand and the module
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communication type. After choosing an appropriate module, you can click Confirm.
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3. After selecting a module, you can click Reselect to replace the module. You can also click View Details to
learn about the detailed parameters of the module. Additionally, you can click Procurement Consultation

to purchase from a module company.

1.EIFEE
FEE =S
- S ESP-WROOM-02
: . R 18%20*3 mm
| =
e TR TE]

4. Embedded development.

i
i

e
=

faH

WiFi

O For devices connected via modules, if a data template is defined, the platform provides the
functionality of automatically generating MCU SDK code, which is used to speed up how the MCU

connects to the communication module.

O Click MCU SDK code. The development platform will generate a compressed file. After you download
it, you can just follow the development guide to connect the device to the development platform.
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How to perform MCU development based on the downloaded MCU SDK code. For details, see related
document in Device Development Guide.

2B AHE

@ EELETTFAEmEEIMCU SIKEBTIE | RlLIETENET ATESUETTTE | st

MNEEEL
B4 REMCU SDKEE Bfz=loT ATIESHHY FEIES|
MCU SDKEES EAEeT ATIESE BEETEEE
B =loT ATIESSE-WIFI-ESPE2E6
+— T3

5. Download the AT Command Protocol.
Click Tencent Cloud loT AT Command Protocol to learn about the Tencent Cloud loT AT Command
Protocol.

Developing Based on OS

1. If the loT operating system running on your device is an OS type that has been integrated with the SDK,
you can click Development Based on OS to view the development guide for integrating with the
corresponding loT operating system access platform.

2. Embedded development.

Data template configuration file generation: If the data template and events of the defined product
have been created, based on the guide documentation, you can understand how to generate template
code from the data template, and how to perform business logic development based on the generated
data template configuration file as well as data template examples.

OS code download: Provide the download paths of Tencent loT Terminal Operating System
(TencentOS tiny) and RT-Thread.

Development guide: Provide development guides for integrating with Tencent Cloud loT development
platform based on different loT operating systems.
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Device Debugging

Last updated: 2025-04-27 17:34:24

Device Debugging Overview

loT Explorer

After the device side completes the integration development with the platform or connects to the platform
using the MQTT client tool, it can view the device uplink and downlink business data, online and offline status,
and device trace logs during the development and mass production stages through the device debugging
feature to support users in locating and analyzing and resolving problems. This documentation introduces

how to perform device debugging.
Operation Steps

Create New Device

Perform device debugging. First, create a device.

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance, enter the instance internal page, click Product Development in the left
menu, enter the product list, and choose a "product" to enter the third step Device Debugging.

3. Click Create New Device to enter the create device page.

FRIR | BE
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i
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4. Enter the device name (the device name under each product is unique. It is recommended to use English
or numbers. Chinese characters are not allowed). Click save to create the device.
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MR, HF. THENAS, EEAEE48TF/H

5. After successful creation, the successfully created device will be viewed on the Device Debugging list
page. The default status of the first created device is "Inactive".
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View Device Information

1. Upon success of creating a new device, it is required to query device information, obtain important
parameters and perform device debugging.
2. Click the device name in the device list to view the basic device information.
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3. Once the device view is opened, the basic device information can be viewed.

Device name: A unique device ID under the product, which generally needs to be burned into the
device.

Product ID: the product ID to which the device belongs, which generally needs to be burned into the
device.

Associated product: the name of the product to which the device belongs.

Device key: a randomly generated key for each device by the platform. To authenticate using the key,
this information needs to be burned into the device.

Creation time of the device: the time when the device was initially created successfully.
Last online time: the time when the device last connected to the connection platform.
Activation time: the time when the device successfully connects to the platform for the first time.

Device status: the current device status. If the device successfully connects to the platform via MQTT,
it displays "online". If the device is offline, it displays "offline". If the device has never connected to the
platform, it displays "inactive".

4. Below the basic device information, tags can be set, and whether to enable the local log of the device can
also be configured. The automatically generated "device connection parameters" can be copied, and
Clientld, UserName, and Password can be directly copied into MQTT client tools such as MQTT.fx for
quick simulation of device access to the platform.
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View Thing Model Logs
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1. When the device is successfully connected to the platform and publishes messages to the Thing Model
Topic, the submitted attributes, events, acts and other data of the device can be viewed under "Cloud Log
of the Device" > "Thing Model Log".
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2. List all the attribute functions of the Thing Model of this device in the list.
Identifier: the identifier in the Thing Model corresponding to the device.
Feature name: the "feature name" in the corresponding data template.

Historical data: click View to retrieve the historical data reporting of this feature item.
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Data type: the "data type" of the functionality in the Thing Model.
Latest value: When a device reports data to the cloud, as long as the latest reported value of a specific
feature changes, the Latest Value column willimmediately display the latest value reported by the
device.
Update time: refers to the time when the latest value changes. It is generally the occurrence time of
the device reporting the feature.

3. View the historical report data of a specific feature. Display the historical data reported by the feature to

the cloud in chronological order and verify whether the reported data is correct.

4. When the device reports data in the format of the Thing Model Protocol, if the latest value cannot be
viewed in the Thing Model Log, you need to confirm whether the format of the reported data is correct. For
details, see Thing Model Protocol and Common Issues of Thing Model.

View Content Log

1. Content logs provide users with the feature to query uplink and downlink content logs of devices by Topic.
Users select "Content Log", and the "Log Type" drop—down list will be shown.
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2. Select "Attribute" as the log type. The drop—down list of Topic will automatically load the Topic
corresponding to the attribute, and retrieve all upstream and downstream attribute content logs of the
device and platform within the selected date range. Users can select different types as needed, and
retrieve the upstream and downstream content data corresponding to different Topics for device
debugging and problem localization.

©2013-2025 Tencent Cloud. All rights reserved. Page 107 of 334


https://cloud.tencent.com/document/product/172554601385799680
https://cloud.tencent.com/document/product/172554604168720384

> Tencent Cloud

FRIE | BE
(v) iy OF i © ==ax
& dev001
REER ELIEIR = RERKEE REAAE TRER
YHREIAR HEEE ErERS [#] () BRI
t?#7| B v | | $thing/up/property/R. 32/dev001, $thing/down/pro... ¥
priali\:ng EZS HER iy S ETR 130K 2024-01-26 16:58 ~2024-01-26 17:28 =
B eSS Topic BERE
2024-01-26 16:58:42.511 T S$thing/down/property/R< 32/dev001 {"method":"report_reply","clientToken":"RINA19ZYB2-2","code":0,"status":"success"}
2024-01-26 16:58:42.401 7 S$thing/up/property/F. 2/dev001 {"method":"report", "clientToken":"RINA19ZYB2-2", "params":{"cid":2,"lac":2,"Ua":0.020000}}
2024-01-26 16:58:39.280 T Sthing/down/property/R 2/dev001 {"method":"report_reply","clientToken":"RJNA19ZYB2-1","code":0,"status":"success"}
2024-01-26 16:58:39.177 iy Sthing/up/property/™ 2/dev001 {"method":"report", "clientToken":"RINA19ZYB2-1", "params":{"cid":1,"lac":1}}
{"method":"get_status_reply","clientToken":"RUNA19ZYB2-0","code"0,"status":"success","data":
2024-01-26 16:58:38.463 T $thing/down/property/R B2/dev001 {"reported":
{"Uab™0.1,"Uc"0.1,"c":0.1,"Ua"0.1,"Ubc"0.1,"Uca":0.1,"la":0.1,"lac":10,"Ub"0.1,"Ib"0.1,"cid": 10}}}
2024-01-26 16:58:38.358 T Sthing/up/property B2/dev001 {"method""get_status", "clientToken":"RUNA19ZYB2-0"}

View Online and Offline Logs

loT Explorer
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1. Online and offline logs provide users with the feature to query logs of devices connecting to the platform
(going online) and devices actively or passively disconnecting from the platform.
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Device keepalive timeout,last active time:2024-01-26 16:58:42

Device connect,version:4 keepalive:240,cleansession:1,clientip:119.147.10.204

Device disconnect,last active time:2024-01-26 16:57:53

Device connect,version:4 keepalive:240 cleansession:1,clientip:119.147.10.204

R 2

%

2. Device disconnect means the device actively closes the connection with the platform. Device keepalive
timeout indicates that the device does not send heartbeat, causing the connection to close due to timeout.

View Cloud Diagnostic Logs

The cloud diagnostic logs feature is used to view the end-to—end trace logs of interactions between devices
and the cloud, helping users quickly diagnose exceptional errors that occur with devices during the

debugging process, such as permission denied for subscribing to topics, failed to release uplink messages,

release failure of rule engine forwarding to third—party services, etc., for locating exceptional events. This
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document is used to locate the cause of communication content between devices and cloud messages and

seek a solution.

Device Online and Offline Related

content result errcode

Device connect FAIL, system error Dev_Conn_System_Err

Publishing and Subscribing to Topics Related

content result errcode
Device subscribe FAIL, unauthorized Subscribe_Topic_Unau
topic: {} operation thorized

Device subscribe

topic: {} FAIL, system error Subscribe_System_Err
Device UnSubscribe_System
unsubscribe topic: FAIL, system error noubscribe_sys -
Err
{}
Device Message Related
content result errcode

FAIL, unauthorized

Dev_Pub_Unauthorized

Description

Device going online fails.
System error.

Description

Failed to subscribe. No
permission to subscribe to
the topic.

Failed to subscribe.
System error.

Unsubscribe failed.
System error.

errcode Definition

Publication failed.
No permission to

operation release to the
Topic.
Publication failed.
. . FAIL, reach max Dev_Pub_Reach_Max_Limi publish exceeds
Device publish S
. limit with {} t the frequency
message to topic:{}, limit
Publication failed.
FAIL, payload too Dev_Pub_Payload_ToolLon ublication taile
| >0 payload exceeds
ong g the length limit.
FAIL, system error Dev_Pub_System_Err Publication failed.
System error.
Publish message to FAIL no subcriber Pub_To_Dev_No_Subscrib Sending failure.
device: topic: {}, QOS:{} ’ er No subscribers.
{Error description of the _ _
business} FAIL, too many Pub_To_Dev_Offline_Msg_ Sen.dlng failure.
. . Offline message
offline message Exceed_Limit
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Rule Engine Related

content

Send message to

RuleEngine, topic:{}

MQ:forward CMQ), type:

{}, cCMQ{queue: {},
region: {}}

MQ forward CKafka,
type:{}, Ckafka{instance:
{}, topic: {}, region: {}}

FAIL, offline
message payload
exceed limit

FAIL, system error

result

FAIL, system
error

FAIL, queue
name is not
existed, or
deleted

FAIL, exceed
maximum
message size

FAIL, reach
maximum
retention number
of message

FAIL,
unexpected
error: {}

FAIL, system
error

FAIL,
unexpected
error: {}

FAIL, system
error
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Pub_To_Dev_Payload_Too
_Large

Pub_To_Dev_System_Err

errcode

Msg_Send_To_Rule_System_
Err

MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

MQ_Forward_CMQ_Unexpect
ed_Err

MQ_Forward_CMQ_System_E
rr

MQ_Fowward_Kafka_Unexpec
ted_Err

MQ_Fowward_Kafka_System_
Err

loT Explorer

Sending failure.
payload size
exceeds the limit.

Sending failure.
System error.

Definition of
errcode

Forwarding
failure. System
error.

Forwarding
failure. Queue
does not exist, or
the queue has
been deleted.

Forwarding
failure. At least
one message
has reached the
maximum
message size
limit.

Forwarding
failure. The
maximum
message
backlog count of
the queue has
been reached.

Forwarding
failure. Public
error of Tencent
Cloud API.

Forwarding
failure. System
error.

Forwarding
failure. Kafka
error
information.

Forwarding
failure. System
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RuleEngine republish
message, source topic:
{}, destination topic: {}

RuleEngine forward
third—party server,topic:
{}, url:{}

RuleEngine forward
CKafka, topic:{},
Ckafka.instance:{},
topic: {}, region: {},retry
times:{}"

RuleEngine forward
CMQ Topic, IOT topic:{},
CMQ.topic:{}, region:{}

FAIL, no such
field({}) in
payload

FAIL, system
error

FAIL, url server
timeout

FAIL, system
error

FAIL,unexpected
error: {}

FAIL,system
error:{}
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Payload_No_Field

Rule_Repub_System_Err

Forward_Third_Not_Respondi
ng

Forward_Third_System_Err

Rule_Forward_Kafka_Unexpe
cted_Err

MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

Rule_Forward_CMQ_Topic_No
_Subscription

Rule_Forward_CMQ_Topic_Un
expected_Err

loT Explorer

error.

Forwarding
failure. The
payload has no
corresponding
field.

Forwarding
failure. System
error.

Forwarding
failure. Third-
party server has
no response.

Forwarding
failure. System
error.

Forwarding
failure. Kafka
error
information.

Forwarding
failure. Queue
does not exist, or
it has been
deleted.

Forwarding
failure. Message
exceeds the
maximum limit.

Forwarding
failure. The
maximum
retention number
has been
reached.

Forwarding
failure. This topic
has no
subscribers.

Forwarding
failure. Unknown
error.
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RuleEngine forward
CMQ Queue, IOT topic:
{}, CMQ.topic:{}, region:{}

RuleEngine forward
CTSDB. topic:{},
CTSDB.instanceid:{},
region:{}, metric:{}

RuleEngine forward
Mongo, topic:{},
Mongo.instanceid:{},
database:{}, collection:{}

RuleEngine forward TCB
Func,get role error topic:
{}, TCB.envID:{},
functionName:{}

RuleEngine forward
Mysql.IOT topic:{}. info:{}

RuleEngine forward
TDMQ.IOT topic:{}. info:
{

Process sql: {}

Payload is not JSON fmt

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,system
error:{}

FAIL,unexpected
error:{}

FAIL
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MQ_Queue_NotExist_Or_Delet
ed

MQ_Exceed_Max_Msg_Size

MQ_Reach_Max_Retention_N
um

Rule_Forward_CMQ_Topic_No
_Subscription

Rule_Forward_CMQ_Topic_Un
expected_Err

Rule_Forward_Ctsdb_System_
Err

Rule_Forward_MongoDB_Syst
em_Err

Rule_Forward_TCB_Func_Sys
tem_err

Rule_Forward_Mysql_System_
Err

Rule_Forward_TDMQ_System
Err

Rule_Process_SQL_Err

Payload_Not_JSON

loT Explorer

Forwarding
failure. Queue
does not exist, or
it has been
deleted.

Forwarding
failure. Message
exceeds the
maximum limit.

Forwarding
failure. The
maximum
retention number
has been
reached.

Forwarding
failure. This topic
has no
subscribers.

Forwarding
failure. Unknown
error.

Forwarding
failure. System
error.

Forwarding
failure. System
error.

Forwarding
failure. System
error.

Forwarding
failure. System
error.

Forwarding
failure. System
error.

Execution
failure.

The message
payload is not in
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JSON format.

Online Debugging

1. After your real device has been successfully connected to the development platform, you can use online
debugging to test the data transmission and reception of the real device.

2. Click Online Debugging to enter the online debugging feature. The premise is that the real device is
enabled and successfully connected to the development platform.

3. The control panel on the left-side of Online Debugging is automatically generated according to the Thing
Model of the product to which the device belongs. After setting the data to be sent, click Send, and the
system will automatically trigger control instructions to the device.

4. After the device receives the command, it will immediately return data to the cloud and display it in the
textbox on the right.

5. If users want to debug with real devices by issuing control commands through APIs, they can refer to
Remote Control of Equipment and Equipment Transparent Transmission Instruction Control. One is to
issue control commands via the Thing Model Protocol, and the other is to issue commands in a
customized Payload method.
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Batch Production

Last updated: 2025-04-27 17:34:38

Introduction to Batch Production

Normally, IoT solutions include device-side development as well as business system development. The
development stage is also divided into at least the development and debugging stage and the mass
production stage. More rigorous users may conduct multiple rounds of small-batch user verification before
mass production to ensure the reliability of the overall solution. After completing the development work of
device-side integration with the platform and the corresponding development of the business—side with the
platform and completing the overall testing process, the corresponding products will enter the batch
production stage. At this point, the platform can be used to change the status of the products to "released".
For products in the "released" status, it is not allowed to modify the Thing Model or related configuration
details of the product, to prevent some important data from being modified after mass production, which may
cause exceptions in mass—produced devices.

Operation Steps

1. Login to the loT Explorer, enter the instance list page, and select the generated enterprise instance.

2. Click the enterprise instance to enter its internal page. Click Product Development in the left menu to
enter the product list.

3. Select developed products and enter step 4 batch production.
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4. Click the Confirm Information and Publish button. After secondary confirmation, the product status will be
modified to "Released".
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5. Once released, the Thing Model of the product cannot be modified. You can click "Cancel Publishing”.
Once the product status is "Under Development”, you can continue to modify the Thing Model.

A Note:
Released products cannot modify the Thing Model, set dynamic registration, or modify product
information of the product. If necessary to modify the Thing Model, you can cancel publishing, and
the product status will be changed to "under development".

Attention

Is batch production mandatory? Can we skip the release and keep the product status as under development
without affecting the business? However, when multiple accounts manage a product simultaneously, users
may modify the Thing Model or product-related configurations, causing exceptions in data sending and
receiving for mass—produced devices.
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Device management

Last updated: 2025-04-27 17:34:54

Equipment Management Overview

Device management functionality provides users with the ability to individually or bulk create devices, and
supports the deletion, disabling, and enabling of devices. It also allows viewing of basic device information
and various business log query features for devices and the platform, to support users' business systems in
managing devices more conveniently through the loT platform.

Operation Steps

View Device List

1. Login to the loT Development Platform, enter the instance list page, and select the generated enterprise
instance.

2. click Enterprise Instance, enter the instance inner page, click Equipment Management in the left menu,
and enter the device list. You can switch products to query devices under the product, or perform a name
fuzzy search for devices.
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3. Enter the device management page. You can perform the following operations:

View device information under a specific product: Select a specific product in the pull-down menu at
the top of the page, and load devices under the product by page.

Inactive: The device is not integrated with loT Explorer. You can download the Device SDK for
device development and integrate the device with the loT platform to activate it.

Online: The device is activated and successfully connected to the lIoT development platform.
Offline: The device has been activated but its connection with loT Explorer is interrupted.

Search for devices: Select the device name or device Tag in the search box on the right to search for
specific devices. Fuzzy search is supported.
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View device details: Find the corresponding device in the list and click View to enter the device details
page.
Delete a device: Find the corresponding device in the list and click Delete to delete the device. After

the device is deleted, the device certificate information will become invalid, and the data records of the
device on the loT platform will also be deleted.

Create New Device

1. Click the "Create New Device" button above the device list to enter the device creation page.
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2. Enter the device name (the device name under each product is unique. It is advisable to use English or
numbers. Chinese characters are not allowed). Click save to create a device.

3. After successful creation, the newly created device will be seen on the device list page. The default status
of the first created device is "Inactive".

Disable the Device

1. Select a certain device that needs to be disabled, click the Disable button. After passing the secondary
confirmation, the system will modify the status of the selected device to the Disabled status.

2. Devices in the disabled status will not be able to connect to the platform, nor will they be able to
communicate with the platform. Users need to confirm whether to disable before disabling the device, to
prevent affecting the normal operation of the device and the user's business.
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Enable Device

1. Select a certain device that needs to be enabled, click the Enable button. After passing the secondary
confirmation, the system will modify the status of the selected device to the Enabled status.

2. The platform allows devices in the enabled status to connect to the platform normally and communicate
with the platform normally via message. If a user misoperates a running device or disables a device due to
urgent business needs, when recovery is needed, business can be resumed by enabling the device.
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Bulk Device Creation

1. When users engage in mass production, they need to create the equipment information for mass
production as needed, burn the triplet information of the equipment into the equipment. The platform
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provides the feature to bulk create devices on the console, and users can also create a large number of
devices based on the create device API.

2. Click the "Bulk Device Creation" button on the device list page. The following window is displayed.

3. Select the product for mass production, set the burning method and generation method. After clicking OK,
devices can be automatically generated or imported in batch according to the file uploaded by the user.
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Product information settings are as follows:
Mass—-produced products: Select the burning method as "one device one secret", which means burning
different device secrets (DeviceSecret) for each device, and select automatic generation.

Burning method
One device one secret: It means that each device burns a different device secret (DeviceSecret).

One model one secret: Usually refers to when users mass—produce equipment on the production line,
they unify the burning of a set of firmware and equipment information (product ID, product key), and
reduce the burning cost by obtaining the device key via dynamic registration.

Generation method: Automatically generated means that the device name is randomly automatically
generated by the platform. Upload file means that users can freely customize the device name according
to the uploaded file template.

View Device Information

To view device information, please refer to Device Debugging in Product Development.
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Firmware Upgrade

Last updated: 2025-04-27 17:35:11

Application Scenario

This document primarily introduces the method of use of firmware upgrade on loT Explorer, helping you
quickly use the firmware upgrade service.

Directions
Add Firmware

1. Login to the loT Explorer console and click an enterprise instance to enter the Instance Information Page.

2. Select Firmware Upgrade in the left navigation to enter the firmware list page. All firmware in the current
project is viewable.

3. Click Add Firmware to add new firmware.
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Firmware name: Supports Chinese, English uppercase and lowercase letters, digits, and some
commonly used symbols (underscore, minus sign, parenthesis). It must start with Chinese, English, or
a digit, and its length must not exceed 32 characters.

Associated product: Select the product to which the uploaded firmware belongs.
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Firmware version number: Only supports English letters, digits, periods, hyphens, and underscores.
Length limited to 1 — 32 characters.

Select firmware: The uploaded firmware Files in the specified format must be in
.bin,.dav,.tar,.gz,.zip,.gzip,.apk,.xz,.pack format, and the individual file size must not exceed 1024 MB.
Custom information: Optional. After creating an upgrade task, the custom information will be sent to
the device in the upgrade notice.

Firmware description: Describe and record the uploaded firmware this time. Length limit 0 — 100
characters.

A Note:
A maximum of 100 firmware files can be uploaded under one account. If you continue uploading,
deleting old versions of firmware is required.

4. After uploading is complete, the firmware will be displayed in the list. You can perform operations such as
upgrading the firmware, CRUD operations, and viewing details.

Firmware Upgrade

After the firmware is successfully uploaded, select the target firmware version you want to upgrade to and
click Firmware Upgrade on the right side of the firmware list to initiate an upgrade task. The firmware upgrade
methods support two kinds of batch upgrade methods: upgrading by firmware version number and upgrading
by device name.
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Upgrade by Firmware Version Number

1. Enter the firmware upgrade page. The page displays information about the target upgrade firmware (for
example, firmware name, associated product, firmware version number).

2. Select the "batch upgrade method" as upgrade by firmware version.
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firmware to be upgraded. Multiple selections are allowed.

To—-be-upgraded version number: Select the firmware version number in the dropdown list as the
Upgrade mode

Static upgrade: It refers to upgrading only the devices that currently meet the upgrade conditions.
Once the upgrade starts, the system will only process these eligible devices. For newly emerging
eligible devices subsequently, they will not be automatically included in the scope of this upgrade.
Dynamic upgrade: It will not only upgrade the devices that currently meet the upgrade conditions,

but also continuously monitor the device status and upgrade the devices that meet the upgrade

conditions subsequently. Cover the following situations:

Newly activated devices subsequently meeting the upgrade conditions: If after the start of
dynamic upgrade, a new device is activated and its status meets the upgrade conditions,
the system will automatically include the device in the upgrade scope and upgrade it.

The firmware version number currently reported by the device does not meet the upgrade

conditions, and a firmware version number that meets the upgrade conditions was reported
subsequently: Some devices reported firmware version numbers that do not meet the

upgrade requirements when the dynamic upgrade started, but during the subsequent
operation, the devices reported firmware version numbers that meet the upgrade

conditions. At this point, the system will also perform upgrade operations on these devices.
Upgrade scope: Support two kinds of upgrade scopes. All devices or specified devices under the
version number to be upgraded can be used as firmware upgrade target devices.

The feature to upgrade specified devices is commonly used for grayscale verification of firmware
content. When the upgrade scope is set to specified devices, click the Select Device button on the right

of the dropdown list to select multiple target upgrade devices from all devices under this product.
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Upgrade confirmation: Support two firmware upgrade confirmation methods: silent upgrade and user
confirmation upgrade. If you use the official Tencent Lianlian application, silent upgrade means that no
user confirmation is required, and the Tencent Lianlian application side will automatically complete the
upgrade. After re—enabling, it will be the upgraded version; user confirmation upgrade means that the
user needs to actively enter the device control interface of Tencent Lianlian and check and confirm the
firmware upgrade on the device details page. If you use other loT applications, it is recommended to
choose the silent upgrade method.

Timeout duration configuration: When the cloud fails to receive the firmware upgrade message from
the device exceeding the timeout duration, it will redispatch the firmware upgrade task. The default
timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation
upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

3. Click Save. Then, the system will perform the upgrade task and send the selected target version firmware
to the target devices within the upgrade scope.

® Note:
Upgrading by firmware version requires the upgradable device to report the currently running
firmware version. If it is not uploaded, you can choose to upgrade by device name as introduced
below.

Upgrade by Device Name

1. Enter the firmware upgrade page. The page displays information about the target upgrade firmware (for
example, firmware name, associated product, firmware version number).

2. Select the batch upgrade method as upgrade by device name.
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Specify the device: Upload the device list that needs firmware upgrade. Click Download Template to
get the template file, enter the accurate DeviceName in the template file, and then click Upload File to
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upload. Up to 10,000 devices can be upgraded at a time. The file only supports csv format.

Upgrade confirmation: Consistent with upgrading by firmware name, it supports two firmware upgrade
confirmation methods: silently upgrade and confirm upgrade.

Timeout duration configuration: When the cloud fails to receive the firmware upgrade message from
the device exceeding the timeout duration, it will redispatch the firmware upgrade task. The default

timeout duration for silent upgrade is 15 minutes. The default timeout duration for user confirmation

upgrade is 2 minutes. You can also customize the configuration based on actual business needs.

3. Click save. Then, the system will perform an upgrade task and send firmware to the target device.

View Firmware Details

1. In the firmware list, click View Detail on the right side of the list to view firmware details.
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2. Enter the firmware details page, where you can view the detailed information of the firmware, firmware
upgrade device statistics, and upgrade task management list.
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Firmware Information: including firmware name, associated product, firmware version number,
firmware signature, signature algorithm, addition time, and firmware description. Click the Edit Button
in the upper right corner to modify the firmware name and description.
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Firmware upgrade device statistics: including the total number of devices in all batch upgrade tasks
for this firmware, as well as the device quantity of firmware upgrade tasks in different upgrade

statuses.
Task management list

Click Task Details to view all upgrade tasks for this firmware. The statuses of the upgrade tasks
include: not started, creating, creation succeeded, creation failed.

E5ER

E5534 REHE

E5EE
Es5id [E=p S ESRE AINRIE 1R(E

HEFR jelizana] BEHE

Click device details to view the record details of device upgrades in all upgrade tasks associated
with this firmware. There are 5 device upgrade statuses: pending, pushed, upgrading,
successfully upgraded, and upgrade failed.
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3. In the task details or device details of task management, click View Details on the right of a task to go to
the task details page, where you can view the device list, upgrade status, and statistics of device
quantities in different upgrade statuses for this task upgrade.
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In the device detail list, you can view the current upgrade status and status details of all devices in the
batch task upgrade of this task.

Do not display status details when the upgrade status is "pending” or "pushed".

When the upgrade status is "upgrading", the status details include: downloading, burning, and

simultaneously display the percentage progress.

When the upgrade status is "upgrade failure", the status details will feedback error information.
Additionally, on the right side of the device detail list, you can cancel or retry the device upgrade based on
the upgrade progress. The upgrade status of a canceled upgrade will be marked as upgrade failure; for a
device with an upgrade failure, you can click Retry to perform a re—upgrade.
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Operational Analysis

Last updated: 2025-04-27 17:35:27

Overview

Use the operational analysis feature to perform statistical analysis on the activation, active, and online device
data of all products within the project; and to perform statistical analysis on the distribution of active and
activated devices by region for the product.

Prerequisites

There are activated devices, online devices, and devices connected to the platform.

Device Overview

Device overview allows you to view related data of activation, online status, and activity of all products, or
view the related data of a specific product by filtering, as well as daily activated devices, daily active devices,
and number of online devices info.

Operation Steps

1. Login to the loT Explorer console, enter the enterprise instance and click Operational analysis > Device
overview to enter the device overview interface.

2. Select the product you want to view. The page will display the corresponding total number of activated
devices, number of online devices, number of activations yesterday, daily active count yesterday, number
of activations in the last 7 days, daily active count in the last 7 days, number of activations in the previous
7 days, and daily active count in the previous 7 days.
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3. Select the time period for viewing the activated device count. The system will show the daily activated
device quantity of the product in the selected time period in the form of a chart.
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4. Select the time period for viewing the number of active devices (the device must be connected to the
Tencent Cloud loT Platform). The system will show the daily number of active devices of the product in the
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specified time range of the filter in the form of a chart.
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5. Select the time period for viewing the number of online devices. The system will show the daily number of
online devices of the product in the specified time range of the filter in the form of a chart.

Device Distribution

Device distribution allows you to view all products, or filter a specific product to view the number of active and
activated devices in different regions within a set time. The system provides two display methods: map and
table.

Operation Steps

1. Login to the loT Explorer console, enter the enterprise instance and click Operational analysis > Device
distribution to enter the device distribution interface.

2. Select the product, time period, and device type to view.

O HEsHUESETFEERAsR ) MIPRINTENTESS, SERSERESNTESHER

ETE 15K 2020-07-28 ~ 2020-07-28 ol

3. The system will display the number of device distributions in different regions on the map according to the
information such as the product, time period, and device type selected by the user, and intuitively show
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the number of device distributions in each region to the user.
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4. The system provides a table display method. Users can view detailed information such as the detailed
quantity and proportion of each province and city through the table.
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Message Overview

Message overview allows you to view the message upstream count, message downstream count, message
upstream failure count, message downstream failure count, rule hit count, and rule forwarding count for all
products, or view those for a specific product by filtering.

Operation Steps

1. Login to the loT Explorer console, enter the enterprise instance, and click Operational analysis >
Message overview to enter the device distribution interface.

2. Select the product and time granularity you want to view to see related message data.
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Application Development

Last updated: 2025-04-27 17:35:44

Application development is to meet users' needs in the business scenario of creating their own brand mini
programs, Apps and performing two—way communication with user devices. Users can integrate the

application—side SDK provided by the integrated platform on demand to reduce the development costs of C-
end applications.

Operation Steps
Creating Application

1. Login to loT Explorer, select an instance, then choose Application Development from the left menu, and
click Create Application.

2. Enter the Create Application page and fill in relevant information.

Application name: Input an easy-to-identify application name according to actual business operations.
Description: Input remark information of the application.
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3. Click Save to create a new application.
Viewing Applications

1. Select an existing application, after clicking, enter the application information interface, and can view the
basic information of the application.
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2. The platform automatically assigns three AppKeys and App Secrets to each application by default. You
can access the application—side API provided by the platform based on the assigned AppKey and App

Secret.
3. To access the devices under a specific product, the application needs to select the corresponding product
in the associated products and perform the "Associate" operation.
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Deleting Application

A Note:
To prevent accidental deletion of data from affecting your business, you need to confirm whether the

application data is in use. If it is in use, your application will encounter errors when accessing the
platform's API after deletion.

1. When you no longer need this application, you can click Delete in the operation area of the application list.

2. Confirm deletion. The system will delete this application.

WeChat Strong Reminder Notification

If device messages need to be sent through WeChat service notifications to notify the user of the device, the

WeChat strong reminder feature can be configured.
1. You need to first apply for a WeChat mini program from WeChat public platform and apply for hardware

equipment.
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2. After a successful application for hardware devices, then apply for device capacity, and in device
capacity, select device notifications.

3. Once the application for hardware capacity is successful, apply for a message template on the WeChat

public platform.
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4. Apply for enabling the WeChat strong reminder feature on loT Explorer.
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5. After approval, open the WeChat strong reminder configuration switch and perform WeChat model

configuration.
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6. In loT Explorer, use the WeChat account of the Mini Program Administrator to scan code for authorization
of Hardware Service permissions.

7. Once authorized, you can add the service notification templates applied on the WeChat public platform to
your WeChat mini program.
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8. Once the template is added successfully, it will be added to and displayed in the template list.
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9. Once the template is added successfully, WeChat strong reminder notifications can be triggered through

device messages.
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Data Flow
Message Push

Last updated: 2025-04-27 17:36:13

Overview

To meet developers' needs to process device-reported data and status, by defining rules in the cloud,
notifications such as Alarms and messages can be pushed in real time to Tencent Lianlian Official Account or
via App Push, reducing the cost for developers to handle device-reported data.

Prerequisites

Project and product created, and the Thing Model of the product defined.

Create an Alarm Task

1. Log in to the loT Explorer console, select Public Instance or the standard enterprise instance you have
purchased to enter the project list page.

2. Click on the project name to enter the project details page, click on the left menu Data Development.

3. Enter the data development list page and click Create New Data Stream.

&l i X

B}

Data Stream Name: Enter the name identifier for data stream processing.
Description: Input the remark information for this data stream processing.

4, Click Save. After saving is successful, the data stream list page will be displayed.
Alert Task Configuration

Device Property Orchestration

1. Click on the stream name in the stream list page to enter the orchestration page.

2. Mouse long press and drag the device data node in the left input area and place it in the canvas area. The
device data node corresponds to the attributes of device reporting in the Thing Model.

3. Click the dragged and dropped device data node. The configuration content of the node will be displayed
on the right side of the interface.
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Node name: The node name of this device data, defaults to "Device Data", modifiable.

Select product: After dropping down to select a specific product under the project, the platform wiill
perform real-time processing on the reported data of all devices under the product.

Attribute: Users can select which attributes of the product to use as input as needed.

4. After selecting the product and attribute, you must confirm for the system to save the configuration data
of the node.

5. After the device data node is saved successfully, the right-side icon of the device data node in the canvas
will become green.

Data Filtration Orchestration

1. Mouse long press and drag the Data Filtering node in the left processing zone and place it in the canvas
area.

2. Click the dragged and dropped Data Filtering node. The configuration content of the node is displayed on
the right side of the interface.

3. Before configuring "data filtering", you must specify a data source, that is, you need to connect the "device
data" node with the "data filtering" node.
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4. The data filtering criteria currently support all AND, all OR logical combinations. Filter conditions can be
combined in any way based on the output of the previous node. The selection criteria combination method

in this document is "all AND".

5. Add "filter conditions", select the "brightness" attribute, set the selection condition to "larger than", and
enter the value 80; this means that only when the brightness value reported by the device is larger than
80, the data will be output to the next processing node.

Tencent Lianlian App Push

If the developer's alert scenario is to push alarm information to the Tencent Lianlian App, the "App Push" node

can be placed on the canvas.

1. Mouse long press and drag the App Push node in the left output region and place it in the canvas area.

2. Click the dragged and dropped App Push node. The configuration content of the node will be displayed on

the right side of the interface.

3. Before configuring "App Push", you must specify a data source, that is, you need to connect the "App
Push" node with the "data filtering" node.
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5. The push content can be defined by the developer, and the output data of the previous node can be

obtained through input $.

6. Click Confirm to save the configuration of the node.

Tencent Lianlian Official Account Push

If the developer's alert scenario is to push alarm information to the Tencent Lianlian Official Account, the
"official account push" node can be dragged onto the canvas.
1. Mouse long press and drag the Official Account Push node in the left output region and place it in the

canvas area.

2. Click the dragged and dropped Official Account Push node. The configuration content of the node will be
displayed on the right side of the interface.

3. Before configuring "Official Account Push", you must specify a data source, that is, you need to connect
the "Official Account Push" node with the "data filtering" node.
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4. Select the notification type: device alarm or notification message. The difference between notification

types lies in the different template titles of official account messages.

5. Input the push title.

6. The push content can be defined by the developer, and the output data of the previous node can be
obtained through input $. It includes the attribute data reported by the device and system—-level data, such
as product ID, device ID, and device alias.

7. Jump path: This jump path is the page that users will be navigated to after they click to view the official

account message. It can be selected from the drop—down items.

8. Push scope: You can select which roles to push to from the drop—down items.

A Note:

Push content must follow WeChat official account template message regulations. Each
intermediate main content should not exceed 20 characters and does not support line breaks.

9. Click Confirm to save the configuration of the node.

Custom Push

If developers need to forward filtered and aggregated data to their own servers, they can use custom push.
1. Mouse long press and drag the Custom Push node in the left output region and place it in the canvas area.
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2. Click the dragged and dropped Custom Push node. The configuration content of the node will be displayed
on the right side of the interface.

3. Before configuring "Custom Push”, you must specify a data source, that is, you need to connect the
"Custom Push" node with the "data filtering" node.
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4. Input the push title and push content.

5. Input the server address and authentication Token for accepting alarm push notifications and click
Confirm.

@® Note:
For your backend's consistent usage, please fill in the authentication Token. You can fill in any Token,
used as generating signature (this Token will be compared with the Token contained in the API URL,
thereby verifying security).

Push Message Content Format

1. The message template for alarm content pushed from the platform side to the server is as follows:

"RequestId":

"ProductId":
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"DeviceName" :

"MsgTitle":

"MsgContent":

2. If you need to push to your own brand official account, please see the WeChat official account official
documentation Push via Template Message.

3. If alarm messages need to be pushed to Chinese domestic brand mini programs or apps, developers can
implement according to business logic on their own.

Saving and Enabling Data Stream

1. After the user sets the rules for input, processing, and output nodes, click Save > Enable at the top of the

page.
2. After the data stream is enabled, as long as the reported data of the device meets the defined rules, an
official account push will be triggered.
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Experiencing Official Account Push

After the alarm rule is configured and enabled as above, you can follow the following two steps to experience
the virtual device alarm push official account message.

Bind a Virtual Device to the Tencent Lianlian Mini Program

1. Enter the product corresponding to the above alarm rule, and click Device Debugging > Virtual Device
Debugging.
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2. Open WeChat App and directly use WeChat "Scan" to scan the Device QR Code of the virtual device.
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3. After successful binding, it will be displayed in the device list as follows:
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4. First-time binding requires attention to the "Tencent Lianlian" official account. Click the red box in the
figure below to follow the Tencent Lianlian official account, and then you can receive official account
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messages pushed from the cloud.
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Virtual Device Simulated Reporting Data

1. On the device control panel of the virtual device, fill in the brightness value as 91, fill in other values as the
corresponding values, and click Submit.
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2. Enter the Tencent Lianlian Official Account, and a push "message" will be displayed.
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Experiencing App Push

1. Refer to the download instructions of the General App and download the corresponding app.

2. Experience official account push After the virtual device simulation reports data, you can view the
following App push messages.
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Disable Data Stream

1. When a user needs to stop a certain data stream service, enter the data development page to check the
corresponding stream list.
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2. Click Off under the effective status column. A system pop—-up confirmation prompt will appear. Click
Disable to stop the data stream service. Even if the device reports data, the system will no longer process
it.
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Rule Engine
Rule Engine Overview

Last updated: 2025-04-27 17:36:42

Purpose

When communicating based on a Topic, you can use the rule engine to process the data in the Topic and then
forward it to other services on Tencent Cloud or the user's business backend service. You do not need to
purchase servers to deploy a distributed architecture. You only need to configure through the rule engine in
the console to achieve full-stack services such as collection, calculation, and storage. The following are the
types supported for forwarding:

Forward data to another Topic.

Forward data to a third—party service.

Forward data to CKafka, Message Queue.

Data forwarding to Time Series Database CTSDB.
Forward data to TencentDB for MySQL.

Forward data to TencentDB for MongoDB.

Create Rules

1. Login to loT Explorer Console. After entering the target instance, select Rule Engine in the left menu.
2. On the rule engine page, click Create Rule, enter the rule name, and click Confirm.

Rule name: A combination of English letters, digits, and underscores, with a maximum of 32
characters. (The name cannot be modified after creation. Fill in carefully.)

Rule Description: 0-256 characters. This is editable.
el =S5 X

ST -

FAM

3. Once created successfully, you can automatically proceed to the Rule Detail Page.
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You can start writing different forwarding rules.
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Data Processing

Last updated: 2025-04-27 17:36:57

After creating the rule, you can click Edit next to "Filter Data" in the target rule of the rule engine in the
Console to write SQL to process the data in a certain topic. The loT development platform provides a SQL
filling method to simplify the generation of SQL statements.

Extract the three fields of action targetDevice count from the JSON message in the Thing Model attribute
reporting Topic of all devices of the intelligent gateway, and filter the data via count <=3 to obtain the finally
processed data for the next data forwarding. The rule expressed in the example in the figure below:
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Action

After extracting the fields of interest from the Topic, consider performing some operations on them, such as
forwarding or storing. Currently supported operations include:
Forward data to another Topic.

Forward data to a third—party service.

Forward data to CKafka, Message Queue.

Data forwarding to Time Series Database CTSDB.
Forward data to TencentDB for MySQL.

Forward data to TencentDB for MongoDB.
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When triggering the forwarding behavior, the rule engine will perform JSON encapsulation on the payload
reported by the device. The format example is as follows:
1. JSON example forwarded to Ckafka:

The meanings of each field are as follows:
O MsgType: Valid values are Publish (for configuring message queue forwarding), Forward (for rule
engine forwarding), and StatusChange (for status changes).

O PayloadLen: Length of the device-reported message payload, in bytes.
O Payload: The payload of the raw message. By default, the content is encoded in Base64.

O Event: Only available for StatusChange messages. Currently, the values are Online and Offline,
representing online and offline operations.

O DeviceName: The device name defined by the equipment in the loT communication platform.
O Time: The timestamp when the forwarding behavior is triggered.

2. JSON example forwarded to a third—party service (http forward):

The meanings of each field are as follows:
O devicename: The device name defined by the equipment in the loT communication platform.

O Payload: The payload of the original message. If the device's original reporting format is JSON, it will
be forwarded as—is; if it is in binary format, the content will be encoded in Base64.

O seq: A unique message identifier that auto—increments internally, int type.
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timestamp: The Unix timestamp when the forwarding behavior is triggered.

Supplemental Description

Definition of a Field

[EI I |

The field only supports *',',", '.", space, letters and digits. It cannot be empty and has a maximum of 300
characters.

The field represents the Key-value in JSON. Field filtering is unavailable when the data format is binary.
Use "' to forward all binary data.

The reported JSON data format can be nested JSON. For example: {"device_status":{"switch":"on"}}, the
value of switch can be obtained through device_status.switch.

Sub-SQL and JSON array are not currently supported.
Definition of Topic Wildcard

If you want to listen to multiple topics, you canuse # and + wildcards to define multiple topics.
# represents zero or more arbitrary Topic segments and can only be placed at the end of a Topic.

+ represents one arbitrary Topic segment, which can be placed in the middle of a Topic.

For example, house_monitor/+/get :
Can listen to topics such as house_monitor/thermometer/get and house_monitor/door/get .

But cannot listen to house_monitor/door/switch/get , because + can only represent one Topic segment.

For example, house_monitor/# :
Can listen to topics such as house_monitor/thermometer and house_monitor/door/switch/get .

But nhouse/#/get isillegal because # can only be placed at the end of a Topic.
Definition of a Condition

The [condition] expression is used for filtering messages in the Topic. Only when the message satisfies the
[condition] expression will it be extracted and undergo subsequent handling. The supported expressions are
shown in the table below.

Operator Description For Example

= Equal color ="red'

<> Not equal to color <> 'red'

AND Logical AND color ='red' AND siren = 'on'

OR Logical OR color = 'red' OR siren ="'on'
Bracket

() represents a color ='red' AND (siren ='on' OR siren ='isTest')
whole.

+ Arithmetic addition age=4+5

B Arithmetic age=5-4

subtraction
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/ Divide age=20/4
* Multiply age=5%4
% Get the remainder age=0%6
< Less than 5<6
- Less than or equal 5<=6

to
> Greater than 6>5
o Greater than or 6>=5

equal to
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Rule Function

Last updated: 2025-04-27 17:37:12

loT Explorer

The rule engine provides multiple functions. You can use these functions in the fields of the rule engine,
conditions, and corresponding values of database fields to achieve diversified data processing.

Supported Functions

Function Name
productid()
deviceName()
timestamp()

topic()
topic(n)

payloadLen()
bin_to_dec()
to_hex ()

randint(min,max)

upper(string)

lower(string)

crypto(field,String)

concat(string1, string2)

requestld()

newuuid()

replace(source, substring,
replacement)

©2013-2025 Tencent Cloud. All rights reserved.

Usage Description

Return the product ID of the message source.

Return the device name of the message source.
Return the current Unix system timestamp in seconds.
Return the original Topic of the message source.

The nth segment of the original Topic of the message source,
separated by / .

Return the byte length of the payload.

Convert the binary number data to a decimal integer.
Convert the input raw message to a hexadecimal string.
Return a random integer between min and max.

Return uppercase string (The input message format should be in
JSON format, and the function object corresponds to the key
value. For example, if the input messageis "tencent":"iot" ,

then upper (tencent)=I0T X

Return a lowercase string (The input message format should be in
JSON format, and the function object should be the corresponding
key value).

Encrypt the value of the field, with the second parameter String
being the algorithm string. Options: MD5, SHA1, SHA256, SHA384,
SHA512. (The input message format should be in JSON format,
and the function object should be the corresponding key value).

String concatenation, for example concat (deviceid, 'a') or
concat (fieldl, field2) .

Return the message ID generated by the Internet of Things (loT)
Hub.

Return a random uuld string.

Replace the substring in the source.
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String extraction, return the string from start (including) to end

substring(source, start, end) (excluding)

Usage Example

The content of messages sent by a home temperature and humidity device dev00 to the cloud:

{"rooml": {"temperature":31, "humidity":"

"room2":{"temperature":26, "humidity":"

The temperature and humidity products have three devices, dev00, dev01, and dev02, which monitor the
temperature and humidity of six rooms, room1, room2, room3,..., room6. Data need to be transferred to the
MySQL database for processing only when the temperature of room1 exceeds 30 Celsius. The settings of the
rule engine are as follows:

TRk O

FE room1.temperature as temp,room1_humidity as hum

Topic I+/data

4 topic(2) = 'device00' AND room1.temperature > 30

LEISQL  SELECT room1.temperature as temp,room1.humidity as hum FROM +/data' WHERE topic(2) = 'device00' AND room1_temperature > 30
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g LT X

O THSEEEENEIESEE (MySoL) &, E50E 12

Enps- it
ISR EIEEEER (MySaL ) v
g - =8 -
R v v
TOAEERT
MysqIET=Es « EE
HEEETRERE BIERTEEN=
SREERS (D) -

FeFER I EEYTE. HFHES, A=

BEZE (-
E.'—::‘E::u T EPEEEN. FFES_Sr@NWENL(ESRTRE
by ey
FEEEF D B
table_temperature S{temp} + -
table_humidity Sfhum} + -
productld productid() + -
deviceMame deviceMName() + =
EEREEE ()
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Data Forwarding to Another Topic

Last updated: 2025-04-27 17:37:26

Overview

Forward the necessary message fields of the business requirement to another Topic to achieve M2M
communication between different devices. The completion of Topic supports the following methods:
o Fillin a Topic Name
For example ${productId}/house_monitor/thermometer to forward messages that meet the rules to this
Topic.
« Fillin a Topic Name with variables
For example ${productId}/${house}/device ,where house enclosedin ${} represents avariable
name, and this variable name is the field content selected in the SELECT statement.

Example lllustration

This example mainly explains how the forwarding Topic with variables takes effect. Assume one rule is
defined. An example is as follows:

SELECT temperature as t, house

FROM house_monitor/thermometer/get

WHERE house="tencent" AND temperature > 40

This rule extracts the values of t and house from the message. Suppose the content of the house field is
tencent .

At this point, if forwarding to the Topic house_monitor/${house}/app is defined, then the rule engine will

replace the ${house} variable in this Topic with "tencent", thereby sending the field contents of + and
house tothe Topic house_monitor/tencent/app .

The entire forwarding process is shown in the figure below:

loT Hub
=

 "house""encent”, FAnAIE R Topic
"temperature™42

) E Topic:house_monitor/thermometer/get

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L |
1
|
I v MwsEE | 5
1 | L
' } "house" "tencent”,
; |
| 1
| k
|
|
|
|
|
|
!
]
|
|
|

"device_status™{"switch""on"}

temperature as t, house
house_monitor/thermometer/get N . N
house="tencent" AND ﬂlﬁﬁﬁﬂ%ﬂ%’éﬁﬂmu

temperature = 40

' 42
1 AR AR

kA E = Topic
1] %1% Topic ;;;;;;j

1. Login to loT Explorer Console, click the target instance, select Data Flow > Rule Engine from the left
menu bar, and click the configuration rules that need to be configured.

${house},

Configuration
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2. On the Rule Detail Page, click Add behavior operation.

3. In the pop—up "Add Rule" window, fill in relevant information. Click Save on loT Explorer, and the device-
reported data can be sent to the Topic.

Select the behavior type "Data Forwarding to Another Topic (Republish)".
Select the corresponding project, product and device.

Select another Topic Type and names to forward to.
ERhmE X
() HEESHIEESESN— T TopichESE ¢

il

FiEEE2|S—1Topic ( Republish ) A

v @ Eo

=
+H
i

Forwarding Message Service Quality Grade

The service quality grade of a message will not change when it is forwarded from the source Topic to other
Topics.
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When the service quality grade of the message published by the device is QOSO0, the rule engine will
forward it according to QOS0 messages. When the service quality grade of the published message is
QOS1, it will be forwarded according to QOS1.

When the QoS level of forwarded messages is 0, the messages will be discarded if forwarding fails. When
the QoS level of forwarded messages is 1, the system will retry forwarding the messages if forwarding
fails. The retries will be performed sequentially at intervals of 3s, 6s, and 9s for three times. If all three
retries fail, the messages will be saved in the offline message queue.
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Forwarding Data to a Third—Party Service

Last updated: 2025-04-27 17:37:42

Overview

When forwarding device data extracted by rules to the third—party HTTPS service deployed by users, you can
customize how to handle these data. This approach is the highest one in flexibility provided to users for
message processing.

A Note:
Third—party services must provide services via HTTP or HTTPS. To configure forwarding for third-
party services, you need to provide the website URL and port that support HTTP or HTTPS. After
successful rule engine forwarding, the third—party service will receive data packets from
42.193.134.62, 106.52.211.220 , 157.255.11.202 , 14.215.166.14 ,and 120.233.106.237 ,

The following diagram shows the entire process of forwarding data to a third—party service:

loT Hub
=)

" “house""tencent" RANE ETopic
"temperature”:42,

"device_status"{"switch™"on"}

E Topicchouse_monitor/thermometer/get

| |
| I
| |
| I
| |
| I
| |
| |
1 I
| |
| I
| |
| I
| |
| I
| |
| |
| |
I
! musiE
} } " “house"tencent"
| g
| |
| I 1
| |
| I
| |
| |
r I
| |
| I
|
| I
| |
| I
|

742

&l

temperature as t, house 3551"’@3%89&'3&%}7@“

house_monitor/thermometer/get
house="tencent" AND
temperature = 40

R A

RS = RS

=]

For the data content and format forwarded, please see Data Processing document.

Filling in Server Configuration

1. Log in to the loT Explorer console, click the target instance and project name, and select Data Flow >
Rule Engine in the left menu bar.

2. Click the rule you want to configure. Enter the Rule Detail Page and click Add Behavior Operation.
3. In the pop—up "Add Rule" window, fill in relevant information. Click Save.
Select the behavior type "Forward data to third—party service".

Select the APl address type. You can option "use existing HTTP service address" or "use loT Enable
service address (recommended)".

Fill in your HTTP or HTTPS service address. loT Explorer will forward the reported data from devices
to the HTTP or HTTPS service address.

Check "Add authentication Token" and fill in the Token corresponding to your service; you can add any
Token, used as generating signature (this Token will be compared with the Token contained in the API
URL, thereby verifying security).

©2013-2025 Tencent Cloud. All rights reserved. Page 161 of 334


https://cloud.tencent.com/document/product/1081/61102#.E8.A1.8C.E4.B8.BA-action
https://console.cloud.tencent.com/iotexplorer

> Tencent Cloud loT Explorer

ARNNFRIY X

@ BREENHERRIE=SRSS. CAERYEEEDBTORS, 2
# BRSSIREMRT RIS, REFREURSMIE, HRAFRERE. HiFHE
RER, [ROEEXE E

ERPSES

2

BB RRIE =7k (Forward ) v

APIHit: «
O FHEEHTTPR S {ERYBMEREIRS L (%)

http://act.com @
1PN token
Token: (i) *
thread @
RF BYH

Verification Message Comes From the loT Development Platform

A Note:
For your consistent backend usage, please select to add an authentication Token.

Request ID

If the user has selected "Add authentication Token" during forwarding to a third-party service (Forward), i.e.,
HTTP forwarding, the loT development platform will add the following fields in the header of the HTTP or
HTTPS request:

Parameter Description
. Signature combines the Token parameter filled in Add Rule and the Timestamp
Signature .
parameter and Nonce parameter in the request.
Timestamp Timestamp.
Nonce Random number.

1. Perform lexicographical order on the three parameters: Token, Timestamp, and Nonce.

2. Perform string concatenation on the three parameter strings to form a string and then perform sha1
encryption.

©2013-2025 Tencent Cloud. All rights reserved. Page 162 of 334



> Tencent Cloud loT Explorer

3. The developer obtains the encrypted string and compares it with the Signature to identify that the request
comes from loT Explorer.

Sample PHP code for inspecting the Signature:

For example, for a certain request, the relevant parameters are as follows. The user sets the Token to aaa.

Nonce: IkOaKMDalrAzUTxC
Signature: c259ed29ecl13ba7c649fe0893007401a36e70453

Timestamp: 1604458421

The sorted string is 1604458421Tk0akMDalrAzUTxCaaa . The final shal calculation result is
c259ed29ec13ba7c649fe0893007401a36e70453 ,
Service address validation
1. When enabling the rule engine, loT Explorer will send a GET request once to the filled server address URL,
and add the following fields to the GET request header:

Parameter Description

Signature combines the Token parameter filled in Add Rule and the Timestamp

Signature parameter and Nonce parameter in the request.
Ti t
imestam Timestamp.
p
Nonce Random number.
Echostr Random string.

loT development platform sends a message example to a third—party service:
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GET / HITP/1.1

Host: ...:4443

User—-Agent: Go-http-client/1.1

Content-Type: application/json

Echostr: UPWIAFASVDUFcCTEE

Nonce: testrance

Signature: abb6c316a8134596d825c5al1295bfa6f7657664d
Timestamp: 1623149590

Accept-Encoding: gzip

2. If the third—party service confirms that this GET request comes from loT Explorer, please return the
content of the Echostr parameter in the body without modification.
Message example of the third—party service replying to loT Explorer:

HTITP/1.1 200 OK

Date: Tue, 08 Jun 2021 10:53:10 GMT
Content-Length: 16

Content-Type: text/plain; charset=utf-8

UPWIAFASVDUFCTEE

3. loT Explorer verifies the content of the returned Echostr parameter to confirm whether the server address
URL is valid.

3.1 Node.js service address validation example:

const shal =

unction (token, signature, timestamp, nonce) {

let tmpStr = [token, timestamp, nonce].
tmpStr = (tmpStr) ;

return tmpStr === signature;

('/test', (req, res) => {
const token = 'the token you configured in the rule engine here';
const { signature, timestamp, nonce, echostr } = reqg.headers;

if ( (token, signature, timestamp, nonce)) {
('Content-Type', 'text/plain; charset=utf-8');
(echostr) ;

(403) . ('"Forbidden') ;

©2013-2025 Tencent Cloud. All rights reserved. Page 164 of 334




> Tencent Cloud loT Explorer

Deploying Based on Cloud Lightweight Server

You can choose to use the SCF platform to quickly deploy a Web service, or choose to self-build a Web
service. The data processed by the rule engine can be forwarded by calling a third—party APl and received on
the server side, and you can decide how to handle it.

A Note:
The rule engine will make a GET request when validating the authentication information for the first

time, and subsequent forwarding will be a POST request.
The data fields forwarded and received by the third—party service API are as follows:
payload: {

clientToken: / 4 £5-22bd-4455-6a4dc

method: 'r

params: { body_temperature: 20 },

timestamp: 1692787444

timemills: 16

seq: 11410¢
timestamp:

topic: 'Sthing/up/r
devicename:

productid:

1. Example of quickly building a Node service based on Express on the SCF platform

1.1 Log in to the SCF console, select a Serverless application, and create a new application.

Serverless Serverless [

I

D+ Web RISSFIRI | RBOEHE, RYEBE HTTP BR, ARFRSEE, FNARERHELE! FRsiss REEA 0> B

= o (HanE] SRR, AANAMENZHIES, SETREHNMR, REHER, BEXHEHRUSHER, BELNEWN. REFRE, B2 17T, LAGH> &
@ Serverless [f8
R Qo
RIRAEH * RE wE ErfseEdia ¢ BR{E
iot-test @ % http 2023-08-23 15:44:26 hlERI
10 v % 1 Nnm

1%

ASWIER

EBSHE4

HBFERTND ©

1.2 Select the Express framework template under the Web application, and click next.
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Serverless < EEMA
RIFii% Web RiFj
REOIRFFARIALY Serverless K1 BIBFISAEATRE, REDE Web I
Q
Nextjs B2 #EH HEEN Nuxt.js {58 #E#8 EEHE Express #8538 #EEH SEN
ASWIfET
o NEXT. A express
\ NUXT @
Pl Ixt. | Express
4]
Koa #E%8 #Eill BHEN Egg 158 il LT Flask #E28 Rl BEEN ag)
1 m~ & Tl 1 -
T4 K

BFERTND ©

. Click finish after configuration.

& WEMA
BiRE
iot
FERIFH - dev ¥
ASWIER
M v
EBEHEL
(o Bie] Xk EfE RIBEE @
BHER , &
[Bal
(6] Crm
BH SERk

BRIV ©

1.4 Wait until the deployment is completed and then enter the application. You can see the URL in the API
gateway. This URL is the APl address you need to fill in the rule engine. Assume that this URL address
is: https://iot-api/ . Then in this example, your APl address is the URL plus the interface route, that

is: https://iot-api/test . Next, click on the function name to enter the function service.
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Serverless & ot dev~ IR SERHRIAS

BRI FREBE BEAK

EitER
RS iot
SEBIEFR http-express-51c8h-kOmx
g ap-guangzhou (/M)
APIRI
k551D service-dxjqn3v0 2
e service-dxjgn3v0-1259319100.gz.apigw.tencentcs.com
iR release
URL ( > J

default

Nodejs12.16

iot-layer (K1) @
512MB

am &

KSR

SERVERLESS = 1 EE]

SRS ©

1.5 Below are example codes for authentication information, checksum, receipt of rule engine forwarding
parameters:

express =

bodyParser

shal =

app =
(bodyParser.

res, next)
token = 'the to
{ signature, timestamp, nonce } req.headers;
let tmpStr = [token, timestamp, nonce]. () . ("");
tmpStr = (tmpStr) ;

if (tmpStr === signature) {

, checkSignatureMiddleware, (req, res)

echostr } = reqg.headers;

(echostr) ;
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('"/test', checkSignatureMiddleware,

nst params = req.body.payload.params;

console. (params) ; { body_temperatur

res. )

)i

1.6 In Function Service, you can see the corresponding code template. Paste the previous step's code into
the editor. Select terminal above the code editor, create a new terminal, then input command cd src
in the bottom terminal to enter the src directory, next input command npm install for dependency

installation.
Serverless < http-express-hq70210TDx E# HHERS XA 2
1 HHEE BB BER BIMES BEEY
REEE
O RHES
MRAEE CHE@ . EARE v Nodejs 12.16 Node.js 12.16 FFAZFE [2 TE v
Serverless [if -
AEEE N mE ORE EF R - O http-express-hg70210TDx =N
RER O mawas i ~ cwE O -
A% URL V HTTP-EXPRESS-HQ7( ?
> .vscode
hiaEs v
= e IS
ey > layer s "
BEEW > e e BITERES...
HERA % appis
oy index.html
B2t BEA® {} package-lock.json

{} package.json < ndex.html')
= scf_bootstrap ¥ REES..
EERIANERES.. , res, next) {

serverless.yml|

yarn.lock gnature, timestamp, n

tmpStr = [t
tmpStr = shal(tmp!
console. log(tmpStr, signa
if (tmpStr nature
next();

res.status(403).send('Forbidden');
HFERITND ©

1.7 Wait for the dependency installation to complete. Then click Deploy below to successfully deploy the
Web service.

RHIRS AN (2

Serverless < http-express-hq70210TDx E#
J5 app.js app. use (b
index.html
RIEE
E {} package-lock json A
@ REERS app.get(*/*, (req, res) =
AR 1} packagejson res.sendFile(path.join(__dirname, 'index.html)
P = scf_bootstrap })
AlEEE serverless.yml
= camep checkSignatureMiddleware(req, res, next) {
s o
MREE yarn.lock
% URL {} package-lock.json
tmpStr = shal (tmpSt
HBRER console. log(tmpStr,
BEEH
FHREA
EBEHEE
BEAH

npm install
added 51 packages, and audited 52 packages in 1s
E] severity vulnerabilities

To address all issues, run:
npm audit fix

Run “npm audit’ for details.

AR
B eI
<&~ Cloud Studio ® 0 A0 EFZREMM KA A#BEXH 519, 5117 M2 UTF-8 LF () JavaScript (3

i B (;@

3| MRS (EFHAZIRE @

BERAND ©
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1.8 In the rule engine of the iot—-explorer console, select Edit and fill in the APl address deployed in the

previous steps.

< BEMBESIF FINS|% / hitp_test
Wi
TR EAMER
{i FeAR
http_test
©) mAFE
LG
= HEAR
ERES
@ BfHER
TR
08 #mEE
[ wegm
= e Tor $thing/up/property/#
£ mnsisE
SELECT * FROM '$thing/up/property/#'
@ EESH
1R1EARSS
TTRIRME
© fumms
[ORST B RTIFE =7 RS (Forward)
APl ., . U e
FRIATRIRIE

BARIOTRARZRR 2 {£fAEE &

R

{R4E SQLIBI

8 ¢ 6

1.9 In Edit Rule, select "Utilize existing HTTP service address", next fill in the APl address and Token, then

select Save. Finally, enable the rule status.

g

® B RBIE=TMREST. RIS b
n . BRERERE. ZRE

% FHEAH.

FAER, ATEEXE 2
asm

HuRseREIBE =R (Forward)

APt

O EAEAHTTPRS b B ERERR SN (#75)

#”

https://service-28bbld6q-1259319100.gz.apigw.tencentcs.com/release/tes

1% Roken

Token: () -

test

1.10 If there is data forwarded by the rule engine, a preconfigured API will be called. You can see the

printed information in the log module of the SCF platform.
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Resend Mechanism

4 http-express-hq70210TDx E#

EHif

loT Explorer

R FRS AN [2

@ BEEWMEEBASESRSCLSRE, BRAARRSSHEE BT BOmERIHE.

TREETIRLINE, AINE TRMEE) PAIEXH, HEE

CLsiEHIE 2 BRAIBNFREMAST, BRi~EHM.

WAEE BRKR

SLATEST v 2HEE v
EEE v 2023-08-24 21:05:16 ~ 2023-08-24 21:06:22 [

2023-08-24 21:06:01 BRI 1EKId: 23e5449d714b2e5a2f11eff2c7163e52

ENERRARBRASE 2

Fif(E]: 2023-08-24 21:06:01 E{FAIA:Ams  iE{T77:10.38671875MB

B

START Requestld: 23e5449d714b2e5a2f11eff2c7163e52

o

f409955205783f783fcf6e3651 14249d f4099!

{ body_temperature: 36 }

END Requestld: 23e5449d714b2e5a2f11eff2c7163e52
Report Requestld: 23e5449d714b2e5a2f11eff2c7163e52 Duration: 1ms Memory: 512MB MemUsage: 10.39MB

057837 1 4249d

[N 2 (:@

The resend mechanism is used to resend again in case of a failure during the message forwarding process to
achieve the purpose of receiving messages. as follows:
If message forwarding fails, the system will perform forwarding retries. The retries will be performed

sequentially with time intervals of 1 s, 3 s, and 10 s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation”, after three retry failures, one more
message forwarding will be proceeded with according to the configuration of "forwarding error behavior
operation". If it still fails, the message will be discarded.
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Forward Data to TDMQ CKafka

Last updated: 2025-04-27 17:37:57

Overview

The rule engine supports user configuration rules to forward device-reported data that meets the conditions
to Message Queue CKAFKA (hereinafter referred to as CKAFKA). The user's application server then reads
the data content from CKAFKA for processing. This leverages the high I/O throughput advantage of CKAFKA
to create a high—availability message link for users.

The following diagram shows the entire process of the rule engine forwarding data to CKAFKA:
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Configuration

1. Login to the loT Explorer Console, click the target instance and project name, and select Data Flow >
Rule Engine from the left menu bar.

2. Open the Rule Engine page and click the rule that needs to be configured.
3. In the Rule Details page, click Add Behavior Operation.

@® Note:
For first-time use, the user will be prompted to authorize access to CKAFKA. You need to click
Authorize access to CKAFKA to continue creating.
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4. In the pop—up "Add Rule" window, select the behavior "Forward Data to Message Queue (CKAFKA)";
sequentially select the CKAFKA instance and Topic, and click Save.

b x

@O THEEEENERENF] (CKAFKA) 1, BV 2

T
EEEEEEREENF] ( CKAFKA) -
Bz =6 -
P v EEEsp v

Topic *

5. After completing the above configurations, loT Explorer will forward the device-reported data that
complies with the Rule Condition to the user-configured CKAFKA. You can refer to the Create Instances
and Topic document to read data on the application server and process it.

Resend Mechanism

The resend mechanism is used to resend again in the event of a failure during the message forwarding
process to achieve the purpose of receiving messages. Specific instructions are as follows:
If message forwarding fails, the system will perform forwarding retries. The retries are performed
sequentially at intervals of 1s, 3 s, and 10 s. If all three retries fail, the message will be discarded.
If the user has configured "forwarding error behavior operation”, after three retry failures, one more
message forwarding will be proceeded with according to the configuration of "forwarding error behavior
operation". If it still fails, the message will be discarded.
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Data Forwarding to Cloud MySQL

Last updated: 2025-04-27 17:38:11

Overview

The rule engine supports user configuration of forwarding rules to forward eligible device-reported data to
the cloud component MySQL. You can create a MySQL instance and table in the MySQL console or by using
the TencentCloud API. Then, you can write the specified fields in the device messages into the corresponding
MySQL table.

The following diagram shows the entire process of the rule engine forwarding data to MySQL.:
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Configuration

1. Log in to the loT Explorer console, click the target instance and project name, and select Data Flow >
Rule Engine in the left menu bar.

2. Open the Rule Engine page and click the rule that needs to be configured.
3. On the Rule Detail Page, click Add Behavior Operation.

® Note:
You will be prompted to authorize access to MySQL if this is your first time using it. Click Authorize
Now to continue creating.
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4. In the pop—up "Add Rule" window, select the "Forward Data to Cloud Database (MySQL)" option. After
successful authorization, you need to configure the MySQL instance information and the field information
to be written, as shown below. Once configured, click Save.
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T v cdb- | / iothub-test v
MysqiEizEe: - HiEE -
sokol - hub_data -
TR ()~ FREE O
root ssssssssse
HiE=ER
PEEh @ E®
table_temperature 5t} + -
table_house ${house} + -
master BeautyHouse + -
ERttEEE §)

After successful forwarding, the information displayed in MySQL is as shown below:
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sokol w . (= #: hub _data X
ERILEIRS table_temperature table_haouse master

hub data 41 tencent BeautyHouse
=l 41 tencent BeautyHouse

=3 41 tencent BeautyHouse

41 tencent BeautyHouse

41 tencent BeautyHouse

11 tencent BeautyHouse

41 tencent BeautyHouse

41 tencent BeautyHouse

41 tencent BeautyHouse

Configuration Instructions

The configuration is divided into the following steps:
1. Select a region and a MySQL instance.

N

. Input the username of the newly created MySQL instance.

w

. Enter the instance login password.

i

. Select the name of the database where you want to write data. If no database has been created under the
created MySQL instance, please go to the MySQL console to create a new database. For details, see
Creating Databases and Tables.

5. Select the table to write to. If no table has been created in the database, go to the MySQL console to
create a new table.

6. Configure the fields to be written. There are two columns here: "Field Name" and "Value". The "Field
Name" corresponds to the field in the database table, indicating the field to be written. "Value" indicates
the value to be written to the corresponding field. The source of the value can be the message body (note
that the message body must be in Json format to support value extraction), or a constant filled in here.

A Note:
If the source is the message body, use "${}" to reference the fields in the message body. If you
want to specify a constant, just fill in the corresponding value, such as a number or a string
literal like 5 or hello.

You need to create the database, tables, and field names in TencentDB for MySQL first before
you can successfully write data to the database.

For more details, see Create database and tables.

Resend Mechanism

The resend mechanism is used to resend again in case of a failure during the message forwarding process to
achieve the purpose of receiving messages. The specific instructions are as follows:

©2013-2025 Tencent Cloud. All rights reserved. Page 175 of 334


https://cloud.tencent.com/document/product/236/8465
https://cloud.tencent.com/document/product/236/8465

> Tencent Cloud loT Explorer

If message forwarding fails, the system will perform forwarding retry. Retries will be performed
sequentially with time intervals of 1s, 3s, and 10s. If all three retries fail, the message will be discarded.

If the user has configured "forwarding error behavior operation”, after three retry failures, one more
message forwarding will be carried out according to the configuration of "forwarding error behavior
operation". If it still fails, the message will be discarded.
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Data Forwarding to Cloud Development

Last updated: 2025-04-27 17:38:25

Overview

The rule engine supports users in configuring forwarding rules to forward eligible device-reported data to
cloud development components. You can complete the activation of the TCB environment in Tencent
CloudBase Console. For specific operations, see Activate Environment.

The following diagram shows the entire process of the rule engine forwarding data to cloud development:
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1. Login to the loT Explorer console, click the target instance and project name, and select Data Flow >
Rule Engine in the left menu bar.

Configuration

2. Open the Rule Engine page and click the rule that needs to be configured.

3. In the Rule Details page, click Add behavior operation.

@® Note:
You will be prompted to authorize access to cloud development for the first-time use. You need to
click Authorize Now to continue creating.
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4. In the pop—up "Add Rule" window, select the "Forward Data to Cloud Development (CloudBase)" option.
After selecting the established environment and function, click Save.

A Note:
Currently, only forwarding data to SCF in cloud development is supported. You need to create a
development environment and SCF in cloud development first before you can select the environment
and SCF.

Resend Mechanism

The resend mechanism is used to resend again in case of a failure during the message forwarding process,
so as to achieve the purpose of receiving messages. The specific instructions are as follows:
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If message forwarding fails, the system will perform forwarding retries. The retries are performed
sequentially at intervals of 1s, 3 s, and 10 s. If all three retries fail, the message will be discarded.

If the user has configured the "forwarding error behavior operation”, after three retry failures, one more
message forwarding will be proceeded with according to the configuration of the "forwarding error
behavior operation". If it still fails, the message will be discarded.
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Data Forwarding to Cloud Component
TDSQL-MySQL

Last updated: 2025-04-27 17:38:40

Overview

The rule engine supports users in configuring forwarding rules to forward eligible device-reported data to the
cloud component TDSQL-MySQL. You can create a TDSQL instance and tables using the TDSQL console or
TencentCloud API. Then, you can write specified fields from device messages into the corresponding TDSQL
tables.

The following diagram shows the entire process of the rule engine forwarding data to TDSQL.:
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Configuration

1. Login to the loT Explorer console, click the target instance and project name, and select Data Flow >
Rule Engine in the left menu bar.

2. Open the Rule Engine page, click the rule name that needs to be configured to enter the Rule Detail Page.

3. click Add Behavior Operation. If it is the first time you use it, you will be prompted to authorize user access
to TDSQL. You need to click Authorize Now to continue creating.
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4. After successful authorization, in the pop—-up "Add Rule" window, select "Forward Data to CloudDB TDSQL
for MySQL". You need to configure the TDSQL-MySQL instance information and the field information to be
written, as shown below:
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5. Once configured, click Save just.

Configuration Instructions

The configuration is divided into the following steps:
1. Select aregion and a TDSQL-MySQL instance.

N

. Enter the userName of the TDSQL for MySQL instance you just created.

w

. Enter the instance login password.

N

. Select the name of the database to be written. If no database has been created under the created TDSQL-
MySQL instance, please go to the TDSQL-MySQL console to create a new database.

5. Select the table to write to. If no tables have been created in the database, go to the TDSQL-MySQL

console to create a new table.

6. Configure the fields to be written. There are two columns here: "Field Name" and "Value". The "Field

Name" corresponds to the field in the database table, indicating the field to be written. The "Value"

indicates the value to be written to the corresponding field. The source of the value can be the message

body (warning: the message body must be in Json format to support value extraction), or a constant filled

in here.

A Note:
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If the source is the message body, use "${}" to reference fields in the message body. If you want to
specify a constant, directly enter the corresponding value, such as a number or a string literal like 5

or hello.
First, create a database, tables, and field names in the cloud component TDSQL-MySQL before
you can successfully write data to the database.

Resend Mechanism

The resend mechanism is used to resend again in case of failure during the message forwarding process to
achieve the purpose of receiving messages. Details are as follows:
If message forwarding fails, the system will perform forwarding retry. Retries are performed sequentially
with time intervals of 1s, 3s, and 10s. If all three retries fail, the message will be discarded.
If the user has configured "forwarding error behavior operation”, after three retry failures, one more
message forwarding will be proceeded with according to the configuration of "forwarding error behavior
operation". If it still fails, the message will be discarded.
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Value—Added Services
Voice Skills
Alexa Voice Skill Service

This instance uses the third—party platform Amazon Alexa to implement intelligent voice services. For
detailed official documentation about Alexa, for details, see Amazon Alexa Documentation.

Prerequisites

Activate Device Integration with Amazon Alexa Only Supports the Following Regions
United States

Voice Skills Only Support the Following Languages

English

Console Activation of Third—Party Voice Skill Service

Step 1: Confirm the Product Scope and Features

When creating a new product, the product category must be selected from the categories supported by the
selected platform. If other categories are selected or customized, the Voice Skill Service will be unavailable.
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loT Explorer

You can view through the following table whether the supported categories and features meet your product

development.

Supported Categories

Smart Life — Electrical Lighting — Lamp

Smart Life — Electrical Lighting — Switch
Panel

Smart Life — Electrical Lighting — Socket
Smart Life — Electrical Lighting — Curtain

Smart Life — Household Appliances -
Aromatherapy Diffuser

Smart Life — Household Appliances -
Sweeping Robot

©2013-2025 Tencent Cloud. All rights reserved.

Switch

Switch

Switch

Switch

Functions Supported

Switch, percentage adjustment.

Switch, brightness adjustment, color adjustment, color
temperature adjustment.
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Smart Life — Household Appliances — Air

- Switch, wind speed (increase or decrease), mode.
Purifier

@® Note:
Tencent Cloud loT Explorer's supported categories or features for Amazon Alexa. More will be

supported subsequently. If you have an integration requirement, you can contact online customer
service on Tencent Cloud official website, describe your product requirements and submit an apply for
this feature. We will arrange related staff to connect with you.

Step 2: Apply for Enabling Amazon Alexa Service

1. Login to the IoT Development Console, select East US as the region, create a product. For details, see
Product Definition.

YMALEES | © =258 #5ED -

2. Click on an item to enter the project detail interface. Click Voice Skills > Amazon Alexa > Apply for
enabling to enter the application page.
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3. Select the product you need to enable, fill in the application information. You also need to check "l
understand and agree to the Developer Notice and Authorization". Click Submit Application. We will
arrange related staff to dock with you.

Select product: Currently created products.
Other requirement descriptions: It can contain up to 250 characters.
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4., After approval, you can also add new products under the project at Select Product.
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5. Select product to add, click Confirm.

A=

6. Voice skills will take effect after the product is added and reviewed.

® Note:
Use Tencent Lianlian Mini Program to perform device debugging. After network configuration binding
your device, you can bind Amazon Alexa based on the following consumer usage steps to achieve the
feature of controlling the device via the speaker.

Consumer Use

Prerequisites

1. Have one Alexa device as well as an Amazon Alexa account that can be used normally.
2. Have one or more smart devices released by loT Explorer and bind the device using WeChat mini program
"Tencent Lianlian".

3. Have a Wi-Fi network that can smoothly access Amazon services.

Operation Steps

1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by loT
Explorer.

A Note:
Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal
center to bind their mobile number or email number and set the password. The path is to select My
> Personal Information, and enter the account and security page to bind the mobile number or email
number.

2. Change the bound device to an English name, for example: my light. The modified name should avoid
using symbols. The path to modify the device is: mini program homepage > select the specified product
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name > open device detail > click device name, after modification, click save just.
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3. Possess one Amazon Alexa smart speaker, download the Amazon Alexa App and bind the speaker.

4. Log in to the Tencent Lianlian account with the Amazon Alexa App and authorize the control authority of

the equipment. Open the menu, select Skill&Games, detect Tencent Lianlian, and perform account
binding after selecting it.

il T .
SKILLS & GAMES TRl @ iot.cloud.tencent.com  aA () Link Account
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= %
L Account: 8618602956854
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Dev
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Phone amazon alexa
TencentlianLian
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Password
will; access your account information,
Routines

access control of your devices.

et
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Verification code login EN/B

Skills & Games

After autherization, you can cancel authorization at
any time
testCustom
Activity
[
Help & Feedback “Alexa open hello world”
Settings Sample Shart Description

5. Before controlling the device, the Amazon Alexa speaker needs to discover devices first. You can say to
the Amazon Alexa speaker: "Alexa, discover devices".

A Note:

If the product name is modified in Tencent Lianlian, the device needs to be rebound in Amazon
Alexa speaker.
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Use Amazon Alexa speaker to control the product. Functions supported can be found in the following table.

Speech Example Sentence (Based on Real-World

Category Function (S
) ] e Alexa, turn on the light.
Light Switch o Alexa, turn off the light.
_ _ e Alexa, turn on the switch.
Switch panel Switch o Alexa, turn off the switch.
) o Alexa, turn on the socket.
Socket Switch o Alexa, turn off the socket.
_ e Alexa, turn on curtain.
Curtain SV\_"tCh’ percentage e Alexa, turn off curtain.
adjustment .
o Alexa, open|close the curtain 50%.
. Switch
y diffuser o Alexa, turn off the Aroma.
Sweeping o Alexa, turn on the worker.
Switch
Robot o Alexa, turn off the worker.
o Alexa, turn on the purifier.
Switch, wind speed o Alexa, turn off the purifier.
Air purifier (increase or decrease), o Alexa, set the purifier FanSpeed to 3.
mode o Alexa, set the purifier to 3.

o Alexa, setFanSpeed.
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Cloud Xiaowei Voice Skill Service

this document introduces how to use Tencent Cloud Xiaowei service to control smart devices.
Prerequisites

Only Support Activating Devices in the Following Regions to Interconnect with Tencent Cloud
Xiaowei

Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)
Voice Skills Support the Following Languages Only

Chinese

Console Activation of Third—Party Voice Skill Service
Step 1: Confirm the Product Scope and Features

When creating a product, the product category must be a supported category assigned by the selected
platform. If you select another category or customize it, the Voice Skill Service will not be available.
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You can view through the following table whether the supported categories and features meet your product
development.

Supported Categories Functions Supported

Switch, brightness adjustment, color adjustment, color

Smart Life — Electrical Lighting — Lamp temperature adjustment

Smart Life — Electrical Lighting -

switch panel Switch.
Smart Life — Electrical Lighting — Switch.
Socket
Smart_ Life — Electrical Lighting — Switch.
Curtain
Smart Life — Household Appliances - Switch.

Aromatherapy Diffuser
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Smart Life — Household Appliances - Switch, wind speed (increase or decrease), mode.

Air Purifier
Smart Life — Household Appliances - Switch, mode, wind speed (increase or decrease),
air conditioning temperature (increase or decrease, specify temperature).

Smart Life — Household Appliances -

fan Switch, wind speed (increase or decrease).

Smart Life — Household Appliances -

itch.
Sweeping Robot Swite

Smart Life — Household Appliances -

TV Switch, channel adjustment, audio volume adjustment.

@® Note:
Tencent Cloud loT Explorer will gradually add categories or features supported by Tencent Cloud
Xiaowei. If you have an integration need, you can visit Tencent Cloud official website and contact
online customer service to describe your product requirements and submit an apply for this feature.
Our staff will dock with you.

Step 2: Apply for Activating Tencent Cloud Xiaowei Service

1. Login to the loT Development Console, select China as the region, create a product. For details, refer to

Product Definition.

PBRALFES | © ==K -

2. Click on the item to enter the project detail interface. Click Voice Skills > Tencent Cloud Xiaowei > Apply
for Enabling to enter the application page.
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3. Select the product you need to activate, fill in the application information, and also check "l understand
and agree to the Developer Notice and Authorization". Click Submit Application. We will arrange for
related staff to dock with you.

Select product: Currently created products.
Other requirement descriptions: with a maximum of 250 characters.
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4, After approval, you can also add new products under the project in Select Product.
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5. Select product to add, click Confirm.

A= m

6. Voice skills will take effect after the product addition is approved.

® Note:
Use Tencent Lianlian Mini Program to perform device debugging. After Network Configuration Binding
your device, you can bind Tencent Cloud Xiaowei based on the following consumer usage steps to
achieve the feature of controlling devices via the speaker.

Consumer Use

Prerequisite

1. Possess a device with Cloud Xiaowei voice skills, such as: smart speaker, voice smart light, etc.

2. Possess one or more smart devices released by loT Explorer and bind the device using WeChat mini
program "Tencent Lianlian".

3. Use the third—party product to bind the Tencent Lianlian Account and authorize device usage. Perform the
specific binding process according to the notifications of the third—party platform product.

A Note:
For specific consumer tutorial, please follow the guidance of third—party vendors.
Operation Steps

1. After applying for a Tencent Lianlian Account, bind a mobile number or email number and set a password.

2. Voice skill products added in Tencent Lianlian Mini Program need to modify the device name. For
example: bedroom light. The modified name should avoid using symbols.
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Use Tencent Cloud Xiaowei to control smart devices.

table.

Category

Light

Switch panel

Socket

Curtain
Aromatherapy
diffuser

Floor -
cleaning robot

Air purifier

©2013-2025 Tencent Cloud.

Functionality

Switch, brightness adjustment, color
temperature adjustment, color
adjustment.

Switch

Switch

Switch

Switch

Switch

Switch, wind speed (increase or
decrease), mode.

All rights reserved.
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Functions supported can be found in the following

Speech Examples (Based on Real-World
Usage Scenarios)

e Turn on the light, turn off the light.

e Turn on the bedroom light, turn off the
bedroom light.

o Brighten the light a bit.

o Adjust the light color temperature to be
warmer.

o Set the light to blue.

e Turn on the switch.
e Turn off the switch.

e Turn on the socket.
e Turn off the socket.

e Open the curtain.
o Close the curtain.
e Open the curtain to 50%.

e Turn on the aromatherapy diffuser.
o Turn off the aromatherapy diffuser.

e Turn on the floor — cleaning robot.
e Turn off the floor - cleaning robot.

e Turn on the air purifier.
e Turn off the air purifier.
¢ Increase the wind speed.
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Switch, mode, wind speed (increase
Air conditioning or decrease), temperature (increase
or decrease, specify temperature).

TV
volume adjustment.

fan
decrease).

©2013-2025 Tencent Cloud. All rights reserved.

Switch, channel adjustment, audio

Switch, wind speed (increase or

loT Explorer

Decrease the wind speed.
Turn on sleep mode.

Turn on air conditioning, turn off air
conditioning.
Turn on cooling mode.

Increase the temperature, decrease the
temperature, set the temperature to 26
degrees.

Turnon TV, turn off TV.

Next channel, previous channel. | want
to watch CCTV-1.

Increase the volume, decrease the
volume, mute the TV.

Turn on the fan, turn off the fan.

Increase the wind speed, decrease the
wind speed.
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Google Voice Skill Service

This document introduces how to open the Google Assistant voice intelligent service to control smart devices
through the Google Home speaker.

Prerequisites

Activate Device Integration with Google Assistant Is Only Supported in the Following Regions
United States

Voice Skill Supported Languages

English

Chinese (partially semantic)

Console Activation of Third—Party Voice Skill Service

Step 1: Confirm the Product Range and Features

When creating a product, the product category must be selected from the platform-specified supported
categories. If other categories are selected or customized, the Voice Skill Service will be unavailable.
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You can view through the following table whether the supported categories and features meet your product
development.

Supported Categories Functions Supported (Get Status & Command)
Smart Life — Electrical Lighting — Lamp Switch, color adjustment, brightness adjustment.
Smart Life — Electrical Lighting — Switch Panel Switch.

Smart Life — Electrical Lighting — Socket Switch.

Smart Life — Electrical Lighting — Curtain Switch, percentage adjustment.

Smart Life — Household Appliances -

Aromatherapy Diffuser Switch.
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Smart Life — Household Appliances — Sweeping

Robot Switch.
Smart Life — Household Appliances - Fan Switch
@® Note:

Tencent Cloud loT Platform's supported categories or features regarding Google Assistant will
support more in the future. If you have an integration need, you can describe your product
requirements and submit a ticket through online customer service on Tencent Cloud official website.
We will arrange related staff to dock with you.

Step 2: Apply for Enabling Google Assistant Service

1. Login to the IoT Explorer, select the United States as the region, create a product. For details, see
Product Definition.
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2. Click on an item to enter the project detail interface. Click Voice Skills > Google Assistant > Apply to enter
the application page.
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3. Select the product you need to activate, fill in the application information. You also need to check "l
understand and agree to the Developer Notice and Authorization", click Submit Application. We wiill
arrange related staff to docking with you.

Select product: Currently created products.
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O Other requirement descriptions: It can contain up to 250 characters.
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4. After approval, you can also add new products under your project in Select Product.

Amazon Alexa (@) Google Assistant (i) ER=E MNE

Amazon AlexalE )\ EiEE
Shmazon AexaiESTEETITE, TEARETAmazon AlecEESTEEE, WHMESHTIESES

() amazon alexa

FHENEZEIER (5778  TREREIEEET, BT —MEEAmazon Alexa Skill. BABRES MEFNTRALEEFEEEESE, TlAmazon AleSEEES
EEHTEER, TS ERELRAREEGESES, TEERENE

2B~ m
SeiFm¥
) = .
L\l. i hd . SRR
il FrEmEiR B BT EEH, ESiEEE  Sil=sA

©2013-2025 Tencent Cloud. All rights reserved. Page 200 of 334



> Tencent Cloud loT Explorer

5. Select product to add, click Confirm.

IEE=

6. Voice skills will take effect after adding product is approved.

® Note:
Use Tencent Lianlian Mini Program for device debugging. After performing Network Configuration
Binding on your device, you can bind Google Home based on the following consumer usage steps to
achieve the feature of controlling devices via the speaker.

Consumer Use

Prerequisites

1. Have one Google Home device as well as a login account for the Google Home App.
2. Have one or more smart devices released by loT Explorer and bind the device using WeChat mini program
"Tencent Lianlian".

3. Wi-Fi network that can access Google Services.

Usage Steps

1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by loT
Explorer.

A Note:
Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal
center to bind their mobile number or email number and set a password. The path is to select My >
Personal Information, enter the account and security page, and then bind the mobile number or
email number.

2. Change the bound device to an English name, for example: my light. The modified name should avoid
using symbols.The device modification path is: Mini program homepage > Select the specified product
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name > Open device detail > Click Device name. After modification, click Save.
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3. Download and install Google Home or Google Assistant App and bind Google Home smart speaker.

4. On the home page of Google Home App, click the "+" button to add a device. Select Works with Google in
the Set up devices list. Search for and select "tencentlianlian”. Log in to your Tencent Lianlian account to
perform account binding and grant control authority of the device. After successful binding, your device
will be displayed in the Devices list of Home Control.

6 < Add and manage 5 & g < Home control H & iot.cloud.tencent.com A G

Add to home Add new

My Home s
5 et up
Contacts X it x ° el @ #Age of Discovery loT N

Set up new devices or add existing devices and services to your

2 Invite home member home _—
+HomeHome

®

Create speaker group New devices Welcome to TencentLianlian
Routi TH 1Home for KNX and Loxone
Set up new devices in your home
f Create new home a Google Home, Chromecast, Smart Displays, devices o
labeled "Made for Google” like C by GE smart bulbs, and <+ 360l0T » . "
Manage services Philips Hue Bluetooth (without Hue Bridge) ~ Region Mainland China(+86)
i (@©) @Foscam Camera
. = Video Works with Google . Phone Please enter phone number
Have something already set up? @ @Nodus Smart )
J Music @ Link your smart home services like Philips Hue (with Hue Password Please enter password
You don't have any rooms yet. Add your devices to see Bridge) and TP-Link
everything in one place. O @ToLiGo (k)
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Use Google Home speaker control to use the product. Functions supported can be found in the following
table.

Speech Example Sentences (Based on Real-World Usage

Category Function .

Switch. color e Hey/Ok Google,turn on bedroom light.

iah adjustment, e Hey/Ok Google,turn off bedroom light.
Light brightness e Hey/Ok Google,set bedroom light to blue.
adjustment. » Hey/Ok Google,brighten bedroom light
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Switch panel

Socket

Curtain

Aromathera
py diffuser

Sweeping
Robot

fan

Switch.

Switch.

Switch, percentage
adjustment.

Switch.

Switch.

Switch.

©2013-2025 Tencent Cloud. All rights reserved.

Hey/Ok Google,turn on the switch.
Hey/Ok Google,turn off the switch.

Hey/Ok Google,turn on the socket.
Hey/Ok Google,turn off the socket.

Hey/Ok Google,turn on the curtain.
Hey/Ok Google,turn off the curtain.

Hey/Ok Google,open/close the curtain 50%.

Hey/Ok Google,turn on the Aroma.
Hey/Ok Google,turn off the Aroma.

Hey/Ok Google,turn on the worker.
Hey/Ok Google,turn off the worker.

Hey/Ok Google,turn on the fan.
Hey/Ok Google,turn off the fan.

loT Explorer
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Xiaodu Voice Skill Service

This document describes how to open Baidu Xiaodu's third—party voice service to achieve control of smart
devices through Xiaodu speakers.

Prerequisites

Activate Device Integration with Xiaodu Is Only Supported in the Following Regions
Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Voice Skill Supported Languages

Chinese

Console Activation of Third—Party Voice Skill Service

Step 1: Confirm the Product Scope and Features

When creating a product, the product category must be selected from the categories supported by the
designated platform. If you select another category or customize it, the Voice Skill Service will be unavailable.
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You can view through the following table whether the supported categories and features meet your product
development.

Supported Categories Functions Supported (Get Status & Command)
Smart Life — Electrical Switch, color adjustment, brightness adjustment, color temperature
Lighting — Lamp adjustment.

Smart Life — Electrical

Lighting — Switch Panel Switch
Smart Life — Electrical Switch
Lighting — Socket wite
Smart Life — Electrical Switch
Lighting — Curtain wi
Smart Life — Household Switch

Appliances -
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Aromatherapy Diffuser

Smart Life — Household
Appliances — Sweeping Switch
Robot

Smart Life - Household

Appliances — Air Purifier Switch, wind speed (increase or decrease), mode.

Smart Life — Household
Appliances - air
conditioning

Switch, mode, wind speed (increase or decrease), temperature (increase
or decrease, specify temperature), swing.

Smart Life - Household

. Switch, suspend, resume, audio volume adjustment, channel adjustment.
Appliances - TV

Smart Life - Household

. Switch, wind speed (increase or decrease), mode.
Appliances - fan

@® Note:
Tencent Cloud loT Development Platform currently supports certain categories and features of Baidu
Xiaodu. More will be supported in the future. If you have an integration need, you can visit Tencent
Cloud official website and contact Online Customer Service to describe your product requirements
and submit a ticket. We will arrange related staff to dock with you.

Step 2: Apply for Enabling Baidu Xiaodu Service

1. Login to the IoT Explorer, select China as the region, create a product. For details, refer to product
definition.

PBRMALES | © ==K -

2. Click on a project to enter the project details interface. Click Voice Skills > Xiaodu > Apply for Enabling to
enter the application page.
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3. Select the products requiring activation. After filling in the application information, you also need to check
"l understand and agree to the Developer Notice and Authorization". Click submit the application. We will
arrange for related staff to dock with you.

O Select product: Currently created products.
O Other requirement descriptions: It can contain up to 250 characters.
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4. After approval, you can also add new products under the project at "Select Product".
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5. Select product to add, click Confirm.

IEE=

6. After the product addition is approved, the voice skills will take effect.

® Note:
Use Tencent Lianlian Mini Program to perform device debugging. After Network Configuration Binding
your device, you can bind Xiaodu speaker based on the following consumer usage procedure to
achieve the feature of controlling the device via the speaker.

Consumer Use

Prerequisites

1. Have one speaker device equipped with Xiaodu voice service and a login account for the Xiaodu Speaker
App.

2. Have one or more smart devices released by loT Explorer and bind the device using WeChat mini program
"Tencent Lianlian";
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Operation Steps

1. When users use WeChat mini program "Tencent Lianlian" to bind smart device products released by loT
Explorer.

A Note:
Users who log in using the WeChat mini program "Tencent Lianlian" need to go to the personal
center to bind their mobile number or email number and set the password. The path is to select My

> Personal Information, enter the account and security page, and then you can bind the mobile
number or email number.

2. The voice skill product added in Tencent Lianlian Mini Program needs to modify the device name. For
example, bedroom light. Avoid using symbols in the modified name.
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3. Have one Baidu Xiaodu Smart Speaker, download the Xiaodu Speaker App and bind the speaker.

4. On the homepage of Xiaodu Speaker App, enter Smart Home, click Add Device, search and select
"Tencent Lianlian", and log in to Tencent Lianlian Account, authorize the control authority of the device.

©2013-2025 Tencent Cloud. All rights reserved. Page 209 of 334



> Tencent Cloud

FRFAT
R — T B REREIE!

NENE, EITREIFNEER

RIMRE IRkR

INERTIEERRESR B
BEITY), BEEH

(@) x A
BRRE

B e

loT Explorer

Link Account

FERk & iot.cloud.tencent.com A G
INEDE
< S A EB AR IR AYIE B BO R FNIE HIA30
NESIHEERELCERRE ——— .
)
INENE, REEEETE & S . - P
BRASNEE  NEBRITE  ESiER
4] L
[E =/ X SREARE(+86)
Il BR
FHe EMAFNSE
fERE EERNEESZI IIERD BT F RS SRERTG RS
( mmrm )
R
Sy M S&#nnR
ke
HRHL . .
Qidea Haier FOTLERZ
=4
ke %69 BIR DeES
BEE 1
A A Hisense dgson ﬁlﬁ%
Iy
NEH % 3 sis fuEe BT U @
SHEARHN,

Use Xiaodu Speaker to control the product. Functions supported can be found in the following table.

Category

Light

Switch panel

socket

Curtain

©2013-2025 Tencent Cloud.

Functionality / Feature /
Functional / Function (Selected
According to Context)

Switch, color adjustment,
brightness adjustment, color
temperature adjustment.

Switch

Switch

Switch

All rights reserved.

Speech Example Sentences (Based on Real-
World Usage Scenarios)

e Turn on the light, turn off the light.

e Turn on the bedroom light, turn off the
bedroom light.

o Set the light to blue.
o Brighten the light a bit.

e Adjust the light color temperature to be
warmer.

e Turn on the switch.
e Turn off the switch.

e Turn on the socket.
o Turn off the socket.

e Open the curtain.
e Close the curtain.
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Aromatherapy
diffuser

Floor -
cleaning robot

Air purifier

Air conditioning

TV

fan

Switch

Switch

Switch, wind speed (increase or
decrease), mode.

Switch, mode, wind speed
(increase or decrease),
temperature (increase or
decrease, specify temperature),
swing.

Switch, suspend, resume,
channel adjustment, audio
volume adjustment.

Switch, wind speed (increase or
decrease), mode.

©2013-2025 Tencent Cloud. All rights reserved.

loT Explorer

Turn on the aromatherapy diffuser.
Turn off the aromatherapy diffuser.

Turn on the floor - cleaning robot.
Turn off the floor — cleaning robot.

Turn on the air purifier.
Turn off the air purifier.
Increase the wind speed.
Decrease the wind speed.
Turn on sleep mode.

Turn on air conditioning, turn off air
conditioning.
Turn on cooling mode.

Increase the temperature, decrease the
temperature, set the temperature to 26
degrees.

Set the air conditioner to swing left and right.

Turn on the TV, turn off the TV.

Pause TV playback. Continue TV playback.
Next channel. Previous channel. | want to
watch CCTV—1.

Increase the volume, decrease the volume,
mute the TV.

Turn on the fan, turn off the fan.

Increase the wind speed, decrease the wind
speed.

Turn on sleep mode.
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Location Service
Add Locating Attribute Function

Last updated: 2025-04-27 17:40:33

Overview

Currently, the location service of loT Explorer supports various device positioning attributes, including GPS
positioning (GPS_Info, GPS_ExtInfo), cellular positioning (Cell_Info), Wi-Fi positioning (Wifi_Info), and LoRa
Edge positioning (Wifi_Info, GNSS_NAV), thereby determining the specific location of the device.
GPS positioning: Your device can report longitude and latitude directly. The device can be located using
location service attributes (GPS_Info, GPS_ExtInfo).
Cellular positioning: If the device is a 2G/4G device, it can be located using location service attributes
(Cell_Info) by submitting Base Station Information.

Wi-Fi positioning: If the device is a Wi-Fi device, it can be located using the location service feature
attribute (Wifi_Info) by submitting the MAC addresses of nearby Wi-Fi routers.

Prerequisites

Product has been created on the console .

GPS Positioning

1. Log in to the 10T Explorer Console.

2. Enter the left-side menu Product Development page, select a created product to enter the product Thing
Model Definition page, and click Add Standard Features.
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3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "GPS
Positioning".

@® Note:

When a real device uses the location service for positioning, it needs to report data following the
definition of the attribute's Thing Model. For details, see related Thing Model descriptions.
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4. 1. Click Confirm to complete the addition of the standard feature for geographic location.

5. The device will report the position to the cloud via the Data Template Protocol. For details, see Thing
Model Protocol.

O Device reporting protocols are as follows:

O Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .

O Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .
O Request example is as follows:

sPS_Info":

{"longtitude":112.59014,"latitude":22

Cellular Positioning

1. Login to the IoT Explorer Console, and select a created project to enter the project details page.

2. By default, enter the left-side menu Product Development page, select a created product to enter the
product Thing Model Definition page, and click Add Standard Features.
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3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "Cellular
Positioning".
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4, Click Confirm to complete the addition of the Cellular Positioning standard feature.

5. The device will report the position to the cloud via the Data Template Protocol. For more details, see Thing
Model Protocol.

O Device reporting protocols are as follows:

O Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .

O Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .
O Request example is as follows:
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Wi-Fi Positioning

1. Log in to the loT Explorer Console, and select a created project to enter the project details page.

2. By default, enter the left-side menu Product Development page, select a created product to enter the
product Thing Model Definition page, and click Add Standard Features.
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3. In the pop-up for "Add Standard Features", click General Type > Positioning Function and check "wifi
Positioning".

RniTEThEE

EEFETIEE SIEE (0) Evimali

RArRa=EY EIE eSS EHitbr=gaaade
EQIThEE EEET, 5G WITHETR, EEmEE

GPSEMIER)

GPSEMT B(ERE

wifise i EtE)

e
BEEM(EE)

4. Click Confirm to complete the addition of the Wi-Fi Positioning standard feature.
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5. The device can report the position to the cloud via the Data Template Protocol. For more details, see
Thing Model Protocol.

O Device reporting protocols are as follows:
O Uplink request Topic: $thing/up/property/{ProductID}/{DeviceName} .
O Downlink response Topic: $thing/down/property/{ProductID}/{DeviceName} .

O An example of arequest is as follows:
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Space Management

Last updated: 2025-04-27 17:40:48

loT Explorer

This document introduces related operations for creating, editing, and deleting spaces in the console.

Prerequisites

Completed device positioning.

Create New Space

1. Log in to the loT Explorer Console.

2. Click on the left-side menu Location Service to enter the Location Service interface, click Create New
Space, and fill in the corresponding information.
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Space name: Name the space. The space name cannot be repeated with other spaces. A combination
of Chinese characters, English letters, digits, and underscores is supported, with a maximum of 20

characters.
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Associated products: Associate the selected products with this space project. Only after the
association can the space project obtain relevant status information of the devices under the product.

Authorization form: Select the permissions of the space project for the associated product equipment.
Currently, the space project only has the right to view and display the devices.

Remarks: You can type text to describe the space project. Limit on number of characters: 25.
3. Click Save, and the newly created space will be updated to the location service list page.

4. Click on the "space name" of a certain location space in the list to enter the visual operation interface of
this space project.

Edit Space
1. On the location service list page, click Edit in the right—-side menu of a certain space to enter the space
details page.
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2. You can modify the relevant information of the space.

3. Click save to update the edited and saved spatial information.

Delete Space

1. On the location service list page, click Delete in the right-side menu of a certain space.
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2. Click OK in the pop-up.

If there is no geofencing under the space project, a notification "Deletion successful" will be displayed,
and it will be removed from the location list.

If there are still geofencings under the space project, it cannot be deleted and a prompt "Unable to
delete this space project" will appear. All geofencings under the space project need to be manually
deleted before the deletion operation can be performed.
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Spatial Visualization

Last updated: 2025-04-27 17:41:05

Tencent Cloud loT develops location space visualization services, allowing you to display device status
information in real time on the map. It supports viewing attribute data of devices, the specific location of
devices, heat maps (points), heat maps (areas) and other features, as well as map zoom and full-screen
viewing, making it convenient for you to view and manage devices.

Prerequisites

Completed Space Creation.

Device Location Visualization

1. Login to the IoT Explorer Console.
2. Click on the left menu Location Service to enter the location service page.

3. On the location service page, click on a certain already created "space name".
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4. Enter the spatial visualization interface. Devices reporting location information will be displayed on the
map in the form of icons.
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5. When entering this location space for the first time, click the "device icon" on the map. "No attribute data"
will be displayed in the device pop-up.
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loT Explorer

6. At this point, click settings in the bottom-right corner of the device pop-up.
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7. Select the attribute data you need to display in the device popup in the "device settings" popup.
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8. Click save after the settings are completed. Enter again to view the data display of the device icon, and
you can view the attribute data that has just been set to be displayed.
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View Specified Device Location

1. Enter the page of step 4 of device visualization to proceed with the operation.

2. Unfold the drop—down list in the upper left corner of the map to view all devices under the space project-

associated product.
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loT Explorer
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3. Click to select a specified device, navigate to its location, and show the device property status data.
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Heat Map (Point)
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loT Explorer

Click the "Heat Map (Points)" feature on the map, select a specific product to be displayed, and enter the

aggregated view status of the heat map (points).
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Click the "Heat Map (Areas)" feature on the map, select a specific product to be displayed, and enter the

aggregated view status of the heat map (areas).
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Geofencing

Last updated: 2025-04-27 17:41:23

Tencent Cloud loT Explorer's location service feature provides users with geofencing capabilities. It supports
multiple fence types such as circular, polygon, and administrative district. It can be widely used in scenarios
where locators, smart watches, smart farms, etc. need geographic range - limited alarms. This document
primarily introduces the method of use of the geofencing feature.

Prerequisites

The creation of location space has been completed, and the associated product equipment must be able to
report relevant position attribute information. For specific location reporting, please refer to feature
introduction and Thing Model description.

Create a Fence

1. Log in to the loT Explorer Console.

2. Click on the left menu Location Service to enter the location service page.

3. In the location service Space List, create or enter a certain space and enter the visual interface of the
space.

4, click Geofencing > Draw a new fence.
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5. Enter the geofence information entry interface and fill in relevant information.
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Fence name: Set the fence name. It supports a combination of Chinese, English, digits, and
underscores, with a maximum of 10 characters.
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loT Explorer

Fence type: Support three types of fences, circular, polygon, and administrative district fences, which

can be selected based on actual business needs.

Associated equipment: Select the equipment that needs to be associated with the created fence. Only

the equipment associated with the fence can trigger the alarm of this fence.

Trigger conditions: Set the conditions for triggering the fence alarm, when entering or exiting the

fence.

6. click Next to start drawing a fence. Different fence types have different drawing methods. Once the fence

drawing is completed, if modifications are needed for the drawn fence, click Redraw to redraw.

Circular Fence

Click to select the circle center of the circular fence, then move the mouse to determine the radius,

and click again to complete the drawing.
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© Polygon Fence
Click to start drawing, select multiple points, and double—click to complete the fence drawing.

r—F S SEhk
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© Administrative District Fence
You can select the administrative level (province-city—district) in the upper right corner, and click to
complete the fence selection.

B

7. After drawing the fence, click Done. A notification “Fence added successfully” will prompt, and the fence
creation will be completed.

Refreshing a Fence

1. After completing geofence creation, in the dropdown list of the fence, click the "edit" icon of a certain
geofence.
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2. Enter the fence update interface. You can click Edit Information to modify the fence configuration-related
information; after clicking Redraw, the existing fence will be deleted and a new fence will be drawn.

UERS 1 (AE=E

EEFTERE dev001RIERE
G5} o 7%
BT
BB gwa
e
EER
m Ir'e=8
g2 @ Eﬂ
Q -
p BE B
40} ; 4 me
L fEmA
Zx8 B BT
ERE -
Gao) £k
&Eh o
a8 : G2513 =i
B
50 408 #hy<H
Foag G513

# FEITUHNE] ©2020 Tencent - GS(2020)17202 - Data® Navinfo

EFiEE
¥8
AT Exe
57101
4511 A5
FEE
G2s
%18 o
o wigs &
B #
NiE = &
[s2 52|
{EBX ¥
529 :
ek iEE
B wss CB
2 3
EMh N
ABIR P /R Tk
- R AR X GE = | +
x i EEE ([ il
515 @‘ B
o -
Tl o oiFiliTh i}
ez [N

3. After the update operation is completed, click Done to complete the update of the fence-related

information.

Delete a Fence

1. After completing the fence creation, in the fence dropdown, click the "Delete" icon of a certain geofence.
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2. A "Confirm Deletion of Fence" prompt dialog box pops up. Click Confirm to delete this geofence.

Fence Alarm Event Query

1. When a device associated with the created geofence enters or exits the fence, the platform will push a
fence alarm. You can query the device's fence alarm events in the fence alarm list at the bottom of the
interface.
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2. In the fence alarm list, new fence alarm events can be received through manual refresh or automatic
refresh. Click the "Manual Refresh" icon to refresh the fence alarm list once and load the latest alarm
events. If automatic refresh is enabled, the list will refresh the alarm events every 5 seconds.
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3. Meanwhile, to make user management of event alarms under each fence convenient, you can also select
a specific fence on the right to view the alarm events under a certain specific fence.
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Historical Trajectory

Last updated: 2025-04-27 17:41:40

Application Scenarios

Tencent Cloud loT Explorer's location service feature supports saving the location of historical trajectory
points of user devices and historical trajectory visualization query.

View Historical Trajectory

1. Login to the IoT Explorer console and enter the target instance.
2. Select VAS > Location Service in the left menu to enter the location service page.

3. On the location service page, select the target space name and enter. Then click the upper right historical
trajectory to enter the historical trajectory selection interface.
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4. In the historical trajectory selection interface, select the historical trajectory to be queried.

7 SERREE X
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iz =
Trace time period: you can choose to view a specific time period within one month.

Select device: Currently, the console can simultaneously support trajectory queries for up to three
devices.
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loT Explorer

Positioning accuracy: Input the positioning accuracy of the historical trajectory. The default is 60
meters. It is modifiable by the user. If the estimated deviation of the positioning accuracy exceeds the

threshold, it will not be shown in the trajectory.

5. After selection, click Confirm to generate the historical trajectory. Meanwhile, the playback progress bar

of the historical trajectory will pop up in the upper right corner.

HEBFIRE TR

&
&

FRER
KRS 1%
R B 2B
PRk (P EEESE)
100 %
b E3R
# [EiT3h[E] ©2021 Tencent - GS(2020)1720% - Data® Navinfo

10 BB © #HAE (R)

—0

© #NAE (F)

2021-01-21 00:00:00 ~ 2021-01-21 00:01:00 -

RS
&e

RYISERS
FREIEER

we®

6. Click the "play" icon on the right of the playback progress bar to start playback of the historical trajectory.

The device will also start moving according to the trajectory points.

@® Note:
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If you want to view the historical trajectory of other time periods or other devices, you can click &

on the right of the playback progress bar to reselect the historical trajectory.
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Related Thing Model Descriptions

Last updated: 2025-04-27 17:41:55

GPS Positioning Thing Model

« attribute identifier: GPS_Info
o Type: structure

» parameter description

Field Name Description Req_uwed or
Optional
latitude GPS latitude; value range: —90 - 90; unit: degrees; 6 decimal Yes
places.
longtitude GPS longitude; value range: —180 - 180; unit: degrees; 6 Ves

decimal places.

+ Sample code

° Wi ep

ns": {"GPS_Info":{"longtitude":112.59014,"latitude":22

GPS Positioning — Extended Object Model

« attribute identifier: GPS_ExtInfo
o Type: structure

« parameter description

Reaqu
Field Name Description equwed or
Optional
latitude GPS latitude; value range: —90 - 90; unit: degrees; 6 decimal Yes
places.
longtitude GPS longitude; value range: —180 — 180; unit: degrees; 6 decimal Yes

places.

¢ Altitude, numeric value.

value range: -5000 - 99999.

altitude o Initial value: 0. -

Unit: m.

gps_speed GPS speed, integer. No

value range: 0 —1000.

¢ Initial value: 0.
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direction

location_state

satellites

gps_time

collect_time

« Sample code

Unit: km/h.

Azimuth angle.

value range: 0 — 360.

e Initial value: 0.
Unit: degree.

Locating status, integer.
e O:invalid.

e 1: valid.

Satellite number, integer.

GPS time, time-based; timestamp precision to seconds, the time

collected from satellites.

Collection time, time—based; timestamp precision to seconds,

the time when device data is collected.

e Mk kxW

~TA nw
ort",

ExtInfo":

,"latitude":22.28014,"altitude":200

loT Explorer

No

No

No

No

No

® Note:

If you need to customize the above parameters, latitude (lat) and longitude (lon) must be defined, and

other parameters can be added or deleted depending on the actual situation.

Cellular Positioning Thing Model

» Objective: For devices such as 2G and 4G, individual Base Station Information can be reported to the

cloud for locating.

o attribute identifier: Cell_Info

o Type: structure

« parameter description

Field Name

mcc

mnc

lac

Description
Base station country code (460).
Base Station Network Code (00).

Base station cell number (5-digit decimal
number).

©2013-2025 Tencent Cloud. All rights reserved.
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cid Base station ID (5—digit decimal number). Yes
rss Signal strength of base station, unit dbm. Yes

e 1:GSM

2:CDMA

3:WCDMA Yes
4:TD_CDMA

e 5ILTE

networktype

The time when device acquisition gets Base
Station Information.

collect_time No

+ Sample code

Wi-Fi Positioning Thing Model
» Objective: For Wi-Fi devices, multiple MAC addresses of nearby Wi-Fi router devices can be reported to
the cloud to complete the locating.
attribute identifier: Wifi_Info
Type: struct

» parameter description
Field Name Description Required or Optional
Mac String type, MAC of the Wi-Fi router. Yes
Rssi Signal strength (ASU) of Wi—Fi router (int) Yes

« example code
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Resource Management

Last updated: 2025-04-27 17:42:12

Use Cases

The resource management feature is mainly used by developers to send face recognition libraries, image
libraries, music libraries and other standard device resources to the device side, realizing the upload and
download of resource content between the platform and the device.

This document introduces the method of use of the resource management feature, helping you quickly use
the resource management feature to send resources to the device or upload device resources to loT
Explorer.

Operation Steps

1. Log in to the loT Development Platform console, select the corresponding instance, and you will be
directed to the Product Development page by default.

2. Select Value—added Service in the left sidebar, then select Resource Management, and click Add
Resource.

HiREE

@ YFWSE LfEEFil: 2007 MB/1GB

RS BERN P& DR B’
ARTREIE 660.80 KB =1 2021-09-07 16:53:55 BHFETE EHIEE BB

3. Input the resource name, select the associated product of the resource, upload the resource and its
thumbnail, and meanwhile, you can edit the resource description.
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4, Click the Save button. Then enter the resource management page. You can click Task issuance to issue

the resource download task to the device.

BEEE

@ YAKSE EEEAN: 20,07 MB/1GB

ZES] v Q

BREM BEAND PR & An0EE RIF

MEREIE 660.80 KB [ZES 2021-09-07 16:53:55 EEFE M

5. Enter the resource issuance pop-up page. The issuance method is divided into single—device issuance
and batch deployment. Here, select single—device issuance and click Save.
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@® Note:

Send to a single device: Send resource download tasks only to the selected device.

loT Explorer

Batch dispatch: Dispatch resource download tasks to all devices corresponding to DeviceName
in the file by uploading a csv—formatted file. Up to 10,000 devices can be upgraded at a time.

6. After the resource distribution task is successfully created, click View Task Details to enter the task

details page:

() EameREETRES

EEIHIFN

BOIFERIIE

7. The task details page includes three parts: task information, task statistics, and device details.

FREE ¢ BRIEE / ESiEHE

EEES

ZES]

ARSI

PITR
2021-09-07 17:02:10

IR

FRABO | GEEY  BEE0) | FADO | TESHO

BEEH RIS E RS FRIRE

gateway001 2021-09-07 17:02:13 B

EHHit

task ID: The task ID of this resource distribution task.
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Product name: The product to which the file of this resource belongs.

loT Explorer

Target resource: The resource name defined by the user when adding a resource.

Issuance method: The issuance method of resource tasks, which can be divided into individual

dispatch and batch dispatch.

Release time: The time when the resource task is successfully created for distribution.

Distribution status: include delivery fail, distributing, pushed, pending, delivery successful.

8. Start the download of this resource task after the device is online. After the download is successful, the

status changes to delivery success.

R
FRRM() | WEEO | BARQ | FAROD  TR%EO
REEH BERHE FRMS

gateway001 2021-08-07 17:12:09 BRI

AR Q

For the specific communication protocol between the device and the cloud, see Resource Management

Protocol document.
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Advanced Functions of the Product
Apply for This Advanced Function

Last updated: 2025-04-27 17:43:11

The advanced features of Tencent Cloud loT Explorer are paid value—added services. If you need to use
them, please submit an application for business consultation. The staff will contact you regarding the service
purchase matters. Please see the following application process.

Application Steps

1. Log in to the loT Explorer console, select the region "China", and create a project and product. For details,
see Product Definition.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and select the
required advanced functions in Advanced Functions.

4. When you hover over the enable button for the corresponding function, a notification will pop up on the
page. You can click Ticket in the pop—up dialog box to enter the contact page for prospective customers
of Real-time Interaction - loT Edition.

RETEE (8) @ BEMNIEE (0) @ =HRIEE (0)

hEEERR = hsEiER
hsEEH L ThEEfER ‘ ITIRERSS, s WS
; TMBESITEN LR R, TTEESRONDS. App H—SIAEE, SR S

S s W, BEAEE, & SDK S
. ERESTENES RS, DS, Suh SRS AR ATSEES, SEE

e ” | mEe ,

== mREaE 51, —SERS, TSNS RA RIS, ==

— . ETEEERT A AT AR TSR EaTE, Bea ) TS TR BT Te B ,

A mama BEaRTy, EASEITENEERATTAREA Az Aleva | Google Assistant, EENERIZ /AL =

moETEE o o T S o e ==

5. On the Contact Page for Prospective Customers of Real-time Interaction — loT Version, fill in your relevant
information and click Submit.
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6. After the request is submitted successfully, the staff will contact you about the service purchase matter
within 7 working days.

i ]

SR =S a R RS
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Version Change

Tencent Real-Time Communication (TRTC)
Device-Side SDK
Version V3.3.0

Release date: January 14, 2021
System platform: Android
Development language: Java
Development environment: Android Studio
Update content
Add RTC call SDK and demo for scenarios in explorer.

Fix several issues.
Version V1.1.1

Release date: January 14, 2021
Development language: C language
Development environment: Linux/Windows, Cmake/GNU Make
Update content
Implement audio and video calls with the application side.

Fix several issues.

Application-Side SDK
Version V1.3.0

Release date: January 14, 2021

System platform: iOS / Android

Development language: Objective-C [/ Java
Development environment: Mac, Xcode / Android Studio

Update content: Optimize the signaling logic of TRTC and enhance user experience.

Version V1.2.1

Release date: December 10, 2020

System platform: iOS / Android

Development language: Objective—-C / Java
Development environment: Mac, Xcode / Android Studio

Update content: Fix the SDK configuration of V1.2.0 version, delete the i386 architecture.

Version V1.2.0

Release date: Dec 2, 2020
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System platform: iOS / Android
Development language: Objective—-C [/ Java
Development environment: Mac, Xcode / Android Studio

Update content: Provide the capacity to meet the requirements of integrating audio and video call
scenarios.

Automatic Speech Recognition (ASR)
Device-Side SDK sample
Version V3.1.5

Release date: December 2, 2020
Development language: C language
Development environment: Linux/Windows, Cmake/GNU Make
The content is as follows:
Newly—added resource management features and examples.
Newly—-added ASR features and examples.
Add file operation for HAL layer adaptation api.
Optimize multithreaded operations.
MQTT sample code implements data interaction based on the Data Template Protocol.

Change the version number to V3.1.5.
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Tencent Real — Time Communication
(TRTC)

This document introduces how to open and use the tencent real-time communication (TRTC) service on
Tencent Cloud loT development platform.

Prerequisites

Activating devices to enable the tencent real-time communication (TRTC) service is only supported in the
following regions:
Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Applying for Enabling Tencent Real-Time Communication (TRTC) Service

Tencent Real-Time Communication (TRTC) service is a paid value—added feature and does not offer a free
trial. You can Online Consultation for help. The staff will connect with you on matters related to service
purchase.

Operation Steps

Step 1: Enabling Tencent Real-Time Communication (TRTC) Service

1. Log in to the loT Development Platform Console, select the region "China" and create a product. For
details, see Product Definition.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and in Advanced
Features, click the button at "TRTC" to activate successfully.

IVETIEE (8) @ EEMNTEE (0) @ =RIEE (0)
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Step Two: Create a Device

Click the Product Development in the left sidebar of the console, select a product to enter the Product Details
Page, click Device Debugging > Create New Device, fill in relevant information and click Save just.
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A Note:

When there are devices under the product, the status of the value-added service switch cannot be
changed.

If you delete a device with activated VAS, the purchase License quantity cannot be recovered.

Device Access Guide

Tencent Cloud loT development platform's tencent real-time communication (TRTC) service provides Mini
Program Plugins and iOS, Android App SDKs on the application side. On the equipment side, Android platform
and Hisilicon DV300 platform are now supported.

Mini Program Plugin

Mini Program Plugin operation guide. For details, see Mini Program Plugin operation guide.
Glossary and interface usage instructions of the plug—in. For details, see Tencent Lianlian Mini Program
Plug-in Instructions.

SDK Acquisition
The application-side SDK is hosted on Github. You can access Github to download the latest version of
Android SDK and iOS SDK.

Device—side SDK is hosted on Github. You can access Github to download the latest version of Android
SDK and Linux C SDK (submit an inquiry form for consultation).

Development Guide

Please refer to the following guide:
Guide for Android SDK Integration on the Application Side

Guide for iOS SDK Integration on the Application Side
Guide for Android SDK Integration on the Device Side

Integration Guide for Device-side C SDK (Please submit an inquiry form for consultation)
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QQ Music Service

Last updated: 2025-04-27 17:43:54

This document shows you how to open and use Tencent Cloud loT Explorer loT+QQ music service.

Prerequisites

QQ music service can only be enabled by activating devices in the following regions:
Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Applying for Enabling QQ Music Service

QQ music service is a paid value—added feature. There is no free trial. You can Online Consultation for help.
The staff will connect with you on service purchase matters.

Operation Steps
Step 1: Enabling QQ Music Service

1. Login to the loT Explorer console, select the region "China" and create a product. For details, see
Product Management.

2. Click Product Development on the left sidebar to enter the product list page.
3. Select a created product to enter the product detail page, click Thing Model Definition, and in Advanced

Function, click the switch button at "QQ Music Service". Turn on the switch to activate successfully.
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4. After enabling the advanced function switch of "QQ Music Service", click to expand the Thing Model. You

can view the functional design of the Thing Model that interacts with the cloud, which collaborates with
the configuration on the device-side SDK.

A Note:

Due to the involvement in the interaction protocol with the platform and application side, the system
Thing Model cannot be modified or deleted.

Step Two: Create a Device

Click the Product Development in the left sidebar of the console, select a product to enter the product detail
page, click Device Debugging > Create New Device, fill in relevant information and click Save just.

HELE X

A Note:

When there are devices under the product, the switch status of the value-added service cannot be
changed.

If you delete a device with activated VAS, the purchased License quantity cannot be recovered.

Step 3: Managing Activation Codes

For the product with the advanced function of QQ Music enabled, one loT QQ Music service activation code is
consumed for each created device. You can view the usage of value—added service activation codes of the
current account in Mass Device Production > Activation Code Overview.
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Step Four: Application Development Guide

Tencent Cloud loT Explorer QQ Music access service provides two integration solutions for application
development: official mini program custom panel development H5 SDK and application—side APl on the
application side. You can choose an appropriate application development method based on your business
scenario.

Custom Panel Development for Mini Programs H5 SDK

Complete the panel development of the device that integrates the QQ Music service based on the H5 SDK
within the official mini program. You can also quickly verify the related features through the QQ Music-related
H5 Demo panel. Bind the device through the "Tencent Lianlian" mini program searched in WeChat and then it
can be used.
For the operation guide, see the following:

H5 custom development SDK - music service

H5 panel Demo example code

Application Side API

Self-create a third—party brand mini program based on the application—side API. Call and query the playback
of QQ Music music content service resources through the application—side API form to implement relevant
features.
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Operation guide: For details, see Application—side APl Documentation — Music Service.
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Voice Recognition

Last updated: 2025-04-27 17:44:16

this document introduces how to open and use the speech recognition service of Tencent Cloud loT Explorer.

Prerequisites

Activating devices to enable the speech recognition service is only supported in the following regions:
Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Applying for Enabling ASR Service

The speech recognition service is a paid value—added service and does not provide a free trial. You can
Online Consultation to ask for help. The staff will connect with you on service purchase matters.

ASR Service Access Guide
Step 1: Enable the ASR Service

1. Log in to the loT Explorer console, select the region "China", and create a project and product. For details,
see product definition.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button
at "Speech Recognition" in Advanced Function to activate successfully.
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Step Two: Create a Device

Click the Product Development in the left sidebar of the console, select a product to enter the product detail
page, click Device Debugging > Create New Device, fill in relevant information and click Save.
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A Note:
» When there are devices under the product, the status of the value—added service switch cannot be

changed.
« If you delete a device with activated value—added services, the purchased License quantity is

irrecoverable.

Device Connectivity Guide

Tencent Cloud loT Explorer uses the Automatic Speech Recognition (ASR) product feature and combines
with the ASR sample asr_data_template_sample of C SDK to quickly experience the ASR functionality.

Configure Device Information

Modify the device information configuration device_info.json ,fill in the created ASR product and device
information correspondingly. To get device information, refer to Device Debugging.

(v) mmmm (v) am7a (v) =57% ©Q i==ms
& asr

BRER REERE RERE BESEH RETA RELMEHE R rEER EERREE

ZBER

SEER  asr [ HEFS EEREER SEAEE 20201208 16:42:31
R o F=mlD o ERE

BLEEIE B EEaTE SlEES

Modify the data template attributes that the ASR result return depends on to system properties and decouple

from the user's data template. Sample code is as follows:

"auth_mode" :"KEY",

"productId" :"PRODUCT_ID",
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"productSecret":"YOUR_PRC

"deviceName" :"YOUR_DEV_NAME",

"key_deviceinfo": {

"deviceSecret":"YOUR_IOT_F

1
Ir

"cert_deviceinfo":{
"devCertFile":" _D C \ ,

"devPrivateKeyFile":

1
I

"region":

Modify Compilation Options

Modify CMakelLists.txt (taking key authentication device as an example) to enable ASR and resource
management features (the ASR feature depends on the resource management feature). There are two ways:
» Use cmake to compile

set (BUILD_TYPE
set (COMPILE_TOOLS
set (PLATFORM "linux")
£ (FEATURE_RESOURCE_UPDATE_ENABLED )
(FEATURE_ASR_ENABLED )
set (FEATURE_AUTH_MODE "KEY")

Execute script compilation.

./cmake_build.sh

» Use makefile to compile

PLATFORM_CC

PLATFORM_AR

PLATFORM_OS
FEATURE_RESOURCE_UPDATE_ENABLED
FEATURE_ASR_ENABLED =y

Execute make compilation:

asr_data_template_sample example outputis located inthe output/release/bin folder.

Example

o Use the ASR feature. Perform the following operations:

1.1 Callthe api 10T_asr_1nit toinitialize asr_client .
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1.2 If it is afile or single-sentence recognition, call 10T_Asr_RecordrFile_Request , input the request
parameter, file name and callback; if it is real-time speech, call 10T_Asr_Realtime_Request , input
real-time audio data, request parameter and callback. Meanwhile, the encoding of audio data needs
to be completed before initiating the request. The return values of the two APIs are request_id when
the calls are successful. The corresponding results will be returned in the callback. The returned result
will carry the corresponding request_id . That s, the result return of ASR only supports
asynchronously.

e asr_data_template_sample shows how to use the above APl in three use cases of ASR: file, one
sentence, and real-time speech. By changing the macro definition peEMO_asr in the sample, you can
select the corresponding sample scenario. The data source for all three scenarios uses the test file

tools/test_file/test.wav . After compilation, this file will be copied to
output/release/bin/test_file/test.wav . If you need to use your own test file, you can replace this test
file.

Usage Scenario Description

Three use cases and request parameters of ASR, including file, one sentence, real-time speech. For details,
please refer to ASR official website document.

Operation Instructions

» Configure DEMO_ASR as DEMO_ASR_FILE , corresponding to the usage scenario of example ASR file
recognition:

./asr_data_template_sample

[2020-11-10 16:24:19|gcloud_iot_device.c| (55): SDK_Ver:
.1.4, Product_1ID: , Device_Name: dev002

[|2020-11-10 16:24:19|mgtt_client.c (125) : mgtt connect with
id: g4ZhF success

[2020-11-10 16:24:19|asr_data_template_sample. (88): subscribe
success, packet-id=2717

[|2020-11-10 16:24:19|data_template_client.c]|
device data successfully

[2020-11-10 16:24:19|asr_data_template_sample. 379) : Cloud Device
Construct Success

[2020-11-10

24:19|asr_data_template_sample.c|
template property=asr_response registered.

[|2020-11-10 16:24:19|asr_data_template_sample. 39 : Register data

template propertys Success

[2020-11-10 16:24:20|asr_data_template_sample. (88) : subscribe

success, packet-id=2718
[2020-11-10 16:24:22|asr_data_template_sample. 92) : record file

test.wav's request_id 1
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[2020-11-10 16:24:24asr_data_template_sample. 492): record
test.wav's request_id 2
[|2020-11-10 16:24:26|asr_data_template_sample. 192) : record
test.wav's request_id
[2020-11-10 16:24:27 |asr_data_template_sample. 92): record
test.wav's request_id 4
[2020-11-10 16:24:29|asr_data_template_sample. 492) : record
test.wav's request_id 5
[2020-11-10 16:24:31|asr_data_template_sample. : record
test.wav's request_id
[2020-11-10 16:24:32|asr_data_template_sample.c (340) :
request_id:3: 1/1 text:[0:0.000,0:2.800] Beijing Science and Technology Museum.
[2020-11-10 16:24:32|asr_data_template_sample.c (340) :
request_id:2: 1/1 text:[0:1.040,0:3.100] Beijing Science and Technology Museum.
[|2020-11-10 16:24:33|asr_data_template_sample.c (492): record file
test.wav's request_id 7
0-11-10 16:24:35|asr_data_template_sample.c (492) : record file
test.wav's request_id 8
[2020-11-10 16:24:36|asr_data_template_sample.c (340) =
request_id:1: 1/1 text:[0:0.000,0:2. 0 Beijing Science and Technology Museum.
[2020-11-10 16:24:36|asr_data_template_sample.c (340) :

AN
000

request_id:4: 1/1 text:[0:0.000,0:2.800] Beijing Science and Technology Museum.

o Configure DEMO_ASR as DEMO_ASR_REALTIME . The corresponding usage scenario for the ASR one—
sentence recognition sample code:

./asr_data_template_sample

[2020-11-10 16:21:00|gcloud_iot_device.c| (55) : SDK_Ver:

1.4, Product_1ID: , Device_Name: dev002

2020-11-10 16:21:00|mgtt_client.c (125) : mgtt connect
id: oLbdC success

[|2020-11-10 16:21:00|asr_data_template_sample. (88) : subscribe
success, packet-id=5

[|2020-11-10 16:21:00|data_template_client.c]|
device data successfully

[2020-11-10 16:21:00|asr_data_template_sample. 379) : Cloud Device
Construct Success

12020-11-10
16:21:00|asr_data_template_sample.c| (227)
template property=asr_response registered.

[|2020-11-10 16:21:00|asr_data_template_sample. 394) : Register data
template propertys Success

[|2020-11-10 16:21:01|asr_data_template_sample. (88) : subscribe
success, packet-id=53210

[2020-11-10 16:21:03|asr_data_template_sample. : record file
test.wav's request_id 1

[2020-11-10 16:21:04|asr_data_template_sample. 508) : record file
test.wav's request_id 2

[2020-11-10 16:21:05|asr_data_template_sample. 508) : record file

test.wav's request_id 3
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[~

[2020-11-10 16:21:06|asr_data_template_sample.c (508) : record file
test.wav's request_id 4

[|2020-11-10 16:21:06|asr_data_template_sample.c 340) :
request_id:1: 1/1 text:Beijing Science and Technology Museum.

[2020-11-10 16:21:07|asr_data_template_sample.c (508) : record file
test.wav's request_id 5

[|2020-11-10 16:21:07|asr_data_template_sample.c
request_id:2: 1/1 text:Beijing Science and Technology Museum.

[2020-11-10 16:21:07 |asr_data_template_sample.c
request_id:3: 1/1 text:Beijing Science and Technology Museum.

0-11-10 16:21:08|asr_data_template_sample.c (508) : record file

test.wav's request_id 6
[2020-11-10 16:21:08|asr_data_template_sample.c 340) :

request_id:4: 1/1 text:Beijing Science and Technology Museum.

» Configure DEMO_ASR as DEMO_ASR_SENTENCE , corresponding to the usage scenario of example ASR real-
time speech recognition:

./asr_data_template_sample

[2020-11-10 16:25:39|gcloud_iot_device.c| (55): SDK_Ver:

1.4, Product_ID: , Device_Name: dev002

[2020-11-10 16:25:39|mgtt_client.c (125) : mgtt connect with
id: 1tBx2 success

[2020-11-10 16:25:39|asr_data_template_sample. (88) : subscribe
success, packet-id=459

[|2020-11-10 16:25:39|data_template_client.c]|
device data successfully

[2020-11-10 16:25:39|asr_data_template_sample. 379) : Cloud Device
Construct Success

2020-11-10

asr_data_template_sample.c| (227): data

template property=asr_response registered.

[2020-11-10 16:25:39|asr_data_template_sample. 394) : Register data
template propertys Success

[|2020-11-10 16:25:40|asr_data_template_sample. : subscribe
success, packet-1d=45978

[2020-11-10 16:25:42|asr_data_template_sample. 556): realtime request_id

[2020-11-10 16:25:43|asr_data_template_sample. 556) : realtime request_id 2

[2020-11-10 16:25:44|asr_data_template_sample. 556): realtime request_id

[2020-11-10 16:25:44|asr_data_template_sample. (340) :
request_id:1: 0/0 text:

[|2020-11-10 16:25:45|asr_data_template_sample. 6): realtime request_id

[|2020-11-10 16:25:45|asr_data_template_sample. (340) :
request_id:2: 1/0 text:

[2020-11-10 16:25:46|asr_data_template_sample. 556) : realtime request_id 5

[|2020-11-10 16:25:46|asr_data_template_sample. (340) :
request_id:3: 2/0 text:

[2020-11-10 16:25:46|asr_data_template_sample. 556): realtime request_id

[2020-11-10 16:25:46|asr_data_template_sample. (340) :

request_id:4: 3/0 text:
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[2020-11-10 16:25:47 |asr_data_template_sample. 556): realtime request_id

[|2020-11-10 16:25:47 |asr_data_template_sample. (340) :
request_id:5: 4/0 text:

[2020-11-10 16:25:48|asr_data_template_sample. 556) : realtime request_id 8

[2020-11-10 16:25:48|asr_data_template_sample. (340) :
request_id:6: 5/0 text:

[2020-11-10 16:25:49|asr_data_template_sample. b56) : realtime request_id

0-11-10 16:25:49|asr_data_template_sample. (340) :

request_id:7: 6/0 text:

[2020-11-10 16:25:50|asr_data_template_sample. 556): realtime request_id

[|2020-11-10 16:25:50|asr_data_template_sample. 340) :
request_id:8: 7/0 text:

[2020-11-10 16:25:51|asr_data_template_sample. 556) : realtime request_id

[|2020-11-10 16:25:51|asr_data_template_sample. 340) :
request_1id:9: 8/0 text:

[2020-11-10 16:25:52|asr_data_template_sample. 556) : realtime request_id

[|2020-11-10 16:25:52|asr_data_template_sample. 340) :
request_id:10: 9/0 text:

[2020-11-10 16:25:53|asr_data_template_sample. 556): realtime request_id

[2020-11-10 16:25:53|asr_data_template_sample. (340) :
request_id:11: 10/0 text:

[2020-11-10 16:25:53|asr_data_template_sample. 556): realtime request_id

[|2020-11-10 16:25:53|asr_data_template_sample. (340) =
request_id:12: 11/0 text:

[|2020-11-10 16:25:54 |asr_data_template_sample. 556) : realtime request_id

[2020-11-10 16:25:54 |asr_data_template_sample. (340) :
request_id:13: 12/0 text:Beijing Technology.

[2020-11-10 16:25:55]|asr_data_template_sample. 556) : realtime request_id

[2020-11-10 16:25:55|asr_data_template_sample. (340) :
request_id:14: 13/0 text:Beijing Technology.

[2020-11-10 16:25:56|asr_data_template_sample. 6): realtime request_id

[2020-11-10 16:25:56|asr_data_template_sample.c 340) :
request_id:15: 14/0 text:Beijing Science and Technology Museum.

[2020-11-10 16:25:57|asr_data_template_sample.c (556) : realtime request_id
[2020-11-10 16:25:57 |asr_data_template_sample.c (340) :
request_id:16: 15/0 text:

[2020-11-10 16:25:58|asr_data_template_sample.c (556) : realtime request_id

2020-11-10 16:25:58|asr_data_template_sample.c (340) :

request_id:17: 16/0 text:
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6:25:59|asr_data_template_sample.c| 556) : realtime request_id

|2020-11-10 5:59|asr_data_template_sample.c| 340) :
request_id:18: /0 text:

[2020-11-10 16:26:00|asr_data_template_sample.c 556) : realtime request_id

Retrieve the Device-Side SDK sample

The device-side SDK sample is hosted on Github and can be accessed on Github to download the latest
version of device—-side SDK sample.

Custom H5 Panel Development

The device for speech recognition supports custom development of the H5 control panel. Device control can
be performed in the Tencent Lianlian Mini Program. For details, see H5 customization development ASR.
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Voice Assistant

this document introduces how to open and use the voice assistant service of Tencent Cloud loT Explorer.

Prerequisites

Activating devices to enable the voice assistant service is only supported in the following regions:
Chinese mainland (exclude Hong Kong, Macao, and Taiwan region)

Apply for Enabling Voice Assistant Service

The voice assistant service is a paid value—added service and does not offer a free trial. You can online
consultation to ask for help. The staff will connect with you on service purchase matters.

Voice Assistant Service Access Guide

Step 1: Enabling Voice Assistant Service

1. Log in to the loT Explorer console, select the region "China", and create a project and product. For details,
see Product Definition.

® Note:
When creating a product, it is recommended to select the product category: Intelligent Life/Audio-
Visual Office/Smart Speaker. Developers can also choose other categories for custom
development.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button
at "voice assistant" in Advanced Function to activate successfully.
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Step Two: Bind Application Information of Cloud Xiaowei Open Platform

A Note:
Ensure that the App Key and App Secret are not leaked.
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1. Log in to the open platform of Tencent Cloud Xiaowei, click Device Platform > Create Application to enter
the application creation page and fill in relevant information.
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Device system: including Android, Linux, RTOS and others.

Use cases: including mobile applications, screen—free audio devices, in—vehicle entertainment
systems, etc. This time, select "screen—free audio device".

Application mode: Includes "standard mode" and "Child Mode".

2. Click Next, enter the application name and application description.
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3. Click Next, select customization > import from custom skill library, check Tencent Lianlian and click
confirm.
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INEIERLaE X

4. Enter the version number in the format of x.x.x.x, for example, 1.0.0.0. The version number cannot be
changed after it takes effect. The version number is primarily used to cooperate with the update of the
terminal version, and can also be used to distinguish the created applications. Click Next.
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5. Fill in the release note, click Complete, and then click Publish to successfully create the application.
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6. Click Application Overview to see the newly created application, thereby obtaining the corresponding App
Key, App Secret, and Product ID. Ensure that the App Key and App Secret are not leaked, and contact
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Tencent Cloud loT development engineers offline.
s
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Step 3: Integration of the Master Control Device

1. Develop based on the fusion version SDK of Tencent Cloud loT and Cloud Xiaowei. For the SDK, please
contact Tencent Cloud colleagues or agents offline to obtain.

2. Perform device-side integration development based on Tencent Cloud triplet information (device name,
device key, and product ID), Cloud Xiaowei tvs_pid, and DSN.

@® Note:
Triplet information retrieval. For more information, see equipment information.
DSN consists of "product ID_device name".
The controlled device supports Cloud Xiaowei skills. You need to apply in advance for enabling
Cloud Xiaowei Voice Skill Service. Once the service is activated, you need to contact Tencent
Cloud loT development engineers offline.

Step Four: Mass Production of Devices

Login to the loT Explorer Console. On products where "language assistant" has been activated, submit a
mass production application. After review passed, mass production can be started. For more details, see

batch production.

Mini Program Operation Guide
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1. Perform master control device network configuration binding.
Use the Tencent Lianlian Mini Program to scan and bind the master control device network configuration

QR code to perform network configuration binding.

2. Activate the master control device.
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3. Associate the master control device with the controlled device.

loT Explorer

After the master control device is activated, it can be associated with the controlled device. Upon
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successful association, you can proceed with voice control.
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@® Note:
Before adding a controlled device, you need to rename the controlled device before you can control
the smart device.

4. Authorize the use of QQ Music.
If a developer integrates music skills in step two and clicks "QQ Music" on the master control device panel
in the mini program and authorizes it, then music skills can be used.

@® Note:
o The standard control panel for mini program music on demand is under development and will be
published subsequently; developers can also choose custom H5 panel development.
» Music skill access guide: On the Cloud Xiaowei Skill Platform, select QQ Music skill in the
version management section. For details, see Music Service.

Custom H5 Development

Developers can custom develop the control panel of the master control device or the controlled device. For
details, see custom H5 development.
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Kugou Music Service

Last updated: 2025-04-27 17:44:50

this document introduces how to open and use Tencent Cloud loT Explorer KuGou Music value-added
service.

Prerequisites

Activating devices to enable KuGou Music service is only supported in the following regions:
Chinese mainland (excluding Hong Kong, Macao, and Taiwan region)

Apply for Enabling KuGou Music Service

KuGou Music service is a paid value—added service and does not offer a free trial. You can submit a ticket for
business consultation. The staff will contact you for service purchase matters.

Operation Steps

Step 1: Enable KuGou Music Service

1. Log in to the loT Development Platform Console, select the region "China", and create a project and a
product. For details, see Product Definition.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button
at "KuGou Music Service" in Advanced Function to activate successfully.

4. After the successful activation of the KuGou Music service, the Thing Model of this product will
automatically add system properties related to the KuGou Music service.
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Step Two: Create a Device

Click Device Debugging > Create New Device, fill in relevant information and click Save.

IERE X

A Note:
When there are devices under the product, the status of the value—added service switch cannot be
changed.

If you delete a device with activated value—added services, the purchased License quantity cannot
be recovered.

Step Three: Device—Side Integration Guides
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Device-side integration is divided into Android SDK Integration for screen—equipped devices and C-SDK
Integration for low—power loT devices according to different system resources and security requirements of
different loT terminals.

Android SDK Integration Guide

Android SDK integration for loT+ music content service for Android terminal equipment such as vehicle

systems, intelligent screens, and TVs. After the device ports the SDK and binds to Tencent Lianlian Mini
Program, it can authorize the device to access KuGou Music in Tencent Lianlian Mini Program; through

KuGou Music Mini Program, the device can be controlled to play audio resources of KuGou Music.

Seamless Integration with SDKs

Depend on the local sdk source code to build and modify the build.gradle of the application module, so that
the application module depends on the explorer—-device-tme source code. An example is as follows:

dependencies {

implementation

® Note:
If you need to integrate this SDK, please contact us offline. The Demo sample project uses the SDK
built from the source code that depends on the local explorer-device-tme.

Points to Note When Integrating the SDK

o Add the following configuration in the build.gradle file:

Currently, the sdk provides only two kinds of so files: armeabi-v7a and x86. Add
abiFilters in case the so library cannot load in some cases.
android {

ndk {

abiFilters

implementation
implementation
implementation
implementation

def room_version

implementation "androidx.r 3 m—runt im

annotationProcessor "androidx.room:room-c

implementation "androidx.room:room-rxj
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» For systems above Android 6.0, the following permissions are required to be dynamically requested.
Please ensure they are authorized.

<uses-permission android:name="andro
<uses—-permission android:name="

<uses-permission android:name="

<uses-permission android:

public class MyAj

@Override

UltimateTv.

C—-SDK Integration Guide
Overview

C-SDK integration for loT+ KuGou Music content service for Linux or embedded operating system terminal
equipment such as wearables, small household appliances, and children's educational products. After the
device ports the SDK and binds to Tencent Lianlian Mini Program, it can authorize the device to access
KuGou Music in Tencent Lianlian Mini Program; through KuGou Music Mini Program, the device can be
controlled to play audio resources of KuGou Music.

Interaction Process
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Data Template

o The mini program sends a song list to the data template, with the IDs of the songs to be played.

« Control play/pause/next/previous.
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« Set playback progress/sound quality, etc.

» The device reports playback information through the data template, such as the current song ID/sound
quality/playback progress, etc.

topic

Sthing/up/property/{product_id}/{device_name}
Sthing/down/property/{product_id}/{device_name}

Song Inquiry and Playlist Inquiry

topic

Sthing/up/service/{product_id}/{device_name}

Sthing/down/service/{product_id}/{device_name}

Data Format

song information query

{
"method": "kugou_gquery_song",
"clientToken": "a string that is not duplicate earlier"
"params": {

"song_id": "xxxxx",

"method": "kugou_query_song_reply",

"clientToken": "consistent with the upstream message"
"code": O,

status

"ot o oM. nmn
. 14

"data":{"song_info"}

Song list query
{
"method": "kugou_user_command",

"clientToken": "

a string that is not duplicate earlier"

"timestamp":

"params": {"album_id/playlist_id/top_id":"Song list ID", "page":Which page of
songs in the song list is requested, starting from 1, "size":Number of songs per page,
"kugou_command" :"Song list query command"}

}
{
"method": "kugou_user_command_reply",
"clientToken": "20ad4ccfd-d308-11e9-86c6-5254008a4f10",
"code": O,
"status": "",
"data": {

"Song list information"
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How many songs are there in total in the song list?

" gs'Wa [[{"Ve j id information"}, {"so

y_id information"}, {"so

g_id information"}]

Step 4: Develop and Integrate on the Application Side: a Guide
Integration of Tencent Lianlian and KuGou Music Based on Development-Free Panel

» Select the standard category when creating a product in the console, and specify the Smart Life > audio-
visual office > background music category.
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After enabling the KuGou Music Service, select the dashboard type as "development-free dashboard" in
interactive development to use the commonly used standard features of the product and quickly complete
product development.
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After selecting the development—free mini program dashboard, you can obtain massive music resources
for playback control through the device.

©2013-2025 Tencent Cloud. All rights reserved. Page 280 of 334



> Tencent Cloud loT Explorer

10:18 wll ¥ .

< BRIOER - ®

PR

MPIETE. ..
TrE. Fok

MARMFESTE...
TEkE. Fik

i Ee

KTVihGidR:  BEim: I 10085,
SOEEWE... HEEMEBGM  FHMSE

AR

KTVisgfim:  BEERE: T 1005 5EEE,
SOEEHRE...  EHEEBGM  FIEMESE

Integration Based on Music Service SDK

For this value-added service, a music service SDK is provided for custom H5 development and Chinese
domestic brand mini-program development. See Music Service SDK for details.

Lianlian Mini Program User Operation Guide

1. Device binding: Use the Tencent Lianlian Mini Program to scan the Device QR Code to bind the device.
(Select different binding methods according to the communication type of the device. For Wi-Fi devices,

©2013-2025 Tencent Cloud. All rights reserved. Page 281 of 334


https://cloud.tencent.com/document/product/1081/68800

> Tencent Cloud loT Explorer

perform Network Configuration Binding. For cellular devices, perform scanning and binding.)

2. Bind the device through the Lianlian Mini Program. After selecting the device, enter the main interface
portal to authorize the KuGou Music service.
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3. After authorizing the KuGou Music service, you can obtain the playback control of mass music resources.
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SDK Integration Guide

Use the application—side SDK and access the official website for the latest version of H5 custom

development SDK.

The device-side SDK is hosted on Github. You can access Github to download the latest version of
Android SDK integration guide and device—side C-SDK integration guide.
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Control Authorization

Last updated: 2025-04-27 17:45:05

This document shows you how to open and use the product capabilities of the gateway central control in
Tencent Cloud loT Explorer.

Prerequisites

Only supported in the following product categories:
Smart Life — Electrical Lighting — Intelligent Control Screen, Smart Life — Gateway Central Control — Central

Control Panel.

Apply for Enabling the Capacity of the Central Control Gateway Product

The central control gateway is a paid value—added feature and does not offer a free trial. You can ask for
online consultation for help. The staff will contact you regarding the service purchase matters.

Activating Central Gateway Service

1. Log in to the loT Explorer console, select the region "China" and create a product. For details, see
Product Definition.

2. Click Product Development on the left sidebar to enter the product list page.

3. Select a created product to enter the product detail page, click Thing Model Definition, and click the button
at "Control Authorization" in Advanced Function to activate successfully.
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Creating a Device

Click Product Development in the left sidebar of the console, select a product to enter the product detail
page, click Device Debugging > Create new device, fill in relevant information and click Save just.
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When there are devices under the product, the switch status of the advanced function cannot be
changed.

If you delete a device with activated value—added services, the purchased License quantity cannot
be recovered.
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Video Al Analysis

Prerequisite: Device Connectivity to Event Cloud Storage

The loT intelligent video service (Consumer Edition) platform's Al analytical capability requires devices to
upload cloud-stored event recordings. The access process is as follows:
Enable the Event Cloud Storage Package for equipment through TencentCloud API. See Enable Cloud
Storage Package for details.

Enable the cloud storage module on the device, report cloud storage events, and push audio and video
data to the cloud. See Cloud Storage Module in the device connectivity manual for details.

Enable Video Al Analytical Capability for Devices
Applying for Video Al Analysis Value—Added Service Capability

1. Open console, enter product development page, click on the product name of the feature to be enabled,
and enter the product development Thing Model definition page.

2. Switch to the advanced function of the product Advanced Function, and submit a request to activate the
advanced function of video Al analysis of the product.
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Enable Device Cloud Storage Al Analytical Capability
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You can call TencentCloud API to modify Device Cloud Storage Al Analysis Service to enable video Al
analytical capability for a specified device. After a device with video Al analytical capability enabled reports a
Cloud Storage Event, the platform will create a video Al analysis task for the uploaded video and return
analysis results.

The loT intelligent video service (Consumer Edition) platform currently supports the following video Al
analytical capabilities:

Video Al Analytical Capability ServiceType Parameter Value

Package detection PackageDetect

When enabling video Al analysis capability for a device, you need to input the corresponding serviceType
parameter. If you expect to enable multiple video Al analysis capabilities for one device, you need to call the
Modify Device Cloud Storage Al Analysis Service TencentCloud API separately for each capability and input
the corresponding serviceType parameter.

Examples of wrap detection input sources and recognition results:
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Get Video Al Analysis Result

You can query video Al analysis results through TencentCloud API, or receive video Al analysis result
callbacks through HTTP API.

Querying Analysis Results Via TencentCloud API
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You can call TencentCloud API to query the list of Al analysis tasks in Device Cloud Storage to query the
video Al analysis results of a specified device.

Meaning of Field

Taskld: The field value of Taskld is the unique identifier of the video Al analysis task.

Status: The Status field indicates the task running status of the video Al analysis task as well as coarse

result information.

Field Value Meaning
1 Analysis failed
2 Analysis succeeded, but no targets were identified.
3 Analysis succeeded and at least one target was identified.
4 Analytical task is in progress

Result: The Result field provides detailed information on the video Al analysis results. The output format
may vary for different video Al analytical capabilities.

Video Al
Analytical Result Format Example Output
Capability
Possible values:

plastic—-bags

file-bags
Package plastic-bags file-
detection PSP bags

When detecting multiple different types of packages,
use space as a delimiter to concatenate them into a
string.

Receiving Analysis Result Callbacks Via HTTP Api

You can set the HTTP callback configuration for video Al analysis of the specified product on the console.
After completing the HTTP callback configuration, the platform will forward the video Al analysis results of the
devices under the product to the specified HTTP callback URL.
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You need to deploy an http service that complies with the definition of the callback APl and make it accessible
from the public network to complete the HTTP callback configuration and receive the result callback of video
Al analysis. The callback APl is defined as follows:
e GET / Connectivity check: You need to fetch the value of the HTTP request header Echostr ,useitas
the content of the HTTP response, and return a 200 OK status code.

o PoST / Analysis result callback: You can receive the video Al analysis results pushed by the platform
from this API. The video Al analysis results are in JSON format and are located in the HTTP request body.
After successful receipt of this request, a 200 OK status code should be returned.

A Note:
When configuring the HTTP callback URL in the console, the platform will initiate a connectivity check
request to the specified URL. If the connectivity check fails, the HTTP callback configuration will not
be saved to take effect.

Example: Connectivity Check — Request
When you configure the HTTP callback URL in the console, the platform initiates a connectivity check request
to the URL.

GET / HTTIP/1.1

User-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Example: Connectivity Check — Response
When the http service you deployed receives a connectivity check request, it should return a response with a
status code of 200 OK, and the response content should be the value of the HTTP request header Echostr .

200 OK
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Content-Type: text/plain

Content-Length: 16

3A4dsItMWYmL7pkL

Example: Analysis Result Callback — Request
Upon completion of the Al analysis task for video, the platform will carry the analysis result to request the
specified HTTP callback URL. The analysis result is in JSON format and is located in the HTTP request body.

POST / HTTP/1.1
User—-Agent: IotVideo/1.0
Content-Type: application/json

"MsgType": "ai_analytics_result",

"ProductId": "MVTYMD8YCD",

"DeviceName": "dev001",

"ServiceType": "PackageDetect",

"TaskId": "95990598-abal-465e-9993-3£90c071e5d9",
"Status": 3,

"Result": "paper-bags file-bags plastic-bags",
"Time": "2024-04-10 18:12:05"

Example: Analysis Result Callback — Response

When the http service you deployed receives an analysis result callback request, it should return a response
with a status code of 200 OK to indicate successful reception. If the request fails, times out without receiving
aresponse, or the returned HTTP status code is not 200, the platform will retry the request after a delay of 5
seconds, up to a maximum of 2 retries.

200 OK

Content-Length: 0

Additionally, you can configure an authentication Token to verify that requests come from the loT Video
(Consumer Edition) platform. When you configure the authentication Token, the platform's request will
include the following HTTP request headers. Among them, Nonce and Timestamp are used to prevent replay
attacks, and signature can be used for confirmation that the request comes from the platform.

Request

Meanin Example Value
Header 9 P
Nonce Random string vLeD3GvsUx501kLP
. Second-level UNIX
Timestamp . 1712744577
timestamp
Signature Signature value 2194e42c5e15e34ef9463ded4c3£27619edf748d7
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You can calculate the signature using the same algorithm based on the configured authentication Token and

the Nonce and Timestamp values inthe HTTP request header. If the signature value matches, the request

can be considered as coming from the platform. The calculation method for the signature value signature
is:

1. Sort the three strings Nonce, Timestamp, and authentication Token lexicographically, and then
concatenate them sequentially to get a string (in the above example, assuming the authentication Token
is example , the concatenated stringis 1712744577examplevLeD3GvsUx501kLP ),

2. Calculate the SHA1 hash value of the concatenated string.

3. Use the lowercase hexadecimal representation of the hash value as the value of signature .

Example: Connectivity Check (Including Authentication Information) - Request
This example assumes that the authentication Tokenis example .

GET / HTTP/1.1
User—-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: vLeD3GvsUx501kLP
Signature: 2194e42c5el15e34ef9463ded4c3£27619edf748d7
Timestamp: 1712744577
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WeChat Strong Reminder Notification

Last updated: 2025-04-27 17:45:36

Application Scenarios

WeChat strong reminder notifications are mainly used for device alarms, notifying users through the WeChat
strong reminder effect with a high trigger rate to ensure no alarms are missed.

Operation Steps

1. Log in to the WeChat public platform, and apply for a mini program, device type (model id), device
message capacity, and message template.

2. Login to the IoT Explorer console, select the corresponding instance, and enter the Application
Development page.

3. Create an application. Click on the application name to enter the application details, and apply to enable
WeChat strong reminder.

HEEIEERS, B MXJaEH

4, After applying for enabling, click Authorize Mini Program. Please ask your WeChat mini program
administrator to scan the code for authorization.
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5. Only need to select Hardware Service permission and authorize.
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6. Click Add New template, and configure the conditions for triggering strong reminders and the alarm
template according to the console configuration.
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7. When users use the mini program to bind a device and subscribe to the strong reminder template of this
device, the device reports data. After the trigger conditions are met, WeChat will push a strong reminder
to notify users.
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8. The effect of WeChat strong reminder when the mobile phone is in sleep mode.
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TWeCall

Last updated: 2025-04-27 17:45:53

loT Explorer provides users with the TWeCall access capability based on the integration plugin of WeChat
mini program and the integration SDK of the device side. This document introduces relevant content about
TWeCall operations.

Feature Overview

The device and mini program can make two-way calls, achieving the native experience of WeChat audio and
video calls; the device makes a one-—click call, and the WeChat keeps ringing as a reminder.

Operation Steps
View the Activation Code Limit of TWeCall

Loginto loT Explorer. After selecting an instance, enter the menu Mass Production > Activation Code
Overview > Value—added Activation Code. On this page, you can view the total number of TWeCall activation
codes, the number of used activation codes and the number of unused activation codes of the current
account.
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Mini Program Authorization

Mini programs need to be associated with applications of loT Explorer before activation code assignment can
be carried out.
1. After selecting an instance, enter the menu Application Development, click Create Application to create

an application and associate it with a mini program.
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2. Enter the menu Application Development > Details, click to enter the application name to open the
application details page of Tencent Cloud Micro Call, and click proceed to authorize.

@® Note:
If there is no assigned entry for allocation, contact as soon as possible to purchase a value-added

activation code.
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3. In the mini program authorization popup, select the application that needs authorization. Click Start
Authorization, and the system will automatically generate an authorization QR code. Please ask the
administrator of the mini program to scan the code for authorization to complete.
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TWeSee Service
Video Summary

Last updated: 2025-04-27 17:47:32

This document mainly introduces the enabling, resource creation, API call, algorithm configuration steps of
the video summary service as well as related usage scenarios.

Activate Service

Before using this capacity, you need to contact the product manager to enable the "Al Video Analysis
Capacity" allowlist for your Tencent Cloud account and the target product on loT Explorer. The following
information needs to be submitted when enabling.
Tencent Cloud account ID. You can log in to Tencent Cloud official website, click in the upper right corner
on your avatar to view and copy the required account ID.

@® Note:
If you are a sub—account type, you also need to submit the main account ID to the product manager
to enable allowlist.

The target product ID of the Internet of Things development platform (the product must be a video service
category). You can log in to the console, enter the corresponding instance, and copy the product ID on
the product development page. If you have not created a product yet, you can refer to the following
"create resource" to create a video category product.
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Creating resources
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1. Take creating a product under a public instance as an example. Enter the loT Explorer console, click the
public instance, select Product Development > Self-owned Products, and then click Create Product.
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2. You can select the product category by clicking the option in the red box in the figure below, enter the
product name, and choose "WiFi" as the communication type.
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3. Click Create Product. Saving succeeded.
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4. Enable the advanced function of Al video analysis for products in loT Explorer.

A Note:
This operation requires you to provide your Tencent Cloud account ID and product ID to the

product manager to activate the service.

If you encounter a service failure when enabling the service, please troubleshoot whether there
are devices under the current product. Ensure that there are no devices under this product
before you can successfully enable the service.

SHESEETE, REREEA =S PaISEE SRR SR EER

F&EEAmazon Alexa . Google Assistant. EE/INERIZ/ VAL -

EEVSF RS IRES EEY
[FloT#E IR IETURAEEN, WitRETE RE R =2

RER. BRCSTEEE , BT EERARS TS = BEHY

Click the product that was successfully created, enter Thing Model Definition > Advanced Function, and
enable "Al Video Analysis Capability".
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loT Explorer

1. Enter cloud API console, request TencentCloud API InvokeCloudStorageAlServiceTask to execute video

semantic understanding.

N

SRR RERRUAONSPod, KREHETHANINAS TRIN >

APlExplorer  muRRETa

e

Product
Id

Device
Name

InvokeCloudstoragentserviceTask

wen

e

Parame
ter Type

string

string
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mEgR  mEx  AZAR

NI - ]

Description

product ID.

Device name.
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Value Description

Region, Productld, DeviceName, ServiceType, StartTime, EndTime, VideoURLSs.N are required items, and
others are optional.

Import actual information.

Import actual information.
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Service
Type

StartTi
me

EndTim
e

VideoU
RLs

Config

string

int64

int64

stringl]

string

Video Al Analysis Service Type. It can be
set to RealtimeObjectDetect (target
detection), Highlight (video highlights),
and VideoToText (video semantic
understanding).

Start time of cloud storage to be
analyzed (second-level UNIX timestamp,
no earlier than 30 days before the
current time).

End time (in UNIX timestamp format, not
later than 1 hour after the current time) of
the cloud storage to be analyzed.

Analyze the list of images/videos URLs
from external input.
¢ Video: Support HLS video-on-
demand (m3u8) and common video
formats (mp4, etc.).

e Image: Support common image
formats (jpg, png, etc.). If an input
image is provided, "Islmage": true
needs to be configured in Config.

Algorithm configuration parameters
(JSON string).

loT Explorer

Fixed to send "VideoToText".

Input according to the actual
situation. You can use a
timestamp tool: Online Unix
Timestamp Conversion Tool.

Input according to the actual
situation. You can use a
timestamp tool: Online Unix
Timestamp Conversion Tool.

Currently only 1 URL is
supported. If multiple URLs
are input, only the first one will
be analyzed.

Optional parameter, value
example:
{\"MultiCameraLayout\":\"Sing|
e\"}"

Field description: see below
Field description of algorithm
configuration parameters
(Config).

3. (Return results within 20 seconds) Return Completed = true, and return the task result simultaneously.
The task is complete.

4. (Timeout within 20 seconds) Return Completed = false, indicating that the task is not completed within the
timeout period (backlogged/incomplete tasks will continue to be queued and executed). The execution
results of asynchronous tasks need to be retrieved asynchronously.

O Method one: Query task results asynchronously via TencentCloud API.

O Method two: Receive task result push through HTTP callback.

If the prompt "Credit insufficient for creating Tencent Cloud Al Analysis Task" appears, it means the account
ID is not added to the allowlist. Contact the product manager to activate the service.
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»

Request Example: Analyze Video — Successfully

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"EndTime": 1714240802,
"VideoURLs":

"Config":

Response:

"Response": {
"RequestId":
"TaskId":
"Completed": true,

"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,

"DeviceName": "dev123",

"EndTime":

(1,

"ProductId":

1714240802,
"Files":
"AABBCCDDEE",
"Result": "{\"DetectedClassifications\":

in white walks on a wet road surface\"}",
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["https://example.com/video.mp4"],
"{\"MultiCameraLayout\":\"Single\"}"

"8b490930-d119-4ee2-963c-c58973alebeb",
"c31aa4f2-08c9-4088-9603-186d7311£fdd8",

[\"person\"],

\"Summary\":

\"A

person

loT Explorer
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"ServiceType": "VideoToText",

"StartTime": 1714240800,

"Status": 3,

"TaskId": "c31aa4f2-08c9-4088-9603-186d47311£dd8",
"UpdateTime": 1714240814

Request Example: Analyze Video — Timeout Incomplete

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4"],
"Config": "{\"MultiCameraLayout\":\"Single\"}"

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"Completed": false,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],
"ProductId": "AABBCCDDEE",
"Result": "",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 4,

"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8",
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"UpdateTime": 1714240812

Request Example: Analyze Video — Video Download/Read Fail

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4"],
"Config": "{\"MultiCameraLayout\":\"Single\"}"

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8",
"Completed": true,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],
"ProductId": "AABRBCCDDEE",
"Result": "",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 2,
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"UpdateTime": 1714240813
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Request Example: Analyze Image — Successful

POST / HTTP/1.1
Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: InvokeCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/image.jpg"],

"Config": "{\"IsImage\":true}"

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"Completed": true,
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240812,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],

"ProductId": "AABBCCDDEE",

"Result": "{\"DetectedClassifications\": [\"person\"],

in white walks on a wet road surface\"}",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"Status": 3,
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£dd8",
"UpdateTime": 1714240813

Routine: Request TencentCloud APl Using Python SDK

pip install tencentcloud-sdk-python
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\"Summary\":

\"A person

loT Explorer
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# —*— coding: utf-8 —*-—

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:
cred = credential.Credential (
""" 4 SecretId

"", # SecreyKey

httpProfile = HttpProfile()
httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"
clientProfile = ClientProfile()

clientProfile.httpProfile = httpProfile

params = {
"ProductId": "AABBCCDDEE",
"DeviceName": "dev123",
"ServiceType": "VideoToText",
"StartTime": 1714240800,
"EndTime": 1714240802,
"VideoURLs": [
"https://example.com/video.mp4",
1,
"Config": "{\"MultiCameraLayout\":\"Single\"}"
}
common_client = CommonClient ("iotexplorer", "2019-04-23", cred, "ap-guangzhou",
profile=clientProfile)
resp = common_client.call_json ("InvokeCloudStorageAIServiceTask", params)
print (resp)
except TencentCloudSDKException as err:

print (err)

Asynchronous Request

1. Request the TencentCloud API CreateCloudStorageAlServiceTask to create a video semantic
understanding task.

Parame Parame
ter Description Value Description

Name ter Type
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Product
Id

Device
Name

Service
Type

StartTi
me

EndTim
e

VideoU
RLs

Config

string

string

string

int64

int64

string(]

string

product ID.

Device name.

Video Al Analysis Service Type. It can be
set to RealtimeObjectDetect (target
detection), Highlight (video highlights),
and VideoToText (video semantic
understanding).

Start time of cloud storage to be
analyzed (second-level UNIX timestamp,
not earlier than 30 days before the
current time).

End time (in UNIX timestamp format, not
later than 1 hour after the current time) of
the cloud storage to be analyzed.

Analyze the list of images/videos URLs
from external input.
¢ Video: Support HLS video-on-
demand (m3u8) and common video
formats (mp4, etc.).

e Image: Support common image
formats (jpg, png, etc.). If an input
image is provided, "Isimage": true
needs to be configured in Config.

Algorithm configuration parameters
(JSON string).

2. Retrieve the video semantic understanding task result.

O Method one: Asynchronously query task results via Cloud API.

loT Explorer

Import actual information.

Import actual information.

Fixed to send "VideoToText".

Input according to the actual
situation. You can use a
timestamp tool: Online Unix
Timestamp Conversion Tool.

Input according to the actual
situation. You can use a
timestamp tool: Online Unix
Timestamp Conversion Tool.

Currently only 1 URL is
supported. If multiple URLs
are input, only the first one will
be analyzed.

Optional parameter, value
example:
{\"MultiCameraLayout\":\"Sing|
e\"}"

Field descriptions are
provided below. Field
descriptions for algorithm
configuration parameters
(Config).

O Method two: Receive task result push through HTTP callback reception.

Request Example: Analyze Video

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type:

application/json

©2013-2025 Tencent Cloud. All rights reserved.
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X-TC-Action: CreateCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",
"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8"

Request Example: Analyze Video (With Algorithm Parameters)

POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToxText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/video.mp4"],
"Config": "{\"MultiCameraLayout\":\"Single\"}"

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c—c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8"

Request Example: Analyze an Image
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POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateCloudStorageAIServiceTask

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": ["https://example.com/image.jpg"],
"Config": "{\"IsImage\":true}"

Response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c-c58973alebeb",
"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8"

Routine: Request TencentCloud API Using Python SDK

pip install tencentcloud-sdk-python

# —*— coding: utf-8 —*-

from tencentcloud.common.common_client import CommonClient

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

try:
cred = credential.Credential (
""" # SecretId
"", # SecreyKey

httpProfile = HttpProfile ()

httpProfile.endpoint = "iotexplorer.tencentcloudapi.com"
clientProfile = ClientProfile()
clientProfile.httpProfile = httpProfile

params = {
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"ProductId": "AABBCCDDEE",

"DeviceName": "dev123",

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"EndTime": 1714240802,

"VideoURLs": [
"https://example.com/video.mp4d",

I

"Config": "{\"MultiCameraLayout\":\"Single\"}"

}

common_client = CommonClient ("iotexplorer", "2019-04-23", cred, "ap-guangzhou",
profile=clientProfile)

resp = common_client.call_json ("CreateCloudStorageAIServiceTask", params)

print (resp)
except TencentCloudSDKException as err:

print (err)

Algorithm Configuration Parameter (Config) Field Description

Paramete Param
eter Description Value Description
r Name
Type
(Optional) Multi-camera video recognition. If
MultiCam the imported video is a tiled video footage from See below for
eralLayou string multiple cameras, you can input this parameter MultiCameralLayout
t to obtain more accurate video semantic description.
understanding results.
e true: Enable
EnableFir boolea (Optional) Enable flame detection and
eDetect n description + false: Not enabled
ption. (default value).
(Optional) Enable smoke detection and
EnableS booles description. o true: Enable
mokeDet " If you enable smoke detection for videos that o false: Not enabled
ect are relatively blurry or contain mosaics, there (default value)
may be false detections.
e true: Image input
boolea . o . . .
Isimage " (Optional) Whether it is image input. o false: Video input

(default value)

¢ Night vision view
IsNightVi boolea

sion n (Optional) Whether it is a night vision frame. o false: Non—night vision

footage (default value)

MultiCameralLayout Description

Multi-camera format: Vertical, Num = number of screens, Index = screen serial number
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If analyzing multi-screen displays at the same time, you can fill in more than one screen number, separated
by a semicolon (;).
Selectable values:

MultiCameralLayout Parameter

Layout Value Description
. . Deem the video as one complete
LI BT Single picture (default value).
Vertical,Num=2,Index=0 Specify the analysis of the first frame
from top to bottom.
if I h isual
Dual Camera Vertical,Num=2, Index=1 Specify to analyze the second visua

(Resolution, Tile in from top to bottom.

Vertical Direction) Vertical,Num=2,Index=0;1 Analyze all two visuals.

Analyze all two visuals (compatible

Vertical . .
with previous parameter values).

Specify to analyze the first visual from

Vertical,Num=3,Index=0 top to bottom.

Specify to analyze the second visual

Vertical,Num=3,Index=1 from top to bottom.

Specify to analyze the third visual

Vertical,Num=3,Index=2 from top to bottom.

Three Cameras (Equal
Resolution, Tiled
Vertically)

Specify to analyze the first and

Vertical,Num=3,Index=0;1 second visuals from top to bottom.

Specify to analyze the first and third

Vertical,Num=3,Index=0;2 visuals from top to bottom.

Specify to analyze the second and

Vertical,Num=3,Index=1;2 third visuals from top to bottom.

Vertical,Num=3,Index=0;1;2 Analyze all three visuals.

Querying Video Al Analysis Task Results Via TencentCloud API
Query the Specified Video Al Analysis Task by Taskld

Prerequisites

The Task ID (Taskld) of the video Al analysis task has been obtained through TencentCloud APl or HTTP
callback method.

Operation Steps

Request TencentCloud API Query Device Cloud Storage Al Analysis Task to query the details of the specified
video Al analysis task by Taskld.
Request sample:
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POST / HTTP/1.1

Host: iotexplorer.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeCloudStorageAIServiceTask

"TaskId": "c312a4f2-08c9-4088-9603-186d7311£fdd8"

Sample response:

"Response": {
"RequestId": "8b490930-d119-4ee2-963c—c58973alebeb",
"TaskInfo": {
"ChannelId": O,
"CreateTime": 1714240802,
"DeviceName": "dev123",
"EndTime": 1714240802,
"Files": [],

"ProductId": "TSLEFHRWDSD",

"Result": "{\"Summary\":\"Abstract text\",\"DetectedClassifications\":
[\"car\"]}"

"ServiceType": "VideoToText",

"StartTime": 1714240800,

"Status": 3,

"TaskId": "c31aa4f2-08c9-4088-9603-186d7311£fdd8",

"UpdateTime": 1714240802

Receiving Video Al Analysis Results Via HTTP Callback

The platform supports receiving video Al analysis results via HTTP callback. You need to deploy an http
service that complies with the callback API definition and make it accessible from the public network to
achieve the reception of video Al analysis results.

Callback API Definition

(Refer to the following HTTP service routine provided)
o GET / Connectivity check: Fetch the value of the HTTP request header Echostr, use it as the content of
the HTTP response, and return a 200 OK status code.

« POST / Analysis result callback: Receive video Al analysis results pushed by the platform from this API.
The video Al analysis results are in JSON format and located in the HTTP request body. After successfully
receiving this request, a 200 OK status code should be returned.

Configure HTTP Callback URL
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Prerequisites

1. The product has activated the Al video analysis service.

2. A deployed HTTP callback service that is external network accessible.

A Note:
When configuring the HTTP callback URL on the console or through TencentCloud API, the platform
will initiate a connectivity check request to the specified URL. If the connectivity check fails, the HTTP
callback configuration will not be saved and take effect. Meanwhile, it will return error code
InvalidParameterValue.InvalidCallbackUrl.

Operation Steps

1. Log in to the console of 10T Explorer.
2. Select an instance and a product sequentially, and enter the product detail page.

3. Select the Advanced Function tab, and click Receive Settings in the operation column of Al Video Analysis
capability.
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5. Click Save to save the configuration.
Possible Reasons for Configuration Failure

The specified callback URL is in incorrect format.

The specified callback URL is unable to be accessed via the public network.

The port number in the specified callback URL is not 80 or 443.

The platform triggers a connectivity check to the specified callback URL, but no HTTP 200 OK status code
is returned.

When the platform initiates a connectivity check to the specified callback URL, it does not return the
Echostr in the request header as the response content.

Callback Request Authentication

The authentication method is the same as that of Message Queue HTTP forwarding. You can configure an
authentication Token to verify that requests come from the loT intelligent video service (Consumer Edition)
platform. If an authentication Token is configured, requests initiated by the platform (including connectivity
check requests and analysis result callback requests) will include the following HTTP request headers.
Among them, Nonce and Timestamp are used for replay attack prevention, and Signature can be used for
confirmation that the request comes from the platform.

Request

Header Meaning Example Value
Nonce random string pWittcBmgRpOfdiph
Timestamp second-level UNIX 1714285922
timestamp
Signature signature value 5d5a0ac2dd41f5b5e553f95e0f657247281aealb

Based on the configured authentication Token, as well as the Nonce and Timestamp values in the HTTP

request header, calculate the signature using the same algorithm. If the signature value matches, the request

can be considered to come from the platform. The steps for calculating the signature value Signature are as

follows:

1. Sort the three strings Nonce, Timestamp and authentication Token lexicographically, and then
concatenate them sequentially to get a string (in the above example, assume that the authentication
Token is example, and the concatenated string is 1714285922examplepWttcBmgRpOfdiph).

2. Calculate the SHA1 hash value of the concatenated string.

3. Use the lowercase hexadecimal representation of the hash value as the value of Signature.
Example: Connectivity Check

Request
When configuring the HTTP callback URL on the console or through TencentCloud API, the platform initiates
a connectivity check request to the URL.

GET / HTITP/1.1

User—-Agent: IotVideo/1.0
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Echostr: 3A4dsItMWYmL7pkL

Response
When the http service receives a connectivity check request, it should return a response with a status code
of 200 OK, and the response content should be the value of the HTTP request header Echostr.

200 OK

Content-Type: text/plain

Content-Length: 16
3A4dsItMWYmL7pkL

Example: Connectivity Check (Including Authentication Information)

Request
This example assumes the authentication Token is example.

GET / HTTP/1.1

User—-Agent: IotVideo/1.0

Echostr: 3A4dsItMWYmL7pkL

Nonce: pWttcBmgRpOfdlph

Signature: 5d5a0ac2dd41£f5b5e553£95e0£657247281aealb
Timestamp: 1714285922

Response

200 OK
Content-Type: text/plain

Content-Length: 16
3A4dsItMWYmL7pkL

Analysis Result Data Structure

Fiel
eld Field description Example Value
Name
Fixed value, indicates video Al o . "
MsgType . ai_analytics_result
analysis result.
Productid product ID. "AABBCCDDEE"
DeviceNa Device name. "dev123"
me
. Video Al analysis service type,
serviceT Parameter Value: VideoToText for "VideoToText"
ype . . .
video semantic understanding.
Status Video Al analysis task status. 3
Possible values:
e Failure.
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e 2: Succeed but result is empty.
e 3: Succeed and result is not

empty.
tA D lassifications:
Result Analysis result details (JSON string). S::nmary bstract text DetectedClassifications
Files File list output by video Al analysis. [
Time Analysis result callback time. "2024-04-10 18:12:05"

Corresponding cloud storage
segment start time (second-level 1714240800
UNIX timestamp).

StartTim
e

The segment end time (in UNIX
EndTime timestamp format) of the 1714240802
corresponding cloud storage clip.

Example: Video Semantic Understanding Result Callback

Request
Upon completion of the video Al analysis task, the platform will request the specified HTTP callback URL
carrying the analysis result in JSON format, which is located in the HTTP request body.

POST / HTTP/1.1
User—Agent: IotVideo/1.0

Content-Type: application/json

"MsgType": "ai_analytics_result",

"ProductId": "AABBCCDDEE",

"DeviceName": "dev123",

"ServiceType": "VideoToText",

"TaskId": "95990598-abal-465e-9993-3£90c071e5d9",
"Status": 3,

"Result": "{\"Summary\":\"Abstract text\",\"DetectedClassifications\":[\"car\"]}"
"Files": [],

"Time": "2024-04-10 18:12:05",

"StartTime": 1714240800,

"EndTime": 1714240802

Routine: Receiving callback HTTP service routine source code (Python)

from flask import Flask, request, make_response

import hashlib

import traceback

LISTEN_HOST = "0.0.0.0"
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LISTEN_PORT = 80
AUTH_TOKEN = "example" # Authentication token, if empty, indicating that

authentication is not required

app = Flask(__name_ )

# Verify the validity of the request according to the authentication Token
def is_signature_valid(nonce, timestamp, signature) :
if nonce is None or timestamp is None or signature is None:

return False

plain_text = "".join(sorted([nonce, timestamp, AUTH_TOKEN]))

shal_hash = hashlib.shal (plain_text.encode ("utf-8")) .hexdigest ()

expected_signature = shal_hash.lower ()

return expected_signature == signature.lower ()

# Connectivity check
def handle_connectivity_check (request) :
if AUTH_TOKEN and not is_signature_valid(
nonce=request.headers.get ("Nonce"),
timestamp=request.headers.get ("Timestamp"),

signature=request.headers.get ("Signature"),

return "Forbidden", 403
echostr = request.headers.get ("Echostr")
if echostr:
return make_response (echostr, 200, {"Content-Type": "text/plain"})
else:

return "Bad Request", 400

# Analytical result callback
def handle_analytic_result (request) :
if AUTH_TOKEN and not 1is_signature_valid(
nonce=request .headers.get ("Nonce"),
timestamp=request.headers.get ("Timestamp"),

signature=request.headers.get ("Signature"),

return "Forbidden", 403

post_data = request.get_data (as_text=True)

# TODO: Handle the analysis result

return "OK", 200, {"Content-Type": "text/plain"}
@app.route("/", methods=["GET", "POST"])
handle_request () :

try:

# Print request
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print (" [Request]", request.method,
for key, value in request.headers:

print (f"{key}: {value}")
print ()

if request.method == "POST":

loT Explorer

request.path)

print (request.get_data (as_text=True))

print ()

Process a request

if request.method == "GET":

return handle_connectivity_check (request)

elif request.method == "POST":

return handle_analytic_result (request)

else:

return "Method Not Allowed", 405

except Exception as e:

print (" [Exception]")

traceback.print_exc ()

return "Internal Server Error", 500

if name == "_ _main_ ":

app.run (port=LISTEN_PORT, host=LISTEN_HOST)

Semantic Understanding Output Result

The semantic understanding result is in the form of status value + specific result.

« status value

The status value is in the Status field of the video Al analysis task. It can be queried through TencentCloud
API or received through HTTP callback. Possible values:

O 1: Fail
O 3: Successful and result is not empty.
» Detailed Result

The specific result is in the Result field of the video Al analysis task. It can be queried through
TencentCloud API or received through HTTP callback. Result is a JSON Object string. The data structure

of the Result object is as follows:

Field Type
Summary string

DetectedClassifica string(]
tions

©2013-2025 Tencent Cloud. All rights reserved.

Description
Video summary text in the form of natural language.

List of target types identified in the video.
Possible parameter values of the target type in the list
e person

» vehicle
e dog
e cat
o fire
smoke
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e package
e license plate

Example value:

{"Summary": "Video summary text", "DetectedClassifications": ["person", "vehicle"]}
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Permission Management
Creating Sub—account

Last updated: 2025-04-27 17:47:57

Overview

this document mainly introduces how to add a sub—account to a root account and assign a certain level of
resource management permissions to the sub—account, taking "Sub—-user" as an example.

Operation Steps

1. Log in to the CAM console with the Tencent Cloud root account. Select the left menu bar User > List of
users.

. Enter the user list page and click Create User.
. A user type selection interface pops up. Select Custom creation for the sub-user.

. Select "access resources and receive messages" and click Next.

a A W N

. Fill in the required information for the Sub-user. You can customize the "username”, corresponding phone
number, and select "console access" as the access method. After selecting console access, you need to
set the password for this Sub-user. If you plan to access through API, it is recommended to choose
"programmatic access", as shown in the figure below.
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sEEERNLEREE O
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[ E5:i]
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6. After setting the password, click Next to perform identity verification using the mobile verification code
bound to the root account.

7. Enter the authorization interface, enter the predefined "policy" in the text box, check it, and click Next to
enter the final confirmation interface.
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8. Click Complete, indicating that the root account has assigned a certain "policy" to the "sub-user".

9. After the root account creates a Sub-user, the Sub-user can access the Tencent Cloud console through
the assigned sub—account. Generally, view the user details page of the Sub—user under the root account.
The console login link is shown on the right of the page (as shown in the red box in the figure below).

HUEIRIE
ITHEEE biicSE o ZREER
RIESF
ttps:iicloud tencent.com count&usernam ]
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How to Configure CAM Permission for a

Sub-Account

Last updated: 2025-04-27 17:48:15

Overview

loT Explorer

This document mainly introduces How to grant sub—accounts product-level access control permissions.
Product-level access control permissions can let sub—accounts have access control capabilities for products
they create themselves or products created by the root account for them. The root account has created one
or more products and devices, which are assigned to different partners in two ways. As shown below:
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Create by Policy Generator

Creating a Policy
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1. Log in to the CAM Console with your Tencent Cloud Main Account, click on the account in the upper right
corner, and turn on access management.
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2. Click Policies > Create Definition Policy. Select "Create by Policy Generator" as the policy method.
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loT Explorer

3. Select the service iotexplorer. If necessary, to grant all APIs permissions to the sub-user, just select all

operations.
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If necessary, specify APl access permissions for the sub-user and select the corresponding API as
needed. For example, select API: GetCategoryPanelsByCategoryKey.
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4. Resources can be selected as all resources or specific resources as needed. After completion, click Next
to associate a policy.

Associated Policy

1. Click "Select User" to grant permissions to the specified sub-user.
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2. After selecting a user, click Confirm > Complete to take effect.
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Create by Policy Syntax
Creating a Policy

1. Log in to the CAM console with the Tencent Cloud root account and click Policies in the left menu.
2. Enter the Policy page and click Create Custom Policy.

3. Select Create by policy syntax.

4, Select template type, check Blank Template, and click Next.

5. Fill in the Custom policy name and edit the policy content according to the policy template.
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1 {

2 "version': "2.0",

3 "statement": []

4 b

Below is a sample code:
+ Example of allocating all permissions to a sub—account

"version": "2.

"statement": [

[
1

"action": [

L]

] 4

"resource":

"effect": "al
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Policy description as follows:

O Resource corresponds to projects and products. If you want to authorize a certain product ID of a
certain project ID of the root account to a sub—-user, you need to add the following four items in the
resource part. The red marking indicates the parts to be replaced: your_uid is the user account ID,
your_project_id is the console project ID, and your_product_id is the product ID within the project.

"ges:iotexplorer:gz:uin/your_uid:project/your_project_id",
"gcs:iotexplorer:gz:uin/your_uid:project/your_project_id/",
"qcs:iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id",
"qcs:iotexplorer:gz:uin/your_uid:project/your_project_id/product/your_product_id/*"

O * indicates all operations.

O Effect: allow means permission, deny means not allowed.

O Instructions for using project policy syntax, please see policy syntax description.
» Disable partial permissions of a sub-account

Example code (here, the example disables sub—accounts from deleting products and devices):

"version": "2.0",
"statement": [
{
"action": [
mxn
]V
"resource": [
"gcs::iotcloud:gz:uin/your_uid:*",
:iotexplorer:gz:uin/your_uid:project/your-project-id",
s::iotexplorer:gz:uin/your_uid:project/your-project—-id/"
::lotexplorer:gz:uin/your_uid:project/your—-project-—
id/product/your-product-id",
"gcs::iotexplorer:gz:uin/your_uid:project/your—-project-—
id/product/your—-product—-id/*"
]V
"effect": "allow"

"action": [
"iotexplorer:DeleteStudioProduct",
"iotexplorer:DeleteDevice"

I

"resource": [

"gcs::iotcloud:gz:uin/your_uid:*",
"gcs::iotexplorer:gz:uin/your_uid:project/your—-project—-id",
"gcs::iotexplorer:gz:uin/your_uid:project/your-project-id/",
"gcs::iotexplorer:gz:uin/your_uid:project/your—-project—

id/product/your-product-id",
"gcs::iotexplorer:gz:uin/your_uid:project/your—-project—
id/product/your-product-id/*"

] 4
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"effect": "deny"

When a sub—account logs in to the console and deletes a project or product, a pop—up window will prompt
no permission:

O EXAEEE FEFINE

i~ m FER HEH [=h=2i3]

Enter the relevant APl name. For example: DeleteStudioProduct (delete product), DeleteDevice
(delete device). For other specific APl names, see the relevant APIs in AP| Overview.

Effect: allow means permission, deny means not allowed.

Associated Policy

1. After the custom policy is created, enter the User > List of Users page and select the sub—account to
which you want to grant permissions.

2. Click the user name, enter the user details page, and in the "Permission" column, click Associated Policy.

3. Search for the policy name you just created, select it, then click Confirm to complete granting the
permissions defined in the policy.
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