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2. EXiZzB R T device_info.json X4,

> vi device_info. json

m oo

"auth_mode":
"productid” '
"productSecret™:"

m m

"deviceName" :
"key deviceinfo”:
"deviceSecret”

"cert_deviceinfo":
"devCertrile”:"
"devPrivateKeyFile":"
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./cmake_build.sh
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|12019-05-07 :33|device.c|
Product_1ID: , Device_Name: dev001

[|2019-05-07 21:51:33|HAL_TLS_mbedtls.c]| Connecting to

.lotcloud.tencentdevices.com/88

[2019-05-07 21:51:33|HAL_TLS_mbedtls.c]| : Setting up the

/ structure. ..

[2019-05-07 21:51:33|HAL_TLS _mbedtls.c]| 25 : Performing the

/ handshake. . .

[2019-05-07 21:51:33|HAL_TLS_mbedtls.c]| 69) : connected with

.lotcloud.tencentdevices.com/8

[|2019-05-07 21:51:33|mgtt_client.c| (115) : mgtt connect
with id: ZPEm9 success

[2019-05-07 21:51:33|mgtt_client_subscribe.c| (129) :
topicName=S$template/operation/result/ /dev001 |packet_1d=35313|pUserdat
a=(null)

[2019-05-07 21:51:33|shadow_client.c| (63) : shadow
subscribe success, packet-id=35313

|2019-05-07 21:51:33|1ight_data_template_sample.c| (222) :
subscribe success, packet-1d=35313

|2019-05-07 21:51:33|shadow_client.c| (173) : Sync device
data successfully

[2019-05-07 21:51:33|1light_data_template_sample.c| (496) : Cloud Device
Construct Success

[|2019-05-07 21:51:33|mgtt_client_ subscribe.c| (129) :

topicName=S$thing/down/event/ /dev001 |packet_id=35314 |pUserdata= (null)
[2019-05-07
21:51:33|1ight_data_template_sample.c| 370) :
data template property=power_switch registered.
12019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=color registered.
[2019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=brightness registered.
12019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=name registered.
[2019-05-07 21:51:33|1ight_data_template_sample.c|
template propertys Success
[2019-05-07 21:51:33|shadow_client.c| 384) : Request
Document: {"clientToken":"BKDDAHRGRX-0"}

[2019-05-07 21:51:33 |mgtt_client_publish.c]| (337) :

publish packetID=0|topicName=Stemplate/operation/ /dev001 |payload=

{"type":"get", "clientToken":"BKDDAHRGRX-0"}
05-07 21:51:33|shadow_client.c| 63) : shadow
subscribe success, packet-id=35314

|2019-05-07 21:51:33|1ight_data_template_sample.c| (222) :

subscribe success, packet-id=35314
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[|2019-05-07 21:51:33|shadow_client.c|

[2019-05-07 21:51:33|shadow_client.c|

Document={"clientToken":
{}},"state":{"reported":
{}},"timestamp":1557236
":"get"}
[2019-05-07 21:51:34|1light_data_template_sample.c|
{"version":0, "state":{"reported":

A A

{"power_switch":0, "color":0, "brightness":0.

ANNA

"clientToken" : "BKDDAHRGRX-1"}

|2019-05-07 21:51:34|shadow_client.c|

Document: {"version":0, "state":{"reported":

15

{"power_switch":0

,"color":0, "brightness":0.0000C
"clientToken":"BKDDAHRGRX-1"}

[2019-05-07 21:51:34 |mgtt_client_publish.c|
publish packetID=0|topicName=S$template/operation/
"update", "version":0,

{"type": "state":{"reported":

{"power_switch":0,"color":0, "brightness":0.00000

"clientToken" : "BKDDAHRGRX-1"}
[2019-05-07 21:51:34|1light_data_template_sample.c|
(reported) success

2019-05-07
21:51:35|1ight_data_template_sample.c|
update response,

[|2019-05-07

response ack: 0
21:51:40|1ight_data_template_sample.c|
{"version":1, "state":{"reported":

A A

{"power_switch":0, "color":0, "brightness":0.

00
"clientToken" : "BKDDAHRGRX-2"}
[2019-05-07 21:51:40|shadow_client.c|

Document: {"version":1, "state":{"reported":

~

{"power_switch":0,"color":0, "brightness":0.000000, "name" :

"clientToken":"BKDDAHRGRX-2"}

4. Light Demo iEFERS LIREIERIALF S, HEENNT:

{"version":1, "state":{"reported":

00000

{"power_switch":0,"color":0, "brightness":0.

"clientToken" : "BKDDAHRGRX-2"}
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Publish message to device: topic:

$thing/down/property/F \/dev001, QOS: 0, ID: 0
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{"cid":24,"lac":24,"speed":0.240000,"direction":0.240000, "altitude":-999.760010,"signal_value":0.24000

0,"satellite_count":24,"fuel":0.240000,"analog":

{"id":"000000000000000000000024","name":"024","value":"000000000000000000000024"},"longitude
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FEER
paEE ORE:7 v Nodejs 12.16 Node.js 12.16 TR 72 [4 T v
#H URL O ke g ZFE %3 - &
WsE @ RREER ©+ S app.js X
N v HTTP-EXPRESS-51C8H-KOMX src > JS app.js
A%EN S sEeh const express = require('express')
ASWIER const path = require('path')
e HRE ~SI|'C t app = express()
‘ > layer
EBBEL MBAT > node_modules

{

s app.js app.get('/*, (req, res) => {
res.sendFile(path.join(__dirname, 'index.html')

H

index.html

{} package-lock.json

c &

{} package.json

$ scf_bootstrap

serverless.yml app.get('/user', (req, res) => {
res.send( [

[

B

£ src.map
yarn.lock

title: 'serverless framew
link: 'https://serverles
,

}

SRS ©

IRIFRE: BR=IE (16F) BREEAR 837 #82m



CSEE) Hgﬁi*{if& MBRRFREE

FEETRRBEFZ app.js B9, BESE app.js PaY const ALAI31TB, F app.js FEI app.get BizLFE

st express = ('"express')
st path ("path')
st bodyParser = body-parser') ;
shal = 5 1");
app = ()
(bodyParser. ());

(req, res, next) {

const token = 'test';
const { signature, timestamp, nonce } = req.headers;
let tmpStr = [token, timestamp, nonce]. (). (-
tmpStr = (tmpStr) ;
if (tmpStr === signature) {

()7

> {

('"Forbidden') ;

('/test', checkSignatureMiddleware, (req, res) => {
st { echostr } = req.headers;
('Content-Type', 'text/plain; charset=utf-8');

(echostr) ;

app. ('/test', checkSignatureMiddleware, (req, res) => {
const params = req.body.payload.params;
console. (params) ;
res. ()7

F);

6. BREBRRE, EESIAFEMKIRE, P82 body-parser 5 js-shal, fEXBRIEREMNEHIEIFER > LR, &
BERBRIRPHASS: cd src A src BR, EEDEASS npn install body-parser Hl
npm install js-shal ZEREIMKIRE,

IRIFRE: BR=ItE (It ) BRSEATF £538 #82m




Serverless

O RYRS

Serverless [ZFl

ASWIfER

EBEMHE4

Grmil g ©

& http-ex

& URL
BEER
BE&Ef
FREER
HERS

7. FERBRER

< http-e x %
RYEE RBRE BEE ERER
e E—
IRAEE @ EHEE v
|| 42
flaER O mE owE EE RN
HREE [ s
Rk URL Vv HTTP-EXPRESS-HQ7C
> wvscode
BIRER v stc
ey > layer
AEEH > node_modules
HEER —
¢ index.html
HEAE {} package-lock.json
{} package.json
= scf_bootstrap
serverless.yml
= src.map
yarn.lock
- wx EE

> type-is

> unpipe

> utils-merge

> vary

{} .package-lockjson
)5 appjs )
index.html L
{} package-lockjson
{} packagejson
$ scf_bootstrap

serverless.yml
£ srcmap

yarn.lock

{} package-lockjson

{} packagejson
> KR
> HiEs

¢~ Cloud Studio

®0A0 BIEEAEXT BHEEXA

rec_cet

ASER

Nodejs 12.16 Node.js 12.16 FFRHTE [2

AR

DK

EES..
it

BATERES..

index.html')
EEES..
EERINERES...

token =

, res, next) {
token';
{ signature, timestamp, nonce } = req.headers;
let tmpStr = [token, timestamp, noncel.sort().join('');
tmpStr = shal(tmpStr);
console. log(tmpStr, signature);
if (tmpStr === signature) {

next();
} else {

res.status(403).send('Forbidden');

1
4

app.get('/test', checkSignatureMiddleware, (req, res)

echostr } = req.headers;

'Content-Tune' 'tayt/nlain: charset=utf-8'\):

x cd src

npm install body-parser D

MEXMFLTES

RS T 2

T -

=] (;e

RERS IR

zsh
zsh src
zsh src

171, 501 (Bii%189) %2 UTF-8 LF {) JavaScript Q)

gslaRmEs EREsnE

HiZfE, BETEIEKEPIIEEE, BIRMINERE Web RS3, SCF 2Bm1ERNZ Web IRSS, £58 -
10 RRASRT “SBERI”

IRIRERE: BR=ITE (1bF) BRSEAE
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Serverless & http-e

RHER
O EHHS
- ]
Serverless i
FEER
HRERE
B
H# URL
RYERE -
AEEN
FHREH
EBEHRE
i) BEES

GRS ©

S SRR |5
ol S IE] -

S app.js
index.html
{} package-lock.json
{} package.json
£ scf_bootstrap
serverless.ym|
£ src.map
yarn.lock
{} package-lock.json

> A

&~ Cloud Studio

(303

app.use(bodyParser.json());

app.get(*/*, (req,
res.sendFile(path.join(__dirname, 'index.html')
]

unction checkSignatureMiddleware(req, res, next) {

st toke en';

st { timestamp, nonce } = req.headers;
tmpStr = [token, timestamp, noncel.sort().join('');

tmpStr = shal(tmpStr);

console. log(tmpStr, signature);

if (tmpStr === signature) {
next();

} else

+ http-e; x cd src
=+ src npm install

added 51 packages, and audited 52 packages in 1s
3 severity vulnerabilities

To address all issues, run:
npm audit fix

Run ‘npm audit’ for details.
=+ src

®0A0 EMRREMAN EHBEXH

1. BR YBENALEFEEFES , EREAPWZA RIS,

2. PERANFEEEIERE > NS5, BRpEHNGIETIFRTAIFHERAN
MR WA “HTTP_Forward” sSEHERA.
MR : MAEREEFRTRBMENEEER.

BN

HTTP_Forward

H BRI TIR BRI R BIE=THTTPARSS]

BUE

3. MNEXERIESRME, PERE, BRSNS,

ECEEAINS |8

IRIRERE: BR=ITE (1bF) BRSEAE

ik

MEXMFLTES

RIBRSHIN 2

Blzsh-sre @ @ - ~ X

c &

2]

719, 5117 =& 2 UTF-8 LF {} JavaScript (2

IR ERERINR O
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https://console.cloud.tencent.com/iotexplorer

@ Hﬁ‘fﬂﬁ WEBENARES

3k
1. TEHINS | FIREZERICIZMINAIHMN HTTP_Forward, B2EMNSIRSRIEFIRIEE, #ANNSIZEERE.
2. PETEMEBIBEGNMRE, EEEERIISEHIER.

#M3|EE / HTTP_Forward T RO 2
EAER e
M7 HTTP_Forward
AURS  BEA
FUEAR
HESIE O s@u‘miﬁ

$(productid)/$(devicename)/event

b SELECT FROM '$(productid)/$(devicename)/event'

THIRME @

TR

B G

HRIRRITHIRE

il

T /R

3. FERIEMNRE, MANEFNTER.
FE: WA, REBIRE LIRRFTE JSON #iEi#TIEAR
Topic: BEFEFXIMAIFMm. EFNIXEPFAZN~RERRE, FTLRFREG, HEFELRE, RrEs!
ERERZFRTRENRE; RE—SRIFERINEE, SEFWERERELER.
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O BHS

GRAEHANY

FHe | -

R0 0O ) L BEIS. = FRMEE,

HBIE300NFRF
Topic * $$‘zi§%
LERE

YIRELE I IR

EMBETFFE, HF. &, (L)L e L

-
I

CEE; A

ul
Al
S|
(N

B/ DE. +&Rr—%, (ERH+EE, Fet+aaal; KERSI1-64(L

4

RS, S AHBLI00M R

e BH

4. pERERE, SEEREMNREE, RABNERNTEFFIRIME TOPIC RiFEHE SQL.

WS |ZE / HTTP_Forward

2FER

i HTTP_Forward

UUIEVS EXA
WA
TR O
) $thing/up/property/FT CKN/+
‘\;Sii\ SELECT * FROM '$thing/up/property/F". AN
THIRME
T AR

RS
ThiR{FRE

FRET 2

fRiE

4RiE SQLEE

G

MEXMFLTES

1. TEHINS | EFIREZERICIEMINAIHNN HTTP_Forward, BEMNSIRSHRIEFIRIEEEE, HAMNSIERERE,

IRIRERE: BR=ITE (1bF) BRSEAE
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@ Hﬁ‘fﬂﬁ MBRRFREE

HIMIS|EE / HTTP_Forward BIRTIoTHASSE (2 (#FEEmE 2
HFER g

M HTTP_Forward

ARS  BRA

AES RERKTS R EUR AR = IHTTPRRSS

iR O 8 SOUER
Topic S$thing/up/proper:
S7IS0OL SELECT * FROM '$thing/up/prop
ThiIRME E
a
T A
m

2. TEfTHERIEE “BiRERBISE=SES (Forward) ” . &F API ittht3:8%$F “GEAEHE HTTP IESibt” .
HTTP it b2 spEH SCF BanErkRY URL ik, HERBML /test o 2B

https://service.***** apigw.tencenttcs.com/release/test o
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@ H%\_L:HE MBRFLETEE

AxhnERm X

@ BHEESRERIISE=FHTTPSIES . A% EEX 2 THRUOEHF
RHTTPARSRUTHIERRF S50

1T

R R EISE=730RSS (Forward ) v

APIBAE: +
O EEEBEHTTPIRS

*****

https://service. .apigw.tencenttcs.com/release/test @

1Zhnstitoken

Token: (i) *

test @

3. BAit “IBGINEM Token” , BHIA test , iZ Token %75 SCF HREERS T app.js BENXHI Token H—H.
4. BEERTF, SRHNTHERE.
5. REMNIGIE5IXR, SZMURESRER BA.

EHAeE

1. 80 “igEEARLRSE" , EEERIERLIREE. 8 LRNSEEXTREESHNC I EFENBRTm. REF
B¥—H., H4—H SCF BEE ST ETENEHEIRE
2. A\ SCF HWRARSS, pHHEHENMN, TESE SCFTHHNAE, A=RETINHIRE LRIMIREIE M
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https://cloud.tencent.com/document/product/1081/103900

@ HE\.L;HE VBRI RFE

& http-exerr o ax EB BRSNS [
BEES
IRAER
O BEEanHBIEESRECLSRE, BIZRSREEHIE X T20225F0R500:52R%, IREERNTEERSRANE, AW [BHEE] sk, ik clss
PlEEE HE 2RI ENFREREES, BRFEER.
fREE
Fi# URL BRARE  BRRE
[y iad EE\
HisfR SLATEST v 28A% v
. Q
BEEH 1555 v 2023-08-3116:18:35 ~ 2023-08-31 16:33:35 [T
FREHR
#BA= 2023-08-31 16:33:32 EEp  EKId: 97740d493d20057020824511004621f1 BIVEBHERRASE B
HERE
fifjE]: 2023-08-3116:33:32 iEfTHIE): Ims  iE/77977:10.806434631347656MB
2023-08-31 16:33:29 G|
2023-08-31 16:33:25 o] B 0
START Requestld: 9740d493d200570a08a451100d621f1 G
2023.08.31 1633:22 ——— { color: 1, power_switch: 0 }
o END Requestld: 9f740d493d200570a08a451100d621f1
/|
Report Requestld: 9f740d493d200570a08a451100d621f1 Duration: 1ms Memory: 64MB MemUsage: 10.81MB &
2023-08-31 16:33:19 BFARkY)
B
2023-08-31 16:33:16 G|
2023-08-31 16:33:12 BRA
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@ H%izﬁﬁ VERFLTEE

REFIEFES
MQTT.fx [RERZAN AN LZFS

mIEE#HATE: 2024-10-13 10:58:21

RMFins

MQTT.fx 2BaiERI MQTT £EEERIR, B3 Windows. Mac. Linux #ER%, aILAREIIERE I SYIBERTT
EFE (EHRFES) #TEE, HEHAHITIES. 88 MQTT HYXNMEIFER MQTT HYT4E .

AHEEENBMNDTER MQTT. I IRFEEIBNZMEMA LTS, WTED MQTT.fx B2& MQTT Client ID. User
Name & Password F£%, IMIQFEEBESHITRER . £ MQTT.fx 1.7.1 for Windows R&H6, FRF
V1.7.1, &¥ MQTT.fx 5.3 R,

MEPER

TE MQTT.fx FHEEFS

1. FHHRE MQTT.fX EPFi%.
2. T MQTT.fx EFinizR, BEHiRE.
3. HARERE, HBE “+7 , QIR HNEEXH, BMABENXEMR Profile Name, Profile Type & MQTT

Broker,

@ Mot 17 - o

File Extras Help

B orcow - I oisconnect [ ]
Edit Conneciion Profies A

[ETED subscribe  Scripts  Broker Status Lo oo

MQTT Broker Profile Settings

XD ser Credentials  SSL/TLS  Proxy  LWT

[+~ ==

el R E S

IRIFRE: BR=IE (16F) BREEAR 5546 #82m)


https://mcxiaoke.gitbooks.io/mqtt-cn/content/mqtt/01-Introduction.html

@ H%\_EHE MIBXRMF LTS

4. 155 MQTT Broker Profile Settings #1 General t8XE2..

——— °
[ETED subscribe  Scripts  Broker Status Lo
i WMQTE
+ - o
2%k
2H izl
Profile Name BREENXZEMR,
MQTT BRSZEgEEtbht, MRS EAN:
Broker PRODUCT_ID.iotcloud.tencentdevices.com, iX2 PRODUCT_ID hZEE2#, B
Address PHEANSIE= R B E/RI ™ Mm 1D, B0
T****DS8G.iotcloud.tencentdevices.com,
Broker Port MQTT IRSBEEiEZIRO, BEA: 1883, ANEEHMZHIMELEBN~ R, ikAXA2
1883, MNEEFIBEE88831EOEN, EIUERIEBIMEREF~RBITIEAN
Client ID MQTT HHYEFER, IZEBYEXRIBISLIREN: &=m ID + 18883,
mn: "TXXXXDS8Gdev001", TXXXXDS8G £/ ID, dev001 2iRTERiR.
Connection PSS BRAE (%) .
Timeout
K Ali N,
eep Alve OUkEREEE (8) .
Interval
Aut .
wo W RN
Reconnect

5. i User Credentials, #E5 User Name #1 Password .

O User Name: MQTT tHY=FER, IREBMIBXMIBELIREN: @& ID + 8% + SDKAppID + connid+expiry.
SR~ MBI Er mIERRF = RIFIBERESE ProductID,

IRIFRE: BR=ItE (It ) BRSEATF 547 H82m)



@ H%izﬁﬁ VERFLTEE

g: "TO****DS8Gdev001;12010126;E4F3Q;1591948593", {X&iRfIHhaI=m ID + iIREZEIA, FEA=
M SUFBSHFLRMINIRSEEAN SDK BiEn, taHFEERM £/ TE Bai%Em.

Password: Password %5085, APeILMERESIRME £/ TE Bah&ER Password, tBRILUREENY 5
sh&ERk Password

[N Edit Connection Profiles

Alot
loTCloud Profile Name
M2M Eclipse . _,\\\ -
Profile Type  MQTT Brok - H
local mosquitto B Q roxer L ¥ &
MQTT Broker Profile Settings
Broker Address
Broker Port | 1383
Client ID Generate
General BEBESR@CELENEEN SSL/TLS  Proxy LWT
User Name
Password
S =3

6. SERLA LEERER, 2 Apply 1 OKE{TRE, HERENHHEPIEERIZ IZINHR, BF Connect,
7. A LAEFRERAEER, RIEMRINEEMIKNALRES, BaHTRBIITRASERE,

Extras  Help
| 2 « 0
D subscribe  Scripts  Broker Status  Log

&RE UserName 5 Password

1. N Z5E , BE “AHIF” , UBRER, PERESHEATRARR, SRR, AAFRER.

FER

mmETEE ‘HREEMBIRBNT , RASEMNUIEMEEREL. EHS.

IRIFRE: BR=IE (16F) BREEAR 5548 823


https://console.cloud.tencent.com/iotexplorer
https://iotmarket-1256872341.cos.ap-guangzhou.myqcloud.com/market/772011611/014fc7752c9ef6130dfa408c507da111.zip
https://iotmarket-1256872341.cos.ap-guangzhou.myqcloud.com/market/772011611/014fc7752c9ef6130dfa408c507da111.zip
https://cloud.tencent.com/document/product/634/32546
https://cloud.tencent.com/document/product/634/32546

O BHS

FrERTTR | HEFEER

SHFRN. WY, #EFE TS = FERFH) .

EEEE/BITRE/ T

eExm | RE | X

JEEAT | WiFi

s O

FiRE

PIGES.

BB SHRIEFBEE-RIEELR, BUSKMNES-RTAR

2RI ERL BENEE
R |

BETRBISNTH

- @\ RYEE, RETEII0DFR

2. PENIGEER “EEEKT” M, BEFNSRERN, PEMEREURIRE

=

@bmi

Efha s

i=&E i

3. FTENMUVMNIA 4/ ITE H@EERRE, EERPIEEIIUATINIE

B

crypto-js.min.js
. | README.md
e sign.html

@Eﬁﬁﬁ

IH,

oj

@ ZEFE

O EEEiEtEs. ENEEEIE, ETIEELE. BIESEEE. TeRIEESETEL

4. BEFEREFRATHBIGRESN, RIRBFH="HER ““mID” .

IRIRERE: BR=ITE (1bF) BRSEAE

o B

“RESM M “REENR” .

MEXMFLTES
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https://iotmarket-1256872341.cos.ap-guangzhou.myqcloud.com/market/772011611/014fc7752c9ef6130dfa408c507da111.zip

@ H%\_L:HE MIBXRMF LTS

FRIR | AR

V) e @ BEFE V) ZERE Q e
& dev001

@ h2023-08-0177t8, BFEHERHRIGHERNTRSMAIE.

REER  wEEREE EZHAT RE=RAT O REMAT  TRER

IS

IRBER

BEEN | FZR2ID 271h R Fx
BEEHE =1 EESIERA 2023-07-0317:43:34 B/ L EATE
HiERTE - RERE EVFHRA

o)

5. {7 Chrome #5528, HIF sign.html X, BEFRMTE, -2 “FRID” . “REBW . “KEFP B

BoREHRIRMATI ProductlD. DeviceName. DeviceSecret XAEH, FZEHEBIA%EE HMAC-SHA256, B
i Generate, MIRITEBzIER UserName 5 Password.

EMARSEER:
ProductID:
DeviceName:

DeviceSecret:

HmacBZ &% HMAG-SHA256 v

Generate

UserName:

Password:

6. SFIEzERA User Name. Password ) MQTT.fx k9 User Credentials X133 BifI3ZAHE
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@ Hﬁ‘fﬂﬁ MBRRFREE

BEETUWIREER

EFEZRiK Publish Tab, BMAEBREZTR. Qos Fk, B Publish #17%%.
Al Topic: $thing/up/property/ProductID/DeviceName (IRFLIREIBZIFSHIER Topic, EFMAEFER
ProductID 5 DeviceName & FAFEFELIZMIMNAR ) . KhiESHBERIERTE, A8 YIS

D subscribe  Scripts  Broker Status  Log
| Sthing/up/property/ Ml Povish ] BNBEEE AR topicZHR D o511 as2 Retained o

IAMaNIRE R ftopicIBA=E

EHERUED 55 PHENRERKATE DR LIRICR.

FERITR | EBEET BRI TRARRE 2

(v) mmm (v) weFs (v) zaFs O i=ni
& dev001

@ M2023-08-017F48, BEAFHEATIGHFRAITRHAIE.

RERER 2l mImZHTEE BERREE REFBEE TRER

WRBAS LT&AS O L&l

AEEE | B v topic  S$thing/up/proper C/dev001, $thing/down/pro... ¥
3095%h 10 ESS FEX ETR 2023-07-2517:09  ~ 2023-07-25 17:39 o}
B1E iR Topic BENE

{"method":"report", "clientToken":"123", "timestamp":1628646783, "params":{ "power_switch":1, "color":1,

2023-07-25 17:38:09.272 7 $thing/up/propert 'C/dev001 .
"brightness™:32 } }

REITAVREER

IEEZ PR Subscribe Tab, HBAITHERR Topic FfR. Qos F&k, B Subscribe #{TERRITIR, ITHRILRTED =5
& igEaEEE.
5l Topic: $thing/down/property/ProductID/DeviceName (IZ&FiTIA4IERY Topic, ERFzmimEIYERTRE

IRIFRE: BR=IE (16F) BREEAR 5551 #82m


https://cloud.tencent.com/document/product/1081/34916
https://cloud.tencent.com/document/product/1081/34916
https://console.cloud.tencent.com/iotexplorer
https://console.cloud.tencent.com/iotexplorer
https://console.cloud.tencent.com/iotexplorer

MEXMFLTES

O BT

PR EigFin, EMFMAIREEIE ProductID 5 DeviceName &g APEESCIZIIRNAS ) -

pr—

B — Yy
pubiish ([ENETT Scripts BrokerStatus  Log
Sthing/down/propert - AT Etopic [ huoscrol R
“$thing/down/property) Tev001 @D || sthing/doveniproperty/ dev001 1
o esspes | e | (UEEEEED) aoso

TEBRES, A= RRT I topick

$thing/down/property/ i/dev001
12.06-2020 11:47:03.42423115 QoS0
{"method" :"control”, "clientToken™:" ,"params”:{"power_switch:1,”color”:0, brightness™:50, "name”:""}}

Topics Collector (0) = av

Payload decoded by Plain Text Decoder

ENRSERRR, REAX, SERRERE, FABTRIEFES.
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@ Hﬁ‘fﬁﬁ MBRRFREE

PERFE R W mloTHALRE 2 EARGR

() ypam (V) eEmn (v) O wsm
& devl0l

@ H2023.08-0177, BFFMIHEHERERNTREEE,

aEEe  EEHEE 00 cREREE BEsEET BEAmEE FEER

TEIES BitBE FEST ermsEy [ aHRE

fTHEE

v 20230725 1747031 .. FiT i
FEATFE powaer_switch) D F
2023-07-25 17:47:03.143
. EEEHE
E# brightness) - 50 + % 50 -
“contral®
V21458 ¥
Hhicolar) Red v Red {"calor;0,"name"" "power_switch™1 "brightness™ 50}
. b 202307-25174G:218.. T i it
@i cobor_temp) % 0 ‘ N ' R

0G4
AT BB iname) B

ZBEE MQTT.ix BA, JERIZRIRRIZ TRAESIRSCEE:

[
]

Disconnect -0
publish [EMERINS) Scripts  BrokerStatus  Log
Sthing/down/property;
Sthing/down/property devont EB | Sthing/down/property devo01 1

DumpmMessages e (EEEETD Qoso

Sthing/down/property, /dev001

“parans* :{*nam

Topics Collector (0) San
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MEXMFLTES

O BT

BEEAE
EMQTT.fx L, g Log BERFASIIEIRIERAR.

File Extras Help

- Disconnect

Publish  Subscribe  Scripts BmkerStatus

2020-67-17

2026-67-17 576 5 r1p11||gl1anager
2020-67-17 BrokerConn Controller
2026-67-17 MqTeFX ClientModel
2020-67-17 MQTtFX ClientModel
2026-67-17

2020-67-17

Timeout reading appcast from URL *'http://www.jensd.de/apps/mgttfx/appcast.xml’’: 408 connect timed out
Found action with name: Switch Fountain Test

onConnect

MgrtClient with 1D levod1 assigned

session present: faise

onSubscribi

Error subscribing to topic: de.jensd.mqttfx.entities.Topicad139fe

e.paho
eclipse.paho.client.mgtt
de. jensd.mqrtfx.model.MqrtFXCli 1 s cli f 0 [IlllT'l fx-jfx.jar:?]
de. jensd.mqttfx.ui.subscribe cri ler.onS i i er.j 28) ~[MOTT.fx-jfx 1
sun.reflect.. Na[1\leHvaﬂA(Ce€=DrIm|.l'l i vokeH(Nauve Method) ~[?:1.8.8
orImpl.invoke(Unknown
sun.reflect.DelegatingMethodAccessorImpl. invoke(Unknown Source)

sun. reflect.misc.Trampoline. invoks

sun.refl lera(vdllatlmdn es,

sun.reflect.D

java.lang.ref

sun.reflect.mis

javafx‘f'xml,FXMlloaderGMethodHand r.invoke(FXMLLoader. java:1771) ~[jfxrt.jar:?]

javafx. fxml.FXMLLoader$ControllerMethodEventHandler. handle( FXMLLoader. java:1657) ~[jfxrt.jar

com. sun. javafx. event.CompositeEventHandler . dispatchBubblingEvent(CompositeEventHandler. java:86) ~[jfxrt
com.sun. javafx. event . EventHandlerManager .dispatchBubblingEvent ( EventHandlerManager. java: 238)

com.sun. javafx.event.EventHandlerManager.dispat j

com.sun. javafx.event.CompositeEventDispatcher.dispatchBubblingEvent{Compo: 1eEv—rnDl=pa(rI|er Java.

com. sun, javafx.event.BasicEventDispatche cl si entDispatcher.java:58) ~[jfxrt.jar:?
com.sun. javafx.event . EventDispatchChainImpl.dispatchE spatchChainImpl.java:114) ~[ifxrt.jar:?]
com.sun. javafx.event.BasicEventDispatcher.dispatchEvent(BasicEventDispatcher.java:56) ~[jfxrt.jar:?]
com.sun. javafx.event.EventDispatchChainImpl.dispatchEvent(EventDispatchChainImpl.java:114) ~[jfxrt.jar:?]
com.sun. javaf: si i .dispatrh[ven((ﬂasic[v nt[l P .java 55} -[jfxr(.jar:‘:]

com. sun. javaf:

com.sun.javafx.event. ‘BasicE

com. sun. javafx. event.EventD:

com..sun. Javafx. event . EventUtil. FireEvent Impl(EventUtil. java: 74)

com.sun. javafx.event.EventUtil.fi ntUtil.java 1.9} ~[jfxrt. ja
javafx.event.Event.fireEvent(Event. java:198) ~[jfxrt.jar

javafx.scene.Mode.fireEvent(Node.java:8411) ~[jfxrt. Jar.’]

javafx.scene.control.Button. fire(Button.java:185) ~[jfxrt.jar:?]

com.sun. javarf: control.behavior.ButtonBehavior.mouseReleas:

com. sun, javaf i i e

com.sun. javaf:

com. sun, javaf i R e wva:218) ~[jfxrt.jar
com.sun. javaf: even(.Lnmpcaiteiuent"andler 1apa(rhBuhhhngEven((LomuuanuEventHanmvr java:8 ?
com.sun. javafx.event.EventHandlerManager.dispatchBubblingEvent(EventHandlerManager.java:238)

com.sun. javafx.event . EventHandLerManager . dispatchBubblingEvent ( EventHandlerManager. java:191)

IRIFRE: BR=IE (16F) BREEAR 5554 #82m|



@ H%\_L:HE MIBXRMF LTS

EAMQT THIREHEANFES

IEEFATE: 2024-08-14 17:01:21

RM{FinR

MEXRMARFESRM TETMQTTHHNAMEEHEAG N, RIZ—RMEEITIEAIMBRALES, BIVRMALESTLIT
BEHTNRE. B8, 71X, HERRNEET LIRFIFAZFENEE. FNEEERESEMTEMENALZFESERHEEAN
BHEkT .

BIHRSRAF

ATEITENSRREEFZISHS, FEMFUTESLIE:
HRISMBXRMALZFEEIRSS

ME—SYEER Linux 1%, RIEARIE. i&17 light_demo #F.
light_demo £ Linux FETFKAISE, EEETF Ubuntu 16.04 kA&, gcc-5.4 (EBNED gcc-4.7+) o

RMEPR
EHAIRME

SIRmE

1. BR YERARFEEES , BETFARAFERNAESHsHEFWSTHEISeHl.
2. #AIRBYIRTE, PLHERE .

IME&: WA “BRkET HIHESH.

IMBER: ZERFFERIASHA R,

#FElnE X

3. HEEAGRIESRRME, REMT, BRRANEEE.
4. IE#FEMING, BIHES M.

R
1. HNZIRE N RIIRRE, PEREER.
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https://console.cloud.tencent.com/iotexplorer

@ H%\_L:HE MIBXRMF LTS

2. EEFRRE, B5FRENMER.
FREMR: WA “BRikT” EHETREMR.
FmmE: ER HEBREB > “AHZW” > “ERITERE” .
IR B®E “R® .
INERTU: iEF “BHRINE o
BEAN: BEREE.

HEHBAZINEDR
#iEEF S X
EREH | Ee
Ty, BV BF. TUSMEs. BESFEI0AFE
FRAE ST v AEEmY v | EBATEEEP -

pEsm ®E  7eE
IEAT IFHIAE

EEAL Wi-Fi 2G/3G/4G 5G BLE LoRaWAN == @
=y

3. FRERIESRARE, PERT, BTUSHEHE~ R,
4. F@RAERINGE, TUEFRIIRREEE “BhEkT .

EXFRYRE

IRIRERE: BR=ITE (1bF) BRSEAE 5556 #82m



O BAT
HEIFE “HgEkT” EBE, R SBmiERIREINEE
o RIS

FrtEThes EhJSON ZEJSON

REIREA RS, BREREE

IEEER!  ThEESER IR HORER  EEEE  HEEW
e i — 0-%
EBts * BBAT= power_switch TR =S 1-FF
0-Red
Btz =) color Lo =i e 1- Green
2 -Blue
elEiRE
EgSEAATEET, PEMRBISSE, 18E3H dev0o01,
Eigs *
FREFm =80
ZEER

F# Demo EF
T# lightdemo i@
B5%M GitHub T, T TER git S,

git clone https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c.git

MEXMFLTES

{&% Demo &F

Lik git SSHITRINE, %M —1 acloud-iot-sdk-embedded-c BHRo.
1. N\ gcloud-iot-explorer-sdk-embedded-c BFo.

2. EiZBRTH device_info.json 34,

> vi device_info.json

IRIFRE: BR=ItE (It ) BRSEATF

857 #82m


https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c

@ Hﬁ\fﬂﬁ MEXMFLTES

"auth_mode":"

"productIid”
"productSecret™:"
"deviceName" "

"key deviceinfo”:
"deviceSecret”

"cert deviceinfo":
"devCertFile™:"
"devPrivateKeyFile":"

3. B LEIBHEPIEIES BB RNEF ST RERFANME, PHEEFRE|FEN RFFER" PHSEHEE.
~m ID: BiEH&ar™am ID, S§1%LE productld,.
IRBEMR: BIEHANSEER, %% EE deviceName,
IREEA: BiIEHaNieEEA, SHE EE deviceSecret.

¥

1. LIAERREERIENENE, BITURE.
2. #£ gcloud-iot-sdk-embedded—-c BR FHITUA T HSH#1THIF

. /cmake_build. sh

3. wiERINE, &7 output/release/bin BRTX£H light_data_template_sample 147324 .
iZ1T Demo &F

1. ##A output/release/bin BZ.
2. A .llight_data_template_sample.
3. iBTRkING, RFEmERFINT:

INF | 20
Product_1ID: Device_Name: dev001
3|HAL_TLS_mbedtls.c]|
iotcloud.tencentdevices.com/8
/ 21:51:33|HAL_TLS_mbedtls.c]| 2 : Setting up the

S structure...

9-05-07 21:51:33|HAL_TLS_mbedtls.c| 251): Performing the
SSL/TLS handshake. ..

07 21:51:33|HAL_TLS_mbedtls.c| 2 : connected wi

X.iotcloud.tencentdevices.com

IRIFRE: BR=IE (16F) BREEAR 5558 #82m



MEXMFLTES

[2019-05-07 21:51:33 |mgtt_client.c| (115) : mgtt connect
with id: ZPEm9 success

[2019-05-07 21:51:33|mgtt_client_subscribe.c| (129) :
topicName=S$template/operation/result/ /dev001 |packet_1d=35313|pUserdat
a=(null)

[|2019-05-07 21:51:33|shadow_client.c| (63) : shadow
subscribe success, packet-1d=35313

[2019-05-07 21:51:33|1ight_data_template_sample.c| (222) :
subscribe success, packet-i1d=35313

[2019-05-07 21:51:33|shadow_client.c| (173): Sync device
data successfully

|2019-05-07 21:51:33|1ight_data_template_sample.c| (496) : Cloud Device
Construct Success

[2019-05-07 21:51:33|mgtt_client_subscribe.c|
topicName=$thing/down/event/ /dev001 |packet_id=3

2019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=power_switch registered.

[2019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=color registered.

12019=05=07
21:51:33|1ight_data_template_sample.c|
data template property=brightness registered.

[2019-05-07
21:51:33|1ight_data_template_sample.c|
data template property=name registered.

[2019-05-07 21:51:33|1light_data_template_sample.c| : Register data
template propertys Success

[|2019-05-07 21:51:33|shadow_client.c| 384) : Request
Document: {"clientToken":"BKDDAHRGRX-0"}

|2019-05-07 21:51:33 |mgtt_client_publish.c]| (337) :

publish packetID=0|topicName=$template/operation/ /dev001 |payload=

{"type":"get", "clientToken":"BKDDAHRGRX-0"}

[2019-05-07 21:51:33|shadow_client.c| 63) : shadow
subscribe success, packet-id=35314

[2019-05-07 21:51:33|1ight_data_template_sample.c| (222) :
subscribe success, packet-id=35314
2019-05-07 21:51:33|shadow_client.c| (114) : requestAck=0

[|2019-05-07 21:51:33|shadow_client.c| (117): Received Json
Document={"clientToken":"BKDDAHRGRX-0", "payload": {"metadata": {"reported":
{}},"state":{"reported":
{}},"timestamp":1557236942, "version":0}, "result":0, "timestamp":1557237093, "type
":"get"}

2019-05-07 21:51:34|1light_data_template_sample.c| (602) : cycle report:
{"version":0, "state":{"reported":

3

{"power_switch":0,"color":0,"brightness":0.000000, "name":"dev001"}},

"clientToken": "BKDDAHRGRX-1"}

IRIFRE: BRzITE (165 ) BRSEAS 5559 #82m




Document: {"version "state":{"reported":
{"power_switch":0, "color":0, "brightness":C
"clientToken": "Bk AH (—1"}

[2019-05-07 21:51:34|mgtt_client_publish.c|
publish packetID=0|topicName=Stemplate/operation/
{"type":"update", "version":0, "state":{"reported":
{"power_switch":0, "color":0, "brightness":C
"clientToken" : "BF AHRGRX—-1"}

[2019-05-07 21:51:34|1light_data_template_sample.c|

(reported) success

12019-05-07
21:51:35|1ight_data_template_sample.c|
update response, response ack: 0

[2019-05-07 21:51:40|1light_data_template_sample.c|
{"version":1, "state":{"reported":
{"power_switch":0,"color":0,"brightness":0.000000, "name":
"clientToken": "BK

|2019-05-07 21:51:40|shadow_client.c|
Document: {"version":1, "state":{"reported":
{"power_switch":0, "color":0, "brightness":C

"clientToken": "BKD

{"version":1, "state":{"reported":

{"power_switch":0, "color":0, "brightness":C

"clientToken":"BKDDA

5. #HRHF Light Demo IZFLFI(THRTS, REAEEHAEERREMNE.
BEERENES

1. {®#% light Demo EFERETIRE,

Request

(337) :
/dev001 |payload=

recv shadow

cycle report:

1"} ),

Request

MEXMFLTES

2. HNEHE > FRAR > RERE, TESIIRE “dev001” BIKEH “L&” KE, FR Demo EFCHKINERE LF

BFa.
3. PEEE, THAREIFER.
4. pHRERME, IERRE LIRIIFRFENSRSERHEHE.
O HAI HRMIBRHE: SERIRE HRNEHSE.
O Sl EIREIEAYERRYE: BREERIERETE,

BEER REEM wBEQFE GESH BETH BEFTRAE

HRIART ThEEER hsEEsiE HiEEE

power_switch BT = /R

IRIFRE: BR=ItE (It ) BRSEATF
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@ HE‘.L:H_E MBRRFREE

5. REER, UEEREENHE LIREE.

BEEREEEAE

1. BHREEE, TEZRERRITEEAE LTI,
o k7 TSRSk LRRIFRT AR,
o FiT: TIHEMNFEFE TREIREMHIE.

BEER wEEE wEHE BESG BETH BE FTEAFE LRI VEER wEEREF

7 T 30 1T FEX IRTR 2020-09-02 00:00 ~ 2020-09-02 23:59 =

e Hsses BiERE

el ek

LR
1. % Light Demo RINEREMBMARTAR, CAEEHARERRSIR, LHl, #AESEIL.

wEEH wEHE wESH =ETAH wEFMEEE THEEED TEEE

TREES BfEES FEES SFRE

HIREBFRMARIRTT HBEE : E : 2019-11-12 10:36:32

"method”: "report”,

BT «
(power_switch) "clientToken™: "3CBMGNNP82-315",

"params™: {

"brightness": 68

Ei&(color) Red - 3
S (brightness) - 68 + % 919-11-12 108:36:31
"method™: "comtrol”,
devo0i o "clientToken™: "clientToken-b9e@e@f2-1830-4c9b-9ffa-3FB5aBc62851"
ﬂﬁ_ﬁﬂﬁ(name} clientTlioken™ : clientlioken-| -1la39-4cC = a- aBch. »
ZEEv=E. fix. BEIERTSES TEE e A

"brightness": 68
T

3
H

== - L 4E#I4E: 2019-11-12 10:36:28

2. B=EIREN68, BBIREN “Red” , BHEEEX
3. & Light Demo &R, IJEEZIRINEIREITRRIESIE.

lighting ]| [color: ]| [brightness: ||| [[[[[]1]]]] 11 [dev001]

4. BEET2ETUTEE, REMDTETESIIRSEIR.

{

"method": "control",

"clientToken": "123

"params": {

"power_switch": 1,

IRIFRE: BR=ItE (It ) BRSEATF 5561 #82m



® H%\.L:HE VERFLTEE

"color": 1,

"brightness": ¢

5. BEERERE, UEEIIREREREITTES, H LREHBERIFLFENFERE,

IRIFRE: BR=ItE (It ) BRSEATF 5562 #82m



@ H%‘ﬂ:lﬁ WEBENARES

EABENEELTITHR

IEEFATIE: 2024-09-30 17:54:51

RM{FinR

MQTT BEMEEFEANFEEEATIREET DTU SBEMKBANMEMESHER. HREXZEEERVEXNALESH
PSR SSHEURY, ATLAEEGER MQTT EERXANER . EXMNABRT, ALRBAEESISH MQTT BENEEIRY
BENISRBHIE LEEIRIR . BEAIEAIIARE T BNAERAFEEEENEENEENRE LR, IRINMTEZZ AP| iziE
B B E OEE N AR E

BHRSRAF

ATRETRZISGR, FERAIMFLATESIE:
RISMBRMALFEERS . Bi% iTMENZNRS UZFEMRRALZES.

HE—aYIEEMIRY Linux KR, TTLARIE. 517 C SDK #iY raw_data_mqtt_sample 2R,

raw_data_mqtt_sample 7£ Linux FETMXFIEHE, EFEETF Ubuntu 16.04 kR4, gcc—5.4 (EiNZEL gcc-
4.7+)

RMFTER

SIEmE

1. R MERALRFEENS , BE “AHZA” EEARBIIRRTH.
2. pEEWME, EFERERE, ESREEXEE.

el *

1
1T

IMESMR: WA ‘BEXEERELR” FHMSR.
IMBfER: FREIFHERIESIE R
3. MBEFXERIESRME, BHATF, BRRMFERE.
4. IB#HERING, BIAHES M.

R
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https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/378/17985

O BHS

1. RECIRAIINIE “‘BENEERE LR , BEFRFR, #AZRBN-RIIREE, PEHRETR.

2. EHEFRRE, B5FaENMER.

FRITER | HEER

e
FERR TR raw_data

SR, =Y. HF. T& TR FERFR) . PENES. - @\ MES, BRETETNFR
FERRRRSR [ANFEEES BEXmE

EELE/BIRBE/T S O

BESIN WiFi v

BB S RIERERETROEESN, BNSHINESmITR

INEAT BERINIE IEBINIE

6= byl BEVEE ||®

EETBII80NFRF

F@mEMW: WA “‘raw_data” siEEREM,
FRmSE: EFIRERSE, FEE ‘BEER-S>BIRIE->(T
IRESER: EE 9E” .
INERTU: &F “BHRINE” o
BEH: BA Wi-Fio
iR &R “BEXER”
iR RIEFEHTES,
3. FRIERESRMRE, REFATF, MU HEFR.
4. FRIFERING, BaEFRIIRREEE “raw_data” .

REFR

PHIREIR > Topic 5% > &Ef€ Topic, ZF=mAIIENNA “‘BENEE" XBN, REFLFEWTEFRT.

IRIRERE: BR=ITE (1bF) BRSEAE

MEXMFLTES
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O BHS

FERFTA | raw_data

(v) migm

YIBXRMF LTS
(2 W

REFR Topiclz =im T

iE{&Topic RGtR Topic BENX Topic
TopictR IRERUR &
[Csthingluprawvz 16X/${deviceName} £ EEMIN AT, FERISRITAISON
5X/${deviceName} 1775
% a7

BEMYTT, HHFaihJSONEERAL
EEY

@ iHB:

FAaTSAPEREENX Topic BHEYX, LA $thing 7k Topic i
JS HIARBEITBEEEHIEIMIEREX, WHAER $thing/up/raw FFLEY Topic.
elERE

— il

FEFALET Topic, ER LEIBHIENERBENEEFIMNBNRRYIEN LT, T17 Topic.

miRARETEED, ERBEIFERIR
1. PHIRERR > HRBRT, WARESNA “dev001” , BEHEFERF

ImMESE X

=g dev001

2. BHRIREEIR “dev001” , HANIRFIFIBER, BE™m ID. RFSHINESERSER .. MBS EEEEERET
raw_data_maqtt_sample BRIEE(ER,

IRIRERE: BR=ITE (1bF) BRSEAE
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@ H%\_EHE MIBXRMF LTS

FERAFTA | raw_data

(v) i OF: i OF=i O =it
& dev001

@ M2023-08-01FFs, BRFHEIHIGHRRATRKESK,

REER LA =R RS BERWAS REAMEE TRER

BEER

HEET | d00t g FEID \ 6X I SR raw_data
e nyiTo0Q== I B 2023-11-04 18:14:28 BIE &R

EUERSE - GRS B

REER

T# Demo EF
& raw_data_mqtt_sample g

HA Linux £ (BiXERBRZ= CVM) , T SDK A RBELA T
o M GitHub F# SDK BiZ EEE=EM.

o FUTLAF git a5<93REN. & git clone ITAMUBERBEZENREHEMANLGE . HikM

i)

IEff.

fil

=
=

git clone https:

IRiE

1. £ qcloud-iot-sdk-embedded-c BR FHITIA TR <HITHIE

. /cmake_build.sh

2. RiERING, TI7E output/release/bin BR T YR raw_data_mqtt_sample 1173 % device_info.json 3%,
EREEM, BERE gcc IRFAEER8.50 L,

ey i

1. i\ output/release/bin BZ.
2. MALT&HS, BXiZzERTH device_info.json {4,

vi device_info.json
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https://github.com/tencentyun/qcloud-iot-explorer-sdk-embedded-c

O BT

MEXMFLTES

3. BUIBZKIEPHRIES ISR PIEHSLIZNRE “dev001” MMAY=m ID. IRESBM. REFPER.

"auth_mode"”

"productIid”
"productSecret™:"
"deviceName" {"

"key deviceinfo”:
"deviceSecret”

"cert_deviceinfo”:
“devCertrile”
"devPrivateKeyFile":"'

I

@ ID: g% “dev001” K™= ID, E#IEI_EE productid,
IREBW: 12T “dev001” B9IREBIR, EFIZ)LE deviceName,
IREBEH: 18T “dev001” KIIREFH, E%Z_ELE deviceSecret,

4. {#1% device_info.json 3{4BpH],
iE1T Demo EF

#A output/release/bin BZ.
2. B .raw_data_mqtt_sample F#i7,
3. IETRINGE, MBI TFELIERT.

|HAL_TLS_mbedtls

|HAL_TLS mbedtls

|HAL_TLS mbedtls.c
108:42:58|mgtt_client.c|IOT | MQTT_C
] |raw_data sample.c

: Setting up the SSL/TLS structure...

Performing the SSL/TLS handshake...

: Connecting to /ALMUQGF, iotcloud.tencentd
: connected with fALMUQE! otcloud. tencentde
}: mgtt connect with id: gkkSg success

ce Construct Success
topicName=$thing,/down/raw/ALMUQGFAB3/devedl | pack

) H 5ub5fr1be success, packet-id a
2 raw_data published dump:

Z2:58|mqtt_client publish.c|qcloud 1ot mgtt publish(345): publish packetlD=U|topicName=$thing/up/raw/ALMUQEFAB

51 |mgtt_client connect.c|gcloud iot mgtt disconnect(474): mgtt disconnect!

2:51 |mgtt_client.c|IOT | IDTT Destroy(

mgtt release!

4. Demo EF& LIRMIERIT S, LREIEATH16HHIEIE.

AA 55 01 00 00 00 00 OO 01 01 1E 0O

EERELLIRNE

HN MEBERMALTFEENES > FRAR > BEER, BHIRESEM "dev001" #ANREIFBER.

2. pHERBRRES, RASET “EEEE

IRIRERE: BR=ITE (1bF) BRSEAE

, BIRIEER A EEZRE LIRIEIRE,
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https://console.cloud.tencent.com/iotexplorer

O BHS

FFRITA | raw_data

(v) ez (v) wmms (v) =ams O =it
& dev001

@ M2023-08-01FFA, BEFFHEIHOGHERMNTRBRSE.

REER LR e i=h RERKREE REAWAT TRER

wEES || mEB® @A © O samE
17 T 309 17\ &K [N 3K 2023-11-04 17:51 ~ 2023-11-04 18:21 m
Ad1E b S Topic g
2023-11-04 18:20:13.072 17 $thing/up/raw 3M6X/dev001 qlUBAAOAAAABAMAA
2023-11-04 18:20:07.570 7 $thing/up/raw/ M6X/dev001 qlUBAAWAAAABABOA
2023-11-04 18:20:02.070 7 $thing/up/raw/W 3M6X/dev001 qlUBAASAAAABAVSA
2023-11-04 18:19:56.571 i3 $thing/up/raw/W 5X/dev001 qIUBAAOAAAABAGSA
2023-11-04 18:19:51.069 i3 $thing/up/raw/\* '6X/dev001 qlUBAAKAAAABARIA
2023-11-04 18:19:45.569 17 $thing/up/raw/W 3X/dev001 qlUBAAgAAAABAICA

3. LE Topic FlmigEmzix&mEEEH Topic, BIESIIBHIEFNBIENTE base6d RBEHISIR.
EREEEERNEREIRE

MEXMFLTES

1. SRENRHEHEREEXEEHY LSRN, I8E RE5EEESES = API Bi&ER E%EiH TRETER.

2. API Explorer Bid TEMTEFR=.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/product/1081/50983
https://console.cloud.tencent.com/api/explorer?Product=iotexplorer&Version=2019-04-23&Action=PublishMessage&SignVersion=

@ HE‘.L:HE MBRRFREE

API Explorer  #BARFFEFE (OTEXPLORER) v ' RS, BRTH A

Q P:JblishMng‘sage’ - DA% Qg KBt HEHAM S84 S BERE B'EE 88
otexplorer 2019-04-23 &¢
WA —
ElFHRERED
U Region () O 8 EIAPIRSERERTAISME, MG
HEE P N | AETERREER A, RAERLPOSTRIER SRS MBS HEI AN,
[— R T ap-guangzhou ’ IBFSETECRE, BVGFERRT R T RARE, ANRASAERTARY
- e - RIS, MELLESIERESE, HEER. 2%,
HERSTEE B/
KTRRPCEE JSON S 1¥3r%?1]’ 116
REEEIESEH Productld [¥] @ ®
BT ENE Wi 3MBX (%) IR R ARz HXLiEK
REUSERXRENFIRES IR DeviceName [#] @ @ ( L
“Response”: |
FFELREEIENRBPYIE dev001 (%) “Requestld”: “£23d9c51-6600-4baa—abdf-8127d9987865”
HRERAIRESIE Topic []© @ }
N N . & 23d9c51-6600-4baa-abdf-8127d998f865 AHZHHSR 2
E $thing/down/raw/W" 3X/dev001 (%) '
EAER SR

Payload [#] @ @

EHPERIRENINRIRENFIRETIR

qlUBAAgAAAABAICA Q

RENRKEBERIFIRETIR
Qos (££45) [#] @ @

ERELENRXIRE

0
ERREFE
R PayloadEncoding (%:12) [#] @ @
e | base64 (%)

O mresszn @il BRmS RRESH v

3. EREEGIRUESERFRIRE], |E(T . /ravw_data_mgtt_sample -1 10 GSEREITFS, RSEEUEBKES
ERIUESIRN .

4. 5F% demo EFEWEIZIR FTRRMESIREY, NTEIGBEZEPIIR 16T

AA 55 @1 00 26 00 00 00 01 01 38 00
DBG|2023-11-04 18:40:22|mqtt_client_publish.c|qcloud_iot_mqtt_publish(346): publish packetID=0|topicName=$thing/up/raw/W3VZ6IBM6X/devoel |payload=€)
DBG|2023-11-04 18:40:28|raw_data_sample.c|_publish_raw_data_msg(223): raw_data published dump:

AA 55 01 00 27 00 00 00 01 92 3C 00
DBG|2023-11-04 18:40:28|mqtt_client_publish.c|qcloud_iot_mqtt_publish(346): publish packetID=0|topicName=$thing/up/raw/W3VZ6IBM6X/devool |payload=€)

DBG|2023-11-04 18:40:33|raw_data_sample.c|_publish_raw_data_msg(223): raw_data published dump:

AA 55 01 00 28 00 00 00 01 92 40 00
DBG|2023-11-04 18:40:33|mqtt_client_publish.c|qcloud_iot_mqtt_publish(346): publish packetID=0|topicName=$thing/up/raw/W3VZ6IBM6X/devool |payload=€)

INF|2023-11-04 18:40:33|raw_data_sample.c|on_raw_data_message_callback(235):I Receive Message With topicName:$thing/down/raw/W: i6X/deveol, payloadlen:lzl

DBG|2023-11-04 18:40:33|raw_data_sample.c|on_raw_data_message_callback(238): raw_data reveived dump:

AA 55 01 00 08 00 00 00 01 02 27 00

DBG|2023-11-04 18:40:39|raw_data_sample.c|_publish_raw_data_msg(223): raw_data published dump:

AA 55 01 00 29 00 00 00 01 02 QA 00

DBG|2023-11-04 18:40:39|mqtt_client_publish.c|qcloud_iot_mqtt_publish(346): publish packetID=0|topicName=$thing/up/raw/W3VZ6IBM6X/deveol |payload=€y
DBG|2023-11-04 18:40:44|raw_data_sample.c|_publish_raw_data_msg(223): raw_data published dump:

AA 55 01 00 2A 00 00 00 01 92 5C 00

DBG|2023-11-04 18:40:44|mqtt_client_publish.c|qcloud_iot_mqtt_publish(346): publish packetID=0|topicName=$thing/up/raw/W3VZ6IBM6X/devool |payload=€y
DBG|2023-11-04 18:40:50|raw_data_sample.c|_publish_raw_data_msg(223): raw_data published dump:

5. FHSNRERIKATEETUT “T17 IRX.
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REER LA P =l IRERKAE RERAS TRER

BEES WERE  LTEAS ® J=C

7 T 30534 1 5K FER koS 2023-11-04 18:11  ~ 2023-11-04 18:41 =

Hd1E) B 28 Topic 8

2023-11-04 18:40:55.620 T $thing/up/raw/W3' (/dev001 qIUBACWAAAABABKA

2023-11-04 18:40:50.117 T $thing/up/raw/W3 Idev001 qIUBACSAAAABASSA

2023-11-04 18:40:44.617 T $thing/up/raw/W3 /dev001 qIUBACOAAAABAIWA

2023-11-04 18:40:39.118 L3 $thing/up/raw/W3 Idev001 qIUBACKAAAABAGOA

2023-11-04 18:40:33.612 i3 $thing/up/raw/W3 /dev001 qIUBACGAAAABAKAA

2023-11-04 18:40:32.534 T $thing/down/raw/W3 /dev001 qIUBAAGAAAABAICA

2023-11-04 18:40:28.110 7 $thing/up/raw/W3 /dev001 qIUBACCAAAABAWA
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@ H%\.L:HE VERFLTEE

minfEHIZEAI]
mIEEHAE: 2024-10-03 11:18:11

RM{Fin

IRERANVBERNALFEERE, —REEZAPNISRERREEFIRENRE, HlIN, BRAEG=R App iZEAREEIIMIRE
18, JEIMERARFESRHEHNT API HELRRNINETAEREREN, USMARPUSZRAEIVEBMESEH . &
iR,
BIRSRAF
AT REGIEEHIREWSINGE, FERAMIFUATESTIE:

MBS, B85 WERNFEZFERS .

20 MQTT.ix RIFEENMENALFS , sEMINEINIREERTFS, FGTRAYEREERTRIEE APl TRRHE
Bo

5[ API Explorer #£#ig%&

1. BR YENFEFS B, hia 2&niEEs APl , oJEEFAIRENEE AP RS, BB, TEA AP
Explorer 12 API @it TR.

2. BNIRBIZEES AP EKRE, BALESH. AEREANRIEN “REBER” &, API Explorer SR EIMRLS
%o

A EE:
EREERE, BITERCHRINEETS, FERINTRATIERTIT Topic.

MINSH Region: ®iF4EREHEK (7™M ) ap—guangzhou.
WAS# Productld: & MQTT.fx THIE SN T B BB EERIFEI™m ID,
MAZ2# DeviceName: BMNEEZIEER DeviceName,

WIASE Data: iSWMAMIER JSON, flan{"brightness":20} .
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https://console.cloud.tencent.com/iotexplorer
https://cloud.tencent.com/document/product/1081/34973
https://cloud.tencent.com/product/iotexplorer
https://cloud.tencent.com/document/product/1081/46507

O BHS

MEXMFLTES

API Explorer  MIERFFATA (OTEXPLORER v T EEEED BRI
Qs ergaPis Bem QuE (BN ESER  SESEN  SNKRE  FERE  ZEUY MR
BTN
R WASH O H5: BUAPIREERERTRTR, BT
= Region ® AE FERREER R, RAAUPOSTRERS ARSI NS RENRIED, %
P — egen FSETASR, ST ET RO T RARHS, ANRALLERTARE
IR () ap-quangzhou .1, MER. MIELSEXER, HER. 55,
HEREBTIRE
RFRRPCIEE sR@NA RIEER
e RS ) JSON CHEE
SRR ENE Productld [#] @ ® IRZEEER
HEUEER RGN TIRETIE BO3LE4 ) { m o+
"Response” :
RENRESBERRBFFIE DeviceName [#] @ ® “Data”: ””
"Request ”1£c3a702-0d15-47ce-9b8d-736382b57d4a”,
KA RRORETIER dev( (%] “Result”: 1, \”pushResult\”:0} ”
R NREENER bata [¥] © ®
o - &EE 1fc3a702-0d15-47ce-9b8d-736382b57d4a HIIZHRIEE 2
BRI EIERE {"brightness":20} 0 % tiesa o @ BVZATIS

EEEIRENM KRB FIRETIR

Method (i%1%) [#] @ ®
KEREBENFIRET IR
ERREBHENNKIRE

Deviceld (5:%) [#] @
BERBIFE
HEMEHRE

HiiaE DataTimestamp (%) [#] @ G

SRS

®

3. ERASHIMAIER, MATENRECERMBENALFES, FRINTAVERRENTT Topic, MQTT.iX BSIEIFE

BTRIMREES
@ MQTT.fx - 5.3.0 - Standard Edition

MQTT.fx Extras Help

A .
. Disconnect

Publish m Sparkplug Explorer  Sparkplug Editor (beta)  Scripts Broker Status Log

Content Type text/plain

Payload decoded with Plain Text Decoder

IRIRERE: BR=ITE (1bF) BRSEAE

{"method": "control","clientToken": "v2530232175Cyptk: :89d97
f2b-64f6-4a2c-b7c3-fd874d9c5904" , "params" : { "brightness" :20
0}}

$thing/down/property/BO3L64HQ7C/dev001 v W o
$thing/down/property/BO3L64HQ7C/dev001 Topic Fiter u ) GZ3
Dump Messzges uson) || wute | (QEEECEE]) | [ 10:44:42.33682821  $thing/down/property/BO3L64HQ7C/dev001
2] 10:52:18.39138357  $thing/down/property/BO3L64HQ7C/dev001
Topics Collector (0) Scan v $thing/down/property/BO3L64HQ7C/dev001

QoS0
01-09-2023 10:52:18.39138357

Name Value

No content in table
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@ Hﬁ‘fﬁﬁ MIBXRMF LTS

FeERHEEARP HTTP kRS

RM{FinR

YIEXPIfE R TS RBH B ELAARIR S LIRFIMEXNE SR . REFER, BESSEERNSHIERTHEEVIER MR
RERMNAFLSHR. FEEEMBNAERESIRNSILHRELRERFBE HTTP IRSZA98E0, HigSHE. K%
RIAFPBEM HTTP BRSS, APAIRIBIXAARETFRETBIFHIRECH HTTP RS

EEIE

AT RIEAFIEIZISSIIRE, TERRIMIFLATESEIE:
EMEBNZWS, B VENAFLZFE0RES
20 MQTT.ix RIEENMENALEFS , ESMINEINIREEERTS, HFERTYEREEETES,

AFPFRmEMAE Eifl= SCF 7, B3 SCF FmitE HTTP BRSS, 18§XIRAY HTTP RS #EthhESFIFECETIM
W51 ERSH.

MEPRR

{iEF SCF &B& HTTP BESS

AXR(EBEBA==HE ( Serverless Cloud Function, SCF) FERHUEREE Web RS, RISWHIEXMFSRNIS 4018
BHIERE. A6 BRRIMEZEEIEBRESEE, #—SERRIESERPIRIEIRL SIS E0IE,

f£ SCF FF&ET Express {RiEEE Node IESHI
1. BF SCF =#l& , %% Serveless Rif, PR,

Serverless Serverless [

ST

) © Web BISSHTIAL | TUUEHME, DMEIELIE HTTP BR, AR~R51%E, A1l @ ERES> [ RIEANO>> [2
RS o [BXE17E] 2RRH, ALBMEHREIER, SEARODNER, REHEMN, REXFBHRUSHER, BEINEWR. sRYFRE, €F 17T, LAGE>> 2
@ Serverless [FIF3

REEHR ¢ RS IRE ErEMaEdE ¢

iot-test @ http. 2023-08-23 15:44:26 ThiaIRI R

EBS#E%

B G

BRI S ©

2. i%F Web R THI Express {E2RER, BET—F.
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https://console.cloud.tencent.com/scf
https://cloud.tencent.com/product/iotexplorer
https://cloud.tencent.com/document/product/1081/46507
https://cloud.tencent.com/product/scf

O BRE

MEXMFLTES

Serverless < WERA
i
Jvizina ] Web [z
@ Serverless fIF
EBIRFTAHEDINS Serverless [1f BYEIRASNCARE, RELE Web 1
Q
Next.js #E58  # AR TR Nuxtjs {28 #EEHR BEHHE Express i3 #EH EEHE
ASWIfEf
EBBHAL ’\E%Ts A express
NUXT @
o
Koa B3R #EihR EE¥E Egg 1ER #HEER BE¥E Flask {E%2 #HE#ER EE¥E ag}
~m . & Tl .1,

BRI O i) A

3. KTEFMTRMARAS, SEFE. i, EHEHN. RESRERLRM.

Serverless < EEREA
EitRE
D Serverless RIF ot
FRAH - dev v
ASWIERR
M~
EBE R4
O I PG A RIBEE
BARE
© [em
BH SERL

SLFERITNS ©

i B (;@

4. FFPERMEENNA, £ APl WXPALIEES] URL, It URL BREEEANSIEHIES API ftht, {FRigit URL

Mohit)9: nhttps://iot-api/ , BBATEARGIAZAY API fteiitys URL 1N EiZOREH, BD:

o BERRHBM, HANREARSS .

IRIRERE: BR=ITE (1bF) BRSEAE

https://iot-api/test
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Serverless < iot dev ¥ IR A FERHRIA
o BIRFIR FREE BEES
BiiER
=L iot
SEBFR http-e» X
thig] ap-guangzhou (/)
APIRI%
AR351D service-d 0z
service-¢ 0.gz.apigw.tencentcs.com
Thiz release
URL [ | il ' - J]
TR
EBSE M4 et
18] default

EBITHR Nodejs12.16

ERE iot-layer (KR#s1) @
N1z 512MB

BRI ) 3% (&
BEHOIP KEAB

LS SERVERLESS = 1 aa]

5. HRHIRSH, AIUERMTERRIXINMEEER. BE app.js, SFHRANBEE app.js X+, FEXTHFLES.

REARSS BN 2

Serverless & http-exen S nx E%
LA - REEIR KA SLATEST v #8E ~
(=
Q FHMRS "
L EMEE ABRB  BEE  LRER 8588
Serverless i3 —
Pl BEE
R BRTE® . HEARE v 154754 Nodejs 12.16 Node.js 12.16 FFR#2 [2 THE v
ERER URL P b=k /I £ http-ex
HEER % v HEIE 23
N src > JS app.js
BEEN e express = require(
N v src = require(’
FREER : app = express|()
ayer
MEAE > node_modules

Js app.js app.get( ’ , res) {
res.sendFile(path.join(__dirname, 'index.html')

)

index.html
{} package-lock.json
{} package.json
$ scf_bootstrap
serverless.yml app.get('/user’, (
= src.map re?.send [
yarn.lock title: 'serverless framework',
link:

BRI o ©

FEBTRABEHE app.js B, BEERE app.js PAY const FLAI31TES, R app.js FiY app.get HizEHR

BS.

express = ("express')
path = ("path')
bodyParser = ('body—-parser');

shal = ("js—-shal');

app = ()
(bodyParser. ());

(req, res, next) {

IRIFRE: BR=IE (16F) BREEAR 5876 #82m



MEXMFLTES

const token = 'test';

const { signature, timestamp, nonce } = reqg.headers;
let tmpStr = [token, timestamp, nonce]. (). ("");
tmpStr = (tmpStr) ;

if (tmpStr === signature) {

('Forbidden') ;

app. ('/test', checkSignatureMiddleware, (req, res) => {
const { echostr } = reqg.headers;
res. ('Content-Type', 'text/plain; charset=utf-8'");

(echostr) ;

app. ('"/test', checkSignatureMiddleware, (req, res) => {
const params = req.body.payload.params;

console. (params) ;

6. EREBRRE, EESIATMKERE, 982 body-parser 5 js-shal, fFEXIBRISEEN LHIEIRER > MEENR, &
BREREEIRPEAGS: cd src A src BR, EEDAMAGS npn install body-parser
npm install js-shal ZREHMKEE,

Serverless http-e s S E% RIBRSFENAY [2
1 REE R SE(ER BEEN

O RERS
BRE® - R i Nodejs 12.16 Node.js 12.16 FFR %7 [2 TH v

Serverless IF3 "
AlEEE O™ RmE & BE B - £ hitp-ex
ARRER O wweEs

g
EREX URL v HTTP-EX b2
> .vscode RO &R

BEER v sre

. > layer —
BEEN S neEb meels BATERES...
ASWI{ER N .
i ST Js app.js

BITES...

e index.html
EBEM# % @mEQS {} package-lock.json

{} package.json

= scf_bootstrap } EBEES.

serverless.yml
EERNERTS.. , res, next) {

= src.map

yarn.lock signature, timestamp, nonce } = req.headers;

tmpStr = [token, timestamp, nonce].sort().join
tmpStr = shal(tmpStr);
console. log(tmpStr, signature);
if (tmpStr === signature
next();

BEBITAS O | res.status(403).send('Forbidde
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O BT

& http-express-hw K EE FREIRSHENL
> type-is
FAETE > unpipe
> utils-merge
hRAETE > vary app.get('/test’, checkSignatureMiddleware, (req, res)
{} .package-lock.json onst { echostr } = req.headers;
RgER IS appjs res.set('Content-Tuna' ‘'teyt/nlain: charset=utf-R'
. > index.html il
e {} package-lockjson
BF# URL {} packagejson c npm install body-parser []
$ scf_bootstrap
BEER serverless.yml
e = src.map
BEER yarn.lock
. {} package-lockjson
FREER {} packagejson
WEAT > K@

> A
¢~ Cloud Studio ®0A0 HIREEBXA BFEPEXA 171, 5 1(BikiR189) K2 UTF-8 LF {)} JavaScript Q)

s EREEIE @

7. FHEEMBERNZE, PETEIBLERRIEE, BIRIKINEE Web IRSS, SCF £BaIRaN% Web BRS3, £X58 -
10 RRASRT “BERI”

Serverless < http-express-h x E% RERS RIS 2
Js app.js
. index.html|
g N .
© EEEE {} package-lock.json
RAEE {} package json res.sendFile(path. join(_ dirname, 'index.html')
Serverless [ £ scf_bootstrap
BlEER serverless.yml
- £ src.map
MEEE yarn.lock
= 4
= {} package-lock.json
B URL
_ . tmpStr = shal(tmpStr
ABERE - console. log(tmpStr, signature);
IR ignature)
BE
HREH PR +v Blash-sc M @ -
HEE®R r

pres
+ src npm install

added 51 packages, and audited 52 packages in 1s
3 severity vulnerabilities

To address all issues, run:
npm audit fix

Run ‘npm audit’ for details.

+ src

B8 c 6B

¢~ Cloud Studio ® 0 A0  EEMRHMEBMAN BaNBEXH 1719, 5117 Z#:2 UTF-8 LF {} JavaScript (%

REIBREES ERERDE @

EHAIRME
SUERNINIS |8
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1. BF YENALFEETHE , BEFERATFERN AL EFPWSERERIVIEF)

2. BAEARE, BHAMNEAEMERS > ASIR, BRPEHNE|IZFIRTRIFERAN,
MUWZFR: WA “HTTP_Forward” skEMHERE.
MR : WAERREEFRTREHENEEEE.

JelltE bl X

HMEZ#+  HTTP_Forward

TREY. HF. THSNES, BERBERANSH
PIFEE TR Rt REIS = SHTTPIRS
BRET BT 256 NFFF
e B

3. MUBAMSRIESSHE, BERE, BTSSRRNIEICIE,
ECENINS |5

1. TEHINS | 2FIREZERICIEMINAIMN HTTP_Forward, BEMNSIRISHRIEFIRIEE, #EAMUSIERERE.
2. PETEMEBIBEGNMRIE, EEREERIIREHIER.

HUNS|8 / HTTP_Forward BERRIOTRAZIES (2 (EFER &
BFER A
HERT HTTP_Forward
MRS CRA

ANES BER TR REIB =I5 HTTPIRS

TBEEIE @ 48 saLiEit

opiC $(productid)/$(devicename)/event

EIEe! SELECT FROM '$(productid)/$(devicename; )event!
1ThiRME @
TSR o8
aa]
RRIEIRITIIRE =
INIAT R

3. FERIEMNITE, MANEFENTER.
FER: WA, REIRELIRAYATE JSON HiE#HTELR
Topic: BFEENMAFTR. BiEE “MQTT.ix RIERATFE” hECIZN~RE6EKT; E-LRFiRE, HikE
2PRE, RTMMESIEBERZTRTRENREG; RE—SRIFERNNE, BSEFWERERELE.
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gRiEHII

FEr | ox

ES

ISR ER

B AR

A

e

X
. B FEMET, FHE, BET
v
v
v
S,y S RRRRY

Tggl+aaal; KERHET91-64(.

P, BETBITI00 N

BUH

MEXMFLTES

4. BERERE, SEEEREMNRE, KRABNEMRINTEFRIIMAL TOPIC RiFE#M#E SQL.

FNS|E / HTTP_Forward

EFER
HTTP_Forward
B8R

RN TIR BB REIB = HTTPIRSS

TR ©

S$thing/up/

SELECT * FROM '$thing/up/property!.

[ e DIE]L
ThERMERER

BRI TRAREE (2 (EFEE B
© wEmy X

wig

fRiE SQUEI

1. ERNSIZFIREZFNCBEMINAMAN HTTP_Forward, BEINISFRaHRIETIAEERERE, HEANNCIERERE
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MNS|EE / HTTP_Forward BREIOTRAZRE 2 (#FiEH B
EFER w8
HTTP_Forward
B&A

BT R A IR REIE =TT HTTPIRS

TR O 8 SQUEi

Sthing/up/propeny

SHISOL SELECT * FROM '$thing/up/prop:
TTRIRME
e‘
MINT IR
nal

2. TETHERIEE “BIRERBIS=5ES (Forward) ” . &% AP| itht3R%1Z “GEASHE HTTP BRSSitbit” .
HTTP ftehte b5 shEH SCF BahdErkY URL ht, HERBMLE /test o 3Bl

https://service.***** apigw.tencenttcs.com/release/test o

SREBALI X

© BHEEENEERIIE=FRE ., ERERAYBHEERBENES, &
1 BRSBIRERSIHEAD . RERRIRSHUL, HEAFBRERE. HRE
RER, REEEXH I

ITHER

B R RIE = RS (Forward )

APIiBHL: «
O EFREBEHTTPRS L {EFYIEAERERRSS IbiE (HE7%)

https://service-28bbld6g-1259319100.gz.apigw.tencentcs.com/release/tes @

18114 4% token

Token: () *

test ®

(e ERH

3. i5@ik “HEINEN Token” , BHIA test , iZ Token %745 SCF REIRSS® app.js BEXH Token E—.
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@ HE\_L:HE MBRRFREE

4. BEMRT, SRRNTHES.
5. [REHINIS|EESIER, HizMUaREeENER.

HRHAGRIE

1. 20 MQTT.fx REENEXNFALEFS , BIIRELIRMERIER EE LIRNSIEEX~ RBESHN S EMiEBR
. RERE—H. EF—H SCF BEE ST ETENEHEIRE

2. #\ SCF MIR#ERSS, pHHEHEN, JESE SCF {TENAE, WIS LRMYIEEEM

& http-express-b - w EE FERS AR
BEES
B *
IRAEE
@ BFEEIERBISETRSCLSIRE, BAZAXREAHME 2 F2022F98500 2%, MEEENARERTRBIA, AIVE [REER] PR, o cLsi
BlEEE HlE ZHEFUENFRRSET, BRr=EEm.
RERE
B URL ARR®E S e
15 42%, =’%\
el SLATEST v  &mES v
N Q
BEER 155 v 2023-08-31 16:18:35 ~ 2023-08-31 16:33:35  [=]
FRECER
FEO 2023-08-31 16:33:32 R #E3KId: 9f740d493d200570a08a451100d621f1 ENESBREREASE 2
AflE): 2023-08-3116:33:32 JEfFAH[E:Ims  i5/T777:10.806434631347656MB
2023-08-31 16:33:29 D]zl

2023-08-31 16:33:25 Dalzzlman] BE: =}
START Requestld: 9f740d493d200570a08a451100d621f1
{ color: 1, power_switch: 0 }

~ D

2023-08-31 16:33:22 YRR
END Requestld: 9f740d493d200570a082451100d621f1
Report Requestld: 9f740d493d200570a08a451100d621f1 Duration: 1ms Memory: 64MB MemUsage: 10.81MB
2023-08-31 16:33:19 AR
B
2023-08-3116:33:16 AR
2023-08-3116:33:12 AR
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