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Application Side API
Application Side API Introduction

Last updated: 2025-04-28 15:12:20

Overview

The application—-side APl is a cloud service provided by the development platform to meet the
smart home scenario. It is developed for users to develop their own brand's mini programs or
apps. Users do not need to implement basic capabilities such as user management, device
management, device scheduling, and family management. They can quickly complete the
development of the mobile application end by calling the application—side API.

Calling Method

1. The APl URL used before login is:

@® Note:
Chinese mainland platform:
https://iot.cloud.tencent.com/api/exploreropen/appapi
Overseas platform:
https://oversea.iotcloud.tencentiotcloud.com/api/exploreropen/appapi

Among them, the common parameters are: Action, Requestld, AppKey, Signature,
Timestamp, Nonce.
Action used to identify the request method name.

Requestld used to identify a unique request. It is recommended to use uuid as the
parameter value. It is advisable to provide this parameter value when locating issues.

AppKey is the key of the application.

Signature is the signature of the current request. For specific calculation, see the
example below in this document.

Timestamp is the UNIX second-level timestamp of the current request.

Nonce is a random positive integer, used together with the timestamp to prevent API
replay attacks.

2. The API URL used after log-in is:

@® Note:
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Chinese mainland platform:
https://iot.cloud.tencent.com/api/exploreropen/tokenapi

Overseas platform:
https://oversea.iotcloud.tencentiotcloud.com/api/exploreropen/tokenapi

Among them, the common parameters are: Action, Requestld, AccessToken.
Action used to identify the request method name.

Requestld used to identify a unique request. It is recommended to use uuid as the
parameter value. It is advisable to use this parameter value when locating issues.

AccessToken used to identify a logged—-in user.

® Note:
Before calling the application side API interface, you need to call the login—-related API
(application side APl/user management) first. After successful log—in, obtain AccessTok
ciny .
AccessToken is used to identify a user. After a user logs in successfully, carry AccessT
oken to call APIs of other applications.
URL suffix for calling before loginis .../appapi URL suffix for calling after login is

.../tokenapi

Signature Algorithm
Retrieve the Application AppKey and AppSecret

If the user does not use Tencent's official "Tencent Lianlian" mini program, the user can also
develop their own brand mini program through the platform's open capabilities. When creating
an application, the platform will generate a security credential corresponding to the mini
program for the user. The security credential includes AppKey and AppSecret. AppKey is used
to identify the API caller identity, and AppSecret is the key used to encrypt signature strings
and for server-side verification of signature strings.

A Note:
Users should strictly keep their AppSecrets to avoid leakage.

The specific retrieval steps are as follows:
1.1 Log in to the |oT Explorer console and enter the development center.

1.2 Select Application Development > Mini Program Development in the left menu, create a
mini program. For specific creation steps, see Application Development.

©2013-2026 Tencent Cloud. All rights reserved. Page 7 of 295
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1.3 Upon success in creating a mini program, you can obtain the system—generated
AppKey and AppSecret.

Generate Signature String

After obtaining the security credentials AppKey and AppSecret, you can generate a signature

string. Below is a detailed process of generating a signature string.

Assuming the user's AppKey and AppSecret are:

o AppKey: ahPxdK****TGrejd

o AppSecret: NcbHgk****TCGbKnQH

(® Note:

This article is only an example. Please continue subsequent operations according to
your actual Appkey and AppSecret .

Take the request to register an account via mobile phone number 2ppcreateCellphoneUser
as an example. When a user makes this API call, its request parameters may be as follows:

Parameter

Name

Requestld

Action

AppKey

Signature

Timestam
p

Nonce

Type

String

String

String

String

Int64

Int

Description

Common parameters, unique request
ID, can be generated manually, uuid is
recommended for use. Locating
issues, it is required to provide the
Requestld for the request.

Common parameters, APl method
name of the call.

Common parameters, application
AppKey, used to identify the
corresponding app.

Common parameters, signature of the
request.

Common parameters, current UNIX
timestamp (in seconds).

Common parameters, a random
positive integer, used together with
the timestamp for API anti-replay.

©2013-2026 Tencent Cloud. All rights reserved.

Reference Value

8b8d499bbba1ac28
b6da21b4

AppCreateCellphon
eUser

ahPxdK****TGrejd

Szxai9Qs7****0OXah
bFbseZ+uE=

1546315200

71087795
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CountryCo

de String
ri?::er;eNu String
Password String
rerme s
® Note:

Country Code.

Phone Number.

Password.

SMS Captcha.

Action, AppKey, Timestamp, Nonce, Signature.

loT Explorer

86

13900000000

password

123456

The common request parameters in the request parameter include: Requestid,

AppCreateCellphoneUser APIl-specific parameters: CountryCode, PhoneNumber,
Password, VerificationCode.

The parameter Signature (signature string) is generated by the above parameters together.

Specific steps are as follows:

1. Sort the args parameter.

Sort all request parameters in lexicographical ascending order of the parameter name.

Lexicographical ascending order is intuitively like sorting words in a dictionary. Sort

according to the ascending order in the alphabet or number table. That is, first consider the

first “letter” . In the same case, consider the second “letter” , and so on. You can use

relevant sorting functions in programming languages to achieve this feature. For example,

the ksort function in PHP. The sorting results of the above example parameters are as

follows:

Action=AppCreateCellphoneUser,

AppKey=ahPxdK****TGrejd,

CountryCode=86,

Nonce=71087795,

Password=My !P@ssword,

PhoneNumber=13900000000,

RequestId=8b8d499bbbalac28b6daz2lb4,

Timestamp=1546315200,

VerificationCode=123456

©2013-2026 Tencent Cloud. All rights reserved.
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When using other programming languages for development, you can sort the parameters in
the above example. Results consistent with the obtained ones are acceptable.

2. Concatenate the request string.
Format the sorted request parameters from the previous step into the form of "parameter
name" = "parameter value". For example, for the action parameter, whose parameter name
is "Action" and parameter value is "AppCreateCellphoneUser", it will be formatted as
Action=AppCreateCellphoneUser after formatting.

The parameter value is the original value, not the URL-encoded value.

If the "key" in the input parameter contains an underscore, it needs to be converted to
".". No additional operation is required for the "value".

Concatenate each formatted parameter with "&". The final request string generated is:

once=71087795&Password=My !P@ssword

&PhoneNumber=13900000000&Request Id=8b8d499bbbalac28b6daz2lb4&Timestamp=

1546315200&VerificationCode=123456

3. Generate the signature string.
Use the HMAC-SHA1 algorithm to sign the signature source string obtained in the previous
step. Then encode the generated signature string using Base64 to obtain the final
signature string.
The specific code is as follows, taking PHP as an example:

retKey = 'NcbHgk****TCGbKnQH';

S =
'Action=AppCreateCellphoneUser&AppKey=ahPxdK****TGrejd&CountryCode=86&
Nonce=71087795&Password=My !P@ssword&PhoneNumber=13900000000&RequestId=

8b8d499bbbalac28b6da2lbd&Timestamp=1546315200&VerificationCode=123456"

base64_encode (hash_hmac ('shal',

The final obtained signature string is:

Szxai9Qs7031Bo0OXahbFbseZ+ukE=
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When using other programming languages for development, you can use the original text in
the above example for signature verification. The obtained signature string should be
consistent with that in the example.

Common Issues

For parameters that are strings and empty, they should be omitted from the signature string. It
is not necessary to include them in the signature.

DevTools

Use the application—side API DevTools to quickly debug the application—side API.

©2013-2026 Tencent Cloud. All rights reserved. Page 11 of 295


https://iot.cloud.tencent.com/apidebug

> Tencent Cloud loT Explorer

User Management
WeChat ID Registration and Login

Last updated: 2025-04-28 15:12:53

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .

This interface (AppGetTokenByWeiXin) is used for WeChat user registration and login to
obtain the user access Token of the development platform. When called for the first time, it
automatically registers a corresponding account for the WeChat ID.

2. Input Parameters

Req .
Name Type uired Description
. . Common parameter, this interface takes values:
Action String Yes AppGetTokenByWeiXin.
Common parameter, unique request ID, can be
Reques Strin Yes generated manually, uuid is recommended for use.
tid g Locating issues, need to provide the Requestld for the

request.

Common parameter, application AppKey, used to identify

AppKey String Yes the corresponding mini program or app.

Common parameter, signature request, which needs to

rS;gnatu String Yes be generated by the user on one's own and is used for
verifying the legitimacy of the request.

Timesta Int64 Yes Common parameter, request's UNIX timestamp (in

mp seconds).

Nohce Int Yes Common parameter, a random positive integer,
combined with Timestamp to prevent replay attacks.

WxO

nl)[() pe String Yes OpenlD or UnionID of a WeChat user.

NickN

cria String Yes Nickname.
me
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Avatar String Yes Avatar.

3. Output Parameters

loT Explorer

Name Type Description

Requestl Strin Common parameters, unique request ID, consistent with the
d 9 input parameters.

ExpireAt Int64 Deadline, UNIX second-level timestamp.

Token String AccessToken returned by the development platform. Use this

4. Samples

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/appapi

content-type: application/json

{

"WxOpenID": "0123456789",

"NickName": "tests",

"Avatar": "http://example.com/path/to/avatar.jpg",
"Signature": "IYOyHX7zWCZKZ97xDonQoyle6w4u=",
"Timestamp": 1552621825,

"Nonce": 2,

"Action": "AppGetTokenByWeiXin",

"AppKey": "ahPxdK*****TGrejd",

"RequestId": "rest-client"

}

Output example: successful

1556076201,

"d2******************8514"

"RequestId": "rest-client"

Token to make api requests after logging in.

HTTP/1.1

©2013-2026 Tencent Cloud. All rights reserved.
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Output example: failure

"Error":
"Code": "InvalidParameterValue.ErrorUserNotExists",

"Me e": "account does not exist"

ty

d": "rest-client"

5. Error Code

Error Code Description

InternalError Internal error.
ErrorRequiredParamNotFound Required parameter is missing.
InvalidAction lllegal Action.
InvalidParameterValue Parameters are abnormal.
InvalidParameterValue.InvalidJSON The request format is not JSON.

InvalidParameterValue.NickNamelLengthinvali

d Nickname length is illegal.

©2013-2026 Tencent Cloud. All rights reserved. Page 14 of 295
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User Logging Out

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This API (AppLogoutUser) is used for user logout.

2. Input Parameters

Requi .
Name Type red Description
Action String Yes Common parameter, this interface takes values:
AppLogoutUser.
AccessT ) Common parameter, AccessToken is used for user
String Yes . .
oken authentication of a logged-in user.
Common parameter, unique request ID, can be
Requestl Strin Yes generated manually, uuid is recommended for use.
d 9 Locating issues, need to provide the Requestld for the
request.
3. Output Parameters
Name Type Description

Common parameter, unique request ID, same as the

Requestl String input parameter. Locating issues, need to provide the
d
Requestld for the request.
Data String Response result.
4. Samples
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
1

"AccessToken": "bfxFxAxkkxdkxdkxkxkxtd0og8",

"Action": "AppLogoutUser",

©2013-2026 Tencent Cloud. All rights reserved. Page 15 of 295
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"RequestId": "rest-client"

}

Output sample: successful

>sponse

"Data™: "OK",

loT Explorer

"RequestId": "f92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

Output example: failure

"Response":

"InvalidParameterValue.InvalidAccessToken",

"Invalid Token"

"RequestId": ""

5. Error Code

Error Code

InternalError
ErrorRequiredParamNotFound
InvalidAction
InvalidParameterValue
InvalidParameterValue.lnvalidJSON

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description

An internal error occurred.
Required parameter is missing.
lllegal Action.

Invalid parameter.

The request format is not JSON.

Invalid Token.
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Distribution Network Management
Generating Wi—-Fi Device
Configuration Token

Last updated: 2025-04-30 15:17:48

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (AppCreateDeviceBindToken) is used to generate a random Token for the Wi-
Fi configuration task.

2. Input Parameter

Reaui
Name Type engr Description
Action String Yes Common parameter, this interface takes values:

AppCreateDeviceBindToken.

Common parameter, unique request ID, can be
generated manually, uuid is recommended. Locating
issues, need to provide the Requestld for the
request.

Requestld String Yes

AccessTo Common parameter, AccessToken is used for user

ken String Yes authentication of a logged-in user.

3. Output Parameters

Name Type Description

(I?equestl String Requestld.

Token String Generated distribution network Token.
4. Examples

Example 1 Generate a Wi—Fi Device Networking Token

Input example

©2013-2026 Tencent Cloud. All rights reserved. Page 17 of 295
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{
"Action": "AppCreateDeviceBindToken",
"AccessToken":"hfx*xkxkkkkkkxkkkkx*kx3098",

"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

Output sample: successful

"Response": {
"Data": {
"Token": "d7*~k***********lb3b",

"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

Output sample: fail

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

s
"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

5. Error Code

Error Code Description
InvalidParameter Invalid parameter.

InvalidParameterValue Invalid parameter value.

©2013-2026 Tencent Cloud. All rights reserved. Page 18 of 295
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InvalidParameterValue.TokenlnfoSaveEr

Token saving failed.
ror
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Query Distribution Network Token
Status

Last updated: 2025-04-30 15:18:03

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (AppGetDeviceBindTokenState) is used for querying the current status of the
network configuration Token.

2. Input Parameter

Requi L
Name Type red Description
Action Strin Yes Common parameter, this interface takes values:
9 AppGetDeviceBindTokenState.

Common parameter, unique request ID, can be
Requestl Strin Yes generated manually, uuid is recommended for use.
d 9 Locating issues, need to provide the Requestld for the

request.
AccessT Common parameter, the Access Token obtained upon
oken String Yes successful login through WeChat ID, mobile phone, or

email account.

h k fi i k h

Token String Yes The network configuration Token generated by the

AppCreateDeviceBindToken API.

3. Output Parameter

Name Type Description
R tl
d eques String Requestlid.

Token status.
State Uint e Initial production.

e 2: Usable status.

4. Example

©2013-2026 Tencent Cloud. All rights reserved. Page 20 of 295
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Sample 1 Query the Status of the Distribution Network Token

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppCreateDeviceBindToken",
"AccessToken":"hEX ¥k xkxkkkkxkxkkxkxd098",
"RequestId": "f92406b3-5a9%a-4fe8-bcd43-45e3d794bb68",

"Token": "d7al********x*x*x3861pb3b"

Output example: success

"Response": {
"Data": {
"State": 1,
"RequestId": "£92406b3-5a9%a-4fe8-bcd43-45e3d794bb68"

Output example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.TokenNotExist",
"Message": "Token does not exist"

tr
"RequestId": "£92406b3-5a9%a-4fe8-bcd43-45e3d794bb68"

5. Error Code

Error Code Description

©2013-2026 Tencent Cloud. All rights reserved. Page 21 of 295
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InvalidParameter
InvalidParameterValue
InvalidParameterValue.TokenNotExist
InvalidParameterValue.TokenlsExpire

InvalidParameterValue.ReadTokenInfoError

©2013-2026 Tencent Cloud. All rights reserved.

Invalid parameter.

Invalid parameter value.

Token does not exist.
Token has expired.

Token read error.

loT Explorer
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User Binding Wi—Fi Device

Last updated: 2025-04-30 15:18:21

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (AppTokenBindDeviceFamily) is used for user binding of Wi-Fi devices in mini
programs or apps.

2. Input Parameter

Req L
Name Type uired Description
Action String YVes Common parameter, this interface takes values:

AppTokenBindDeviceFamily.

Common parameter, unique request ID, can be
generated manually, recommended to use uuid.

Requestld String Yes Locating issues, need to provide the Requestld for the

request.
AccessTo Common parameter, the Access Token obtained after
ken String Yes users through WeChat ID, mobile phone or emaiil
account login successfully.
Token String Yes Distribution network Token.

Productid String Yes Product ID.

DeviceN

evicelna String Yes Device name.
me
Familyld String Yes Family ID.
Roomid String Yes Room ID.

3. Output Parameter

Name Type Description

Requestid String Common parameter, unique request ID, can be
generated manually, recommended to use uuid.

©2013-2026 Tencent Cloud. All rights reserved. Page 23 of 295
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Locating issues, need to provide the Requestld for
the request.

4. Example

User Binding Wi-Fi Device

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"Action": "AppTokenBindDeviceFamily",

"AccessToken":"tesetoken",

"Token": "bf******************do98",

TProelueit LW g Wisiissswuss

"DeviceName": "*xxxxixnm

"Familyld": "f************ccl",

"RoomId": "QO"

"RequestId": "£92406b3-5a9%a-4fe8-bc43-45e3d794bb68"

Output example: successful

"Response": {
"Data": {

"RequestId": "£92406b3-5a%a-4fe8-bc43-45e3d794bb68"

Output example failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",

"Message": "Invalid Token"

©2013-2026 Tencent Cloud. All rights reserved. Page 24 of 295
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: "f92406b3-5a9%9a-4fe8-bcd3-45e3d794bb68"

5. Error Code

Error Code
InvalidParameter
InvalidParameterValue

InvalidParameterValue.TokenNotExi
st

InvalidParameterValue.TokenlsExpir
e

InvalidParameterValue.ReadTokenln
foError

InvalidParameterValue.TokenNotBin
d

InvalidParameterValue.FamilyDevice
CountReadError

UnauthorizedOperation

UnauthorizedOperation.APPNoPermi
ssionToStudioProduct

UnauthorizedOperation.NoPermissio
nToFamily

ResourceNotFound

ResourceNotFound.StudioFamilyNot
Exist

ResourceNotFound.StudioProductN
otExist

ResourceNotFound.DeviceNotExist

©2013-2026 Tencent Cloud. All rights reserved.

Description
Invalid parameter.

Invalid parameter value.

The Token does not exist.

Token has expired.

Token read error.

The Token is not bound, that is, the return
status queried by the previous step API
AppGetDeviceBindTokenState is in the initial
status, not in the usable status.

Error reading device quantity.

No operation permissions.

The App has no permission to perform
operations on this product.

No permission to operate this family.

Resource does not exist.

The family is not created or has been deleted.

The product is not created or has been deleted.

The device is not created or has been deleted.
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LimitExceeded Quantity Limit.

L!m!tExceeded.FamllyDewceExceed The device quantity exceeds the limit.
Limit
InternalError Internal error.

InternalError.InternalServerExceptio
n

Internal error.

InternalError.InternalServerExceptio
Internal DB error.

nDB

UnsupportedOperation Unsupported operation.
UnsupportedOperation.CannotBindS The device has been bound. Do not repeat
ameFamily binding.
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Device management
Query Weixin Authorization Invoice

Last updated: 2025-04-30 16:26:32

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (APPGetWechatDeviceTicket) is used to obtain WeChat Device Ticket.

2. Input Parameter

Redqui
Name Type ejquw Description
Action Strin Yes Common parameter, this interface takes values:

g APPGetWechatDeviceTicket.

Common parameter, unique request ID, can be
Requestld Strin Yes generated manually, recommended to use uuid.
q g When locating issues, it is required to provide the
Requestld for the request.
AccessTo Strin Common parameter, AccessToken is used for user
Yes .. .

ken g authentication of a logged-in user.

Stri
Productid g fn Yes Product ID.
Devicena Strin .

Yes Device name.
me g
IsThirdA
: reap Int Yes Whether it is a third—party mini program: 1 = Yes.
tri
Modelld 3 fn No Template ID
MiniP .
iniFrogr Strin No Mini program APPID

amAppld g

3. Output Parameter

Name Type Description
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Requestl

d String Requestld.

Data WXDevicelnfo Generated WeChat Device Ticket info.

4. Example

Example 1 Obtaining WeChat Device Ticket

<input example>

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "APPGetWechatDeviceTicket",
"AccessToken":"hEX*kxkxkkkkxkxkkxkxd098",
"RequestId": "f92406b3-5a9%a-4fe8-bcd43-45e3d794bb68",
"ProductId": "PRODUCT_ID",
"Devicename": "DEVICE_NAME",

"IsThirdApp": 1

Output sample: successful

"Response": {

"Data": {

"DeviceId": "xxx
"WXIoTDeviceInfo": {
"SN": "xxx",
"SNTicket": "xxx",
"ModelId": "xxx"
b
"RequestId": "f£92406b3-5a%a-4fe8-bc43-45e3d794bb68"

Output example: fail
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"Error": {

"Code": "InvalidParameterValue.InvalidAccessToken",

"Me je": "Invalid Token"

}o
"RequestId": "f£92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

5. Error Code

Error Code Description
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenIinfoSaveE

Token saving failed.
rror
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Obtaining Product Information

Last updated: 2025-04-30 15:28:00

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetProducts) obtains product information.

2. Input Parameter

Requi L
Name Type red Description
AccessT ) common parameter, AccessToken is used for
String Yes . .
oken user authentication of a logged—-in user.
Common parameter, unique request ID, can be
Requestl Strin Yes generated manually. It is recommended to use
d 9 uuid. When locating issues, you need to provide
the Requestld for the request.
) ) Common parameter, this interface takes values:
Action String Yes AppGetProducts.
P I A f
roductld rr.ay © Yes Product ID array.
s String
f
Devicelds Arr_ay © No Device ID array.
String
3. Output Parameter
Name Type Description
Products Array Return product information.
Requestl . Common parameters, unique request ID, same as
String .
d input parameters.
4. Example
Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json
{
"AccessToken": "8b4a70ddl6l05f*x***xxkxxkxxkrxkxx]8eddde78a3bb8ec”,
"RequestId": "27HPvilylv",
"Action": "AppGetProducts",
"ProductIds": ["FVYYYEL4ON"],
"DeviceIds": ["QDA1PZLBNB/aaa", "QDAL1PZLBNB/bbb"]

Output example: succeed

"Response" : {
"Products": [
{
"ProductId":"FVYYYEL40ON",
"Name":"c1",
"Description":"yes",
TStateVgUw
"DataTemplate":"{"version":"1.0", "profile":
{"ProductId":"FVYYYEL4ON", "CategoryId":"1"}, "properties":
[{"id":"mac", "name" : "mac address", "desc":"wifi router mac
address", "required":true, "mode":"r", "define":
{"type":"string", "min":"0", "max":"30"}}, {"id":"signal", "name" :"wifi
signal strength", "desc":"wifi signal strength
value", "mode":"r", "define":
{"type":"int", "unit":"dbm", "step":"1", "min":"-180", "max":"180", "start":"
1"rr, {"id":"ssid", "name":"SSID", "desc":"SSID of the wifi hotspot
connected by the device", "mode":"r","define":
{"type":"string", "min":"0", "max":"64"}}, {"id" :"severip", "name" : "IP
address integrated by the wifi router","desc":"IP address integrated by
the wifi router", "mode":"r", "define":
{"type":"string", "min":"0", "max":"64"}}, {"id" :"nmacs", "name" : "other
hotspot MAC address", "desc":"other hotspot MAC addresses that can be
received", "mode":"r", "define":
{"type":"string", "min":"0", "max":"64"}}], "events":[], "actions":[]}
"AppTemplate":"",

"NetType":"wifi",
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"CategoryId":1,
"ProductType":0,
"UpdateTime":1600159203

"ProductId":"QDA1PZLBNB",

"Name":"1light5 do not delete"

"Description":"",

U Seata? g 1w,

"DataTemplate":"{"version":"1.0", "profile":
{"ProductId":"QDA1PZLBNB", "CategoryId":"141"}, "properties":
[{"id" :"power_switch", "name":"light switch", "desc":"control light
on/off", "required":true, "mode" :"rw", "define": {"type":"bool", "mapping":
{"O":"off","1":"on"}}},{"id":"color", "name":"1light color","desc":"light
color", "mode":"rw", "define": {"type":"enum", "mapping":
{"0":"Red", "1":"Green","2":"Blue"}}}, {"id" :"brightness", "name" :"1light
brightness", "desc":"light brightness", "mode":"rw", "define":
{"type":"int", "unit":"$", "step":"1", "min":"0", "max":"100", "start":"1"}},
{"id" :"name", "name" :"light position name", "desc":"light position name,
such as study room, living room", "mode":"rw", "required":false, "define":
{"type":"string", "min":"0", "max":"64"}},
{"id" :"Temperature", "name" : "temperature", "desc":"", "mode" : "rw", "define":
{"type":"float", "min":"0", "max":"100", "start":"0", "step":"1", "unit":""},
"required":false}, {"id":"temp_max", "name" : "max
temperature”, "desc":"", "mode":"rw", "define":
{"type":"int", "min":"0", "max":"100", "start":"0", "step":"1", "unit":""}, "r
equired":false},
{"id" :"LBS_BS", "name":"LBS_BS", "desc":"", "mode" :"rw", "define":
{"type":"string”", "min":"0", "max":"2048"}, "required":false},
{"id" :"FOO", "name" : "FOO", "desc":"", "mode" :"rw", "define":
{"type":"string”", "min":"0", "max":"2048"}, "required":false},
{"id" :"GPS_Ext", "name":"GPS_Ext", "desc":"", "mode" :"rw", "define":
{"type":"string”, "min":"0", "max":"2048"}, "required":false}], "events":
[{"id":"status_report", "name" :"DeviceStatus", "desc":"Report the device
status", "type":"info", "required":false, "params":
[{"id":"status", "name" :"running_state", "desc":"Report current device
running state","define":{"type":"bool", "mapping":
{"O0":"normal","1":"fault"}}},
{"id" :"message", "name" : "Message", "desc":"Some extra message","define":

{"type" . "String", "min" . "O", "maX" . "64" }}] },
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{"id":"low_voltage", "name":"LowVoltage", "desc":"Alert for device voltage
is low","type":"alert", "required":false, "params":
[{"id" :"voltage", "name":"Voltage", "desc":"Current voltage","define":
{"type":"float", "unit":"V", "step":"1", "min":"0.0", "max":"24.0", "start":"
1"}]1}, {"id" : "hardware_fault", "name":"Hardware_fault", "desc":"Report
hardware fault","type":"fault", "required":false, "params":
[{"id" :"name", "name" :"Name", "desc" :"Name like: memory,tf card,
censors...","define":{"type":"string", "min":"0", "max":"64"}},
{"id" :"error_code", "name" :"Error_Code", "desc":"Error code for
fault", "define":
{"type":"int", "unit":"", "step":"1", "min":"0", "max":"2000", "start":"1"}}]
}],"actions": []}

"AppTemplate":"",

"NetType":"else",

"CategoryId":141,

"ProductType":0,

"UpdateTime":1600265188

"ProductId":"QDA1PZLBNB",

"Name":"1light5 do not delete"

"Description":"",

TStateVgUw

"DataTemplate":"{"version":"1.0", "profile":
{"ProductId":"QDA1PZLBNB", "CategoryId":"141"}, "properties":
[{"id" :"power_switch", "name":"light switch", "desc":"control light on
off", "required":true, "mode":"rw", "define": {"type" :"bool", "mapping":
{"O0":"off","1":"on"}}},{"id":"color", "name" :"color", "desc":"1light
color", "mode":"rw", "define": {"type":"enum", "mapping":
{"O0":"Red","1":"Green","2":"Blue"}}},
{"id" :"brightness", "name" :"brightness", "desc":"1light
brightness", "mode":"rw", "define":
{"type":"int", "unit":"$", "step":"1", "min":"0", "max":"100", "start":"1"}},
{"id" :"name", "name" :"light position name", "desc":"light position name,
such as study room, living room,
etc.","mode":"rw", "required":false, "define":
{"type":"string", "min":"0", "max":"64"}},
{"id":"Temperature", "name" : "temperature", "desc":"", "mode" : "rw", "define":
{"type":"float", "min":"0", "max":"100", "start":"0", "step":"1", "unit":""},

"required":false}, {"id":"temp_max", "name" : "max
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temperature”, "desc":"", "mode":"rw", "define":
{"type":"int", "min":"0", "max":"100", "start":"0", "step":"1", "unit":""}, "r
equired":false},
{"id":"LBS_BS", "name" :"LBS_BS", "desc":"", "mode" :"rw", "define":
{"type":"string”", "min":"0", "max":"2048"}, "required":false},
{"id" :"FOO", "name" : "FOO", "desc":"", "mode" :"rw", "define":
{"type":"string”", "min":"0", "max":"2048"}, "required":false},
{"id" :"GPS_Ext", "name" :"GPS_Ext", "desc":"", "mode":"rw", "define":
{"type":"string”", "min":"0", "max":"2048"}, "required":false}], "events":
[{"id":"status_report", "name" :"DeviceStatus", "desc":"Report the device
status", "type":"info", "required":false, "params":
[{"id":"status", "name" :"running_state", "desc":"Report current device
running state","define":{"type":"bool", "mapping":
{"0":"normal","1":"fault"}}},
{"id" :"message", "name" : "Message", "desc":"Some extra message","define":
{"type":"string", "min":"0", "max":"64"}}]},
{"id":"low_voltage", "name":"LowVoltage", "desc":"Alert for device voltage
is low","type":"alert", "required":false, "params":
[{"id":"voltage", "name":"Voltage", "desc":"Current voltage","define":
{"type":"float", "unit":"V", "step":"1", "min":"0.0", "max":"24.0", "start":"
1"}]1}, {"id" : "hardware_fault", "name":"Hardware_fault", "desc":"Report
hardware fault","type":"fault", "required":false, "params":
[{"id" :"name", "name" :"Name", "desc" :"Name like: memory,tf card,
censors...","define":{"type":"string", "min":"0", "max":"64"}},
{"id":"error_code", "name" :"Error_Code", "desc":"Error code for
fault", "define":
{"type":"int", "unit":"", "step":"1", "min":"0", "max":"2000", "start":"1"}}]
}],"actions":[]}

"AppTemplate":"",

"NetType":"else",

"CategoryId":141,

"ProductType":0,

"UpdateTime":1600265188

I
"RequestId":"27HPvilylv"
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5. Error Code
Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTo

The Token is invalid.
ken
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User Deletes Device

Last updated: 2025-04-3015:30:34

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteDevicelnFamily) provides users with the feature to delete devices.
After deletion, users need to reconfigure the network to proceed to bind.

2. Input Parameter

Requi .
Name Type red Description
AccessTo ) Common parameter, AccessToken is used for user
String Yes .. .
ken authentication of a logged-in user.
Common parameter, unique request ID, can be
Requestl Strin Yes generated manually, uuid is recommended for use.
d 9 Locating issues, need to provide the Requestld for
the request.
Action Strin Yes Common parameter, this interface takes values:
9 AppDeleteDevicelnFamily.
Family ID f ful i f
Eamilyld String Yes anr.u y ID, returned after successful creation of a
family.
Roomid String Yes room ID.
Productid String Yes product ID.
Devi
eviceNa String Yes Device name.
me
3. Output Parameters
Name Type Description

Common parameter, unique request ID, can be
Requestl String generated manually, uuid is recommended for use.
d Locating issues, need to provide the Requestid for
the request.
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4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "42a96dbf-bdca-48f0-8f44-e36146d44el7",
"Action": "AppDeleteDevicelInFamily",

TACeessTeRkemT g Tlgif = arirririyiis i sgQ9gy ,
"FamilyId": "1",

"ProductId": "R320NVLOEU",

"DeviceName": "df2eSJyY"

Output example: successful

"42a96dbf-bdca-48£f0-8f44-e36146d44el7"

loT Explorer

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAcce
ssToken

The Token is invalid.
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Getting User Bound Device List

Last updated: 2025-04-30 15:30:50

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetFamilyDevicelList) is used to obtain the bound device list of the user.

2. Input Parameters

Req
Name Type uire Description
d
AccessT Strin Common parameter. AccessToken is used for user
Yes ... .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d g Locating issues, you need to provide the Requestid for
the request.
Action Strin Yes Common parameter. This interface takes values:
g AppGetFamilyDevicelList.
Familyld :trln Yes Family ID.
Roomld gtrm Yes room ID.
Offset Int No Message offset.
. Maximum return message count, with a maximum value
Limit Int No
of 50.
3. Output Parameter
Name Type Description

Common parameter. Unique request ID can be
Requestl String generated manually. It is recommended to use uuld.
d Locating issues, you need to provide the Requestid for
the request.
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Total Int Total number of devices.

DevicelLis

¢ Array Device list, see DevicelList.

4. Example

input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"RequestId": "req 1",

"Action": "AppGetFamilyDevicelList",

"FamilyId": "e0e23a2b33a24652b6**x***x*xxxz3]cf",

"RoomId": "5", //If you want to get all devices in the family, set
this field to "", "O" stands for the default room.

"Offset": O,

"Limit": 2,

"ACCGSSTOkeH": "bf******************do98"

Output Instance

"Response": {

"DeviceList": [{
"ProductId": "R32*****EU",
"DeviceName": "df2eSJyY",
"DeviceId": "R32****QEU/df****yY",
"AliasName": "df2eSJdyYy",
"UserID": "1",
"RoomId": "r_4b27c753ef774d458e* *xkKkkkkkkBrad",
"IconUrl": "",
"CreateTime": 1574664969,
"UpdateTime": 1574668779

H1,

"RequestId": "req 1",

"Total": 1
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5. Error Code
Error Code Description
InternalError Internal Error
InvalidParameterValue Parameter value error

InvalidParameterValue.lnvalidAccessT

Token invalid
oken
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Get Current Device Status

Last updated: 2025-04-30 15:31:04

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDeviceStatuses) is used to query device status.

2. Input Parameter

Req .
Name Type uired Description
AccessT ) Common parameter. AccessToken is used for
String Yes C .
oken user authentication of a logged—-in user.
Common parameter. Unique request ID can be
Requestl ) generated manually. It is recommended to use
String Yes .. .
d uuld. Locating issues, you need to provide the
Requestld for the request.
Action Strin YVes Common parameter. This interface takes values:
9 AppGetDeviceStatuses.
A f
Devicelds rr.a yo Yes Device ID array.
String
3. Output Parameters
Name Type Description

Common parameter. Unique request ID can be
Requestl generated manually. It is recommended to use

d String uuld. Locating issues, you need to provide the
Requestld for the request.
Devices Array of Devices Return the device.
4. Examples
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{

loT Explorer

"RequestId": "892497d8-a733-480b-91d5-5559c6b49551",

"Action": "AppGetDeviceStatuses",

"DeviceIds": ["HY4DHFM5P6/81386276"],

"AccessToken": "6bf4003d7f£x*x*x*****x400£3186f"

Output example: success

"DeviceStatuses": [{
"DeviceId":
ctId": "22F9Y6IITO",

ame": "lightl",
"Online":

0 //0 Online; 1:
rly

"RequestId":

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

©2013-2026 Tencent Cloud. All rights reserved.

"O2F9Y6II70/1lightl",

Offline

"892497d8-a733-480b-91d5-5559¢c6b49551"

Description
Internal error.

Invalid parameter value.

The Token is invalid.
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Modifying Device Name

Last updated: 2025-04-30 15:31:20

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppUpdateDevicelnFamily) is used to modify the device name.

2. Input Parameters

Name

AccessT
oken

Requestl
d

Action

Productid

DeviceNa
me

AliasNam
e

Type

String

String

String

String

String

String

Req
uired

Yes

Yes

Yes

Yes

Yes

Yes

3. Output Parameters

Name

Requestl
d

Deviceld

Productid

©2013-2026 Tencent Cloud. All rights reserved.

Type

String

String

String

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuld.
Locating issues, you need to provide the Requestid for
the request.

Common parameter. This interface takes values:
AppUpdateDevicelnFamily.

product ID.

Device name.

Device alias.

Description

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuld.
Locating issues, you need to provide the Requestid for
the request.

Device ID.

product ID.
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DeviceNa String
me
AliasNam String
e
IconUrl String
Familyld String
Roomld String
CreateTi Int64
me
UpdateTi Int64
me

4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "641150a3-4238-430d-888b-c01b11298351",

Device name.

Device alias.

Ilcon URL.
Family ID.

Room ID.

Creation time.

Update time.

"Action": "AppUpdateDeviceInFamily",

"AccessToken":"xxxv2",

"ProductId": "VzZS140ZSN5",

"DeviceName": "~virtualDev",

"AliasName": "12345"

Output sample: successful

"Data": {

"DeviceId": "R320NVLOEU/df2eSJyY",

"ProductId": "R320NVLOEU",

"DeviceName": "df2eSJyY",

"AliasName": "12345",

©2013-2026 Tencent Cloud. All rights reserved.
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"ITconUrl": "",

"FamilyId": "",

}o
"RequestId": "641150a3-4238-4:

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Obtain Device Details

Last updated: 2025-04-30 15:31:35

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDevicelnFamily) is used to query device details.

2. Input Parameter

Req

Name Type uire Description
d

AccessT Strin Common parameter. AccessToken is used for user
Yes .. .

oken g authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Requestl Strin Yes manually. It is recommended to use uuld. When locating

d g issues, you need to provide the Requestld for the request.
. Strin Common parameter. This interface takes values:
Action Yes . .
g AppGetDevicelnFamily.

P I i
roduct Strin Yes product ID.

d g
Familyld :trln Yes Family ID.

DeviceN Strin
ame g

Yes Device name.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID can be generated

Requestl Strin manually. It is recommended to use uuld. When locating
d g issues, you need to provide the Requestld for the
request.

Device ID is a combination of product ID and device

Deviceld String name
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Productid String product ID.

DeviceNa String Device name.

me

:IlasNam String Device alias.

IconUrl String Icon URL.

Familyld String Family ID.

Roomid String Room ID.

i;eateﬂ Int64 Creation time, UNIX second-level timestamp.
rl:]zdateTl Int64 Last update time, UNIX second-level timestamp.

4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTITP/1.1

content-type: application/json

{
"RequestId": "082b70e-3d05-4179-9c94-6c70082e4a7",
"Action": "AppGetDeviceInFamily",
"ProductId":"R320NVLOEU",
"FamilyId":"xxx",
"DeviceName" :"df2eSJyY",

"AccessToken": "xxxv2"

Output sample: successful

"Response":

"Data": {

"DeviceId": "R320NVLOEU/df2eSJyY",

"ProductId": "R320NVLOEU",

"DeviceName": "df2eSJyY",
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-~ ~ M . n 22/ n
ame" : 12345",
n I ele) I’LUI" l n . nn ,

"FamilyId": "",

1 Gateway device 2 Subdevice

"CreateTime
"UpdateTime":

}o
"RequestId": "082b70e-3d05-4179-9c94-6c70082e4a7"

5. Error Code
Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
UnauthorizedOperation No permission to operate.
UnauthorizedOperation.APPNoPermissionToSt The App has no permission to
udioProduct operate this product.
ResourceNotFound The resource does not exist.

The family member is not created or

ResourceNotFound.StudioMemberNotExist
has been deleted.
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Retrieve Device Scale—-Out
Information

Last updated: 2025-04-30 15:31:51

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDeviceExtInfo) is used to obtain the extended information of the

device.

2. Input Parameter

Name

Access
Token

Reques
tid

Action

Devicel
d

3. Output Parameter

Name

Requestid

ManufacturerNa

me

Typ
e

Stri
ng

Stri
ng

Stri
ng

Stri
ng

ProductModel

©2013-2026 Tencent Cloud. All rights reserved.

Req
uired

Yes

Yes

Yes

Yes

Type

Strin
g

Strin
g

Strin

Description

common parameter, AccessToken is used for user
authentication of a logged-in user.

common parameter, unique request ID, can be generated
manually, recommended for use uuld. Locating issues,
need to provide the Requestld for the request.

common parameter, this interface takes values:
AppGetDeviceExtinfo.

Device ID.

Description

common parameter, unique request ID, can be generated
manually, recommended for use uuld. Locating issues,
need to provide the Requestld for the request.

Manufacturer Name.

Product model.
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Strin . i i .
Mac g MAC address in Basic Information Reported by Device.
Strin . . . . .
FwVer g Firmware version in Basic Information Reported by Device.
IP :trm The IP address of the device.

4. Example
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json

[
1

"RequestId": "584406e9-bf59-46a3-8d45-39£f1891bed7b",

"Action": "AppGetDeviceExtInfo",

"DeviceId": "PR******TD/de***Q1",

"AccessToken": "871d2d42******x*x*xxkkx*x*x*x5023fqe0"

Output example: successful

"584406e9-bf59-46a3-8d45-39£1891bed7b",

acturerName": "Manufacturer Name"

"ProductModel": "product model"

"Mac": "AABBCCDDEEFE",

er": "1.2.0",

"IP" . nmn

5. Error Code

Error Code

InternalError

©2013-2026 Tencent Cloud. All rights reserved.

Description

An internal error occurred.
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> Tencent Cloud loT Explorer

InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToken The Token is invalid.
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Equipment Replacement Room

Last updated: 2025-04-30 15:32:06

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppModifyFamilyDeviceRoom) is for Equipment Replacement Room.

2. Input Parameters

Req
Name Type uire Description
d
AccessT Strin Common parameter. AccessToken is used for user
Yes .. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d g When locating issues, you need to provide the Requestid
for the request.
Action Strin Ye Common parameter. This interface takes values:
g S AppModifyFamilyDeviceRoom.
Familyld :trln Yes Family ID.
Roomld gt”” Yes  Room ID.
Productid :trln Yes Product ID.
DeviceNa Strin .
Yes Device name.
me g

3. Output Parameter

Name Type Description
Requestl String Common parameter. Unique request ID can be
d generated manually. It is recommended to use uuld.
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When locating issues, you need to provide the
Requestld for the request.

4. Example
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

"RequestId": "8c012671-3934-4dc2-b07c—82c5ba3766£2",

"Action": "AppModifyFamilyDeviceRoom",

"AccessToken": "8b4a70ddl6105f***xxkkkkxxkdkkxxx]8eddde78a3bb8ec”,
"FamilyId": "1",

"RoomId": "r_4b27c753ef774d458e* xxAkkxxxx86ad",

"ProductId": "R32****QEU",

"DeviceName": "df2eSJyY"

Output example: succeed

"Response": {

"RequestId": "8c012671-3934-4dc2-b07c—-82****x766£2"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Add Sub-Device to User'S Bound
List

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppBindSubDevicelnFamily) is used to bind a sub—device that has been bound
to a gateway device to a family.

2. Input Parameter

Requ L

Name Type ired Description

Strin Common parameter. AccessToken is used for user
AccessToken Yes . .

g authentication of a logged-in user.

Common parameter. Unique request ID can be
Requestld Strin Yes generated manually. It is recommended to use uuld.
q g When locating issues, provide the Requestid for the
request.

Action Strin Ye Common parameter. This interface takes values:

g S AppBindSubDevicelnFamily.
Gat Prod tri

atewayrro Strin Yes Gateway product ID.
uctid g
Devi .
GatewayDevi Strin Yes Gateway device name.
ceName g
Productid ztrln Yes Sub-product ID.
DeviceName Strm Yes Subdevice name.
3. Output Parameters

Name Type Description
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Common parameter. Unique request ID, same as
Requestid String the input parameter. When locating issues, provide
the Requestld for the request.

AppDevicelnf Object of

Ret |
© AppDevicelnfo eturned result

4. Example

Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"RequestId": "keyi20191119-012345",
"Action": "AppBindSubDeviceInFamily",
"AccessToken":"8b4a70ddl6105f**x**kkxxxkkixxxx*]8eddde78a3bb8ec",
"ProductId":"LAEG4YJEI1A",
"DeviceName" : "subdev2",
"GatewayProductId":"NJg270vVLzT4",

"GatewayDeviceName" : "gwdev"

Output example: successful

"Response": {
"Data": {
"AppDeviceInfo": {
"DeviceId": "R320NVLOEU/df2eSJyY",
"ProductId": "R320NVLOEU",
"DeviceName": "df2eSJyY",
"AliasName": "",
"IconUrl": "",
"FamilyId": "1",
"RoomId": "O",
"CreateTime": 1574152773,

"UpdateTime": 1574152773
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> Tencent Cloud loT Explorer

}o
"RequestId": "keyi20191119-012345"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Get the Sub—-Device List of the
Designated Gateway Device

Last updated: 2025-04-30 15:32:35

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
this interface (AppGetGatewayBindDevicelList) is used to obtain the sub—device list of the
designated gateway device.

2. Input Parameters

Req .
Name Type uired Description
. keni f

AccessToken String Yes Common par.amgter AccessTo _en is used for
user authentication of a logged-in user.
Common parameter. Unique request ID can be

) generated manually. It is recommended to use

Requestld String Yes uuld. When locating issues, provide the
Requestld for the request.

Action Strin Yes Common parameter. This interface takes values:

9 AppGetGatewayBindDevicelList.

Productid String Yes Subdevice's Productlid.

Gat Prod

ct? deway rocu String Yes Productld of the gateway device.

t Devi

GatewayDevic String Yes DeviceName of the gateway device.

eName

Offset Int Yes Message offset.

Limit Int Yes Max!mum return message count, with a
maximum value of 50.

3. Output Parameters
Name Type Description
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Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuld. When locating issues, provide the
Requestld for the request.

Requestid String

Total String Total number.

Array of

DeviceList Device list.

DevicelList

4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"RequestId": "req 1",
"Action": "AppGetGatewayBindDevicelList",
"ProductId":"LAEG4YJE1A" // Subdevice's productId
"GatewayProductId":"NJ270VLzT4", //gateway device's productId
GatewayDeviceName: gwdev // deviceName of the gateway device
"Offset":0,
"Limit":2,

"AccessToken": "8b4a70ddlel05E*****xxkkkkkkkkkk*x*x]8eddde78a3bb8ec”

Output example

"Response": {
"DeviceList": [{
"ProductId": "LAEG4YJE1A",
"DeviceName": "subdev2"
"DeviceId": "LAEG4YJE1A/subdev2", //subdevice's deviceId
"AliasName": "",

"IconUrl": "",

"BindStatus": O //not bound to family

"ProductId": "LAEG4YJE1A",

"DeviceName": "subdevl",

©2013-2026 Tencent Cloud. All rights reserved. Page 58 of 295



https://cloud.tencent.com/document/product/1081/40780#devicelist

> Tencent Cloud

loT Explorer

"D Id": "LAEG4YJE1A/subdevl",

"AliasName": "",

"IconUrl": "",
"BindStatus": 1

+1
"RequestId": "req 1",

"Total":

5. Error Code

Error Code

InternalError
InternalError.InternalRPCError
InternalError.InternalRPCError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

UnsupportedOperation

UnsupportedOperation.NotSupportVirtual
Device

UnsupportedOperation.DeviceNotGatewa
y

ResourceNotFound
ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioMemberNotExis
t

©2013-2026 Tencent Cloud. All rights reserved.

//already bound to

Description

Internal error.

Call timeout.

The call returned failure.

Invalid parameter value.

Token invalid.

Unsupported operation.

Virtual devices are not supported.

Not a gateway device.

The resource does not exist.

The device is not created or has been
deleted.

Family members are not created or have
been deleted.
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Get the Sub—Device List of the
Specified Gateway Bound to the
Family

Last updated: 2025-04-30 15:32:52

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetFamilySubDeviceList) is used to obtain the sub-device list of gateways
under a family.

2. Input Parameters

Requi

Name Type red Description
A Tokeni f

AccessToken String Yes Common par.amt.eter ccessTo .en is used for
user authentication of a logged-in user.
Common parameter. Unique request ID can be

. generated manually. It is recommended to use

Requestld String Yes uuld. Locating issues, you need to provide the
Requestld for the request.

Action Strin Yes Common parameter. This interface takes

9 values: AppGetFamilySubDevicelL.ist.

Gat Prod

ct? deway rodu String Yes Gateway device product ID.

Gat Devi

atewaybevie String Yes Gateway device Name.

eName

Offset Int Yes Message offset.

Limit Int Yes Max!mum return message count, with a
maximum value of 50.

3. Output Parameter
Name Type Description
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Common parameter. Unique request ID
can be generated manually. It is

Requestld String recommended to use uuld. Locating
issues, you need to provide the Requestid
for the request.

Total String Total number.

DevicelList Array of DeviceList Device List.

4. Samples

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"RequestId": "req 1",
"Action": "AppGetFamilySubDeviceList",
"GatewayProductId":"NJ270VLZT4",
"GatewayDeviceName" : "gwdev",
"Offset":0,
"Limit":2,

"AccessToken": "8b4a70ddlel05E*****x*kkkkkkkkkk*x*x]8eddde78a3bb8ec”

Output example

"Response": {
"DeviceList": [{

"FamilyId": "f_ 9b309d84c962****0allb4c3d9588fccl",

"ProductId": "LAEG4YJE1A",

"DeviceName": "subdevl",

"DeviceId": "LAEG4YJE1A/subdevl",

"AliasName": "",
"RoomId": "O",
"IconUrl": "",
"DeviceType": 2,
"CreateTime": 1583492992,
"UpdateTime": 1583492992
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> Tencent Cloud

1,

"RequestId":

"reqil n ,

"Total": 1

5. Error Code

Error Code

InternalError
InternalError.InternalRPCError
InternalError.InternalRPCError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken
InvalidParameterValue.NoPermission

UnsupportedOperation

UnsupportedOperation.ERR_APP_INVALID
_IOTAPPID

ResourceNotFound

ResourceNotFound.DeviceNotExist

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

Internal error.

Call timeout.

The call returned failure.
Invalid parameter value.
The Token is invalid.

The user has no permission to this
device.

Unsupported operation.

The Appld is invalid. lotAppID.

The resource does not exist.

The device is not created or has been
deleted.
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loT Explorer

Bluetooth Data Reporting

Last updated: 2025-04-30 15:33:06

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppReportDataAsDevice) is used for data reporting by mini programs or apps.

2. Input Parameters

Name

AccessTo
ken

Requestid

Action

Deviceld
Data

TimeStam
p

Type

String

String

String

String

String

Int64

Requi
red

Yes

Yes

Yes

Yes

Yes

Yes

3. Output Parameter

Name

Requestld

Data

4. Example

Type

String

String

©2013-2026 Tencent Cloud. All rights reserved.

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues requires providing the Requestld for
the request.

Common parameter. This interface takes values:
AppReportDataAsDevice.

Device ID.

Modified model data.

Unix millisecond-level timestamp.

Description

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues requires providing the Requestld for
the request.

Returned data information.
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Input Example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json

{
|8

"RequestId": "123e4567-e890-12d3-a456-426614174000",

"Action": "AppReportDataAsDevice",
"DeviceId": "22*****Q/1lightl",
"Data": "{\"light_switch\":0}",

"TimeStamp": 1581422682000,

"AccessToken": "8b4a70ddle***x**x**x*x*%2826868b18eddde78a3bb8ec”

Output example: succeed

onse":

llData": "",

"RequestId": "123e4567-e890-12d3-a456-426614174000"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.BindDeviceNotConnect
ed

InvalidParameterValue.lnvalidAccessToken
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Description
Internal error.
Invalid parameter value.

The device has not connected to the
cloud recently.

The Token is invalid.
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Bluetooth Device Sends Reply
Messages for Device Behavior

Last updated: 2025-04-30 15:33:19

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppPublishMsgAsDevice) provides the message reply feature for mini
programs or apps to simulate device behavior.

2. Input Parameter

Req
Name Type uire Description
d
AccessTok ) Common parameter. AccessToken is used for user
String Yes .. .
en authentication of a logged-in user.
Common parameter. Unique request ID can be
. generated manually. It is recommended to use uuid.
Requestld String Yes Locating issues, you need to provide the Requestid
for the request.
Action Strin Yes Common parameter. This interface takes values:
9 AppPublishMsgAsDevice.
Productid String Yes product ID.
DeviceN
eewce am String Yes Device name.
Topic String Yes Reporting Topic.
Payload String Yes Message content.

3. Output Parameter

Name Type Description

Requestld String Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
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loT Explorer

Locating issues, you need to provide the Requestid
for the request.

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId":
"Action": "AppPublishMsgAsDevice",
"ProductId": "22x**xxQ",
"DeviceName": "lightl",

"Topic":

"123e4567-e890-12d3-a456-426614174000",

"Sthing/up/action/22*****0/1lightl"

"Payload": "elwibGlnaHRfc3dpdGNoXCI6MHO=""

"AccessToken": "8b4a70ddlo*****xxxx*kk*)

Output sample: successful

"RequestId":

"123e4567-e890-12d3-a456-426614174000"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.BindDeviceNotConn
ected

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.
Parameter value error.

The device has not connected to the
cloud recently.

The Token is invalid.
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Bluetooth Device Reporting Event

Last updated: 2025-04-30 15:33:33

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppReportDeviceEvent) is used for bluetooth devices to report events through
App or mini program.

2. Input Parameter

Req .
Name Type uired Description
AccessTok Strin YVes Common parameter. AccessToken is used for user
en g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestld Strin YVes generated manually. It is recommended to use uuid.
au g When locating issues, provide the Requestid for the
request.
. Strin Common parameter. This interface takes values:
Action Yes .
g AppReportDeviceEvent.
) Strin . .
Deviceld g Yes Device ID, composed of Productld/DeviceName.
Eventid ztrln Yes Event ID.
Strin .
Params g Yes Event parameter in JSON format.
Method Strin Yes Reporting method, can be ReportEventAsDevice or
g reported (default).
EventTime Int64 Yes Unix millisecond-level timestamp.
Stamp
3. Output Parameters
Name Type Description
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Requestid String

loT Explorer

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
When locating issues, provide the Requestid for the
request.

4. Examples

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "123e4567-e89b-12d3-a456-426614174000",

"Action": "AppReportDeviceEvent",

"DeviceId": "QD****BNB/dev01",
"EventId": "low_voltage",

"Params": "{\"voltage\":3.1}",

"Method": "ReportEventAsDevice",

"AccessToken": "ningtoken***x*x*xxn

Output sample: successful

n [}vat a n . mn ,

"RequestId": "123e4567-e89b-12d3-a456-426614174000"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.BindDeviceNo
tConnected
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Description
Internal error.
Invalid parameter value.

The device has not connected to the cloud
recently.
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InvalidParameterValue.lnvalidAccess

Token The Token is invalid.
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Network Configuration Binding
Device

Last updated: 2025-04-30 15:33:53

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppSigBindDevicelnFamily) is used for mini programs or apps to perform
binding operations for Wi—Fi device networking.

2. Input Parameter

Requi L
Name Type red Description
AccessToke i Common parameter. AccessToken is used for user
String Yes . :
n authentication of a logged-in user.
Common parameter. Unique request ID can be
i generated manually. It is recommended to use
Requestld String Yes uuid. When locating issues, you need to provide the
Requestld for the request.
Action Strin Ye Common parameter. This interface takes values:
g S AppSigBindDevicelnFamily.
Familyld String Yes Family ID.
Productid String Yes Product ID.
DeviceName String Yes Device name.
Roomld String No Room ID.
DeviceTime . . . .
Int64 Yes Device timestamp, Unix second-level timestamp.
stamp
Connld String No Random string, recommend 5 bytes length.
Dynamic signature, a signature transmitted to the
Signature String Yes mini program and App by the device according to

the Distribution Network Protocol. For calculation
example, see below.

©2013-2026 Tencent Cloud. All rights reserved. Page 70 of 295



> Tencent Cloud loT Explorer

Binding type.
wifi_sign: WIFI binding (default).

BindType String Yes bluetooth_sign: Bluetooth binding.

other_sign: Other.

Signature algorithm.
hmacshal: HMACSHA1 encryption algorithm
SignMethod String No (default).
hmacsha256: HMACSHA256 encryption
algorithm.

3. Output Parameters

Name Type Description

Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuid. When locating issues, you need to provide
the Requestld for the request.

Requestid String

AppDeviceln Object of

Equi inf ion.
fo AppDevicelnfo quipment information

4. Dynamic Signature Calculation

Procedure for calculating signature
1. Confirm whether it is WIFI configuration, Bluetooth configuration, or other configurations.
The concatenation of plaintext strings that need encryption varies slightly.

2. Obtain the psk of the device, which can be viewed in the console or obtained via API.
3. Decode the psk through base64 and use it as the key of the hash to encode the plaintext.
4. Just concatenate the result of the hash into a hexadecimal string.

The steps for calculating the signature for WIFI binding are the same as those for Bluetooth or
other bindings. The only difference is the concatenation of the plaintext for encryption. For
details, see the example code.

WIFI Network Configuration Binding Signature

Plaintext concatenation format: "DeviceName=%s&DeviceTimestamp=%d&ProductId=%s&ConnId=%

S"

©2013-2026 Tencent Cloud. All rights reserved. Page 71 of 295


https://cloud.tencent.com/document/product/1081/40780#appdeviceinfo
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import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import java.util.Base64;

public class AppBind {
private static final String HMAC_SHA1 ALGORITHM = "HmacSHA1l";
private static final String HMAC_SHA256_ALGORITHM = "HmacSHA256";
public static final String DEVICE_PSK = "4B***==";
public static final String PRODUCT_ID = "productId";
public static final String DEVICE_NAME = "d1";
public static final String CONN_ID = "12345";
public static final int TIMESTAMP = 1694141664;
public static final String ContentFormat =

"DeviceName=%s&DeviceTimestamp=%d&ProductId=%s&ConnId=%s"

public static void (String[] args) throws Exception {

String content = String. (ContentFormat, DEVICE_NAME,
TIMESTAMP, PRODUCT_ID, CONN_ID) ;

// shal

System.out. (content,
Base64. () . (DEVICE_PSK))) ;

// sha256

System.out. (content,

Baseb64. (). (DEVICE_PSK)) ) ;
}

// Calculate shal signature
public static String (String data, byte[] keyBytes)
throws Exception {
SecretKeySpec signingKey = new SecretKeySpec (keyBytes,
HMAC_SHA1_ALGORITHM) ;
Mac mac = Mac. (HMAC_SHA1_ALGORITHM) ;
mac. (signingKey) ;
byte[] dataBytes = data. ()2

byte[] signatureBytes = mac. (dataBytes) ;

return (signatureBytes) ;
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// Calculate sha256 signature
public static String (String data, bytel]
keyBytes) throws Exception {
SecretKeySpec signingKey = new SecretKeySpec (keyBytes,
HMAC_SHA1_ ALGORITHM) ;
Mac mac = Mac. (HMAC_SHA256_ALGORITHM) ;
mac. (signingKey) ;
byte[] dataBytes = data. () g

byte[] signatureBytes = mac. (dataBytes) ;

return (signatureBytes) ;

private static String (byte[] bytes) {
StringBuilder builder = new StringBuilder () ;
for (byte b : bytes) {

builder. (String. ("%$02x", b));

return builder.

Go

import (
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"encoding/hex"
"fmt"

"hash"

)

var (
devicePsk = "Re****Q=="

contentFmt = "DeviceName=%s&DeviceTimestamp=%d&ProductId=%s&ConnlId=%s"

)
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fmt. ("deviceName", "productId", "connId",

1693898532))
}

// Get shal signature
func () string {
:= base64.StdEncoding. (devicePsk)
var mac hash.Hash
mac = hmac. (shal.New, psk)
mac. ([] (contentFmt) )

result := (nil)

return hex. (result)

// Get sha256 signature
func () string {
:= base64.StdEncoding. (devicePsk)
var mac hash.Hash
mac = hmac. (sha256.New, psk)
mac. ([] (contentFmt) )

result := (nil)

return hex. (result)

C

#include <stdio.h>
#include <string.h>

#include <openssl/hmac.h>
const char *devicePsk = "RebS***==".
const char *contentFmt =

"DeviceName=%s&DeviceTimestamp=%1d&ProductId=%s&ConnId=%s";

char * (char *deviceName, char *productId, char *connId,

deviceTimestamp) ;
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("d1", "BRS**F", "9102344", 1693898532));

char * (char *deviceName, char *productlId, char *connId, long
deviceTimestamp) {

unsigned char psk[16];

int psk_len = (psk, devicePsk, (devicePsk)) ;

("$s\n", psk);

char content[256];
(content, contentFmt, deviceName, deviceTimestamp, productId,
connlId) ;

("%$s\n", content);

unsigned char result[20];
unsigned int result_len;
( (), psk, psk_len, (unsigned char *) content,

(content), result, &result_len);

char *hexResult = (result_len * 2 + 1);

for (int i = 0; i < result_len; i++) {
(hexResult + 1 * 2, "%02X", result([i]);

t

hexResult [result_len * 2] = '"\0"';

return hexResult;

Bluetooth and Other Network Configuration Binding Signatures

Plaintext concatenation format: "ss%s;%s;%d" . The fields are ProductId, DeviceName, ConnI

d, DeviceTimestamp in sequence.

NE)

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

©2013-2026 Tencent Cloud. All rights reserved. Page 75 of 295




> Tencent Cloud loT Explorer

import java.util.Baseb64;

public class AppBind {
private static final String HMAC_SHA1 ALGORITHM = "HmacSHA1l";
private static final String HMAC_SHA256_ALGORITHM = "HmacSHA256";
public static final String DEVICE_PSK = "4B*x***==",
public static final String PRODUCT_ID = "productId";
public static final String DEVICE_NAME = "d1";
public static final String CONN_ID = "12345";
public static final int TIMESTAMP = 1694141664;
public static final String ContentFormat = "%$s%s; %s;%d"; //

ProductId;DeviceName; ConnId;DeviceTimestamp

public static void (String[] args) throws Exception {
String content = String. (ContentFormat, PRODUCT_ID,
DEVICE_NAME, CONN_ID, TIMESTAMP) ;
// shal
System.out. (content,
Baseb64. () . (DEVICE_PSK)));
// sha256
System.out. (content,
Baseb64. () . (DEVICE_PSK)) ) ;
t

// Calculate shal signature
public static String (String data, byte[] keyBytes)
throws Exception {
SecretKeySpec signingKey = new SecretKeySpec (keyBytes,
HMAC_SHA1_ALGORITHM) ;
Mac mac = Mac. (HMAC_SHA1_ALGORITHM) ;
mac. (signingKey) ;
byte[] dataBytes = data. () g

byte[] signatureBytes = mac. (dataBytes) ;

return (signatureBytes) ;

// Calculate sha256 signature
public static String (String data, bytel]

keyBytes) throws Exception {
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SecretKeySpec signingKey = new SecretKeySpec (keyBytes,
HMAC_SHA1_ALGORITHM) ;

Mac mac = Mac. (HMAC_SHA256_ALGORITHM) ;

mac. (signingKey) ;

byte[] dataBytes = data. ();

byte[] signatureBytes = mac. (dataBytes) ;

return (signatureBytes) ;

private static String (byte[] bytes) {
StringBuilder builder = new StringBuilder () ;

for (byte b : bytes) {
builder. (String. ("%$02x", b));

return builder.

Go

import (
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"encoding/hex"
"fmt"

"hash"

)

(

devicePsk "Re* Kk Hk=="

ProductId "productId"

DeviceName "d1"

ConnId "12345"

DeviceTimestamp int64 1694141664

contentFmt fmt . ("%s%s; %$s;%d", ProductlId,

DeviceName, ConnId, DeviceTimestamp) //
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ProductId;DeviceName; ConnId;DeviceTimestamp)
func )y o
fmt . ())

() string {
:= base64.StdEncoding. (devicePsk)
var mac hash.Hash
mac = hmac. (shal.New, psk)
mac. ([] (contentFmt) )

result := (nil)

return hex. (result)

C

#include <stdio.h>
#include <string.h>

#include <openssl/hmac.h>

const char *devicePsk = "RebS***==".
const char *contentFmt = "%s%s;%s;%d"; //

ProductId;DeviceName; ConnlId;DeviceTimestamp

char * (char *deviceName, char *productlId, char *connId, long

deviceTimestamp) ;

("d1i", "BRS**F", "9102344", 1693898532));

char * (char *deviceName, char *productlId, char *connId, long
deviceTimestamp) {

unsigned char psk[16];

int psk_len = (psk, devicePsk, (devicePsk)) ;

("%s\n", psk);

char content[256];
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(content, contentFmt, productlId, deviceName, connId,
deviceTimestamp) ;

("%$s\n", content);

unsigned char result([20];
unsigned int result_len;
( (), psk, psk_len, (unsigned char *) content,

(content), result, &result_len);

char *hexResult = (result_len * 2 + 1);
for (int i = 0; i < result_len; i++) {
(hexResult + 1 * 2, "%02X", result[i]);
t
hexResult [result_len * 2] = '"\0"';

return hexResult;

5. Example

Default WIFI Network Configuration Binding request input example 1:

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{
"DeviceTimestamp": 1694141664,
"Action": "AppSigBindDeviceInFamily",
"ConnId": "1938",
"RequestId": "dd7b-1014bcd-rey76",
"AccessToken": "51dbxxx4d4fdb",
"FamilyId": "f_ 8xxxxfbla",
"Signature": "T7CE3518***69EA8C",
"ProductId": "productId",
"RoomId": ""
"BindType": "wifi_sign",

"DeviceName": "di1"

Default WIFI Network Configuration Binding request input example 2:

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{
"DeviceTimestamp": 1694141664,
"Action": "AppSigBindDeviceInFamily",
"ConnId": "1938",
"RequestId": "dd7b-1014bcd-rey76",
"AccessToken": "51dbxxx4d4fdb",
"FamilyId": "f_8xxxxfbla",
"Signature": "7CE3518***69EA8C",
"ProductId": "productId",
"RoomId": ""
"BindType": "wifi_sign",
"SignMethod" :"hmacsha256",

"DeviceName": "di1"

Default Bluetooth Network Configuration Binding Request Input Example 3:

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{
"DeviceTimestamp": 1694141664,
"Action": "AppSigBindDeviceInFamily",
"ConnId": "1938",
"RequestId": "dd7b-1014bcd-rey76",
"AccessToken": "51dbxxx4d4fdb",
"FamilyId": "f_8xxxxfbla",
"Signature": "7CE3518***69EA8C",
"ProductId": "productId",
"RoomId": ""
"BindType": "bluetooth_sign",

"DeviceName": "di1"

Default Bluetooth Network Configuration Binding request input example 4:

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json

{
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"DeviceTimestamp": 1694141664,
"Action": "AppSigBindDeviceInFamily",
"ConnId": "1938",

"RequestId": "dd7b-1014bcd-rey76",
"AccessToken": "51dbxxx4d4fdb",
"FamilyId": "f_8xxxxfbla",
"Signature": "7CE3518***69EA8C",
"ProductId": "productId",
"RoomId": ""

"BindType": "bluetooth_sign",
"SignMethod" :"hmacsha256",

"DeviceName": "di1"

Output sample: Success.

"Response": {
"RequestId": "req 1",
"data": {
"AppDeviceInfo": {
"DeviceId" : "45454/d2",
"ProductId": "45454",
"DeviceName": "d2",
"AliasName": "",
"CreateTime": 1552910676,
"UpdateTIme": 1552910676,
"FamilyId": "1",
"RoomId": "0O",

"IconUrl": ""

5. Error Code

Error Code Description
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InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.BindDeviceNotConn The device has not connected to the
ected cloud recently.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Bind Sub—-Device to Gateway

Last updated: 2025-04-30 15:34:21

1. API Description

api request domain name: api request domain name replacement
this interface (AppSigGatewayBindDevice) binds a sub—device to a gateway device

2. Input Parameter

Req

Name Type uired Description
Strin Common parameter. AccessToken is used for user
AccessToken Yes L .
g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestld Strin Yes generated manually. It is recommended to use uuld.
qu g Locating issues, you need to provide the Requestid
for the request.
Action Strin Yes Common parameter. This interface takes values:
g AppSigGatewayBindDevice.
Productld, St”” Yes Product ID.
DeviceName :trln Yes Device name.
t Prod tri
GatewayPro Strin Yes Gateway product ID.
uctid g
GatewayDevi Strin Yes Gateway device Name.
ceName g
DeviceTimest . . . .
amp Int64 Yes Device timestamp, Unix second-level timestamp.
Strin .
Nonce g Yes Random string, recommend 5 bytes length.
Stri
Signature g i Yes Dynamic Signature.
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3. Output Parameters

Name Type Description

Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuld. Locating issues, you need to provide the
Requestld for the request.

Requestid String

4. Samples

Signature generation procedure:
1. Sort the (deviceName, nonce, productld, timestamp) parameters in ascending
lexicographical order.

2. Concatenate the above parameters into strings in the form of parameter name = parameter
value & parameter name = parameter value.

3. Use the HMAC-sha1 algorithm to calculate the string obtained in the previous step. The
key is ProductSecret.

4. Encode the generated result using Base64, and you can obtain the final signature string to
put into signature.

Example 1

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "zzYlpZb3szI1N",
"Action": "AppSigGatewayBindDevice",
"AccessToken" :"8b4a70dd1 6105 *x*xxkkxkkxkkx**]8eddde78a3bb8ec",
"GatewayProductId": "NJ270VLZT4",
"GatewayDeviceName": "gwdev",
"ProductId": "LAEG4YJE1lA",
"DeviceName": "subdev3",
"DeviceTimestamp": 1583810805,
"Nonce": "123456",

"Signature": "YZGfOE***WGUEJGn+SxUf23HYA="

Output example: Success
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"Response": {

"RequestId":

"zzY1lpZb3szI1N"

loT Explorer

5. Error Code

Error Code

InternalError
InternalError.InternalServerException
InvalidParameterValue

InvalidParameterValue.BindDeviceNotConne
cted

InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InvalidAppParameter

InvalidParameterValue.BindDeviceSigMismat
ch

UnsupportedOperation
UnsupportedOperation.NotBindVirtualDevice
UnsupportedOperation.DeviceType

ResourceNotFound

ResourceNotFound.StudioProductNotExist

ResourceNotFound.DeviceNotExist

ResourceNotFound.AppNotExists

UnauthorizedOperation
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Description

Internal error.

An error occurs.

Invalid parameter value.

The device has not connected to the
cloud recently.

The Token is invalid.

The App's request has invalid
parameters.

Dynamic signature error when binding
device.

Unsupported operation.
Unable to bind virtual device.
Device type error.

The resource does not exist.

The product is not created or has been
deleted.

The device is not created or has been
deleted.

The application is not created or has
been deleted.

No permission to operate.
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UnauthorizedOperation.APPNoPermissionTo
StudioProduct

UnauthorizedOperation.NoPermissionToFami
ly

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit
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The App has no permission to operate

this product.

No permission to operate this family.

Exceed the limit.

The device quantity exceeds the limit.
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Unbind Sub—Device Gateway

Last updated: 2025-04-30 15:34:35

1. API Description

api request domain name: api request domain name replacement
this interface (AppGatewayUnbindDevice) unbinds a sub-device from the gateway

2. Input Parameters

Requi

Name Type red Description
AccessToken String Yes Common par_am(.ater. AccessTok_en is used for
user authentication of a logged-in user.
Common parameter. Unique request ID can be
) generated manually. It is recommended to use
Requestld String Yes uuld. Locating issues, you need to provide the
Requestld for the request.
. . Common parameter. This interface takes
Action String Yes values: AppGatewayUnbindDevice.
Productid, String Yes Product ID.
DeviceName String Yes Device name.
Gat Prod
ct? deway rodu String Yes Gateway product ID.
Devi
GatewayDevic String Yes Gateway device Name.
eName
3. Output Parameter
Name Type Description

Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuld. Locating issues, you need to provide the
Requestld for the request.

Requestid String

4. Samples
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Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{

"RequestId": "zzYlpZb3szI1N",

"Action": "AppGatewayUnbindDevice",

"AccessToken":"8b4a70ddl16105f **xkxkxkxkxkxkx*x]Baddde78a3bb8ec”,
"GatewayProductId": "NJ****xT4",

"GatewayDeviceName" : "gwdev",

"ProductId": "LA*****x*]1aM,

"DeviceName": "dev"

Output example: successful

"RequestId": "zzYlpZb3szIN"

5. Error Code

Error Code Description

InternalError Internal error.
InternalError.InternalServerException An error occurs.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.BindDeviceNotConn The device has not connected to the
ected cloud recently.
InvalidParameterValue.InvalidAccessToken The Token is invalid.

InvalidParameterValue.InvalidAppParameter Wrong parameters in the App request.

InvalidParameterValue.BindDeviceSigMisma Error in dynamic signature for binding
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UnsupportedOperation

UnsupportedOperation.NotBindVirtualDevic
e

UnsupportedOperation.DeviceType

ResourceNotFound

ResourceNotFound.StudioProductNotExist

ResourceNotFound.DeviceNotExist

ResourceNotFound.AppNotExists

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionT
oStudioProduct

UnauthorizedOperation.NoPermissionToFa
mily

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit
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device.

Unsupported operation.

Unable to bind virtual device.

Error in device type.
The resource does not exist.

The product is not created or has been
deleted.

The device is not created or has been
deleted.

The application is not created or has
been deleted.

No permission to operate.

The App has no permission to operate
this product.

No permission to operate this family.

Exceed the limit.

Device quantity exceeds the limit.
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Device Control
User Control Device

Last updated: 2025-04-30 15:35:01

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppControlDeviceData) is used for users to initiate control operations on
bound devices.

2. Input Parameter

Requi L
Name Type red Description
AccessT . Common parameter. AccessToken is used for user
String Yes .. .

oken authentication of a logged-in user.

Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d 9 When locating issues, provide the Requestid for the

request.
Action Strin Ye Common parameter. This interface takes values:

9 S AppControlDeviceData.

Productid String Yes product ID.
DeviceNa String Yes Device name.
me
Data String Yes Control device message.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID can be

Requestl Strin generated manually. It is recommended to use uuld.

d 9 When locating issues, provide the Requestid for the
request.

Data String Return data.
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4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "req 1",
"AppId": 1111,
"Action": "AppControlDeviceData",
"ProductId":"22F9Y6II70O",
"DeviceName":"lightl",
"Data":"{\"light_switch\":0}",

AccessToken g Tglg iz ins izt is it dsPag

Output sample: successful

nse": {

"DE{ta" . " ",

"RequestId":

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.
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Sync Calling Device Behavior

Last updated: 2025-04-30 15:35:15

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppCallDeviceActionSync) is used for users to initiate synchronous behavior
invocation to successfully bound devices.

2. Input Parameter

Requi L
Name Type red Description
AccessT . Common parameter. AccessToken is used for user
String Yes .. .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d 9 When locating issues, provide the Requestid for the
request.
Action String Yes AppCallDeviceActionSync
Productid String Yes Product ID.
DeviceN
evicelna String Yes Device name.
me
Actionld Strin Yes The identifier of the behavior function, Actionld, is
9 defined in the behavior of the product Thing Model.
I P
r:zm ard String No Input parameter.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID can be

Requestl Strin generated manually. It is recommended to use uuld.
d g When locating issues, provide the Requestid for the
request.
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ClientTok String Call ID.
en
Status String Return status.
Output Parameter.
OutputP
rql;r?: a String This field may return null, indicating that no valid

value was obtained.

4. Samples
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"AccessToken": "accesstoken***x*xxkxxkxgcc",
"RequestId": "026fed48b-0c31-4a7c-aaf6-83ba3e9sdbct",
"ProductId": "AB*****2345",
"DeviceName": "DEV",
"ActionId": "actionid",
"InputParams": "{\"color\":6}",

"Action": "AppCallDeviceActionSync"

Output Example: Success

"ClientToken": "leel2********x*x*x*x74f703e0d",
nnw

"OutputParams":

"026fed8b-0c31-4a7c-aaf6-83ba3e9sdbct",

"Status": "succ"

5. Error Code
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Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.
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Asynchronous Invocation of Device
Behavior

Last updated: 2025-04-30 15:35:29

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .

This interface (AppCallDeviceActionAsync) is used to initiate an asynchronous behavior
invocation request to the device bound by the user. The returned results of the device
behavior called asynchronously can be accessed in real time through persistent connection
communication.

2. Input Parameter

Requi .
Name Type red Description
AccessT . Common parameter. AccessToken is used for user
String Yes .. .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d 9 When locating issues, you need to provide the
Requestld for the request.
Action String Yes AppCallDeviceActionAsync
Productid String Yes product ID.
DeviceN
evicela String Yes Device name.
me
Actionld String Yes Identifier of behavior function.
I P
r:zm ard String No Input parameter.

3. Output Parameter

Name Type Description
Requestl String Common parameter. Unique request ID can be
d generated manually. It is recommended to use uuld.
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When locating issues, you need to provide the
Requestld for the request.
ClientTok
1entio String Call ID.
en
Status String Return status.

4. Example
Example 1

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"AccessToken": "accesstoken*****x*x*x**xgcc",
"RequestId": "026fed48b-0c31-4a’c-aaf6-83ba3e9sdbct",
"ProductId": "ABCDE12345",
"DeviceName": "DEV",
"ActionId": "actionid",
"InputParams": "{\"color\":6}",

"Action": "AppCallDeviceActionAsync"

Output example: succeed

"ClientToken” g Wile@ll 2w ws=5xisisssx7alit703elalV,

"RequestId": "026fe48b-0c31-4a7c—aaf6-83ba3e9sdbct",

"Status": "Sent"

5. Error Code

Error Code Description
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InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.
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Device Sharing
Sending Device Sharing From the

App

Last updated: 2025-04-30 15:36:02

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppSendShareDevicelnvite) is used for sending device sharing invitations.

2. Input Parameter

Req
Name Type uire Description
d
AccessT Strin Common parameter. AccessToken is used for user
Yes .. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be generated
Requestl Strin Yes manually. It is recommended to use uuld. When locating
d g issues, you need to provide the Requestld for the
request.
Action Strin Yes Common parameter. This interface takes values:
g AppSendShareDevicelnvite.

P I i
roduct Strin Yes product ID.

d g
DeviceN Strin :
Yes Device name.
ame g
'I;oUserI jtrln Yes ID of the shared user.

3. Output Parameters

Name Type Description
Requestl String Common parameter. Unique request ID, same as the
d input parameter. When locating issues, you need to
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provide the Requestld for the request.

Status String Request result.

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppSendShareDeviceInvite",
"AccessToken": "8b4a70ddl6l05Lfx**xxxxxxxxxxxxxxx]8eddde78a3bbl8ec",
"RequestId": "1555507435215",
"ProductId": "22F9Y6IIT70O",
"DeviceName": "lightl",

"ToUserID":"123456"

Output Example: Succeed

"Response": {
"RequestId": "1555507435215",

"Status": "OK"

Output Example: Fail

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

ty
"RequestId": "1555507435215"
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5. Error Code
Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTo

The Token is invalid.
ken

InvalidParameterValue.NoPermission User has no permission for the device.
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Retrieve the Device Sharing Token

Last updated: 2025-04-30 15:36:17

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppCreateShareDeviceToken) is used to obtain device sharing token.

2. Input Parameter

Name Type

AccessToken String

Requestid String
Action String
Familyld String
Productid String
DeviceName String
;I'okenContex String

3. Output Parameter

Name Type
Requestld String

ShareDevice

Token String

uired

Yes

Yes

Yes

Yes

Yes

Yes

No

©2013-2026 Tencent Cloud. All rights reserved.

Description

common parameter. AccessToken is used for
user authentication of a logged—-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuid. Locating issues, you need to provide the
Requestld for the request.

Common parameter. This interface takes values:
AppCreateShareDeviceToken.

Family ID, returned after successful creation of a
family

Product ID.

Device name.

The context of sharing.

Description

Common parameter. Unique request ID, same as
the input parameter. Locating issues, you need to
provide the Requestld for the request.

Device sharing Token.
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4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppCreateShareDeviceToken",
"AccessToken": "8b4a70ddl16105f**x**x**xk*xxkxxx*xx*x]8eddde’78a3bb8ec",
"RequestId": "155550***x*15",
"ProductId": "22F9**xx7Q",

"DeviceName": "lightl"

Output Example: successful

"Response": {
"RequestId": "15555Q7**x**15",
"ShareDeviceToken": "49d2b71dc5814****7c68ad4c756d3ced"

Output Example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",

"Message": "Invalid Token"

}
"RequestId": "1555507****15"

5. Error Code

Error Code Description
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InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTo

The Token is invalid.
ken

InvalidParameterValue.NoPermission User has no permission for the device.
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Obtain Device Sharing Token
Information

Last updated: 2025-04-30 15:36:36

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDescribeShareDeviceToken) is used to obtain token information for device
sharing.

2. Input Parameters

Reaui
Name Type ejquw Description
. ken i fi
AccessToken String Yes Common par.amgter AccessTo .en is used for
user authentication of a logged-in user.
Common parameter. Unique request ID can be
) generated manually. It is recommended to use
Requestld String Yes uuid. When locating issues, you need to
provide the Requestld for the request.
Action Strin Yes Common parameter. This interface takes
g values: AppDescribeShareDeviceToken.
ShareDevice ) ) )
Token String Yes Device sharing Token.
3. Output Parameters
Name Type Description
Common parameter. Unique request ID, same
. as the input parameter. When locating issues,
Requestld String you need to provide the Requestld for the
request.
ShareDevice Object of .
ShareDeviceTokenl Response result.
Tokenlnfo
nfo
AliasName String Device alias
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lconUrl lcon URL

4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppDescribeShareDeviceToken",
"AccessToken": "8b4a70ddl6l105f**xx*kkxxxxkkrxxx*]8eddde78a3bb8ec",
"RequestId": "1555507****15",
"ShareDeviceToken": "49d2b71dc5814354****8a4c756d3ce9"

Output example: succeed

// UserId, UserNick are empty before being accepted by the sharee.
// After the sharee accepts the sharing, UserId saves the information of
the sharee.
// The frontend can determine the binding status by whether the UserId
is empty.
{
"Response": {
"RequestId": "15555Q7****15",
"ShareDeviceTokenInfo": {

"FromUserId": "1",

"FromUserNick": "tests",

"UserId": "2",

"UserNick": "test2",

"ProductId": "22F9Y6IIT7O",

"DeviceName": "lightl",

"AliasName": "my_light",

"TconUrl": "",

"BindTime": O,

"ExpireTime": 1574757262,

"CreateTime": 1574152462
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Output example: failure

"Response":
"Error": {
e": "InvalidParameterValue.InvalidShareDeviceToken",
age": "The device sharing Token is invalid."

ty

"RequestId": "1555507****15"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

The Device sharing Token is

InvalidParameterValue.lnvalidShareDeviceToken ) .
invalid.
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Devices Shared by Bound Users

Last updated: 2025-04-30 15:36:50

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppBindUserShareDevice) is used for binding devices shared by users.

2. Input Parameter

Requi

Name Type red Description
AccessTok ) Common parameter. AccessToken is used for user
String Yes . .
en authentication of a logged-in user.
Common parameter. Unique request ID can be
) generated manually. It is recommended to use uuid.
Requestld String Yes Locating issues, you need to provide the Requestid
for the request.
Action Strin v Common parameter. This interface takes values:
ctio 'ng es AppBindUserShareDevice.
ShareDevi
arebevie String Yes Token for device sharing.
eToken
Productid String Yes Product ID.
DeviceN
eeVIce am String Yes Device name.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID, same as
Requestid String the input parameter. Locating issues, you need to
provide the Requestld for the request.

Status String Response result.

4. Example

©2013-2026 Tencent Cloud. All rights reserved. Page 107 of 295



> Tencent Cloud loT Explorer

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppBindUserShareDevice",
"AccessToken": "8b4a70ddl6l05fx*x***xkkxxxrkixxxx*]Beddde’78a3bb8ec",
"RequestId": "1555507****15",
"ProductId": "22F9Y6II7QO",
"DeviceName": "lightl",

"ShareDeviceToken": "0820728466424d8f****422ec06bd398"

Output example: succeed

"Response": {
"RequestId": "15555Q7****15",

"Status": "OK"

Output example: fail

"Response": {
"Error": {
"Code": "InvalidParameterValue.DeviceBinded",
"Message": "The device has been bound to the current user"

by
"RequestId": "1555507****15"

5. Error Code

Error Code Description

InternalError Internal error.
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InvalidParameterValue Invalid parameter value.

The device has already been bound to the

InvalidParameterValue.DeviecBinded
current user.

InvalidParameterValue.UserBindExceedL User binding sharing device quantity has
imit reached the limit.
InvalidParameterValue.DeviceShareExce The maximum number of sharing users for
edLimit the device has been reached.

InvalidParameterValue.CannotBindOwnD

. Cannot bind self-sharing devices.
evice

InvalidParameterValue.ShareDeviceToke

Device sharing Token has been used.
nUsed

InvalidParameterValue.lnvalidShareDevic

eToken Device sharing Token is invalid.
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Querying the User—Shared Device
List
Last updated: 2025-04-30 15:37:04

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppListUserShareDevices) is used for querying the device list shared by the
user.

2. Input Parameter

Require

Name Type d

Description

AccessTo . Common parameter. AccessToken is used for
String Yes L. .
ken user authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use
uuid. Locating issues, you need to provide the
Requestld for the request.

Requestid String Yes

Common parameter. This interface takes values:

Action String Yes AppListUserShareDevices.

Offset Int Yes Paglnat_lon offset, starting from 0, maximum not
exceeding 500.

Limit Int Yes Pull count per time. Default is 10. Max. 100.

3. Output Parameters

Name Type Description

Common parameter. Unique request ID, same as
Requestid String the input parameter. Locating issues, you need to
provide the Requestld for the request.

Total Int Total number of returned messages.

ShareDevi Array of

ces ShareDevices Respond to device information.
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4. Examples

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppListUserShareDevices",
"AccessToken": "8b4a70ddl16105f**x**x**xk*xxkxxx*xx*x]8eddde’78a3bb8ec",
"RequestId": "1555507****15",
"Offset": 0O,

"Limit": 10

Output example: successful

"Response": {
"RequestId": "1555507****15",
"ShareDevices": |
{
"ProductId": "WTXXXXOMFE2",
"DeviceName": "device_ XXXX001",
"DeviceId": "WTXXXXOMF2/device_XXXX001",
"AliasName": "test_device",
"TconUrl": "https://yyy—XXXX—XXX.COS.ap—
guangzhou.mygcloud.com/113xxxx7a0b273bxxxxc0b9040feeb/1xxxxxxxxx0.png",

"CreateTime": "2019-12-17T19:39:21+08:00"

i
"Total": 1

Output example: fail

"Response": {

"Error": {
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"InvalidParameterValue.InvalidAccessToken",

age": "Invalid Token"

"RequestId": "1555507****15"

5. Error Code

Error Code Description
InternalError An internal error occurred.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccess

Token The Token is invalid.

©2013-2026 Tencent Cloud. All rights reserved. Page 112 of 295



> Tencent Cloud loT Explorer

Deleting User—Shared Devices

Last updated: 2025-04-30 15:37:17

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppRemoveUserShareDevice) is used to delete the device shared by the user.

2. Input Parameter

Requi L.
Name Type red Description
AccessT ) Common parameter. AccessToken is used for user
String Yes .. .

oken authentication of a logged-in user.

Common parameter. Unique request ID can be
Requestl Strin YVes generated manually. It is recommended to use uuid.
d 9 When locating issues, provide the Requestld for the

request.
Action Strin YVes Common parameter. This interface takes values:

9 AppRemoveUserShareDevice.

Productid String Yes Product ID.
DeviceN
meewce a String Yes Device name.

3. Output Parameter

Name Type Description
Request| Common parameter. Unique request ID, same as the
qu String input parameter. When locating issues, provide the
d
Requestld for the request.
Status String Response result.
4. Example
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json
{
"Action": "AppRemoveUserShareDevice",
"AccessToken": "8b4a70ddl6el05fx**rxxrrxxrrxxxxxx]g8eddde’78a3bbl8ec",
"RequestId": "1555507****15",
"ProductId": "22F9Y6II70O",

"DeviceName": "light1"

Output sample: successful

"Response": {
"RequestId": "15555Q7****15",

"Status": "OK"

Output example: Failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.AppDeviceNotExist",
"Message": "No bound devices were found."

ty
"RequestId": "1555507****15"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.AppDeviceNot

. No bound devices were found.
Exist
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Querying Device User List

Last updated: 2025-04-30 15:37:32

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppListShareDeviceUsers) is used for querying device user list.

2. Input Parameters

Requir

Name Type ed Description
AccessTok ) Common parameter. AccessToken is used for user
String Yes . .
en authentication of a logged-in user.
Common parameter. Unique request ID can be
) generated manually. It is recommended to use
Requestld String Yes uuid. Locating issues, you need to provide the
Requestld for the request.
Action Strin Yes Common parameter. This interface takes values:
g AppListShareDeviceUsers.
Productid String Yes Product ID.
DeviceN
eewce am String Yes Device name.
Offset Int Yes Paginat.ion offset, starting from 0, maximum not
exceeding 500.
Limit Int Yes Pull count per time. Default is 10. Maximum not

exceeding 100.

3. Output Parameters

Name Type Description

Common parameter. Unique request ID, same as
Requestld String the input parameter. Locating issues, you need to
provide the Requestld for the request.

Total Int Total count of returned data.
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Array of

ShareUserInfo Listof users.

Users

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"Action": "AppListShareDeviceUsers",

"AccessToken": "user2",

"RequestId": "1555507****15",

"ProductId": "22F9Y6IIT70O",

"DeviceName": "lightl",

"Offset": O,

"Limit": 10

Output Example: Succeed

"Response": {
"RequestId": "15555Q7**x**15",
"Users": [
{

"UserId": "1",
"CountryCode": "86",
"PhoneNumber": "139****x5678",
"NickName": "tests",
IAvatar’g WU,

"BindTime": 1574153536

i
"Total": 1

Output Example: Fail
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"InvalidParameterValue.InvalidAccessToken",

"Invalid Token"

"RequestId": "1555507****15"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTo

The Token is invalid.
ken
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Deleting the User of Device Sharing

Last updated: 2025-04-3015:37:47

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppRemoveShareDeviceUser) is used to delete the user of device sharing.

2. Input Parameter

Requi

Name Type red Description

AccessTo ) Common parameter. AccessToken is used for user
String Yes .. .

ken authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues, you need to provide the Requestid
for the request.

Requestid String Yes

Common parameter. This interface takes values:

Action String ves AppRemoveShareDeviceUser.
Zj(rjnoveUs String Yes User ID to be deleted.
Productid String Yes Product ID.

r?‘eeviceNa String Yes Device name.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID, same as
Requestid String the input parameter. Locating issues, you need to
provide the Requestld for the request.

Status String Response result.

4. Example
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Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"Action": "AppRemoveShareDeviceUser",

"AccessToken": "user2",

"RequestId": "15555****xxx]15",

"RemoveUserId": "1234555",

"ProductId": "22F9Y6IIT7QO",

"DeviceName": "lightl"

Output sample: successful

"Response": {
"RequestId": "15555Q****x*15",

"Status": "OK"

Output example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.AppDeviceNotExist",
"Message": "No devices were found bound"

by
TRequegitlelly TiI5555FwE Al 5Y

5. Error Code

Error Code Description

InternalError Internal error.

©2013-2026 Tencent Cloud. All rights reserved. Page 120 of 295




> Tencent Cloud loT Explorer

InvalidParameterValue Invalid parameter value.

InvalidParameterValue.AppDeviceNot
Exist

No bound devices were found.

The user has no permission to access the

InvalidParameterValue.NoPermission .
device.
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loT Explorer

Family Management

Creating a Family

Last updated: 2025-04-30 15:38:12

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppCreateFamily) is used to create a family.

2. Input Parameters

Name

AccessTo
ken

Requestid

Action

Name

Address

Type

String

String

String

String

String

Requi
red

Yes

Yes

Yes

Yes

Yes

3. Output Parameter

Name

Requestld

Familyld

4. Samples

Input Example

Type

String

String

©2013-2026 Tencent Cloud. All rights reserved.

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues, you need to provide the Requestid
for the request.

Common parameter. This interface takes values:
AppCreateFamily.

Family name.

Residence address.

Description

Common parameter. Unique request ID is the same
as the input parameter. Locating issues, you need to
provide the Requestld for the request.

The Family ID successfully created.
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "req 1",
"Action": "AppCreateFamily",
"Name": "family_name",
"Address": "family_address",

TAceessTokem’ g Wil iwewuwiirisirisuruw wasiswr w4 gl

Output sample: successful

"FamilyId": "e0e23a2b33a24652bo***x*x*k*xxglcf"

ty

"RequestId": "req_ 1"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessT

The Token is invalid.
oken
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Deleting a Family

Last updated: 2025-04-30 15:38:28

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteFamily) is used to delete a family.

2. Input Parameters

Requi .
Name Type red Description
AccessT Strin Common parameter. AccessToken is used for user
Yes . .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d g When locating issues, provide the Requestld for the
request.
) Strin Common parameter. This interface takes values:
Action Yes .
g AppDeleteFamily.
Name Strm Yes The family name to be deleted.
. Strin .
Familyld g Yes The Family ID to be deleted.
3. Output Parameter
Name Type Description
Request| Common parameter. Unique request ID, same as the
q String input parameter. When locating issues, provide the
d
Requestld for the request.
4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{
"RequestId": "req 1",
"Action": "AppDeleteFamily",

"Name" :"XXX's family"

loT Explorer

"FamilyId":"e0e23a2b33a24652b6***x***x**xx*glcf",

"AccessToken": "ClXkkxkkkxkkkkhkkxkkx*k84 7"

Output sample: successful

"Response": {

"RequestId": "req_ 1"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessT
oken

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.

Invalid parameter value.

The Token is invalid.
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Modifying Family
Last updated: 2025-04-30 15:38:47

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppModifyFamily) is used to modify a family.

2. Input Parameter

Req

Name Type uired Description
AccessTo Strin Common parameter. AccessToken is used for user
Yes . .
ken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestld Strin Yes generated manually. It is recommended to use uuld.
au g When locating issues, you need to provide the
Requestld for the request.
) Strin Common parameter. This interface takes values:
Action Yes . .
o] AppModifyFamily.
Name :trln Yes The modified family name.
. Strin . .
Familyld g Yes The Family ID that needs to be modified.
Strin . .
Address g Yes The modified residence address.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID, same as the
Requestld String input parameter. When locating issues, you need to
provide the Requestld for the request.

4. Samples

Input example
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "req 1",
"Action": "AppModifyFamily",
"Name": "family_name",

"Address": "family_address",

"FamilyId":"e0e23a2b33a24652b6***x***x**xx*glcf",

TAceessTokem’ g Wil iwewuwiirisirisuruw wasiswr w4 gl

Output sample: successful

"Response": {

"RequestId": "req_ 1"

loT Explorer

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description
An internal error occurred.
Invalid parameter value.

The Token is invalid.
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Get Family List

Last updated: 2025-04-30 15:39:05

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetFamilyList) is used to obtain the family list.

2. Input Parameters

Requi

Name Type red Description

AccessTo ) Common parameter. AccessToken is used for user
String Yes . .

ken authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues, provide the Requestld for the
request.

Requestid String Yes

Common parameter. This interface takes values:

Action String Yes AppGetFamilyList.
Offset Int No The offset of the data to be queried.
Limit Int No The return limit is a maximum of 50 items.

3. Output Parameter

Name Type Description

Common parameters, unique request ID, consistent

Requestld String with the input parameters.
Total Int Total number of returned households.

The array of list information for the returned families.

FamilyList Array Please see FamilyList.

4. Example

Input example
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POST https://iot.cloud.tencent.com/api/expl

content-type: application/json
{

"RequestId": "req 1",
"Action": "AppGetFamilyList",
"Offset":0,

"Limit":2,

"ACC@SSTO}{@D": "Cl******************847

Output sample: successful

"RequestId": "req 1",
"FamilyList": [{
"FamilyId": "alc6939039d345b897
"Name": "family_name",
// 1l:Administrator
1570786578,
"Update 1570790807

1,
"Total":1

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

©2013-2026 Tencent Cloud. All rights reserved.

oreropen/tokenapi HTTP/1.

e"

**********al2c"l

0:0rdinary member

Description
Internal error.

Invalid parameter value.

The Token is invalid.

loT Explorer
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Getting Family Details

Last updated: 2025-04-30 15:39:51

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDescribeFamily) is used to obtain family details.

2. Input Parameters

Requi

Name Type red Description
AccessT Strin Common parameter. AccessToken is used for user
Yes . .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin generated manually. It is recommended to use uuid.
Yes . . -
d g Locating issues requires providing the Requestld for
the request.
) Strin Common parameter. This interface takes values:
Action Yes . .
g AppDescribeFamily.
. Strin . . . .
Familyld g Yes The Family ID for which details are to be queried.

3. Output Parameters

Name Type Description
Common parameter. Unique request ID is the same as

Requestl . . L. .

d String the input parameter. Locating issues requires
providing the Requestld for the request.

Familyld String Family ID.

FamilyNa String Family name.

me

Address String Residence address.

—
S::ate I Int64 Creation time, UNIX timestamp (in seconds).
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UpdateTi
me

Int64 Last update time, UNIX timestamp (in seconds).

4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json
{
"RequestId": "req 1",
"Action": "AppDescribeFamily",
"FamilyId": "alc6939b39d345b897* **x*kkkkkkka] D",

TAccessTokam™ g Wl 2w w o i s e as ur ok s as 15 25 e v s (G Al T @ W

Output sample: successful

"RequestId": "req 1",
"Data": {
"FamilyId": "alc6939b39d345b897**x*4k*rxxz12c",

"FamilyName": "family_ name",

A ": "family_ address",

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessTo The Token is invalid.
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ken
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Creating a Room

Last updated: 2025-04-30 15:40:05

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppCreateRoom) is used to create a room.

2. Input Parameters

Requ -
Name Type ired Description
AccessT ) Common parameter. AccessToken is used for user
String Yes .. .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d 9 When locating issues, provide the Requestld for the
request.
Action String Yes Common parameter. This interface takes values:
AppCreateRoom.
Familyld String Yes Family ID that the created room belongs to.
Name String Yes Name of the created room.
3. Output Parameters
Name Type Description
Request] Common parameter. Unique request ID is the same as
q String the input parameter. When locating issues, provide the
d
Requestld for the request.
Roomld String Room ID successfully created.
4. Samples
Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
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"RequestId": "req 1",

"Action": "AppCreateRoom",

"Name": "name",

"FamilyId": "family_ address",

loT Explorer

"AccessToken": "ClXkkxkkkxkkkkhkkxkkx*k84 7"

Output Example: Success

"RoomId": 123456
|

"RequestId":

"req_l n

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.
Invalid parameter value.

The Token is invalid.
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Modifying Room
Last updated: 2025-04-30 15:40:23

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppModifyRoom) is used to modify a room.

2. Input Parameters

Reaqui
Name Type ecelquw Description
AccessT ) Common parameter. AccessToken is used for user
String Yes . .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin YVes generated manually. It is recommended to use uuid.
d 9 Locating issues, you need to provide the Requestid
for the request.
) ) Common parameter. This interface takes values:
Action String Yes AppModifyRoom.
Familyld String Yes Family ID that the room to be modified belongs to.
Name String No Room name.
Roomid String Yes Room ID that needs to be modified.
3. Output Parameter
Name Type Description

Common parameter. Unique request ID,
consistent with the input parameter. Locating
issues, you need to provide the Requestld for the
request.

Requestid String

4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json
{
"RequestId": "req 1",

"Action": "AppModifyRoom",

loT Explorer

"FamilyId":"fa070f59a2fed****43815310c794£df",

"RoomId":"5",
"Name" : "TestName",

"AccessToken":

"8b4a70dd16105fx*x*xFrxxxk Ak Axxxk*x*x] ZedddeT8a3bb8ec”

}

Output sample: successful

"Response": {

"RequestId": "req_ 1"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.
Invalid parameter value.

The Token is invalid.
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Deleting a Room

Last updated: 2025-04-30 15:40:39

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteRoom) is used to delete a room.

2. Input Parameters

Req L
Name Type uired Description
AccessT Strin Common parameter. AccessToken is used for user
Yes .. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d g Locating issues requires providing the Requestld for the
request.
) Strin Common parameter. This interface takes values:
Action Yes
g AppDeleteRoom.
. Strin .
Familyld g Yes Family ID that the room to be deleted belongs to.
Roomld ztrm Yes Room ID to be deleted.
3. Output Parameter
Name Type Description
Common parameter. Unique request ID, same as the
Requestl . . .. . -
String input parameter. Locating issues requires providing the
d
Requestld for the request.
4. Samples
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{
"RequestId": "req 1",

"Action": "AppDeleteRoom",

loT Explorer

"FamilyId":"e0e23a2b33a24652b6***x***x**xx*glcf",

"RoomId":"123456",

"AccessToken": "ClXkkxkkkxkkkkhkkxkkx*k84 7"

Output example: successful

"Response": {

"RequestId": "req_ 1"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.
Invalid parameter value.

The Token is invalid.
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Getting Room List

Last updated: 2025-04-30 15:40:53

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetRoomList) is used to obtain room list.

2. Input Parameters

Name

AccessT
oken

Requestl
d

Action
Offset
Limit

Familyld

Requi

Type red
Stri

rin Yes
g
Stri

rin Yes
g
Stri

rin Yes
g
Int No
Int No
Stri

rin No
9

3. Output Parameters

Name

Requestl
d

Total

RoomList

©2013-2026 Tencent Cloud. All rights reserved.

Type

String

Int

Array

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues, you need to provide the Requestid for
the request.

Common parameter. This interface takes values:
AppGetRoomlList.

The offset of the queried data.

The total limit you want to query. Maximum returns 50.

Family ID needed to get.

Description

Common parameter. Unique request ID, same as the
input parameter. Locating issues, you need to provide
the Requestld for the request.

Total number of returned devices

The information array of the returned family list. Please
see Roomlist.
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4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"RequestId": "reqg 1",
"Action": "AppGetRoomList",
"FamilyId":"fa070f5%a2fedfldad********x*x*x4fdf",
"Offset":0,
"Limit":2,

"AccessToken": "

Output example: successful

"Response": {

"RequestId": "req 1",

"RoomList": [{
"RoomId": "123456",
"RoomName": "name",
"DeviceNum": 2,
"CreateTime": 1570786578,
"UpdateTime": 1570790807

1y
"Total": 1

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessT Token invalid
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oken
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loT Explorer

Invite Family Members

Last updated: 2025-04-30 15:41:07

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (ApplnviteMember) is used to send a request to a WeChat friend to inviting

others to join family.

2. Input Parameters

Req

Name Type uired
A T

ceess String Yes
oken
R tl
d eques String Yes
Action String Yes
Familyld String Yes

3. Output Parameters

Name Type

Requestl

d String

ShareTok

en String

4. Example

Input Example

©2013-2026 Tencent Cloud. All rights reserved.

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
When locating issues, you need to provide the
Requestld for the request.

Common parameter. This interface takes values:
ApplnviteMember.

Family ID.

Description

Common parameter. Unique request ID, same as the
input parameter. When locating issues, you need to
provide the Requestld for the request.

Share the Token. The invitee can use this Token to
make an API call to the Member Join Family API to
join the family.
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json

{
"RequestId": "req 1",
"Action": "AppInviteMember",
"FamilyId":"e0e23a2b33a24652b6***x***x**xx*glcf",

TAceessTokem’ g Wil iwewuwiirisirisuruw wasiswr w4 gl

Output sample: successful

"Response": {

USharelTekanV s WeQiwriwiiwiiwrawwwwwglgity,

"RequestId": "req_ 1"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Member Joining Family

Last updated: 2025-04-30 15:41:21

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppJoinFamily) is used for member join family.

2. Input Parameter

Requi L
Name Type red Description
AccessT ) Common parameter. AccessToken is used for user
String Yes . .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d 9 When locating issues, you need to provide the
Requestld for the request.
Action String Yes Comm.on par_ameter. This interface takes values:
AppdJoinFamily.
ShareTo Share Token, generated by the family administrator
ken String Yes calling Invite Family Member. The invitee can join the

appropriate family with this Share Token.

3. Output Parameters

Name Type Description
Common parameter. Unique request ID, same as the
Request . . .
d String input parameter. When locating issues, you need to
provide the Requestld for the request.
4. Example
Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
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"RequestId": "550e8400-e29p-41d4-a716-446655440000",

"Action": "AppJdoinFamily",
UShareleoken” g Ve wwiwmkwwmiwwnnwwniail i’ ,

"AccessToken": "cglrrxxxdxrxrxdkchkxxxx847a"

Output Example: successful

"Response": {

"RequestId": "550e8400-e290-41d4-a716-446655440000"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTok

The Token is invalid.
en
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loT Explorer

Deleting a Family Member

Last updated: 2025-04-30 15:41:34

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteFamilyMember) is used to delete family members by administrators.

2. Input Parameters

Req
Name Type uired
AccessT Strin
Yes
oken g
R .
equestl Strin Yes
d g
Action Strin Yes
g
Familyld Stin o
g
Memberl Strin
Yes
d g

3. Output Parameter

Name Type
Requestl String
d

4. Samples

Input Example

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
When locating issues, you need to provide the
Requestld for the request.

Common parameter. This interface takes values:
AppDeleteFamilyMember.

The Family ID from which to remove the member.

The member ID to be removed.

Description

Common parameter. Unique request ID is the same as
the input parameter. When locating issues, you need to
provide the Requestld for the request.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

©2013-2026 Tencent Cloud. All rights reserved.
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content-type: application/json

{
"RequestId": "550e8400-e29b-41d4-a716-446655440000",
"Action": "AppDeleteFamilyMember",
"FamilyId":"f_ abcd****abcd",
"MemberId":"12345678",

"AccessToken": "ClXkkxkkkxkkkkhkkxkkx*k84 7"

Output sample: successful

"Response": {

"RequestId": "550e8400-e290-41d4-a716-446655440000"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessT

The Token is invalid.
oken
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Member Quit Family

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .

This interface (AppExitFamily) is used for members to proactively exit a family.

2. Input Parameter

Name

AccessT
oken

Requestl
d

Action

Familyld

Type

String

String

String

String

Requi
red

Yes

Yes

Yes

Yes

3. Output Parameter

Name

Requestl
d

4. Example

Input Example

Type

String

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Locating issues, you need to provide the Requestid
for the request.

Common parameter. This interface takes values:
AppExitFamily.

Family ID to exit.

Description

Common parameter. Unique request ID, same as the
input parameter. Locating issues, you need to provide
the Requestld for the request.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type:

{
1

"RequestId":

"Action":

application/json

"AppExitFamily",

©2013-2026 Tencent Cloud. All rights reserved.

"550e8400-e29b-41d4-a716-44665*****00",
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"FamilyId":"e0e23a2b33a24652b6***x***x**xx*glcf",

IAccesgToken” g D@l w i orisisurr i it iss iy i @A 7gl

Output example: success

"RequestId": "550e8400-e29b-41d4-a716-44665****x*0Q"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Get the Family Member List

Last updated: 2025-04-30 15:42:06

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetFamilyMemberList) is used to obtain the family member list.

2. Input Parameter

Req

Name Type uired Description
AccessT Strin Common parameter. AccessToken is used for user
Yes .. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d g Locating issues, you need to provide the Requestid for
the request.
Action Strin Yes Common parameter. this interface takes values:
g AppGetFamilyMemberList.
Offset Int No The offset of the data you want to query.
Limit Int No The total I|r_‘n|t of data you want to query. Maximum
returns 50 items.
Stri
Familyld g fn Yes Family ID needed to get.

3. Output Parameters

Name Type Description
Common parameter. Unique request ID, same as the

Requestl . . .. .

d String input parameter. Locating issues, you need to provide
the Requestld for the request.

Total Int Total number of family members returned.

MemberL Array of family members returned. Please see

. Array .

ist MemberList.
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4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"FamilyId": "f b3ac7eb6blcd24392bdlex****xxxk*5g",

"Offset": O,
"Limit": 100,
"Action": "AppGetFamilyMemberList",

"RequestId": "hojkEOHx88",

"ACC@SSTOkeJﬂ": "BC******************‘QOC\S"

Output example: successful

"MemberList": [{
"UserID": "7267",
"NickName": "deny",

"Avatar":

"https://wx.qlogo.cn/mmopen/vi_32/V2kIBBE35phMrFKubsral 6bzpUuPtokyWTbMRP

t7bRGBjx4fEqQrZxoDYyxNVbtkXMosuxQeIgiafIZJ8ADr8cw/132",

"Role": 1

"Total": 1

14

"RequestId": "hojkEOHx88"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.

Invalid parameter value.

The Token is invalid.

loT Explorer
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Invite Family Members on the App

Last updated: 2025-04-30 15:42:24

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppSendShareFamilylnvite) is used to send share invitations to family.

2. Input Parameter

Requi

Name Type red Description
AccessT Strin Common parameter. AccessToken is used for user
Yes .. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d g Locating issues, you need to provide the Requestid for
the request.
Action Strin Yes Common parameter. This interface takes values:
g AppSendShareFamilylnvite
Familyld :t”n Yes Family ID
'I[;oUserI Ztrln Yes ID of the shared user

3. Output Parameter

Name Type Description
Common parameter. Unique request ID, same as the
Requestl . . .. .
d String input parameter. Locating issues, you need to provide
the Requestld for the request.
4. Samples
Example 1
Input Example
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppSendShareFamilyInvite",
"AccessToken": "8b4a70ddlel05fx* x* xkxkxdkxdkxixdixs]Beddde’/8al3bb8ec",
"RequestId": "1555**x**x5215",
"FamilyId":"e0e23a2b33a24652bo****x*x*x*x*xgql1cf",

"ToUserID":"123456"

Output example: successful

"Response": {

"RequestId": "1555*****x5215"

Output example: Failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

}
"RequestId": "1555*****x5215"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToken The Token is invalid.

©2013-2026 Tencent Cloud. All rights reserved. Page 154 of 295




> Tencent Cloud loT Explorer

The user has no permission for this

InvalidParameterValue.NoPermission .
family.
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Device Scheduling
Creating Scheduled Tasks

Last updated: 2025-04-30 15:42:49

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
this interface (AppCreateTimer) is used for users to create scheduled tasks for devices.

2. Input Parameter

Reaui
Name Type equr Description
AccessT ) Common parameter. AccessToken is used for user
String Yes .. .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d 9 Locating issues, you need to provide the Requestid
for the request.
. This interf: k I
Action String Yes Common parameter This interface takes values
AppCreateTimer.
Productid String Yes Associated product ID of the created scheduled task.
DeviceNa . Device name controlled by the created scheduled
String Yes
me task.
Ti N
n::er @ String Yes Name of the timer.

Timer activation time, each digit, 0: Off, 1: On, from
Days String Yes left to right sequentially represent: Sunday, Monday,
Tuesday, Wednesday, Thursday, Friday, Saturday.

TimePoin

t String Yes Timer start time.

Whether to loop.

Repeat int Yes e 0: Not required.
e Requirement
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Data String Yes

3. Output Parameter

Name Type
R

equestl String
d
Timerld String
TimerNa String
me

4. Samples

Input Example

loT Explorer

Control message sent when the timer starts.

Description

Common parameter. Unique request ID, same as the
input parameter. Locating issues, you need to
provide the Requestld for the request.

Timer ID.

Timer name.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HITP/1.1

content—-type: application/json
{

"RequestId": "req 1",
"Action": "AppCreateTimer",
"ProductId": "US4***x*IK",
"DeviceName": "411_3",
"AccessToken":
"TimerName": "timer_test",
"Days": "1000000",
sequence represent:
Saturday

"TimePoint": "06:30",
"Repeat": 1,

"Data": "{\"brightness\":

Output sample: successful

onse": {

"Data": {

// Each 0:

//Whether required to loop O:

"Cl******************847@"’

Off, 1: On, from left to right in

Sunday Monday Tuesday Wednesday Thursday Friday

Not required 1: Required

25}11

©2013-2026 Tencent Cloud. All rights reserved.

Page 157 of 295



> Tencent Cloud loT Explorer

"TimerId": "e0e23a2b33a24652bo****xxxxk*xxglcf",

"TimerName": "timer test"

ty

"RequestId": "req_ 1"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTok
en

The Token is invalid.
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Last updated: 2025-04-30 15:43:04
1. API Description
api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppModifyTimer) is used to modify the scheduled task of a device.
2. Input Parameters
Req
Name Type uire Description
d
AccessT Strin Common parameter. AccessToken is used for user
Yes ... .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d g When locating issues, provide the Requestld for the
request.
) Strin Common parameter. This interface takes values
Action Yes .
g AppModifyTimer.
Strin . . .
Productid g Yes Modify the product ID corresponding to the timer.
DeviceN i
meewce a gtrm Yes Device name corresponding to the timer.
TimerNa Strin Yes Timer name.
me o]
Timerld :trln Yes Timer ID.
;I'lmePom Strln Yes Timer start time.
Strin Timer activation time, each digit, 0: Off, 1: On, from left to
Days Yes right in sequence represent: Sunday, Monday, Tuesday,
9 Wednesday, Thursday, Friday, Saturday.
Repeat Int Yes Whether to loop.
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Data Yes Control message sent when the timer starts.

0: Not required.
Requirement

Strin
g

3. Output Parameters

Name Type Description

Requestl
d

loT Explorer

Common parameter. Unique request ID, same as the

4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "reqg 1",
"Action": "AppModifyTimer",
"ProductId": "US*****DIK",
"DeviceName": "411_3",

"]—\CC@SSTOken": "Cl******************8476",

"TimerId":"alc6939b39d345b897* ***xxxk*x*xgq]12c",

"TimerName": "timer_test_modify",
"Days": "1100000",

"TimePoint": "9:30",

"Repeat": 0,

"Data": "{\"brightness\":

Output sample: successful

String input parameter. When locating issues, provide the
Requestld for the request.

©2013-2026 Tencent Cloud. All rights reserved.
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5. Error Code
Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Deleting Scheduled Tasks

Last updated: 2025-04-30 15:43:19

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteTimer) is used to delete device scheduling.

2. Input Parameter

Req

Name Type uired Description
Acces . i
Strin Common parameter. AccessToken is used for user
sToke Yes .. .
" g authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Reque Strin Yes manually. It is recommended to use uuid. When locating

stld 9 issues, you need to provide the Requestld for the request.
. Strin Common parameter. This interface takes values
Action Yes .
g AppDeleteTimer.

p .
rodu Strin Yes Modify the product ID corresponding to the timer.

ctid g
Devi Stri
evice fn Yes Device name corresponding to the timer.
Name g
Z'mer' 3"”“ Yes  Timer ID.

3. Output Parameter

Name Type Description
Common parameter. Unique request ID is the same as the
Reques . . ..
td String input parameter. When locating issues, you need to
provide the Requestld for the request.
4. Example
Input Example
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POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId": "req 1",
"Action": "AppDeleteTimer",
"ProductId": "US4*****IK",
"DeviceName": "411 3",
"TimerId":"e0e23a2b33a24652bo****x*xkkx*glcf",

TAceessTokem’ g Wil iwewuwiirisirisuruw wasiswr w4 gl

Output sample: successful

"Response": {

"RequestId": "req_ 1"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTok
en

The Token is invalid.
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loT Explorer

Modifying Scheduled Task Status

Last updated: 2025-04-30 15:43:33

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppModifyTimerStatus) is used to modify the start—stop status of a scheduled

task.

2. Input Parameters

Name

AccessT
oken

Requestl
d

Action

Productl
d

DeviceN
ame

Timerld

Status

Type

String

String

String

String

String

String

Int

Req
uired

Yes

Yes

Yes

Yes

Yes

Yes

No

3. Output Parameters

Name

Request
Id

©2013-2026 Tencent Cloud. All rights reserved.

Type

String

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
When locating issues, you need to provide the
Requestld for the request.

Common parameter. This interface takes values
AppModifyTimerStatus.

The product ID of the scheduled task list needs to be
modified.

The timer status or device name needs modification.

Timer ID.

The timer status that needs to be modified.
e 0: Off.

e 1: Enable.

Description

Common parameter. Unique request ID, consistent
with the input parameter. When locating issues, you
need to provide the Requestld for the request.
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4. Example

Input Example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "req 1",
"Action": "AppModifyTimerStatus",
"ProductId": "US4**x**x*TK",

"DeviceName": "411_3",

"TimerId":"alc6939b39d345b897*****xxxk*x*xgq12c",

"Status":0,

TAccessTokam™ g Wl 2w w o i s e as ur ok s as 15 25 e v s (G Al T @ W

Output example: successful

"RequestId": "reqg 1"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.

Invalid parameter value.

The Token is invalid.

Page 165 of 295



> Tencent Cloud loT Explorer

Get Scheduled Task List

Last updated: 2025-04-30 15:43:49

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetTimerList) is used to obtain the timer list.

2. Input Parameter

Requi

Name Type red Description
AccessT ) Common parameter. AccessToken is used for user
String Yes . .
oken authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d 9 When locating issues, provide the Requestid for the
request.
) i Common parameter. This interface takes values
Action String Yes AppGetTimerList.
Productid String Yes Product ID needed to get the scheduled task list.
DeviceNa . . .
me String Yes Device name needed to get the scheduled task list.
Offset Int No The list offset obtained.
.. The total obtained message count, with a maximum of
Limit Int No
50.
3. Output Parameter
Name Type Description

Common parameter. Unique request ID, same as the

Requestl String input parameter. When locating issues, provide the
d

Requestld for the request.
TimerList Array The obtained product list. Please see TimerList.
Total Int Total number of items owned.
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4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{

"RequestId": "reqg 1",

"Action": "AppGetTimerList",

"ProductId": "US4****x*xTK",

"DeviceName": "411_3",

"Offset":0,

"Limit":2,

TAccessTokam™ g Wl 2w w o i s e as ur ok s as 15 25 e v s (G Al T @ W

Output sample: successful

"Response": {

"RequestId": "req 1",

"Total":2,

"TimerList": [{
"TimerId": "alc6939b39d345b897*********x*xq12c",
"TimerName": "timer_ test_modify",
"ProductId": "US4***x*xIK",
"DeviceName": "411_3",
"Days": "1100000",
"TimePoint": "09:30",
"Repeat": 0,
"Data": "{\"brightness\": 28",
"Status": 0,
"CreateTime": 1570786578,

"UpdateTime": 1570790807

"TimerId": "£888dd20c70744939a******x**x%x1c33",
"TimerName": "timer_test",
"ProductId": "US4***x*xIK",

"DeviceName": "411_3",
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"Days": "1000000",

"TimePoint": "07:00",

"Data": "{\"brightness\":

"Status": 1,

"Update

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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Firmware Upgrade
Reporting Device Firmware Version

Last updated: 2025-04-30 15:44:15

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppReportFirmwareVersion) is used for submitting device firmware version.

2. Input Parameters

- Req
Name yp uire Description
e
d
Access Stri Common parameter. AccessToken is used for user
Yes . .
Token ng authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Reques Stri Yes manually. It is recommended to use uuld. Locating issues,

tid ng you need to provide the Requestld for the request.
) Stri Common parameter. This interface takes values:
Action Yes . .
ng AppReportFirmwareVersion.
Prod Stri
rodue " Yes Product ID.
tid ng
Device Stri .
Yes Device name.
Name ng
. Stri . . .
Version ng Yes Firmware version reported by the device.

3. Output Parameters

-
Name eyp Description

Common parameter. Unique request ID, same as the input
parameter. Locating issues, you need to provide the Requestld for
the request.

Reques Stri
tid ng
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4. Samples
Example 1

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json
{
"RequestId": "584406e9-bf59-46a3-8d45-39£1891bed7b",
"Action": "AppReportFirmwareVersion",
"Version": "1.0",
ProcuetLelV g WRRFHFEAFLDY
"DeviceName": "de***01",

"AccesslTokem"” g VT ILE2@IA2 % = i ws e s dsis ik i (g 92 a it a0 W

Output example: successful

"584406e9-bf59-46a3-8d45-39£1891bed7b"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.

InvalidParameterValue.NoPermission The user has no permission for the device.
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Query Device Upgradable Firmware
Version

Last updated: 2025-04-30 15:44:31

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppCheckFirmwareUpdate) is used for querying the firmware version that can
be upgraded on the device.

2. Input Parameters

- Req
Name yp uire Description
e
d
Access Stri Common parameter. AccessToken is used for user
Yes . .
Token ng authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Reques Stri Yes manually. It is recommended to use uuld. Locating issues,

tid ng you need to provide the Requestld for the request.
Action Stri YVes Common parameter. This interface takes values:
ng AppCheckFirmwareUpdate.

Product Stri Yes Product ID.

Id ng
Devi .

evice Stri Yes Device name.
Name ng

3. Output Parameters

Name Description

Common parameter. Unique request ID is the same as the

Requestld Stri input parameter. Locating issues, you need to provide the
ng
Requestld for the request.
. Stri . . )
CurrentVersion ng Current firmware version of the device.
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Stri
ng

DstVersion

4. Example
Sample 1

Input example

loT Explorer

Firmware can be upgraded.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
|8

"RequestId": "584406e9-bf59-46a3-8d45-39£f1891bed7b",

"Action": "AppCheckFirmwareUpdate",

ProcuetLelV g WRRFHFEAFLDY
"DeviceName": "de***01",

"AccessToken":

Output example: succeed

"DstVersion":

"1.1",
"1.0",

"CurrentVersion":

"RequestId":

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidA
ccessToken

InvalidParameterValue.NoPermi

©2013-2026 Tencent Cloud. All rights reserved.

"584406e9-bf59-4

WG T AL GI2@IA 2 % 3 75 v v v s 15 28 we vk vk 3 85 5575 5 9 2 @it @@

6a3-8d45-39£1891bed7b"

Description
Internal error.

Invalid parameter value.

The Token is invalid.

User has no permission for the device.
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ssion
FailedOperation Operation failed.

. . . Device firmware version error (the firmware version
FailedOperation.DevicelnfoOutd

reported by the device does not match the current
ated .
firmware upgrade task).
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loT Explorer

Query the Download Address of
Device Firmware

Last updated: 2025-04-30 15:44:46

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDeviceOTAInfo) is used for querying the firmware download address of

a device.

2. Input Parameter

Name

Access
Token

Reques
tid

Action

Produc
tid

Device
Name

3. Output Parameter

Name

Requestld

Type

Strin
g

Strin

Strin

Strin

Strin
g

FirmwareURL

Req
uire
d

Yes

Yes

Yes

Yes

Yes

Description
Common parameter. AccessToken is used for user

authentication of a logged-in user.

Common parameter. Unique request ID can be generated
manually. It is recommended to use uuld. Locating issues,
you need to provide the Requestld for the request.

Common parameter. This interface takes values:
AppGetDeviceOTAlInfo.

product ID.

device name.

Description

Common parameter. Unique request ID, same as the input
parameter. Locating issues, you need to provide the
Requestld for the request.

Firmware Download Address.
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: Stri . :
TargetVersion ng Target Firmware Version.
. Stri . . .
UploadVersion ng Firmware version reported by the device.
4. Example
Example 1
Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HITP/1.1

content-type: application/json

{

"AccessToken": "871d2d42***x**k*kxkkkx*x*x5923faeQ",

"Action": "AppGetDeviceOTAInfo",

"RequestId": "584406e9-bf59-46a3-8d45-39f1891bed7b",

"ProductId": "PR¥***xxID",

"DeviceName": "de***(Q1",

Output sample: successful

"FirmwareURL": "https://examplebucket-12500000000.cos.

guangzhou.mygcloud.com/path/to/firmware?sign=***",

"RequestId": "584406e9-bf59-46a3-8d45-39£1891bed7b",

Version": "1.1",

rsion": "1.0"

5. Error Code

Error Code
InternalError

InvalidParameterValue

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.

Invalid parameter value.
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InvalidParameterValue.lnvalidAccessToken

InvalidParameterValue.NoPermission

ResourceNotFound

ResourceNotFound.DeviceFirmwareTaskN
otExist

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

The Token is invalid.

The user has no permission for the
device.

The resource does not exist.

Failed to query firmware upgrade tasks.
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Confirm Firmware Upgrade Task

Last updated: 2025-04-30 15:45:09

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppPublishFirmwareUpdateMessage) is used for the cloud to initiate a
firmware upgrade request to the device after the user confirms the upgrade.

2. Input Parameter

R Req

Name y uire Description
pe d

Access Str Common parameter. AccessToken is used for user
. Yes N .

Token ing authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Reques Str Yes manually. It is recommended to use uuld. When locating

tid 'ng issues, provide the Requestld for the request.
Action Str Yes Common parameter. This interface takes values:
ing AppPublishFirmwareUpdateMessage.

Product Str Yes Product ID.

Id ing
Devi

vice .Str Yes Device name.
Name ing

3. Output Parameters

Name Description

Typ
e
Common parameter. Unique request ID is the same as the input

Reques Stri parameter. When locating issues, provide the Requestld for the

tid ng request.
4. Example
Example 1
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Input Example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.

content-type: application/json

{
|8

"RequestId": "584406e9-bf59-46a3-8d45-39£f1891bed7b",

"Action": "AppPublishFirmwareUpdateMessage",

ProcuetLelV g WRRFHFEAFLDY
"DeviceName": "de***01",

"AccessToken":

WG T AL GI2@IA 2% 3 75 v v v s 15 28 we v vk 3 85 5575 5 9 2 @it @@

"RequestId": "584406e9-bf59-46a3-8d45-39£1891bed7b"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken
InvalidParameterValue.NoPermission

ResourceNotFound
ResourceNotFound.DeviceHasNoFirmware
FailedOperation

FailedOperation.DeviceOffline

©2013-2026 Tencent Cloud. All rights reserved.

Description

Internal error.

Invalid parameter value.
The Token is invalid.

The user has no permission to access
the device.

The resource does not exist.
The device has no firmware version.
Operation failed.

The device is offline.
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Reporting Firmware Upgrade Task
Status

Last updated: 2025-04-30 15:45:41

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppReportOTAStatus) is used to report device firmware upgrade status and
progress.

2. Input Parameters

Req

Name Type uire Description
d

Access Strin Common parameter. AccessToken is used for user
Yes ... .

Token g authentication of a logged-in user.

Common parameter. Unique request ID can be generated

Edeques Strin Yes manually. It is recommended to use uuld. Locating issues,
9 you need to provide the Requestld for the request.

Action Strin Yes Common parameter. This interface takes values:
g AppReportOTAStatus.

Produc Strin Yes Product ID.

tid g
Devi .
eviee Strin Yes Device name.
Name g
. Strin . '
Version g Yes Target upgrade version of the firmware.
Firmware Upgrade Status:
e downloading
Strin e FAIL: Upgrade failed.
State Yes
g e Upgrade successful.
e burning
e updating
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Error Code:

0: Succeed.

-1: Download Timeout.
Result Int Yes ~2: File does not exist.
Code -3: Signature expired.

—4: MD5 mismatch.

-5: Firmware update failed.
Result Strin No Error additional information, required when State value is
Msg g fail.
Persent Int No Upgrade progress percentage, in the range of 0 ~100.

3. Output Parameters

Name Type Description

. Common parameter. Unique request ID, same as the input
Reques Strin L. ]
td g parameter. Locating issues, you need to provide the Requestld for
the request.

4. Example
Sample 1

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"AccessToken": "871d2d42***xxxkkkxkkk**xx5923fae0",
"Action": "AppReportOTAStatus",
"RequestId": "584406e9-bf59-46a3-8d45-39f1891bed7b",
Procuet el g WRRFHFEEFLDWY
"DeviceName": "de***01",
"State": "done"
"ResultCode": O,
"ResultMsg": "",
"Version": "1.1",

"Persent": 100
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Output example: succeed

"Response": {

"RequestId": "584406e9-bf59-46a3-8d45-39£1891bed7b"

Example 2

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"AccessToken": "871d2d42******xxxxxk&kxxx*x692a5faec0",
"Action": "AppReportOTAStatus",
"RequestId": "584406e9-bf59-46a3-8d45-39f1891bed7b",
VProcuet Lol g WRRFHSFEESIDY
"DeviceName": "de***01",
"State": "downloading",
"ResultCode": O,
"ResultMsg": "",
"Version": "2.0",

"Persent": 20

Output example: successful

"Response": {

"RequestId": "584406e9-bf59-46a3-8d45-39£1891bed7b"

5. Error Code

Error Code Description
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InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.

InvalidParameterValue.NoPermission User has no permission for the device.
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Querying Device Firmware Upgrade
Status

Last updated: 2025-04-30 15:45:55

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDescribeFirmwareUpdateStatus) is used for querying the device firmware
upgrade status and progress.

2. Input Parameter

Requi L
Name Type red Description
AccessT . Common parameter. AccessToken is used for user
String Yes .. .

oken authentication of a logged-in user.

Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d g When locating issues, you need to provide the

Requestld for the request.
Action Strin Yes Common parameter. This interface takes values:

g AppDescribeFirmwareUpdateStatus.

Productid String Yes product ID.
rl?\eewceNa String Yes Device name.

3. Output Parameter

Name Type Description

Common parameter. Unique request ID is the same as

gequestl String the input parameter. When locating issues, you need
to provide the Requestld for the request.

OriVersi

" rversio String Source version of the upgrade task.
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DstVersio

" String Target version of the upgrade task.

ErrMsg String Error information.
Percent Int64 Upgrade progress percentage.

Upgrade Status:
Device is offline.

1: Pending processing.

2: Message delivery successful.
: Downloading.

: Burning.

: Failed.

: Update completed.

Status Int64

N o o~ W

: Is being processed.
8: Wait for user confirmation.
20: Download completed.

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "f92406b3-5a%a-4fe8-bcd43-45e3d794bb68",
"Action": "AppDescribeFirmwareUpdateStatus",
TPrecueit el § 122w wwwwsugi
"DeviceName" :"1i*x*x**x1",

"AccessToken": "8b4d16105Ef******xkkkkkk*kkk*k*x*x]8eddde78a3bb8ec”

Output Example: Succeed

"DstVersion": "2.0",

" EII]}‘C{SC{ " . nn ,

iVersion": "1.0",
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"Percent": O,

"RequestId": "f£92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
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View Firmware Information

Last updated: 2025-04-30 15:46:09

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDescribeFirmware) is used for querying device firmware information.

2. Input Parameters

Requir

Name Type ed Description
AccessToke . Common parameter. AccessToken is used for
String Yes . i

n user authentication of a logged—-in user.

Common parameter. Unique request ID can be
) generated manually. It is recommended to use

Requestld String Yes uuld. When locating issues, you need to
provide the Requestld for the request.

Action String Yes Common paramet.er. This interface takes
values: AppDescribeFirmware.

ProductID String Yes product ID

Fi Vv

|rmware © String Yes Firmware Version Number
rsion
3. Output Parameter
Name Type Description

Common parameter. Unique request ID, same as the input
Requestld String parameter. When locating issues, you need to provide the
Requestld for the request.

Productid String product ID

Firmware name.
Name String Note: This field may return null, indicating that no valid
value was obtained.

Description String Firmware description.
Note: This field may return null, indicating that no valid
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Md5sum

Createtime

ProductNa
me

FwType

Version

4. Samples

Input example

String

Integer

String

String

String

loT Explorer

value was obtained.

Firmware Md5 value.
Note: This field may return null, indicating that no valid
value was obtained.

Unix second-level timestamp for firmware upload.
Note: This field may return null, indicating that no valid
value was obtained.

Product name.

Firmware upgrade module.
Note: This field may return null, indicating that no valid
value was obtained.

Firmware Version Number

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type:

{

"RequestId":
"Action":

"ProductId":

"FirmwareVersion":

"AccessToken":

Output example: successful

"Response":

"Createtime": 159

"Description":

"Md5sum" :

"Name": "test",

"ProductId":

"ProductName" :

©2013-2026 Tencent Cloud. All rights reserved.

"ttttt",

application/json

"£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68",

"AppDescribeFirmware",

MDDk %k kkk kO
22 owv,

"84dL1 6105 E*x* KKK KKKk KKk kkkkkx] BedddeT78a3bb8ec”

4

"1a5c386576074d22a604b795e8917e1a",

"I6KTCZ170U",

"8bvsn6go_Test OTA Upgrade"
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"01365e8c-£f025-40b9-97a4-£fa583d6c569e",

5. Error Code
Error Code Description
InternalError.InternalRPCError Internal RPC error.

ResourceNotFound.FirmwareNo

tExist Firmware does not exist.

ResourceNotFound.StudioProdu

ctNotExist The product does not exist.
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loT Explorer

Message Management
Obtain Message List

Last updated: 2025-04-30 15:46:34

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .

This interface (AppGetMessages) is used to query message list, which includes device alarm

messages and operation notification messages.

2. Input Parameter

Requi
Name Type red
AccessT Strin

Yes
oken g
Requestl Strin Yes
d g
Action :trln Yes

Category Int64 Yes

MsgID Stin- o
g

MsgTime 64 No

stamp

Limit Int64 Yes

3. Output Parameters

Name Type

©2013-2026 Tencent Cloud. All rights reserved.

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be
generated manually. It is recommended to use uuid.
Requestld is required for locating a problem.

Common parameter. This interface takes values:
AppGetMessages.

Primary type.
e 1: Device.

o 2: family.
¢ 3: notification.

Message ID, optional for the first time.

Timestamp of the message, optional for the first time
or can be 0.

The maximum return limit, no more than 100.

Description
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Requestl

d String

Listover String

4. Samples

Input Example

loT Explorer

Common parameter. Unique request ID, same as the
input parameter. Provide the Requestld for the
request when locating issues.

For pagination.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"Action": "AppGetMessages",

"RequestId": "£92406b3-5a9%a-

4fe8-bc43-45e3d794bb68",

"ACC@SSTOken": "Sb******************b8ec"’

"Category": 2,
"MSgID" . " ",
"MsgTimestamp": O,

"Limit": 5

Output Example: Success

"Response": {
"Data": {
"Listover": true,
"Msgs": [{
"UserID": "1",
"FromUserID":
"MsgID": "651674
"Category": 1,
"MsgType": 100,

nn
4

10520395776",

"MsgTitle": "Device Warning",

"MsgContent": "Some message Wed Nov 27 2019 11:52:01

GMT+0000.",
"MsgTimestamp":
"ProductId": "",

"DeviceName": ""

©2013-2026 Tencent Cloud. All rights reserved.

1574855521420,
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"DeviceAlias": "",

"FamilyId": "",
"FamilyName": ""
"RelateUserID": "",

"CreateAt": "2019-11-27T11:52:01

"UserID": "1",

"FromUserID": "1",

"MsgID": "65167395785805824",

"Category": 2,

"MsgType": 200,

"MsgTitle": "Member addition result notification"

"MsgContent": ""jordan" adds "dylan" as a member of
\"Home in Shenzhen\". Members can view and control smart devices at
home. Wed Nov 27 2019 11:51:57 GMT+0000"

"MsgTimestamp": 1574855517907,

"ProductId": "",

"DeviceName": ""
"DeviceAlias": "",
"FamilyId": "1",
"FamilyName": "test",

"RelateUserID": "2",

"CreateAt": "2019-11-27T11:51:57.9072"

"UserID": "1",

"FromUserID": "1",

"MsgID": "65167386239569920",

"Category": 2,

"MsgType": 201,

"MsgTitle": "Member deletion result notification"

"MsgContent": "“jordan” removed “dylan” from “the home
in shenzhen”. Once deleted, he/she cannot view or control the smart
devices in the home. Wed Nov 27 2019 11:51:54 GMT+0000"

"MsgTimestamp": 1574855515631,

"ProductId": "",

"DeviceName": ""
"DeviceAlias": "",
"FamilyId": "1",
"FamilyName": "test",

"RelateUserID": "2",
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device "smart light" shared by "jordan". Now it can view and control

device. Wed Nov

}H]
ty

"RequestId":

5. Error Code

Error Code

InternalError

"CreateAt": "2019-11-27T11:

"UserID": "1",
"FromUserID": "1",

"MsgID": "65167339519217664

"Category": 3,
"MsgType": 300,
"MsgTitle":

"MsgContent":

27 2019 11:51:44 GMT+0000"
"MsgTimestamp": 15748555044
"ProductId": "22F9Y6II7O",
"DeviceName": "lightl",
"De eAlias": "lightl",
"FamilyId": "",

"FamilyName": "",

"CreateAt": "2019-11-27T11:

InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke

n

©2013-2026 Tencent Cloud. All rights reserved.

51:55.6312"

n
4

"Device sharing result notification"

""dylan" has successfully received the

92
J4,

51:44.492z2"

"f92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

Description
Internal error.

Invalid parameter value.

The Token is invalid.

loT Explorer
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loT Explorer

Deleting Messages

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppDeleteMessage) is used to delete messages.

2. Input Parameter

Req
Name Type uired
Access Strin Yes
Token g
Reques Strin

Y
tid 9 s
Action Strin Yes

g

MsgID ztrln Yes

3. Output Parameter

Name Type
Reque .
<tld String
Data String
4. Example
Input Example

Description

Common parameter. AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique request ID can be generated
manually. It is recommended to use uuid. When locating
issues, you need to provide the Requestld for the request.

Common parameter. This interface takes values:
AppDeleteMessage.

Message ID.

Description

Common parameter. Unique request ID, same as the
input parameter. When locating issues, you need to
provide the Requestld for the request.

Return data.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
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"Action": "AppDeleteMessage",

loT Explorer

"RequestId": "f92406b3-5a%a-4fe8-bcd43-45e3d794bb68",

"AccessToken": "8Sb*F*A kA kdkkdkkAkkAkxkAxk*k[HBec”,

"MsgID": 163 3834809856

Output example: successful

"Data": "OK",

"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

"Error": {

"Code": "InvalidParameterValue.InvalidAccessToken",

"Message": "Invalid Token"

ty

"Reques

5. Error Code

Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken

InvalidParameterValue.MsglDIinvalid

©2013-2026 Tencent Cloud. All rights reserved.

Description

Internal error.

Invalid parameter value.
The Token is invalid.

lllegal message ID.

Page 194 of 295



> Tencent Cloud loT Explorer

Manual Intelligence
Create Manual Intelligent Linkage

Last updated: 2025-04-3015:47:14

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppCreateScene) is used to create manual intelligent linkage.

2. Input Parameter

Req —
Name Type uired Description
A Common parameter, the Access Token obtained
ceess String Yes upon successful login by users through WeChat ID,
Token . .
mobile phone or email account.
Common parameter, unique request ID, can be
Reques Strin Yes generated manually, recommended to use uuid.
tid 9 Locating issues, need to provide the Requestid for
the request.
isi I :
Action String Yes Common parameter, this interface takes values
AppCreateScene.
Familyl String Yes Family ID that the manual intelligent linkage belongs
d to.
SceneN . . . .
ame String Yes Name of the manual intelligent linkage.
Scenel String Yes I.3ackground image address of the manual intelligent
con linkage.
. Array of . . i L
Actions . Yes Manual intelligent linkage action list.
Action
3. Output Parameter
Name Type Description
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Common parameters, unique request ID, same as
String the input parameters. Provide the Requestld for the
request when locating issues.

Reques
tid

Scenel

d String Manual intelligent linkage ID.

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Actions": |
{

"ActionType": O,

"ProductId": "R320***QEU",

"DeviceName": "df***x*yy",

"Data": "{\"brightness\": 25}"

Iy

"AccessToken": "x***xy2",

"RequestId": "rex**_1",

"Action": "AppCreateScene",

"FamilyId": "f_O9b30****x***xc3d49588fccl",
"SceneName": "name",

"ScenelIcon": "icon"

Output Sample: succeed

"Response": {
"SceneId": "a_cdb6lddbe*****47d21d6aeffea,

"RequestId": "req 1"

5. Error Code
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Error Code Description
InternalError Internal error.
InternalError.InternalServerExceptionDB DB error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTok
en

The Token is invalid.

InvalidParameterValue.NoPermission User has no permission for the device.
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Get Manual Intelligent Linkage List

Last updated: 2025-04-3015:47:30

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppGetScenelList) is used to obtain the Manual Intelligent Linkage List.

2. Input Parameter

Requi

Name Type red Description
AccessT Common parameter, the Access Token obtained upon
oken String Yes successful login by users through WeChat ID, mobile
phone or email account.
Common parameter, unique request ID, can be
Request Strin Yes generated manually, uuid is recommended for use.
Id 9 Locating issues, need to provide the Requestld for the
request.
. . Common parameter, this interface takes values:
Action String Yes AppGetScenelList.
Familyld String Yes Family ID.
Offset Int Yes Message offset.
- Maximum number of return messages, with a maximum
Limit Int Yes
value of 50.
3. Output Parameter
Name Type Description
Common parameter, unique request ID, same as the
Request . : .. .
String input parameter. Locating issues, need to provide the
Id
Requestld for the request.
Sceneli . . .
ot Array of Scene Manual Intelligent Linkage List.
Total Int Total number of manual intelligent linkages.

©2013-2026 Tencent Cloud. All rights reserved. Page 198 of 295


https://cloud.tencent.com/document/product/1081/40780#scene

> Tencent Cloud loT Explorer

4. Samples

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"AccessToken": "***y2",

"RequestId": "reqg 1",

"Action": "AppGetScenelist",

"FamilyId": "f_Ob309****x***4c3d9588fccl”,

"Offset": O,

"Limit": 10

Output example: successful

"Response": {
"RequestId": "req 1",
"SceneList": [
{
"SceneId": "s_f7feb440d******28f3a598d00c",
"FamilyId": "f_ 9b309d8******311b4c3d9588fccl”,
"SceneName": "fx**x*x*na",
"SceneIcon": "",
"Actions": | // Each field in the Actions array;
not appear if empty
{
"ActionType": O,
"ProductId": "R32****QEU",
"DeviceName": "df****yy",
"Data": "{\"brightness\": 25",
"AliasName": "1***45" // Description: AliasName
device alias.
b
{
"ActionType": 1,

"Data": "100"
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I
"UserId": "1",

"CreateTime": 6,

1;
1;

"UpdateTime": 8,

"Flag": 0, // Flag: 0 for normal scenarios, 1: device anomalies
in scenarios, not in the home

"Status": 0 // Running state of the scenario: 0 for not running,

1 for running

// IconUrl is the url of the specific device.

5. Error Code

Error Code Description

InternalError Internal error.
InternalError.InternalServerExceptionDB DB error.

InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.
InvalidParameterValue.NoPermission User has no permission for the device.
UnsupportedOperation.SceneRuninProgress Scenario in execution.
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Deleting Manual Intelligent Linkage

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppDeleteScene) is used to delete manual intelligent linkage.

2. Input Parameter

Req

uired Description

Name Type

Common parameter, the Access Token obtained after

AccessT String  Yes users through WeChat ID, mobile phone or email

oken .
account login succeed.
Common parameter, unique request ID, can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d 9 When locating issues, you need to provide the
Requestld for the request.
his interf: k I :
Action String Yes Common parameter, this interface takes values
AppDeleteScene.
Sceneld String Yes Manual intelligent linkage ID.
3. Output Parameter
Name Type Description

Common parameter, unique request ID, same as the

dRequestI String input parameter. When locating issues, you need to
provide the Requestld for the request.
4. Example
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{

"AccessToken": "*x**xy2",
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"RequestId": "reqg_1",

"ScenelId": "s_527cbb2******p453cb6adbfob3",

"Action": "AppDeleteScene"

loT Explorer

Output sample: successful

{"Response":{"RequestId":"reqg 1"}}

5. Error Code

Error Code

InternalError
InternalError.InternalServerExceptionDB
InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.NoPermission

UnsupportedOperation.SceneRuninProgres
S
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Description

Internal Error

DB error.

Invalid parameter value.
The Token is invalid.

User has no permission for the device.

Scenario in execution.
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Modifying Manual Intelligent Linkage

Last updated: 2025-04-30 15:47:59

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppModifyScene) is used to modify manual intelligent linkage.

2. Input Parameters

Requi

Name Type red Description
Common parameters, the Access Token obtained
AccessT . .
String Yes by users after successfully logging in via WeChat
oken . .
ID, mobile phone or email account.
Common parameters, unique request ID, can be
Requestl ) generated manually, uuid is recommended for
String Yes . )
d use. Locating issues, need to provide the
Requestld for the request.
. . Common parameter, this interface takes values:
Action String Yes AppModifyScene.
Sceneld String Yes Manual intelligent linkage ID.
S N
mceene a String Yes Name of the manual intelligent linkage.
Scenelco . Background image address of the manual
String Yes . . .
n intelligent linkage.
. Array of . . . L
Actions . Yes Manual intelligent linkage action list.
Action
3. Output Parameter
Name Type Description

Common parameters, unique request ID, same as
String the input parameters. Locating issues, need to
provide the Requestld for the request.

Requestl
d
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4. Example

Input Example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"Actions": [
{
"ActionType": O,
"ProductId": "R32****QEU",
"DeviceName": "df***x*yy",

"Data": "{\"brightness\": 25}"

Iy

"AccessToken": "***y2",

"RequestId": "req_ 1",

"Action": "AppModifyScene",

"SceneId": "s_527cb5*****3cb6ad6cf653",
"SceneName": "name",

nelcon": "****jcon"

Output example: successful

>stId":"req 1"} 1}

5. Error Code

Error Code

InternalError
InternalError.InternalServerExceptionDB
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

InvalidParameterValue.NoPermission
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Description

Internal error.

DB error.

Invalid parameter value.
The Token is invalid.

The user has no permission for the
device.
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UnsupportedOperation.SceneRuninProgress Scenario in execution.
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Performing Manual Intelligent
Linkage
Last updated: 2025-04-30 15:48:13

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppRunScene) is for execution of manual intelligent linkage.

2. Input Parameters

Req

Name Type uired Description
: Common parameter, the Access Token obtained upon
AccessT Strin . .
Yes successful login by users through WeChat ID, mobile
oken g !
phone or email account.
Common parameter, unique request ID, can be
Requestl Strin generated manually, recommended for use as uuid.
Yes . .
d g Locating issues, need to provide the Requestld for the
request.
. Strin Common parameter, this interface takes values:
Action Yes
g AppRunScene.
Stri
Sceneld g fn Yes Manual intelligent linkage ID.
3. Output Parameter
Name Type Description

Common parameter, unique request ID, same as the

Request| String input parameter. Locating issues, need to provide the
d
Requestld for the request.
4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{
"AccessToken": "***y2",
"RequestId": "req_ 1",
"SceneId": "s_527ch5******x*+**x53chb6ad6fo53",

"Action": "AppRunScene"

Output example: successful

{"Response":{"RequestId":"req 1"}}

5. Error Code
Error Code Description
InternalError Internal error.
InternalError.InternalServerExceptionDB DB error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.

User has no permission for the

InvalidParameterValue.NoPermission .
device.

UnsupportedOperation.SceneRuninProgress Scenario in execution.
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Automatic Intelligence
Create Automatic Intelligent Linkage

Last updated: 2025-04-30 15:48:37

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppCreateAutomation) is used to create automatic intelligent linkage.

2. Input Parameter

Req L.
Name Type uired Description
Common parameters, Access Token obtained
AccessTok . .
en String Yes upon successful login by users through
WeChat ID, mobile phone or email account.
Common parameters, unique request ID, can
. be generated manually. It is recommended to
Requestld String Yes use uuid. When locating issues, provide the
Requestld for the request.
. . Common parameters, this interface takes
Action String Yes values: AppCreateAutomation.
Famil hat th ic intelli link
Familyld String Yes amily ID that the automatic intelligent linkage
belongs to.
lcon String Yes !3ack_groun_d image address of the automatic
intelligent linkage.
Name String Yes Name of the automatic intelligent linkage.
Automatic intelligent linkage switch state.
Status int Yes e 0: Disable.
e 1: Enable.
Condition match type.
MatchType int Yes ¢ 0: All conditions are met.

¢ 1: One condition is met.
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Conditions é::zlli?i];n
Actions ,:r;:z:f
EOSRE i
E_T_I’i(rarc];;iveEn String
S:fectiveDa String

3. Output Parameter

Name Type
Requestid String

Automation

d String

4. Example

Input Example

loT Explorer

Automatic intelligent linkage trigger

Y
s conditions.

Yes Action list of automatic intelligent linkage.

Yes Start of effective time.

Yes Expiration time.
The effective date is a 7—digit number
composed of Os and 1s. 0 means not execute,

Yes and 1 means execute. The first digit represents
Sunday, and the following digits sequentially
represent Monday to Saturday.

Description

Common parameters, unique request ID, same as the
input parameters. When locating issues, provide the
Requestld for the request.

Automatic intelligent linkage ID.

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "req_ 1",

"Action": "AppCreateAutomation",
"FamilyId": "f_ Ox*x**ci",

"Icon": "https://www.icon.com/",

"Name": "autoName",

"Status": 0, //Integration switch:

0O: Disabled; 1: Enabled.

"MatchType": 1, //Condition match type: 0: All conditions AND; 1:

conditions OR

©2013-2026 Tencent Cloud. All rights reserved.
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"EffectiveBeginTime": "00:00", // Two new configuration parameters
to indicate start and end times

"EffectiveEndTime": "23:59",

"EffectiveDays": "1111111", // A 7-digit number composed of 0s and
1ls, where 0 means not execute and 1 means execute. The first digit
represents Sunday, followed by Monday to Saturday in sequence.

"Conditions": [

{
"CondId": "abc", // Condition ID, ensure uniqueness within a
linkage just
"CondType": 0, //Condition type: 0 - Device attribute wvalue
condition; 1 - Scheduling condition
"Property": {
"ProductId": "N**x*4",
"DeviceName": "g***ev",
"AliasName": "devName",
"IconUrl": "productIcon",
"PropertyId": "switch", //Attribute ID of the device
"Op": "equal", //conditional operator eq: equal ne:
not equal gt: than 1t: than ge: larger than le: than
or equal to

"Value": 1 //Comparative Value

"CondId": "efg",
"CondType": 1,
"Timer": {

"Days": "1000000", // A 7-digit number composed of 0s
and 1s. 0 means not execute, and 1 means execute. The first digit
represents Sunday, and the following digits represent Monday to Saturday
sequentially.

"TimePoint": "09:30" // Trigger time, 24-hour format,
such as "14:00"

t

Iy

"Actions": [

{
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"ActionType": 0, // 0: Device action, specific parameter set

Device action 1: Delay 2: Scenario 3: Notification

"ProductId": "R32***QEU",

"DeviceName": "df***yYy",

"Data": "{\"brightness\": 25}", // ActionType is 0: Device
action parameter, 1: Delay in seconds, 2: Execution scene Id, 3:
Notification content

"AliasName": "12345",

"IconUrl": "url"

"ActionType": 1, // 1: Delay action, specific delay
Data, value in seconds

"Data: "100"

Iy

"AccessToken": "***xy2"

Output sample: successful

"Response": {
"AutomationId": "a_cd6ldd*****d21d6aeffea",

"RequestId": "reqg_ 1"

5. Error Code

Error Code Description

InternalError Internal error.

InternalError.InternalServerExceptionDB
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

©2013-2026 Tencent Cloud. All rights reserved.

DB error.

Invalid parameter value.

The Token is invalid.
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The user has no permission to the

InvalidParameterValue.NoPermission .
device.

LimitExceeded The quantity exceeds the limit.
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loT Explorer

Get Automatic Intelligent Linkage

List

Last updated: 2025-04-30 15:48:52

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppGetAutomationList) is used to obtain the Automatic Intelligent Linkage

List.

2. Input Parameter

Requi
Name Type red
AccessT String Yes
oken
R I
d equest String Yes
Action String Yes

Familyld String Yes

3. Output Parameter

Name Type
Request String
Id
Array of
List AutomationListite
m
4. Example

©2013-2026 Tencent Cloud. All rights reserved.

Description

Common parameter, the Access Token obtained by
users upon successful login through WeChat ID,
mobile phone or email account.

Common parameter, unique request ID, can be
generated manually. It is recommended to use uuid.
When locating issues, provide the Requestid for the
request.

Common parameter, this interface takes values:
AppGetAutomationList.

Family ID.

Description

Common parameter, unique request ID, same as the
input parameter. When locating issues, provide the
Requestld for the request.

Automatic Intelligent Linkage List.
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Input example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId": "req 1",
"Action": "AppGetAutomationList",

"FamilyId": "f_ Ox***ci",

"AecessToken” 3 VEloda TOClElIl @ILQ)SIE = o i if af vy uk i i 15 28 v 5 3 s | Gaelel4l @’

Output example: successful

"List": [

{

"AutomationId": "a_cdel*** *x**x**xd21de6aeffea",

"Tcon":

"Name": "autoName",

"Status": O

Id": "req 1"

5. Error Code

Error Code

InternalError
InternalError.InternalServerExceptionDB
InvalidParameterValue
InvalidParameterValue.InvalidAccessToken

InvalidParameterValue.NoPermission
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"https://www.**** _com/",

Description

Internal error.

DB error.

Invalid parameter value.
The Token is invalid.

User has no permission for the device.
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Getting Automatic Intelligent Linkage
Details

Last updated: 2025-04-30 15:49:07

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppDescribeAutomation) is used to obtain automatic intelligent linkage
details.

2. Input Parameter

Req

uired Description

Name Type

common parameter, access Token obtained upon

AccessT String Yes successful login by users through WeChat ID, mobile

oken '
phone or email account.
common parameter, unique request ID, can be

Requestl Strin Yes generated manually, recommended to use uuid. When

d 9 locating issues, you need to provide the Requestid for
the request.

. . common parameter, this interface takes values:

Action String Yes AppDescribeAutomation.

Aut t

iol:ﬂzma String Yes Automatic intelligent linkage ID.

3. Output Parameters

Name Type Description

common parameter, unique request ID, same as the

:zlequest String input parameter, when locating issues, you need to
provide the Requestld for the request
Object of .. . : .
Data Automation Automatic intelligent linkage entity
4. Example
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Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{

"RequestId": "req 1",

"Action": "AppDescribeAutomation",

"AutomationId": "a_cdoeldd*******7d21docaeffea,

"AccessToken": "8b4a70ddl6el0S5f*x**xx*kxrxxkkxxxxx]8eddde78a3bb8ec"

Output sample: successful

"Response": {
"Data": {

"AutomationId": "a_cd6eld**** *x**x**xdpgeffea,

"ITcon": "https://www.****_com/",

"Name": "autoName",

"Status": 0,

"MatchType": 1,

"EffectiveBeginTime": "00:00", // Two new configuration
parameters to indicate start and end times

"EffectiveEndTime": "23:59",

"EffectiveDays": "1111111", // A 7-digit number composed of 0Os and
1s, where 0 indicates not to execute, 1 indicates to execute, the first
digit represents Sunday, and the following digits represent Monday to
Saturday sequentially

"Conditions": [

{

"CondId": "abc",

"CondType": O,

"Property": {
"ProductId": "NJ****LzT4",
"DeviceName": "gw***v",
"AliasName": "d****me",
"IconUrl": "productIcon",
"PropertyId": "switch",

”Op": "eq ,

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer
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"Value": 1

"CondId": "efg",
"CondType": 1,
"Timer": {

"Days": "1000000",

"TimePoint": "09:30"

I

"Actions

{

AL

"ActionType": O,

"ProductId": "R3****QEU",
"DeviceName": "df***x*yy",
"Data": "{\"brightness\": 25}",
"AliasName": "12345",

"IconUrl": "url"

"ActionType": 1,
"Data": "100"

}y
"RequestId": "reqg_ 1"

5. Error Code

Error Code Description
InternalError Internal error.
InternalError.InternalServerExceptionDB DB error.

InvalidParameterValue Invalid parameter value.
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InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.

InvalidParameterValue.NoPermission User has no permission for the device.
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Deleting Automatic Intelligent
Linkage
Last updated: 2025-12-19 09:16:28

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This API (AppDeleteAutomation) is used to delete automatic intelligent linkage.

2. Input Parameters

Req

Name Type uired Description
. Common parameter, the Access Token obtained upon
AccessT Strin . .
Yes successful login by users through WeChat ID, mobile
oken g !
phone or email account.
Common parameter, unique request ID, can be
Requestl Strin generated manually, uuid is recommended for use.
Yes _ :
d g Locating issues, need to provide the Requestld for the
request.
. Strin Common parameter, this interface takes values:
Action Yes .
g AppDeleteAutomation.
Aut ti Stri
Htormat rn Yes Automatic intelligent linkage ID.
onld g
3. Output Parameters
Name Type Description
Common parameter, unique request ID, same as the
Requestl . . .. .
String input parameter. Locating issues, need to provide the
d
Requestld for the request.
4. Example
Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
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content-type: application/json

{
"RequestId": "req 1",

"Action": "AppDeleteAutomation",

loT Explorer

"AutomationId": "a_cdold***EFrx*rEkxk*k]d6aeffea,

"AccessToken": "8b4a70ddloel0S5f*x***xxkkxkhkxrdkxr*x]B8addde78a3bb8ec”

Output sample: successful

{"Response":{"RequestId":"req 1"}}

5. Error Code

Error Code

InternalError

InternalError.InternalServerExceptionDB

InvalidParameterValue

InvalidParameterValue.lnvalidAccessToken

InvalidParameterValue.NoPermission
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Description

Internal error.

DB error.

Invalid parameter value.
The Token is invalid.

The user has no permission to access
the device.
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loT Explorer

Modifying Automatic Intelligent

Linkage

Last updated: 2025-04-30 15:50:15

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppModifyAutomation) is used to modify automatic intelligent linkage.

2. Input Parameters

Name Type
AccessToke String
n

Requestid String
Action String
Automationl String
d

Icon String
Name String
Status int
MatchType int

©2013-2026 Tencent Cloud. All rights reserved.

Req
uired

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Description

Common parameter, the Access Token
obtained upon successful login by users
through WeChat ID, mobile phone or email
account.

Common parameter, unique request ID, can
be generated manually, recommended for
use as uuid. Locating issues, need to provide
the Requestld for the request.

Common parameter, this interface takes
values: AppModifyAutomation.

Automatic intelligent linkage ID.

Create the background image address for
automatic intelligent linkage.

Name of automatic intelligent linkage.

Automatic intelligent linkage switch state.
e 0: Disable.

e 1: Enable.

Condition match type.
¢ 0: All conditions are met.

¢ 1: One condition is met.
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Conditions Array.o.f Yes Autor.n.atlc intelligent linkage trigger
Condition condition.
. Array of . i i L
Actions . Yes Automatic intelligent linkage action list.
Action
.E f-fgctweBeg String Yes Start of effective time.
inTime
EffectlveEnd String Yes Expiration time.
Time
A 7-digit number composed of Os and 1s. 0
EffectiveDa means not execute, and 1 means execute.
s y String Yes The first digit represents Sunday, and the
following digits represent Monday to
Saturday sequentially.
3. Output Parameters
Name Type Description
Common parameter, unique request ID, same as the
Requestld String input parameter. Locating issues, need to provide the

Requestld for the request.

4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"RequestId": "reqg 1",
"Action": "AppCreateAutomation",
"AutomationId": "a_cdolddbe**** x***x47d21dbaeffea”,
"Tcon": "https://www.**** _com/",
"Name": "autoName",

"Status": 0, //Integration switch: 0: Disabled; 1: Enabled

"MatchType": 1, //Condition match type: 0: All conditions AND; 1:

conditions OR

"EffectiveBeginTime": "00:00", // Two new configuration parameters,

indicate start and end times

©2013-2026 Tencent Cloud. All rights reserved.
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"EffectiveEndTime": "23:59",

"EffectiveDays": "1111111", // A 7-digit number composed of 0s and
1ls, where 0 means not execute and 1 means execute. The first digit
represents Sunday, followed by Monday to Saturday in sequence.

"Conditions": [

{
"CondId": "abc", // Condition ID, ensure it is unique within
a linkage
"CondType": 0, //Condition type: 0 - Device attribute value
condition; 1 - Scheduling condition
"Property": {
"ProductId": "N**x*4",
"DeviceName": "gw**v",
"AliasName": "devName",
"IconUrl": "productIcon",
"PropertyId": "switch", //Attribute ID of the device
"Op": "eq", // Conditional operator. eq: equal. ne: not
equal. gt: than. 1t: than. ge: larger than or equal to. le:
than or equal to.

"Value": 1 //Comparative Value

"CondId": "efg",
"CondType": 1,
"Timer": {

"Days": "1000000", // A 7-digit number composed of 0s
and 1ls, where 0 means not execute and 1 means execute. The first digit
represents Sunday, followed by Monday to Saturday in sequence.

"TimePoint": "09:30" // Trigger time, 24-hour format,

for example, "14:00"

1y
"Actions": [
{
"ActionType": 0, // 0: Device action, specific parameter
setting is Data O: Device action 1: Delay 2: Scenario 3:
Notification

"ProductId": "R3****QEU",
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"DeviceName": "df***x*yyYy",

"Data": "{\"brightness\": 25}", // ActionType is 0: Device

action parameter; 1: Delay in seconds; 2: Execution scene Id; 3:

Notification content
"AliasName": "12345",

"IconUrl": "url"

"ActionType": 1, // 1: Delay action, specific delay
Data, value in seconds

"Data: "100"

Iy

"AccessToken": "***xy2"

Output example: succeed

{"Response":{"RequestId":"req 1"}}

5. Error Code

Error Code Description
InternalError Internal error.
InternalError.InternalServerExceptionDB DB error.
InvalidParameterValue Invalid parameter value.
InvalidParameterValue.InvalidAccessToken The Token is invalid.

The user has no permission for the

InvalidParameterValue.NoPermission .
device.

LimitExceeded The quantity exceeds the limit.
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Modify Automatic Intelligent Linkage

Status

Last updated: 2025-04-30 16:16:14

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/appapi .
This interface (AppModifyAutomationStatus) is used to modify the automatic intelligent

linkage status.

2. Input Parameter

Name

AccessT
oken

Requestl
d

Action

Automati
onld

Status

Type

Strin
g

Strin

Strin

Strin

int

Requi
red

Yes

Yes

Yes

Yes

Yes

3. Output Parameter

Name

Requestl
d

©2013-2026 Tencent Cloud. All rights reserved.

Type

String

Description

Common parameters, Access Token obtained upon
successful login by users through WeChat ID, mobile
phone or email account.

Common parameters. Unique request ID can be
generated manually. It is recommended to use uuid.
When locating issues, provide the Requestid for the
request.

Common parameters. This interface takes values:
AppModifyAutomationStatus.

Automatic intelligent linkage ID.

Automatic intelligent linkage switch state.
e O: Disable.

e 1: Enable.

Description

Common parameters. Unique request ID, same as the
input parameter. When locating issues, provide the
Requestld for the request.
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4. Example

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{

"RequestId": "req 1",
"Action": "AppGetAutomationList",

"AutomationId": "a_cdoeldd******1d6aeffea",
Disabled; 1:

"Status": 1, //Integration switch: O: Enabled

"AccessToken": "8b4a70ddlol0S5fr***xxkxkxkhkxrdkxrix]B8addde’/8a3bb8ec”

Output sample: successful

sponse” : {"RequestId":"reqg 1"}}

5. Error Code

Error Code

InternalError
InternalError.InternalServerExceptionDB
InvalidParameterValue
InvalidParameterValue.InvalidAccessToken

InvalidParameterValue.NoPermission

©2013-2026 Tencent Cloud. All rights reserved.

Description

Internal error.

DB error.

Invalid parameter value.
The Token is invalid.

User has no permission for the device.
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Data Query
Retrieve the Device Object Model
Data

Last updated: 2025-04-30 16:17:09

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDeviceData) is used to obtain Device Object Model data.

2. Input Parameter

Req .
Name Type uired Description
AccessT Strin Common parameter. AccessToken is used for user
Yes L. .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuid.
d g When locating issues, you need to provide the
Requestld for the request.
. Strin Common parameter. This interface takes values:
Action Yes .
g AppGetDeviceData.
Productid Strln Yes Product ID.
DeviceN Stri .
evicelna fn Yes Device name.

me g

3. Output Parameters

Name Type Description

Common parameter. Unique request ID, same as the

gequestl String input parameter. When locating issues, you need to
provide the Requestld for the request.
Data String Return data.
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4. Samples

Input Example

loT Explorer

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "req 1",
"Action": "AppGetDeviceData",
"ProductId":"22F9Y***x*Q",

"DeviceName":"lightl",

"AccessToken": "8b4a70ddlol0S5fr***xxkxkxkhkxrdkxrix]B8addde’/8a3bb8ec”

Output sample: successful

ponse": {

"Data": "{\"brightness\":

{\"Value\":8,\"LastUpdate\":1552904784552}
{\"Value\":1,\"LastUpdate\":1552904784552}
{\"Value\":0,\"LastUpdate\":1552904784552}

,\"color\":
,\"light_switch\":

, \"name\":

{\"Value\":\"1light1\", \"LastUpdate\":1552904784552}}",

"RequestId": "req 1"

5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessToke
n

6. Error Information

©2013-2026 Tencent Cloud. All rights reserved.

Description
Internal error.

Invalid parameter value.

The Token is invalid.

Page 229 of 295



> Tencent Cloud loT Explorer

Name Type Description
Code String Error code.
Message String Error message.
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Retrieve Device Object Model
Historical Data

Last updated: 2025-04-3016:17:24

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppGetDeviceDataHistory) is used to obtain Device Object Model historical
data.

2. Input Parameter

Req -
Name Type uired Description
AccessT Strin Common parameter. AccessToken is used for user
Yes ... .
oken g authentication of a logged-in user.
Common parameter. Unique request ID can be
Requestl Strin Yes generated manually. It is recommended to use uuld.
d g When locating issues, you need to provide the Requestid
for the request.
Action Strin Yes Common parameter. This interface takes values:
g AppGetDeviceDataHistory.
. Strin . .
Deviceld g Yes Device ID, product ID/device name.
FieldN Stri
elaia fn Yes Inquiry attribute name.
me g
Strin . . s
Context g No The paging cursor can be omitted for the initial query.
MinTime Int Yes Start time, millisecond timestamp.
(l\allalem Int Yes End time, millisecond timestamp.
Limit Int Yes Single page data volume.
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3. Output Parameters

Name Type Description
Common parameter. Unique request ID, same as the
Requestl i . L
d String input parameter. When locating issues, you need to
provide the Requestld for the request.
Context String Pagination cursor
FieldN
elaia String Inquiry attribute name.
me
Whether all the data has been queried.
True indicates that you can continue reading if not
Listover Bool fully read.
False indicates that it has been completely read.
Array of
Results DataHistorylte Return data.
m

4. Samples
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{

"RequestId": "f92406b3-5a%a-4fe8-bcd43-45e3d794bb68",

"Action": "AppGetDeviceDataHistory",

"ProductId": "22F9Y6IIT70O",

"DeviceName": "lightl",

"MinTime": 1560949017000,
1

"MaxTime" : 561035417000,
"Limit": 20,
"FieldName": "light_switch",

"AccessToken": "8b4a70ddlol0S5fx***xxkkxkhkxrdixrsx]B8addde78a3bb8ec"
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Output example: successful

"Response":
" abc "
’
"FieldName": "brightness",

"Listover": false,

"RequestId": "£92406b3-5a%a-4fe8-bc43-45e3d794bb68",

"Results": [

"Time": "1560949025494",

igailmety Wy

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.lnvalidAccessTok
en

The Token is invalid.
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Getting Historical Events of Devices

Last updated: 2025-04-3016:17:39

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi .
This interface (AppListEventHistory) is used to obtain the historical events of a device.

2. Input Parameters

Requi

Name Type red Description

AccessT Common parameter, the Access Token obtained upon

oken String Yes successful login by users through WeChat ID, mobile
phone or email account.
Common parameters, unique request ID, can be

Requestl Strin Yes generated manually, recommended for use as uuld.

d g Locating issues, need to provide the Requestid for the
request.

Action String Yes AppListEventHistory.

Productid String Yes product ID.

DeviceN

miwce a String Yes Device name.

Event type to search: alert indicates an Alarm, fault
Type String No indicates a failure, info indicates information. Leaving
it blank means querying all the above event types.

StartTim Start time (Unix timestamp, in seconds), 0 means
Int64 No .

e current system time.

EndTime Int64 No End time (Unix tl_mestamp, in seconds), 0 means
current system time.

Context String No Search context, used as query cursor.

Size Int64 No The maxmum_number of historical data items
obtained at a time.

Eventid String No Event identifier can be used to specify a specified

query for a specific event. If not specified, query all
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3. Output Parameter

Name Type
R

equestl String
d
Context String
Total Int64
Listover Bool
EventHist

Array

ory

4. Example
Example 1

Input Example

POST https://iot.cloud.tencent

content-type: application/json
{
"AccessToken": "accesstoken*
"RequestId": "026fe48b-0c31-
"ProductID": "ABCDE12345",
"DeviceName": "DEV",
"StartTime": O,
"EndTime": O,
"Type": "info",
"Size": 5,

"Context": "",

"Action": "AppListEventHisto

Output example: successful

©2013-2026 Tencent Cloud. All rights reserved.
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loT Explorer

events.

Description

Common parameters, unique request ID, consistent
with the input parameters.

Search context, used as query cursor.
Number of search results.

Whether the search result has ended.

Collect the result set.

.com/api/exploreropen/tokenapi HTTP/1.1

**********acc",

4a7/c—aaf6-83ba3e9sdbct",

ry"
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"ClientToken": "leel2*****xxx*x*x*xx74f703e0d",
"OutputParams": "",
"RequestId": "026fe48b-0c31-4a7c-aaf6-83ba3e9sdbct",
"Context":
"DnF1ZXJ5VGhlbkZ1d**x**x**x*x*x*xxx*SUQOUWVPZUIMLXI1QOnBkbGc=",
"EventHistory": [{
"TimeStamp": 1553484903,
"ProductId": "productl",
"DeviceName": "light3",
"EventId": "status_report",
"Type": "info",

"Data": "{\"status\": 0, \"message\": \"test

message:11:35:03.288277\"}"

1,

5. Error Code

Error Code Description
InternalError Internal error.
InvalidParameterValue Parameter value error

InvalidParameterValue.lnvalidAccessToke
n

The Token is invalid.
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Long Connection Communication
Registering Listening

Last updated: 2025-04-30 16:21:36

1. API Description

api request domain name: wss://iot.cloud.tencent.com/iotstudio_v2_weapp_1

This interface (DeviceRegistrationMonitor) is used to subscribe to the WS server. After
successful subscription, device online/offline status and attribute data can be obtained
through real-time push by listening to ws.onmessage .

2. Input Parameter

Name Type
action String
reqld String

Object of
params

ActionPushParam

3. Output Parameters

Name Type

reqld String

error String

error_mess String

age

data ?\2?:: I:li;shData
4. Samples

©2013-2026 Tencent Cloud. All rights reserved.

Requir L
ed Description
Ye Common parameter, this interface
s takes values: ActivePush.
Common parameter, indicating the
Yes request sequence, unique request
ID, which can be generated
manually.
Passed parameters when registering
Yes .
a device.
Description

Common parameter, indicating the request
sequence, consistent with the input parameter.

Status code, being empty indicates correct.

Detailed error description. Being empty indicates
correctness.

Server response packet after listening.
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Example 1

Input example (Convert data to a json string before sending)

const ws =

WebSocket ("

ws.send (JSON.stringify ({
"action": "ActivePush",
"reqId": "reqgOOO01",
"params" : {
"DeviceIds": ["product ID/DeviceName", "product ID/DeviceName"]

"ACC@SSTOken": "f6~k~k****************3aad"

Output sample: succeed

"errorll : mn ,

"error_message":"",
"data": {
"deviceIds": ["product ID/DeviceName", "product ID/DeviceName"]

tr
"reqId":"req0001"

Output sample: failure

"errorll : mn ,

"error_message":"",

"data": {
"deviceIds":[]

tr

"reqId":"req0001"

©2013-2026 Tencent Cloud. All rights reserved. Page 238 of 295



wss://iot.cloud.tencent.com/iotstudio_v2_weapp_1

> Tencent Cloud

Heartbeat

Last updated: 2026-04-03 17:48:39

1. API Description

loT Explorer

APl request domain name: wss://iot.cloud.tencent.com/iotstudio_v2_weapp_1
Device keep—alive. Update the device timestamp through this API to maintain the device's
listening status and keep the WebSocket connection simultaneous. Multiple calls are allowed,

once every 60 seconds.

2. Input Parameters

Re

Name Type qui

red

. Strin Ye

action

g S
tri Y

reqld Strin e
g s

arams Obje Ye
P ct S

3. Output Parameters

Name Type

reqld String

error String

error_messag String

e

data Object
4. Samples

Description

Common parameter, this interface takes values:
YunApi.

Common parameter, indicating the request sequence,
unique request ID, can be generated manually.

For the detailed parameters passed in when calling the
api, please see YunApiParam.

Description

Common parameter, indicating the request
sequence, same as the input parameter.

status code, being empty indicates correct.

Detailed error description, being empty indicates
correct.

For the server response of the Heartbeat API,
please see HeartBeatData.

Input example (Convert data to json string before sending)

©2013-2026 Tencent Cloud. All rights reserved.
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const ws = new

WebSocket ("wss://iot.cloud.tencent.com/iotstudio_v2_weapp_1")

(JSON. (4

"action":"YunApi",

"reqId":"reqgOO001",

"params" : {
"Action": "AppDeviceTraceHeartBeat",
"ActionParams": {

"DeviceIds": ["product ID/device name",

"product ID/device

"AcceSSToken": "f6******************3aad",

"RequestId":"rest-client"”

Output sample: successful

"error" . n ",

"error_message":"",
"data":{

"Response": {

"RequestId":"rest-client"”

}y
"reqId":"reqO0001"

Output sample: failure (server error)

Herror" . "_l",
"error_message":"Error connecting with backend,
"data":{},

"reqId":"req0001"

©2013-2026 Tencent Cloud. All rights reserved.

contact the admin"

loT Explorer
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Output sample: failure (logic error)

"UnauthorizedOperation.APPNoPermissionToStudioProduct",

"App has no permission to perform operations

on this product"

b

"RequestId":"rest-client"

Hy
"reqId":"req0001"
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Device Status Push

1. API Description

api request domain name: wss://iot.cloud.tencent.com/iotstudio_v2_weapp_1

Device status push is used to obtain the online and offline status of user-bound devices,
attributes and events reported by devices, and execution results of device behaviors in real
time in mini programs or apps. It is required to successfully call the registered device listening
API and obtain real-time push of device status and attribute values through listening to
WebSocket's OnMessage. If the obtained event.data.push is true , it signifies that the
message is a proactive push of device status change.

2. Input Parameter

Name Type Description

This message is a proactive push for device status

push Boolean change.

) ) Fixed as DeviceChange , representing device status
action String
change.

Return device information. See detailed explanation in

params String message type description.

3. Output Parameters

Name Type Description
Requestld String Request ID.
4. Example

Application Side ws Subscription to Device Status Change

Request Sample

ws.onmessage = (event) => {

let data;

try {

data JSON. (event.data) ;
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} catch (e) {
console. (*onMessage parse event.data error: ${event.data}’

return;

if (data.push) {
this. ('push', data);
} else if (typeof data.reqld !== 'undefined' &&
this.requestHandlerMap. (data.reglId)) {

this.requestHandlerMap. (data.reqgld) (null, data);

Input Parameter Example:

"action": "DeviceChange",
"params": {
"Time": "2023-07-13T14:19:48+08:00",
"Type": "Property",
"SubType": "Report",
"Topic": "S$thing/up/property/productId/deviceName",
"Payload": "ey******i0jQwfX0=",
"Seqgq": 1689229188406,
"DeviceId": "productId/deviceName"

ty

"push": true

Output Example: Succeed

"Response": {

"RequestId": "up03"

5. Parameter Descriptions
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Parameter Name Parameter Type Description

Time, in UTC format, for
Time String example: 2023-07-
13T14:19:48+08:00.

Message type. See Type

Type String description.

SubType String Mess.agc_a subtype. See SubType
description.
Message Topic. Loginto loT
Explorer Console and enter the

. . target product development

Topic String page. Select Device
Development > Topic List to
view.
Message body base64 encoded

Payload String content. See Payload
description.

Seq Int64 Serial number.

. . Device ID, product ID in
Deviceld String deviceName format.
Type Description
Type Description
StatusChange De\./ice sta}t.us thange message, including device online and
offline notification.

Shadow Shadow messages.

Property Attribute message.

Template Thing model message.

Event Event message.

Action Behavior message.

UserDefined Custom.
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SubType Description

SubType
Online
Offline
Report

Push

Payload Description

Description
Device goes online.
Device offline.

Device reporting.

Server push to device.

loT Explorer

Payload is the string literal of the message body after base64 encoding. An example is as

follows:

Message Body

"method": "control",

"clientToken": "12345678",

"params": {

"switch": O

base64 Encoding

"Payload":

"eyJtZXRob2Qi0iJjb250cm9sTiwiY2xpZW50VGOrZW4i01iIxMJMONTY30CIsInBhcmFtcyT
6eyJzd210Y2gi0OjBofQ=="

Template Message Example

The Thing Model message Topic is empty. Payload is the content of the message after base64

encoding.

"action": "DeviceChange",

"params": {

"Time": "2023-07-13T15:00:11+08:

L
0",

©2013-2026 Tencent Cloud. All rights reserved.
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"Type": "Template",
"SubType": "Push",
"Topic": "",

"Payload":
"eyJtZXRob2Q10iJjb250cm9sTiwiY2xpZW50VGOrZW4i01iIxMJMONTY30CIsInBhcmFtcyT
6eyJzd210Y2gi0OjB9fQ=="",

"Seqg": 1689231611907,

"DeviceId": "productId/deviceName"

tr

"push": true

base64 decoded message body of the Payload
See detailed explanation in Thing Model.

"method": "control",
"clientToken": "12345678",
"params": {

"switch": O

Event Message Example

"Time": "2019-04-11T20:42:36+08:00",

"Type": "Event",

"SubType": "Report",

"Topic": "S$thing/up/event/US4CJ11DIK/LIAO",

"Payload":
"ewogICAgICAgICJItZXRob2Qi101A1ZXZ1bnRfcG9zdCIsCiAgICAgICAgInZlcnNpb24i0iA
iMS4wIiwKICAgICAgICAiZXZ1bnRJIZCI6ICIsb3dfdm9sdGFnZSIsCiAgICAgICAgInBhcmE
tcyI6IHsSKICAGICAgICAgGICAgInZvbHRhZ2U10iAyLjI30DA4AMQogICAgICAgIHOSCiAgICA
gICAgImNsaWVudFRva2VuljogImNsaWVudFRva2vVuLTUl10SJ9",

"Seqg": 300,

"DeviceId": "US4CJ11DIK/LIAO"
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base64—-decode the message body of the Payload

"method": "event_post",
"version": "1.0",
"eventId": "low_voltage",
"params": {

"voltage": 2.278081
by

"clientToken": "clientToken-559"

Attribute Message Example

"Time": "2019-10-30T10:41:00+08:00",

"Type": "Property",

"SubType": "Report",

"Topic": "S$thing/up/property/WTJTZXOMF2/device_property001",

"Payload":
"eyJ0aWl1lc3RhbXAiO1AWLCAIcGFyYWlzIjogeyJdicmlnaHRuUZXNzI jogNT19LCAibWV0aG9
kIjogIndlcG9ydCIsICJIjbGl1lbnRUb2t1biI6ICIObTIWMTkxMDMwMTAOMDUZzXZzE1 fQ==",

"Seqg": 6,

"DeviceId": "WTJTZXOMF2/device_property001"

base64 decoded message body of the Payload

"method": "report",
"params": {
"timestamp": O,
"params": {
"brightness": 59
bo
"method": "report",

"clientToken": "tm20191030104053_1"
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Status Change Message Example

Device online message.

"Time": "2019-03-28T15:17:33+08:00",
"Type": "StatusChange",

"SubType": "Online",

"Topic": "",

"Payload": "",

"Seq": 6

Device offline.

"Time": "2019-03-28T15:17:33+08:00",
"Type": "StatusChange",

"SubType": "Offline",

"Topic": "",

"Payload": "",

"Segq": 7

Action: Sample Behavior

Sample push for Action message

"Time": "2021-05-13T21:34:05+08:00",
"Type": "Action",

"SubType": "Push",

"Topic": "",

"Payload":
"eyJtZXRob2Q10iJhY3Rpb24iLCJIJbGl1bnRUb2t1biI6IjEZNjkONzQ5Mzo6cmVxXzE1iLCJT
hY3Rpb25JZCI6ImxpZz2h0X2JsaWbrIiwidGltZXNOYWIwI joxNjIwOTEyODQ1LCIwYXJhbXM
1i0nsiY¥29sb3Ii0jEsInRpbWUi0]jYsInRvAGEF sX3RpbWUi0jYwEX0K",

"Seq": 1620912845,
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"DeviceId": "OCPSFIRP28/testble"

base64 decoded message body of the Payload

"method": "action",
"clientToken": "136947493::req_1",
"actionId": "light_blink",
"timestamp": 1620912845,
"params": {

"color": 1,

"time": 6,

"total time": 60

Action message report example

"Time": "2021-05-13T21:34:05+08:00",
"Type": "Action",

"SubType": "Report",

"Topic": ""

"Payload":
"eyJtZXRob2Qi10iJhY3Rpb25fcmVwbHkiLCJIjbGl1bnRUb2t1biI6TI jEzZNjkONZzQ5Mzo6cmV
xXzEiLCJJjb2R1IjowLCJzdGFO0dXMiO1JzdWNjIiwicmVzcG9uc2UiOnsicmVzdWx0TI jogMX1
om,

"Seq": 1620912845,

"DeviceId": "OCPSFIRP28/testble"

base64 decoded message body of the Payload

"method": "action_reply",
"clientToken": "136947493:
"code": O,

"status": "succ",
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"response":

"result":
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loT Explorer

Cloud Storage Service
Pull Cloud Storage Event List

Last updated: 2025-04-30 16:22:31

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (lotVideoDescribeCloudStorageEvents) is used to pull the Cloud Storage Event

list.

2. Input Parameters

Name

Action

Requestid

AccessTo
ken

Productid

DeviceNa
me

StartTime

EndTime

Context

Size

Type

Strin
g

Strin

Strin

Strin

Strin

Integ
er

Integ
er

Strin

Integ
er

Requir
ed

Yes

Yes

Yes

Yes

Yes

No

No

No

No
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Description

common parameter, this interface takes values:
lotVideoDescribeCloudStorageEvents.

common parameter, unique request ID, can be
generated manually, uuid is recommended. Locating
issues, need to provide the Requestld for the
request.

common parameter, AccessToken is used for user
authentication of a logged-in user.

product ID.

Device name.

Start time (Unix timestamp, in seconds), 0 means
current system time - 24h

End time (Unix timestamp, in seconds), 0 means
current time

Request context, used as query cursor

The maximum number of data items that can be
queried is 10 by default. Assuming Size=10 is passed,
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Eventld Strin No
g

Userld Strin No
g
Integ

Channelld No
er

3. Output Parameters

Name Type
R
equestl String
d
Array of
Events CloudStorageEv
ent
Context String
Listover Boolean
Total Integer
Vi
ideoUR String
L
4. Example

Input Example

loT Explorer

and the actual number of events returned is N, then
5<=N<=10.

Event identifier can be used to specify a query for a
specific event. If not specified, all events will be
queried.

User ID

Channel ID. Leave it blank for non—-NVR devices.
Required for NVR devices. None by default.

Description

Requestld.

Cloud Storage Event List

Request context, used as query cursor
Whether pulling results has ended

Number of internal results, which is not equivalent to
the total number of events

Video playback URL

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
1

"Action": "AppDescribeTemplateBinding",

"AceesaTokem" g WIgit = i o i is it af s ss it s as sk % gl 9",

"RequestId": "£92406b3-5a%a-4fe8-bcd3-45e3d794bb68

"ProductId": "PRODUCT_ID",
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"DeviceName": "DEVICENAME"

Output sample: successful

"Response": {

"RequestId": "bd3ad0f6-5b9f-47cd-83db-223356926772",

"Total": 13,

"Events": [

{

"StartTime": 842084401,
"EndTime": 842084401,
"Thumbnail": "",

"EventId": "idl_data"

"StartTime": 842084401,
"EndTime": 842084401,
"Thumbnail": "",

"EventId": "idl_data"

"StartTime": 842084401,
"EndTime": 842084401,
"Thumbnail": "",

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection.jpg",

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection.jpg",

"EventId": "idl_data"
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"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection

"EventId": "idl_data"

"StartTime": 1614847697,
"EndTime": 167000000,
"Thumbnail": "face_dection. jpg",

"EventId": "idl_data"

I

"Context":
"DnF1Z2XJ5VGh1bkZ1dGNoKAAAAAABX Jx1Fm1DUHBXMESXVES55eUdHMDUWZ TVAWWCAARAAAACA
g9BZFeGQWTXM5X1RVNNFRMEFNhRmIMNT1RAAAAAAHGQVYWRXhkME 1 z0OV9UbzZxUTBTYUZt TDU
SUQAAAAABxkOBFNNSQ1hWNUpOUjcyZkZma2licmF3SmcAAAAAACaAgIRZFeGQWTXMS5X1RVNNE
RMEFNhRmIMNT1RAAAAAAHGhVvUWTz12c3FBNVAUWNFSWXh4d012MG1l zdwAAAAABX jxmFm1DUHB
XMES5XVES55eUdHMDUWZ TVAWWCAAAAAACaAGIXZPOXZzcUE1VI1RacVJIZeHh3TXYwaXN3AAAAAAH
GVbkWTVBJISNndzX0VReVNoU3JOb2pWUm4 0OUQAAAAABXxkOAFNNSQ1hWNUpOUjcyZkZma2licmF

3SmcAAAAAAcCaG—
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BZPOXZzcUE1V1RacVJZeHh3TXYwaXN3AAAAAAHGQVgWRXhkME1z0VI9UbzZxUTBTYUZtTDUSU
QAAAAABxkfDF JdNAGYtaTRS5UTBPNmFFcHkyUm1UVHCAAAAAACYB88hZOVnkwb JNEfNFRQV2YwS
Wk1LWczc2V3AAAAAAHGhvYWTz12c3FBNVAUWNE SWXh4d012MG1l zdwAAAAABxqr3FkV4ZDBNC
z1fVG82cVEWU2FGbUw1OVEAAAAAACaAG—
RZPOXZzcUE1V1RacVJZeHh3TXYwaXN3AAAAAAHGRE8IWNO10Z1i1pNHIRME82YUVweTJSaVRUd
WwAAAAABxqUSFNJKT jhzbk 5mUmZxMVVCcVhpVUNTZFEAAAAAACY8ZxZPpQ1BwVzBOV1ROeX1HR
zA1IMGUleF1nAAAAAAHGehEWTTRRalJkRDhUek 9gem1CSmNFbHhUZwAAAAABxqr5FkV4ZDBNC
z1fVG82cVEWU2FGbUw1OVEAAAAAACZNBRBZ zeUNYV JVKAFI3MMZGZmt pYnJhdOpnAAAAAAHGV
boWTVBJISndzX0VReVNoU3J0b2pWUm4 0UQAAAAABXNOQFkO0UWt SZEQ4VHpPanptQkp jRWx4V
GcAAAAAAcarkxZySk44c250Z1JmcTFVONFYaVVDU2RRAAAAAAHGTQIWC31DWEY1SnRSNzJmR
mZraWJyYXdKZwAAAAABxPZ4Fno4eVNTTD1LUVUyb1VEMFFFcnhramcAAAAAACY88xZ0OVnkwb
JNENFRQV2YwSWk1LWczc2V3AAAAAAHGTOMWC31DWEY1SNRSNzIJmRmZraWJyYXdKZwAAAAABX
kfEF JdNAGYtaTRS5UTBPNmFFcHkyUm1UVHCAAAAAACarl1BZySk44c250Z21ImcTEVQONEYavVvDU
2RRAAAAAAHGQVOWRXhkME1z0OV9UbzZxUTBTYUZt TDUSUQAAAAABRXPZ 6FNno4eVNTTD1LUVUyDb
1VEMFFFcnhramcARAAAAACZHXRY3TXRmLWk 0eVEWT zZhRXB5M1 JpVFR3AAAAAAHGVbsWTVBJS
ndzX0VReVNoU3J0b2pWUm4 0OUQAAAAABXPZ5FN0o4eVNTTD1LUVUyb1lVEMFFFcnhramcAAAAAA
cY8aBZpQl1lBwVzBOVIROeX1HRzAIMGUleF1nAAAAAAHGqVSWRXhkME1z0OVI9UbzZxUTBTYUZtT
DUSUQAAAAABXPZ7Fno4eVNTTD1LUVUyblVEMFFFcnhrame=",

"Listover": false,

"VideoURL" :
"http://test.iotvideo.tencentcs.com/timeshift/live/test.m3u8"

t

Output example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

ty
"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"

5. Error Code

Error Code Description
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InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenIinfoSaveE

Token saving failed.
rror
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Pulling Cloud Storage Event
Thumbnails

Last updated: 2025-04-30 16:22:45

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (lotVideoDescribeCloudStorageThumbnail) is used to pull the thumbnail of
cloud storage events.

2. Input Parameters

Redqui
Name Type ejqwr Description
Action Strin Yes common parameter, this interface takes values:
g lotVideoDescribeCloudStorageThumbnail.
common parameter, unique request ID, can be
Requestld Strin Yes generated manually, recommended to use uuid.
q g Locating issues, need to provide the Requestid for
the request.
AccessTo Strin Common parameter, AccessToken is used for user
Yes .. .
ken g authentication of a logged-in user.
tri
Productid : fn Yes Product ID.
DeviceNa Strin .
Yes Device name.
me g
Thumbnail :trm Yes Thumbnail file name

3. Output Parameters

Name Type Description
R tl
d eques String Requestld.
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Thumbna

IURL String Thumbnail access address

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppDescribeTemplateBinding",
"AccessToken":"hE*kxxxkkkkxxkkkxxx%J098",
"RequestId": "f£92406b3-5a%9a-4fe8-bc4d43-45e3d794bb68",
"ProductId": "PRODUCT_ID",
"DeviceName": "DEVICENAME",
"Thumbnail":

"/100008401725/AQTV28390J/sp01_32820237_7/events/1615200613.jpg"
s

Output sample: successful

"Response": {
"RequestId": "c299d2c9-805f-41a5-853d-db32balal6ebb",
"ThumbnailURL": "https://video—-cv-1258344699.cos.ap—
guangzhou.mygcloud.com/%$2F100008401725%2FAQTV2839QJ%2Fsp01_32820237_5%2F
events%$2F1614908216. jpg?g-sign-algorithm=shal&qg-
Q= K ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kk ok ok Kk ok Kk ok Kk kK Kk g 51 gn—
time=1614909378%3B1614912978&g-key-time=1614909378%3B1614912978&g-
header-list=host&g-url-param-list=&g-
signature=59cfa8d69bb77980ba757cbl111de62fc6c4880£5"
}

Output example: fail

"Response": {

"Error": {
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"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

ty

"RequestId": "f£92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

5. Error Code

Error Code Description
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenIinfoSaveE

Token saving failed.
rror
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Get the Date with Cloud Storage

Last updated: 2025-04-30 16:22:59

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (lotVideoDescribeCloudStorageDate) is used to obtain dates with cloud
storage.

2. Input Parameters

Requi
Name Type ejquw Description
Action Strin Yes Common parameter, this interface takes values:
g lotVideoDescribeCloudStorageDate.
Common parameter, unique request ID, can be
Requestld Strin Yes generated manually, uuid is recommended for use.
qu g Locating issues, need to provide the Requestlid for
the request.
AccessTo Strin Common parameter, AccessToken is used for user
Yes .. .
ken g authentication of a logged-in user.
Productid Strln Yes product ID.
DeviceNa Strin .
Yes Device name.
me g
Userld :trln No User ID

3. Output Parameters

Name Type Description
R tl
d eques String Requestld.

Cloud storage date array, example value: ['2021-01-

Data Array of String 05" "2021-01-06"]
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4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppDescribeTemplateBinding",
"AccessToken":"hE*kxxxkkkkxxkkkxxx*J098",
"RequestId": "£92406b3-5a9%9a-4fe8-bc43-45e3d794bb68",
"ProductId": "PRODUCT_ID",

"DeviceName": "DEVICENAME"

Output sample: successful

"Response": {
"RequestId": "77d90d07-e48c-4cf0-bec5-afe5bl37£80e",
"Data": [

"2021-01-14"

Output example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

ty
"RequestId": "£92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

5. Error Code
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Error Code Description
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenInfoSaveE

Token saving failed.
rror
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Get Cloud Storage Timeline on a
Certain Day

Last updated: 2025-04-30 16:23:14

1. API Description

APl request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (lotVideoDescribeCloudStorageTime) is used to obtain the Cloud Storage
Timeline of a certain day.

2. Input Parameter

Reaui
Name Type ejqwr Description
Action Strin Yes Common parameter, this interface takes values:

g lotVideoDescribeCloudStorageTime.

Common parameter, unique request ID, can be

Strin generated manually. It is recommended to use uuid.
Requestid Yes . .

g When locating issues, you need to provide the

Requestld for the request.
AccessTo Strin Common parameter. AccessToken is used for user
Yes .. .
ken g authentication of a logged-in user.
tri
Productid : fn Yes Product ID.
DeviceNa Strin .
Yes Device name.

me g

Strin . ;
Date g Yes Cloud Storage Date, for example, "2020-01-05

Int
StartTime er:ﬁ €9 No Start Time, unix Timestamp
EndTime Lr:‘teg No End Time, unix Timestamp
Userld jtrln No User ID
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3. Output Parameters

Name Type Description

R tl
d eques String Requestld.

CloudStorageTi

Data meData

Returned data

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1
content-type: application/json
{
"Action": "AppDescribeTemplateBinding",
"AccessToken":"hfx*xkxkkkkkkxkkkkx*kx3098",
"RequestId": "f92406b3-5a9%a-4fe8-bcd43-45e3d794bb68",
"ProductId": "PRODUCT_ID",
"DeviceName": "DEVICENAME",

"Date": "2021-01-14"

Output sample: successful

"Response": {
"RequestId": "ac74ecca-b866-4abl-87e0-18b92816fb20",
"Data": {
"VideoURL": "47b9d579-9088-4cc2-al6e—-2b8cf245319b",
"TimeList": [
{
"StartTime": 1610607600,
"EndTime": 1610608200

"StartTime": 1610607600,
"EndTime": 1610608200
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"StartTime":

"EndTime" :

irtTime" :

"EndTime" :

"Error": {

"Code": "InvalidParameterValue.InvalidAccessToken",

"Message": "Invalid Token"

}o
"RequestId": "f92406b3-5a9%9a-4fe8-bc43-45e3d794bb68"

5. Error Code

Error Code Description
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenIinfoSaveE

Token saving failed.
rror
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Getting Video Anti—-Hotlinking
Playback URL

Last updated: 2025-12-19 09:20:30

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This API (lotVideoGenerateSignedVideoURL) is used to getVideo anti-leech playback URL.

2. Input Parameters

Name

Action

Requestid

AccessTo
ken

Productid

DeviceNa
me

VideoURL

ExpireTim
e

Type

Strin
g

Strin

Strin

Strin

Strin

Strin

g

Integ
er

Requir
ed

Yes

Yes

Yes

Yes

Yes

Yes

Yes

3. Output Parameter

Name

Requestl
d

Type

String
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Description

Common parameter, this interface takes values:
lotVideoGenerateSignedVideoURL.

Common parameter, unique request ID, can be
generated manually, recommended to use uuid.
Locating issues, need to provide the Requestid for
the request.

Common parameter, AccessToken is used for user
authentication of a logged-in user.

Product ID.

Device name.

Original URL address for video playback

Expiration time of the playback link

Description

Requestld.
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SignedVi

deoURL String Anti-hotlinking playback URL for video

4. Samples

Input example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content-type: application/json
{
"Action": "AppDescribeTemplateBinding",
"AccessToken": "hEx kX kkkx Kk x Kk xxkAxJ098",
"RequestId": "f£92406b3-5a%9a-4fe8-bc4d43-45e3d794bb68",
"ProductId": "PRODUCT_ID",
"DeviceName": "DEVICENAME",
"ExpireTime": 1619331648,
"VideoURL":
"http://zylcb.iotvideo.tencentcs.com/timeshift/live/1
s

Output sample: successful

"Response": {
"SignedVideoURL":
"http://zylcb.iotvideo.tencentcs.com/timeshift/live/1.m3u8?sign=x",

"RequestId": "xx"

Output sample: fail

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

}
"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"
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5. Error Code

Error Code

InvalidParameter

InvalidParameterValue

InvalidParameterValue.TokenIinfoSaveE
rror
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Description
Invalid parameter.

Invalid parameter value.

Token saving failed.
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Pulling Image Streaming Data

Last updated: 2025-12-19 09:18:26

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (lotVideoDescribeCloudStorageStreamData) is used to pull streaming data.

2. Input Parameters

Requir

Name Type ed Description
. Strin common parameter, this interface takes values:
Action Yes . .
g lotVideoDescribeCloudStorageStreamData.
common parameter, unique request ID, can be
Strin generated manually, uuid is recommended. Locating
Requestld g Yes issues, need to provide the Requestld for the
request.

AccessTo Strin Common parameter, AccessToken is used for user

Yes .. .
ken g authentication of a logged-in user.
Productid Strln Yes Product ID.
DeviceNa Strin .

Yes Device name.
me g

. Integ .
StartTime or Yes Start time
3. Output Parameters

Name Type Description
R tl
deques String Requestld.
VideoStr String Image stream video address
eam
AudioStr String Image stream audio address
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eam

4. Example

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.
content—-type: application/json
{
"Action": "AppDescribeTemplateBinding",
"AccessToken":"hfx*xkxkkkkkkxkxkkkx*kx3098",
"RequestId": "f£92406b3-5a9%a-4fe8-bcd43-45e3d794bb68",
"ProductId": "PRODUCT_ID",
"DeviceName": "DEVICENAME",

"StartTime": 1619331648

Output sample: successful

"Response": {
"VideoStream": "http://xxxxxxxx",
"AudioStream": "http://xxxxxxxx",

"RequestId": "xx"

Output example: failure

"Response": {
"Error": {
"Code": "InvalidParameterValue.InvalidAccessToken",
"Message": "Invalid Token"

}
"RequestId": "£92406b3-5a9%9a-4fe8-bcd43-45e3d794bb68"
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5. Error Code
Error Code Description
InvalidParameter Invalid parameter.
InvalidParameterValue Invalid parameter value.

InvalidParameterValue.TokenInfoSaveE

Token saving failed.
rror
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Music Service
Song in a Song List

Last updated: 2025-04-30 16:24:08

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(playlist_song) is used to obtain songs in a song list.

2. Input Parameters

Requ -
Name Type ired Description
Common parameter. AccessToken
Access . . . e
String Yes is used for user authentication of a
Token .
logged-in user.
Common parameter. Unique
request ID can be generated
Reques Strin Yes manually. It is recommended to use
tid g uuld. Locating issues, you need to
provide the Requestld for the
request.
Common parameter. This interface
Action String Yes takes values:
AppKugouUserCommand.
KGCom ) Subcommand. This interface takes
String Yes i
mand values: playlist_song.
Devicel ) Device Id consists of product Id and
String Yes .
d device Name.
KuaouP Object of
aragms KugouParams_playlist_so Yes Parameters of the subcommand.
ng

3. Output Parameter

Name Type Description
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Common parameter. Unique request ID, same

R
tldeques String as the input parameter. Locating issues, you
need to provide the Requestld for the request.

ErrorCo The error code returned by the request, 0
Integer

de means nho error.

ErrorM Strin The error information returned by the

sg 9 request.

Data Object of Returned result

Data_playlist_song

4. Examples
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId": "test0191119-012345",
"Action": "AppKugouUserCommand",
"AccessToken":"8b4a70ddl6l105Ex***xxxxxxxxxxxxx*x]8eddde78a3bb8ec",
"DeviceId":"LAEG4YJE1A/devO01",
"KGCommand" :"playlist_song",

"KugouParams":{...}

Output example: successful

:0,"ErrorMsg":"",

"RequestId": "keyi20191119-012345"
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5. Error Code

Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamily
LimitExceeded
LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToStu
dioProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

Internal error.

Invalid parameter value.

The Token is invalid.

Call timeout.

The resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or
has been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do not
perform repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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Retrieve the Song Playback Link

Last updated: 2025-04-30 16:24:22

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(song_url) is used to obtain the song playback link.

2. Input Parameter

Req
Name Type uire Description
d
Common parameter. AccessToken is used
AccessT . .. .
oken String Yes for user authentication of a logged-in
user.
Common parameter. Unique request ID
Requestl can be generated manually. It is
d a String Yes recommended to use uuld. Locating
issues, you need to provide the Requestid
for the request.
) ) Common parameter. This interface takes
Action String Yes values: AppKugouUserCommand.
KGCom . Subcommand. This interface takes values:
String Yes
mand song_url.
: . f .
Deviceld String YVes Device Id consists of product Id and device
Name.
K P Object of
vugou KugouParams_son Yes Parameters of the subcommand.
arams
g_url
3. Output Parameter
Name Type Description

Common parameter. Unique request ID, same as
String the input parameter. Locating issues, you need to
provide the Requestld for the request.

Requestl
d
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ErrorCo The error code returned by the request, 0 means no
Interger
de error.
ErrorMs i . .
g String The error information returned by the request.
Data Object of Returning Result

Data_song_url

4. Samples
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId": "test0191119-012345",

"Action": "AppKugouUserCommand",

"AccessToken":"8b4a70ddl6l105Ex***xxxxxxxxxxxxx*x]8eddde78a3bb8ec",

"DeviceId":"LAEG4YJE1A/devO01",
"KGCommand" : "song_url",

"KugouParams":{...}

Output Sample: successful

"Response":
"Data":
Hy

:0,"ErrorMsg":"",

"RequestId": "keyi20191119-012345"

5. Error Code

Error Code

©2013-2026 Tencent Cloud. All rights reserved.

Description
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InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamil
y

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToSt
udioProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Internal error.

Invalid parameter value.

The Token is invalid.

Call timeout.

The resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or has
been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do not
repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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Daily Recommendation

Last updated: 2025-04-30 16:24:37

1. API Description

loT Explorer

API request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi
This interface (awesome_everyday) is used to obtain the daily recommended playlist.

2. Input Parameters

Name Type

ﬁlc(::jssT String
(I}equestl String
Action String
ﬁgggm String

Deviceld String
j f
KugouPa Object o
KugouParams_awesome_ev
rams
eryday

3. Output Parameter

Name Type

©2013-2026 Tencent Cloud. All rights reserved.

Req

uire Description

d
Common parameters.

Yes AccessToken is used for user
authentication of a logged-in
user.

Common parameters. A unique
request ID can be generated
manually. It is recommended to

Yes .
use uuld. When locating issues,
provide the Requestld for the
request.

Common parameter. This

Yes interface takes values:
AppKugouUserCommand.
Subcommand. This interface

Yes takes values:
awesome_everyday.

Device Id consists of product Id

Yes .
and device Name.

Yes Parameters of the subcommand.

Description
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Requestl String
d
ErrorCod
Integer
e
ErrorMsg String
Data Object of

Data_awesome_everyday

4. Samples
Example 1

Input Example

loT Explorer

Common parameters. A unique request
ID, same as the input parameter. When
locating issues, provide the Requestid for
the request.

The error code returned by the request, 0
means no error.

The error information returned by the
request.

Returned result

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{

"RequestId": "test0191119-012345",
"Action": "AppKugouUserCommand",
"AccessToken":
"DeviceId": "LAEG4YJE1A/devO1",
"KGCommand": "awesome_everyday",

"KugouParams": {...}

Output example: succeed

s

"ErrorCe :0,"ErrorMsg":"",

"RequestId":

"keyi20191119-012345"

©2013-2026 Tencent Cloud. All rights reserved.

"8b4a70dd16105f*x***xxxkxkrxxkkxxx] Bedd4de78a3bb8ec”,
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5. Error Code

Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamily

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToStu
dioProduct

©2013-2026 Tencent Cloud. All rights reserved.

Description

Internal error.

Invalid parameter value.
The Token is invalid.

Call timeout.

The resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or has
been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do not
perform repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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Batch Querying Song Information

Last updated: 2025-04-30 16:24:50

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(song_infos) is used for batch querying song information.

2. Input Parameters

Req
Name Type uire Description
d
Common parameter. AccessToken is
AccessT . N
String Yes used for user authentication of a
oken _
logged-in user.
Common parameter. Unique request ID
Requestl can be generated manually. It is
d a String Yes recommended to use uuld. Locating
issues, you need to provide the
Requestld for the request.
Common parameter. This interface
Action String Yes takes values:
AppKugouUserCommand.
KGCom ) Subcommand. This interface takes
String Yes .
mand values: song_.infos.
Deviceld String YVes Dev.lce Id consists of product Id and
device Name.
KudouP Object of
g KugouParams_song_i Yes Parameters of the subcommand.
arams nfos

3. Output Parameters

Name Type Description
Request String Common parameter. Unique request ID, same as
Id the input parameter. Locating issues, you need
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to provide the Requestld for the request.

ErrorCo The error code returned by the request, 0 means
Integer

de no error.

ErrorM

grror S String The error information returned by the request.

Data Object of Returned result

Data_song_infos

4. Example
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json
{
"RequestId": "test0191119-012345",
"Action": "AppKugouUserCommand",
"AccessToken":"8b4a70ddl16105f* *x**x*x*xkkxxkxx*xx]18edd4e78a3bb8ec",
"DeviceId":"LAEG4YJE1A/devO1l",
"KGCommand" : "song_infos",

"KugouParams":{...}

Output example: succeed

:0,"ErrorMsg":"",

"keyi20191119-012345"

5. Error Code
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Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.lnvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamily

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToStudi
oProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

An internal error occurred.
Invalid parameter value.

The Token is invalid.

Call timeout.

The resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or
has been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do
not repeat the binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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Recommended Playlist

Last updated: 2025-04-30 16:25:10

1. API Description

loT Explorer

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(playlist_awesome) is used to obtain a recommended playlist.

2. Input Parameter

Name

AccessT
oken

Requestl
d

Action

KGComm
and

Deviceld

KugouPar
ams

Type

String

String

String

String

String

Object of
KugouParams_playlist_a
wesome

3. Output Parameters

Name

Requestl
d

Type

String

©2013-2026 Tencent Cloud. All rights reserved.

Req
uired

Yes

Yes

Yes

Yes

Yes

Yes

Description

Common parameter.
AccessToken is used for user
authentication of a logged-in user.

Common parameter. Unique
request ID can be generated
manually. It is recommended to
use uuld. When locating issues,
you need to provide the Requestid
for the request.

Common parameter. This
interface takes values:
AppKugouUserCommand.

Subcommand. This interface takes
values: playlist_awesome.

Device Id consists of product Id
and device Name.

Parameters of the subcommand.

Description

Common parameter. Unique request ID,
same as the input parameter. When locating
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ErrorCod
e

ErrorMsg

Data

4. Samples

Example 1

Input Example

Integer

String

Object of
data_playlist_awesome

loT Explorer

issues, you need to provide the Requestid
for the request.

The error code returned by the request, 0
means no error.

The error information returned by the
request.

Returned result

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

"RequestId":

"Action":

"AppKugouUserCommand",

"test0191119-012345",

"AccessToken":"8b4a70dd1 6105 **x*xxkkxkhkxkdkx**]8eddde78a3bb8ec",

"DeviceId":"LAEG4YJE1A/devOl1",

"KGCommand" : "playlist_awesome",

"KugouParams":{...}

Output example: successful

"Response":

"RequestId":

:0, "Erro

©2013-2026 Tencent Cloud. All rights reserved.

"keyi20191119-012345"
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5. Error Code

Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamily
LimitExceeded
LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToStudio
Product

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

Internal error.

Invalid parameter value.

The Token is invalid.

Call timeout.

The resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or
has been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to
the gateway device.

The device has been bound. Do
not repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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New Song Release

Last updated: 2025-04-30 16:25:25

1. API Description

loT Explorer

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi

This interface (awesome_newsong) is used to obtain first release new songs.

2. Input Parameters

Name Type
AccessT .
oken String
Requestl String
d

Action String
KGCom )
mand String

Deviceld String

' f
KugouP Object o

arams
newsong

3. Output Parameter

Name Type

Requestl String
d

©2013-2026 Tencent Cloud. All rights reserved.

KugouParams_awesome_

Req

uired Description

common parameter, AccessToken
Yes is used for user authentication of a
logged-in user.

Common parameter, unique
request ID, can be generated
manually. It is recommended to

Yes use uuld. When locating issues,
you need to provide the Requestid
for the request.

Common parameter, this interface

Yes takes values:
AppKugouUserCommand.

Yes Subcommand, this interface takes
values: awesome_newsong.
Device Id consists of product Id

Yes .
and device Name.

Yes Parameters of the subcommand.

Description

Common parameter, unique request ID,
same as the input parameter. When locating
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ErrorCo
de

ErrorMs
g

Data

Integer

String

Object of
Data_awesome_newsong

4. Example

Example 1

Input Example

loT Explorer

issues, you need to provide the Requestid
for the request.

The error code returned by the request, 0
means ho error.

The returned error information of the
request.

Returned result

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

"RequestId": "test0191119-012345",

"Action":

"AppKugouUserCommand",

"AccessToken":"8b4a70dd1 6105 **x*xxkkxkhkxkdkx**]8eddde78a3bb8ec",

"DeviceId":"LAEG4YJE1A/devOl1",

"KGCommand" : "awesome_newsong",

"KugouParams":{...}

Output example: successful

"Response":

"RequestId":

:0, "Erro

©2013-2026 Tencent Cloud. All rights reserved.

"keyi20191119-012345"
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5. Error Code

Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamily
LimitExceeded
LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToStudi
oProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

Internal error.

Invalid parameter value.

The Token is invalid.

Call timeout.

The resource does not exist.

The equipment is not created or
has been deleted.

The product is not created or has
been deleted.

The application is not created or
has been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do
not repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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User Logout

Last updated: 2025-04-30 16:25:38

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(user_logout) is used for user logout.

2. Input Parameter

Req

Name Type uired Description
A Tok Common parameter. AccessToken
erc]:cess © String Yes is used for user authentication of a
logged-in user.
Common parameter. Unique
request ID can be generated
lly. Iti
Requestld String Yes manually t.IS r.ecommended to use
uuld. Locating issues, you need to
provide the Requestld for the
request.
Common parameter. This interface
Action String Yes takes values:
AppKugouUserCommand.
KGComma ) Subcommand. This interface takes
String Yes
nd values: user_logout.
Device | i f I
Deviceld String Yes ev.lce d consists of product Id and
device Name.
KugouPara Object of
msg KugouParams_user_lo Yes Parameters of the subcommand.
gout

3. Output Parameters

Name Type Description

Requestid String Common parameter. Unique request ID,
same as the input parameter. Locating
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issues, you need to provide the Requestid
for the request.

The error code returned by the request, 0

ErrorCode Integer
means no error.
ErrorMsg String The error information returned by the
request.
Object of
Data jecto Returned result

data_user_logout

4. Example
Example 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

"RequestId": "test0191119-012345",

"Action": "AppKugouUserCommand",
"AccessToken":"8b4a70dd1 6105 **x*xxkkxkhkxkdkx**]8eddde78a3bb8ec",
"DeviceId":"LAEG4YJE1A/devOl1",

"KGCommand" : "user_logout",

"KugouParams":{...}

Output example: successful

"Response":

:0, "Erro

"RequestId": "keyi20191119-012345"
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5. Error Code

Error Code
InternalError
InvalidParameterValue

InvalidParameterValue.lnvalidAccessTok
en

InvalidParameterValue.InternalRPCError

ResourceNotFound
ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExi
st

ResourceNotFound.AppNotExists

UnsupportedOperation

UnsupportedOperation.DeviceNotGatewa

y

UnsupportedOperation.NotBindVirtualDe
vice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSame
Family

LimitExceeded
LimitExceeded.FamilyDeviceExceedLimit
UnauthorizedOperation

UnauthorizedOperation.APPNoPermissio
nToStudioProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description
Internal error.

Invalid parameter value.

The Token is invalid.

Call timeout.
The resource does not exist.

The device is not created or has been
deleted.

The product is not created or has been
deleted.

The application is not created or has been
deleted.

Unsupported operation.

Not a gateway device.

Unable to bind virtual device.

The subdevice is not bound to the gateway
device.

The device has been bound. Do not repeat
the binding.

Exceed the limit.
The device quantity exceeds the limit.
No permission to operate.

The App has no permission to operate this
product.
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User Information

Last updated: 2025-04-30 16:25:53

1. API Description

api request domain name: iot.cloud.tencent.com/api/exploreropen/tokenapi This interface
(user_info) is used to retrieve user information.

2. Input Parameter

Req
Name Type uire Description
d
Common parameter. AccessToken is
AccessT . ..
String Yes used for user authentication of a
oken _
logged-in user.
Common parameter. Unique request ID
Request| can be generated manually. Itis
d a String Yes recommended to use uuld. Locating
issues requires providing the
Requestld for the request.
Common parameter. This interface
Action String Yes takes values:
AppKugouUserCommand.
KGComm ) Subcommand. This interface takes
String Yes .
and values: user_info.
Device | i f I
Deviceld String Yes ev.lce d consists of product Id and
device Name.
K p Object of
rauni](s)u a KugouParams_user_i Yes Parameters of the subcommand.
nfo

3. Output Parameters

Name Type Description
Requestl String Common parameter. Unique request ID, same
d as the input parameter. Locating issues
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requires providing the Requestid for the

request.
ErrorCod The error code returned by the request, 0
Integer
e means nho error.
ErrorMsg String The returned error information of the request.
Object of

Data Returned result

Data_user_info

4. Example
Sample 1

Input Example

POST https://iot.cloud.tencent.com/api/exploreropen/tokenapi HTTP/1.1

content-type: application/json

{
"RequestId": "test0191119-012345",
"Action": "AppKugouUserCommand",
"AccessToken":"8b4a70dd1 6105 f* **xxkkkrxxkkkrrxxx]8addde78al3bb8ec",
"DeviceId":"LAEG4YJE1A/devO1l",
"KGCommand" : "user_info",

"KugouParams":{...}

Output example: succeed

:0,"ErrorMsg":"",

"keyi20191119-012345"

5. Error Code
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Error Code

InternalError

InvalidParameterValue
InvalidParameterValue.lnvalidAccessToken
InvalidParameterValue.InternalRPCError

ResourceNotFound

ResourceNotFound.DeviceNotExist

ResourceNotFound.StudioProductNotExist

ResourceNotFound.AppNotExists

UnsupportedOperation
UnsupportedOperation.DeviceNotGateway

UnsupportedOperation.NotBindVirtualDevice

UnsupportedOperation.DeviceNotBind

UnsupportedOperation.CannotBindSameFamil
y

LimitExceeded

LimitExceeded.FamilyDeviceExceedLimit

UnauthorizedOperation

UnauthorizedOperation.APPNoPermissionToSt
udioProduct

©2013-2026 Tencent Cloud. All rights reserved.

loT Explorer

Description

Internal error.

Invalid parameter value.
The Token is invalid.

Call timeout.

Resource does not exist.

The device is not created or has
been deleted.

The product is not created or has
been deleted.

The application is not created or has
been deleted.

Unsupported operation.
Not a gateway device.
Unable to bind virtual device.

The subdevice is not bound to the
gateway device.

The device has been bound. Do not
repeat binding.

Exceed the limit.

The device quantity exceeds the
limit.

No permission to operate.

The App has no permission to
operate this product.
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