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O BAS S

API 3t
L

mIEEFATE: 2025-06-20 01:12:34

8 20 R

A7AdiE: 2025-06-20 01:12:29
FRRGEETUTRA:
MECHRINE,.

fgeizn:

« DescribeCaptchaResult
o FRiEHS: Score

B19X%®

&%AdiE: 2025-03-27 01:08:19
RREHAETUTHE:
BEEHHIX.

feasgEn:

« DescribeCaptchaRceResult
o #i&ts: DeviceRiskCategory

B 18 X%

&AdiE: 2024-10-22 01:09:32
RREHEAETUTHE:
BEEHHIX.

feasgEn:

» DescribeCaptchaResult
o #iigH2: DeviceRiskCategory

B17 xR

#75AHE): 2023-12-0101:09:01
KREHEETIUTHA:
MECHRINE,

higEO:

» DescribeCaptchaRceResult

FIBERLSE:

+ RceResult

816 Xkt

#75EHE): 2023-04-06 20:55:55
KREHEETIUTRA:
MECHIINHE,

E5¢:{m
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https://cloud.tencent.com/document/api/1110/36926
https://cloud.tencent.com/document/api/1110/102104
https://cloud.tencent.com/document/api/1110/36926
https://cloud.tencent.com/document/api/1110/102104
https://cloud.tencent.com/document/api/1110/40481#RceResult

O BAS i

« DescribeCaptchaResult
o M2 EvilBitmap, SubmitCaptchaTime

8815 R

A%ltiE: 2023-02-17 11:41:16
FRRHBEETUTRSA:
MECHRINE,

g2z

« GetRequestStatistics
o FEAZ: CaptchaAppld, StartTimeStr, EndTimeStr, Dimension
o ¥igE: Data, CaptchaCode, CaptchaMsg
» GetTotalRequestStatistics
o ¥MBAZ: StartTimeStr, EndTimeStr, Dimension
o ¥igH2: Data, CaptchaCode, CaptchaMsg

B14 REH®

Z#AtiE: 2023-02-17 01:29:11
RREHEETIUTHRA:
MECHRINE,

higEO:

» GetRequestStatistics
« GetTotalRequestStatistics

B13 R&E

B8 2022-11-02 06:08:36
FREGEETIUTHE:
HEEAEIH.

S

» GetTicketStatistics

B12X%%

A%ltiE: 2022-10-19 06:11:45
FREHEETIUTHE:
BEEAEH.

e

« GetTotalTicketStatistics
o FEAZ: StartTimeStr, EndTimeStr, Dimension
o ¥fiEHS: Data, CaptchaCode, CaptchaMsg

IREIRGS

« CaptchaStatisticObj
* InterceptPerTrendObj
» RequestTrendObj

» TicketCheckTrendObj

BN RE®
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https://cloud.tencent.com/document/api/1110/86633
https://cloud.tencent.com/document/api/1110/86632
https://cloud.tencent.com/document/api/1110/82276
https://cloud.tencent.com/document/api/1110/81517
https://cloud.tencent.com/document/api/1110/40481#CaptchaStatisticObj
https://cloud.tencent.com/document/api/1110/40481#InterceptPerTrendObj
https://cloud.tencent.com/document/api/1110/40481#RequestTrendObj
https://cloud.tencent.com/document/api/1110/40481#TicketCheckTrendObj
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ZAtiE: 2022-10-18 06:13:00
FREGEETIUTRA:
MECHRINE,

wigEn:

« GetTotalTicketStatistics
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#75EHE): 2022-10-10 06:11:02
AREHEETIUTRA:
MECHRINE,

feesizn:

» DescribeCaptchaDataSum
o ¥gH2: TicketThroughputSum, TicketinterceptSum

FORE®

#75ETE): 2022-03-16 08:04:45
KREHEETIUTRA:
MECHIINHE,

EesdEn:

» DescribeCaptchaMiniOperData
o ¥EANS: End

» DescribeCaptchaOperData
o ¥EAS: End

« DescribeCaptchaTicketData
o ¥EAS: End

B8 R&RM

&A7AdiE: 2020-12-07 08:02:17
FREHEETIUTHE:
BEEAIH.

s

« DescribeCaptchaMiniRiskResult

BRI

« OutputManageMarketingRiskValue

BT RE®

&7%AdiE: 2020-09-18 08:01:58
RREHEETUTHE:
BEEHHIX.

srEEn:

» DescribeCaptchaMiniResult

6 X&H
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https://cloud.tencent.com/document/api/1110/81517
https://cloud.tencent.com/document/api/1110/40478
https://cloud.tencent.com/document/api/1110/48470
https://cloud.tencent.com/document/api/1110/40477
https://cloud.tencent.com/document/api/1110/47983
https://cloud.tencent.com/document/api/1110/50711
https://cloud.tencent.com/document/api/1110/40481#OutputManageMarketingRiskValue
https://cloud.tencent.com/document/api/1110/48499

O BAS iR

&ZfAtiE: 2020-09-17 08:02:16
FREGEETIUTRA:
MECHRINE,

wigEn:

« DescribeCaptchaMiniData
« DescribeCaptchaMiniDataSum
« DescribeCaptchaMiniOperData

B5XE®

&ZAtiE: 2020-09-16 08:01:53
RREHEETUTHE:
BEEHHIX.

eI

« CaptchaUserAllAppid
o #ERR: Channellnfo

B4 XE®

&%AdiE: 2020-09-01 08:01:58
RREHAETUTHE:
BEEHHIX.

srEEn:

» DescribeCaptchaTicketData

BRI

« CaptchaTicketDataRes
» TicketAmountUnit

« TicketinterceptUnit

« TicketThroughUnit

B3 XR®

&ZfaAtiE: 2020-03-10 00:49:50
TRRGEETUTRA:
MECHRINE.

fgegEn:

« DescribeCaptchaResult
o #EAZ: NeedGetCaptchaTime
o S GetCaptchaTime

B2REH

A%ltiE: 2019-12-26 16:13:49
FREHEETIUTHE:
BEEAEIH.

s

« DescribeCaptchaAppldinfo
« DescribeCaptchaData
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https://cloud.tencent.com/document/api/1110/48471
https://cloud.tencent.com/document/api/1110/48470
https://cloud.tencent.com/document/api/1110/40481#CaptchaUserAllAppId
https://cloud.tencent.com/document/api/1110/47983
https://cloud.tencent.com/document/api/1110/40481#CaptchaTicketDataRes
https://cloud.tencent.com/document/api/1110/40481#TicketAmountUnit
https://cloud.tencent.com/document/api/1110/40481#TicketInterceptUnit
https://cloud.tencent.com/document/api/1110/40481#TicketThroughUnit
https://cloud.tencent.com/document/api/1110/36926
https://cloud.tencent.com/document/api/1110/40480
https://cloud.tencent.com/document/api/1110/40479
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« DescribeCaptchaDataSum

» DescribeCaptchaOperData

» DescribeCaptchaUserAllAppld
» UpdateCaptchaAppldinfo

iBEURGS

.

CaptchaOperDatalnterceptUnit
CaptchaOperDataLoadTimeUnit
CaptchaOperDataRes

.

» CaptchaOperDataTryTimesDistributeUnit
CaptchaOperDataTryTimesUnit

« CaptchaQueryData

« CaptchaUserAllAppid

B1RE®

A%AdiE: 2019-08-09 13:07:13
RREHAETUTHE:
BEEHHIX.

shmEn:

« DescribeCaptchaResult
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DescribeCaptchaMiniData
DescribeCaptchaMiniDataSum
DescribeCaptchaMiniOperData
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DescribeCaptchaUserAllAppld

UpdateCaptchaAppldinfo

ERav2.018xE0

#OSW
GetRequestStatistics
GetTicketStatistics
GetTotalRequestStatistics
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BRS5RRIEXHEEO

BEOSm
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DescribeCaptchaMiniRiskResult
DescribeCaptchaRceResult

DescribeCaptchaResult
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HERIEBERSER(WebRAPP)

M ESHAEOSRERIRBISE D arT + BN + FWS , BXRTESHRPSE: AP STIRHHEA

IRIFRE: BR=ItE (It ) BRSEATF

STERIRE (R/AD)
20
20
20
20
20
20
20
20
20

20

STERIRE (R/E)

20

20

20

20

SRR (R/E)
1000

1000

20

1000

IEIERS

£10 111\


https://cloud.tencent.com/document/api/1110/40480
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mIEEFATE: 2025-05-21 01:09:53

1. BRS5itit

AP| STHEHIEEN , AE@kiEtitbgiENIE& 5 captcha.tencentcloudapi.com , tBsziSgE I Z5E, FIaNr-Mitbiga5E75 captcha.ap—
guangzhou.tencentcloudapi.com .

WHEFERFEEEEANGS . RBAREONZFIRMAELS, SAHENBRENENBANIRSES . T MEEER, SEMERIITHNIRSSE, JEIEE
captcha.ap—guangzhou.tencentcloudapi.com 2—#9,

R WRESURAOLS, BIUSEEIENS.

HR: HER APl AR, HARARFREEEOXGRMARSNEE, FRISHRIREERARX/ARSESUSPER, BOSTNOBEREROXEBA S
hE

EEpZE:blo=t I Pk
=N 0 fa&
FIEHbHIEN (EEF, RIISESRKX) captcha.tencentcloudapi.com
EEgX (T ) captcha.ap—guangzhou.tencentcloudapi.com
HxiX (Lig) captcha.ap-shanghai.tencentcloudapi.com
R (=) captcha.ap-nanjing.tencentcloudapi.com
#EuiX (db:) captcha.ap-beijing.tencentcloudapi.com
FaritX ( 6EED) captcha.ap—chengdu.tencentcloudapi.com
AritX (EK) captcha.ap-chongging.tencentcloudapi.com

BEaX (PEEE)
WAKR (#nig)
TAFR (X )
TAFE (88)
TAFIE (BR)
AT (=)
EER (HSFEIL)
EEES (#8)
AEMR (ERT)

Bttt X (E=54E)

captcha.ap—hongkong.tencentcloudapi.com
captcha.ap-singapore.tencentcloudapi.com
captcha.ap-jakarta.tencentcloudapi.com
captcha.ap—-bangkok.tencentcloudapi.com
captcha.ap-seoul.tencentcloudapi.com
captcha.ap-tokyo.tencentcloudapi.com
captcha.na—ashburn.tencentcloudapi.com
captcha.na-siliconvalley.tencentcloudapi.com
captcha.sa—-saopaulo.tencentcloudapi.com

captcha.eu-frankfurt.tencentcloudapi.com

R BFSHETHISMXERSTEEN, BitXhiuSMRESE (2424 Region hEMRitE) , RERREEFSMXIRES, BIFH Region ithis

R,
SR
R (LisERt)

et (FRYIER)

2. iEfEhs

captcha.ap-shanghai-fsi.tencentcloudapi.com

captcha.ap-shenzhen-fsi.tencentcloudapi.com

Sz API BIFFEEOBEE HTTPS #TBE, RESZSMNEREEE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/304/2766

O BAS i

3. IBRBGE

S5H HTTP iBRAE:

« POST (%)

« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #RERAEZZE v1 (HmacSHA1 5% HmacSHA256)
- multipart/form—-data ({X&p53E0O%F) , YREAZERTZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAEZAZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.
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9(ERA utr-8 RS,
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O BAS IR

AQ
NS0

EIEEHASE: 2024-11-15 01:13:26

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOTAPSISIINNE, KEHEEESSBETREN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp. g UNIX iHiaZ, alicRA&ie AP iERA9ASE. Fian 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTREE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BRIBEENZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRRfiapy AL, BEZESMATLSE X-TC-
Timestamp &HAI UTC ingERTiEBEE—3; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUES captcha; tc3_request AEEFTH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;

- Signature: E&HE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIIGEIZLFEIEDRRY Token, (ERIFEZEIE Secretld 1
SecretKey KIEEZAIGIIZLEIEHRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREIL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMNERENIES, (XESEOZSHESE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZE,

iy

Language String

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UL=/ARIEID) = 25 oty i i iy s s i e il v i e iy s i v is e ir v 82 2 L =110=09/ evm/ Ee3_reeuest, Silgneckeace

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9%e9bpf4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF F13 11|


https://cloud.tencent.com/document/api/1110/36921
https://cloud.tencent.com/document/api/1110/36921
https://cloud.tencent.com/document/product/1312

O BAT

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

IEIERS

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x&xxkkrdkhhkakhrhrskrrkxx+%/2018-05-30/cvm/tc3_request, SignedHead

ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2

ontent-type;host, Signature=582c40 d7 @

Content-Type: multipart/form-data; boundary=58731222010402
t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

, SignedHeaders

A% Region KIIHAA,

, SElEESEHE

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ M SE, ARMRFEIRERMUSREIE . EOESHOREESZEOMERRASEL
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
) - A0 UNIX BSiE&, aici&E APl iERRATE . $/8011529223702, MR SHFIRTEEED
Timestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. = £ =APIZH EERISHIRIAEHAEY Secretld, —4 Secretld MRME—HI SecretKey , M SecretKey £FRER
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF

£14 111\


https://cloud.tencent.com/document/api/1110/36922
https://console.cloud.tencent.com/capi
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O BAS iR

SHEW ESid) Wik iR

Version String 2 RMERY API BIRRZS . BUESEEROXIEPAS2HSH Version BiREA. HIINZIRSZAIMRA 2017-03-12,

si tureMethod Stri - 25X, BEisziF HmacSHA256 #1 HmacSHA1., RBEIEELSE73 HmacSHA256 Y, ZF{ER
'gnaturelifetho M9 5 HmacSHA256 BERIFRS, HiERLER HmacSHAT BIFSE.

Tok Stri — Bl Z2EIEIRSS AR RIGET R 2 EIEPAY Token, ERANTEEIE Secretld 1 SecretKey KIEERAIGIHEZEE
oken ring = EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE,

Language String £ EEENREES, (NESEOSIEE ., BE: zh-CN, en-US, zh-CN iBEHZ, en-US iBEIEIZ,

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:
HTTP GET i&RE&1a75H1:

://cvm.tencentcloudapi.com/?Action=De ibeInstanc ion=20 2 )¢ @ stamp=1527672

gnature=3T7ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e

AR T D * * % o % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

: cvm.tencentcloudapi.com

pe: application/x-www-form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=2382

* %k
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ERAHIEV3

mIEEFATE: 2024-12-25 01:13:59

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

» Secretld: BFHRR APl ERESR, AILAESRELIBFSE,
« SecretKey: ATFIGIE AP HEEMNSH, TLAEREELLRER,
- BRYATEEERESKIE, BRlE, TUSERYFRE, NCHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
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{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF F17 111\


https://tools.ietf.org/html/rfc3986
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FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84
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O BAS iR

3. it HER
1) HEIREEZHHE, BRBUT:

;= Mkkkkkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkx k1

_SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl «+# st xxttrssssrtnsssstrrsrrrs,
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d850b46093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEATTERAY Secretld, B ARTD* * &tk ki kkokokoko ko ke kk ok koo k ok ok k4 Kk

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIE LR, REIPSEIAES:

256 Credential=AKID***x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:
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P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec quest, SignedHeaders=c

09d421 46093

son; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP k&8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL -, ENREREST—BUEIR. TAETENELFERAS,
REMBEH XX LHE

SZ:ET

7EsChniEF API 3.0 BY, #EF(ERERERNBIZ SDK 3.0 , SDK #:RTESMEE, FRIRXEFRRHHIRMEEORT . #FMAESSR SDK il HEIZIFHRE
iBEA:

* Python

« Java

« PHP

. Go

« NodeJdS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL
12, #FESEM, IRARIEREER SDK.

Java
.nio.charset.Charset;

.security.M
.text.SimpleDateFormat;
a.util.
java.util.TimeZone;

java.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 520 H111:


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
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yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
etKeySpe = new (key, mac.getAlgorithm());
mac.init (secretKeySpec);

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

Xx—-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-act

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg Wy 8
1g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At on", authorization);

headers.put ("Co ype CT_JSON) ;

headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC stamp", timestamp) ;

headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ") .append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("

service =

host = "

endpoint https://" + host
region = "ap-guangzhou"
action describeInstances
version =

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5EEF "], "Name": instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;
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>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

IEIERS

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BHS

BERFiE
EIEEHATE: 2024-12-25 01:13:59

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BURIERL, BiIERA API Explorer Ry “ER®BER” L, EIFEBMRAN “AP13.0 B8 v1” , AILAEMESERH#TIOE, FRE TSR
RAIEEERL SDK 113, #HEERIBNE AP BBER 8 MERKNRIEIES SDK, EEHRTESMBERIE, WEFRE, 35 Python. Java. PHP. Go.

NodeJS. .NET. C++. Ruby.

##=ER API Explorer

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
EBEEHRLFIEER, R2EIIEE Secretld #l SecretKey; HERRERBERLREIE, BRI ZAPIZARE Bi5, BUEZERZ= APl ##0,

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SHIHIGIIXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: RRTID* % %k ko ko sk ok sk ok ok sk ok k ok ok kK ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

- Go

* NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

O BAS

guangzhou&Secret IA=AKID* **¥ ¥k k& kxkkxdkkkkxkkxhhxkxxkxs*x*gSignature=7RAM2xfNMOIEiIVTNMPg06MRnNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])
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secretId := os.Getenv ("TENCENTCLOUD._.

secretKey := os.Getenv ("TENCENTCLOUD

ing] string{

anceIds.0":
"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, len(params))

1ge params {

d(keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TEN

["InstanceIds.O
["Limit"] = 20

et"]

= substr( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC
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secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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O BAS i

params [ 'Signa e' , strSign)
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O BAS iR

A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:12:22

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 2T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBR Bi=E0E ok 2328, FHRMIZ ID RERITE,

- BTYEENFEI, HRUAERMEOENHFE, FENEOMEEHFESMIEOXEPRHEN . FIHE TotalCount 1 InstanceStatusSet 873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKARKLY .. Error FEHEREREY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEFHEMNEIRG, HiEKEENTUSGSRBZEREEALSIREINLNFHEONMAEREIIREAERYRFERFERLR.
+ Message BT RRMERRENEAKERE, FEEWSRELAFRML, BNATRSEEFSTENEH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BAS it

i

#<E

IEEEFRATE: 2022-08-10 06:17:03

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,
Boolean: #/REL,

» Float: ZmE,

» Double: SUSEF=E,

Date: F#&, HEEN, flwn: 2022-01-01.

Timestamp: F&F&, AFiEHE. $l: 2022-01-01 00:00:00,

Timestamp I1S08601: 1SO 8601 EHERFELALR (International Organization for Standardization, 1SO ) &#EYXFBEFIMEEINEFTE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: Zi#HIRE, EELMSENERINGER

.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

EHEIEV1.0tEXEO
FNRLIEIEBNAEAAPPIJEER

mIEEFATE: 2025-04-25 01:11:49

1. gEOE

EOiSXKIFEE: captcha.tencentcloudapi.com ,

BRI AAPPIIER
BOMZOIERINEIRS): 200%/%

= (ER API Explorer

IEIERS

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. 8\2¥
UTFERSHINFRNIIE TEROBSRSHENBOAHSY, REAHSHIIRD BERSE
SHEWR Wi ESic] 3%
Action 2 String ~H2E, FEOBE: DescribeCaptchaAppldinfo,
Version = String ~HSH, XEORE: 2019-07-22,
Region & String ~H2Y, MEOFTEEENSH,
SRS RIFEEMAPPID
C =
aptchaAppld = Integer SEIE: 199999409
3. miia¥
SHEW ESic) 3%
. RENE
SchemeColor String FEIE: "a7of
Language Integer I_EE
EE: 2052
S T iy
ceneType Integer FEIE: 0
. B RS 4R
EvilinterceptGrade Integer SEIE: 0
. EREIIE
SmartVerify Integer SEIE: 0
. HaEsE
SmartEngine Integer SOIE: O
SEERD SR
T
CapType Integer S@IE: 13
. RIFAEHR
AppN
ppName String TOUE: "EREE
L . 1= PR
DomainLimit String FOIE: “o0”
s
. Array of ,EBE':'E,__, s _ .
MailAlarm String EE: WFERAEERE null, REEAZEHE.

IRIFRE: BR=ItE (It ) BRSEATF

RBEHE: "xxx@xxx.com"
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https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://console.cloud.tencent.com/api/explorer?Product=captcha&Version=2019-07-22&Action=DescribeCaptchaAppIdInfo

O BAS iR

BHEW ESic) ik
. e
TrafficThreshold Integer SEIE: O
. nZkey
EncryptKey String FBUE: "QiriRVK5Kg2IE3tNyVXCWOZw"
=EeR
TopFullScreen Integer SEIE: 1
RIMEEO HEXM
CaptchaCode Integer SEIE: O
. IREHREER
CaptchaMsg String FBIE: "success”
. W—i5XK ID, HRSIKER, BRERBPI/IRE (HEREEMRERKREIRARSW, WZRERFSIRES
Requestld String

Requestld ) . EfUERITEEIZHIZRIERRN Requestld,

4. =61

PN WRIEETH
BATHI

https://captcha.tencentcloudapi.com/?Action=DescribeCaptchaAppIdInfo
&CaptchaAppId=211111111
s<AHBERSH>

"EvilInterceptG
"SmartVerify":
"SmartEngine":

"CapType" : 3,

"AppName": "/MEFRFINIE",

"DomainLimit": "",

"TrafficThreshold": 0,

"Language":
"MailAlarm":
"EncryptKey": "
}

t

5. FRERR

ER= APl £&
Bl AP| F& 228 API H. iR, API Explorer & SDK $SZEMSG—ENTE, HEENA—A\OSARERBAZREFRAE AP IS .

API Inspector
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https://cloud.tencent.com/api

O BAS iR

FAREE API Inspector EEEFHIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

PATRFIH T OS3iBIEIRXAEIRTD, EthEiRIDER AHERE.
IR i
InternalError PIEREEIR
MissingParameter ROSHEIR.
UnauthorizedOperation.ErrAuth B S
UnauthorizedOperation.Unauthorized FTBIR/TEYEEGR/RSEXRE,
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAS iR

LIS XEHERO

EIEEHATE: 2025-04-25 01:11:49

1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,

ZL2WIEBHESTHHIEED, i5KREtype=0. EBEIZtype=1. KikStype=2. Z&Etype=3 S itKEf
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRR AHERSH,
BHEW Witk %R 1%
Action = String ~H2H, XIEOBYE: DescribeCaptchaData.
Version 2 String AHSY, FMEONE: 2019-07-22,
Region £ String rHSH, MEOFTEEZLSEH .
CaptchaAppld = Integer ﬁgﬁg’?iﬁ;gmszzzg
Start = Integer igg?ﬂzﬂgﬂzzozoe
End = Integer %iﬁ]ﬁ;ﬁﬂgﬁl
~fHE: 20220201
Type = Integer %iﬁ]ﬁﬂ
BIE: 1
3. ey
BHEM ESid i
CaptchaCode Integer i;}g?gﬁm Huxi
Data Array of HiEHA
CaptchaQueryData wFE: {"Cnt"1, "Date":20220206}
BREEEHER

CaptchaMsg String =IfE: "success”

W—iEK ID, HIRSIKER, BXERBED (SEREAEMREERRERERSR, WXERFTIRE

Requestld String Requestld) » EfEEIEERHZRIARE Requestid,
4. 75
N BERIHEE G
BATH

https://captcha.tencentcloudapi.com/?Action=DescribeCaptchaData

&CaptchaAppId=201000000
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https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/40481#CaptchaQueryData
https://console.cloud.tencent.com/api/explorer?Product=captcha&Version=2019-07-22&Action=DescribeCaptchaData

O BAT

&Start=201911291859

&End=201911291901

&Type=1

s<AHBERSH>

"CaptchaCode":
"CaptchaMsg": "",

"Data": [

"Cnt":

"Date": "2

5. FEERE
BRZ= API £&

Biflz API & 2E45E API XH4. $8iRf8. APl Explorer & SDK $FRNA—EAFE, HEENE—AOZTARERBNZRMNRE AP RS

API Inspector

FPiEE APl Inspector EEEHIGE—SEFXEN APLARBER, HEMEREE

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfl

IR T2 O S5BIRtEXANEIRIS, HthiEiRiER AH4ERE,

IRIFRE: BR=ItE (It ) BRSEATF

hRAES API 483, teRTRIE API Explorer B{TEEIREIR

IEIERS

856 H1113:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError

MissingParameter
UnauthorizedOperation.ErrAuth

UnauthorizedOperation.Unauthorized
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O BAS i

ZRIIFAEREREERR

EIEEHATE: 2025-04-25 01:11:49

1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,

ZEWIFBEOEREER, fi0: REBNOREOHE ERIERE. EETSME . RIS, FAECE. EETSEEE
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRR AHERSH,
BHEW Wik ESic) iR
Action = String ~HSH, XIZOBE: DescribeCaptchaDataSum,
Version 2 String AHSY, MMEORE: 2019-07-22,
Region B String ~HSY, XEOFTEERLSE,

ISIEEBRZAID

CaptchaAppld 2 Integer RBIE: 2010000

Start = Integer i:ggég%um

g = Integer %iﬁjéﬁiﬂﬂiﬂ
~BIE: 20191202

3. ey

BHEW i iz

GetSum Integer ﬁ;ﬁg%ws

VfySuccSum Integer igﬁ?;&iﬁg]%

VfySum Integer i;};}g&%o

AttackSum Integer ;_%Eﬁ:;ﬂi;i;

CaptchaMsg String iEE%OK

CaptchaCode Integer g{gﬁ{é@g HERR

CheckTicketSum Integer iﬁggﬁﬁf

TicketThroughputSum  Integer iﬁg&ﬁ? .

TicketInterceptSum Integer i:ﬁg&ﬁ&%
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https://cloud.tencent.com/document/api/1110/36920
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. W—iEXK ID, HIRSIRERN, BRERBPIIRE ( EZEREEMFERKREREARS K, WZXERFTSIRE
Requestid String

Requestld) . ETIBRIFERMIZIRIERE Requestld,

4. 7%

PN WRABEETF
BATH

https://captcha.tencentcloudapi.com/?Action=DescribeCaptchaDataSum
&CaptchaAppId=2010000000

&Start=20191201

§End=20191202
s<AIBEREH>

"Response": {
"RequestId": "
"CaptchaCode":
"CaptchaMsg": "
"GetSum": 12
"VfySuccSum" :

"VfySum": 110,
"AttackSum": 30
"CheckTicketSum": 100,
"TicketThroughputSum": 90
"TicketInterceptSum": 10
}

}

5. FRERR
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BflZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—A\OSAREMRBAZIREFE AP IS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

IRIFRE: BR=ItE (It ) BRSEATF 859 H111M1:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176

O BHS

6. fHixtS

IR 7O SSIZEHEXANERIE, HEthEiRIBER AHEIRE.

$5i=tD

InternalError

MissingParameter
UnauthorizedOperation.ErrAuth

UnauthorizedOperation.Unauthorized

IRIRERE: BR=ITE (1bF) BRSEAE

ik

PIEBEEIR o

ROSHEIR.

£ ES U

FHBNIR EERERE/KSERE.

IEIERS

5860 H111%:


https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

Z2IIEIMERFR SR EREERO
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1. EOkR

EOiSKIFESE: captcha.tencentcloudapi.com ,

RLWIEFERGS EEOHIREED, EKRkEtype=0. BEidEtype=1. KiEEtype=2. EHEtype=3 NI EE[ (A/IHEGIER)

BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

IEIERS

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

BifEE Z2RIFVEFERGIEEORIERED, BXkEtype=0. EdEtype=1. RiESEtype=2. Z&#iBtype=3

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRR AHERSH,
BHEW ik B ik
Action = String ~HSH, XIZOBE: DescribeCaptchaMiniData.
Version 2 String rHSE, FMEOBRE: 2019-07-22,
Region B String AHSY, MEOFFEEZNSH .
CaptchaAppld =2 Integer ﬁ;ﬁg:\mfggmszzzg
Start = Integer %iﬁlﬁtﬂﬂﬁiﬂ f5ign: 2019112900
fE: 2019112900
End = Integer %iﬁliﬁﬁﬂﬂﬁl fign: 2019112902
fE: 2019112902
Type 2 Integer  BIRE (BIMIEGIER)
BE: 1
3. e
BHEW ESid g
CaptchaCode Integer ?EEO 52 ™ HExs
Data Array of HiEsA
CaptchaQueryData FBIE: {"Cnt": 0, "Date": "2019112900"}
RIS SR

CaptchaMsg String SBIE: "success”

W—iEK ID, HRSiHERN, SXERFIRE (S EREERERERER

Requestld String Requestld) . EfEEHEBIEZRIERE Requestid,
4. 76
N ERIHERE G
BATH

https://captcha.tencentcloudapi.com/?Action=DescribeCaptchaMiniData

&CaptchaAppId=201000000
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&Start=2019112900

&End=2019112902

&Type=1

s<AHBERSH>

"CaptchaCode":
"CaptchaMsg": "",

"Data": [

"Cnt":

"Date": "2

5. FEERE
BRZ= API £&

Biflz API & 2E45E API XH4. $8iRf8. APl Explorer & SDK $FRNA—EAFE, HEENE—AOZTARERBNZRMNRE AP RS

API Inspector

FPiEE APl Inspector EEEHIGE—SEFXEN APLARBER, HEMEREE

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Z2IGIE/MEFRGEREREIERR
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1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,
RRWIEFDIVEFIES SIS REERR
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. \MN\BH
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik ESicl 1235
Action = String ~H2H, XIEOBYE: DescribeCaptchaMiniDataSum,
Version = String AHSY, FMEONE: 2019-07-22,
Region S String rHsY, MEOFTEERZLSEH .
= JSIERBRZFAID
CaptchaAppld = Integer =fifE: 1854132229
= EigFFRATiE
start = Integer FHIE: 20220201
End = Integer ERERALE
= RBIE: 20220201
3. miiay
SHEW ESid) iR
BREE
GetSum Integer =@IE: 57
—— =
VfySuccSum Integer ;ﬁ?ﬁ?éﬂgﬁlﬂs
BERIIESE
VfySum Integer =piE: 57
AttackSum Integer ;Z:;EE)E
. BREERE
CaptchaMsg String =BIE: "success”
iR HE
CaptchaCode Integer ggﬁ%ﬁg HEsu
EERIS NS
CheckTicketSum Integer ;EEL 0 =
. ERINEETE
TicketTh h |
icketThroughputSum nteger =@IE: 0
T e ]
TicketinterceptSum Integer ;ﬁ?éﬂi)j’ki
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W—iEK ID, HIRSIKER, FXERBIEDE (FEREEMREERRERERSR, WXERFIRE

Requestid SN Requestld) » ERINEHESREEZRER Requestid.

4. 7%

PN WRABEETF
BATH

https://captcha.tencentcloudapi.com/?Action=DescribeCaptchaMiniDataSum
&CaptchaAppId=2010000000

&Start=20191201

§End=20191201
s<AIBEREH>

"Response":

"RequestId": "
"CaptchaCode":
"CaptchaMsg": "
"GetSum": 12
"VfySuccSum" :

"VfySum": 110,
"AttackSum": 30
"CheckTicketSum": 100,
"TicketThroughputSum": 90
"TicketInterceptSum": 10
}

}

5. FRERR

ER= APl £&
BflZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—A\OSAREMRBAZIREFE AP IS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,
RRWIEFNEFIRG A PR ERIEES
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik ESicl ik
Action = String ~H2H, XIEOBYE: DescribeCaptchaMiniOperData.
Version 2 String ~HSY, FMEONE: 2019-07-22,
Region & String ~Hsl, MEOFTEERLSE .
= ISIERBRAEID
CaptchaAppld = Integer =piE: 201111111
- HiFFiaRdiE
start = Integer FIfE: 20200909
Type = Integer Hifm
P = 9 wlE: 2
- EigLEERATE
End = Integer FHIE: 20220313
3. ey
SHEW ESid) g
RINEE 0 HEXM
CaptchaCode Integer SEIE: 0
BEER

CaptchaMsg String =ifE: "success”

Data CaptchaOperDataRes = FIPIZ(ESIRE
Requestld String W—i&X ID, BS!EE%_EH“&EEE, ﬁ)ﬂi%??%ﬂ%ﬁ@ (EBEREHMERRERIARSR, WZRBERTRIRE
Requestld) . EfiABTHEREIZXIER Requestld,
4, 76
BN ERTHEERG
BT

/‘captcha.tencentcloudapi.com/?Action=DescribeCaptchaMiniOperData

chaAppId=201111111

&Start=20200909
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{

"Response": {

"RequestId": "0o
"CaptchaCode":

"CaptchaMsg": "",

"Data": {
"OperDataLoadTimeUnitArray": [
{

"AppIdLoadTime":
"MarketLoadTime":

"DateKey": "

1,
"OperDatalInterceptUnitArray": [
{

"DateKey": "20
"AllStopCnt":
"PicStopCnt":
"StrategyStopCnt":

Hy

{

"DateKey":

"AllStopCnt":
"PicStopCnt":
"StrategyStopCnt":

by

{

"DateKey":

"AllStopCnt":
"PicStopCnt":
"StrategyStopCnt":

by

{

"DateKey": "2
"AllStopCnt":
"PicStopCnt":
"StrategyStopCnt":

}

I
"OperDataTryTimesUnitArray":
{

"MarketCntPerPass": 0.0,

"CntPerPass": [

1,

"DateKey": "20

¥

1,
"OperDataTryTimesDistributeUnitArray": [
{

"TryCount": O,
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API Inspector
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SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Action = String ~H2E, XIEOBRE: DescribeCaptchaOperData.
Version 2 String ~HSY, AEONE: 2019-07-22,
Region E String AR, AMEOFTEERLSE,
= ISIERBRIFEID
CaptchaAppld = Integer =BE: 201111111
o HigFFiaadia
start = Integer FHIE: 20191129
Type = Integer Hifn
P = 9 IE: 1
EifLEERATE
=
End = Integer RIE: 20220313
3. ey
SHEW ESid) g
RINEE 0 HEXM
CaptchaCode Integer SEIE: 0
. BEER
CaptchaMsg String SBIfE: "success”
PRI
Data CaptchaOperDataRes = Rfilffi: {"OperDatalLoadTimeUnitArray":[{"DateKey": "20191202", "MarketLoadTime": O,

"AppldLoadTime": 0.9}1}
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Requestld String Requestld) . EAEEHEBIEMZRERE Requestid,
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{

"Response": {

"RequestId": "O0dab64b
"CaptchaCode": 0

"CaptchaMsg": "success

"Data": {
"OperDataLoadTimeUnitArray": [
{

"DateKey": "20191202",
"MarketLoadTime": O,
"AppIdLoadTime":

by

{

"DateKey": "20191204",
"MarketLoadTime": O,
"AppIdLoadTime": 1

by

{

"DateKey": "20191210",
"MarketLoadTime": O,
"AppIdLoadTime":

by

{

"DateKey": "20191219",
"MarketLoadTime": O,
"AppIdLoadTime": 1

}

1,
"OperDatalInterceptUnitArray": null,
"OperDataTryTimesUnitArray": null,

"OperDataTryTimesDistributeUnitArray": n

5. FREHR
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Sz APl & B&E API 3. (8%, API Explorer }2 SDK F#ZRHNA—ERFE, HEENE—ANOSORERBNZRHAIFRE API RS,

API Inspector
EPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFATRSE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
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« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wi ESicl 353
Action 2 String AHSH, XIZOBRE: DescribeCaptchaTicketData,
Version = String AHSE, FEOBRE: 2019-07-22,
Region & String ~rH2Y, FEOFTEEBNSE,
= ISIERBRAID
CaptchaAppld = Integer SBIE: 199999164
Start = Integer EiFFRARTIE Fit: 20200909
= 9 FBIfE: 20200909
Hifg4ERATE FIan: 20220314
=
End = Integer TIE: 20220313
3. mtiey
SHEW ESid) HaiR
RRIMEE 0 HE%M
CaptchaCode Integer e
. BEEE
CaptchaMsg String SBIE: "success”
. IIPERER
Data CaptchaTicketDataRes FOUE: {"DateKey":"20200909"}
Requestld Strin IE—igK ID, HIRSIKER, SREREBSIEE (EEREHMERRGERERSR, WZRERFEIRE
q 9 Requestld) . EfATIBERMZAERY Requestid.
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"Response": {
"RequestId": "
"CaptchaCode": 0
"CaptchaMsg": "
"Data": {
"TicketAmountArray": [
{

"DateKey": "20200909",
"Amount":

by

{

"DateKey": "20200910",

"Amount":

I
"TicketThroughArray":
{

"DateKey":

"Through":

by

{

"DateKey":

"Through":

t

I
"TicketInterceptArray": [
{

"DateKey": "20200909"
"Intercept": (

by

{

"DateKey": "20200910",

"Intercept":

5. FRERR

ER= API &
Bifl= AP| F& B8 AP XH. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector
EPaiEE API Inspector EREHIAE—SRIEXEN AP REER, HEMERSIESRAN API {53, BaFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
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» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
weTIR

» Tencent Cloud CLI 3.0
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1. EOkR

EOiSKIFESE: captcha.tencentcloudapi.com ,

REWIBRENAFEMFEAPPIdFIR ASTR
BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. \MN\BH

UTFBERSHFIRVFIE TEOIBERSEIZI 2
SHEW Wi ESic]
Action 2 String
Version = String
Region a String

3. e
SHEWR ESic)
Data Array of

CaptchaUserAllAppld

CaptchaCode Integer

CaptchaMsg String

Requestid String
4, 76
TN ERIHEERG
BATH

"CaptchaMsg": ""

IRIFRE: BR=ItE (It ) BRSEATF

~HSH, KIZOBE: DescribeCaptchaUserAllAppld.

AHSY, FMEORE: 2019-07-22,

%

AHSY, FEOFTEERLSH

\

R

FBFEMEETE AppidfIR AER
FE: {"TcAppld":125111111,"CaptchaAppld":201111111,"AppName":"{&{53&
iE","Channellnfo":"mini"}

FRINEE 0 HE%RK
E: 0

BREIRMEER
wBE: “sucess”

IEIERS

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

W—iEK ID, HIRSIRER, SXEREBED (HEREEMREERERERSR, WXERF2IRE

Requestld) . EIBAIEEIRMIZRIERE Requestld,

chaUserAllAppId
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"TcAppId":

"CaptchaAppId":

"AppName": "8

"ChannelInfo": "

5. FEERE
BRZ= API £&

Biflz APl & 24E APl XH4. $8iRf8. APl Explorer } SDK B RIA—EAFE, HEEMNE—AOZARERBNZRMNRE AP RS,

API Inspector

HRFENEE AP Inspector EEEHIGE—SREXEKR AP RBAER, HEMEMSIESRAN API X8, tBaJaiiE API Explorer #3EZ&EI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud CLI 3.0
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##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik ESic] 3%
Action = String ~H2H, XEOBE: UpdateCaptchaAppldinfo,
Version 2 String AHSY, FMEONE: 2019-07-22,
Region £ String rHsY, MEOFTEEZLSEH .
- ISIERBRAEID
CaptchaAppld = Integer IE: 199999409
. RIFA&
AppN = St
ppName = e THUE: "BHER"
L - . 152 PR
DomainLimit = String SBIE: "login.com”
by =i
S T =
ceneType = Integer FHIE: 3
- IS SERY
CapType = Integer FOIE: 2
k]
EvilinterceptGrade 2 Integer iﬁénuz
DaLia
SmartVerify 2 Integer ;;Eg'fuo
Dok
SmartEngine = Integer ;gz?bglg
SchemeColor = String ;_Vz;;,{gﬁ#fﬁfﬁ"
CaptchalLanguage = Integer il
P guag = 9 RBIE: 2052
. . EHEHE
MailAl =
aliflarm = String TIE: "login@login.com”
=P 3
TopFullScreen = Integer ;;ﬂzﬁo
TrafficThreshold = Integer iﬁgﬂo
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SHEW £S5 filiR

RER 0 BT, HEXM

CaptchaCode Integer FEIE: 0

REHREER

CaptchaMsg String FBIE: "sucess”

E—iER ID, HIRSiRER, SRERBLIEE (HERERMEERRLERARSR, WZXERFTSIRE Requestld) o EIER

Requestld Sting  pmemizvriEsey Requestld.

4.
RPN WRILEETH

BATHI

https://captcha.tencentcloudapi.com/?Action=UpdateCaptchaAppIdInfo

&CaptchaAppId=2054955025
&AppName="EfHEH="
&DomainLimit=login.com
eneType=1
&CapType=14
&EvilInterceptGrade=100
&SmartVerif
&SmartEngine=0
&SchemeColor=#1a79ff
&CaptchaLangu =2052
&MailAlarm=null
&TopFullScreen=0

&TrafficThreshold=0

s<AHIERSE>

"Response": {
"RequestId": "80
"CaptchaCode":
"CaptchaMsg": "
}

}

5. FRERR

ER= APl £&
Bl AP| F& 228 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMBAZRERE AP RS,

API Inspector
BPEER AP| Inspector EEEHAE—HIRIEXBM APLRARBER, HEIMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
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« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
weTIR

» Tencent Cloud CLI 3.0
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2. A2
UTFERSHIIFRNFIE TIEROBSRSHEMBO RS, REQAHSHIIRT AHiEkeH,
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Action = String AHSH, FEOE: GetRequestStatistics.
Version = String ~HSH, XEOBE: 2019-07-22,
Region & String ~rH2Y, XEOFTEEBLSH,
= . ISIERSAppld
CaptchaAppld = String SEIE: "19901111"
. - . FHaRTiE= R
StartTimestr = String FIfE: "2022-05-14 01:00"
. - . HRAYIEF R
EndTimeStr = String FRIE: "2022-06-15 20:00"
B
Dimension = String %}:ﬂf‘é?,y
3. e
BHEW ESid) 3%
HifEHIER
Data CaptchaStatisticObj  F&E: WWFEAEEERE null, FREAZEHE,

FBIE: {"ActionTotal": 155, "VerifyTotal": 32,

ISR EIS

CaptchaCode Integer FBIE: 11000

IRIFBIREIER

CaptchaMsg String =BIE: "success”
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POST / HTTP/1.1
Host: captcha.tencentcloudapi.com

Content-Type: application/json

"CaptchaAppId": "\"19901111\"",

"EndTimeStr": "\"2 08-14 14:00\"",

"StartTimeStr": "\"2022-05-14 10:00\"",

"Dimension": "\"3\""

"Response": {
"RequestId": "247b9%9
"Data": ull,
"CaptchaCode":
"CaptchaMsg": ""

}

}

5. FRERR

ER= APl £&
BflZ= AP| F& B8 AP XH. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—\OZAREMRBAZRERE AP RS,

API Inspector
BPELER AP| Inspector EEEHAE—HIRIEXBM APLRARBIER, HEMEMSIESRAN API 53, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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« Tencent Cloud CLI 3.0
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{HIRD R
InternalError RIEBEEIR.
InvalidParameter SRR,

IRIFRE: BR=ItE (It ) BRSEATF 82 111


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAS i

$HiIRG R
UnauthorizedOperation.ErrAuth EIES
UnauthorizedOperation.Unauthorized FBRIR/TEREEG/HSERE,

B CaptchaApp| DEIERIEER

BIEEHATE: 2025-04-25 01:11:47

IRIRERE: BR=ITE (1bF) BRSEAE 83 H111:



O BAT

1. OEGR

EOERERZ: captcha.tencentcloudapi.com .
B/ CaptchaApp DEERIEHIE, GiF: ERKKE. ERKRBEZE. ERKRBEHE.

BUMEOIERINEIRS): 200%/%

= (ER API Explorer

2. ABH

UTFERSHIIFRNTILE TEOFRSHMEPIA:
SYEMR wisk
Action =
Version =
Region &
CaptchaAppld =
StartTimeStr =
EndTimeStr =
Dimension =

3. mtieN
BHEW ESic]
Data CaptchaStatisticObj

CaptchaCode Integer

CaptchaMsg String

Requestid String
4, 76
BN ERTHEERG
BATH

POST / HTTP/1.1

Host: captcha.tencentcloudapi.com

Content-Type: application/json

: GetTicketStatistics

IRIFRE: BR=ItE (It ) BRSEATF

t2Y, REAHSYSIRN AHERSH,

ESid] iR
String AHSH, XEORE: GetTicketStatistics.
String AHBE, FEORE: 2019-07-22,
String ARSH, MEOFRESERUSH,
. ISIERSAppld
String SEIE: "199999164"
Strin FHART B2
9 RBIE: "2022-05-14 01:00"
strin GRS
g SBIE: "2022-06-15 20:00"
. EsE
String IE: "3
iR
BHESIER

R WFERATAEEE null, FREAZEHE.
BIE: {"ActionTotal":155,"VerifyTotal":32}

ISR EIS
wHIfE: 0

ISIFBREER
FBE: "success"

W—iER ID, HIRSBWER, FRERPLEE (EEREEMERRERARSR, WZRERTRIRE

Requestld ) . EfUERIIEEIRZHIZRIERR Requestld,

IEIERS
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https://console.cloud.tencent.com/api/explorer?Product=captcha&Version=2019-07-22&Action=GetTicketStatistics
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{
1

"CaptchaAppId":

"EndTimeStr": "2022-05-14 01:00"

"StartTimeStr": "2 06-15 20:00"

"Dimension": "3"

"Response": {
"RequestId": "458e90ab-4
"Data": null,
"CaptchaCode":

"CaptchaMsg": ""

5. FRERR

BR= AP £&
Bifl= AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMBAZRERE AP RS,

API Inspector
FPEER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEIMEMSIESRAN AP X3, BaIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. fHiRfD

IR T2 O SSBIRtEXAEIRS, HthiiRBiER AH4ERE,

5=t iR

InternalError PIEBEEIR -

InvalidParameter SHEIR.
UnauthorizedOperation.ErrAuth IS
UnauthorizedOperation.Unauthorized REIR/TEVNEEC/HRSERE.

IRIFRE: BR=ItE (It ) BRSEATF 5585 H111:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAS iR

B2 IS IERITEUE

EIEEHATE: 2025-04-25 01:11:47

1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,

EigSARIENRITEE, G815 SERE. DINEE. DRIEEZE. SBRH=REFHE.
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##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. A
UTFERSHFIRGIE T EOBRSHMBRAHSY, REAHSHEIIRN AHiERSH,
SHEM Wik B3] ik
Action = String ~rHSH, XIEOBE: GetTotalRequestStatistics,
Version = String rHsE, AMEOBE: 2019-07-22,
Region S String rHSH, MEOFTEEGRZLSEH .
. - . FHaREF SR
StartTimestr = String FBIE: "2022-05-14 01:00"
. - . ERATEF TSR
EndTimeStr = String FBIfE: "2022-06-15 20:00"
. . - . HifHE
Dimension = String =piE: "3
3. mtiey
SYEW ESid] iR
BHifEEER
Data CaptchaStatisticObj  F&: WFERAIEERE null, RFEWAZERE,

~BlE: {"ActionTotal": 155, "VerifyTotal": 32,

ISR E

CaptchaCode Integer FEIE: 11000

IIERIRENER

CaptchaMsg String SBIE: "success”

W—iER ID, HIRSIRER, BRERHPLEE (A ERERMEERRLETARSR, WZRERTRIRE

Requestld String Requestid) . EAABHESREZTER Requestid.
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Content-Type: application/json
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X-TC-Action: GetTotalRequestStatistics

<AHHERSE>

[
1

"EndTimeStr": "\"2022-08-14 14:00\"",

"StartTimeStr": "\"2022-05-14 10:00\"",

"Dimension": "\"3\""

"Response": {
"RequestId": "
"Data": null,
"CaptchaCode":

"CaptchaMsg":

N
I
1
J

5. FRERR
BRE API F&

Bz APl & B&E API 3. $8i%63. AP| Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRRER, HEMERSIESHRAR APl {53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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» Tencent Cloud CLI 3.0
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2. 8W\2¥
UTFERSHFIRGIE T EOBRSHMBRAHSY, REAHSHEIIRN AHiERSH,
SHEW Wik ESid) i
Action = String ~H2H, XEOBYE: GetTotalTicketStatistics,
Version = String ~sEy, XEOBE: 2019-07-22,
Region ) String ~HsY, MEOFTEERMSE .
. - . FriaadiE
StartTimestr = String BIE: "2022-05-14 01:00"
. - . Z5RATIE
EndTimestr = String FIE: "2022-06-15 20:00"
HighiE
ﬁim: “1”
Dimension = String A “2”
i: “3”
~BE: "3"
3. e
SHEW B3] ik
REIEE
Data CaptchaStatisticObj  F&: WFERAIEERE null, RFEWAZERIE,

BIE: {"ActionTotal": 155, "VerifyTotal": 32,

Rl

CaptchaCode Integer SBIE: 11000

REER

CaptchaMsg String FEIE: "success"

W—i5EK ID, HIRSIKRER, BXEREED (HEREEMEERERARSR, WZRERFTLIRE

Requestld String Requestld ) . EfEEHEBIRMZRIER Requestid.,
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POST / HTTP/1.1

Host: captcha.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: GetTotalTicketStatistics
<NHERSH>

{
"EndTimeStr": "\"2022-08-14 14:00\"",
"StartTimeStr": "“2022-05-14 10:00”",

"Dimension": "\"3\""

"Response": {
"RequestId": "e

"Data": {
"ActionTotal":
"VerifyTotal": O,
"VerifyThroughTotal":
"VerifyInterceptTotal":
"TicketTotal": 2,
"TicketThroughTotal":
"TicketInterceptTotal":
"RequestTrend": [

{

"Ftime": "10-18 11:11"
"RequestAction":
"RequestVerify": O,
"RequestThroughput":

"RequestIntercept":

1,

"InterceptPerTrend": [
{

"Ftime": "10-18 11:11",
"RequestInterceptPer":
"AnswerInterceptPer":
"PolicyInterceptPer":

}

1,

"TicketCheckTrend": [

{

"Ftime": "10-18 11:11",
"TicketCount": p
"TicketThroughput":

"TicketIntercept":

"CaptchaCode":

"CaptchaMsg":
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Bifl= API & RE5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSTARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSE

SDK

= API 3.0 Rt TERENFRTEE (SDK) , ZFSMREEES,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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BSTIR
« Tencent Cloud CLI 3.0
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ZEIEERESR (NVEFE)

EIEE#ATE: 2025-04-25 01:11:47

1. EO#R

EOEREZ: captcha.tencentcloudapi.com o
ZERITHERER(MEFENY)
BRAECERITEIRS): 1000:%/7

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. A
UTFERSHIIFRNFIE TEROBSRSHEMBO RS, REQAHSHIIRT AHiEKkeH,
SHEWR wik PR i35
Action 2 String ~HBH, XZEOBYE: DescribeCaptchaMiniResult,
Version = String ~HSH, XEOE: 2019-07-22,
Region & String ~H2Y, XEOFTEEELSH,
- EEEE: 9
CaptchaType = Integer =pifE: 9
IEERSIREIS P ER
Ticket = String AU
tr03XaCUZPAIPdIMgv17yvcfdXCzkqvLEO9AbCA4ghlWfD8hkySfbU2TZVCyoOCjNI84pAYEMopKv7Uh8)
9EKFQzvrrwsZOTKQ*
Userlp = Strin WSS MIERENEIRIIEERD (E R E AP
= 9 R#UE: 127.0.0.1
CaptchahAppld = Integer IGIERBRAID, B3 WIEEFS, FEIRIEFIRN [Z58 ] 51, BIaEEEICaptchaAppld.
piehasppld | = 98" RpIfE: 199999164
AppSecretke o Strin BN AEH. B KWIEEEE, TRIETIRN (28] 51, BaEEZIAppSecretKey. AppSecretKeyBEFIR358
PP Y| = 9 ZpIE: E4AkwKIACXQMHKktRItyMEyQnp
. - WS35 ID, WuhskRAESNSHERILIRSS, @it ID RSFRIHERE
Businessid a Integer _
BIE: 1
%= ID, MuhsiRANWS TES MESERLRSS, Bl ID XSGR
Sceneld a Integer _
wBIE: 3
= . mac Mt iR & E—iRR
MacAddress & StiNg  pm: "00:1A:2B:3C:4D:5E"
. . FNiRES
=
mei & SN pi: "350880051234567"
L
BHEW ESic] iR

CaptchaCode Integer 1 ticket verification succeeded ERIEIERLIN
7 CaptchaAppld does not match ZiE5IEIEBMAAPPIDALTE
8 ticket expired EiRi2AT
10 ticket format error EfEEXNAFIEH
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15 ticket decryption failed ZiEfEZLK

16 CaptchaAppld wrong format & E38EBR FIAPPID&IR

21 ()ticket error EEIIEEIR (2)diff —REHTFRAFMERKRE, SHENREMAR, MERTERER, WSNEIRESEHT
Bhiday =ik

25 invalid ticket THE1E

26 system internal error RARIBEIR

31 UnauthorizedOperation.Unauthorized TEREE QKR E X %

100 param err 2ERISEIR

=BIE: 8

NEHERRISGIEBERER

CaptchaMsg String BIE: ticket expired

W—i5EK ID, HRSiKER, SXERTBSEE (HEREEMEERRLERERSR, WiZXERFLIRE Requestld ) o EfLTE

Requestld SUiNG  pymmemiziERe Requestid.

4. =
BN WRAIEETH
AT

POST / HTITP/1.1

application/json

ibeCaptchaMiniResult

"UserIp": "127.0.0.
"CaptchaAppId

Q

"Ticket": " 8xJog6bPanrsicKINOQcK6G2 JReWIxVvXt1lY6TXnaWvBy3k2hp_ gRSwpi

"Response":
"RequestId":
"CaptchaCode":

"CaptchaMsg": "
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HERIHVMEFHHRBEANEER(EFA)

ERIEEHATE: 2025-04-25 01:11:47

1. EOkR

EOiSKIFESE: captcha.tencentcloudapi.com ,

HERIER/MVEFEGEREANZER(EER)

BUAMZOIERINERIRE: 1000:%/7

##ZER API Explorer

2. mAEH

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW
Action
Version

Region

CaptchaType

Ticket

Userlp

CaptchaAppld

AppSecretKey

Businessld

Sceneld

MacAddress

Imei

SceneCode

WeChatOpenid

3. Jitisy

IRIFRE: BR=ItE (It ) BRSEATF

Witk

=
=
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il
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i

i}
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iz}

iz}

o

il

ESic)
String
String

String

Integer

String

String

Integer

String

Integer

Integer

String

String

Integer

String

g

~HSH, XIZOBRE: DescribeCaptchaMiniRiskResult,
AHSY, MMEONE: 2019-07-22,

AHSY, FEOFTEERLSH.

EEEE: 9 (IBRIGIERS )
fIE: 9

ISIERSIRE4S A FRYESR

wE:
tr03z8JQftDQ5ZMteDIvkg6GbucZQTiG8dg53boJY8xJoqbPanrsicKINOQcK6G2aXSjReWIXVvXt1YETX
c1tZc3c8GfLdVIqJbOQ5JdAFos*

WSS UERENEIAIIEERSfE R ERISNNIP
=HifE: 127.0.0.1

ISIERSRZFAPPID
BIE: 199999164

AT RS RIRRISIIEISEREIGIESN, TZERS, BOMELE=S
TBIE: EAkwK9ACXQMHKktiltyMEyQPn

WS35 1D, MuGsERAES NS HERLIRS, Bl ID RO FiHEE
wBHE: 1

= ID, MusskMARIS TESMERERLRSS, Bl ID RORITEIE
fIfE: 3

mac MehtaRigEm—iRE
=BE: "00:1A:2B:3C:4D:5E"
FHNRES

=E: "359880051234567"

WiEAS: 1EHHRESR, 2 BRFPESR, 3 EMFRPGSR. IREFRERGISH.
IE: 1
P ERRI ST KS

TBIE: "06_bmjrPTIm6_2sgVt7hMZOPfL2M"
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1 ticket verification succeeded EiEISIERMKIN

7 CaptchaAppld does not match EiE538IEBRAAPPIDALE
8 ticket expired EiEiEAT

10 ticket format error EiRtE FIEH

15 ticket decryption failed ZiEFEZEMN

CaptchaCode Integer 16 CaptchaAppld wrong format @& I8IEB R FIAPPID$EIR
21 ticket error Z{EIEIEEIR
25 bad visitor SEE&ZE;

26 system internal error RZRIEREIR
100 param err 2&RIGEIR
wBIE: 1

KSR RIEERER
CaptchaMsg String R WFERAIRERE null, RERAEIEYE,
=BI{E: ticket verification succeeded

EHRRREER

R IFERTEGRE null, RFENFEERE.

FHE: {"Userld": ", "PostTime": 1606977595, "AssociateAccount":
" "Userlp": "27.0.0.1", "RiskLevel": "pass", "RiskType": [1}

ManageMarketingRiskValue = OutputManageMarketingRiskValue

B—iEK ID, HIRSiRER, SXERPIRE (HEREEMFEERFRLERER

Requestid String S, WIZRBEBRFEIXE Requestld) . EMITBATEEIREIZRIER
Requestld,

4. =6

PN ERIEETH
BT

POST / HTTP/1.1
Host: captcha.tencentcloudapi.com
ntent-Type: application/json

n: DescribeCaptchaMiniRiskResult

"CaptchaAppId":
"CaptchaType": "9",
"WeChatOpenId": "",
"SceneCode": "1",

"Use : "127.0.0.1",

"Ticket": "tr03z8JQftDQ5ZMteDlvkg6GbuczZQTiG8dg53boJY8xJog6PanrsicKINOQcK6G2aXSjReWIXVvXt1Y6TXnaWvBy3k2hp gRSwpi_ZEu3j8BUY2

vuuyg-cltZc3c8GfLdV1gqIbOQ5JdAFos*"

"AppSecretKey": "E4kwK9AcXQMHkktiItyMEyQPn"

"Response": {

"RequestId":

"CaptchaCode":

"CaptchaMsg
"ManageMarketingRiskValue":

"UserId": "",
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"UserIp": "

"RiskLevel":

"RiskType":
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FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, tBaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESERER AP,
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§EIRED

InternalError

MissingParameter
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1. EO#R

EOiSKIFESE: captcha.tencentcloudapi.com ,
HERIFBERESER(WebRAPP)
BRMEOIERITZFEIRE): 1000iR/%

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW wik 2R i35
Action = String ~rHSH, XIZOBYE: DescribeCaptchaResult,
Version 2 String rHsE, AMEOBE: 2019-07-22,
Region & String AHBY, XEOFTEEBLSH,
= EEEE: 9.
CaptchaType = Integer =pIfE: O
BUREIR R R E A FISIEEEE
Ticket 2 Sting P DWE: .
tr03XaCUZPAIPdIMqv17yvcfdXCzkqvLEO9AbCA4ghIWfD8hkySfbU2TZVCyoOCjNI84pAYEMopk
9EKFQzvrrwsZOTKQ*
Userl - Strin A SSMIFRENE RISIERDEFE RIS P
P = 9 FIE: 127.0.0.1
Randstr = String BllREIR R R E RFEI F R

HNE: @VkKi

IERIRAID, B3 WMIEIEGIE, ERIESIFR (28] 51, BIRIESEICaptchaAppld.

CaptchaAppld 2 Integer  —pue: 199999164
S e sying  DERNAEE. SR BEBENE, EMESIRL (2] 5], WAIEEAppSecretkey. AppSecretkeyl
pp y = 9 TBIE: E4kwKOACXQMHKktiltyMEyQPn
ﬁﬁﬂ
Businessid & Integer ;;1251
ﬁE)J
Sceneld S Integer ;;JEES
— ) mac it igEmE—iRR
MacAddress & Sting  —hiE: "00:1A:2B:3C:4D:5E"
_ . FRES
a=
Imei B SN him: "350880051234567"
& ROl AR BN E RS AT E] , 1 EBER
NeedGetCaptchaTime & Integer TELEEME&WE&‘HBHT@ T R
~BEIHE: 1
3. sl
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SHEW ESiS ik

1 OK I&iEiEid

7 captcha no match fEABIRandstrA&i%, EEERandstr2&SaimEE#RRandstr—i

8 ticket expired fEARITicketBidH ( TicketBHASH ) , BEMEM Ticket. Randstri#fTiie

9 ticket reused {EANMITicketitESERA, EEFMEMTicket. Randstri#f{Tikis

15 decrypt fail ‘EABITicketF&i%, ERETicket2E5amERERITicket—2

16 appid-ticket mismatch {EA#ICaptchaAppldigixR, FERECaptchaAppld2ESaiiwmEACaptchaAppld—
H, #BERECaptchaAppld2NISIEREHIE [ IGEEE | -> [ ERtERE | HIRE

21 diff ZIEKIESE, THNERER (1) BTicket@&trerrorgi®, —REHTHAPMERE, SHEIRBHIER, WE
BTERER, WESNaiRESFEHTHIESRIRGE, (2) BTicketA8&trerrorfif, NEHFRIEBRIERALZIIE
KERENE, WSNaRBREHTIES,

100 appid-secretkey-ticket mismatch £&ikI8H#EIR, (1) iSRECaptchaAppld5AppSecretKey2&IEH,
CaptchaAppld. AppSecretKeyREEIEREFHE [ WIESE ] > [ EtEE | FIKE (2) EREENNTicket2E
HfEABICaptchaAppld&R;

BIE: 1

CaptchaCode Integer

REHERISIEHRER

CaptchaMsg String g oK

TRRIGEENN T, ZSHREIIGIEESR
EvilLevel=0 iEREES
EvilLevel=100 i&REES

E: 0

EvilLevel Integer

AUIRIRENGSIIERDRTE), AiEIEEHETC

GetCaptchaTime Integer S{IE: 1583749870

=R
EvilBitmap Integer FE: WFERAIGERE null, REWAZEHE,
BIE: 0

1R ISIERD ATiE)

SubmitCaptchaTime Integer SHIfE: 1583749870

RN ASE
DeviceRiskCategory  String R WFERAIGERE null, RERAZIERE,
TBIE: "301"

Score Integer LS

€T i 60

. W—iEK ID, BRSIHLER, SRERTEIRE (HEREEMRERFREIRARSW, WZXERFELIXE Requestld) .
Requestid String

E TR R ERZIRIERE Requestld,

4, 76
N BRTHEEZG
=R
BB
POST / HTTP/1.1

Host: captcha.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeCaptchaResult

<REERSE>

{

"CaptchaAppId":
"CaptchaType": 9

"Ne etCaptchaTime":
"Randstr": "@vki",
"UserIp": "127.0.0.1",

"Ticket": "tr03XaCUZPAlPdIMqgvl7yvcfdXCzkgvLEO9AbLCA4ghlWEfD8hkySfbU2T yoOCjNI84pAYEMopKv7Uh8XwQDSE9DCOxJ; C7kmlPEN1bFINs__
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"Response": {

"CaptchaCode":

"CaptchaMsg":

"EvilLevel":
"GetCaptchaTime":
"SubmitCaptchaTime":
"EvilBitmap": O,

"RequestId": "

5. FRERR
BRE API F&

Bz API & B&E API 3. $8iR63. AP| Explorer &2 SDK #RENA—ERFE, HEENE—ANOEAREBBNZEMHAFE API RS .

API Inspector

FPiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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ARSI T O SiZIEIRXREIRID, EhEiRIIFER AHEIR0,
RS
InternalError
MissingParameter
UnauthorizedOperation.ErrAuth

UnauthorizedOperation.Unauthorized
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IEIERS

Rcem S ERIEIERER(WebRAPP)

ERIEEHATE: 2025-04-25 01:11:47

1. EOkR

EOiSKIFESE: captcha.tencentcloudapi.com ,

Reefl &I ERITREREER(WebRAPP)
BOAMROIERITIRH: 200R/% -

##ZER API Explorer

2. 8)\2¥

UTFiBERSHFIRVIIE TEROBRSHEMAPI A
SHEW Wik B
Action = String
Version = String
Region & String
CaptchaType = Integer
Ticket = String
Userlp = String
Randstr = String
CaptchaAppld = Integer
AppSecretKey = String
Businessld a Integer
Sceneld & Integer
MacAddress & String
Imei & String
NeedGetCaptchaTime & Integer

3. BtaN

IRIFRE: BR=ItE (It ) BRSEATF

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

~HSH, XIZOBYE: DescribeCaptchaRceResult,

H5%, FMMEOME: 2019-07-22,

>

H2Y, FEOFTTEERLSH.

>

EEEE: 9.
wBIE: 9

BUREIR R R E A FISIEEEE

BIE:
tr03z8JQftDQ5ZMteDIvkg6GbucZQTiG8dq53boJY8xJoq6PanrsicKINOQcK6G2aXSjReWIxVvX
c1tZc3c8GfLdVIgJbOQ5JdAFos*

WSS MERENERYIEERDE ARSI P
w~FE: 127.0.01

A EE R SR E AR F 5T 5
HNE: @VkKi

IERIRAID, B3 WMIEIEGIE, ERIESIFR (28] 51, BIRIESEICaptchaAppld.
=~BIHE: 199999164

ISFBRNA®E . BR RIESEES, EIRIESIRN (288 ] 5, BaEERIAppSecretKey. AppSecretKeyl
B=hH,
FBIE: E4kwKIACXQMHKktiltyMEyQPn

BT
UE: 1

FEFER
IfE: 3

mac it akig S HE—iRI
Hl{E: "00:1A:2B:3C:4D:5E"

FNRES
BlfE: "359880051234567"

ERRERIRIREIGIEEATE, BET: FERE
BIE: 1
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https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://cloud.tencent.com/document/api/1110/36920
https://console.cloud.tencent.com/captcha/graphical
https://console.cloud.tencent.com/captcha/graphical
https://console.cloud.tencent.com/api/explorer?Product=captcha&Version=2019-07-22&Action=DescribeCaptchaRceResult

O BAS iR

SHEW ESiS iR

1 OK I&iEi@Ed

7 captcha no match fEARIRandstrA&i%, iS@ERandstr2&5aiRRE#RNRandstr—

8 ticket expired EAKITicket2iZHA ( TicketBHASH# ) , BEFEM Ticket. Randstri#{Tikia

9 ticket reused EAMTicketiESEM, iSE#HEMTicket. Randstri#t{Tikia

15 decrypt fail ‘EABITicketF&i%, iERETicket2ESaimEETicket—E

16 appid—-ticket mismatch {EABICaptchaAppldi&iz, ERECaptchaAppld2ESHIHENN
CaptchaAppld—3, HEBRECaptchaAppld2NIGEBEHE [ IIEEE ]| > [ EftfE | IR

21 diff ZIEKIESE, TENEER (1) BTicket@&trerrorgid, —REHRTRHPMEEKE, SHEIRBHMER, M
ERTERER, VSNTRBEREHTHIERTIREE, (2) BTicketA@&trerrorfif, NEHTFIRIEBRIZERSR
EMERELZENE, WSMNEIRESTE#TES.

100 appid-secretkey-ticket mismatch £#i#k1&iR, (1) i5iEECaptchaAppld5AppSecretKey2&
ffi, CaptchaAppld. AppSecretKeyBZERIERIEFHE [ IESE ] > [ EMESE | IR (2) BREEAN
Ticket2&EHEARCaptchaAppld&ER

w~BE: 1

CaptchaCode Integer

REHERRGEERER

CaptchaMsg String BIE: OK

TRIGIHEX T, ZSHIREIGIELESE
EvilLevel=0 i&kTEE
EvilLevel=100 i REES

~EIE: 0

EvilLevel Integer

AUIRIRENGEIERDRT(E], AiE)RES=C

GetCaptchaTime Integer SIE: 1583749870

=i
EvilBitmap Integer EE IFEBAEERE null, RENFEEYE.
~BIE: 0

1RSILIESATE

SubmitCaptchaTime Integer SIfE: 1583749870

rcet&IEER
RceResult RceResult  RffE: {"Userld": "700000888643", "PostTime": 0, "AssociateAccount": "", "Userlp": "127.0.0.1",
"RiskLevel": "1", "RiskType": [0], "Constld": "1", "RiskIinformation": ""}

IREMEAZE

DeviceRiskCategory  String FBIE: "301"

W—i5EK ID, HRSIKER, BXERASED (HERAEMEERERERSR, WZKERFTLIRE

Requestld String Requestld) . EIABMEEREZRERG Requestid.

4. =

BN BThESRRG
BATH

POST / HTTP/1.1
Host: captcha.tencentcloudapi.com
nt-Type: application/json

: DescribeCaptchaRceResult

"CaptchaAppId": 199999164,
"CaptchaType": 9,
"NeedGetCaptchaTime": 1,
"Randstr": "@vki",

"UserIp": "127.0.0.1",

"Ticket": "t 4 A 8 2 yoOCIN \ DSE9DCOxJpXVC7kmlPEN1bFINs_
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https://cloud.tencent.com/document/api/1110/40481#RceResult

: "E4kwKOACXQMHkktiItyMEyQPn"

"Response": {
"CaptchaCode":
"CaptchaMsg":
"EvilLevel": 0,
"GetCaptchaTime":
"EvilBitmap": O,
"SubmitCaptchaTime":
"RceResult": {
"UserId": "

"PostTime": O,

"RiskInformation": ""
H

"RequestId": "

1

}

5. FEERE
B APl £&

Biflz API & 245E API XH4. $8iRf8. APl Explorer & SDK $FRNA—EAFE, HEENE—AOZTARERBNZRMRE AP RS,

API Inspector

FPiEE APl Inspector EEEHIGE—SEEXEN APLARBER, HEMNEREE

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZEIES, EEAENTERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfl

AR T2 O SSBIRtEXAEIRD, EfthiEiRDER AR

IRIFRE: BR=ItE (It ) BRSEATF

hRARY API X3, tRTAEIE API Explorer TSR o

IEIERS
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/captcha/v20190722/captcha_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/captcha/v20190722/CaptchaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Captcha/V20190722/CaptchaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/captcha/v20190722/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/captcha/v20190722/captcha_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Captcha/V20190722/CaptchaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/captcha/src/v20190722/CaptchaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-captcha/lib/v20190722/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1110/36927#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError

MissingParameter
UnauthorizedOperation.ErrAuth

UnauthorizedOperation.Unauthorized
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O BAS iR

HimeEta
E=iEEFRATE: 2025-03-27 01:08:24
CaptchaOperDatalnterceptUnit

DescribeCaptchaOperDatajix =& ERtype = 2 IREIRIEIRLS

#ANT#EOS51A: DescribeCaptchaMiniOperData, DescribeCaptchaOperData.

E=4 ESid) iR
. Bdia
DateKey String RBIE: "20220620"
SIS
AllIStopCnt Float SIE: 0.01
. B/ {EEmEEE
PicStopCnt Float SEIE: 0.02
REGI=EEE
StrategyStopCnt Float SIE: 0.1
CaptchaOperDatal.oadTimeUnit
BESUES A EDescribeCaptchaOperData BIREISER, RLWIEBNEEtype =1
#WHINTF#EOSIMA: DescribeCaptchaMiniOperData, DescribeCaptchaOperData.
L4 ESic) iR
. Aia)
Datekey String FPUE: 20210206
. MarkethnEkadia
k
MarketLoadTime Float =GIE: 999.99
) Appldingkatia
AppldL Ti
ppldLoadTime Float =BIE: 0.99
CaptchaOperDataRes
DescribeCaptchaOperData #0 iROEELRIES
#WANT#EOSIA: DescribeCaptchaMiniOperData, DescribeCaptchaOperData.
E=gd ESic] 353
. . . . SRS N AT SRR E
OperDatalLoadTimeUnitArray Array of CaptchaOperDatalLoadTimeUnit HE: WTRALSEE null, ERERREERE,
. . ISR =SB R AR E
OperDatalnterceptUnitArray Array of CaptchaOperDatalnterceptUnit FE: WREAEEE null, EREREISNE,
Rt -
OperDataTryTimesUnitArray Array of CaptchaOperDataTryTimesUnit Sl

R WFERAEERE null, RREFIEYIE,

ISR S HhEIEIRE

DataTryTi istri i i istri i . s — "
OperDataTryTimesDistributeUnitArray = Array of CaptchaOperDataTryTimesDistributeUnit FE: WSEEASEE null, EREREISNIE,

CaptchaOperDataTryTimesDistributeUnit

DescribeCaptchaOperDataZsix EiiRE5 % type = 4

#anTEO5IA: DescribeCaptchaMiniOperData, DescribeCaptchaOperData.
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=t

TryCount

UserCount

CaptchaOperDataTryTimesUnit

wm

Integer

Integer

DescribeCaptchaOperDataiZ{FEiEE St X E type = 3

AN T#EOSIA: DescribeCaptchaMiniOperData, DescribeCaptchaOperData,

=2

DateKey
CntPerPass

MarketCntPerPass

CaptchaQueryData

Z#R HDescribeCaptchaData A iR EIEELR

#HANT#EOSIA: DescribeCaptchaData, DescribeCaptchaMiniData,

E=4 ESic]
Cnt Integer
Date String

CaptchaStatisticObj
WIERBEHEOb)

E5id]

String

Array of Float

Float

Witk

=
=

HO

filiR

SikiRE
E: 3

BRiEREE
HIE: 100

ik

BdiE]
BIE: 20210206

FHIIRRE
TOUE: 2

marketFEHZiXRE
fiIfE: 3

filiR

e
HIE: 95

AiE
~FIE: 20210206

#WINTEOSIA: GetRequestStatistics, GetTicketStatistics, GetTotalRequestStatistics, GetTotalTicketStatistics.

E=4 ESic]

ActionTotal Integer
VerifyTotal Integer
VerifyThroughTotal Integer
VerifylnterceptTotal Integer
TicketTotal Integer
TicketThroughTotal Integer
TicketinterceptTotal Integer

IRIFRE: BR=ItE (It ) BRSEATF

@ik

EREE

wBfE: 0

IERE

=HfE: 0

BEBERE
=HfE: 0

=S E
BIE: 0

ERRREEE
FIE: O

ERBICE
E: 0

EREBEE
HUE: 0

IEIERS
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O BAT

=t bS]

RequestTrend
InterceptPerTrend

TicketCheckTrend

CaptchaTicketDataRes
DescribeCaptchaTicketData &M iREIEIEHEBIES
#WANTIEOSIA: DescribeCaptchaTicketData,

=t ES

TicketAmountArray

TicketThroughArray

TicketinterceptArray
CaptchaUserAllAppid

FRFEAIAPPIDFIR FAZRITR
#WINTF#EOSIM: DescribeCaptchaUserAllAppld.

=t

CaptchaAppld
AppName
TcAppld

Channelinfo

InterceptPerTrendObj
EEEEE%ob]

Array of RequestTrendObj

Array of InterceptPerTrendObj

Array of TicketCheckTrendObj

Array of TicketAmountUnit

Array of TicketThroughUnit

Array of TicketinterceptUnit

ESid

Integer

String

Integer

String

IEIERS

g

EREBE
R WFERATAERE null, RREAFERE,
w~BE: [{"Ftime": "2022-05-14",

EEEESE

ER: WWFRARRE null, RENARERE.
TBIE: [{"Ftime": "2022-05-14",
EiRRIEESE

R FERAEERE null, #REAFERIE,
wBIE: [{"Ftime": "2022-05-14",

]

ERRIESSRE
aBifE: 0

SRS SiRE
BifE: 0

SR =EEERE
BIfE: 0

ik

BEIERSRZAEID
w~BIE: 199999409

MR SR
TBIE: "EFEIRIERS"

R =APPID
BIE: 199999409

HEER
wHIE: "web"

#WINTEOSIA: GetRequestStatistics, GetTicketStatistics, GetTotalRequestStatistics, GetTotalTicketStatistics.

=3

Ftime

RequestinterceptPer

AnswerlnterceptPer

IRIFRE: BR=ItE (It ) BRSEATF

b5

String

Float

Float

R

BHESH
aBIfE: "2022-05-15"

%
FBIE: O

EESEEES
wfiE: 0
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=t

PolicylInterceptPer

IEIERS

s ik
s
Float FOIE: 0

OutputManageMarketingRiskValue

EERIREEIER

#WHINTF#EOSIMA: DescribeCaptchaMiniRiskResult.

E=4 ESic)
Userld String
PostTime Integer

AssociateAccount  String

Userlp String
RiskLevel String
. Array of
RiskType Integer
RceResult

IEIERS PR RCce SR, RceERED

filik

WS 1D, MREAANSE: AccountType 218, *E QQ I OpenlID,
AccountType 2 2 B, MRH{ER OpenID/UnionID,
AccountType £ 4 ¢, SWRFNS,

AccountType 2 8 B, 3 imei. idfa. imeiMD5 5# idfaMD5,
AccountType 2 0 i, MRWSES.

AccountType 2 10004 B, ¥RFHSH MD5.

R WFERATEERE null, FREAZEHE,

EE: "1854132222"

RIERTiENEE, PR (WEHASH) -
& 1740381566

MWRAIANSH, AccountType 2 QQ HHEAMIKSH, AFIRR QQ HNEAFER BXEXISZSESHIKS
Do

R WFERATAEGRE null, RREAEEYE,

TBIE: "5ae3a04b4109"

WBiFE
~BE: "127.0.0.1"

KFE{E pass : TEER
review: EEATHZ
reject: B8, BREER
~BIE: "pass"

KGR, {EEE TEiIEMiRA

JiS=giling

WESERE 1 kSIENFERTEWLTHE, MEEERK, HESIRSERE
S EERS 11 WSIERESEERREER

HRIKS 2 SEtEiEM NS, ERFEETEEMAEEIR

SHUNS 21 IRSERUELEFS, INSETH

RO ENIKS 22 IkSEEEMTH. DHERE . SEEMELTEE
THWS 3 XMW S SHTERIIMEN, BRERIS openid 28
B8 4 2k SEVSNETHEICR

B&8 5 ISaFEHRNZa&RIcR

TRKE

HEIRME 101 FE ipRE/MESERNRERRE

2L IP [BHEEEE 1011 LI IP B&

L IR EMERE 1012 HIIRSERE

Bzt 103 S Bt EiER

MEBRETM 104 25 wxtoken 28, EEBEELY

b7y g

WERE 201 RE ipiRS/HEFEERE. H5iip PIEEAip TS ip B
el IEEWBIPIER 2011 ZHgiiEk IP IEZWSER IP

2L IP 2% 2012 {#H idc #155 ip = ERKIE ip = EREE ip
EAMBER ip 205 1&iskaY IP ik apap ip tehibek ip $RE3HE

ER WFERAEERE null, REEAZIEHE,

~NE: 2

#INTF#EOSIA: DescribeCaptchaRceResult,

IRIFRE: BR=ItE (Ib5R) BRSEAR
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=t

Userld

PostTime
AssociateAccount
Userlp

RiskLevel
RiskType

Constld

Riskinformation

RequestTrendObj

IIESiERESEobj

#anTEOSIA: GetRequestStatistics, GetTicketStatistics, GetTotalRequestStatistics, GetTotalTicketStatistics,

B

Ftime

RequestAction

RequestVerify

RequestThroughput

Requestintercept

TicketAmountUnit

DescribeCaptchaTicketData iZEIRIEIEL

bS]

String

Integer

String

String

String

Array of Integer

String

String

#HaNT#ENOSIA: DescribeCaptchaTicketData.

=t

DateKey

Amount

TicketCheckTrendObj

RIFBRERIEESob)

BNTEOSIA: GetRequestStatistics, GetTicketStatistics, GetTotalRequestStatistics, GetTotalTicketStatistics,

IRIFRE: BR=ItE (It ) BRSEATF

wm

String

Integer

£S5

String

Integer

Integer

Integer

Integer

Wik ik
HFID

RERIEEL

oy

~BlE: 1701070107

WESH

o

FEIE: uoRip_**u

BPRIp

o

w~FE: 127.0.0.1

i 27

iyl

FHIE: review

SR
hiE: 3

iyl

REHE—ID

iyl

~NE: "Ori"

RS RS

iyl

filiR

ERIETE>

~HE: "2022-05-14"

ERE

HUE: 0

Livifl =1

~EHE: 0

HUE: 0

EEE
BIE: 0

ik

BiE
fE: 20210206

ERGTRE
THE: 96

~BIE: oRip_***BIX1ij4Y

aBIE: "model**"

IEIERS
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& S s
rime String 2::}%;?"2022—05—14"
TicketCount Integer iiﬁg‘gﬁ%
TicketThroughput Integer i:ggﬂai
Ticketintercept Integer iﬁ:;a(;i

TicketinterceptUnit
DescribeCaptchaTicketData iRERIEIELEE

#INT#ENA3|M: DescribeCaptchaTicketData,

i xm ik
. Bl
Jelerey String TOIE: 20210206
Intercept Integer ERRIHEHE
wBIE: 97
TicketThroughUnit

DescribeCaptchaTicketData iR BRI RELE

#INT#ENA3|MA: DescribeCaptchaTicketData,
2 B3] ik

AiE)

DateK i
ateKey String FBIE: 20210206

SRGIRET S

Th h |
roug nteger ={IE: 98
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tHIxRTS

EIEEHATE: 2024-12-20 01:09:29

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APHZOKXMK. fig:

{
"Response": {

"Error":

tials

Error i Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter
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