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HTTP iRk X-TC-Action. IB{FREO&M, EFEIUER TextModeration.

Fili]

Action String
HTTP ig®Rk: X-TC-Region. RS, ARIFRFEFEH M EHNEE. MESSROXETBASHEDXTOHSN
Region String - Region AYRAE -
R REROFAREGEZSN, BRONRSRIESERN, HiEEESESMbFaEd.

HTTP iERk: X-TC-Timestamp. Zipi UNIX B/8%, m[icR%&iE APl iERAIEE. 20 1529223702,

Timestamp Integer = HE: NRSESENARSELSHN, 23 EESTHEE.
Version String = :121'_';:1%32% X-TC-Version. Z{ERI AP| RIS . BESSEONEPASLHESH Version RIiRA. %FRENER2020-
HTTP #FESRIAMESLERFER, 510 :

Authorization String =] o
TC3-HMAC-SHA256: #&5ik, BRiEEl%E-.
Credential: Z&&IE, AKID**** £ Secretld; Date & UTC imititiEfIHH, BUEREMARESH X-TC-
Timestamp &8/ UTC tRgEfEIBE—®; service AREFFRSE, EEAMEEHE, NS
cvm.tencentcloudapi.com BEHEFREE cvm. FFERIER tms; tc3_request HEEFFE-
SignedHeaders: 5% &itERILEMER, content-type il host @ik,
Signature: BEERE, itEERE2N SEEF v3 E8TE.

Token Strin = HTTP ig®k: X-TC-Token. B) RLEIERS FTHEZRIGEITZLEIEPA Token, ERARIHER Secretld 1 SecretKey

9 = RHEERAIGREEEIESRN TmpSecretld #1 TmpSecretKey . (ERKAEHARFaEREIL Token FER.
Language String = HTTP ig®Rk: X-TC-Language. IBEEOEEMIES, (NEFEOZHIHEL,

HifE: zh-CN, en-US. zh—-CN BB+, en-US EEHZ .

= AP| ¥ GET #1 POST 53k,
3F GET /5ix, R&¥F content-Type: application/x-www-form-urlencoded WM& .

33F POST Bix, BEIS¥F content-Type: application/json HMMIET.

HEEER POST iR, HABENERHEER, (B GET i5KRASZEF 32 KB LIRAYERE, POST 5Kz
10MB LIRRERE, E/TEFR XI5,

O

ATt Java. Go. Python =l demo, IEEZRAER. EHOANSHEERH. HthiESEE2ET E85E V3-
ERET, ERETETRSBIRSEHRE, LiFRMANBERE AP RONGRSSH,

N

import .nio.charset.Charset;

import .10.0utputStream;

import .io.BufferedReader;

import .1o.InputStreamReader;

import .net .HttpURLConnection;

import .net .URL;

import .nio.charset.StandardCharsets;

import .security.MessageDigest;

import .text.SimpleDateFormat;
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import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TextModeration {
private final static Charset UTF8 = StandardCharsets.UTF_S§;
private final static String SECRET_ID = "";

private final static String SECRET_KEY = "";

private final static String CT_JSON = "application/json;

charset=utf-8";

public static byte[] (byte[] key, String msg) throws
Exception {
Mac mac = Mac. ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key,
()
mac. (secretKeySpec) ;

return mac. (msg.

public static String (String s) throws Exception {
MessageDigest md = MessageDigest. ("SHA-256") ;
byte[] d = md. (s. (UTF'8) ) ;

return DatatypeConverter. (d) . ()

public static void (String[] args) throws Exception {
String service = "tms";
String host = "tms.tencentcloudapi.com";
String region = "ap-guangzhou";
String action = "TextModeration";
String version = "2020-12-29";
String algorithm = "TC3-HMAC-SHA256";

String timestamp String. (System.

SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

sdf. (TimeZone. ("UTC")) ;
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String date = sdf. (new Date (Long. (timestamp +
"000"))) ;

String httpRequestMethod = "POST";
String canonicalUri = "/";
String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json;
charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" +
action. () + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Content\": \"xxxx\",\"BizType\":
\"xxxx\"}";// body&#EAison
String hashedRequestPayload = (payload) ;
String canonicalRequest = httpRequestMethod + "\n" +
canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" +

hashedRequestPayload;

String credentialScope = date + "/" + service + "/" +
"tc3_request";

String hashedCanonicalRequest = (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" +

credentialScope + "\n" + hashedCanonicalRequest;

byte[] secretDate = (("TC3" 4+ SECRET_KEY) .

byte[] secretService (secretDate, service);
byte[] secretSigning (secretService, "tc3_request");
String signature =

DatatypeConverter. (secretSigning,

stringToSign)) . ();

String authorization algorithm + " " + "Credential=" +

SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature="

+ signature;

try {
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URL url = new URL("https://" + host);
HttpURLConnection connection = (HttpURLConnection)
()7

connection. ("POST") ;

connection. ("Authorization",
authorization) ;

connection. ("Content-Type", CT_JSON) ;

connection. ("Host", host);

connection. ("X-TC-Action", action);

connection. ("X-TC-Timestamp", timestamp) ;

connection. ("X-TC-Version", version);

connection. ("X-TC-Region", region);

// Enable input/output streams and write the payload
connection. (true);

OutputStream os = connection. ()7

os. (payload. (UTE'8) ) ;

os. ()

os. ()7

// Get the response
int responseCode = connection. 0);
if (responseCode == 200) {
BufferedReader in = new BufferedReader (new
InputStreamReader (connection. ()));
String inputLine;

StringBuilder response = new StringBuilder () ;

while ((inputlLine = in. ()) !'= null) {

response. (inputLine) ;

()7

// Process the response as needed
System.out. ("Response: " + response.

} else {

// Handle the error response

System.out. ("Error Response Code: "
responseCode) ;

}
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connection.
} catch (Exception e)

e.

Go

package tms

import (
"crypto/hmac"
"crypto/sha256"
"encoding/base64"
"encoding/hex"
"encoding/json"
"fmt"

"io/ioutil"

"net/http"

"strconv"
"strings"

"time"

type textmods struct {

Content string

(s string) string {
:= sha2b6.

return hex.

func (s, key string) string {
hashed := hmac. (sha256.New, [] (key))
hashed.
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return (hashed. (nil))

secretId := "" // ZEBID
secretKey := "" // BB§PKey
host := "tms.tencentcloudapi.com" // EOES
algorithm := "TC3-HMAC-SHA256"

service := "tms"

version := "2020-12-29" // WRAHEEHE
action := "TextModeration"

region := "ap-guangzhou" // ttbizk

var timestamp int64 = time. ().

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"
canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n"

signedHeaders := "content-type;host"

var a = textmods/{

Content: base64.StdEncoding. ("Mt AR
// EONS

b, err := json.
if err !'= nil {
fmt . (err.
return
t
payload := (b)
hashedRequestPayload := (payload)
canonicalRequest := fmt. ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,
canonicalURT,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

// fmt.Println (canonicalRequest)
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// step 2:
date := time.
credentialScope := fmt.
hashedCanonicalRequest :=
string2sign := fmt.
algorithm,
timestamp,
credentialScope,
hashedCanonicalRequest)
// fmt.Println (string2sign)
// step 3: sign string
secretDate :=
secretService
secretSigning
signature := hex.

secretSigning)))

// fmt.Println (signature)

// step 4:
authorization := fmt.
Signature=%s",
algorithm,
secretld,
credentialScope,

signedHeaders,

signature)

:= http.

(payload))
.Header.
.Header.
.Header. ("Host™",
.Header.
.Header.
.Header.
.Header.

resp, err :=

IRIRERE: BR=ITE (1bF) BRSEAE

(timestamp,

(date,

("POST" ,

("Authorization",
("Content-Type",
host)
("X-TC—-Action",
("X-TC-Timestamp",
("X-TC-Version",

("X-TC-Region",

(&http.Client{}) .

build string to sign

0) . () . ("2006-01-02")

("$s/%s/tc3_request", date, service)

(canonicalRequest)

("$s\n%d\n%s\n%s",

"TC3"+secretKey)
(service, secretDate)

("tc3_request", secretService)

([] (

(string2sign,

build authorization

("$s Credential=%s/%s, SignedHeaders=%s,

"https://"+host,

authorization)

charset=utf-8")

"application/json;

action)

strconv. (timestamp, 10))
version)

region)

(req)
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if err != nil {
fmt . (err.
return

t
defer resp.Body.

respByte, _ := ioutil. (resp.Body)

fmt . (respByte))

Python

#!/usr/bin/env python3
# —*— coding:utf-8 —*—

import hashlib

import hmac

import json

import base64

import time

from datetime import datetime

import requests

secret_id = "" 4 ZTEATD

secret_key = "" # EfAKey

service = "tms"

host = "tms.tencentcloudapi.com" # OIS
endpoint = "https://" + host

region = "ap-guangzhou" # bl

version = "2020-12-29" # WRAHEEE
algorithm = "TC3-HMAC-SHA256"

(action, params) :
timestamp = int (time.time ())

day = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%Sm-%d")
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H KKk ko kK Kk ok ok kK 53% ¢ i#?%iﬂﬁi%*% Kk Kk Kk ok k& Kk ok ok Kk ok
http_request_method = "POST"
canonical_url = "/"
canonical_qguerystring = ""
ct = "application/json; charset=utf-8"
payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256 (payload.encode ("utf-
8")) .hexdigest ()
canonical_request = (
http_request_method
+ "\n"
+ canonical_url
+ "\n"
canonical_querystring
m\ "
canonical_ headers
m\ "
signed_headers
m\ "
hashed_request_payload
)

# print (canonical_request)

# xkkkkkkxkxkkx JEIE o HEEEEESESITABEER ko kok ko ok ok ok kok kK

credential_scope = day + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (
canonical_request.encode ("utf-8")
) .hexdigest ()
string_to_sign = (
algorithm
+ "\n"
+ str (timestamp)
+ "\n"
credential_scope
m\pn

hashed_canonical_request
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# print (string_to_sign)

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), day)
secret_service = sign (secret_date, service)
secret_signing = sign (secret_service, "tc3_request")
signature = hmac.new (

secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256
) .hexdigest ()

# print (signature)

# o xkxkkkkxkxkxx JEIE 41 HEEE Authorization ***kxxkkkkkkx
authorization = (
algorithm
+ onow
+ "Credential="
secret_id
n/n

credential_scope

" n
4

"SignedHeaders="

signed_headers

" n
4

"Signature="
signature
)

# print (authorization)

headers = {
"Authorization": authorization,
"Content-Type": "application/json; charset=utf-8",
"Host": host,
"X-TC-Action": action,
"X-TC-Timestamp": str (timestamp),
"X-TC-Version": version,

"X-TC-Region": region,

# BIEIER

resp = requests.post (url=endpoint, data=payload, headers=headers)
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return resp

+ ITEEBRERL
def (key, msqg):

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

(params) :
action = "TextModeration"

resp = do_action(action, params)

return resp.text

params = |[]

content = "" # EOS#

bdcontent = base64.b6dencode (content.encode ()) .decode ()
params = {"BizType": "default", "Content": bdcontent}
resp = image_detect (params)

print (resp)

PHP

<?php

/ /AR RIRKdemo
// EANS
>Content="";

SBizType="";

Stime= () ;

SNonce= () ;

SAction='TextModeration'; // EORR
SVersion='2020-12-29"';

SRegion="'ap—-guangzhou';
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/ /ARYBSEFRRERIES secretId Fl secretkey
SSecretId="";

SsecretKey="'";

Y553 O
Sparam|["Nonce"] = S$SNonce;
Sparam|["Timestamp"] = $time;
Sparam|["Region"] = SRegion;
Sparam["SecretId"] = $Secretld;
Sparam|["Action"] = SAction;
Sparam["Version"] = S$Version;
Sparam["Content"] = S$SContent;
Sparam|["BizType"] = S$BizType;
(Sparam) ;

SsignStr = "POSTtms.tencentcloudapi.com/?";
foreach ( $param as S$key => Svalue ) A

SsignStr = $signStr . $key . "=" . Svalue . "&";
t
SsignStr = (SsignStr, =) g
Ssignature = ( ("shal", $signStr, SsecretKey,

true));

//$signature=urlencode ($signature) ; //MEEBERHMAFGurlencode

/ /POSTERE

Spost_data = array (
'"Action' => $Action,
'"Nonce' =>S$SNonce,
'SecretId'=>$Secretld,
'Signature'=>$signature, //&8R
'Content' =>$Content,
'BizType' =>$BizType,
'Region' =>SRegion,
'Timestamp' =>$time,
'Version' =>$Version,

) ;
//POSTIER

Surl="https://tms.tencentcloudapi.com/"';

Squery = (Spost_data) ;
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O BRE

Soptions = array (
'http' => array(
'method' => 'POST',

'header' => 'Content-type:application/x-www—form-urlencoded’,

'content' => S$Squery,

'timeout' => 15 * 60 // ¥BAIAYIE (EAfZ:s)

Sdata_arr['signature']=$signature;

('content-type:application/json');

TS
BEUTESAMAEIRG, SRBIRERLE,

FHIRE HIRTHIR

«HYr

AuthFailure.Signature
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NotFound FFo
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AuthFailure.TokenFail

IGATIES Token $Bix.
ure

AuthFailure.lnvalidSe
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NE)

import .tencentcloudapi.common.Credential;

import .tencentcloudapi.common.profile.ClientProfile;

import .tencentcloudapi.common.profile.HttpProfile;

import .tencentcloudapi.common.exception.TencentCloudSDKException;
import .tencentcloudapi.tms.v20201229.TmsClient;

import .tencentcloudapi.tms.v20201229.models.*;

public class TextModeration
{
public static void (String [] args) {

try{
/) EHE—MNENR, ASTEEANBAZWR secret1d

SecretKey, LA RS B AT AR

// KEIBHEERIRER B secretId ll secretkey itEE, HREMWKS THREE
RRIZ2E. UTREBRANMSE, BNEKAERENGKERRR, FER
https://cloud.tencent.com/document /product/1278/85305

// BRAmIEENERS

https://console.cloud.tencent.com/cam/capi H{TIREY

Credential cred = new Credential ("SecretId", "SecretKey");

// EFE— P heepiEIR, AIERY, RBEHRERALbE
HttpProfile httpProfile = new HttpProfile();

httpProfile. ("tms.tencentcloudapi.com") ;

// SEFHE—Aclient &I, BIERY, RBERFRERAILABLS

ClientProfile clientProfile = new ClientProfile();
clientProfile. (httpProfile);
// EFEEIERFERAIclientWR, clientProfileEafiEl
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TmsClient client = new TmsClient (cred, "ap—-guangzhou"
clientProfile);

/) EFHE—MERIIR, BMEOBEWN— M request WHR

TextModerationRequest reqg = new TextModerationRequest () ;

req. ("5Yqg5b6uSL+h") ;

req. ("default");
IBEYrespB— P TextModerat ionResponseclISEH, SiERITRITMN

TextModerationResponse resp = client.TextModeration (req);

// B sontEVAIF R EIE

System.out. (TextModerationResponse.
} catch (TencentCloudSDKException e) {

System.out. (e. ());

Go

package main

import (

" fmt "

"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/errors"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/profile"
tms "github.com/tencentcloud/tencentcloud-sdk-—
go/tencentcloud/tms/v20201229"
)

0 A

// EFHE—MANENRR, ASEEEANBINZMWR secret1d #l SecretKey, LE&k
EREE AN RIRE

// KEIBHEETIRES S secretId Fll secretKey lEE, FEMWS FREZEIRN
Z2l, UTRBERARMESE, BINRAERENGKRERENR, TSR
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// ZBEARIRIEFERIZEFIS https://console.cloud.tencent.com/cam/capi

credential := common.

"SecretId",

"SecretKey"
)
// SEfHE—A clienti®ElR, Hi%RY, KBEIEHBERTLABI
cpf := profile. ()
cpf.HttpProfile.Endpoint = "tms.tencentcloudapi.com"
// EFEEBERERAclient R, clientProfile A%

client, _ := tms. (credential, "ap—-guangzhou", cpf)

// EHE—TIBRMR, BMEOBEIH— M request R

request := tms. @)

request.Content common. ("5Ygg5b6uSL+h")

request .BizType common . ("default")

// BB resp@—TextModerationResponsehISEHl, SiERITIRITRM
response, err := client. (request)
if _, ok := err. (*errors.TencentCloudSDKError); ok {
fmt . ("An API error has returned: %s", err)
return
t
if err !'= nil {
(err)
t
// Btk sontENBIFFF RO

fmt . ("%s", response.

Python

import json
from tencentcloud.common import credential
from tencentcloud.common.profile.client_profile import ClientProfile

from tencentcloud.common.profile.http_profile import HttpProfile

IRIRERE: BR=ITE (1bF) BRSEAE
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from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException
from tencentcloud.tms.v20201229 import tms_client, models
try:

# EFHE—MNENR, ASTEEANBNZWR secretid Ml Secretkey, UEIERFE
EEAMAIRE

# EIEMHEETTRESSE SecretId fl secretkey MtEE, HEMIKS FTHREERENRES
o UTRBRAIESE, BIRAERENHERERSER, 2R
https://cloud.tencent.com/document /product/1278/85305

ZHARIFEMEFRIS https://console.cloud.tencent.com/cam/capi H{TIK

EY

cred = credential.Credential ("SecretId", "SecretKey")

# SEFME— P htepikIR, AERY, RBEHRERETUNE

httpProfile = HttpProfile ()

httpProfile.endpoint = "tms.tencentcloudapi.com"

# SEFME—clienti®lN, BIEAY, RERHFRREILABLS
clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile

# LHHEEBKR=mAIclientIIR, clientProfileBAiER

client = tms_client.TmsClient (cred, "ap-guangzhou", clientProfile)

# SEFE—MBERIR, BMEOMBEXH— P request R
reqg = models.TextModerationRequest ()
params = {

"Content": "5Ygg5b6ubL+h",

"BizType": "default"

}

req.from_ json_string(json.dumps (params))

# IREIfYrespE— 1 TextModerationResponselISLHll, SiEKRITRITM
resp = client.TextModeration (req)
# faith 5 soniBRIFHFHREIE

print (resp.to_json_string())

except TencentCloudSDKException as err:

print (err)

e
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O BAT

XEABRRE

SDK REZFRRiErrE?
SDK EARIAGEEEE, MIELE, BPEREANRE. IREEEY, AL 5% SDK €F MItMERA.

F4HRR

import com.tencentcloudapi.
import com.tencentcloudapi.

/! SAFRNT@ERNCclient
import com.tencentcloudapi.

common.Credential; 2
common.exception.TencentCloudSDKException;

cvm.v20170312.CvmClient;

// SABBREONMMNrequest response

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

/ISR E %

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

cvm.v20170312.models.DescribeInstancesRequest;
cvm.v20170312.models.DescribeInstancesResponse;
cvm.v20170312.models.Filter;

common.profile.ClientProfile;
common.profile.HttpProfile;
common.profile.Language;

public class DescribeInstances {
public static void main(String[] args) {

try {

/! EPE—TAENR, ASBEEAMAZIKF Secretld, SecretKey.
// ATRIPEHEZZ, BUREEREEMREEPHEREXMR, ASEAXRIIEEET.
// BREBEHIRBPHIEMAISEENRE, AR2RE, HTHEE.

// Credential cred = new Credential("SecretId", "SecretKey");

Credential cred =

new Credential(System.getenv("TENCENTCLOUD_SECRET_ID"), System.getenv

/! EFE—ThttpiEl, BIER, REFHREREILANT
HttpProfile httpProfile = new HttpProfile();
// M3.0.96REAFFE, SMieE HTTP 2

// httpProfile.
// httpProfile.

setProxyHost (" HL{{Eip");
setProxyPort ( ESCCERINO) ;

httpProfile.setRegMethod ("GET"); // getifisR (FAiABpostifiR)

httpProfile.setConnTimeout(30); // BREZBEETE, SO0 (EIA60T)
httpProfile.setWriteTimeout(30); // RESABHEE, 24008 (EiA0F)
httpProfile.setReadTimeout(30); // iREREVEHIEIE, BA0E (ERIA0K)

httpProfile.setEndpoint (" cvm.ap-shanghai.tencentcloudapi.com'); 7/ TeEiE At (EAmL

SHEREEILHA— Client?
SDK BRiFZisgizns, ALRSESMEREREE— Client Ri#t{TiER.
R ERS R ERRE?

BRIRARE, EREOSREESMERY (QPS) MFHLE, XHFEOMKIAA100QPS, ENEFIFRtBIZHIFHA
#, ERhXsEETRELEAPISENLERD, SEEREW,

IRIFRE: BR=ItE (It ) BRSEATF
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%) itz
A REIE

SiziEd LIRS RS APl NG, TGS TARSIEARSENIRS EEENKI .

- IN A

% Response EI1£i8F “Error” FREIEEIREWSZSE, WiKEA TMS EOEARKD, REIUNTRR:

"Response": {
"DataId": "123",
"Extra": "xx",
"BizType": "0",
"RiskDetails": [

{

"Level": 2,

"Label": "RiskAccount"

1y
"DetailResults": [

{
"LibName": "Porn",
"Score": 72,
"Label": "Porn",
"LibId": "12",
"Suggestion": "Review",
"Keywords": [

n S

1y
"LibType": O

"LibName": "Porn",
"Score": O,

"Label": "",

"LibId": "1",
"Suggestion": "Block"

"Keywords": [

IRIFRE: BR=IE (16F) BREEAR 5525 #136™]




"LibType":

Iy
"Label": "Ad",

"Score": 87,
"RequestId": "x2123-123123-123",
"Suggestion": "Block",

"Keywords": [

"INEIFR, BIRRINES"

AWM

& Response E&R3 “Error” FE, MiKBBEAEY, LATH signature BRISEMAIZRE]:

"Response": {
"Error": {
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated.
Please check your signature is correct."

by
"RequestId": "ed93f3cb-£f35e-473f-b9£f3-0d451b8b79ce"

Edh Error Y Code EFREIRIB, Message {REIZNEMMEE, #EESR HIRG .
WMBMBEEECIZNBIRERE, oLl 2R T8 BRERARTEG, EIS7 24/ iIuRFNfERENE,
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https://console.cloud.tencent.com/workorder/category

@ Hﬁ\fﬂﬁ XERERSE

S RhREEEEAES
APliEAE5]

miEEFRAYE: 2026-09-08 17:18:33

Bz APl 238 MEREITESHIE, AFPERFRE AP EAEEFERRLEE, SSENTENERH#ITE
& (Signature) , BNERBBZELHSHP, BEEZERERHIUEENHFRIMSNLXER, UTHREE
B4R APl EOXESHLAR V3ERBHiE.

API 3t

2 BRASEE #ONXHE, THRIEK API TRENAHSH ., 8. EOBABEHSHE,

ARBH

)\

AHSYRATHAAPMEOZEZNSH, AP EONEEFSRTAHSHRNE, E&XIER API BEEEE
XESH, FREERIERFRK,

oY

BAZRZE V1. VIEMESFR, BEERESRE VIHEESR, B85 V3 (Fi#iHJs TC3-HMAC-
SHA256 ) HHILER A VIERSE, IFEXANERE, H POST JSON #8zh, HaEE—ERH .

it
1t

“
=
“>
=

BLRIERD, BBER API Explorer iy “EZBER" 88, EIFEZIREAN “API1 3.0 BE V3" , TJLIER
BERTEHTIIE,
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O BAT

ImageModeration

I=3
ims 2020-12-29 EAPIIE ek

[&15E ]

fABEs A4ER  EHEREM  BHUE  EERE EEMUE HEs

XEABRRE

@D - ERERERFNEARERE, FABIESREPEERIY
AU S IfEfAccess Keys, X{SAIIKSRER(E. BEBEMN
» REFERNEBERE, OB THRIREN, BERTAS NI
DERERREE AR, ERIFSETRERE, BUGFRRRE APIBOEEWAT FTHNEMER 2, ARSUPOSTRARAZNY, ERHTHRRE, NESFRTARE, SENERE—TIUBIPOSTIRRMHZURL, SEFTNE B (83
KRS TREAFENE, BRIRME
$8 A\ SecretldflSecretKey
EBEN -
BT A% T SecretldflSecretkey# {7341l TEFHE 2
Secretld
HABH m
Region © SecretKey
LB (M) ap-guangzhou v 7/ s
BUBABR
Json BHEE B
BizType (1) [#] @ @ Timestamp
iRkl [
Datald (%) [#] @ @ Token
11 Q
FileContent (715) [#] @ ® TR
POST -
FileUrt (12 [#] @ ©
m o EnEE
Interval (:£4) [#] @ @
ERERER
MaxFrames (i) [#] @ © ® ERMIE
BB R TR AL B

 User (22 [#] @

{"BizType":"111","DataId":"111", "FileContent":"111"}

ERERGIE V3 I, ARSHFER—ME HTTP Header i5RLEh, NITFERMAR:

SHEM R WIE
Action String =
Region String -
Timestamp Integer =
Version String =
Authorization String =
Token String &
Language String &

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

HTTP i&ksk: X-TC-Action. E{ERIEOEHR, ZFBRIEN ImageModeration.

HTTP i&ksk: X-TC-Region. ithiie%, ARIFRFESEE b EMEIE. MESSEONEPEANSHEDRTARSY

Region RA3RER.

R RUSOARRERRSH, BOMERSTUILNENE, LNAEERRSHERaEN.

HTTP i&Kk: X-TC-Timestamp. a1 UNIX BiglE, SlicR&i APliEREETiE.
R MRSESRNDESEESH, SSIEESURER.

N 1529223702,

HTTP i#&Ksk: X-TC-Version. #{ERI API f9iEZ . BUESSROMEPASARSY Version RiRME. ZFEIERA

2020-12-29,

HTTP RS HAELEPFE, Fii:

TC3-HMAC-SHAZ56

i1al

=AKID**** /Date/service/tc3_request,

SignedHeaders

=content-type

shost, Signature=feSf80f77difailbecall3B8a248ff027d0445342fe2855ddc963
Hrp,

» TC3-HMAC-SHA256: E&%i%, BriEENZE.

= Credential: E&%it.

» AKI

P =]

£ Secretld.

176630326£1024

» Date 2 UTC fRERENERE, BUEFEMALSY X-TC-Timestamp BER UTC RiEEiaAE—5 .
» service HEAFFRS, EEAEEHSE, fNESE cvm.tencentcloudapi.com EREFREE cvm. FFREER

ims.
» tc3_request ABEFHFR.
» SignedHeaders: £5%&it8MLEMES, content-type 1 host A@ikLaR.
» Signature: EEHE, (HEIEHEN B8EF V3 EEIE.

HTTP igksk: X-TC-Token. B} ££FiERS FREvAZMIGRZEEERN Token, ERHER SecretlD 1 SecretKey
RUEEE AR R FIEPA TmpSecretld §l TmpSecretKey . ERIKHEAIFEEREL Token 2.

HTTP i&ksk: X-TC-Language. JEERORENIES, (NETEOZBIES.
H{&E: zh-CN, en-US. zh—-CNiEE®3Z, en-US EEIZE .
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O BT

= AP| ¥ GET #1 POST 53k,
3F GET Bix, R&¥F content-Type: application/x-www-form-urlencoded WM& .

33F POST Bi%, BEIXIF content-Type: application/json WM& .

HEE(ER POST iBK, EWBENERHALER, (B GET i5RIHF 32 KB LIRRNIERE, POST iK%z
10MB LIRRERE, E|REREFR X5,

O

AT/ Java. Go. Python. PHP =5l demo, IEEZREE. #ONSHENEH, HESEESE £85%
V3-EZER, BRETECRSHRSELTE, EERBRBERE AP ZOXERS2H .

NEYVE]
import okhttp3.*;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.IOException;

import java.nio.charset.StandardCharsets;
import java.security.InvalidKeyException;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

public class ImageModeration {
public static void (String[] args) throws IOException,

NoSuchAlgorithmException, InvalidKeyException {

// EHE—DINERR, NSTFEERANEBRZWR secret1d Fl SecretKey, Ltk
R E S AR AR

// KEIBHERIRER S secretId Fll secretkey lEE, HEMKS FTRRAEXRIEMN
Z2t, UTRBERMNESE, BIKAERENHEIKERRN, B2l
https://cloud.tencent.com/document /product/1278/85305

// ZSARBIFEMERIS https://console.cloud.tencent.com/cam/capi

String secretId = "SecretId";
String secretKey = "SecretKey";
String service = "ims"

String version = "2020-12-29";

IRIFRE: BR=IE (16F) BREEAR 5829 #H136™
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https://cloud.tencent.com/document/api/1125/53278#.E7.AD.BE.E5.90.8D.E6.BC.94.E7.A4.BA
https://cloud.tencent.com/document/api/1125/53278#.E7.AD.BE.E5.90.8D.E6.BC.94.E7.A4.BA

String action = "ImageModeration";

String region = "ap-guangzhou";

:

// BESHIERE BizType Fl FileUrl

String bizType = "default";
String fileUrl = "http://example.com/image.jpg"; // B 9 SEFRAYSL

String body (bizType, fileUrl);

String resp (secretlId, secretKey, service, version,
body, region);

System.out. (resp) ;

// singleton client for connection reuse and better performance

private static final OkHttpClient client = new OkHttpClient () ;

public static String (
String secretId, String secretKey,
String service, String version, String action,
String body, String region

) throws IOException, NoSuchAlgorithmException, InvalidKeyException

Request request = (secretId, secretKey, service,

version, action, body, region);

System.out. (request. + request. ());
System.out. (request.

System.out. (body) ;

Response response = client.

return response. () .

public static Request (
String secretId, String secretKey,
String service, String version, String action,
String body, String region

) throws NoSuchAlgorithmException, InvalidKeyException {
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String host = "ims.tencentcloudapi.com";
String endpoint = "https://" + host;
String contentType = "application/Jjson; charset=utf-8";
String timestamp = String. (System.
1000) ;
String auth = (secretld, secretKey, host, contentType,
timestamp, body) ;
return new Request.Builder ()
("Host", host)
("X-TC-Timestamp", timestamp)
("X-TC-Version", version)
("X-TC—-Action", action)
("X-TC-Region", region)
("X-TC-RequestClient", "SDK_JAVA_BRAREBONE")
("Authorization", auth)
(endpoint)

(RequestBody. (MediaType. (contentType) ,

();

private static String (
String secretId, String secretKey, String host, String
contentType,
String timestamp, String body
) throws NoSuchAlgorithmException, InvalidKeyException {
String canonicalUri = "/";
String canonicalQueryString = "";

String canonicalHeaders = "content-type:" + contentType +

"\nhost:" + host + "\n";

String signedHeaders = "content-type;host";

String hashedRequestPayload =
(body. (StandardCharsets.UTF_8)) ;
String canonicalRequest = "POST"
+ "\n"
+ canonicalUri
m\ "
canonicalQueryString

"\n"
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canonicalHeaders

m\pn

signedHeaders

m\pn
hashedRequestPayload;

SimpleDateFormat sdf

new SimpleDateFormat ("yyyy—-MM-dd") ;

sdf. (TimeZone. ("UTC")) ;

String date = sdf. (new Date (Long. (timestamp +

"000")));

String service = host. ("\\.") [0];

String credentialScope = date + "/" + service + "/" +
"tc3_request";

String hashedCanonicalRequest =

(canonicalRequest. (StandardCharsets.UTF_8)) ;
String stringToSign =
"TC3-HMAC-SHA256\n" + timestamp + "\n" + credentialScope

+ "\n" + hashedCanonicalRequest;

byte[] secretDate = (("TC3" +
secretKey) . (StandardCharsets.UTF_8), date);
byte[] secretService (secretDate, service);
byte[] secretSigning (secretService, "tc3_request");
String signature =
(secretSigning,
stringToSign)) . ();
return "TC3-HMAC-SHA256 "
+ "Credential="
+ secretId
m/m

credentialScope

n n
14

"SignedHeaders="

signedHeaders

n n
14

"Signature="

signature;
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public static String
NoSuchAlgorithmException {
MessageDigest md;
md = MessageDigest. ("SHA-256") ;
byte[] d = md. (b) ;

return (d) . (O

private static final char[] hexCode =

"0123456789ABCDEF" . ()

public static String (byte[] data) {
StringBuilder r = new StringBuilder (data.length * 2);
for (byte b : data) {
r. (hexCode[ (b >> 4) & O0xF]);
r. (hexCode[ (b & O0xF)1]);
}

return r. )z

public static byte[] (byte[] key, String msg) throws
NoSuchAlgorithmException, InvalidKeyException {
Mac mac = Mac. ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key,
()

mac. (secretKeySpec) ;

return mac. (msg. (StandardCharsets.UTF_8)) ;

// CIBERIFRISGIE

public static String (String bizType, String

fileUrl) {

return String. ("{\"BizType\":\"%s\",\"FileUrl\":\"%$s\"}",
bizType, fileUrl);
}
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package ims

import (
"bytes"
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"encoding/json"
"fmt"
"log"
"net/http"
"strconv"
"strings"

"time"

// EMBRESHRIEIF

type Payload struct {

BizType string "~ json:"BizType"®

FileUrl string "~ json:"FileUrl"®

(s string) string {
:= sha2b6.

return hex.

func (s, key string) string
hashed := hmac. (sha256.New, []
hashed.

return

()

service

L

ims"

version := "2020-12-29"
action := "ImageModeration"

region := "ap—-guangzhou"
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/] EFE—MANERR, ASFEEANBRZWR secretT1d 1 SecretKey, WANE
TEZ AN HIRE
// RIBHEERIRER S secretId #l secretkey lEE, HEMKS FTHAERIRINRZS
. UTFRBRERESE, BIRAELZLNAREREH, 520

https://cloud.tencent.com/document /product/1278/85305

==

// AN EREHIS https://console.cloud.tencent.com/cam/capi H{TIK

HY
secretId := "SecretId"
secretKey := "SecretKey"
host := "ims.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"

var timestamp = time. () . ()

)] kxxkkxkrakrax SEIE 11 HHEMITEIEIRER *rrrrr ok rkkxk

httpRequestMethod := "POST"

canonicalURI := "/"

canonicalQueryString := ""

contentType := "application/Jjson; charset=utf-8"

canonicalHeaders := fmt. ("content-type:%s\nhost:%s\nx-tc-
action:%s\n",

contentType, host, strings. (action))

signedHeaders := "content-type;host;x-tc-action"

// BIBAERESH
payloadData := Payload{
BizType: "default",
FileUrl: "http://example.com/image.jpg", // XEBEMASEFRAINE URL

// $8payloaddmii/a JSON
payloadBytes, err := json. (payloadData)
if err !'= nil {
log. ("Error marshaling payload: %v", err)

t
payload := (payloadBytes)

hashedRequestPayload := (payload)
canonicalRequest := fmt. ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURT,

IRIFRE: BR=IE (16F) BREEAR 5535 #136™:




canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

// log.Println (canonicalRequest)

)] kxxkkakkakxax SEIE o1 HHEEESEO SRR ook kok ko kR Ak Rk
date := time. (timestamp, O0). (). ("2006-01-02")
credentialScope := fmt. ("$s/%s/tc3_request", date, service)
hashedCanonicalRequest := (canonicalRequest)
string2sign := fmt. ("%$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

// log.Println(string2sign)

[/ Kxxkxkkkkxokxk LBUBE 31 JFEFBEST ok kok ok ok ok okok kok ok ok

secretDate := (date, "TC3"+secretKey)

secretService : (service, secretDate)

secretSigning : ("tc3_request", secretService)

signature := hex. ([] ( (string2sign,
secretSigning)))

// log.Println (signature)

[/ Fxxkxkxxkkxkxx ZEUER 41 HEEE Authorization **x**kkxkkkkx
authorization := fmt. ("$s Credential=%s/%s, SignedHeaders=%s,
Signature=%s",
algorithm,
secretld,
credentialScope,
signedHeaders,

signature)

// log.Println (authorization)

/) Fxxkxkxxkxxkxk LEUR o1 MIEFFEFCIETR * ok xkkkokkok koo

url := "https://" + host

httpRequest, _ := http. ("POST", url,
bytes. (payloadBytes) )
httpRequest.Header = map[string] []string{
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"Host": {host},
"X-TC—-Action": {action},
"X-TC-Version": {version},
"X-TC-Timestamp": {strconv. (timestamp, 10)},
"Content-Type": {contentType},
"Authorization": {authorization},
t
if region != "" {
httpRequest.Header ["X-TC-Region"] = []string{region}
t
httpClient := http.Client{}
resp, err := httpClient. (httpRequest)
if err !'= nil {
log. (err)
return
t
defer resp.Body. @)
body := &bytes.Buffer{}
_, err = body. (resp.Body)
if err !'= nil {
log. (err)

return

Python

#!/usr/bin/env python3
# —*— coding:utf-8 —*—
import hashlib

import hmac

import json

import time

import datetime

import requests
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# EHUE—DINENR, NSEEEANBRAZWF secret1d Fl Secretkey, WEFEEEH
TANTRIRES
# IBMEATRESH secret1d Fl secretkey iFE, HEMKS TAHRAERRNEEM. L
TRBRAESE, BIRAERZEMNARERENR, 50
https://cloud.tencent.com/document /product/1278/85305

ZiAn)EIEEMIZEIS https://console.cloud.tencent.com/cam/capi H{TIREL

secret_id = "SecretId"

secret_key = "SecretKey"

service = "ims"

host = "ims.tencentcloudapi.com" # }%Diﬁg
action = "ImageModeration" # ¥EOR
endpoint = "https://" + host

region = "ap-guangzhou" # Hiiay

version = "2020-12-29" # WRAAEEE
algorithm = "TC3-HMAC-SHA256"

(params) :
timestamp = int (time.time ())
day = datetime.datetime.fromtimestamp (timestamp,
datetime.timezone.utc) .strftime (

"SY-Sm-%d"

-l-l-\gE

H KKk Kok kK Kk ok ok ok ok 53% ¢ ﬁ'ﬂgﬂuBlﬁ;k$ Kk Kk Kk k ok ok k ok ok Kk ok
http_request_method = "POST"
canonical_url = "/"
canonical_qguerystring = ""
ct = "application/json; charset=utf-8"
payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256 (payload.encode ("utf-
8")) .hexdigest ()
canonical_request = (
http_request_method
+ "\n"

+ canonical_url
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m\pn
canonical_querystring
m\pn
canonical_ headers
m\pn
signed_headers
m\pn
hashed_request_payload
)

# print (canonical_request)

H KKk Kok kK Kk ok ok ok ok 53% 20 ﬁ-ﬂ%ﬁ%g?f?% Kk Kk ok Kk ok ok ok ok ok ok k
credential_scope = day + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (
canonical_request.encode ("utf-8")
) .hexdigest ()
string_to_sign = (
algorithm
+ "\n"
+ str (timestamp)
+ "\n"
credential_scope
m\pn

hashed_canonical_request

# print (string_to_sign)

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), day)
secret_service = sign (secret_date, service)
secret_signing = sign (secret_service, "tc3_request")
signature = hmac.new (

secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256
) .hexdigest ()

# print (signature)

# o xkxkkkkxkxkkx JEIE 40 HEEE Authorization ***kxxkkkkkkx

authorization = (
algorithm

+ n n

IRIFRE: BR=IE (16F) BREEAR 5539 #136™:




"Credential="
secret_id
H/H

credential_scope

n n
4

"SignedHeaders="

signed_headers

n n
4

"Signature="
signature
)

# print (authorization)

headers = {
"Authorization": authorization,
"Content-Type": "application/json; charset=utf-8",
"Host": host,
"X-TC-Action": action,
"X-TC-Timestamp": str (timestamp),
"X-TC-Version": version,

"X-TC-Region": region,

# BIEFRKR
resp = requests.post (url=endpoint, data=payload, headers=headers)

return resp.text

# TEEREERL

def (key, msgqg) :

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

n

if name == main

file_url = "http://example.com/image.jpg" # XEBERASEFRINE URL

LI

params = {"BizType": "default", "FileUrl": file_url}

resp = do_action (params)

print (resp)
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PHP

<?php

function sign (Skey, Smsg) {

return ("sha256", S$Smsg, S$key, true);

function sendRequest ($secret_id, $secret_key, $biz_type, S$file_url,
Sreq_region = "ap-guangzhou") {

/1 EXHRSZER

Sservice = "ims";

Shost = "ims.tencentcloudapi.

Sversion = "2020-12-29";

Saction = "ImageModeration";

Sendpoint = "https://ims.tencentcloudapi.com";

Salgorithm = "TC3-HMAC-SHA256";

Stimestamp () ;

Sdate = ("Y-m—-d", Stimestamp) ;

// ¥8i& payload

Spayload_data = [
"BizType" => S$biz_type,
"FileUrl" => S$file_url
17
Spayload = (Spayload_data) ;

[ ] KKK KKK KKKk K Kk '559% qc ;#E*m;ﬁi%*% Kk Kk ok k ok kK ok ok ok ok ok

Shttp_request_method = "POST";

Scanonical_uri = "/";

Scanonical_querystring = "";

Sct = "application/json; charset=utf-8";

Scanonical_headers = "content-type:".Sct."\nhost:".Shost."\nx-tc—
action:". (Saction) ."\n";

Ssigned_headers = "content-type;host;x-tc-action";

Shashed_request_payload = ("sha256", Spayload);

Scanonical_request =
"Shttp_request_method\n$canonical_uri\n$canonical_querystring\n$Scanonica

1_headers\nS$Ssigned_headers\nShashed_request_payload";
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[/ Kxxkxkkkkxkxk JEUER o HEEIRSESFEABEER ok kok kok ok ok ok ok ok kK
Scredential_scope = "S$date/S$service/tc3_request";
Shashed_canonical_request = ("sha256", S$canonical_request);
Sstring_to_sign =

"Salgorithm\n$timestamp\n$Scredential_scope\nS$hashed_canonical_request";

[/ Kxxkxkkkkxokxk LBUBE 31 JFEFBEST ok kok ok kokokok kok ok ok Kk

Ssecret_date = ("TC3".Ssecret_key, Sdate);
Ssecret _service = (Ssecret_date, S$service);
Ssecret_signing (Ssecret_service, "tc3_request");

Ssignature = ("sha256", $string_to_sign, S$secret_signing);

[/ *xxkxkxxkkxkxx ZEUR 41 HEEE Authorization **x**kkxkkkkx
Sauthorization = "Salgorithm
Credential=$secret_id/$credential_scope, SignedHeaders=$signed_headers,

Signature=$signature";

/) Fxxkxkxxkxxkxk LEUR o1 MIEFFEFCIETR *xokxkokkokkok koo
Sheaders = |
"Authorization" => S$Sauthorization,
"Content-Type" => "application/json; charset=utf-8",
"Host" => Shost,
"X-TC—Action" => Saction,
"X-TC-Timestamp" => Stimestamp,
"X-TC-Version" => S$version
17
if (Sreqg_region) {

Sheaders ["X-TC-Region"] = Sreq region;

() s
($Sch, CURLOPT_URL, S$endpoint);
(Sch, CURLOPT_POST, true);
(Sch, CURLOPT_POSTFIELDS, Spayload);
($ch, CURLOPT_HTTPHEADER, (function ($k,
{ return "Sk: Sv"; 1}, (Sheaders), Sheaders));
($ch, CURLOPT_RETURNTRANSFER, true);

Sresponse = (Sch) ;
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if ($Sresponse === FALSE) {

throw new Exception (

($ch);

return S$response;
} catch (Exception Serr) {

echo 'Curl error: ' . Serr—>

// {ERG
Sbiz_type "default";
Sfile url "http://example.com/image.jpg"; // XEBERAEEFRINE URL

try {

/] EFE—MANENIR, ASFEEANBRAZWR secret1d 1 SecretKey, WANE
AN RIRE

// RIBHETREESSE secret1d Ml secretkey i, HEMKS FTHREZENES
o UTRBRAIESE, BIRAERENHERERRR, 2R
https://cloud.tencent.com/document /product/1278/85305

// ZSANIBIEEMEHIS https://console.cloud.tencent.com/cam/capi H{TIK
EY

Sresponse = ("SecretId", "SecretKey", Sbiz_type,
Sfile_url);

echo S$response;
} catch (Exception Serr) {

echo Serr—> (O

o=t S

FHEUTERXWAIEIR, BIRIESCIRERGE,

Hix03 HiRTHIR

AuthFailure.Sign

. HFEBTH, Timestamp SRSJ[IEWEETRUFEHEERSEIRSH.
atureExpire
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® E%EHE XEABRRE

AuthFailure.Secr

BIHAEE. 52 £Hs EEFIAREHER, 28V EHTERRES T
etldNotFound

AuthFailure.Sign BREIR. THEESITEER, EEIS5IFRENABTFEGS, tbEIsE
atureFailure 2 %48 SecretKey {BIRSHEI.

AuthFailure.Tok

] IEAFHES Token &iR.
enFailure

AuthFailure.Inval

w5 3 =1 TRER SR
idSecretld Z$AiE% (2= APl AR ) ,
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https://console.cloud.tencent.com/cam/capi

O BAT
SDK EANgS|

IEEHAYE: 2026-09-08 17:18:33

HEERBNET AP BBER 7 MERNRIEES SDK, EEHRTESMERIE, AARAIABXE~T MR
BixizOE,

API 3t

2% BRAEEE EOXE, TREEERNSH.

SDK {EFisAA

= API 3.0 Rt TEREMNARIESE (SDK) , XIFBSMRIZES, HWEHE, stEHERNER API, X
Python. Java. PHP. Go. NodeJS. .NET. C++,
BiES SDK ERRIATTESE X, NMAKBIREURZRIESE,

BINRERRARN SDK, BNnliEREO, BA=iZMT API Explorer AIfE&ER, FEALIRESERE SDK
ERREUEE, LA Java. Python. Golang R=f5IiIM API Explorer &£5%, HittiESaIB1TiEIXRE

TR

a ImageModeration

" KB4l EREA HFERBEM otz [B)RA iR EEY R
s 2020-12-29 EEAPIXHS

HhRE @IE

@ - EEEERRPYTLRIERE, TARTEERBPERRIY @ EE: EUAPIRXARSETERRME, WAV
Ak S ikt Access Keys, 31 21k, R FERNRIERREL, RASLPOSTRRRE AKX TELNESH B 5 AR,

RIEAL, BERTASHEIL

MAREEAARE. BRIFFETHTRIE, BUWEFEERE
EHEM v DRI SR e HEiER

THERE, BUUGFRERS RIS TBRBIEE, ERRE

AR TRARFEE, ERRE

{
WABE “Respense”: {
"Error": {
Region (0 "Code”: "InvalidParameterValue.InvalidImageContent",

"Message": "EFHNEER"

EBE (T ) ap-guangzhou .y Y.
"ReguestId": "027c9192-3cbe-4b97-bIce-ae99e3rfsacs”
BRBAA ]

“reteode": 0,

[on ] o suno e
)
BizTyps (215) [1] © © B 02769192-3cbe-4b97-b3ce-aed9ed7iBac2 HISHHER [
11 [x

Datald (%'4) [#] ® ®

XEFARREE

m [x
FileGontent ( | EEL0)]
FileUr (%) [#] @ ®
m [x
T Tena T [ @
MaxFrames (%) [#] @ @
& User (24) [#] @
Userld (& @
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https://cloud.tencent.com/document/product/1125/53273
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://cloud.tencent.com/document/sdk/PHP
https://console.cloud.tencent.com/api/explorer?Product=tms&Version=2020-12-29&Action=TextModeration
https://console.cloud.tencent.com/api/explorer?Product=tms&Version=2020-12-29&Action=TextModeration

O BT

KRG

o 'mageModeration

Emapiic s Qg RIBER | EXER EEBEN  DUWHE  EERER  EEXE  AEAR

teeld ims n --cli-unfol --region

Q@ - EEABERDETRERRE, ¥ REAPERREY

O Golang Python Java Ci+ Nedejs PHP Net

FREESER, EREBE

Package main

BET - impore (
“mt
“github. com, + (il
WABH “github. con/! tencent tencentcloud rors
“github. con/tencentcloud/ tencent tencentcl profile
Region (0 ine "github.com/t teloud/t tel ¢ tcloud/ims/v20201229"
M (T M) ap-guangzhou vl 2 )
i X func main() {
BHEAAT /) B
JSON BHEF
A credential := common.Newcredential(
BizType e "seeret1d’,
"Secretkey”,
11 [x] )
Datald [SE=16] wCliontrrofile()
Cpf.HttpProfile.Endpoint = °ims.tencentcloudapi .com
m [x] 77 T f9c1ient ; Errd
TG o (T A e, | Rt )
FileContent He®
i RIR, FTEOPET— request R
ins . NewImagetoderationRequest ()
FileUrl [Br=1o} request.Bizlype = Common.Stringtr(*111%)
request.Datald = common.Stringetr("111")
" -] request.Filaurl = common.StringPr("111%)
Interval [B=]e) // iEErespR—I 2 ST, SERH BT
response, err := client.ImageModeration(raquest)
4% _, ok = err.(rerrors.TencentCloudSDKEFror); ok {
fmt.Printf(“An API error has returned: is”, err)
MaxFrames e , return
1f err 1= nil (
panic(err)
}
< User (4) [#] © P

, response.Togsonstring())

Useld @ ® '

NE)

import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.common.profile.HttpProfile;

--pizType 111 --patald 111 --rileurl 111

TLSDKTHIEE

FHTE

XEFARREE

SDK #iiEE @ GC

import com.tencentcloudapi.common.exception.TencentCloudSDKException;

import com.tencentcloudapi.ims.v20201229.ImsClient;

import com.tencentcloudapi.ims.v20201229.models.*;

public class ImageModeration
{
(String []

public static void args) A

try{
// EHE—MNENR,
BEANRIRE

SecretKey, LEAbETS;
// KISEERIRER S Secret1d #l Secretkey itEE,

RRZ2E. UTRERANHSE,

https://cloud.tencent.com/document /product/1278/85305

// EARRIEEMERS

https://console.cloud.tencent.com/cam/capi

HITIREN

IRIRERE: BR=ITE (1bF) BRSEAE

BWRAERENHGURERAESR, B2

SEBENBIAZWR secret1d

#E‘Z%N&%‘F IE=EA

HEFE, WS- neeps://cloud. tencent . con/docun

roduct /1278/85305

5546 H136]



Credential cred = new Credential ("SecretId", "SecretKey");

// EHE—htepikIR, \iERY, RBEHERALBIE

HttpProfile httpProfile = new HttpProfile();

httpProfile. ("ims.tencentcloudapi.com") ;

// SEfHE—A clienti®lR, HiERY, RBEIEHBRTLABT

ClientProfile clientProfile = new ClientProfile();

clientProfile. (httpProfile);

/) EFEBERERAclient R, clientProfile A%

ImsClient client = new ImsClient (cred, "ap-guangzhou",
clientProfile);

// EHE—TIBRMR, BMEOBEIH— M request R

ImageModerationRequest req = new ImageModerationRequest () ;

req. ("default");

req. ("https://xxxxx.com.cn/EQJp8HObL2VLbxEx/fc/open/image/2022
092921 /xxx.3pg") ;
// BElfYresp@— 1 ImageModerationResponselISEHl, SiFKITRITR

ImageModerationResponse resp = client.ImageModeration (req);

// Hi]sontETVAIF R EIE

System.out. (ImageModerationResponse.
} catch (TencentCloudSDKException e) {

System.out. (e. ());

Python

import json
from tencentcloud.common import credential
from tencentcloud.common.profile.client_profile import ClientProfile
from tencentcloud.common.profile.http_profile import HttpProfile
from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException
from tencentcloud.ims.v20201229 import ims_client, models
try:

# EFHE—NMNENR, ASFEEANBNZWR secretid Ml Secretkey, ULEIRTHE
BEAMAIRE

IRIFRE: BR=IE (16F) BREEAR 47 H136™]




# EISHEETTRESSE Secret1d fl secretkey M, HEMIKS FHREERENES
o UTRBRAIESE, BIRAERENHERERSER, 2R
https://cloud.tencent.com/document /product/1278/85305

ZARIFEMEFRIS https://console.cloud.tencent.com/cam/capi H{TIK

B}

cred = credential.Credential ("SecretId", "SecretKey")

# SEFE— P htepikIR, AERY, RBEEHREREUNE

httpProfile = HttpProfile ()

httpProfile.endpoint = "ims.tencentcloudapi.com"

# SEFME—clienti®IR, BIEAY, RERHFRREILABNS
clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile

# LHHEEBKR=mAIclient IR, clientProfileBAiER

client = ims_client.ImsClient (cred, "ap-guangzhou", clientProfile)

# SEFHE—MBERIR, BMEOMBEHH— M request R
req = models.ImageModerationRequest ()
params = {
"BizType": "default",
"FileUrl":
"https://xxxxx.com.cn/EQjp8HObL2VLbxEx/fc/open/image/2022092921/xxx. jpg"
t

req.from_ json_string(json.dumps (params))

# IREfYrespRE— 1 ImageModerationResponsechISLHl, SiERIFRITRM
resp = client.ImageModeration (req)
# it sonfBXRIFERRER

print (resp.to_json_string())

except TencentCloudSDKException as err:

print (err)

Go

package main

import (

" fmt "
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"github.com/tencentcloud/tencentcloud—-sdk-—
go/tencentcloud/common"

"github.com/tencentcloud/tencentcloud-sdk-—
go/tencentcloud/common/errors"

"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/profile"

ims "github.com/tencentcloud/tencentcloud-sdk-

go/tencentcloud/ims/v20201229"
)

0 A

/] EFE—MANER, ASFEEANBRAZWR secret1d 1 SecretKey, UtAk
ERESEAMAIRE

// RIBHEERIRER S SecretTd Fl Secretkey MEE, FHEMWS TARABREIFERN
Z2M, UTRETRESE, BIRAERENHAURERREHR, 520
https://cloud.tencent.com/document /product/1278/85305

// ZBEARIRIEFERIZEFIS https://console.cloud.tencent.com/cam/capi

credential := common.

"SecretId",

"SecretKey",
)
// EFME—Nclienti®BIR, BNERY, RBEIFHBKRAILABNT
cpf := profile. ()
cpf.HttpProfile.Endpoint = "ims.tencentcloudapi.com"
// EFEEERFRAYclient IR, clientProfileEaliEkHY

client, _ := ims. (credential, "ap—-guangzhou", cpf)

// EHE—TIBRMR, BMEOBEIH— M request R

request := ims. ()

request .BizType common . ("default")

request .FileUrl
common . ("https://xxxxx.com.cn/EQJp8HObL2VLbxEx/fc/open/image/20
22092921 /xxx.jpg")

IBEfYrespB— ImageModerationResponseclISEH, SiERITRIIM

response, err := client. (request)

if _, ok := err. (*errors.TencentCloudSDKError); ok {

IRIFRE: BR=IE (16F) BREEAR 5549 H136]




(%)

A

=

fmt . ("An API error has returned:

return
}
if err !'= nil {
(err)
}
// Btk sontENIF T RO

fmt . ("$s", response.

AEE

SDK B&ZRAREiErRa?
SDK EAZNAMEBIEE, MIEXE, BNEHRNRE. MRESIEY, WSS SDK CE AT,

IRIRERE: BR=ITE (1bF) BRSEAE

o amn
°S

, err)

XEFARREE

5850 #136m:


https://cloud.tencent.com/document/sdk

O BHS

F4AAR

import com.tencentcloudapi.
import com.tencentcloudapi.

/il SAMERERMNclient

import com.tencentcloudapi.

XEFARREE

common.Credential; i8]
common.exception.TencentCloudSDKException;

cvm.v28178312.CvmClient;

/i BAEEREOMUNrequest response

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

/ISR B 3k

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

cvym.v28178312.models.DescribelnstancesRequest;
cvm.v28178312.models.DescribeInstancesResponse;
cvm.v28178312.models.Filter;

common.profile.ClientProfile;
common.profile.HttpProfile;
common.profile.Language;

public class Describelnstances {
public static void main(String[] args) {

try {

/7 ERE—TAEER, ASEBEERABASKS, Secretld, SecretKey,

// ATRIPERZE, BIBEHEBETHREEPAIERELGDP, BSEFCRIIEEET,

// TEREEHICIEPE RIS EMRE, FEREE, HAHEE.

// Credential cred = new Credential("SecretId", "SecretKey");

Credential cred = new Credential{System.getenv("TENCENTCLOUD_SECRET_ID"), System.getenv!

// EFIE—ThttpikIl, =ERY, SR%ERERE AN
HttpProfile httpProfile = new HttpProfile();
/7 W3.0.96REZF TG, BMigE HTTP {8

// httpProfile.
// httpProfile.

setProxyHost (" EXL{EHEip");
setProxyPort (ESEHEINO);

httpProfile.setRegMethod ("GET"); // getiFmR(FAi\ApostigR)

httpProfile.setConnTimeout(3@); // BIEEEREE, BACHF (FRiA60FE)
httpProfile.setWriteTimeout(30); // BEFNEMEE, SACAT(ERINR)
httpProfile.setReadTimecut(30); // REZEEMFE, SB4A008 (ERIA0F)

httpProfile.setEndpoint("cvm.ap-shanghai.tencentcloudapi.com™); // FEEiE bl (EIAREHA

SHEREEYUHA— Client?
SDK BRiFZisgizRs, ALRSESMEREREE—1 Client Rift{TiER.
R ERS R ERRE?

BrigARE, EREOSMHESERY (QPS) MHAHLE, XAEOMKABLI000QPS. BiNEFimthiZHIFH
2, AAXSHETVEELRAFPNRNLGEED, SEERKIY.

IRIFRE: BR=ItE (It ) BRSEATF

5551 #1363



%) itz
EAREIE

Sif85epk APl 5% SDK NG, WLABEINTAINIIEE FASEUIRS2EEAKI

I N A

& Response El£ig8 “Error” FERBEIEERESZSE, WiRAE IMS EZOEARKID, REIGNTARRZR:

"Response": {
"RequestId": "a61237dd-c2a0-43e7-a3da—-d27022d3%ba7",
"DataId": "a61237dd-c2a0-43e7-a3da-d27022d39%ba7",
"BizType": "test_1001",
"Suggestion": "Block",
"FileMD5": "",
"Label": "Porn",
"SubLabel": "SexBehavior",
"Score": 90,
"LabelResults": |
{

"Scene": "Porn",

"Suggestion": "Block",

"Label": "Porn",

"SubLabel": "SexBehavior",

"Score": 90,

"Details": T[]

I
"ObjectResults": [
{
"Scene": "QrCode",
"Suggestion": "Block",
"Label": "Ad",
"SubLabel": "",
"Score": 100,
"Names": [
"QRCODE"

Ir
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"Details": |
{

"Id": O,

"Name": "QRCODE",

"Score": 100,

"Location": {
"X": 155.01746,
"y": 396.01746,
"Wwidth": 769.9824,
"Height": 769.98254,

"Rotate": 0

"OcrResults": [],
"LibResults": [],

"Extra": nn

AWM

& Response E&R3 “Error” FE, MiKBEAEY, LATH signature BRISEMAIZRE]:

"Response": {
"Error": {
"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated.
Please check your signature is correct."

by
"RequestId": "ed93f3cb-£35e-473f-b9£f3-0d451b8b79ce"

Edh Error Y Code FRiEIRIB, Message {REIZNEMEE, #EESR HIRG .
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https://cloud.tencent.com/document/product/1124/64540

@ Hﬁ \.L;HE XERERSE

FippiTlils

A

RN BERFAREEL (Image Moderation System, IMS ) #{T7EIF&E#Zi3i1EHR, SMEFERINEER
A,

B R EEEREE

E B iRSEE

@ BRERTH
B BA= @ REFA
______ CoRRE e - .. ONE=AREE . — ﬁ
. <+ — - e
RFRERER TAPIRSS 2 ERSRERES EHHEIRSIRS
ims.tencentcloudapi.com ImageModeration

B R iR AR

Bk

OAMiIER: APIREERZEOEHS ins.tencentcloudapi.com KEIER, SHAMIGEKREIEZ AP| IRS588
PYERRYFERT, UEPHERFERIRIRESZ AMIMSERE . CDN MSZiRaIFMEE RN

CEN=AMELR: EKREIX= API k5588, HBA=AIMEAZEE R SEiZEIRIRSMERIFER .

GERXETH: BRE&RBIRIRSE FileUr| iXEE R iEE#HTE R THMEBRFER, THENTTRSERX
BRI 2RREHRE. CDN MERhFEZEZL,

@® A:
EXALERRX#TIES, WTABLCBRRESEFHEE, BRXEX/ITEF: 5MB LA,

@IERSARA: B REikERRSSEBE R REIRBIRSS#1TE R M ERRIFER

FERI5AR

FERENT: BEHRPFREIE2. G, WMRNSHER, = API MEEIAPIRIERTE, EREESHAIERM
Z APl RHEER, HAIEI1EZERTFERT
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O BHS

BAASREENES
APIEAES]

miEEFRAYE: 2026-09-08 17:18:33

Bz APl| S8 MERHITEHIIE, APERRE AP ZEAEEFEAZEEIE, STFENSENERETE
& (Signature) , BNMERBBZELHSHP, BEEZERERHUBENFRIMSNLXER, UITREE
B4R APl EOXESHLAR V3ERBHiE.

API 3t

2 SHAAEE #BONHE, THRIEK API TRENAHSH ., a8, EOBAEEHSHE,

ARBH

AHSYRBATIRRAFPMEOZEENSE, APIEOXIEEFSRFTALSEHNRE, BIREKR AP IEEST
XESH, AERIERLRIEFR,

oY

BAZRX%E V1. VIEMESFR, BEERESRE VIHEESR, B85 V3 (FiiHJ TC3-HMAC-
SHA256 ) HHILERGE VIERSE, IFEXANERE, H POST JSON 18z, HaEE—ERH .

BLRIERL, BBER API Explorer iy “B2BER" 88, EIFEZIRAN “API1 3.0 BE V3" , TJLIER
BERUEHTIIE,

APIExplorer  EMATRE (AMS) - G ExEE BPZE
Q C”aﬁe‘r“j‘f‘°"‘;’;ﬁ‘;‘f‘“’“‘ Gam @i REER  E4EE  ERSER SHHE  OERR  BEXHE  MEEN
ams 2020-12-29 & 4
AMSHEXIED
- O - ELERRRPEGLRERE, TABICERAPESRRY )
CUREAELES AR o Avmess Koys, 4 BeSER e R GEE
BEESHR . BEER
ﬁ DA R 3 API B0 &R FEIERASR R, RARUPOSTHRRSZNG, RRRSERTR, DOESSRTME, BENGRE—TXEIPOSTHERHES
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@ Hﬁ \_L:HE NERABLE

\

ERERGE V3 i, AHSHFESR—KE HTTP Header i53RkE8H, WNITFHRFxR:

SHER E: 1] Wik it
Action String 2 HTTP igsksk: X-TC-Action. B{FRUEOER, EFREUEH CreateAudioModerationTask.

HTTP i&Ksk: X-TC-Region. iS4, ARFAFEEEETHSEAME. MESSEONEPRASHEDTXTLHEY
Region String - Region &Yi5AA

G RESNIREERESY, BOSHYPaSISERNE, BRUESSZSHErasl.

HTTP igRk: X-TC-Timestamp. Zl UNIX iali, mlid®&ie AP igRaIetE. fin 1529223702,
EE: MESRSRNDEEREcSH, S3EERTHR.

Ho

Timestamp Integer

HTTP i&ksk: X-TC-Version. #{Ef APl pUkES . RESEEOXZEPASAHESH Version fRA. iZFEIES
2020-12-29.

Ho

Version String

HTTP #RESHIIAIESLAPZER, fflun:

Hr,
TC3-HMAC-SHA256: &5k, HalEEIEE.
Credential: E&FiE.
AKID**** 2 Secretld.
Date 2 UTC {R#REIRBER, BMEFTEHNAHESE X-TC-Timestamp #Ha) UTC R EBEI—5 .

service HEEFTRE, EFSNEEHIE, FiNES cvm.tencentcloudapi.com BEHETREE cvm. FEREES
ams.

tc3_request DEERHE.
SignedHeaders: £582itHA0L5ES, content—type 1 host JdsissLan,
Signature: BEEE, THEEE2D H8EF v3 BEUE.

Authorization String

Ho

HTTP i&Ksk: X-TC-Token. Bl LIRS FITTZRIGERZ2EIEPRR Token, EREHEE Secretld 31

Token String SecretKey pEEENIEHZES EERE TmpSecretld 1 TmpSecretkey. BRKIHEANFEREL Token $&.

]

HTTP i&%sk: X-TC-Language. IREROEERKES, (NAaEOZHILES.

Language String BiE: zh-CN, en-US. zh-CN BB, en-US EEEY .

]

= AP| ¥ GET #1 POST 53K,
3F GET f5ix, R&¥F content-Type: application/x-www-form-urlencoded MNIER.

33F POST Bix, BEISIF content-Type: application/json HMMIER.

HEEER POST iR, EABENERHEER, (B GET i5KRASZEF 32 KB LIRAYERE, POST 5Kz
10MB LIRRERE, E/TEFR XI5,

O

AT/ Java. Go. Python =il demo, {EEEZRER. EOANSEEAR, HihiEFSEE5E £8HiZ V3-8
BiER, ERETETRSHERSZELTE, EFRARBERE AP EOMERSS2Y

Java

import j .nio.charset.Charset;
import j .1o.0utputStream;
import j .io.BufferedReader;
import j .io.InputStreamReader;
import j .net .HttpURLConnection;

import j .net .URL;
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import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class CreateAudioModeration {
private final static Charset UTF8 = StandardCharsets.UTF_S8;
private final static String SECRET_ID = "";

private final static String SECRET_KEY = "";

private final static String CT_JSON = "application/json;

charset=utf-8";

public static byte[] (byte[] key, String msg) throws
Exception {
Mac mac = Mac. ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key,
()
mac. (secretKeySpec) ;

return mac. (msg.

public static String (String s) throws Exception {
MessageDigest md = MessageDigest. ("SHA-256") ;
byte[] d = md. (s. (UTF8) ) ;

return DatatypeConverter. (d) . ()

public static void (String[] args) throws Exception {
String service = "ams";
String host = "ams.tencentcloudapi.com";
String region = "ap-guangzhou";
String action = "CreateAudioModeration";
String version = "2020-12-29";

String algorithm = "TC3-HMAC-SHA256";
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String timestamp = String. (System.

SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd") ;

sdf. (TimeZone. ("uTCc")) ;

String date = sdf. (new Date (Long. (timestamp +
"000"))) ;

String httpRequestMethod = "POST";
String canonicalUri = "/";
String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json;
charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" +
action. () + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Type\": \"xxxx\",\"BizType\": \"xxxx\"}";//
bodyEEIjson
String hashedRequestPayload = (payload) ;
String canonicalRequest = httpRequestMethod + "\n" +
canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" +

hashedRequestPayload;

String credentialScope = date + "/" + service + "/" +
"tc3_request";

String hashedCanonicalRequest = (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" +

credentialScope + "\n" + hashedCanonicalRequest;

byte[] secretDate = (("TC3" + SECRET_KEY) .

byte[] secretService (secretDate, service);
byte[] secretSigning (secretService, "tc3_request");
String signature =

DatatypeConverter. (secretSigning,

stringToSign)) . ();

String authorization algorithm " + "Credential=" +

SECRET_ID + "/" + credentialScope + ", "
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+ "SignedHeaders=" + signedHeaders + ", " + "Signature="

+ signature;

try {
URL url = new URL("https://" + host);
HttpURLConnection connection = (HttpURLConnection)
()7
connection. ("POST") ;
connection. ("Authorization",
authorization) ;
connection. ("Content-Type", CT_JSON) ;
connection. ("Host", host);
connection. ("X-TC-Action", action);
connection. ("X-TC-Timestamp", timestamp) ;
connection. ("X-TC-Version", version);

connection. ("X-TC-Region", region);

// Enable input/output streams and write the payload
connection. (true) ;

OutputStream os = connection. ()7

os. (payload. (UTF'8) ) ;

os. ()i

os. ()7

// Get the response

int responseCode = connection. 0);
if (responseCode == 200) {
BufferedReader in = new BufferedReader (new
InputStreamReader (connection. ()));
String inputLine;

StringBuilder response = new StringBuilder () ;

while ((inputlLine = in. ()) !'= null) {

response. (inputLine) ;

()
// Process the response as needed

System.out. ("Response: " + response.

} else {
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// Handle the error response
System.out. ("Error Response Code:
responseCode) ;

}

connection.
} catch (Exception e)

e.

Go

package ams

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"encoding/json"

" fmt "

"io/ioutil"

"net/http"

"strconv"
"strings"

"time"

type createmod struct {
BizType string " json:"BizType""
Type string "~ json:"Type""
Tasks [ltask

t

type task struct {
DatalId string "Jjson:"DatalId"®

Input taskInput "~ Json:"Input"®
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type taskInput struct {
Type string " json:"Type"

Url string "~ json:"Url"®

string) string {
:= sha2b6.

return hex.

func (s, key string) string {
hashed : (sha256.New, [] (key))
hashed. (s))

return (hashed. (nil))

nmn

secretlId :=
secretKey := ""

host := "ams.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"

service := "ams"

version := "2020-12-29"

action := "CreateAudioModerationTask"
region := "ap—-guangzhou"

var timestamp int64 = time. (). ()

// loc, _ := time.LoadLocation ("Asia/Shanghai")

// var timestamp int64 = time.Now().In(loc) .Unix ()

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"

nmn

canonicalQueryString :=

canonicalHeaders := "content-type:application/json; charset=utf-8\n"

+ "host:" + host + "\n"
signedHeaders := "content-type;host"
var a = createmod{
BizType: "default",
Type: "AUDIO",
Tasks: []task/{
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DataId: "test",

Input: taskInput{

" URL n ,
// EONS

Type:
Url: UL

to
t
b, err := json.
if err !'= nil {
fmt . (err.
return
t
payload := (b)
hashedRequestPayload :=
canonicalRequest := fmt.
httpRequestMethod,
canonicalURT,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

(payload)

[o)

("%$s\n%s\n%s\n%s\n%s\n%s",

// fmt.Println (canonicalRequest)

// step 2:

date := time. (timestamp,

credentialScope := fmt.
hashedCanonicalRequest :=
string2sign := fmt.
algorithm,
timestamp,
credentialScope,
hashedCanonicalRequest)
// fmt.Println(string2sign)
// step 3: sign string
secretDate :=

secretService

secretSigning

IRIRERE: BR=ITE (1bF) BRSEAE

build string to sign
0) . ().

("2006-01-02")
("$s/%s/tc3_request", date, service)
(canonicalRequest)

s\n%s",

(date, "TC3"+secretKey)

(service, secretDate)

("tc3_request", secretService)

5562 H136]




signature := hex. (string2sign,
secretSigning)))

// fmt.Println (signature)

// step 4: build authorization
authorization := fmt. ("$s Credential=%s/%s, SignedHeaders=%s,
Signature=%s",
algorithm,
secretld,
credentialScope,
signedHeaders,

signature)

:= http. ("POST", "https://"+host,
(payload))

.Header. ("Authorization", authorization)
.Header. ("Content-Type", "application/json; charset=utf-8")
.Header. ("Host", host)
.Header. ("X-TC—-Action", action)
.Header. ("X-TC-Timestamp", strconv. (timestamp, 10))
.Header. ("X-TC-Version", wversion)

.Header. ("X-TC-Region", region)

resp, err := (&http.Client{}). (req)
if err !'= nil {

fmt . (err. ())

return

t
defer resp.Body.

respByte, _ := ioutil. (resp.Body)
fmt . (respByte))

Python

#!/usr/bin/env python3
# —*— coding: utf-8 —*—

import hashlib
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import hmac

import json

import time

from datetime import datetime
import requests

from concurrent.futures import ThreadPoolExecutor

secret_id = ""

secret_key = ""

service = "ams"

host = "ams.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap—-guangzhou"

version = "2020-12-29"

algorithm = "TC3-HMAC-SHA256"

(action, params) :
timestamp = int (time.time ())
day = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-Sm-%d")
§okxkrxkxkxkknx SEIR 11 HHEHITEISRER **rrrrrkkkrxk
http_request_method = "POST"
canonical_uri = "/"

nmn

canonical_querystring =

ct = "application/json; charset=utf-8"

payload = json.dumps (params)
canonical_headers = "content-type:%s\nhost: % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256 (
payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" + canonical_uri +
"\n" +
canonical_guerystring + "\n" +
canonical_headers +
"\n" + signed_headers + "\n" +
hashed_request_payload)

# print (canonical_request)
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H KKk ok ok kK Kk ok ok ok 53;& 20 i#}%?’-}%@?f?% Kk Kk ok ok Kk k ok ok ok ok ok
credential_scope = day + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (
canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" + str (timestamp) + "\n" +
credential_scope + "\n" +

hashed_canonical_request)

# print (string_to_sign)

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), day)

secret_service = sign (secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new (secret_signing, string_to_sign.encode ("utf-8"),
hashlib.sha256) .hexdigest ()

# print (signature)

# xokxkkkkxkxkkx JEIE 41 HEEE Authorization ***kxxkkkkkkx

authorization = (algorithm + " " + "Credential=" + secret_id + "/" +
credential_scope + ", " + "SignedHeaders=" +
signed_headers + ", " + "Signature=" + signature)

# print (authorization)

headers = {
"Authorization": authorization,
"Content-Type": "application/json; charset=utf-8",
"Host": host,
"X-TC-Action": action,
"X-TC-Timestamp": str (timestamp),
"X-TC-Version": version,

"X-TC-Region": region

# BIEIER

resp = requests.post (url=endpoint, data=payload, headers=headers)

return resp

# TEEREERL
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(key, msg) :

return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

(params) :
action = "CreateAudioModerationTask"

resp = do_action(action, params)

return resp.text

if __name_ == "_ _main_ ":
params = []
audio_url = '' # EOSH
= A
"BizType": "default",
'Type': 'AUDIO',
'Tasks': [{
"DataId": "case",
'"Input': {
'Type': 'URL',

'Url': audio_url

}]
t
params.append (p)

executor = ThreadPoolExecutor (max_workers=5)
resps = executor.map (audio_detect, params)
for resp in resps:

print (resp)

o=t S

FHEUTERXWAIEIR, BIRIESEIAERGE,

tHixtEA
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@ H%\_EHE NERABLE

AuthFailure.Signature

Expired ERTH . Timestamp SIRSHZWEIERIISEEERSEIRS W,

AuthFailure.Secretld FIAAEFE. 53 e EERHESHER, 28 VENTEAHEST
NotFound F&o

AuthFailure.Signature BERHEIR, THEXRITEER, IEEZTESLMRZNNBFETS, BE
Failure AJEE 2% $A SecretKey $EiIRSEEI.

AuthFailure.TokenFail
ure

IGETES Token $Bizo

AuthFailure.InvalidSe

ZiRAEx% (A== API B3R )
cretld
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https://cloud.tencent.com/document/product/1219/53254
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://cloud.tencent.com/document/sdk/PHP
https://console.cloud.tencent.com/api/explorer?Product=ams&Version=2020-12-29&Action=CreateAudioModerationTask
https://console.cloud.tencent.com/api/explorer?Product=ams&Version=2020-12-29&Action=CreateAudioModerationTask

O BT

APIExplorer  ENAEZE - X)) rrorc
[ " Oar Qun  RBEE  GEHES  EESER $E ER
AwsEiE0

AT

Java

import .tencentcloudapi.common.Credential;

import .tencentcloudapi.common.profile.ClientProfile;

import .tencentcloudapi.common.profile.HttpProfile;

import .tencentcloudapi.common.exception.TencentCloudSDKException;
import .tencentcloudapi.vm.v20210922.VmClient;

import .tencentcloudapi.vm.v20210922 .models. *;

public class CreateVideoModerationTask
{
public static void (String [] args) A
try{

// EFHE—MNENR, ASTFEEANBAZWR secret1d
SecretKey, UWMEFiEFEZATIRIRE

// KEBEERIEERSE secretId Fl Secretkey ittiE, HEEKS TRER
RRIREM, UTRETRARESE, BRAEREHIURERRER, 520
https://cloud.tencent.com/document /product/1278/85305

// EARRIEEMNES
https://console.cloud.tencent.com/cam/capi H{TIKEL

Credential cred = new Credential ("SecretId", "SecretKey");

// EEE—htpikIR, \iERY, RBEEHERALBIE

HttpProfile httpProfile = new HttpProfile();

httpProfile. ("vm.tencentcloudapi.com") ;

// EHWE—AclientiBIN, ANERY, RBFHBERALABIE

ClientProfile clientProfile = new ClientProfile();

clientProfile. (httpProfile);

// EFMHEEBRIERAICc1ient IR, clientProfile@AliERY

IRIFRE: BR=IE (16F) BREEAR 5869 #136™




VmClient client = new VmClient (cred, "ap-guangzhou",
clientProfile);

// EHE—TIBRMR, BMEOBEIR— M request R

CreateVideoModerationTaskRequest req = new
CreateVideoModerationTaskRequest () ;

req. ("default");

req. ("VIDEO") ;

TaskInput[] taskInputsl = new TaskInput[1l];
TaskInput taskInputl = new TaskInput () ;
taskInputl. ("test");

taskInputl. ("test");

StorageInfo storageInfol = new StorageInfo();
storageInfol. ("URL") ;

storageInfol. ("http://xxx.mpd") ;

taskInputl. (storageInfol) ;

taskInputsl[0] = taskInputl;

req. (taskInputsl) ;

// BEfrespBm— 1 CreatevVideoModerationTaskResponsclISEH, S5iE

RIGRIT

CreateVideoModerationTaskResponse resp =

client.CreateVideoModerationTask (req) ;

// it sontE A FFFER[E &
System.out. (CreateVideoModerationTaskResponse.
} catch (TencentCloudSDKException e) {

System.out. (e. ());

Python

import json

from tencentcloud.common import credential
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from tencentcloud.common.profile.client_profile import ClientProfile
from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.ams.v20201229 import ams_client, models

try:

# EFHE—MNENR, ASTEEANBNZWR secretid Ml Secretkey, UEIERFE
EEAMAIRE

# UIBHETRESSH secret1d Fll Secretkey HE, HEMKS TREZRNES
o UTRBRAIESE, BIRAERENHERERRR, 2R
https://cloud.tencent.com/document /product/1278/85305

+ ZEANTEIIEEMIEHIE https://console.cloud.tencent.com/cam/capi HITIK

HY
cred = credential.Credential ("SecretId", "SecretKey")
# SEfME—Ahtepill, BIERY, IRBIBEHRERATLABE
httpProfile = HttpProfile ()

httpProfile.endpoint = "ams.tencentcloudapi.com"

# SEFME—clienti®ElR, HikRY, KBIEHBERTLANI
clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile

# LHHEEBKR=mAYclientIIR, clientProfileBAiE

client = ams_client.AmsClient (cred, "", clientProfile)

# SEFHE—MBERIR, BMEOMBEHH— M request R
reqg = models.CreateAudioModerationTaskRequest ()
params = {
"BizType": "default",
"Type": "AUDIO",
"Tasks": [
{
"DataId": "111",
"Name": "111",
"Input": {
"Type": "URL",
"Url":
"https://xxxxx.com.cn/EQjp8HObL2VLbxEx/fc/open/image/2022092921/xxx. jpg"
t
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}

req.from_ json_string(json.dumps (params))

# IBMEAYrespRB— 1 CreateAudioModerationTaskResponseclISEH, SiERITRITM

resp = client.CreateAudioModerationTask (req)
# i sontSNAY AR E &

print (resp.to_json_string())

except TencentCloudSDKException as err:

print (err)

Go

package main

import (

" fmt "

"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/errors"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/profile"
ams "github.com/tencentcloud/tencentcloud-sdk-
go/tencentcloud/ams/v20201229"
)

0 A
// EFHE—MMNERR, ASEEEANBINZMWR secret1d #l Secretkey, LE&k
EHEEEAMAIRE
// KEIBHEETIRES S secretId Fll secretkey lFE, FEMMWS FREXEIRN
Z2l, UTRBERARMESE, BINRAERENGKRERER, TSR
https://cloud.tencent.com/document /product/1278/85305
// ZEARIRIEERIEFIS https://console.cloud.tencent.com/cam/capi

credential := common.

"SecretId",

"SecretKey"
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// EHE—AclientiBIN, ANERY, RBIFHBERALABIE

:= profile. ()
cpf.HttpProfile.Endpoint = "ams.tencentcloudapi.com"
// EFMEEBERERAclient R, clientProfile A%

client, _ := ams. (credential, "", cpf)

// EHE—TIERMR, BMEOBEIH— M request R

request := ams.

request .BizType = common. ("default")
request.Type = common. ("AUDIO")
request.Tasks = []*ams.TaskInput {
&ams .TaskInput ({
DatalId: common. ("11amy,
Name: common. ("111"),
Input: &ams.StorageInfo {
Type: common. ("URL"),
Url:
common . ("https://xxxxx.com.cn/EQJp8HObL2VLbxEx/fc/open/image/20
22092921 /xxx.Jjpg"),

ty

// BErespB— 1 CreateAudioModerationTaskResponseclISERH, SiER3T

response, err := client. (request)
if _, ok := err. (*errors.TencentCloudSDKError); ok {
fmt . ("An API error has returned: %s", err)
return
}
if err !'= nil {
(err)
}
// Btk sontE NI F T RO

fmt . ("$s", response.
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XEFARREE

O BHS

AEE

SDK R&ZiFie Rigrndia?

SDK EBRIARYEATRTIE] ,
AR

PRAEE, BAEREOANRE . MRFEZL, TLASE SDK €F RIFMRTH .

import com.tencentcloudapi.
impert com.tencentcloudapi.

// FAMEFRERNclient

import com.tencentcloudapi.

common.Credential; =
common. exception.TencentCloudSDKException;

cvm.v20170312.CvmClient;

// SAEEREOMAMrequest response

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

JI SN E %

import com.tencentcloudapi.
import com.tencentcloudapi.
import com.tencentcloudapi.

cvm.v201708312.models.DescribeInstancesRequest;
cvm.v20176312.models.DescribeInstancesResponse;
cvm.v2@170312.models.Filter;

common.profile.ClientProfile;
common.profile.HttpProfile;
common.profile.Language;

public elass DescribeInstances {
public static void main(String[] args) {
try {
// EFE—TANE R, ANBEEEEIBASWF Secretld, SecretKey,
// RTRIPFEAERE, RUEEAREEHRETEPHAEREZMP, FHERALRIIEEET.
// BREERICESETERADEENRE, AR2RE, #FEH.
// Credential cred = new Credential("SecretId", “SecretKey");
Credential cred = new Credential(System.getenv("TENCENTCLOUD_SECRET_ID"), System.getenv!

/4 EFIE—Thttpi T, ETiER, BRNHERT LT

HttpProfile httpProfile = new HttpProfile();

// M3.0.96HRZFFIE, SIRigE HTTP {32

// httpProfile.setProxyHost("EE{®Eip");

// httpProfile.setProxyPort(EEREIKO);
httpProfile.setRegMethod ("GET"'); // getigsR (EAi\Apostigsk)
httpProfile.setConnTimeout(3@); // iAREREATE, PAE (FRIA60TD)
httpProfile.setWriteTimeout(30); // i@BEENEHEME, 24098 (2RiA0F)
httpProfile.setReadTimeout(30); // REEEUEMRETE, B9 (Filed)
httpProfile.setEndpoint("cvm.ap-shanghal.tencentcloudapi.com™}; // FEEie Ahbisid & (BRIARRIA

SHERAYLIHA— Client?
SDK BaiFszissizgs, ALESEG MEREPE—1
R EES R ERRE?

BRngAIRE, EREOARFIESEREY (QPS) MHEY,
#, AAXSEETEELAPISENGIEED, SEEREW.

Client E#1TiaK,

SUEORIAB20QPS . BINERimtEEHIFH &
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https://cloud.tencent.com/document/sdk

%) itz
EAREIE

Sfs5erk APl 2 SDK #NfE, TEZNTARIEIESHASIENRSEEENMID.

- IN A

& Response EI£i8F “Error” FREIEEIRENSZSE, Wik AMS EZORAKID, REIUITERZR:

"Response": {
"Results": [
{
"DataId": "0a782332-c9db-4cf5-a66e-20d60b4ecad69",
"TaskId": "c933acal-90d2-4ab8-b045-£f1b08069d76£",
"Code": "OK",

"Message": "Success"

I
"RequestId": "c933acal-90d2-4ab8-b045-£1b08069d76£"

S EIREERRH

"TaskId": "w-audio-ZSS_LFTB31SvDHmP",
"DataId": "test",

"BizType": "default",

"Name": "",

"Status": "RUNNING",

"Type": "AUDIO",

"Suggestion": "Block",

"Labels": [],

"InputInfo": null,

"MediaInfo": null,

"AudioText": "",
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"ImageSegments":
"AudioSegments":
{
"Result": {
"HitFlag": 1,
"Url": "https://cos.ap-

guangzhou.mygcloud.com/yunyingpingtai—-xxxx/_cms_segments/cms/vod/w—

audio-zSS_LFTB31SvDHmP/audio_120_1696907088 .mp3",

"Suggestion": "Block",

"Label": "Terror",

"Text": "XXXXXXXXXXXXXXXXXXXX",

"TextResults": |

{

"Label": "Illegal",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Spam",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Terror",
"Score": O,
"Keywords": [],
"Suggestion": "Block",
"LibId": "",
"LibType": O,

"LibName": "",
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"SubLabel": "Crowd"

"Label": "Porn",
"Score": 2,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName: "

"SubLabel": ""

"Label": "Ad",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Abuse",
"Score": 1,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",

"LibType": O,

"LibName": "",

"SubLabel": ""

I
"MoanResults": [
{
"Label": "Moan",
"Score": 1,
"StartTime": O,
"EndTime": 15,

"Suggestion": "Pass",
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"SubLabel": ""

I
"LanguageResults": [
{
"Label": "yue",
"Score": 99,
"StartTime": O,

"EndTime": 15

I
"Duration": "15000",

"Score": 98,
"Extra": "",
"SpeakerResults": [],
"LabelResults": [],
"TravelResults": [],
"SubLabel": "ReactionaryDivision",
"RecognitionResults": []

}y

"OffsetTime": "120",

"CreatedAt": null

I

"TryInSeconds": 0,

"CreatedAt": null,
"UpdatedAt": null,
"ErrorType": "",
"ErrorDescription":
"Asrs": [],

"Label": "",

"SegmentCosUrlList":

"TaskId": "w-audio-ZSS_LFTB31SvDHmP",

"DataId": "test",
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"BizType": "default",

"Name": "X,

"Status": "FINISH",

"Type": "AUDIO",

"Suggestion": "Block",

"Labels": [

{

"Label": "Terror",
"Suggestion": "Review",
"Score": 99,

"SubLabel": "Crowd"

I
"InputInfo": null,
"MediaInfo": {
"Codecs": "",
"Duration": 144,
"Width": O,
"Height": O,
"Thumbnail": ""
}y
"AudioText": "XXXXXXXXXXXXXXXXXXXX",
"ImageSegments": [],
"AudioSegments": [
{
"Result": {
"HitFlag": 1,
"Url": "https://cos.ap-

guangzhou.mygcloud.com/yunyingpingtai-xxxx/_cms_segments/cms/vod/w—

audio-zSS_LFTB31SvDHmP/audio_60_1696907073.mp3",

"Suggestion": "Block",

"Label": "Polity",

"Text": "XXXXXXXXXXXXXXXXXXXX",

"TextResults": |

{

"Label": "Terror",
"Score": O,
"Keywords": [],
"Suggestion": "Block",
"LibId": "",
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"LibType": O,
"LibName": "",

"SubLabel": "Crowd"

"Label": "Porn",
"Score": 2,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName: "

"SubLabel": ""

"Label": "Ad",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Abuse",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",

"LibType": O,

"LibName": "",

"SubLabel": ""

"Label": "Illegal",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",
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"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Spam",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

I
"MoanResults": [
{
"Label": "Moan",
"Score": 3,
"StartTime": O,

"EndTime": 15,

"Suggestion": "Pass",

"SubLabel": ""

I
"LanguageResults": [
{
"Label": "yue",
"Score": 90,
"StartTime": O,

"EndTime": 15

"Label": "dialect",
"Score": 9,
"StartTime": O,

"EndTime": 15

I
"Duration": "15000",

IRIFRE: BR=IE (16F) BREEAR 5581 #1363




"Score": 99,
"Extra": "",
"SpeakerResults": [],
"LabelResults": [],
"TravelResults": [],
"SubLabel": "NationalInstitution",
"RecognitionResults": []

tr

"OffsetTime": "60",

"CreatedAt": "2023-10-10T11:04:34z"

I

"TryInSeconds": 0,

"CreatedAt": "1970-01-01T00:00:002z",
"UpdatedAt": null,

"ErrorType":

nmnn
4

"ErrorDescription": ""

"Asrs": [
"text": "XXXXXXXXXXXXXXXXXXXX",

"CreatedAt": "2023-10-10T11:04:342z"

"text": "XXXXXXXXXXXXXXXXXXXX",

"CreatedAt": "2023-10-10T11:04:38z"

I

"Label": "Porn",

"SegmentCosUrlList":

WKW

% Response BIZ287R “Error” FE&, WHBEAKXK, AT signature #38KMAYRH:

"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",
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@ Hﬁ \_L:HE NERABLE

age": "The provided credentials could not be validated.

Please check your signature is correct."

ty

"RequestId": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Hdh Error Y Code EFRiEIRIE, Message ¥ REZNEMEE, #HEBEESN HIRE .
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https://cloud.tencent.com/document/product/1125/62772

@ Hﬁ \_L:HE XERBTRE

oliffic &5t AP

RS

fR=EEA URL

EFHHIRELHEARS, FESHESERIILER URL, XRENRFBRICEERIIRSHEM HTTP POST 5
Regttetit . FRRIERI URL BRHERIHIERY, H32H HTTPS ¥

EEIRSH

THIENRFED, SRERE—ESHIAREFGERILZERN HTTP POST 5K, UTE—EEZNISH:
i5KAiE: HTTP POST,

iBkk: Content-Type: application/json,
iBXKF: JSON BUEE, 88BXERASRNFARES, FHRERIESEEWEIRASR.
BERERBEENERFATRFRXLSH ., BHERENHAEREBBEIRFILE JSON BXRTERE,

A RRSS

fESEFRMEAREIEARSS 2R, BRERZEEMINEIRE TERE URL 124, HEZNESCETLUREILGERBK
{iIiRS32FH9 HTTP POST &K, BALAEA—LELTEREN HTTP POST 5K, LRFRENEIRRSIER
T,

LB EHERA

LIAIRYERS3EERIX HTTP POST i5REEAIEIE URL B, ZBHRAZEMHIMERETDEI JSON iE, HiRiE
FHIRTE Status FUTHENANEE, IITR—EERAIEMEE:

FINISH: {E53R#BEIN.

RUNNING: {E5&EHITH

ERROR: {ESHITEM, T&EEIFAPRILMER (ErrorType ) F1E4/EE ( ErrorDescription ) &
RIALEBIREE

SIS R RTRRLGIEFRIFHEE, BHREMME HTTP K&8753200 OK.,

B ERER

BER EARKIE LARENEIESRG, FERENXERN E9ESiFE BOXE,
® EE:

ERiEaRP, RABRTREIHEERER (Finish) HASMAER. MEESZRP, RABRTR
BEENEEREZLE RIS SMADHE
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https://cloud.tencent.com/document/product/1124/136573#1bda4fa4-b5b1-459d-9eaf-fb7908ce9825
https://cloud.tencent.com/document/product/1219/53256#3.-.E8.BE.93.E5.87.BA.E5.8F.82.E6.95.B0

CSE)IE%EHEE NERERE

RUNNING A2
ES RS, PREATIEME AR BRI AR B .
FINISH #SA2%

(ESHZLER, ZRE TSRO0 ER/EHEMHFRER, RBERAUET running FEREIRAEHE, 3&E
FARSEIMESIFRIEORIRE

WERE

AT EIEBEKEINEIRESERERBAIZNEEXSHEEENIEPFREEN, APEZEESHTLIEERIEIIE
% seed B, NEFAFTBRBNTLAFTAESE ., EEIER, RIISMAZSSHNHERBIENZSH ., BIVSEER
B89 HTTP SL&BRiFIN x-Signature FER, HIEEH seed + body B sha2564wi3F1 Hex Z#fF&H,

® #I: AR CallbackUrl 2: http://example.com ,Seed B: dedbédcclcbTc63fde8fasabs
ds57 , BHAINREIREIFRIEER:
{"Taskld": "task-video—X0zpcRUMzVidxj20","Datald":"test","Suggestion": "Block"}
0, B\ExkE, BIISTARB http://example.com HIRHE, £ HTTP L&B €\ Xx-Signature
BEF: 74f0aec6dlfledeblffed162dad80a812f8addclofe5a52bacbed2c862d3edcfd

#!/usr/bin/env python3

# —*— encoding: utf-8 —*-

# RERHG

import hashlib

seed = "dedb6dcclcb/c63fde8fababfdb7"

body = '{"TaskId": "task-video-—

X0zpcRUMzVidxj20", "DatalId":"test", "Suggestion": "Block"}'

# 18 seed + body ¥ bytes ZEB, HitE sHazs6 RS

sha256 = hashlib.sha256( (seed + body) .encode ('utf-8")) .hexdigest ()
print (sha256)

[BliF URL &

BAFXEHIAERIEHHAEIAR COS IR, IGRHR&EIKRE 12 /0w, ELt, EE URL BEHIRKH 12
MBS EBNTERIREIEIERSIZEDRS URL #{TEREMNEE, LERIERKIIRAEE. COS BRIZIFNEIES

SDK &Rt 7 £ = R HHEAITNEE, (BIREUKHARI SRR EMEA KAZH . ATRMT java. python. go
M SDK EFRIRE .
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https://cloud.tencent.com/document/product/436/7778
https://console.cloud.tencent.com/cam/capi

O BT

© B8:
B URL #8=¥: nttps://<bucket>.cos.region.mygcloud.com/file_path

Bl URL 7=ffl: https://tianyu-live-video-content-moderation-xxxx.cos.ap-guang
zhou.mygcloud.com/segment—/audio/w—1live_video-YrvumJyVBc3KMIDF/1656483481.m
r3
FER URL ”"ffl: nttps://tianyu-live-video-content-moderation-xxxx.cos.ap-gua
ngzhou.mygcloud.com/segment—/audio/w-1ive_video-YrvumJyVBc3KMIDF /165648348
1.mp37g-sign-algorithm=shal&g-—ak=AKIDXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX&J—s1g
n-time=1754477817;1755082617&g-key-time=1754477817;1755082617&g-header—-1ist
=host&g-url-param-list=&g-signature=1ea700£9e6431787d22c5ecc6ab6b4a1347909d9
1

Python

#!/usr/bin/env python3
# —*— coding:utf-8 —*—

from gcloud_cos import CosConfig

from gcloud_cos import CosS3Client

+ %A
secret_id = "" # mREKAZEHIKE
secret_key = "" # mikKAZRIAIREL

region = # BXIAN ap-guangzhou

mnn

:param url:

:return: presigned_url

# FREEFIRITR

config = CosConfig(Region=region, SecretId=secret_id,
SecretKey=secret_key)

client = CosS3Client (config)

# RIEk ey IREN T akisE

+ FRENE B costE
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bucket_name = "tianyu-live-video-content-moderation-xxxx"

# print (bucket_name)

# IRERZERRY cos I8R, IRIRIRBERHEIRI

key = "segment-/audio/w-live_video-YrvumJyVBc3KMIDF/1656483481.mp3"

# print (key)

# (EAXAREART, expired_sec BRTHIEATLAETIZE

expired_sec = 60 * 60 * 24 * 7

download_response = client.get_presigned_download_url (
Bucket=bucket_name, Key=key, Expired=expired_sec)

return download_response

if name == ' main

# pres igned_urlﬂ%?ﬂﬁf%%ﬁﬂgﬁg BYURL

presigned_url = get_cos_presigned_url (

.

"url")

print (presigned_url)

Java

import com.gcloud.cos.COSClient;

import com.gcloud.cos.ClientConfig;

import com.gcloud.cos.auth.BasicCOSCredentials;
import com.gcloud.cos.auth.COSCredentials;
import com.gcloud.cos.http.HttpMethodName;
import com.gcloud.cos.http.HttpProtocol;

import com.gcloud.cos.region.Region;

import java.net.URL;

import java.util.Date;

import java.util.HashMap;

import java.util.Map;

public class TencentCosClient{
public static void (String [] args){
// WA cos EOZBIPIRERBIZFE— cosclient SEffl, WMRiBNEIE
/) FRRIBSRAR: BERFE > B cosclient
COSClient cosClient = () ;

// RNEZRIcostE
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String bucketName = "tianyu-live-video-content-moderation-xxxx";
// RENEBR cos BR, BRFRBERHRD
String key = "/segment-/audio/w-live_video-

YrvumJyVBc3KMIDF /1656483481 .mp3";

// RERRTHARE (%), SRETIRENEIMER clientConfig HRIERT
HARiE) (1/\Bd)
XBiREERTEFENEEH
Date expirationDate = new Date (System.

60 * 1000);

// SEERRERNSE, FS5EMRERER, sesfhLtARSEMIEZAY nrTe
P
Map<String, String> params = new HashMap<String, String>();

params. ("paraml", "valuel");

// BERRERLE, F5LFERER, sESHILARPERIERRY nTTe
A9SLER

Map<String, String> headers = new HashMap<String, String>();

headers. ("headerl1l", "valuel");

// BKEY BTTP Bk, LIEEKA pur, THEIEKRA ceT, MEREKRA DELETE

HttpMethodName method = HttpMethodName.GET;

URL url = cosClient. (bucketName, key,
expirationDate, method, headers, params);

System.out. (url. ());

// TRIARBIERBER cosCclient SEfIZE, XiFZ

cosClient. ()7
}
// Ui cosclient ZEff, XASEFIAERLEERIE:
public static COSClient () A
// RBERPEBER
// SECRETID I SECRETKEY BERIHDEIREHG
https://console.cloud.tencent.com/cam/capi WHITEEINEE
String secretId = "";
String secretKey = "";

COSCredentials cred = new BasicCOSCredentials (secretId,

secretKey) ;
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// ClientConfig HRBETREBRK cos HERIRIRE:

ClientConfig clientConfig = new ClientConfig();

// B bucket RIMBIT
// COS_REGION i&&HB
https://cloudexpirationDate.tencent.com/document/product/436/6224

clientConfig. (new Region ("ap—-guangzhou"));

// IRBEIBKRINY, http THE https
// 5.6.53 REIRAIRAE, BIGREFER https Y
// 5.6.54 REBSRA, BEMAMEAT https

clientConfig. (HttpProtocol.https) ;

// ATFRIRE, =2rTiERT:

// B socket IZEHUEBAY, BAIA 30s
clientConfig. (30*1000) ;

// RBEBMERER, BUA 30s

clientConfig. (30*1000) ;

// WRFBERNE, ®RE http KE, ip AR port

clientConfig. ("httpProxylIp");

clientConfig. (80) ;

// BB cos EPim,

return new COSClient (cred, clientConfiq);

Go

package main

import (
"context"
"w fmt "w
"net/http"
"net/url"

"time"
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"github.com/tencentyun/cos—go—-sdk-v5"

// B3 taglIAN, ARALUSIERSHERTRLBBEZZH,
type URLToken struct ({

SessionToken string “url:"x-cos-security-token,omitempty"

func () A
// EHERERYEESA
el =t
Eaie =it

tmpURL := "https://tianyu-live-video-content-moderation-
xxxx/segment—/audio/w-1live_video—-YrvumJyVBc3KMIDF /1656483481 .mp3?X-Amz—

Algorithmxxxx"

parse, err := url.
if err !'= nil {
fmt . (err)
return

}

// IKENERBMcostf tianyu-live-video-content-moderation-xxxx

bucket_name := parse.Scheme + "://" + parse.Host
// FRENERRY cos IR, BRREEARERmE /segment-/audio/w-1live_video-
YrvumJyVBc3KMIDF /1656483481 .mp3

key := parse.Path
1= url. (bucket_name)
&cos.BaseURL{BucketURL: u}

CcoS. (b, &http.Client{})

name := key

ctx := context. @)

// @813 tag B x-cos-security-token

// Get presigned
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(f;E)I%&i}ifi NERABTLE

presignedURL, err := c.Object. (ctx, http.MethodGet,
name, tak, tsk, 100*time.Hour, nil)
if err !'= nil {
fmt . ("Error: %v\n", err)
return
t
// Get object by presinged url
resp, err := http. (presignedURL.
if err !'= nil {
fmt . ("Error: %v\n", err)
t
defer resp.Body. @)
fmt . (presignedURL.

fmt . ("resp:%v\n", resp)

EliR R R
FEEERER—REH L RE?

1. {E531%7E Pending H, TILAEIES#EENOSE Status RS, (ESHIZSIBESESMEERZ, IHESHE
FSHEBA
2. SEREENRELEREEN, RBEHKIES Finish EREASMEER, ErILIBZ#EEOESE Status E
ST, wrblBEERSERERIZE, UXishBRINREERIEIR,
3. APMRIZEBIEBAINMNESIIN200, SHEHEZERAXM, RIEMERZEE Postman & curl ETRAIEEK,
HEEMRNAIBEE 200,
4. EAEFMRALATER, EIFERTEREE5s £iRiE"context deadline exceeded (Client.Timeout
exceeded while awaiting headers)" , ZiEREERM taskld L£EIF=RMEIA
HELRRSESEIERIET, FiRREEERIIRIER .
HENZEZEETRE, HENERAERHMEERE,
WMBIERBEBH XS HME R LIRFIZE, AUSHESEER, URITFSERED,

BiERME LA LA SENERR . AILERBFCRFKICRITRIMMNEGE, UEHTHIEHNR . &L

RS T B RIS A EIRARSS RO MEAERN AT R o
i URL Bt ATiEFTFH?
MEFAFRRKEFRERNAEIRT TR, SSBEETAERITHF.
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XEFARREE

O BHS

HRAREEZNESI
APl ZAfE5]

miIEEFRAYE: 2026-09-08 17:18:33

Bz APl S8 MERHITEHIIE, APERFRE AP ZEAEEFEAZEEIE, STFENSENERETE
& (Signature) , BNERBBZELHSHP, BEEZERERHIUBENHFRIMSNLXER, UITREE
B4R APl EOXESHLAR V3ERBHE.

API 3t

2 JHAEEE BONMHE, THRIEK API TRENAHSH . 8. EOBAEHSHE,

NS

AHSYRBTIRRAFPNEOZEZENSE, APIEOXEEFSRFALSEHNRE, B2IREK API IEEET
XESH, FREERIERFRK,

oY

BAZR%E V1. VIEHESFR, BEERESRE VIHEESR, B85 V3 (FiiJs TC3-HMAC-
SHA256 ) HHILERGE VIERS, TIFEXANERE, H POST JSON #8zh, HaEE—ERH .

BLRIERL, BBIER API Explorer iy “EZBER" 88, EIFEZIRAN “API1 3.0 BE V3" , TJLIER

BERUEHTIIE,

API Explorer MWARBRE (VM

CreateVideoModerationTask

' EEXEE

BPZE R

Q R QM RIBER  ELBR  ERBEM SEE  OEREK  EEXE SuEEn
m 2021-09-22 FEAPIHY
MANERARHIED
o - RIERE, TABYEERAPERRERY f :
EREEESI HIBS T Acoess Keys, XIXBIIKSARIBE. ERBER L APISOER S
BRESHHE  REERNBBRIE, SERESARIE
IRRBEANRIE: FIRESETHTIRE, BNCFADHE API 3 OB EESE FHIEREE EE, RARUPOSTRERASENM, ERARERNE, HOSSRTME, REHTRE—TUBIPOSTERNAR
| enemsmmaEs XPERR T BB B, BRI URL. BEEEEXH 2 (SHRETHN, BESHRAEFRERESRNIE)
HES
EE2va08g i\ SecretldflSecretKey
RERESIENSecretidTISecretKeyHH{TRIE THHH B
Secretld
WASH
11
Region ()
SecretKey
11
SHMAR
B4 JSON SHHEE
EZREH
BizTy
izType [¥] © © Timestamp
11 (<]
x
ype [¥] @ © Token
11 (<]
Seed (/H) [#]
Moo wRAR
111 (<}
POST
CallbackUrl (:1%) [#] @ ®
11 (<} o @
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o
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https://cloud.tencent.com/document/product/1265/80014
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask

@ Hﬁ \_L:HE NERABLE

ERERBGIE V3 i, AHSHFER—ME HTTP Header i5RLERH, SNTFHRF=:

SHER R i i
Action String = HTTP i&ksk: X-TC-Action. B{EAEOSER, ZFEREEA CreateVideoModerationTask.

HTTP i&®Rsk: X-TC-Region. it#EH, ARFAFESEDNTDEMEE. HESSEONEPRASHETRTARSH
Region String - Region A%,

R RUSENFREGRRSN, BOEhSMIISIRE, HriEEREemthfraty.

HTTP igRk: X-TC-Timestamp. %1 UNIX g, FicR&E APIiERaAEE. Fii0 1529223702,
R MRSRSRMDEERESN, SSlERSTRHER.

Ho

Timestamp Integer

HTTP i&Rk: X-TC-Version. #{FR) API fIiEF . RESZROEPASLHEY Version RURE. EFERIER
2020-12-29.

]

Version String

HTTP fRESTIMELEPFER, Flm:

He,
TC3-HMAC-SHA256: E&7iE, BaiEENZE.
Credential: S&&EiE.
AKID**** £ Secretld; Date & UTC {rEMEMNEDR, BERENARSE X-TC-Timestamp EEA UTC imErTEIR
B—H; service ARGFFRE, EXAESHE, FIINESE cvm.tencentcloudapi.com EREFRER cvm. FF=RE
&3 vm; tc3_request HEEFHS.
SignedHeaders: S5&&itEMLAMES, content-type #l host A&iEskaR.
Signature: HERE, tHIREEN S8EF vIESTE.

HO

Authorization String

HTTP #&ksk: X-TC-Token. 81 ££FERS PRGN ZSEIERN Token, ERFEEE Secretld 1 SecretKey

Token String FHEHE BINE =2 FE g TmpSecretld F1 TmpSecretKey, FRKEAFHANFAEEEl Token 28,

o

HTTP ig®K3k: X-TC-Language. BERMEENES. NEOEOZBLSH.
B{E: zh-CN, en-US. zh-CNiREH3Z, en-US BEEX .

o

Language String

= API %2#5 GET #1 POST 53K,

F GET /%, B&#EF content-Type: application/x-www—form-urlencoded WM&,

XF POST 5Ai%x, BalsZ#F Content-Type: application/json HHYEX.
WEZ(ER POST i53k, EAAEMNERHEER, (B GET i5KR%F 32 KB LIRINIERE, POST i5K%#E
10MB LIRRYiERE, EREEFERHE .

FHICES
AT/ Java. Go. Python 7=ffl demo, EBZRER. EOANSETAR, HihiEFSE5E £8HiZ V3-8
BiER, BERETFECRSHERSZEITS, EFRARBERE AP EOMERSS2Y

NE]

import .nio.charset.Charset;
import .1o.0utputStream;
import .1io.BufferedReader;

import .1o.InputStreamReader;

import .net .HttpURLConnection;

import .net .URL;

import .nio.charset.StandardCharsets;
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https://cloud.tencent.com/document/api/1125/53278#.E7.AD.BE.E5.90.8D.E7.89.88.E6.9C.AC-v3-.E7.AD.BE.E5.90.8D.E8.BF.87.E7.A8.8B
https://cloud.tencent.com/document/api/1125/53278#.E7.AD.BE.E5.90.8D.E6.BC.94.E7.A4.BA
https://cloud.tencent.com/document/api/1125/53278#.E7.AD.BE.E5.90.8D.E6.BC.94.E7.A4.BA

import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class CreateVideoModeration {
private final static Charset UTF8 = StandardCharsets.UTF_S8;
private final static String SECRET_ID = "";

private final static String SECRET_KEY = "";

private final static String CT_JSON = "application/json;

charset=utf-8";

public static byte[] (byte[] key, String msg) throws
Exception {
Mac mac = Mac. ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key,
());
mac. (secretKeySpec) ;

return mac. (msg.

public static String (String s) throws Exception {
MessageDigest md = MessageDigest. ("SHA-256") ;
byte[] d = md. (s. (UTF8) ) ;

return DatatypeConverter. (d) . ()

public static void (String[] args) throws Exception {
String service = "vm";
String host = "vm.tencentcloudapi.com";
String region = "ap-guangzhou";
String action "CreateVideoModeration";
String version = "2021-09-22";
String algorithm = "TC3-HMAC-SHA256";

String timestamp String. (System.
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SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");

sdf. (TimeZone. ("uTCc")) ;

String date = sdf. (new Date (Long. (timestamp +
"000"))) ;

String httpRequestMethod = "POST";
String canonicalUri = "/";
String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json;
charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" +
action. () + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Type\": \"xxxx\",\"BizType\": \"xxxx\"}";//
bodyEEIIison
String hashedRequestPayload = (payload) ;
String canonicalRequest = httpRequestMethod + "\n" +
canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" +

hashedRequestPayload;

String credentialScope = date + "/" + service + "/" +
"tc3_request";

String hashedCanonicalRequest = (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" +

credentialScope + "\n" + hashedCanonicalRequest;

byte[] secretDate = (("TC3" + SECRET_KEY) .

byte[] secretService (secretDate, service);
byte[] secretSigning (secretService, "tc3_request");
String signature =

DatatypeConverter. (secretSigning,

stringToSign)) . ();

String authorization algorithm + " " + "Credential=" +

SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature="

+ signature;
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try {
URL url = new URL("https://" + host);
HttpURLConnection connection = (HttpURLConnection)
()7
connection. ("POST") ;
connection. ("Authorization",
authorization) ;
connection. ("Content-Type", CT_JSON) ;
connection. ("Host", host);
connection. ("X-TC-Action", action);
connection. ("X-TC-Timestamp", timestamp) ;
connection. ("X-TC-Version", version);

connection. ("X-TC-Region", region);

// Enable input/output streams and write the payload
connection. (true);

OutputStream os = connection. ()7

os. (payload. (UTE'8) ) ;

os. ()

os. ()7

// Get the response

int responseCode = connection. 0);
if (responseCode == 200) {
BufferedReader in = new BufferedReader (new
InputStreamReader (connection. ()));
String inputLine;

StringBuilder response = new StringBuilder () ;

while ((inputlLine = in. ()) !'= null) {

response. (inputLine) ;

()7

// Process the response as needed
System.out. ("Response: " + response.
} else {

// Handle the error response
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System.out. ("Error Response Code:
responseCode) ;

}

connection.
} catch (Exception e)

e.

Go

package vm

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"encoding/json"
"fmt"

"io/ioutil"

"net/http"

"strconv"
"strings"

"time"

type createmod struct {
BizType string " json:"BizType""
Type string "~ json:"Type""
Tasks [ltask

t

type task struct {
DatalId string "Jjson:"DatalId"®

Input taskInput "~ Json:"Input"®

type taskInput struct {
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Type string " json:"Type"

Url string "~ json:"Url""

(s string) string {
:= sha256.

return hex.

func (s, key string) string {
hashed := hmac. (sha256.New, [] (key))
hashed. ([] (s))

return (hashed. (nil))

secretId := ""

secretKey := ""

host := "vm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"

n vm "

service
version := "2021-09-22"

action := "CreateVideoModerationTask"
region := "ap—-guangzhou"

var timestamp int64 = time. (). ()

// loc, _ := time.LoadLocation ("Asia/Shanghai")

// var timestamp int64 = time.Now().In(loc) .Unix ()

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\n"

+ "host:" + host + "\n"
signedHeaders := "content-type;host"
var a = createmod{
BizType: "default",
Type: "VIDEO",
Tasks: []task/{
{

IRIFRE: BR=IE (16F) BREEAR 5898 H136]




DataId: "123",

Input: taskInput{

n URL n ,
//EONS

Type:
Url: UL

to
}
b, err := json.
if err !'= nil {
fmt . (err.
return
}
payload := (b)
hashedRequestPayload :=
canonicalRequest := fmt.
httpRequestMethod,
canonicalURT,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

(payload)

("%$s\n%s\n%s\n%s\n%s\n%s",

// fmt.Println (canonicalRequest)

// step 2:

date := time. (timestamp,

credentialScope := fmt.
hashedCanonicalRequest :=
string2sign := fmt.
algorithm,
timestamp,
credentialScope,
hashedCanonicalRequest)
// fmt.Println(string2sign)
// step 3: sign string
secretDate :=

secretService

secretSigning

IRIRERE: BR=ITE (1bF) BRSEAE

build string to sign
0) . ().

("2006-01-02")

("$s/%s/tc3_request", date, service)
(canonicalRequest)

s\n%s",

(date, "TC3"+secretKey)

(service, secretDate)

("tc3_request", secretService)

5899 #136™




signature := hex. (string2sign,
secretSigning)))

// fmt.Println (signature)

// step 4: build authorization
authorization := fmt. ("$s Credential=%s/%s, SignedHeaders=%s,
Signature=%s",
algorithm,
secretld,
credentialScope,
signedHeaders,

signature)

:= http. ("POST", "https://"+host,
(payload))

.Header. ("Authorization", authorization)
.Header. ("Content-Type", "application/json; charset=utf-8")
.Header. ("Host", host)
.Header. ("X-TC—-Action", action)
.Header. ("X-TC-Timestamp", strconv. (timestamp, 10))
.Header. ("X-TC-Version", wversion)

.Header. ("X-TC-Region", region)

resp, err := (&http.Client{}). (req)
if err !'= nil {

fmt . (err. ())

return

}
defer resp.Body.

respByte, _ := ioutil. (resp.Body)
fmt . (respByte))

Python

#!/usr/bin/env python3
# —*— coding: utf-8 —*—

import hashlib
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import hmac
import json
import time
import datetime

import requests

from concurrent.futures import ThreadPoolExecutor

mn

secret_id =

nmnn

secret_key =

n

service = "vm"

host = "vm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap—-guangzhou"

version = "2021-09-22"

algorithm = "TC3-HMAC-SHA256"

(action, params) :

timestamp = int (time.time ())
# datetime.datetime.utcfromtimestamp
day = datetime.datetime.utcfromtimestamp (timestamp) .strftime ("S$Y-%
sd")
H KKk ok ok kK K Kk ok ok ok 53% ¢ ;#;g;m;‘ﬁiﬁ;ﬁ% Kk Kk Kk k ok ok k ok ok Kk ok
http_request_method = "POST"
canonical_uri = "/"
canonical_qguerystring = ""
ct = "application/json; charset=utf-8"
payload = json.dumps (params)
# print (payload)
canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256 (
payload.encode ("utf-8")) .hexdigest ()

# print (hashed_request_payload)

canonical_request = (http_request_method + "\n" + canonical_uri +

"\n" +
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canonical_guerystring + "\n" +
canonical_headers +

"\n" + signed_headers + "\n" +
hashed_request_payload)

# print (canonical_request)

$ KKk ok ok kK Kk ok ok ok ok 59% 20 i#}%?’-}%@?ﬁ% Kk Kk ok Kk ok ok ok ok ok ok Kk
credential_scope = day + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (
canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" + str (timestamp) + "\n" +
credential_scope + "\n" +

hashed_canonical_request)

# print (string_to_sign)

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), day)

secret_service = sign (secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new (secret_signing, string_to_sign.encode ("utf-8"),
hashlib.sha256) .hexdigest ()

# print (signature)

# oxkxkkkkxkxkxx JEIE 40 HEEE Authorization ***kxxkkkkkkx

authorization = (algorithm + " " + "Credential=" + secret_id + "/" +
credential_scope + ", " + "SignedHeaders=" +
signed_headers + ", " + "Signature=" + signature)

# print (authorization)

headers = {
"Authorization": authorization,
"Content-Type": "application/json; charset=utf-8",
"Host": host,
"X-TC-Action": action,
"X-TC-Timestamp": str (timestamp),
"X-TC-Version": version,
"X-TC-Region": region
}
# time.sleep (15)

# BIEIER
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resp = requests.post (url=endpoint, data=payload, headers=headers)

return resp

 HEEBRER
def (key, msg) :
return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

(params) :
action = "CreateVideoModerationTask"

resp = do_action (action, params)

return resp.text

n

if name == main

".
params = |[]
video_url = ""
p = {
"Type":
"VIDEO",
"Tasks": [{
"DataId": "default",
"Name": "jUKARSR",
"Input": {
"Type": "URL",

"Url": video_url

1y

"BizType":

"default"
}
params.append (p)
executor = ThreadPoolExecutor (max_workers=5)
resps = executor.map (audio_detect, params)
for resp in resps:

print (resp)
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@ Hﬁ‘fﬂﬁ NERABLE

SDK #&A &5l

IEEHAYE: 2026-09-08 17:18:33

EEFZRIEERAENZ API BBER 7 MERMRIZIES SDK, ERHETESMEREE, ARHIAXETRR
HEVBFEORPE

API 3t

2% IREERLE EOXE, TREEERNSH.

SDK {EFisAA

= API 3.0 Rt TREMNARIESE (SDK) , XIFBSMRIEES, HWEHE, stEHERNER API, X
Python. Java. PHP. Go. NodeJS. .NET. C++,
BiES SDK ERRIATTESE X, MAKBIREURZRIES,

BINRERRARN SDK, BNnliEREO, BA=iRMT API Explorer AIfE&ER, FEALIRESERE SDK
EBRREUCE, LA Java. Python. Golang R=f5IiIM API Explorer &£5%, HittiESaIB1TiEIXRE

EZRATE

APl Explorer  WHHEZE (W) - CEEEE RBP2E 2

Qe e Tosk Dar@EE  RBER  E4ER  BEBER  SEWE  OURE  SEXY  HEEN
um 2021-09-22 ™
MWAANBR2BXIED
BESRESIIE @ - ELEBERMSEARERN, ToBTSERAPERRRY O EE: EIAPIREBREETETRE, HIDHET
- BN SIGETAccess Keys, 3 SRIEBIE, RETENRZERRE, RAKRUPOSTHIERAERZGHELMNASHSHBIMEED, ZRIFEEATRERE, RWEFEDE ™R HHYTRE
SEESHN 5, EGUTHBIAMEN, BRARRIHRE B (2 BHER. MEASEXER. WML, 5%

{5 ZIBMESETRSCRE, REFATRE

e
| camwses RPESXSTREAG, WAL
BEAR
s

EZER
BABH
Region (©
,

BBBWATR
o ] Coon |
BizType [¥] © ®

111 °
Type [#] @ ©®

111 °
Seed () [¥] @ @

11 °
CallbackUrl (/%) [¥] @ ® @
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https://cloud.tencent.com/document/product/1265/80014
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://cloud.tencent.com/document/sdk/PHP
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask

XEFARREE

O BT

APl Explorer  #simvazms - CIEXED) rreev

CreateVideoModerationTask

Q 522 SERAPLCHS DA% QiE RBER ®4BA ER/BER SHRH BRRE  EEXE  BiRE
i 1 = pee]
WAAB R 2AERIED
® tecli vm CreateVi ionTask --cli-unfold --BizType 111 --Type 111 --Seed 111 --CallbackUrl 111 ]
EEEHESIIR
O Golang Python Java Cot Node,js PHP Net
BRESEN
HIHSDKRHIRED IR SDK {#t{&8 () GOLANG SDK{ERIMH [2 HRIEH B
BRI LS
package main o
HUHES
EZEM v import (
" fmt"
"github loud loud-sdk Loud/common”
ﬁﬂ)\§& "github.com/tencentcloud/tencentcloud-sdk-go/tencentcloud/common/errors"”
e "github loud 1 dk loud/common/profile”
egion © vm "github.com loud 1oud-sdk-go. 1oud/vm/v20210922"
.’ )
func mai
SHEALR WA ANRE
LR - U FHBTAIRGS S  BIRA A RAE
=B | JSON SURT P
/7 capi H{THM
BizType [¥] @ © credential := common.NewCredential(
"SecretId",
m © "secretxey",
)
Type [¥] @ © /! EOE—Tclient I » T  RERRBRTMBL
cpf := profile.NewClientProfile()
111 [x] pProfile.Endpoi = dapi .com”
1/ B ABH R, YLl
Seed *®® client, _ vm.NewClient (credential, "", cpf)
ANl [x} 1/ EIE— KR, ST OBR T — T request SR
request : ICreateVi i )
CallbackUrl [ [=10)
request.BizType = common.StringPtr("111")
111 Q request.Type = common.StringPtr("111") @
request.Seed = common.StringPtr("111")
- t.CallbackUrl = .StringPtr("111"
Tasks.N [#] @ request.Callbackur: common. StringPtr ( ) o
1 Datald @ // iBE#respB—TCreatevideoModerationTaskResponseBISLhl » Sif LI BRI/
err := client i i K (request)
if _, ok := err.(*errors.TencentCloudSDKError); ok { [ec]
£mt.Printf("An API error has returned: $s", err)
Name ® @ return =
}
if err != {
panic (err)
¥
 Input o
. . e 1/ BitjsonfstiEEEE

NE]

import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.common.profile.HttpProfile;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;
import com.tencentcloudapi.vm.v20210922.VmClient;

import com.tencentcloudapi.vm.v20210922.models.*;

public class CreateVideoModerationTask
{
public static void (String [] args) {
tryd

// EHE—DINENR, NSTFEERANERAZWR secret1d
SecretKey, [l 41185 S==H %-‘E%HR\J‘E’\J&E

// KIS EEIRER S secret1d #l Secretkey iEE, HEIMKS FRRBESR
RNEEM, CEBRARESE, BNRAERENHGIKRERRDR, F2R:
https://cloud.tencent.com/document /product/1278/85305

// ZIAARIEEMNESS

https://console.cloud.tencent.com/cam/capi H{TIKEL

Credential cred = new Credential ("SecretId", "SecretKey");

IRIFRE: BR=IE (16F) BREEAR 55106 1361



// EEE—htepikIR, \iERY, RBEHRERALBIE

HttpProfile httpProfile = new HttpProfile();

httpProfile. ("vm.tencentcloudapi.com") ;

// EfHE—Aclienti®ElR, A%, RBEIEHBERTLABT

ClientProfile clientProfile = new ClientProfile();

clientProfile. (httpProfile);

/) EFEEBERERAclient R, clientProfile A%

VmClient client = new VmClient (cred, "ap-guangzhou",
clientProfile);

// EHE—TIBRMR, BMEOBEIH— M request R

CreateVideoModerationTaskRequest req = new
CreateVideoModerationTaskRequest () ;

req. ("default");

req. ("VIDEO") ;

TaskInput[] taskInputsl = new TaskInput[1l];
TaskInput taskInputl = new TaskInput () ;
taskInputl. ("test");

taskInputl. ("test");

StorageInfo storageInfol = new StorageInfo();
storageInfol. ("URL") ;

storageInfol. ("http://xxx.mpd") ;
taskInputl. (storageInfol) ;

taskInputsl[0] = taskInputl;

req. (taskInputsl) ;

// BEfrespm— 1 CreatevVideoModerationTaskResponsclIEH, S5iE

RITRIFRL
CreateVideoModerationTaskResponse resp =

client .CreateVideoModerationTask (req) ;

// Bt sontETVAIF R EIE

System.out. (CreateVideoModerationTaskResponse.
7
} catch (TencentCloudSDKException e) {

System.out. (e. ());
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Python

import json
from tencentcloud.common import credential
from tencentcloud.common.profile.client_profile import ClientProfile
from tencentcloud.common.profile.http_profile import HttpProfile
from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException
from tencentcloud.vm.v20210922 import vm_client, models
try:

# EHHE—MANENR, ASFEEANBANZKR secretid Ml Secretkey, ULEIEHRFE
SEAMAIRE

# KIOMETRELSH secret1d #l SecretKey i, HEMWKS FEAEERNZE
. UTFRERFRIESE, Et)(“'ﬁﬁ@;z@ﬂﬂfi‘ﬁ%ﬁﬁﬁﬂ%ﬁ, 520
https://cloud.tencent.com/document /product/1278/85305

# ZEATTBIEEMIEHEIS https://console.cloud.tencent.com/cam/capi H{TIK
HY

cred = credential.Credential ("SecretlId", "SecretKey")

# SEFE—Ahtepikl, AERY, iRBSTRRREILABEE

httpProfile = HttpProfile ()

httpProfile.endpoint = "vm.tencentcloudapi.com"

# SEFE—AclientiBIN, WikRY, RBIFHBRALABIE
clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile

# SEFMEZEERFMAYclient IR, clientProfil e AIIERY

client = vm_client.VmClient (cred, "ap—-guangzhou", clientProfile)

# EFHE—NMERIIR, BMEOBEFN—Prequest R
req = models.CreateVideoModerationTaskRequest ()
params = {

"BizType": "default",

"Type": "VIDEO",

"Tasks": [

{
"DataId": "test",

"Name": "test",
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"Input": {
H'I‘ype" : HURLH’

"Url": "http://xxx.mp4d"

req.from_ json_string(json.dumps (params))

# IBMEAYrespRB— 1\ CreatevVideoModerationTaskResponsclISEH, SiERITRITM

resp = client.CreateVideoModerationTask (req)
# it sontSNAYF TR EE

print (resp.to_json_string())

except TencentCloudSDKException as err:

print (err)

Go

package main

import (

" fmt "

"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/errors"
"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/profile"
vmm "github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/vm/v20210922"
)

0 A

// EFHE—MMNENRR, ASEEEANBINZMWR secret1d #l Secretkey, LE&k
R ESEAMIRE

// KEIBHEETIRES S secretId Fll secretKey lEE, FEMMKS FREZEIRN
Z2l, UTRBRAMSE, BINRAERENGKRERER, TSR
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// ZBEARIRIEERIZEFIS https://console.cloud.tencent.com/cam/capi

credential := common.

"SecretId",

"SecretKey",
)
// EHE—AclientiBIN, ANERY, RBFHRBRALABIE
cpf := profile. ()
cpf.HttpProfile.Endpoint = "vm.tencentcloudapi.com"
// EFMEEBRFRBIc1ientWR, clientProfileZalifkhY

client, _ := vm. (credential, "ap-guangzhou", cpf)

// EFHE—NMBERIR, BMEOMEXH— M request IR
request := vm.

request .BizType

common . ("default")
request.Type = common. ("VIDEO")
request.Tasks = []*vm.TaskInput {
&vm. TaskInput {
DataId: common. ("test"),
Name: common. ("test"),
Input: &vm.StoragelInfo {
Type: common. ("URL"),

Url: common. ("http://xxx.mpd"),

// BErespm— 1 CreateVideoModerationTaskResponseclISERH, SiEkXT

response, err := client. (request)
if _, ok := err. (*errors.TencentCloudSDKError); ok {
fmt . ("An API error has returned: %s", err)
return
t
if err !'= nil {
(err)
t
// Btk sonfENIF T RO
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O BHS

("$s", response.

XEFARREE

PR
SDK BEZ R RERNE?

SDK ERRGARTERIETE, FRIESE, B2ESRROARE . MRFEEN, AISE SDK €F FHIFMHRT

5l
AR

import com.tencentcloudapi.common.Credential; =
impert com.tencentcloudapi.commen.exception.TencentCloudSDKException;

/1 SAMRIFRERMclient

import com.tencentcloudapi.cvm.v20178312.CvmClient;

// SAEEREOMAMrequest response

import com.tencentcloudapi.cvm.v2@170312.models.DescribeInstancesRequest;
import com.tencentcloudapi.cvm.v20170312.models.DescribeInstancesResponse;
import com.tencentcloudapi.cvm.v2@170312.models.Filter;

/IS NFIRE %

import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.common.profile.HttpProfile;

import com.tencentcloudapi.common.profile.Language;

public elass DescribeInstances {
public static void main(String[] args) {
try {
[/ EFE—TAE R, ASFEENBASIF Secretld, SecretKey,
// RTRIPFEAERE, RUEEAREEHRETEPHAEREZMP, FHERALRIIEEET.
// BREERICESETERADEENRE, AR2RE, #FEH.
// Credential cred = new Credential("SecretId", “SecretKey");
Credential cred = new Credential(System.getenv("TENCENTCLOUD_SECRET_ID"), System.getenv!

/4 EFIE—Thttpi T, ETiER, BRNHERT LT

HttpProfile httpProfile = new HttpProfile();

// M3.0.96HRZFFIE, SIRigE HTTP {32

// httpProfile.setProxyHost("EE{®Eip");

// httpProfile.setProxyPort(EEAEIKO);
httpProfile.setRegMethod ("GET"'); // getigsR (EAi\Apostigsk)
httpProfile.setConnTimeout(3@); // iAREREATE, PAE (FRIA60TD)
httpProfile.setWriteTimeout(30); // i@BEENEHEME, 24098 (2RiA0F)
httpProfile.setReadTimeout(30); // REZEGERIATE, SO0 (ERINHD)
httpProfile.setEndpoint("cvm.ap-shanghal.tencentcloudapi.com™}; // FEEie Ahbisid & (BRIARRIA

SHREEILIIA— Client?
SDK BiFzisgiznse, RLESESMERERE— Client Rift{TEX.
FIREES R ERRE?

BrngBERE, EREOSMHSVEREY (QPS) HHAR, TSMEOIAB1000QPS. BINEF iR

RE, BAKXSEHETRELAFPNRENLIEED, SEEREY.

IRIRERE: BR=ITE (1bF) BRSEAE
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%) itz
YN =L

Sif85epk APl 5% SDK NG, WLABEINTANISIERSTASIENIRS 2EEARKI

- IN A

& Response E1&ig8 “Error” FERBEIEEREMISZSE, MR VM EOEARKID, REINTRRZ:

"Response": {
"Results": [
{
"DataId": "0a782332-c9db-4cf5-a66e-20d60b4ecad69",
"TaskId": "c933acal-90d2-4ab8-b045-£f1b08069d76£",
"Code": "OK",

"Message": "Success"

I
"RequestId": "c933acal-90d2-4ab8-b045-£1b08069d76£"

S EIREERRH

E R REER

"TaskId": "w-video-ZSS_LFTB31SvDHmP",
"DataId": "test",

"BizType": "default",

"Name": "",

"Status": "RUNNING",

"Type": "VIDEO",

"Suggestion": "Block",

"Labels": [],

"InputInfo": null,

"MediaInfo": null,

"AudioText": "",
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"ImageSegments": [
{
"Result": {
"HitFlag": 1,
"Label": "Porn",
"Suggestion": "Block",
"Score": 91,
"Results": |
{
"Scene": "Porn",
"HitFlag": 1,
"Suggestion": "Block",
"Label": "Porn",
"SubLabel": "PornSum",
"Score": 91,
"Names": [],
ITasieWg P9,

"Details": []

"Scene": "OCR",
"HitFlag": O,
"Suggestion": "Pass",
"Label": "Normal",
"SubLabel": "",
"Score": O,
"Names": [],
"Text": "XXXXXXXXXXXXXXXXXXXX",
"Details": [
{
"Name": "",
"Text": "XXXXXXXXXXXXXXXXXXXX",
"Location": {
"X": O,
"y": O,
"Width": O,

"Height":

4

0
0

"Rotate":

ty

"Label": "Normal",
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"LibId": "",
"LibName": "",
"Keywords": [],
"Suggestion": "Pass",
"Score": O,
"SubLabelCode":

"SubLabel": ""

I
"Url": "https://cos.ap-

guangzhou.mygcloud.com/yunyingpingtal —xxxxxxx/_cms_segments/cms/vod/w—

video—-ZSS_LFTB31SvDHmP/screenshot_135_1696907088.jpg",

"Extra": "",

"SubLabel": "PornSum",

"RecognitionResults": []
tr
"OffsetTime": "135",
"CreatedAt": null,

"OffsetusTime": "135"

I

"AudioSegments": [],
"TryInSeconds": 0,
"CreatedAt": null,
"UpdatedAt": null,
"ErrorType": "",
"ErrorDescription":
"Asrs": [],

"Label": "",

"SegmentCosUrlList": null

"TaskId": "w-audio-ZSS_LFTB31SvDHmP",

"DataId": "test",
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"BizType": "default",
"Name": "",
"Status": "RUNNING",
"Type": "AUDIO",
"Suggestion": "Block",
"Labels": [],
"InputInfo": null,
"MediaInfo": null,
"AudioText": "",
"ImageSegments": [],
"AudioSegments": [
{
"Result": {

"HitFlag": 1,

"Url": "https://cos.ap-

guangzhou.mygcloud.com/yunyingpingtai-xxxx/_cms_segments/cms/vod/w—

audio-zSS_LFTB31SvDHmP/audio_120_1696907088 .mp3",

"Suggestion": "Block",

"Label": "Terror",

"Text": "XXXXXXXXXXXXXXXXXXXX",

"TextResults": |

{

"Label": "Illegal",

"Score": O,
"Keywords": []
"Suggestion":
"LibId": "",
"LibType": O,
Vi leNzmal g T,

"SubLabel": ""

14

"Pass",

"Label": "Spam",

"Score": O,
"Keywords": []
"Suggestion":
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

IRIRERE: BR=ITE (1bF) BRSEAE

14

"Pass",
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"Label": "Terror",
"Score": O,
"Keywords": [],
"Suggestion": "Block",
"LibId": "",
"LibType": O,

Vi leNzmal g T,

"SubLabel": "Crowd"

"Label": "Porn",
"Score": 2,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Ad",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,

Vi leNzmal g T,

"SubLabel": ""

"Label": "Abuse",
"Score": 1,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",

"LibType": O,

"LibName": "",

"SubLabel": ""
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I
"MoanResults": [
{

"Label": "Moan",
"Score": 1,
"StartTime": O,
"EndTime": 15,
"Suggestion": "Pass",

"SubLabel": ""

I
"LanguageResults": [
{
"Label": "yue",
"Score": 99,
"StartTime": O,

"EndTime": 15

I
"Duration": "15000",

"Score": 98,
"Extra": "",
"SpeakerResults": [],
"LabelResults": [],
"TravelResults": [],
"SubLabel": "Crowd",
"RecognitionResults":
}y
"OffsetTime": "120",

"CreatedAt": null

1y

"TryInSeconds": 0,

"CreatedAt": null,
"UpdatedAt": null,
llErrorTypeH: "H,

"ErrorDescription":

"Asrs": [],

"Label": "",
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"SegmentCosUrlList": null

"TaskId": "w-video-ZSS_LFTB31SvDHmP",

"DataId": "test",

"BizType": "default",

"Name": "SR,

"Status": "FINISH",

"Type": "VIDEO",

"Suggestion": "Block",

"Labels": [

{

"Label": "Porn",
"Suggestion": "Block",
"Score": 99,

"SubLabel": "PornSum"

"Label": "Terror",
"Suggestion": "Review",
"Score": 99,

"SubLabel": "Crowd"

1y

"InputInfo": null,

"MediaInfo": {
"Codecs": "",

"Duration": 144,

"Width": O,

"Height": O,

"Thumbnail™: ""

tr
"AudioText": "XXXXXXXXXXXXXXXXXXXX",

"ImageSegments": [

{
"Result": {
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"HitFlag": 1,
"Label": "Porn",
"Suggestion": "Block",
"Score": 99,
"Results": |
{
"Scene": "OCR",
"HitFlag": 1,
"Suggestion": "Block",
"Label": "Porn",
"SubLabel": "PornSum",
"Score": 99,
"Names": [],
"Text": "XXXXXXXXXXXXXXXXXXXX",
"Details": [
{
"Name": "",
"Text": "XXXXXXXXXXXXXXXXXXXX",
"Location": {
"X": O,
"y": O,
"Width": O,

"Height":

4

0
0

"Rotate":
tr
"Label": "Polity",
"LibId": "",
"LibName":

"Keywords" :

"Suggestion": "Block",
"Score": 99,
"SubLabelCode": "PornSum",

"SubLabel": "PornSum"
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I
"Url": "https://cos.ap-
guangzhou.mygcloud.com/yunyingpingtai-xxx/_cms_segments/cms/vod/w-video—
ZSS_LFTB31SvDHmP/screenshot_86_1696907076. jpg",
"Extra": "{}",
"SubLabel": "PornSum",
"RecognitionResults": []
tr
"OffsetTime": "86",
"CreatedAt": "2023-10-10T11:04

"OffsetusTime": "86"

I
"AudioSegments": [
{
"Result": {
"HitFlag": 1,

"Url": "https://cos.ap-

guangzhou.mygcloud.com/yunyingpingtai—-xxx/_cms_segments/cms/vod/w-video—

ZSS_LFTB31SvDHmP/audio_60_1696907073.mp3",
"Suggestion": "Block",
"Label": "Polity",

"Text": "XXXXXXXXXXXXXXXXXXXX",

"TextResults": |

{

"Label": "Terror",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
Vi leNzmal g T,

"SubLabel": ""

"Label": "Porn",
"Score": 2,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",
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"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Polity",
"Score": 99,
"Keywords": [],
"Suggestion": "Block",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": "NationalInstitution"

"Label": "Ad",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Abuse",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",

"LibType": O,

"LibName": "",

"SubLabel": ""

"Label": "Illegal",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",

"LibId": "",
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"LibType": O,
"LibName": "",

"SubLabel": ""

"Label": "Spam",
"Score": O,
"Keywords": [],
"Suggestion": "Pass",
"LibId": "",
"LibType": O,

Vi leNzmal g T,

"SubLabel": ""

I
"MoanResults": [
{
"Label": "Moan",
"Score": 3,
"StartTime": O,

"EndTime": 15,

"Suggestion": "Pass",

"SubLabel": ""

I
"LanguageResults": [
{
"Label": "yue",
"Score": 90,
"StartTime": O,

"EndTime": 15

"Label": "dialect",
"Score": 9,
"StartTime": O,

"EndTime": 15

I
"Duration": "15000",
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"Score": 99,
"Extra": "",
"SpeakerResults": [],
"LabelResults": [],
"TravelResults": [],
"SubLabel": "NationalInstitution",
"RecognitionResults": []

tr

"OffsetTime": "60",

"CreatedAt": "2023-10-10T11:04:34z"

1y
"TryInSeconds": 0,
"CreatedAt": "1970-01-01T00:00:00z",
"UpdatedAt": null,
"ErrorType":

nmnn
4

"ErrorDescription": "",
"Asrs": [
{

"text": "XXXXXXXXXXXXXXXXXXXX",

"CreatedAt": "2023-10-10T11:04:34z"

"text": "XXXXXXXXXXXXXXXXXXXX",

"CreatedAt": "2023-10-10T11:04:382"

I

"Label": "Porn",

"SegmentCosUrlList":

WKW

& Response BIZ287R “Error” FE&, WHBEAKXK, AT signature #38KMAYRH:

"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",
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@ Hﬁ \_L:HE NERABLE

age": "The provided credentials could not be validated.

Please check your signature is correct."

ty

"RequestId": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Hd Error Y Code R RiEIRIE, Message ZREZNEMEE, #HEBEESN HIRG .
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@ Hﬁ \_L:HE XERBTRE

oliffc &5t AP

RS TTIE

fR=EEA URL

EFHHIRELHEARSS, FESHESERIZLER URL, XRENRFBRICEERIIRSHEM HTTP POST 5
Kegttehit . FRRIERI URL BRHERIHIERY, H32H HTTPS Y

RERSH

TEENRFED, SRERE—ESHIAREFGERILZERN HTTP POST 5K, U TE—EEZNSH:
i5KAiE: HTTP POST,

igkk: Content-Type: application/json.
iBXKE: JSON BUEE, 88BXERASRNFARES, FHRERIESEFEWEIRASR.
BERERBEENERRTRFRXLSH . BREREHAEREBEIAFILE JSON BXRIEKRE,

Wik eSS

fESEFrMEREIEARSS 2R, BRFRZEEMINEIRE TERE URL 124, HEZNESCSETLURWILGERB
{iIiRS32H9 HTTP POST &K, BALAEA—LEELTEREN HTTP POST 5K, LRFRENEIRRSIER
T,

LB EHERA

SIRAIRYBRS3EERIX HTTP POST i5REEAIEIE URL B, ZBHRKZEZMHIMERETDEI JSON iE, HiRiE
FHIRE Status FUTHENANEE, IITR—EERAIEMEE:

FINISH: {E53R#BEIN.

RUNNING: {E53&EHITH

ERROR: {ES5H1TEM, T&EEIFAPRILMER (ErrorType ) F1E4/EE ( ErrorDescription ) &
RIALEBIRE

BRECHRAERRGBRROELELE , EHRIRIDA HTTP KAF5200 OK.
B ERER

BER ZARIIE ERENERRAG, FEREXFER SifEsSFR ZOXE,

® EE:
EoERSEth, RABRTREYNHZER (Finish ) BASMEERE, MEEEG=H, KABRTR
BEANEERFNEZE RN A S/ARIRE
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CSE)IE%EHEE NERERE

RUNNING A2
ESEES, BRSSNSMEAREAR RIS UERHTER .
FINISH #SA2%

(ESHZER, ZRETREORISOMER /| SSHEMAFRER, ZEERAUET RUNNING REREIREHE,
HERASESFIBRORIK

WERE

A TEIHZKEINEIRSIEREREBSENAEA HEEERIREDRREEN, APECIRESHILIEERIEIE
% seed B, NEAFEZREVNTLAFAEE, EEIER, RNSIMAZZSHIRHERBIBHZSME . BINSEER
B9 HTTP SLEBRiFIl x-Signature FE, HEBA seced + body B sha256 &wiBF1 Hex F&F&#,

® #IN: AR CallbackUrl 2: http://example.com ,Seed B: dedbédcclcbTc63fde8fasabs
ds57 , BEAINREIREIFREER:
{"Taskld": "task-video—X0zpcRUMzVidxj20","Datald":"test","Suggestion": "Block"}
0, BExkE, BISTAB nhttp://example.com HIBHE, £ HTTP LEB €N Xx-Signature
BMEF: 74f0aec6dlfledeblffed162dad80a812f8addclofe5a52bacbed2c862d3edcfd

#!/usr/bin/env python3

# —*— encoding: utf-8 —*-

+ IEEETRABI
import hashlib
seed = "dedbo6dcclcb7c63fde8fababfd57"

body = '{"TaskId": "task-video-—

X0zpcRUMzVidxj20", "DataId":"test", "Suggestion": "Block"}'

# 18 seed + body ¥ bytes ZFEB, HitHE suazs56 4Ri3
sha256 = hashlib.sha256 ( (seed + body) .encode ('utf-8")) .hexdigest ()

print (sha256)

Operating System: Ubuntu 24.04.3 LTS / x86_64

Runtime Version: Python 3.11.1

[Blif URL 4%
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XEFARREE

O BT

BFXHIAERIGEHAEIAR COS MR, IaHIR&EIKRE 12 0\, ELt, EiEY URL BEHIRKH 12
B . BITERIREIEIRRISZENRS URL #TEREMMNER, LEREERMREE, COS BRIZIFNEES
SDK #MEMH T ERZRHEHZAIINEE, (BREVKHIRIBEHETEMER KAEB . MTRHET Java. Python. Go
Rz SDK iR

@ H:
Bl URL #8¥: nttps://<bucket>.cos.region.mygcloud.com/file_path

Bl URL 7="ffl: https://tianyu-live-video-content-moderation-xxxx.cos.ap-guang
zhou.mygcloud.com/segment—/audio/w—1ive_video-YrvumJyVBc3KMIDF/1656483481.m
r3
FEF URL ”"ffl: nttps://tianyu-live-video-content-moderation-xxxx.cos.ap-gua
ngzhou.mygcloud.com/segment—-/audio/w-1live_video-YrvumJyVBc3KMIDF /165648348
1.mp37g-sign-algorithm=shal&q-ak=AKIDXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX&J-s1g
n—-time=1754477817;1755082617&g-key-time=1754477817;1755082617&g-header-1ist
=host&g-url-param-list=&g-signature=1ea700£9e6431787d22c5ecc6ab6b4al347909d9
1

Python

#!/usr/bin/env python3

# —*- coding:utf-8 -*-

from gcloud_cos import CosConfig

from gcloud_cos import CosS3Client

+ iR

secret_id = "" # RBEXRAZFIHIKEL
secret_key = "" # RihKARIAIKEL
region = "" # BAIA ap-guangzhou

mmwwnw

:param url:

:return: presigned_url

mmww

# IRENEPIRIIR
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config = CosConfig(Region=region, SecretId=secret_id,
SecretKey=secret_key)

client = CosS3Client (config)

# IRiEk e yIREN Rk HEER

# IRENZ B cosHE

bucket_name = "tianyu-live-video-content-moderation-xxxx"

# print (bucket_name)
# IRENERM cos R, BRFRBEARERIE

key = "segment-/audio/w-live_video-YrvumJyVBc3KMIDF/1656483481.mp3"

# print (key)

# (EAXAREART, expired_sec BRTHIMEATLAESIRE

expired_sec = 60 * 60 * 24 * 7

download_response = client.get_presigned_download_url (
Bucket=bucket_name, Key=key, Expired=expired_sec)

return download_response

if __name_ == '_ main_
# presigned_urlBEAIRGHAIZZAIURL

presigned_url = get_cos_presigned_url (

.

"Url")

print (presigned_url)

Java

import com.gcloud.cos.COSClient;

import com.gcloud.cos.ClientConfig;

import com.gcloud.cos.auth.BasicCOSCredentials;
import com.gcloud.cos.auth.COSCredentials;
import com.gcloud.cos.http.HttpMethodName;
import com.gcloud.cos.http.HttpProtocol;

import com.gcloud.cos.region.Region;

import java.net.URL;

import java.util.Date;

import java.util.HashMap;

import java.util.Map;

public class TencentCosClient{

public static void (String []

IRIFRE: BR=IE (16F) BREEAR 55128 #1361




// AR cos EBOZBIYRIRERBIEEFE— cosclient S, WNRigENEIE
// HEAIBSRAR: EERIRE > 6 cosclient

COSClient cosClient = ()7

// IRENERRIcostl

String bucketName = "tianyu-live-video-content-moderation-xxxx";
// FREXZERRY cos &R, RIRIREEEARHEIRD

String key = "segment-/audio/w-live_video-

YrvumJyVBc3KMIDF /1656483481 .mp3";

// RBERTHIRE (AIE) , ARHETIREMBGMER Cclientconfig PRIERT
HARiE) (1/\Ed)

/ REBIREBZREFANNIETH

Date expirationDate

60 * 1000);

new Date (System.

// BERRERNESH, F5LHERER, sEBHILARERILERRY nTTe

Map<String, String> params = new HashMap<String, String>();

params. ("paraml", "valuel");

// SEEARRERALES, BS5ERERER, e3P SEMILZZAY nrTe
AYLEB
Map<String, String> headers = new HashMap<String, String>();

headers. ("headerl1l", "valuel");

// BKE BTTP Bk, LIEEKA pur, THEiIEKRA ceT, MEREKRA DELETE

HttpMethodName method = HttpMethodName.GET;

URL url = cosClient. (bucketName, key,
expirationDate, method, headers, params);

System.out. (url. ())

// BARNBEREFRBER cosclient EfIZIE, XilZ
cosClient. () ;
}
// BUE cosclient SEfll, XASEHIFARELERIB:
public static COSClient () {

// RERARBMEER.
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// SECRETID ¥ SECRETKEY iB&EmibiaEEBEHS

https://console.cloud.tencent.com/cam/capi WHITEEINEE

String secretId = "";
String secretKey = "";
COSCredentials cred = new BasicCOSCredentials (secretId,

secretKey) ;

// ClientConfig HRBETREERK cos NERIRIRE:

ClientConfig clientConfig = new ClientConfig();

// B bucket RIMBIT
// COS_REGION 5288
https://cloud.tencent.com/document /product/436/6224

clientConfig. (new Region ("ap—-guangzhou"));

// IRBEIRKRINY, http THE https
// 5.6.53 REIRAIRAE, BIGREFER https Y
// 5.6.54 REBSRA, BMAMEAT https

clientConfig. (HttpProtocol.https) ;

// ATFRIRE, =2rNiERT:

// &E socket IEHUBAY, BEAIA 30s
clientConfig. (30*1000) ;

// REBMERIER, BUA 30s

clientConfig. (30*1000) ;

// WRFBERNE, ®RE http KE, ip AR port

clientConfig. ("httpProxylIp");
clientConfig. (80) ;

// BB cos EPif.

return new COSClient (cred, clientConfiq);

Go

package main

IRIFRE: BR=IE (16F) BREEAR 55130 #1361




import (
"context"
"fmt"
"net/http"
"net/url"

"time n

"github.com/tencentyun/cos—go—-sdk-v5"

// B3 taglIBN, ARALUSIERSHERTRLBBEZZH,
type URLToken struct ({

SessionToken string “url:"x-cos-security-token,omitempty" header:"-

func () A
// EERERYEESA
etk g= WU
Hefle 3= WU

tmpURL := "https://tianyu-live-video-content-moderation-
xxxx/segment—/audio/w-1live_video—-YrvumJyVBc3KMIDF /1656483481 .mp3?X-Amz—

Algorithmxxxx"

parse, err := url.
if err !'= nil {
fmt . (err)

return

}

// IKENERBMcostf tianyu-live-video-content-moderation-xxxx

bucket_name := parse.Scheme + "://" + parse.Host
// FREIERRY cos IR, BRRIEEARERmE /segment-/audio/w-1live_video-
YrvumJyVBc3KMIDF /1656483481 .mp3

key := parse.Path
= url. (bucket_name)

:= &cos.BaseURL{BucketURL: u}

coS. (b, &http.Client{})
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O BRE

name := key

ctx := context. @)

// BF tag E x-cos-security-token

// Get presigned

presignedURL, err := c.Object. (ctx,

name, tak, tsk, 100*time.Hour, nil)

if err !'= nil {
fmt . ("Error: %v\n", err)
return
}
// Get object by presinged url
resp, err := http. (presignedURL.
if err !'= nil {
fmt . ("Error: %v\n", err)
}
defer resp.Body. ()
fmt . (presignedURL.

fmt . ("resp:%v\n", resp)
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. EliRE SN LATERY, EIEERTATEEIE5s &ifkiE"context deadline exceeded (Client.Timeout

exceeded while awaiting headers)" , ZiEREERME taskid L[EIF=@RMEIA -

58132 #136™]



@ Hﬁ \.L:HE XERERSE
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tHIxE3

~

miEEHAdiE: 2026-09-08 17:18:30

ARG

fERig
ActionOffline

AuthFailure.InvalidAuthoriz
ation

AuthFailure.InvalidSecretid
AuthFailure.MFAFailure

AuthFailure.SecretldNotFo
und

AuthFailure.SignatureExpir
e

AuthFailure.SignatureFailu
re

AuthFailure.TokenFailure

AuthFailure.UnauthorizedO
peration

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist
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EOBT%, SRS

iBRLEPAY Authorization AEFSEBIA=iTE

ZiAIEZE (FR = APl ZAXE )
MFA $8i%

ZRREE. FERFSNERARECHNIREESR, MIASIE
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EREH. Timestamp HIRSHRIIEAHEERSEIHS W, BHEE
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ERIER. ERTHEER, AURAASAPHNERTEXENEES
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token $8ix

IFREEN 155E CAM 3H3 IFEANAYIRER

DryRun 1#{E, RRIERISEZMINE, RRSET DryRun &%
RIEEM

S

BEOXEFHE

SHER (RESHIE . XEFHR)

SHEYEER

i&XK body B9 multipart I§&i=
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IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion
RequestLimitExceeded

RequestLimitExceeded.IPL
imitExceeded

RequestLimitExceeded.Uin
LimitExceeded

RequestSizeLimitExceede
d

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable

ResponseSizeLimitExceed
ed

ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WSS EEIRIS
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SRR EINAIHA
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InternalError.ErrTextTime
Out

InvalidParameter.ErrAction

InvalidParameter.ErrTextC
ontentLen

InvalidParameter.ErrTextC
ontentType

InvalidParameterValue.Err
TextContentLen

InvalidParameterValue.Err
TextContentType

UnauthorizedOperation.Un
authorized
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