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SEHHIE

EAES

BAES

EIEEFAYE: 2025-02-05 16:02:22

BXEEN BIMTENFERNEHRELZE ( Text Moderation System, TMS) .

EESTER

2% HiaEHFREE IRAIEEF AP R, FHIXEUENZAY SecretID 1 SecretKey, LMEMFRENSHINUIRHITRIE
EHAKE

8F WREND, FHE TMS IRSHTEUIHAE . RIBEMHWSHER, RERBEFIRN Biztype, RNFRISERLEMNIXAER
BABH

RS AP| 1 SDK BFHENT .
R4 APl ENFEAFRIEBAZIER1E5], 198 Demo EMEZHTEN, BN TRIEERESGIUARFRIPERPIORIE, 2IUAPER SDK %
A, SDK H#HETESHIERE, FRIRFXTRIBHOEMEONT, BARERDEE,
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API #EAf&5|

EIEEFRATE: 2024-11-08 11:28:23

Bz APl SESNERETSHIE, APERREAPEATEFEAZSEIE, SiMFENSRMBERETES (Signature) , SNERBEEELHT
SYPIEEZERERHIUEENAXMENREBER, UTRBSEENE AP EOXBSHIARVIESGE.

APIZE

8% UANELS BOXY, TRARAPIFFBENARSE. HE. BOBAGHSHE,

2HBHY

AHSEERTIHABPMEOSSNSY, APIROXHEFRRTALSEHNN, ESRERAPIIRERHRLSY, THERLEER.
SB5E

BRZEEVL. VIERESAN, BEERAVIESHEITEESR, £85i% v3 (BIERME TC3-HMAC-SHA256 ) HHLtEEFiZ VIERS, ZFE
KEGERE, 255 POST JSON 18U, HaeE—ERH . ENRIEM, BiER API Explorer RS “ERBER” ThEE, EFEEBIRER “API3.0 &8
v3” , HLERERTEHITIEE,

I Explorer  xtpEme . CIEEXED) rree

OaR Qe e A4TR  BESEM  PHNE  OEEN  SExE  HEel

REREERIED
AM30EE I
swERE BEBEA

APIBOEEAAE FEEMERES Y, RASUPOSTRAR AN, ERARERRNE, ATHPRINE BENCEN—TIUEIPOSTRRNARUAL, EEBATE B (PHALTLN, BESRNENENEZENE

A SecretidflSecretkey

F5id - . o
Secretid
835
WASH
e SecretKey
N R N F T~
ST () ap-guanganou
sHAABL
ESEW
s | son
Timestamp
Content [#] © @
5LmgBL+RSbmz o
Token
BizType [S[=]c}
default o
WRAR
Detald () [+] © @ posT
o e
Userld @@
EREEER
Nekname © @ © mRBIE
. {Content" s SLAgSLHRSbRZ", “BLITYpe" s “Cetauit")
© pHERTRARE '
Gender @ @
Age @ @
Lovel ©®

ERZERAE V3, 2HSHEER—NEI HTTP Header igKLEH, WNTHRAR:

SHEBMR bS] Wi iR
Action String 2 HTTP i&&Ksk: X-TC-Action, ZEREOSBIR, ZFEREVEN TextModeration,

HTTP id&Kk: X-TC-Region, HS#, ARIMRFAEIRENMELNEKE. BESEEOX
Region String - BHRRASHEDXTFAHESH Region AU,
A REEOFAREEEZSY, BROMERESLISERE, HIAESEZSHBFEN.

HTTP iEkk: X-TC-Timestamp. =@l UNIX BJialE, a[cRA#E AP iERRIEIE, HIg0

Timestamp Integer = 1529223702,
HE: NRSRSHENEEERESSH, SSlRESEER.
. . o HTTP i&kk: X-TC-Version, ##{ER APl BIIRAE . BUESEEONEPASATSE
Version String =

Version 8988, iZFERENE}2020-12-29,
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https://cloud.tencent.com/document/product/1124/51860
https://console.cloud.tencent.com/api/explorer
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HTTP #RESHBIMESLEBFER, Fl4n:
TC3-HMAC-SHA256

Credential

=AKID**** /Date/service/tc3_request,
SignedHeaders

=content-type

pmEeSE,

L Signature=fe5f80£f77d5fa3beca038a248££f027d0445342fe2855ddc963176630326£10
Authorizati

on

HO

24

HA,

o TC3-HMAC-SHA256: #&5Hi%, BRIEBEENZE.

o Credential: £&EiE, AKID**** 2 Secretld; Date 2 UTC tm#RIEINEER, BEZTE
MAaHSH X-TC-Timestamp &EH UTC tRERTIERE—2; service hEFFmE, B
BEhEZRE, fIaEE cvm.tencentcloudapi.com BEHFE~REBE cvm. A=REVER
tms; tc3_request HEEFFE,

o SignedHeaders: £5&&itHRILIMER, content-type #l host Ja:4i%LER,

o Signature: EEWE, ITHEIEEEN T2RA v3 B2EE .

String

HTTP i&k: X-TC-Token, B} ZLEiERS FINARIGITRZRELEIEPR Token, (ERH
£1% Secretld 1 SecretKey HI{EERAIGITZ2EIEPH TmpSecretld
TmpSecretKey. {ERKAZEAIIFEEIREL Token FE&,

iy

Token String

HTTP i&&Ksk: X-TC-Language. BEEORENES, (EPSEOSZISIESE,
HYE: zh—CN, en-US, zh-CNiBEI#X, en-US iREZ,

o

Language String

= API 35 GET #1 POST 5K,
o ¥WF GET 5i%, B content-Type: application/x-www-form-urlencoded HWMNI&R .

o ¥F POST FAi%, HEIS#F content-Type: application/json HHYER .
WZER POST 5K, EARENERHLTER, (B GET i5RKRX%HF 32 KB LIFRNERE, POSTIERZIF1OMBLIRRIEKRE, ERFEERIY,

G AR
PITiEM# Java. Go. Python =fl demo, IHEZHEE . EOANSHEAR. EttESESEEE5E V3-E2ET, ERETERRSHRSBIEA
=i, SCRRRRAR\ERE AP EOXERSSH,

set UTF8 = StandardCharset

g SECRET_ID = "";
ring SECRET_KEY = "";
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j CT_JSON = "application/jsc

secretKeySpec =
(secretKeySpec) ;

return mac. (msg.

String service = "tms
ing host = "tms.tencentc
tring region = "ap-guangzho
action = ‘extModeration”;

ring version = "
String algorithm =
String timestamp =
SimpleDateFormat sdf new SimpleDateFormat ("yyyy-MM-dd") ;
sdf.

tring date = sdf. new Date (Long. (timestamp + "O

tring httpRequestMethod = "POST";

n/n.,
rr

String canonicalUri =
tring canonicalQueryString = "";
String canonicalHeaders = "content-t application/json; charset=utf-8\n"

+ "host:" + host + "\n" + "x-tc-action:" + action. () + "

String signedHeaders = "content-t ;jhost; x—tc-action";

\"xxxx\", \"BizType : \"xxxx\"}";

ing payload = "{ ent e
String hashedRequestPayload = (payload) ;

"

String canonicalRequest = httpRequestMethod +

+ canonicalHeaders + n" + signedHeaders + "\n" + hashedRequestPayload;

n/n n/n
/ /

string credentialScope = date + + service +

ring hashedCanonicalRequest = (canonicalRequest) ;

AN

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope +

hashedCanonicalRequest;

secretDate = (("TC3" + SECRET_KEY) . (UTF8), date);
secretService = (secretDate, service);
secretSigning = (secretService, "t equest");

String signature = DatatypeConverter. ( (secretSigning,

stringToSign)) . ()7
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String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ",

n

ders=" + signedHeaders + ", + "Signature=" + signature;

{

URL url = new ("https://" + host);

HttpURLConnection connection = (HttpURLConnection) url.
connection. ("POST") ;

connection. ("Authorization", authorization);
connection. ("Content-Ty ", CT_JSON) ;
connection. Host", host);

connection. X-TC-Action", action);
connection. X-TC-Timestamp", timestamp) ;
connection. X-TC-Version", version);

connection. ("X-TC- n", region);

connection. ( )i
DutputStream os = connection.

os. (payload. (UTF8) ) ;
os. ()7

os. ()7

t responseCode = connection.
(responseCode == 200) {
dReader in
(connection.
tring inputlLine;

StringBuilder response

while ((inputline = in.

response. (inputLine) ;

()i

bonse: " + response.

("Error Response ( e: + responseCode) ;

connection.
catch (Exception

e

IRIFRE: BR=ItE (It ) BRSEATF




XEFARREE

"crypto
ding/base64"
oding/hex"
"encoding/json"
"fmt"
"io/ioutil"
"net/http"
"strconv"
"strings"

"time"

oe textmods struct

Content string

(s
b := sha256.

return hex.

(s, st
hashed := hmac. (sha256.New,
hashed. (] (s))
(hashed. ))

secretId "

secretKey := ""

host := "tms.te

algorithm := "TC3

service := "tms"

version := "2020-12-29"
action := "TextModeration"
region := "ap-guang

ar timestamp

httpRequestMethod := "POST"
canonicalURI := "/"
canonicalQueryString := ""
canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n"
signedHeaders := "content-type;host"
var a = textmods({
Content: base64.StdEncoding. ("M ARE") ) ,

err := json.

payload :=
hashedRequestPayload := (payload)

canonicalRequest := fmt.
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httpRequestMethod,
canonicalURT,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

date := time. (timestamp,
credentialScope := fmt.

hashedCanonicalRequest :=

string2sign := fmt. ("2

algorithm,
timestamp,
credentialScope,

hashedCanonicalRequest)

("2006-01-02")
c3_req ", date, service)

(canonicalRequest)

° ° °
s\n%d\n%s\n%s",

secretDate := (date, "TC3"+secretKey)

secretService :=
secretSigning :=

signature := hex.

authorization := fmt.
algorithm,
secretlId,
credentialScope,
signedHeaders,

signature)

req, := http.
req.Header.
req.Header.
req.Header.

req.Header.

(service, secretDate)

request", secretService)

( (string2sign, secretSigning)))

"https://"+host, strings. (payload))
authorization)

application/json; charset=utf-8")

action)

req.Header. 2 C—Tim amp", strconv. (timestamp, 10))

req.Header.

req.Header.

version)

region)

(¢http.Client{}) .Do (req)

defer resp.Body. ()

respByte, := ioutil.

fmt . (respByte))
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hashlib

hmac

json

baseb64

time
datetime import datetime
L requests

concurrent.futures import ThreadPoolExecutor

secret_id = ""

secret_key = ""

service = "tms"
host =

endpoint

region =
version =

algorithm =

(action, params) :
timestamp = int (time.time())

day = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-$m-%d")

http_request_method = "POST"

canonical_url = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256 (

payload.encode ("utf-8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +
canonical_url + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n"

hashed_request_payload)

credential_scope = day + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (

canonical_request.encode ("utf-8")) .hexdigest ()

AN

string_to_sign = (algorithm + \n" +

(timestamp) + "\n" +
credential_scope + "\n" +

hashed_canonical_request)

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), day)
secret_service = sign(secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new (secret_signing, string_to_sign.encode (
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"utf-8"), hashlib.sha256) .hexdigest ()

authorization
+ secret_id + "/" + credential_scope + ", " +

~dHeaders=" + signed_headers + ", " +

" + signature)

headers = {
"Authorization": authorization,
Content-Type": "application/json; charset=utf-8",
host,
on": action,
tamp": str(timestamp),
ion": version,

“—Region": region

resp = requests.post (url=endpoint, data=payload, headers=headers)

return resp

(key, msgqg):
rn hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

(params) :
action = "TextModeration"

resp = do_action (action, params)

rn resp.text

" _ main__ ":

params = []
content = ""
b4content = base64.b64encode (content.encode ()) .decode ()
p = {
'default',

b4content

params.append (p)

executor = ThreadPoolExecutor (max_workers=1)

resps = executor.map (image_detect, params)
Or resp in resps:

print (resp)
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["Nonce"] =

["Timestamp"] =

orm-urlen

’
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BEREM
FEMTESKBIHNE, HRESRERLE,

RS
AuthFailure.SignatureExpire

AuthFailure.SecretldNotFou
nd

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid
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iR
ERiZH. Timestamp SRSHIEWEIESRIIEEEFESELED#.
BIRTREE. 5D EHE EERINESNER, EELENTEFRESTFY.

BERER. THEERITHER, HEERSLIMRENNTTENS, thBRTEEEEN SecretKey HIES
E='d:0

[RBHER Token $EiR.
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SDK #&Af&s|

EIEEFATE: 2025-02-05 16:02:22

HEEERBNE AP| BRER 7 MERMRIZES SDK, EEHETESMERIE, FRBRFZXEFRISHARMAEONT,
APIZH

2F WAREEE EONY, TREEERNSH.

SDK{EFiEE

= API 3.0 RItTERENFRTIESE (SDK) , XHSMHRIES, WEHIR, EESEINAM API, i Python. Java. PHP. Go.
NodeJS. .NET. C++,
HIESSDKERRIBAISE i, NERBIRFURZERIRES,

B v A4 > SDK il > Python
SOK fift 20 Python
PHP 3.0 B EanATE): 2023-01-11 20:20:38 ¢
Python 3.0 ﬁﬁ
Java =0 . WDERBASARETRAEY (SDK) 3.0, SDK 3.0 5 API 3.0 FANRETA. SOK 3.0 TMTH—t, SNBSS
Go 3.0 B, E0WAARIER. HEBNEEDSEIERSMA,
NET -0 o #5354 Python SDK 3.0 9%, MMBEERA. BitHENBRAETR API,
. BRIEXISEMRESEE CM, WEMS VPC | SIER CBS ¥ Mm%, BRSXISHMEFRIEN.,
Node.js 30
- KPR
C++ 30
Ruby 3.0 « Python 2.7, 3.6ZF3.9kR7x.
uby .
o FMZEREIL. KERIUEE Secretld & SecretKey Ml . Secretld TR API BRAEMS {3, Secretkey AFMEER
BRREA 50 ETHENEH. AE AP ZHEE NE, WEMTRR OTEMR:

BINRERMIRANSDK, BIEIAMED, Bl=iRgET API Explorer AJ7E&iRAR, FERTLABRESR SDK ERASRGIEHE, i TFJava. python.
Golang7=HI¥IM API Explorer £5%, EfthiE=aBTRIXIKE

EZRRH
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Q """‘"“"'”“‘1“6»‘ GrmQur  RBLE  EANA  TETLN SHEE  DERE  ZAKY  REEs
20201220 BEAPIRH

API Explorer s

AEHERERARED

@ HE BUAPEERRSATARRLE, WD
A FEI WA RE, FESUPOST MR SAGAGEANABHSHHFHTOED, BRESOTATSN, RUCFANET Gt B ETERAIHN, BERREERFAAZENER. NIASHLES B, 3.

xFHRERE ©

(b Access Keys

IR MBIRE, ETETE)

BEEN v RTEER [ % BX#R
o o+
BASH
Ragion
“atard®s ",
IR H) ap-guangzhou _A “"DetailResults": [
{
BHHA “Xeywords™: []
[ ] o
Gontent [x] @ ®
SYagsbeusLin °
Bizlype Moo .
au i
ot o “Reywords™: (1,
“Label’: “na’,
D [C1=]6}
s ) [ ©
=1o)
Nickname @ @
AccountType @ @
e @
Level @@ Suggestion: "Pass”
»
ISR
aEREEE - q APz
Oar @t RBER  |G4AF  Eas58  SHWE GERN  EEUY  BEER
[ — tecli tms Textmoderation --cli-unfold-argument --region ap-guangshou —-Content 'SrqgSbfusith’ --iztype default
QGolmg  Pyhon  Jwa  Chs  Nodsle | PHP  Nat
package main
BE3ET - Amport (
“ene
“githap compon”
BASH ~gith
Region (D) ;..,, b N N . 2 e /profile”
S () ap-guangzhou v’ !

func main() {

BUBAST

PUETR, ASBESE

$5, HURA

ALREAEH, WHL: neeps://cloud, tencent. con/docunent /product /1278/65305

credential = common.lewCredential(

Gontent [¥] @ ® “secratia’,
“secretkey”,
5YqgSbéuSL+h (-] )
(—fclienci, TEH, RANFERTNLL
BizType [21=] cpt 1= profile.NewclientProfile()
defauit ) ETi2
ap-guangzhou”, cpt)
Datald [BE=Yo) I . .
/ ROV—TARAR, § T EOWEAT— T roquestit
request 1= tma.NewTextHoderationRequest ()
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Htt ofile httpProfile = new HttpProfile();
httpProfile. ("tms.tencentcloudapi.com

ClientProfile clientProfile = new ClientProfil

clientProfile. (httpProfile);

client new TmsClient (cred, "ap-guangzhou", clientProfile);

sdk-go/tencentcloud/common”
"github.com/tence er ntcloud-sdk—-go/te ntcloud/common/errors"
"github.com/tencentcloud/tencentcloud-sdl >/tencentcloud/common/profile”

tms "github.com/tencentcloud/ter 1tc 1d go/ten 1'tcloud/tms/v20201229"

credential := common.

cpf := profile.
cpf.HttpProfile.Endpoint =

client, S . (credential, "ap-guangzhou", cpf)

request := tms.

request.Content = common. 5 b6uS5L+h")

request .BizType = common. ("default")

response, err := client. (request)

IRIFRE: BR=ItE (It ) BRSEATF 817 #53m




XEABRRE

:= err. (*errors.TencentCloudSDKError); ok {

("An API error has returned: %s", err)

("ss", response.

Python

json
n tencentcloud.common import credential
tencentcloud.common.profile.client_profile import ClientProfile
1 tencentcloud.common.profile.http_profile import HttpProfile
tencentcloud.common.exception.tencent_cloud_sdk_exception import TencentCloudSDKException

tencentcloud.tms.v20201229 import tms_client, models

cred = credential.Credential ("
httpProfile = HttpProfile ()
httpProfile.endpoint = "tr
clientProfile = ClientProfile()
clientProfile.httpProfile = httpProfile
client = tms_client.TmsClient (cred, "ap hou", clientProfile)
req = models.TextModerationRequest ()
params =

"BizType": "default"
}
req.from_json_string(json.dumps (params) )
resp = client.TextModeration (req)

nt (resp.to_json_string())

TencentCloudSDKException

1t (err)

SDK &g Risrne?
SDK EABANEBITE, BIFLE, HIEMHARE. MERBEY, AL 2% SDKOE MItAIRTH.
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import com.tencentcloudapi.common.Credential; 2
import com.tencentcloudapi.common.exception.TencentCloudSDKException;

/] SAMR™RBRMclient

import com.tencentcloudapi.cvm.v20170312.CvmClient;

// SABEREOMNMM request response

import com.tencentcloudapi.cvm.v20170312.models.DescribeInstancesRequest;
import com.tencentcloudapi.cvm.v20170312.models.DescribeInstancesResponse;
import com.tencentcloudapi.cvm.v20170312.models.Filter;

//SNFIERCE %

import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.common.profile.HttpProfile;

import com.tencentcloudapi.common.profile.Language;

public class DescribeInstances {
public static void main(String[] args) {

try {

/7] EFE—TNAEER, ASBEEAMAZMKS” Secretld, SecretKey,

// ATRIPESRRS, BUBEHRBEEMRESEPAIREXMNP, BSEANFIIEEET.

// BRBEPRIAEPEUERBADEENRE, FR2RE, HATHEHE.

// Credential cred = new Credential("SecretId", "SecretKey");

Credential cred = new Credential(System.getenv("TENCENTCLOUD_SECRET_ID"), System.getenv

// EFE—Thttpil, FIER), RETHERET AT

HttpProfile httpProfile = new HttpProfile();

// M3.0.96MAFE, SIMRE HTTP R

// httpProfile.setProxyHost("E{E®ip");

// httpProfile.setProxyPort(EE{SEBiKO);
httpProfile.setRegMethod ("GET"); // getifisR (ERiAJXpostifiR)

httpProfile.setConnTimeout(30); // EREZRBEIETE), BN (FRIA60H)
httpProfile.setWriteTimeout(30); // i@ESABEIEIE), S0 (EiIA0F)
httpProfile.setReadTimeout(30); // REIREVEEIEIE), B0 (FRIAH)

httpProfile.setEndpoint (" cvm.ap-shanghai.tencentcloudapi.com'); // IaEis A\ibisis (EiAm Y
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"DataId": "123

"Extra": "xx",
"BizType": "O",

"RiskDetails": [

"Tevel":
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"LibName": "Porn",
’
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D= . — <&y
"Suggestion":
"Keywords": [
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I

"LibType":

"LibName": "Porn",
"Score": 0,
"Label": "",
"LibId": "1",
"Suggestion": "Block",
"Keywords": [

n@!% n
i
"LibType": 2

¢ "x2123-123123-123
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NoSuchVersion
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ResourceNotFound
ResourceUnavailable
ResponseSizelLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A S5 EEIRAS
§HIREG
InternalError.ErrTextTimeOut
InvalidParameter.ErrAction
InvalidParameter.ErrTextContentLen
InvalidParameter.ErrTextContentType

InvalidParameterValue.ErrTextContent
Len

InvalidParameterValue.ErrTextContent
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UnauthorizedOperation.Unauthorized
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