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@ Hﬁ‘fﬂﬁ BERRERE

RIEEFATE: 2021-10-2111:27:51

IR IEERIESims P m3EAIRRAS: 2020-12-29

SRR

+ 2020-12-29 (HAEIIRA)

RAHERRA

+ 2020-07-13
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https://cloud.tencent.com/document/api/1125/53284
https://cloud.tencent.com/document/api/1125/49667

@ AT BRREZRS

SEFiHE

IEE#HAYE: 2025-05-15 01:38:46

89 X&EM

£7HE: 2025-05-15 01:38:44
FREHAETUTRE:
BEEHHIH.

IR

» ObjectDetail
o BMELR: Objectld
« RecognitionTag
o {EMARER: Name, Score, Location

B8 X&H®

RftiE: 2025-04-29 01:38:21
RREHLATATHE:
BEEEHIH.

fEREn:

« ImageModeration
o ¥HBAZ: Type

BT7XE®

A#mAEdiE: 2025-03-04 01:18:03
FREHEETUTHE:
MBS

SRR

« OcrHitinfo
» Positions

(EeEiRE:

« OcrTextDetail
o FmERS: Hitinfos

6 X&R%

£FAIE: 2023-05-09 01:22:37
FREHEETUTHE:
BESEIH.

IR

+ ObjectDetail
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https://cloud.tencent.com/document/api/1125/53274#ObjectDetail
https://cloud.tencent.com/document/api/1125/53274#RecognitionTag
https://cloud.tencent.com/document/api/1125/53273
https://cloud.tencent.com/document/api/1125/53274#OcrHitInfo
https://cloud.tencent.com/document/api/1125/53274#Positions
https://cloud.tencent.com/document/api/1125/53274#OcrTextDetail
https://cloud.tencent.com/document/api/1125/53274#ObjectDetail

@ AT EERERS
o FFERZR: Objectld

B5XR®

A#htia: 2023-03-01 01:30:09
FREHEETUTHS:
HEEHIXE,

#higEO:

« CreatelmageModerationAsyncTask

B4 XE®

A#mAdiE: 2023-01-3101:31:04
FREHEETUTHE:
MBI,

ez

« ImageModeration
o ¥iZH2: RecognitionResults

IBERE:

« RecognitionResult
» RecognitionTag

BIXER®

£7HE: 2021-10-29 08:06:21
RREHAATATHE:
MBS,

IR

» ObjectDetail

o ¥MZRL&R: SublLabel
» OcrTextDetail

o #mERk&R: SubLabel

B2RE®

&#RdiE: 2021-09-14 08:01:18
AREGBETUTHRS:
MECHINE,

RO :

» ImageRecognition

B1X&®
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https://cloud.tencent.com/document/api/1125/87021
https://cloud.tencent.com/document/api/1125/53273
https://cloud.tencent.com/document/api/1125/53274#RecognitionResult
https://cloud.tencent.com/document/api/1125/53274#RecognitionTag
https://cloud.tencent.com/document/api/1125/53274#ObjectDetail
https://cloud.tencent.com/document/api/1125/53274#OcrTextDetail

@ HE\.L:HE BRASRE

A#mAEdiE: 2021-02-0110:50:49

RXEBBETIUTAR:
ECHIINE,
whigEO:

« ImageModeration
- ImageRecognition

IEERE:

« Device

« LabelDetailltem
« LabelResult
« LibDetail

» LibResult

e Location

+ ObjectDetail
« ObjectResult
» OcrResult

« OcrTextDetail
« User
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https://cloud.tencent.com/document/api/1125/53273
https://cloud.tencent.com/document/api/1125/53274#Device
https://cloud.tencent.com/document/api/1125/53274#LabelDetailItem
https://cloud.tencent.com/document/api/1125/53274#LabelResult
https://cloud.tencent.com/document/api/1125/53274#LibDetail
https://cloud.tencent.com/document/api/1125/53274#LibResult
https://cloud.tencent.com/document/api/1125/53274#Location
https://cloud.tencent.com/document/api/1125/53274#ObjectDetail
https://cloud.tencent.com/document/api/1125/53274#ObjectResult
https://cloud.tencent.com/document/api/1125/53274#OcrResult
https://cloud.tencent.com/document/api/1125/53274#OcrTextDetail
https://cloud.tencent.com/document/api/1125/53274#User

@ HE\.L:HE BRASRE

;

o=
5 d

1y

IEEFRAE: 2025-04-25 01:35:51

BRFAE%Z%E (Image Moderation System, IMS) gE#EERBIE R PHMAIEES ARE . AREHAEENS, ZIFREEREEE, RABENX
BIIRRIER
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@ HE\.L:HE BRASRE

API H#E5S

IEE#HASE: 2024-08-02 01:41:49

BRABRRSEXED
EOBMW EOhee SREERRHEI (IR/ED)
CreatelmageModerationAsyncTask BRS2EN 20
ImageModeration B R RS 100
O EFE:

M LSS OSRERIREIHE S arT + BN + FWKS , BXBAESRPSE: AP SIZIRFRA
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https://cloud.tencent.com/document/api/1125/87021
https://cloud.tencent.com/document/api/1125/53273
https://cloud.tencent.com/document/product/1278/109059

@ HE\.L:HE BRASRE

AR
5 K5

RIEEFHATE: 2025-05-21 01:20:54

1. BRSsitht

AP| ZisshiEbIsIEN , Ar-RatEEiENE& S ims.tencentcloudapi.com , tBZiFEERE&SIE, FlanrMitbEaE&A ims.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBAREONZSPIRRECE, SEEFERENENREIENIRSE . FIINEr NERER, SEREREIT MY
BRS328, WMEMIEE ims.ap—guangzhou.tencentcloudapi.com 22—,

R NRESRALS, BUEETRRE .

HR: HERE AP AR, H AR REEEROCRROIESAN . ™ RSSRIRRERRRS R/ ARSECUSPER, BOSTHISHbIEE
EROMEMASRPER.

BRIZiSREEFIRA:
=N 4 t=
IR (9, RFIESRK ) ims.tencentcloudapi.com
LR (M) ims.ap—guangzhou.tencentcloudapi.com
SRR (L) ims.ap—shanghai.tencentcloudapi.com
SRR (BR) ims.ap—nanjing.tencentcloudapi.com
bt (db5:) ims.ap-beijing.tencentcloudapi.com
PRt ( A& ) ims.ap—-chengdu.tencentcloudapi.com
ARt (&K ) ims.ap—-chongging.tencentcloudapi.com
BEEHX (FEEE) ims.ap—hongkong.tencentcloudapi.com
WAZr (#h0i) ims.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) ims.ap—jakarta.tencentcloudapi.com
TWA%Fm (28) ims.ap—bangkok.tencentcloudapi.com
WAFIL (BR) ims.ap—seoul.tencentcloudapi.com
WAFIL (R&R) ims.ap—tokyo.tencentcloudapi.com
EEFRE (HHRLE) ims.na—ashburn.tencentcloudapi.com
EEES (E8) ims.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) ims.sa—-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) ims.eu—frankfurt.tencentcloudapi.com

R BFSRENFSRREREFAEEN, BHaSRXESE (A#128 Region ARt ) , BEARESEHSMEIMRES, BiF
#1 Region RUMBEERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 810 #1513


https://cloud.tencent.com/document/product/304/2766

@ HE\.L:HE BRASRE

SRR SRIXI%S
HRiX (LigER) ims.ap—-shanghai-fsi.tencentcloudapi.com
EegiX (RYI£R) ims.ap—shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5#9 Content-Type 28

« application/json (%) , ¥RFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZT % v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%8F) , BRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIBEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAEES
% v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRIG

BIER uTr-8 4R,
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® EE\.EHE BRASRS

)\

AN =30

EIEE#HASE: 2025-03-28 01:38:49

W

AHSHEAFRRAFNZEOZIMSY, WIS, ESMEORRAISEPFIBNXESHHTIHEE, BEXERTEREFXLSY, FHEER
BEIER,

AHSHNREAT2E SERNES T EREFTRMEMER

EAERGE v3 ARS8

BEEHE V3 (BRHEIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHESSE) , ERE, STFEXNERE, X% POST
JSON #8z0, MaeE—ERH, EEEAZESHEITEES . RENEBFER £275%E v,

e HFECEN, BoROMEPNRAERNRESSE vI GET BR, MARERENESHE v3o
ERERGE V3, AHSHBER—ME HTTP Header igRLEH, INTFHRFAR:

SHER Bt Wik @k

HTTP if®kk: X-TC-Action. #ERSEOSBM. BESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZERED, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, iiFS#, ARIFAFERIEMMEOEIE. ESSEOXES
Region String - BMASHEDXTAHSH Region BURA, EE: BEEEOFAEEMGRIZE2Y, BOMXERESXTISE
HiEA, EEREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3ig&, =lcRA&E AP iERRIESE, 140
1529223702, #E#: MRSESHBHEEESEESH, SSIEESEBER,

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version. E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Sighature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317663032611024
Hrh,

- TC3-HMAC-SHA256: &%i%, BRiEENZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERTERIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, f5ian, 1H3 cvm.tencentcloudapi.com EEREFREZE cvm. A=REUEA ims;
tc3_request AEEFTE;

- SignedHeaders: £5&%&itHIILEMSE, content-type 1 host Jai4i%LER;

- Signature: EZWE, IHEIEER X,

il

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FikMRSS FRARNIGRIZEEIETHI Token, ERIIEES

Token String & Secretld 1 SecretKey BEE R AIGIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIREL Token FER,
. HTTP i&d%ksk: X-TC-Language. IEEEORERIES, (XEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3Z, en-US iBEHEZ,
BigAPEREE A MNibiR =R S E6FIRPIEIT1, EOSERENREE Offset=0, REEE Limit=10, WEGEREMKZEIEKR URL. 15

KLER. BERETHIAT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF £12 #151R


https://cloud.tencent.com/document/api/1125/53278
https://cloud.tencent.com/document/api/1125/53278
https://cloud.tencent.com/document/product/1312

BRRERE

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kk*kkkkkkxkkkxkhxkkrxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kkkkkkxkkkkxkkkxkkrkxkrkxkkxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Jjson

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRE ((VSEREOSZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkkkkkkkxkkkkkkkkxkxkk*x**x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

-—58731222010402

Content-Disposition: form-data; name="Offset"

0
—--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS £13 #1513




@ H%\_EHE BRAEE:

EASEEGE vI RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region AiRAA, FE: RUEOFRABEERZESY, EBOXXEhESMILSERE, RS
BiZzeHthFaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRA . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 14 #1513,


https://cloud.tencent.com/document/api/1125/53279
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1125/53279
https://cloud.tencent.com/document/product/1312

@ HE\.L;HE BRRERE

HpisESIR
KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

hiichad :{

b (b= ) ap-beijing
SEEgHIX (M) ap—guangzhou
HERX (BER) ap—-nanjing
X (Lig) ap-shanghai
WAZE (Fihn ) ap-singapore
BRIt R (iE=5e4E) eu-frankfurt
EER (FERE) na—ashburn
EEFEER (ES) na-siliconvalley

IRIFRE: BR=ItE (It ) BRSEATF 5515 #1513,



@ HE‘.L:HE BRAEEE

=8hiEv3
R EFATE: 2024-12-25 01:39:14

MTXERET E&85% v3 NESTE, ENESEEACHABRRMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NAWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
- Secretld: BF#5iR APl ARERH, TLAERELLHAPE,

+ SecretKey: BFIIE AP ARENSE, TLAERSELHES,

- APAATERERSRE, BRLR, EURERMTRE. MR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

EREAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE

IRIRERE: BR=ITE (1bF) BRSEAE 516 #1513,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE‘.L:H_E BRAEEE

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, R key:value\n #&zUHHE;
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@ H%\_EHE BRAEE:

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHEREEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAR, BEREMAHSHE X-TC-Timestamp EHAY
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@ HE‘.L:H_E BRAEEE

FEREMN R

UTC fREREIAMI—3; service AFRE, YRS RARANFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHER
1) HEIREESEA, ARBNT:

SecretKey = MAkhkkhhk Ak kA dkhkhk kA A Ak kA hdhdrAx A dhdAxA*xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERHSIRETHEIERNREE, thalsiR M TERFMH7H IR ANREIE, Lt ERRRTHEIEN .

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:
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Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREWR R
Algorithm BEAHi%, EEN TC3-HMAC-SHA256,
Secretld g‘sng'qzag Secreﬂd, EI] AK T D % ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok ok

CredentialScope RBE, EIEBE. WRFITEERR 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEX, S5FBRILEES . WRHFIBUEN content-type;host;x-tc-action,
Signature BEE, IWRHIHTEERE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID*****&kkkkkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkxkkkkkkkxkkrkkkrkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIEEH HTTP k88 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER. JlEd
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O BAT

| fTENSEPRBERAR, MEMBEHMHE.

SRR

BRRER:

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRIAXEFF-RIZMUINBEFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP
 Go

* NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BRRERE

String String s) throws Exception {
= MessageDigest.getInstance ("SHA 6");
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

cvm.tencentcloudapi.com";

ngzhou";

"2017-03-12";
"TC3-HMAC-SHAZ

"1551113065

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";
type;host; x n";
"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

ce—name\" } ]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign);

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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BRRERE

= algorithm + " “redentia " + SECRET_ID + "/" + credentialScope + ", "
P
+ "SLQI’LGC{TIP,& ders + signedHeaders + Signature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

o)
sb.append ("curl -X POST https://").append (host)
.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" -H \"Host: ").append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [11"5'5':1‘}5 "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

"curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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BRRER:

+ action + '"!'

(RN}

' + str(timestamp) +

T

+ version +

' (RN}

"X-TC-Region: + region +

" + payload + "'")

crypto/hmac"
/pto/sha256"
"encoding/hex"

" EmE "

"strings"

"time"

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey

host := "cvm

algorithm

service

version

action : Des Instances"
o

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST
w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhos

"application/json; charset=utf-8",

signedHeaders := "content

payload := " {"Limit": 1, lters":

:%$s\nx-tc-action:%s\n",

host, strings.ToLower (action))

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%
httpRequestMethod,

canonicalURTI,
canonicalQueryString,
canonicalHeaders,

signedHeaders,
hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")

credentialScope := fmt.Sprintf("%$s/%s/tc3 est",

date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,
credentialScope,
hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service,

secretSigning hmacsha256 ("tc3_r

secretDate)

st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%$s\

—H "Authorization: %s"\
application/json;

"X-TC-Action: %s"\

tamp: %d"\

authorization, host,

IRIFRE: BR=ItE (It ) BRSEATF
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SignedHeaders=%s, Signature=%s

"
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BRRER:

fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";
"2017-03-12";
DescribelInstances

".
’

ap—guangzhou";

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",

.n
E ’

ction:".strtolower ( )

n

implode (";", [

417d\u540d"], "Name": instance-name"}]}

hash ("SHA256

.PHP_EOL;

= gmdate ("Y-m-d",

NQEADE AN
SHAZO0
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BRRER:

’

.PHP_EOL;

= hash_hmac ("SHA2E
= hash_hmac ("SHA256",
= hash_hmac ("¢ 256Y

= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac

.PHP_EOL;

curl -X POST https://".
"Authori:

"Content-Type: application

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD_

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version = '2017-03-12"

algorithm "C3-HMAC-SHA

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = 'content-typ

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} eaders=#{signed_header
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ignature=#{signature}"

-X POST + endpoint \
' + authorization + '""' \
Content-Type: application/json; charset=utf-8""' \
' + host + """ \
' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
!

"X =V sion: + version + '""' \

"X-TC-Region: + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey,

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\ )

~:" + endpoint + "\n
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ A n

+ canonicalUri + \n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
oyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");

headers.Add ("X-TC—-Tir amp", requestTimestamp.ToString());

headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

urn

headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";

region = "ap-guangzhou";

action "DescribelInstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);

\ "

ring

instance—-name

requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\myjaym.
N O I S+

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

’

endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.Writeline (requestPayload) ;

t
t

fu

cons

crypto =

1Iction (mes

urn

hmac = crypto. € secret)

hmac. (message) . (encoding)
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BRRER:

(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "F
canonicalUri = "/"
canonicalQueryString
canonicalHeaders = 'c ; -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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BRRER:

(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
jers=" + signedHeaders + ", " +
" + signature

(authorization)

X POST ' + "https://" + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.
' + version + '"!'

"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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BRRERE

ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

t

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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BRRER:

&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string const string &input)

st char* const lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.push_back (lut[c & 15]);

‘n output;

string SECRET_ID = getenv ("TE

string SECRET_KEY = getenv ("TENCENTCLOU

string service =
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string host =

string region angzhou";

string action =

string version = 17-03-12";

nt 64 timestamp = 1551113065;

string date = get_data (timestamp

"POST

string httpRequestMethod =

w/n.
Lo

string canonicalUri =

"cvm.tencentcloudapi.com";

"DescribeInstances";

)i

n
2

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(),

string canonicalHeaders = string

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-

string payload = "{\"Limit\": 1,

\"m1]1m.
\ " 5]

ce—name 8

string hashedRequestPayload = st
string canonicalRequest =

nw\ A

+ canonicalUri + "\n

canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl

string algorithm = "TC3-HMAC

string RequestTimestamp = int2s

string credentialScope = date +

string hashedCanonicalRequest =

string stringToSign = algorithm
Request;

cout << stringToSign << endl;

string kKey = "TC3"

string kDate = Hma 256 (kKey,

string kService
string kSigning
string

cout << signature << endl;

string authorization =

+ "SignedHeaders=" + signedHeaders +

cout << authorization << endl;

IRIFRE: BR=ItE (It ) BRSEATF

action.end(),

httpRequestMethod +

2256 (kDate,
56 (kService,

signature = HexEncode (Hmac

algorithm +

lower.begin (), ::tolower);

("content-type:application/json;

Type; host; x-tc—acti

\"Filters\": [\"\\u672a\\u547d\\u540d\"1],

a256Hex (payload) ;

\
"\n"

’

r (timestamp) ;

"/" + service + "/" + "tc3_reque

st";
sha256Hex (canonicalRequest) ;

n\ A n

+ "\n" + RequestTimestamp + "\n" + credentialScope + "\n

+ SECRET_KEY;

date) ;
service);
"

Sha256 (kSigning, stringToSign));

m Credential=" + SECRET_ID + "/" + credentialScope +

ature=" + signature;

n
’

\"Name\":

BRRERE

\"instan

+ hashedCanonical
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BRRER:

string curlcmd = "curl -X POST https://" + host +

-H \"Authorization: + authorization + "\"\n
Type: application/json; charset=ut
" + hOSt + " ‘\ " \\T‘ AL

Action: + action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"

X-TC-Vers g + version + "\"\n"

\"X-TC-Region: " + region + "\"\n"

" + payload + "\'";
cout << curlcmd << endl;

eturn

lude <stdint.h>

de <openssl/sha.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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BRRERE

HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

lut = "0123456789a

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

har ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = ge
SECRET_KEY =
service =
host =

region = "ap-g

action

char* version = "201

1t64_t timestamp = 155111

char date[20] = {0};

get_utc_date (timestamp, da

char* http_request_method =

char* canonical_uri

char* canonical_quer
~har canonical_headers[10
strcat (canonical_headers,
strcat (canonical_headers,
{0};

value) ;

char value[100] =
lowercase (action,
strcat (canonical_headers,
~cat (canonical_headers,
char* signed_headers
ronst char* payload = "{\"
nstance—-name\"}]}";

char hashed_request_payloa

"cvm.ter

0] =

tenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;

"cvm";

1centcloudapi.co

uangzhou";

S £
3065
50097

te, sizeof (date));

"POST";

- n/un.
/T

y_string =

nn .
’

{"content-type:application/json; charset=utf-8\nhost:"};
host) ;

"\nx-tc-action:");

value) ;
"\n") ;
- ’

= "content-type;host;x-tc-action";

Limit\": \"Filters\": [{\"Values\":

d[100] = {0};

sha256_hex (payload, hashed_request_payload);

~har canonical_request[256
sprintf (canonical_request,
canonical_uri,
signed_headers,

o "

5s\n", canonical_r

char* algorithm = "T

char request_timestamp[16]
sprintf (request_timestamp,
~har credential_scope[64]
strcat (credential_scope,
sprintf (credential_scope,
char hashed_canonical_requ
sha256_hex (canonical_reque
har string_to_sign[256] =

sprintf (string_to_sign, "%s

IRIFRE: BRzItE (ItR) ARSER

canonical_guery_string,

1 = {0};

" s\n%s\n%s\n%s", http_request_method,

a\nea\ne
S\NsS\N

canonical_headers,

hashed_request_payload) ;

equest) ;

= {0};

date) ;

W _request", date, service);

$s/%s/tc
est[100] = {0};
st, hashed_canonical_request) ;
{0};

\n%s\n%s\n%s", algorithm, request_timestamp,

=)

IN"\\u672a\\u547d\\u540d\"1,

BRRERE

\"Name\":
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BRRER:

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd, "ct
\"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s\"\n \
"X-TC-Timestamp: %$s\"\n \
© AL A

\"X-TC-Version: %s\"\n \

\"X-TC- on: %$s\"\n \

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rittigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

® EE‘.EH_E BRAEE:

FEUTEZXMANEIRG, BIRIBIRERLGE,
iRt HiRtEid
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BHFEFE. BREHAEEEHREHER, RE5VSHTEHRES TFH.

. . . FEEIR. THEEIITEER, IBEXBS5IMRZNNSFRES, thEEREH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token &R,
AuthFailure.InvalidSecretid ZiRiEE (F2= API A28 )
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@ HE\.L:HE BRASRE

N
oA e
RIEEFATE: 2024-12-25 01:39:14

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer iy “SZHRER” Thae, EEFEEEIRATH “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BERER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

f&aLAiEiE APl Explorer B9 [ #2840 | BREESMEOSSZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DISIESRESH .
ELECHEEEIEER, REFIEEE Secretld 7l SecretKey; ERFIESEREREIE, BT ZAPIEHRNE B85, SNEEEARAZ API 2
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl iBRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRRIZEH.
. APSATBRRERSEIE, BHlE.

RIEREFENEFSENT:

1. B BA=EEHOERE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

° SecretKey: R R i I I I I

R XBERERG, SIREAFEERRIERN Secretld fl SecretKey H{TEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR % % % % % koo % % oo % ok % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE‘.L:H_E BRAEEE

SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIRZERMEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREEERZIHESHAN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIER

WL BERIERFFSR,

BB E—SHIFIFRERSEIRER “SHSM=28E" B, X Action 28, HESHE#A "Action" , 8%{&7 "Describelnstances"
, ELtENETES Action=Describelnstances .

R “S¥E” HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESE R FITEH

B ERAE R B RS F R
BERENFHFEHRUTNASEEMK:

1. {EK75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.,

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE,

3. iIERIERE: HFRAZAPIRIERIEREER | o
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@ HE‘.L:H_E BRAEEE

4. {ERFHH: B E—SEMIERER S

BRESRIHHENMNA: ERFGE + BEREN HFREE « 2 + BREFHR
THIRHHEERA:

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS ERERE RS
B5E6ERA HMAC-SHA1 HiZd L —S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1THE, BIRARERENESSH,

BRI, LA PHP iB57961:

$secretKey = T RR R KKK KRR K KKK KKK KK KKK KKK KKK KN

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap—-guangzhou&Secret Id=AKID** * ¥ x** k& xxkkkhxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEIHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFH—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHT URL RS,

M E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmMPg06MRNCvQ%3D, BiRTFEMRERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [t Content-Type # application/x—~www-form-urlencoded, NI&XiERIIFR
HERSYHEIREN URL {3, SEEN-FSTRERB. IF ASCIl F/HE URL HiBAIBESL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYEHT urlencode, EXHIEAT, RFABENEZHHTT URL HET, FWAAXR URL KRSSHE
BEM.

R Rft2¥Eh®SER{TRSG, WERA RFC 3986, M %XY MWFHFHPIMRFHITESLRER, R X7 11 “Y” B+A##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, SRIELIAMERLE,

RS e e
AuthFailure.SignatureExpire F2iLH
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http://tools.ietf.org/html/rfc3986

@ HE‘.L:H_E BRAEEE

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HREISZHFHIRIEES A

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREEEZER:

» Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNFZAREEN, HEStEFR2RALRAE, ENRISLE url FEREEFITHEER curl EHSRARRSRESMGER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BRRER:

= "UTF-8";

String (String s, String key, String method) 1rows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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@ H%\_EHE BERRERe

Python

EE: WERE Python 2 RIEHIETT, BEXRIE requests KEiiE8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name__ ==
endpoint =
data = {

'

DescribelInstances

'Action'

VT c 0) . 1 = —(0) @

09dx9

Region' : 'ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1
Version': '2017-03-12"'

= get_string to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])
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BRRER:

"bytes"
/pto/hmac"
"crypto/shal"
coding/base
" Emt "

nog"

secretId := os.Getenv ("TENC CLOUD_SECRET_ID")

0s.Getenv ("TENCENTCLOUD_S T_KEY")

nglstring{

nestamp": strconv.Itoa (1465185
"Region": "ap-guangzhou",
etId": secretld,

Version": "2017

"Action": "DescribelInstances",
"InstanceIds.Q": ins-09dx96dc
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com")
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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BRRER:

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN

"2017-03-12
ribeInstancs

= "ins-09dx9

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("shal",

.PHP_EOL;
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BRRER:

'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'
endpoint = 'cvm.tencentclouc
data = {

'Action' =>

'ap—guangzhou',
SecretId' => secret_id,
imestamp' => 1465
'Version' => '2017-03-
}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<
na
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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BRRER:

signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID =

SECRET_KEY

j endpoint cvim.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
"

version = "201

double RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Of W, W) g

param.Add ("Instancelc

param.

param.

IRIFRE: BRzITE (165 ) BRSEAS 852 #1513,




BRRER:

param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.
urn strSign;

1ctiol (secretKey

’

signMethodMap = {'Hma
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 1t f€ . ('base6d')

ion
strParam = "";
et keys =

keys. 0

"=" + params[keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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BRRER:

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"DescribelInstances

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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@ HE‘.L:H_E BRAEEE

Al =
IR[OIE5ER
RIEEFATE: 2024-03-12 01:33:39

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSESE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, MR API BIRE, AILBR BiN=S0RE s 123218, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1FIFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE,

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEERELUI 2 EREIR .

+ Code FREFHIBANEIRE, LiERHERATUSRIEZSRIGEATLERBMLIIROXNMAYERIESIREAE SR N ERMERE R
+ Message BRHTXMERERENERHERE, HEUSRKEIFEMME, WXAATRSESERISTENER, APFMKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ‘fﬂﬁ BRASRE

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” TH.
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@ HE\.L:HE BRASRE

IEE#HASE: 2022-08-10 06:34:43

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: &,

o Integer: ¥R, FRATHFSO64EL ., SDK 3.0 FEAFEIESIIFHEBEMER, BLFERREESHRAEBREN, U0 colang BY
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#&, HEgL. Fign: 2022-01-01 00:00:00,

« Timestamp ISO8601: ISO 8601 2HEFRREMNLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNARTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5ian: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRSE, SELUSEMGERIMGEN.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ HE\_L:HE BRAEEE

ERRAaEEEXED
E R

RIEEFATE: 2025-04-30 01:19:04

1. EOR

EOERESR: ims.tencentcloudapi.com ,

A0 (Image Moderation, IM) BFRZE R XHi#H{TRISEEEEZIS . ERMBESERBNZEIRSERTNE FEERNEZ2RS FHER
YFXI AL SSECE

EECIE A -
- BifE ‘HEZSEHE-BRNEEL” AREREBRNSRLRS, BAFERSNAFTEEFRIIAEEE, G53000kKERRRHE, X
HIA15K o

o HEOAWEED, HEFXHESR BNZERAEEZEEN.

ReCIThAEHAR:

o ZEWNERETEEHTRD, BEREEIEA, RATRSARE. FREHFEENENERAS;
S GIFEARE#TEMEER SN ;

- ZEFRAISHIENGR, 85 |E. S50, 8. 'SFnR;

o ZFSTEEN (EHF. IESIR. ZHBE) RERPXXAOCRIAIRS;

o SHIRIBER RS IHRECE B E X AYERRNE;

- XISAFAEXEEERRIEE, THEEEREENERER (BRI ESRRE) ;

o ZEHEHEZERNSHEXKKSHIZHER, TRAEAREEKSHIRS.

=R ARAR

o SRR
o MHKMIRIRHIF16FTS;
o Baseb64mBERINE ({XRFileContent) F/\F10MB;
o EIFileURLAGEASREK IR/ INFI0MB;
- BRRIX%E: KMEZAFS50ER/)0TF1000056%, HEERKELLENF0:1;
o DHEREW: PRIERAYER, BNERDHERTF256x256,
o MHERRIE:
o BSHE: BMP. ICO. JPEG. JNG. PNG. TIFF. RAW. SVG. GIF. WEBP. HEIC
o FI)EE: GIF. WEBP. HEIC ( BNARSHHENSIIEIR, SRoMuHT—IXFE)
o (SN (NSHTTPAIHT TPSHNYAIE F &%
o HEBERSHZ: SXEHEE—RURLETEHEZ, SSHEBFRK, KIAFHEEH100 QPS. B HRFNFEEIRequest Limi tExceededifiR;
- FESEFEN: ATHREERNREENTSEY, EEERBN=COSEFELCDNEFRSFME R XH.

B R THRiRE:
TSIRIEL THUNIREEARA0E H SEEAI T RIBIE, IR TRER.

o THAERE : BRAERTHERREN3M; MREXTHER, RREENEL—R, SHXENRERERSY; EEXENKRERINTE,
RHIGIRE] TmageDownloadError ( FHAERT) ;

o MEZLRME: ATMERLRWIRNN, FTEHTTP 302EEMKRSHIEETRLSSHTHEM . EREBGERLZEERE, DRRTERIEIR
T, MFREERKEMEESBEITHLY, AJEERE ResourceUnavailable. ImageDownloadError;

- BPEESS: BRFXSEERSEFEANRINERIE. BRFRRENIHENEIZEDE R BERNEE, DBERRLERIFEFXIFMNSHITERE
o
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https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://cloud.tencent.com/product/ims/pricing

® H%i:ﬁ_ﬁ BRAEE:

KT hRAIECATHEA

HAIRERAAE FREE£2020R4, 2020.11.3HFHEANNE FREREIENH20195RF

2020kRAEXI201RFHEH T T HE, STIFERFNSHRUSRBEEUREFEMRANETRER, REFRWUSINRRIFER, EiURIR2020h0
FMENESIETEROAR

UM OIERNEZRIRS: 100iR/%

#EFZ(ER API Explorer

API Explorer 12t TELIRA . ERIRIE. SDK ABERMRERRIZOEFEN . ETEESRARNBERASTHNEREISRURB5ER SDK
A6,

2. I NBY

UTERSHIIRMNSIHE T EOBRSYNBLAHSY, REAHSHIIRRT QHIERSH,
SHEWR ik 3EE g
Action = String ~Es#, FEOBE: ImageModeration,
Version = String ~HSH, FEOE: 2020-12-29,
Region = String AHSY, ERFERTIFH iR,

GFRETEANRBNERRS, ZFREERENSZEENaPEE.

BizType B String &if: AEBiztypexBARMISZIFRSIRBIEENKEE, ABRNIBERIALERIIBiztype,
FBl{E: TencentCloudDefault
ZFBRETENFRUNROEHEIEID, EABTHEENHEITIHRIIEE,

Datald S String BE: HENFE (KNS ) \ #FROAMIHES (L, -, @, #) EN, KETBE641FH.
=HE: a61237dd-c2a0-43e7-a3da—-d27022d39ba7
ZFERETRSRNE R XERENBase64fwiE, HFZAPIERBEFEXANRE, ERIBase64fis
ABXNREEZTI10MB.

FileContent & String i ZFRSFileUrl3MmisEMAER—1,
wE:
aHROcDovL2lubmVycG9ybnNjcmVIbnNob3QtMTIMMjgxMzg1MC5jb3MuYXAtZ3Vh
ZFBRERRSONE R HRENEE, URLEEXNMFEE30MB.

FileUrl = String &iE: izFBR5SFileContentEFMANEHR—

FBIE: https://cmstest-123.cos.ap—guangzhou.myqcloud.com/image.jpg
GIFENEA, ATFR-CIFENSIE (SRS IKE RIHE—NuETIEN ) ; BHMERO, IIIRESKEN
GIFRYSE— ek AT RbE

Interval = Integer  &FiE: IntervalSMaxFramesS¥HEEHEGHER. I, Interval=3, MaxFrames=400, M{tHRE
ENGIFEY, SEER2MEN—XERSEN40001,
~BE: 0
GIFIENER, ATFIRRRAEMHME; SHMEHR1, WRIESRUAAGIFIISE—IARHTIISLE (7
BERISRALIEEERY )

MaxFrames & Integer &iE: IntervalSMaxFramesSHHZEHEFEA. i, Interval=3, MaxFrames=400, W{{ERE
ENGIFEY, SEEfR2MEN—XERSEN40001,
w~ffE: 5

User B User ZFRERRGRNERYNPYBAFPEXER, SEAVRIZEEBRERRKEER
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https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1125/53274#User
https://console.cloud.tencent.com/api/explorer?Product=ims&Version=2020-12-29&Action=ImageModeration

O BAT

SHEM

Device

Type

3. |miisN

BHEN

Suggestion

Label

SubLabel

Score

LabelResults

ObjectResults
OcrResults

LibResults

Datald

BizType

Extra

Witk

iy

iy

ESid] ik

Device

BRRER:

ZFRRTHAINNSERANREEXER, SEANVTHRERERREIRE .

EZFRETEANERHEZEE, NES: IMAGE (BE%2) . IMAGE_AIGC (AI%£RIRR ) A,

String

EVAEHNIMAGE

BIE: IMAGE_AIGC

i

String

String

String

Integer

Array of
LabelResult

Array of
ObjectResult

Array of OcrResult

Array of LibResult

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

ZFBRATRELabefrE THREIRMEREN . HERINRFIEERE, BREERTESR
WENRERE, BNEIRBVSHE, MAREMERSENER{TRE,

iEE&: Block: ZilFE#k, Review : BIWATEH, Pass: BiUEI

fE: Block

ZFEBATREIENESR (LabelResults ) R RAKERBRSNEERSE, X8
BUSEIRIER, BIVRIRBISEHRE, MARENSEESEEHTLE,

iEEIE: Normal: IEE, Porn: &15, Abuse: €5, Ad: I's; UREMBSAR
B AREFFEFENASEE,

FHE: Porn

ZFBRATRENNERAEPRAERESHNESHRE THFREEM, W: B8F-—147
75, BRGPEAFFEVERESFHFE.
TBIE: SexyBehavior

ZFRATEESAHRE (Label) FTHEREE, BEEE: 0 (HEEERE) -100 (K
BEERE ) , UR{RERUETRETIMEENIFRS; W: 81599, WXRBZERIE
EEURETBENS; 850, WRPZERTETFEREAR.

HIE: 90

ZFBRATRERNESR(LabelResults) PRI EAIRSRRRITEERE, TSR
FREZER, BWERRISHRE, MTREMEESENEH#TEE,

IREERZERG: Normal:IEE, Porn:&iE, Abuse:i€%, Ad:I"& (iHEA: HECR
BITERS MEESEE, EZIREIZEEEISIME NS OZR )
EE: WWFERAEHRE null, FRIAZIEMIE.

ZFEATFEREYMMEIIERAGFMSNER; G815 Ih. [TE58IF. ZHIBSHE®
FRREER. R0 LIFERE. BRIRFER . BUMESHTEIZER; $HiR
EEEETSRMMAIEIESEN (ObjectResults ) ik,

R WFERTAERE null, FRBAIEHRE.

ZFERATREIOCRXARBMIFMENER; BiF: XALNMEE. XFRAER. &
BURMESHTHEZER; FHEEHEERISANMAIEIESN (OcrResults ) ik,
FE: WFBRAEERE null, RENARIEHE.

ZFBRATEREETERNEE (KERESERRE) RBINER, FREEEEEATS
IS RERYEHESEH (LibResults ) #Hid,

&t BRRRERRERIFaENE.

FE: WFBERERE null, RENARIEHE.

ZZFBRATFRERE NSNS RS PAIDatald,
FHE: a61237dd-c2a0-43e7-a3da—-d27022d39ba7

BB ETEER NS RE RS M RHBiZ Type.
=51E: 182600012300002017

ZFBRATREREZNFEREEFIMNIINER (Extra) , SIKREEVRAEREERS
=,
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https://cloud.tencent.com/document/api/1125/53274#Device
https://cloud.tencent.com/document/api/1125/53274#LabelResult
https://cloud.tencent.com/document/api/1125/53274#ObjectResult
https://cloud.tencent.com/document/api/1125/53274#OcrResult
https://cloud.tencent.com/document/api/1125/53274#LibResult

O BAT

BHEM i)
FileMD5 String
Array of

RecognitionResults RecognitionResult

Requestid String

4, 76

N BRRAEN
BRESEN

BATH
POST / HTTP/1.1

Host: ims.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ImageModeration
<QHFRSE>

{

"BizType": "TencentCloudDefault",

BRRER:

ik

&it: FRAEFHBiztype FREIEERRE, NMEREZFRIGRZLPEARKRER
ERHE,

R WWFEERERE null, FREARERE.

fifE: "{"QRcodelnfo":[{"HitInfo":"QRCODE","Label":"Ad"}]}"

ZFERATIRENE NSRS RAIMDSHIME, A BRI R L.
fE: 4c7bbbc76bf4b317222e25067e8€9739

ZFRATEREMNAGZIE R TRMERER; 8 FSERGPrE. EEEMUE
=8
FE: WFBRAERE null, RENARIEHE.

W—iER ID, HIRSIRER, SRERTLIEED (EFEREEBRERRERERS R, W
ZRBERAEIKE Requestld ) . EABITEEREIZXIERE Requestld,

"DataId": "a61237dd-c2a0-43e7-a3da-d27022d39%ba7",

"FileUrl": "https://cmstest-123.cos.ap-guangzhou.mygcloud.com/image

}

BLRE

{
"Response": {

"RequestId": "d636333a-0d14-4962-828

"FileMD5": "4c7bbbc76bf4b317222e25067e8e9739"

"DataId": "a61237dd-c2al0-43e7-a
"BizType": "Te udDefault",
"Suggestion": "

"Label": "Terror",

"SubLabel": "Knife",

"Score": 93,

"LabelResults":

{

"Scene":

"Suggestion": "Re

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1125/53274#RecognitionResult

BRRERE

"Label": "Terror",
"SubLabel": "Knife",
"Score":

"Details":

{

"Id":

"Name": "Knife",
"Score":

t

]

by

{

"Scene": "Illegal",
"Suggestion": "Pass
"Label": "Normal",
"SubLabel": "",
"Score":

"Details": []

by

{

"Scene": "Teenager",
"Suggestion": "Pe
"Label": "Normal",
"SubLabel": "",
"Score":

"Details": []

by

{

"Scene":

rorn
"Suggestion":
"Label": "Norm
"SubLabel": "",
"Score": 1,
"Details": []
by

{

"Scene": "Sexy
"Suggestion":
"Label": "Normal",
"SubLabel": "",
"Score":

"Details": []

] 4
"ObjectResults": [
{

"Scene":

'PolityFace",
"Suggestion": "Pass"
"Label": "Normal",

"SubLabel": "",

IRIFRE: BRzITE (165 ) BRSEAS 5562 #1513,




BRRERE

"Score": O,
"Names": [],
"Details": []

b

{

"Scene": "AppLogo"
"Suggestion": "Pa
"Label": "Normal",
"SubLabel": "",
"Score": C

"Names": [],

"Details": []

b

{

"Scene": "MapRecognition",
"Suggestion": "Pass"
"Label": "Normal",
"SubLabel": "",

"Score":

"Names": [],

"Details": []

I

"OcrResults": [

{

"Scene": "OCR",
"Suggestion": "Pa
"Label": "Normal",
"SubLabel": "",
"Score":

TEsde g T,

"Details": []

I

"LibResults": [

{

"Scene": "Similar"
"Suggestion": "Pa
"Label": "Normal",
"SubLabel": "",
"Score":

"Details": []

1,

"RecognitionResults": [],

"Extra": "{\"TerrorInfol":[{\"Label\":\"Terror\"}}"
b

"retcode": O,

IRIFRE: BRzITE (165 ) BRSEAS 5563 #1513,




O BHS

"retmsg": "ok"

}

5. FRERE
BAE AP| £&

BRRERE

Bz API E& 2458 APl 3XH4. %63, APl Explorer & SDK $XZFHA—EATS, HEENE—AOEGRERBENAZIRHEIRE API IR

E=D)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X583, tBaTEiiE API Explorer #{3HEL&R

ifo
SDK

= API 3.0 Rt TREMNFRIERE (SDK) , MSSHRIEES, SEELENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. fHi=S

AR 73O S5 ERXEIRD, HibERGIER AHERE,
FEIRMG R
DryRunOperation DryRun 1#{E, KFRBEKRIGEERKING, RE22E7T DryRun 2,
FailedOperation BREEM
InternalError MEREEIR
InternalError.InternalError PEREEIR
InvalidParameter SR,
InvalidParameter.ImageAspectRatioTooLarge BRKEEEAX
InvalidParameter.ImageDataTooSmall B R AR
InvalidParameter.ImageSizeTooSmall B R o,
InvalidParameter.InvalidimageContent BRABHER.
InvalidParameter.InvalidParameter BHAEZE.
InvalidParameterValue SHEVEER

IRIFRE: BR=ItE (It ) BRSEATF

5564 #1513,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ims/v20201229/ims_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ims/v20201229/ims_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ims/v20201229/ImsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ims/v20201229/ImsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ims/V20201229/ImsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ims/V20201229/ImsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ims/v20201229/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ims/v20201229/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ims/v20201229/ims_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ims/v20201229/ims_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ims/V20201229/ImsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ims/V20201229/ImsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ims/src/v20201229/ImsClient.cpp
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InvalidParameterValue.EmptylmageContent
InvalidParameterValue.lImageSizeTooSmall
InvalidParameterValue.InvalidContent

InvalidParameterValue.lnvalidDatald

InvalidParameterValue.InvalidFileContentSize

InvalidParameterValue.InvalidimageContent
InvalidParameterValue.InvalidParameter
LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded

ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResourceUnavailable.ImageDownloadError
ResourceUnavailable.lnvalidimageContent
ResourceUnavailable.ModelCallFailed
ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.Unauthorized
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

BERARSHHIE,

B R oHEXE.
FileContentfIFileUrla=gbase644mi3HEiR o
Dataldi&ztEiR .
BERXHREXRNIRE,
ERASHEIR.

SHEER.

BT ECERRS o
ROsHEIR,

BREIEE
IBRENREGED T SRERE
BRWERE.

BETRE.

BRFEFE.

BRFYH.

B A3 R
F&ERER.
RENARXY, BEil.
BREE,

RIEURIE

FHENIR/ EERERR/WSERE.
RIMNSHIEIR.

BAEFRZH .

BRRER:
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@ HE\.L:HE BRASRE

E R R2iai

IEE#HATE: 2025-04-25 01:35:51

1. &OiE

EOEREEZ: ims.tencentcloudapi.com .

FEORTRIERHHTRSEREEES .. EHEEERBNZERSERIERE TEERREZ 2RSS FRRFHRAISEE

RO fEFRAR:

- BifE ‘“RERSENE-BRNEZL” ABERBRNERLRS, SXFERSHAFTSETAKAEERE, ©43000KERIRBTEE, BX
HAA15K

o ZEAAWERD, HESFAMESR BNZERREEEEMN.

#ECThRBiRAR:

o ZIEWEREFEHEHTED, BEREZIRA, RATRSARE. FREFFEENENERAS;
o STHRHREBTHROEN;

- XHRRISHENES, 81F: {E. EXER. 815, T&FHR;

o ZIFSTEEN (SEHE. IEEIR. ZH8BE) RERPXXAOCRIARS!;

o ZEHIRIER RS 1A RECE B E X RIRER;

- XISAFAEXEEERNIEE, THEEERERENERER (BaIFESRRE) ;

o ZHEHEHEEZERNESHNEXEKSHIREER, TRFIERREEKSHIRE.

i jm) i)z izl H

« BRXHXRS: Base64mBARR/NTFIOMB; ER&ERN/MF100MB

- BRRI%E: KR B>502#MEH0<400003%=, HEAERIKEL<90:1;

o BIRXHSHESR: BNSHEXT256x266, SNRIGESHIMREINE;

o BIRXHF8: PNG. JPG. JPEG. BMP. GIF. WEBP#&%(;

o BIRXHHHESZIFRERINY: HTTP. HTTPS;

o BEABRXHNIHIDEE, WEETSERRPEOTRIENEN158, SWEERN1RH3 2, HMSBTRINE, JHREHSNE R iaELEN
IS, BIEERBNZCOSHEHECDNEES;

o BOAEOIERSTEIRE]: 200%/3, BiTUtiARRENSIRE.

. EOERES:
. BRBSRNBEOEEEIRERFESEIENR TS

BUMZOIERINZEIRE: 200R/70

#E#=(EH API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBEMMRFERREZOZFED . SUEEFRARMANBERNSMERSRURBMER, SDK
RRARA.

2. MANB¥
UTERSHIIRMNFIE T EOBRSHNDBLARSY, REAHSHIIRRT AHIERSH,
SHRR Wik 2E R
Action =2 String AHSH, AEOBE: CreatelmageModerationAsyncTasko
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@ E%\_L:HE BRAEE:

SHEm Wik R 3%
Version = String ~HSE, FMEORE: 2020-12-29,

H2%, FREEIIEH gFIR, FMEORIFEDBA: ap-beijing, ap—guangzhou, ap-
shanghai

b

String

fl

Region

BRI EREE L, FRd R ERFAERREE L

CallbackUrl FBIE: http://example.com

String

fil

ZFBRETEROVERRS, AFEORE, ERARLEHaTIRE. EXEABiztype2# (B
=), WKERRARRARRARE; EAVUSERZIIREYSIHE R EREZREE.

String #&iE: BiztypelUh#iz. ZBSTHENAS, KEHN3-329FH; FEABiztypeXBEFRAMWSIAS
5i05RIeE0%EE, RARBIERIAERIBIztype.
~E: test_1001

iy

BizType

EZFRETEAFENRIEAIEIEID, FENGIHEENXHHTRIINER,
String BE: AENFE (XKNEYH) . EFROMTHES (1, -, @, #) HN, KEFEE641FH.
wEHE: 1213

Datald

iy

ZFBRERFENE R XHNEIIBase64iwis, BRXMFETI0MB, ENIHERETF256x256,
EURIEEES A Py E 2

String &if: ZFBR5SFileUrl 3 iSEaAER—1
wENE:
aHROcDovL2lubmVycG9ybnNjcmVIbnNob3QtMTIMMjgxMzg1MC5jb3MuYXAtZ3Vh

iy

FileContent

ZFBRRFERNE R XFainabEE, BRZIEBPNG. JPG. JPEG. BMP. GIF. WEBPER, X
IZFET100MB, EiNSHEFRET256Xx256; ER THAEREH3, BEWSEE THiEl; BF
FEL LK, EEFEEDNGEE, TESIETREY, BREE %, LINHttpiRE3024KA5MEa5E
1%, TEESEUENOREIResourceUnavailable.ImageDownloadError,

Hit: ZFERSFileContent$ RN ER—,

FBIE: https://xxx.jpg

FileUrl

o

String

GIFBEIRNER, AFRRGIFENTR (SRS VIKE FME—Du# TN ) , KENEERKE: &l
BEAHENZNSELS; FAMERO, WIFRERNGIFRIE—INEIHE BT R

Integer  &Fif: IntervalSMaxFramesSHHEEHEHER. I, Interval=3, MaxFrames=400, W{tERTE
WNGIFARERT, SEEF2MMEI—RERSHEU400M1,
TBHE: 1

iy

Interval

GIFBEIRNER, BFRRRAENEE; BMER1, ITRAENEAGIFHMSE—MEIHERH#T
NRE (RIS R ERERT ) o

Integer  &if: IntervalSMaxFramesSHHEHEGHER. I, Interval=3, MaxFrames=400, M{tHRE
ENGIFAKER, SEEfE2MMEN— X BRSiEN40008,
w~EE: 1

iy

MaxFrames

User

iy

User EZFRETMFEVNREROAFPEXER, SEAVIHAERERRERRF .

iy

Device Device ZFEREFRFEIMNKMNANEZSEXEE, SEANVWTTEIERERNISIZE

3. lilis®

SHEM b5

B
4 B

ERAFREME USRI RIERSHPRIDatald

%
~BIE: a61237dd-c2a0-43e7-a3da—d27022d39ba7

Datald String =

=

W—i5K ID, HIRSIKER, SXERBSEE (EHEREEMRERERARSR, WZXERTRIRE

Requestld  String Requestld) . EfARAITEEIRMIZIRIERE Requestid.

4. 7l

IRIFRE: BR=ItE (Ib5R) BRSEAR ££67 #1515,


https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277
https://cloud.tencent.com/document/api/1125/53277#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1125/53274#User
https://cloud.tencent.com/document/api/1125/53274#Device

O BHS

B SRR RSO
Sl RS (ISR
BT

POST / HTTP/1.1
Host: ims.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: CreateImageModerationAsyncTask
<AHiERSE>

{

"DataId": "test_data",

"BizType": "brookyu_console_test",
"FileUrl": "https://test.jpg",
"CallbackUrl": "http://xxx.com"

"Response":
"RequestId":
"DataId":

t

t

5. FREGR

A= APl &

Bz API E& 2458 API 34, %63, APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERENAZIZHERE API IR
E=)

API Inspector

FRFElEE AP| Inspector BEEIEHES—SIRMEXBE AP ARER, FEMERSIESIRAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 RItTERENFRIESE (SDK) , XISSHRFIRES, AEEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ims/src/v20201229/ImsClient.cpp
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6. $EiR

KRS T2 AW S5ZIRAXRIEIRIS, BERERE3ERD

DryRunOperation

FailedOperation

InternalError

InvalidParameter
InvalidParameter.ImageSizeTooSmall
InvalidParameter.InvalidimageContent
InvalidParameter.InvalidParameter
InvalidParameterValue
InvalidParameterValue.EmptylmageContent
InvalidParameterValue.lmageSizeTooSmall
InvalidParameterValue.InvalidCallbackUrl
InvalidParameterValue.InvalidContent
InvalidParameterValue.InvalidDatald
InvalidParameterValue.InvalidFileContentSize
InvalidParameterValue.InvalidimageContent
InvalidParameterValue.InvalidParameter
LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded

ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResourceUnavailable.ImageDownloadError
ResourceUnavailable.lnvalidimageContent
ResourcesSoldOut

UnauthorizedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

AHEIR

filig

DryRun ##F, KFRIERBSEMING, RESET DryRun ¥,

BAERM

PIEREIR

SHEIR,

B R 3R,

B RARER.
BHFREE.
SHEERIR,
FRBESHR=,

B aHEEXR.
EliRitbht EiR o
FileContentfFileUrls=gbase644wt5EiR .
DataldigztEEiR.
ERXHRTKIRE,
ERARSHEIR.
SHERIR.

B EC AR o
ROsHER,
REHIEE
IEREREGED T SRZERE o
BRWER.

BERE.

BRFEFE,
BRFTH,.
B3R

B R &EiREiR.
BREE,

HRIEBUR(E -
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@ HE\.L:HE BRASRE

LT iR
UnauthorizedOperation.Unauthorized RFBIIR/ AN EER/MKSERE,
UnknownParameter FINSHEIR,
UnsupportedOperation BRIEARXEF.

IRIRERE: BR=ITE (1bF) BRSEAE 5870 #1513



O BAT
RS

BRRER:

IEE#HASE: 2025-05-15 01:38:46

Device

BFERTFUSHEPMRRERER

#HANTHEOS|A: CreatelmageModerationAsyncTask, ImageModeration,

=R il
Ip String
Mac String

Tokenld String

Deviceld  String

ik
& ZFBRERFUSHEPYMIREIPHEL, FISZFIPVAMIPVEiELtANiER; FESIpTypeS¥E&ER.

& ZFRFETISHFMRAMACHLL, PISERSRNSEE; ESX5IESREMACHI—,

iyl

IR, SiEERFo

iy |

IR, SiEERFo
ZFRFRISAPHERENIMERS (EFRBNZEREE ) , ZREBTRATRS -SRI FNES

IMEI String B MBERE, HERSRISEE,
&iE: B A15-17REE=F.
IOSIRFEMH, ZFBRERFUSZSAPMEAIDFA(SHHAR), X2HERARIRENAFIRRAFNI SRR
5, BH—HB16HHIR32MEFIFBERK .

IDFA String B
&if: ERRAFB2021FI0S14EHEARITRRPFIXALEFBIDFA, BILFHFRimcHYIErIsEHRE
%o

IDEV Strin - IOSIREEHA, ZFERERFRUSHPMMAIDFV(RAFEZEIRFAN), XE2HERATRENBTFIRERBAAE

9 = ARRRE, H—B16HFIN32(UBFINFBEMN, THATFE—IRRIEE.

ZFERETCRNIPHBLLAYZERY, BYE: 0 ({SRIPvAlttit) 1 ((KFRIPvelbiL ) ; EESIpType2HELE

IpType Integer & o

LabelDetailltem

AFRES FEER GRS AER

HANTHEOSIA: ImageModeration.

Id Integer

Name  String

Score Integer

LabelResult
SyspER B chitm

fik

ZFERAFEEIRAINRAIDLABERZIFIXS
A WFREEEHRME null, RFEEAZEHE.
HE: O

ZFZBRFREIRGHHFIFEZR.
R MFERAEGEE null, REIAFEERE,
f5E: PornSum

ZFBRATEREMNNFREGPHSE, BUER0-100, W: Porn-SexBehavior 99 WKFRIERIRZIABHPBEE-14
THIREAISEA9.

R WFERATRERE null, #FRAAIERE,

wBIE: 89
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O BAT

#HANTHEOSIA: ImageModeration,

BRRER:

E=4 ESid] R
. ZFZRATREEEAEMNESEER, s, &5, aERESES.
Scene String — i
=E: Porn
ZZFEBATRES LTSRS NEEREEYN . HEFRIGEHEERE, BREERTREAHRENE
Suagestion | Strin SHRME; BWESIRBASHIE, MREEMEESENEHTRIE,
99 9 EEIE: Block: ZiFE#, Review : ZYATEHE, Pass: BivEd
5{E: Review
ZFERATIREHE N RS R AESIFS o
Label Strin iREE: Normal: IEE, Porn: &15, Abuse: 82, Ad: I's; URHMBSARE. FLLE
9 FIBEIRIAERE,
=E: Porn
. ZFEBATRENAESIRE FTHFRSAENLER, : Porn-SexBehaviorEFi5% .
SubLabel String — .
=F&E: PornSum
ZFZBRATREYEHFE (Label) THEEE, EEE: 0 (EEERE) 100 (EEERS
Score Integer ), HEAREREETEETLINREINIGS; : &85 99, WERBZERIEEETUEEFGER
9 &; 8150, VEBZEARFETEERS.
f5E: 89
Details Array of ZZBRATERES EERGHFITZIEAER, : B, KHEEER. PESER.
LabelDetailltem R IFERAEGEE null, REERFEEHE,
LibDetail
BFEREEENXEEAENRMER

#HANTEOSIA: ImageModeration.

=3

Id

Libld

LibName

Imageld

Label

Tag

Score

R

Integer

String

String

String

String

String

Integer

filiR

ZFERATFREIRRXIRAIIDLAS ERBIFXS o
HIE: 0

ZFEBRAFREBEXENID, AEEEXESER&RE.
51E: 1dfdc4c8-c419-436a—-ale3-e60d97efe3af

ZFRATREBEXENSR, UG EEEX EEEMRE.
FE: FERAUEE null, RREFEERE.
EE: WiXERE

ZFERAFREIRGIEGIIRAIDLAB EXHEE,
51E: 1dfdc4c8-c419-436a—-ale3-e60d97efe3af

ZF R FIREI NS R RS RAYR SRR o

iIREIE: Normal: IEE, Porn: &i5, Abuse: €5, Ad: I'E; MUREMSARE. FREEFEHFHAEE
iuo

=HHE: Ad

ZFZBRAFROHMEEMIFEZBREENEFHRSER, EXHRKUATEE,
S WFERETAERE] null, XREAZEREH,
=f)E: Phone

ZFRATREXERGHIME, BEH0-100, t: Porn 99 NXFRBMIRBINE HRe BRSNS EN99,
HIE: 89
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O BAT

LibResult

BRRER:

BT REIEAELLERFAER

#HANTHEOSIA: ImageModeration.

E=3 *

Scene String

Suggestion  String

ik
ZFRETERNZESIAFILEE, BABEASImIlar,
BUE: Similar

ZFEBATREIEEREEN . SERNEHEERE, BEOEXRTRARTNEERE, BERRLsS
Frds, MARENEESENEHITRE,

iR[MEE: Block: ZEiXFEiik, Review : BiNATE®, Pass: EiEd
=BIE: Ad

% F AT REHE NSRS RAB SRS .

iBEE: Normal: IE%, Porn: @15, Abuse: €5, Ad: I'H&; UREMSARE. FREFFEH

Label String _—
TBHE: Review
ZFBEATEEESIFE FHRFIRRRNESR, t: Porn-SexBehaviorEF% .
SubLabel String R WFEAAERE null, FREAFREYE.
TBHE: Phone
ZFBRATEEER S TERIRRINSE, BER0-100, ERZEEEL SEREFEGIE, 59
Score Integer B, KEYFINSHETSEE R
FEIE: 89
Array of ZFBEETEEEAELSERIEMEE, : Fe. ESR. TEFSZEE; HMEREEmEsE
Details L_bDyt | S REIRLEH (LibDetail ) BOKSASTRS
poetal FE: IRRTAHER null, ERIRIIGHRE.
Location
wiR

#ANTEOSIA: ImageModeration,

£ R

X Float
Y Float
Width Float

Height  Float

Rotate = Float

ObjectDetall

ik

ZEHATREGMEEZ ERAMUEONEIR (x) FIENRENLE, SERRSHTR—HECVENXINME.
~HIE: 51

Z2HATREIUIELE LAMENNALER (y) FIENGERME, SRR HTH—RERNIENXNFINE.
=HE: 448

ZSHATREISMENREE (HE LAEREGIRGEMIKE) , S8RRSHTH—HERNIENANIIE,
=HIE: 130

ZSYATEERNENEE (A LANREYHA TEMNKE) , SARKRSHTE—RHERMENXINLE.
wBE: 119

Z2YATREMMENIERAE, Z28ESXMYAMTLIFSHTE—RESWENSAEME; BE: 0-360 (RE
), FaEBhERiEg.
wE: 0

SCIMEMIESRIBM, SENARAEE. IEatn. ZHBIRETERENEIFENTESR. FEEH. FESBUARIEIIENMNERR.

IRIFRE: BR=ItE (Ib5R) BRSEAR

$73 #1513,
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@ H%\_L:HE BRAEE:

#WANTHEOSIA: ImageModeration,

L7 s ik
Id Integer S HATFREIRFIRIRAIDIASERIFXS
9T piE: 0
: ZSHATREG PSR
Name String

+~I{E: QRCODE

ZSHATFRER MRS RAESERS . W HinEh Z4B(QrCode )i, ZFERIIIREIHA MBI
Value String BYURL L
TBIE: https://xxx.com/images/image1.jpg

ZSHRATRERIMEFFERPISE, BUEHNO0-100, I1: QrCode 99 MKFBRIAZI RS HPZHIBIARIT
Score Integer ZHEIEES.
REIE: 100

Location Location  ZFERATFERESMMEIERNLIRIE (£ L fAxyLin. KB, EEAE ) DAEREEMSFBEXER.

ZEHATRESPRISSEZRIFE

SubLabel  String TBI{E: QRCODE

ZS¥RFREGPHIARI
Objectld String R WFERAEERE null, XFREAZEHE.
B X0 XXX—XXX

ObjectResult
BFREMMENERIFE
WNTFEASIA: ImageModeration.

E=4i ESic] R
S . ZFEBEATREIEMRENTMAIRER, M”HE. logo. BIROCREH=R
cene String

RfI{E: QrCode

ZFERFREHN HAEEIR SN EERERN . HERIEHIEERE, BEERTRAEENEE
IBME; BISRRBWSITE, WFRENERSENERTHE,

iE[E{E: Block: &EiF#k, Review : EWATEH, Pass: BiUED

fE: Block

Suggestion  String

EZFRATREMNERFITNASEEIRSG, RMEEETNEEER, EWERRWSESHE, YFRE

MRS ERITRE,

Label String IRENE: Normal: IEE, Porn: &15, Abuse: €%, Ad: I'E; MREMSARE. FREHR
EEMREEE,
=BE: Ad

ZFZEBRAFREHFESRE THRANFRZAMENER, I: Porn-SexBehavior EFi5% .

SubLabel String Rf5l{E: QRCODE

ZFERATREGPHEESRE FFRSM2E, BUEH0-100, f: Porn-SexBehavior 99 W
Score Integer RFHEMRBI RSP EE- T RENSMER9,
RHIE: 100

ZirE A TFIREFTR A LA B TR
Names Array of String R WFERAIEEEE] null, FREAREXE.
flfE: ["QRCODE"]

Details Array of Zir AT REFFAGIHEFREAER, N S, GPREER. ELIFSHER, FHEEREH
ObjectDetail ESEENEIESE ( ObjectDetail

IRIFRE: BR=ItE (Ib5R) BRSEAR §£74 #1151,
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® H%Eﬁ_ﬁ BRAEE:

&5 R Hik
) o
EE: WFBREALEE null, ERIRIIEKIE.
OcrHitinfo
ocrIR P EES

#WANTEOSIA: ImageModeration,

2/m ESit] ik
Type String IRRERGRE R X8 EiRaH
TBlfE: Keyword
. el s P S
Keyword String SEIE: SRR
. . BEMNEAESR
LibName String SEIE: M
Positions Array of Positions UEER
OcrResult
AFREIOCRERKEMIEE

#HANTEOSIA: ImageModeration.

E=4 i ESid] iR
. ZFRFRARSS, BUERIASOCR (BEIROCRIRE!) .
Scene String

=fl{E: OCR

ZFEBATREMARESHESIFENMNEERIEEN . STRIEHEERRE, BREERTRSE
FHREIRME; BUSRBWSHE, WFRENERSENERTLRE,

iR[EE: Block: &iXF#k, Review : BNATE®H, Pass: EiEd

=BHE: Ad

Suggestion  String

ZFERAFEEOCRENESRIMMAMARSESHTBRIFES, XTEEIEFNEZER, BERER
PSSR, MAREMAESEIEHITRE,

Label String iREE: Normal: IFE, Porn: &15, Abuse: i3, Ad: I'E; UREMSARE. FREHF
EENRSER,

FHIE: Review

ZZERATREHEIFE (Label ) FTHRMAIFIFERIENLER, N: Porn-SexBehavior&EFix
SubLabel String .
f{E: EcommercePromotion

ZFBRATRESAITE (Label) THEREE, NEEE: 0 (EEERE) 100 (EEESS ) ,
BEARNAUETRETIMEREMNRE; W: 81599, WRPFZNFIEEEURETEERS; &8

Score Integer 150, NEPZTARBTBEAS.
EIE: 100
Detail Array of ZZEATFEEOCRIAZILAERFMAE, 1: XANS. WHFE. RIIENESES.
etalls OcrTextDetail EE: WFEREASEE null, ERIAREIERE,
. ZFRAFEEOCRIRBLN TS,
Text String

wBE: [ BZEiR]

IRIFRE: BR=ItE (Ib5R) BRSEAR 875 #1151,
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® H%i:ﬁ_ﬁ BRAEE:

OcrTextDetail
BAFEEIOCRYALZERI¥E, BEIRPRINA#S, natSHiEREIRTEIEM
#HANTHEOSIA: ImageModeration.
E=4 ESidl iR
Z=FEBEAFREIOCRIRZILIINAERS .
Text String &i*: OCRX AR5 LIRE5000FHA.
wBiE: [ @il

ZFER AT RENE &R R AESIRE
igE{E: Normal: IEE, Porn: &i5, Abuse: €5, Ad: I's%; UREMSARE. FREFFER

Label String e —

~BIE: Ad
. . ZFBEATREIREXENID, EEREX EEENESE.
Libld String

w~EHE: test—

LibName Strin ZFBERATEEREXENER, LHERENESENES.
9 RIE: Wi
Kevwords Array of Z2HATFREEXAIlabel TR,
4 String I EEAIR
Z2HBATREESFIEENE FERGPNSE, BER0-100; SENS, ARSFIZSETEIZEEIR
Score Integer BRI REES .
TBIE: 100

ZSHATREIOCREMMEREE FPIIE (ZLAxy ¥R, KR, EEAE) , MAEREEMIRINF

Locati Locati
ocation ocation BolgEEE,

Z2HATFREIOCRX ARBILRNESE, BEHEO0 (EBEERE) 100 (BEERS) , #S5FWN
Rate Integer BEigHEUERiIRRHAIE; W: FiF 99, NRBOCRIRZUENMINFEXIEER" RIF <,
=HIE: 100

. ZFBEATREG NSRRI MATES ZRIFE,
SubLabel String — . .
FBl{E: EcommercePromotion
Array of XEanPuEER
HitInfos y. TBIE: {"Type": "Keyword", "Keyword": "EZR", "LibName": "", "Positions": [ { "Start": 0,
OcrHitinfo " B
End:2}]1}
Positions

tRiRaPRE X A ERER

#HANTEOSIA: ImageModeration.

=t s s

Start Integer ;ﬁgfﬁ%ﬁﬁ%

End Integer ;ﬁgfﬁfﬁg
RecognitionResult

IRBIREBIFEERER

IRIFRE: BR=ItE (It ) BRSEATF 876 #1515,



O BAT

#WANTHEOSIA: ImageModeration,

BRRER:

&R i) HR
LBIETALAYENIE: Scene (ERIZSIER )
Label String R WFEAEERE] null, BREAREE.
Tl{E: Scene
- A R onT Label3d MR FASRENFEEE
ags rray ot Recognitiontag dE: WFRAASER null, ERRAIGRE,
RecognitionTag
IRBIARIRR(ER

#INTFEOSIA: ImageModeration,

2R ESic]

Name String

Score Integer

Location Location
User

BFERTRLUSAPIKSEXER

fak

IREBR

iR WFEBRAEIRE null, RENFIIEHE.
THIE: Ad

BiE9: 0~100, HEUMARTEEEYS
R WFEBAEERE null, FREFAEHE,
THIE: 89

IEMNERER, SREEMNERER, WIS E
EE: WFEBARERE null, REEAFZIERE.

#INTFEOS|A: CreatelmageModerationAsyncTask, ImageModeration,

B R Wik
Userld String S
Nickname String S
AccountType  String B
Gender Integer &
Age Integer &

IRIFRE: BR=ItE (It ) BRSEATF

faik

ZFBEERETISARIDESE, ZRAURERKSIEHENRBMEEEERAE, BRFFEIZHENN
P RS ASSHEEDFIER o

&iF: ZFROUEANSopenid. QQopenid. ZHEZWSER, SWSEFISH
(AccountType ) Bt&{ERTRERE—IKS

TBIE: usert

ZFRERISHAPE IR SRIMER .
=BUE: name

ZFBRRFISHAFIDYRAWSER, BE: 1-MSuin, 2-QQS, 3-#I5Euin, 4-qqi#s, 5-
#HfSopenid, 6-QQopenid, 7-HEstring.

ZFB5WKSIDSH (Userld ) RE&ERTTHER—KS .
fifE: 172300

ZFEERTISAPYNMIESHMERIER

BUfE: O (BOAME, fERMAIERH) « 1 (BH) « 2 (&) .
hE: 1

BFRETUS AP NIKSHFRER .

77 #151)



O BAT

E=3

Level

Phone

Desc

HeadUrl

i)

Integer

String

String

String

iy

iy

iy

o

IRIFRE: BR=ItE (Ib5R) BRSEAR

BRRER:

iR
EUE: O (BUME, RERFM) - (AENFRLER) Zi@fzEs.
FHIE: 16

ZFRETISHAPMNIESHEFRER .

HE: 0 (BUAME, REFEEKHM) 1 (FRRE) . 2 (FHPF) . 3 (FEKS) , BAERTE
BEXSHR.
BUE: 1

EZFRETUSAFPMEIKSHFENSER, NERSHRFNSHCR.

&if: BREFNSEINR—, MESHEL (086/+86) F.
wBE: 176***2131

ZFREFISAPIEBNEE, FFE. EXRIENES, KEFBE5000MNMNFEET.
=~E: Desc01

ZFRETISAPLGE RGFEHEE(URL), ZBPNG. JPG. JPEG. BMP. GIF. WEBP#&
Ho

i LMEERXNFBE5MB, BB ERET256x256; ER THATERFIA3T, BElaiR
EIFEG#ERT .

BIE: https://cmstest-123.cos.ap—guangzhou.myqcloud.com/image.jpg

878 1513,



O BAT

tHI%03

IEE#HATE: 2024-12-20 01:33:07

LhREixAE

NRRELERPIFE Error FER, WRTIFR API #OXW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

BRRER:

"Message": "The provided credentials could not be validated. Please check your signature is correct.
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
s
}

Error i Code FRi&iIRIB, Message FRIZERNEKER,

HiREsIE

2ILEIREG
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

TERLEBAY Authorization FESBAERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp RSB EAEERSEI RS H, BHHEERH
IR &R EREIRE .

ERER. ERITEER, BURAASAPNERTENEREERITE
_-r*io

token iR,

IERFKIEN . 152F CAM LRI ENATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#,
BRI

PIEBEEIR o

BOXREFE.

SHEIR (SEsHE. EBFER) .

SHEEEIR.

79 1513,


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

IS ARG
(NG
InternalError.InternalError
InvalidParameter.ImageAspectRatioToolLarge
InvalidParameter.ImageDataTooSmall
InvalidParameter.ImageSizeTooSmall
InvalidParameter.InvalidimageContent

InvalidParameter.InvalidParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

iiAE

iBEXK body B9 multipart t&&iR .
IP it R Z g,

IP it FEEZ ST,

Bt BeERpRE o

b

W

.
FRAFE
EOREFFE.
IEREGREGED T 4R RE
EMSHBIINZRIRS o
IP BRST,
EMSIRIT
IBREBERHIK
BiRMSER.
BRFRE.
BRFFE.
HEARAHA.
IREISEEREADN.
SRIRS SRR Ao
RIEBURIE

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, RX#F GET #1 POST &K,

EOFSZISRRE

i5ER

PIBREEIR -

B R<EEEAX
B R AFRR

B R R.
FASER.

SBHAREE.

BRRER:

££80 #1151



O BAT

InvalidParameterValue.EmptylmageContent
InvalidParameterValue.lmageSizeTooSmall
InvalidParameterValue.InvalidCallbackUrl
InvalidParameterValue.InvalidContent
InvalidParameterValue.lnvalidDatald
InvalidParameterValue.InvalidFileContentSize
InvalidParameterValue.InvalidimageContent
InvalidParameterValue.lnvalidParameter
OperationDenied
ResourceUnavailable.ImageDownloadError
ResourceUnavailable.InvalidimageContent
ResourceUnavailable.ModelCallFailed
ResourcesSoldOut

UnauthorizedOperation.Unauthorized

IRIFRE: BR=ItE (Ib5R) BRSEAR

i5ERH
BRARSHIE,

B R a3,
ElEithi R o
FileContentfFileUrla=sbase644wt8EiR
Dataldt&z(E&iR
BERXHRIKIRE.
BRRAER.
SHESR,
REBYES

B A3 TR

B R &iRER.
RELAAKNY, EEif.
BREE,

KRB/ EEREER/RSERE.

BRRER:

5581 #1513,



@ Hﬁ‘fﬂﬁ BERRERE

ElFRAEsZE%E APl 2020-07-13
= amhR S

RIEEFHATE: 2023-10-23 00:36:54

IR IEERIESims = m3 AR A : 2020-07-13

SRR

« 2020-12-29

PAHERRA

« 2020-07-13 (M4BIERA)

IRIFRE: BR=IE (16F) BREEAR 5882 #1513,


https://cloud.tencent.com/document/api/1125/53284
https://cloud.tencent.com/document/api/1125/49667

@ HE\.L:HE BRASRE

s

IEE#HATE: 2023-05-09 01:22:37

86 X&%

RfAtiE: 2023-05-09 01:22:32
KREGEETUTHS:
MEEEIHE,

fEeiEn:

« ImageModeration
o FriZHZ£: RecognitionResults

B ERSS:

« RecognitionResult
* RecognitionTag

(EeaEiEeE:

» ObjectDetail
o ¥ER%R: Groupld, Objectld

B5X&®

A#htiE: 2023-01-1111:56:07
AREBEBETUTAS:
ECHRINE,

BRsiEO:

« DescribelmageStat
» DescribelmsList

IR ERLS

« EvilCount

- Filter

- Filters
 ImsDetail

» Overview

« TrendCount

(e EiRaEta

« ObjectDetail

o ¥MERLR: SubLabel
» OcrResult

o ¥iEpE&: HitFlag
» OcrTextDetail

o ¥MEFLSR: SublLabel

IRIRERE: BR=ITE (1bF) BRSEAE 5583 #1513,


https://cloud.tencent.com/document/api/1125/49656
https://cloud.tencent.com/document/api/1125/49657#RecognitionResult
https://cloud.tencent.com/document/api/1125/49657#RecognitionTag
https://cloud.tencent.com/document/api/1125/49657#ObjectDetail
https://cloud.tencent.com/document/api/1125/49657#ObjectDetail
https://cloud.tencent.com/document/api/1125/49657#OcrResult
https://cloud.tencent.com/document/api/1125/49657#OcrTextDetail

@ HE\.L:HE BRASRE

B4 R57%

#7RSE): 2021-03-09 08:00:19
FREHESTIUTRE:

BB BRI,

IR

» OcrTextDetail
o FiiZMS: Rate

BIXER®

£7AAIE: 2020-12-18 08:00:10
RREHAATUTHE:
BEEAHHIH.

IR

« OcrResult
o FERER: Text

B2 X%

£7HHIE: 2020-12-16 08:00:40
FREHEATUTRE:
BEEEHIH.

SN

» DescribelmageStat
» DescribelmsList

B EIRES:

« EvilCount

« Filter

- Filters
 ImsDetail

» Overview

« TrendCount

FB1XE®

A#uhtiE: 2020-11-04 15:52:22
FREGEETUTRA:
BECERINE,

migiEO:

« ImageModeration

IBEIRE:

IRIRERE: BR=ITE (1bF) BRSEAE 5884 #1513


https://cloud.tencent.com/document/api/1125/49657#OcrTextDetail
https://cloud.tencent.com/document/api/1125/49657#OcrResult
https://cloud.tencent.com/document/api/1125/49656

® H%\.EHE BRASRS

« Device

« LabelDetailltem
« LabelResult
« LibDetail

« LibResult

» Location

» ObjectDetail
« ObjectResult
» OcrResult

» OcrTextDetail
« User

IRIFRE: BR=ItE (It ) BRSEATF 5585 #1513


https://cloud.tencent.com/document/api/1125/49657#Device
https://cloud.tencent.com/document/api/1125/49657#LabelDetailItem
https://cloud.tencent.com/document/api/1125/49657#LabelResult
https://cloud.tencent.com/document/api/1125/49657#LibDetail
https://cloud.tencent.com/document/api/1125/49657#LibResult
https://cloud.tencent.com/document/api/1125/49657#Location
https://cloud.tencent.com/document/api/1125/49657#ObjectDetail
https://cloud.tencent.com/document/api/1125/49657#ObjectResult
https://cloud.tencent.com/document/api/1125/49657#OcrResult
https://cloud.tencent.com/document/api/1125/49657#OcrTextDetail
https://cloud.tencent.com/document/api/1125/49657#User

@ HE\.L:HE BRASRE

3

o=
5 d

Iy

IEEFRATE: 2025-04-25 01:35:49

BRFAE%Z%E (Image Moderation System, IMS) gE#ERBIEI R PFHMAIEES ARE . AREHAEENS, IR EEREEE, RABEX
BIIRRIERY

IRIRERE: BR=ITE (1bF) BRSEAE 5586 #1513



@ HE\.L:HE BRASRE

API #E5S

IEE#HASE: 2024-08-02 01:41:45

BRABRRSEXED
EOSW EOIaE SRERIREN (IRIED)
ImageModeration B RRERZEN 100
A EE:

M LSS OSRERIREIHE S arT + BN + FWS , BXBAESHPSE: AP STZIREHA

IRIFRE: BR=IE (16F) BREEAR 87 #1513,


https://cloud.tencent.com/document/api/1125/49656
https://cloud.tencent.com/document/product/1278/109059

@ HE\.L:HE BRASRE

AR
5 K5

RIEEFHATE: 2025-05-21 01:20:53

1. BRSsHtuiit

AP| ZisshiEbIsIEN , ArrRaEEEANE& S ims.tencentcloudapi.com , tBZiFEEMRE&SE, FlanrMitbEaE&A ims.ap-
guangzhou.tencentcloudapi.com .

HEERMEEEAES . RIBARZEONZSPIRRECE, SEBFERENENREIEENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE ims.ap—guangzhou.tencentcloudapi.com 22—,

R NRESRALS, BUEETRRE .

HR: HERE AP AR, HAFPRRFREEEOCRROIRESAN . ™ RSHSRSIRRERRAL R/ ARSECUEPER, BOSTISHbIEE
RO S HRER

BRIZiSRE SR
i t=
IR (9, RFIESRK ) ims.tencentcloudapi.com
LR (M) ims.ap—guangzhou.tencentcloudapi.com
SRR (L) ims.ap—shanghai.tencentcloudapi.com
HERK (BR) ims.ap—nanjing.tencentcloudapi.com
bt (465 ) ims.ap-beijing.tencentcloudapi.com
ARt X ( pkER ) ims.ap—-chengdu.tencentcloudapi.com
ARt (&K ) ims.ap—-chongging.tencentcloudapi.com
BREHX (FEEE) ims.ap—hongkong.tencentcloudapi.com
WAZr (#h0iE) ims.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) ims.ap—jakarta.tencentcloudapi.com
TA%Fm (28) ims.ap—bangkok.tencentcloudapi.com
WAFIL (BR) ims.ap—seoul.tencentcloudapi.com
WAFIL (R&R) ims.ap—tokyo.tencentcloudapi.com
ZEFRE (HHRLE) ims.na—ashburn.tencentcloudapi.com
EEES (ES) ims.na-siliconvalley.tencentcloudapi.com
BAERX (EFT) ims.sa—-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) ims.eu—frankfurt.tencentcloudapi.com

R BFSRENFSMREREFAEEN, BihaSXESeT (A#28 Region A£RXitE ) , BERARIESEFSMXIRES, BiF
#1 Region RUERIT—H .

IRIFRE: BR=ItE (It ) BRSEATF 588 H151;


https://cloud.tencent.com/document/product/304/2766

@ HE\.L:HE BRASRE

SRR SRIXI%S
HRitX (LigER) ims.ap—-shanghai-fsi.tencentcloudapi.com
Ergix (RYISRE) ims.ap—shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bifl= API MIFREIEOMEE HTTPS #TEE, REHSRSHNEEEE,
3. ERG*E
T HTTP &XRGx:

« POST (%)
« GET

POST i&k%Z#58 Content-Type 28

« application/json (%) , ¥ RFEAEZFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTSZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%R) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET i5RIERBANAREBIEZ32KB, POST igREAZEZTE v1 (HmacSHA1. HmacSHA256 ) BIFSi8d1MB., POST iERERAEEH
i%Z v3 (TC3-HMAC-SHA256 ) i#Z#510MB,

4, FIRG

BIEA uTr-8 R,

IRIRERE: BR=ITE (1bF) BRSEAE 5589 #1513



® EE\.EHE BRASRS

)\

AN =30

IEE#HASE: 2025-03-28 01:38:46

W

AHSHEAFRRAFPNZROZIMSY, WSS, ESMEORRAIEPFIBNXESHHTIHE, BEXERUTEEFXLSY, FHEER
BEIER,

AHSHNREAT2ESERNES T ERFTRAMEMER

EAERGE v3 ARS8

BEEHiE V3 (BREIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXIEAIRESEHRESHE) , ERE, STFEXNERE, X% POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECEN, BoREOMEPNRAERNRESSE vI GET BFR, MARERENESHIE v3o
ERERGE v3 i, AHSHFERRE—ME HTTP Header iSRLERH, GITFERFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EA. BIAN=ARSSEEAIEIASEFIFIZERED, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, 24, ARIGRAFEEZEM MEENEIE, BUESEEOMXES
Region String - BMASHEDXTAHSH Region BURA, FE: BEEEOFAEEMSRIZEY, BOMXERESXTIFE
HEA, EREEREZSHERESER.

HTTP ig&ksk: X-TC-Timestamp. Zal UNIX B3ig&, =lcRA&iE AP iERRIESE, 5140
1529223702, #E&: MRSHESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version. E{EAY API BORA . BUESEZOMEPASAHESE Version
B9REE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&%i%, BRIEEZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC {rERtERBEE, BESFEMAH
2# X-TC-Timestamp &/ UTC xRt EBEI—3; service BEEFmE, BENIEZH
&, f5ian, 1H3 cvm.tencentcloudapi.com EEEFRERE cvm. A=REUEA ims;
tc3_request AEEFTE;

- SignedHeaders: £5&%&itHIILEMSE, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP iEKk: X-TC-Token, B} Z2FiEMRSS FRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLZIERA TmpSecretld #1 TmpSecretKey. Bk
HIZARIABEIREL Token FER,
. HTTP ig%ksk: X-TC-Language. IEEEORER/IES, (NEoEOZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF £890 #1515,


https://cloud.tencent.com/document/api/1125/49661
https://cloud.tencent.com/document/api/1125/49661
https://cloud.tencent.com/document/product/1312

BRRERE

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkrkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkxkkkxkkrkxkrkxksxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRE ((VSEREOZT) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****%kkxkkxkkkxkkkxkkxkkkxkkx*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
—--58731222010402

Content-Disposition: form-data; name="Limit"

10
—--58731222010402—-

IRIFRE: BRzITE (165 ) BRSEAS £91 #1513,




@ H%\.EHE BRASRS

SEASEEGE vI RS

EAEREE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBER—MEIERER, TENRFERY

SHEMH ESid] Wik
Acti Stri o BRMERIEOZM, BESEEOMEPRANSEEDXTAHSE Action BYRE. FINZ=IRSEEHI
ction rng = &EifscfisIFEEO, BUEHN Describelnstances.
k2%, FARIRNRBEIRERA M BIGEE. EOESHtEESEROXXEPRASHEAHES
Region String - # Region BIiRAA, FE: RUEOFABEERZESY, EBOXEhESILSERE, WS
BiZzeHthFaER.
. o A0 UNIX BSiaE, aicR&EE AP iERAETE, $la011529223702, MESZHFiAtEEED
Timestamp Integer = SElRE TS
Nonce Integer 2 FEHLIEEEE, 5 Timestamp BX&itesk, AFHLEERILSE.
Secretld Strin = £ =APIZH LERERRRASHRY Secretld, —4 Secretld MRHE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = Sty
. . o 1RMERY API RORRA . BUESEEROMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ3 HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERIER HmacSHA RIFEE.
BD Z2EIFRSS PR RIIGRTRSEIEHRE Token, {#EAREEIS Secretld #1 SecretKey B
Token String & EFIRAIGITEZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBARAEERELL
Token FE&,
. BEEORENES, (MEMDEOZSSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIZEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER . ERIFTEIT:
HTTP GET i&R&TH:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhousNonce=238232236Secret TA=AKTD* * % % %k xx xk k k k k k kK koo % %

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 92 #1513,


https://cloud.tencent.com/document/api/1125/49662
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1125/49662
https://cloud.tencent.com/document/product/1312

& HE\.L;HE BRRERE

HpisESIR
KEmFAiBEEO Region FRAVANEEINTRAT. MREOFRZHZERPHFAEEN, WaSEROERRHRE

hiichat E

bt (4653 ) ap-beijing
fEEgIX (1) ap—guangzhou
X (Lig) ap-shanghai
WAZE (Fhn ) ap-singapore
EEFRE (HFRLE) na-ashburn
EEES (ES) na-siliconvalley

IRIRERE: BR=ITE (1bF) BRSEAE 5893 #1513



@ HE‘.L:HE BRAEEE

=8hiEv3
mIEEHATE: 2024-12-25 01:39:10

MTXERET E&85% v3 NESTE, ENESEEACHABRRAERET AP HAEM. RIMESEMER BSiR= API Explorer , Bz
SDK Ml Si=@<iTIR (TCCLI) SAREIR, NAWBEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE API Explorer B [ 2546 | BREESMEOEZMEMIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
BERBERFIUEENHRMENREER,

AL BHTES

BERBEIUTHREMRIPER:

1. BWIEERERSA
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYEUE
ATRHLEREEMIEPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—BS, KEIBL=
AP| [R$338 . IRSBLEARMBERSHIARFNIRHEIEFE, FRIEERPIEEE. MREREEY, SSHRFET X, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBE T LRIESGE v, MEAERS, SFEXER, X JSON X, POST iEKRZIHES
A=A, MRE—ERHA, HEERZE|RGEITEER.

BRIERD, BIUER AP| Explorer iy “EZRER" ThaE, EFEEBIRAT “API1 3.0 £E v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {18, HEZERBN= AP| BBER 8 MENRIZEES SDK, BEIRTERMiEKIE, HEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQIE Secretld #l SecretKey. B1MAFPRSIYLUAERIER.
- Secretld: BF#5iR AP ARERSD, TLAERELLHARPE,

+ SecretKey: BFIIE AP ARENSE, STLAERSELHERD,

- APAATERERSRIE, BRLE, EURERMTRE. KR, WIARMERSKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. BitE ZAPIZA AOEHIGTRE.

3.7 ZAPIZ HE, B [ #Esi | eE—X=8,

EBRA v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAUSZIF content-Type: application/json BARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRIBFEEOSES, WAHZEOTEEER json 8NEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%HF 32 KB LIRRIIERE

IRIRERE: BR=ITE (1bF) BRSEAE 594 #1513,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE‘.L:H_E BRAEEE

TEUSRSHED NXEFAFIRIEAGF, SEBENEERNITETRE. RiNEFZZOREN:

1. EHE%EEEﬁAEﬂL, iZED?Eﬁ'FE ;
3. ﬁﬂ%ﬁ%%ﬁﬂ%&é, EJLX;E?R@.@%E-:MH@I&?H&M@EFH 0

TR, FeatsyaEFRONSY, RIEEEFESZLENER. ELMRAMEON, SRELFERE, SMEONSHEHTER, F2RY
EAMBIFRISHANE, 1o, XERRFTHIAHSHMBOBASE, AFTLUREIIFEERIEMSE, $Ii0 Language 7l Token 245
(£ HTTP %&MRE, 0 X-TC- Aifk) -

{E’iﬁm,ﬂa’g Secretld 1 SecretKey ﬁ%u%- AR TD* %k k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ] Kok ok ok kR ok ok k kR Rk ok ok k ok bk k ok ok kx kxR

FIEEEM NRZARSHGN K™ HENMRE, RRE—FEIE. WiERTEER:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3 AC— 6 Credential=AKID*****xx*&x

03-12" \
ap-guangzhou" \

TEFARREESITEEE,

1. HHENITEIERER
RINTAIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRE
HTTPRequestMethod HTTP iEX%Bix (GET. POST ) . UtRBIENER pOST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

&2 HTTP i5k URL FRIEIGFHE, WF POST idK, BEAZFHE"", MF GET idRK, N URL #
@S (?) EEIFEFHEARZE, Fli0: Limit=10&0ffset=0,

i*&: CanonicalQueryString E22% RFC3986 i#1T7 URLEncode %3 ({$%ZFREEEAER

8) , F%E UTF-8, HEERREESIREEHRITRI.

CanonicalQueryString

CanonicalHeaders S5FZ1LEBER, ZLESE host #l content-type B4 LER, tEAIMAR LB 5 ZURSEEIEK
BIE—EIRSM, HRGIERIMEN TEOZLER,
IS :

1. k&8 key #l value Si—¥p\S, HEEEETE, KRR key:value\n 1&z0HHE;

IRIFRE: BR=ItE (It ) BRSEATF 5895 #1513


https://tools.ietf.org/html/rfc3986

@ H%\_EHE BRAEE:

FEREMN 53
2. BALER, 1RERLED key (/B ) B9 ASCII ARR#{THIE

EERBITEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %RFNIERRIENIBFES, BLRIEESMEERERIEEHEEENRNM charset (&,
RESHNRERF—H, RSJFSEREZZRIGEY,

S5BRMLIER, HIBLREREMLLESS5 TS, Hl CanonicalHeaders 82RILHABTE—3
KR, content—type #l host Ja:#4i&LER,
HHEN
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. 248 key (/B 128 ASCI AF#THHE, HEUSS (;) 9R.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘iﬁ, i‘l‘%ﬂﬂ{‘tﬁgﬁ
HashedRequestPayload  [owercase(HexEncode(Hash.SHA256(RequestPayload))), B HTTP i&KIEX{i SHA256 1§
T, RETAHERE, REREBRERRNSFE. IF GET i5K, RequestPayload BEIFEAEZFH, Lt
THITEZERE 35¢9c5b0e3ae67532d3c9£17ead6c90222632e5b1F£7£6e89887£1398934£064,

HRIELL LN, SIS EIAINEIERBUNT

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHERSEFIEH
BN EHR S E S TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FE2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EXZFIEdE UNIX BHEEE, SR, R

RequestTimestamp BIEMES 15511130650

CredentialScope FIEEE, #8079 Date/service/tc3_request, 8EHHA. FRiaRIRSILLZFH
(tc3_request) . Date 73 UTC iRERENAM, RERTEMAHSH X-TC-Timestamp #EH#Y

IRIFRE: BR=ItE (It ) BRSEATF 5596 #1513,



@ HE\.L:HE BRASRE

FEREMN R

UTC fREREIAM—3; service AFRE, YRS RARNFRIZE—H. IWRETEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IR EERR
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEES 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{52I8I Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERAMDNITERDIREN, MRESESASHNLERK . NRKEEFFRERER
&, AT —RIYEE, BEREK, BEIEZIHER,

HRIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iR
1) HEIREESENA, ARBNT:

SecretKey = 1ok % %k %k %k ok ok k sk k ok ok ok ok kK ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok 1T

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

REHAYESA SecretbDate . SecretService Ml Secretsigning BEFIREEE, FREESTITENZER, BHEE 7 EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIULRERAE, WHAIBEBESH key #Rl, HESH data &5, BER
EFERYSRETHEIERNREE, thalRiR M TERFMH7H IR ANREIE, Lt ERRR TSN

FREM 25

SecretKey JEHARYD SecretiKey, B =« s ks kot ko kokonkoankxon
Date BD Credential HfY Date FERIEE . MRBIENEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEES, (ABEuT:

IRIFRE: BR=ItE (It ) BRSEATF 97 1513,



® HE\.L:HE BRASRE

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREWR R
Algorithm BEAHi%, EEH TC3-HMAC-SHA256,
Secretld g‘sng’qzag secretld, EI] AK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kk Kk ok

CredentialScope REX, FIEBE. WREITEERR 2019-02-25/cvm/tc3_requesto

SignedHeaders RBEX, 85XEENLIMESR . WREIBYEN content-type;host;x-tc-action,
Signature BEE, IRHITELEREE 10b1a37a7301a02cal9%a647ad722d5e43b4b3cf£309d421d85b46093f6abbc4fo

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkkkkrkkhkkhkxkhkhkxkkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****K**kkkkkxkkkkkkkxkkrkxkrkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal9%a647ad722d5e43b4b3cf£309d421d85b4
6093f6ab6c4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

ERRIZAH HTTP k88 (Header ) fIiEK{F ( Payload ) #AHMIESITHEEPHNTRE—H, BUSEREESFT—HER, JLIEd

IRIFRE: BR=ItE (It ) BRSEATF 5898 #1513



O BAT

| STEDSTRRBRAZE, MEMESHAITLHS.

SRR

BRRER:

fEChERER API 3.0 BY, EE(EREENEIAZ= SDK 3.0 , SDK #RTESRIERE, FRRIAXEF-RIZMIBEMEZONT . FMERER SDK H

Do HAIFHIRIZESH:

« Python
- Java

« PHP

« Go

¢ NodeJdS
« .NET

o« C++

« Ruby

TERET FRFRIEMES demo, EAILMKEIMNMIFREEEBER:

« Signature Demo

ATERRMFERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARNROMSHNEERSIL LIRSS ENE, K

BRABEESLE, #ATESERN, LFFRIEREERE SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

't javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1 e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t

IRIFRE: BR=ItE (It ) BRSEATF

5599 #1513


https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BRRERE

String
= MessageDigest.getInstance (
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyj application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

= "content-type;host; n";
= "{\"Limit\": 1, \"Filters\": {\"Values\": \"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—-name\"} ]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;

IRIFRE: BRzITE (165 ) BRSEAS 55100 #1511




BRRERE

= algorithm + " ) jential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + S lature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Tir amp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

() ;
sb.append ("cu 3 5T https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/Jjson; charset=utf-8\"")
.append (" -H \"Host: ") .append (host) .append ("\"")
.append (" \"X-TC-Action: ").append(action) .append("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append("\"")
.append (" ~H \"X-TC— sion: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString()) ;

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = P angzhou"

action >scribeInstances"
version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%:
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"Filters": Values": [11"5'5':1‘}3 "], "Name": "instance-name"}]}

http_request_method = "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "c

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +
+ secret_id + "/" + credential_scope + ", " +
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

curl -X POST ' + endpoint

Authorization: ' ]

+ authorization +
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

' + str(timestamp) + '"'
+ version + '"'
e

+ region +

+ payload + "'")

"crypto/hmac"
"crypto/sha256"
"encoding/hex"

" EmE "

"strings"

"time"

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : o0s.Getenv ("TENCENTCLOUD_SECRET_
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service : cvm"

version := "2017-03-12"
action := "Describelnstances"

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST"
canonicalURI := "/"

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": ["\u672a\u547d\u540d"], "Name":
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%$s\n%s\n%:
httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc: S date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=% SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POS

—H "Authorization: %s"\
"Content-Type: application/json;

"Host: %s TC-Action: %s"\

"X-TC-Time

"X-TC-Version:

authorization, host, action, timestamp, version, region, payload)
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fmt.Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
= "cvm.tencentcloudapi.com";
"cvm";

"2017-03

= implode ("\n", [
"content-type:application/json; charset=utf-8",

"host:". 0

ction:".strtolower ( )

n

implode (";", [

7d\u540d"], "Name":

.PHP_EOL;

= gmdate ("Y-m-d", ) g
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’

.PHP_EOQOL;

= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

Credential
SignedHeade
o IPIEIR_JEOIL 7
= "curl -X POST https://".
"Authorization: '.
"Content-Type: application

T

"X-TC-Timest:
"X-TC-V
"X-TC-Region: '

n nrw.,
. . ;

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service

host = ' entcloudapi.com'’
endpoint /' + host
region ap—guangzhou'

action DescribelInstances'
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version =

algorithm

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '"/'

canonical_guerystring =

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = 'co

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/' + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} eaders=#{signed_header
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ignature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

' + authorization + ""' \

+ ' —-H "Authorization:
"Content-Type: application/json; charset=utf-8""' \
"Host: ' + host + '""' \
"X-TC—-Action: ' + action + '""' \

"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-V ion: ' + version + '"' \
"X-TC-Region: ' + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
yj System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey,

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;

algorithm = "TC3-HMAC-SHA256";

httpRequestMethod = "POST";

LIVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType +
-:" + endpoint + "\n"
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ ~An

+ canonicalUri + \n

nw\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

n/n

credentialScope = datestr + "/" + service +

/" + "tc3_
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
signature = BitConverter.ToString(signatureBytes) .Replace ("-", "").ToLower();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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.Add ("Content-Type contentType + "; charset=utf-8");
headers.Add ("X-TC-Tir amp", requestTimestamp.ToString()) ;
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY Environment .GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm
g endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065) ;
requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u¢ a\\u547d\\u540d\"], \"Name\":

\"1TVm.
\"srls"s

name
Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (message
'

onst hmac = crypto. a256', secret)

urn hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) |
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u54 , \"Name\": \"instanc
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "F
canonicalUri = "/"
canonicalQueryString =
canonicalHeaders = 'c - -ty :application/json; char
:" + endpoint + "\n"

"x-tc-action:" + action.

onst signedHeaders = "content-

‘onst canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC
const hashedCanonicalRequest = (canonicalRequest) ;
~onst credentialScope = date + "/" + service + "/" i
onst stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'T
»nst kService (service, kDate)
onst kSigning ('"tc3_request', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
rs=" + signedHeaders + ", " +
+ signature

(authorization)

X POST https://" + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
' + endpoint + ""!'
!

+ action + '"'

Timestamp: ' + timestamp.
' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

<algorithm>

<cstdlib>

stream>

<string>
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<openssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

+

string (int64_t n)
{
std::stringstream ss;

ss << n;

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH] ;
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

urn NewString;

HMAC_CTX *h;
#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
d int len =

HMAC_Final (h, hash, &len);

i < len; i++)

ss << hash[i];

char* const lut =

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.push_back (lut[c & 15]);

‘n output;

string SECRET_ID = getenv ("TE

string SECRET_KEY = getenv ("TENCENTCLOU

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap—guangzhou";
string action = "DescribeInstances";

string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-ac

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A n

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical

Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService HmacSha256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X E https://" + host +

" + authorization + "\"\n"

-H \"Authorization:
Type: application/json; charset=ut
" 4+ host + m\nm\n"

X-TC-Action: "

+ action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<stdint.h>
ssl/sha.h>

sl/hmac.h>

struc 7

sttime

*gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

(buf, sizeof (buf), "%02x", hash[il]);

(result, buf);
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HMAC_CTX

#if OPENSSL_VERSION_NUMBER < 0x10100000I
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

VERSION_NUMBER < 0x10100000I

HMAC_CTX_free (h);

i < input_len; ++1i)

har ¢ = input[i];
temp[0] = lutlc >> 4];

strcat (add_out, temp);

temp [0]

lut[c & 15];

strcat (add_out, temp);

rncpy (output, add_out, 128);

src[i]; i++)

ower (src[il]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action
char* version =

1t64_t timestamp =

char date[20] = {0};

get_utc_date (timestamp, date,

char* http_request_method =
char* canonical_uri =

char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};

strcat (canonical_headers, host);

strcat (canonical_headers, "\nx-tc—-action:");

char value[100] = {0};

lowercase (action, value);

strcat (canonical_headers, value);

strcat (canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

onst char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance—-name\"}]}";

~har hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

"har canonical_request[256]

sprintf (canonical_request, 5s\ns n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

canonical_request) ;

char* algorithm = "T

request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
“har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64]
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strle >3_reques k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[5
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

curlcmd([10240] =
f(curlcmd, "curl
"Authorization: %s
"Content-Type:
\"Host: %s\"\n \
\"X-TC-Action: %s\"\n
"X-TC-Timestamp:

\"X-TC—-Version: $%s\

"X-TC— on: %$s\"

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Hittigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

® EE‘.EH_E BRAEE:

FHREUTESEMANERG, BRETFERLE,
R ST
AuthFailure.SignatureExpire EZIZH ., Timestamp SRS SEEWEIERWITEIEZEFREESHS #H.
AuthFailure.SecretldNotFound = BBAFE. BRISHAEEEHESRER, RELENTEEXESTFH,

. . . F2EIR, THESIITEER, IBEXBS5LMRZNASFEES, thEIEREH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token $&iR.
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28 )
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@ HE\.L:HE BRASRE

N
oA pr
RIEEFASE: 2024-12-25 01:39:11

BER®GE VI BEEMA, ERDENZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIER AP| Explorer iy “SZHRER” Thae, EEFEEEIRAH “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
ESHEER6, tBaEERER SDK X3, HEEREAZ= AP BER 8 MENMRIZEIES SDK, EE&HRTEIMEKRIRE, HEHFE, s
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

f&aJLAiEid APl Explorer B9 [ #2840 | BREESMEOSBZNERIRE.

Bz APl SXEMBIRERETERHIE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) MIEIESRESH .
ELECHREEIEER, REFIEEE Secretld 7l SecretKey; ERFESEREEIE, BT ZAPIEHRNE 85, SNEEEARAZ API 2
A,

1. RIERSFIE

EE—RERT AP| 281, 58I = APl ZHHRE RiEREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl iBRESH
« SecretKey AFMEEZFHETRSHRIRIGELZFZFENEH.
- ARPSATRRERSKIE, BHlE.

REREFIENEFSENT:

1. B BA=EEHROEHE .
2. gitE = AP| %50 ROkl aTm
3.7 = API %58 nm, B [ #rE% | BIaJLAeIE—3T Secretld/SecretKey.

R BIRSRSTLUAETN Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILIEREZRT . UTRERAEZAE v1 £EREZBEMIE:
{2z FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID***kkkhkhkkkhkkhhkhkhkkhkkhkkkhkhkkk*

° SecretKey: R I R kI I I

R XBERERG, SIRERFEERRIER Secretld fl SecretKey H{TFEERIE!
LA=RSZEEFEBIFIZE ( Describelnstances) i&XkA6I, HAPABX—EORN, EiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR H % % % ook % % oo % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE‘.L:H_E BRAEEE

SHER Hh3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIRRISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORMASE, AFULMRIESIARZERMEMSE, flil Language fl Token 2S5,

21, HEHHF

BAMREERSHIESHBNFEHE ( ASCH ) AEHF, 58 1) RigsgafTHE, SEERISONET, 785k 2) & ASCI 3
bR/, 80 Instancelds.2 ZHEE Instancelds.12 G, FREFEER, HFARIREE. APULMEEHEESPIEXHIFREREMIX—Ih8E,
i PHP 589 ksort HEl, EiRREISEIGHIFRERNT:

{

'Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERRIHESHAN, A EERGIRRISEETHR, SRINER—EE.

2.2, HHEERFIEH

WL BERIERFERFSR,

BB L—SHIFFIE RS ISR “SHIM-28E" Bk, WX Action 2%, HSHZ#RHB "Action" , 2#{&) "Describelnstances"
, BEIg=EER A Action=Describelnstances .

AR “S¥E" HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINERZEFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

T TA=AKTD* * %+ kA& k ko okokok ok ko ok ok kA A Kk kkk ok k* kx * g Timestamp=1465185768&Version=2017-03-12

2.3. PHESE R FIEH

U ERE R E B R F R
BERENFHFEHRUTNASEERK:

1. i{5K75E: 235 POST #1 GET AU, iXE(EM GET i5XK, FEAiEIEXE.,

2. {ERENEFZLHIFIER(Describelnstances)iliEkiGEZA: cvm.tencentcloudapi.com. ZFREYEREESREEZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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@ HE‘.L:H_E BRAEEE

4. {ERFHE: B E—SERMERERF S

BRESCRIIHHENMNA: BRFGE + BEREN HEREE « 2 + BREFHR
THIRHHEER A

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xkkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS BRERERS
B5E6ERA HMAC-SHA1 HiZd L —S iR BHSEBRNFHRHTES, RARBEMNEZH(ER Base64 #1THE, BIRRESRENESSH.

BRI, LA PHP iB57961:

$secretKey = T RRR KKK KRR K KKK KKK KK KKK KKK XK AKX

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHT URL RS,

N E—SERIEZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&Ei\RGEH POST [ Content-Type # application/x—www-form-urlencoded, NI&XiERIIFR
AERSYHEIREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HBAITESLL UTF-8 #THB.

HR: FUEEEENNEESENMESYEHT urlencode, EXHIERAT, RMFABENEZHHTT URL HET, BWAAXR URL KRSSHE
BEM.

R Rft2¥Eth®BER{TRSG, WERMA RFC 3986, M %XY MWFHFHIMRFHITESLHER, Hbh X7 71 “Y” B+ ##seE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANERT, SRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH

IRIFRE: BR=ItE (It ) BRSEATF 123 H151;


http://tools.ietf.org/html/rfc3986

@ HE‘.L:H_E BRAEEE

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z$E2EE )

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
Do HAIIFHREIESH:

« Python
- Java

« PHP

« Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMMIFREEEZRIER:

» Signature Demo

ATEFRNBERERLE, THEMZRREES 6, B ERNESIREEMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, X
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

%ﬁiﬁtﬂﬂg url E.h‘a‘&?ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNZHARERN, HEStEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARRSRESMER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMNIESRRE, SR RMAIERAEE,

Java

-t java.io.UnsupportedEncodingException;

"t java.net.URLEncoder;
java.util.Random;

c java.util.TreeMap;

t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BRRER:

= "UTF-8";

String (String s, String key, String method nrows Exception {
Mac.getInstance (method) ;
(key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
e[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

urn DatatypeConverter.printBase64Binary (hash) ;

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException {

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put (

params.put ("Timestamp",

params. ecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. ic describelInsta

params. sior 2017-03-12");

params. =g i "ap-guangzhou") ;

params.

params.

params. InstanceIds.0", "ins-09dx96dg");

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

t
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@ H%\_EHE BERRERe

Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
_

query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b64d4encode (hmac_str)

if _ _name_

endpoint =

data = {

'Action' : 'DescribelInstances

'InstancelIds.O 8 ins-09dx9

'
’

Region' : 'ap—-guangzhou
SecretId' : secret_id,
Timestamp' : 1
Version': '2017-03-12"'
= get_string to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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BRRER:

o/hmac"
o/shal"
"encoding/base64"
"t "
"os"
"sort"

"strconv"

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
params :=

"Nonce": "1188

"Timestamp": strconv.Itoa
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017
escribelInstances",
"ins-09dx¢

strconv.Itoa (20),

strconv.Itoa(0),

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

Strings (keys)

nge keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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BRRER:

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

t

= getenv ("TENCENTCLOUD_SECRET_ID") ;

["Region"]
["SecretId"]
["Version"] = "2017-03-12
["Action"] = "DescribelInstance

["InstanceIds.0"] = "ins-09dx96

[Vl V]

"GETcvm.tencentcloudapi.com/2?";

{

= base64_encode (hash_hmac ("

.PHP_EOL;
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BRRER:

'openssl'

'baseb64’

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key =

method =
endpoint
data = {
'Action' =>

'Region' => 'ap-guangzhou',

'SecretId' => secret_id,

imestamp' => 1465
'Version' => '2017-03
}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<
enda
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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BRRER:

signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw.
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams [key]);

retStr 4= v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tenc tcloudapi
region = "ap-guangzhou";
action "DescribelInstanc
"

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancel

param.Add ("Action", action);

param.Add ("Nonce
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BRRER:

param.Add ("Tim mp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params|['Signature'] encodeURIComponent (params|['Signature']);
onst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

function
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hmac \1': "shal"};

hmac crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 1t f€ . ('base6d')

ion
strParam = "";

et keys

keys. 0;

"=" + params[keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID

IRIFRE: BRzITE (165 ) BRSEAS £131 H151;




BRRER:

= process.env.TENCENTCLOUD_SECRET_KEY
endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"

= "2017-03-12"

let params = {};
params['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params|['Region'] =
params [ 'SecretId']
params|['Timestamp'] =

params|['Version'] =

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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BRRERE

O BHS

Al =
IR[OIE5R
RIEEFATE: 2024-01-09 01:17:30

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

VAEIRSSBAIZEOBEELHIREFIZE (DescribelnstancesStatus) 2017-03-12 kgasJafl, &AL, EaIAEASRENT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£-59°

t
t

+ Response REMEH Requestld REIENFEE, TiLEREINSE, RE APILET, WHESIERE,

+ Requestld BF— AP| iEREIE—IRR, MR API BIRE, TTLBLRR], FiZEHZ ID RERITE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMERENFES MEOXIEPHEN . 1FFH TotalCount #
InstanceStatusSet 373 DescribelnstancesStatus EOEXMFER, AT RABGERNARSINESERRSEEEG, Elt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response":
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

« Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEARLUI 2 EREIR .

+ Code FRREFHIBANEIRG, HiERHERATUSGRIEZERIGEATLERBNLIROXMAYERIESIREAE SR NERMERS R,
« Message BRHTXMERERENERERE, MEUSEKEFFEMML, IWXATRSEERISTENER, APFNKBIXMEEE,

+ Requestld BF—1" APl iERIIE—IRR, MR API BIRE, wILBRERR(], FHRMHGZ ID RERITE,

AHEHIRD
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@ Hﬁ‘fﬂﬁ BRASRE

IREIERPUNRFE Error FE, WRTEAA APl #0%XW. Error 9 Code FERETHIRID, FRBSSEIRIsEHIMAYEIRIB A ALEIRD, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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@ HE\.L:HE BRASRE

IEEFATE: 2023-01-1111:56:20

£
&

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: &,

o Integer: B&, FRATHSO64EL ., SDK 3.0 FEAFREESIIFHEBEMER, BLIFERREESHRAEBREN, U0 colang By
uint64d,

+ Boolean: #/RE,

* Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#&, HEHEl. Fig0: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRMREMLALR ( International Organization for Standardization, 1SO) &%fIxF HHAFNRTE
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, SELUSEMGERIMGEN .
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ H%\.EHE BRASRS

ERRAaEEEXED
ERRZE

RIEEFATE: 2025-04-25 01:35:49

1. EOR

EOEKRER: ims.tencentcloudapi.com .
ElRELS&ENRS (Image Moderation, IM ) sEEziAEE R, IRBIFTESARE. FLRLFFEENAS, ANXSAFRREERE228, 1758
ENGRBIZERE R,

K FhRAEAC AR

HEIRERAHEFRERE20200%, 2020.11.3HRHEANE RS R EEOR20190RA, FHIEEHENNARTERSEL T EHT
HHPRE: BRASEE-2019004

2020mRAEXI 2019 AF#ITTFHER, ZIFERENSIHRUSHRREUREESHRBIEREE, BEFREWSHIRAIFER, BiZEE20208k
RENESIHTEOFR; FY, 2019RF B ESIPEERPABERAL .

UM OIERINEZRIRS: 100iR/%

#E7=(EH API Explorer <> iR

API Explorer {2t TR . ERWIE. SDK KBEMREEFIEOEFEN . SUEEEXARANERASHIEESRIURBMER SDK
A6,

2. NEY
DTFERSHIIRNIIE TEOBRSHNBo LS, REARSHIIRD ~AHLiERSH,
SHEM Wik - EE 1235
Action = String a2, MEOBYE: ImageModeration.
Version = String ~HSH, FMEOBE: 2020-07-13.
Region = String ~HSY, FERFERIGH thidiE,
ZFEATIRRUSZHGS . SZAEASTLENSCENNAID, BEERRNAREIZERNRE, BidiEnE
BizType B String M, BOAFRIERO, FinfERRIARIE. —— ZFRERFS.
~HE: test_1001
by v 7 - EIE AN <
Datald = String %?EID, AILABENFE, 8=F. THE. - Q#4EK, FEZ641M=ERF
FHIE: 1213
#HiEBaseb64%mis, ERGNIEONERXHRS, KINAEEEI5M
FileContent & String wEHE:
aHROcDovL2lubmVycG9ybnNjcmVIbnNob3QtMTIMMjgxMzg1MC5jb3MuYXAtZ3Vh
B R&iRipaEE, SFileContent28BATiE—MA . HTFRMBLZLEN, XEGEEEMNEEE, o
FileUr - String BESIRBTEHEW, EREEE, LWIHttpIREIZ02ASMBAYEE, TEESBIZOIRE
=]

ResourceUnavailable.ImageDownloadError
FBIE: https://xxx.jpg
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https://cloud.tencent.com/document/product/1125/38206
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@ H%\_L:HE BRAEE:

SHEM wik  ER R
HIURE, GIFEAKERNER, BAMER0, RRASKENGIFE/IKERISE—
Interval & Integer _ .
EE: 1
GIFE/ENER, KXYISAHEMEE, BMER (AIREGIFE—K, SKEFMINSLE (7
MaxFrames & Integer  BESEMAIEERT) ) o
wEIE: 1
User = User WSEXEEFE, EAGTRAEARLEKS .
Device & Device BHEXEEFER, BEABERBIENRILIRZE
3. ey
SHEW E5id] R
HIERERTEEEE,
HitFlag Integer 0: IEE, 1: BJ&E;
A 1

BB FIRE R ERIHTIRE.
Suggestion String #ZiE, Block: BEiNFEM, Review: BINE®H, Pass: EBiET
s~BIE: Block

ESIRE, Normal: IEE, Porn: @15, Abuse: €%, Ad: I"&, Custom: B
EXEFR.

Label String LRSARE. RELHFEEMHNERE,
FEHE: Porn
SubLabel Strin FIRESR, NaE-——MH1Th; SXRGPFIREN, BEZZHE;
9 =BI{&E: SexyBehavior
MESFIBrLSEI S ENEEE, BUETBE: 0.00~100.00, o#Es, XRrEETRET
Score Integer SRISE,
9 (tn: &1%99.99, NizEAEFRBENEEEIEES. )
TBUE: 90

EERNRAIER, SFPHE. TEFOARE. FTREFHFEENIRSEEIRFILE
LabelResults Array of LabelResult 2.
EE: FEAEERE null, REEFEBRE.

MRS IRBIREIZER, BIEKE. TSR/ " ERSNHLIRERSNEEZE
ObjectResults Array of ObjectResult 2.
R WFEBAEERE] null, BREARIERE.

OCRIRBIBHINAIRRER, SIENAFLE RFAIOCRYIFEE AR E R XARIRS!
OcrResults Array of OcrResult #R,
R WFEAEERE null, RFREAZENE.

ETFERNEERRINER
LibResults Array of LibResult RIEEAEAZEEESEERAENSER.
R FERTRERE null, ERRAIEHIE,

Datald Strin iEkas#hpgDatald.
9 E: a61237dd-c2a0-43e7-a3da-d27022d39ba7
’5 % 5 IBi % o T iZ o
BizType String FENSHEENRBiztype2 £ ZFERE R

FHIE: test_1001
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https://cloud.tencent.com/document/api/1125/49657#User
https://cloud.tencent.com/document/api/1125/49657#Device
https://cloud.tencent.com/document/api/1125/49657#LabelResult
https://cloud.tencent.com/document/api/1125/49657#ObjectResult
https://cloud.tencent.com/document/api/1125/49657#OcrResult
https://cloud.tencent.com/document/api/1125/49657#LibResult

@ H%\_EHE BRAEE:

SHEN g i

IrB=xE, AFEEERERE, FRAER/Biztype FREEEFRRE,
Extra String R WFERAEERE] null, BREAIEHE.
R WFEROEHRE null, FFREAIIEME.

ZFRATEREMNRGIE R TRRRER; 8iF: FSERGPIIRE. BEEEMNT
BiER
EE: WFBEERE null, RREAZIERE.

Array of

RecognitionResults RecognitionResult

E—iEK ID, HRSiKER, SXERBERE (EHERERMRERETIXRSE,

Requestld String WZRERRAIRE Requestld ) « ERITEREEIREZRIBERE Requestld.

4. 75
=N BREPEN
B R RS
MNTEI
POST / HTTP/1.1

Host: ims.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ImageModeration
<]HFRSLH>

{

"BizType": "test_1001",
"DataId": "1213",

"FileUrl": "https://xxx.jpg"
}

BHTE

{

"Response": {

"RequestId": "a6123

"DataId": "a61237dd-c2a0-43e7-a3da
"BizType": "test_1001",
"Suggestion": "Block",

"Label": "Porn

"SubLabel": "Se

"Score": 90,

"HitFlag": 1,

"LabelResults":

{

"Scene": "Porn",
"Suggestion": "Block",
"Label": "Porn",
"SubLabel": "SexyBehavior",

"Score": 90,
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https://cloud.tencent.com/document/api/1125/49657#RecognitionResult

BRRER:

"Details":
{
"Id":

"Name" : xBehavior",

"Score":

"ObjectResults": [

{

"Scene": "QrCode",
"Suggestion": "Block",
"Label": "Ad",
"SubLabel": "",
"Score": 100,

"Names": [

DE"

"Details": [

{

"Id": O

"Name" :

"Value":

"Score": 100,
"Location": {
"X":

"y":

"Width":
"Height":
"Rotate": 0

by

"SubLabel": "abc",
"GroupId": "abc",
"ObjectId": "abc"

"OcrResults": [

{

"HitFlag": O,
"Scene": "OCR",
"Suggestion":
"Label": "Normal",
"SubLabel": "",
"Score":

"Text":

"Details":

{
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BRRER:

"Text": "h
"Label": "',
"LibId’l: Hll’
"LibName": "",
"Keywords": [],
"Rate": O,
"Score":
"Location": {
nyn. g,

"Y": [
"Width": 111,
"Height": 19,

"Rotate": 0

"LibResults": [

{

"Scene": "

Similar",
"Label": "Porn",
"SubLabel": "",
"Score":
"Details":

{

"LibName":
"Score":

"Label": "Porn
"Tag": "",
"ImageId": "111",
"Id":

"LibId": ""

i

"Suggestion": "Block"
t

i
"RecognitionResults": [
{

"Label": "

"Tags": [

{

"Name": "Mec

"Score": 30,
"Location": {

"X": 0,

e

"Width": O,

"Height": 0
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@ HE‘.L:H_E BRAEEE

5. FR&GR

BR= APl &

il APl SEE 2&& AP X#4. $HiIRF. APl Explorer } SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBASREIFRE AP IR
E=)

API Inspector

HFEEE APl Inspector BEEHIGE—SIREXEN AP RBER, FEMENZIESRA API K18, tBEaiE API Explorer #iTTELIE
ifo

SDK
= API 3.0 RItTERENFRIEE (SDK) , XISSHFIRES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FEiRES
KNG THEOWSZEEXAEIRID, HERBIFED AHEIR0E,
R iR
DryRunOperation DryRun 1&{E, KFREKRIGE2E/KING, RE22/E7T DryRun 2%,
FailedOperation BREEM
InternalError PIEBEEIR o
InternalError.InternalError PIEBEEIR o
InvalidParameter SR,
InvalidParameter.ImageAspectRatioTooLarge BRKSEEEAX

IRIFRE: BR=ItE (It ) BRSEATF £141 #1513


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ims/v20200713/ims_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ims/v20200713/ims_client.py
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ims/V20200713/ImsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ims/v20200713/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ims/v20200713/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ims/v20200713/ims_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ims/v20200713/ims_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ims/V20200713/ImsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ims/V20200713/ImsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ims/src/v20200713/ImsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ims/src/v20200713/ImsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ims/lib/v20200713/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ims/lib/v20200713/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1125/49664#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

InvalidParameter.ImageDataTooSmall
InvalidParameter.ImageSizeTooSmall
InvalidParameter.InvalidimageContent
InvalidParameter.InvalidParameter
InvalidParameterValue
InvalidParameterValue.EmptylmageContent
InvalidParameterValue.lImageSizeTooSmall
InvalidParameterValue.InvalidContent
InvalidParameterValue.lnvalidDatald
InvalidParameterValue.InvalidFileContentSize
InvalidParameterValue.InvalidimageContent
InvalidParameterValue.InvalidParameter
LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded

ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResourceUnavailable.ImageDownloadError
ResourceUnavailable.lnvalidimageContent
ResourceUnavailable.ModelCallFailed
ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.Unauthorized
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

B R FRA

B R oHERdE.
FRBHR.
BHAEE,
SHEVEIRIR.
ERASSHHE,

B R 3 EXE.
FileContentflIFileUrla=gkibase644wi3HiR o
Dataldi&REiR.
BERXHREXNEE.
FASER.
SHIERIR.

BT ECEPRH -

RFRIEE
IERANREGET T SRERPRE o
HFRGA.

HETE.

HETEHE.

BRFYTH.

B A3 FHEY.

B R &iREiR.
REARAXY, FEid.
BREE,

HRIEBURIE

KRB/ EEREER/KSERE.
KHSHIER.

BRI

BRRER:
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O BAT
RSN

IEE#ASE: 2023-08-17 03:24:18

Device

DevicefE

#HANTHEOS|A: ImageModeration,

E=4 ESid]
Ip String
Mac String
Tokenld String
Deviceld String
IMEI String
IDFA String
IDFV String
IpType Integer
LabelDetailltem
DHEEBGPFIREER

#INTFEOSIA: ImageModeration,

B ESid]

Id Integer

Name String

Score Integer
LabelResult
SEERGPER

#ANTEOSIA: ImageModeration,

=3

Scene

Suggestion

Label

ESig)

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

Witk

o o oy oy oy oy

iy |

R

REHBREIP

Maciibiit

REFEM Token

R&EIENID

BEFIIS

10Si&#%, ldentifier For Advertising (" &#rR% )
I0Sig%, IDFV - Identifier For Vendor ( RIFFF&RRAM )

IPiiE3ERY 0 fAXKipv4 1 HiRipv6

faik

Fs
R FEAEERE null, RREAREHE.

FARERMR
R WFETUEERE null, RREARIERIE.

FARESE
iFE WFEEERE null, RREARERIE,.

fak
IZSRIRBIER

EEE RIS R B TIRIE
#ZiWE, Block: ZilF#, Review: BiNEH, Pass: EiNEd

EEtRZ, Normal: IEE, Porn: &15, Abuse: €%, Ad: J"&, Custom
Fo

BRRER:

: BEXE

143 #1511



O BAT

2 £S5t} R
MRS AR, AREHFEENRTEE,
. FIREIRMLER

Sublabel — String R EAIAEEE] null, ERAUREIGAE.

Score Integer ZIREERSPRDE

Details Array of PEERHPFIRELER

LabelDetailltem R IFERAEEEE null, RREFEBHE.

LibDetail
BE X E/Z2aERH

#ANTEOSIA: ImageModeration,

B
Id

Libld
LibName
Imageld

Label

Tag

Score

LibResult
BRI

S
Integer

String

String

String

String

String

Integer

fak
Fs
{R&LabelaCustomBEN X #EFIEY, RREEXEFd

{R&LabelACustomBEN XBEFINEY, RFREEXEZIR
iFE WFERARGRE null, RERAEERE,

EFRID

EEFE, Normal: IEE, Porn: &15, Abuse: €%, Ad: "5, Custom: BENAE,

UREMS ARRE. FREFFEENRTER,

BEMRE
R WFEARERE null, RREARERIE.

aRrRRIERE

#ANTEOSIA: ImageModeration,

=3

Scene

Suggestion

Label

SubLabel

Score

Details

sem fiR
String SIRAIER
Strin B SR R S HRITIRE
9 @iVE, Block: iR, Review: ENEH, Pass: BiliEd
Strin EESIFE, Normal: IEE, Porn: &5, Abuse: iS5,
9 MRS AR, FRLFEHNAERE,
Strin FiIFEIR MR
g FE: WFREESEE null, ERIREIEKIE,
Integer ZIREER G PRIDE
g ¢ 4
Array of LibDetail -

R WFRATEERE null, RTRAAHE™E.

IRIFRE: BR=ItE (It ) BRSEATF
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Ad: I8, Custom: BENXIAE,
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@ H%\_EHE BRAEE:

Location
AtR
#HANTHEOSIA: ImageModeration,

E=4 Sl 1117

X Float L AtEsin

Y Float Z ERidis

Width Float BE

Height Float =E

Rotate Float EMERIREE R E
ObjectDetaill

SCIMEIEEREBE, SENARATE. IEEtR. ZHBIRERTEREENEIFENTESR. FEE. FESBIARIENIENMNERR.

#HANTEOSIA: ImageModeration.

2 E-Sic] iz
FS
Id Integer =@IE: 0
i IRERTR
Name String SOIE: aaa
reE,
Value String LR THIEAT, RRURLIbIE, SIName/3QrCodeld, Value’s"http//abc.com/aaa"”
fE: http//abc.com/aaa
by
Score Integer SIE: 100
Location Location ISMELLR
. ZIRIREER
SubLabel String S@IE: bbb
Groupld String ElEaE AR REid
R WFERAIEAGRE null, FREFAE™RE.
. i El= Akid
Objectld  String S PERIAGEE null, FREUREISRE.
ObjectResult

TIMENERIFR: IF. I"EEIR. ZH#i5

HANTEOSIA: ImageModeration.
E=4i ESic] iR
Scene String HRIRAIEER

BINEERHIMREREAHITIRE,

Suggestion  String M, Block: B, Review: ENEH, Pass: BivEd
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® H%i:ﬁ_ﬁ BRAEE:

E=3 R iR

EEMFE, Normal: IEE, Porn: &1%5, Abuse: %, Ad: "5, Custom: BEXEFR,

Label String LIRS AR, RESHFEEINERE,
. FirsRmEs
SubLabel  String 8 TEAANEE null, EREREERE.
Score Integer ZiRE RS PRE
. TSR
Names Array of String S8 WTEAAHEE null, ERICREERE.
. . SRR

Details Array of ObjectDetail oy werarasiem null, ERIREERE.
OcrResult
OCREEITIL

#HANTHEOSIA: ImageModeration,
E=4i ESid] iR
Scene String =IRBIER

Suagestion  Strin EUEE RIS RS TIRIE
99 9 i, Block: iR, Review: RiYEH, Pass: BivEid
EERZE, Normal: IEE, Porn: 815, Abuse: 88, Ad: I8, Custom: HENXiA
Label String .
URSARE. FREHAFEENASTEE,

SubLabel String FIrEtaNER
Score Integer ZREERSPNIE
. Array of .
4

Details OcrTextDetail ocriERiFlE

Text String ocrifBI RIS A ER

HitFlag Integer ZEWPER, 0K 16
OcrTextDetail
OCRYALERFE

#HANTHEOSIA: ImageModeration.
2R ESid) 3%
Text String OCRMAHNE

EEIFE, Normal: IEE, Porn: 815, Abuse: i, Ad: I'f, Custom: BENXIARE,

Label String LIRS ARRE. FEeREENNEEE,
Libld String {XZLabelaCustomBEXXEANEN, TREAENXEd
LibName String {XZLabelACustomBENXEIFANERN, TFREEXERR
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E=3 ESid)

Keywords Array of String

Score Integer
Location Location
Rate Integer

SubLabel String

RecognitionResult
BRI TSRS

#HANTEOSIA: ImageModeration.

ik

AR EE T an PRI #2iE
i E R AP E
OCR{i&E
OCRMFRFEREE

OCRXM AR RinE

S R ik
METETAEMENIE: Scene (ERIFSREER)
Label String EE WFRTSER null, BREFIGHIE,
TE: Scene
. Aoy of RecoamitionTa Label RSB FRGRSIRSIEE
9 y gnitionfag EE: WFPRTEEE null, ERIRIIGNE,
RecognitionTag
RBIERRSES

#HANTHEOSIA: ImageModeration,

E=1i ESid)
Name String
Score Integer
Location Location
User
User#Es®

#HANTEOSIA: ImageModeration,

2/ ESic] Wik
Userld String B

AccountType  String B

Nickname String B

IRIFRE: BR=ItE (It ) BRSEATF

faik

IRERTR
R WFEARERE null, FREARERIE.

BfE9: 0~100, HEHARTEEEYS
FE: WFBRARRE null, RENAFRIEHE.

IEMNERER, SREEMNERER, WAIEAEE
EE: WFBAEERE null, RREAZIERE.

faik

BRRER:

WEERID MES, |RIREWSHEEEER, JEHEEEEER, SEEHTFasEEESE R TIsHED
HlEr, WMETLUESHIEUin,. QQS. HiSopenid. QQopenid. ZFHEE, ZFERINWSERIRE

HE—mK% o

W SSFRIDZER "1-iSuin 2-QQE 3-#5Efuin 4—qqE¥S 5-fSopenid 6-QQopenid 7-HE

string"

FBFETR
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=4
Gender
Age
Level
Phone
Desc

HeadUrl

B S
Integer
Integer
Integer
String
String

String

1 I 1 I 1 I 1

o

IRIFRE: BR=ItE (It ) BRSEATF

ik

T3l BAIAO0 KA1 1 B 2 Lotk

EHE BRIAO AN

BFRER, BAOKRM1ME2H3 T
FiS

ARFEY, KEFEBIE5000F

AR GE R

BRRERE
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tHI=03

RIEEFATE: 2024-12-20 01:33:04

LhREiAA

NRREESRPIFE Error FER, WRTIFR API #A%XW. Fign:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

BRRER:

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
t
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIREG
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

ERLEBAY Authorization FEASBINERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp RSB EAEERSEI RS H, BHHEERH
IR EitREREIRE .

ERER. ERITEER, AURAASAPNERTENEREERIE
_-r*Eo

token iR,

IERFKIEN . 152F CAM LRI EINATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#.
B

PIEBEEIR o

BOXREFE.

SHEIR (SESHE. EBFER) -

SHEEEIR.
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InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SS ARG
NG
InternalError.InternalError
InvalidParameter.ImageAspectRatioToolLarge
InvalidParameter.ImageDataTooSmall
InvalidParameter.ImageSizeTooSmall
InvalidParameter.InvalidimageContent

InvalidParameter.InvalidParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE

iBEXK body B9 multipart t&&iR .
IP it R Z g,

IP it FEEZ ST,

Bt BeERpRE o

b

W

.
FRAFE
EOREFFE.
IEREGREGED T 4R RE
EMSHBIINZRIRS o
IP BRST,
EMSIRIT
IBREBERHIK
BiRMGER.
BRFRE.
BRFFE.
HEARAMA.
IREISEEREADN.
SRIRS SRR Ao
RIEBURIE

FAMSHER, AFRSEREXNSHESEER,

BAEFRZH .

http(s) IBRIMLEIR, IX#F GET #1 POST &K,

EOFSZIFRRE

B8

PIBREEIR -

B R<EEEAX
B R AFRK

B R R.
FASER.

SBHAREE.

BRRER:
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InvalidParameterValue.EmptylmageContent
InvalidParameterValue.lmageSizeTooSmall
InvalidParameterValue.InvalidContent
InvalidParameterValue.lnvalidDatald
InvalidParameterValue.InvalidFileContentSize
InvalidParameterValue.InvalidimageContent
InvalidParameterValue.InvalidParameter
OperationDenied
ResourceUnavailable.ImageDownloadError
ResourceUnavailable.InvalidimageContent
ResourceUnavailable.ModelCallFailed
ResourcesSoldOut

UnauthorizedOperation.Unauthorized

IRIFRE: BR=ItE (Ib5R) BRSEAR

i5ERE
BRARSHHIE,

B R 2HEXE.
FileContentflIFileUrlJa=gkbaseb64mi3HiR .
Dataldi&zUEEiR
BERXHRATKIRE.
BRRAER.
SHESR.
REBUES

B A3 TR

B R &iRER.
RELARKY, EEif.
BREE,

KB/ EEREER/RSERE.

BRRER:
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