G

@ Eﬁ i:H_ E E=piL

=yl
API 315

= a
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@ H§ i:HE IBEHEHR

[ HR#=ER ]
©2013-2024 BEi=hRINFAE

A (BFREXE. §iE. BRSHS ) SENEERNEABARITE (16R ) ARSEAFDSEMMAE, REBNZSLPHPETT, EFETEFFSIL
HOFXEH . Bk, E/A. PR, ERFEETRBLNE . ARTHERIENZS(ERNEEIE, BARSKERIUERERIEESE.

[ AtmA=EA ]

O BAT

RHEBNRRSEXOEIFIAENSTE (165 ) BRSEARDREXBKATME . FXIESERINEZHEFREE, REERFIARE. REBIR
ZRBEXIFABEIFE, EUEFEFEMEASAERERETER . S5, B0, &E. PRETH, SWSHERERZREXNFI BT
BB, BNZBKERIEEERERSE.

[ BRS37ER ]

AYEHEERAENBENZSIHIm . RSBOIIEEXEER, BI7=m. RBVASTETIHERERE,
EFRIZAIBIA R m. IRSAIME. RSITESFNHEZSENZZENELESROE, RIERASEOE, &N, BAZNAXEASFMETIRRSR
BT ROERIERIRILE o

[ BXREEA ]
BNBDTRERE N ECNERNWLE RS, RENRASERS, HTPTEKR 40091001008495716,

WRIFRE: BRRITE (bR ) ARSEEAE B2 #H81,



O AT

API 324
EAE
(=01
API 55
AR
ERE
AHEY
BEHGEV3
BRGE
REZSR
SHAE
REESHEXEAD
RIEIEHIAIERD
EEERRXIESIEMN
iRt
iRt
IBRR API 324
API 5
iIBEEXEND
BXEEHIIED
EEERRXIESIEMN
BB ISIERRIARSIE
iEEEHIAESE
IEEEMEREE
IBEIXIA MR EE
iR

WRIFRE: BRRITE (bR ) ARSEEAE

XiEEF

bt
BEeHE

B3 H81:



EHBAT

API 3t
E L

RIEEFRATE: 2023-05-16 02:38:47

B22X%®

£THIE: 2021-01-27 08:00:09
FREHESTIUTRE:
BEEEHH.

fEREn:

« SendTtsVoice
o fEMAZ: TemplateParamSet

B1RE®

£7RESE: 2020-12-28 20:12:56
FREBESTIUTRE:

BB A,

sriE:

+ SendCodeVoice
+ SendTtsVoice

BRSNS

» SendStatus

WRIFRE: BRRITE (bR ) ARSEEAE

B4 H81,


https://cloud.tencent.com/document/api/1128/51558
https://cloud.tencent.com/document/api/1128/51559
https://cloud.tencent.com/document/api/1128/51558
https://cloud.tencent.com/document/api/1128/51560#SendStatus

AT — BEEEHE
=331 by
Q‘l"
=il
mIEEHRATE: 2021-06-23 11:27:36
B GEF EEEE API 3.0 R4, 280 AP EOAENNGBHLE, S—HSEREMALEIRE, 55— SDK/CLI A5 AP| X ™ig—
¥, SSHsERpYENERER, ST ERmEENLEEREEENE =R, ESSER= API 3.0 fANEEES: EA]

iBEHR (Voice Message Service, VMS ) iiElSifl+FEERSEANER, BEBNZRUIESEL, H QQ. MEFZRAFRFAHEF
#. BEE. REMRSFETHREFPRMESNESE. BSBNFRS . SEIAE. BREN. DEME, B2, BHE, BOTRUMENESHE
SRS .

WRIFRE: BRRITE (bR ) ARSEEAE 585 H81:


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

@ H§ i:HE EEiER
API 15

mIEEFATE: 2023-05-17 02:10:46

RXESFHEXENQ
EOSMR #Ohae SAERPRE (RS )
SendCodeVoice RIXEZIIERD 20
SendTtsVoice EEERAXEEEN 20

WRIFRE: BRRITE (bR ) ARSEEAE 586 81,


https://cloud.tencent.com/document/api/1128/51559
https://cloud.tencent.com/document/api/1128/51558

CEE)EEEHiE iBEHER

AABI
imREEH

IEEFATE: 2023-02-22 02:07:04

1. BRS5 1tk

API ZiSFiriblEgiEN , AERiEitbEiEASZS vms.tencentcloudapi.com , tE3ZiSiEEES&5E, FIanrHitbigiiEgEs vms.ap-
guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE vms.ap—guangzhou.tencentcloudapi.com 2—3#9.

R RESURAILSS, BIUSETIBRANNE .

R HER AP BEAR, AR REEEROSTRRMRS NN, *RSISibRFREERAB R/ AHSECIEPER, KOTSRS
HEROESNSHPER,

BRISTHSIEESIxRA:
PN b0 s
FEMIEIEN (5, RESEERK) vms.tencentcloudapi.com
SERHBIR (7)) vms.ap—-guangzhou.tencentcloudapi.com
HEFX(LEiE) vms.ap-shanghai.tencentcloudapi.com
bt X (I6R) vms.ap-beijing.tencentcloudapi.com
Fargits X (FER) vms.ap-chengdu.tencentcloudapi.com
ARt X (EFK) vms.ap—chonggqing.tencentcloudapi.com
BEAHRX(FESES) vms.ap—hongkong.tencentcloudapi.com
WA LR (Frini) vms.ap-singapore.tencentcloudapi.com
TAFRE(ER) vms.ap—-bangkok.tencentcloudapi.com
WARIER(FZXE) vms.ap—-mumbai.tencentcloudapi.com
TWAFIL(ER) vms.ap-seoul.tencentcloudapi.com
TAFIL(FER) vms.ap-tokyo.tencentcloudapi.com
ZEFRE(FERIE) vms.na-ashburn.tencentcloudapi.com
EETEER(EES) vms.na-siliconvalley.tencentcloudapi.com
=X (S1E2) vms.na-toronto.tencentcloudapi.com
Bt X ((Z=518) vms.eu-frankfurt.tencentcloudapi.com

2. iEfEh%

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 7 H81:



CSE)HEEHEE EEEE

X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 8!

« application/json (#7%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

195/ UTF-8 4wf5,

WRIFRE: BRRITE (bR ) ARSEEAE 588 81,



@ EE i:H_E IBEHEHR

~HSE

N =

P

mIEEFATE: 2023-12-28 01:28:18

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KiEiERo

AHSYARRTSRSERNERGERFTRTNEMESR.

ERERGE v3 RSN

BEGiEv3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRSERESEIE) , BERE, IFEAMERE, XI5 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER 875 v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFEHR—HE HTTP Header iEKLEH, INTFERFAR:

SHEM B Wik R

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action Sting = \ction KA. BIMEIRSEMEIEHAFIREN, BEN Describelnstances.

HTTP i&%ksk: X-TC-Region, iif&%, ARRRABEFIEBMuRAIEIE. BESSEOXES
Region String - BANSHEDXTAHSEH Region MUK, FE: REEROFBEEEZSY, BOXERESTSE
AR, WEIRPAEERIZSHBASER.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl i&RARTE], BI40
1529223702, #*i&: MRSKFBF[MHEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EHI APl B9kRZA . BUESEZOMEPASAHESE Version
B9IREE. BIANZ=ARSSZRIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEENZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
12588, N, S cvm.tencentcloudapi.com BFREFREBRE cvm. A=REYEHR vms;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSEE, content-type 1 host JosigkLER;

- Signature: ESR/E, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR Bt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (B EOZIFSE ., BYE: zh-CN,
Language String a

en-US, zh-CN BEIF, en-US REIEX,
EigAFEES A bR ZIRSSRLFIFIRPHR+1, ROSHIRENRIEE Offset=0, REHE Limit=10, NEEREMRIRIER URL. &

RKLED . IERIETRBIGNT:
HTTP GET i&R&#93:

WRIFRE: BRRITE (bR ) ARSEEAE 589 H81:


https://cloud.tencent.com/document/api/1128/51564
https://cloud.tencent.com/document/api/1128/51564
https://cloud.tencent.com/document/product/1312

S gy
1§ B Iﬁl%\

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) iERERFE ((USENZEOZE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE 5810 #8813




@ HE i:H_E IBEHEHR

ERERGE vI NARSH
ERZEEAE VI (BRSHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH
BHEHR ey it f

BFREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEEN, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/MEEAEIE, BOESNERESSEOGEPRANSEAHS
Region String - # Region A9I%EA, R REEROFREEEZSY, EOTEhaIbISEINkE, aBEPEE
BiZSBHFEEN.

ia0 UNIX B3iE&, mleRAEE AP|iEREEGE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | EREZTEEE,
Nonce Integer 2 BEHIEREL, 5 Timestamp BX&iEk, AFMLEERE,
Secretld Strin - £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si . o BERER, ARBGIEWXERNEENE, SEAPREXIFVRASEITESH . BRTESEZESR
ignature String = kY
Versi . o 124ERY API BOERAE . BUESZEZONEPASAHSH Version Bk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAINEES, EtERIER HmacSHA BIESHE.
B) 22 EIFRSS FiMARIGRI L2 ST Token, EHARIEEIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZEARNTEERELL
Token FE,
L . - EEZEOREES, (NESEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFEPEESIA RIS RLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HMl:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* kX EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iERE&#am:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDkrrkRxEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE B11 #8113


https://cloud.tencent.com/document/api/1128/51565
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1128/51565
https://cloud.tencent.com/document/product/1312

A BT

HisE=
FFRFEE0 Region FERAFIGENTRAR. MREORZISLRPIFEEL, WATEROREREMHREE.

sk BE
it (dbm:) ap-beijing
et (M) ap—guangzhou

WRIFRE: BRRITE (bR ) ARSEEAE

£12 81|



@ HE i:HE EEiER
ZEBHIEV3

IEEFATE: 2023-12-27 01:37:28

PITFERIET E85% v3 NESEE, ERESKRSEHSHNEERAERAE API BAEH. BRINMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

A LEHTES

BEREIIATARBEURIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAiE v, MEERS, STIFEXMBER, XiF JSON 18, POST ERZIFHES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZ 8RR ThaE, EEERIRAS “AP13.0 £8 v3” , AJLANEMEZIZHTINE, aJEEER
SDK X8, #EEMABIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ZiF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR APl ARESR, SLAERELLAARS,
- SecretKey: BT API HRERNSH, wILAERAELLHED,
- BREFFERERSREIE, BRHE, SWRERMFEL. SR, BUAEMEERSSIE,

RIS EIENEGALSRINT:

1. BF BA=ZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERERAF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE $13 H81:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE i:H_E IBEHEHR

TEURRSHEA NEXIFIFIREAFIF, STBRNEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEBNEERIVRTE;
3. BEOBESNSEMERE, AIETEEHIRESIRIAEINTER.

G, FeARSEEEFEZEONSE, RIRERREAIZIRENER. EXFRAMREON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. i, XBEARRTEHSAELSEMEOMASE, ARTLMRIBLGEERNEMSE, I Language 1 Token A%
(ZE HTTP L3RR E, N X-TC-Fi&k) -

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rrk | B
PREBEM NERRESESEN KGR BENIKRE, RRE—FEE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\

-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \
"X-TC-Action: Describelnstances" \
"X-TC-Timestamp: 1551113065" \
"X-TC-Version: 2017-03-12" \
"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER SR
BRI ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIEBES POST,
CanonicalURI URI 2%, API 3.0 BIEAIESMHL (/) o

&2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHFE"", MF GETiERK, Wh URL &
15 (?) GENFFEAS, FlEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$%=FRIBEEASE

8) , e UTF-8, EFERREEEMERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5814 H81:


https://tools.ietf.org/html/rfc3986

@ HE i:H_E IBEHEHR

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WREIERIMEIN TEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, R key:value\n E{H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENS, BLHEEESNEERMEKRIEEHRESBEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBLIES, WIBRIEREHLLES5TER, 1 CanonicalHeaders 8 2RILBRNAR—X
[fY. content-type # host JoutigELEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKRNSEE, MF GET &K, RequestPayload BEIEAZEZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRIAEIEREBMT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB FIH
BT HEHESERF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE 5815 #81%:



@ HE i:H_E IBEHEHR

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlRET—BIER, EREAY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #l SecretSigning 2 T#HEIRIEIRE, FIaEEESFAHTENIZESR, SHEHHBIFEFRITENRML S5
73: flcb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM fRRE
SecretKey B4k SecretKey, BI Gu5t9XGARNpPQ86cd98joQYCN 3k,
Date Bl Credential k9 Date FEIER . MR FIEUES 2019-02-25,
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FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, WIABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

LERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE,. WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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O EE:

ERRIEEHI HTTP LB (Header ) #iEk{K (Payload ) #FHEZIHHEIETHATRS—H, BUSEEESF—EER. TED
FTENEIRERAR, MEMEBEFSIHE.

ERET

TECERER API 3.0 B, i#EERECERSIIZ SDK 3.0 , SDK #3RTESMEE, AR E=RIBMHHEMEONT ., FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMNTRESERMER:

» Signature Demo

ATEFEMBREREE, TEAMSSRREESHH, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMARSEREMEM SDKo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
("

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

WRIFRE: BRRITE (bR ) ARSEEAE 5820 #81:




S gy
1§ B Iﬁl%\

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"

WRIFRE: BRRITE (bR ) ARSEEAE 5822 H81:




S gy
1§ B Iﬁl%\

canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_|ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

NTIT
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n*
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= 1 ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET _ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

Hfhigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oIS
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09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥****x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRFZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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public static String (String s, String key, String method) throws Exception {

Mac = Mac.getinstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

"Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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R MNRRE Python 2 KIEHRIETT, FEHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
“crypto/shal"
"encoding/base64"
“fmt"

T

“sort"

“strconv"

)
func (0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as => ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

‘Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL": "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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3 =+
IR [B]255R
RIEEHAYE: 2024-03-12 02:00:54

= API 3.0 #ZORGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

iR BRREERERSIKESELIET, IWEHY HTTP AZEBE5200, FINERERSESAEERBIES LY, B HTTP KEB2200, mMF=2
401,

IFfRIEEISSR

A= RS 8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTsaREMTA:

{
"Response": {
"TotalCount": O,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REREH Requestld 2EEMFER, TiCIEKREINSE, RE API RGBT, WHERIEE,

+ Requestld BF—1" APl iEREIE—IRT, R API BIIRE, ALBR BN=SR 5255 T8, FHEMZ ID RERTE,

o BRTYBEENFERNS, HRUAEFREOENNZE, FRENEOMRENFES REOXERINEN . HFIHE TotalCount #l
InstanceStatusSet #79 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREERERRSEEEM, Elt TotalCount £
IWERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAAKXY, EREERGIMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMKERS ZIERARKY . Error FERERERERY Code 1 Message FERERAMAXMAY 2% ERER o

+ Code RFEMFHIBAIEIRG, HiERBENTLASCIREZEIRBEATEIREINHFIEOX NSRBI R E MR NREEFBRS R
+ Message BRETEMEZRENEGEE, BELSEESRFBEML, EXATHAZRERISTERENR, APFMKRHXMEEIE.

+ Requestld BF—1" APl iERRIE—HRR, R API HMBE, AJLXER BN=ZR 5 1232 T8, FHRMHiZ ID RERDRE

AFHIRP

WRIFRE: BRRITE (bR ) ARSEEAE 5852 #81:


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
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REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
BIRIRIESIRBESEARTR “API X" BRTH “ERiE" THE.
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S g A HY
SEZER
RIEEFRATE: 2022-08-10 06:57:26

ERIESRZ API 3.0 WA SN HSECHF N T LSRR

« String: Z&F &,

o Integer: B8, FRATHFS64UEL, SDK 3.0 FRFEESIFHILEEMER, BNLIFRERRREESHRABEENY, 4N Golang By
uint64,

« Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig=t, flan: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMF LA ( International Organization for Standardization, 1SO ) &#ky%F BEAFNATIE
ERERFRE, MRER (GB/T 7408-2005581FwiiEtgNER R HENEETE) . BiXUERREESIMEEHRITEER.
f5ign: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAE, BELMFEMNGERINENT
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ HE i:H_E IBEHEHR

RixigaAxXEO
AZIXIESIEIERS

IEEFRATE: 2024-03-12 02:00:53

1. &OfEE

EOERES: vms.tencentcloudapi.com ,
BAPREEINER ((NZFHF) .
EOAZOIERAFIRF]: 200R/F

#fE#=(ER API Explorer <> mEiE

API| Explorer 12t TEZLIAM . ERIIE. SDK IBEMIIRERFIZOFEN . BTEEESRRABRNERABHIRESRURBaER, SDK
ARRA.

2. MABH
UTERSHIIRNFIE TEROBRSHEMBI LS, RBAHSYFIRR AHIERSH,
SHEWR Wik  2E fid
Action 2 String ~sY, AEOBYE: SendCodeVoice,
Version 2 String riEsH, AEORE: 2020-09-02,
Region = String AHSY, FRFFRSH thiFFxR.
CodeMessage = String EiﬁiIEﬁE.’;, HIHESHF, LIMERIESN, SRMEYNFIHFIES A SHIREHEI".
TEE: 1234
WINFISH, KA e.164 iR, BXH+[ERFIEXBI[AFSHE].
CalledNumber = String Blgn: +8613711112222, HAEIEE—1+5 , 868ER, 137111122228F S,

~fIfE: +8613788888888

EES R SRR AR ERAIERRSdkAppid, =F111400006666 .

VoiceSdkAppid & String e 1400006666

BRUXE, Wik, RB3IR, BIA2IR.

1 A
PlayTimes a Integer =G 2
. . e s s
SessionContext = String EEF'EI’J session B&, BEifl server BIB8HREFREFIEE,
FHIE: test
3. ey
SHEM £ iR

SendStatus  SendStatus = BHRIEIEBAEERS.

W—i5K ID, HRSiKER, SXERBIEE (HEREHMRRKRLERLIRSR, WZRXERTRIRE

Requestld String Requestid) . EfIARIBEREIZRIEKRE Requestld,

4, 76
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https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/vms
https://cloud.tencent.com/document/api/1128/51560#SendStatus
https://console.cloud.tencent.com/api/explorer?Product=vms&Version=2020-09-02&Action=SendCodeVoice

@ HE i:H_E IBEHEHR

POST / HTTP/1.1

Host: vms.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: SendCodeVoice
<pHiEkRSH>

{

"CodeMessage": "1234",

"PlayTimes": 2,

"CalledNumber": "+8613788888888",
"SessionContext": "test",
"VoiceSdkAppid": "1400006666"

"Response": {

"SendStatus": {

"Callld": "12582bce-403c-11eb-96b8-525400476c37",
"SessionContext": "test"

Y

"Requestld": "91260bb8-cf91-4f3e-a81f-9198114a2279"
}

}

5. FEEGR

BR= APl EE&

Bz APl & R4 API XX, i85, APl Explorer % SDK $FFHA—ERTE, HEEMNE—AOEAREREAZIZHREE API R
5o

API Inspector

FAPFEEE API Inspector BEEEFIGE—SIR(EXEN AP ABER, HEMERZIEERAR API £18, tEaJgiiE API Explorer #{FELR
ito

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMRIZIES, BEESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vms/v20200902/vms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vms/v20200902/vms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vms/v20200902/VmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vms/v20200902/VmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vms/V20200902/VmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vms/V20200902/VmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vms/v20200902/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vms/v20200902/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vms/v20200902/vms_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vms/v20200902/vms_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vms/V20200902/VmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vms/V20200902/VmsClient.cs

A BT

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PITRFIH T 1RO SSiZIatEXREIRTT, HMEiRmEiER AHLEiR0,
iR
FailedOperation.AccessUpstreamTimeout

FailedOperation.ContainSensitiveWord
FailedOperation.FailResolvePacket

FailedOperation.InsufficientBalancelnVoicePackage
FailedOperation.InvalidJsonParameters
FailedOperation.InvalidParameters
FailedOperation.JsonParseFail

FailedOperation.ParametersOtherError

FailedOperation.PhonenumberUnappliedOrExpired

FailedOperation.TemplatelncorrectOrUnapproved
InternalError.AccessUpstreamTimeout
InternalError.RequestTimeException

InternalError.RestApilnterfaceNotExist
InternalError.SigVerificationFail
InternalError.SsoSendRecvFail
InternalError.UpstreamError
InvalidParameterValue.CalledNumberVerifyFail
InvalidParameterValue.ContentLengthLimit

InvalidParameterValue.SdkAppidNotExist
LimitExceeded.DeliveryFrequencyLimit

UnauthorizedOperation.SdkAppidlsDisabled
UnauthorizedOperation.ServiceSuspendDueToArrears

UnauthorizedOperation.VoiceSdkAppidVerifyFail
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EEHE

ik
hiE LT ERERT
EEREPEEHR, BRREITTEMR.

BinEREBERTEY, BERTIREET AP| ZORBAGESHN, F2R
1004$5iRi#M#E o

ERERETRE, BERHNBULEEESSE.

FXB JSON, BEREREREEHITERN JSON L,
THEH, BERERZNERSHMEE XN AP FRESH.
FEITIE R SARHREY -

IBERAEIR, FRARRINTEER,

REHESHIRENSHERESEH, BERESZSADEEZRNERRSE
H, BfREESIWLERE.

BRIRREEHERONTSHZBIAERATFLE, BE2R1014i5RF
i

iniE EilstERdmeg, EHEER.

EREEREFIER, BEHENRSHRSENRRSSEZ R EEED
1053 ¢35

RinAfF7EiZ REST APl 00, i51%& REST API #0058,
[&if Sig BIEKM .

MEBssoiBERERT

IBEELER, BRERINTERR,

WIMFN SHIENRIREY -

IEEERPRNEEREBIRE, WHRERERG, BHRRRE.
SDK AppID F=FE.

TRIESHSRPRERIRSEISREE, NFREASZIRERH AN SHHxE
ESIPRIRRE, EEXREA].

SDK ApplD ZHEEEEHE, MEEERKFEHKI].
ES WS RERISILIRSS , ERIFAEHENZIKS TEMBERM

VoiceSdkAppid #I&KM .

SE57 #8813,


https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vms/src/v20200902/VmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vms/src/v20200902/VmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vms/lib/v20200902/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vms/lib/v20200902/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1128/51567#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/38004#Q5
https://buy.cloud.tencent.com/voice
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/90745
https://cloud.tencent.com/document/product/1128/38004#Q6
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/555/7425

@ Hﬁ i:HE IBEHEHR

RS 535
UnsupportedOperation BIERZ.

WRIFRE: BRRITE (bR ) ARSEEAE 5858 #81:



@ EE i:H_E EEHEHE
IEEERARIEIE S E

RIEEFRATE: 2024-03-12 02:00:53

1. EOR

EOERER: vms.tencentcloudapi.com ,
BRPREIEERIRAESEM .
BRAZECIERSTZIRE: 20:R/F .

E#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MANEH
UTERSHIIRGIE TIZOBSRSEMBLAHSY, REAHSHIIRN AHERSEH,
SH2W Wik %R 3%
Action = String aHsE, XEOBRE: SendTtsVoice,
Version = String ~HSE, AEOE: 2020-09-02,
Region =] String ~HSY, FERFRXZIGH s,
Templateld o String iR 1D, EEHSEZEZIER ID.
= FBIE: 4356
WFNSH, KA e.164 inf, B H+[ERSLMXBI[AFPSE].
= . f5ign: +8613711112222, HAPEIEE—1M+S , 86 AERB, 137111122228F
CalledNumber = String e
S o
HHE: +8613788888888
. . o . EESER A RMMNAEERIZFRSdkAppid, 311400006666 .
VoiceSdkAppid = String SBIE: 1400006666
Array of EiRSH, SEREESY, SREAZHA,
TemplateParamSetN & (0 i EEEENNEKERBIE3502,
g wIE: ['7652"]
Y > = N O N\
PIayTimeS |z:1: Integer ﬁg;gﬁ’z Eﬁ’ ﬁgSIA) ---xl‘AZIAo
4 i =, B 2EHRE,
SessionContext = String FEF‘E’J session A&, Bl server BEI8Hh&FEHIEE
A test
3. mem
SHEM ESid] R

SendStatus  SendStatus IBEEEMRERE.

W—iER ID, HRSIRER, BXERBPSED (EFEREEMERERERERSWR, WZRERFRIKXE

R tid Stri
eques nng Requestid) . EfIiABHEEREIZRIEKRE Requestld,
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https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563
https://cloud.tencent.com/document/api/1128/51563#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/vms
https://cloud.tencent.com/document/api/1128/51560#SendStatus
https://console.cloud.tencent.com/api/explorer?Product=vms&Version=2020-09-02&Action=SendTtsVoice

@ HE i:H_E IBEHEHR

4. 7%
PN EERIRREEEEN

BATH

POST / HTTP/1.1

Host: vms.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: SendTtsVoice
<AHEREH>

{

"Templateld": "4356",
"TemplateParamSet": [

"7652"

Il

"PlayTimes": 2,

"CalledNumber": "+8613788888888",
"SessionContext": "test",
"VoiceSdkAppid": "1400006666"

"Response": {

"SendStatus": {

"Callld": "12582bce-403c-11eb-96b8-525400476¢37",
"SessionContext": "test"

b

"Requestld": "91260bb8-cf91-4f3e-a81f-9198114a2279"
}

}

5. FREGR

BiR= API E&

Eifl= AP £& 28 API Y. (8iRf8. APl Explorer & SDK & RIS—EIAFE, HEENE—AOSTORERBNSIZHEERE APl R
%,

API Inspector

BPEEE API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZIESIRAH API {13, tEaJgiiE AP| Explorer i#{TEZ&R
ifo

SDK

= API 3.0 IR TRENFAIERE (SDK) , SHIFSHEREIZES, fEEHENNRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

WRIFRE: BRRITE (bR ) ARSEEAE 5860 #81m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vms/v20200902/vms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vms/v20200902/vms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vms/v20200902/VmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vms/v20200902/VmsClient.java

A BT

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRG

PITRFIH T 12O SSiBIEEXARIRIT, EMEiREER AHLEiR0,
FERE
FailedOperation.AccessUpstreamTimeout

FailedOperation.ContainSensitiveWord
FailedOperation.FailResolvePacket

FailedOperation.InsufficientBalancelnVoicePackage
FailedOperation.InvaliddJsonParameters
FailedOperation.InvalidParameters
FailedOperation.JsonParseFail

FailedOperation.ParametersOtherError

FailedOperation.PhonenumberUnappliedOrExpired

FailedOperation.TemplatelncorrectOrUnapproved
InternalError.AccessUpstreamTimeout
InternalError.RequestTimeException

InternalError.RestApilnterfaceNotExist
InternalError.SigVerificationFail
InternalError.SsoSendRecvFail
InternalError.UpstreamError
InvalidParameterValue.CalledNumberVerifyFail
InvalidParameterValue.ContentLengthLimit

InvalidParameterValue.SdkAppidNotExist

LimitExceeded.DeliveryFrequencyLimit

WRIFRE: BRRITE (bR ) ARSEEAE

B
EEHE

ik
hiE LT SRR
EEREPEEHR, BRAEIIIEMBR.

EiREREBITEY, BERTFREET APHEORPBPIESHN, 2R
1004$8iRiFME o

EBARETRE, BRHBWLESEEEE,

FB JSON, BEREREREEHITERN JSON 0,
TR2Y, BRELRENERSHES AN API FRESH.
FEITER B IRRHR R .

IBERAER, FRRRINTEER,

REESHNRENSHRRECEH, BRI ANEEZRNERRSE
H, BREESIWLIER.

BRIRREEHERONTSHLBIERATFLE, BE2R1014i5RF
iz

iniE EilstERtmeg, EHEE.

BEREEMEFES, BEHENRSHRSBNRRSHEZEMEEED
1053851,

RinAF7EiZ REST APl #0, i5%& REST API #0058,
[Gif Sig BI2KM

AEBssoBiEERT .

BT AR, BRERINTERR,

WIMFN SHIEURILE Y -

EEERPRIMTEREBIRG, WHRFRRG, BHRRERE].
SDK AppID F=FE.

TRIESHSRPREEIRHISREE, NFREASZIRERH AN SHxNE
EIPRISRREE, EEAREA].

5661 #8813,


https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vms/V20200902/VmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vms/V20200902/VmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vms/v20200902/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vms/v20200902/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vms/v20200902/vms_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vms/v20200902/vms_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vms/V20200902/VmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vms/V20200902/VmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vms/src/v20200902/VmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vms/src/v20200902/VmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vms/lib/v20200902/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vms/lib/v20200902/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1128/51567#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/38004#Q5
https://buy.cloud.tencent.com/voice
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/90745
https://cloud.tencent.com/document/product/1128/38004#Q6
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720

A BT

UnauthorizedOperation.SdkAppidlsDisabled
UnauthorizedOperation.ServiceSuspendDueToArrears
UnauthorizedOperation.VoiceSdkAppidVerifyFail

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

S gy
1§ B Iﬁl%

ik

SDK AppID ZRRISESHE, WEREBBRRERII.

ER A=W S RERSILIRSS, ERIFABHEARIKS TEMBERM
VoiceSdkAppid #385KM

BMEFRH
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https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/555/7425

A BT

RSN

mIEEFATE: 2020-12-28 20:19:35

SendStatus
BERIERRERE
#ANTEOSIE: SendCodeVoice, SendTtsVoice.

£=1 ESic] iR
Callld String RRAXEIL ID, IRR—RTRICR.

. . PR session A&, Bifl server BEIBPREHFIRE,
SessionContext String

R FEAERE null, REEAZEHE.

WRIFRE: BRRITE (bR ) ARSEEAE

563 #81:



A BT

=S

IEEFATE: 2023-07-07 01:58:07

LIRBikEA

WMRIREIZERPFE Error FE&, WRFIER API ##£0O05%M., fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

S gy
1§ B Iﬁl%

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRigiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEHIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

iBA

BOST%.

ERLEBRY Authorization RIFSEASIRE,
=X (2= API ZHAEE )

MFA $ig,

BRFFE. B EHle HERRAERCHNRSERER, MIASES,
SRERAREESIER, TRAIETEEER.

EZEH, Timestamp HRSH[EHDEEFR GBS RS, BIEERD
EtEEATIRERNERS

BERER. EREER, BURAASAPHESHEXEREERITE
E*EO

token iR

BEREKEN, 1§2E CAM T EAAR0IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEIR o

BOREFE.

SHER (BESHRl. LBSER)

SHEEEIR.

5664 #81:


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest

IpInBlacklist

IpNotinWhitelist

LimitExceeded

MissingParameter

NoSuchProduct

NoSuchVersion

RequestLimitExceeded
RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 EEIRED
fBIREG
FailedOperation.AccessUpstreamTimeout

FailedOperation.ContainSensitiveWord
FailedOperation.FailResolvePacket

FailedOperation.InsufficientBalancelnVoicePackage
FailedOperation.InvaliddsonParameters

FailedOperation.InvalidParameters

WRIFRE: BRRITE (bR ) ARSEEAE

SEEY
BE

A8

iBEXK body B9 multipart & $&iR.
IPitbhitFEE S Barh,

Pl RER SR,

Bt BCERRE o

%

ROSH,

\

FRAFE
BOREFFE.
IERANREGEE T SRERIRE o

EMWSHBITIRZEIRE

IPBRSR o

EMSIRIR.

IEREEIRFEIK N

HiREWMERE.

BERE.

BRFFE.

BREFTH.

IREISEEREIAN,

SRR SRR Ao

RIGIURIE

KRIMSHIEHR, APSEREXNSHSSHIER.
BEFZH .

http(s) iIEKRIHLEEIR, R3Z#F GET #1 POST i5K.

BOARSTISFRiEE

iR
iniE LT ERERT
IEERETEREEEG, BRAEITTEMR.

HE

RiREREETEY, BEHTIREEST APl EORBIGESHN, B2

100455iRF/E
ERERETE, BERHNBULEEES,
T JSON, FEHREREREREBHIFEN JSON L.

TS, BERERENERSHEE MM AP FRESH.

565

81\


https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/38004#Q5
https://buy.cloud.tencent.com/voice

EHBAT

fHIRG
FailedOperation.JsonParseFail

FailedOperation.ParametersOtherError

FailedOperation.PhonenumberUnappliedOrExpired

FailedOperation.TemplatelncorrectOrUnapproved
InternalError.AccessUpstreamTimeout
InternalError.RequestTimeException

InternalError.RestApilnterfaceNotExist
InternalError.SigVerificationFail
InternalError.SsoSendRecvFail
InternalError.UpstreamError
InvalidParameterValue.CalledNumberVerifyFail
InvalidParameterValue.ContentLengthLimit

InvalidParameterValue.SdkAppidNotExist
LimitExceeded.DeliveryFrequencyLimit

UnauthorizedOperation.SdkAppidlsDisabled

UnauthorizedOperation.ServiceSuspendDueToArrears

UnauthorizedOperation.VoiceSdkAppidVerifyFail

WRIFRE: BRRITE (bR ) ARSEEAE

B
EEHE

5B
FETIER SARHREY
IBERAER, BERRRINDEER,

REESHENRENSHRRECEH, BRI ANEEZRNERRSE
H, BREESIWLIER.

BRIRREEHERONTSHLBIIERATFLE, BE2R1014iERF
iz

iniE ListERtmeg, EHEE.

BEREEREFIER, BEHRENRSHSENRRS = NI EEED
1053851,

RinA1F7EiZ REST APl 0, i51%& REST API #0058,
[5iR Sig BIEKM

PAEBssoiBiEtERT .

BB ISR, BRERINTERR,

WIMFN SHIEURIEE Y -

EEERPRIMTEREBIRG, WHERRG, BHRRERE.
SDK AppID FFE.

TRIESHSRPRSIRSEISRNE, NFREAZIRERH NS SHxE
EIPRAIRRE, EEXREA].

SDK AppID #RRIXEEHE, WERERHRRERKII.
ESN WS RERISILIRSS , ERIFAEHEBARKS TEMBERM

VoiceSdkAppid #I&KM .
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https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/90745
https://cloud.tencent.com/document/product/1128/38004#Q6
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/1128/37720
https://cloud.tencent.com/document/product/555/7425

@ HE i:H_E IBEHEHR

|HkR API 3t
API 58

IEEFATE: 2020-01-06 18:20:56

EEHEXEN
AP| &R %
BB SBREXMEROAFRIESNEG, BRiSHF
EEERREIESIEN SFHREXMEEROAFREEEN, STFPXY. BEXFE. HFRES, AFKEFEZ100F
IEERIEIASEH EEEEWSS URL BB, BSHIESRIERE RS
IEEEIIASEH B EESS URL BI5R, BHMSHESEMNTRIGRS
IBEEEREN ALAEEEEESS URL 95, @RS HRPE TR
IEEIRIA MR EEA EIESINIES. IEEEN T RRMAEMSHEBEE TR XMERER
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https://cloud.tencent.com/document/product/1128/37721
https://cloud.tencent.com/document/product/1128/37723
https://cloud.tencent.com/document/product/1128/37724
https://cloud.tencent.com/document/product/1128/37725
https://cloud.tencent.com/document/product/1128/37726
https://cloud.tencent.com/document/product/1128/37727

@ H§ i:H.E iBEHE

IBEEXEO
ARIEBE IR

RIEEFATE: 2020-12-24 16:11:23

Mg

ThReR
LR EARERAPRESIRESD (S8 F) .

URL =8I

POST https://cloud.tim.qq.com/v5/tisvoicesvr/sendcvoice?sdkappid=xxxxx&random=xxxx

Hrh, sdkappid BESEE 55 HEEHE RNBARERRERR SDK ApplD, random iSESMENEF

WREH

{

"ext": ",

"msg": "1234",

"playtimes": 2,

"sig": "ecab4881lee80ad3d76bb1da68387428ca752eb885e52621a3129dcf4d9bc4fd4",
"tel": {

"mobile": "13788888888",
"nationcode": "86"

3
“time": 1457336869

o Wik E ik

ext B string AP session A&, Bifl server BEI@H&FEHIRE]

msg = string RIS, (CHFEBHT, IIRERIESHN, SEMERFAHTIES A " BISIELER"

playtimes B number BRURE, =B3IR, BRA2IR

sig = string App SiE, BEFITEARNIBES R TR

tel = object HiESHE, FHSHHBES N TEERE

time 2 number iER&ERE, UNIX BiEg, MRMRAFRIEEREET1053#HNSREXY
=2# tel :

g Wik HE ik

mobile = string FNSHE

nationcode = string E=R (itiX ) 3

WRIFRE: BRRITE (bR ) ARSEEAE 5568 #8131


https://console.cloud.tencent.com/vms

@ HE i:H_E IBEHEHR

(OF:F
sig FERIRIEAT sha256 (appkey=$appkey&random=$random&time=$time&mobile=$mobile ) &k, HAEHBIT:

string strMobile = "13788888888"; //tel B9 mobile FERIIAE

string strAppKey = "5f03a35d00ee52a21327ab048186a2c4"; //sdkappid 31Kk appkey, BEWSHFSERS
string strRand = "7226249334"; //URL HfJ random ZFERHIE

string strTime = "1457336869"; //UNIX RJia)&

string sig = sha256(appkey=5f03a35d00ee52a21327ab048186a2c4&random=7226249334&time=1457336869&mobile=1378
8888888)
= ecab4881lee80ad3d76bb1da68387428ca752eb885e52621a3129dcf4d9bc4fd4;

IR 2%

{
"result": 0,
"errmsg": "OK",

"callid": "xxxx",

naxth:

}

g Wik HE i

result 2 number $HIREG, OFRmAIN (IHEEKIE) , FFORTEM

errmsg = string HIRIEHE, result IEOITHIEFERER

callid £ string WRAFREE ID, FRR—RTERICHE

ext B string FFK session &, Bifl server B8P KFEHIRE
Demo

BRAZIESHRAERMT Java SDK. PHP SDK. Python SDK. Node.js SDK #l C# SDK #tf#&%, Wl&E#,
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https://cloud.tencent.com/document/product/1128/37714
https://cloud.tencent.com/document/product/1128/37715
https://cloud.tencent.com/document/product/1128/37716
https://cloud.tencent.com/document/product/1128/37717
https://cloud.tencent.com/document/product/1128/37718

@ H§ i:H.E IBEER
IEERIRAZIXEEEM

RIEEFATE: 2020-12-24 16:11:36

O HER

ThRefEA
B[REXM R AR REEERIRAESEN .

URL =

POST https://cloud.tim.qq.com/v5/tlsvoicesvr/sendtvoice?sdkappid=xxxxx&random=xxxx

Hrh, sdkappid iSESHEE iE5HEET S HINRABEMRISERR SDK ApplD, random iSESHMEHIEHF .

RS

{

"tpl_id": 4356,

"params": [ "7652" ],

"playtimes": 2,

"sig": "ecab4881ee80ad3d76bb1da68387428ca752eb885e52621a3129dcf4d9bc4fd4",
"tel": {

"mobile": "13788888888",
"nationcode": "86"

3
"time": 1457336869,

naxt": "

}

g Wik KR g
tpl_id = number &1 ID, EEHSHEZBEIAIER ID
params = array %Hﬁ%i‘i, ﬁﬁfﬁiﬁﬁ%ﬁ, i%?%f#‘?éﬁﬁléﬂ N o
HEAHFNERMZENTETHHTER, TESERFARMNEES (,) KB RA, £105,6,7,8
playtimes & number  EBEUREL, W&, KB3R, EIA2IX
sig = string App &, EFHEARIESRTHIRE
tel = object BiESHE, FHSHRBIES I TARE
time = number  EREERIE, UNIX Bz, MRNRGDEZEED 105 HNSIRE XK
ext & string PR session BE, Bifl server BI8PEEHFERE]
S#tel:
o Witk ESic] ik
mobile = string FiSHE

WRIFRE: BRRITE (bR ) ARSEEAE 5870 #8111


https://console.cloud.tencent.com/vms

@ HE i:H_E IBEHEHR

¥ WA £S5l 123
nationcode ] string ER (kitX ) 53
@ B:

sig ZERIRIBAT sha256 (appkey=$appkey&random=$random&time=s$time&mobile=$mobile) &g, E{HLHEMT:

string strMobile = "13788888888"; //tel B9 mobile FEREIRES

string strAppKey = "5f03a35d00ee52a21327ab048186a2c4"; //sdkappid XA appkey, BEWVSHSERS
string strRand = "7226249334"; //URL H#J random FEHIE

string strTime = "1457336869"; //UNIX Rdiz&

string sig = sha256(appkey=5f03a35d00ee52a21327ab048186a2c4&random=7226249334&time=1457336869&mobile=1378
8888888)

= ecab4881ee80ad3d76bb1da68387428ca752eb885e52621a3129dcf4d9bcafd4;

Ve

{
"result": 0,

"errmsg": "ok",

"callid": "9277cf828943eb70b3cea31890008ad0",
naxth:

}

o Witk R ik

result = number FBiRG, 0 F®TmIh (HHEEIE) , 3F 0 RIREM

errmsg =2 string fHIRER, result IFORIHIRGFIEIRER

callid £ string WRRAREE ID, RA—XTRICR

ext S string PR session &, Bifl server BI@PRFEHFIRE
Demo

BA=IEEEHRAERMET Java SDK,. PHP SDK. Python SDK. Node.js SDK 1 C# SDK ##&%, W&,

WRIFRE: BRRITE (bR ) ARSEEAE 71 H81:


https://cloud.tencent.com/document/product/1128/37714
https://cloud.tencent.com/document/product/1128/37715
https://cloud.tencent.com/document/product/1128/37716
https://cloud.tencent.com/document/product/1128/37717
https://cloud.tencent.com/document/product/1128/37718

@ Hﬁlﬂﬁ EEHEE
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URL =i

POST https://example.com/voice/callback

REH

{

"voicecode_callback": {
"result": "0",

"accept_time": "1470196835",
"call_from": "075583763333",
"callid": "xxxxxx",
"end_calltime": "1470196843",

"fee": ||1||’

"mobile": "13XXXXXXXXX",
"nationcode": "86",
"start_calltime": "1470196821"

¥ WhiE ESid] 35
voicecode_callback 2 object IERIRSENR, FMSHIREIES R T ARG

2¥ voicecode_callback :

o Witk ESic] ik

result = string BiRM8, OXRTHRFIERRIR, 1RTAPXKER, 22T EFNRE
accept_time 2 string FPEIRATE

call_from = string FEASHE

callid 2 string FRRAIREE ID

end_calltime = string ERIESICIEFIUATIE

fee = string NS, B

mobile 2 string FNMSHE

nationcode 2 string E=R (itX ) 53
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{

"result": 0,

"errmsg": "OK"

}

2 WhiE ESid] ik

result 2 number iR, OFRAIN, JFORTEM

errmsg = string fBHIRIHE, result IFORITHIEHEIRIER
Demo
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URL =6

POST https://example.com/voice/callback

REH

{

"voiceprompt_callback": {
"result": "0",

"accept_time": "1470197211",
"call_from": "",

"callid": "xxxxxx",

"end_calltime": "1470197221",

"fee": ||1||’

"mobile": "13XXXXXXXXX",
"nationcode": "86",
"start_calltime": "1470197196"

e Wik ESid) iR

voiceprompt_callback = object BIVASER, FHSEIRBESITHERE
2% voiceprompt_callback :

£ Wik 3] iR

result = string {8iRf8, ORTHFERRIR, 1RFEAFPKER, 2XRFFURE

accept_time = string FPEIRAE

call_from = string FEASH

callid = string RRAEREE ID

end_calltime = string ERiESEMIFAYATE

fee = string RS, B

mobile = string FNSHE

nationcode 2 string Ex (=itX) 3
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start_calltime

Ve

{

"result": 0,

"errmsg": "OK"

}

2 Wik

result =

errmsg =
Demo

i ik

string FHAREIESEIFIUALE

S gy
1§ B Iﬁl%

ESid] b
number 2R, OFFEID, JFOFRTEM
string BISEE, result IEOITHNEMKEIRER
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URL =8I

POST https://example.com/voice/callback

WREH

{

"voicekey callback": {
"call_from": "",

"callid": "xxxxxx",
"keypress": "2",
"mobile": "13XXXXXXXXX",

"nationcode": "86"

£ Wik ESid) iR
voicekey_callback 2 object EEEEEIEE, FASHRBIEERTARIE

2% voicekey_callback :

e Wik ESid) ik

call_from = string FASH

callid = string RRAIRELEE ID
keypress = string BAPE TR
mobile = string FNSHE
nationcode = string E=R (itiX ) 3

] VE

{

"result": 0,

"errmsg": "OK"

}
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result 2 number IR0, OFRAIN, JEOFRTEKM

errmsg = string HIZEE, result IFOIHIEAKEIRER
Demo
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URL =6

POST https://example.com/voice/callback

REH

{

"voice failure_callback": {
"call_from": "075583763333",

"callid": "xxxxxx",

"failure_code": 8,

[ 1=11

"failure_reason": "&=5",
"mobile": "13XXXXXXXXX",

"nationcode": "86"

2 Wik Sl ik

voice_failure_callback = object BEEAKWEEREEE, FRSHIRBIES I TARIG

2# voice_failure_callback :

2 Wik ESid] 3%

call_from = string FASH

callid 2 string RRAIRELE ID

failure_code = number LWEEIRG, FEESR HEEMEXEIRD
failure_reason 2 string EMIFE

mobile = string FNSHB

nationcode 2 string E=xR (%K) 13

TR 2%

{

"result": 0,
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"errmsg": "OK"

}

2% Wik ESic] ik

result = number 0FRTEII, IFOFRTEY

errmsg = string result IEORTRIRAKEEIRIER
Demo
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1002 EEHSHEHRET
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1011 FfFEZ REST API 20
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1019  SDK ApplD &
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1031 ESGRKEFE
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1036 EEERRRE N T EREBIRE
3001 BERMER
3002  iEELiEE
3003 %% JSON
3004 EREBH
301 AL
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failure_code=1
failure_code=2

failure_code=3

failure_reason=3%#
failure_reason=i&igH

failure_reason=AR1ERZX
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AMELERE

BZE API 1Y sig #&zUikAR
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iBt%& REST API #0058,
UNEIZEAPRENERRR, 5 BXRIZEA.
B2 M 101455IRiIFMR

WERER KRR
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failure_code=4
failure_code=5
failure_code=6
failure_code=7
failure_code=8
failure_code=9
failure_code=10
failure_code=11
failure_code=12
failure_code=13
failure_code=15
failure_code=16
failure_code=17
failure_code=18
failure_code=19
failure_code=20
failure_code=22
failure_code=23
failure_code=24
failure_code=25
failure_code=26
failure_code=27
failure_code=28
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failure_code=30

failure_code=31

L
failure_reason=1&&3THISIEBER%E
failure_reason=F AR
failure_reason=81%i%i%E
failure_reason={5#l
failure_reason==%
failure_reason=HBI&IFit
failure_reason=FPIFit
failure_reason=Eft/RHA
failure_reason=IFMZR, EDHESUER
failure_reason={#&THISBEEERS
failure_reason=SBHFEFE
failure_reason=3RHi2EE
failure_reason=1&&3THIS 238
failure_reason=m&it
failure_reason=kFFEiE=EiEINEE
failure_reason=%RMZ
failure_reason=&#%IFiT
failure_reason=M#%=
failure_reason=Z&1THISEEHNS
failure_reason=kFEiBERBIRSS
failure_reason=3REBEIF
failure_reason=81%i%i&iE
failure_reason=iRiEi2E2IRSS
failure_reason=B={5f

failure_reason=1Z&THISBEIR

failure_reason=A7E{ERH, BMEIRITRISIBAEFERP
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