RREERS
API 315

= a

WRIFRE: BRRITE (bR ) ARSEEAE 5811333,



[ HR#=ER ]
©2013-2024 BEi=hRINFAE

A (BFREXE. §iE. BRSHS ) SENEERNEABARITE (16R ) ARSEAFDSEMMAE, REBNZSLPHPETT, EFETEFFSIL
HOFXEH . Bk, E/A. PR, ERFEETRBLNE . ARTHERIENZS(ERNEEIE, BARSKERIUERERIEESE.

[ AtmA=EA ]

O BAT

RHEBNRRSEXOEIFIAENSTE (165 ) BRSEARDREXBKATME . FXIESERINEZHEFREE, REERFIARE. REBIR
ZRBEXIFABEIFE, EUEFEFEMEASAERERETER . S5, B0, &E. PRETH, SWSHERERZREXNFI BT
BB, BNZBKERIEEERERSE.

[ BRS37ER ]

AYEHEERAENBENZSIHIm . RSBOIIEEXEER, BI7=m. RBVASTETIHERERE,
EFRIZAIBIA R m. IRSAIME. RSITESFNHEZSENZZENELESROE, RIERASEOE, &N, BAZNAXEASFMETIRRSR
BT ROERIERIRILE o

[ BXREEA ]
BNBDTRERE N ECNERNWLE RS, RENRASERS, HTPTEKR 40091001008495716,

WRIFRE: BRRITE (bR ) ARSEEAE 582 #1333,



O BAT

API 328

B

[:1b 1

API HEES

HABN
iEREN
N
FEE2HiEVv3
BE2HE
IREER
il

HiEZSBExEO
REVEIRIFAER
EREE
BREE
REUEHI & BRregiond®
IREVEIRARSL
KAV IRS FHBIRS
EORSESHRITER
RERF IR RS
RERFRER
SIS ERR AR EE
EiNEIRICEAERA
EOEIRICHITE
B EIRIER
IR ERE
BERFRER
REVEERRTHRATIRIER
REVEIRRFMS BT
IRENS SHE AR Z RN
B SSHEAMZIE
BEIERAE
BEIEREAMER
RS iR PR ENR
IERNFRRRA R

HithgEO
B ErTmyIE

iR

BN

WRIFRE: BRRITE (bR ) ARSEEAE

XiEEF

RREERSR

$3 #133m,



@ H%I:HE EREERS

API 3t
E L

RIEEFATE: 2024-02-21 01:22:46

$£10 X&%®

A#midiE: 2024-02-21 01:22:44
FREGEETUTHRA:
MECHIINE,

(B EiReEa:

» SecretMetadata
o fEMAR: RotationFrequency, ResourcelD, RotationBeginTime

B OXE®

£ 2023-05-12 01:46:03
FREBESTIUTRE:

BB A,

feagiEn:

« CreateSecret
o ¥MEBAZ: SecretType, AdditionalConfig
o BMINE: Versionld

» DescribeSecret
o FREHIE: AdditionalConfig

B8 R&E®

A7#AdiE: 2023-04-27 01:35:41
FREHESTIUTRE:
BETEHH.

IR

» SecretMetadata
o ¥EmR: RotationFrequency, ResourcelD, RotationBeginTime

BT7XRE®

£IIE: 2022-07-18 06:15:58
FREHEETUTRE:
BEEAHHH.

fEEEO:

« CreateSSHKeyPairSecret
o ¥MBAS: SSHKeyName

WRIFRE: BRRITE (bR ) ARSEEAE 584 H#133|


https://cloud.tencent.com/document/api/1140/40530#SecretMetadata
https://cloud.tencent.com/document/api/1140/40529
https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40530#SecretMetadata
https://cloud.tencent.com/document/api/1140/60331

8 6 X%

&ZmAdiE: 2022-01-11 08:14:31
FREHASTUTAS:

BB BRI,

feBuz0:

» DescribeSecret
o FREHS: TargetUin
» GetServiceStatus
o FEHE: AccessKeyEscrowEnabled

(B EReEa:

« SecretMetadata
o FERR: TargetUin

B 5X&®

#7EHE: 2021-09-08 08:02:54
FREHESTIUTRE:
BB,

feaiEn:

« GetSSHKeyPairValue

o ¥HEAZS: SSHKeyld

o fBMINE: SecretName
» ListSecrets

o #HEAZ: ProductName

B4 XR®

£7HIE): 2021-08-17 08:03:01
RREHAATUTRE:

BB A,

SO

+ CreateSSHKeyPairSecret
« GetSSHKeyPairValue

Eegizn:

» DeleteSecret
o ¥HEAZ: CleanSSHKey
» DescribeSecret
o ¥iE4H2E: ResourceName, ProjectlD, AssociatedinstancelDs

(B EiRE:

« SecretMetadata
o FiERR: ResourceName, ProjectID, AssociatedInstancelDs

WRIFRE: BRRITE (bR ) ARSEEAE 585 #133m|


https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40521
https://cloud.tencent.com/document/api/1140/40530#SecretMetadata
https://cloud.tencent.com/document/api/1140/60330
https://cloud.tencent.com/document/api/1140/40519
https://cloud.tencent.com/document/api/1140/60331
https://cloud.tencent.com/document/api/1140/60330
https://cloud.tencent.com/document/api/1140/40528
https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40530#SecretMetadata

8 3 X&H

Z7#AdiE: 2021-07-08 08:02:48
FREHASTUTAS:

BB BRI,

siRiEO:

» CreateProductSecret

« DescribeAsyncRequestinfo
» DescribeRotationDetail

» DescribeRotationHistory

« DescribeSupportedProducts
» RotateProductSecret

« UpdateRotationStatus

Eesizn:

» DescribeSecret

o F¥BHS: SecretType, ProductName, ResourcelD, RotationStatus, RotationFrequency
» ListSecrets

o ¥HEAZS: SecretType

HIBERES:

» ProductPrivilegeUnit

(B EiRED:

» SecretMetadata
o ¥EAR: RotationStatus, NextRotationTime, SecretType, ProductName

B2 RE®

&ZmAdiE: 2020-09-03 08:01:05
RREGEETUTHS:
MEEHIE,

(Eegizn:

« CreateSecret

o FBAS: Tags

o ¥i&HS: TagCode, TagMsg
 ListSecrets

o ¥MEBAS: TagFilters

BRSNS

« Tag
« TagFilter

B1RE®

A#BdiE: 2019-12-27 15:29:46

WRIFRE: BRRITE (bR ) ARSEEAE 586 #133m


https://cloud.tencent.com/document/api/1140/58266
https://cloud.tencent.com/document/api/1140/58265
https://cloud.tencent.com/document/api/1140/58264
https://cloud.tencent.com/document/api/1140/58263
https://cloud.tencent.com/document/api/1140/58268
https://cloud.tencent.com/document/api/1140/58262
https://cloud.tencent.com/document/api/1140/58261
https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40519
https://cloud.tencent.com/document/api/1140/40530#ProductPrivilegeUnit
https://cloud.tencent.com/document/api/1140/40530#SecretMetadata
https://cloud.tencent.com/document/api/1140/40529
https://cloud.tencent.com/document/api/1140/40519
https://cloud.tencent.com/document/api/1140/40530#Tag
https://cloud.tencent.com/document/api/1140/40530#TagFilter

FXEHBBETUTHE:
MECHIINE,
FhigEO:

« CreateSecret

» DeleteSecret

» DeleteSecretVersion
» DescribeSecret

» DisableSecret

« EnableSecret

+ GetRegions

» GetSecretValue

« GetServiceStatus

« ListSecretVersionlds
 ListSecrets

« PutSecretValue

» RestoreSecret

« UpdateDescription

» UpdateSecret

BRSNS

« SecretMetadata
« Versioninfo

WRIFRE: BRRITE (bR ) ARSEEAE 587 #1333,


https://cloud.tencent.com/document/api/1140/40529
https://cloud.tencent.com/document/api/1140/40528
https://cloud.tencent.com/document/api/1140/40527
https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40525
https://cloud.tencent.com/document/api/1140/40524
https://cloud.tencent.com/document/api/1140/40523
https://cloud.tencent.com/document/api/1140/40522
https://cloud.tencent.com/document/api/1140/40521
https://cloud.tencent.com/document/api/1140/40520
https://cloud.tencent.com/document/api/1140/40519
https://cloud.tencent.com/document/api/1140/40518
https://cloud.tencent.com/document/api/1140/40517
https://cloud.tencent.com/document/api/1140/40516
https://cloud.tencent.com/document/api/1140/40515
https://cloud.tencent.com/document/api/1140/40530#SecretMetadata
https://cloud.tencent.com/document/api/1140/40530#VersionInfo

=]

RIEEFATE: 2021-06-23 11:29:57
RIDGEF FREERS AP 3.0 [EF . 2 AP BRONXEEMSHLSE, K—NSBREMARERD, S—i SDK/CLI RES AP 3EFE
—5, SISEREARENEREL. SSSBHDE N LEERESBNETR . ESEAE APl 3.0 EANEEES: REA]

EEEERSR (Secrets Manager, SSM) JHAFRMISENLE. K. B . WRSLEGEAPNEERRS, SA%RAACHENREEMEA
HitER, BNSHNSRESRNA—EE. ARFINAEFTESARSREEERS AP|, MERERE . SIRSRERIDSNICTH, FIRERE
BEURMS Rt B AR A PRI R AW SRS o

WRIFRE: BRRITE (bR ) ARSEEAE 588 #133%;


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

A BT

API t#58

RIEEFATE: 2023-12-01 01:23:24

iR SHExXEn

EOSMm
CreateProductSecret
CreateSSHKeyPairSecret
CreateSecret
DeleteSecret
DeleteSecretVersion
DescribeAsyncRequestinfo
DescribeRotationDetail
DescribeRotationHistory
DescribeSecret
DisableSecret
EnableSecret
GetRegions
GetSSHKeyPairValue
GetSecretValue
GetServiceStatus
ListSecretVersionlds
ListSecrets
PutSecretValue
RestoreSecret
RotateProductSecret
UpdateDescription
UpdateRotationStatus

UpdateSecret

HftuszOl

OB

DescribeSupportedProducts

WRIFRE: BRRITE (bR ) ARSEEAE

#Ohae

ERFRER
BIESSHEAX TR
eI

HIFERER

BB ERRABIENRE
ERRSESHIHITESR
EiNERREIFE
BTSRRI
REVERIEAER
ERERE

BEREE
FREUEHI & B Rregiondl®
IRELS SHE AT EHRAA
IRENSEHREASL
REVAF RS FHEIRTS
REUEE SR TRIRATIRER
REVERASEMERIR
IEINFTRR AN

RSt RIMERREYERE
RETFRER

B EREERER
BT MR R

EHERERE

#=OThee

BN ErmilE

RREERSR

SERIRE (OR/)
20
20
100
50
50
20
20
20
100
50
50
100
100
300
50
300
30
100
50
20
20
20

50

STERRE (IRA)

20

89 #133m,


https://cloud.tencent.com/document/api/1140/58266
https://cloud.tencent.com/document/api/1140/60331
https://cloud.tencent.com/document/api/1140/40529
https://cloud.tencent.com/document/api/1140/40528
https://cloud.tencent.com/document/api/1140/40527
https://cloud.tencent.com/document/api/1140/58265
https://cloud.tencent.com/document/api/1140/58264
https://cloud.tencent.com/document/api/1140/58263
https://cloud.tencent.com/document/api/1140/40526
https://cloud.tencent.com/document/api/1140/40525
https://cloud.tencent.com/document/api/1140/40524
https://cloud.tencent.com/document/api/1140/40523
https://cloud.tencent.com/document/api/1140/60330
https://cloud.tencent.com/document/api/1140/40522
https://cloud.tencent.com/document/api/1140/40521
https://cloud.tencent.com/document/api/1140/40520
https://cloud.tencent.com/document/api/1140/40519
https://cloud.tencent.com/document/api/1140/40518
https://cloud.tencent.com/document/api/1140/40517
https://cloud.tencent.com/document/api/1140/58262
https://cloud.tencent.com/document/api/1140/40516
https://cloud.tencent.com/document/api/1140/58261
https://cloud.tencent.com/document/api/1140/40515
https://cloud.tencent.com/document/api/1140/58268

AABI
imREEH

IEEFATE: 2023-02-22 01:46:16

1. BRS5 1tk

AP| ZiSFiRbiEgiEN , AERiiEibiEiEAEE R ssm.tencentcloudapi.com , tEiSiEESSZGE, Flanr-HitiEaEEs ssm.ap-
guangzhou.tencentcloudapi.com .

EEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE ssm.ap—guangzhou.tencentcloudapi.com 22—,

R RESURAILSS, BIUSETIBRANNSE .

R SR AP BERAR, AR REEEROSTRRIRS NN, FRSISNRFIREERARB R/ AHSECIEPER, KOSHFObEE
HEROESNSHPE,

BRISTHSIEESIxRA:
PN b0 s
FEMIEIEN (5, RESEERK) ssm.tencentcloudapi.com
SERHBIR (7)) ssm.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) ssm.ap—-shanghai.tencentcloudapi.com
bt X (I6R) ssm.ap-beijing.tencentcloudapi.com
Fargits X (FER) ssm.ap—chengdu.tencentcloudapi.com
ARt X (EFK) ssm.ap—-chongging.tencentcloudapi.com
BEaHRX(FESES) ssm.ap—hongkong.tencentcloudapi.com
TP ARZRES(FTINE) ssm.ap-singapore.tencentcloudapi.com
TAFRE(ER) ssm.ap—-bangkok.tencentcloudapi.com
W ARER(FHE) ssm.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) ssm.ap-seoul.tencentcloudapi.com
TAFIL(FER) ssm.ap—tokyo.tencentcloudapi.com
EEFIB(FERIE) ssm.na—ashburn.tencentcloudapi.com
EETEER(EES) ssm.na-siliconvalley.tencentcloudapi.com
=X (S1E2) ssm.na-toronto.tencentcloudapi.com
Bt X ((Z=518) ssm.eu-frankfurt.tencentcloudapi.com

2. iEfEh%

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 5810 #133%;



X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 28!

« application/json (%) , YRERESZSZ v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7Z v1 (HmacSHA1 = HmacSHA256) .
« multipart/form-data ({X&a3#E0O%1F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FIRE

195/ UTF-8 4wf5,

WRIFRE: BRRITE (bR ) ARSEEAE 211 #1331



N\ =

/NS

mIEEHRATE: 2023-12-28 01:23:15

AHSHEAFIREAPNEOSSNSH, NHEVE, E5MEORMIERTABXLSERTIHI, (BEXERETESETXWSY, F6EEE
KiEiEK.

AHSHNEFATEEHFERNEZ R ZRATEMEMER,

ERERGE v3 RSN

BER®BGE v3 (BIBIRE TC3-HMAC-SHA256 ) HHELERT5E v (BENEAREBEREREE) , ERE, TEARERE, 325 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER £875i% v3.

R WTFEGBR, BoROEPIRFERNRERSE vI GET 5K, MAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik iR

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action String = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&Ksk: X-TC-Region, iifS#, AFRFKAFEIRIEMAMEENEIE, BESEEOMXES
Region String - WMASHEDETAHSE Region HIiHA, T8 REEOFABEERZSY, BOXXEREXILIFE
HiRA, IWERBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl iERARTE], 40
1529223702, #*#&: MRSKRFF[HEHEZELSIH, SSlEEITHHER.

fil

Timestamp Integer

HTTP i&kk: X-TC-Version, E(EAY API B9RRA . BUESEZEOXERANSAHESE Version
B9iAR . BlaNz=BR33E8H9RRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fx#r3EIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
1258k, N, S\ cvm.tencentcloudapi.com BEFREFREBRE cvm. A=HEYEHN ssm;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKsk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld #1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (NEEOZIFSE ., BYE: zh-CN,
Language String a

en-US., zh-CN ﬁ@*ya en-US ﬁ@izo
g AFRESR Mg = IRSZFEFFIRPIIET4, FEOSHIRERRBE Offset=0, REIEE Limit=10, WEIEREDIZIZER URL. &

RKLED . IERIETRBIGNT:
HTTP GET iER&#93

WRIFRE: BRRITE (bR ) ARSEEAE $12 #1331,


https://cloud.tencent.com/document/api/1140/40510
https://cloud.tencent.com/document/api/1140/40510
https://cloud.tencent.com/document/product/1312

RREERSR

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®+x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE $13 #133®m




ERERGE v NARSH
ERZEEAE VI (BELHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBELTH
BHER ey it f

BEREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEENO, BUEX Describelnstances,

e e8, ARIFRFEIREWM MR, BOESNERESSEOGEPRNSHAHS
Region String - # Region Y%A, R REROFREEEZSN, EOTEhaIbISEINE, LaBEPEE
BiZSHHFEEN.

a1 UNIX B3iE&, mHeRAR AP|iERAETE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | SEREZTEEE,
Nonce Integer 2 REHNIEREL, 5 Timestamp BX&iEk, AFRLEEREE,
Secretld Strin - £ =APIESA LERISHRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si i o BERER, ARBGIEWXERNEENE, SERPREZFVRASEITESH ., BRITESEESR
ignature String = .
Versi . o 121ERY AP BOERAE . BUESZEZONEPASAHSH Version Rk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEZHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESHE.
B) Z2EIFRSS FiMARIGR L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZARNTEERELL
Token FE,
L . — EEEOREES, (NEBSEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

EigFEPEESEIA bR ZIRSSRLEIFIR, EiEREMIRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HM5l:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* k¥ EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDrRkRXEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 5814 #133;


https://cloud.tencent.com/document/api/1140/40511
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1140/40511
https://cloud.tencent.com/document/product/1312

HisEE
FFRFEE0 Region FERAFIGENTRAR. MREORZISLRPIFEEL, NATEROIREREMHREE.

ol [

bR (4b5) ap-beijing
gt (1) ap-guangzhou
HEHMR (Lig) ap-shanghai
WAZE (Hhi ) ap-singapore
WAF (F=) ap-tokyo

WRIFRE: BRRITE (bR ) ARSEEAE 5815 #133®,



HZBBiEV3

RIEEFRATE: 2023-12-27 01:31:25

LTFXERIET E85% v3 NEREE, ERESKRSEHCHRIEERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $HFAETIR, NAHEEIMTN AP| BRHTES

#=ER APl Explorer <> i

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESSMEOSEIMEMTE,

Bz APl 2XSMNERETEHIE, AFFREFRRESIE, SCENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIZER

P LEHTES

BEZEIIATARBERIPIER:

1. BIEERERSHD
ERHFREREHFETERHABBHARIEN . BESRAEHE = AP| 28 RERBEREXER.

2. (RIPERHITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS355 . IRSBHRSERWEINERSHLARETRITEIRSE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
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TEURRSSREAT NEXZFFIREAGIF, STBRNEEIMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BEOBESNSEMERE, ST SHIRESIRIABEIINTER.

G, FeARSEEEFEONSE, RIRERESZILENER. EXFRAMEON, BRIELFERRE, SMEONSEHFTER, FEHEY
EAMGIFRSEIE. i, XBEARRTEHSAESEMEOBASE, APTLMRIBLGEERNEMSE, 0 Language 1 Token A%
(ZE HTTP LEBRE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRSEEN KGR BENIKRE, RRE—FHIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\

-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \
"X-TC-Action: Describelnstances" \
"X-TC-Timestamp: 1551113065" \
"X-TC-Version: 2017-03-12" \
"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER R
BT ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%Ai% (GET. POST ) . It FIEB{EHA POST,
CanonicalURI URI 2%, API 3.0 BIEAIESHI (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZFHE"", WF GETiEXK, Wi URL &
5 (?) GENFFEAS, FIEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$4%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 817 #1331,


https://tools.ietf.org/html/rfc3986
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S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, REE key:value\n &=(H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HERIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHEGE R FIH
BT RS E R TS

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,
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iERATEEE, BIERLIBRIATSE X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHREE, IR

RequestTimestamp BIENEY 1551113065,

FIEBBE, 18 Date/service/tc3_request, B&5HH. FMERRSIELZHH
(tc3_request) . Date 3 UTC fRgRIERIERE, BMEREMAHSE X-TC-Timestamp EHAY
UTC ixEREIRR—3; service ArFmE, “ASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEARER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HERE
7019a55be8395899b900fb5564€4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date % ZRMATEIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MEMARSAMHRER, HINE/\K, ESHBEXELER
FkIh, (BRESIHEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRFATE, BRHBFERRFGEDIRERERZESHN, MEEEETRSHNSELY, MEKHEARTRERER
&, AlREiT—BIER, EREY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEEN, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN 3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #ll SecretSigning 2 THHEIRIEIRE, FIREEESFAHTENZESR, SHEITHBIFEFRITENRRML S5
73: flcb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRNREES, HMAC ERHEFSHIRFRIRER—#, BASIRERAE, WhRIBERSH key &R, HESH data E5. BER
EERHSIREM T HEIENMREE, tBURSRMTENRFIHERIERANRETE, Lt ERR TSR,

FEREM MRRE
SecretKey [Ri4RY SecretKey, B Gu5t9XxGARNpPQg86cd98joQYCN3kkkk
Date Bl Credential #fY Date FERIEE . WRHFIEUES 2019-02-25,
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Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, (BABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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O EE:

ERRIEEHI HTTP LB (Header ) #iEk{K (Payload ) #FHEZIHHEIETHATRS—H, BUSEEESF—EER. TED
FTENEIRERAR, MEMEBEFSIHE.

EREWT

TECERER API 3.0 B, i#EERECERSIIZ SDK 3.0 , SDK #3RTESMEE, AR E=RIBMHHEMEONT ., FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMNTRESERMER:

» Signature Demo

ATEFEMBREREE, TEAMSSRREESHH, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMARSEREMEM SDKo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

String = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
(v

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n"
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= S ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

l.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET _ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << end];

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

FEEM

FHEMTESEMAERTD, SRIESSRERGE.

FEIRED fEiRiHiR
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEKROITEBERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. BSREHAEEEHEEHER, EELVSHTFEXES TFEH.

ERER, TRSESHEER, HEESSIMRENABSTEES, hEIRERH SecretKey

AuthFailure.SignatureFailure .
u ilu ignatu ilu -
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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+ SecretKey: GU5t9IXGARNpP(86cd98joQYCN 3kikkk

R XBERET, SRERAPEEHIE Secretld 1 SecretKey i#{TREERIE!
LIRS 2EBEELGIFIR (Describelnstances ) i5kA61, HAPRABX—EOR, HiERSHTEMT:

SHETR
Action
Secretid
Timestamp

Nonce

24
BiER
=48 ID
SRIRdaEL

REHNIEREEL

WRIFRE: BRRITE (bR ) ARSEEAE

SHE

Describelnstances
AKIDz8krbs|5yKBZQpn74WFkmLPx 3kt
1465185768

11886

5843 #133;,


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

SHER 24 S4E

Region SEBIFRTERX T ap—guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APULMRMELRREZERNEMSE, i Language 1 Token 2HSH,

2.1. HeHHF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#iTHE, SHERISYREIT, F25kXk0; 2) % ASCII 18
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 BH, FRIEFEER, BFARIEHE. ARULUERIZEE S PAECHEFREERCIIX—IN8E,
i PHP $fY ksort B, LiRRHISERHIFERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkskt
'Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESAN, TN EEREIPHSEHTHRF, SRIMNER—E,

2.2. HHEERFTHR

WS BRERRIERF T HR

BB L—SHIFIFIERSEUEILE “SHSHR-28E” BEX, W3 Action 28, HSHE#H "Action" , 2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “B¥E" FRETIE url KREE.

ARBEACENSISHA" HEE—E, REERIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTH

IS BRE R ERREF R
BERENFHRAMU T SEMA:

1.1EK75E: X5 POST #l1 GET A=, iXEB(FER GET igK, EBHEZIEXE,

2. i5RENEELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIEORBERNFRTAR,
HFREEONRN,

3. EREE: HEIRAZAPINBERERZEES / -

WRIFRE: BRRITE (bR ) ARSEEAE 5844 #1331,



4. {ERFFR: B E—SERRNERFF S,

BBENEAHHERNG: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHERER

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥¥*¢*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

I REMEZR R,
E5E6EA HMAC-SHA1 HiE E—ShiREBHNERIFRHRHITES, ABSEMNESHR(ER Baseb4 #HiTHD, BIRRERENESH,

BAREIT, KL PHPESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3*++rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-12%

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

IRy E RN

bl

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEREIPHERESGHTERIIE, SRINERRSHFHrI—XEN,

3. SZERHG
ERMESSHTEEBEREREYN, BEVEHET URL B,

N E—EERNEZHEA zmmjn35mikh6pM3V7sUEuUX4wyYM= , REEZFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$ATFEMREHER URL,

R MRAPKNIERGZE GET, B&iERAZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iEiERrIAR
HERSYNWEDTREN URL B, SHEN-FSTABERD. IF ASCIl FFHE URL HHHIRESLLI UTF-8 #1748,

HE: FURRESNNEESAMAAAESEETT urlencode, EXMIEAT, RMFABENESHHAT URL HBT, EUMK URL FBSSHE
LM

R Rfte8EhMEHRTHRD, KERA RFC 3986, (A %XY NRHFHFMRFHITESLLES, HP X" M “¥V” B+A##HFHF (0-9
MXEF8 A-F) , ERNSRSIEHESR.

4, EREKW

RIESCRREN, FEMTESXWANEIR, SIRIESCIRERSGE,
RIS SHIRfEIR
AuthFailure.SignatureExpire FEBITHA
AuthFailure.SecretldNotFound BRREFE

WRIFRE: BRRITE (bR ) ARSEEAE 5845 #1331


http://tools.ietf.org/html/rfc3986

<f£EE) H;?iTliEi TIREERSR

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

ESCiRAA API 3.0 BY, EEERERERSNZA SDK 3.0 , SDK #:RTERMERE, FRNAXEFRBHINEMFEONT ., FHAE2RSR SDK &
Do HAESFHREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

e C++

* Ruby

TEREM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

ATEERNBREZIRE, TEMIMRREESHM, $LANEZIEEGFI, SRS . ARENEOMNSHNEESI LREZZERE, €
BRAIBEEEEE, HFE®ERAN, IFFRSRE#ER SDK .

BAEHAY url TEEJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****x§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRAIRNEAREEN, HEREAZ2RALS0E, EMREIE url EEEPITHEERA curl EHSRARSEEERER: B8
Hl, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRAZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

RREERSR

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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EE: WRZE Python 2 IKIEHIZETT, FEERE requests (&EiiE&: pip install requests .

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main

WRIFRE: BRRITE (bR ) ARSEEAE 5848 133,




RREERSR

import (

"bytes"
"crypto/hmac"
“crypto/shal"
"encoding/base64"
“fmt"

T

“sort"

“strconv"

)
func 09
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysJi]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)

WRIFRE: BRRITE (bR ) ARSEEAE 5849 133,




RREERSR

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_ SECRET _ID");

= getenv("TENCENTCLOUD SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] = ;
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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RREERSR

require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
‘Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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RREERSR

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&");

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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RREERSR

param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4’)

}

function (params){
let strParam = "*";

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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RREERSR

="2017-03-12"
= "Describelnstances"
= 1465185768

= 11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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Al =+

IR [E]455R

RIEEFATE: 2024-03-12 01:48:25

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

iR BRREERBIRSIRIERESGIET , WA HTTP AZEB95200, FIINERERESAEMERBIES LY, B HTTP KEB2200, mMF=2
401,

o

IEfRIEEISSR

LA=BRSZ8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTRaREMTA:

{
"Response": {
"TotalCount": 0,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE,

+ Requestld BF—1 APl iEREIE—IRT, R API BIIRE, ALBR BN=SRE 52 T8, FHEMZ ID RERTE,

o BRTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXERIEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
WERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREEISR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIERARKY .. Error FERERERERY Code 1 Message FERFERAMAXMAY 2% ERER o

+ Code RFEMFHIBAIEIRE, HiERBENTLASCIREZEIRBEATESIREINHaIEOX NSRBI R EmEHRIINREEFBRS R
+ Message BRETEMETRENEGER, BELSEEFFEML, EXATMHLZERISTERER, APTRMKRXMEEIE.

+ Requestld BF—1" APl iERRIE—HRR, R API HMBE, AJLXER BN=ZR 5% 1232 T8, FHRMHiZ ID RERDRE

AFEHIRP
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
EIRIRIESIRIBESEARTR “API X" BRTH “HEiRiB” THE.
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S g A HY
SEZER
RIEEFRATE: 2022-08-10 06:47:08

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: Z&F &,

* Integer: B8, FRATHFS64UELE, SDK 3.0 FRFEESIFHILEEMER, BILIFERRREESHRABEENY, 4N Golang #Y
uint64,

+ Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig. fa0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5gn: 2022-01-01T00:00:00+08:00,

« Binary: Z#HHIAS, BELMFEMNGERINENT.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

A BT

dEEEEXEO
REVEREIFMER

RIEEFATE: 2024-03-12 01:48:24

1. &OfEE

EOEREZ: ssm.tencentcloudapi.com .
REVEIRREMERIEER
ERAZOIERIAFERF]: 100:R/% o

#EFZ(ER API Explorer

RREERSR

<> R

API| Explorer 12t TEZLIAM . ERIIE. SDK IBEMIIRERFIZOFEN . BTEEESRRABRNERABHIRESRURBaER, SDK

AT

2. W NSH

YHE%, KAEOBE: DescribeSecret,
H2%, ANEORE: 2019-09-23,

HESH, FRFmSISH tiEml=,

EERERINERFAEENERESR.

UTFERSHIRNFIE TEOBRSYNBLAHSH, REAHSHIIRRT
SHEIR Wik £S5 R
Action 2 String YA
Version 2 String @
Region 2 String YN
SecretName = String

3. ey
SH2W £S5 )

. FIESW.
SecretName String FBIE: test
. , ZIEEAMER,
Description String FB&E: description
KmsKeyld String AFmEMKMS CMK ID,
. BIEEUIN,
CreateUin Integer  pifE: 3350000000
. ERRE:
Status String ~IfE: Disabled
. MIFREEA, uinx BIiE1EE,
DeleteTime Integer FBIE: 1
CreateTime Integer Bl=E,

~BIE: 1574160561

WRIFRE: BRRITE (bR ) ARSEEAE

RENE: test

ffE: 13437ab9-e002-11€9-9936-5254006d0810

Enabled. Disabled. PendingDelete, Creating, Failed.

R RIBIPRIRZSAEHE 06

5658 #133:,


https://cloud.tencent.com/document/api/1140/40509
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SHRBW ESid) flR

0 —— AFBEEXERESEE; 1 HEEEIEEE; 2 —— SSHEPEERESEE; 3 —— =APIZH
(AKSK) EiREE (FRLINRRERATDFRMARASE) ; 4 —— RedisERER,

SecretType Integer e WEmEASEE null, FREREERE.
FOIE: 1
EEREH.

ProductName String R IFERAEHRE null, FRIAZEE.

TBIE: Mysql

=EmEFIID,
ResourcelD String EE: IFEAEERE null, RREAZNEYE.
TBUE: cdb—xxxxxxX

BEABRE: True —— FARBiE; False —— XAk,
RotationStatus Boolean E&E: WFERAEHRE null, FREFEERE.
FEHE: True

AN, BOAXAEAL

RotationFrequency Integer R WFERAAEEE] null, RFEBFEEHE,
~EIE: 1
. LERERPSSHEA TR, WFBREY, AFRRSSHEAIERIEIR,
ResourceName String

R WFEAEIEE null, REEAFEHE

SRR HSSHE B RN, FBREN, ATRT7SSHEBMAENEKAID.

ProjectlD Integer e W EmEAHEE null, FRETREERE.

AssociatedinstancelDs Array of = ZEIEERHISSHEBAXWEREN, HFREY, BFRRSSHEBMEFAXEBEIMCVMEEFIID,
String EE: WFEBAELHRE null, FREFREYE.
HERERBDRAPIZEAEMNERER, IWFBREY, BFRRLEZAPIZHAXFREMAFRUIN,
TargetUin Integer R WFEAEEHRE null, #FREFEERE.
TBHE: 12345

- i . EIREVIMRE
AdditionalConfig SUING e WePERTASERE null, EREUREIGHIE.
Requestld Strin W—iEX ID, HIRSIKER, SRERBI/IERE (EEREEMEERGETERSR, WiZRERE
q 9 £3K18 Requestld ) . ENIAMITHEEIRHEIZXIERE Requestld,

4. 761
TN FEEFEER
REVEIRFBER
L NG )

https://ssm.tencentcloudapi.com/?Action=DescribeSecret

&SecretName=test
&< AHBERSH >

b

{

"Response": {

WRIFRE: BRRITE (bR ) ARSEEAE 5859 #133®,



"Status": "Enabled",
"Description": "hello",
"CreateUin": 1,
"ResourcelD": "inst-1",
"ProductName": "redis",
"RotationStatus": true,
"KmsKeyld": "abc-ddd",
"Requestld": "abc-hhm",

"SecretType": 0,

"SecretName": "secret-a",
"RotationFrequency": 1,
"DeleteTime": 1,
"CreateTime": 1,
"ResourceName": "db-userl",
"ProjectiD": 1,
"AssociatedInstancelDs": [
"inst-1"

1,

"TargetUin": 12345,
"AdditionalConfig": "{}"

}

}

5. FREGR

BiR= API &

Eifl= AP £& 28 API Y. (8iRf8. APl Explorer & SDK SERINS—EIAFE, HEENE—AOSTORERBNSIZMEERE APl R
=

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAN API {13, tEaJgiiE AP| Explorer #TEZ&R
ito

SDK

= API 3.0 IRt TERENFFRITERE (SDK) , XiFSHRIEES, ALESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HHiRE

WRIFRE: BRRITE (bR ) ARSEEAE 5860 #133%:
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
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A BT

ARSI THEOWSZEEXAEIRTE, BftbiSiRmiFER
§ERED
InternalError
InvalidParameterValue
OperationDenied.RoleNotExist
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

AHEIRT .

RREERSR

ik

PIEBEEIR o
SHEEEIR.
BBREFE.
BRFFE.
BEFIH.
ARSSARMIE o

RIZIURE
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IEAEHE

RIEEFATE: 2024-03-12 01:48:24

1. EOR

EOERESR: ssm.tencentcloudapi.com .

[EFEIEENER, (FRABKTEHR Disabled, TixiEidEORIZERAIA
BRAZECIERSTZIRE: 50K/,

#E#=(EH API Explorer <> iR

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEM Wi ESic] HER
Action = String aHsE, XEOBE: DisableSecret,
Version =2 String ~SE, AEORE: 2019-09-23,
Region = String 2B, ERFFRZIGH thigs%R.
- . EEERNERSR.
SecretName = String SBIE: test
3. mhisy
SHEM ESid] 3%
ERRYEIREMR.

SecretName String FOIE: test

W—iER ID, HRSIHER, BXERBPSEDE (EEREEMRERERERSR, WZXERFTRIXE

R tid Stri
eques M9 Requestld) . AT ESREZRER Requestld.

4. 7
TN SRIEESE

BTG

https://ssm.tencentcloudapi.com/?Action=DisableSecret

&SecretName=test
&< AHBERSH >

b s

WRIFRE: BRRITE (bR ) ARSEEAE 5862 #133m,
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"Response": {
"SecretName": "test",

"Requestld": "1b580852-1e38-11e9-b129-5cb9019b4b00"
}
}

5. AR ERR

BR= APl £&

iz API SF& 248& API XH4. $#iRi8. APl Explorer & SDK $#ZFRNA—EIIFE, HEENE—AOEGRERBARZMUNRE AP R
e

API Inspector

FPEE API Inspector BEIZFFIAE—SIREXEN AP ERER, HEIERZIESIRAN API £53, tBagiiE APl Explorer #177E4R
ifo

SDK
= API 3.0 iRt TECEMIFRTHE (SDK) , SSHRIZIES, REESERRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
» Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIH 72O SSZEtEXAEIRG, EbERIBiER AHEIR0,
iR ik
FailedOperation HBERY
InternalError PIEREEIR
InvalidParameterValue SHEUEER.
ResourceNotFound BRAFE,
ResourceUnavailable.NotPurchased BRS3RMEE
ResourceUnavailable.ResourceUninitialized EREATHAGRN.
UnauthorizedOperation FITBURME.

WRIFRE: BRRITE (bR ) ARSEEAE 5863 #133m,


https://cloud.tencent.com/api
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
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BERERE

RIEEFATE: 2024-03-12 01:48:24

1. &OfE

EOERER: ssm.tencentcloudapi.com .

ZEORTFHBER, KEFHEnabled. AILIEE GetSecretValue EREVEIRAN . &FPendingDeleteXSHERAFHERAR, TEET
RestoreSecret IKSEBHFEER.

ERMZEOIERTZIRE: 50X/

#E#=ER AP| Explorer <> mEiEiR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIREERIEOFEN . BTEEERRARNERABHIRESERAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSHENTOAHSY, REARSHIIRR AHLiERSH,
SHEWR Witk ESic] it
Action = String ~HSE, FEORE: EnableSecret,
Version = String A, AEORE: 2019-09-23,
Region 2 String AHSY, FRFRIE tbigFI=R,
SecretName 2 String WIERRARENER.

BIE: test

3. tha%

SHEBW B ik

ERRERSR.

SecretName String FOIE: test

W—iER ID, HRSIHER, BXERBPSIEDE (EEREEMRERERERSR, WZXERFRIXE

Requestid  String o (uestld) . E{TEEREEIREZRERE Requestid.
4l fﬂ
=P BRERE
BTG

https://ssm.tencentcloudapi.com/?Action=EnableSecret

&SecretName=test
&< AHBERSH >

b

WRIFRE: BRRITE (bR ) ARSEEAE 5864 #H133%;
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"Response": {
"SecretName": "test",

"Requestld": "1b580852-1e38-11e9-b129-5cb9019b4b00"
}
}

5. FREGR

BR= APl £&

iz API SF& 248& API XH4. $#iRi8. APl Explorer & SDK $#ZFRNA—EIIFE, HEENE—AOEGRERBARZMUNRE AP R
e

API Inspector

FPEE API Inspector BEIZFFIAE—SIREXEN AP ERER, HEIERZIESIRAN API £53, tBagiiE APl Explorer #177E4R
ifo

SDK
= API 3.0 iRt TECEMIFRTHE (SDK) , SSHRIZIES, REESERRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
» Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIH 72O SSZEtEXAEIRG, EbERIBiER AHEIR0,
$iR1B ik
FailedOperation HBERY
InternalError PIEREEIR
InvalidParameterValue SHEUEER.
ResourceNotFound BRAFE,
ResourceUnavailable.NotPurchased BRS3RMEE
ResourceUnavailable.ResourceUninitialized EREARTHANGRN.
UnauthorizedOperation FITBURME.
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REUEHI S Earegiondlzk

IEEFATE: 2024-03-12 01:48:23

1. EOR

EOERESR: ssm.tencentcloudapi.com .
REUZHI & B Rregiondl®
BRAZECIERSTZIRE: 1000R/7

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MABY
MTERSHIIRVIIHE TEOBRSENTOAHSY, REARSHIIRR AHLiERSH,
SHEWR Witk i ik
Action = String ~HsE, AEOBE: GetRegions,
Version = String aHsE, AEORE: 2019-09-23,
Region 2 String AHSY, FRFEMRZIFH TR
3. mha¥
SHER S ik

Array of region¥%.,

Regions String FBIE: ["ap-guangzhou","ap-hongkong']

W—i5K ID, HRSiKER, SXERBIIEE (HEREHMRERRLERAIRSR, WZRXERFRIRE

R tid Stri
eques ring Requestld ) . AT EEIRAIZRERE Requestld.

4. 761
7PN FBUEFI &R RregionIE

BATH

https://ssm.tencentcloudapi.com/?Action=GetRegions

&<AHERSEH>

b

{

"Response": {

"Requestld": "d1f030f9-35ea-4727-9867-f7b0e214feea",
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"Regions": [

"ap-guangzhou",
"ap-hongkong"
]

5. AREHR

BR= APl £&

Bz APl SE& RE4E API XX, $#iRt5. APl Explorer % SDK $RFHA—ERNTE, HEEMNE—AOEAIRERBAZIZHIETE API R
%O

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ARBER, HEMMERZIEERAR API £18, tEaJgitE AP Explorer TR
ito

SDK
= API 3.0 iRt TECEMARTHE (SDK) , XISSMRIZIES, REESENRARA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG

KITFRFIH 71O SiZEERAEIRG, BEbERIBIER AHEIR0,
£iR15 i
InternalError PIEBERIR o
UnauthorizedOperation FITBURE.

WRIFRE: BRRITE (bR ) ARSEEAE 5867 #133:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

IREVEHEAR S

IEEFATE: 2024-03-12 01:48:23

1. Qe

EOERER: ssm.tencentcloudapi.com .

MFRAPEEXER, BElEEERSTRARREVERENIENER;
MWF==RERNIMysqlERE, BidiEESRaRinERASRIREAERETIENEXER, NRERMEFIEEFERNEIRIRANIENY, FEIShHR
AS#gEH: SSM_Current,

ERAMEOIERTZEIRE: 300:R/% o

#EE=ER AP| Explorer <> mEiER

API| Explorer 12t THEZIAMA . ERIEIE. SDK IBEMIIREERIZOSFEN , BTEEERRBNERABTHIERELSRARBIER SDK
ARRA.

2. MABY
MTERSHIIRVIIHE T EROBRSENTOAHSY, REARSHIIRN AHLiERSH,

SHEWR ik KE g

Action = String AHSH, XEOBE: GetSecretValue,

Version 2 String AXS5¥, XEOBYE: 2019-09-23,

Region = String  AHSE, FRFEESTISHY HigIER.

Seszimen S

SecretName £ String ij‘i{nﬁi;ﬁuig’fgf’c*j;ecret
BEX RIERAIRRFS .

Versionld = String iﬁfé?ﬁ%?EhﬂMysqlﬁiE, EE?E:’E%?E&W*HEFEH&ZS%EEKMI%EEﬁEﬁ%iEHQHH)‘(FE',%, USRI
ENSRIETEERRERIRARIE, FEBIRAFSIEEN: SSM_Current,
wBIE: v1.0

3. ey
SHEWR ESic] ik
EREER,

SecretName String THifE: test_secret

) . ZEEI RRIRRAS
Versionld String =BIE: V1.0
fEelZEE(CreateSecret)id, MBIBEMR THFIEIE, WiZzFRADEEER, HEFEMAbase64i#t{THD, [
BEFE#Thaseb4FBEIRENRIAEUIRE .

SecretBinary#l1SecretStringRE— 1M FH=E.

TBIE: test

SecretBinary  String

ELIZEIE(CreateSecret)id, MRIBEMEZTEXAHIE, WiZFEBRIREILER,
SecretString String  SecretBinaryflSecretStringRE— 1 FH=,
TBIE: test

WRIFRE: BRRITE (bR ) ARSEEAE 5868 #133;


https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=GetSecretValue

SHEMm ESid] 3%
. K—iEX ID, HIRSIKER, SXERBR/IERE (HEREEMEERGEIRERS, WZRERAKIKE
Requestld String

Requestld) . E{ZEAEIEZIREIZRIERR Requestld,

4, =p1

BN KEVERAINER
REVEIRIAER

BARH

POST / HTTP/1.1
Host: ssm.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: GetSecretValue
<QHiFRSH>

{
"Versionld": "v1.0",

"SecretName": "test_secret"

"Response": {

"Requestld": "b8e6b67f-3ca7-4341-b4fa-a372bdf4ellc",
"SecretName": "test_secret",

"Versionld": "v1.0",

"SecretBinary": "",

"SecretString": "test"

5. AREHR

BR= APl &

Eifl= AP F& 245E API XH4. (888, APl Explorer % SDK $ERHA—EIAFS, HEENE—AOZORERBAIZHAFRE AP R
%,

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ABER, HEMMERZIEERAR API £18, tEaJgitE AP Explorer 7R
ifo

SDK

= API 3.0 iR TERENFETIRE (SDK) , ZiSSHRIZIES, EEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
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A BT

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee

« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $EiRE

MRS 71O SIS EHEXAEIRD, EthERiBiFER AHEEIRE

FERTS

FailedOperation
FailedOperation.AccessKmsError
InternalError

InvalidParameterValue
OperationDenied.RoleNotExist
ResourceNotFound
ResourceNotFound.SecretNotExist
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

BREEM
KMSHZELK -
PIBREEIR -
SHEVEIEIR.
BBFFE.
BRFFHE.
BEFFE.

IRSZ KWL o
RS
FRLETFHRIMIRIAE .
RERSRANAN .
FRIEBURIE

RREERSR
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IREY A P IRSS FHBIR

IEEFATE: 2024-03-12 01:48:23

1. EOR

EOERER: ssm.tencentcloudapi.com .
ZEOAFSAEVE R SecretsManagerf RS @RS
BRAZECIERSTZIRE: 50K/,

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

BHEM Wik ESid] HEiR

Action = String ~HSH, FEORE: GetServiceStatus,
Version 2 String asdy, AEORE: 2019-09-23,
Region 2 String ARSY, FRFRSETH SR,

3. tha%

SHEM ESidl 3%
ServiceEnabled Boolean Eue%ﬁﬁb’z%ﬂﬂ@, false F¥RIRSEFKRFE
~BIE: 1
. IRSAAIAZEE: 0-KMZE, 1-EE, 2-X#EHER, 3-HFFEEH.
InvalidType Integer

HE: 1

trueRFHFPBEALUERAZARSITEINRE,
AccessKeyEscrowEnabled Boolean falseXTRFPEIIFRHERZHELZLIEEINE.
TBIE: true

E—iEK ID, HIRSBIRER, FRERBPIEE (SFEREHMREFRETIARS, Wik

Requestid SUING ek o78 Requestld) » BRI EBIRMZRIBERI Requestid.

4.
PN RS TR

BATH

https://ssm.tencentcloudapi.com/?Action=GetServiceStatus

&<RHERSEH>

WRIFRE: BRRITE (bR ) ARSEEAE S71#1331,
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L b

{

"Response": {

"Requestld": "1a327ad8-5fef-41d5-blal-73d58af83d66",
"ServiceEnabled": true,

"InvalidType": 1,

"AccessKeyEscrowEnabled": true
}
}

5. FREGR

BHR= API &

Bz APl & R4S API 3. $#8iR5. APl Explorer % SDK $FFEHA—ERNTE, HESMNE—AOEAREREAZIRERIEAE API R
E=)

API Inspector

BPFEEE API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZIESIRAN API £13, tEag5iiE AP| Explorer i#TEZ&R
ito

SDK
= API 3.0 Rt TREMNFRTIESE (SDK) , IIFSMRIRES, EEHEWEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIH 72O SIS EtEXAEIRD, EbERIBiFER AHEIR0,
iR ik
InternalError PEREEIR
UnauthorizedOperation RITBURME
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EiRSIESZHINITER

RIEEFATE: 2024-03-12 01:48:24

1. EOR

EOERESR: ssm.tencentcloudapi.com .
ERRSESHHITER

BRAZECIERSTZIRE: 20:R/F .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEM Wi ESic] iR
Action = String ~H2E, AEOBE: DescribeAsyncRequestinfo,
Version = String aHsE, FEORE: 2019-09-23,
Region 2 String ~HSH, FRFFRZEH thiFF%R.
= SEESIDS,
FlowID = Integer =BIE: 1
b
SHEM ESid) 3%

. I; . I; . I\
TaskStatus  Integer QLE:F’ TAEER, 2:LBH
w~EHE: 1
Description  String ESEIRER.

E—i5K ID, HIRSIRER, BXERBIEE (FERERMRERERIARSR, WXERTRIRE

Requestld String Requestld) . E{ZEEIHEEIREIZXIERR Requestld,

4. 7
TN ENRSESORTER

BATH

https://ssm.tencentcloudapi.com/?Action=DescribeAsyncRequestinfo

&FlowID=123
&<AHHERSH>
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L b

{

"Response": {

"Description": "task is processing",

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb8lef4",
"TaskStatus": 0

}

}

5. FREGR

BHR= API &

Bz APl & R4 API XX, $#8iR5. APl Explorer % SDK ¥R FHA—ERTE, HEEMNE—AOEAREREAZIRERIEAE API R
5o

API Inspector

FFEER API Inspector BEEHIGE—SIRIEXEXR AP ARER, HEEMRSESRA API 1853, tBaaiiE AP Explorer #{TELiE
ifo

SDK
= API 3.0 Rt TREMFRTIRSE (SDK) , XISMRIRES, EEHEWEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIRES
RS 71O SSiZEtEXAEIRD, EfbiERIBIFER AHEIR0,
EiRI8 i
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun &, KFRBEKREESE2MINN, RES1E7T DryRun £,
FailedOperation BRIEEM
FailedOperation.AccessKmsError KMSHREEM .
InternalError PIEBERIR o
InvalidParameter SHEIR.
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InvalidParameterValue
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
LimitExceeded

MissingParameter

OperationDenied
OperationDenied.AutoRotatedResource
RequestLimitExceeded

ResourcelnUse
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized
ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.AccessKmsError
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

SHEUERIR.
IRERES.

ISR EERFE.

B ECERPRE o

BRFRIELSE

FRTFFEREEEMCIREERERE.

TEREOXEGEE T SRR E o
BRWER.
EREREFHE.
[RFSEFE.
BREFE.

BREFFHE.
BRAAH.
BRS3ARMIE o
RS
SEREATIHRIRRRE,
SRR TRATAL
BREE,

RIBIURIE
IBEKMS%M o
RINSEIEIRo

BERSTS .

RREERSR

5875 #133®



A BT

IRE = m IR e SRR

RIEEFATE: 2024-03-12 01:48:22

1. &OfE

EOERER: ssm.tencentcloudapi.com .

IRERFRERICEER, TLIRE:
REARRHE

1EEHA

I THRRTE

ERMEOIERTZEIRED: 200X/8 .

#E#=(EH API Explorer

RREERSR

<> mEEIR

API| Explorer 12t T &AM . ERIIE. SDK IBEMIIREERIEZOFEN . BTEEERRBNERABTHIERELSERARBER SDK

AR
2. MABY
UTERSHIIRNFIE TEOBRSHNBILAHLSY, RBEARSYFIRR AHLERSY,
SHEWR Wik 2B iR
Action = String AHSH, FFEORE: UpdateRotationStatus.
Version = String ~HSE, FEONE: 2019-09-23,
Region = String LS, FRNEESISHY HigIER.
SecretName 2 String EEmEREM,
EERERE.
EnableRotation b= Boolean :;T:;:_ZTE:;O
=BIE: True
Frequency = Integer EEE%EJ#E, LAXAEhL, &INA30K, RAH365K.
BIE: 30
AP SRR EETE, #83X%: 2006-01-02 15:04:05,
RotationBeginTime & String ZEnableRotationJ#truelit, MR FiERotationBeginTime, MEKIAEFHZFTATIE,
~Bl{E: 2006-01-02 15:04:05
3. ey
BB bS] ik

R tid Stri . N,
eques M9 Requestld) . EATEBIREZRER Requestld.

4. =%
TN RE ST RS IRIR

WRIFRE: BRRITE (bR ) ARSEEAE

W—iEK ID, HIRSIKER, BXERBLIEE (FEREHMRERRERERSR, WZXERTRIRE
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https://ssm.tencentcloudapi.com/?Action=UpdateRotationStatus

&SecretName=test

&EnableRotation=true

&Frequency=35
&RotationBeginTime=2006-01-02 15:04:05
&<pHiFRSH>

b

{
"Response": {
"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81ef4"

¥
}

5. FRERR

BR= APl EE&

Bz APl SE& R4 API XX, i85, APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHIEE API R
5o

API Inspector

BRTIEE AP| Inspector EEIEHIAE—SIREXEN APLARBBR, HEhEMZIESHRA APl X3, tBagiiE APl Explorer #7174
ito

SDK
= AP| 3.0 Rt TERENFRIESE (SDK) , IFSMRIZIES, REESEIEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. FHiREG
KITFRFIE 7O SSiZEERAEIRD, EMbiERBiER AHEIR0,
(R R
AuthFailure CAMEZ/ERUEIR .
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

DryRunOperation

FailedOperation
FailedOperation.AccessKmsError
FailedOperation.RotationForbidden
InternalError

InvalidParameter

InvalidParameterValue

InvalidParameterValue.TagKeysDuplicated

InvalidParameterValue.TagsNotExisted
LimitExceeded

MissingParameter

OperationDenied
OperationDenied.AutoRotatedResource
RequestLimitExceeded

ResourcelnUse
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.AccessKmsError

UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

fiik

RREERSR

DryRun ##F, RFERBESEMINN, RES(ET DryRun 3%,

BRFRM
KMSHRIERK -

a5 R o
PIEREEIR -

SHEIR,
SHEEER.
IRSRES,

ISR EERFT.
BT ECERPR S o
ROSHIEIR.

BRFIEE,

FRFFNERER B IRINEERER
SRR EEE T SRR PRE

BEWMER.
RRESEFE.
IRAESBEFE.
BEFE.
BRFFE.
BREFYTH.
BRS3ARMIE o
SEEEEA.
ERATF RIS .
EEARFTHANAL
HREE,
FRIEBURIE
IBRKMSEY o
FHSHIER.

BMEFZH

5878 #133®W



R mERE

RIEEFATE: 2024-03-12 01:48:22

1. &OE

EOERER: ssm.tencentcloudapi.com .

REZFmERNEAPIEAYER,
ZEORERTFLTFEnabled kSN == mERDL FEnablelASHZAPIZAER, WFHEMKSHEFRERHZAPIZANERHAFRBEX
TREFER.

ERMZOIERTZIRED: 200X/7 .

#EE=ER AP| Explorer <> mEiER

API| Explorer 12t THEZIAMA . ERIEIE. SDK IBEMIIREERIZOSFEN , BTEEERRBNERABTHIERELSRARBIER SDK
ARRA.

2. MABY
UTERSHIIRNFIE TEOBRSHENBILAHLSY, RBARSYFIRR AHERSH,
SHEWR Witk B ik
Action = String ~HSE, FEORE: RotateProductSecret,
Version = String ~HSE, AEORE: 2019-09-23,
Region = String AHSY, FRFEmIFH TR
SecretName 2 String EERENEIES,
3. sy
SHBM i i
LERERBHRTRER (BSecretTypea1, tIMySQL. TdsqlSiEEER ) IWFREY, REREREES
FlowlID Integer IDS,
wBIE: 1

W—iER ID, HRSIRER, BXERBSED (EFEREEMERERERERSR, WZRERFRIRXE

R tid Stri
eques N9 Requestld) . EfUFBHEEREIZRERL Requestld.

4.
TN REETREE

BATH

https://ssm.tencentcloudapi.com/?Action=RotateProductSecret

&SecretName=test
&< AHERSH >

WRIFRE: BRRITE (bR ) ARSEEAE 5879 #133:;


https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=RotateProductSecret

L b

{
"Response": {
"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4",

“FlowID": 0
¥
¥

5. FEEGR

BR= APl EE&

Bz APl SE& R4S API X, i85, APl Explorer & SDK $RFHA—ERNTE, HEEMNE—AOEAREREAZIRERIEAE API R
E=)

API Inspector

FFEERE API Inspector BEEHIGE—SIRIEXEXR AP RRER, HEEMRSIESRAI API 1853, tBaaiiE AP Explorer #{TE4iE
ifo

SDK
= API 3.0 Rt TEREMARTRE (SDK) , XISSMEIEIES, REEAENRER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
PITRFIH T 1RO SSBIEEXAEIRIT, HEMEREIER AHLEiR0,
(R iR
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun ##{E, KFRBEKEESEHIIN, RES(ET DryRun &%,
FailedOperation BRERM.
FailedOperation.AccessKmsError KMSHREEM .
FailedOperation.RotationForbidden SRR
InternalError PIEBEEIR o
InvalidParameter SR,

WRIFRE: BRRITE (bR ) ARSEEAE 5880 #133%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameterValue

InvalidParameterValue.TagKeysDuplicated

InvalidParameterValue.TagsNotExisted
LimitExceeded

MissingParameter

OperationDenied
OperationDenied.AccessKeyOverLimit
OperationDenied.AutoRotatedResource
OperationDenied.UinNotMatch
RequestLimitExceeded

ResourcelnUse
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.AccessKmsError

UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

SHEEEIR.

IRERES.
IRERIITEEFFE.
Bt ECERPRE o
BROSHIEIR.

BRERIELE
AccessKeyB&ixE LR,
FRIFFNEHEERCIRINEEER
BRI EREIRE RS A ILEL
TERAGREGEE T SRZRIRE o
BRW&EA.

ERESEFT.
IRASEFE,

BREAE.

BRAEFE.

BRI

BRSSRWE o

EREEER.
ERATHRIBFRAS
ERERERAAN
BREE,

RIFBURE

BEIKMSEY o
RIMNSEIEIRo

BEFRH .

RREERSR
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fBRIE ERRASRIEHE

RIEEFATE: 2024-03-12 01:48:24

1. QR

EOERER: ssm.tencentcloudapi.com .

ZEORTEENREESE TR MRAERE, MIRMSEZER, MRERESTREERAET MR
FEOREATHAFEEXER, FMEOFEYETRERETIRE.

ERMEOIERTZEIRED: 50X/

#EE=ER AP| Explorer <> mEiEiR

API| Explorer 12t THEZIAMA . ERIIE. SDK IBEMIIREERIZOSFEN , BTEEERRRNERABTHIRELSRAR AL SDK
ARRA.

2. MABY
UTERSHIIRNFIE TEOBRSHENBILAHLSY, RBEARSYHFIRR AHLERSH,
SHEWR Witk ESic] ik
Action = String ~HSE, AEOBE: DeleteSecretVersion,
Version = String AXsE, FEOBE: 2019-09-23,
Region 2 String AHSY, FRFERZIFH sk
SecretName 2 String ﬁﬁgﬁiﬁ"
Versionld = String ?E‘Eii&ﬁ?%%%ﬂﬂﬂﬁ%ﬂﬁﬁ?&ﬂﬁ#ﬂs%o
~BIE: v1.0
3. mhs¥
SHER ESic] fEid
EIREMR,

S tN Stri
ecretName ring =BIE: test

= =
Versionld String ;iﬁgzsjl" 0
Requestld String W—iEK ID, Haiili%i‘ﬁ“ﬁiﬁﬁ,”@ﬂ%?%ﬂ‘%ﬁ@ (BEREEMBFREREIRARS R, WZRERFRIKE
Requestld) . EfnBRIFEEIREIZINERKE Requestld,
4. 7%
BN MRBERARITR
BTG

WRIFRE: BRRITE (bR ) ARSEEAE 5882 #133m


https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=DeleteSecretVersion

https://ssm.tencentcloudapi.com/?Action=DeleteSecretVersion

&SecretName=test
&Versionld=v1.0

&<AHERSH>

Lk e

{
"Response": {
"Requestld": "c701cf6d-4199-4822-8630-d48ee953f485",

"SecretName": "test",
"Versionld": "v1.0"

)

)

5. FREGR

BHR= APl &

EBiflz API SE& 248 API XH4. $#iRt8. APl Explorer & SDK FZFRNA—EIIFE, HEENE—AOEGRERBARZMFRE AP R
E=)

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZIESIRAR API £13, tEaJgiiE AP| Explorer i#TELZ&R
ito

SDK
= API 3.0 iRt TEREMFARTEE (SDK) , XISSMREIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIE 71O SIS e AEIRD, EbERIBiER AHEIR0,
iR g
FailedOperation BREEM .
InternalError [SE=E

WRIFRE: BRRITE (bR ) ARSEEAE 583 #133m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameterValue

ResourceNotFound
ResourceUnavailable.NotPurchased
ResourceUnavailable.ResourceUninitialized

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE
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ERARTTHARWL .
RIGIURIE
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B SRR HRRA

RIEEFATE: 2024-03-12 01:48:24

1. QR

EOERER: ssm.tencentcloudapi.com .

EiERISEHERE
MEORERTEFmERE.

ERMEOIERTZIRED: 200K/8 .

#E#=ER AP| Explorer <> mEiEiR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIREERIEOFEN . BTEEERRARNERABHIRESERAR AL SDK
ARRA.

2. MABY
MTERSHIIRVIIHE T EOBRSHENTOAHSY, REARSHIIRR AHLiERSH,
SHEWR Witk i) ik
Action = String ~H2E, AEORE: DescribeRotationHistory.
Version = String atsd, AEORE: 2019-09-23,
Region = String AHSY, FRFEMZIFH TR
SecretName = String EESERIVEIRE AR ERSER,
3. ey
SHBM HE i
VersionIDs Arr.a y of IRASFIR
String

IRAESAE, TUARFPRRIREAS T ERA101

Total |
otalCount nteger SEIE: 1

W—i5K ID, HRSiKER, SXERBIEDE (HERERMREERRERERSR, WRXERFRIRE

Requestid — String o questid) . S{UEERESIREZ BRI Requestid.

4.
PN BRI TEARS

BATH

https://ssm.tencentcloudapi.com/?Action=DescribeRotationHistory

&SecretName=test
&< AHERSH >

WRIFRE: BRRITE (bR ) ARSEEAE 5885 133,


https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=DescribeRotationHistory

L b

{

"Response": {

"VersionlIDs": [

"testld"

I

"TotalCount": 1,

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4"

5. FREGR

BR= API &

iz API SE& 248 API XH4. EiRt8. APl Explorer & SDK #FRNA—EIIFE, HEENE—AOEGRERBARRMRE AP R
E=)

API Inspector

HFaE&EE APl Inspector EEIEHIGE—SIREXIXR AP RRER, FEMEMZIESHRAR API X53, tBrIEifE AP| Explorer #TELIRE
ifo

SDK
= API 3.0 R TERENARTIRE (SDK) , IHSHRIZES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. HiRG
ITFRFIE 72O SIS e AR, EbERIBiFER AHEIR0,
iR i
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun &, KFRBEKEESEMIIN, REB1E7T DryRun &%,
FailedOperation BRIEEM
FailedOperation.AccessKmsError KMSHREEM .
InternalError PIEBERIR o

WRIFRE: BRRITE (bR ) ARSEEAE 5886 #133:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameter
InvalidParameterValue
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
LimitExceeded

MissingParameter

OperationDenied
OperationDenied.AutoRotatedResource
RequestLimitExceeded

ResourcelnUse
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized
ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.AccessKmsError
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik
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SHEEER.
IRERES.

ISR EERFT.
BT EC PR o
BROSHEIR.
BRFIIEE,
FARFFEHEEBMICIRITEEREIE.
TERENREED T SREPRE o
HEWMGER.
ERESEFT.
IRASBFE.
BEFE.

BRFFE.
BRFTH.
BRS3ARMIE o
EREEER.
ERATFIHRIBIPRIATS .
EEARSTHANAL .
BREE,

FEEBURIE
IBIRKMSEM o
REISHIEIR
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A BT

EiEREIEEFS

RIEEFATE: 2024-03-12 01:48:24

1. QR

EOERER: ssm.tencentcloudapi.com .

BRI HERIETE,
MEORERTEFmER.

ERMEOIERTZIRED: 200K/8 .

#E#={EH API Explorer

RREERSR

<> mEER

API| Explorer 12t THEZIAMA . ERIIE. SDK IBEMIIREERIZOSFEN , BTEEERRRNERABTHIRELSRAR AL SDK

AR
2. MABY
MTERSHIIRVIIHE T EOBRSHENTOAHSY, REARSHIIRR AHLiERSH,
SHEWR Wik ESic] iR
Action = String AH2H, FFEOBE: DescribeRotationDetail,
Version = String ~HSH, FEOBRE: 2019-09-23,
Region = String AHBH, FRFERSIFH hiFdE.
SecretName = String BERERNERLEFAEENERET,
3. ey
SHBM i) i
EnableRotation Boolean ?’;gg%iﬁél St;ue%ﬁtﬂ%%iﬁ, falseRREILHHE
AR, UXRBG, B ARIX.
Frequency Integer R IFERAEEEE null, RFEEFEEYE,

EHE: 1

RE—RiCEARE, SXARAIEFASR, 83X 2006-01-02 15:04:05,
LatestRotateTime String 2 IFEBRAEEEE null, RFENFEEYE.
E: 2021-01-02 15:04:05

T—RFRiCHEARIE, SXTRMNIEFEFS, 8% 2006-01-02 15:04:05,
NextRotateBeginTime  String R WFEBAEERE] null, RREAZIERE.
=HE: 2021-02-02 15:04:05

Requestld Strin W—iEX ID, HIRSIRER, SXEKRBI/IRE (HiERERMEERGEHEERS,
q 9 &3K18 Requestld ) . EMTMITHEEIREIZRIERE Requestld.
4, 5=l

MHZIRIERF
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https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=DescribeRotationDetail

PN EAREREFE

BATH

https://ssm.tencentcloudapi.com/?Action=DescribeRotationDetail

&SecretName=test
&< AHiERSEH >

L b

{

"Response": {

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4",
"EnableRotation": true,

"Frequency": 35,

"LatestRotateTime": "2021-01-02 15:04:05",
"NextRotateBeginTime": "2021-02-02 15:04:05"
}

}

5. FREGR

BiR= APl E&

Eifl= AP & 258 API XY, (8iRf8. APl Explorer & SDK & RINS—EIAFE, HEENE—AOSTARERBNSIZHEERE APl R
%,

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZIESIRAH API £13, tEagiiE AP| Explorer #{TEZ&R
ito

SDK

= API 3.0 R TERENAETEE (SDK) , ZFSHEREIZIES, EEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATIRBUH TS O SSBIERRAEIERD, RN A0,

WRIFRE: BRRITE (bR ) ARSEEAE 5889 #1331,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

RREERSR

e iR

AuthFailure CAMEZ/EEIR

DryRunOperation DryRun ##{E, KFRBEKEESEHIIN, RES(ET DryRun &%,
FailedOperation BRERM .

FailedOperation.AccessKmsError KMSHREEM .

InternalError AEREIR

InvalidParameter SHEIR.

InvalidParameterValue SYEYEEIR.

InvalidParameterValue.TagKeysDuplicated rERESEE.

InvalidParameterValue.TagsNotExisted

ISR EERFT.

LimitExceeded B ECETPR Y o
MissingParameter ROSHEIR,
OperationDenied BRIEBIESR .

OperationDenied.AutoRotatedResource

RequestLimitExceeded

FRVFFNEREE NIRRT
SRR EGEE T SREEPRE

ResourcelnUse BRW G
ResourcelnUse.SecretExists EREEHFE,
ResourcelnUse.VersionldExists IRASEFE,
Resourcelnsufficient BFEAE-
ResourceNotFound BREAEFE.
ResourceUnavailable BEATH.
ResourceUnavailable.NotPurchased BRSSAMSE o
ResourceUnavailable.ResourceDisabled EIEEEER
ResourceUnavailable.ResourcePendingDeleted ERLTF I RIERRTS
ResourceUnavailable.ResourceUninitialized EIRAR SRR .
ResourcesSoldOut RREE,
UnauthorizedOperation RIFHURIE.
UnauthorizedOperation.AccessKmsError BIEKMSKMK .
UnknownParameter RINSHEHR.
UnsupportedOperation BIERXS.
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HpRIEIREER

RIEEFATE: 2024-03-12 01:48:24

1. QR

EOERER: ssm.tencentcloudapi.com .

kS EREIRER, TLlBZRecoveryWindowlnDays&#ig &7 ENMIERkE TTHRIMER . XFi+RIMBRAYER, EMERBEIRIXZRIHRSH
PendingDelete, HaJLli@idRestoreSecret #17kE, BHIEERFABHZESEMRMER. S%H5%iET DisableSecret (EREREZ AL
17 (118 HRRIRIE,

ERMEOIERTZEIRED: 50X/,

#E#=ER AP| Explorer <> mEiER

API| Explorer 12t THEZLIAM . ERIEIE. SDK IBEMIIREERIEZOFEN . BTEEERRBNERABTHIRELSERAR AL SDK
ARRA.

2. MABY

MTERSHIIRVIIHE TEOBRSHENTOAHSY, REARSHIIRR AHLiERSH,
SHEWR Wik KB i
Action = String ~H2E, AEOBE: DeleteSecret,
Version =2 String ~HSE, AEORE: 2019-09-23,
Region 2 String AHSY, FRFEMZIFH sk
SecretName 2 String HERRNGNRIEER.

51E: testName

EETRIMPREE, B4 (X) , 0 (FOA) RRZEIMIFR, 1-30 RRFABAIKE, B

. p

RecoveryWindowlnDays & Integer E’fEm’qz’E,@EﬂﬂuB%° - PN
HEIRAEBHSSHERMEIERT, HFERREEEMEREEHO,
w~BE: 1

SEIREEHSSHEAM TR, WFREN, BE:
True —— RRFMUNBEIEEDEFHIISSHRBER, ERIESSHEBRYMCVMT

CleanSSHKey B Boolean #{TiBE, I8, MESSHEAUAIEIET CVMES], BARIBELY .
False —— #RUGBIBIEIRPEFENSSHERER, FECVMENEHITEER
THfE: False
b
SHEM ESid] R

EEMPRAVERSR.

SecretName String SEIE: test

EIEMFREIEE, unixBdiEE.

DeleteTime Integer SBIE: 1574247268

W—iER ID, HRSIRER, BXERBSEE (EEREEMRERERERSR, WZRERFTRIKE

Requestld String Requestld) . EfDBITEEIREIZIRBERDN Requestld,

WRIFRE: BRRITE (bR ) ARSEEAE $91#133:,
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4. 7H
N HREREER

BATH

https://ssm.tencentcloudapi.com/?Action=DeleteSecret

&SecretName=test
&RecoveryWindowlnDays=1
&<pHiFRSH>

b

{

"Response": {

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4",
"SecretName": "test",

"DeleteTime": 1574247268
)
)

5. AREHR

BR= APl &

Eifl= AP F& 245E API X4, (888, APl Explorer & SDK $ERHA—EIIFS, HEENE—AOZORERBA=IZHIFRE AP R
%,

API Inspector

FAPFEEE API Inspector BEEEFIGE—SIR(EXEN AP ARBER, HEMMERZIEERAR API 18, tEaJgitE API Explorer TR
ifo

SDK

= API 3.0 iR TERENFETIRE (SDK) , ZiSSHRIZIES, EEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. HHiRE
BATRBUE T RO SSBIERRMEED, BRI A0,

WRIFRE: BRRITE (bR ) ARSEEAE 5892 #133m,
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
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e

FailedOperation

InternalError

InvalidParameterValue

ResourceNotFound
ResourceUnavailable.NotPurchased
ResourceUnavailable.ResourceUninitialized

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

RREERSR

)%

BRAFR
PIEBEEIR -
SHEEEIR.
BRFFHE.
ARS3RME
ERARTTHATAL
RIGIURIE
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el [E4ER

RIEEFATE: 2024-03-12 01:48:25

1. QR

RREERSR

EOERESR: ssm.tencentcloudapi.com .

SIRHBIERIER, BEKMSH#HTIMERF. 8/ RegionSSrIIZZ#1000MEREER

ERAROIAERTEEIRE: 100:R/7%

#EFZ(ER API Explorer

<> REES

API Explorer {2t T HZiAA . ERIIE. SDK RBEMRERFTROEFEN . EIEESRRAANERASIIERSERIAREMER SDK

UTERSHIIRMNFIL T ROBERSHEMTO AHSY, REAHSHFIRN AHERSH,

ERRE .
2. MNEBH
SHEM Wik R
Action = String
Version = String
Region = String
SecretName = String
Versionld B String
Description B String
KmsKeyld B String
SecretType B Integer
SecretBinary & String
SecretString 5 String
AdditionalConfig & String
Array

Tags.N &

ags = of Tag

WRIFRE: BRRITE (bR ) ARSEEAE

N

/N

N

afsE, AMEORE: 2019-09-23,

>
o
W
&

, FERFRSTISAY iR,

RS, E—regionAFTEE, RK128FT, FHFE. ¥FkE - _HES, F—1FHY
RAFBHEHF. —BIERTER,
A test_secret

EIRIRA, EiDEREENEEIRIESecretName #l Versionldi#{7&Eifl, R1K64 £15, FHBZF
8, HFgE - _ . HEASHBEUFBHHFL, ELZ, WERARKANDBRERIRES . aik,
ENEHZERATTREZE, WizhRASEHKIAA SSM_Current,

FEIE: v1.0

BAEE, BFfMEARERE, fRAZIF2048F1,
f5IE: test create secret

BEMEEH#HTMENKMS CMK, IIRAZENFRFERSecrets ManagerBEEACIZAICMK
HITINE, BaLUEEERregion TEITEIZEIIKMS CMK#TINZE,

EREE, RANBEXERE.
BIE: 0

TS Ebase64miBIGHIAEX . SecretBinary 1 SecretString %REREEGEE—,
BAEIF32KBET,

NAEBERERAY (FAEE#HThbase644%3 ) » SecretBinary #l SecretString %RER
ﬁgiﬁg_jl\7 %k§ﬁ32K8$?ﬁo
FHIE: test

JSON #&XF#HH, ATFEEREERAEEMNMIMNCE.
wfiE: {

tRESIE

5694 #1333,
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https://cloud.tencent.com/document/api/1140/40530#Tag
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=CreateSecret

SHEW B iR

HeIEREIERTR.

SecretName  String E: test_secret

. . FREUERAVEIRIRAS o

Versionld String =@IE: V1.0
TagCode Integer IRRIR(EAOIRENRS. 0: REIN; 1: MIEBEEIR; 2: WSS IREEIR

R WFEAEEIRE] null, RENFEEHE.
TagMsg String FEREEREIER

R WFEAIEEIRE] null, RRAFEEYE.

. W—iEX ID, HIRSiRER, SRERBI/EE (HEREEMEERETERSR, WZRERFTSIRE

Requestid String

Requestld) . EfnBITEEIREIZINERE Requestld,

4, 7

B SIRFRSREER
LIEEEXER.

BATH

POST / HTTP/1.1

Host: ssm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateSecret
<pHiERSH>

{

"Versionld": "v1.0",
"SecretString": "test",
"Description": "test create secret",

"SecretName": "test_secret"

"Response": {

"Requestld": "9debf284-eff9-465a-97b7-163a8blcccaf",
"SecretName": "test secret",

"Versionld": "v1.0",

"TagCode": 1,

"TagMsg": "success"

}

}

5. FR&EGR

WRIFRE: BRRITE (bR ) ARSEEAE 5895 #133:;



Bz APl EE&

Bz APl £ & 2456 API XXHH. $#EiR3. APl Explorer % SDK $RFHA—EOTE, HEENE—AOEARERBAZIZHIETE API R
e

API Inspector

FRFENEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiE API Explorer 7L
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HiRG

ARSI THROWSZERXAEIRTG, BibiSREIFER AHERE,
§ERED iR
FailedOperation.AccessKmsError KMSHE{EEM o
InternalError SR
InvalidParameterValue SHEEER
InvalidParameterValue.TagKeysDuplicated rEREEE,
InvalidParameterValue.TagsNotExisted EEIIREERFE.
LimitExceeded BT BeARPRE o
ResourcelnUse.SecretExists ERSEFE,
ResourceUnavailable.NotPurchased BRSSARME o
UnauthorizedOperation RIEHURE
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BIE = mERE
RIEEHAYE: 2024-03-12 01:48:25

1. &OfEE

EOERESR: ssm.tencentcloudapi.com .
BIBE= RN
EOAEOIERIAFIRFN: 200R/FD

#EFZ(ER API Explorer

RREERSR

<> REES

API Explorer {2t T HZiAA . ERIIE. SDK RBEMRERFTROEFEN . EIEESRRAANERASIIERSERIAREMER SDK

RRARE .

2. MNEBH

UTFERSHIIFRFIE TEOBRSHEML AR, TBA
SHEM wik xR
Action = String
Version = String
Region = String
SecretName = String
UserNamePrefix = String
ProductName = String
InstancelD = String
Domains.N = Array of String

Array of

il

PrivilegesList.N ProductPrivilegeUnit

iy

Description String

WRIFRE: BRRITE (bR ) ARSEEAE

2%, AEOEYE: CreateProductSecret,
~HESE, NEOBYE: 2019-09-23,

/

%

H2%, FRFEmsZF thiEgdlR.

P2

\

EIEEBMR, @E—regionAFTEE, RK128FT, FRAFHE. HFEHaE - _ M
HE, FNFHYRAFEEEHF.
FHE: test_name

AFRWSERE, HRAFRBTEE, KEREESNFHFUR,
AlEFFEEE:

#=Fx=F#: [0, 9],

INBZEF: [a, z],

AXS5Z#: [A Z],

BHEE(REXES): TRIZ(),

BB RUATH NS FEHL,

THIE: testprefix

EIRFIYPEMNZIMEMR, WMysql, LS
DescribeSupportedProductsiEKE T iF N == mE o
BIE: Mysql

=EmEfIID o
FBEUE: cdb—XxXXXXXXX

WSHIES, IPREL, HHEAN%.
BIE: ["%","192.168.0.%"]

BERESZF-mEBI4ER, BFERTFRINIRTIR.

HRER, BFFAEAAEEE, RAZIF2048FT,
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SHRBW ik 2E faik

EEMNERHTINZEHKMS CMK.,
String MR A=NRRERSecrets ManagerAZERABZRICMKI#ITING
EH L ERERregion FEITEIZEIIKMS CMKI#{TNZ .

KmsKeyld

o

o

Tags.N Array of Tag IR,

AR BEEX A aieatE, #&: 2006-01-02 15:04:05,
String ZEnableRotationATruely, HSHWHIE,
=BE: 2006-01-02 15:04:05

o

RotationBeginTime

EEARRE
True —— i3

Boolean False —— &F&F
WMRFIEE, EHiABFalse,
BIE: True

iy

EnableRotation

WA, UXRR, BARIX.
HIE: 1

iy

RotationFrequency Integer

3. ha%

SHEM ESid] iR
SecretName  String BIEAEIEER

IREEIRERGIREIRS. O: FEIN; 1: PIEREEIR; 2: WPSSAMEBEIR.
R FEAEIRE null, REEAFEHE.

TagCode Integer e e AR Nl SR E
=~BE: 0
TagMsg String IRERERREEE
EE WFEAEEIRE] null, RENFEEHE.
FlowID Integer =T RERRLSIESIDS,
98T RpuE: 1
: W—iEX ID, HIRSiRER, SXERBIJIERE (HEREEMEERERERSR, WZRERFTRIRE
Requestid String

Requestld) . EfiEEISHFEREIZIXIERE Requestld,

4. 7
TN RS R

L)

https://ssm.tencentcloudapi.com/?Action=CreateProductSecret
&SecretName=testName

&UserNamePrefix=testPrefix

&ProductName=Mysq|

&lInstancelD=cdb-vosgis

&Description=test
&KmsKeyld=2609a8fd-4584-4f89-98be-8c7aelb8lef4
&RotationBeginTime=2006-01-02 15:04:05
&EnableRotation=true

&RotationFrequency=35

WRIFRE: BRRITE (bR ) ARSEEAE 5898 #1331,


https://cloud.tencent.com/document/api/1140/40530#Tag

&Domains.0=%
&Tags.0.TagKey=tagKey
&Tags.0.TagValue=tagVal

&PrivilegesList.0.PrivilegeName=object

&PrivilegesList.0.Privileges.0=read

&PrivilegesList.0.Database=testdb
&PrivilegesList.0.TableName=testtable
&PrivilegesList.0.ColumnName=testColumn
&<pHiERSH>

b

{

"Response": {

"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb81lef4",
"SecretName": "testName",

"TagCode": 0,

"TagMsg": "success",
"FlowID": 123

}

}

5. FRERR

BR= APl &

Bz APl SE& L4 API XX, $#8iR5. APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEAREREBAZIZHTE API R
E=)

API Inspector

FEFE&ET API Inspector EEIEHAGES—SIRIEXEN AP RRER, HEERSIESRAR API {53, BaElFItE AP| Explorer #{TELiR
ifo

SDK

= API 3.0 R TERENALZIESE (SDK) , ZISSMREIRIES, siELHENER APL,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRG

WRIFRE: BRRITE (bR ) ARSEEAE 5899 #133m,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176

KRG 72O SSiZEEXAEIRD, EbiERiBiEn AH4EIR0,

e g
FailedOperation BRIEEM
FailedOperation.AccessKmsError KMSHREEM -
InternalError PIEBERIR o
InvalidParameter SHEIR.
InvalidParameterValue SHEESEIR.
InvalidParameterValue.TagKeysDuplicated FEEES.
InvalidParameterValue.TagsNotExisted R ERFE.
LimitExceeded BT ECERIR S -
MissingParameter ROSHER.
OperationDenied BRIEHIESR .

OperationDenied.AutoRotatedResource

RequestLimitExceeded

FRVFFNEREEEMICIRIIEERERE.

TERANREGEE T SRERIRE o

ResourcelnUse BiEH G
ResourcelnUse.SecretExists EiRGEHFE,
ResourcelnUse.VersionldExists RASEFE,
Resourcelnsufficient BEARE
ResourceNotFound BFEAFE.
ResourceUnavailable BEATH.
ResourceUnavailable.NotPurchased BRSSARME o
ResourceUnavailable.ResourceDisabled EREWER

ResourceUnavailable.ResourcePendingDeleted

ERATFIHRIBIPRIATS o

ResourceUnavailable.ResourceUninitialized ERARTRHANAK
ResourcesSoldOut RREE,
UnauthorizedOperation FRISHURIE.
UnauthorizedOperation.AccessKmsError HIEKMSEMK
UnknownParameter RINSHEER
UnsupportedOperation BIEFRS.

WRIFRE: BRRITE (bR ) ARSEEAE
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KB E IR TRINRAIIRER .

RIEEFATE: 2024-03-12 01:48:23

1. EOR

EOERESR: ssm.tencentcloudapi.com .
ZEO AT REUEE SR TRRASIRER
BRAZECIERSTZIRE: 300:R/%

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEM Wi ESic) ik
Action = String ~HSE, FEOBYE: ListSecretVersionlds,
Version = String ~HSE, AEORE: 2019-09-23,
Region = String ~HSE, RS thiFs%R.
= . EREWR.
SecretName = String SIE: test
b

SHEM ESid] 3%

. EREMR,
SecretName String SHIE: test
Versions Array of VersionldlZ.

Versioninfo  F&: IWFERAIGERE null, RREAZEHE.

. W—iEX ID, HIRSiRER, SXERBIJEE (HEREEMEERGETERSW, WZRERFTSIRE

Requestld String

Requestld) . EiAMITEEIREIZRIBERR Requestld,

4. 7
N ARSI TR SIRER

BATH

https://ssm.tencentcloudapi.com/?Action=ListSecretVersionlds

&SecretName=test
S<_HiERSE>

WRIFRE: BRRITE (bR ) ARSEEAE 58101 #133%;


https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1140/40530#VersionInfo
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=ListSecretVersionIds

L b

{

"Response": {

"Requestld": "56fe436b-16ca-402e-a9bb-83c14e9cc9e8",
"SecretName": "test",
"Versions": [

{

"Versionld": "v2.0",
"CreateTime": 1574161372
+

{

"Versionld": "v1.0",
"CreateTime": 1574161748
}

]
¥
}

5. FREGR

ER= API &

Eifl= AP SF& 2428 AP X4, $8iRf8. APl Explorer & SDK ERRHA—EIOFE, FEBMNE—ANOEORERBNZIREERE API IR
£

API Inspector

HEPaE@EE AP| Inspector EEEHIGE—SIREXB APERER, HENERSIESIRAN API (K13, tBalaiik AP Explorer #{TEL
SDK

= API 3.0 iRt TERENFRTIRE (SDK) , XiSSHRIZIES, sEEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATIRBUH T RO SSBIERRAEED, RSN A0,

$BiRE5 faiR

WRIFRE: BRRITE (bR ) ARSEEAE 58102 #133%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

RS iR
FailedOperation BRIEEM
InternalError PIEREEIR o
InvalidParameterValue SHEEEEIR
ResourceNotFound BEAFEFE.
ResourceUnavailable.NotPurchased BRSSARMISE o
UnauthorizedOperation FRITBURE

WRIFRE: BRRITE (bR ) ARSEEAE 58103 #133®



RBUERERFMEEIIE

RIEEFATE: 2024-03-12 01:48:23

1. EOR

EOERESR: ssm.tencentcloudapi.com .
ZEORTFREFIESRENFESIER, JLUEELIRFR. IFAHF,
BRAZECIERSTZIRE: 30:R/E .

E#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik R 3%
Action = String ~H2E, AEOBE: ListSecrets,
Version =2 String A, AEORE: 2019-09-23,
Region = String ~HSE, FRFFRFH thiFFxR.
Offset = Integer %iﬂﬁﬂ%ﬂ'ﬂﬂ&‘n‘ﬁtﬁ, LAOFFIE, FigEEIASO,
wBIE: 0
Limi - BREERENREAHE, 0XFgENERIAE 20,
imit a Integer —
wBIE: 2
o - IRIBCIEERHIFEAN, OXERRENERRFHR, 1 R®RFAFHF.
rderType & Integer —
wBE: 0
IRIBEBRSEITZE.
HiANFOFRTEIILE.
1-- FREiEnabled EiE5I%.
2 —— FrREifIDisabled EiEFIER.
State S Integer 3 —— FFR&EifIPendingDelete ZiEFIxE
4 -- FRPendingCreate.,
5 —— % ~CreateFailed,
HrjkEPendingCreatefiCreateFailed R E7ESecretType A== EREITER
w~EE: 0
. IRIBRESTRHITIEE, AERFFIIR.
A
SearchSecretName & String SHIE: testName
TagFilters.N x5 Amavol s,
' TagFilter )
0 —— X-RAPEENER, BiAB0,.
1-- RFAPEERER,
SecretType S Integer 2 —— RRSSHERMER

3 —— RETAPIZEHIER
HIE: 1

WRIFRE: BRRITE (bR ) ARSEEAE 58104 #133:\
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https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509
https://cloud.tencent.com/document/api/1140/40509#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1140/40530#TagFilter
https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=ListSecrets

(52&)EE§£¥LE§ TIREERSR

SHEBW wik 2R fak

E2EIESecretTypeSEERATE,

YSecretTypelEH18T:

MR ProductNamefEh=, NERFREAMERENETRER;
WEProductNamelBAEMEEN=ZFRENMysqlif, NERREIMysqIEIRESE;
WMEProductNameBAZM=r=@m{E, W: Mysql,Tdsqgl-mysql,Tdsql_C_Mysql (£
MELIESGES 3 RF ) URTEO=M=r-mEEERE;

TN RIIRISEIEO: DescribeSupportedProductsi#iT&Eifl,

TBIE: Mysql

ProductName & String

3. sy

SHEM £ 5

tRiEStatefiSearchSecretName fF&EHIERSE
TotalCount Integer —

~E: 8
SecretMetadatas Array of REIEREESER,

SecretMetadata
. W—iEK ID, HRSHER, SRIERFSIRE ( SiEFREEHMRERERARSR, WiZRisE

Requestid String

KRAEIKE Requestld ) . EERITRERMIZXIEKRL Requestld.

4. 7
PN FEEIE RS

BATH

https://ssm.tencentcloudapi.com/?Action=ListSecrets

&Limit=2
&SecretType=0
&<IERSH>

L b

{

"Response": {
"TotalCount": 1,
"SecretMetadatas": [
{

"SecretName": "abc",
"Description": "abc",
"KmsKeyld": "abc",
"CreateUin": 1,
"Status": "abc",
"DeleteTime": 1,
"CreateTime": 1,

"KmsKeyType": "abc",
"RotationStatus": 0,
"NextRotationTime": 1,

WRIFRE: BRRITE (bR ) ARSEEAE 58105 #1331


https://cloud.tencent.com/document/api/1140/40530#SecretMetadata

"SecretType": 0,
"ProductName": "abc",
"ResourceName": "abc",
"ProjectIiD": 0O,
"AssociatedInstancelDs": [
"abc"

1,

"TargetUin": 1,
"RotationFrequency": O,
"ResourcelD": "abc",
"RotationBeginTime": "abc"
}

1

"Requestld": "abc"

5. FR&RR

BR= APl &

Bz APl & RS API XX, 8818, APl Explorer % SDK $RBEHA—ERTE, HEEMNE—AOEARERENAZIREHIEE API R
E=)

API Inspector

P& API Inspector BEEHIGE—SIR(EXEN AP ABER, HEERZIESIRAH API £13, tEaJgiiE AP| Explorer #{TEL&R
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. FHIRES

PATRFIH T 12O SSBIaEXARIRTT, HMEiRmEER AHLEiR0,
HERT ik
FailedOperation BRMERM
InternalError PIRBERIR o
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1140/40531#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameterValue
ResourceUnavailable.NotPurchased

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

RREERSR

ik
SHEEEIR.
ARSI RME o
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IRENS SHE AT EH#ERASL

RIEEFATE: 2024-03-12 01:48:23

1. EOR

EOERESR: ssm.tencentcloudapi.com .
IRENS SHESAREIREAIER o
EROMECERINERIRS: 1000R/%

E#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MABY
MTERSHIIRVIIHE TEOBRSENTOALSY, REARSHIIRR AHLiERSH,
SHEWR Witk i) ik
Action = String ~H2E, FEORE: GetSSHKeyPairValue.
Version =2 String aHsdy, AEORE: 2019-09-23,
Region = String AHSY, FRFEMZIFH TR
SecretName 5 String EREW, WERREEHSSHERXEIESER,
SSHKeyld & String ZAXID, R=IRSJPEBIHIM—IFH,
3. mhis¥
SHEWR i ik
SSHKeyID String SSHEAMID.
PublicKey String LAAYZ, ERbase644wiE,
PrivateKey String FAREASZ, FERbase644wig
ProjectID Integer  WEAMFIEAIIREID,

SSHEAMASERER -

SSHKeyDescription  StriNG o ey o CUMME S 4 M S A T O S R TSR

SSHKeyName String SSHERMAIEHR,
FAPTLMECVMNiEHI & 3T Z BT HI B IR TIER
Requestld Strin K—iEK ID, HRSIHER, SRERFSIEE ( EEFREEMRERERERSR, WiZRERTSIK
q 9 8 Requestld) . EMDRATEEIREIZRIEKRLN Requestid,
4. 7l
1 FRENS SHEE BRI EHRAASL
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https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=GetSSHKeyPairValue

IRENS SHE AR RIS

BATH

POST / HTTP/1.1

Host: ssm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: GetSSHKeyPairValue

<AHERSH>

{

"SecretName": "xx"

"Response": {
"SSHKeyID": "xx",
"ProjectIiD": 0O,
"PrivateKey": "xx",

"PublicKey": "xx",
"Requestld": "xx",
"SSHKeyName": "xx",
"SSHKeyDescription": "xx"
}

}

5. ARERR

BR= APl £&

iz APl SF& 248& API XH4. $#iRi8. APl Explorer & SDK $#ZFRNA—EIIFE, HESNE—AOEDRERBARZMRE AP R
£

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API 13, tEalgiiE API Explorer #{7EZR
ifo

SDK
= API 3.0 iRt TECEMIFRTHE (SDK) , SSHRIZIES, REESENRARA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

WRIFRE: BRRITE (bR ) ARSEEAE 55109 #133®


https://cloud.tencent.com/api
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssm/v20190923/ssm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssm/v20190923/SsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssm/V20190923/SsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssm/v20190923/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssm/v20190923/ssm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssm/V20190923/SsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb

A BT
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« Tencent Cloud CLI 3.0

6. HiRtB

IITFRFIH 71O S EHEXAEIRD, EthERiBiFR AHLEIRE

R

FailedOperation
FailedOperation.AccessKmsError
InternalError

InvalidParameter

InvalidParameterValue
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
MissingParameter

OperationDenied

RequestLimitExceeded
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnauthorizedOperation.AccessKmsError
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

RREERSR

ik

BAFEM
KMSHRIELM
PIEBEEIR o

SHEIR,
SHEEEIR.
InERES,

tRE RS ETRFT.
ROSHIEIR.
BRAFIEE,
IERAOXEGEE T SRR RE
BEAFE,
HEFYTH.
KIGIURIE
IBIRIKMSKY
RIMSHIER

BRI
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BUFESSHE R R

RIEEFATE: 2024-03-12 01:48:25

1. EOR

EOERESR: ssm.tencentcloudapi.com .
U A TFIEESSHEAMMER
ERNMECERIZEMRS: 200K/7

E#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEW Wik R 3%
Action = String ~H2E, FXEORE: CreateSSHKeyPairSecret,
Version = String ~HSE, AEORE: 2019-09-23,
Region = String ~HSE, FRFFRFH thiFFxR.
SecretName o String EREW, E—regionIFAIEE, RK128FT, FAFE. HF%E - _ HWES, F—NFHY
= RAFBRERF.
Projectld 2 Integer ZHAM IR ERRERNIRBID,
Description & String HIRER, BFiFMEAREREE, RAZIF2048FH,
EEXEEHTMENKMS CMK.
KmsKeyld & String MR A=NFRREMASecrets ManagerABEAIEICMKI#{TINES
A LB EERregion TERITEIEMKMS CMK#TINE,
Tags.N x5 Amayol s,
Tag
SSHKevName & Strin BAREENBANSSHEAMMER, THHEF, FENTHERER, ReASFMFEEAL, KE
v = 9 FiBIT2EAEH.
3. e
SHEW E5id] R

SecretName String BUERAYEIEER.
SSHKeyID String BIEEAISSHESAID,
SSHKeyName  String BIERAISSHEAZMR

IREIR(ERYIREIEG. O: FEZh; 1: PIRBEEIR; 2: A SSAMEEIR.

TagCode Integer  .ie. WemassaE null, EREFEGRE.
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BHEM 3] iR
TagMsg String FEIRERIREIER .
R IFEAERE null, FRIEAZEYE.
R . W—iEXR ID, HIRSIRER,, SXEKRBIJRE (FEREEBEEKRGERERS T, WZRERFSIKE
equestid String

Requestld) . EfiTBHEERMIZRIBERN Requestld,

4, 7

P elESSHEAX R
Bl SSHEH IR

BATH

POST / HTTP/1.1

Host: ssm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateSSHKeyPairSecret

<AHFRSH >

{

"Projectld": 0,
"Tags": [

{

"TagKey": "xx",
"TagValue": "xx"

}

1

"KmsKeyld": "xx",
"Description": "xx",
"SecretName": "xx",
"SSHKeyName": "xx"

"Response": {
"SSHKeyID": "xx",
"TagMsg": "xx",
"TagCode": 1,
"Requestld": "xx",

"SecretName": "xx",
"SSHKeyName": "xx"

WRIFRE: BRRITE (bR ) ARSEEAE 112 #1333,



BR= APl E£&

Bz APl £ & B4E API XXHH. $#EiRt3. APl Explorer ¥ SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIETE API R
e

API Inspector

FRFENEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiE API Explorer 7L
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSHRIZIES, REESENIRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRG

PATRFIH 71O SIS IEHEXEIRT, HMEiRLIER AHLEiR0,
iR i
FailedOperation BRIEEM
FailedOperation.AccessKmsError KMSHREEM .
InternalError PIBREEIR o
InvalidParameter BHEIR.
InvalidParameterValue SYENERIR.
InvalidParameterValue.TagKeysDuplicated TEREES.
InvalidParameterValue.TagsNotExisted R ERFT.
LimitExceeded B ECERPR S o
MissingParameter RAOSHER.
OperationDenied BRIEBIESR

RequestLimitExceeded

IERAOREGEE T SRR E

ResourcelnUse.SecretExists EREEEEFE.
ResourceUnavailable.NotPurchased BRSSHRME o
UnauthorizedOperation HRITBURE
UnauthorizedOperation.AccessKmsError WHIEIKMSKM .
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fEIR 1::3%
UnknownParameter RHSHER
UnsupportedOperation BIERS.
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BEHERAS

RIEEFATE: 2024-03-12 01:48:22

1. QR

EOERESR: ssm.tencentcloudapi.com .

ZEOATENEESRESHRFASHAS, BRZEOSUFNEREARNEEESIENAS . (NRiFE#HEnabled 1 Disabled REAVEHR
FEOREATHRFEEXER, THENa=REREEE.

ERMEOIERTZEIRED: 50X/

#E#=ER AP| Explorer <> mEiER

API| Explorer 12t THEZIAMA . ERIIE. SDK IBEMIIREERIZOSFEN , BTEEERRRNERABTHIRELSRAR AL SDK
ARRA.

2. ) \2Y
TFERSHIIRGIE T EOERSHEIBDAHSE, REBEAHSHEFIRT AHiERSH,
SHEM Wik KR 3%
Action = String AHS#H, XIEOBYE: UpdateSecret.
Version =2 String AHS%, AEOE: 2019-09-23,
Region 2 String AHSH, FRFEHESIFH hiFdE.
o . EEREFMEREABTHSIR,
SecretName = String =MIE: test
) o . EEREEMEREASIRES.
Versionld = String =BIE: v1.0
SRS D THFIMIARERIZFER, HEMAbaseb4iH TR
SecretBinary & String  SecretBinary 1 SecretString REE— 1M FHE,
TBHE: test
FHREREATHINENERERZFR, FH5EZbaseb4fmidSecretBinary 1 SecretString Rgg—1
SecretString & String FH=E,
TBUE: new value
3. miey
SYEWR ESic] iR

REATR.

SecretName  String SEIE: test

. . ERIRES .
Versionld String =BIE: v2.0
. HE—iEX ID, HIRSIRER, SXERBR/IEE (B EREEMEEKRGEIRERS, WZRERAKIKE
Requestid String

Requestld) . EfIEARITEEIREIZRIERR Requestld,
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4. 7%
PN EFEREAE

BATH

https://ssm.tencentcloudapi.com/?Action=UpdateSecret

&SecretName=test
&Versionld=v1.0
&SecretString=new value
&<pHiFkSH>

b

{
"Response": {
"Requestld": "e6993612-6922-4f2d-bb36-37348f36eba5",

"SecretName": "test",
"Versionld": "v2.0"

}

}

5. AREHR

BiR= APl &

Bifl= API SF& 24& API X1, $#iR3. APl Explorer % SDK $&RNA—EiIGFE, HESNE—AOEGRERBAZIRMOE AP R
E=

API Inspector

FEFaE&T API Inspector BEEEHIGE—SRIEXEN AP ERBR, FEERSIESHRAR AP 53, BrIFIE AP| Explorer #{TEZiR
ifo

SDK

= API 3.0 R TERENALZTIESE (SDK) , ZIFSMREIEIES, seELHENER APL,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATRBUE T O SSBIERRAER0, BRI A0,
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RS iR

FailedOperation 1BREEM .
FailedOperation.AccessKmsError KMSHEERM o

InternalError PIEBERIR o

InvalidParameterValue SHEUEEIR.
OperationDenied.AutoRotatedResource FARVFFahEHTEEEahCIRINEERIEE .
ResourceNotFound BEAREFE
ResourceUnavailable.NotPurchased IRSSARMIE

UnauthorizedOperation RIEHUSRE
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(52&)EE§£¥LE§ ZREERS
BEHEEEAER

RIEEFATE: 2024-03-12 01:48:22

1. &OE

EOERER: ssm.tencentcloudapi.com .
ZiEORTEMIEEERNERER, (N8EEEnabled 71 Disabled KERYERE
EOAEOIERITERIRE: 200%/% .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. MABY

UTERSHIIRNFIE TEOBRSHENBILAHLSY, RBARSYFIRR AHERSH,
SHER Witk ESidl ik
Action = String ~rHESsE, MMEOBE: UpdateDescription,
Version = String ~HSE, FMEOBE: 2019-09-23,
Region = String ~HSE, FERFFRZISH thigsxR.
SecretName 2 String t&ﬁg%’iﬂr’ﬂ“%m RieE.
Description = String ?fﬂ‘:“l}?ﬁi&{%%, BAKE20481MFT,

~BifE: new desc

3. ey

SHER ESic] it
EIREMR,

SecretN Stri
ecretiiame N9 S6uE: test

W—iER ID, HRSIHER, BXERBPSIEE (EEKREEMRERERERSR, WZXERFTRIKXE

Requestid  String o uestld) . E{zEEESIREZRERE Requestid.
4l %ﬂ
M EFREREERAER
BATH

https://ssm.tencentcloudapi.com/?Action=UpdateDescription

&SecretName=test
&Description=new desc
&<pHiFERSH>
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Lok )

{

"Response": {

"Requestld": "dfa4908b-a586-4d44-8f76-3fad156clbe2",
"SecretName": "test"

}

}

5. AR EHER

BR= APl £&

Bz APl SE& 246 API XX, $#iR5. APl Explorer & SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHIEE API R
5o

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API £18, tEaJgitE API Explorer #{7ELRA
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENRARA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

KITFRFIH 71O SiZEERAEIRG, EMbERIBIER AHEIR0,
£iR15 i
FailedOperation BRIEEM
InternalError PEBEEIR o
ResourceNotFound BRAEFE.
ResourceUnavailable.NotPurchased BRSSARMSE o
UnauthorizedOperation RIEBURIE.
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xSt RIIERPRYEHE

RIEEFATE: 2024-03-12 01:48:22

1. QR

EOERESR: ssm.tencentcloudapi.com .

ZEORFIREITEIMEE (PendingDeletelXZ ) SRYEIE, BUETTHRIMER. BUEITRIMEROEIRISQFDisabled K&, NEKREMER, &g
EnableSecret #OFBERE,

ERAEOIERTZIRED: 50X/

#E#=ER AP| Explorer <> mEiEiR

API| Explorer 12t THEZLIAM . ERIIE. SDK IBEMIIRERFIEZOFEN . BTEEERRBNERABTHIERELSRAR AL SDK
ARRA.

2. MABY

MTERSHIIRVIIH TEOBRSHENTLAHSY, REARSHIIRR AHLiERSH,
SHEWR Witk ESic] ik
Action 2 String ~HSE, AEOBE: RestoreSecret,
Version 2 String ~HsE, FEOBE: 2019-09-23,
Region 2 String AHSH, FRFERIIS TR,
SecretName 2 String ﬁﬁ?‘;ﬁﬁiﬂﬁ%ﬁ%ﬁo

3. mhis¥
SHEWR ESic] ik

EIREMR,

SecretName String FOIE: test

W—iER ID, HRSIHER, BXERBPSEDE (EEREEMRERERERSR, WZXERFTRIXE

Requestid  String o (uestld) . E{TEERESIREZRERE Requestid.
4l fﬂ
B VSRR EIE
BATH

https://ssm.tencentcloudapi.com/?Action=RestoreSecret

&SecretName=test
&< AHBERSH >

b
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"Response": {
"Requestld": "bf199317-0d31-4dba-a5e7-217dc37df2d4",

"SecretName": "test"
}
}

5. FREGR

BR= APl £&

iz APl SE& 248& API XH4. $#iRi8. APl Explorer & SDK #ZFRNA—EIIFE, HESNE—AOEGRERBARMNFRE AP R
e

API Inspector

FAPIEE API Inspector BEIEFIAE—SIREXEN AP ERER, HEIERSZIESIRAN API €53, tBaaiiE APl Explorer #77E4iR
ifo

SDK
= AP| 3.0 R TERENFRIESE (SDK) , MIFSMREIRIES, REESEIEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG

IITFRFIH T 12O SSiZEtERAEIRD, EbERIBiIER AHEIR0,
$iR18 ik
FailedOperation BRIEEM
InternalError PIEBEEIR o
InvalidParameterValue SHEEIEIR.
ResourceNotFound BRAEFE.
ResourceUnavailable.NotPurchased IRSSRME o
UnauthorizedOperation RITHURE.
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssm/src/v20190923/SsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssm/lib/v20190923/client.rb
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YR DNFRARAS EHE

RIEEFATE: 2024-03-12 01:48:23

1. QR

EOERER: ssm.tencentcloudapi.com .

ZEOEEESTRNERETIBIRFNERENS, —MERTRSTLSHFIONMEER . REEXLETFEnabled #1 Disabled RESHVEHREFIFAIRA o
FEONERTRFPEEXER, Mar-mERTERE.

ERMEOIERTZIRED: 100:%/7%

#E#=ER AP| Explorer <> mEiER

API| Explorer 12t THEZIAMA . ERIIE. SDK IBEMIIREERIZOSFEN , BTEEERRRNERABTHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EZOERSHEIBIAHSE, REBEAHSHEFIRT AHiERSH,
SHEM Wik KR 3%
Action = String AHSH, XEOBE: PutSecretValue,
Version = String A5, XEOBYE: 2019-09-23,
Region 2 String AHSH, FRFEHESIFH hiFdE.
o . IEEREIRMR AR SRS,
SecretName = String =GIE: test
) o . EEMIBINMRES, RIK64 FT, HEFE. $FE - _ . WESHBEUFBREFHL.
Versionld = String —
REE: v2.0
—HFIERER, ERbase644wig.
SecretBinary & String  SecretBinary #1 SecretString %/REREEHEE—1 .
TBHE: test
NAEBEIRERIEY (FEEi#HTbaseb44mi3 ) , SecretBinary #l SecretString %REREERE
SecretString B String  —1%
TBE: testv2
3. By
SYEWR ESic] iR

REATR.

SecretName  String SEIE: test

. . FIBNAYRRAS o
Versionld String =BIE: v2.0
. HE—iEX ID, HIRSIRER, SXERBR/IEE (B EREEMEEKRGEIRERS, WZRERAKIKE
Requestid String

Requestld) . E{IEARITEZIREIZRIERR Requestld,
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https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=PutSecretValue

4. =%
BN IEINFRAR A T

BATH

https://ssm.tencentcloudapi.com/?Action=PutSecretValue

&SecretName=test
&Versionld=v2.0
&SecretString=test v2
&<pHiFkSH>

b

{
"Response": {
"Requestld": "6764f1f5-8229-4033-a831-46180aee30cf",

"SecretName": "test",
"Versionld": "v2.0"

}

}

5. AREHER

BR= APl E£&

Bz AP| E& 2448 API X1, i8iRf8. API Explorer & SDK F&ENFE—EIAFE, HEENE—AOZORERBA=IZHEARE APl R
=

API Inspector

BARPIEE API Inspector EEEHIGE—SIREXEN APLARABR, HEhEMZIESHRAA APl X3, tBaJaiE APl Explorer #7724
ito

SDK

= APl 3.0 IR TRENFAIRE (SDK) , IFSHRIZEES, fEEHENNER APL,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATRBUE T O SSBIERRAER0, BRI A0,
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A BT

HEIRES

FailedOperation
FailedOperation.AccessKmsError
InternalError

InvalidParameterValue

LimitExceeded
OperationDenied.AutoRotatedResource
ResourcelnUse.VersionldExists
ResourceNotFound
ResourceUnavailable.NotPurchased

UnauthorizedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

BRI

KMSH{EELM .

PIBREEIR o

SHEMEEIR.

Bid EeERpRE o
FATFFEHREEEMCIRINEERERE .
RESEBFE,

BRFFE.

BRS3RIIE o

ESELE

RREERSR
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Hithiz
ERZSNE~mIIER

IEEFATE: 2024-03-12 01:48:25

1. &OfE

EOEREZ: ssm.tencentcloudapi.com .
BTSN R RYIR
EOAEOIERAFIRF]: 200R/F

HEZ(ER API Explorer <> PR

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTZOEFEN . EUTEESRRAANERASIERSRIARBMER SDK
ARRA.

2. N\EH
UTERSEIIFRFIE TEOBRSHENMBL AR, SBEAHSHIIRT AHiERSE,
SHEM Wi E 5] R
Action = String ~HEs#, KEOBE: DescribeSupportedProducts,
Version = String ~HSE, FEORE: 2019-09-23,
Region = String ~HSY, ERFRZISH thigsx.
L
SHEM ESid) 123
XISHFRE R myIR.
BT RS ERERPIINXRINT:
Array of %SecretTypeit, ZIFN=F~mIIREIE: Mysql. Tdsgl-mysqgl. Tdsql_C_Mysql;
Products Strin); ZSecretTypela2ht, ZIFRIFERIIFRHA: Cvm;

%SecretTypea3nt, ZIFH=RIIFEH: Cam (IINEENERESERR=IFRMABRAZE) ;
ZSecretTypeh4hy, ZiFHIF=@RIIFRA: Redis.
=HE: ["Mysql", "Tdsql-mysql", "Tdsql_C_Mysql", "Cvm", "Cam", "Redis"]

SRR

TotalCount Int —
otalCoun nteger =B 1

W—iEK ID, HRSiKER, SXERBIRE (HERARMEERRERERSR, WZXERFIRE

R tid Stri
eques nng Requestld ) . EuiEEESZAIZIRIERA Requestld.

4. 7
RPN EEREFRIIE

BATH
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https://console.cloud.tencent.com/api/explorer?Product=ssm&Version=2019-09-23&Action=DescribeSupportedProducts

https://ssm.tencentcloudapi.com/?Action=DescribeSupportedProducts

&<RHERSEH>

L b

{

"Response": {
"TotalCount": 1,
"Products": [

"Mysql"

Il
"Requestld": "2609a8fd-4584-4f89-98be-8c7aelb8lef4"
}
3

5. FREGR

BHR= APl &

il API SE& 248& API XXH4. $#HiRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARZMRE AP R
E=)

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZIESIRAR API £13, tEaJgiiE AP| Explorer i#TELZ&R
ito

SDK
= API 3.0 Rt TEREMFARTEE (SDK) , XISSMREIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
« Tencent Cloud CLI 3.0

6. FHiRG
IITFRFIH 71O SIS EtERAEIRD, BEbERIBIER AHEIR0,
iR i
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun &, KFRBEREESE2MING, RES1E7T DryRun 2%,

WRIFRE: BRRITE (bR ) ARSEEAE 55126 #1331
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A BT

HEIRES

FailedOperation
FailedOperation.AccessKmsError
InternalError

InvalidParameter

InvalidParameterValue

InvalidParameterValue.TagKeysDuplicated

InvalidParameterValue.TagsNotExisted
LimitExceeded

MissingParameter

OperationDenied
OperationDenied.AutoRotatedResource
RequestLimitExceeded

ResourcelnUse
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourceUnavailable.NotPurchased

ResourceUnavailable.ResourceDisabled

ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.ResourceUninitialized

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.AccessKmsError

UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

BFEM
KMSHZ{ELK -
PIBREEIR -

SR,
SYHEVEIEIR.
IRERES.

ISR ETRFE.
BT ECERPRE o
ROSHIEIR.
ERFRIELSE
FRTFFEREEEMCIRIIEERERE.
TEREOXEGEE T SRR RE
BRBGER.
ERESEFE.
RFSEFE.
BRTE.

BRFFE.
BREFYTHA.
IRSIRME o
RS
TR T RIBFRIATS .
REERSERAAN
HREE,

HIEBURIE
IBRKMSEY o
FHSHIER.

BERSS

RREERSR
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A BT

SRS

RIEEFATE: 2024-02-2101:22:46

ProductPrivilegeUnit

EHRREAT MR T RIR

RREERSR

#ANTF#EOSIA: CreateProductSecret,

=4

PrivilegeName

Privileges

Database

TableName

bS]

String

Array

String

String

String

Wik

[ =]
=

il

faik

REFR, HEIaTiE:
GlobalPrivileges
DatabasePrivileges
TablePrivileges
ColumnPrivileges

HifRFBDatabasePrivilegesht, #/RiEIS# Databaselg EHIRES;

HiRAB TablePrivilegesht, #/mi@id2#DatabaseflTableNamelgEHIRES AR EIEESAY
=

PRI ColumnPrivilegesht, #iEidS# Database. TableNameflCoulmnNamelgEE
BE. $REPHRSURRPIFIE,
TBIE: GlobalPrivileges

RRFIZ
FFMysqlF=mRik, AIENRE:

1. GlobalPrivileges FRHIRTEE

J3: "SELECT","INSERT","UPDATE","DELETE","CREATE", "PROCESS",
"DROP","REFERENCES","INDEX","ALTER","SHOW DATABASES","CREATE
TEMPORARY TABLES","LOCK TABLES","EXECUTE","CREATE VIEW","SHOW
VIEW","CREATE ROUTINE","ALTER ROUTINE","EVENT","TRIGGER",

8, TMEZSHERRERZINR,

2. DatabasePrivileges U RHIATIEE

J3: "SELECT","INSERT","UPDATE","DELETE","CREATE",
"DROP","REFERENCES","INDEX","ALTER","CREATE TEMPORARY TABLES","LOCK
TABLES","EXECUTE","CREATE VIEW","SHOW VIEW","CREATE ROUTINE","ALTER
ROUTINE","EVENT","TRIGGER",

R, FMMEZSHRTERIZUR.

3. TablePrivileges HRHIAIEER: IRAIATIEE

7: "SELECT","INSERT","UPDATE","DELETE","CREATE",
"DROP","REFERENCES","INDEX","ALTER","CREATE VIEW","SHOW VIEW",
"TRIGGER",

R, MEZSERRFERZIUR.

4. ColumnPrivileges X RAYAIE[E: "SELECT","INSERT","UPDATE","REFERENCES",
ER, FMEZSHRTERZIR

{XZPrivilegeName#DatabasePrivilegesitiXMEA B o

{XZiPrivilegeName#TablePrivilegesiHiX/ MEA B, HEIRFEEEFTDatabase Z=EHBFT
FERYEIREESEI

WRIFRE: BRRITE (bR ) ARSEEAE 55128 #133:;



A BT

= ESid ik ik

{R&iPrivilegeName#ColumnPrivilegesEHX/MEA £, FELA%HIE:

ColumnName String & Database - 2xUiERBFTERIEIRESLH] o
TableName — EXI5IEFFER
SecretMetadata
EROEMER

HWENTEOSIA: ListSecrets,

RREERSR

e ESidl R
. EIEEM
SecretName String SHIE: testName
e . EIEIERER
Description String FOIE: test
. BFmNEEEHKMS Keyld
KmsKeyld String FEIE: 6cdf26d1-44f—11eb-841c-5254006d0810
. BIEEUIN
CreateUin Integer =GiE: 12345
45 .ﬁ: ~ i ~ i > i -~ i
Status String :JE’I# !E.na.blled Disabled. PendingDelete. Creating. Failed
BIE: Initializing
DeleteTime Inteaer EIEMIR R, M FstatusFIPendingDelete B98%, unixAdiaz;
9 REIE: 1234
CreateTime Inteaer EIECIEERTE), unixAdiEEE
9 FBIE: 1234
BAFIMEEREHIKMS CMKZ8!, DEFAULT &ERSecretsManager SIiZHIZAZEH,
KmsKeyType String CUSTOMER ®=HFigERZEA

RotationStatus

NextRotationTime

SecretType

ProductName

ResourceName

WRIFRE: BRRITE (bR ) ARSEEAE

Integer

Integer

Integer

String

String

~IfE: DEFAULT

1.--FEiY; 0——-21Ligk
R FERAIAHEE null, FRIAZNERE.
=f5l{&: Enabled

T—IRECEEFRATE, uinx AHEIEE
R WFEAEIRE null, REEAFEHE.
afilfE: 1574160561

0 - APBEXERE;

1-- ZFRER;

2 —— SSHEAMENE;

3 —— =APIZHIERE;

4 —— RedisZEBUZIE;

R WFERAIEEEE] null, RREFZEHE,
=ffE: CloudProduct

EEMBM, {MESecretType1, BMEREER A= REIRATEN
R IFERAEEEE null, RREAZEE.
TBIE: MYSQL

SRR SSHERY RN, FREY, ATRRSSHEBWEENSATR.
R FEAERE null, REEAFEHE.

5129 #133m,



E=4 ESid] iR
Proi HEREBHSSHERMERN, FEBREN, AFRRSSHEBMWMEMWIRBID.
rojectID Integer

R WFEAEEERE null, RFRRFIERE.

A . Array of HEIERBHSSHEAMZIREAT, IFEBRE, AFERRSSHERMREBHKAICVMEESFIID,
ssociatedInstancelDs

String R WFEBAUEHRE null, FRIFEEHE.
TaraetUin Integer HEREBAHZAPIZAMEREN, WFREM, AFERTF=APIZHEMMENRAFUIN.
g 9 R IWFERRTABEE] null, FRREREERIE.
IR, UXENR, FRRABKSESTER.
RotationFrequency Integer EER: IFERAEEEE null, RREAZERE.

~BNE: 7

EEmEREY R RES ID S,
ResourcelD String R FERAEHEE null, FRIAZEE.

TBE: skey-alb2c3d4

FPIEERC T IARTE .
RotationBeginTime String R WFEAEEIRE] null, RENFEEHE.
5IE: 2022-12-28 15:07:11

Tag
RIS E

#HANTEOS|A: CreateProductSecret, CreateSSHKeyPairSecret, CreateSecret,

= i Wi

B}
[

TagKey String =

]
R
[

TagValue String =

]
22}
[

TagFilter
IR IRE

BANTEOSIM: ListSecrets,

E=3 S

£
i3
B

TagKey String

HO
=]
3
e

iy |
=l
ER
m

TagValue Array of String

Versioninfo
ZIERASIIRER
#WINTEOSIA: ListSecretVersionlds.

B E- i) iR
Versionld String RAES,
CreateTime Integer BUEERTIEl, unixATiEEE.

WRIFRE: BRRITE (bR ) ARSEEAE 58130 #133:m



A BT

=S

mIEEFATE: 2023-04-18 01:39:00

LIRBikEA

WMRIREIZERPFE Error FER, WRFER API ##0O0%KM., flan:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",
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"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
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AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld
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AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
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InvalidRequest
IpinBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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FailedOperation.AccessKmsError
FailedOperation.RotationForbidden
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
OperationDenied

OperationDenied.AccessKeyOverLimit
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OperationDenied.AutoRotatedResource
OperationDenied.RoleNotExist
OperationDenied.UinNotMatch
ResourcelnUse.SecretExists
ResourcelnUse.VersionldExists
ResourceNotFound.SecretNotExist
ResourceUnavailable.NotPurchased
ResourceUnavailable.ResourceDisabled
ResourceUnavailable.ResourcePendingDeleted
ResourceUnavailable.ResourceUninitialized
ResourcesSoldOut

UnauthorizedOperation.AccessKmsError
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