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MNMARFENS, BidEAR SSM SEEERRSA API 8k SDK RIRENSURAYEIRIAN, A8 REERFNEET,
B ISR RAVS M ERIE, FARMILIT:
o ERANMFHESIEREERER, ERERPNEFEAMEERENBX 4R, SRERESIME,

O FREVEAREAN RBIMRES:

func GetDBConfig() string {
dbConnStr := "user:password@tcp(127.0.0.1:3306)/test"
return dbConnStr

O fERERIANRAEMLE:

conn, err := sql.Open("mysql", GetDBConfig())
if err = nil {
// error handler

}

o {EF SSM ZEEBRSEZLIERE DB i, CiMAEEPTFIANFiE DB RIERER .
O FREVERAAN RBIRED:

func GetDBConfig(secretName, version *string) string {
credential := common.NewCredential(
secretld,
secretKey,

)
cpf := profile.NewClientProfile()

cpf.HttpProfile.Endpoint = endpoint
client, := ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.SecretName = secretName
request.Versionld = version

resp, err := client.GetSecretValue(request)
if err '= nil {
// error handler

}

return *resp.Response.SecretString

O {ERERINRAEINE:
A —
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secretName := "MySecretl"
version := "MyVersionl"
conn, err := sql.Open("mysql”, GetDBConfig(&secretName, &version))

if err '=nil {
// error handler
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(ERIER

TENAEFIFREESR, SRERERTEFMELSEIERNETRS
AT REBHEIREREASBRBIRETRERAES, RAEINBERERESENRNKSZDER, FaestlE
JEREER
ERA T R SEEHENNG, NREFEECHERERNKSIIERGER
FSREERR (LUITERJ SSM) EBREMNERT LEGR, &7 NAERMEERIKSERAIRM, FRIE
WSEIRENRE.

SSM SDK IheEfHE

BT SSM fRILRIEIERZIEIDEE, IREIEEKSZLERNRETE, BAZENFA T —ENBERSMY
SSM SDK.

RFREFETRER SSM SDK, (EANSIERFERFAFHNSHEINTERESMN, JLERRA— 1 TRNSEEER, F¢
KOS HIBAYIRENFNICEE RIS TS o

XEE

Golang 1.13 BLAERRZA .
Python 2.7 REAERRZ, Python 3 REALERRE

MRS

SSM EXEUREERHT AT ICEINIHE, SEMRKSHEG.
iBEigi%ER SDK fERRAK(ER SSM SDK. FEHERT SSM SDKPIERZIRZ SMEMI 5 SR AR R &R
iR, UAEEFRNAINSRPINERIER, MlBSkSEBLAUSHNSIEEEEEMERNRE.

BRI

1. TRIAETHE KMS BES5 , SSM EFERSERSA KMS FBERIZEHITMNE .
2. EEN=FE LEMEELD—SZEIRESH (BRIRSZE MySQL 26l ) , HemEuEERNME, Rt
BT E/V— 1 database. MNFKEIE MySQL 6, EE&R CIEMyYySQLLHI o

3. £ SSM =HIahEIB— I HiERE TR, HeXEIEEHERE . MRCIBEIEERRE, B20 SIBNEER
& o

4. 7T HEEE (CAM) =58 B, FRHEMTHS:
EeUEEEEIEAE SSM EHEEIEF MySQL ZFERRFS .
HBFWSHET API ZH, ATETFIRE Secretld 1 SecretKey BF API #9izial,.
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SDK{iEAi%EA

© R
AJEIET# SDK 53, RIFREEHIEMEI demo XE3ERER,

Golang-sdk
1. 3XEY go t&EiR:

(1) B17@<: go get github.com/tencentcloud/ssm-rotation—sdk—-golang/lib
(2) #EgolangImEH3IA:

import (
"github.com/tencentcloud/ssm-rotation-sdk-golang/lib/db"
"github.com/tencentcloud/ssm-rotation-sdk-golang/lib/ssm"
)

2. ¥tk DynamicSecretRotationDb 3%

dbConn = &db.DynamicSecretRotationDb{}

err := dbConn.Init(&db.Config{

DbConfig: &db.DbConfig{

MaxOpenConns: 100,

MaxldleConns: 50,

IdleTimeoutSeconds: 100,

ReadTimeoutSeconds: 5,

WriteTimeoutSeconds: 5,

SecretName: "test", /] EEE

IpAddress: "127.0.0.1", // EIBEESCHIRGARMELE

Port: 58366, /1 EIREESEBIRYBRliR O

DbName: "database_name", // {EEEEARIEURER, MNEAZ, NREEFIEE
EESEf, FEERFREIERE

ParamStr: "charset=utf8&loc=Local", // BiREEEAXNEESH

I

SsmServiceConfig: &ssm.SsmAccount{

Secretld: os.Getenv("secret id"), // FMkSHISecretld

SecretKey: os.Getenv("secret_key"), /| FHkSHISecretKey

Region: "ap-guangzhou", // iR EIEEFRARTFERYMELEE, BIRIBCIFBRIES, RIS
BRI HitX .,

s

WatchChangelnterval: time.Second * 10, // i EIRAS K& ETHRVEINE, —ARiEEARTE
IRBEH10F ~60F2ZiEHE

}
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https://github.com/TencentCloud/ssm-rotation-sdk-golang

RREERSR

3. FRENENIE S

“““golang
c := dbConn.GetConn() // &&: BXEEHIEBIEER, SHFERFMEGetConn()F3REER
#RIDBEE, BAERWSNIBPEFLISR, LEDBFEEK!
if err := c.Ping(); err != nil { // R=HIRRZ2FAPing () FZFNIXKSHBRIT AN, SEfRL
5, XEFHRALAITEFRJbIRET o
log.Fatal("failed to access db with err: ", err)
return

NN

4. RIAERE &R

“““golang
c.Close() // SNAREFBRHE, AIEMXRAMIEEERE . XS MBRANEE, MBEESE
RBEEXR

### [Python-sdk](https://github.com/TencentCloud/ssm-rotation-sdk-python)
1. ZREHE

" shell
$ pip install -r requirements.txt

2. BBEER

" python

WATCH_FREQ = 10 # IR REZMMIER, —RiEREiEIREHN 107 ~60/Zid
HE
db_config = DbConfig(
params={

'secret_name': "test", # EER

'ip_address': "127.0.0.1", # #iEEEikit

'‘port': 58366, # HIEEEIRO

'db_name': "database_name", # {SEEEFRIEIEES, NRHZ, WREEFIEIEESE
B, FEEEFRIEIERE

'‘param_str': "charset=utf8&loc=Local",
})

ssm_service_config = SsmAccount(
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'secret_id": os.getenv('SECRET ID'), # FEHSLrrIAAYSecretid
'secret_key': os.getenv('SECRET KEY'), # FIHEECFRA]AAYSecretkey
‘url": test_url,
'region': "ap-guangzhou" # EIFEIRATFERIMEE
})
config = Config(
params=-{
‘db_config': db_config,
‘ssm_service _config': ssm_service_config,
‘WATCH_FREQ': WATCH_FREQ
}

3. MR EIRENSR

"7 python
db_conn = DynamicSecretRotationDb()
err = db_conn.init(config)

4. SRENEURE e

" python
c = db_conn.get_conn() # E&: BRXFZHOLIEER, FMHEERAGetConn()RIREY
RFAIDBEE, BAEEWSNBPEFUIR, LIBDBIHEKK!
try:
c.ping() # REIPRZAAPing()FZEWAWSEBRITAM . RSP, XBFHAILL
HITE(FRIADIRIET o
except TencentCloudSDKException as e:
logging.error("failed to access db with err: {0}".format(str(
e.args[0])).encode("utf-8"))

5. XIABEREERE
“python

c.close() # SMARERBHN, JEMNXABIEEFEER. XS MERANRE, MBEETTE
REEEXER
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ii. I=HIBIKEL API SecretKey o
iii. (FABRE%$ANNE API SecretKey o
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d. BBERE/EE SDK.
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