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A BT

API 3t
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RIEEFATE: 2020-08-07 08:24:19

B1XE®

£76HIE: 2020-08-06 17:36:26
FREHESTIUTRE:
BEEEHH.

SO

« GetOpenid
» GetToken
* QueryDevAndRisk

SRS

+ DevinfoQ
» RiskDetail
» Riskinfo
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https://cloud.tencent.com/document/api/1169/47211
https://cloud.tencent.com/document/api/1169/47213
https://cloud.tencent.com/document/api/1169/47215
https://cloud.tencent.com/document/api/1169/47216#DevInfoQ
https://cloud.tencent.com/document/api/1169/47216#RiskDetail
https://cloud.tencent.com/document/api/1169/47216#RiskInfo

@ H% i:HE REEERET

mIEEFATE: 2021-06-23 11:39:38

RIDEER RERERET APl 3.0 4. 259 APHEONIEEMMENSE, K—HSHRETMARERD, K—#) SDK/CLI RFS API XX E—
B, SESEkRRENEREE. SHSSIRIERALEEREERBRETR. ESBR= API 3.0 fANMERESR: REA]

XHREREH(Risk Probe) & FiRBNRT, E% . BEE. P2PEFERTUMINIE . Bz TEEMNEZIEeH, SRiITERAFRST
B, BREPESS. B8, BY. RIZFWSHIEZIREERE, BHMEFRARIRRIES, REEVRSK.
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https://cloud.tencent.com/document/product/1278/46696
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mIEEFHATE: 2022-12-19 01:55:48

4 mitokentBXiEO

EORBM

GetToken

APIEESSHEX#EDQ

OB

QueryDevAndRisk

B RISEREXED

EOBH

GetOpenld

#&OIhae

$kHltoken

#Ahae

DevidRXIEEif

#Ohag

RPopenIDEif
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https://cloud.tencent.com/document/api/1169/47213
https://cloud.tencent.com/document/api/1169/47215
https://cloud.tencent.com/document/api/1169/47211

@ H% i:H.E REEERET

AABI
imREEH

IEEFRATE: 2023-02-22 01:43:05

1. BRS5 1tk

API ZiSiRiblEgiEN , AERmirittEiEAG& B rkp.tencentcloudapi.com , thXiSEEbggZFE, Hlanr-HitbaEE s rkp.ap-
guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE rkp.ap—guangzhou.tencentcloudapi.com 2—29,

R RESURAILSS, BIUSETIBRANNE .

R HER AP BEAR, AR REEEROSTRRMRS NN, *RSISibRFREERAB R/ AHSECIEPER, KOTSRS
HEROESNSHPER,

BRISTHSIEESIxRA:
PN b0 =
FEMIEIEN (5, RESEERK) rkp.tencentcloudapi.com
SERHBIR (7)) rkp.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) rkp.ap—shanghai.tencentcloudapi.com
bt X (I6R) rkp.ap-beijing.tencentcloudapi.com
Fargits X (FER) rkp.ap—chengdu.tencentcloudapi.com
ARt X (EFK) rkp.ap—-chongging.tencentcloudapi.com
BEAHRX(FESES) rkp.ap—hongkong.tencentcloudapi.com
WA ZRra (Fring) rkp.ap—singapore.tencentcloudapi.com
TAFRE(ER) rkp.ap—bangkok.tencentcloudapi.com
WARIER(FZXE) rkp.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) rkp.ap—seoul.tencentcloudapi.com
TAFIL(FER) rkp.ap—tokyo.tencentcloudapi.com
ZEFRE(FERIE) rkp.na—ashburn.tencentcloudapi.com
EETEER(EES) rkp.na-siliconvalley.tencentcloudapi.com
=X (S1E2) rkp.na-toronto.tencentcloudapi.com
Bt X ((Z=518) rkp.eu—frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE
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@ Hﬁ i:HE RS

X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 8!

« application/json (#7%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

195/ UTF-8 4wf5,
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5 E H% i:H.E RS EREt

~HSE

N =

P

mIEEFATE: 2023-03-28 01:54:54

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KiEiERo

AHSYARRTSRSERNERGERFTRTNEMESR.

ERERGE v3 RSN

BEGiEv3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRSERESEIE) , BERE, IFEAMERE, XI5 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER 875 v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFEHR—HE HTTP Header iEKLEH, INTFERFAR:

SHEM B Wik R

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action Sting = \ction KA. BIMEIRSEMEIEHAFIREN, BEN Describelnstances.

HTTP i&%ksk: X-TC-Region, iif&%, ARRRABEFIEBMuRAIEIE. BESSEOXES
Region String - BANSHEDXTAHSEH Region MUK, FE: REEROFBEEEZSY, BOXERESTSE
AR, WEIRPAEERIZSHBASER.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl i&RARTE], BI40
1529223702, #*i&: MRSKFBF[MHEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EHI APl B9kRZA . BUESEZOMEPASAHESE Version
B9IREE. BIANZ=ARSSZRIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEENZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
1HZ5i4%, FlNtEE cvm.tencentcloudapi.com BEFETRERE cvm. A=mEMEN rkp;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSEE, content-type 1 host JosigkLER;

- Signature: ESR/E, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR Bt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (B EOZIFSE ., BYE: zh-CN,
Language String a

en-US, zh-CN BEIF, en-US REIEX,
EigAFEES A bR ZIRSSRLFIFIRPHR+1, ROSHIRENRIEE Offset=0, REHE Limit=10, NEEREMRIRIER URL. &

RKLED . IERIETRBIGNT:
HTTP GET i&R&#93:

WRIFRE: BRRITE (bR ) ARSEEAE 589 #H66:


https://cloud.tencent.com/document/api/1169/47207
https://cloud.tencent.com/document/api/1169/47207
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) iERERFE ((USENZEOZE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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@ H% i:H_E RUBEIRET

ERERGE vI NARSH
ERZEEAE VI (BRSHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH

SHAWR bS] Wik R

BFRROSTR. MESEROMEPEASHARSE Action BIRIE. FINZIRSRFIDLH

Action String = 5ZX#EN, BYEH Describelnstances.
S8, ARIHRFEIZIEM M MBHOEIE. BOESHibEIESESEOEPBASHAHES
Region String - # Region A9I%EA, R REEROFREEEZSY, EOTEhaIbISEINkE, aBEPEE
BEiz2¥hTraEd.
Timestamp Integer = 280 UNIX Bfia#, mlicREf AP iERAEYE, $1911529223702, MR 5HFEIRTEEZES
= , REEEETHHER.
Nonce Integer 2 BEHIEREL, 5 Timestamp BX&iEk, AFMLEERE,
Secretld Strin - £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si . o BERER, ARBGIEWXERNEENE, SEAPREXIFVRASEITESH . BRTESEZESR
ignature String = e
Versi . o 124ERY API BOERAE . BUESZEZONEPASAHSH Version Bk, BIINZIRSEZAIERA
ersion String =

2017-03-12,

E#EHN, BaisziEF HmacSHA256 1 HmacSHA1., REiEEIESE53 HmacSHA256 i,

. . -
SignatureMethod  String & s HmacSHA256 SHXIESS, HEMRIER HmacSHAT IIEEE.
B) 22 EIFRSS FiMARIGRI L2 ST Token, EHARIEEIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZEARNTEERELL
Token FE&,
L . - EEZEOREES, (NESEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFEPEESIA RIS RLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HMl:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* kX EXAMPLE

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

HTTP POST iER&#I31:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

WRIFRE: BRRITE (bR ) ARSEEAE 5811 663


https://cloud.tencent.com/document/api/1169/47208
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1169/47208
https://cloud.tencent.com/document/product/1312

@ H% i:H.E REEERET

f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=

AKID¥*Hx3AAXEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 5812 #+66%:



@ HE i:HE REEERET
ZEBHIEV3

RIEEFATE: 2023-03-22 02:19:29

PITFERIET E85% v3 NESEE, ERESKRSEHSHNEERAERAE API BAEH. BRINMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

A LEHTES

BEREIIATARBEURIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAiE v, MEERS, STIFEXMBER, XiF JSON 18, POST ERZIFHES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BIRERL, EBIER AP| Explorer Ry “EZ 84" Ih8E, EIEERBIREA “AP1 3.0 BE v3” , AlLAEREFIEHITIOE, thEEER
SDK X3, EEZFERBIN= AP BEER 7 #ERNRIEES SDK, BRHKRTEIMEKRIE, WEHFE, ¥ Python. Java. PHP. Go.
NodeJS. .NET. C++,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR APl ARESR, SLAERELLAARS,
- SecretKey: BT API HRERNSH, wILAERAELLHED,
- BREFFIERERSFEIE, BRIHE, SWRERMFEL. SR, BUAEMEERLSTIE,

RIS EIENEGALSRINT:

1. BF BA=ZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERERAF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE 5813 #66:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% i:H_E RUBEIRET

TEURRSHEA NEXIFIFIREAFIF, STBRNEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEBNEERIVRTE;
3. BEOBESNSEMERE, AIETEEHIRESIRIAEINTER.

G, FeARSEEEFEZEONSE, RIRERREAIZIRENER. EXFRAMREON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. i, XBEARRTEHSAELSEMEOMASE, ARTLMRIBLGEERNEMSE, I Language 1 Token A%
(ZE HTTP L3RR E, N X-TC-Fi&k) -

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rrk | B
PREBEM NERRESESEN KGR BENIKRE, RRE—FEE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER SR
BRI ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIEBES POST,
CanonicalURI URI 2%, API 3.0 BIEAIESMHL (/) o

&2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHFE"", MF GETiERK, Wh URL &
@s (?) EEMNFEFEHNS, Fli0: Limit=10&0ffset=0,

iE&: CanonicalQueryString #E£% RFC3986 i#1T URLEncode, F#fE UTF-8, EEFERRIEE
SRR, FIEEFFEHORmGE, A5k,

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5814 661


https://tools.ietf.org/html/rfc3986

@ H% i:H_E RUBEIRET

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WREIERIMEIN TEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, R key:value\n E{H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENS, BLHEEESNEERMEKRIEEHRESBEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBLIES, WIBRIEREHLLES5TER, 1 CanonicalHeaders 8 2RILBRNAR—X
[fY. content-type # host JoutigELEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKRNSEE, MF GET &K, RequestPayload BEIEAZEZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRIAEIEREBMT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB FIH
BT HEHESERF S

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE 5615 #663



@ H% i:H_E RUBEIRET

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-

25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlREEiT—BIEE, BRUEXY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

IREHAIZRSE SecretDate . SecretService 1 SecretSigning 2Zi$IREIE, TREESFTITNZR, WEFERPELSE,

iHEE, FRENFIEES, HMAC ERMPSHIRFERIRER—#, SUSERERAE. W EASH key 01, HESH data EE. BER
EERHSRMTHEIENREE, BURESRMITENRFHH7EFIEANREIE, L ERR THEINE.

FEREM R

SecretKey [EfaHY SecretKey, BI GUStIXGARNDPQ86CcA9I8j0QYCN3*kkks
Date BP Credential 49 Date FERISE . IRHFIEES 2019-02-25,
Service BP Credential 189 Service FEIEE . URHIEIER cvm,

2) iHEES, hIBUT:
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@ H% i:H_E RUBEIRET

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

WREITEZRESE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 ,

4, 1% Authorization
RINT#8=UH#E Authorization:

Authorization =

Algorithm + ' ' +

'‘Credential="' + Secretld + '/' + CredentialScope + ', ' +
'‘SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREW faR
Algorithm Bg5i%, BEER TC3-HMAC-SHA256,
Secretld Z4AXIhEY Secretld, BI AKIDZz8krbs)5yKBZQpn74WFkmLPx 3%tk

CredentialScope RBEX, FIEBE, WRATEERRE 2019-02-25/cvm/tc3_request,
SignedHeaders MEX, S58LEMEE . IFREIEUES content-type;host.

Signature BHE, WREITEEER bedf67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

HRIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*k¥k+*x/20]19-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

REATENERERNMT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥**+x/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}

Foi=3Bn

fEEIRARA API 3.0 BY, #EERERERNBINZE SDK 3.0 , SDK #:RTESMERE, ARNAXEFRIRHNEMAEONT, #MAE2RSR SDK &
Do HASHFHREESE:
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A BT

Python
Java
PHP

Go
NodeJS
.NET
C++

TEREM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

« Signature Demo

ATEFENBREEREE, TEAMSIMREESHH, S LRNER LRSI, BEROES . FARNEOMSHNNER ERERdE0E, £
BRABREESLE, FAESER, IMARSEREMER SDKo.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_8;

/| BEIEWRIEIFSE TENCENTCLOUD_SECRET_ID, B/ AKIDZz8krbs|5yKBZQpn74WFkmLPx 3tttk
private final static String SECRET ID = System.getenv("TENCENTCLOUD SECRET _ID");

/| BEIZEWIEESE TENCENTCLOUD_SECRET_KEY, {EAXHIAI GuSt9IXxGARNPQq86cd98joQYCN 3Hkikiskk
private final static String SECRET_KEY = System.getenv("TENCENTCLOUD_SECRET_KEY");

private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm";
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https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/signature-process-demo

String host = "cvm.tencentcloudapi.com";

String region = "ap-guangzhou";

String action = "Describelnstances";

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/] EBRE, BENESTHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET _KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kokokokkkkkkkskkk 53% 4: m}% AUthOriZatiOn kokokokkkkkkkekkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

(
headers.put("X-TC-Action", action);
(

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

H \"X-TC-Action: ").append(action).append("\"")
H \"X-TC-Timestamp: ").append(timestamp).append("\"")

.append
.append("

.append(" -H \"X-TC-Version: ").append(version).append("\"")

(
(
(
(
(
.append(" -H \"X-TC-Region: ").append(region).append("\"")
.append(" -d "").append(payload).append("'");

System.out.printin(sb.toString());

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BB

# EERBIETE TENCENTCLOUD_SECRET_ID, {EARHIA AKIDz8krbs]5yKBZQpn74WFkmLPx 3k
secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")

# FEIGEWIETE TENCENTCLOUD_SECRET_KEY, fHAZGIAY Gu5t9XGARNpPg86cd98joQYCN 3 whkkik
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"&k#s#&"], "Name": "instance-name"}]}

http_request method = "POST"

canonical_uri ="/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"
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hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# RrkokRcRicok JEIE 3: HEIEES kkklikkkkok

# HEESHERL

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

St EEEREHAEEREEES 59% 4: mg AUthOriZatiOn skekokokokokokkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
' -H "Authorization: ' + authorization + """
' -H "Content-Type: application/json; charset=utf-8"'
'-H "Host: ' + host + '™
' -H "X-TC-Action: ' + action + ""
'-H "X-TC-Timestamp: ' + str(timestamp) + '
' -H "X-TC-Version: ' + version + "'
' -H "X-TC-Region: ' + region + "
"-d'" + payload + ")
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package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

nog™

"strings"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])
)

func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([]byte(s))

return string(hashed.Sum(nil))

}

func main() {

/| RERBEWHEIEE TENCENTCLOUD_SECRET_ID, {BEARHIE AKIDZ8krbs)5yKBZQpn74WFkmLPx3#kirits
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

/| BEEIZEWIREESE TENCENTCLOUD_SECRET_KEY, {EARAIAI GuSt9IXxGARNPQq86cd98joQYCN 3tttk
secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")

host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm
version := "2017-03-12"
action := "Describelnstances"

region := "ap-guangzhou"
//var timestamp int64 = time.Now().Unix()
var timestamp int64 = 1551113065

// step 1: build canonical request string

httpRequestMethod := "POST"

canonicalURI :="/"

canonicalQueryString :=""

canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURI,
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canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Printin(string2sign)

// step 3: sign string

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3_request", secretService)

signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.Printin(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\

-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
fmt.Printin(curl)

}

<?php
/| FEREWIRZE TENCENTCLOUD_SECRET_ID, {E77R{IAY AKIDZ8krbs)5yKBZQpn74WFkmLPx 3kt
$secretld = getenv("TENCENTCLOUD_SECRET _ID");
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/| BEIREIRZE TENCENTCLOUD_SECRET_KEY, fEAFHIAI GuStIXGARNPG86cd9I8joQYCN3*Hriix
$secretkKey = getenv("TENCENTCLOUD_SECRET_KEY");

$host = "cvm.tencentcloudapi.com";

$service = "cvm";

$version = "2017-03-12";

$action = "Describelnstances";

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
$httpRequestMethod = "POST";

$canonicalUri = "/";

$canonicalQueryString = "";
$canonicalHeaders = implode("\n", [
"content-type:application/json; charset=utf-8",
"host:".$host,
"x-tc-action:".strtolower($action),

1;

$signedHeaders = implode(";", [
"content-type",

"host",

"x-tc-action",

)R

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], : "instance-name"}]};
$hashedRequestPayload = hash("SHA256", $payload);
$canonicalRequest = $httpRequestMethod."\n"
.$canonicalUri."\n"

.$canonicalQueryString."\n"
.$canonicalHeaders."\n"

.$signedHeaders."\n"
.$hashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/".$service."/tc3_request";
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

.$timestamp."\n"

.$credentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3_request", $secretService, true);
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$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);
echo $signature.PHP_EOL;

// step 4: build authorization

$authorization = $algorithm

." Credential=".$secretld."/".$credentialScope

.", SignedHeaders=".$signedHeaders.", Signature=".$signature;
echo $authorization.PHP_EOL;

$curl = "curl -X POST https://".$host
." -H "Authorization: '.$authorization.""

.' -H "Content-Type: application/json; charset=utf-8"'
."-H "Host: '.$host.""

." -H "X-TC-Action: '.$action.""

' -H "X-TC-Timestamp: '.$timestamp.""

.' -H "X-TC-Version: '.$version."""

.' -H "X-TC-Region: '.$region.'""

. -d ".$payload.""";

echo $curl.PHP_EOL;

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'digest’

require 'json'

require 'time'

require 'openssl'

# BB

FERBEFETE TENCENTCLOUD_SECRET_ID, {E7RAIEY AKIDZ8krbs)5yKBZQpn74WFkmLPx3#kirsk
secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
# BERBEFELE TENCENTCLOUD_SECRET _KEY, {BIRHIE GuStOXGARNPG86cd9I8j0QYCN3*kHkrkx
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com’

endpoint = 'https://' + host

region = 'ap-guangzhou'

action = 'Describelnstances'

version = '2017-03-12'

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to i

timestamp = 1551113065

date = Time.at(timestamp).utc.strftime('%Y-%m-%d')

# Rkl AR ] 1 HHEEIEIKER kK
http_request_method = 'POST!

canonical_uri ="'/'
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canonical_querystring ="

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:# {action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action’

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name’, 'Values' => ['k&p&'] }] }

# payload = JSON.generate(params, { 'ascii_only' => true, 'space' =>"'"'1})

# json will generate in random order, to get specified result in example, we hard-code it here.
payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

l.join("\n")

puts canonical_request

# FRkeRRoklok LEIE D HEEIESC o ar fokkkliokkkokok

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

I.join(*\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256')

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

# skekskokokokokskkkkkk 55% 4: mg AUthOriZatiOn skekskskokokokskkkk>kk

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
+ ' -H "Authorization: ' + authorization + """\
+ ' -H "Content-Type: application/json; charset=utf-8"" \
'-H "Host: ' + host + "'\
' -H "X-TC-Action: ' + action + """\
' -H "X-TC-Timestamp: ' + timestamp.to_s + """\
-H "X-TC-Version: ' + version + """\
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+ ' -H "X-TC-Region: ' + region + """\
+ " _d m + payload + un

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex(string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] HmacSHA256(byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> BuildHeaders(string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, O, O, O, 0, DateTimeKind.Utc);
long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;
string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"
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+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

J] FFRRRRRRRRokk ST 31 HHEIESA FRRrkkRkk ok

byte[] tc3SecretKey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3_request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

// kokokokkkkkkkokokk -}fg% 4: m}g Authorization kokokokkkkkkkokokk
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");

headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);

(
(
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());
(
(
(

return headers;

}

public static void Main(string[] args)

{

/| ZREBE

/| BEGEFIETE TENCENTCLOUD_SECRET_ID, {EARMIAY AKIDZz8Krbs)5yKBZQpn74WFKmLPx3 ik
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string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
/| BEREWMFIEE TENCENTCLOUD_SECRET_KEY, {EA74IA Gu5t9XGARNDPQ86Ccd98joQYCN 3kt
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

/] T REERIERE, RAEEE2019-02-26 00:44:25, WSHERTE, NREREH, ER2{ER:

// DateTime date = DateTime.UtcNow;

/SRR, ZiNIEESR—RAUTCHIEE, SUSSHE

DateTime date = new DateTime(1970, 1, 1, O, O, O, O, DateTimeKind.Utc).AddSeconds(1551113065);

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodeJS

const crypto = require('crypto');

function sha256(message, secret = ", encoding) {
const hmac = crypto.createHmac('sha256', secret)
return hmac.update(message).digest(encoding)

}

function getHash(message, encoding = 'hex') {
const hash = crypto.createHash('sha256')
return hash.update(message).digest(encoding)

}

function getDate(timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear()

const month = ('0' + (date.getUTCMonth() + 1)).slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)

return “${year}-${month}-${day}"
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function main(){

/| BIREH

/| EEGENIETE TENCENTCLOUD_SECRET ID, {BARAIAY AKIDZ8krbs)5yKBZQpn74WFkmLPx3ikikkk
const SECRET _ID = process.env.TENCENTCLOUD_SECRET _ID

/| BEIREWFIEEE TENCENTCLOUD_SECRET_KEY, (A GuSt9IXxGARNPQq86cd98joQYCN 3tk
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

//const timestamp = getTime()

const timestamp = 1551113065

//RdiERb I8, SRERTH RAiE H

const date = getDate(timestamp)

J] FFRRRkRRkokk AEIEE 11 HHEHITEIEIRER Frrbekrkokik

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash(payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.toLowerCase() + "\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash(canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)

J] FFRRRRRRRRokk ST 31 HHEIESAR FRkrkkRkk iRk
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const kDate = sha256(date, 'TC3' + SECRET_KEY)
const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)
const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)

// kekokkkkkkkkokokk ggg 4: m}g Authorization kokokokkkkkkkkkk
const authorization = algorithm + " " +

"Credential=" + SECRET _ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
' -H "Authorization: ' + authorization + "'

' -H "Content-Type: application/json; charset=utf-8"'
'-H "Host: ' + endpoint + "

' -H "X-TC-Action: ' + action + ""

' -H "X-TC-Timestamp: ' + timestamp.toString() + "
' -H "X-TC-Version: ' + version + "'

' -H "X-TC-Region: ' + region + ""

+
+
+
+
+
+
+
+

n _d m + payload + mn
console.log(curlcmd)
}

main()

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>

#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data(int64_t &timestamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

strftime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
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utcDate = string(buff);
return utcDate;

}

string int2str(int64 _t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string sha256Hex(const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256(const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC _CTX new();

#endif

HMAC _Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC_Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup(h);

#else

HMAC_CTX_free(h);
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#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i<len; i++)
{

ss << hashl[i];

}

return (ss.str());

}

string HexEncode(const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;
output.push_back(lut[c >> 4]);
output.push_back(lut[c & 15]);

}

return output;

}

int main()

{

/| BIREH

/| BEEGENIETE TENCENTCLOUD_SECRET ID, {BAFRAIAY AKIDZ8krbs)5yKBZQpn74WFkmLPx3*kkikkk
string SECRET _ID = getenv("TENCENTCLOUD_SECRET ID");

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {BEAZfI#I GuSt9IXGARNPq86cd98joQYCN 3kt
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
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string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

J] FFRRRRR IRk K LEIEE 31 HHEISEER Hokkkkk kR

string kKey = "TC3" + SECRET _KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3_request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

// kekokokkkkkkkokkk 53% 4: m}% AUthOriZatiOn kokokokkkkkkkskokk
string authorization = algorithm + " " + "Credential=" + SECRET _ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"

" -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

" -H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"

" -H \"X-TC-Version: " + version + "\"\n"

+ " -H \"X-TC-Region: " + region + "\"\n"

+"-d'" + payload + "\'";

+
+
+
+
+
+

cout << curlcmd << endl;
return O;
};
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#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

void get_utc_date(int64_t timestamp, char* utc, int len)
{

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

stritime(utc, len, "%Y-%m-%d", &sttime);

}

void sha256_hex(const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);

SHA256 Update(&sha256, str, strlen(str));
SHA256_Final(hash, &sha256);

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
strcat(result, buf);

}

}

void hmac_sha256(char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC _CTX new();

#endif

HMAC Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC_Final(h, hash, &len);
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#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void hex_encode(const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size_t len = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void lowercase(const char * src, char * dst)
{

for (inti = 0; src[i]; i++)

{

dst[i] = tolower(src[i]);

}

}

int main()

{

Il BSREE

/| BERERIEISE TENCENTCLOUD_SECRET_ID, B/ AKIDZz8krbs|5yKBZQpn74WFkmLPx 3kttt
const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

/| BEREWIEISE TENCENTCLOUD_SECRET_KEY, {EAfI# Gu5t9IXGARNpPg86cd98joQYCN 3kt
const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";

const char* region = "ap-guangzhou";

const char* action = "Describelnstances";

const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));
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const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
char hashed request _payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical _request, hashed canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};

sprintf(k_key, "%s%s", "TC3", SECRET_KEY);

char k_date[64] = {0};

hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};

hmac_sha256(k_service, "tc3_request", k_signing);

char k_hmac_sha_sign[64] = {0};
hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
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@ H% i:H_E RUBEIRET

hex_encode(k_hmac_sha_sign, signature);

printf("%s\n", signature);

// kokokokkkkkkkkkk 53? 4: }#E AUthOriZatiOn kokokokkkkkkkkkk

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET _ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlcmd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);

printf("%s\n", curlcmd);
return O;

}

SREM

FHEUTESEMAIEIRD, SRESEIRERLE,
$5iR18 SHIRHA
AuthFailure.SignatureExpire FEZiIH, Timestamp SIRSEEIEWEIEKROTEEERSEIHS .
AuthFailure.SecretldNotFound = ZAREFE. FREHAEERASERER, RRLEHNTEFHES TFH.

. . . FEEIR. JHESBTHER, AEXILS5IFEENASAEGTS, thEREEEEA SecretKey &
AuthFailure.SignatureFailure

E=EE
AuthFailure.TokenFailure IEEHES Token $EiRo
AuthFailure.InvalidSecretld ZiAdEE (2= AP B$A%ER)
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@ H§ i:HE MBS IREL
EBHE

=IEEFHATE: 2023-01-11 02:46:36

BEEEVI BR5A, ERNEMZEMESTMERSE v3, EFEREEEE v3.

BUREER, BIER API Explorer FRlY “SZ 8RR IhaE, EREEZIRES “API 3.0 £8 v1” , AILAERSZERHITINE, FRETISRE
ESHNEER6), ATEEER SDK $18. EFERBN= API BBER 7 MERNRIZES SDK, BEETESERIE, BEFR, X
Python. Java. PHP. Go. NodeJS. .NET. C++,

=R API Explorer <> S

fZaILAiEE APl Explorer B9 [ €& 545 | BRESSMEOEZMEMTE,

Bz APl S8 MEIIERHITESMHIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REEIEEIE Secretld #l SecretKey; ERAPESBEREREIE, BRIt ZAPIZHANH Bi5, BNEEERZ APl %
Ao

1. RERSFIE

EE—RER= API 280, i5RIE = AP|I ZERE HERLEIE.
RLEIERIE Secretld 1 SecretKey:

« Secretld BF#riR APl HB&B%

+ SecretKey BFMEEZFHFEMRSHRIRIGIEZEZFTRAIIZNR.
- BR$ATERERSSIE, BRtdE.
HEREEIENEFSBINT:

1. B3 BAZSEPOENE .
2. gift = AP| Z5H pEFI&TRE
3.7 = API Z5H U@, 2iE [ #E=A | BiaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER SR
BT ZR&EiESecretld fl SecretKeylg, MALVERBEZRT . UT2EREEHZE v1 £RESBAYFMEEE:
i FAPEY Secretld #1 SecretKey HB3IE:

« Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kkkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikik

R XBERET, SRERAFEERIE Secretld 1 SecretKey i#{TIREER{E!
LIRS 2B EELGIFIR (Describelnstances)idXkAfl, HRAFERX—EON, HiERSHETEENT:

BB a3z (]

Action Bt Describelnstances

Secretld ) AKIDz8krbs)5yKBZQpn74WFkmLPx3#kskkks
Timestamp HEURTiEE 1465185768

Nonce BB IEZEEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ H% i:H_E RUBEIRET

SHER 24 S4E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APAULMRMELRRZERNEMSE, i Language 1 Token 2HSH,

2.1. He¥HF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#THE, SHERISYRET, F25tXk0; 2) % ASCII 8
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 Bl, FRIEFEER, BFARIEHE. ARULUERIZEE S PAEXCHEFRERCMIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkkt
'Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESTRN, TN EEREIPHSEHTHR, SRINER—E,

2.2. HHEERFTER

WS BRERRIERFFHR

BB L—SHIFIFINERSEUELRE “SHSHR-28E” BEX, W3 Action 28, HSHE#A "Action" , B2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “S¥E" FRIETIE url KRE0E.

ARBEACENSISHA" HEE—E, REEMIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretid

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFHH

IS BRE R E R F SR
BERENFHFRAMU T SEMA:

1.1EK75E: XI5 POST #1 GET A=, iXEB(FER GET i&XK, EEBHEZIEXE,

2. i5REN:EELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. EREER: HERAZAPINBERERZEES / -
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@ H% i:H_E RUBEIRET

4. {ERFFR: B E—SERRNERFFS,

BBENEAHHERMNA: BRTE + BREN HEKRERE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEEEH

U REMEZR R,
E5E6EA HMAC-SHA1 B E—ShiREMNERRIFRHRHITES, ABISEMNESR(ER Baseb4 #HiTHD, BIRRERENESH,

BFREIT, KL PHP iESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3**+rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

]:bEs=:pok

B

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEEREIPHESGHTERIIE, SRINESRSHIFHrI—XEN.

3. S ERHG
ERMESSHTEEBEREREYN, BEVELHEST URL 8.

N E—EERNZZHEA zmmjn35mikh6pM3V7sUEuX4wyYM= , RELEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$ATFEMREER URL,

R MRAPKNIERGZRE GET, Bk&iERAZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iEiERrIAR
HERSYWEDTEEN URL B, SHEN-HFSTEERN. IF ASCIl FFHE URL HHIRELLI UTF-8 #1748,

HE: FUGREENNEESAMARAESEETT urlencode, EXMIERAT, RMFABENESHHAT URL KDY, EUMXK URL FESSHE
LM

R RfteSEhMEHRTHRD, KERA RFC 3986, (A %XY NHFHFMRFHTESLLHS, BP X" 1 “vV” B+AH#HFHF (0-9
MXBSF8 A-F) , ERNSRSIEESR.

4, EREW

RIESCRREN, FEMTESXWANEIR, SRIESCIRERGE,
RIS SHIREIR
AuthFailure.SignatureExpire FEITHA
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

<f£EE) H;?iTliEi RUBEIRET

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

TESCIREA API 3.0 BY, #EFEREERNMEINZE SDK 3.0 , SDK #3RTEEMIRE, ARERAXFFRERHENEFEONT, FMREESR SDK #
Lo HAIZIFHNREESH:

« Python

- Java

e PHP

- Go

» NodeJS

« .NET
o« C++

TERM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

ATEFRIRESELRE, THUERREESHM, S ERNESERERESN, SXRES .. BRNEONSHNEERI RS dEE, {
BRAIBEESEE, ATEGERNE, ZFARIEREER SDK .

REHBAY url BI8EA: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRAPRNEAREEN, HEREAZRAL0AE, EMREI url EEEPITHEER curl EHSRARSEEERER: B8
Hl, ATEE—NEILAEERER url , SEEXRHIFET Secretld 1 SecretKey AELRIZEH, HERRFZHFINIEEMES Timestamp o

R ETENTATR, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHNIRFERRE, EXHFZMERE. SBRES
e, BESITEIEREIE.

EE: UTRIBERT API 3.0, FREERRATHMMINESIRE, BRI RAISTIR LS AIE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/signature-process-demo

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/| EBRERGSEHTFHHAE, LkATreeMapfRiEliE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/I EFRERAI Uit SHIRFREER

for (String k : params.keySet()) {

/| BEXERFBHITurlencode, HFkeyMRENFE, HULNHEvaluei#fTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap®a]LABGhHEF

// SERFEFRRT R 24 (EFRREN AL, HIEN: params.put("Nonce", new Random().nextlnt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // Att&#

/1 SEFFEA RN ER RS ZAATE, fIE0: params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AESE

/| BERBFEEE TENCENTCLOUD_SECRET_ID, B3R AKIDz8krbs)5yKBZQpn74WFkmLPx3*xiri
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET _ID")); // A¥&#

params.put("Action", "Describelnstances"); /| A &%

params.put("Version", "2017-03-12"); // A2

params.put("Region", "ap-guangzhou"); // A&XSH

params.put("Limit", 20); // WSS

params.put("Offset", 0); // WHBSE

params.put("Instancelds.0", "ins-09dx96dg"); // WES#

/| BERBIFETE TENCENTCLOUD_SECRET_KEY, {B7HI# GuStIXGARNPQ86Ccd9I8joQYCN Sk
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD_SECRET_KEY"), "HmacSHA1")); // A&
£

System.out.printin(getUrl(params));

}

}

Python
: WIRZE Python 2 KIFHIETT, FEFRRE requests (K§iE: pip install requests ,
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import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou’,

'Secretld' : secret _id,

'"Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

package main

import (
llbytesll
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"crypto/hmac"
"crypto/shal"
"encoding/base64"

“fmt"

0s
"sort"
"strconv"

)

func main() {

/| BEREWIEISE TENCENTCLOUD_SECRET_ID, B/ AKIDZz8krbs|5yKBZQpn74WFkmLPx 3kttt
secretld := o0s.Getenv("TENCENTCLOUD_SECRET ID")

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {BEADZAII GuSt9IXGARNPg86Ccd98joQYCN 3kt
secretKey := 0s.Getenv("TENCENTCLOUD SECRET KEY")

params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),

"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",

"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {
k := keysli]
buf.WriteString(k)
buf.WriteString("=")

buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)

(
(
(
(

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())
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fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

<?php

/| BEREWIETE TENCENTCLOUD_SECRET_ID, {E/37-#l#9 AKIDz8krbs)5yKBZQpn74WFkmLPx3¥kkix
$secretld = getenv("TENCENTCLOUD_SECRET _ID");

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {EAZFIK GuSt9IXGARNPQq86cd98joQYCN 3tk
$secretkKey = getenv("TENCENTCLOUD SECRET_KEY");

$param["Nonce"] = 11886;//rand();

$param["Timestamp"] = 1465185768;//time();

$param["Region"] = "ap-guangzhou";

$param["Secretld"] = $secretld;

$param["Version"] = "2017-03-12";

$param["Action"] = "Describelnstances";

$param["Instancelds.0"] = "ins-09dx96dg";

$param["Limit"] = 20;

$param["Offset"] = 0O;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value ) {
$signStr = $signStr . $key . "=" . $value . "&";
}

$signStr = substr($signsStr, 0, -1);

$signature = base64_encode(hash_hmac("shal", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// $param["Signature"] = $signature;

/I $url = "https://cvm.tencentcloudapi.com/?".http_build_query($param);

// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require '‘base64'
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# BEIGBWIRTE TENCENTCLOUD_SECRET_ID, BRI AKIDZ8krbs|5yKBZQpn74WFKmLPx3#kkiikk
secret_id = ENV["TENCENTCLOUD_SECRET ID"]

# BEIZENIRES TENCENTCLOUD_SECRET_KEY, {HADZMFIAY Gu5t9XxGARNPg86cd98joQYCN 3 rhtkitk
secret_key = ENV["TENCENTCLOUD_SECRET KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'Describelnstances',
'Instancelds.0' => 'ins-09dx96dg',
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

‘Timestamp' => 1465185768, # Time.now.to_i
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&')

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

# require 'net/http’

# uri = URI('https://' + endpoint)

# uri.query = URl.encode_www_form(data)
# p uri

# res = Net::HTTP.get_response(uri)

# puts res.body

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{
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byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string MakeSignPlainText(SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void Main(string[] args)

{

/| BIREH

/| BEiIgERIET=E TENCENTCLOUD_SECRET_ID, {EA6IAY AKIDZ8krbs)5yKBZQpn74WFKkmLPx3¥ikickick
string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");

/| BEIREIREE TENCENTCLOUD_SECRET_KEY, fEAFHIAI GuStIXGARNPG86cd9I8joQYCNI*Hriik
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // Bi@l&k 2019-02-26 00:44:25, it SE e, VASEERAE
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

// param.Add("Nonce", Math.Abs(new Random().Next()).ToString());

param.Add("Timestamp", RequestTimestamp.ToString());

param.Add("Version", version);

param.Add("Secretld", SECRET_ID);
param.Add("Region", region);
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SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function get _req_url(params, endpoint){
params['Signature'] = escape(params['Signature']);

const url_strParam = sort_params(params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam.slice(1);

return strSign;

}

function shal(secretKey, strsign){

let signMethodMap = {'HmacSHA1'": "shal"};

let hmac = crypto.createHmac(signMethodMap['HmacSHAL'], secretKey || "");
return hmac.update(Buffer.from(strsign, 'utf8')).digest('base64')

}

function sort_params(params){

let strParam = "";

let keys = Object.keys(params);

keys.sort();

for (let k in keys) {

//k = k.replace(/_/g, '.");

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main(){

/I RS

/| FEREWRZE TENCENTCLOUD_SECRET_ID, {H77R{IAY AKIDZ8krbs)5yKBZQpn74WFkmLPx 3kt
const SECRET_ID = process.env.TENCENTCLOUD_SECRET_ID

/| BEIREWRZESE TENCENTCLOUD_SECRET_KEY, fEATHIAY GuStIXGARNPGB6CAIBjOQYCN 3 kiikik
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"
const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "Describelnstances"
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const Timestamp = 1465185768 // Bi@&; 2016-06-06 12:02:48, LSEEHRFHI, LASLERAE
// const Timestamp = Math.round(Date.now() / 1000)

const Nonce = 11886 // BENLIEEESL

//const nonce = Math.round(Math.random() * 65535)

let params = {};

params['Action'] = Action;
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] = Nonce;
params['Region'] = Region;
params['Secretld'] = SECRET_ID;
params['Timestamp'] = Timestamp;

params['Version'] = Version;

11 SRR FH SR E

strParam = sort_params(params)

112, BHEE SR

const reqMethod = "GET";

const path ="/";

strSign = formatSignString(regqMethod, endpoint, path, strParam)

// console.log(strSign)

/I 3. £RRERZH
params['Signature'] = shal(SECRET_KEY, strSign)
console.log(params['Signature'])

/I 4. #HiTurlgRrBFHHEERUr

// const req_url = get_req_url(params, endpoint)
// console.log(params|['Signature'])

// console.log(req_url)

}

main()
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@ H% i:H_E RUBEIRET

IR [E]455R

RIEEFATE: 2022-07-21 06:15:32

R BERREERERSRERLET , M HTTP KESHEE1200, AILEENSHSOERBREREN, B HTTP KEBRE200, T2
401,
IFfRIBEISSR

LIRSS 2ERIEOEELHAETIZE (DescribelnstancesStatus) 2017-03-12 kA6, SiEAKIN, ET&HEEITA:

{

"Response": {

"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REERFE, TiCERKRINEE, RE APIQGET, WHBERIRE,

« Requestld BF—/ APIi&EREIE—IRH, WNE API BIBE, TR, FRMHZ 1D REREDE,

o BRTEEMFRIN, HREARMMEOEXHFE, FRMEOMRERNFRSMEOXEPHEN . HHIHE TotalCount
InstanceStatusSet #73 DescribelnstancesStatus EOEXFER, HFRARSKWAFREERERRSEEEM], Elt TotalCount £
WiERTAIREES 0, InstanceStatusSet FIRAZE,

HIREESR

HiEAXY, HiEEERGMTA:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
iz

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

+ Error BIHIMAREREZISKERLM . Error ZEEREREREY Code 1 Message FERTERALWIT 24X EIRERT

+ Code RFEMFHIBAYEIR, HiERHENTASGIREZERBEATEIREIZHIEON NS RETIRESRINEEBRL R
+ Message ERHTRMERAENEFERRE, BEWSEBHALMA L, BNAAELSEERISTERER, ARARERIXMNREE.

« Requestld BF—/ APIiERIE—IRH, MR API BISE, TR, F2MZ 1D REAREDE,

AHHEIRB

IREIZERPINREFE Error FER, WRFER APl #0O%M. Error FfY Code FERETRRIRG, FRASEHIREHIMANEIRIBAALEIRG, B8
EIEIRISIRBESEARTR “API X" BRTH “EiRiE7 THE.
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@ H%I:HE LR

S g A HY
SEZER
RIEEFRATE: 2022-08-10 06:44:32

ERIESRZ API 3.0 WA SN HSECHF N T LSRR

+ String: Z&F &,

* Integer: B8, FRATHFS64UELE, SDK 3.0 FRFEESIFHILEEMER, BLIFERRREESHRABEEY, 4N Golang By
uint64,

+ Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BEAEN. Flgn: 2022-01-01,

« Timestamp: FfF&, MEig=, fa0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFRE, MRER (GB/T 7408-2005581FwiiEtgNER R HENEETE) . BiXUERREESIMEEHRITEER.
f5gn: 2022-01-01T00:00:00+08:00,

« Binary: Z#HHIAS, BELMFEMNGERINEN
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ H% i:H_E RUBEIRET

APIRSSBxEO
Devid X [&Eif

RIEEFRATE: 2023-02-17 04:56:20

1. EOE

EOiEKRES: rkp.tencentcloudapi.com ,

BRXERERMEDED, AABEFNABERENSSEER, BEBAAKIEREED, ALUERRERNREER, TRIZEEPIIREID, F
BiRRIRSEMIRKE, BREFWSEREPINLENE, FREWIRE,

EUAMZOERINERIRS]: 10000%/%

T (ER API Explorer <> =i

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTIZOFEN . EUTEESRRAANERASTIEDSERIARBMER SDK
AT

2. MANBH
UTERSHIIRNFIE TEOBRSHEMBA ALY, RBEARSHFIRR AHERSH,
BHEM Wik ESid) iR
Action = String ~H2E, AEOBE: QueryDevAndRisko
Version = String ~HSH, FEORE: 2019-12-09,
Region & String ~HSY, MEOFTEEBLSH.
DevType = Integer REER 0FRAndroid, 1%ERIOS
Imei B String Android Imei&
Mac ) String Macittiit
Aid ) String android Aid
Cid & String Android Cid
Imsi & String Fimsi
Df & String Df REHNXER
KernelVer & String (LTS
Storage & String EhiEK
Dfp S String IRBIRRNIEL
BootTime & String FaEhAdE
Resolution & String PR KFHER B
RingList S String ®ETIR
FontList B String FiRFIER
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SHEM Wik ESid] 3%

SensorList 5 String RIS

CpuType & String CPUE!S

Battery & String HBitaE

Oaid & String {S@kRr-&=ID

Idfa = String 10S I&ID

Idfv & String 10S RZAID

DeviceName & String IREBMR

IphoneModel = String IOSFHES

Fingerprint & String Android 8%

Serialld & String Android 515
L

SHEW ESid) HER

Found Integer =EEE

CEE 2R A
AllCnt Integer S FEAAEEE null, BREREERE.
CEEIEEER
Match A f Devinf
atches fray of DevinfoQ SR WFETASEE null, EREURESMIE.

Requestld String K—iEXK ID, BRIERBERE, EERNFEREIZRIEKRN Requestld,
4. 76
7HH1 DevQiEO
MATH

https://rkp.tencentcloudapi.com/?Action=QueryDevAndRisk&DevType=0

&<AHERSEH>

L b

{
"Response": {
"Requestld": "5e93a212-ca01-0fdc-eedd-5alfce5e83e6",

"Found": -1
¥
¥

5. FRERR

WRIFRE: BRRITE (bR ) ARSEEAE 5654 663


https://cloud.tencent.com/document/api/1169/47216#DevInfoQ

A BT

BR= APl EE&

RS ERE

Bz APl £ & R4S API XXHH. $#8iRt5. APl Explorer % SDK $RFHA—EOTE, HEENE—AOEARERBAZIZHIETE API R

e

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP RBBR, HEMERSIESRAN API K13, tEalgiiE AP Explorer 7L

ifo

SDK

= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENIRA AP,

« Tencent Cloud SDK 3.0 for Python
« Tencent Cloud SDK 3.0 for Java

« Tencent Cloud SDK 3.0 for PHP

« Tencent Cloud SDK 3.0 for Go

« Tencent Cloud SDK 3.0 for NodeJS
« Tencent Cloud SDK 3.0 for .NET

« Tencent Cloud SDK 3.0 for C++

« Tencent Cloud SDK 3.0 for Ruby

BSTIR
+ Tencent Cloud CLI 3.0

6. HHiRE

MRS 72O S3iZEEXAEIRE, EfhiEiRiBiEn

§ERED

AuthFailure.CapSigError
AuthFailure.Expired

InternalError
InternalError.BackendLogicError
InternalError.ServerError
InternalError.SignBackendError
InvalidParameter.DevTokenlnvalid
InvalidParameter.ParamError
InvalidParameter.Tokenlnvalid
InvalidParameter.UrlError
InvalidParameter.VersionError
InvalidParameterValue
InvalidParameterValue.BadBody
InvalidParameterValue.BodyToolLarge

InvalidParameterValue.CapMisMatch

WRIFRE: BRRITE (bR ) ARSEEAE

AHEIRT .

ik
RIEREREIR.
iERidH,

PIEREEIR -

WS EimBIEEIR .
[RiREEIR
XEAEIRER.
DevTokenFaH. FHSHFIHRFITE.
SR,
tokenA I FAELIEH o
URLSEIR.

IRAEEIR o
SHEEEIR.
BEXKbodyigiz.
EREEKX,

IIEA T
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InvalidParameterValue.HttpMethodError
LimitExceeded.FreqCnt
LimitExceeded.lpFreqCnt
LimitExceeded.KeyFreqCnt
LimitExceeded.ReplayAttack
ResourceNotFound.InterfaceNotFound
ResourceUnavailable.NotAllready
ResourceUnavailable.PermissionDenied
UnauthorizedOperation.AuthFailed

UnknownParameter.SecretldNotExists
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# ritokentBXizO
sxEltoken

mIEEFRATE: 2023-02-17 04:56:20

1. &OEE

EOiERES: rkp.tencentcloudapi.com ,
$XEtokeni®O.
EOAEOIERTEIRE: 200%/% .

#=ER API Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTIZOFEN . EUTEESRRAANERASTIEDSERIARBMER SDK
AT

2. M NBY
UTERSHIIRNFIE TEROBRSHEMBI LS, RBAHSYFIRR AHIERSH,
SHEBM Wi B faik
Action = String ~sY, AEOBE: GetToken,

Version 2 String ~HSE, AEORE: 2019-12-09,
Region B String ~sY, MEOFTEERILSEH,
Businessid = Integer WS3ID
Scene 2 Integer WEFins
BusinessUserld B String WSEMMSHERTRIARID
AppClientlp & String FRARWAEIP
ExpireTime B Integer i EARTE]
OldToken B String L+—4*token
3. e
BHEM S iR
Token String iEZ[Eltoken
ExpireTime Integer T HARE]
Requestid String H—iEXK ID, BRIEKREMIRE, EMDMITHEERMIZRIEKRE Requestld,
4. 76
761 RPGetToken
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POST / HTTP/1.1

Host: rkp.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: GetToken

<AHERSH>

{

"Businessld": 0,
"Scene": 0,
"ExpireTime": 0,
"AppClientlp": "xx",
"BusinessUserld": "xx",
"OldToken": "xx"

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5alfce5e83e6",
"Token": "fafdafldsf;jds"

}

}

5. FREGR

BR= APl £&

EBil= APl SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARMLNRE APl R
£

API Inspector

HBPEEE API Inspector BERHIGE—SIRIEXEN AP ARBER, HEERZIESIRAR API {13, tEaJgiiE AP| Explorer #TEZ&R
ifo

SDK
= AP| 3.0 R TERENFRIEE (SDK) , MIFSMREIEIES, REEHEIEA AP,

« Tencent Cloud SDK 3.0 for Python
« Tencent Cloud SDK 3.0 for Java

« Tencent Cloud SDK 3.0 for PHP

« Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
« Tencent Cloud SDK 3.0 for .NET

« Tencent Cloud SDK 3.0 for C++

« Tencent Cloud SDK 3.0 for Ruby

BSITIR

WRIFRE: BRRITE (bR ) ARSEEAE 5858 66


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/rkp/v20191209/rkp_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/rkp/v20191209/RkpClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Rkp/V20191209/RkpClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Rkp/V20191209/RkpClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/rkp/src/v20191209/RkpClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-rkp/lib/v20191209/client.rb
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« Tencent Cloud CLI 3.0
6. FHiRG
IITFRFIH 72O SSZEERAEIRD, BEbERIBIER AHEIR0,
F5iR1B ik
InternalError PIEBEEIR o
InvalidParameter SHEIR.
InvalidParameter.DevTokenlInvalid DevToken#FalH. SHIHSSHaARFITE
InvalidParameter.ParamError SHEIR.
InvalidParameter.TokenlInvalid tokenFEIFAELZH
InvalidParameterValue SHEUESEIR.
LimitExceeded BRI ECERPRE o
ResourceUnavailable HRAEA.
ResourceUnavailable.NotAllready devid ER&ER .
ResourceUnavailable.PermissionDenied RFEIRSINR o
UnauthorizedOperation.AuthFailed KM .
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KBNS (E 2 KO
RPopen|D&if

mIEEFRATE: 2023-02-17 04:56:20

1. &OfEE

EOiERES: rkp.tencentcloudapi.com ,
tRiEDevicceToken&iflOpenlD,

ERAROIERTZEIRED: 200K/8 .

#=ER API Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTIZOFEN . EUTEESRRAANERASTIEDSERIARBMER SDK
AT

2. M NBY
UTERSHIIRNFIE TEROBRSHEMBI LS, RBAHSYFIRR AHIERSH,
SHEBM Wi B faik
Action = String ~sY, AEOBE: GetOpenld.

Version =2 String ~HSE, AEORE: 2019-12-09,
Region B String ~HEY, FMEOFFTEERNSE,
DeviceToken 2 String devlifidtoken, &idsdkiEZOIREN
Businessld = Integer WkS3ID
BusinessUserld B String WSEMMSHERTRIARID
Platform B Integer E&: 0-Android, 1-i0S, 2-web
Option B String EIR
3. e
SHEM ESid] R
. ®EID
(0] Id St
pen rng SR WFERAAHEE] null, EREAEERIE.
. : REXE
RiskInf A f RiskInfi
srinte rray ot iskinio R WFERAAHEE null, EREAEERIE.
Requestld String IE—i5K ID, SXIERIMIRE . EMDRITEERMEIZRIER Requestid,
4. 7
P11 probeTokenQ
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POST / HTTP/1.1

Host: rkp.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: GetOpenld

<AHEREH>

{

"Platform": O,
"DeviceToken": "aaaa",
"Option": "xx",
"BusinessUserld": "xx",
"Businessld": 0

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5alfce5e83e6",
"Openld": "5e93a212-ca01-0fdc-eedd-5alfce5e83e6",
"RiskInfo": [1]

}

}

5. FREGR

BR= APl £&

iz APl SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARMRE AP R
E=

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAH API {13, tEaJgiiE AP| Explorer #{TELZ&R
ito

SDK
= API 3.0 Rt TREMFRTIESE (SDK) , XIFSMRIRES, EEHEEA AP,

« Tencent Cloud SDK 3.0 for Python
« Tencent Cloud SDK 3.0 for Java

« Tencent Cloud SDK 3.0 for PHP

« Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
« Tencent Cloud SDK 3.0 for .NET

« Tencent Cloud SDK 3.0 for C++

« Tencent Cloud SDK 3.0 for Ruby
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» Tencent Cloud CLI 3.0

6. HHiRE

AR T2 Ok S5ZEEXREIRT, HEREIER

§ERED

InternalError

InternalError.ServerError
InvalidParameter
InvalidParameter.DevTokenlnvalid
InvalidParameter.ParameterError
InvalidParameter.Tokenlnvalid
InvalidParameterValue

LimitExceeded
ResourceNotFound.InterfaceNotFound
ResourceUnavailable
ResourceUnavailable.NotAllready
ResourceUnavailable.PermissionDenied

UnauthorizedOperation.AuthFailed
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AHEIRT .

ik

PIEREEIR -

RiREEIR o

SHEIR.
DevTokenFaH. SHHS5HRIHRFITE,
SHRIEEIR.
tokenFRIFEkIZHA
SHEERIR.

Bt ECERpRE o
BOFREFE.
BRATH.

devid ERERK
KRFFEIRSINR o
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@ E§ H:IE RUBEIREt
BB

IEEFATE: 2020-08-07 08:24:15

DevinfoQ
REER
#ANTEOSIA: QueryDevAndRisk.

E=4 i ESid] R
Openid String devid
RiskScore Integer XpEE
. , . RIS
Riskinfo Array of RiskDetai B PSSR null, ERIVREIGMIE.,
Probability Float ti=(E
RiskDetail
RIS

#INTF#EOSIA: QueryDevAndRisk,

. = s
RiskCode Integer RKESHS
RiskCodeValue String RUEG#1%

R WFEAEIEE null, REEAEEHE

Riskinfo
REERE
#HINTFEOSIA: GetOpenld,

E=1 ESid] HEiR
Key Integer i )
Value String PSR

R WFEBRAEIRE null, REFEERE.
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A BT

=S

RIEEFRATE: 2022-02-28 08:15:47

LIRBikEA

WMRIREIZERPFE Error FE&, WRFIER API ##£0O05%M., fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

RS ERE

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRigiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEHIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

iBA

BOST%.

ERLEBRY Authorization RIFSEASIRE,
=X (2= API ZHAEE )

MFA $ig,

BRFFE. B EHle HERRAERCHNRSERER, MIASES,
SRERAREESIER, TRAIETEEER.

EZEH, Timestamp HRSH[EHDEEFR GBS RS, BIEERD
EtEEATIRERNERS

BERER. EREER, BURAASAPHESHEXEREERITE
E*EO

token iR

BEREKEN, 1§2E CAM T EAAR0IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEIR o

BOREFE.

SHER (BESHRl. LBSER)

SHEEEIR.
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InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 EEIRED
§EIRED
AuthFailure.CapSigError
AuthFailure.Expired
InternalError.BackendLogicError
InternalError.ServerError
InternalError.SignBackendError
InvalidParameter.DevTokenlnvalid

InvalidParameter.ParamError

WRIFRE: BRRITE (bR ) ARSEEAE

RS ERE

A8

iBEXK body B9 multipart & $&iR.
IPitbhitFEE S Barh,

Pl RER SR,

Bt BCERRE o

h

ROSH,

\

FRAFE
BOREFFE.
IERANREGEE T SRERIRE o

EMWSHBITIRZEIRE

IPBRSR o

EMSIRIR.

IEREEIRFEIK N

HiREWMERE.

BRTE.

BRFFE.

BREFTH.

IREISEEREIAN,

SRR SRR Ao

RIGIURIE

KRIMSHIEHR, APSEREXNSHSSHIER.
BEFZH .

http(s) iIEKRIHLEEIR, R3Z#F GET #1 POST i5K.

BOARSTISFRiEE

ieAE

RIS REIR.

ERITH

WS RImSEEIR

RiRtEiR,

XA RIREIR

DevTokenF¥aH. JHskS5HpIHRAIE

SHIEIR,
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InvalidParameter.ParameterError
InvalidParameter.TokenlInvalid
InvalidParameter.UrlError
InvalidParameter.VersionError
InvalidParameterValue.BadBody
InvalidParameterValue.BodyToolLarge
InvalidParameterValue.CapMisMatch
InvalidParameterValue.HttpMethodError
LimitExceeded.FreqCnt
LimitExceeded.lpFreqCnt
LimitExceeded.KeyFreqCnt
LimitExceeded.ReplayAttack
ResourceNotFound.InterfaceNotFound
ResourceUnavailable.NotAllready
ResourceUnavailable.PermissionDenied
UnauthorizedOperation.AuthFailed

UnknownParameter.SecretldNotExists
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B8

SHRINEIR.

tokenAaTFakidHA

URL$&IR.
IRAEHR
BEXKbodyiBiz.
EREEX,
IERS A RS
HttpZiEsEiR.
HBidECER
B (IP) .
ES TN
=145
BOFEFE,
devid EXRER
KRFFEIRSINR o
EE S
BHFEFE.
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