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Operation Guide

Manage Permissions For Pulsar
Instance

Grant Access Permission To Sub-
Account

Basic Concepts Of CAM

The root account authorizes sub—accounts by associating policies. The policy setting can be
specific to the level of [API, Resource, User/User Group, Allow/Deny, and Condition].

Account System

Root account: It owns all Tencent Cloud resources and can access any of its resources.
Sub-account: It includes sub-users and collaborators.
Sub-user: It is created and fully owned by a root account that created the sub-user.

Collaborator: Originally has the identity of a root account. After being added as a
collaborator of the current root account, it becomes one of the sub—accounts, able to
switch back to the root account identity.
Identity credentials: Include login credentials and access certificates. Login credentials
refer to user login names and passwords. Access certificates refer to TencentCloud API
keys (Secretld and SecretKey).

Resource and Permission

Resources: Objects operated within cloud services, such as a CVM instance, COS bucket,
or VPC instance.

Permission: It is an authorization that allows or forbids users to perform certain operations.
By default, a root account has access to all its resources, while a sub—account doesn't
have access to any resources under the root account.

Policy: It is a syntax rule that defines and describes one or more permissions. The root
account performs authorization by associating policies with users/user groups.

Using a Sub—Account With Pulsar
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To ensure sub—accounts can use Pulsar smoothly, the root account needs to authorize the
sub—accounts.

The root account logs in to the CAM console, locates the target sub—account in the sub-
account list, and clicks Authorize in the action column.

Pulsar provides two preset policies for sub—accounts: QcloudTDMQReadOnlyAccess and
QcloudTDMQFullAccess. The former can only view related information in the console, while
the latter can perform read—-write operations in the product console.

KEXZREE X
RFRE (4R SIEE R
TDMQ o Q e —
B AR Y
QcloudTDMQFullAccess
R
HBEDFITOMQS S AR .
QcloudTDMQReadOnlyAccess .
BEPSITOMORESIER gy O fzE - B ©

QcloudAccessForCIRoleinTDMQCMQ

LNBEINERS (O) BREAE, HALSESIBSRONE. oo

QcloudAccessForloTHuBRolelnTransferTDMQ

BEBERAVERERE (0THUB) JB5AS (IoTHUB_QCSRole) mamE

In addition to the above preset policies, for convenience, the root account also needs to grant
appropriate permissions for other cloud products to the sub—accounts based on actual needs.
The following cloud product APIs are involved in using Pulsar:

Cloud Product APl Name API ) Function In Pulsar
Functions

Tencent Cloud query View the corresponding

Observability GetMonitorData metr_lc _ m_onltorlng metrics

Platform monitoring displayed on the

(Monitor) data console

Tencent Cloud query view the corresponding

Observability DescribeDashboardM metric monitoring metrics

Platform etricData monitoring displayed on the

(Monitor) data console

Resource tags DescribeResourceTag Querying Querying cluster
resource

(Tags) sByResourcelds tag resource tags
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Page 5 of 73


https://console.cloud.tencent.com/cam

> Tencent Cloud TDMQ for Apache Pulsar

To add the above permissions to the sub—accounts, the root account also needs to perform
the Create Custom Policy operation on the Policy page in the CAM console. After clicking
Create by Policy Syntax, select Blank Template and enter the following policy syntax:

sion": "2.0",

"statement": [
{
"effect": "allow",
"action": [
"monitor:GetMonitorData",
"monitor:DescribeDashboardMetricData",
"tag:DescribeResourceTagsByResourcelIds"
1,
"resource":

L]

99

7
& BRE nas | @@ TSR CEUSE  AERE SRS AN HERIKS IR EEES- 28

i
L

i ¢ REmELOE
@ sewmar > @) s

policygen-202%

SRt
BKAKS
A
SREERE #RIER
1 {
2 "version": "2.0",
3 "statement": [
4 {
5 "effect": "allow",
6 "action": [
7 "monitor:GetMonitorData",
8 "monitor:DescribeDashboardMetricData",
9 "tag:DescribeResourceTagsByResourceIds™
1o 1,
11 "resource": [
12 Mo
13 1
14 }
15 1
16 }

After creating the policy, associate the created policy with the sub—account in the action
column, as shown below:
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Granting Operation—-Level
Permissions To Sub—Accounts

Last updated: 2025-02-06 10:29:28

Overview

This article guides you on how to use a Tencent Cloud root account to grant operation-level
permissions to sub—accounts. You can grant different read and write permissions to sub-
accounts based on your actual needs.

Directions

Grant Full Read and Write Permissions

(® Description
After granting a sub—account full read and write permissions, the sub—account will
have full read and write capability for all resources under the root account.

1. Log in to the CAM Console using the root account.
2. On the left sidebar, click Policies to enter the policy management list page.
3. In the Search Bar on the right, enter QcloudTDMQFullAccess to search.

o CAMERB& (&R 1%8A

@ FBPIERPASERXRE, ARG ERMHHRIRIER,

i B SURER FRIEREE ERE N QcloudTDMQFullAccess O Q| x
HEER EES Ak ERfgRE BRE
Qcloud TDMQFullAccess SHERAZI TDMQ JHEBAFITDMQE IR 15 a4R 2020-09-29 11:37:49 XBAP/A/RE

10 5/ 1 /1R

4. In the search result, click QcloudTDMQFullAccess's Associating a Users/Groups, and
select the sub—account to authorize.
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5. Click Yes to complete the authorization. The policy will appear in the user's policy list.

e

ARPR i3] 4 (0) 220 API B4R

v AR BR SRS
PSR @ XEEELUREUREE O SMIRIFIR. BRI EEGARRBOSRERR, 30, RIRMHEA RABILIGFE P MEBOZRE B P AP
FAPIRE

KERHEH

FIFPA
. Q iR
R
1= IS R KERHE T ERRE Y KEXIS e
SRMHEE v QcloudTDMQFullAccess HBAFITOMQR RS HE1R BERE AR 2023-03-23 18:58:35 423

Grant Read-Only Permission

( Description
After granting a sub—account read-only permission, the sub—account will have read—
only capability for all resources under the primary account.

1. Log in to the CAM Console using the root account.

2. On the left sidebar, click Policies to enter the policy management list page.
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3. In the Search Bar on the right, enter QcloudTDMQReadOnlyAccess to search.

] CAMEEB{EFE R

@ BraEAPASERARE, HERSREMHANRERR,

il AR BE N QcloudTDMQReadOnlyAccess o Q& &
APiRE
BPA R PRE%RE Y Ei:3u ERigEETiE RE
KB QcloudTDMQReadOnlyAccess SHEAZ TOMQ SHBBAZITDMQRIETAEFER 2020-09-29 11:37:49 KEBPA/fRE
h::1= 10v &/7 1 AY

SIRHE

4. In the search result, click QcloudTDMQReadOnlyAccess's Associating a Users/Groups,
and select the sub—account to authorize.
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5. Click Yes to complete the authorization. The policy will appear in the user's policy list.
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Grant Sub—Account Resource—-Level
Permission

Last updated: 2024-10-14 16:30:57

Overview

This task guides you to use the root account to grant resource-level authorization to sub—
accounts, so that the sub—accounts can gain control over specific resources.

Prerequisites

You have a Tencent Cloud root account and have activated the Cloud Access
Management (CAM) service.

There is at least one sub—account under the root account, and authorization has been
completed according to Sub—account Access Authorization.

Have at least one Pulsar instance.

Operation Steps

You can authorize the Pulsar resources owned by the root account to sub—accounts through
the policy feature in the management console. The detailed steps for authorizing Pulsar
resources to sub—accounts are as follows. This example uses authorizing a cluster resource
to a sub—account, and the steps for other types of resources are similar.

Step 1: Get the Pulsar Cluster ID

1. Log in to the TDMQ for Apache Pulsar console using the root account, select an existing
cluster instance and click to enter the details page.

2. In the basic info, the field ID is the current Pulsar cluster ID.

BHER BAR BEER

RBES 48 BE
test-doc i M
7D | pulsar _mm > mE AKX
[TZS 292 AR =X
EE
% PULSAR.P1.MINI2 Ayt BHERE 7

600 GB

2023-11-16 11:13:54
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Step 2: Create an Authorization Policy

1. Enter the CAM console and click Policies in the left sidebar.
2. Click Create Custom Policy, and select Create by Policy Builder.

3. In the visual policy builder, keep the Effect as Allow, enter TDMQ in the Service field to
filter, and select Message Queue TDMQ (tdmq) from the results.

& HIRIBE R

(1
AT ERE A A2S JSON

v SEEFAFI TDMQ (0 MEME)

MR (Effect) * O »air B4
RS (Service) * EIERRS
g2
tdmq o Q SRS ()

O 4285 TDMQ (tdma)

4. In Operation, select All. You can also choose the operation type according to your needs.

@® Note:
Some APIs temporarily do not support resource-level authorization; please refer to
the console page for details. The list of APIs supporting resource—level authorization
can be found in the appendix of this document.
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WME (Effect) * O »ir 154
AR5 (Service) * B FATI TDMQ (tdmaq)
11YE (Action) * BIRIFIRE

ik

DEIRME tdma)  EBFT

RIERMYE
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5. In the Resources, select Specific resources, find Add six—-segment resource description,
and in the pop-up sidebar, fill in the Cluster Prefix and Resource ID. For the procedure,
refer to Step 1.
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exchange ) DeleteAMQPExchange #Ml 2 MEFEIETE exchange ZE Bz @ RMBRERR X
AAINBIR7 R KPR

environmentRoles ) DescribeEnvironmentRoles 1Z{EHEE environmentRoles ZR73ERZ BB/ Rzt 12 T AR AN RN R
ARINBIR R KPS

environmentRole %y CreateEnvironmentRole $Mil 3 MEEIERE environmentRole #1357 <E&=

B . ARSS * tdmq
ARINBUR7SERTU SRPRHITAIE)
environmentld A DescribeEnvironmentAttributes M 1 MR{EIEE environmentld ZR7<E ol « Fir e M
ARINETR7SERTU SRPRHITAIE)
K * uin/.____ .o .2

environment 9 DescribeRocketMQEnvironmentRoles M 6 ME{EETE environment %3
ARINBIR7 R SRARHISE)

BORBIS cluster

diq A DescribeCmqDeadLetterSourceQueues I2{FHETE dig ZF7 R
TRONEDRN R SRBREIAE)

R * pulsar-uiiiemts ~

consumer A ResetRocketMQConsumerOffSet #R{EFEE consumer FHR7 R
RINBUR7SERTU SRPRHITAI)

cmatopic A DescribeCmqTopicDetail ##E1EE cmgqtopic R/ ERTU Jlig-S3il]
ARIEUR7SERTU SRPRHITAIE)

cmqqueue 4 DescribeCmqQueueDetail #MI 3 MEFIEE cmaqueue ZRA RO
AAINEIR7 R SRARHITSIE)

clusterld 9 CreateRocketMQSmoothMigrationTask $2{F157E clusterld ZiE/NERT
IRINEDRN RS SRBRAITAIE)

cluster 79 DescribeAMQPCluster 4Nl 28 ME{EIEE cluster 7R
ARINER/NERZU SRERHIA(8)

[?MDEES(L%?E/TE&EQ SRR IE) ]

%4 (Condition) ERIP©®
RINEAD S

+ RINALAR

6. Click Next and fill in the policy name as needed.

7. Click Select User or Select User Group to choose the user or user group to grant resource
permission.
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8. Click Complete, and the sub—account granted resource permission will have access to the

relevant resources.

List Of APIs That Support Resource-Level Authorization

TDMQ for Pulsar supports resource-level authorization. You can grant a specified sub-

account the API permission of a specified resource.

The list of interfaces that support resource-level authorization is as follows:

APl Name API L

Description
DescribeClu Gets cluster
sterDetail details
DescribeClu Gets cluster
sters list

ModifyCluste Modify
r cluster

©2013-2026 Tencent Cloud. All rights reserved.

Resourc
e Type

cluster

cluster

cluster

Six-Segment Example Of Resource

gcs::tdmq:${region}:uin/${uin}:cluster/${
clusterld}

gcs::tdmq:${region}:uin/${uin}:cluster/${
cluster}

gcs::tdmg:${region}:uin/${uin}:cluster/${
clusterld}
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DeleteCluste
r

CreateRole

DeleteRoles

CreateEnviro
nment

CreateTopic

ModifyEnviro
nmentAttribu
tes

DeleteEnviro
nments

DescribeEnvi
ronments

DescribeEnvi
ronmentAttri
butes

DescribeEnvi
ronmentRole
s

CreateEnviro
nmentRole

DeleteEnviro
nmentRoles

ModifyEnviro
nmentRole

Delete
cluster

Creating role

Delete role

Create
Environment

Creating a
Theme

Modify
environment
attributes

Deleting an
Environment

Get
environment
list

Get
environment
attributes

Get
environment
roles list

Create
environment
role
authorization

Delete
environment
role
authorization

Modify
environment

©2013-2026 Tencent Cloud. All rights reserved.

cluster

cluster

cluster

cluster

environ
ment

environ
ment

environ
ment

environ
mentid

environ
mentid

environ
mentRol
es

environ
mentRol
e

environ
mentRol
e

environ
mentRol
e
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gcs::tdmq:${region}:uin/${uin}:cluster/${
clusterld}

gcs::tdmaq:${region}:uin/${uin}:cluster/${
clusterld}

gcs::tdmq:${region}:uin/${uin}:cluster/${
clusterld}

gcs::tdmaq:${region}:uin/${uin}:cluster/${
clusterld}

gcs::tdmq:${region}:uin/${uin}:environm
ent/${clusterld}/${environmentid}

gcs::tdmaq:${region}:uin/${uin}:environm
ent/${clusterld}/${environmentid}

gcs::tdmq:${region}:uin/${uin}:environm
ent/${clusterld}/${environmentid}

gcs::tdmq:${region}:uin/${uin}:environm
entld/${clusterld}/${environmentid}

gcs::tdmq:${region}:uin/${uin}:environm
entld/${clusterld}/${environmentid}

gcs::tdmq:${region}:uin/${uin}:environm
entRoles/${clusterld}/${environmentid}/$
{roleName}

gcs::tdmq:${region}:uin/${uin}:environm
entRole/${clusterld}/${environmentid}/${
roleName}

gcs::tdmaq:${region}:uin/${uin}:environm
entRole/${clusterld}/${environmentid}/${
roleName}

gcs::tdmq:${region}:uin/${uin}:environm
entRole/${clusterld}/${environmentid}/${
roleName}
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DescribeMsg
Trace

DescribeMsg

DescribeTopi
cMsgs

DescribeTopi
cs

DescribePro
ducers

DeleteTopics

ModifyTopic

CreateSubsc
ription

ResetMsgSu
bOffsetByTi
mestamp

DeleteSubsc
riptions

DescribeRea
ITimeSubscri
ption

role
authorization

Message
Trace

Message
details

Message
Query

Querying
topic list

Get producer
list

Delete topics
in batches

Modifying a
topic

Create a
subscription
relationship
for a topic

Perform
message
backtracking
based on a
timestamp,
accurate to
the
millisecond

Delete a
subscription
relationship

Real-time
consumption
subscription
list

©2013-2026 Tencent Cloud. All rights reserved.

topic

topic

topic

topic

topic

topic

topic

topic

subscrip
tion

subscrip

tion

subscrip
tion
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gcs::tdmq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentld}/${topicName}

gcs::tdmq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentld}/${topicName}

gcs::tdmaq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentid}/${topicName}

gcs::tdmq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentld}/${topicName}

gcs::tdmaq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentld}/${topicName}

gcs::tdmaq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentid}/${topicSets.to
picName}

gcs::tdmaq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentid}/${topicName}

gcs::tdmaq:${region}:uin/${uin}:topic/${cl
usterld}/${environmentid}/${topicName}

gcs::tdmqg:${region}:uin/${uin}:subscripti
on/$clusterld/$environmentid/$topicNa
me/$subscriptionName

gcs::tdmq:${region}:uin/${uin}:subscripti
on/${clusterld}/${environmentid}/${topic
Name}/${subscriptionName}

gcs::tdmq:${region}:uin/${uin}:subscripti
on/${clusterld}/${environmentid}/${topic
Name}/${subscriptionName}
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Consumption gcs::tdmq:${region}:uin/${uin}:subscripti

SD:r?C,:ifsSSUb subscription :loj:scrlp on/${clusterld}/${environmentld}/${topic
P list Name}/${subscriptionName}
. - qcs:tdmaq:${region}:uin/${uin}:role/${clu
ModifyRole Modifies role role sterld}/${roleName}
DescribeRol Gets the list gcs::tdmq:${region}:uin/${uin}:role/${clu
role
es of roles sterld}/${roleName}

List Of APIs That Do Not Support Resource—-Level Authorization

APl Name API Description

CreateCluster Cluster Creation
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Grant Tag-Level Permissions To
Sub—-Accounts

Last updated: 2025-02-06 10:30:39

Overview

This task guides you to use tag—-based authentication to authorize sub—accounts for
resources under a specific tag using the main account. The authorized sub—account will have
control over resources with the corresponding tag.

Prerequisites

You have a Tencent Cloud root account and have activated the Cloud Access
Management (CAM) service.

There is at least one sub—account under the root account, and authorization has been
completed according to Sub—account Access Authorization.

Have at least one Pulsar cluster resource instance.

Have at least one tag. If you don't have one, you can go to the Tag Console > Tag List to
create a new one.

Directions

You can grant sub—accounts read and write permissions for Pulsar resources tagged by the
root account through the policy feature in the management console using Tag-based
Authorization. Detailed steps for Granting Resource Permissions to Sub—accounts by Tag are
as follows.

Step 1: Binding a Tag To a Resource

1. Log in to the TDMQ for Pulsar console using the root account to enter the cluster
management page.

2. Check the target cluster, click Edit Resource Tags at the top left, and bind resource tags to
the cluster.

©2013-2026 Tencent Cloud. All rights reserved. Page 20 of 73
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YRERIREE X
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2iEE 1 RR

tag_71730 ¥ num10233 v X

+ 7&m

Step 2: Authorization By Tag

1. Enter the CAM console and click Policies in the left sidebar.
2. Click Create Custom Policy and select Tag—-based Authorization.

3. In the visual policy generator, enter tdmq in the service field to filter, select TDMQ (tdmq)
from the results, and choose operation as All. You can also select the corresponding
operations as needed.

@® Note:
Some APIs do not support tag authentication for the time being, which is subject to
the console display.
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$24E (Action) * SERAE ()

%A% (resource_tag) ()
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+ 70
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4. Click Next and fill in the policy name as needed.

TDMQ for Apache Pulsar

5. Click Select User or Select User Group to choose the user or user group to grant resource

permission.

©2013-2026 Tencent Cloud. All rights reserved.
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6. Click Complete, and the related sub—account will be able to control the resources under
the specified Tag according to the policy.

Unified Management Of Resource Tags

You can also manage resource tags uniformly in the Tag console. Detailed steps are as
follows:
1. Log in to the Tencent Cloud Tag Console.

2. Select Resource Tags from the left navigation bar, choose the query condition as needed,
and select resource type as TDMQ > Cluster.

3. Click Query Resource.

4. Check the required resources in the results, click Editing Tags to bind or unbind tags in
bulk.
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Create Cluster

Last updated: 2025-02-06 10:10:35

Overview

Cluster is a resource dimension in TDMQ for Pulsar, and namespaces, topics, and role
permissions of different clusters are completely isolated from each other. Each cluster has its
own resource limits, such as the total number of topics and message retention period. It is
common for the development, test, and production environments to use their respective
dedicated clusters.
Clusters are divided into virtual clusters and professional clusters:
Virtual cluster: Virtual computing and storage resources are used and automatically
allocated based on usage. There are certain use limits. You don't need to pay for
resources, and each user can create up to 5 virtual clusters.

Pro cluster: Physical resources are exclusive, and data is secure. There are almost no use
limits. Resource usage fees will be charged even if resources are idle.

(® Note:
Currently, clusters are available in multiple versions. For more information, see Cluster
Version Updates.

TDMQ for Pulsar resource hierarchy

TOMQ £8
aRE(E 1 wEE(E 2 wREHE 3
Topic A Topic A Topic A
Topic B Topic B Topic B
Topic C Topic C Topic C
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Directions

Creating a Cluster

1. Log in to the TDMQ for Pulsar console and enter the Cluster Management page.

2. On the Cluster Management page, after selecting a region, click Create Cluster to enter the
new cluster dialog box.

3. In the new cluster creation dialog, select the desired cluster type and configure the
relevant properties for the cluster:

Cluster Type: For the difference comparison between virtual clusters and pro clusters,
please refer to Product Selection.

Billing Mode: Virtual clusters support the pay—as—-you—go mode, while pro clusters
support the monthly subscription mode. For details, please refer to Billing Overview.

Region: Select the region that is closest to your business. Cloud products in different
regions are not interconnected via the intranet, and the region cannot be changed after
purchase. Please select carefully; for example, a cloud server in the Guangzhou region
cannot access a cluster in the Shanghai region via private network. If you need cross-
region private network communication, see Peering Connection.

Deployment Method: Pro clusters support deployment in three different AZs. This
feature is in open beta and is currently free of charge. For details, please refer to Multi—
AZ Deployment.

Cluster Specifications: Select the appropriate cluster specifications based on your
business needs. For configuration details of different cluster specifications, please
refer to Pro Cluster Specification.

Storage Specifications: Select the appropriate storage specifications based on your
business needs. Pulsar pro clusters are deployed with 3 replicas by default.

Virtual Private Cloud: Bind the domain name of the new cluster's access point to the
designated VPC.

Public Network Access: It is not enabled by default. To enable it, submit an application.
Once enabled, public network access cannot be disabled. We recommend you only
enable this option for development and test clusters.

Cluster Name: Set the name of the environment, which supports digits, letters, and
symbols "-_=:.," and cannot exceed 64 characters.

Resource Tag: Set a resource tag. For more information, see Tag Management.
4. Select | have read and agree to the TDMQ Terms of Service, and then click Purchase Now.

5. On the order payment page, click Pay and wait for 3-5 minutes to see the created cluster
in the cluster management list.
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@® Note:

TDMQ for Apache Pulsar

Each user can create up to 5 virtual clusters.
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1. Get the access address (connection information of the server).

2. Create a Namespace in the cluster.

3. Create a Role in the cluster and grant production and consumption permissions for the

namespace.

4. Create a Topic in the namespace.

5. Write a demo as instructed in the SDK Documentation and configure the connection
information and token for message production/consumption.

Viewing Cluster Details

On the Cluster Management list page, click the ID of the target cluster to enter the cluster
details page, where you can view the following information:

Professional Cluster

Metrics

Real-
time
producti
on rate

Avg
Messag
e Size

Average
Producti

Description

The number of messages produced to the cluster per second at the
current time.

Average size of message data (including message headers and
bodies) in the selected time range.

Average number of messages produced to the cluster per second in
the selected time range.
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on Rate
Average
Consum Average number of messages the cluster pushes to the client per
ption second in the selected time range.
Rate
Cumulati
ve
Produce The number of messages produced to the cluster in the selected
d time range.
Messag
es
Actual storage space consumed by message data as of the last time
Storage . . . :
Usage point of the selected time range (it changes only when the last time

point changes).

» Basic information of the cluster: cluster name/ID, version, access address, region,
cluster specification, billing mode, etc.
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Virtual Clusters

o Cluster Statistics: This section displays the average message size, production speed,
and consumption speed, the number of produced messages, and the accumulative
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storage duration in the selected time range.

® Note
The statistics feature is not supported for clusters on v2.6.x.

Metrics Description
Avg . . .
Average size of message data (including message headers and
Messag . . .
. bodies) in the selected time range.
e Size
Producti Average number of messages produced to the cluster per second in
on rate the selected time range.
C
g::.um Average number of messages the cluster pushes to the client per
P second in the selected time range.
rate
Messag
e count The number of messages produced to the cluster in the selected
produce time range.
d
Actual .
Actual storage space consumed by message data as of the last time
storage . . . .
consum point of the selected time range (it changes only when the last time
. point changes).
ption

» Basic information of the cluster: cluster name/ID, version, access address (available
for clusters on v2.7.1 or later only), region, billing mode, creation time, description,
resource tag.

o Cluster configuration:
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glc;jri:ci(gatjration Configuration Instructions
Max
Production Maximum messages per second that can be produced by a
TPS for Single single topic partition.
Topic Partition
Max
Consumption Maximum messages per second that can be pushed to the
TPS for Single client by a single topic partition.
Topic Partition
Max
Production

Bandwidth Per
Topic Partition

Max
Consumption
Bandwidth for

Maximum size of messages per second that can be produced

by a single topic partition.

Maximum size of messages per second that can be pushed to

the client by a single topic partition.
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Single Topic
Partition
Maximum .
Maximum number of namespaces that can be created per
Number of
cluster.
Namespaces
Maximum . .
Maximum number of topics that can be created per
Number of
. namespace.
Topics

Maximum disk capacity used by message heap. After this
value is exceeded, new messages cannot be produced (under

Max Message . .
9 normal circumstances, there should not be too many retained

Storage messages; if this is not the case, check whether the business
is consuming messages normally).

Retention time Maximum message retention period that can be configured. A

cap shorter period can be configured at the namespace level.

Max Message

Delay Maximum message consumption time delay.

Getting Access Address

On the Cluster Management list page, click on the access address in the action column of the
target cluster.

(® Note:
A cluster can be configured with multiple access points. Currently, only VPC access is
supported. For configuration details, see VPC Access.
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Pro Cluster Message Sending/Receiving Ratio Configuration

Configuration path: Professional Cluster Details > Basic info > Cluster Configuration >
Send/Receive Ratio Configuration, click Edit in the upper right corner to configure.

HEEE

PULSAR.PZ.MINIZ

§EE TPS 2000

ke 45 MBJs

B 33 %
£7= TPS 660, IE{EWE 45 MB/s
67 %

©2013-2026 Tencent Cloud. All rights reserved.

Page 32 of 73



> Tencent Cloud

Cluster Management
Upgrading Cluster

Last updated: 2025-02-06 10:10:58

Overview

TDMQ for Apache Pulsar

If the current cluster specifications cannot meet your business needs, you can enhance your
cluster and storage specifications in the console.

(® Note:
Currently, only professional clusters support cluster specification upgrades, while
virtual clusters do not support upgrades. Theoretically, the upgrade process is
seamless for business operations, but clients may experience disconnection and
reconnection when the server-side rebalances topic traffic.

Directions

1. Log in to the TDMQ for Apache Pulsar console.

2. In the left sidebar, select Pulsar > Cluster Management. On the cluster management list
page, find the target cluster and click More > Upgrade in the operating column.

3. After selecting the target cluster specifications, click Confirm Adjustment.
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Return the Cluster

Last updated: 2025-02-06 10:11:17

Overview

You can delete a TDMQ for Pulsar cluster when the user no longer needs it.

The lifecycle of a TDMQ for Pulsar cluster refers to the states it goes through from startup to
release. Proper management of the cluster from startup to deletion ensures that applications
running on the cluster can provide services efficiently and cost-effectively. The cluster has
the following states:

Stat Status
. Attribu Status Descriptions
te
Crea Interm
tin ediate The state after creating the cluster and before running.
9 status
Stead . - .
Nor The normal running status of the cluster indicates that metrics such
mal Ztatus as node conditions and disk utilization are within the normal range.
Dele Interm
tin ediate Clusters are deleted by the console or through the API.
9 status
Interm The cluster is in arrears and has entered a 7-day isolation state.
Isola . .. .
ted ediate Instances in isolation cannot produce or consume, and the data and
© status configurations stored in the cluster will not be deleted.
Ship
men Interm The cluster is successfully charged by the console or through the
t ediate API, but the cluster allocation fails. If this happens, please contact
faile status Online Customer Service for processing.
d.
Dele Stead
tion The cluster is manually deleted or not renewed within 7 days after
Faile y expiration, and the resource release of tdmq for pulsar fails.
d status
Directions
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Manual Deletion

For clusters that have not expired, you can choose to manually delete them. The steps are as
follows:
1. Log in to the TDMQ Pulsar console.

2. In the left sidebar, select Pulsar > Cluster Management. On the Cluster Management list
page, click More in the operating column > Return.

3. In the confirmation popup for the destruction instance, check the return notice, and click
Return to delete the cluster.
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(® Note:
All data will be cleared and cannot be recovered after destruction. Please back up
your data in advance.

Automatic Deletion Upon Expiration/Arrears

After an instance expires or enters into arrears, it will be retained in the console for up to 7
calendar days. If renewed within 7 days after expiration, it can continue to be used. For
details, please refer to the Payment Overdue.

If your tdmq for pulsar cluster has not been renewed 7 days after expiration (including the 7th
day), the system will begin to release the resources at 00:00 on the 8th day after expiration,
and the data in the expired instance will be deleted and cannot be recovered.
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® Note:
Clusters in isolated status cannot produce or consume, and the data and
configurations stored in the cluster will not be deleted.
For clusters that have isolated status within 7 days, you can click Renew in the
operation column on the cluster list page of the console. After the renewal is
successful, the cluster can be restored to the running status and can be used
normally.

©2013-2026 Tencent Cloud. All rights reserved. Page 37 of 73



> Tencent Cloud TDMQ for Apache Pulsar

Tag Management

Last updated: 2025-02-06 10:32:05

Overview

Tag is a key—value pair provided by Tencent Cloud to identify a resource in the cloud. It can
help you easily categorize and manage TDMQ for Pulsar resources in many dimensions such
as business, purpose, and owner.

(© Description
Tencent Cloud will not use the tags you set, and they will only be used for your
management of TDMQ for Pulsar resources.

Use Limits
For tag usage limitations, see Use Limits.
Directions and Use Cases

Use Case

A company has 6 TDMQ for Pulsar clusters on Tencent Cloud, with the department, business
scope, and owner information as described below:

Business
Queue ID Department oo Owner
Marketi Zh
pulsar-rgxj35jgo3d1 E-commerce ar e_mg ang
campaigns San
Marketi
pulsar-rgxj35jgo3d2 E-commerce ar et.lng Wang Wu
campaigns
pulsar-rgxj35jgo3d3 Games Game A Li Si
pulsar-rgxj35jgo3d4 Games Game B Wang Wu
ulsar-rgxj35jgo3d5 Entertainment Post= Wang Wu
P 9x42019 production 9
- . Post- Zhang
pulsar-rgxj35jgo3d6 Entertainment production San

You can add the following three tags to the pulsar-rgxj35jgo3d1 instance:
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Tag Key Tag Value
dept ecommerce
business mkt

owner zhangsan

Similarly, you can also set appropriate tags for other resources based on their department,
business scope, and owner information.

Setting Tag In TDMQ For Pulsar Console

After designing the tag keys and values as detailed above, you can log in to the TDMQ for
Pulsar console to set tags.
1. Log in to the TDMQ for Apache Pulsar console.

2. On the Cluster Management list page, after selecting the region, check the clusters that
need to be edited with tags, and click Edit Resource Tags at the top of the page.

FRER RIEBRAE Q o +r 0
B =mosnas L3O B 5288 R BIRE ] BfF
p”'sa"“'1";=‘3dg 272 R ’ 2021-10-11 11:06:36 EE“%EM LR

3. Set tags in the "Edit Tags" window that pops up.
For example, add three sets of tags to the cluster pulsar-rgxj35jgo3d1.
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+
Rz HH

( Description
If the existing tags cannot meet your needs, go to Tag Management to create more.

4. Click OK, and the system will prompt that the modification was successful. You can view
the tags bound to the cluster in the Resource Tag column.

FRERE BRI Qoo

business:mkt
B SEEHD/%RE ZNO) dept:ecommerce
owner:zhangsan
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Filtering Resource By Tag Key

You can filter out clusters bound to a specific tag in the following steps:
1. Select Tag in the search box at the top-right corner of the page.

2. In the window that pops up after Tag:, select the tag you want to search for and click OK to
search.
For example, if you select Tag: owner:zhangsan , you can filter out clusters bound to the
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tag key owner:zhangsan .
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Editing Tags

1. On the Cluster Management list page, after selecting the region, check the clusters that
need to be edited with tags, and click Edit Resource Tags at the top of the page.
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(® Description
Batch editing of tags is supported for up to 20 resources.

2. In the pop—-up "Edit Tag" window, add, modify, or delete tags as needed.
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Message Query and Trace

Last updated: 2025-02-06 10:14:57

When a message is sent from the producer to the TDMQ for Pulsar server and then consumed
by the consumer, TDMQ for Pulsar records the complete circulation process and displays it as
a message trace in the console.

A message trace records the entire process in which the message is sent from the production
side to the TDMQ for Pulsar server and eventually to the consumer end, including the duration
of each stage (accurate down to the microsecond), execution result, producer IP, and
consumer IP.
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Overview

When you need to troubleshoot the following issues, you can use the message query feature
of the TDMQ for Pulsar console to view the specific content, parameters, and trace of a
message by time dimension or based on the message ID found in the logs.
Check the specific content and parameters of a message.
Check the message is sent from which producer's IP, whether it was sent successfully, and
when the message arrived at the server.
Check whether the message has been persisted.
Check which consumers have consumed the messages, whether the consumption was
successful, and the specific time the messages were confirmed as consumed.
Perform performance analysis of the distributed system and check the latency of MQ in
processing related messages.
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Query Limitations

Only the messages within the last 3 days can be queried.

You can query up to 65,536 messages at a time.

Prerequisites

TDMQ for Apache Pulsar

You have already deployed the producer and consumer services by referring to the SDK

Documentation, and messages have been produced and consumed within the last 7 days.

Operation Steps

1. Log in to the TDMQ for Pulsar console and click Message Query on the left sidebar.

2. On the Message Query page, first select the region and environment, then select the time
range you wish to query. If you know the corresponding message ID, you can also enter
the message ID for a precise search.

3. Click Query. The list below will display all the queried results in pages.
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4. Find the message whose content or parameters you want to view, and click View Details in
the Operation column to view the basic information, content (message body), and
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parameters of the message.
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5. Click View Message Track in the Operation column, or click Message Track in the Tab bar
on the details page to view the track of the message (for details, see Message Track Query
Result Description).
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Message Track Query Result Description

The queried message track is divided into three sections: message production, message
storage, and message consumption.
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Message Production

Parameter Description

Production

Address Address and port number of the producer.

The time when the TDMQ for Pulsar server acknowledged

Production Time message receipt, accurate down to the millisecond.

Whether the message is produced successfully or failed. If the
status is failed, it usually means that some header data of the
message is lost during sending, and the above fields may be
null.

Production Status

Message Storage

Parameter Description

The time when the message was persistently stored (TDMQ
for Pulsar currently adopts the strong consistency mode

Storage Time where messages will be acknowledged only after being stored,
so the storage time is the same as the production time; if in
high performance mode, they are different).

The time from when the message was persistently stored to
Storage Duration when the TDMQ for Pulsar server received the
acknowledgment, accurate down to the millisecond.

Whether the message persistence succeeded or failed. If the
status is failed, it means that the message fails to be saved to

Storage Status the disk, which may be caused by damage to the underlying
disk or lack of spare capacity. In such a case, you need to
submit a work ticket as soon as possible.

Message Consumption
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Message consumption is displayed in the form of a list. TDMQ for Pulsar supports multi—
subscription mode, where a message may be consumed by multiple consumers in
multiple subscriptions.

The description of information displayed in the list is as follows:

Parameter Description

Subscription

The name of the subscriber.
Name

Subscription mode, there are four types: shared/Key-

Subscription shared/Exclusive/Failover. For details, please refer to

Mode Subscription Mode.
Number of Number of times the TDMQ for Pulsar server delivers the
Pushes message to the consumer.
. Time when the TDMQ for Pulsar server delivered the message
Last Push Time i
to the consumer the last time.
e Not Pushed: The tdmq for pulsar server has not yet
delivered the message to the consumer.

e Pushed: The tdmq for pulsar server has delivered the
Consumption message to the consumer but has not received an ACK
Status message from the consumer.

e Confirmed: The consumer replies with an ACK message to
the tdmq for pulsar server, and the server receives the ACK
message.

Click the right triangle icon on the left of the subscription name to view the details of each
message pushed by the server.

Parameter Description

Number of times the TDMQ for Pulsar server delivers the
Push Order

message to the consumer.
Consumer Name Namely the subscription name.
Consumption Address and port number of the consumer that receives the
Address message.
Push Time Time when the TDMQ for Pulsar server delivers messages to

the consumer.
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e Pushed: The tdmq for pulsar server has delivered the
message to the consumer but has not received an ACK
message from the consumer.

e Confirmed: The consumer replies with an ACK message to

Push result the tdmq for pulsar server, and the server receives the ACK
message.

o Timeout not confirmed: Timeout has occurred, and the
server has not received any ACK message yet, so it sends
the message again.
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Cross—Region Replication
Feature Introduction

Requirement Scene

Scenario 1: Different Location Disaster Recovery Scenario

Pulsar pro supports multi-AZ deployment, which means when you purchase a Pulsar cluster
in a region with at least three AZs, you can select up to three AZs for multi-AZ deployment.
Partition replicas of this instance will be forcibly distributed across the nodes in all AZs,
ensuring that your instance can normally provide services even if it is unavailable in a single
AZ. However, a 3AZ deployment in the same city does not meet the disaster recovery needs
of financial customers, who require cross—region disaster recovery to quickly switch to a
backup region in case of a regional disaster, ensuring business continuity.

Scenario 2: Global Data Archive Scenario

For a global team, business systems may be distributed across multiple regions worldwide,
requiring global data cross—region transmission and unified data archiving. Data generated
from multiple major cities globally is transmitted back to a data center in a specific region
through cross-region replication and then archived uniformly. Since there may be topics with
the same name in these regions, it is necessary to merge topics with the same name from
multiple regions into a single topic in the target cluster.

Based on the above requirements, TDMQ for Apache Pulsar Professional Edition implements
cross—region cluster replication based on the GEO Replication solution, supporting scenarios
such as remote disaster recovery, global data archiving, and cross—-region consumption.

Introduction To the Technical Principles

After enabling cross—-region replication in Pulsar, a Replicator will be started in the cluster. For
details, refer to Understanding Pulsar's Cross—Region Replication. Taking the replication from
Shanghai region to Beijing region as an example, as shown in the figure below:
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The Replicator component runs in the Pulsar cluster in the Shanghai region. This component
will start Producer—-R, which is bound to Topic1 of the peer cluster in the Beijing region, and
sends message data to the Beijing data center as a producer.

112|345

® Note:

Messages produced in the Shanghai cluster are first persisted in the local cluster
and then asynchronously forwarded to the Beijing cluster.

The Producer-R in the Shanghai cluster Replicator has no relation to the client
Producer1 in the same cluster. The cluster address configured for Producer-R is
the Beijing cluster address.

Replication Process Description
1. Producer1 produces messages to the Shanghai cluster Topic1.

. The Shanghai cluster persists the messages to BookKeeper.

. After BookKeeper returns success, the messages are pushed to the Replicator's Cursor.

A W N

. The Cursor of the Replicator sends the messages to the Beijing cluster Topic1 through
Producer-R.

o1

. After the Beijing cluster Topic1 writes to BookKeeper successfully, it replies with an ACK to
the Cursor of the Shanghai cluster Replicator. Upon receiving the ACK, the Cursor in the
Shanghai data center pushes the next message through Producer-R.
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Operation Guide

1.

Create a dedicated cluster in the target replication region. On the cluster purchase page,
you need to enable the Cross-region Replication switch and select the data source cluster.

2. Configure the cluster's metadata synchronization link through the console.

Replication Link Name: Define a name for the synchronization link.
Link type: Select message level.
Source cluster selection: Select the Pulsar cluster for the data source.

Target Cluster Selection: Choose the created target cluster in different regions, only
clusters with the same "Cluster ID" will be displayed here.

Replication level: Supports three levels: cluster, namespace, and topic.
Cluster level, suitable for cluster—level replication.

Namespace level, suitable for scenarios where clusters in two locations are both
active, with different namespaces distributed in different regions.

Topic level, the smallest granularity for cross-region replication.

3. After creation, the message-level copy task will enter the monitoring interface, where you

can check data such as the actual replication rate and message backlog.

Description

Message-level cross—region replication tasks incur fees, while metadata-level tasks do not.
The console provides corresponding monitoring metrics to assist observation.

For detailed billing information on cross—-region message-level replication, see Pro Cluster
Billing..

Use Limits

1.

Feature Supported Scope
This feature is only supported by the Pro Cluster.

. Link Replication Direction

Currently, cross—region replication, whether message level or metadata level, is one-way
replication.

. About Copying Objects

Only one synchronization task can be created for the same object, including higher—
level tasks.

Deleting a topic in a sync link is prohibited; the sync link must be deleted first.

. Coverage Issue

For existing resources with the same name but different configurations, such as partition
count or TTL attributes, after creating a copy task, the policy for the target cluster is not to
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overwrite.
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Disaster Recovery Practice In

Different Location

Last updated: 2025-02-06 10:21:39

Remote Disaster Recovery

Message middleware is a crucial component in the technical architecture of business
systems. TDMQ Pulsar itself supports multi-AZ disaster recovery capability. To address the
need for customers to quickly migrate their business in the event of a regional disaster and
ensure business continuity, a cross—-region disaster recovery solution is introduced.

The following introduces the cross—-region disaster recovery solution.
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In normal scenarios, the business in region A accesses the Pulsar Server-side. Users need to

complete two main actions:

1. Cross—city network connectivity is established through Cloud Connect Network (CCN) to
connect cross-region VPC networks.

2. Metadata synchronization is achieved through the Pulsar console to synchronize cluster
metadata between two locations, including namespaces, topics, subscriptions, roles, etc.

When an exception occurs, the TDMQ Pulsar console provides a domain name resolution
switch feature, redirecting the domain originally used in region A to the target disaster
recovery cluster in region B. This avoids the need for clients to modify the access point
address and ensures the continuity of the business by implementing the disaster recovery
solution in region B.

After the exception in region A is recovered, users first need to determine whether to write
back the messages generated in region B to region A to ensure message integrity. If
writeback is needed, please contact our after—sales team for assistance. Then, users should
switch back the domain resolution of the operation access point in the cluster of region B.
After the switch back, clients can normally access region A.

Operation Guide

Disaster Recovery Feature Launch Configuration

1. In the backup region, create a professional cluster. In the cluster purchase interface,
enable the Cross—Region Replication switch and select the cluster to be backed up.

2. Configure the cluster's metadata synchronization link through the console.
Replication Link Name: Define a name for the synchronization link.
Link Type: Select metadata.
Source Cluster Selection: Select the Pulsar cluster for disaster recovery backup.

Target cluster selection: Choose the created disaster recovery cluster in different
regions, where only clusters with the same "Cluster ID" will be displayed.

Replication Level: Supports cluster-level and namespace-level.
Cluster-level, suitable for cluster-level cold backup.

Namespace-level, suitable for scenarios where clusters in two locations are both
active, with different namespaces distributed in different regions, and regions act
as primary/secondary for each other.

Cloud Network Interconnection

Based on CCN, connect the production region and backup region networks to establish a
network access channel. This allows clients in the production region to access the backup
cluster across regions during a disaster.
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For configuration details, refer to the CCN Operation Guide and perform the following
operations:

1.Creating a CCN Instance

2. Associating a Network Instance

During a Disaster

User decision, client access switches to the backup region:
1. Initiate domain resolution switch through the console (if available).

2. If the console is unavailable, customers can contact the after—sales architect to initiate the
switch from the TDMQ service side.

After Disaster Recovery

User decision, client access switches back to the original region cluster:
1. Users determine whether message write—back is needed. If write—back is required, please
contact our after-sales team for assistance.

2. The console initiates domain switching back, and clients can access the original region
normally.

Notes

1. Supported Scope

This feature is only supported by professional clusters.

2. Message Writeback

Message write—back is a pre—judgment when users switch traffic back to the original region,
aiming to avoid data loss and ensure data integrity. Please make sure to decide whether to
write back before performing the domain name switch—-back.
User—provided information:

List of Topics to be migrated, such as: cluster ID, namespace, or specific Topic list.

Start time and end time, messages sent within this time range in the Topic are data to be
migrated, with reference to the publishTime field in the message header.

Impact of message write—back:
A large number of duplicate messages, the server—side will not consider the complex
status machine of location synchronization between the source cluster and the target
cluster, and all migrated messages will be treated as new messages. Even if the historical
data already contains the same message, it will be treated as two different messages. If
duplicate messages have some impact on the business, it is recommended that the client
perform idempotent processing.
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Fewer disordered messages.

3. About Roles

Under the source cluster, at least one role is required, which can be unbound from the
namespace. The goal is to ensure that the role and token remain consistent with the disaster
recovery cluster during synchronization.

4. Configuration Of CCN

When configuring CCN, the VPC CIDRs created in the two regions need to not overlap. For
example: Guangzhou 10.0.0.0/16 and Shanghai 10.1.0.0/16. This way, CCN can connect these
two VPCs (IP addresses will not conflict).

5. Effective Time Of Domain Name Switch

The effective time for domain name switch is about 5 seconds to 5 minutes, including two
parts: domain name resolution switch and client disconnection and reconnection to the new
cluster's broker.

6. After Switch During Disaster

In the event of a disaster, after traffic is switched to the disaster recovery cluster, avoid
changing metadata in the backup cluster, such as namespace attributes and creating new
topics.
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Cluster Migration
Single Write Multi—-Read Migration
Solution

This document provides an overview of feasible solutions for migration between different
clusters. You can choose the migration solution that suits your business scenario.

Applicable Scenario

1. Unable to migrate by virtual cluster dimension.
2. Hope to migrate resources under a virtual cluster to different professional clusters.

3. Migrate self-build Pulsar to Tencent Cloud Pulsar.

Single—Write—Multiple—Read Solution

This solution is simple, clear, and easy to implement, with no data backlog for smooth
transition. Users can more flexibly control the resource granularity and grayscale method of
the migration under this solution.
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Migration Process
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1. Start business consumers connecting to the new cluster access point (dual-read, with
consumers consuming data from both the old and new clusters).

2. Modify the access point address of the original producer to the new cluster and restart, so
that new messages are produced to the new cluster until all original cluster producers are
modified/closed (cut-write, switching production flow from the old cluster to the new
cluster).

3. Monitor the message backlog of the original cluster.

4. When there is no backlog in the original cluster, you can close the consumers of the old
cluster. At this point, the business has migrated to the new cluster (single-read,
consumers only consume from the new cluster).

5. Migration completed, delete the old cluster.
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Cluster Migration Capability
Description

Last updated: 2025-02-06 10:24:49

Applicable Scenario

To meet user needs in different scenarios, TDMQ Pulsar offers two product forms: Pro Cluster
and Virtual Cluster.

Due to the stability risk of virtual clusters, we stopped adding new ones in 2023. Pro Clusters
have stronger product capabilities and a more comprehensive console (manage, renew,
scale—-out, etc.). To provide better service, for your existing Virtual Clusters, we offer smooth
migration between clusters, supporting the smooth migration of Virtual Clusters to Pro
Clusters.

Capability Description

The data plane migration process of clusters is almost transparent to users, meaning the
migration process is smooth (no need to adjust access points, no need to modify user
business code).

Migration Process:

1. The system will deduct based on the Pro Cluster specification. When the migration starts,
you can see the deduction status as processing on the order page; during the migration, if
any issue occurs and a rollback happens, the order will be automatically refunded; after
the migration is complete, the order status will be complete and the timing will officially
start.

2. On the console Pro Cluster list page, you can see the information of the migrated cluster
and perform subsequent operations such as management, upgrade, and renewal.

Smooth Prerequisite

Smooth migration has a prerequisite: some access point addresses, due to early cluster
creation or special network connections, cannot be smoothly migrated to the new cluster.
Therefore, users need to provide the access point address information in use to confirm
feasibility.

Possible Issues

1. Message repetition issue

Progress synchronization through individual ack has been implemented to minimize the
number of duplicate messages during migration. However, duplicates during migration may
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not be completely avoided, usually within 1 minute. Users should prepare for idempotent
processing in advance if needed.
2. Message disordered

A common issue with cluster migration is that disorder during the migration process cannot be
completely avoided, regardless of the solution. Users need to be informed in advance.
3. Monitoring Data

Switching clusters may cause momentary inaccuracies in monitoring data, usually
recoverable within 1-2 minutes.
4. Generation time jitter

Switching clusters may cause brief production latency fluctuations, similar to those during
cluster upgrades, usually recoverable within 1 minute.
5. Message trace

During data synchronization, consumption progress messages will be generated. Users wiill
see these messages when using message query. Querying message details during the
migration process may be affected, and it may be impossible to view them.

6. Migration duration

The entire migration time is related to the number of namespaces, production flow, and the
data volume of message storage. For one namespace with 1000 TPS and 100G message
storage, cluster migration can usually be completed within 1 hour. For larger data volumes,
such as 1T storage, it takes about 2 hours.

7. Old cluster retention time

After the migration is completed, Tencent Cloud's R&D side will wait for 1-3 days before
clearing the resources on the old physical cluster. After clearing, rollback will no longer be
possible.

8. Message backlog issue

The synchronization of consumption progress during the migration process is done through
the user's topic, so there will be some internal messages in the user's topic. These messages
will be filtered out on the server-side during consumption, and the business will not actually
consume these messages. For subscriptions without consumers, message backlog will occur.
9. Message replication scope

During the message replication process, due to Pulsar's implementation mechanism, only
messages within the TTL range of the old cluster can be replicated to the new cluster. If your
message retention time is relatively large and you need to synchronize data within the
retention time range, you need to adjust the TTL configuration first.

Migration Principle

Technical Solution
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Using the Pulsar Geo Replication solution, enabling cross—cluster bidirectional replication can
achieve data and message progress synchronization to meet the needs of cluster migration.
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Main Migration Process

The main migration process is shown in the figure below. After each process is successful, it
proceeds to the next step. If the process fails, it can also be rolled back.

Before resource cleanup, the entire cluster migration process can be rolled back, and the old
cluster can continue to provide services.
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1. You agree on a migration plan with us, the platform initiates the shipment, and you start
building the new professional cluster after the payment order.

2. Cluster metadata synchronization, including namespace, topic, subscription, role, and
namespace policies.

3. Enable cross—cluster data sync.
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4. Switch clusters, the operation platform issues a tenant cluster switch command, actively
triggers the unload of topics on the old cluster, triggers client lookup, and the lookup phase
returns the new cluster address information.

5. After confirming the user data migration is successful, disable cross—cluster data sync and
clear the old cluster resources.

6. You can see the new cluster in the console.
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Monitoring and Alarms
Monitoring Alarm Practices

Last updated: 2026-03-17 11:33:40

TDMQ for Apache Pulsar

Based on the Pro Cluster Specification and Use Limits provided by the product, here are
some suggested indicators and alarm items for your reference.

Core Metrics and Impact

Dimensi Alarm ltems
ons
Topic Percentage of

message backlog
quota used

Percentage of
message production
entries quota used

Percentage of
message production
flow quota used

Percentage of
message
consumption entries
quota used

Percentage of
message
consumption flow
quota used

Number of Producers
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Configur
ation
Suggest
ion

80%

80%

80%

80%

80%

800

Limit Exceeding Influence

Send failure occurs after exceeding
the limit, and the client repeatedly
reconnects.

Default single partition 5000 TPS,
after exceeding the limit, the
server-side will delay the return,
and the client sending duration wiill
increase.

Default single partition 40 Mbps,
after exceeding the limit, the
server-side will delay the return,
and the client sending duration will
increase.

Default single partition 5000 TPS,
after exceeding the limit, message
backlog may occur due to rate limit.

Default single partition 40 Mbps,
after exceeding the limit, message
backlog may occur due to rate limit.

Default single partition producer
quantity cap 1000, after exceeding
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Number of
Consumers

Percentage of number
of unconfirmed

messages quota used
Subscri

ption

Number of
Consumers

[Professional Version]
Professional cluster
fixed storage usage

[Professional Version]
Pulsar cluster TPS

Instance usage percentage

[Professional Version]
Number of limited
write requests per
minute per tenant due
to traffic throttling
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TDMQ for Apache Pulsar

the limit, new producers cannot be
created.

Default single partition consumer
quantity cap 2000, after exceeding
the limit, new consumers cannot be
created.

Default single subscription single
partition 5000, after exceeding the
limit, the server-side will stop
pushing messages until the client
confirms the unacknowledged
messages.

Default single subscription single
partition consumer quantity cap
1000, after exceeding the limit, new
consumers cannot be created.

Send failure occurs after exceeding
the limit, and the cluster cannot
write.

Exceeding the limit will cause the
cluster to run under high load,
posing a stability risk.

After traffic throttling occurs, the
server-side will delay the response,
leading to increased send duration.
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Cluster Monitoring

Last updated: 2025-02-06 10:25:23

Overview

TDMQ for Apache Pulsar

TDMQ for Pulsar supports cluster monitoring, including cluster compute metrics, storage

metrics, and statistical distribution of message size. You can analyze cluster usage based on
these monitoring data and address potential risks in a timely manner. You can also set alarm
rules for monitoring items to receive alarm messages in case of any data exception, promptly
handle risks, and ensure the stable operation of the system.

Monitoring Metrics

The cluster monitoring metrics supported by TDMQ Pulsar Edition are as follows:

Key Indicator Monitoring

Metric Type Metrics
Pulsar Cluster TPS

Production TPS peak
value

Consumption TPS peak
Compute Metrics value

Production bandwidth
cap

Consumption bandwidth
peak

Storage metrics Storage Usage

Message size distribution statistics
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Unit

Count/s

Count/s

Count/s

Bytes/s

Bytes/s

Bytes
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Viewing Monitoring Information

1. Log in to the TDMQ for Apache Pulsar console.

2. On the Cluster Management page, click the target cluster "ID" to enter the basic
information page.

3. Select the Monitoring Information tab, choose the time range and time granularity to view
cluster monitoring data.
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Topic Monitoring

Last updated: 2025-02-06 10:25:43

Overview

TDMQ for Pulsar allows you to monitor the topic resources created under your account, so
that you can keep track of the status of your topics in real time and troubleshoot possible
issues to ensure stable business operations.

This document introduces the methods to view monitoring metrics and their meanings in the
console.

Descriptions Of Monitoring Metrics

The topic monitoring metrics supported by TDMQ for Pulsar are as follows:

Metrics Description

Production rate Number of messages sent to the topic by producers per second in
(Count/s) the selected time range.

Consumption rate Number of messages consumed by all consumers under the topic
(Count/s) per second in the selected time range.

Production flow Data size of messages sent to the topic by producers per second
(Bytes/s) in the selected time range.

Consumption Data size of messages consumed by all consumers under the topic
traffic (Bytes/s) per second in the selected time range.

Size of heaped

messages Size of heaped messages.

(Bytes/s)

Number of

producers (Count) Number of producers producing messages to the topic.

Number of
consumers Number of subscribers to the topic.
(Count)

Viewing Monitoring Information

1. Log in to the TDMQ for Apache Pulsar console.

2. On the left sidebar, click Topic Management and select the region, cluster, and namespace.
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3. In the topic list, find the target topic, click the icon in the Monitoring column ,|;, select the

time range and granularity, and you can view the topic monitoring data.
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Configuring Alarm

Last updated: 2026-03-17 11:30:56

Overview

Tencent Cloud provides the Tencent Cloud Observability Platform (TCOP) feature for all users
by default; therefore, you do not need to manually activate it. TCOP will start collecting
monitoring data only after a Tencent Cloud product is used.

TDMQ Pulsar Edition supports monitoring resources created under your account, helping you
to monitor resource status in real-time. You can configure alarm rules for monitoring metrics.
When a monitoring metric reaches the set alarm threshold, TCOP can notify you via email,
SMS, WeChat, phone calls, etc., helping you respond promptly to abnormal situations.

Directions

Alarm Rule Configuration

The created alarm can determine whether an alarm notification should be sent based on the
comparison between the monitoring metric and the given threshold in the selected time
period. When the status of TDMQ Pulsar Edition changes, triggering an alarm, you can
promptly take preventive or remedial measures. Creating alarms effectively can help enhance
the robustness and reliability of your application.

A Note:
Be sure to configure alarms for your instance to prevent exceptions caused by traffic
spikes or specification limits.

1. Log in to the TCOP console.
2. Select Alarm Management > Policy Management on the left sidebar, and then click Create.

3. On the alarm configuration page, select a policy type and instance, and set the alarm rule
and notification template.

Policy Type: Select Message Queue TDMQ/Pulsar.

Alarm Object: Select the TDMQ for Pulsar resource for which to configure the alarm
policy.

Trigger Condition: Supports Select Template and Manual Configuration, with the latter

selected by default. For manual configuration, see the instructions below. To create a
new template, see Create Trigger Condition Template.

Metric: For example, if you select 1 minute as the statistical period for the "Tenant-
level Message Production Rate" metric, then if the tenant-level message
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production rate exceeds the threshold for N consecutive data points, an alarm will
be triggered.

Alarm Frequency: For example, Alarm once every 30 minutes means that there
will be only one alarm triggered every 30 minutes if a metric exceeds the threshold
in several consecutive statistical periods. Another alarm will be triggered only if
the metric exceeds the threshold again in the next 30 minutes.

Notification Template: Choose a notification template or create a new one. Set the alarm
recipient objects and receiving channels.

4. Click Complete to complete the configuration.

For more information about alarms, please see Tencent Cloud Observability Platform Alarm
Service.

Create a New Trigger Template

1. Login to the TCOP console.

2. On the left sidebar, click Alarm Management > Alarm Configuration > Trigger Condition
Template to enter the trigger condition list page.

3. On the trigger condition template page, click Create.
4. On the template creating page, configure the policy type.
Policy Type: Select Message Queue TDMQ/Pulsar.

Use preset triggers: Select this option and the system recommended alarm policy will
appear.

5. After confirming everything is correct, click Save.

6. Return to the alarm policy creating page and click Refresh. The alarm policy template just
configured will appear.
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Connecting To External Monitoring
Prometheus

Last updated: 2025-02-06 10:26:31

TDMQ Pulsar supports integrating the monitor data of professional clusters into user-built
Prometheus, making it easier for users to observe the operation of message queue clusters.
At the same time, users can use Prometheus monitoring data to perform timely HPA on
business workloads, making overall online Ops more automated.
Advanced usage:
The standard Prometheus monitoring format allows you to use your own Prometheus to
capture data through the Exporter we provide.

For example, configure the Prometheus data source through Grafana, and K8s captures
Prometheus data for Workload HPA, etc.

A Note:
If your dedicated cluster was created before March 25, 2024, please contact us to

enable this feature by upgrading the cluster.

User Guide

1. Log in to the TDMQ for Pulsar Professional Cluster console.

2. In the left navigation bar, select Cluster Management, click the "ID" of the target instance
to enter the instance basic information page.

3. Click to enter the Monitoring Information sheet.

4. In the upper right corner, click the Prometheus Monitoring Entry button Get Monitoring
Targets, and select the appropriate network type and network configuration.
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5. Click Submit to get the set of monitoring targets.
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6. Modify the prometheus.yml configuration file by adding the node_exporter scrape task.

job_name: prometheus-tdmg-pulsar
honor_timestamps: true

scrape_interval: 60s

metrics_path: /tencent-cloud-metrics/

scheme: http
static_configs:
— targets:
- 10.x.x.x:10001
- 10.x.x.x:10002

honor_timestamps , when set to true, Prometheus will use the timestamps provided by
the Exporter instead of the timestamps when the Prometheus server receives the
metrics.

scrape_interval , the frequency for capturing monitoring metrics data, the current
monitoring metric is minute-level.

metrics_path , the path to capture monitoring metrics, please set it to /tencent-cloud-
metrics/.

scheme , configure the protocol for accessing resources, currently only http is
supported.

7. Access the corresponding visual interface to view configured monitoring metrics.

@ Note:
1. This feature provides monitoring data at the cluster level, Topic level, and
subscription level for professional clusters, fully aligned with the metrics in the
console. However, unlike the console, the monitoring data in the console is
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aggregated, while the data through Prometheus is unaggregated, requiring you
to aggregate and show it on the Grafana panel.

2. Due to different paths and aggregation logic of monitoring data collection, the
data captured through this feature may differ in specific numerical values from
the data shown in the user console.

3. This feature is only supported by professional clusters.

Metric Description

Cluster Level

Metrics Metric Name

Cluster message

production rate pulsar_caculate_rate_in

Cluster message

. pulsar_caculate_rate_out
consumption rate

Cluster message storage .
. pulsar_storage_size

size

Peak production bandwidth

of the cluster pulsar_throughput_in

Peak consumption

bandwidth of the cluster pulsar_throughput_out

Topic Level

Metrics Metric Name

The message production .
pulsar_caculate_rate_in

rate

Message consumption rate pulsar_caculate_rate_out

The message production

traffic pulsar_throughput_in

Message consumption

traffic pulsar_throughput_out

Number of Producers pulsar_producers_count
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Number of Consumers
Message storage size

Number of heaped
messages

Message backlog size

Number of times traffic
throttling is applied to
producers

Number of filtered
messages

Subscription Level

Metrics

Number of heaped
messages

Message consumption rate

Message consumption
traffic

Number of unconfirmed
messages

Number of Consumers

Number of delayed
messages

Message deletion rate

Number of filtered
messages
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pulsar_consumers_count

pulsar_storage_size

pulsar_msg_backlog

pulsar_storage_backlog_size

pulsar_publish_rate_limit_times

pulsar_tag_filter_rejected_msg_rate

Metric Name

pulsar_subscription_back_log

pulsar_subscription_msg_rate_out

pulsar_subscription_msg_throughput_out

pulsar_subscription_unacked_messages

pulsar_subscription_consumers_count

pulsar_subscription_delayed

pulsar_subscription_msg_rate_expired

TDMQ for Apache Pulsar

pulsar_subscription_tag_filter_rejected_msg_rate
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