O BT AR

ABTH
API 35

=R b

IRIFRE: BR=IE (16F) BREEAR 551 483m;



O BT AR

[ RRAXFSER ]
©2013-2025 BN =hRINFAE

Tt (BFEXE. HiE. BRENE ) RRNEEREABAZTE (1R ) BRSEAESRMAE, REBNZSABREmITY, EUEFEFSIUET
FXEH. B0k, EH. PR, EEAXESBHABOAT . ARTHERIBAZEFENNRIE, BARBKERIUEEERIEESE.

[ EtmAeEg ]

O BRE

RECEIRRSEXNETABAZITE (15 ) ARSEAAREXEATME . ANEERINE=HEFIER, KEBRFIARE. REBAZR
BXFABEIT, FAEFFELMETSXRRERETER . S5, 225, E5F. BREFTH, SWSHEEMELZREXRFABTNNRE, B
MZSERIVEEERIEE ST

[ BRS37=ER ]

AXEBERENBENZLANID MR IRSHXUIEMBEXEER, B9 m. RSHASTETHERRAZ,
EFRMOEABEN AR, RS, RSIFESNEZSEBAZZANELERNOE, RIERAREAE, &N, BAZNAIERST T ARTRHIRT
BIRIRERIRIE -

[ BREREA ]
ENBATHERMMECNENETE DRSS, RIBNMIRXARERRS, (HTPTEERR 4009100100895716,

IRIRERE: BR=ITE (1bF) BRSEAE 582 #83m



$%) - i}ik=

API 314

EHRE

=1y

API HE58

ARG
EREN
AHBY
BREEVS
BEREE
REIZER
SHER

ARERTMIRXEN
ARSI

AR tERIEEIEARIEN
AR RIS

AEangiaxEn
A&zhigt

AGERERXED
A&giERE
B AGIHRES
B A BIRIRESS

iR

iR

IRIRERE: BR=ITE (1bF) BRSEAE

XiEEF

A&Eig

83 #83m



(%) - iiit= S

API Xt
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EIEE#RATE: 2021-12-08 08:10:46

B 6 REH

HAAHE: 2021-12-08 08:10:45
AREBESTUTHSE:
MECEXE,

Eegisn:

* QueryFaceMorphJob
o ¥mZHE: JobStatusCode

B5XE®

£78HIE: 2020-09-0108:00:52
FREHBETUTHE:
MBS,

g

» FaceCartoonPic
o FFEAZ: DisableGlobalEffect

B4 XE®

£7IE: 2020-08-3108:01:02
RREHEATUTRE:
METAHIH.

srmEn:

« CancelFaceMorphJob
« MorphFace
» QueryFaceMorphJob

B HIRSH:

« FaceMorphOutput
« Gradientinfo

B3I XE®

£7H1E: 2020-08-28 08:00:53
FREHBETUTHE:

C el M e T

griEEn:

» FaceCartoonPic
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RREGEETUTHA:
MECHRIX.
feesizn:

« ChangeAgePic
o ¥REAS: RsplmgType
o FHEHS: ResultUrl

« SwapGenderPic
o FiBAS: RsplmgType
o FEHS: ResultUrl

B1X%®

&ZmAdiE: 2020—-03-05 23:04:05
RREGEETUTHA:
MECERXE,

higEn:

« ChangeAgePic

« SwapGenderPic
BERLE:

» Agelnfo
» FaceRect

« Genderinfo
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ETHAPLEN—KEARERNER, BEARREBESEMRTE, TMIIARERNREGE, SELATESEEM. 3. IMBMKEERR, LXREEEMEA
M, TEEYR, BRETHRRESFSHITE,
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O BHS

AABI
I5KEH

EIEEFRATE: 2025-05-21 01:19:55

1. BRSsHtblit

API| SZiSahiEtIsEN , SrrmmiEitbisiENE & ft.tencentcloudapi.com , Bz EEMSE &R, Flanr- it ft.ap-

guangzhou.tencentcloudapi.com .

A&Eig

WEERREEENGS . RIBAPFEORNZEFIRMAEUS, SENBTEIRIENEBFENIRSEE . FIINE MERIER, SahBFEI MRS
22, MERFMERE ft.ap—guangzhou.tencentcloudapi.com 22—,

R NRESURAOILS, BEUREHIRARS .

HE: HEE APl AR, HTFRARFRREEROTHRRMESOEE, FRESOETIREERAB R/ ARSECULTER, ROSHSHNIEESR

OIS SBFEA.
BRI EEIER

AN TIC

SR (187, RESIESHK)
TR (M)

SRR (L)

CHIBR (B

LR (Jb5)

R ( Fb2D)

TR ()

BRAEK (hEES)

WAER (Fbnig )

TAKA (JEHS )

TA%A (248)

WAL (&%)

TA%LL (530

LERL (HZRL)

=EES (ES)

HEE (ZRE)

BRI (iE=%1E)

b2

ft.tencentcloudapi.com
ft.ap—guangzhou.tencentcloudapi.com
ft.ap—shanghai.tencentcloudapi.com
ft.ap—nanjing.tencentcloudapi.com
ft.ap—beijing.tencentcloudapi.com
ft.ap—-chengdu.tencentcloudapi.com
ft.ap—chongqing.tencentcloudapi.com
ft.ap—hongkong.tencentcloudapi.com
ft.ap-singapore.tencentcloudapi.com
ft.ap—jakarta.tencentcloudapi.com
ft.ap—bangkok.tencentcloudapi.com
ft.ap—-seoul.tencentcloudapi.com
ft.ap—tokyo.tencentcloudapi.com
ft.na—ashburn.tencentcloudapi.com
ft.na-siliconvalley.tencentcloudapi.com
ft.sa—saopaulo.tencentcloudapi.com

ft.eu-frankfurt.tencentcloudapi.com

R BTFSMETSMRERSTEEN, BlSnaeMRESE (2188 Region HERMKXil ) , BERREETSMX RS, RIFN

Region HltHSHRS—H .
SRIKIEA M
HERMR (LisER)
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https://cloud.tencent.com/document/product/304/2766
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SRRIBEAMDI ERRES
EEgitx (iRYISR) ft.ap—shenzhen-fsi.tencentcloudapi.com
2. iEfEN
BNz AP| BFFEEONIED HTTPS #TEE, RESRLMEEEE.,
3. BRBGE
T HTTP i8R A%:

« POST (it%)
« GET

POST i&K3Z#589 Content-Type 2£E:

+ application/json (%) , ¥REAEZTE v3 (TC3-HMAC-SHA256) .
« application/x-www—form-urlencoded, #H{ERA%EZ75% v1 (HmacSHA1 5% HmacSHA256) .
« multipart/form-data ({X&oEO%E) , YRERESRE v3 (TC3-HMAC-SHA256) .

A&Eig

GET igRIEREA/NFEEBIEZ32KB, POST i5EREAZERTZE v1 (HmacSHA1. HmacSHA256 ) BIAREBid1MB. POST i5XKERERGE

v3 (TC3-HMAC-SHA256 ) B3z#510MB.

4, FHHRE

9(ER uTF-8 %RE%.
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N\
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ERIEEFATE: 2024-11-15 01:37:32

W

AHSYEAFIRABAFEOSESNSY, NS, EEMEORMPIXEPTIBNXLESHHTHE, ESXERETEETXLSY, FREERE
iBR.

AHSHNEFABS2ESERNES S IERFTRNEMER.

ERSERGE v3 A2

EEHE V3 (BRBIRME TC3-HMAC-SHA256 ) HELEEHiE v (BENETREEHRESSE) , BRE, MFEANBERE, ZiFPOST
JSON #&=t, MaeE—ERH, BEERZESHETRES . RENEFER £25% v3,

R HFEAE, ARSEOMEPRITAERNZERTGE vI GET 5K, MARERENERTIE v3,
ERAEERE v3 i, AHSHBFESR—KEI HTTP Header iERLEH, WTRAS:

SHEWR SR Wik R

HTTP iEksk: X-TC-Action. #{EHZOZIR, BESSEOXEMASHETXTAHLSH Action

Action Sting B pien, plnSRSeSIERAIFIRIEN, BUESN Describelnstances.

HTTP i&%sk: X-TC-Region, itiFS4, FARITAFEEEMMIRAIEEE, BESEROXEDEA

Region String - BHEBEBXTAHZH Region IR, FE: REEOFABEGERZSY, BOMEhESIISEIRE, I
SR IZSMBRESER.
. HTTP igkk: X-TC-Timestamp. Ziai UNIX R3iaEE, wicF&i#E APl iERA9ATIE. B3N
Timestamp Integer =

1529223702, #R: MRSESHHDEEEISNHW, SSEESLWER.

HTTP i&%ksk: X-TC-Version. #{EY APl B9hRA . BUESEZOXERAS2HSE Version ik

Version Sting 2 g, pin=RsssEmoNA 2017-03-12,
HTTP {RESDIAESLEPFER, Filan:
TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,
Authorization  String = - TC3-HMAC-SHA256: B&Ai%, BrRIEEIZE;
- Credential: &%, AKID*** 2 Secretld; Date 2 UTC trgRTEIRIBEA, BUEEZMALSH
X-TC-Timestamp #&&E# UTC iRERIBHE—; service BEGFTRE, BENZZFE. i, &
& cvm.tencentcloudapi.com EREF=RE 2 cvm. FXF=REUES ft; tc3_request AEEZMH;
- SignedHeaders: £5&&itHAILEMER, content-type F host JadtigsLER;
- Signature: EZRE, IHEIEER 3,
HTTP i&Fksk: X-TC-Token, Bl Z2FiEiRS Fim& I Z£EIERY Token, FERNEER
Token String & Secretld 1 SecretKey KIEEIRAIGITLZLEIEDRA TmpSecretld 1 TmpSecretKey. {EFRKHEIE
AR EEIZEILL Token FE,
. HTTP i&ksL: X-TC-Language. IEEEOREINES, (RESEOZISISH . BUE: zh-CN, en-
Language String &

US. zh-CN iBEHX, en-US REIEIZ,

iz PRESE MR RIRSELFISIRPIRIT1, EOSHIRERREE Offset=0, EEHE Limit=10, WHEREEZERFR URL. ERL
#B. ERIREIAT:

HTTP GET iER&MmHAI:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****k &k kkakkkkkkrkrkkrkxkrkx+x*x/2018-10-09/cvm/tc3_request, Sig

nedHeaders=content-type;host, Signature=5da7a33f£6993f0614b047e5df4582db9%e9%bf4672ba50567dbal6cbccfl74c474
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https://cloud.tencent.com/document/api/1202/41963
https://cloud.tencent.com/document/api/1202/41963
https://cloud.tencent.com/document/product/1312

Content-Type: application/x-www-form-urlencoded
Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&RE&EERMI:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID** %k xkkkk &k xkxkkkkxkxkxkkxkkxkx*x/2018-05-30/cvm/tc3_request, Sig
nedHeaders=content-type;host, Signature=582c400e06b5924a6£f2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data ) i&REETRH (USFERIEOZE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****k &k &kakkdkakakrkksktirkxsxx/2018-05-30/cvm/tc3_request, Sig
nedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba678%a8edb4dc
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
—-58731222010402

Content-Disposition: form-data; name="Limit"

10
—-58731222010402—-

EHSRGE v oS

FERAEEREE v (BISHRIE HmacSHA256 #l HmacSHA1) , AHSHEER—HEISRKER, SENBIERY

IRIFRE: BR=ItE (It ) BRSEATF 11 #83m
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Action
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Timestamp
Nonce

Secretld
Signature
Version

SignatureMethod
Token

Language

i)

String

String

Integer

Integer

String

String

String

String

String

String

]

il

izl

o

A&Eig

fiik

BENZEOSTHR, ESEEOMXEPRASHEDXTFAHSE Action AR, FIIN=IRSSEE9ES
IFIFIEO, BUYEJ Describelnstances.,

bt sS4, ARITRFEREN M bERETE. FOESHBRIESSEONETRASHLHSY
Region BYiEA, R REROFMBEERZSY, BOSUSPESULITGE, WHEEEEZSH
BFSEH.

il UNIX BHEE, "ieREE AP|iERAIGE, $1511529223702, MRSLFEEREEX, &
SlEEEREHEIR.

FEHIEEES, 5 Timestamp BX&iER, AFBALEERIE,

£ =APIZE$A LHRISAIRIRSHRY Secretld, —1 Secretld MRIE—H#Y SecretKey ,
SecretKey £RRERKIFRES Signature,

ERES, ARBIELXERNEGEYE, SEAPREIFNBASEITESH. BFITEEZESR X
o

1R{FRI API BORRAF . ENESEROEPASLHSY Version RIRIE. FIUNZMRSIEFHIMRE 2017
03-12,

EEZHN, BaiszF HmacSHA256 #1 HmacSHA1, REIEESE5 HmacSHA256 B, Z{E
A HmacSHA256 SiXI8EER, AittiERIYER HmacSHA1 BIEES,

Bl Z2EIERSS FRiEZBYIGRT R 2 FIEPAY Token, ERATEEIS Secretld 1 SecretKey HIEE
BAIEITRL2EIEFR TmpSecretld #1 TmpSecretKey . {ERKEIZARAEEZEL Token
.

EEEOREES, (NEDHEOSISH . BE: zh—-CN, en-US, zh-CN EEIH3Z, en-US
REIHE .

EigFAPEESA MHRRSHFLAISIER, EiEREMRIRER URL. SR, ERERGIT:

HTTP GET iER&a=HA1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timest

amp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhoué&

Nonce=23823223&Secret Id=AKID****kx*xkk Kk kkkkkkkkkkkkkxkkk*kk*k**

Host: cvm.tencentcloudapi.com

HTTP POST &R 451:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4f

de00b0ac9bd9%eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secret Id=AKID*****

Kk hkhk Kk Kk hkhkkhhk Ak h Ak khk Ak hkhA Kk xh**

HbiEFI=R

FrFmFiE#EO Region FRAVANEENTERR. MREOFZIFZRPIFAEES, NESEROEPRMRE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1202/41964
https://cloud.tencent.com/document/api/1202/41964
https://cloud.tencent.com/document/product/1312

O BHS

tttag
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FamitX (AER )
it (1)
HEWX (BR)

R (L)
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(0% - iit= A

ERBKBiEV3
RIEEHAE: 2024-12-25 01:36:56

AT 7 E& 5% v3 (ESEE, EESKREECHAERRBENAZT AP| B8 RIMESEER MRz AP Explorer , iz SDKH
BAZ®SITIR (TCCLI) SARETIR, NLHEIMEI AP BRHTES .

{7 API Explorer <> sEER

ZAILUEE API Explorer B [ 2 5RER | RIREBEESMEOESMEMRTE,

Bz AP| SNSMEREHITESHIIE, AFREFRRESREIE, SEBENSEMBER#TES (Signature) , BNERBTEEAHSEPEEZE
BERFLUEENA B RIEER.

AHAEHRTESR
ERBILTHRBERIPER:

1. WIESRESH
ERRREREESFEERHABFANAREN . ESRAERE = AP| Z3 TEIRIEREXER.

2. RIPERTPRIEE
AT HLEREERIEPHEEL, BNz AP| 2ERERSERITEIERIOGHE, FSERNEFENZERFERERN—ES, REZENR API R
5. RESBRLEAWEINERSHLARFOIETEIREE, ARIESKRPIBEE. MPEREEN, BSHEFET K, Bz APHISELEERR
iBR.

EE%HiE v3 (TC3-HMAC-SHA256 ) ThEE EBE T LARIKIESEE v, MEERS, IFEXMEKR, X JSON 18X, POST iEKIHETHA
M=FrH, HE—ERA, BEERZEIHETEES,

BURIERL, EER AP Explorer B9 “EZBER" ThEE, EFEZMRAT “API 3.0 B8 v3” , ILERESSEHITIOE, thA/HiEER SDK
X883, HFEMBINZ AP| BiER 8 MERINRIZEIES SDK, BEIRTESMIERIE, WEHFR, 328F Python. Java. PHP. Go.
NodedS. .NET. C++. Ruby,.

RiERSFIE

AN (ERPREEIEAER, ZiHEHE Secretld #l1 SecretKey, B1"RARPRZSALIAEREIEH

+ Secretld: AFiRR APl ABRESH, AILAESRELLIBERSE.
« SecretKey: BATFIIE APIABENSR, aILAEESELLEE,
- AR AFRRERSRKIE, BRHE, SURERUTRE. NCHE, WIASERZELRIE.

REREEIENRASEINT:

1. BF BN=EEhOERS o
2. HifE ZAPIZEH MEFISTRE,.
3.7 =APIZH W, B [ #iE®8 ) elg—x%f.

ERRA v3 ERTE

z= API 2% GET #1 POST i&X., MFGETHE, HXF content-Type: application/x-www-form-urlencoded WM &R . ¥FPOSTHIZ%,
B&iZ#$ content-Type: application/json LAR Content-Type: multipart/form-data FEHHNYIER, json BRXEASEIEOBMZIE,
multipart R RBFEROZS, WIHZIEOREERE json 8NEAR, SERFWSEONIERE, BEFER POST 5K, RARENERHETER,
B GET &k R%#5 32 KB LARRYERE .

TEMUZRSHENT MREGFIREAFIF, FERNMEEIMTELE. RIEFZEOSEA:

IRIRERE: BR=ITE (1bF) BRSEAE 5514 H83m)


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

(0% - iit= A

1. ZERSH|RVACTE, ZZORER;
2. ZENRRIEN, FENENERRIPRE;
3. EOESHSHMERS, FJIIETEEESERMENEER

FExfip, FeAHSYHERONSY, RIRERESZLENER. EXHEREON, BRIEFERSE, SMEONSHEHTER, FEEXA
BIFHISHIE, 15, RERARTTHIADLSHIEORMASE, BPRALMRIEEGRSERINAMLSE, fI0 Language #1 Token 2HS% (1
HTTP kERgE, 1 X-TC- #i%k) -

ﬁiﬁfﬁpﬂg Secretld #1 SeCretKeyﬁ%u:EE: K T D% o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R ok ok ko ko ok ok ok ok ok ok ok ok K ok ok ok ok ok ok kK K kR kR ok ok m,:ll*‘g
BEMMNEXERSH SN ‘RS WENRE, REE—FREHE, WiEKER:

curl -X POST https://cvm.tencentcloudapi.com \

56 Credential=AKID*"

st;x-tc-action, Signature=10bla37a730lal2cal9%a647ac

Content-Type: application/json;

S WAy 13"

TEHFABRRESITETRE,

1. BHERERR B
RINTAIBEPHENIEIERSE (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FERZMR fRRE
HTTPRequestMethod HTTP i&KRAi% (GET. POST ) . WRBIENES PosT,
CanonicalURI URI 2%, API 3.0 BIEAESML (/) o

&2 HTTP i5K URL REA=ZME, WF POST iEKR, BEEAZZEFE"", MF GET idK, WhH URL #igs
(?) EENFEFERS, figN: Limit=10&0ffset=0,

iE£&: CanonicalQueryString FE2% RFC3986 i#1T URLEncode 3 (¥%ZEFRIBEFASEE) , F

£ UTF-8, i ERREESINEER TR .

CanonicalQueryString

CanonicalHeaders 5B ZLEER, ELPEA host #l content-type B LER, BAIMMAHMLHS5EZ RS ESE R
—E=R2H, WRFIEIMEM T EOZ LR,
HHEmn

1. k30 key 1 value Z#—HEH/IE, HEIEEHESHR, XE key:value\n 18xU#HE;
2. Z2LER, 1RELE key (/MVS) B ASCI AR THIE,
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https://tools.ietf.org/html/rfc3986

(0% - iit= A

FREW R

MBI EEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\ne

R content-type %RFIEFRZIXRET S, BLHEIZESMBENFERIEERSBRIFNM charset (&, MEXE
ERFRENF—, RSBFSEEESRIEEK .

S5EXERLIER, RBREREMLLISS5TES, l CanonicalHeaders 8 2HILBRBE—XI R
B9, content-type #1 host J9:4iELER,
HriEEm) :
SignedHeaders 1. k3B key S—EERINS;
2. 2104E key (VB BB ASCIH FE#THHE, HEUSS (;) 9.

IRf5l73 content-type;host;x—tc—action

BRIEX (payload, Bl body, WaRflJ {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) HIEFHE, HEHHKBA

HashedRequestPayload = [owercase(HexEncode(Hash.SHA256(RequestPayload))), BIX} HTTP i&RIEX# SHA256 8%, &
BHA#HRDE, RERIEBSEERENSEE, 3WF GET &K, RequestPayload BEIEAEZ/HFHE. IRGITEE
BE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6289887£1398934£064,

R LRI, REIPSEIRIHLEERBNT:

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host; x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. HESERF R
BRI EHHESER TS

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm BEREZE, HAEIEIEJ TC3-HMAC-SHA256,

TEREEEE, BNERLEIAHSE X-TC-Timestamp BVE, EXZFIRYIE UNIX BHElRE, #SHREIFD. LbaBIER

RequestTimestamp (B 1551113065,

ZIEBE, &0 Date/service/tc3_request, @&, FHEKAIIRSTNELLFRE (tc3_request)
CredentialScope Date 3 UTC fRERIERAN, NEBEMAHSH X-TC-Timestamp &#iY UTC iREREIRB—;
service AFmE, YRSEBINFRIEE—H. LRTEERRE 2019-02-25/cvm/tc3_request.

HashedCanonicalRequest  BIASEHHEFRSILEIEREBMRHE, HEMHKEH
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LRFlitEERE
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O BT AR

FREW RERE

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date WRMBESIEIE X-TC-Timestamp it&H5%), HiI¥RA UTC+0, MRIMARRAIIXER, HIINF/N\R, SSHAXME LARMK
Ih, (ERERMRBYELRY . RiREEEN 1551113065, 7£5/\XiIESER 2019-02-26 00:44:25, {ERitHBEIR Date BL UTC+0 &I
BHARJ 2019-02-25, WF=2 2019-02-26,

2. Timestamp %ARZAIRZE, BRHBERFAFEDIIRER BRI, MFESEIRESHNSERY . MRKHEFMFEREEE, o
BEE{T—RAEG, EREY, BEESTHER.

HRIEIL LRI, REIPSRIAFERF RN

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request

7019a55be8395899b900fb5564e4200d984910£3479%94a27cb3fb7d10ff6ale84

3. itAER
1) HEIREESEA, BB

SecretKey = Mk kkhkkkhk kA kh kA hkh Ak hkh Ak hhkrkkhkkkhk k&

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAIZSA secretbDate . SecretsService Hl SecretSigning RTHFEIRIEIE, AREEFTITINFH, SHEHENHRHEIFHRITEIMELH SR
73: da98fb70dcf6b112dc21038d1eeeb3a95¢74b4dch12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HERE, FRNFIEES, HMAC ERHEPSHIRFRIRER—, BUSEIRERAE. LEIhItEERSH key #rl, HESH data /5. BEIREE
RS T HEEREE, thARSIRMHTENRFMH#FIENREE, W ERNRTEEIER.

FREW R

SecretKey JEHART Secretiey, BIl «xx+xxkkxssssiksstssknssssssnrs
Date BP Credential F#Y Date FERAISE . LERBIBNET 2019-02-25,
Service Bl Credential HiY Service FERIER . WRHIBUES cvmo

2) iHEES, hILBET:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

BERBITEERE 10b1a37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85046093F6ab6c4f o

4. & Authorization
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(0% - iit= A

BINTH&IUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential=' + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', +

'Signature=' + Signature

FEREW BE

Algorithm EEHIE, EEH TC3-HMAC-SHA256,

Secretld ZEANTERAY Secretld, B AR TD* k% ko ko kk ok ko k ko ko ko k ok ok x ok kA

CredentialScope RBEX, FIEBE. WRETEERRE 2019-02-25/cvm/tc3_requesto

SignedHeaders RBLEX, 258Z0LEPER . WRHIBUYER content-type; host; x-tc-action,

Signature BEZE. WRFITEERE 10012a37a7301a02cal19a647ad722d5e43b4b3cf£309d421d85046093f6ab6c4f,

R LRI, REIRSEIAES:

TC3-HMAC-SHA256 CredentialeKID********************************/2019—02—25/cvm/tc37request, SignedHeaders:cont

ent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RESEMARERMT:

POST https://cvm.tencentcloudapi.com/

Autherizatilon: N TC3=HMAC—SHA25 /68 Credent Ffal=ARKMDA kA Ak #bca kA Atk Al A bak At ka2 I = 02=25V/(cvm/ E c3R re quelst, Skilg
nedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301la02cal%a647ad722d5e43b4b3cf£309d421d85b46093£f6
abé6c4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

IEREIZAIE HTTP k&8 (Header ) #liE%K{k (Payload ) #AHMERITHIETHATRE—H, BUSEREEZF—HEIR. ATLIEZITED
IFRERAS, MEMEESILHE,

Foi=f o

TESEITAMA API 3.0 Y, #EF(EARERET = SDK 3.0 , SDK #RTERMERE, FRARRXEFRIZMHNEMFZONT, FHREZSR SDK Fi,
SRISZSRIREESE:

e Python

IRIFRE: BR=ItE (It ) BRSEATF 5518 #83m


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python

O BAT

Java
PHP
Go
NodeJS
.NET
C++
Ruby

THRME T FRFRIERES demo, ERILMKEINMI-RESERMIENR:

» Signature Demo

ATEEFEMBERERLRE, TEMSIRREESAM, S LRNERERERESIN, SRNES . ARNEOMSHEESRI LeEREERE, KBR
PRBERLE, HFAESERN, ZIFFRIERE[ER SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

{
= StandardCharsets.UTF_8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;
= "application/json; charset=utf-8";
atic byte[] hmac256 (byte[] key, String msg) throws Exception {
= Mac.getInstance ("HmacSHA ) ;
Y S¥ = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

ic String (String s) throws Exception {
st = MessageDigest.getInstance ("SHA-256");
d = md.digest (s.getBytes (UTF8));

eturn DatatypeConverter.printHexBinary (d) .toLowerCase () ;

(String[] args) throws Exception {

= "cvm";

"cvm.tencentclou
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https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

"1551113065";

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

"POST";

type:application/j 1; charset=utf-8\n

:" + host + "\n" x-tc—action:" + action.toLowerCase() + "\n";

T 3 3=1CE

= W' imit\": , \"Filters\": [{\"Values\": [\"\\u672a 47d\\u540d\"], \"Name\": \"instance-

= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

= date + "/" 4+ service + "/" + "tc3 r

= sha256Hex (canonicalRequest) ;

n n\ "

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

out.println(stringToSign) ;

secretDate = hmac256(("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning = hmac256 (secretService, "tc3_request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println(signature) ;

ole] = algorithm + " " C ential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers. ("Content-Type", CT_JSON) ;

headers. Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp);

headers.put ("X-TC-Version", version);

headers.put ("X-TC on", region);
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StringBuilder new ()i
sb.append ("cur ( POST https://").append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Co nt-Type: application/json; chars utf-8\"")
.append (" -H \"Host: ").append (host) .append ("\"")

.append (" -H \"X-TC ion: ") .append(action) .append ("\"")
.append (" -H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\""

.append (" -d '").append(payload) .append("'");
System.out.println(sb.toString());

}

import hashlib, hmac, json, os, sys, time

rom datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SE

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service =

host = "cvm.te entcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action describelnstar

version = 2 ( 03=12"

algorithm

timestamp =
date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-Sm-%d")

params = {"Limit": , "Filters": [{"Values": [U”ikﬁﬁ "], "Name": "instance-name"}]}

http_request_method =

canonical_uri = "/"

canonical_querystring =
ion/json; char

payload = json.dumps (params)

canonical_headers € nt-type:%s) ost:%s tc-actio \ % (ct, host, action.lower()

signed_headers =

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +
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canonical_headers + \n" +
signed_headers + "\n" +
hashed_request_payload)

orint (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request
hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

(key, msg):
turn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

+ endpoint

+ authorization +
'json; charset=utf-8""'
+ hegie + MY

' T

ion: + action +

str (timestamp) + '"'
+ version + '"!'

TC-Region: ' + region + '"'

+ payload + "'")
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os
"strings"

"time"

(s string)
b := sha256.Sum256 ([]byte (s)

return hex.EncodeToString(b[:]

key string)
hashed := hmac.New(sha256.New,
hashed.Write ([]byte (s))

n string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentclot

algorithm

service

version

action

region

ar timestamp

httpRequestMethod :=
canonicalURI :=

canonicalQueryString := ""

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhos s\nx-tc-action:%s\n",
"application/ 8 —-8", host, strings.ToLower (action))
signedHeaders : e ost;x-tc-action"

payload := " {"Limit": i ers": [{"Values": ["\u672a\u547d\u540d"], "Name":
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("$s\n%s\n%s\n%s

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%s/%s/tc3_request", date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)
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string2sign := fmt.Sprintf ("%s\n%d
algorithm,

timestamp,

credentialScope,
hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt .Println (signature)

authorization := fmt.Sprintf("%s C =ntial=%s SignedHea
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf( curl -X POST https://%s\
"Authorization:

charset=utf-8"\

ion:
Region: %s"\
", host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
"

= "cvm.tencentclo i.com";

Weam ™ .
cvm";
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implode ("\n", [

ontent-type: ation/json; charset=utf-8",

’

n:".strtolower (

content-type",

72a\u547d\u540d"], "Name":

’

.PHP_EOL;

= gmdate ("Y-m-d",

nw/n

= hash ("SHA2

.PHP_EOL;

= hash_hmac ("S
= hash_hmac (" SHZ
= hash_hmac (" SHA

= hash_hmac ("SH

.PHP_EOL;

= "curl -X POST
horization:
"Content-Type: application/json; charset=utf-8"'

"Host: '. o VWU
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"X-TC-Time
"X-TC-Version:
"X-TC-Region:

.PHP_EOL;

secret_id = ENV["TENCENTCLOUD_S RET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
service = 'cwr
host = 'cvm.t
endpoint
region =
action
version

algorithm

timestamp =

date = Time.at (timestamp) .utc.strftime ('S

http_request_method =
canonical_uri = '/'

canonical_querystring

canonical_headers = "content-type 3 )n/json; charset=utf-8\nhost:#{host}\nx-tc-action:#{acti
"

et\n

signed_headers =

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"] Name": "instance—-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,
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].join("\n")

puts canonical_request

v/ v/

credential_scope = date + + service +
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

@

authorizatio {algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Si
n

gnature=#{signature}

puts authorization

puts 'curl -X POST ' + endpoint \
+ ' -H "Authorization: ' + authorization + '"' \
1t-Type: applicatio on;
" 4+ host + """ \
"X-TC-Action: ' + action + '"' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
' + version + '"' \
X-TC-Region: ' + region + '"' \

nmrn

+ payload +

j System;
System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())
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te[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++i)

{

builder.Append (hashbytes[i].ToString ("x2"));

}

return builder.ToString() ;

}

(HMACSHA256 mac = new HMACSHA256 (key))

eturn mac.ComputeHash (msg) ;

 Dictionary<String, String>

string

string datestr = date.ToString ("yyyy-MM-dd") ;
DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

g algorithm = "TC3-HMAC-SHA256";

ing httpRequestMethod = "POST";
string canonicalUri =
string canonicalQueryString = "";
string contentType = "application/json";
string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
"

. "

+ endpoint + "\n

c—action:" + action.ToLower () + "
1g signedHeaders @ tent-type;host;x-tc-action";
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

canonicalQueryString + "\n"

canonicalHeaders + "\n"

signedHeaders + "\n"

hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

string credentialScope = datestr + "/" + service + "/" + "tc3_
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n
+ requestTimestamp.ToString() + "\n"
+ credentialScope + "\n"

+ hashedCanonicalRequest;
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Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

authorization = algorithm +

tial=" + secretid + "/" +

"Signec s=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization) ;

Dictionary<string, string> headers new Dictionary<string
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Time amp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC ion", region);

urn headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service = "cvm";

endpoint = "c We
region =

action

version

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065

string requestPayload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"] \"Name\": \"in

name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);
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Console.WriteLine ("POST https://cvm.tencentcloudapi.com") ;

rach (KeyValuePair<string, string> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

Iy

}

NodeJS

ding) {
crypto. ('sha256', secret)

(message) . (encoding)

(messag Lcodinc "hex') {
crypto. ('sha256")

(message) . (encoding)

(timestamp) {
date new (timestamp * 1000)
year = date. ()
month = ('0' + (date.
day = ('0"'" + date.

‘n "~ ${year}-${month}-$

process.env.TENCENTCLOUD_SECRET_ID
= process.env.TENCENTCLOUD_SECRET_KEY
endpoint =
service
region
action

version

timestamp

st payload =
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hashedRequestPayload (payload) ;

httpRequestMethod = "

canonicalUri = "/"

canonicalQueryString =

canonicalHeaders = "content-type:application/json; charset=

nm\ o, n

"host:" + endpoint + "\n

x-tc-action:" + action.

signedHeaders = " tent-typ

const canonicalRequest = httpRequestMethod + "\n"

"

canonicalUri + "\n"

n\ "

canonicalQueryString + "\n

n\n

canonicalHeaders + "\n
signedHeaders + "\n"
hashedRequestPayload

(canonicalRequest)

algorithm =
hashedCanonicalRequest (canonicalRequest) ;

n/n

credentialScope = date + "/" + service + "
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate = (date, 'TC3' +

kService (service, kDate)

kSigning = ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

1st authorization = algorithm + " " +

edential=" + + "/" + credentialScope + ", " +
=" + signedHeaders + ", " +
+ signature

(authorization)

const curlcmd = X POST ' + "https://" + endpoint

' + authorization + '"!'

appli ’json; char

+ endpoint + '"'

T

ction: ' + action +

' + timestamp.

(RN

+ version +

C-Region: ' + region +

+ payload +
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O BAT

(curlcmd)

string
{
string utcDate;

r buff[20] {0%};

struct sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d",
utcDate = string(buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << nj;

0

string
{
har buf[3];
ed che hash[SHA256_DIGEST_LENGTH] ;

SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str.c_

6_Final (hash, &sha256);
std::string NewString = "";
for (in i = 0; 1 < SHA256_DIGEST_LENGTH;
{
snprintf (buf, sizeof (buf), "%

NewString = NewString + buf;
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&sttime) ;

it++)

5832 #83m




eturn NewString;

string

HMAC_CTX

HMAC_CTX hmac;
CTX_init (&hmac) ;

&hmac;

&key[0], key.length(), VP_sha2
ar* )&input[0], input.lenc
len

Final (h, hash, &len);

std::stringstream ss;

ss << std::setfill ('0"'");

for (int 1 = 0; 1 < len; i++)
{

ss << hash[i];

= input.length();

string output;
output.reserve (2 * len);
i =0; i < len; ++i)
char ¢ = input[il];
k(lut[c >> 41]);

ick (lut [c & 15]);
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string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service
string host =
string region
string action
string version =
int64_t timestamp

string date = get_data(timestamp);

string httpRequestMethod

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std: :transform(action.begin(), action.end .begin ::tolower);

string canonicalHeaders = string("c en /pe:application/json; charset=utf-8\n")

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Value g [ \u6 \u’ \\u540d\"], \"Nam

name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

n\ "

canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest <<

string algorithm =

string RequestTimestamp int2str (timestamp) ;

string credentialScope = date + "/" + service + "/"

string hashedCanonicalRequest = sh % (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalReqg

uest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hm: a256 (kKey, date);

string kService = HmacSha256 (kDate, service);
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string kSigning = na256 (kService,
string signature = HexEncode (HmacSha25

cout << signature << endl;

string authorization = algorithm +

+ "SignedHeaders=" + signedHeaders + "

cout << authorization << endl;

string curlcmd = "curl

—-H \"Authorization:
\N" ANt ~ +
\"conter

ent ype: application/

\"Host: " + host +

m\"\n"

X-TC—-Action: " A"

+ action +
\"X-TC-Timestamp: "
" + version +
"
d '" + payload +

n\ rw.
\ ’

cout << curlcmd << endl;

1/sha.h>

<openssl/hmac.h>

2
sttime = *gmtime (&§timestamp) ;
strftime (utc, "$Y-%m

}

len,

oqn
zd",

har hash[SHA256_DIGEST_LENGTH]
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, strle

str, n(str))

SHA256_Final (hash, &sha256);
for (int i = 0; i < SHA256_DIGEST_LENGTH;

{
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https://"

+ authorization +

\ 1

n\n

"tc3_req

(kSigning, stringToSign)) ;

SECRET_ID +

n/n
/

+ signature;

+ host + "\n

w\ "\ pn

json;

+ RequestTimestamp + "\"\n"

\n"

+ region + "\"\n"

&sttime) ;

’

’

it++)

+ credentialScope +

n
’
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\printf (buf,
strcat (result, buf);
}
}

HMAC_CTX *h;

HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
= &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER 0x10100000L

HMAC_CTX_cleanup (h) ;

Lnput,
st lut = "0123456789
{0};
i < input_len; ++i)
c = input[i];
temp[0] = lut[c >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];

strcat (add_out, temp);

rncpy (output, add_out, 128);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";

host = "cvm.tencentcloudapi.com";
region
action
version

64_t timestamp =
har date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";

har* canonical_uri = "/";
char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:applicatior
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx
value[100] = {0};
lowercase (action, value);
st rcat (canonical_headers, value);
strcat (canonical_headers, "\n");
nar* signed_headers = "content-type;host;x-tc-actio
har* payload = "{\"Limit\": 1, \"Filters\": N es\": \u67 ub | 540d\"], \"Name\": \"inst
ance-name\"}]}";
har hashed_request_payload[100] {0};
sha256_hex (payload, hashed_request_payload) ;
g canonical_request[256] = {0};
sprint £ (canonical_request, "%$s\n%s\nf n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload) ;

printf ("$s\n", canonical_request);

“har* algorithm = "TC3
request_timestamp[16]
ntf (request_timestamp, $d", timestamp) ;
credential_scope[64] {0};
strcat (credential_scope, date);
(credential_scope, "%s/%$s/tc3_request", date, service);

hashed_canonical_request [100] {0};
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sha256_hex (canonical_request, hashed_canonical_request);
string_to_sign[256]

sprintf (string_to_sign, %S ss\n%s\n%s", algorithm, request_timestamp,

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
printf (k_key, "%s%s", "TC3", SECRET_KEY);
ed che k_date[64] = {0};
unsigned int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
unsigned char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
ned char k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", s en c3_r s , k_signing, &output_len);
unsigned char k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

ar signature([128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]

sprint f (authorization, %s Cr ntial=%s/%s, Si dHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

curlcmd [

sprintf (curlcmd,

\"Authorization:

ontent-Type:

oo\ 1
] ’

host, authorization, host, action, request_timestamp, version, region, payload);

orintf ("$s\n", curlcmd);

Hihigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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FEXM

A&Eig

FHEMTERKRWAIEIR, BREIREREE,

§EIRE9
AuthFailure.SignatureExpire

AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid
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fHIRHA
FRIH, Timestamp SRSHEFWENERIBFEIEERSEIRSH.
BATEE. BRRHNEEERHEEHER, BE8LENTERHES TFET.

EREIR, TREEERITEIER, IEXISLMAENABTETS, WAUREE SecretKey HIRS
(0

I&BHER Token $&iR,

ZEHIEE (F2T API BB o

£539 #83m



(%) - iiit= S

N
EBFIE
BiEEHE: 2024-12-25 01:36:56

BEEHEVI HRZH, ERMENEZSERTMESSE v3, EFERESHZE V3.

BUREERY, EiNER AP Explorer Ry “EREBRER" IhEE, EEEZIRAT “API 3.0 2 v1” , TJLIEREZEREHITRIE, HFRETHSRESES
REERE, BUEEER SDK X8, #FERBEN= AP BBER 8 MERMNREES SDK, EE£XRTESMERETE, WEHIE, XiF Python.
Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#E=(ER API Explorer <I> =i

ZELAEE API Explorer B [ 2 5R46 | RIREBEESMENSZMERTIE,

Bz APl 28 MEEEREITESHIEE, BENERBFTEEALIBERSHPESES(ER (Signature ) LASIEERESH .
EBEEHREFIIER, RLEIEEHE Secretld #l SecretKey; ERFIEREREFIE, BRIt ZAPIZHANH BiF, BUWEZRAMAZ= API #0.

1. RiERSFIE

EE—XERT APl ZHi, BRiE = AP| ZH5HE BERLEE.
ZREIEEIE Secretld #1 SecretKey:

» Secretld AFtriR APl EAESH
« SecretKey BFINEEZFHFRNRSHHRGEZZFTRIFNH,
. APYSATEEFRERSFEIE, BRE,

HRIFREEIENEFSENT:

1. BF BA=EEPOEHE -
2. HitE = AP| Z4A BRI A TE
3.7E = API| %5 W@, Bk [ #riE®sA | BNaJLA)iE—3d Secretld/SecretKey,

R BIMRSRSALUAERY Secretld/SecretKey.

2. ERERE
BTREEIE Secretld 71 SecretKey 5, MALIERERRT . MTRERESEHZE v1 £ERESBAFMTE:

iR FFRY Secretld #1 SecretKey 312!

. Secretld:AKID********************************

. SecretKey: LR EEE SR SRR EEEEEEEEEEEEEEEEEEEEE]

R XBERESRM, SRERAPXERHRIEN Secretld fll SecretKey B{TREURIE!
LIz=BRSSEEAXAIFIZE ( Describelnstances ) i&XKA6l, JAFRARBX—EOR, HiERSHTENT:

SHBM 3z S8E

Action Bt Describelnstances

Secretld %48 1D BT % o 4 % 5 ookt ko ok ko ook oo
Timestamp HEuAdiaE 1465185768

Nonce FEHLIEEEEL 11886

Region SEIFRTEX ap—guangzhou
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

(0% - iit= A

SHER th3g SHE
Instancelds.0 FEIFARYER ID ins—09dx96dg
Offset misE 0

Limit AV 20

Version EORSS 2017-03-12

XEARTRTHSAHSEMEOMASY, BFTLMRELRSERNEMSE, F41 Language 1 Token AR5,

21, HBHHIF

BSRXMFIEERSMIRSHBNFHERE ( ASCI ) AFRHRF. E5: 1) RRSYSHTHIE, SHERISWURNEIE, F&5LEX0; 2) & ASCII#BEEX
I\, 30 Instancelds.2 EHE Instancelds. 12 5E, FRIEFER, BA2EYE. APYLMBEREES PRMBXHIFREREIX—INEE, 1 PHP
g ksort ¥, ERREISHAIHIFERINT:

{

'Action' : 'DescribelInstances',

'Instancelds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

lSecretIdl . 'AI{ID************k******************k',
'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

ERAECERRNESHAN, TN EETFIRRNSEHTHIR, BRINER—SE,

2.2, HHERRF RSB

M BEREERFTE.

BB E—SHIFIFRERSEELE “SHEHR=-25E" 10, W3t Action 28, HSHETRA "Action" , 2#{&H "Describelnstances" , &
gL EF 7 Action=Describelnstances .

R “S8E” HRBETIE url KEENE.

AEBEEENSINSHA" & HEE—E, REEMIERFFHER:

Action=DescribeInstances&InstanceIlds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&SecretId

SAKTID X A x A K&k kA ok ke xodkoxdok ko kxkkxdkoxkxxxxxgTimestamp=1465185768&Version=2017-03-12

2.3. PHES R RF R

I BRERBERENFFE.
BEREFHHREUTLA SN

1. KA 5 POST #1 GET A=, XEfFEMH GET 5K, FEAFALAE,

2. &R EH:EEHLHIFIR(Describelnstances)igiEkk&Z5: cvm.tencentcloudapi.com, SEFRENEREZSRIBEOMBERNFRAMAR, #31
FIERA.

3. IEKRIEE: HARA=APIRIEKIEREERN / -

4. ERFHER: E—SERNERFZHSR,

BEEBECRHPHERNG: BRAE + BREN (BREE + 2 + BREFSR
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(0% - iit= A

BIRHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&

Region=ap-guangzhou&Secret IA=AKID* ¥ * ** k& kA xkkkk kA kkxkkdkxxkxkxx+x*gTimestamp=1465185768&Version=2017-03-12

24, EMERH

I RERERE,
B5EER HMAC-SHA1 Hizt E—S iR SHESRNFHRHTES, RARKERNESR(ER Base64 #1THE, BIRRERENESE,

BMUEBINT, LA PHP 561

SSeCretKey = '********************************';

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1188
6&0ffset=0&Region=ap—guangzhou&Secret IA=AKID* ¥ ¥ ¥k kxxkkkkxkkkkkxkkkkkxr*kkxx**gTimestamp=1465185768&Version=2017
-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, $secretKey, true));

echo $signStr;

IpyEZ R

i
1i

Fii
HN

TRAM2x £fNMO9E1VTNmPg06MRnNCvQ=

ERHEEFRRIHESAN, A LETFPNEGHTEREIE, SRINERRS50FHI—EI,

3. EZERRG

ERIIESRHTEER(EAERSY, FENHBT URL &3,

ME—SERNZEZEH TRAM2XINMO9EIVTNMPg06MRNCVQ= , RELERINEZHRIERESHE ( Signature ) 79:
7RAM2xfNMO9EIVTNmMPg06MRNCvQ%3D, BiSATFEMRENNIER URL,

R MRAPRERGER GET, H&iBRAZA POST [t Content-Type 4 application/x—~www-form-urlencoded, W&RXERISFAEE
REFMHEHJEM URL HE, SHERN-FSFABESRB. I ASCI ZFE URL RBIIMELL UTF-8 #1758,

R FERRESNRSESEMAMESMIET urlencode, EXMHERT, MFABEENERHRAT URL HBT, EWAAXR URL FHEESSHESKX
o

HE: Hitt2BEORmEHTRD, HIRA RFC 3986, M %XY MEHFHRIMRFHTESLED, Hb X" f1 “¥Y” B+AisFeE (0-9/
KXEF8 A-F) , ERNERSIEEER.

4, EREW

RIELIRER, FEMTERXMAIEIRD, SRIELRERGE,

RS iR
AuthFailure.SignatureExpire fo3=guL:
AuthFailure.SecretldNotFound EIRREE
AuthFailure.SignatureFailure EEHEIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid
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http://tools.ietf.org/html/rfc3986

(0% - iit= A

5. ER/ET

fEsEfRiERA API 3.0 BY, #EFERREMBEINZ SDK 3.0 , SDK #ETESMIRE, ARRRXSEFRIBMUMNEFEONT, FREESR SDK i,
HEISISHRIZIES G

e Python

- Java

« PHP

- Go

* NodeJS

« .NET

o« C++

* Ruby

TEEH T FRFRIERES demo, ERAILLEINNI=RESEERRIERN:

« Signature Demo

ATEFZNRFEERERE, THERRERIES 6, S LRNEZEREEASN, EROES . AREOMSHEIELIL LIRSS TEHE, LBR
AEREREE, ATESERY, ZEAKRIEREMEMH SDK .

%ﬁm.‘:ﬂﬂ'ﬂ url E_]'ﬁ'é?ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
guangzhou&Secret IA=AKID* * * & *x *kkdkxhdkkdkhhdkdkxxhhdhrxrrsixrgSignature=7RAM2xENMOIELIVINMPg06MRNCvQ$3D&Timestamp=14651857

68&Version=2017-03-12 o

FE BT RAIPRSEAZEENN, HERBARREAHE, FlMREEL url FKEEFITARER curl EHSRARSIEEENER: £33,
AT ER—ANTLAERERER url , BEESRAIFR Secretld #1 SecretKey HELHER, FHERRFAXFATEAZIEN Timestamp o

FE: ETENT6T, FRFEES, EER—ESEXNTEEIN url TEEHBEMRATR, FRASHNIRFETRE, EXHAZMERE. IZMESHE
£, BESHEIERE,

FE: UTRBERT API 3.0, FRtEEZATHMMESRIE, BN RAERRE I

Java

t java.io.UnsupportedEncodingException;
java.net .URLEncoder;

t java.util.Random;

- java.util.TreeMap;
javax.crypto.Mac;

"t javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

tatic String (String s, String ey, Strinc cthod) throws Exception {
= Mac.getInstance (method) ;

retKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm());

mac.init (secretKeySpec) ;

[1 hash = mac.doFinal (s.getBytes (CHARSET)) ;

eturn DatatypeConverter.printBase64Binary (hash) ;

itic String
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

centcloudapi.com/2?");

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

‘n s2s.toString () .substring (0, s2s.length() - 1);

Object> params) throws UnsupportedEncodingException {

os://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");
}
return url.toString() .substring (0, url.length() - 1);

}

bublic static void String| rgs) ~ows Exception {
TreeMap<String, Object> params new <String, Object>();

"

params.put ("Nonce", 11886);

params.put ("Timestamp",

params. S ~etId", System.getenv ("TENCENTCLOUD_SECRET_ID"));
params.

params.

params.

params.put ("Limi

params.put ("Offset",

params.put ("InstanceIds.(

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA1"));
System.out.println (getUrl (params)) ;

}
}

Python

EE: WRZEE Python 2 HFigH pip install requests o

baseb64
hashlib
hmac

os

requests
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secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

et
s = method + endpoint + "/2"
"

query_str = "&".join ("$s=%s" or in sorted(params))

return s + query_str

le f (key, s, method):

-

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method)

return base64.b64encode (hmac_str)

if _ _name_
endpoint = "cvm.tencentclou

data

'Action scribelInstances’',

'Instancelds.O' ins-09dx96dg’,

'Limit’

ap—guangzhou',
secret_id,
Timestamp'
Version':

= get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib

print (data["Signature"])

"bytes"
to/hmac"
"

oto/shal

ding/base64"
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secretId := os.Getenv ("TENC

secretKey
params :=
"Nonce":

"Timestamp": strconv.Itoa (1465185

"

ap-gua hou

secretId,

"InstanceIds.O0": "ins-0
it": strconv.Itoa(20),

et": strconv.Itoa(0),

buf bytes.Buffer
.WriteString ("GET")

oudapi.com")
.WriteString("/")

.WriteString("?")

g, O, en (params) )
1ge params {

append (keys, k)
Strings (keys)
:= range keys {

k := keys[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])
.WriteString("&")

.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed. Sum(n

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCEN UD_SECRET_KEY") ;
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.tencentc

==

substr ( 0, =i)eg

= base64_encode (hash_hmac ("sh

.PHP_EOL;

'time'

'openssl'

re 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENT

method = 'GET'

endpoint =

data = {

847 H83m
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SecretId' => secret_id,

'Timestamp' => 146518

sign = method + endpoint + '/?
params = []
data.sort.each do |iten

params << "#{item[0

sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Base64.encodeb64 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts datal['S H

g System;
System.Collections.Generic;

g System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;
(HMACSHA1l mac = new HMACSHAL (Encoding.UTF8.GetBytes (signKey)))

ce[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));
signRet = Convert.ToBase64String (hash);
)

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?";
ng v =

nn.,
’

key in requestParams.Keys)
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string.Format ("{0}={1}&", key, requestParams/|[key]);

retStr += v.TrimEnd('&");

‘n retStr;

1g SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

ng SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;

ng endpoint
ing region =
g action

ing version =

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add ("Limi

param.Add ("Offset",

param.Add("Ins celds.O",

param.Add ("Action", action);

param.Add ("?

.Add ("Timestamp", RequestTimestamp.ToString());

.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);
param. yion", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordina

g sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");
string sigOutParam = Sign (SECRET_KEY, sigInParam);
Console.WriteLine (sigOutParam) ;
}
)

NodeJS

const crypto =

nct
params|['Signature'] = encode “omponent (params [ 'S
onst url_strParam = (params)

"https://" + endpoint + "/?" + url_strParam.
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(regqMethod, endpoint, path, strParar
strSign = regMethod + endpoint + path + "?" + strParam.

‘n strSign;

, strsign) {
signMethodMap = {'Hmac \1': "shal"};
let hmac = crypto. (signMethodMap [ 'Hma iAl'"], secretKey || "");

return hmac. . (strsign, 'utf8')). ('base64'")

rams) {
strParam = "";

let keys = . (params) ;

keys. ()

(let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);

1rn strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcl
= "ap-guangzhou"
03-12"

"DescribeInstances

let params = {};
params['Action']
params [ 'Inste
params|['Limit ']
params['Offset
params [ 'D
params [ 'Re
params [ 'S
params|['Timestamp']

params|['Version

strParam = (params)
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const regMethod = "GET";
const path

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature strSign)
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(0% - iit= A

A =+
IR [E]455R
ERIEEFATE: 2024-03-12 01:31:36

= API 3.0 #=AFARE] JSON #iE, JB[EIHE JSON #EUaNEOSEX P MR, RE JSON BiER&EARSJ 50 MB, MRERENMIEEIR
KIRE, EREEXMFREIPERER. BRIBZEOMEPAHEIENEE (FIMEEE ) &SR, EHERESREREEX.

IR BRREERBRSIHESLET, ML HTTP IAZEMB195200. FIILEERESAEAEIRIBIEES LMY, (B HTTP AFBR200, TF2
401,

IFfRIEEISR

IAEIRS BRIEOEEEHIKAEFIZE (DescribelnstancesStatus) 2017-03—12 kRAF6FI, &iEBMLY, HolsErRENTA:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468

+ Response REMRZIR Requestld 2EEMNFER, TiCERMIISE, RE APILET, WXESEE,

+ Requestld BF—1 APl iERIIE—IRR, IR API HMBE, AR Bil=Z0R & 232 T8, FHRHZ ID REBREE,

o BRTBEENFEI, ERAHEFEOENNFE, FRMEOMREHNFES REONERHEN . I TotalCount 1 InstanceStatusSet
1973 DescribelnstancesStatus #OEXIFE, AT RABESKYBRENTEREERSEEG], Eit TotalCount ZELtIER FRYIRENES 0,
InstanceStatusSet IR HAZ,

HIREESR

HERXY, HiREETEITA:

{
"Response": {
[

"Error": {

"Code": "AuthFail

"Message": "The provided C t be valide 5 se check your signature is correct."

by

"RequestId": "
}

1
}

o Error PHIMARE ZEKAAKK ., Error ZEREREMNEEY Code #1 Message FEREAALXMAT 2 EREN o

+ Code RREFHIEEIRIG, HiFKH B TASSIRIEZERIGEA TS RIGIAAHEOX MAYERIETIREMERN N FEERRA R,
+ Message EFRETEMERRENERREFER, BEVSEREAFEMENL, WXATHRSEEFRISTELEH, APARERIXMREE.

+ Requestld BF—1" APl iERHIE—1RA, R API HIRE, STMEKR Bil=Sk % 123219, FHiRHiz ID kBRI,

AHERB

IREIZERPINREFE Error FER, NWFRTEAR APl EO%XW. Error H89 Code FEREFEIR, FREWSETEHMAMERIBA QLSRG RS
IRIBSIFRIESERTR “API X BRTR “HiRi3” H.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

(%) - iiit= Jus

SR

IESEFRATE: 2022-08-10 06:32:04

-\

ERESRZ= API 3.0 BIASHMHSECHSNT USRS :

String: F&F &,

Integer: E&, FRATHFSO64UEE ., SDK 3.0 FAREBESZISHEBEMER, BFRERREESHEREREN, I3 colang B

uint64,

+ Boolean: #/REL,

+ Float: Zm=E8,

« Double: WiEEFRE,

« Date: FfF&E, HEAgN. FlN: 2022-01-01.

« Timestamp: F#F&H, BEEL, Fa0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFRTEMLELR ( International Organization for Standardization, 1SO ) &##IxF HEIFIRTEHERN
HEFMRE, MRERR (GB/T 7408-20058EnilZifiEE B3 HHIfIIEFRTE) . BiXUAFERRZIESIMERESTEUERT . flun:
2022-01-01T00:00:00+08:00,

 Binary: ZHTHIRS, FELMFEMGERIER.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

(0% - iit= A

AR T EXIEO
ABEEFRSE(

EIEEFRATE: 2025-04-25 01:33:36

1. EOE

EOSKRESZ: ft.tencentcloudapi.com .

AR LEE—RARER, EFARFRESERES, BHIRARTEXRFENER, IFTRARTRERIIEN,
BRMECIERSRZRIRS]: 200R/%

= (FEA API Explorer <> it

API Explorer {2t THELZLIEMA . ERIIE. SDK RBERMREERIEOSFEN . SAEESRRANERATNERLSRIAREER SDK FR

H_TWUO
2. BN2H
TFERSHINRGIHE TEOBRSHINBOAHSY, REBEAHSHFIIRI AHiERSE,
BB wik 2R R
Action 2 String ~H2H, FEORE: ChangeAgePic.
Version 2 String ~Esy, REOBE: 2020-03-04,
Region = String ~HSH, FRFFESZIFH tifiE.
Array of ARTETFRER.
Agelnfos.N 2 A eI)r,1fo FEALUSARZ 31 Agelnfo REMA—KEFHIRES IIKARTELTFE,
9 FBIE: [{"Age": 10, "FaceRect": {"X": 10, "Y": 10, "Width": 20, "Height": 20}}]
BlF base64 &, base64 FHBEXNFTEE5M,
Image - String Z#FPNG. JPG. JPEG. BMP, #3%#F GIF Bk .
- Gl
{H: /9j/4AAAQSKZJRgABAQAAAQABAAD/4glo...IftXF/DjFZNXoSP5V2UOHMt/1MFQf/Z
BRI Url , 3RE R base64 RiBEANFAT#EE5M
B R# Url. Image/Rigt—4", WNREPRME, RER Urls
Url = String B RFRFEA=MN Url DRIEES TREENREY, BNBREFRTEA=.

BN =EFRUrEEMREETREE—EZIN.
%#PNG. JPG. JPEG. BMP, #%#5 GIF Bk,
BIE: https://lliudehua-9527.cos.ap-guangzhou.myqcloud.com/input.jpeg

IBEEIE&S R (base64 8k url ) , Zik—, urlEHEIA1X. BiMEHbase64,

RspimgType & String SEIE: url

3. mihax

SHEBW B ik

RspimgType 73 base64 B, IZREKEFRIER base64 #iE. EAIAEEbase64

Resultimage  String  — e . 0/4AAQSKZJRGABAQAAAQABAAD/Aglo...ftXF/DJFZNXoSP5V2UOHMEAFQfiZ

ResultUrl String  RsplmgType 73 url B, REKREFRIE R url $UE,
RMEE: https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/result.jpeg?q-sign—

IRIFRE: BR=ItE (It ) BRSEATF 2554 83,


https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1202/41969#AgeInfo
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=ChangeAgePic

O BAT

SHBW £ ik

algorithm=sha1&q-ak=AKID********EXAMPLE&q-sign—-time=8888;9999&q-key—
time=8888;9999&qg-header-list=&q-url-param-list=&q-
signature=7de87f7bf9cfd23df9da32f46661e7cf97a5603c

E—i5K ID, HIRSBiRER, SRERMBIEE (EEREHMEEKRERIARSR, WZRERTRIRE

Requestid — String o estid) . E{TEEREBIRHIZRERE Requestid.

4. 6
7B AREESEB
BATH

POST / HTTP/1.1

Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ChangeAgePic
<REIFRESH>

{

"Image": "/97/4AAQSkZJRgABAQAAAQABAAD/4glo...1ftXF/DJjFZNXoSP5V2UOHMtL /1FQf/z",
"AgeInfos": [

{

"Age": 10,

"FaceRect": {

"X": 10,

"y": 10,

"Wwidth": 20,

"Height": 20

"Response": {

"Error": {

"Code": "InvalidParameterValue.ParameterValueError",
"Message": "SHFERHEFEBIR. "

b

"RequestId": "b68b7c3a-410d-4afl

}

}

212 RAEEIRLTH

BATH

IRIFRE: BR=ItE (It ) BRSEATF

A&Eig
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POST / HTTP/1.1
Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ChangeAgePic

<PEHHERSH>

{

"Image": "/97/4AAQSkZJRgABAQAAAQABAAD/4glo...1ftXF/DJFZNXoSP5V2UOHMtL /1FQf/Z2",
"AgeInfos": [

{

"Age": 10,

"FaceRect": {

"X": 10,

"y": 10,

"Wwidth": 20,

"Height": 20

"Response": {
"ResultImage": "/9j
"ResultUrl": "",
"RequestId": "3c

}

}

5. ARERIR

BR= APl F&
Bz APl &5 24&& API X4, HiRf3. AP| Explorer % SDK FZFEFENA—EOTFEE, HEENE—AOEGREREBAZIZMIIFRE API RS

API Inspector
FFE&EE AP| Inspector BEEEHIGE—SIRIEXEN AP RBAER, HEMNERSIESIRAN API 53, BalaiE API Explorer #TEZRI.

SDK
= API 3.0 Rt TEERFRTHE (SDK) , XISSHRIZES, SEEHENREMA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb

O BAT

BOTIR
» Tencent Cloud CLI 3.0

6. $EiR6g

RIS T SRR XAEIRIS, EfthiERBitn ALEizg.

iRt

FailedOperation.DetectNoFace
FailedOperation.FaceExceedBorder
FailedOperation.FaceSizeTooSmall
FailedOperation.FreqCitrl
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImageNotSupported
FailedOperation.ImageResolutionTooSmall
FailedOperation.InnerError
FailedOperation.RequestEntityToolLarge
FailedOperation.RequestTimeout
FailedOperation.RpcFail
FailedOperation.Unknown
InvalidParameterValue.FaceRectInvalidFirst
InvalidParameterValue.FaceRectlnvalidSecond
InvalidParameterValue.FaceRectInvalidThrid
InvalidParameterValue.ImageSizeExceed
InvalidParameterValue.LutimageSizelnvalid
InvalidParameterValue.NoFacelnPhoto
InvalidParameterValue.ParameterValueError
ResourceUnavailable.Delivering
ResourceUnavailable.Freeze
ResourceUnavailable.GetAuthinfoError
ResourceUnavailable.InArrears
ResourceUnavailable.LowBalance
ResourceUnavailable.NotExist
ResourceUnavailable.NotReady
ResourceUnavailable.Recover

ResourceUnavailable.StopUsing

IRIFRE: BR=ItE (Ib5R) BRSEAR

A&Eig

fik

RAEURIALE o

ABEHIHE, TikfER.
ABEANMEEE, BXARSHERNF34*34,
BERIREE, MAE, BRRER.
Sy RS

B R TR,

B RS

E R RS HERD, IF64.
IRSSAEREIR, BEf.
BNERFAX (BEEXEZRER) -
[RimARSSEERT o

RPCIEREM, —RAEIEHIESHIE,
RENEEIR

SN ABESBEEE.

2P ANBIESHEAEE.
EINARIESHRGE.
EREEAX.

ERRIF,

ERHigE AR,

SHAREE.

BRIEERER,

WS EWES.

REGAESEE LM

HKSERE,

RETFE

TSR, BiRARESCHEERAFERS .
IRSSRFE,

HREHEML

WSSk,

5557 $83m)


https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT AR

fHiIRED 3%
ResourceUnavailable.UnknownStatus THEIRESER.
ResourcesSoldOut.ChargeStatusException WSBXRE,
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AR RIS IRIEXIEO
ABETERI4ER

EIEE#RATE: 2025-04-25 01:33:36

1. &Oid

EOiSRER: ft.tencentcloudapi.com .

AR LEE—RKARER, EFARRESENEE:, BHSKARMEIEROER . SELAISSIMER. 3iZ. MISTHRIIMR; KZEBAUSTMNEAZA.
TIERITHR

EOMEOERIRZIRE: 200R/%

= (EA APl Explorer <> smEER

API Explorer iRt T LM . ERIIE. SDK RBEMRIRERFIENSEN . BUEESRARNERASINRELSREIARB5ER SDK ER

=~
2. MNBH
TERSHINFRIGIH TEOBRSHNBO AL SY, RBATRSHFIRR AHiERSEH,
SHEWR Wik B 353
Action 2 String ~HSH, XEOBE: SwapGenderPic,
Version = String AL, AMEOE: 2020-03-04,
Region 2 String ARSE, FRFERSISH iR
Array of ANBEHEACHERIER
Genderinfos.N £ Genéllerlnfo EALUSARZ 31 Genderinfo REMEE—KEPHIRS 33K A RRERIRIER
THE: [{"Gender": 1, "FaceRect": {"X": 10, "Y": 10, "Width": 20, "Height": 20}}]
Bl base64 &iE, base64 HBEANAATEIZEM,
- . ZFPNG. JPG. JPEG. BMP, F#3%#F GIF BF .
Image a String oy
{&: /9j/4AAAQSkZJRgABAQAAAQABAAD/4glo...IftXF/DjFZNXoSP5V2UOHMt/1MFQf/Z
ER#9 Url , 3RE R base64 HIBFANFATEBEEM.
B F&Y Url. Image4Rigit—4, aNEREM2M, JERA Urlo
Url = Strin B REFETFEBASM Url IRIEES TREEMREN, BNBEREFETEBAS.
- d BN =FEIUrEERRS SN TS —ER.
Z#HFPNG. JPG. JPEG. BMP, 735 GIF BF .
TBNE: https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/input.jpeg
= : REIERSR (base64 8% url) , Zi&—. urlG&AA1XK,
RsplmgType a String =G url
3. miheN
SHEW 3] R

RsplmgType 73 base64 i, RERMERRIE R base64 HiE. #HiAiRElbase64

Resultl i
esultimage  String = e 10i/4AAQSKZJRGABAQAAAQABAAD/Aglo. . IfXF/DJF ZNX0oSP5V2UOHMAFQfiZ

IRIFRE: BR=ItE (It ) BRSEATF ££59 #83m,


https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1202/41969#GenderInfo
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=SwapGenderPic

O BAT

SHEW 3]
ResultUrl String
Requestid String

4.
7PN RAHEEXM
BANTH

POST / HTTP/1.1

fEiR

RsplmgType 73 url ¥, BELGEERE R url $4E.

BlE: https:/lliudehua-9527.cos.ap—guangzhou.myqcloud.com/result.jpeg?q-sign—
algorithm=sha1&q-ak=AKID********EXAMPLE&q-sign—-time=8888;9999&q-key—
time=8888;9999&q-header-list=&q-url-param-list=&q-
signature=7de87f7bf9cfd23df9da32f46661e7cf97a5603c

H—i5K ID, HRSBIRER, SXBERBEIERE ( SEKREEMFEERERERSR, WZREKRFEIRE
Requestld) . ERBRATEEIZEIZRIERE Requestld.

Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: SwapGenderPic

<PEHERSH>

{

"Image": "/93j/4AAQSkZJRgABAQAAAQABAAD/4glo...lftXF/DJjFZNXoSP5V2UOHME /1FQf/Z",

"GenderInfos": [
{

"Gender": 1,
"FaceRect": {
"xX": 10,

"y": 10,
"Wwidth": 20,

"Height": 20

"RspImgType": "url"

"Response": {

"Error": {

"Code": "InvalidParameterValue.ParameterValueErz
"Message": "SHFERHIEFETIR, "

I

"RequestId": "b68b7c

512 RAEERTh

3a-410d-4af1-b63c-974506

IRIFRE: BR=ItE (It ) BRSEATF
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BATH

POST / HTTP/1.1
Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: SwapGenderPic
<REFRSH>

{

"Image": "/93/4AAQSkZJRgABAQAAAQABAAD/4gIo
"GenderInfos": [

{

"Gender": 1,

"FaceRect": {

"X": 10,

"y": 10,

"width": 20,

"Height": 20

"RspImgType": "url"

"Response": {

"ResultImage": "",

"ResultUrl": "h

5. ARERIR

$R= APl &
Bz APl F& 24&& API X#4. $#HiRf8. AP| Explorer & SDK #ZFHA—FOTFS, HEENE—AOEORERENARIZMIFRE API RS

API Inspector
RAREE AP| Inspector BEEHESE—SIR(EXBE AP ERER, HEERSIESIRAR APl X83, tBalaiiE API Explorer #1TELIEIR

SDK
= API 3.0 Rt TEEMFRIEE (SDK) , XISSHRIZES, SEEHENER AP,

... 1ftXF/DJFZNXoSP5V2UOHMt /1FQE/Z",

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go

O BAT

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. IR

PATRFIH T Ok S3iZ R Xa0ERE, BEibigiRmiFR AHER0,
§HiR
FailedOperation.DetectNoFace
FailedOperation.FaceSizeTooSmall
FailedOperation.FreqCtrl
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImageNotSupported
FailedOperation.ImageResolutionTooSmall
FailedOperation.InnerError
FailedOperation.RequestEntityTooLarge
FailedOperation.RequestTimeout
FailedOperation.RpcFail
InvalidParameterValue.FaceRectInvalidFirst
InvalidParameterValue.FaceRectInvalidSecond
InvalidParameterValue.FaceRectInvalidThrid
InvalidParameterValue.ImageSizeExceed
InvalidParameterValue.NoFacelnPhoto
InvalidParameterValue.ParameterValueError
ResourceUnavailable.Delivering
ResourceUnavailable.Freeze
ResourceUnavailable.GetAuthinfoError
ResourceUnavailable.InArrears
ResourceUnavailable.LowBalance
ResourceUnavailable.NotExist
ResourceUnavailable.NotReady

ResourceUnavailable.Recover

IRIFRE: BR=ItE (Ib5R) BRSEAR

1%

RAEMEIABE o

ABEANMEEE, BXARSHERNF34*34,
BRERIREE, MAE, BRRER.
Sy RS

E R TEER.

FISHIE R

E R RS iERD, IF64.
IRSSAEREIR, BEIR.
BNERFAX (BEEXERER) -
[EimARSSEERT o

RPCIEREM, —RRBEIEMIRSHIE,
SN ABESHREE.
E2NANBIESBAEE.
EITANBIESHTEE.
EREiEAKX.

ERRiga AR,

BHREE,

BRIEERSEH,

TS EWEKLES.

REUAIEEREY

KSERE,

RETRE.

HHERER, BRARE CEEFSFERS

BIREHENL

A&Eig
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IR
ResourceUnavailable.StopUsing
ResourceUnavailable.UnknownStatus

ResourcesSoldOut.ChargeStatusException
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HKSEFR.
TSR

HKSEXRE,
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(0% - iit= A

AGahigiaXENO
A&gzhiglt

EIEEFRATE: 2025-04-25 01:33:37

1. E&OR

EOEKRES: ft.tencentcloudapi.com .

WMA—RARRBR, £RMEUNTRTEIERSR, TRATTEMELR. BIEER. SEENASEE, RAMKIRRIEE,
BRMECIERSRZRIRS]: 50/

= (FEA API Explorer <> it

API Explorer {2t TEZLIEAMA . ERIIE. SDK RBEMMREERIEOSFEN . SAEESRARANERATNERLSRIAREER SDK ER

H_TWUO
2. ANEH
UTBERSHIRMGIHETEOSRSEIBo LS, REAHSHFIRD AHERSH,
SHEW Wik R 3%
Action = String 2A#S%, FEOYE: FaceCartoonPic,
Version = String A#S%, FEOE: 2020-03-04,
Region = String AHSH, FRFEESZISH iy,
BlF base64 &, base64 HIBEXNFTEII5M,
- . X#HFPNG. JPG. JPEG. BMP, 73%#F GIF BF .
Image a5 String =i
{&: /9j/AAAQSKZJRgABAQAAAQABAAD/AgIo...IftXF/DjFZNXoSP5V2UOHMAFQf/Z
BRI Url , 3REER base64 GRBEXNFEEEZEM.
B F#9 Url. Imageigit—4", WMNSREPRME, RER Url,
Url = String B R FEFERA=MN Url aREES TRRENRENE, BNBERFRETFEA=.
- BN EEFENUEETRESTRS—ERT,
ZHPNG. JPG. JPEG. BMP, #%#F GIF Bk o
& https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/input.jpeg
RspimgType = String REIEgAR (base64 8 url ) , Zi%—, url&&HIH1X,

EHE: url

XAZEMEN, EAtrue (FHXNE) BIXAZEEN.

. = .
DisableGlobalEffect & String SBIE: true
3. ey
SHEM ESi) iz
ZERE HFBaseb4E8 .

Resultimage  String e 194 AAQSKZJRGABAQAAAQABAAD/Aglo. . IftXF/DJFZNXoSP5V2UOHMEAFQfiZ

ResultUrl String  RsplmgType 73 url B, REEERIER url $UE. (EiAJbase64)
FBIE: https:/lliudehua—-9527.cos.ap—guangzhou.myqcloud.com/result.jpeg?q-sign-
algorithm=sha1&q-ak=AKID********EXAMPLE&q-sign—-time=8888;9999&q-key—
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https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=FaceCartoonPic

O BAS

SHBW fEiR

time=8888;9999&qg—-header-list=&q-url-param-list=&q-
signature=7de87f7bf9cfd23df9da32f46661e7cf97a5603c

E—iEK ID, HIRS3IRER, SRERBIER (EEREHMREEKRERIARSR, Wik

Requestld  String o lestld) . E{EMEESIREZRERE Requestid.

4.
wHN RREELK

BATH

POST / HTTP/1.1
Host: ft.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: FaceCartoonPic

<pDHBERSH>

{

"Image": "/97/4AAQSkZJRgABAQAAAQABAAD/4glo...l1ftXF/DJjFZNXoSP5V2UOHMtL /1FQf/Z",
"Url": "https://liudehua-9527.cos.ap-guangzhou.mygcloud.com/input.jpeg",
"RspImgType": "url"

"Response": {

"Error": {

"Code": "InvalidParameterValue.Parameter
"Message": "SHFERHIEFEBEBTIR, "

b

"RequestId": "

}

}

aH12 IREE RTh
BWATH

POST / HTTP/1.1
Host: ft.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: FaceCartoonPic

<PNEHERSH

{
"Image": "/93/4AAQSkZJRgABAQAAAQABAAD/4glo...lftXF/DJjFZNXoSP5V2UOHML /1FQf/Z",

"Url": "https://cos.ap-singapore.mygcloud.com/input.png",
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"RspImgType": "url"

"Response": {
"ResultImage": "",
"ResultUrl": "https: liudehua-9527.cos o u.mygcloud

PLE&g—-sign—-time

"RequestId":
}
}

5. FREWR

BiR= APl £&
Bz AP| F& 56 API 345, $#5iRf3. API Explorer & SDK FRRHNA—TAFE, HEENE—AOEGRERBARRMUAFE APl RS

API Inspector
BPaEE APl Inspector EEIEHIAB—SIRIEXEKR APERER, HEIERZIESRAR APl X8, tBalaiE APl Explorer #13E&IEH

SDK
= API 3.0 Rt TREMARIESE (SDK) , ISSHFIRES, sEEHENER AP,

+ Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG

PATRFIH 7 O SSiBiEIRXA0EIRD, HIMERBIER AHERE,
fHiRg ik
FailedOperation.DetectNoFace FRIGEI AR o
FailedOperation.FaceDetectFailed ANBEAS TR o
FailedOperation.FaceShapeFailed NRESEEY

FailedOperation.FaceSizeTooSmall

FailedOperation.ImageDecodeFailed
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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R
FailedOperation.ImageDownloadError
FailedOperation.ImageNotSupported
FailedOperation.ImagePixelExceed
FailedOperation.ImageResolutionExceed
FailedOperation.ImageResolutionTooSmall
FailedOperation.InnerError
FailedOperation.ParameterValueError
FailedOperation.RequestEntityToolLarge
FailedOperation.RequestTimeout
FailedOperation.RpcFail
InvalidParameterValue.FaceRectlnvalid
InvalidParameterValue.FaceRectInvalidFirst
InvalidParameterValue.ImageSizeExceed
InvalidParameterValue.NoFacelnPhoto
InvalidParameterValue.ParameterValueError
InvalidParameterValue.Urllllegal
ResourceUnavailable.InArrears
ResourceUnavailable.LowBalance
ResourceUnavailable.NotExist
ResourceUnavailable.NotReady
ResourceUnavailable.StopUsing

UnsupportedOperation.UnknowMethod

IRIFRE: BR=ItE (Ib5R) BRSEAR

A&Eig

faik

B R T&EHER.

FAFHE R,
FEMRI#8i22000*200015%.
BERa#EEX, #8id2000%2000,
EREBSHERDN, I F64.

PRSI PIBREEIR, BEid.
FailedOperation.ParameterValueError
BMERGEAX (BEXEZRER) -
[RimARSSERT o

RPCIEREW, —RRAEIEMIRSHIE,
ABEHEFREE.

SN ANEESHAEE,

EREEAX.

ERhigB AR,

SHAEE.

URLEERFEE.

WSERE.

REERE

KSR, HRASESCEEHAFERS .
RS RFE

WSEFR.

REFES.
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O BT AR

AMGEEEXEO
AGH#HE

EIEE#RATE: 2025-04-25 01:33:37

1. EOid

EOiSRER: ft.tencentcloudapi.com .

BMA2-5HARER, £H—RUABRAEITEIRARGIFE, ISaEXEREMREE. MRS ERms, TRTERM. RES. ISHSEFMA
75, FEHFSERITE.

EOMEOIERIRZIRE: X/

= (EA API Explorer <> sEE

API Explorer iRt T LM . ERIIE. SDK RBEMRIRERFIENSEN . BUEESRARNERASINRELSREIARB5ER SDK ER

.
2. NEHW
TERSHINFRIGIH TEOBRSHNBO AL SY, RBATRSHFIRR AHiERSEH,
SHEWR wik R 3%
Action 2 String ~HSH, XEOBE: MorphFace,
Version = String AL, AMEOE: 2020-03-04,
Region = String ARSE, HFRFERSSH iR
BlR base64 &, base64 HBFEANAFTRIZEM,
jpgiE IR ERTIEZ 4000, Hittg=XE R KiBIGEARTTE2000,
Array of ARARBHEZTD2H, FaBE5HK,
Images.N & Strin EERTEEBRAKR, RiEEEHPAKREREARIALR,
9 F#HPNG. JPG. JPEG. BMP, 735 GIF BElR.
~HE:
["/9j/4AAQSkZJRgABAQAAAQABAAD/4glo...IftXF/DjFZNXoSP5V2UOHM1FQf/Z"]
ER#9 Url . 3RE R base64 HIBFEANFATRIEEM. jpgigiiinig=Fa#Eid4000, Hith
1EUE R KR EFR 82000,
Url. Image/RigHt—4, WNREHZMH, REA Url, BRFEEFEAZIURIREERS FHiE
Array of EMigE, EBNBREFEETFELR.
Urls.N S Stri nyg A= FREIOUrEERS EM TS —ER.

Z#HFPNG. JPG. JPEG. BMP, 735 GIF BF .

ARANBEHERTEEEK,

HERPEESIKAR, REMEPAREREKHOARL,

FBUE: ["https://liudehua—9527.cos.ap—guangzhou.myqcloud.com/input.jpeg"]

Array of AEHESE . AREESKERIRTINS . MRITRRIKHE

ientinfos.N &
Gradientinfos = Gradientinfo  =fE: [{"Tempo": 0.5, "MorphTime": 0.5}]

saniEE, BE[1,25]. #KIA10

=
Fps = Integer =@ElE: 10
= MRERY, BUMEO. HRINZIHEMPAIE, BAABMPAE
OutputType a Integer —
=BNE: 0
OutputWidth & Integer PSREEE, HUE[128,1280]. BAMET720

IRIFRE: BR=ItE (It ) BRSEATF ££68 83,


https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1202/41969#GradientInfo
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=MorphFace

O BHS

SHEWR Wik R
OutputHeight & Integer

3. lihaX

SHRW £S5

Jobld String
EstimatedProcessTime  Integer

Requestld String

4. 7l
REH RREERL)

BATH

POST / HTITP/1.1
Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: MorphFace

<pEIFRSH>

i
1

"Urls": [

fak
wBIE: 128

WIR=E, BUE[128,1280], BiME1280
~fE: 128

filik

A& HIJob id
~ffE: HQ3tBY79dsKI650b

FafhahiBRdiE), REATR
wBIfE: 30

A&Eig

W—iER ID, HIRSSIRER, SRERBIRE (EEREEMEEKRERIARSR, WZRERFIR

8 Requestld ) . EZAMITHBEREIZRIEKRE Requestid,

"https://liudehua-9527.cos.ap-guangzhou.mygcloud.com/inputl. jpeg",

"https://liudehua-9527.cos.ap—-guangzhou.mygcloud.com/input2. jpeg"

1,
"GradientInfos": [
{

"Tempo": 2,
"MorphTime": 1
}

i

"Fps": 10,

"OutputType": 0O

"Response": {
"JobId": "HQ3
"EstimatedProcessTime":

"RequestId": "32

IRIFRE: BR=ItE (It ) BRSEATF
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A&Eig

5. AREHIR

BR= API E&
Bz APl F& 24& API X4, $#HiRf8. AP| Explorer & SDK F#ZREHA—EATFS, HEENE—AOEORERENRIZMIIFRE API RS

API Inspector
FAPREE AP| Inspector BEEHESE—SIRIEXBR AP ERER, HEERSIESIRAR APl X83, tBalaiiE API Explorer #TELIEIR o

SDK
= API1 3.0 Rt TREMARIES (SDK) , IFSHRIZES, sLEHENER AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. FHiRfS

IATRFIH 7 2O S5BIEIRXRIEIRS, EthERIBIEn A48

R

FailedOperation.DetectNoFace
FailedOperation.FaceSizeTooSmall
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImageNotSupported
FailedOperation.ImageResolutionTooSmall
FailedOperation.InnerError
FailedOperation.JobConflict
FailedOperation.RequestEntityTooLarge
FailedOperation.RequestTimeout
FailedOperation.RpcFail
InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iR

RS AR

ABERNMEENE, BXABRSHERNF34*34,
E R fFBEK.

B R TSR,

FEFFRE R

B RERSHEXD, IF64.
IRSSPRBEIR, EEid.

{ESS MR

BNBERELKX (BEEXERER) o
RimARSSHERT

RPCIEREM, —RRAEEMIRSHIE.
SHIEIR,

SHEVEEIR.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT AR

§HiRg ik
InvalidParameterValue.ImageEmpty BRAZ,
InvalidParameterValue.lmageSizeExceed BREIEAX.
InvalidParameterValue.NoFacelnPhoto BERHiREAR
InvalidParameterValue.ParameterValueError 3 EN=
InvalidParameterValue.Urllllegal URLBXF &I,
ResourceUnavailable.InArrears WSBRE,
ResourceUnavailable.NotExist KSR, BRARSCEER A FERS .
ResourceUnavailable.NotReady BRSZEKFE.
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B NGRZ(ESS

ERIEE#RATE: 2025-04-25 01:33:37

1. EOiE

EOEKER: ft.tencentcloudapi.com .
B AGRELEHRE
BRONEOIERITZRIRE]: 200R/F

#E7FER API Explorer

A&Eig

<> REFIR

API| Explorer 2t 7T EZEAA . ERWIE. SDK RBEMFIREEFIZOFMEN . BIEEFSRFARNERABSHRESRIARBaIER SDK ER

ITERSHIIRMNFIE T EOBERSENBOHSY, REAHSHIIRD AHERSH,

=~
2. MANBH
SHEW Wi ESic)
Action = String
Version = String
Region = String
Jobld = String
3. mhiaH
BB 3]
JobStatus String

FaceMorphOutput  FaceMorphOutput

JobStatusCode Integer

Requestid String

4. =fI
a1 WAEERTH

BATH

POST / HTTP/1.1

Host: ft.tencentcloudapi.com

fEiR

~HEsH, AEOBE: QueryFaceMorphJob,

W

AHSE, FEORE: 2020-03-04,

\

Y

~HSH, FRFmSIFH thigilE,

MN&iEZE(ES Job id
BIE: 1yjz4Rj30Ct5Az9a

filig

SEMESIKTE: HEBAR, 2B, SIEKMEELIERR
THE: ESER

MG RS RIER
R FERAEERE null, FREAEERE.

SRHESSIASES: 10 HEBARR, 3: 4B, 5: LEKM. 7:4MESER
R FERAERE null, RRERAEERE.
wHE: 1

H—iEK ID, HRSIRER, SXBEREBEERE (EEREEMFEEREREARSR, WiZRiE:
F43K18 Requestld) . EMAMATEEIREIZRIERE Requestld,
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https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1202/41969#FaceMorphOutput
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=QueryFaceMorphJob

O BAT

Content-Type: application/json

X-TC-Action: QueryFaceMorphdJob
<QHIFRSH>

{

"JobId": "Iyjz4Rj30Ct5Az9a"

"Response": {
"JobStatusCode": p
"JobStatus": "QbIESERE",
"FaceMorphOutput": {

"MorphUrl": "htt

"MorphMd5": "31C
"CoverImage": ""
I

"RequestId":

}

}

5. ARERR

BR= APl F&
Bz APl 5 24& API X4, #HiRf3. AP| Explorer & SDK FZFEFENA—FOTFE, HEENE—AOEORERENAZZMIIFRE API RS

API Inspector

FFE&EE AP| Inspector BEEEFIGE—SRIEXEK AP RAKER, HENERSIE

SDK

= API 3.0 Rt TEERFRTHE (SDK) , XISSHRIZES, SEEHENEMA APL.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BYTIR
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6. $EiR6g

TFRFIE T O S5BIEIRXRIEIRED, EthidiRIBiEn A%ERE.

IRIFRE: BR=ItE (It ) BRSEATF

&g-url-param-list=¢&

A&Eig

1—-signature=7de87f

hRASEY API 883, tBE I AP| Explorer #{T1EZEIR o
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(%) - iiit= S

§HiRg ik

FailedOperation BRERWY,
FailedOperation.InnerError RS PIEREIR, =il
FailedOperation.JobNotExist ESFFE.
FailedOperation.RequestTimeout [EinARSS 8T o
FailedOperation.RpcFail RPCiEREY , —RAEEMRSHE.
FailedOperation.TaskNotExist ESFFE.
FailedOperation.Unknown RENEEIR o

InternalError AEREIR

InvalidParameterValue SHEEEIR.
InvalidParameterValue.ParameterValueError SHAEE.
ResourceUnavailable.InArrears wSERE,
ResourceUnavailable.NotExist KSR, BRASSCEER A FERS .
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HEE NG (ESS

ERIEE#RATE: 2025-04-25 01:33:37

1. EOid

EOEKESR: ft.tencentcloudapi.com .
BIEAGITIESIER
BRONEOIERITZRIRE]: 200R/F

#E7FER API Explorer

A&Eig

<> REFIR

API| Explorer 2t 7T EZEAA . ERWIE. SDK RBEMFIREEFIZOFMEN . BIEEFSRFARNERABSHRESRIARBaIER SDK ER

hlo

2. MAEH

ITERSHIIRMNFIE T EOBERSENBOHSY, REAHSHIIRD AHERSH,

SHEW Wi E i)

Action = String
Version = String
Region = String
Jobld = String

3. s

SHEW ESid] fak

Requestld  String

4l WJ
71 FWAEEERETH
BGEIESS
BNTH
POST / HTTP/1.1

Host: ft.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CancelFaceMorphJob

<pEIFRSH>

IRIFRE: BR=ItE (It ) BRSEATF

fiik

N

AHSE, AEOBYE: CancelFaceMorphJob,

W

aSE, FEORE: 2020-03-04,

\

At

W

1, FRF RS thigE

A&iE{ESJob id
=~fE: 004C6B6FFEA31433875D55115E09E945A03

H—iEK ID, HIRSSIRER, SRERESIEE (SEREEMRRFETERSS R, WiZRi5
Requestld) . EfIARITHEER#EIZXIER Requestld,

RFKIRE
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https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962
https://cloud.tencent.com/document/api/1202/41962#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ft&Version=2020-03-04&Action=CancelFaceMorphJob

"JobId": "Iyjz4Rj30Ct5Az91"

5. FRERR

BR= APl F&
Bz APl F& 24& API X4, $#HiRf8. API Explorer & SDK F#ZERHA—FOTFS, HEENE—AOEORERENARIZMIIFRE APl RS

API Inspector
RAREE AP| Inspector BEEHESE—SIR(EXBN AP ERER, HEERSIESIRAR APl X63, tBalaiiE API Explorer #TELIEIR o

SDK
= API 3.0 Rt TRENMARIESE (SDK) , FSHRIZES, sLEHSENER AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. iR

IITFRFIE T 2O S5BIEIRXRIEIRED, EthERIBIEn A%ERE.

§EiR63
FailedOperation.CancelJobFailure
FailedOperation.InnerError
FailedOperation.JobHasBeenCanceled
FailedOperation.JobStopProcessing
FailedOperation.RequestTimeout
InternalError

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

f&@iR

BEHIES TERAMINMNGT, BER,
IRSSPIEREEIR, BE.
{ESSEMIE, BEMERES.
ESEFILLIE, BEMRZES.
[RiRARSSHERT

PIEREHEIR

SHIEIR,

SHEVEEIR.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ft/v20200304/ft_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ft/v20200304/FtClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ft/V20200304/FtClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ft/v20200304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ft/v20200304/ft_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ft/V20200304/FtClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ft/src/v20200304/FtClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ft/lib/v20200304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1202/41970#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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fHi=Eg
InvalidParameterValue.ParameterValueError
ResourceUnavailable.InArrears

ResourceUnavailable.NotExist

IRIFRE: BR=ItE (It ) BRSEATF

faik
BHAEGE.
KSEXRE,

KSR, HRASECEERATERS .

A&Eig

SE77 #83m



O BAT
RSN
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EIEE#RATE: 2024-11-21 01:34:25

Agelnfo
ARTERES

#ENT#EOSIA: ChangeAgePic.

2R ESid] Wik iR
A it _ LB ABREESS [10,80],
9e nieger = FBIE: 10
ABGIERE . EAMANERE Image 5% Url FEREXIIALL,
FaceRect FaceRect a EALUEE ARENSSH EOKBAREMNEEE.
=EUE: {"X":10,"Y": 10, "Width": 20, "Height": 20}
FaceMorphOutput
MNMEHEIREER

#ENTF#EOSIA: QueryFaceMorphJob.

= ESid

MorphUrl String

MorphMd5 String

Coverlmage  String

FaceRect
ABIEES

fiai

Mg tAurl

S IFEEEERE null, FREAHEHE.

TBIE: https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/result.jpeg?q-sign—-
algorithm=sha1&q-ak=AKID********EXAMPLE&q-sign—-time=8888;9999&q-key-
time=8888;9999&qg—-header-list=&q-url-param-list=&q—
signature=7de87f7bf9cfd23df9da32f46661e7cf97a5603c

MRS RMDS5, BT
FE WFEBRAEERE null, FREAZERE.
~fE: 31CDA040BAOF1CE7C59DB3F0B3334AA8

Mgt SR mEbase64F &
R WFEBRARERE null, RFEEAZIEHE.
FBIUE: https://lliudehua-9527.cos.ap—guangzhou.myqcloud.com/input.jpeg

#INFIEOSIA: ChangeAgePic, SwapGenderPic.

E=3

Y

Width

Height

E-Sid] Wik ik
Int - AERIEZ E BT,
e = ROIE: 1
Integer = NBSHEL ERtESHR,
’ = ROIE: 1
Integer = ANEIESEE,
° = TOIE: 1
Int - NBIESE,
e = REIE: 1
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Genderinfo
ANRREIRIERIER
#ANFEOSIM: SwapGenderPic,

& eS| ik ik
Gonder tecor _ EIIRSE, 0: BEL, 1: XE8,
9 = FHUE: 1

ANEIEMNE . BEFRMANIERE Image 8¢ Url FEEEXIALR.
FaceRect FaceRect & maJLAEE ARRIENS 91 EOREAREMEER.
FHE: {"X":10, "Y": 10, "Width": 20, "Height": 20}

Gradientinfo
#ANTF#EOSIA: MorphFace.
&R ESid) Wik R

T ERRIRRENS, BIERsKE RER L FTARGE. GIFENAEIKERO.7s, MSRENASKEIRO0.55. &AR ETs,
empo Float & SHIE: 0.5

MorphTime  Float % MEHTERIERISASIE), BERSKE AR RRIAdE . GIFEUAEY0.5s, MSREMEINA1s. RABUETS.
~BE: 0.5
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tHIxRTS

ERIEEFATE: 2024-12-20 01:30:58

LIREiRAR

NFREIERPEFE Error FE, WFRFFER APHEOXMK. Fig0:

[
1

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

A&Eig

"Message": "The provided credentials could not be validated. Please check your signature is correct.
o
"RequestId": "ed93f3cb-£35e-473f-b9f3-0d451b8b79c6"
}

}

Error iy Code FRiEiRM8, Message FRiziai=HIEHER.

HiRETIR

ARG
§EiR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretid

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue

InvalidRequest

IRIFRE: BR=ItE (It ) BRSEATF

iRA

EOET.

ERLEREY Authorization FFABIASIRE.
ZiiEE (F=2= AP EA%8) .

MFA $#i8.

BRFFE, 5 EHE RERPEECHRMINSELER, INKEESR, #h
BERARSESIER, EERRFEEER.

ERiZH, Timestamp HRGSHRMDEEFSEIRSH, BEEFMAE
EEMRERERS .

EREiR. ERTHIER, AURARGAPHNESRFEXEREERITELE

£,

token iR,

BERKIEN, 1ESE CAM LRI LEARATIHEE

DryRun #{F, RFIERIEZMIE, RZSET DryRun ¥,
BIERM

PIBRERIR o

BOFREFE,

SR (BESEEN. XBFER) .

SYHEVERIR.

EXK body B9 multipart 8=
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

(0% - iit= A

§HiRg 1

IpinBlacklist IP ibht7ERZ g,
IpNotinWhitelist IP st R ERZ 8P,
LimitExceeded BT BeERPRE o
MissingParameter RS,
NoSuchProduct FmAEE
NoSuchVersion EORATEFE,

RequestLimitExceeded ERRREED T SRS

RequestLimitExceeded.GlobalRegionUinLimitExceeded = EMSHEIIRZIREI,

RequestLimitExceeded.|IPLimitExceeded IP BRSR
RequestLimitExceeded.UinLimitExceeded USRI,
RequestSizeLimitExceeded BEREEIRFIKN,
ResourcelnUse BiFEH G
Resourcelnsufficient BEFE.
ResourceNotFound BEFEFE.
ResourceUnavailable BIEATH,
ResponseSizeLimitExceeded IREIREEREIK
ServiceUnavailable HRIRSERNATH,
UnauthorizedOperation RIEBUSRIE

UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

AP SSERIRAD

=T
FailedOperation.CancelJobFailure
FailedOperation.DetectNoFace
FailedOperation.FaceDetectFailed
FailedOperation.FaceExceedBorder
FailedOperation.FaceShapeFailed
FailedOperation.FaceSizeTooSmall
FailedOperation.FreqCtrl

FailedOperation.ImageDecodeFailed

IRIFRE: BR=ItE (Ib5R) BRSEAR

FAMSHIER, AFSEREXNSHSSHIER.
BIEFRZHE.
http(s) IERINKER, [ GET 1 POST i5K.

BOFZISFTEtbE,

AR

HSEES TR I, EEi.

RAGURIALE o

Nt S g

ABEHHE, EiEfER.

ABEECHERY

ABEXRIMEIE, BNARSHERNF34*34,
BEAINE, Mz, SHEEK.

E R fFERY .
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FailedOperation.ImageDownloadError
FailedOperation.ImageNotSupported
FailedOperation.ImagePixelExceed
FailedOperation.ImageResolutionExceed
FailedOperation.ImageResolutionTooSmall
FailedOperation.InnerError
FailedOperation.JobConflict
FailedOperation.JobHasBeenCanceled
FailedOperation.JobNotExist
FailedOperation.JobStopProcessing
FailedOperation.ParameterValueError
FailedOperation.RequestEntityTooLarge
FailedOperation.RequestTimeout
FailedOperation.RpcFail
FailedOperation.TaskNotExist
FailedOperation.Unknown
InvalidParameterValue.FaceRectInvalid
InvalidParameterValue.FaceRectInvalidFirst
InvalidParameterValue.FaceRectlnvalidSecond
InvalidParameterValue.FaceRectInvalidThrid
InvalidParameterValue.ImageEmpty
InvalidParameterValue.ImageSizeExceed
InvalidParameterValue.LutimageSizelnvalid
InvalidParameterValue.NoFacelnPhoto
InvalidParameterValue.ParameterValueError
InvalidParameterValue.Urllllegal
ResourceUnavailable.Delivering
ResourceUnavailable.Freeze
ResourceUnavailable.GetAuthinfoError
ResourceUnavailable.InArrears
ResourceUnavailable.LowBalance
ResourceUnavailable.NotExist

ResourceUnavailable.NotReady

IRIFRE: BR=ItE (Ib5R) BRSEAR

A&Eig

AR

E R TEHEiRo

FHFHIBE RS

MR T#8i22000*200015%
ERa#EdX, #id2000*2000,
EREasiERd, Fe4.
IRSSAEREIR, BEIf.

SR,

ESSERE, FEMRERES.
ESFEE

FSEFILLE, BEHIRIES.
FailedOperation.ParameterValueError
BEMERGEAX (BEEERER) -
[aiRpRSSHERY o

RPCIEREM, —RAFIEMIRSHIE,
ESFEFE.

REEEIR o

ABHEFREE,

SN ABESBEEE.

ST NEIESHAEE.
EINARIESHAEGE.

ERA=.

B REiEAX.

ERRIF,

ERFiga AR,

SHAEE.

URLIERXF &,

BREERER,

S EBRLE-

REGAIE SR LM

HWSEXRE,

REFE

TSR, FiARECHEERAFERS .
IRSSARFFE,
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ResourceUnavailable.Recover
ResourceUnavailable.StopUsing
ResourceUnavailable.UnknownStatus
ResourcesSoldOut.ChargeStatusException

UnsupportedOperation.UnknowMethod

IRIFRE: BR=ItE (It ) BRSEATF

AR
BREHENL
KSEFR.
TSR
HKSERE,

KHFiES o

A&Eig
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