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Linux SEf1
©
A Linux SEFHRMERFIAR SRR CentOS 7.6 B, FRAMBTIRMERZSEE—ERXT, SRESEIFERHTIRE.

1. (M WebShell 5zUEZ Linux 5261 . tBaJLURIESEFME(EINR, SEEMFRNERGN, #HESR &3 Linux 326l
2. 2ZLUTER, EREERAPERER:

© R:
AREENEEEEICRE /var/run/utmp . /var/log/wtmp . /var/log/btmp M /var/log/lastlog 34,

/var/run/utmp BEHMERAFPNER. BESRINTEFRR:

4

#ﬁi’ who ﬁ@a b2

[lighthouse@VM-12
lighthouse pts/0

load average:
USER TTY FROM LOGINE
lighthou pts/0 118.

WMITHE users , B /var/run/utmp BEEHRERNBARS. BEERNTEFFRR:

[lighthouse@VM-12-13-centos ~]& users
lighthouse

HiTEHS last , B /var/log/wtmp BEEHMMBEERRANAPER. BESRINTEFRR:
[lighthouse@WM-12-13-centos ~]é last

lighthou pta/0 8 Fri May

lighthou pta/0 a. Fri May

tmp begina Fri May

HITHL sudo lastb , B /var/log/btmp EEMBERRARXMHIIAFIER. BEISRINTERMSR:

[lighthouse@WVM-12-13—-centos ~]§ sudo lastb
3sh Y . Fri May
ash Y 43. Fri May
ash W 45. Fri May
3sh ¥ 43. Fri May
ronald ash Y 45. Fri May
git gsh:notty 43. Fri May

btmp beging Mon Feb 17 03
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HITHL lastlog , BE /var/log/lastlog EEAPRE—XERIER. BEERNTERRR:

entos ~]% lastleg
From Latest
Thu Jan

* er

pta/0 113.

WITHE sudo cat /var/log/secure , BESERIER. BREERINTERMR:
fvar/log/faecure
Accepted publickey for lighthouse from 1138. por
47G0R40PPaMA

(33hd:3e33ion) = session opened for user lighthou
: pam_lastlog({gshd:session): corruption detected in /var/l

: Did not receive identification string from 113.
ived disconnect from 1388. port 37650:11:

connected from
: TTY¥=pta/0 ; PWD=/home/lighthouse ; US

MMAND=/bin/lasth

Windows 3E41

© RB8:
A Windows SLHREERFLAR S HES Windows Server 2012 R2 32hRA6I, FARRMEMERZESBE—ERX5, BEESER
ERHITIRE,

1. A VNC FaER Windows 526l . tBRLIMRIBSEFMEEIIR, (ERTEREmEEER Windows 5] .

2. ERERGRE, BERE, HARSSEEES,
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Windows PowerShell ISE
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Windows Server Backup
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RM{Finst

BN RS ER

BT ERRFERARONREERKR, SSWWERGAEURIE, DEEEROREREETREERENARSREES, ESRAEEIROESS

FERRO, RHEESNARSHEIFNZ SN,

(EeARSS IR O BN KEMN SiEE N RIRSSSRLFIPHITRSIER, FaEEZRANESENER. WTREESHENBNTIELENATRERO. HR
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&2 Windows LfIZkAimizin Ol

© i%HR:
WTFRIELL Windows Server 2016 2EREZ G, BFIRMERFZRATNESAE, FHIRESEEEX.

1. 2 FE@BiREAD (WebRDP ) % Windows £61, Z3% Windows 41,

2. migeRGRES, wzeTanld, T wmesiEE Windows PowerShell,

3. £ Windows PowerShell &0, A regedit, 1% Enter, I/ iR RBEEO

4, EENREMERSHD, #KXEF HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control > Terminal Server
> Wds > rdpwd > Tds > tcp B,

5. #% tcp B89 PortNumber, #4§ PortNumber £ (EN3389i%AS ) {8280 — 655352 Ak # A% .. MTFEFfR:

W irhissss B O «
(R REE) EE(V)  EEEA) EEH)
----- StorPort = sz e
o LN REG_SZ HE=eE)
..... Systeminformation %InteractiveDelay REG DWORD 0x0000000s (10)
SystemResources f!'ﬁ]outBuiCount REG_DWORD 0x00000006 (€
Tablae ##|OutBufDelay  REG_DWORD 000000064 (100)
v-[ Terminal Server $ouBullength  REG DWORD 0:00000212 (530)
,é\ci:::Settings #PdClass REG_DWORD 0x00000002 (2)
ConnectionHandler 24]pdDLL REG_SZ tdtcp
DefaultUserConfiguration f;'_tﬂPdFlag REG_DWORD 0x0000004e (78)
ab|pdName REG_SZ tep

KeyboardType Mapping |
RCM 15| PortNumber REG_DWORD 0x00000d3d (3389) |

ab|RequiredPds REG_MULTI_SZ tssecsrv
ab|ServiceName REG_SZ tepip

SessionéArbitrationHelper
SysProcs
TerminalTypes
Utilities
-/ | VIDEO
V Wds
v rdpwd
: Pds
W Tds
tep
- | WinStations v
£ >
HEHINHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp

6. EEMBYEMESHHR, HFREF HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control > Terminal Server
> WinStations > RDP-Tcp B=.

7. #%I RDP-Tcp ##Y PortNumber, #{& RDP-Tcp 9 PortNumber #iE (%05 ) 285 tep F89 PortNumber £iE (i%0
2) —HuirAs.
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MR FERE EE

<

StorPort
StSec
SystemlInformation
SystemResources
TabletPC
Terminal Server
Addins
ClusterSettings
ConnectionHandler
DefaultUserConfiguration
KeyboardType Mapping
RCM
SessionArbitrationHelper
SysProcs
TerminalTypes
Utilities
VIDEOQ
Wds
WinStations
- Console
TimeZaonelnformation
Ubpm

>

v

- O
EfR =3 =
f;'_cﬂOutBquength REG_DWORD 0x00000212 (530)
ab] Password REG SZ
f;'_tﬂpdﬂass REG_DWORD 0x00000002 (2)
i’;'_t%JPdCIasﬂ REG_DWORD 0x0000000b (11)
ab] pdDLL REG SZ tdtep
ab| pdDLL1 REG SZ tssecsrv
| PdFlag REG_DWORD 0x0000004e (78)
34| PdFlag1 REG_DWORD 0x00000000 (0)
ab|pdName REG SZ tep
ab| pdNamel REG_SZ tssecsrv
f;'_é]PorlNumber REG_DWORD 0x00000d3d (3389)
i’;'_é] SecuritylLayer REG_DWORD 000000002 (2)
i’;'_é]SelectNetworl-c.” REG_DWORD 000000001 (1)
f;'_é]SelectTransport REG_DWORD 000000002 (2)
f;'_é]Shadow REG_DWORD 000000001 (1)
4| UserAuthentic.. REG DWORD 0x00000001 (1)
EﬂUSErname REG_SZ
J“_l'tj]WdHag REG_DWORD 000000036 (54)
ab] WdName REG S7 Microsoft RDP 8.0
ab| WdPrefix REG 7 RDP
ab|WFProfilePath  REG SZ

PP

HEHINHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tep

8. (i) MBEBHILHIFRBTHXEE, BISHIROFNERXIEFHFEERIFERE:
8.1 #& Windows PowerShell &0, #A wf.msc, & Enter, {TAEHEL Windows BFXIEEO,
8.2 EBHREL Windows BEXIEE O, ERASSN, paimEan, mTEFRR:

& SE=L Windows Bijis _ %
MO SRR EEW  SEM)
ke ARl HEY
& smian e v "
2 P ) mEx ~ || Assan -
ﬁ“ﬁmﬁ ! u ) TEREAEE"SSDP SHUDP-In) AR TR 28 @ wea. |
F;L‘Qﬂ O”MU’&%"U.PHP E{H(TCP-In) "mﬂiﬁﬁ'"@ﬁ% 4:H T BESTIEE »
0 BHEIEE TR QWave-TCP-n) RIS TR 284 || g mwams ,
) RS AR S TRE(qWave-UDP-In) “ENEREE T S | ’
. s,
O ERERE RS EHTTP Stre.., “IENEREE TR 2
0 B T RSB HTTP Stre... "EHERSE TR ) 88 ¢

8.3 ENEASANRSEON MUKELSED, #FHA, PET—F.
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8.5 EMEASANASEON MELED, SEARVFEE, BET—H,
8.6 IEMEASEMNESEON REXHLSES, ERKARENT, BET—5.
8.7 EMBEANSMNBSEON SR SR, ESANEMR, Bk,
9. £ Windows PowerShell &0, #iA services.msc, % Enter, 3THIRS&EO.

>

BN RS ER

10. EIRSBEOS, #F Remote Desktop Services, #A#EE T Remote Desktop Services, iZiZERzN, EREEERES.

BE
TP BAER)
L L Al

BEE)

o
EEV) #EH)
a= Heml » @ o
L RS
Remote Desktop Services &8 wA BT ERNE  BR» A
€ Quality Windows Audio V... % = RS
& Remote Access Auto Con... Ei.. =] RS

5]

SRR ATEREITRTE
Hl. ERSENTESESETTR
SRERUERS. FBHIORER
BN, SR R B EsIER
B RE R LASIEE,

&k Remote Access Connecti...

£ Remote Procedure Call (...
£ Remote Procedure Call (...
£, Remote Registry

£ Resultant Set of Policy Pr.
&:Routing and Remote Acc.
G,RPC Endpoint Mapper

@ Secondary Logon

@ Secure Socket Tunneling ...

& Security Accounts Manag...

& Sensor Data Service

& Sensor Monitoring Service 1

& Sensor Service
& Server

£ Shell Hardware Detection
. Smart Card

£ Smart Card Device Enum.

£ Smart Card Removal Poli..

v IEE.

. IE&E.

. IF&..
. IF&..

E&E.
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M. 20 SEAGE, RN, ®E S8R5 RENKRASHT.
@ ERIFEST (WebRDP ) E3 Windows 6 B, {2ABIREIROS, RIEREMKINMELIHIEZEIRINGO . NTERMT:

5= x

b =BT SEEE SSH:

PE Administrator

AR = EREE i, EREEIE O

i
F
i

{&e% Linux SEIERAIZTZIR O

© #eE:
TE(EM Linux SEFIECAMTIRIROR, BIELRM SSH ixOS, HiiXFhimnOSaLAREINERTH], BRIBREGARN22iE0, e
FrEROSHiLERR, MaERAR22iE0,
WITIRIELA CentOS 7.6 RERZHHI, BFIRERFIRATNESFE, FRIMESEIEEXE,

1. 21 (A WebShell 5zX&F Linux 56, ZREH,
2. WTT&HS, EXEmENXH.

/etc/ssh/sshd_config

3. R i IREREER, IBNFMEORS, & #Port 22 THIE—IT rort KOS , B rort 22 BYEEMES (EPMIFRBIERY + ) o
T EFRZ:
5l Port 23456 .

the port on a SELinux system, you have to tell

out this c
port -a -t _port_t -p tcp #PORTNUMBER

#AddressFamily any

4. 1% Esc, #A :wq, RFEREHIRE,
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5. TN TS, BEREEREER.

systemctl restart sshd.service

6. (k) BEEREXIE,
CentOS 7 RUBIRAH Linux =iRFZEEEAER Firewalld RS1ERBEXIE . BEFIBAT firewalld.service, NWEEMTUITIR
{EBCERA XIS

© ikg:
EAHAT sudo firewall-cmd —-state , IRIBREIZERFIMFEXIEEECHBA.

WMITINTFHS, BT $H3 MERROS.

firewall-cmd ——add—port:%ﬁiﬁ“ﬁl:l%/tcp ——permanent

N, FiBRYIKOS723456, NMTINTHS:

firewall-cmd --add-port=23456/tcp —--permanent

BEIERA success BIFRTFBITAEIN
7. 81 EEIHNE, FGMN, BB £E3 RENKOSE,
f&ar2n (A WebShell Az0E R Linux 326, EIFSBWIESX, HERHSREROS, KIERERNEKEHTERARO. NTE

FRR:
55 X
ETEE SSHEE
ErE root
S|P ®
ST = =iEEE o EiEESE & EEEIE a
= BENETH & SicER?
FFEEEEIEEEEN, TAREEE WEHhESE »
SiEEAT: VNCER @
il
¢ cwenIa .

REEUREEERAE

« BRI ECEMEEE D OrcaTermLEIPAIEEERIED HHhRE

ETFIEEN

[REERME
1. ERFROERE Linux SEIMRINGE, HITMTaS, ER2230A0.
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/etc/ssh/sshd_config

2. R iR EREEN, & port 22 BN + , EBZRO.
3. #% Esc, B WQq, REFERSFHEE.
4. PUTINT &S, FERBEREER. FT—RERN, FERHMNEOEZESER Linux SEGIRIE,

systemctl restart sshd.service

IRIFRE: BR=ItE (It ) BRSEATF $£13 #44m



@ H% \_L:HE BENFARSSE

Linux 3Ef1&Z% cloud—init

IEEFAYiE: 2025-06-09 17:47:12

RM{Finst

Cloud-init EZR2HILFIERMBAITEEXERERNRED . AENBUMTEIRERMAIRSSES Linux 6] EZ%E cloud-init RS . 3= cloud-init
EEUTmMAR:
o FITE; cloud-init FE8AER

o (ERIEE LAY cloud-init @753

PRt
225 cloud-init MRS EAERISTIN,
RMES TR

FITE cloud-init [FBEEH

T% cloud-init iFE&

© A8:

o EEEREIBERT, cloud-init-17.1 IRFSEBAZNESERE, TLUREERZEGEIENESENAIRSSRVFREE SRR
VAIEEWIRM . EBiNEE cloud-init-17.1.tar.gz R3EhRA . EBaIbl IikEl EfthRANRY cloud-init J&f3E . A3ZLA cloud-
init-17.1 lRAEJH61,

o 30{EA cloud-init-17.1 skELtthRAHI cloud-init IRIBEREARRKI, BETLUEER FTTFHEELR cloud-init @530 #1T&
.

#ﬁi’lfl?ﬁi@’ T# cloud-init FBE,

https://launchpad.net/cloud-init/trunk/17.1/+download/cloud-init-17.1.tar.gz

=% cloud-init

1- M?EDX-FFAF.@’ ﬁgh_i C|0ud—init §§@o

© i%HR:
WNRSERRIERS A Ubuntu, iBHIRE root kS,

—zxvf cloud-init-17.1.tar.gz

2. FITU TS, HACHEER cloud-init ZE&GBZ (BI#A cloud-init-17.1 B&) -

>d cloud-init-17.1

3. IRIBIRMERSZhRE, &3 Python—pip.
O CentOS 6/7%3%l, HITUAT®S:

yum python-pip -y

IRIFRE: BR=ItE (It ) BRSEATF $14 H44m
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@ H% \_L:HE BENFARSSE

O Ubuntu &3, $UTUAT&HS:
python-pip -y

HEREN, HOTERRHIRTRZREER, AISE BREEZSE Python—pip [F #TLIE,
4. FTLUATHS, ZRIKHE,

O FERE:
Cloud-init #&##48% requests 2.20.0lR4 5, EFH Python 2.6, MRFKRFER Python f#1E8EH Python 2.6 LT, &
R4 cloud-init IXEEZHT, EMIT pip install 'requests<2.20.0' @<, & requests 2.20.0 EATAIRRA.

-r requirements.txt

5. IRIBIRMERGIRE , &3 cloud-utils A%,
O CentOS 7&%l, T T&H<S:

cloud-utils—growpart -y

O Ubuntu &%, HiFLAT&H<S:

cloud-guest-utils -y

6. T T#&<, &K cloud-init.

python setup.py build

python setup.py ——init-system systemd

O ERE:
——init-system BAIESHE: (systemd, sysvinit, sysvinit_deb, sysvinit_freebsd, sysvinit_openrc,
sysvinit_suse, upstart) [default: Nonel. iSIRIESHFHRERAERNVBERMERSEEL R, #TEE, ZEEEER, cloud-
init RSEEEFNERBE. £XUL systemd BEZIIRSEERH.

&3 cloud—init BEES M

1. IRIBFREIRIERS, T cloud.cfg.
O =IETE Ubuntu ERSAM cloud.cfg.
O HIETEH CentOS BRERSHY cloud.cfg.

2.9 /etc/cloud/cloud.cfg HIRRHRAETEHMN cloud.cfg MERARBEE EETHNXMEE /etc/cloud/ BRTESR
cloud.cfg 32#%,

&N syslog AR

WiTATa<, R0 syslog AR,

syslog

iRE cloud-init IRSFNEBE)
o BEBRERRR systemd BEHNEEES, WHITUTHOHTIRE.
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@ %\_EHE zE M ARSEE

© #eg:
BTH4T strings /sbin/init | grep "/lib/system" @<, HBREIEE, WRERHKR systemd BENEIERS

1. §t% Ubuntu 8 Debian #{ER%, WHRITUTHS.

-s /usr/local/bin/cloud-init /usr/bin/cloud-init

2. IREIMERABBIAGTIATH S

systemctl enable cloud-init-local.service
systemctl start cloud-init-local.service
systemctl enable cloud-init.service
systemctl start cloud-init.service
systemctl enable cloud-config.service
systemctl start cloud-config.service
systemctl enable cloud-final.service
systemctl start cloud-final.service
systemctl status cloud-init-local.service
systemctl status cloud-init.service
systemctl status cloud-config.service

systemctl status cloud-final.service

3. §1¥ CentOS #1 Redhat B{ER%, WHGLUTHS.
1% /lib/systemd/system/cloud-init-local.service XHEIRAMTRE:

[Unit]

Description=Initial cloud-init job (pre-networking)
Wants=network-pre.target
After=systemd-remount-fs.service
Before=NetworkManager.service
Before=network-pre.target

Before=shutdown.target

Conflicts=shutdown.target
RequiresMountsFor=/var/lib/cloud

[Service]

Type=oneshot

ExecStart=/usr/bin/cloud-init init --local
ExecStart=/bin/touch /run/cloud-init/network-config-ready
RemainAfterExit=yes

TimeoutSec=0

# Output needs to appear in instance console output
StandardOutput=journal+console

[Install]

WantedBy=cloud-init.target

1% /lib/systemd/system/cloud-init.service & iRAUTHRE:

[Unit]

Description=Initial cloud-init job (metadata service crawler)
Wants=cloud-init-local.service

Wants=sshd-keygen.service

Wants=sshd.service

After=cloud-init-local.service

After=systemd-networkd-wait-online.service

IRIFRE: BR=ItE (It ) BRSEATF 5516 H44m:
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After=networking.service

After=systemd-hostnamed.service
Before=network-online.target
Before=sshd-keygen.service
Before=sshd.service
Before=systemd-user-sessions.service
Conflicts=shutdown.target

[Service]

Type=oneshot
ExecStart=/usr/bin/cloud-init init
RemainAfterExit=yes

TimeoutSec=0

# Output needs to appear in instance console output
StandardOutput=journal+console
[Install]

WantedBy=cloud-init.target

o BIRMERRE sysvinit BRNEERS, WhTATRdillTiRE.,

© ina:
f&AH4T strings /sbin/init | grep "sysvinit" @&, HEEREIER, WMERRER sysvinit BEMNEERS .

—-add cloud-init-local
—--add cloud-init

——add cloud-config
——add cloud-final
cloud-init-local on
cloud-init on
cloud-config on

cloud-final on

{EREE LR cloud-init 85

2% cloud-init

IRIBRAEIRERSFNITLL TS S, &3 cloud-init,.
o BERMERESH Ubuntu:

cloud-init

o BIRERA S CentOS:

cloud-init

© #He8:
BT apt-get 3 yum %S%EEH cloud-init AN HFHRMERREBERIREERIKIAL cloud-init FRAE . FERIZHNLZEIERE
ERIEHITERFEE D B ERVIRCA TS THIRER, BINER FT T cloud-init ERE5 #ITRE.

&3 cloud—-init BB

IRIFRE: BR=ItE (It ) BRSEATF 17 #44m
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1. {RIBFREIRIERSR, T cloud.cfg.
O HIETE Ubuntu RS cloud.cfg,
O =HIETE CentOS IEERHAY cloud.cfg,

2.4 /etc/cloud/cloud.cfg BINBEHRMBETH cloud.cfg XHFRBHEIZELETHNEE /etc/cloud/ BRTEER
cloud.cfg 321%.

HKIRME

A EE:
LUTFRIERITRRE, B2ERRSESE, SUEEHNTTATIRE.

1. 1TFLAT®HE, _E cloud-init BXEBERERKIN.

cloud-init init --local

REEMIITER, WiRAERIEE cloud-init.

Cloud-init v. 20.1 running 'init- al' at Fri, 01 Apr 2022 01:26:11 +0000. Up 38.70 seconds.

2. FUTLATa<, MR cloudinit BIEFCR.

-rf /var/lib/cloud

3. £33 Ubuntu % Debian I#E&R%, EMITUTHS,

-rf /etc/network/interfaces.d/50-cloud-init.cfg

4. £33 Ubuntu 8% Debian BER%, TIE /etc/network/interfaces (EALULTRA:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

FITESEIR cloud-init @53

HiEE FLTTEH cloud-init EREAN ZEAFAKIN, @S TRIEH#HITRE:
1. =ULEFREY &E&EAR cloud-init €.
2. MiTLATHS, BIESER cloud-init 8.

xvf greeninit-x64-beta.tgz

3. T TGS, HABEENZRER cloud-init BEF (Bl#A greeninit BR) o

cd greeninit

4- mﬁu?ﬁ"-\‘}, ﬂg Cloud_inito

IRIFRE: BR=ItE (It ) BRSEATF 18 #44m:
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install.sh

BRTEZIR Python—pip 0@
IR Python-pip HMEMREANRTELEMER, THMSEIHEMIBERS, SEUTSEHTRR:

CentOS 6/7%5l

1. BT T &<, 188 EPEL 7=#iigEE.
yum epel-release -y

2. JTLATHS, LE Python—pip.

yum python-pip -y

Ubuntu £3!

1. BITLATa<, ERREasR.

update -y

2. T TH <, K% Python-pip.

python-pip -y

[REER(E

IEEISE INTEA Linux SEHIREREY Cloud-Init [RSEFIEEIZT? €8 Cloud-Init EBIERIET.

IRIFRE: BR=ItE (It ) BRSEATF 19 #44m:
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Linux SEf{#EHR atop EizTH

IEEFAYiE: 2025-01-24 15:02:43

RM{Finst

atop 2—HATFHIE Linux REFFMHZNIE, LI—EISIRIDREFSTRS, RERXRERE (CPU. HFE. HEMNLE ) ERABRRHE
ETERSE, HUBSXHNAREREERED, Hcf LMD, RN atop BEXERFHIR.
ANLURERSF CentOS 7.6 & Ubuntu 208Yi2E R ARSSEEH6I, NMEUMER atop HiZTH.,

RMET IR

CentOS 7.6

&% atop

1. {&H OrcaTerm A& Linux 3£ .
2. T THS, &K atop.

ﬁﬁ?ﬁ%ﬁ?%%ﬁ Complete! HETiHHHEE‘ZI}J?:ﬁo

ECEHER atop

SELTSR, GE atop BIEANRATHRERE,
1. IFLATES, ERA VIM HiERITH atop BEEXH.

/etc/sysconfig/atop

2. RIHENREEN, (ERATERE:
1 LOGINTERVAL=600 {EP{/9 LOGINTERVAL=30 , RMFEIARIG00sIEIZERAEMP30s, BiIEMH30s, EaESEhrE RS
7.
18 LOGGENERATIONS=28 {EI¥J9 LOGGENERATIONS=7 , RIVGENARIBEREBINE28XIERATE., k% atop KEFEIETHA
ASHETE, BUESRATR, BUESIMRBERETEL.
EM TR BN TEFRR:

LOGOPTS=""
LOGINTERVAL=30

LOGGENERATIONS=T
LOGPATH=/wvar/log/atop

3. & Esc H#A :wq, RFEMFHFBHRIESE.
4. 7£ CentOS 7 RLAEIRATTHMITLAT®HS, Bah atop.

systemctl restart atop

Ubuntu 20

=4 atop

1. {EM OrcaTerm AR E R Linux 3fl .

IRIRERE: BR=ITE (1bF) BRSEAE 5820 #44m:
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2. B EEPRIFRER IR

update

3. T T®H <, &4 atop.

atop

EcEHEEh atop

SELTSR, GE atop BIEAHRATRERE,
1. TLATESS, E/A VIM HiER{TH atop BEEEXH.

/usr/share/atop/atop.daily

2. R i BANREEN, ERLATERS:
1§ LOGINTERVAL=600 {EB{/9 LOGINTERVAL=30 , FRMFEIARIG00sIEIZFEHAEMA30s, EiIEMH30s, EalEShrE R
1THEM
%8 LOGGENERATIONS=28 {EP{JJ LOGGENERATIONS=7 , RMMGEARIBEREMIEI28XRIEN TR, HEE atop KEFEIETHA
ASHETE, BUEHATE, ETESZFER#TIES
(EMsE Rk R FEFRR:

3. 1% Esc 4 :wq, REFESFHBRBRESE.
4. PTINT&<, Bah atop.

systemctl restart atop

431 atop

atop Bilfa, SIERENHIRCRE /var/log/atop BRMIATIHEHR . FRIEMRIEETNESE, T TGRS, EFEASXEHHER atop
EHGS R RARFEEFRIRE #7591,

atop -r /var/log/atop/atop_2021xxxx

atop EB®<
FEOIEITAEEXHE, FERLTRSHERERE:
c: ZIEHIEN CPU (ER=EEFTHiE,
m: RERHENRFERERRFE.
d: REHENRRERERFRE,
a: REHERRGSERRHITEFTEE,
n: ZERHENREERRRTEERE (FERLGSERETIMIPZIER, FARZE) .
t: BRI T—MEERES.
T: BRI E— N IEIERES,
b: igEMiES, X8 YYYYMMDDhhmm,

IRIRERE: BR=ITE (1bF) BRSEAE $214t44m
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O BT

R BRI R

TEHERS S

23

= =)

FRIARESE, BEREREEEIRE, (RIEASE,

BN RS ER

ATOP - VM-55-1©-centos
sys  55Mm555

Sys
avgl
tot
tot
scan

1%
o

2.e9
1.8G
2.eM

%]
vda

transport
network

TID

ATOP 13:

#zombie: EILHIENHE.

RUID
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

user 58m56s
user 1%
avgs 8.e3
free 264.8M
free 8.em
steal 2}
busy e%
tcpi 6746364
ipi 8334300
pcki 8653672

EUID
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

#proc

irg

avgls

2021/09/@8 17:33:41

o% |

cache 739.9M

stall

read

419

tcpo 6489494

ipo

|
|
|
|
17941 |
|
|
|

8060255

pcko 8379631

THR

SYSCPU
12mS0s
8m53s
13m40s
ome2s
60.31s
2ms7s
2m15s
2mees
29.
67.
33.

NG, ERREBRMEESR
PRC 17: #EBFETER.
sys & user: CPU #ERATFLIBi#HIZRT, HIZERIRSRAPESFG CPU RIRTELLH,
#proc: HEZH,

#exit: Atop FREFFEIHAHAENRHANHIZEE

CPU 13:

#trun
idle

dirty

write 2962e3
udpi 321283

ipfrw

#tslpi
wait

buff

si 4 Kbps | so

USRCPU
24m58s
13me8s
Ame7s
8m4os

[V

VW koo

= ®

VGROW
655.9M
20848K

1.8G
19364K
153.7M
1.0G
eK
aK
636.3M
aK
oK
29764K
98724K
245.7M
aK
66288K
4

KiB/r
udpo

12
316716
8 | deliv 8334e3
5 Kbps

RGROW
14228K
6692K
173e4K
1632K
9632K
37228K
eK

eK
14852K
eK

eK
88eK
1948K
5484K
eK
120K

o

117

#tslpu

steal

csw 154235e4

Y EL]

KiB/w

97.8M

9

tcpao 845510

erri

RDDSK
20K
aK

oK
343.2M
4K
24K
eK

K

oK
aK
132K
12K
32K
396K
aK
316K

Ak

WRDSK
650.9M
57384K
38340K

4.36
243.8M
95296K

eK

K
71688K
aK
3.5G
262.2M
138.2M
186.5M
aK
57452K

oL

sys K user: CPU #ATFRE#HIZN, HIZERRSRARSFG CPU RIBTELLS)
irq: CPU #ATFIErhErRIRiaEtLE)
idle: CPU & fE&=#kSHIRTIEIELH)
wait: CPU &7 “HIESFHE 10 85 CPU =iR” R&RASEELE]
CPL f3: CPU ®a#i&R.
avgl. avg5 fll avg15: EX1938#. 5311503 RIZTTASIRRIFIHZHE.

csw: IERLETIEHRIRE

intr: fERRETAREIRE
MEM 13: RERERBR.
tot: MEREFEZE.
cache: BFREFHAGFEXN,
buff: AFXHEFHREFEKRN,
slab: ZEMZEAIREXRDN.

SWP 17: Zig=iamiERER .

tot: FMREE,
free: FTHARMGTEKN,
PAG 17: EIAESTRER

IRIRERE: BR=ITE (1bF) BRSEAE

#zombie 5]

guest
intr 29732e4

MBr/s
tcppo

erro

ST
N-
N-
N-
N-
N-
N-
N-

o%

.00

28844 |

(2]

EXC 5

20dsh22m16s elapsed
clones 423e4 | #exit 0 |
curf 2.49GHz | curscal 2% |

numcpu 1 |

|
vmcom 882.6M | vmlim 938.5M |
swin @ | swout 0 |
MBw/s ©.02 | avio ©.99 ms
tcprs 13139 | udpip o |
icmpi 1227e3 | icmpo 1241e3
drpi 0 | drpo 0 |

CPUNR CPU
o%
e%
a%
a%
a%
e%
e%
a%
a%
a%
e%
e%
a%
a%
a%

PO 000 900000080008

cMD 1/
barad agent
tat agent
YDLive

init
barad_agent
YDService
ata sff/e
ksoftirgd/e
YDEdr
events/@
kjournald
auditd
sgagent
rsyslogd
flush-252:0
sshd

CPU {5 (BIZ3# CPU {E—12(f CPU &R ) RIEMAER. CPU THISFREEHENESSRN N0O0%, N J CPU &,

5822 #44m



@ H% \_L:HE BENFARSSE

O swin B swout: #ANFHRERFRE.

o DSK17: BEFERER, 8— M HESEWN—7F, NEE sdb RS, PAEZMN—iT DSKER.
O sda: BESEIRR.
O busy: HEITATELHI.
O read & write: £, SiERE=E.

o NET f7: 8% NET BRTREIKR, SiFEHE (TCP# UDP) . IP BEUREENHMOGEE.
O xxxxxi: ZEHENROWEEHE
O xxxxxo: SEHAENMALBHE .

&1Lk atop

FTEWEUSHETRET atop, EAERRHIERREFEL atop. £ CentOS 7 RLAEMRATHITUA TSRS, (ELE atop.

systemctl stop atop

IRIRERE: BR=ITE (1bF) BRSEAE $23 H44m
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128 Windows SEffl o=

IEEFATE: 2024-12-05 09:49:03

RMFinst
AN BOTEREERARSESE Windows SOISTHAME, GTSERTHTRIE,
RMES T

TERIEFRERNERAN, BIENRIREPE:

£ VNC K& =R Windows 3£

© #eE:
AXLARSFER Windows Server 2012 R27561, FRERFIHEERZLBEE—EX5, BESEBNIIRERSEARNHTIRE

1. A VNC Bx{ER Windows 3£ .

2. HRMERARE, RERIGAE, SIEERORE. MTEMRT:
===\")! 3
HEFEATO) 3
FRIZT(E)
(P
FREEEATS)
EEW) 3

B FEESHEC)

3. EEBSMEROD, REIMEHKA), FEEENA, WTEFR:

= RESHE [= | = [
(@) 2HEE » ML > B3 » FESHE v ¢| [ mmmsER 2|
BN R TaRIINI

G

STEC: |1 EREEERLENE v

SHEER(R): 200 % 600 v
. IR EEET 1024 x 765, SHRETATETEDS | SRUETETSATT.
AE0): = v S ARTRETT AT
EEEE
oA A IERITA R
= | | Bl RIFE(A)

4. ERHARTED, BEFAEEN.

IRIRERE: BR=ITE (1bF) BRSEAE 5824 Ha44m
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5. BERE, XARRIMWEED.

EAIEERmEERER Windows £l

BN RS ER

EREERmERSER Windows XLflE, BEERANSNEZEANSHE, CEEEFNERTESELR, REIFISHE, LUTRESR

th, ZAZEZLL Windows 10 Jaf5):
1. FEAME Windows it &#lE, E?%EFE’FMEE%@EE, ey E SRR TETT .

2. EEFEOD, HA mstsc HRERE, ITHEEEEmESEIEE.
3. EEEEmEREAS, EERFER, WTEFRR:

b nRSEEE - x
| pEAEsE
T e

HEIO: | v

ArE: TEMCENT\Administra...

SiFREETTER IR,

=

4, EEREER, ERFEEPETOWE, TEFMRR:
L miESEEE - X
| IRERE
T

2R Er AmER a4k =R
ETEE

! EERESEAG . FEEEESaIRERSRG).

E

CliEmafasilERTImRSEL

HE
% EETESENERAREC.
EEEE(32 i) v

ERETIETERE(B)

(=) FEEEAIN(Q) EE(N) FEENH)

IRIRERE: BR=ITE (1bF) BRSEAE

8825 H44m
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5. PR, FRTESmEEER Windows X6l

IRIRERE: BR=ITE (1bF) BRSEAE 5526 H44m
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Windows ZEf§lZ% Cloudbase-Init

=IEEFAYE: 2024-06-02 14:48:51

BElmR
A (ERRYEEMARSEELL Windows Server 2012 R2 FXIRIRERZAH, 18SEE Windows X6 EZ% Cloudbase-Init,
SR
24 Cloudbase—-Init EEFIA TG
RIEZFR FRENERR AR
BIRIBEIRERNIRMERFME, THIIMA Cloudbase-Init £3&=: -
CloudbaselnitSetup_X_X_XX o IENRA: MEFERIZRAZER, Windows 641 IRERFIS mUtik EES
XX.msi - - - = . Cloudbase—
o Beta lR#: #1552 Cloudbase-Init ER o Init.
TencentCloudRun.ps1 FULIREY -
BFRIE
Cloudbase-
. 5 i
localscripts.py EIEIREN Init ATAESRE
o
RETH

¥ Cloudbase-Init

1. 21 /A VNC AXEZ Windows 3] , BRRENARSS.
2. FIRMERZRE, WHITH Cloudbase-Init £&E8,
3. RSB EIRTIES, BHIET, #HA Cloudbase-Init Z&ERH . MNTEFR:

e Cloudbase-Init 1.1.2 Setup |- | = [N

Welcome to the Cloudbase-lnit1.1.2
Setup Wizard

The Setup Wizard will install Cloudbase-Init 1.1.2 an your
computer. Click Next to continue or Cancel to exit the
Setup Wizard.

I I solutions

Back || Nest | | cancel

4. g# Next,
5. @i% | accept the terms in the License Agreement, iE4E8$2)% Next,

6. 7£ Configuration options i, 1§ Serial port for logging i&&7 COM1, @i% Run Cloudbase-Init service as LocalSystem, 3
B#F Next. MNTEFTR:

IRIFRE: BR=ItE (It ) BRSEATF 5827 #44m
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@ H% \_L:HE BENFARSSE

iz, Cloudbase-Init 1.1.2 Setup

= | o e
Configuration options \ .wluuuru !

Optiens for guest startup initialization

Username:

IJ\c]min

Use metadata password

Users local groups (comma separated list):

IAdmini strators

Serial port for logging:

|comt v

[w]Run Cloudbase-Init service as LocalSystem

7. B Install, &% Cloudbase-Init,
8. 1% Cloudbase-Init BHZE%ERE, B Finish, XiF Cloudbase-Init &R H., N TFEFRR:

o FE
% Cloudbase-Init ZEREAT, F2DE(EHASIEE, FEIZTT Sysprepo

# Cloudbase-Init 1.1.2 Setup | = [ = [

Completed the Cloudbase-nit1.1.2
Setup Wizard

Click the Finizh button to exit the Setup Wizard.

|:| Run Sysprep to create a generalized image. This is
necessary if you plan to duplicate this instance, for
example by creating a Glance image.

Shutdown when Sysprep terminates.

: I Isoluticns

Cancel

Back

&% cloudbase-init BE3#

1. 3TFF cloudbase-init.conf EEEMNH.
cloudbase-init.conf ECENMHHIENMAIERH: C:\Program Files\Cloudbase Solutions\Cloudbase-Init\conf

2. 18 cloudbase-init.conf ECENHEBRALITHRE:

[DEFAULT]

username=Administrator

groups=Administrators

inject_user_password=true

IRIFRE: BR=ItE (It ) BRSEATF 5528 #44m
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config_drive_raw_hhd=true

config_drive_cdrom=true

config_drive_vfat=true

bsdtar_path=C:\Program Files\Cloudbase Solutions\Cloudbase-Init\bin\bsdtar.exe
mtools_path=C:\Program Files\Cloudbase Solutions\Cloudbase-Init\bin\

san_policy=0OnlineAll

metadata_services=cloudbaseinit.metadata.services.configdrive.ConfigDriveService,cloudbaseinit.m
etadata.services.ec2service.EC2Service
#,cloudbaseinit .metadata.services.httpservice.HttpService

#,cloudbaseinit.metadata.services.maasservice.MaaSHttpService

metadata_base_url=http://169.254.0.23/
ec2_metadata_base_url=http://169.254.0.23/

retry_count=2

retry_count_interval=5

plugins=cloudbaseinit.plugins.windows.extendvolumes.ExtendVolumesPlugin, cloudbaseinit.plugins.co
mmon .networkconfig.NetworkConfigPlugin, cloudbaseinit.plugins.common.sethostname.SetHostNamePlugi
n,cloudbaseinit.plugins.common.setuserpassword.SetUserPasswordPlugin, cloudbaseinit.plugins.commo
n.localscripts.LocalScriptsPlugin, cloudbaseinit.plugins.common.userdata.UserDataPlugin
verbose=true

debug=true

logdir=C:\Program Files\Cloudbase Solutions\Cloudbase-Init\log\

logfile=cloudbase-init.log

default_log_levels=comtypes=INFO, suds=INFO, iso8601=WARN, requests=WARN
#logging_serial_port_settings=COM1,115200,N,8

mtu_use_dhcp_config=true

ntp_use_dhcp_config=true

first_logon_behaviour=no

netbios_host_name_compatibility=false

allow_reboot=true

activate_windows=true

kms_host="kms.tencentyun.com"

local_scripts_path=C:\Program Files\Cloudbase Solutions\Cloudbase-Init\LocalScripts\

C:\powershell
PS C:\Set-ExecutionPolicy Unrestricted

volumes_to_extend=1, 2

3. 48 TencentCloudRun.psl BIA#ENE c:\Program Files\Cloudbase Solutions\Cloudbase-Init\LocalScripts &

IRIFRE: BR=ItE (It ) BRSEATF 8829 H44m




RENAIRSHE

O BAT

4. BEE TencentCloudrun.pst WA, WM, FERHBOPSENFIRTRETIIUR, WFERR:

Ei TencentOcudfun |

Troe offle:  Windows PowerShel Scigt (paTl)

T MNotepad Change
C\Program Fles'Ooudbane Sobitions' Cloudbase-in
185 bytes (1535 tytes)

10 byben

2020828 128. 1900.57
HEE2F128. 170540
A2E2H 128, 190257

JPestery (s

Thas file came from anciher inblock
computier snd maght be blocked 1o o
sl preduct s compater

T

O WNTFTE Unblock &R, MEFEDiE Unblock, FHgE OKIEE .

O WIATFTE Unblock &R, MiEHEALE,
5. % cC:\Program Files\Cloudbase Solutions\Cloudbase-Init\Python\Lib\site-packages\cloudbaseinit\plugins\common

BEETH localscripts.py B ESHG BB localscripts.py Xf§.

[REER(E

fEaI2m @A Windows SEHIREREY Cloudbase-Init IR EEIEEIET , 1B Cloudbase-Init ERIEEET.
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2B RIFSAPITEE R Windows £
RIEEFAYE: 2024-06-02 18:00:22

RM{Finst

AXHELAER Windows Server 2016 RARRRIEENAIRSS A6, ESEERESAFIEEER Windows .

A EE:
FERENZ APIEEEREEXIREA120K, EXWEZHARPERIEN (RDS CALs) , WiXBHPEREEERLZET TEESIERE
EMNARSEE, REEEE mstsc /admin B<$ER, Windows Server BEARIF21MARRERER, AEESHER. BBESLmISESE
=TT, EERNERTHRESAPTESESR, BTN GHTIRE,
BREPR
FIN=EERmES
1. 20 FE@ERESD (WebRDP ) &5 Windows £ , &3 Windows 3£,

2. mitrrsREmesl], murnREhEzEN, THRSHEEERE, NTFERT:

goeETgee » (YRR ®) sEM TRO @8V #H
i =EssE
i FFERESE g'-gu: i Azop
el @ =it inRss
2 FINEenes
3 FINEEEREMIRSEE
Ll 4 flEARsEEA
5 BIRSSEEI RS
EF
TREEEEL)
mefEsSSE

fhE 1 | BREREE 1 | IBSER s

3. BEERINAGHITIRE, HHEMNASTIhERSEO.
4. EFMNASHINERRASEOS, RISHASY, EZPEZXT—F.

IRIRERE: BR=ITE (1bF) BRSEAE $31#H44m:
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5. EkIFRSHAGRE, JETERERS, 2ET—¥. NTEFRR:

& EAENGEaS

EPERS ERE

FHEZE
AR
RSB EIERE
Thes
EEREERES
BEES

EEERSSATARES M EE R
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