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mRIEEFATE: 2025-12-25 01:08:23

B17 R&®

A idiE: 2025-12-25 01:08:21
FREHBETUTHE:
BEDANX.

IR

« AudioResult
o Fii8R%&E: Requestid

%16 X&®

AitiEl: 2025-12-18 01:08:44
FREHBETUTHE:
BB

SR

« Sentence

(B IRLE

¢ AudioResult
o FFERER: Sentences

$15 X&%%

&htiE: 2025-06-27 01:07:25
FREHGESTIUTHE:
WECH.

o et

» AudioResult
o FHZMA: HitType

£14 X%

%itiE: 2025-03-04 01:07:37
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(BRI :

» AudioResult

o FiER&: SubTag, SubTagCode
» AudioResultDetailTextResult

o ¥MBMER: Hitinfos

B13 XR%

&ZAtiE: 2025-03-03 01:07:39
FREHESTIUTHE:
WEDHM.

BB

« Hitinfo
+ Position

(Ee RS :

« TextResult
o ¥¥RR: Hitinfos

FB12 X%
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o FilEHS: HitFlag, Score
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« SpeakerResults
» TravelResults

(e RS :

» AudioResult
o FZEiR: SpeakerResults, LabelResults, TravelResults
+ AudioResultDetailMoanResult
o FEFRIR: SubLabelCode
« AudioSegments
o ¥MBALR: CreatedAt
+ TaskData
o Fi8R%&RE: Inputinfo

£ 10 &%

AidiE: 2023-12-22 01:06:11

KREGEETUTASR:

ECHRIXHE,

fEeizn:

» CreateAudioModerationTask
o ¥MEAZ: User

GRS

« User

89 X&E®

AAtiE: 2022-12-29 10:01:58
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fEREn:
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o ¥mBHZE: Duration
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¢ AudioResultDetailMoanResult

o FiBRS: Suggestion

B7X&%

Z#AdiE: 2022-08-15 06:07:00
FREHBETUTHE:
MBI

fEREn:

» CreateAudioModerationSyncTask
o FFiEHZE: SublLabel, LanguageResults, SpeakerResults, RecognitionResults

FIRERGS

» AudioResultDetailSpeakerResult

58 6 X&%

£t 2022-06-17 06:02:19
FREHBETUTHE:
BB

fERiEn:

« DescribeTaskDetail
o FiEHZ: Label

B 5 X&RH

&htiE: 2022-06-09 06:05:24
RREGEETIUUTAS:
BECHEINXHE,
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» RecognitionResult

» Tag

(EeEIRLEa :

» AudioResult
o FZER: RecognitionResults
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R

* MoanResult

o FERESR: SubLabel
» TextResult

o FiiBRSE: SubLabel

83X

&htiE: 2021-12-20 08:02:28
FXEHBEETUTRE:
MECHIXHE,

(BRSNS :

+ AudioResult
o ¥mMBMS: SublLabel

+ AudioResultDetailMoanResult
o ¥EER: SubLabel

+ AudioResultDetailTextResult
o ¥iEESE: SubLabel

« TaskLabel
o FiiBRSE: SubLabel

B2 R&®

%idiE: 2021-06-04 16:38:43
FREHAETIUTHE:
BB

g

» CreateAudioModerationSyncTask

FRIEERGS:

« MoanResult
« TextResult
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https://cloud.tencent.com/document/api/1219/53259#MoanResult
https://cloud.tencent.com/document/api/1219/53259#TextResult
https://cloud.tencent.com/document/api/1219/53259#AudioResult
https://cloud.tencent.com/document/api/1219/53259#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1219/53259#AudioResultDetailTextResult
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higiEO:

CancelTask
CreateAudioModerationTask
DescribeTaskDetail
DescribeTasks

FIRERGS

AudioResult
AudioResultDetailLanguageResult
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AudioSegments
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Inputinfo
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https://cloud.tencent.com/document/api/1219/53258
https://cloud.tencent.com/document/api/1219/53257
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API 5

ERIEEFASE: 2024-08-02 01:03:15

AMSHEEEDO

#EOJW #OThEe SAERIREN (AR/AD)
CreateAudioModerationTask SIS IREA(ESS 20
DescribeTaskDetail BEEISHFR 20
CancelTask BUH(ESS 20
CreateAudioModerationSyncTask EENEZESEO 20
DescribeTasks BEWHRESIIE 20

A FEE:

A ESHASEOSRRIRFEIERE D arT + AN + FWS , BXRAESHIASE: AP SEIRFIRA
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https://cloud.tencent.com/document/api/1219/53257
https://cloud.tencent.com/document/api/1219/53256
https://cloud.tencent.com/document/api/1219/53258
https://cloud.tencent.com/document/api/1219/56755
https://cloud.tencent.com/document/api/1219/53255
https://cloud.tencent.com/document/product/1278/109059

® H%\.L:HE EASRS

AR
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ERIEEFRASE: 2025-05-21 01:07:46

1. BRS5Htht

AP| ZiSThirbisIEN , A= RiEtbigiEAEE 5 ams.tencentcloudapi.com , tBziFigEbERZH, FIanrHitbkEEagts
#7393 ams.ap—guangzhou.tencentcloudapi.com .

W EAMEIFEAES . RIBAREONZFIRMECE, SENFRITRIRENENREREIRSEE. fIIEHNERIEK, &
B2 MeviRsseE, $ERIEE ams.ap—guangzhou.tencentcloudapi.com 2—&HI,

FER: WREESURAIALSS, BIUEERIIRANNS .

R &R AP BRAR, HFARRFTREEROSRRHIES M. RSISRBRSIRRERAL R/ AR SEOUERER,
O STSAIRSTER OSSR\ B M ER

BriiFaotgE5IRA:
i te=
BRI (%, AHESRIK) ams.tencentcloudapi.com
R (1) ams.ap—guangzhou.tencentcloudapi.com
HHRMX (Lig) ams.ap-shanghai.tencentcloudapi.com
HRMX (B5) ams.ap—nanjing.tencentcloudapi.com
FEibiX (b5 ) ams.ap-beijing.tencentcloudapi.com
Farat X ( ARER ) ams.ap—chengdu.tencentcloudapi.com
FaritX ( &EK) ams.ap—chongging.tencentcloudapi.com
BEAHX (PEEE) ams.ap-hongkong.tencentcloudapi.com
AR (Frhnig) ams.ap-singapore.tencentcloudapi.com
WAZE (L) ams.ap—jakarta.tencentcloudapi.com
TAEFRE (28) ams.ap-bangkok.tencentcloudapi.com
WAFIL (B/R) ams.ap-seoul.tencentcloudapi.com
TAFIL (=) ams.ap-tokyo.tencentcloudapi.com
EERE (FHFEI) ams.na-ashburn.tencentcloudapi.com
EET (R ) ams.na-siliconvalley.tencentcloudapi.com
mERX (EFT) ams.sa-saopaulo.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF $£13 #1103,
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B\ thtef 0]

ERifit X (iZ=%18 ) ams.eu—-frankfurt.tencentcloudapi.com

HE: BFSMETSMEEREFAREN, BtSihRSMXES (234884 Region hEMKXiti%) , BERREEESME
HitsAYi®, BIFH Region AIMHIRERIT—H .

SRIXKIE Mt SRIXEYSZ
xR ( LigER) ams.ap-shanghai-fsi.tencentcloudapi.com
X (RYIeR) ams.ap-shenzhen-fsi.tencentcloudapi.com
2. BEDY
Bifl= AP| (OFREIEONEIS HTTPS #T&E(E, RHSLZSHNEEEE,
3. BRAGE
SIFH HTTP dK7G5%:

« POST (#7%)
« GET

POST i&%k3#519 Content-Type 8!

- application/json (%) , ¥AERAESZAHZE v3 (TC3-HMAC-SHA256) .
+ application/x-www-form-urlencoded, %R{ERAZEEZE v1 (HmacSHA1 8% HmacSHA256) .
« multipart/form-data ({X&B53#EO%F) , YRERAERHZE v3 (TC3-HMAC-SHA256) .

GET iEKRIERBX/NIFEEI32KB, POST iEREAESTE vl (HmacSHA1. HmacSHA256 ) BIFSEid1MB.
POST iEREREREAE v3 (TC3-HMAC-SHA256 ) BIZ#510MB .

4, RIS

BIfER uTr-8 4RiS,

IRIRERE: BR=ITE (1bF) BRSEAE 14 #1103,


https://cloud.tencent.com/document/product/304/2766

@ H%\_EHE BEIRRERR

HoH

7N

>

RIEEFASE: 2024-11-15 01:07:48

HBYRATRRAFMEOE2INSEY, WIE, EEMEORRSASPFRBYXESEHHTIRE, ESXERUFERHX
SH, FRIEEERIRER,

AHSBYNAKATSEEERNESHERFFRMERER

IE B>

N

(ERSRGE v3 NS

BER/BGE V3 (BIHBIRE TC3-HMAC-SHA256 ) tHELERFiE v (BENEAIRSERERSE) , BERE, FEAER
&, X5 POST JSON #8zt, MatE—ERH, HEERZEIHZTHES . RBENBHERL £251% v3.

R BFEGBN, SoEOMERRNRAERNRERE vI GET B8R, MAREREWERHE v3.
FEERAE v3 Y, AHSHEEH—MEI HTTP Header i5KkEpdh, WMNTFRAR:

SHEN HE Wik R

HTTP ig®Rsk: X-TC-Action. R{EZEOER. MESTEOVEHASHETRXTALSH Action BIIREE. FIN=ZRSHENEGEFFFED, NE

Action String = 3 Describelnstances.

HTTP i&kk: X-TC-Region. iifssy, ARFAFEREN MEEOME. RESSEOTEPEASHEDXTALEH Region ATRM. HE: ¥

Region SHiNG T pernrmEsEEen, SITMESNIISTINE, KNDEEEESHETEER,

Timestamp Integer = i;]rg:;}iz;:ﬁ;TC—Timestampo L UNIX BHiaE, FlieRER APl iSXaedia. fin 1520223702, 8 NRSESEREESEEE5S,
= o

Version String B HTTP ig®Rk: X-TC-Version. B{ERI APl f9RZE ., BUESSHEONEHASAREY Version ANIREE. FIIERSEEARES 2017-03-12.

HTTP fRESDIAESLEPSPER, HaN:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

H,

- TC3-HMAC-SHA256: #&5ik, BRiEEIZE;

- Credential: #&%&IE, AKID*** 2 Secretld; Date 2 UTC iRftfIiEg B, REFENLARSH X-TC-Timestamp REH UTC triadial HE
—H; service HE#FRE, BEAESHE. MU, 55 cvm.tencentcloudapi.com EREFRER cvm. FREEN ams; tc3_request A
EEFE;

- SignedHeaders: 252 8itHEILEES, content-type 1 host kL in;

- Signature: EE8RE, IHEITERER 2,

o

Authorization  String

HTTP ig®Rsk: X-TC-Token. B) £2 kRS FRNISFRLEIETR Token, ERFE Secretld l SecretKey RIEEIRAIGHRZLEIE+R
# TmpSecretld #1 TmpSecretKey. ERKATHIIFEERER Token FE.

™

Token String

1]

Language String HTTP ig®Rk: X-TC-Language. {EEEOERMES, (MBS EOZFISH . BE: zh-CN, en-US. zh-CNEEHX, en-US BEIZEX .

BRiRAPEZEEA MR =R FEFITIRFPIF+4, BROSHIRENREE Offset=0, REIEE Limit=10, NWEBFRLE
BERIER URL. iERLER. BRIFRBIINT:

HTTP GET iER&1961:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kxxhkkxhhkkxkhhhrkarirsxxsx/2018-10-09/cvm/

tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db%e9%bf46
72ba50567dbalocecctl74c474

Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com
X-TC-Action: DescribeInstances

X-TC-Version: 2017-03-12

IRIFRE: BR=ItE (It ) BRSEATF 515 #1103
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X-TC-Timestamp: 1539084154

X-TC-Region: ap—guangzhou

HTTP POST (application/json) i&EXK&HaxbI:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kxkkkkxkhkhkxkhkhkrkarixkxx+x/2018-05-30/cvm/
tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b1316
2d9279p0855cfba6789%a8edb4dc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap—-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/fform-data ) iERETE ({UFEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xxkkkhkkkrkkhrkkhxkkhxrksxx/9018-05-30/cvm/
tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b1316
2d9279p0855cfba6789%a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

—-58731222010402

Content-Disposition: form-data; name="Offset"

0
——-58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402——

IRIFRE: BRzITE (165 ) BRSEAS 516 #1103




5 E H%\_EHE BEIRERSE

ERSERGZE v HARSW
EREESE V1 (BELIRME HmacSHA256 # HmacSHAT) , ARSHEEH—REERESR, SBMRERLLE
BYEH s it R

BRERNEORM. NESFRONEFRASHETX TS Action IR

Action Sting B m pin=mRssemeassIEE0, BUES Describelnstances.

it SE, ARITRAFEREMIEAESE, BEOEZOEEESE OIS
Region String - PEASHALSH Region B, 8 REROFBERERZSH, BOX
ERSTATARE, WHRMEEEZSHEREN.

ZiEy UNIX BdiE)#, mlicRAide APl ERRIEGE. 1411529223702, MRS

Timestamp Integer & wmmpamsek, S3lEERTEER.
Nonce Integer 2 FEMNIEZEE, 5 Timestamp BX&#ER, AFBHLERIE.
Secretld Stri = £ =APIEA LERiEAIRASHHY Secretld, —4 Secretld I RziE—AY
ecre rng = SecretKey , i SecretKey £RR&ERIEKRES Signature,
. . - IBRER, ARBIELRSKROEENE, SERFREZFHEMASEITESEH.
Signature String = B E RS T STk,
Version Strin - RIERY API RORRAS . BMESZEREZOXEPASAHSE Version RIiEEE, HIIN=
: N9 = IRsm®AYlRA 2017-03-12.
#&Z1X, Baisks HmacSHA256 #l HmacSHA1, [BEIEELSE A
SignatureMethod  String B HmacSHA256 i, AR HmacSHA256 EiXI8IFER, HitERSER
HmacSHA1 IEiFES,
Bl Z2EiERSS FriAZRYIGRT 22 EIEHRY Token, (ERARFEEIS Secretld
Token String B 1 SecretKey HIEE R AIGIIZLEIEPRA TmpSecretid 1
TmpSecretKey. ERKIAZARIAEESEL Token FE,
. EEEORERES, (NEoEOXZ LS. BUE: zh-CN, en-US, zh-
Language String B

CN EEEFY, en-US iB[EEX

ERigAFEZEA MBRIRRSR/ZLFITIR, HIEREMZEER URL., BRI, BEREFROMT:
HTTP GET i5EREARHA:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=H

macSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb

70b2d181d02&Region=ap—guangzhou&Nonce=23823223&Secret TA=AKID* * * % % x koo sk s sk ok ok ok ok ok ok ok ok ok ook oo e keokeok

Host: cvm.tencentcloudapi.com

HTTP POST igR&taxpl:

https://cvm.tencentcloudapi.com/

IRIFRE: BR=ItE (It ) BRSEATF 17 #1103,


https://cloud.tencent.com/document/api/1219/53264
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1219/53264
https://cloud.tencent.com/document/product/1312

O BHS

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

BIIARRS

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&S1

gnature=37ac2f4£fde00b0ac9bd9%eadebd59blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&N

once:23823223&SecretId:AKID********************************

iR

A mFrREEO Region FERAIATEEINTERAT. MRERORZHFZRPAIFAAEE, WSERONERRAMmRE,

tibtag

b (165)
et (1M )
EFRiK (L)

IRIFRE: BR=ItE (It ) BRSEATF

BE
ap-beijing
ap—guangzhou

ap—shanghai

518 #1103,



@ H%\_L:HE BIRRERR

=8hixv3
IR EFATE: 2024-12-25 01:08:55

UTFXRIET &R v3 NESEE, EESREECHABERBEERE AP BZAEH. BIEFEER = API
Explorer , [§flz= SDK fl B=&<$17TA (TCCLI) SARETIR, NMIEXWEIMT AP| iER#TES,

= (ERE API Explorer <> REHiER

fZaILA&@E API Explorer B [ #2584 | BREESMEOEIMNEMIRE,

Bz APl SM8MEREITEMINE, APREERAREEIE, SURENSEMEKRHTES (Signature) , BNERITHE
TEAHSHPEEZERERALUEENHXIMELREF R

AR LEHRTESR

BERBEUTAREBEFRIPER:

1. BIERRENSHG
ERRRBRERFEELAEPNARIEN BSIREHE = AP| 8 REREZEREXER.

2. RIPEERRIEIRE
ATRHILEREEBSREPEEN, BAZ APl 2ERERSERITEERNSEE, FSERNIEHENEFERERII—
57, RiXZIBNZ APl RS IRSHRSERVEIMNBERSBURBENEREITEIRSE, FIOEERPNIEHE. MREREE
i, BEHIRRESR—H, Bz AP BERFXER.

#EHiE v3 (TC3-HMAC-SHA256 ) 1hae EB= T LARIIESGE v, MEERS, STIFEXANER, X JSON B,
POST iERZIFHESHAMTFFH, HRE—ERA, BEERZEITEIEESR,

BURIERY, BIEEA AP| Explorer ig “ER B4R IhaE, EFEZBRAS “API 3.0 £E8 v3” , AILANERERIIEHTE
iE, hRJEiEERE SDK U3, HEFEREBNZ= AP| BBER 8 MERMNREIES SDK, EEHRTESMEKRIE, YEHR, X
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiERLSFIE

ANERANEEFIENER, ZHEIE Secretld Ml SecretKey, B4 AFPRZAILUAEHEIIEH.

+ Secretld: BF#riR APl ERESH, aJLAERELIARSE,
« SecretKey: FTFIIE APl ERERISD, TLATERELLRER,
- BRZATRGFERSKIE, BRltlE, SWRERMTRE. NEHE, EUASRAIZRLRIE.

RERERIINRAFLRINT:

1. §F BA=EEROEHNS .
2. BitE ZAPIZEH MEHIARE.
3. Z=APIZH WA, 8E [ HEEH | elE—xE0E.
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https://console.cloud.tencent.com/api/explorer
https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H%\_EHE BIRRERR

EBEA v3 ERTE

= API 35 GET #1 POST iR, MFGETAZX, IXF content-Type: application/x-www-form-urlencoded WHYIg
H. WFPOSTHE, BEiIF Content-Type: application/json BAR Content-Type: multipart/form-data FRFhiH
gL, json IRNEASHEUROIIZRF, multipart IBXREIFEEOLES, WIHZEOAREEMER json &XVAR, 2ERFWSE
O3Zt4iEE . #FER POST 5K, EOAENERHEER, (B GET i5RIXIF 32 KB LIRRIERE

THEUZRSSHTZA MXEFFIRERFF, SERNMEZIN0HESE. BiEFZEO2ERN:

1. ZIRSHRIACHIE, ZEORER;
2. ZIEARRIEN, FBERNERREVAE;
3. EOESNSHMERE, AETESHIREHENSANTER.

Erfid, FieaHSHEERONSY, RIIRSEEFEZZILENER . EXREAREON, BIRIEXIRERE, SMEONSHHF
AER, FEBXMIFHSENE, W, XBERABRTHIAHSEMEOBASE, BRULIRBERSEERIEGESE, 6
a0 Language #1 Token 2X2# (£ HTTP L&pRE, &N X-TC- i) -

{Fiiﬁm,jﬂg Secretld *u SecretKeyﬁﬁuE: DR ID* %% % % Kk k k& & & & ok ok ok ok ok * & &k Kok ok ok xx & &k K *u
oo, RIFTEETEI IR RRSEEN KRS WEHRS, REE—SMIE, NERT6
A

curl -X POST https://cvm.tencentcloudapi.com \

—H "Au

cdf" \

Content-Type: application/json; charset=utf-8"

672a\u547d\u540d"], "Name": "instance-name"}]}'

THFERREERITEERE.

1. BHERGBIE R
IRITTF A BENHHENBIER®E ( CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload
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O BAT

FEREMW
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

BIIARRS

iR
HTTP i&K%Ai% (GET. POST ) . I RFIEBES poST,
URI &%, API 3.0 BEIERESHT (/) o

& HTTP i53K URL FRIEIEFAH, XF POST iEK, BEAZFEHE"", WF GET B
XK, Wi URL Hhials (?) BEMNFEFRAS, HIE0: Limit=10&0ffset=0,

i¥&: CanonicalQueryString #E£% RFC3986 i#17 URLEncode i3 ( {$4%=14H
BEEAEFE) , FHE UTF-8, HEERRRESINERER{TRB.

25X ZLEER, EVEA host 1 content-type AN LER, BAIIMARMLIHS5E
BLUESESIERNE—ERSM, WREIERIMEINTEOSELER,

BHEmN :

1. L3808 key #l value i—¥/\E, HEEEESHE, K key:value\n &xlHHE;

2. 24 LEB, BIBLER key (B ) B9 ASCI AF#{THHE,

EERGITELERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc—-action:describeinstances\ne
= content-type ¥ RHMELIRAERIEHS, ALREESNEEREREEDLSBMR
Ih charset {8, MREZPRNEEHF—H, RIBIIREZEZRILELY.

S5 ZNLIES, RBLLREREMLLISE5TES, 1 CanonicalHeaders 8&H#Y
SERBIE2—IIMAY, content—type #1 host Ja@sigEskER,

HHEm :

1. 3L&B key Z—EERRINE;

2. 24048 key (/B 288 ASCIl AFi#{THIE, HFEUSS (;) 9R.

b= f73 content-type;host;x—tc—action

IBKRIEX (payload, Bl body, WREIJ ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance—-name"}]} ) HREE, iHEHRBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI3f HTTP i&RKIEX
it SHA256 8%, RBE+NHEIRE, REREBEFERNSFE. WF GET i5K,
RequestPayload BEEAZEFHFH. IRFITEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6289887£1398934£064,

RIELA LRI, REIPSEIRPLEERSBNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc—action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9£17ead6c90222632e5b1££7£6e89887£1398934£064
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https://tools.ietf.org/html/rfc3986

@ H%\_EHE BIRRERR

2. RS TR
BRI ERIHERGE R F A H:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +
CredentialScope + "\n" +

HashedCanonicalRequest

FEREW 3
Algorithm BEEX, BRIEERN TC3-HMAC-SHA256,

R Timest ERATEIRE, BDERLIPAIATESE X-TC-Timestamp BYE, BXZFiAdiaE UNIX Bid

equestiimestamp B, FEWEIRD . ULREIEREN 1551113065,
EIEBE, 189 Date/service/tc3_request, @& HHEA. FRiERAIIRSZFLIE=FFH
(tc3_request) . Date 73 UTC iREREINAGE, NERENAHSH X-TC-
Timestamp #&8#/Y UTC iFEREBE—; service AFRE, YRSABNRINS
—H, WRETEERE 2019-02-25/cvm/tc3_request,

CredentialScope

AR S RHHEFSHLEIERBRIGHE, HEHABR
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtaflitEER
£ 7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84,

R

1. Date %AMBFEIEE X-TC-Timestamp it&E5%], BIXJ3 UTC+0, MRMARZFZAERRER, FINFE/I\X, S
HBaXinmg LiERKID, BR2E=NEARYERY ., RigidiEEn 1551113065, £4&/\XAIATEE 2019-02-26
00:44:25, (BRitHE5EIRY Date BY UTC+0 BRIBHEARJ 2019-02-25, A= 2019-02-26,

2. Timestamp # A2 ZHFI RS E, BRHEZFHDNREREZRSM, MERBZETHSHNHELRK . NRKAE
FWRENERY, TaEET—RIEEE, BREYW, BEZZFHER.

RIELA LRI, REIPEENSFEZFHRUNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request

7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. it HES
1) HEREEEEN, IBNT:
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® H%\.L:HE EASRS

SecretKey LR S S B I i I R e b b S b S b R S b I b 2 b L]

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAIZEA secretDate . SecretService fl SecretSigning BTMHIRIMIE, WERESFITENFH, BHRETEHE
FHRITENRYREILES B9 da98fb70dcf6b112dc21038d1eeeb3a95c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

iHES, TRNEEES, HMAC ERHTSHIRFIRER—#, BULRERAE, BLahRBHASE key &0, HESH
data £f5. BENEFRSSRM THEIEREDE, bURSIRHITERFNHNHEBRANREE, L ERRRETHEE
o

FEREMWT R

SecretKey JEHARY Secretiey, BIJ st ki hon i ko sk i ks donkokox k)
Date BP Credential 89 Date FERIER . IRHIEUES 2019-02-25,
Service BP Credential ifY Service FERIER . WRFIBUES cvm,

2) iHEESR, hIENT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

BRBITEERE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. $#& Authorization
RINT8UHE Authorization:

Authorization
Algorithm + ' +
'Credential=" SecretId + '/' + CredentialScope + ',

'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREMW fER
Algorithm BEHiE, BEEH 1C3-HMAC-SHA256,
Secretld %"ﬁgi\j‘qﬂﬂg Secreﬂd, BIJ AR TD % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K K K

CredentialScope @ WLEX, FIEEE. IRFITREERR 2019-02-25/cvm/tc3_request,
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@ H%\_EHE BIRRERR

FEREM RRRR
SignedHeaders REX, 25FZRLEEE . WRHFIBYEI content-type; host; x—tc-action,

ERBE. BTFITHEERRE

Signature
10bla37a7301a02cal9a647ad722d5e43b4b3cf£309d421d85b46093f6ab6cdf,

RIELA LRI, REIPSEIRES:

TC3-HMAC-SHA256 Credential=AKID*****x*kkkxkkhkrkxhhrkxhhkrkxksx*/2019-02-25/cvm/tc3_request, Si

gnedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301la02cal%a647ad722d5e43b4b3cff3
09d421d85b46093f6abbcdf

RESRERARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******kxxkkkxhhkhkxkhkkrkarkixkxrsx/2019-02-25/cvm/
tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301la02cal%a647ad’
22d5e43b4b3cf£309d421d85b46093f6abbc4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap—-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance—-name"}]}

A FE:

IBRRIXRIRY HTTP k88 (Header ) #liER{F (Payload ) #AHMERIHHIRPHATRE—H, BUSEEEZF—
BEiR. AILABEITENSEIRAERAS, MEMEFHALHIE.

o= bl

fEsEfniAA API 3.0 Y, HEFEREEMBINE SDK 3.0 , SDK #RTESMEE, FRRAXFFRIZMIEMEONT , ¥4
[ER2R SDK il HRIISHIRIEIESH:

» Python
- Java

« PHP

- Go

+ NodedS
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs

O BAT

« .NET
¢« C++
* Ruby

THEHRH®TFRFRIERZESR demo, EALKEINNN~RSEEZRIERMN:

» Signature Demo

ATEFENERERTRE, TEMSIRREESAM, B LRNERIERESLN, EROES .. ARNEOMSHAYEYEERL LA
EREERNE, ABRABEERTRE, HFREEMAN, LFARBERE[ER SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

{
StandardCharsets.UTF_8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

String = System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

String = "application/json; charset=utf-8";

static byte[] hmac256 (byte[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;

ySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTEF8)) ;

t

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getInstance ("SHA-256");
byte[] d = md.digest (s.getBytes (UTF8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

ows Exception {
"cvm";
vm.tencentcloudapi.com";
ap—guangzhou";
DescribelInstances";
W2I0MET = 03="1:20
= "TC3-HMAC-SHA256";

"1551113065";

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTIC")) ;

= sdf.format (new (Long.valueOf (timestamp + "000")));

"POST";
"/'"-
r
— nn.
’

= "content-type:application/Jjson; charset=utf-8\n"
"host:" 4+ host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String

"I\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Nam

e\": \"instance-name\"}]}";

String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStrin
g + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

String = date + "/" + service + "/" + "tc3_request";
J g9 7

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.println (stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);

byte[] secretSigning = hmac256 (secretService, "tc3_request");

String = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLo

werCase () ;

System.out.println (signature) ;
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= algorithm + "Credential=" + SECRET_ID + "/" + credentialScope +

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);

StringBuilder = new ()

sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" —-H \"Host: ") .append (host) .append("\"")

.append (" —-H \"X-TC-Action: ") .append(action) .append ("\"")
.append (" -H \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '").append(payload) .append("'");

System.out.println (sb.toString());

}

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id

= os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"
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host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp

date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": hﬂf*ﬁﬁ "], "Name": "instance-name"}]}

http_request_method = "POST"
canonical_uri = "/"

nn

canonical_guerystring =
ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc—action:%s\1 % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_qguerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

(key, msqg):
return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)
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secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest

t (signature)

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ",
"SignedHeaders=" + signed_headers + ", " +

—_n

"Signature=" + signature)

print (authorization)

int ('curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + host + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + str(timestamp) + '"'
"X-TC-Version: ' + version + '"'
"X-TC-Region: ' + region + '"'

L L payload + lllll)

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

"ost

"strings"

"time"

(s string)
:= sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])
}

func (s, key string)

hashed := hmac.New (sha256.New, []I
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hashed.Write ([]byte (s))

return string(hashed.Sum(nil))

secretId := o0s.Getenv ("TENCENTCLOUD_SECRET_TID")

secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

var timestamp int64

httpRequestMethod := "POST"
canonicalURI := "/"

nn

canonicalQueryString :=
canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u

hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s
httpRequestMethod,

canonicalURT,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix(timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("%$s\n%d\n%s\n%s",

algorithm,

timestamp,
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credentialScope,
hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning : hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt .Println (signature)

o

authorization := fmt.Sprintf ("%s Credential=%s/%s

3,
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%s\

—H "Authorization: %$s"\

"Content-Type: application/Jjson; charset=utf-8"\
"Host: %$s" —-H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version: %s"\

"X-TC-Region: %s"\
*, host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

getenv ("TENCENTCLOUD_SECRET_KEY") ;
tencentcloudapi.com";
cvm";
"2017-03-12";
"DescribeInstances";

"ap—-guangzhou";
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1551113065;

= "TC3-HMAC-SHA256";

= "POST";

= n/n.
’

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host : "
st:". 7

"x—tc—action:".strtolower ( ),

1)

"content-type",
"}Toqv"
oL 7
"x-tc—-action",
1)
= "{"Limit": 1, "Filters": [{"V 3 1 15474d° 40 , "Name": "instance—-nam

e"}1r';

. n\m n

’

.PHP_EOL;

= gmdate ("Y-m-d",

."/tc3_request";

’

.PHP_EOL;

= hash_hmac ("SHA256",
hash_hmac ("SHA256", ,

hash_hmac ("SHA256", "tc3_request",
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= hash_hmac ("SHZ

.PHP_EOL;

Credential=".
n

SignedHeaders=". .", Signature=".

.PHP_EOL;

= "curl -X POST https://".
"Authorization: '

"Content-Type: application/json; charset=utf-8"'
"Host: '. L

"X-TC-Action:
"X-TC-Timestamp: '
"X-TC-Version: '
"X-TC-Region

n

.PHP_EOL;

'digest'

secret_id = ENV["TENCENTCLOUD_SECRET_ ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host

region = 'ap-guangzhou'

action 'DescribeInstances'’

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'
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timestamp

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d")

http_request_method = 'POST'

canonical_uri = '/'

canonical_querystring = ''

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\nx-tc-action:#
{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'

payload = "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-nam

hashed_request_payload = Digest::SHA256.hexdigest (payload)
canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join ("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join ("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")
secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)

secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
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secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{sig

ned_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

"Authorization: + authorization + """ \
"Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + '"' \

"X-TC-Action: ' + action + '"' \

1

"X-TC-Timestamp: + timestamp.to_s + '"' \

U

"X-TC-Version: + version + '""' \

"X-TC-Region: + region + '"' \

LB payload 4+ mrw

g System;
g System.Collections.Generic;
g System.Security.Cryptography;

g System.Text;

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();

for (int 1 = 0; i < hashbytes.Length; ++1i)

{

builder.Append (hashbytes[i] .ToString ("x2"));

}

return builder.ToString() ;

}
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(HMACSHA256 mac = new HMACSHA256 (key))

return mac.ComputeHash (msqg) ;
}
I3

public static Dictionary<String, String>
string secretke string service, string endpoin
string
{
string datestr = date.ToString ("yyyy-MM-dd") ;
DateTime startTime = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) ;
ong requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRoundin

g.AwayFromZero) / 10

string algorithm = "TC3-HMAC-SHA256";
string httpRequestMethod = "POST";
ing canonicalUri = "/";
string canonicalQueryString = "";
string contentType = "application/json";
string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action.ToLower () + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.Writeline (stringToSign) ;
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tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));

signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower () ;

Console.Writeline (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization) ;

Dictionary<string, string> headers new Dictionary<string, string>();
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID") ;

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";

endpoint = "cvm.tencentcloudapi.comn";
region = "ap-guangzhou";

action "DescribelInstances";

version "2017-03-12";

DateTime date = new DateTime (1970 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065) ;

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d
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\"1, \"Name\":

Dictionary<string, string> headers = BuildHeaders (SECRET_ID,

\"instance-name\"}]}";

, endpoint, region, action, version, date, requestPayload);

Console

oreacn

{
Console
}
Console
Console
}
}

NodeJS

hmac = crypto.

return

hash

return hash.

}

ctio

1st date = new

hmac.

.WriteLine ("POST https://cvm.tencentcloudapi.com") ;
(KeyValuePair<string, string> kv in headers)

.WritelLine (kv.Key + ": " + kv.Value);

.WriteLine () ;

.WritelLine (requestPayload) ;

secret)

(message) . (encoding)

crypto. ("sha256")

(message) . (encoding)

n (timestamp) A

(timestamp *

year = date. ()

const month = ('0' + (date.

day = ('0" + date.

return

WRIRERE: Rz

"S{year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

itH (b)) BIREEAT

SECRET_KEY,

service
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1st endpoint = "cvm.tencentcloudapi.com"
service = "cvm"
region ap—guangzhou"

1st action DescribeInstances"

1st version = "2017-03-12"

onst timestamp

(timestamp)

st payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name

\"instance—-name\"}]}"

hashedRequestPayload = (payload) ;
httpRequestMethod = "POST"
1st canonicalUri = "/"
const canonicalQueryString = ""
const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action. () + "\n"

nst signedHeaders = "content-type;host;x-tc-action"

canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"
+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC-SHA256"
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date + "/" + service + "/" 4+ "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)
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kService (service, kDate)
kSigning ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

st authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
—_n

"Signature=" + signature

(authorization)

curlcmd = 'curl -X POST ' + "https://" + endpoint

LU\

Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'

"X-TC-Action: ' + action + '"'

"X-TC-Timestamp: ' + timestamp.

"X-TC-Version: ' + version + '"'

"X-TC-Region: ' + region + '"'

'" + payload + "'"

(curlcmd)

<algorithm>
<cstdlib>
<iostream>
<iomanip>
<sstream>
<string>
<stdio.h>
<time.h>
<openssl/sha.h>

<openssl/hmac.h>
ce std;
string (int64_t &timestamp)
{

string utcDate;
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char buff[20] = {0};

struct sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string

{

std::stringstream ss;
ss << nj;

‘n ss.str();

string
{
char buf[3];
unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
_Init (&sha256) ;
6_Update (&sha256, str.c_str (), str.size());
»_ Final (hash, &sha256);
std::string NewString = "";
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{
snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;
}

return NewString;

unsigned char hash[32];

HMAC_CTX *h;

ON_NUMBER < 0x10100000I
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;
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HMAC_Init_ex (h, &key[0], key.length(),
HMAC_Update (h, ( unsi d char* )&input[0],
unsigned int len =

HMAC_Final (h, hash, &len);

OPENSSL_VERSION_NUMBER < 0x10100000L

_cleanup (h) ;

std: :stringstream ss;
Ss << std::setfill('0");

0; 1 < len; i++)

ss << hash([i];

char* const lut

len = input.length();

string output;
output.reserve (2 * len);

= 0; i < len; ++i)

const unsigned char ¢ = input[i];
output.push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
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string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString = "";
string lower = action;
std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
string canonicalHeaders string ("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"
+ "x-tc-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547d\\u540d\"], \"Nam
e\": \"instance—-name\"}]}";
string hashedRequestPayload sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";
string RequestTimestamp = int2str (timestamp) ;
string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + ha

shedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);
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string kService HmacSha256 (kDate, service);

string kSigning HmacS 56 (kService, "tc3_request");

string signature = HexEnc (HmacSha256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID +

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"
" -H \"Authorization: " + authorization + "\"\n"
-H \"Content-Type: application/json; charset=utf-8\"" + "\n"
\"Host: " + host + "\"\n"

\"X-TC-Action: " + action + "\"\n"

\"X-TC-Timestamp: " + RequestTimestamp + "\"\n"

\"X-TC-Version: " + version + "\"\n"
-H \"X-TC-Region: " + region + "\"\n"
-d '" + payload + "\'";
cout << curlcmd << endl;
return 0;

bi

<ctype.h>
<string.h>
<stdio.h>
<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

<openssl/hmac.h>

(int64_t timestamp,

struct H

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

}
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{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{
snprintf (buf, sizeof (buf), "%02x", hash[i]);
strcat (result, buf);

}

int key_len,
input_len,
unsigned int* output_len)
HMAC_CTX *h;
#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

HMAC_CTX_new () ;

HMAC_Init_ex (h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

0x10100000L

HMAC_CTX_free (h);

#endif

char* input, int input_len
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i < input_len; ++1)

const unsigned char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];

strcat (add_out, temp);

add_out, 128);

SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";
host = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action = "DescribelInstances";
char* version = "2017-03-12";
int64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";
st char* canonical_uri = "/";

nw.,
’

onst char* canonical_query_string =

char canonical_headers[100] = {"content-type:application/json;

strcat (canonical_headers, host);
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strcat (canonical_headers, "\nx-tc-action:");

{0};

value) ;

char value[100] =
lowercase (action,
value);

n\.qn),.

strcat (canonical_headers,
strcat (canonical_headers,
"content-

char* signed_headers =

char* payload = "{\"Limit\": 1, \"Filters\":

\"Name\": \"instance—-name\"}]}";

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
sprintf (canonical_request, "%s\n%s\n%s\n%s\n%s\n%s",
canonical_uri, canonical_query_string,
signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request) ;

const

char* algorithm = "TC3-HMAC-SHA256";

[{\"Values\":

type;host;x—tc—action";

http_request_method,

canonical_headers,

char request_timestamp[16]

sprintf (request_timestamp,

char credential_scope[64]
strcat (credential_scope,

sprintf (credential_scope,

char hashed_canonical_request[1

sha256_hex (canonical_request,

char string to_sign[256]
sprintf (string_to_sign, "¢
credential_scope,

\ n

printf ("$s\n",

= {0};
nedn,

= {0};

timestamp) ;

date) ;

5/%s/tc3_request", date, service);

00] = {0};
hashed_canonical_request) ;
{0};

s\n%s\n%s\n%s", algorithm, request_timestamp,

hashed_canonical_request) ;

string_to_sign);

[\"\\u672a\\u547d\\ub540d\"],

char k_key[64]

sprintf (k_key, "TC3", SECRET_KEY);

uns {0};

igned char k_date[64] =
unsigned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), strlen(date), k_date, &output_len);

{0%};

date,

unsigned char k_service[64] =

hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

{0}

output_len,

unsigned char k_signing[64] =

hmac_sha256 (k_service, "tc3_request", strlen("tc3_request"), k_signing, &output_le

n) ;

unsigned char k_hmac_sha_sign[64]
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O BAT

hmac_sha256 (k_signing,

utput_1len);

{0};

hex_encode (k_hmac_sha_sign,

char signature[128]

n", signature);

char authorization[512
sprintf (authorization,

algorithm, SECRET_ID,

n", authorization);

char curlemd[10240

{0};
sprintf (curlcmd, "curl
"

Authorization:

ent-T

authorization, host,

curlcmd) ;

Hfhigs

Lua: GitHub

Swift: GitHub

Dart: GitHub
Shell(Bash): GitHub

o=t 3

output_len,

output_len,

credential_scope,

action,

string_to_sign,

signature) ;

, SignedHeader

signed_headers,

request_timestamp, version,

FHEUTERXWANERD, SIRELRERGE,

=69
AuthFailure.SignatureExpire

AuthFailure.SecretldNotFound
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strlen(string_to_sign),

signature) ;

BIIARRS

k_hmac_sha_sign, &o

region, payload);

ERIZH, Timestamp SRS FWEERINMNEEEFRSEBIRS M.

ZRAEE, BEENSEERRREHREA,

ERLENTEFHNES TFH,

5548 H110;


https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

5 E H%\_EHE BEIRERSE

=t HixfER

EREIR. TRESTHIER, NEER5LMRENREFENS, BETERE

AuthFailure.SignatureFailure 4 SecretKey {EiZSEN.

AuthFailure.TokenFailure [GEFEPS Token §BiR.

AuthFailure.InvalidSecretid ZiAIEE (A== APl AR )
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@ H%\.L:HE EASRS

SRS N
oA pr
mRIEEFATE: 2024-12-25 01:08:55

BR/EEVI BEZHA, ERDENRZSMHMIMERSIE v3, HEERAZERSGE V3,

BEUREER, BIER APl Explorer By “ER8BER" IN6E, EEZBIRAN “API 3.0 £8 v1” , IAEREZIEZHITIRIE,
HFHRHTHIRBESHES RN, BUEEER SDK $18, #ZFERBNE AP BER 8 MERMRZEES SDK, BEHRTE
ZinEkiZie, WeFE, %5 Python, Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#eFZ(EA APl Explorer

fZaILLiEiE API Explorer B9 [ R840 | BRESSMEOTIMNEMIE.

Bz APl S8 MEEIERETRHIGE, ESNERBEFEELAHBERSYHESER(ER (Signature ) ARIESERERS
EREEHRERIIER, E2FTIEEE Secretld fl SecretKey; ERARERBEREEIE, BRIE ZAPIZHTHE B, BUE
ZRAMAZ= APl 0,

1. RiERLFIE

EE—RERAT AP 280, B8l = AP| ZHERE REREFIE.
Z2EIEAIE Secretld #l SecretKey:

« Secretld BF#FR APl ERES®H

» SecretKey BFMNZEERZ FHRFRSFIRIGELZFZHFRNEH.
- BRZATIRGERSRIE, BRitE.
HERZLEINEFSBNT:

1. R Bl=gBh0EHES
2. BifE = API =58 BEHIERE
3.7 = API =58 TmE, BE [ #iEE=A | BaLieIE—3d Secretld/SecretKey,

R 8MKSHRSILMAETI Secretld/SecretKey,

2. EREER R
BTREEIL Secretld #1 SecretKey &, FAMERZEZRT . LUTRERERHE v £ HFMTE:
{iixFAF#I Secretld #1 SecretKey BI=2:

° Secretld: AKID********************************

° SecretKey: R R I b b b I b 2 S b b b b b b Sh S S b 2b b b b b 23

AR XERETA, HRIEAFXERHEN Secretld fl SecretKey HiTREERIE!
LI=BRS32EELHI5IZ% ( Describelnstances ) i5kA6l, ZAFERX—EON, HiERSHTEMT:
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ H%\_EHE BIRRERR

BHEM 3574 sHE

Action BiE& Describelnstances

Secretld =48 1D AR TD* % % % & & o ook k& & ook ok %k ko ook
Timestamp HaiRdiEEE 1465185768

Nonce REHLIEZEEK 11886

Region EHIFFERX S ap—guangzhou

Instancelds.0 FEIIRYES ID ins—09dx96dg

Offset (mizE 0

Limit mASIFHEIL 20

Version BORFS 2017-03-12

XERRT TS aQHSHMEORMASE, AFRAULUREIREERIEMSE, 0 Language Fl Token af2#,

21. WSHHF

BENEERSHIRSHBNZHEE ( ASCI 1B ) AFHER, 5: 1) REsHS#THIRE, SHERISHUNET, 725X
Iv; 2) #& ASCII BEbXdy, #0 Instancelds.2 EHEE Instancelds.12 [5G, ARIEFHEE, BARRHE. BRTMEIRE
EESThREEHIFRESESEMIX—IhAE, W PHP BRY ksort B, LidRFISHAHIFESRINT:

{

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg’',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

lsecretldl B lAKID********************************l,

'Timestamp' : 1465185768,

'Version': '2017-03-12",
}

EREEERGHESHARN, TN EERFIFRNSEETHIR, SRIRNGER—EEIE,

2.2, HHEERF I

WS BRERKISRFFE

BB E—SHIFIFRISRSEISLE “SHBHR=-28E" Bz, W3 Action 28, HSHEWA "Action” , S¥EH
"Describelnstances" , Elt&U{bE# /3 Action=Describelnstances o

R “BNE” HRRETIE url KEEE.

AEBEACENSISURA"& " HEE—R, REERNIERFHHEA:

IRIFRE: BR=ItE (It ) BRSEATF 851 #1103,



@ H%\_EHE BIRRERR

Action=DescribeInstancesé&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-gu

angzhou&Secret Id=AKID* * ¥ ¥ x X x Xk kkkhkkkkhkkxxxrxrrxxxk*x+gTimestamp=1465185768&Version=2017-03-12

2.3. RSB FFTH

I REMERRERXF S
BEBEXFHHREUTASEIIR:

1. 15K A& X85 POST #1 GET 50, XE(FEH GET &K, FEHiZAEXE,

2. i5RENEFXHIFIZR(Describelnstances)figkik=Z/3: cvm.tencentcloudapi.com. EFREYIERIESIRIEZOFREE
ROFRETRAR, ERSECHEA,

3. IERERE: HRIRA=APIERIEREER / -

4. ERFFHH: B E—SERNERFFER,

BRENERIHHENNA: BRGE + BREN (BERBEE + 2 + BEREFSH
TBIRIHRES R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce

=11886&0ffset=0&Region=ap-guangzhou&Secret IA=AKID* * * * x x &k &k kdkkkxxkhdkdkhrkxxxrhdkrrrxxgTimestamp=14

65185768&Version=2017-03-12

2.4. EMEEH

UL RERER SR
B5%&ER HMAC-SHA1 Ei53 E—S SNBSS FRNFRHRHTES, RAEEEMINESHER Baseb4 #1TMHIE, BIRREE
ZHERH,

B{&RIBMT, LLPHP ESHAI:

$SecretKey = V********************************',-

$SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Lim
it=20&Nonce=11886&0ffset=0&Region=ap—-guangzhou&Secret TA=AKID* * * % & % & %k k kK kFok ok ko ko dk kX x ok khkkkokk kg T
imestamp=1465185768&Version=2017-03-12";

$signStr = baseb64_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

IR9EZER:

En
l N\
dim
HN

TRAM2x£NMO9EiVTNmPgO06MRnCvQ=

EREEERRNESHARN, JBLERFIFRNESGETERINIE, SEINERHSHFHrI—EHE,

3. EE BT

IRIFRE: BR=ItE (It ) BRSEATF 552 #1103



@ H%\_L:HE BIRRERR

ERNERZBHTRERFAERSH, FEMHEIT URL Hi3.

M E—EERZERZRA TRAM2XINMOIEIVTNMPg06MRNCvQ= , REBFINEZRIERSH ( Signature ) B:
7RAM2xfNMO9EiIVTNMPg06MRNCvQ%3D, BiSETFERREMNIEXK URL,

R MEAPKERGZER GET, &&Ei#RSZEH POST @R Content-Type 7 application/x-www-form-
urlencoded, MWEXERHAEERSENESEEMN URL /B, SHET-FEFBERD. IE ASCIl &% URL HBsiwE
% UTF-8 #1748

R FRREAENMEESAMNHFESEIET urlencode, FEXMIERT, MABENERHHT URL HR7T, BWEX
URL RB&SHEELN.

R HitSHEUBEHTRG, KERMA RFC 3986, A %XY ME/FFHIMMRFHITES LRI, R X 1 “Y” B+
AHHFHE (0-9 MXEFH A-F) , ERNERSIRER.

4, BEREM

REIRER, FEMUTEREMANEIR, SIRIESCIRIERSEE.
ERHE iR
AuthFailure.SignatureExpire ERIH
AuthFailure.SecretldNotFound BHREFE
AuthFailure.SignatureFailure FEEIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid

5. ERER

token §£i%

ZHIEE (A2 = API Z$AER)

fEsEfniAA API 3.0 BY, HE(EREENBINE SDK 3.0 , SDK #RTERMNEE, AARAXFFmIRMIRMEEONT ., #H

[ER2R SDK il HRIISHIRIEIESA:

« Python
« Java

« PHP

- Go

+ NodedS
« .NET

o C++

* Ruby

THEHRH® T FRFRIERESR demo, EALKEINNNTRESEEZRIERM:

» Signature Demo

ATEEENBRRERLE, TEMSIRREESHN, B LRNEZ[IERGEN, EROES . ARNEOMS ARSI L
EREERNE, ABRABREREE, AFESEMAN, IFFRBERE[ER SDK

IRIRERE: BR=ITE (1bF) BRSEAE

5553 #1103


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

O BHS

RELHHB url TI8E): https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.O=ins-

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKID* * ¥ ¥ XX xxkkkkkkdkdkhkrxxxrhhhkhkdhitxgSignature=7RAM2XxENMOIE1VINmMPg06MRNCvQ%3D&T1

mestamp=1465185768&Version=2017-03-12 o

T2 BT ROIPHZHAZEIEN, HIREARRAHRIE, ELINREL url EXRBFPITHEER curl EHSRAANSIEE
éﬁ%“‘“ FEREH, ATER—NMTLUEERBIE url , SEEMREIPE Secretld #1 SecretKey NEZHIZER, HERRHFS
BIRIEE(ES Timestamp

FR: ETENREP, FRFHEES, BEER—ESHXNITEEIN url TEEERTR, RMASHNIREFEFRRE, EXHAZIIE
thtt. REMBESHEE, BERITHIERE,

R UTHRBRERT API 3.0, FetERATHMNERRE, BN NMAYSERRERE.

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

String

public static String (String s, String key, String methoc hrows Exception {
Mac = Mac.getInstance (method) ;
cretKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

public static String (TreeMap<String, Object> params) {

StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet ()) {

s2s.append (k) .append ("=") .append (params.get (k) .toString () ) .append ("&") ;

}
return s2s.toString() .substring (0, s2s.length() - 1);

params) throws UnsupportedEncodingExceptio

IRIFRE: BRzITE (165 ) BRSEAS 5554 #1103




("https://cvm.tencentcloudapi.com/?") ;

for (String k : params.keySet ()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append
(H&H);
I3

return url.toString () .substring (0, url.length() - 1);

ic void (String[] args) throws Exception {

TreeMap<String, Object> params new <String, Object>();

params.put ("Nonce",

params.put ("Timestamp", 1465185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID"))
params.put ("Action", "DescribeInstances");
params.put ("Version", "2017-03-12");

n
14

params.put ("Region "ap—guangzhou") ;
params.put ("Limit", 20);
params.put ("Offset", 0);

params.put ("InstanceIds.O0", "ins-09dx96dg");

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KE
Y"), "HmacSHA1"));

System.out.println (getUrl (params)) ;

}

}

Python

& MERZE Python 2 FIEHIETT, BTEARE requests kifi8: pip install requests o

base64
hashlib
hmac

os
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import requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

method + endpoint + "/?"

query_str = "&".join ("%$s=%s

n

sorted (params) )

s + query_str

(key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b64encode (hmac_str)

if _ _name___ == '_ main___
endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribeInstances',

'InstancelIds.O0' : ins dx96dg’',

'ap—-guangzhou',

secret_id,

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])

package main

import (
"bytes"

"crypto/hmac"

IRIFRE: BR=ItE (It ) BRSEATF 5556 #1105




"crypto/shal"
"encoding/base64"

"Emt "

"sort"

"strconv"

secretId := os.Getenv ("TENCENTCLOUD_SECRET_TID")

secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.Itoa (1465185

"Region": "ap—guangzhou",

SecretId": secretld,

": "2017-03-12",

"Action": "DescribelInstances",

"InstanceIds.O0": "ins-09dx96dg",

"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

- buf bytes.Buffer

.WriteString ("GET")

.WriteString ("cvm.tencentcloudapi.
.WriteString("/")

.WriteString("?")

len (params) )

Strings (keys)

:= range keys {

:= keys[i]
buf.WriteString (k)
buf.WriteString ("=")
buf.WriteString (params[k])

buf.WriteString ("&")
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buf.Truncate (buf.Len () 1)

hashed := hmac.New (shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;

["Nonce"] = 118 H
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["SecretId"] = H
["Version"] = "2017-03-12";
["Action"]

["Instancelds.

["Limit"] = 20;

["Offset"] = 0;

)i

/

= "GETcvm.tencentcloudapi.com/?";

as => {

substr (

= base64_encode (hash_hmac ("shal",

.PHP_EOL;
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secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'
endpoint 'cvm.tencentcloudapi.com'
data = {

=> 'DescribeInstances',

'InstancelIds.0' => 'ins-09dx96dg’
J

'Offset' => 0,

'Region' => 'ap-guangzhou',

'SecretId' => secret_id,
imestamp'

ersion' =>

sign = method + endpoint + '/2'

params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"

end

sign += params.join('&"')

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']
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System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

string signRet = string.Empty;

using (HMACSHAl mac = new HMACSHAIl (Encoding.UTF8.GetBytes (signKey)))
{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret)) ;
signRet = Convert.ToBase64String (hash);

}

return signRet;

questParams, string

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr
string v = "";

(string key in requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams/lkey]);

retStr += v.TrimEnd('&");

return retStr;
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SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_ SECRET_KEY");

endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";

action "DescribelInstances";

version = "2017-03-12";

RequestTimestamp

Dictionary<str

param.Add ("Limit",

param.Add ("Offset", "0");
param.Add ("InstancelIds.O",
param.Add ("Action", action);

param.Add ("Nonce", "11886");

Add ("Timestamp", RequestTimestamp.ToString());

Add("v@fsicn"l VerSiOl’l) 7

param.Add ("SecretId", SECRET_ID) ;

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string> (param, StringC
omparer.Ordinal) ;

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.Writeline (sigOutParam) ;

}
}

NodedJS

const crypto = require('crypto');
function
params|['Signature']

const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1),

strParam) {
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et strSign = regMethod + endpoint + path + "?" + strParam.

return strSign;

(secretKey, strsign){
signMethodMap = {'HmacSHA1': "shal"};
et hmac = crypto. (signMethodMap|[ 'HmacSHA1'"'], secretKey || "");

return hmac. . (strsign, 'utf8')). ('baseocd')

strParam = "";
et keys = . (params) ;
keys. ()
for (let k in keys) {

strParam += ("&" + keys[k] + "=" + paramslkeys[k]]);
I;

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap—-guangzhou"
= "2017-03-12"
"DescribeInstances"

= 14651857

let params = {};

params|['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset']

params [ 'Nonce'] =

params|['Region'] =

params|['SecretId'] =
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O BAT

params['Tim

params [’
strParam = (params)

1st regMethod = "GET";

nst path " H,.

strSign = (regMethod,

params|['S

IRIFRE: BR=ItE (It ) BRSEATF

endpoint,

path,

strParam)
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@ H%\_EHE BIRRERR

a =
IR [EIZ55R
RIEEHATE: 2024-03-12 01:07:48

= API 3.0 &0ORKAIRE JSON #i#E, iREIHE JSON BRANROSEN LR . &6 JSON HiEit&ARE? 50 MB, 1
FREIREIEEERAIRE, EREEMFIHREIPERER. BREROSSPAEHTIRINEE (FINIENEE ) RXESTINGE, EHR
EEEREI K.

IR BRIREERBRSIKERLET, WA HTTP KEMB195200, FINEEESHEHERBIEEI[LY, B HTTP KE
82200, mMA=2401.

IEfRBEI4S5R

AR RIIEOFTEELHIASIIE (DescribelnstancesStatus) 2017-03-12 krAB61, EiREARKID, EoTseriREMNT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468

}

}

+ Response RHEMERK Requestld REENFE, TiLimRKINSE, RE APILET, WHERIRE],

+ Requestld BF—1 APl iEREIE—IRIR, SR API HMBRE, AR BN=E0k &% 1232 T8, FHRMHZ ID RERETE,

- BRTYEEMFEN, ERUAEKENOENHFER, FEMNEOMEERMNFES RIEONEPHEN . 1FIHE TotalCount #1
InstanceStatusSet 373 DescribelnstancesStatus #OEXMFER, BFEARISEKMAFRSNESERIRSSEE6, Hit
TotalCount ZItERTHIREEN 0, InstanceStatusSet FIFAZ=,

HIREELSR

HRAXY, HiRO{ERAMTA:

{

"Response": {

"Error": {

"Code": "AuthFailure

"Message": SRS =d credentials could not be vali . Please cck your signature is co

rrect."

by

"RequestId": "
}
}
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

o
=

AERE

O BHS

« Error BWHEIXEESZERABEY . Error ZEREFEMREA Code 1 Message FERERRKMAT 2% EREI

+ Code RREMFHIERIEIRI, HiERKEHENTLISIRBZERIBEAT RIS HaIEOM M A SRS R EMERII N REFRE
RER.

Message B TRXMEIREENERARE, HEUSEERHAFEMAL, BNATHRSLSERISTERETH, APFRKEXME

EHE.
Requestld BF—4" APl iERIE—IRIR, MR API LIMBE, TR BiZER % 123218, FiRMiZ ID RERTE.

ARG
IBEIZRPINIREFE Error FE, WERTEAA APl #£0O%W¥. Error i) Code FERFRREIRIG, FABISETIEEHIIAEIRIGN
AHEIRD . REOBIRBIFESEARm “API X" BRTH “4HiREE" =E.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ H%\.L:HE EASRS

XA HY
SHER
R EFRATE: 2022-08-10 06:12:55

ERIIEHRZ API 3.0 BASEMEHSESHFIM T MEEREN:

« String: F#F&,

* Integer: B8, FRATHFSO64UEL ., SDK 3.0 FAREESZISHRREMER, BINRERAREESHRABEEN,
580 Golang B uint 64,

+ Boolean: #/REL,

+ Float: =8,

+ Double: WEEZERE,

- Date: F#fsh, HEIER. Flgn: 2022-01-01,

« Timestamp: F#FH, BfiEkEt, Flan: 2022-01-01 00:00:00,

+ Timestamp ISO8601: 1SO 8601 2HEFRELALR ( International Organization for Standardization, 1SO) &%
B9%F BERFNAT EIECRIERTARE, MRERR (GB/T 7408-2005&Ecil3iiglE Rk BRI EZETL ) o BINLARR{E
RREESIRERERTISUER . fla1: 2022-01-01T00:00:00+08:00,

« Binary: Z#HHIASE, FSELASEMGERTIGENT
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ H%\.L:HE EASRS

AMSHEX#EO
BB SN ATSS

RIEEHATE: 2025-09-12 01:08:04

1. EO#ER

EOEKE®R: ams.tencentcloudapi.com .

ZA##EO ( Audio Moderation ) BFIRZEMAZE (GBS kRt ) #ITEHEEIZES, FRMIERERBAZERSER
BHEFESNELZ2REFHEBIFIMAISES .

ThRE(E AR
. B ‘RWEZSEHE-EANELL” ARERSANERLRS, BEXFETREI0NMNICERAE, SRPEMIE.

EHEF & BRE5AR:

- RIEESA (RPHE)
o FUAFAIEHE: 10
o BASUSMIEMNHY:
= HHERESAE LRAEY, FESEHNBATIFHFLE;
» FEE(ESNEAME, IRIESEREHE
- HiEEE (RPHK)
o EUAFEIEE: 100
o BASUSLIEHNHY:
= BTPRIERAESSIAEI LIRS, FERSIETEBIMEIR: RequestLinitExceeded, HIRIFMA: You have reached

the concurrency limit;

= FSZHFHERA;

RECILhREBIREA -

o SN ENRKESHETIEN, HNEPEEESERRE;

« ZHREEIEtE Callback SREMENER (MFEEHZNES, RKEFRENAFERENTRIHK +2s) , FBIEO(ES
SN R) ENICIEREUE VSR ;

o SHFHRBERAE, 8iF: {E. 28, 815, I SF55;

o ZIHEERTEAES, EUESTIRBESTHR0T

B R FRGAR :

o BIEFRNTZIF: X < 500M;
ESHRHE 1 <1
o ESRIBERERFIEF: 128 Kbps — 256 Kbps ;
Bz I5HE: wav. mp3. aac. flac. amr. 3gp. m4a. wma. ogg. ape;
( WA DVAIHERT ) SISO BURESh, FNSRRBHITINIHEZ.

EESIARE G-

IRIRERE: BR=ITE (1bF) BRSEAE 567 #1103


https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms

@ H%\_EHE BEIRRERR

SRmATSZiS: 24/MHEA, BB ESINEEEIXES;

STRDRERITIE: 128 Kbps — 256 Kbps ;

SimszishIERNY: RTMP. HTTP. HTTPS;

STV ISA9ZEEL: rtp. srtp. rtmp. rtmps. mmsh. mmst. his. http. tcp. https. m3u8;
WA BWITRE ) ZIFRBVBTREH, FNSTARSHTMIEZ,

~ O Of mf mj

ERETRt A R AR :

. BHIACIHEILEES

. INPEIBTSEIVAE/ER, NEIEERIHBHEZ.

. EEBESKIUESERMERT, SRR (HI80 operation not permitted fHIR) , ﬂaFﬂE%!I%Tmﬁiﬁthﬁ%ﬁtE
IR WMNEIERME R SERSIE, ERISAMIREES; BN, 109 HEEHURHRHER. KNNEEE, BERER
BiER, MFEMEDESBATRERLY (4 HTTP 404 Not Found $EiR) , RAISHITES 16:KEik. Eﬁmﬁﬂzﬁs&%ﬂ&,

EIZREIIRE ; BREERNEK, NEELIERRFRYER, SRAPEMLH,

BOAZROERRFIRS: 200R/%

31253 API Explorer

API Explorer {2t TTEZ&IAA . ERKIE. SDK ABERMRERTIZOFEND . BUIEESRAANERASHIRELSREIL
RBz=&ER SDK BRRA .

2. BA\BY
LTFERSHFIRFIHE T EHOBRSHENSB L AHSY, REARSHIIRR AHLiERSEH,
S Wik KR ik
Action = String ~HESH, FEOBE: CreateAudioModerationTask.
Version = String ~HSE, FMEORE: 2020-12-29,
Region £ String rHESY, MEOFTEERZNSH,
ZFRETRANSIHLESER, BEABARSESRTaskinput#iEEiam
= Array of NP
Tasks.N = Taskinput A
P it BERETARI0MES.
ZFBRENMEANERNEARS, ZFREELEEANSZLENAPERE.
. . &if: FEBiztypeXBEARRIWSIHSSIRAIGENRES, RAARIEHHIAERR
BizType ) String .
Biztype.
TBE: default
ZFERETRMANSNHEZSER, IES: AUDIO (=#ES5M) « LIVE_AUDIO
Type = String (ES#%E=40) . AUDIO_AIGC ( AILERERRI ) =7, BRAENAUDIO,
BE: AUDIO
Seed S String AliESY, ZFRETERAZEENkeyEE, BFRIENENZSME, E2HZEAL

EREIRHTTPLERAN X-Signature B9=FER, {B)3: seed + body K9
SHA256 Fwi3fIHexF &, EWEIEIRHER, JLMRERERNbody, M
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https://cloud.tencent.com/document/product/1219/53258
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
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CSEE) Hg§i¥1i€i BEIRRERR

SHEBM Wik XE fhik

sha256(seed + body), it &t x-signature H#{TIIE,
BiXMERAXInI2E BiFEER6.
TfE: askseed

BWEHEZEEER, NRSETIZFE, EHEZIERLRIENSRRBRERE
CallbackUrl & String RiEZEZIEO . BESFEESRERALREIRA,.

TBHE: https://fexample.com/url

User & User ZFEETHENNRMNAIAFEXER, SEANTHEIIERERREEF

3. mtis®y

SHEIR 2Ry iR
R Array of ZFERATREISCENEGSE, BEFREABTIEE N TaskResultSiEESan0i£ 4
esults .
TaskResult R,

E—iEK ID, HIRSIRER, SRERBPSIERE (HEREEMRERERIXRS M, N

Requestld  String BRERFAE Requestld ) « ERIIERTESISHIZAER Requestd.

4. 7l
7P SIEESAEEES
SR EINEIES
BN
POST / HTTP/1.1

Host: ams.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateAudioModerationTask
<AHERSH>

{

"BizType": "default",

"Type": "AUDIO",

"Tasks": [

{

"DataId": "0a782332-c9db-4cf5-a66e-20d60bd4ecad69",
"Input": {

"Type": "URL",

"Url": "https://test.mygcloud.com/test.mp3"
}

}
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® H%\.L:HE EASRS

"Response": {
"Results": [

{

"DataId": "0a78
"TaskId": "

"Code": "OK" ,

"Message":

}

1,
"RequestId":
}

}

5. FRERR

A= APl SE&

Bifl= AP E& BE&S API X, #HiRf8. APl Explorer & SDK FRIBEHSZ—EBOFE, HESMNE—AOZGRERBN=RE
#E9FFE APl BRSS .

API Inspector

BRPEE APl Inspector EEIEHSE—SREXER APARGR, HEmERZESIRAR APl (X8, tBalgitE API
Explorer #1774 .

SDK

= API 3.0 RETERENARTIRE (SDK) , XIFSMREIEIES, seEHEREAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9 IR
« Tencent Cloud CLI 3.0
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ams/v20201229/client.go
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/ams/src/v20201229/AmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://cloud.tencent.com/document/product/440/6176

® HE‘.EHE BERERE

6. {\|ixn
ARG T RO S BEERAEIRG, HIMEREIEN AER0E,

{HiRS faiR

DryRunOperation DryRun &1, KFRIERISEZEMINNG, RESIET DryRun ¥,
FailedOperation BRIERM

InternalError REREIR o

InvalidParameter SHEIR.

InvalidParameterValue SHEEEIR.

LimitExceeded B EeEmpRE

MissingParameter BRAOSHER.

OperationDenied IRFUIESR
RequestLimitExceeded ERANREGEE T SRERRE
ResourcelnUse RiF# G

Resourcelnsufficient BEAE-

ResourceNotFound BRAEHE.
ResourceUnavailable BREATH.

ResourcesSoldOut RREE,
UnauthorizedOperation RISHURE
UnauthorizedOperation.Unauthorized FAENRIEBIEER/MRSERE.,
UnknownParameter RINSHEER.
UnsupportedOperation BIEARSS.
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5 E H%\.L:HE BEIRERSE

BE515¥E

RIEEFATE: 2025-09-12 01:08:04

1. EOfER

EOiEkEE: ams.tencentcloudapi.com .

BEZEOEESAHRESZSHFREER, SRESKE. BNER. SIUHRAIBNNEXARE . RiNERANASESIRE
REFNREEES, BAEnEAEIEEnHSET6.

BOAMEROIERIRFIRS: 200R/%

#E=(ERE API Explorer <> =i

API Explorer {2t TH4ZIAMA . BRIEIE. SDK KBEMRMREETIEOSFEN . ETESEXAMANERASHNIEESERIL
RBzmhER SDKARZHI.

2. MAEH
UTiERSHFIRIFIE T EOBRSHUMBIALSY, REAHSYIIRR AHIERSH,
SHEW Wik B i
Action = String AH2E, KEOBE: DescribeTaskDetail,
Version B String ~HSH, FEOBRE: 2020-12-29.
Region 5 String ~H2Y, AMEOFTEERLSEH .
ZFRETESINHEZESFRERESID (EResults&#+ ) , BFIFR
FETHESFRIIREZES
Taskld = String

it ENRORRSRAEIEH20REX,
TBE: w-audio-YBJzazmYs4vO27p2

ZhRFERETEARTEMHEMAER, E: True(RTEIBHIFRS

ShowAllSegments & Boolean F). False(REFaPHEZAVNERS F); HKiMERFalse,
TBIE: false

3. mtis®y

SHEBM i Haik

ZFERATRESIESINEZESFIRERESID (Z£Results&%+ ) , A
Taskld String FIRREEE IS FEEZRES.
TBE: w-audio-YBJzazmYs4vO27p2

Datald String ZFERATREEAASNEZIEORNETasksSHRENNEIEIDSE, B
(EEERIHRITIEE
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O BAT

SHEW

BizType

Name

Status

Type

Suggestion

Labels

Inputinfo

AudioText

AudioSegments

ErrorType

ErrorDescription

CreatedAt

String

String

String

String

String

Array of TaskLabel

Inputinfo

String

Array of
AudioSegments

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

BIIARRS

iR
TBHE: azmYsd4vO27p2

ZZERATREEABEMEZIEORMEANNBIzZTypeS 8, HIEEIENH5]
EE,
=fI{E: default

iZFBRATREERSMEZEOMEANTaskinput2 HHhaES SR,
HEESHIARSEE,
THE: BR

ZFERATREFEIRSIESRE.

EY&: FINISH ({£53E5) . PENDING ({¥55%#F+ ) . RUNNING
({E55i#479 ) . ERROR ({E53it$E) . CANCELLED (X552

iH) o

~BHE: FINISH

ZFERATREIARSEREEEORSANEREEZER, BEHD: AUDIO
( =#&53n ) FLIVE_AUDIO ( EfE&5) , BIMESAUDIO,
~fHE: AUDIO

ZFZBATFREETFESFENEERERN . SERNEHTEERRE, EE
ERTEZFEFHEERE, BSIZBRWSHE, MARERRESENE
TR,

iREE: Block: ZiX[F#E, Review : BNATE®H, Pass: EiUEd
=BE: Pass

ZZEBRAFREHEN &R NSRS o
iR[EE: Porn: &i5, Abuse: €%, Ad: I, Custom: BENXNE
; UREMBSARE., FREZFESEHRSTEE,

ZFERATRESEZESHFEEASES, EERBEANNGEEMHE
hiko

ZFEBRAFREFFER BN ARS, BATIFIM10007MEE.
BIE: the text

ZFBERTREISMHBRINEZER, FEQEFRIEINSREZENRLES
£,
BirmBRRiEE2RAudioSegmentsRAudioResult BiELE IR
i®,

S{ESIKEAErrorlt, ZFRATRENINERZEE; (E53IAEIEError
B, BRARENZ,
=flfE: URL_ERROR

HESIRERErrorlt, ZFERAFIREXIMERFMEE, E5KEIE
ErrorB3ZNEEISRZE
FBIE: the urlis request is 404

ZFERATREEE TS CEIYE, SKA 1ISO 8601iF .
=BIE: 2021-01-28T08:20:25.759Z

73 #H110%:
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O BAT

SHEIR
UpdatedAt
Label
Medialnfo

Requestid

4. 7
PN ERESEN

FERIZESE, FEdTaskldEEES*#E

BATHI

POST / HTTP/1.1
Host: ams.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTaskDetail

<PAEERSH>

{

i

String

String

Medialnfo

String

BIIARRS

A

ZFERATREEE IS REENTE, #&URMA I1SO 8601iF,
=BIE: 2021-01-28T08:20:25.759Z

ZFERATRENS NS R MARE . iNRRGHER, BEINormal, i
BahiEE, NiRELabelsPhicRamsiIings
f5{&E: Normal

BUAMER
W—igX ID, HRSBIRER, FXERBIIRE ( EEKERMEEKREER

XPRSZiR, NZRBERFELIKE Requestld ) . EMIDFIFEEIREIZIRE
KB Requestld,

"TaskId": "task-video—-XwxJtbkKXWgCt8AZ"

"Response":
"TaskId": "w
"DataId": '
"BizType":
"Namell: Hlilf
"Status": "E
" Type m.e VAT
"Suggestion":
"Labels": [

{

"Label": "Porn",

IRIFRE: BR=ItE (It ) BRSEATF

$£74 #1103,


https://cloud.tencent.com/document/api/1219/53259#MediaInfo

"Suggestion": "Block",
"Score": 99,

"SubLabel": "SexualBehavior"

1,

"InputInfo": {

"Type": "URL",

"Url": "https://cms.mygcloud.com/audio/test.
"BucketInfo": {

"Bucket": "null",

"Region": "null",

"Object": "null"
}
by

v"AudioText": "MIXZIALA",

"AudioSegments": [

{

"OffsetTime": "30",
"Result": {

"HitFlag": 1,

"Label": "Porn",
"Suggestion": "Block",
"Score": 95,

"Text": "MHXESANA",
"Url": "https://cms.mygcloud.com/audio/test
"Duration": "29000",
"Extra": "",
"TextResults":

{

"Label": "Porn",
"Keywords": [

wn

1,

"LibId": "",
"LibName": "0",
"Score": O,
"Suggestion": "Block",
"LibType": 0,

"SubLabel": "SexualBehavior"

1,

"MoanResults": [

{

"Label": "Moan",

IRIFRE: BR=ItE (It ) BRSEATF 5575 #1103




"Score": O,
"StartTime": O
"EndTime": 29,
"SubLabelCode": "",
"SubLabel": "",
"Suggestion":

}

1,
"LanguageResults": [
{

"Label": "cmn",
"Score": 99,
"StartTime": 0,

"EndTime": 29,

"SubLabelCode": ""

1,

"SpeakerResults": [],
"LabelResults": [],
"TravelResults": [],
"SubLabel": "SexualBehavior",

"RecognitionResults": []

wn
14

"ErrorType":
"ErrorDescription": "",

"CreatedAt": "2024-10-23T07:
"UpdatedAt": "2024-10-23T07:58:
"Label": "Porn",

"RequestId": "26cada43-6e79-4xxx-b77d-6

}
}

5. FREHR

A= APl E&

BBIfl= AP F& 258 AP X4, $#iR18. APl Explorer & SDK SFENS—E TS, HEENE—AOESOREREBNERE
HAYERE API BRSS .

API Inspector

FBPRdiEE API Inspector BEEHIAE—SIRIEXBN AP ARER, HFEERSZIESHRAN API X3, tBaJgiE AP
Explorer #{77EZEiK .
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O BAT

SDK

= API 3.0 R TEENFRIRSE (SDK) , FSMEIRZIES, sEEAENRERB API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSTIAR
« Tencent Cloud CLI 3.0

6. $EiR6D

AT NS T 2O SSiZIRIAXAYEIRD, EMERIER 2HERE.

DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter

IRIFRE: BR=ItE (It ) BRSEATF

ik

DryRun ##{E, RFERESEMIIN, RESET DryRun 2%,

BRAFRM
PIERIEIR o
SR,
SHEEEIR.

B EEmpREl

BREHRIEL
IBRAGREEE 7 IRE=IRE o
HiRE S

BREARE.

HRFFHE.

HRFTH.

HREE,

FRIGIURE

RINSHEIRo

BIIARRS

77 H110%
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UnsupportedOperation BRIERSZR .
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® H%\_EHE BARSEE

BEHEZESIIE

RIEEFATE: 2025-09-12 01:08:04

1. EOfER

EOEkKEE: ams.tencentcloudapi.com .

BEiZEOREEHRESIIR; ShURESHISER (WSHE., HRER. ESRESF ) BEEEESIIR. ES55IREEHA
FEENIEONESSE. A58, ESRE. EMEEEE. ETENERNTSHRERERERFES, BiRERNEIEEN
HEERH

BROMEOVERIRERIRE: 20088

RUAZOIERIRZEIRE: 200R/% -

#EF=(EA API Explorer

API Explorer {2t T H4ZAMA . ¥RIIE. SDK ABERMRIFEETIEOSFEN ., ETESEXAMANBERASHNIEELSERIL
RBzh&ER SDK ERTRA.

2. MNEH
AFERSHFIRFIH T EOBSRSHEMNSBO LS Y, REARSHIIRR AHiERSE,
BYEMW wik KB iR
Action = String ~HSH, AEOBE: DescribeTasks,
Version = String aHsH, AEORE: 2020-12-29,
Region & String ARSY, FEOFTTEEGELSH.
_ . ZEHRTISTIRBRBRTIESFEE, BMEN0 (BRETI0FES) .
Limit B Integer — .
wBIE: 10
ZESHERTIESHIESRIMASH, CIRBWSSER, B3R, LBIEEIY
Filter & TaskFilter RESKREHEEEEENHIXES, BFSHABES N TaskFilter&iEsEa
ROTFREEA
ZeHFRTHRIERANTokenEE, HEKEER, HESMRERT—1M4E
. BEREERIESE, G EREFRINGENEN . SRRE—RE, ZFEBA
PageToken & String =
FHE: .aCQX6g0OnlvOSUMLH
ZBHRTISTIRNFEE, 8XHISO8601RERATEE . BRIMENRIE
StartTime — Timestamp 3K, BIEANZESH, WEX—EZEndTimeZBINESISEBFIERE
: = 1ISO8601 i ZSBSFiltertHRINESHEER, —ESEBIERIRFE .
f{E: 2025-05-12T00:00:00+08:00
EndTime & Timestamp ZSHRRISTIRNERME, 18X HISO8601RERATEE . BRIMENZ,

1SO8601 HIEANZSH, NEXStartTimeEX—EEZErMESIESWHIEHE
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O BAT

BHEW Wik KB
b
S Bt
Total String
Array of
Data TaskData

PageToken  String

Requestid String

4, 75

N EREEESTIR
BEHERESTIE

BTG

POST / HTTP/1.1

BIIARRS

R
&it: ZSYSFilterHRRINESTHEER, —EHERXTEIRF.
~fE: 2025-05-13T723:59:59+08:00

iR

ZFZEBAFRELNFEGIMISEE, BRAINt=FE,
E: 468

ZFERATRELSARAMESFELEE, BAmEREES N TaskDataiEEar%FH
Haik

ZFRATEREMIREERNTokenfSE, ARABMER, HEBRIET—NERR
TEEELSE, USGEREHRIIEENSIN. SERE—RH, ZFRAE,
E: 4765-48dXwxJtbkKXW8d3eb

K—iEK ID, HIRSZBIKER, BRFKRAIIRE ( HiEREEMERERFREKERSR, W
ZRERFEIE Requestld ) . EfARAITEERHIZXIERE Requestld.

Host: ams.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: DescribeTasks
<AHERSH>

{
"Filter": {

"Type": "AUDIO"

"Response": {

"Total": "382",

IRIFRE: BR=ItE (It ) BRSEATF

5580 H110m:


https://cloud.tencent.com/document/api/1219/53259#TaskData

"TaskId": "w-audio—xxxxx_ouzZOdcjYeN",

"Status": "FINISH",

"Name": "SR,

"BizType": "a

udit_txxxxx_xmly",

llTypell : "AUDIO",

"Suggestion":
"MediaInfo":

"Codecs": l|ll’

"Review",

{

"Duration": 17

"Wwidth": O,

"Height": 0

"Thumbnail":
by

"Labels": [

{

wn

"Label": "Abuse",

"Suggestion":

"Score":

"Review",

"SubLabel": "Uncivilized"

1,

"InputInfo":

{

"Type" . H’JRLH,

"Url": "https://xxxx.com",

"BucketInfo":
by
"CreatedAt":
"UpdatedAt":
}

1,
"PageToken":
"RequestId":
}

}

5. AR &SRR

BR= APl £&

null

"2024-10-23T08:41:07.9472",

"2024-10-23T08:41:53.739Z"

".Zx120_ouxxxxjYeN",

"8172167d-8755-43d8-a7ce-76£310305%ac"

Bz API F& B4E API X#. {8iRf3. API Explorer & SDK F#&RNA—ERTS, HEGNE—AOSTORERENZR

HA9FFE APl BRSSo

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api

O BAT

API Inspector

BIIARRS

HPFa@EE AP| Inspector EEEHGE—SRIEXBE AP ERER, HEMERZIESIRAN API 1£53, tBaaiE AP

Explorer #{77E&EiH

SDK

= API 3.0 R TERENFRIRSE (SDK) , ZFSMEIRIES, sEEAENER API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOFIR
« Tencent Cloud CLI 3.0

6. $EiR6L

AT NS T 2O S5 IRIAXAYEIRD, EMIERIGER 2HERE.

{HiIRS
DryRunOperation
FailedOperation
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable

ResourcesSoldOut

IRIFRE: BR=ItE (It ) BRSEATF

faik

DryRun ##E, RRBEREBSEMINN, RRESET DryRun 28,

BRI
SR,
SHEVEEIR.
B ECEpRE
ROSHEIR.
REIRIELE
IERAVREBIE 7 IRE=IRE o
HiRE G
BREAE.
BRAFE,
HRAAA,

BRER,
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/ams/v20201229/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ams/v20201229/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ams/v20201229/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/ams/v20201229/ams_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ams/v20201229/ams_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ams/v20201229/ams_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/ams/src/v20201229/AmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1219/53266#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

ik
ARIEURE
FHSEEIR.

BRERZH

BIIARRS
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@ H%\_EHE BIRRERR

HGHIESS

RIEEFATE: 2025-09-12 01:08:05

1. EOfER

EOEkKEE: ams.tencentcloudapi.com .

AEAZEOBEEZIES . ERMINGE, EOEREIRequestidNifRBELEAL
BRMEOERIREIRE: 200R/8

BOAMEROIERIRZFIRS: 200R/% 5

= (EHE API Explorer <> REEi

API Explorer {2t THZIAMA . BREIE. SDK KBEMRMRFEETIEOSFEN . ETESEXAMANERATHNIEESERIL
RBzh&ER SDK ERRA.

2. MABH
UTBERSHEFIRFIE TROBRSENBI AHLSEY, RBAHSHIIRA AHERSH,

- C T S ik

s

Action = String AXS%#, FEORE: CancelTasko.

Version 2 String A&, XEOBE: 2020-12-29,

b

Region & String H2¥, XEOFFEEBLSH,

ZFRETUESIMHEZESFRENESID (FResults2#%4 ) , ATFRABEIGHATHEE
£

5o

Taskid = String
TBE: task—audio—-XwxJtbkKXWgCt8AZ

3. sy

SHEW i) fhik

fE—i5K ID, HBIRSiRER, SRERBIRE (FFEREEMFRERERERSW, WZXERT

R tld tri
equestld  String e Requestid) » E{LEBNESIRHZAEREY Requestid.

4. 75

PN BURIESS
BH{ES

BATHI

IRIFRE: BR=ItE (It ) BRSEATF 584 H110:


https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://console.cloud.tencent.com/api/explorer?Product=ams&Version=2020-12-29&Action=CancelTask

O BHS

POST / HTTP/1.1
Host: ams.tencentcloudapi.com

Content-Type: application/json

X-TC—-Action: CancelTask

RDEFERSE>

{

"TaskId": "task-audio—-XwxJtbkKXWgCt8AZ"

"Response": {
"RequestId": "c9:
}

}

5. FRERR
BRE API 26

BIIARRS

il API F& B&5E API XXM, $#5iRi3. APl Explorer % SDK $&FFHA—ERTE, HEEMNE—AOEARERBN=R

HA9FFE APl BRSSo

API Inspector

FREIER APl Inspector EEEFIGE—SREXEXM AP RRER, HEIEMZESHRAA API K13, tBaaidE API

Explorer #{7EZEiK .

SDK

= API 3.0 R TECERMFRTIRE (SDK) , FSHREIZIES, sEESENRERA API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0

IRIFRE: BR=ItE (It ) BRSEATF

£85 H110;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ams/v20201229/ams_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ams/v20201229/AmsClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ams/V20201229/AmsClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/ams/v20201229/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ams/v20201229/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ams/v20201229/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/ams/v20201229/ams_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ams/v20201229/ams_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ams/v20201229/ams_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ams/V20201229/AmsClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/ams/src/v20201229/AmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ams/src/v20201229/AmsClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ams/lib/v20201229/client.rb
https://cloud.tencent.com/document/product/440/6176

® HE‘.EHE BERERE

6. {\EixE
ARG T RO S BEERAEIRG, HIMEREIEN AER0E,

IRIFRE: BR=ItE (It ) BRSEATF

{RiIRS fik

DryRunOperation DryRun #&{E, KFRIEKRIGEZEMINN, RES1ET DryRun ¥,
FailedOperation BIEXM .
InvalidParameter SRR
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE
MissingParameter RAOSHER.
OperationDenied BRIEBIES
RequestLimitExceeded ERANREGEE T SRR H
ResourcelnUse BiFEH G
Resourcelnsufficient BEARE
ResourceNotFound BEAFE
ResourceUnavailable BFEAATH.
ResourcesSoldOut BREE,
UnauthorizedOperation RIEHURE,
UnknownParameter RHSHEEIRo
UnsupportedOperation BIERZH .

£86 H110;
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@ H%\_EHE BIRRERR

HEESNEZEEEO

RIEEHATE: 2025-09-12 01:08:05

1. EOER

EOEkKEE: ams.tencentcloudapi.com .

##20 ( CreateAudioModerationSyncTask ) BFRZEENATHITEEFXES, FEAMBESERBAZERSERITH
a8 FESINELZL2RS FHRARFY R SEE.

e CIfERTHRA -

- Biff ‘HEZLEHE-BRREEE” ARERSIRNERERS, BXAFERSHAFPITZETHIAERE, 8310ME%E
RIS, RPN,

o ZEOPWERN, TEFABESR BIZSARESZEEN.

ECR AR

o BRI X <=4M;

o BSUGRHEREBIT60s, Bid60sERRANIRE;

o BEFZIFENN: wav (PCM&B) . mp3. aac. mda (FHEE: 16kHz~48kHz, {iLF: 16bit /i, FiEH: BEEE/MNE
8, BEig: 16kHz/M6bit/afEE);

o BOMRSSUHEN, TIHENBABKERRSED;

« EORAQPSH20, MNEREXEREHREIEKRITE, ELHEN;

« EORABIR10s, BERMETZAHUIZEOSIRE

EOAZROBERRFIRS: 200R/% 5

¥E=(ER API Explorer

API Explorer {2t TTEZIAA . ERKIE. SDK ABERMRERTIZOFED . BUIEESRFARNERASTIIRELSREIL
RBzhER SDK EARRSE.

2. NS
UTERSHFIRFIE T EOBERSEMBIALSEY, REBEAHSYIIRA AHIERSH,
SHBWR ik  XKE faik
Action = String A2, XEORE: CreateAudioModerationSyncTask.
Version = String 2A#35#, XEOBE: 2020-12-29,
Region = String AHSY, FRFEZISH iblgFIE,
BizType 2 String  Biztype AREBRIEFNRES, BFEORE, TRSREEHaPaERE. FEBiztype

XEAFRWSIHRS5IRBEENRE, ARRMISHIAERIIBiztype. BiztypefX¥=.
FHSTUENAS, KEHN3-321MFH; RARNFEABiztypeNRFARIAIIRBIR

IRIFRE: BR=ItE (It ) BRSEATF 5587 #1103


https://console.cloud.tencent.com/cms/audio/package
https://console.cloud.tencent.com/cms/audio/package
https://cloud.tencent.com/product/ams/pricing
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262
https://cloud.tencent.com/document/api/1219/53262#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ams&Version=2020-12-29&Action=CreateAudioModerationSyncTask

@ E%EHE BIIARRS

SHBM Wik R ik

o
FBHE: audio_test_0001

HiERR, JLRENFE. 8F. TUE. - @#4EK, FBE641NFHF

Datald = SUING ShiE: 5c10038-35ff-4114-88ab-53a0aaeabdd7
Fi o . B ERE, Hashi$g: wav. mp3. mda, ERIEEERIGENEN .
ileFormat = String —
ZHIE: mp3
N - . XHEH, JLBEXFE. 8F. THE. - Q#4EK, FEEZ641MER
ame S String
TBHE: file_name
HiEBaseb64miy, MEMASIEOENTERNE;
ZIFBE: MHFXNFEEEE5M, FHEAAEIZ60s;
FileContent & String  X#HE: wav (PCM%B). mp3. mda (R#£=E: 16kHz~48kHz, {iiF: 16bit /)
i, B BEENEE, BiEN: 16kHz/16bit/aFEE),
BE: 1
HINEEISIDHE, SFileContentS# YA i%—EA;
FileUrl B String XFBEIRIEX: EFileContent;
~BIE: 1
3. e
BHEW ESic] iR
. EREOMENIEIEIRR
Datald String SEIE: 1
XHER, JLBRENFE. 8F. THZ%. - @#
Name String Hpk, FEI64ANFHF
R FERAAERE null, FRIAIIERE.
~BE: 1
Biztype HRIBHRANRS, ATEORAE, RS
ZeRHaPaiRE. FEBiztypeXBEFRAILSIA
S5IRAIEEHREE, ARBERAERINBiztype.
BizType String BiztypelXh#iF. FBS5TRIENES, KER3-
3290FEH; ERRAEABiztypetREREIARIA
BIRRE
fBHE: 1
BetHEZRS FATEMERNER, liEE:
Pass ZiiEid ;
Suggestion Strin Reveiw BiXSH;
99 9 Block EiXRER;
EE: WFERAEERE null, REEFEERE.
~BIE: 1
Label String BaEHIZIRS I T RASEMERRIFIMT, *EEES
=

#l: Label: Porn (&1%) ;

IRIFRE: BR=ItE (Ib5R) BRSEAR ££88 #110;|



O BAT

SHEW

AsrText

TextResults

MoanResults

String

Array of TextResult

Array of MoanResult

BIIARRS

ik

FE: IFERETAERE] null, FREAZIEMIE,
EHE: 1

BINE, &if: RENXFRARIEELERI10001F
¥

FE: WFERAIEERE null, REBARIEYIE,
wHIE: 1

ERPEREEHIRER;
R WFERAIRERE null, REBAZEYE,

ESAPREREEZER;
FE: WFRAIEERE null, REBARIERIE.

ZFERATREZETRE (Lable) THIZHIRE.
FE FEAEEERENUll, RRIFIERE.
8 WFERAIEIRE null, FREAEBERE.
=~BHE: 1

SubLabel String

ZFERATRESMEME U ASEZER. BEF
ZRERFESD
AudioResultDetailLanguageResult 41369
M5

EE: WFEREEEERE null, REEFEEHE.

Array of

LanguageResults AudioResultDetailLanguageResult

EShiRIE NIRBIREIS R ;
FE: IFERETAERE] null, £REAZIEMIE,
=EHE: 1

Array of

SpeakerResults AudioResultDetailSpeakerResult

IRIEREERERIIR

R itionResult A fR itionResult
ecognitionResults rray of RecognitionResu B WTREASEE null, ERIREIGRE,

IRRIESRAHR, B

Duration String R FEAEERE null, FREFEERE.

TiE: 15
. B2EGP(0:F,1: 2)

HitFlag Integer =EiE: 1
(E5 )

Score Integer =IE: 0
W—igXK ID, HRSIHERE, BREFKBEERE (&

. BREEMBRERERERERS R, WZXEKRASIRE
Requestid String

Requestld) . EfiaREATEERIEIZRIERE
Requestid,

4. 7%

N SRR EOER TS
BWATH

IRIFRE: BR=ItE (Ib5R) BRSEAR 89 #110:|


https://cloud.tencent.com/document/api/1219/53259#TextResult
https://cloud.tencent.com/document/api/1219/53259#MoanResult
https://cloud.tencent.com/document/api/1219/53259#AudioResultDetailLanguageResult
https://cloud.tencent.com/document/api/1219/53259#AudioResultDetailSpeakerResult
https://cloud.tencent.com/document/api/1219/53259#RecognitionResult

POST / HTTP/1.1
Host: ams.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateAudioModerationSyncTask

<pHiEkRSEH>

{

"BizType": "test_biztype",

"FileUrl": "https://test.mygcloud.com/test.mp3",
"DataId": "test0000000000001",

"Name": "test_file",

"FileFormat": "mp3"

"Response": {

"RequestId": "24235235-sfsddgsdg-242532-test",
"DataId": "test0000000000001",

"Label": "Normal",

"SubLabel": "",

"Name": "test_audio",

"BizType": "test_biztype",

"Suggestion": "Pass",

"AsrText": "HifFRE, HERY, BHFER, FEUE.
"TextResults": [

{

"Label": "Normal",
"Score": O,
"Keywords": [],
"Suggestion":
"LibId": "",
"LibType": O,
"LibName": "",

"SubLabel": ""

I

"MoanResults": [],
"LanguageResults": [],
"SpeakerResults": [],
"RecognitionResults": [],

"Duration": "15000",

IRIFRE: BR=ItE (It ) BRSEATF ££90 H110:




@ H%\_EHE BIRRERR

"HitFlag": O,

"Score": (
}
I3

5. FRERR

BR= APl E&

Bz API E& B&E API XHH. $#5iRi3. APl Explorer & SDK FEBFEHF—EITE, HEEMNE—AOEORERBNRE
HR9FFE APl BRSSo

API Inspector

BPRdiEE API Inspector BEEFIAE—SIRIEXEN AP ABRER, HFEEMRSZIESHRAN API £13, tBaTgiE AP
Explorer #1774 .

SDK
= API 3.0 R TERENFRIRSE (SDK) , FSMEIZIES, seELENRERA API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIA
« Tencent Cloud CLI 3.0

6. iR’
LA H 72O S5 ZiE1RXR0E1RE, BEMtERiEiER A8,
=g ik
= S oA B ly os g
DryRunOperation gryRun 1BE, KFRBEKRIEESEHINNG, RE221E7 DryRun £
FailedOperation EBRERM,
InternalError PIEBEEIR
InternalError.InternalError InternalError.InternalError
InvalidParameter SHEIR

IRIFRE: BR=ItE (It ) BRSEATF 91 #1105,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
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