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MERTG=R
LEBROFISTZER admin 1R, TSELITFEBSINSE.
EERZKSEREN

MREHERSHSSERDIR, ATEEE TKE 265, FRRNEHadminBa&INEE, RENBCHFKSEFIZEEH admin
PR, WNTFEFRS:

Deployment B 2
BAER
s
PRER . iz G250 defaut v ale s
HREME
Tt v & Labels Selector BT /HEPodt B Request/Limits #7% Request(® B
Deployment O WRFR, ERAEHEEAFING: BEAGEENEER, THERNERadminfE [deployments.apps is forbidden: User *100009024371-1642511820" cannot list resource "deployments" in API group “apps” in the namespace
StatefulSet "default’) Eid
DaemonSet o1 .
Job
CronJob
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3. EEEHEIER, pHNINEE > RBACKIRERER. NTEFR:

ClusterRoleBinding
HAER
TEEe - RBACEHRESE RL23 FHERadminfAE
wREE
B
T v
16...._EWIB-ClusterRole g
EFujLE v
kESkEs v argocd-application-controllerIg
B2 ’ argocd-server [0
(B "]
chs-csi-controller-binding I
ClusterRole
ClusterRoleBinding cbs-csi-node-binding 01
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BRisE Namspaces¥|| % #RIR
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EaL:] \
AR PRIEAE Bl MHAESSZSETEIRGAENR, AREHTR. TR, S52E. BENESHR, hEFESTIRAEEHR

EEAGR MASIZETHENEENR, #HRRHTR. FHs. S3=E. EHENEENR

AEAR MAES3ZEEAMESSEETEG A L ERNESHE

RiZRF MMAs3EEEEATE RS = E TRl G LR SRR
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ERAFHRS O ERBAZEFHSRERS M, BNARSEEINIRRE:
o KEXEERERM, 1RAIUREER:

X
EEREE 1 TEEF
tE - | VPC: | =BR-~ )

il

FIERE ST AT VPC TRISEEMESER—METHEE CIDR BEAES. BER VPCERRNERS. HSEEEFE VPC IANE—=EM &35

Global Router B EF TSR ERMNETMEREN; SRMEEESRTR=SEAES, SHEEFTEST VPCT R SER M ARSI,

forbidden: forbidden: User "100( " has no ClusterRoleBinding of "tke:admin” in the cluster "cls Eg
o BERSIHERIIRTE:
HEES i sidecar BEIFEN WEEE ZH v Qo
B
BEE * Namespace Ife. ¥ HAE + xD HRIE

ARss
Virtual Service @ HIEFE, WRESREEATMME (services is forbidden: User "10( ' cannot list resource "services' in AP

group " at the cluster scope) il

o HERMtEAHETR 403 Forbidden:

FItEFH R

EHEF R

IFREIRS MG SRHEC-MKAE BHBHRFIITHRIG?
LRIEHIEARAS Istio 1.10.3, B Istio 1.12.500RISIEHIRMERAE, KEEHEOIETRE, SHNIRETRMER

FHRRAE

fablmE V1 HmE V1 || &S V2 blm V2

OO0 o0 O OO0

@ {'metadata™{},"status":"Failure","message":"cluster(cls-® =f): forbidden: missing ClusterRoleBinding(104 H HRs_
ClusterRole)","reason":"Forbidden","details":{},"code":403}
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BORETHIERNFRSHTEEIREMSAIXIXEHISUR, MRIEUENOEHLE, ARERFHKSEN (S EH0T
E) , ISEUTENGE.

SEEHEBUSIE

1. EREHUBRENBAZKRS (BiZWSHFUHSEN) .
2. i\ FERSEE, EEEIIRPRESER ID, BAEHIFER,
3. iEIFNEE > ClusterRoleBinding, 2 RBAC HIEEREE. MNTEIFR:

ClusterRoleBinding
HEES
e - RBACHIBE 4 A 2% HEERadminFAE
wa T
B
TiEE v
ClusterRole In
BRI v
REHSHEE ¥ argocd-application-controller [0
EEER ) argocd-serverin
[iﬁﬂﬁii ']
chs-csi-controller-binding I
ClusterRole
ClusterRoleBinding chs-csi-node-binding T

4. FEBFPHFKS, HRET—F. MTEFRR:
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EiEE#AYiE: 2024-03-2514:54:33

RESRZEHE?
1%, X istio F&ISIEES, BE VirtualService Bf, hosts ZEREMZHEHIAR

apiVersion: networking.istio.io/vilbetal

kind: VirtualService
metadata:
name: example
spec:
hosts:
xample

gateways:

http:
route:
— destination:

host: web.prod.svc.cluster.local

XEXHY Gateway #1 hosts B EEBREEEEZZES:

apiVersion: networking.istio.io/vilbetal
kind: Gateway
metadata:
name: example-gw
namespace: istio-system
spec:
selector:

app: istio-ingressgateway

istio: ingressgateway

servers:

- port:
number :
name: http
protocol: HTTP

hosts:

HIZERT https, BHREREBRZRZHBZIES.
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SERESHBICE
miEE#HAYE: 2024-03-2515:13:21

431 R&B\: Request Header Fields Too Large
HR

istio F http &%, envoy iE[E 431 RERSHE:

HTTP/1.1 431 Request Header Fields Too Large

FRESHR

LEIRZSEIRER http 153K header KIMEIRTY , BXUARSHIS60KIB, B HttpConnectionManager EEHY
max_request_headers_kb FERRE, RADAZEZII6KIB:

max_request_headers_kb

(UInt32Value) The maximum request headers size for incoming connections. If unconfigured, the default max request
headers allowed is 60 KiB. Requests that exceed this limit will receive a 431 response. The max configurable limit is 96 KiB,

based on current implementation constraints.

BRGTR

AJLAEE EnvoyFilter % nax_request_headers_kb ZFERIEH header X/MRH.
EnvoyFilter 7=l (istio 1.6 I&iE&id ) :

apiVersion: networking.istio.io/vlalpha3

kind: EnvoyFilter
metadata:
name: max—header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"Qtype":

ogleapis.com/envoy.config.filter.network.http_connection_manager.v2.HttpCo
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tionManager"

max_request_headers_kb:

BRAFES LEN v2 BB, (BRINA v3 /Y BEE (istio 1.8 KilE&ET):

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max-header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"Qtype":
"type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpC
onnectionManager"

max_request_headers_kb:

# header A/MEIE 96 KiB, RMMERASHRTES, BSKIHSIENE body.
426 YR&18: Upgrade Required
nxR

Istio M Envoy {FA#IEEER HTTP i, M Envoy BHAZERER HTTPM.18k HTTP/2, HERRHER HTTP/A.0 B35
£i&[E 426 Upgrade Required.

ERH nginx 158

MR A nginx 1T proxy_pass REKIE, BASH HTTPN.0, ZBRILARRIBRE proxy_http_version 731.1:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
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https://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_http_version

O BHS

location /http/ {

proxy_pass http://http_backend;
proxy_http_version 1.1;

proxy_set_header Connection "";

BRSSPIt

ENimR

ab ENRIE%% HTTPMA.0 895K, Envoy BEIEIEE 426 Upgrade Required, RAFE#HITEE, FAUAENNEREFEHE

. ALMRREHEENTE, W wrk
BRBE: ik istio 37 HTTPA.0

AL SDK SHiELRATAEL(ER HTTP/M.0 thiY, FanfER HTTPM.0 Z&ERO/EERORINEERESR, EAEXNHEBHERT
LRSS IATE istio L, tHATLAME istiod E2E, MLt PIrOT HTTP10: 1 KIKISTEREBA HTTPM.0, XAME TCM hEfR

&, ALENEEREERANSRREFHE:

Sidecar it &
Sidecard -4
S ©
Sideca Flai D
! Sidecar® CPU: 0.1-2#%: A7 128 - 1024 Mib »*

A HTTP B ahi @ C)

DNS Proxying

DNS 35£(D »

i) StatefulSet Pod IP iE[E] 404
R

£ istio PSS AEEILIIEEEF— Pod IP i&[E 404, 7 istio—proxy HiBid#IES .

Pod [EF StatefulSet, {#f headless service, 7 istio F33 headless service BIZIFIREE service FX—#, R
pod BYEIE service, XIRAY listener BHER passthrough, BMEREIRN I MAIESZEAIIP+Port, {E headless
service FLiRE, BINE/REEEM headless service g8 vip, SRIRHBRHEN, JiEEBFiREERN pod, MNREAE AL
HEELTIOM, MNEBA passthrough HEIEHE, REEEDRE, FLAFIZER headless service gl passthrough HJ&E

P, RHAILSS, LT istio 7B NEE, thER istio ANRITESCHERE.

hiHR
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https://github.com/wg/wrk
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FRTHECHRS A, WSEHEER Pod IP AA StatefulSet B9 Pod IP,

MERT=E

(FERAME—RAEREAE Pod IP, RiZihid service. IREETHRFE, FEEEHAIN statefulset pod ip BIH £ host, &
PARCEE E headless service B§H, BRIEEAEIRE 404,
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Envoy Sidecar RkFESEH Pod Bahk¥

—LEpRSSTELE istio EiFisidiERNSIEh, BIfTsES8E Pod BhkM, AE—EER, HIERERISEHIRNEERABHERS
(BINMNEEE RO RIENERE ) , INREMFRBY, REEZRZIE, HRLXWHNEER envoy ki (envoy BENEHIEHENE
B, EE—itia) , SRISERENRELEHELIE (2% k8s issue #65502 ) o

IR{ECRE
BRXEARENRESEREINAENRTE—R, BNEl2E, ARXWEAEILEBY . AEEENGIRIINT sleep, FH/
¥

NRAREINRNA, EUSELATRELGE,

gt %

MiEES R PAZE sidecar iFAIRRF.

fEistio 1.7, #KiBEEA istio—injector iFNBIEIENM—4" HoldApplicationUntilProxyStarts FFREERTIZERE, FX$T
FE, proxy $E&iEAEIFE— container,

i

HoldApplicationUntilProxyStarts k{gypes.Eo

holdPod := mc.DefaultConfig.JJoldApplic

values5Struct. Ge obal().Get

proxylLocation :=

holdPod
proxylLocation =

BE istio-injector BaliENEAR template, FILANIEINRITHTY HoldApplicationUntilProxyStarts FARJI sidecar
#hl—4 postStart hook:

{{- if .Values.global.proxy.lifecycle }}
lifecycle:
{{ toYaml .Values.global.proxy.lifecycle | indent & }}
{{- else if $holdProxy }}
lifecycle:
postStart:
EXEC:
command:
- pilot-agent

- wait
{{- end }}
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https://github.com/kubernetes/kubernetes/issues/65502
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ENENEATHERFENWSERREE, sidecar RERMEAFRBHMEEALSZSERE.
FXEESHERNRHAEM, TENMEEHERSZ.

2REE

&4 istio B9 configmap £BEE:

kubectl -n istio-system edit cm istio

= defaultConfig TN holdApplicationUntilProxyStarts: true

apiVersion: vl
data:
mesh: |-
defaultConfig:
holdApplicationUntilProxyStarts:
meshNetworks: 'n

kind: ConfigMap

&{#ER IstioOperator, defaultConfig €2 CR ZE& meshcConfig :

apiVersion: install.istio.io/vlalphal
kind: IstioOperator
metadata:

namespace: istio-system

name: example-istiocontrolplane
spec:

meshConfig:

defaultConfig:
holdApplicationUntilProxyStarts:

BEpEcE

WNER{E istio 1.8 RELIERIERA, AJIANBEITHIFXM Pod L proxy.istio.io/config i*#E, 1§
holdApplicationUntilProxyStarts BA true , 7=fl:

apivVersion: apps/vl
kind: Deployment
metadata:

name: nginx

spec:

replicas: 1

selector:
matchLabels:

app: nginx

IRIFRE: BR=ItE (It ) BRSEATF $17 37|
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template:
metadata:

annotations:

proxy.istio.io/config: |

holdApplicationUntilProxyStarts: true
labels:
app: nginx
spec:
containers:
- name: nginx

image: "nginx"

FEITHNR, TAAXE, BEHELSIEFRTES sidecar B2 ready FEABER, Sik Pod BRiEEZE—L, ERERET
BEXREAREBGERUESESIZH, FRUBNEBTIHEWSER, FIBERBHREENGE, RAFTEMWSITHIX,

£ TCM B3 #HIT T mit, BaLIERMBENMSERNERIZER, 1§ Sidecar MAREFAXITH, IS FXFRE
Sidecar BIAFFB holdApplicationUntilProxyStarts: true o

Sidecar i &
RiEidSidecard) - 4

Sidecar il {RME D ()

IRIFRE: BR=ItE (It ) BRSEATF $£18 #37m
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Envoy EiIA&IE Header i HINE

EiEE#HAYE: 2023-07-2110:06:11

Envoy FRESIE http header #9 key %NS, FIIIE— http header Test-Upper-Case-Header: some-value , &
iienvoy KRIEGEESTR test-upper—-case—-header: some-value o EMEEEBRTRIE™, RFC 2616 e tEiRAA T I8
HTTP Header EX/NSFEUZAY-

B NSER

BE header B/ NEARFEICIOE, BELER T header KINEHRESFELATIEER, Fla0:
o \EERHT header ki K/NE,

» (MY SDK %} Header X/NS8E, #MiEEY Content-Length R¥IEF response KERKHEFEBXE.

Envoy Sz

Envoy RziSmafhEin :

o IS (ELMAEHERYN ) . HIE0: test-upper-case-header: some-value

o BFBXE (Eﬁikiﬁﬁ,:nm) o f5lan: Test-Upper-Case—-Header: some-value

MEMAR http header BANEREGEME, WEEFES, HIiN: Test-UPPER-CASE-Header: some-value

YA E

MBS R IREHEESR TCP thiXl. 1§IRSZERA TCP thiY, Fik istio #TLELIE, tBHFESEH http header XINE7T, B
FETENRENEEESX istio EEED.
WNSRARSTESEE$A, TILAE Service B9 port BFhE L “tep” BIZR, WITAR:

kind: Service

metadata:

name: myservice

spec:
ports:
— number: 8C

name: tcp-web

WNRARS LRI, ATLUBE— U ServiceEntry 1§IRSSEHIIEES TCP Service, LLE% envoy XMHiEITCERILIE:

apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:
name: gcloud-cos
spec:

hosts:

n

— "private—-1251349835.cos.ap—guangzhou.myqgcloud.com

location: MESH_INTERNAL
addresses:

- 169.254.0.47

ports:

— number: 80

IRIFRE: BR=ItE (It ) BRSEATF 19 #37m


https://www.ietf.org/rfc/rfc2616.txt
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name: tcp

protocol: TCP

resolution: DNS

BRSSPIt

IRESCRE

WNRFE Envoy WREEIERFE Header EFBXERIMNI, wJLAUER EnvoyFilter 8% Header MUABFBAS., FFI0

T:

apiVersion: networking.istio.io/vlalpha3

kind: EnvoyFilter

metadata:

name: http-header-proper-case-words

namespace: istio-system
spec:

configPatches:

— applyTo: NETWORK_FILTER

match:

listener:
name: XXX
filterChain:
filter:
name: "¢
patch:
operation: MERGE
value:

name:

typed_config:

"Atype":

tionManager"

http_protocol_options:
header_key_format:

proper_case_words:

A ER

E-‘Eﬁ}ﬁ listener name o

=iy

RIFREFRIETE RFC 2616 #5E, 3 Http Header R ERAX/NSFEUHAIFEN

IRIFRE: BR=ItE (It ) BRSEATF
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https://www.ietf.org/rfc/rfc2616.txt
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Headless Service tBX[o)g%

miEE#HAYE: 2024-09-0317:11:11

RS EliEe AP O B IERL 404

R

{64855 (B1aN Spring Cloud ) EBE! istio 5, RSIMARHEE 404,
RE

&g EER Kubernetes MRS AWM, M@ EMauOIKENRSS P tttht, RSZBIEABFASIESMEN, BEIEmKBZNEN IP
L. BT istio B9 LDS £3=& headless service FEEHY PodIP+Port BJiE%K, ARBMEEER hosts, MEi&H hosts
& hosts FigHiX4 PodIP+Port B service i#& (fHliNERER Pod IP) , MEIELY, &ERE 404,

MRRGTR

1. iEMROARERE M Pod IP itbhit, i¥8f service &,
2. ZEPigiEREHE L hosts (EEEHKE) .

SR ERIEA K

HF istio BXIAXT headless service i#1T passthrough, M ORIGINAL_DST 3%, BIEEEAZIFEIGAIER IP, FMHIEM
HIGREIIET, FREA Destinationrule HHECEMI trafficPolicy.loadBalancer EPAESEER, HIWAIINEEEIE:
£i%{%#F (consistentHash)

lbi 4N (localityLbSetting )
BRER
ERARHPIMELIE— service (JE headless) »

WiaAARHE sidecar i headless service %M
R

client (Bsidecar) & headless service iAial server (ITsidecar), iFid%kW¥, access log FALIEE!
response_flags 3 UF, URX o

istio 1.5/1.6 I headless service Z#FE 1 bug, & endpoint Bi&H sidecar, FEERBA mtls, SEi&% sidecar i
headless RS (4 redis) iHEREIESR (¥ #21964) , EBHABAISE Istio iIZHLHEFRT (2) @ iEASLKR | BLiRS | -
L.

BRG=R

BE1: BB DestinationRule ZH mtls

kind: DestinationRule

metadata:

name: redis-disable-mtls

spec:

IRIRERE: BR=ITE (1bF) BRSEAE 21 #37]


https://github.com/istio/istio/issues/21964
https://zhaohuabing.com/post/2020-09-11-headless-mtls/
https://zhaohuabing.com/post/2020-09-11-headless-mtls/

& WifiE

host: redis.default.svc.cluster.local

trafficPolicy:

tls:
mode: DISABLE

HE2: FHR istio BN.7RELEAIRA
Pod EREHIEEM
R

client i@ headless service iAial server, & server i pod RESREE, client i5ia server kM, access log HalLAE
Fl response_flags 8 UF, URX ,

istio 1.53F headless service Z#5k9 bug,
« client & dns f##f headless service, REIEHF—/ Pod IP, AEERIEERK,

« envoy 1&IZIE headless service, {#f ORIGINAL DST %, BIFMAHNE, HEEATIFERNEN IP,

» 3 headless service i pod R&£E#E, BT client 5B sidecar (envoy) 2Ki&E#E, FRLA client UENEEIFIRBERF
o XFRKEE, client #ERERAFTLSEHHBEN dns, MRIMBARIBEREZEMBAEAIA Pod IP,

« BFIA Pod B£&4#HER, Envoy 2iEEER (503).

o EFIRHFSENRSIHEEERMEIERE, BREERELREIAH Pod IP, MLER, —BXW.

o EBHIEEE Istio iIZHSTHFRT (3) 1 IEASLKRY [ BKBRS | -TF o

BRER
R istio EM.6R2EHLA ERIRRA, Envoy £ Upstream $§ERFFE S EaETFFI Downstream BIKHEE
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https://zhaohuabing.com/post/2020-09-19-headless-mtls/

O BHS

Istio—init crash

miEE#AYE: 2023-08-29 10:10:56

1z istio FETHE pod &F 1nit:CrashLoopBackoff IRZE:

wk-sys—acl-v1-0-5-7cf7£79d6c—-d9qcr 0/2
Init:CrashLoopBackOff 283 64d 172.16.9.22% 10.1.128.6 <none>

<none>

&if] istio—init BIAR:

Environment :

ENVOY_PORT=
INBOUND_CAPTURE_PORT=
ISTIO_INBOUND_INTERCEPTION_MODE=
ISTIO_INBOUND_TPROXY_MARK=
ISTIO_INBOUND_TPROXY_ ROUTE_TABLE=
ISTIO_INBOUND_PORTS=
ISTIO_LOCAL_EXCLUDE_PORTS=
ISTIO_SERVICE_CIDR=
ISTIO_SERVICE_EXCLUDE_CIDR=

Variables:

PROXY_PORT=15001

PROXY_ INBOUND_CAPTURE_PORT=15006
PROXY_UID=1337

PROXY_GID=1337
INBOUND_INTERCEPTION_MODE=REDIRECT
INBOUND_TPROXY_MARK=1337
INBOUND_TPROXY_ROUTE_TABLE=133
INBOUND_PORTS_INCLUDE=*
INBOUND_PORTS_EXCLUDE=15090, 15021, 15020
OUTBOUND_IP_RANGES_INCLUDE=*
OUTBOUND_IP_RANGES_EXCLUDE=
OUTBOUND_PORTS_EXCLUDE=
KUBEVIRT_INTERFACES=
ENABLE_INBOUND_IPV6=false

Writing following contents to rules file: /tmp/iptables-rules-
1618279687646418248.txt617375845
* nat

ISTIO_REDIRECT

ISTIO_IN_REDIRECT

ISTIO_INBOUND

ISTIO_OUTPUT

ISTIO_REDIRECT -p tcp —j REDIRECT —--to-ports 15001
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ISTIO_IN_REDIRECT -p tcp —j REDIRECT —-to-ports 15006
PREROUTING -p tcp -j ISTIO_INBOUND
ISTIO_INBOUND tcp —--dport 22 -3 RETURN
ISTIO_INBOUND tcp ——dport 15090 —-j RETURN
ISTIO_INBOUND tcp —-dport 15021 —-3j RETURN
ISTIO_INBOUND tcp —-—dport 15020 —-j RETURN
ISTIO_INBOUND tcp —j ISTIO_IN_REDIRECT
OUTPUT -p tcp —j ISTIO_OUTPUT
ISTIO_OUTPUT -o lo -s 127.0.0.6/32 —j RETURN
ISTIO_OUTPUT lo ! -d 127.0.0.1/32 —m owner --uid-owner 1337 —-j ISTIO_IN_REDIRECT
ISTIO_OUTPUT lo —-m owner ! —--uid-owner 1337 -j RETURN
ISTIO_OUTPUT owner —--uid-owner 1337 —-3j RETURN
ISTIO_OUTPUT lo ! -d 127.0.0.1/32 —m owner -—-gid-owner 1337 —-j ISTIO_IN_REDIRECT
ISTIO_OUTPUT lo -m owner ! —--gid-owner 1337 -j RETURN
ISTIO_OUTPUT owner —--gid-owner 1337 —-3j RETURN
ISTIO_OUTPUT 127.0.0.1/32 —j RETURN
ISTIO_OUTPUT j ISTIO_REDIRECT
COMMIT

iptables-restore --noflush /tmp/iptables-rules-1618279687646418248.txt617375845

iptables-restore: line 2 failed

iptables-save

# Generated by iptables-save v1.6.1 on Tue Apr 13 02:08:07 2021

*nat

:PREROUTING ACCEPT [5214353:312861180]

:INPUT ACCEPT [5214353:312861180]

:OUTPUT ACCEPT [6203044:504329953]

:POSTROUTING ACCEPT [6203087:504332485]

:ISTIO_INBOUND - [0:0]

:ISTIO_IN_REDIRECT - [0:0]

:ISTIO_OUTPUT - [0:0]

:ISTIO _REDIRECT - [0:0]
PREROUTING -p tcp —j ISTIO_INBOUND
OUTPUT -p tcp —-j ISTIO_OUTPUT
ISTIO_INBOUND tecp tcp —-dport 22 -3j RETURN
ISTIO_INBOUND tcp tcp ——-dport 15090 -j RETURN
ISTIO_INBOUND tep tcp ——dport 15021 -3 RETURN
ISTIO_INBOUND tecp tcp ——dport 15020 —j RETURN
ISTIO_INBOUND tcp —j ISTIO_IN_REDIRECT
ISTIO_IN_REDIRECT -p tcp —-j REDIRECT ——to-ports 15006
ISTIO_OUTPUT -s 127.0.0.6/32 —-o lo -3 RETURN
ISTIO_OUTPUT ! -d 127.0.0.1/32 -o lo -m owner —-uid-owner 1337 -j ISTIO_IN_REDIRECT
ISTIO_OUTPUT -o lo -m owner ! —--uid-owner 1337 —-j RETURN
ISTIO_OUTPUT -m owner —--uid-owner 1337 -j RETURN
ISTIO_OUTPUT ! -d 127.0.0.1/32 -o lo -m owner —-gid-owner 1337 —-7j ISTIO_IN_REDIRECT
ISTIO_OUTPUT -o lo -m owner ! —-—-gid-owner 1337 —-j RETURN
ISTIO_OUTPUT -m owner —--gid-owner 1337 —-3j RETURN
ISTIO_OUTPUT -d 127.0.0.1/32 -3 RETURN
ISTIO_OUTPUT -j ISTIO_REDIRECT
ISTIO_REDIRECT -p tcp -j REDIRECT —--to-ports 15001
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COMMIT
# Completed on Tue Apr 13 02:08:07 2021

panic: exit status 1

goroutine 1 [running]:
istio.io/istio/tools/istio—-iptables/pkg/dependencies.
(*RealDependencies) .RunOrFail (0x3bb0090, 0x22cfd22, 0x10, 0xc0006849c0, 0x2, 0x2)

istio.io/istio/tools/istio-iptables/pkg/dependencies/implementation.go:44 +0x96

istio.io/istio/tools/istio-iptables/pkg/cmd.

(*IptablesConfigurator) .executelptablesRestoreCommand (0xc0009dfd68, 0x22c5a0l1, 0xO0,
0x0)
istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:493 +0x387
istio.io/istio/tools/istio-iptables/pkg/cmd.
(*IptablesConfigurator) .executeCommands (0xc0009dfd68)
istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:500 +0x45
istio.io/istio/tools/istio—iptables/pkg/cmd. (*IptablesConfigurator) .run (0xc0009dfd68)
istio.io/istio/tools/istio—iptables/pkg/cmd/run.go:447 +0x2625
istio.io/istio/tools/istio—-iptables/pkg/cmd.glob. .funcl (0x3b5d680, 0xc0004ccel00, 0xO0,
0x10)
istio.io/istio/tools/istio-iptables/pkg/cmd/root.go:64 +0x148
github.com/spfl3/cobra. (*Command) .execute (0x3b5d680, 0xc0004ccd00, 0x10, 0x10,
0x3b5d680, 0xc0004ccd00)
github.com/spfl3/cobra@vl.0.0/command.go:846 +0x29d
github.com/spfl3/cobra. (*Command) .ExecuteC (0x3b5d920, 0x0, 0x0, 0x0)
github.com/spfl13/cobra@vl.0.0/command.go:950 +0x349
github.com/spfl3/cobra. (*Command) .Execute (...)
github.com/spfl3/cobra@vl.0.0/command.go:887
main.main ()

istio.io/istio/pilot/cmd/pilot—-agent/main.go:505 +0x2d

REASERAR
#FEBESW issueo
BEiERA

XFMERNIZIEE2EE T SIBHAY istio—init 588, B3 k8s #iUEI pod XEMBRAFET , RS EMIEHEMIRNEES,
istio—init BIMITARIEN, BERZEIELIET iptables #i, SEUSHLEA istio—init H11T iptables kMifi crash.

RESHERSRE

BIEERIEMEEERMNITTY docker container rm B docker container prune BY docker system prune , —HEE
crontab EFHAEENBET RSN, FEELBEE,
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https://github.com/istio/istio/issues/24148

& WifiE

Virtual Service &£

miEE#AYE: 2023-08-29 10:10:56

{EF istio, FEEBFHRENT vVirtualservice , (BEXEMEXHANCFLELEY, BEE—LEERE, AXFIEERAITHE
RE

EH¥RGin: gateway FRGEBAEE “mesh”

!ll]% VirtualService fﬁﬁ]’gfﬁ gateways $E§, glﬁﬂ%g?—gﬁfg, istio %ERWJHJ:—’NIH “mesh” E"J‘%E’a’
Gateway, FRREEBIMERFFE Sidecar, BIMERILL virtualservice MMEHRIERERIATHIDE
BUNSRIERET gateways FER, istio FEEKIANMLE “mesh” , #0:

apiVersion: networking.istio.io/vibetal
kind: VirtualService
metadata:
name: productpage
spec:

gateways:

- istio-test/test-gateway

hosts:
- bookinfo.example.com
http:
— route:
— destination:
host: productpage
port:

number: 9080

XAPERRILEE virtualservice HNNYIT istio-test/test-gateway XA Gateway £33, MEREEEIRILIE, HEFS
Zidix4 Gateway, FRLALLHRINUBFEASER -
BBUNRERSEEBFRBERZEAMIE? BFREE gateways BIBEL “mesh” :

gateways:
- istio-test/test-gateway

- mesh

R virtualService FYIT istio-test/test-gateway X Gateway 43, ITERFRERHIRER,
2% istio EA M MIFERAMERE:

gateways | string[] | The names of gateways and sidecars that should apply these routes. Gateways in other namespaces may be referred to by <gateway namespace>/<gateway name>; specifying a gateway
with no namespace qualifier is the same as specifying the VirtualService’s namespace. A single VirtualService is used for sidecars inside the mesh as well as for one or more gateways.
The selection condition imposed by this field can be overridden using the source field in the match conditions of protocol-specific routes. The reserved word mesh is used to imply all
the sidecars in the mesh. When this field is omitted, the default gateway (mesh) will be used, which would apply the rule to all sidecars in the mesh. If a list of gateway names is
provided, the rules will apply only to the gateways. To apply the rules to both gateways and sidecars, specify mesh as one of the gateway names.

EHEEFENR, NEERIHIO—REEESE service iR, XB hosts FBEINLiIGRIEEIA service BFR:

hosts:

— bookinfo.example.com
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https://istio.io/latest/docs/reference/config/networking/virtual-service/#VirtualService

O BHS

iEid ingressgateway i5ii: hosts EX#HiR

&M ingressgateway i5ia, BEMR Gateway Fl virtualservice HIfY hosts HIBEXFMARIAZI Host TH(EFAIEBE
fFREERE L, BERIMEMEE.
REH—7% hosts iRENIEH, #AEESEH 404 Not Found , IEHZRHI:

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: test-gateway
namespace: istio-test
spec:
selector:
app: istio-ingressgateway
istio: ingressgateway
servers:
- port:
number: 80
name: HTTP-80-www
protocol: HTTP
hosts:

- bookinfo.example.com

apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: productpage
spec:
gateways:
- istio-test/test-gateway
hosts:
— bookinfo.example.com
http:
— route:
— destination:
host: productpage
port:

number: 9080
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Virtual Service HICEC/IRRREIRR

miEE#AYE: 2023-08-29 10:10:56

5 VirtualService BN, EES match SHFRBEERERLIFRANGRRS, MEFNMOHERNRT , SBIRLRTE
RIERYARSS, FUan:

apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/example-gw
hosts:
- 'test.example.com'
http:
- match:
- uri:
prefix: /usrv
rewrite:
uri: /
route:
— destination:
host: usrv.default.svc.cluster.local
port:
number: 80
- match:
= Wzl ¢
prefix: /usrv-expand
rewrite:
uri: /
route:
— destination:
host: usrv-expand.default.svc.cluster.local
port:

number: 80

istio EECRIZIRFEICES, FR nginx BMFERARISRIZTE . XBE prefix #HITEE, F—TR /usrv , REREHITIBER
BE /usrv MERRIE—IIRS, AFE-NEERERE /usrv-expand AFWEFH /usrv MR, FILLKIZFESEERE
B ECEEEAIIRSS o

MRS

XMERATLIFE TR, INRAEEEERNNRXER, BIKRMEEEE:

apiVersion: networking.istio.io/vibetal
kind: VirtualService

metadata:
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name: test
spec:
gateways:
- default/example—gw
hosts:
— 'test.example.com'
http:
— match:
- uri:
prefix: /usrv-expand
rewrite:
uri: /
route:
— destination:
host: usrv-expand.default.svc.cluster
port:
number: 80
— match:
= Wizl ¢
prefix: /usrv
rewrite:
uri: /
route:
— destination:
host: usrv.default.svc.cluster.local
port:

number: 80

AT LARIEN T

apiVersion: networking.istio.io/vilbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/gateway
hosts:
- 'test.example.com'
http:
- match:
= wEde
regex: "/usrv(/.*)?2"
rewrite:
uri: /
route:
— destination:
host: nginx.default.svc.cluster.local
port:

number: 80
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subset:
- match:
- uri:
regex:
rewrite:
uri: /
route:

— destination:

host: nginx.default.svc.cluster.local

port:
number :

subset: v2

IRIFRE: BR=ItE (It ) BRSEATF 830 #37m



& WifiE

22M Ingress Gateway A&

miEE#HAYE: 2024-03-2010:27:31

M2RisiE ingressgateway Al

ERERE
#2918 NodePort

TCM &% ingressgateway, REEHNEIAFER CLB 4FET = NodePort, FRLLRE#ER: client > CLB > NodePort
> ingressgateway.

Xi@HEIRTETF CLB > NodePort, CLB #£EIEIESREM SNAT, FRLURNELAT TR IP 82 client AR IP, MRTSA
RRANISRNEEE client > NodePort $$889iE, SiHRFER

BRBR1: BEDSREENIERMNIT2RiIGIE NodePort Xigixa (30000-32768)

M UEFLY s Am

ARAnE FARN fiF —RIE HEZE 2
1 T 1
0.0.0.0/0 TCP:30000-32768 fE¥F 20271-04-1411:40:22 WHE AT BE
0.0.0.0/0 UDP:30000-32768 f¥F 2021-04-1411:40:22 WIE HA T HRE

BRBE2: FEOLEEBFEZEA NodePort XEFFEHROBREMNME, AJLARSEE ingressgateway service FrFZIAY
Nodeport.

MRER3: ERARFEE IP ERAY client i5i8 ingressgateway, FILARIHXA IP BRIFES NodePort RiaFiaixa -
MRBE4: B ingressgateway G CLB BHiE Pod, XEREMAET NodePort, FRLFEELZ2ARBE, FH CLB B
i Pod EEEEMEZIF VPC-CNI, #HiE2R IN{TEFH CLB EiE Pod,
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https://imroc.cc/tke/networking/clb-to-pod-directly

O BHE

5 Smart DNS [t

miEE#AYE: 2023-08-29 10:10:56

EBAT istio B9 Smart DNS (&g DNS) /&, EiIAMBLAERT DNS fEirEmM, fFian:
ETF alpine (RGBSR dns KK,

grpc RS dns KM,
Smart DNS #JHISEMEFE—LEERE, NGRZAY DNS HIEEENIREE DNS BLER, EREFRE glibc Bihigial, (BERAHE
dns EPFiREEEHSEM:
alpine RIZEEEER musl libc, f#F{THIR glibc BEER—#, musl libc EXMEXMHEEAENRENBERESHBEITE
W, MAZRAEREERT, SEKRRSRARBHTEY

ETF c/c++ B9 grpc EZRIARSS, dns BRIFECAMER c-ares &, SBERGZABILIEEER, c-ares EXMHIEERER
w, BRIAS BT .

s
7 istio 1.9.2 MINRIBE TIXAMAM, SEXH PR #31251 LURESH— issue.
Hig

MBEMTEHE istio T1.9.2 UL, STLAERIATAIINE::
BR8N alpine BIRFIHEEG (HEEMEBEGREEEESER glibc).
clc++ B grpc BRSS, ¥8E GRPC_DNS_RESOLVER FETEHN native , RRERBERNT, FTEKIAY c-ares E. FiE
TEMBEESN GRPCEA X o
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https://github.com/istio/istio/pull/31251
https://github.com/istio/istio/issues/31295
https://github.com/grpc/grpc/blob/master/doc/environment_variables.md

O BHE

ithiak Rk RN A< £ 3K

i E#ATIE: 2023-08-29 10:10:57

R istio MUELRMAIBENET, MXEILREN, FXNBNAERERE.
DestinationRule #&2& outlierDetection

Ml RNERATRE , (BifEERE DestinationRule, BHE outlierDetection ATMUEN, BEXNMEEHEREERL
istio B endpoints E&2%, Z#i locality B9 endpoints 4R ERE failover ZIEHE1SERY endpoints.
EeEaHI:

apiVersion: networking.istio.io/vlbetal

kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx
trafficPolicy:
outlierDetection:
consecutivebxxErrors: 3
interval: 30s

baseEjectionTime: 30s

client 5kE¢E service

istio EHEEAT N HIEERM TR EDS, FESIEELHI(Envoy)illocalityd8iF~—#E, &RkEY EDS thErIaEAR—4¥, istio
SFRNEIEARNlocality(E8, FKIAREESHRIEIBEINA endpoint LIRTF region. zone FEE, MR client i2H1E
@ service, BHAEE endpoint, FHIMEFTIEIKE client B9 locality (B2, tBEiFTTiECItbE R,

BRAER
73 client E2& service, selector i&fh client B9 label. MR client ZBAXIIMEMIRSS, service BY ports tBAILAREEEN—

N

I"o

57T headless service

WERZiAiE headless service, ABRAZiFHEEM, EJ istio &% headless service iEXKE#% passthrough, Ff#ita
o, BERiRSEEHDE dns BBTFEHER pod ip.

BRAER
B EaIE— service (IE headless) o
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2B B&ahiEASidecar

RIEEFATE: 2023-08-29 10:10:57

i@id kubectl label namespace xxx istio-injection=enabled HAEA namespace FB sidecar Bzbif A\, EMF
=2 g8

TCM B&biFEAR label

TCM 1.6 BRELALHMRAHFEMR istio-injection=enabled iX4" label EFFE namespace HIBzNEN, T2
istio.io/rev=1-8-1 iX#QY label, {RIEFRRIRAF—HE:

1.6 @ istio.io/rev=1-6-9

1.8 2 istio.io/rev=1-8-1

FREAMNSR A XERAY istio-injection=enabled X##HYlabel, £ TCM ERASEMRY, UTAREREXERA label
IEE

RItEREFAEBIERAR label

AT SRS MBI EF R, MEEHRIEFAAEREEFE—REE, iLERSEEEN R EHARFERREE, MRAME
HIEEMEAR— label RiRFIREFTEZBNEN, TRNEHRIIES, MMERIEEEEN sidecar, MEEKIHTR. FiLd istio
BERRET REARGE , EREFAEIEHEERSRE label 5 ERIMSEHELE, XtBE TCM FrRANEE.

TCM MEFREERNEN

EIRSmigEHE, EFERS>sidecarBahEN. NTFEFR:

HEER HiE sidecar B EhiE A 7
& 3 /

1
BEE ¢
1% '

REEFEEABEDENNGZZEEIR
e LAiER(#ER kubectl £ namespace 37 label RFE:

ap
i
H}

kubectl label namespace xxxX istio.io/rev=1-8-1

O R
EE % namespace LARIRIBIRAEIGIT AT label
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https://istio.io/latest/docs/setup/upgrade/canary/#data-plane
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YRR A 23
RiEEHAYE: 2023-08-29 10:10:57

KENX httpIMaxPendingRequests SEISHRAER

15 DR BB Y maxConnections :

apiVersion: networking.istio.io/vilbetal

kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx
trafficPolicy:
connectionPool:
tcp:

maxConnections: 1

ENfSHRETREEXNEXEENE, HigBuaEH, [2 QPS RE. BERRENLARE
httpiMaxPendingRequests , AECEBIAA 2°32-1 , IEEX, FRMBBIRAERY, BRHBASFS (FEEEH
503) , HEENERTEXENBRELER,

RFEERAT LR FIR—ESEHEEIBET (IMA503) , MBERERIEE httplMaxPendingRequests !

apiVersion: networking.istio.io/vilbetal
kind: DestinationRule
metadata:
name: nginx
spec:

host: nginx

trafficPolicy:

connectionPool:
tcp:
maxConnections: 1
http:
httplMaxPendingRequests:
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HilRESHRSRE

iEE#HAYE: 2023-08-29 10:10:57

Istio 7 Envoy IRE T H&EMNEIXERE, &% connect-failure, refused-stream, unavailable, cancelled, retriable-
status—codes FERTREZTiAMX . HNERN, ARRELMETIRSHRIZE, ERIEFREREE ((EESRMITAFEMZZINE
5—XBUTRIRINER ) BERT, ARESSHER.

RIS

ALLEEER VS XiAEil:

apiVersion: networking.istio.io/vlalpha3

kind: VirtualService
metadata:

name: ratings
spec:

hosts:

- ratings

http:

- retries:

attempts:
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HIRBRERATE

mIEE#HAYE: 2023-08-29 10:10:57

B Ul BRASEIRERETA R, RAREXGHAYERER.
RE

BRZHIBER TSR REWSEmMIE tracing FREER http header IERIEEIRARGHIEE.

E1f istio PEMAMIZERR, HARRWSEEN, BIMEFEKRRE: WSWE tracing 18XEY header EISHIEIREWRARS . X
NEBRRETIEL istio BERSEHERY, EX istio Tz SZIE, FHMEWSHRAAHEIRSZNEREIRRIZNEIERMNMS
K, FAAEBESERER header, REFREIGHEIEERIEE,
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