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MREHERSEHSSERNR, TEERE TKE 255, ERRINERadmin@BINEE, RENECHFIKSEFIZEE admin

R, WTERRR:

R Deployment
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BREME
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ClusterRoleBinding
EHHES
St - REACEREEAE Rl 2% TREVSER¥adminfa
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TERE v
16..... . IEWIB-ClusterRole g
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chs-csi-controller-binding I
ClusterRole
ClusterRoleBinding cbs-csi-node-binding
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FEAR MFEsSZEAESSZE TE S R HRENEERR
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ERIEEFHATE: 2023-02-28 17:41:25

ERAFHRSREERBASERSIRERS MG, BARUESIBRINRE:
o REXEERFRN, BTRIUPRIERE:

X
EERE 1 EE
tiE - | VPC: | EB: -~ ()

]

PItEREERTT AT VPC TRISESZEMEZER—WMETFHEE CIDR EAEE. [2£8 VPCERNER. SESEEFE VPC IANE—=ER @56

Global Router BTl SR TS ERMNEIMECEN; SN EES TSRS, TH0EESER VPCTRISEREREE T A SN,

forbidden: forbidden: User "100( " has no ClusterRoleBinding of "tke:admin” in the cluster "cls ' g
- BERSIHETREE:
HEES BE sidecar BaFEAN HEEE ZH v Qo
RIfEH
BHE * Namespace Ife. + MEasE ¥ *B B

BB
Virtual Service @O WEAR, BHRAEHEEATIME (services is forbidden: User "100 ' cannot list resource "services” in API

group " at the cluster scope) Eif

o FREMIEATHRTR 403 Forbidden:

FOtEF R

EHEFH R

IEHREXIRSS M SHISES-MIXRR AR FNITHRIG?
LRIEHIERRAR Istio 1.10.3, LEEGRMIstio 1.12. SEMRIZHIERENRA, KEEHEETRE, SHNIREFRNER

FHRAAE

f=HImE V1 EHmEm V1o || sl V2 fbm V2

000 oo O OO0

@ {'metadata"{},"status":"Failure","message":"cluster(cls-® =f): forbidden: missing ClusterRoleBinding(10 ' HR5_
ClusterRole)","reason":"Forbidden","details":{},"code":403}
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HORETIHNERNFRS TERRIEMIBFIXEKERIMUR, MRLBNEDPSERRE, IRELFHSEN (S EHDT
), IsBUTENGZ.

SREHSES i

1. EREHURENENAZWS (BiZWSHFKRSER) .
2. i\ FERSENES , EEHRPEPEEER ID, HAEEHEER,
3. ERBINEE > ClusterRoleBinding, #i RBAC SRIEEMEE. NTEFR:

ClusterRoleBinding
HTER
e - RBAC BB 4 A 28 HEsE R adminfR &
waREE
B
TEMER v
ClusterRole g
B s e v
RsSEEE ¥ argocd-application-controller [0
REEE . argocd-server [0
[EmEe "
cbs-csi-controller-binding I
ClusterRole
ClusterRoleBinding cbs-csi-node-binding T

4. DEBFNOFIS, HRET—F. WTEFRR:
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ERIEEFHATE: 2024-03-2514:54:33

RESRZEHE?
1%, X2 istio FELISHIEES, BE VirtualService fY, hosts FEREMZEH &R

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: example
spec:
hosts:

- "* .example.com"
gateways:
- "istio-system/example-gw"
http:
route:
- destination:
host: web.prod.svc.cluster.local

XEXHY Gateway H hosts B EEEREERRZiZINA:

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: example-gw
namespace: istio-system
spec:
selector:
app: istio-ingressgateway
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- "*.example.com"

HIZEAT https, HRFRERINEBEERIZEHBIESR.
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ERIEEFASE: 2024-03-25 15:13:21

431 Y7&M8: Request Header Fields Too Large
&

istio H http 53K, envoy iBE]l 431 REIREH:

HTTP/1.1 431 Request Header Fields Too Large

RES

IIRERSiEA http 53K header XKIMERRT , BRIABRHIJI60KIB, B HttpConnectionManager ECEARY
max_request_headers kb ZFEZRTE, RARIEEZIO6KIB:

max_request_headers_kb

{UInt32Value) The maximum request headers size for incoming connections. If unconfigured, the default max request
headers allowed is 60 KiB. Requests that exceed this limit will receive a 431 response. The max configurable limit is 96 KiB,
based on current implementation constraints.

BRG=

AILA&iE EnvoyFilter % max_request_headers kb ZFERFREFH header X/\BRH!,
EnvoyFilter = (istio 1.6 EIE&ED ) :

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max-header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"@type":
"type.googleapis.com/envoy.config.filter.network.http _connection_manager.v2.HttpConnectionManage
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max_request_headers_kb: 96
BIRAES EEH v2 BB, (EZiINA v3 i BB (istio 1.8 WIEiEid):

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max-header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:

"@type":
"type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionM
anager"

max_request_headers _kb: 96

# header X/MBid 96 KiB, RMERASBRRER, BIUSKIHIERE body.
426 R&H8: Upgrade Required

Istio #F Envoy {EREIEEEER HTTP i&8K, M Envoy BGAERER HTTPM.1 8 HTTP/2, SHERiR{EAR HTTPM.0 B35
£i&[E 426 Upgrade Required.

¥R nginx 158

WMNEA nginx #1T proxy_pass REE, BASHA HTTPA.0, ETJLIERISE proxy_http_version 531.1:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
}

server {

location /http/ {
proxy_pass http://http_backend;
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https://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_http_version
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proxy_http_version 1.1;
proxy_set_header Connection "";

Eins

ab ENR&%iX HTTP/.0 895X, Envoy EIEiR[El 426 Upgrade Required, {BAFE#HTEER, FALAENNEREFRESHE
. WLURRHEEUNTIR, W wrk .

RRBE: ik istio ZFHTTPA.0

BLt SDK SHESRAIEESER HTTPM.0 Y, GlanfER HTTPM.0 £EFERO/EEFOHREEER, EAEMMEBENERT
itBRSZMTE istio £, WAILMER istiod B2, ML PILOT HTTP10: 1 MIFETEXREAH HTTPA.0, iX4NME TCM hEF~SR
i, TEREBEAEERAENSRRERHE:

Sidecar i B

Sidecar@® -

olle

{ Sidecar? CPU: 0.1 -2 43 F97F: 128 - 1024 Mib »*

DNS 5D C)'

Wid StatefulSet Pod IP iE[E] 404

1
£ istio A3 A=RHIARER— Pod IP iR[E 404, 7 istio—proxy HiGEZIEE .
RE

Pod EF StatefulSet, {#HMH headless service, £ istio P33 headless service BIZIFIREIE service FAX—H¥, MR
pod FEYEIE service, XRAY listener BHIEM passthrough, BIEERZIRSMIIMAIESLEAIIP+Port, {E headless
service BIFLRE, HINBEREN headless service ;&8 vip, BHIRHEHEN, RISABIKEEN pod, MBIERHTEARL
MEELTIIM, MRBA passthrough HEEEH, ISR, FRLAFIZE N headless service 8 passthrough HIE
BH. FBHERWSS, £7 istio 72BXNTE, BER istio ANRITEHSCIEE,

hlinR
FHETECHRS A, WWSEHIEER Pod IP AR StatefulSet B9 Pod IP,
RRAR
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ERME—IRAFEERREIGE Pod IP, [iZihia service, MIREEEH=FE, REEHT statefulset pod ip B8 E host, &
LAIEEE E headless service iH, BEILEFZLE 404,
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Envoy Sidecar K& SE Pod Fahk¥

—UEARSS1ELE istio LiFEiTiEREIER, BRItIAERIBE] Pod BEikM, AE—HER, HEREEWVSBINEESERECRS
(BIENMEEERORENELE ) , MNBREWHIELY, #EERiZiE. ARAXKIERER envoy ki (envoy EE NS HIEIEE
B, EE—SiE) , SRISEBNRELEEE (8% k8s issue #65502 ) o

IR{ECRE

BRnXXEERELRRILNAEM@ET—=, BINELZE, ARAMEFELVEL . XHEERNHESHIT sleep, FHF/L
o
NRREINNF, BRILASELATRES R

gt %

WS R HAE sidecar iEANIRRF

fE istio 1.7, #XiBi34 istio—injector iENBIEIEN—1 HoldApplicationUntilProxyStarts FXEERT %R, FXITH
I, proxy & AEIE— container,

=

HoldApplicationUntilProxyStarts tﬁvp&s.ﬁcclvalfﬁ

holdPod := mc.DefaultC
valuesStruct.Ge

proxyLocation :=

holdPod
proxyLocation =

&E istio—injector BaliE A ERAY template, TLAEMRITHT HoldApplicationUntilProxyStarts #&73 sidecar il
—4 postStart hook:

{{- if .Values.global.proxy.lifecycle }}
lifecycle:
{{ toYaml .Values.global.proxy.lifecycle | indent 4 }}
{{- else if $holdProxy }}
lifecycle:
postStart:

EXEC!
command:
- pilot-agent
- wait

{{- end }}
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https://github.com/kubernetes/kubernetes/issues/65502
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ENBENEATHEFENWSSRRER, sidecar REBMEAFHREMEEAIWVSEER.
FXEBES HERMEAER, TENERMEREE.

2REE

& istio B9 configmap £FEE:

kubectl -n istio-system edit cm istio

£ defaultConfig THIIA holdApplicationUntilProxyStarts: true

apiVersion: v1
data:
mesh: |-
defaultConfig:
holdApplicationUntilProxyStarts:
meshNetworks: 'networks: {}'
kind: ConfigMap

&{#ER IstioOperator, defaultConfig {8 CR ZE& meshConfig :

apiVersion: install.istio.io/v1alphal
kind: IstioOperator
metadata:

namespace: istio-system

name: example-istiocontrolplane
spec:

meshConfig:

defaultConfig:
holdApplicationUntilProxyStarts:

BEpEE

WNE(FEH istio 1.8 RELA LKA, ATLAAZTEITHILAXAY Pod ML proxy.istio.io/config i*k#, 1§
holdApplicationUntilProxyStarts B&J3 true , 7=fl:

apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx
spec:

replicas: 1
selector:
matchLabels:
app: nginx
template:

WRIFRE: BRRITE (bR ) ARSEEAE 817 #37:
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metadata:
annotations:
proxy.istio.io/config: |
holdApplicationUntilProxyStarts: true
labels:

app: nginx
spec:
containers:
- name: nginx
image: "nginx"

FREIEHR, ITAAXE, EREUSEIRFEF sidecar B2 ready FAEERR, &ik Pod BaliEERE—L ., ERERET
BEXREREVRUESESIZN, RAEBNEETHHLSHR, AARMERENSE, RETEMWSITHRAX.

£ TCM H3iZNMEIT T =@, SULERMEERESERISRIZED, 1§ Sidecar MAREFXITH, SMESTXFRE
Sidecar BHAFFE holdApplicationUntilProxyStarts: true .

Sidecar i &
ARl Sidecar® -

Sidecar FFHRERD ()

WRIFRE: BRRITE (bR ) ARSEEAE 5818 #37]
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Envoy EXNAE1E Header i ANS

ERIEEFASE: 2023-07-2110:06:11

Envoy BRESIE http header 8 key ¥i#A/NE, Fli1E— http header Test-Upper-Case-Header: some-value , &g
envoy RIBEE&TRE test-upper-case-header: some-value , XM EIEEBRFiREM, RFC 2616 #LERIRATLRIE HTTP
Header RXNSAERHAT.

B NS R

BE header Bt H/NERFEIEEE, BELERTY header XKINEBUREEFELAT @R, #i40:
o WSSt header IKBANS,

» {EFRY SDK 3 Header X/NE&/%, NiEEY Content-Length R¥IifF response KERMKBEFEXE,

Envoy SZiRFASHIN

Envoy R3Z45mafhEin :
o RIS (BHAERRIN ) . FIN: test-upper-case-header: some-value

o BFEEXE (HAZERBHE) . flth: Test-Upper-Case-Header: some-value
MR ARY http header BIKNEZLiEEME, WEERS. FlE0: Test-UPPER-CASE-Header: some-value

BT =R

HLBE RIREIBER TCP thil. 18IR33F)A TCP Y, Ak istio #TLELIE, BEASEN http header XINE7T, B
FEIEMNERMEETEK istio BEE&ED.
WNSRERSSTESEEEA, TLATE Service B port BIRPHLE “tcp” B, WITFERR:

kind: Service
metadata:
name: myservice

spec:
ports:
- number: 80
name: tcp-web

WNRARSBEEEFIN, ALABE— M EMINT ServiceEntry 18IRS3EFHEE/ TCP Service, LLE% envoy MHi#{T-HERILIE:

apiVersion: networking.istio.io/vlalpha3
kind: ServiceEntry
metadata:
name: gcloud-cos
spec:
hosts:

- "private-1251349835.cos.ap-guangzhou.myqcloud.com"
location: MESH_INTERNAL
addresses:
- 169.254.0.47
ports:
- number: 80
name: tcp

WRIFRE: BRRITE (bR ) ARSEEAE 819 H#37]


https://www.ietf.org/rfc/rfc2616.txt
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protocol: TCP

resolution: DNS

IESRE

WERFEE Envoy MELERFRF Header BFEBASHIHIN, SJLAER EnvoyFilter 87 Header $INAB/FBXE ., RN
T:

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: http-header-proper-case-words
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:

listener:
name: XXX
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
name: "envoy.http_connection_manager"
typed_config:
‘@type"™:
"type.googleapis.com/envoy.config.filter.network.http_connection_manager.v2.HttpConnectionManage
p

http_protocol_options:
header_key format:
proper_case_words: {}

o R

E=Ei listener name o

&Y

NFEFMNERE RFC 2616 #BE, 3 Http Header RIS IERAXNEAEURAIEN

WRIFRE: BRRITE (bR ) ARSEEAE 5820 #37]


https://www.ietf.org/rfc/rfc2616.txt
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Headless Service t8X[a)g5

RIEEFAE: 2023-12-26 14:56:31

BRSSENEE MR R O B IERL 404

R

{41855 (HIA0 Spring Cloud ) S istio /5, BSIEVERIEE 404,
&

Mig:gEER Kubernetes BIIRS A, MBI iEMcdO3KEERS IP fthht, IRSEIAAFRIIHBHER, HiZMFNZNEN IP
KEEFA. BT istio B9 LDS £3=& headless service H8EHI PodIP+Port B9iEXK, ABEESK hosts, WNRiZAE hosts
& hosts FigEIXA PodIP+Port i service & (fIMNEIER Pod IP) , BialitkM, &EiRE 404,

BRG=

1. FEMPOAREIEEM Pod IP itbht, i¥#f service #&.
2. ERigiERAIH L hosts (EETHHI) o

SR ERIEA Y

HTF istio BAIAX headless service i#1T passthrougth, {£f ORIGINAL_DST %, BIEEEAZIFRGRIEN IP, FMHE
{aIR9faEka%, FRLA Destinationrule HhEZERY trafficPolicy.loadBalancer #FA&4ER, HMMAITHEERIE:
£iEF#F (consistentHash)

btk REN (localityLbSetting )
BRAR
fRRBEREPIMBLIE— service (IF headless) »

i sidecar Y headless service %K
R

client (Bsidecar ) &2 headless service ifid server (Esidecar), iFiEl%kM, access log FRILAEE!
response_flags 73 UF,URX ,

ﬁ

istio 1.5/1.6 3 headless service #5854 bug, F& endpoint Bi&H sidecar, HEERZA mtls, S#igF sidecar £
headless IR (4N redis) ihiaigHELE (£ #21964) , EBHATAISE |stio iIZHELKFRT (2) « 1EASLKRY [ TLRESS | -
E.

BRG=

BR1: BE DestinationRule 2 mtls

kind: DestinationRule
metadata:

name: redis-disable-mtls
spec:

WRIFRE: BRRITE (bR ) ARSEEAE 5821 #37|


https://github.com/istio/istio/issues/21964
https://zhaohuabing.com/post/2020-09-11-headless-mtls/
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host: redis.default.svc.cluster.local
trafficPolicy:

tls:
mode: DISABLE

BE2: A& istio BM.7RELLERIRRA

Pod E&EHiEIKM
L

client i&i2 headless service ¥5id server, & server B9 pod E4£E#&fE, client i5id server k¥, access log FAILAE
Zlresponse_flags 5 UF,URX ,

istio 1.5%% headless service 3z##3 bug.
« client i@ dns f#t7 headless service, BEIEF— Pod IP, ARBERIEK.

« envoy I&MZIR headless service, fEMA ORIGINAL DST #%, BIARfftaskioe, EERETIRAHEM IP,

» % headless service i pod REEE, BT client 5B sidecar (envoy) 2IKiEE, FrlLA client MASEEHIGEEF .
o XHTFREKIEE, client B#ERBERHASENREIN dns, MRDBAKRIERBZAEEFEINIE Pod IP,

« BFIB Pod B&#5%, Envoy SiREHEIR (503),

o BERIRHASERRSIHEEEIRMMFERE, BEERUERABIAN Pod IP, MILER, —BXW.

o BERFIESE Istio BHLKFRS (3) : ILALKH [ BLIRS | - T o

BRAR
R istio EM1.6RELAERIRRA, Envoy £ Upstream §HEBIFAESERBTFAF Downstream BIKHEE

WRIFRE: BRRITE (bR ) ARSEEAE 822 #37:
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Istio—init crash

RIEEFATE: 2023-08-29 10:10:56

£ istio IR A pod &F Init:CrashLoopBackOff JR7Z:

wk-sys-acl-v1-0-5-7cf7f79d6c-d9qcr 0/2 Init:CrashLoopBackOff 283 64d
172.16.9.229 10.1.128.6 <none> <none>

&if] istio—init BIAE:

Environment:

ENVOY_PORT=
INBOUND_CAPTURE_PORT=
ISTIO_INBOUND_INTERCEPTION_MODE=
ISTIO_INBOUND_TPROXY_MARK=
ISTIO_INBOUND_TPROXY_ROUTE_TABLE=
ISTIO_INBOUND_PORTS=
ISTIO_LOCAL_EXCLUDE_PORTS=
ISTIO_SERVICE_CIDR=
ISTIO_SERVICE_EXCLUDE_CIDR=

Variables:

PROXY_PORT=15001
PROXY_INBOUND_CAPTURE_PORT=15006
PROXY_UID=1337

PROXY_GID=1337
INBOUND_INTERCEPTION_MODE=REDIRECT
INBOUND_TPROXY_MARK=1337
INBOUND_TPROXY_ROUTE_TABLE=133
INBOUND_PORTS_INCLUDE=*
INBOUND_PORTS_EXCLUDE=15090,15021,15020
OUTBOUND_IP_RANGES_INCLUDE=*
OUTBOUND_IP_RANGES_EXCLUDE=
OUTBOUND_PORTS_EXCLUDE=
KUBEVIRT_INTERFACES=
ENABLE_INBOUND_IPV6=false

Writing following contents to rules file: /tmp/iptables-rules-1618279687646418248.txt617375845
* nat

-N ISTIO_REDIRECT

-N ISTIO_IN_REDIRECT

-N ISTIO_INBOUND

-N ISTIO_OUTPUT

-A ISTIO_REDIRECT -p tcp -j REDIRECT --to-ports 15001

-A ISTIO_IN_REDIRECT -p tcp -j REDIRECT --to-ports 15006
-A PREROUTING -p tcp -j ISTIO_INBOUND

-A ISTIO_INBOUND -p tcp --dport 22 -j RETURN

-A ISTIO_INBOUND -p tcp --dport 15090 -j RETURN
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-A ISTIO_INBOUND -p tcp --dport 15021 -j RETURN

-A ISTIO_INBOUND -p tcp --dport 15020 -j RETURN

-A ISTIO_INBOUND -p tcp -j ISTIO_IN_REDIRECT

-A OUTPUT -p tcp -j ISTIO_OUTPUT

-A ISTIO_OUTPUT -0 lo -s 127.0.0.6/32 -j RETURN

-A ISTIO_OUTPUT -0 lo ! -d 127.0.0.1/32 -m owner --uid-owner 1337 -j ISTIO_IN_REDIRECT
-A ISTIO_OUTPUT -o lo -m owner ! --uid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -m owner --uid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -0 lo ! -d 127.0.0.1/32 -m owner --gid-owner 1337 -j ISTIO_IN_REDIRECT
-A ISTIO_OUTPUT -o lo -m owner ! --gid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -m owner --gid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -d 127.0.0.1/32 -j RETURN

-A ISTIO_OUTPUT -j ISTIO_REDIRECT

COMMIT

iptables-restore --noflush /tmp/iptables-rules-1618279687646418248.txt617375845
iptables-restore: line 2 failed

iptables-save

# Generated by iptables-save v1.6.1 on Tue Apr 13 02:08:07 2021
*nat

:PREROUTING ACCEPT [5214353:312861180]

:INPUT ACCEPT [5214353:312861180]

:OUTPUT ACCEPT [6203044:504329953]

:POSTROUTING ACCEPT [6203087:504332485]

:2ISTIO_INBOUND - [0:0]

:ISTIO_IN_REDIRECT - [0:0]

:JISTIO_OUTPUT - [0:0]

:ISTIO_REDIRECT - [0:0]

-A PREROUTING -p tcp -j ISTIO_INBOUND

-A OUTPUT -p tcp -j ISTIO_OUTPUT

-A ISTIO_INBOUND -p tcp -m tcp --dport 22 -j RETURN

-A ISTIO_INBOUND -p tcp -m tcp --dport 15090 -j RETURN

-A ISTIO_INBOUND -p tcp -m tcp --dport 15021 -j RETURN

-A ISTIO_INBOUND -p tcp -m tcp --dport 15020 -j RETURN

-A ISTIO_INBOUND -p tcp -j ISTIO_IN_REDIRECT

-A ISTIO_IN_REDIRECT -p tcp -j REDIRECT --to-ports 15006

-A ISTIO_OUTPUT -s 127.0.0.6/32 -o lo -j RETURN

-A ISTIO_OUTPUT ! -d 127.0.0.1/32 -0 lo -m owner --uid-owner 1337 -j ISTIO_IN_REDIRECT
-A ISTIO_OUTPUT -o lo -m owner ! --uid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -m owner --uid-owner 1337 -j RETURN

-A ISTIO_OUTPUT ! -d 127.0.0.1/32 -0 lo -m owner --gid-owner 1337 -j ISTIO_IN_REDIRECT
-A ISTIO_OUTPUT -0 lo -m owner ! --gid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -m owner --gid-owner 1337 -j RETURN

-A ISTIO_OUTPUT -d 127.0.0.1/32 -j RETURN

-A ISTIO_OUTPUT -j ISTIO_REDIRECT

-A ISTIO_REDIRECT -p tcp -j REDIRECT --to-ports 15001

COMMIT

# Completed on Tue Apr 13 02:08:07 2021

panic: exit status 1

goroutine 1 [running]:
istio.io/istio/tools/istio-iptables/pkg/dependencies.(*RealDependencies).RunOrFail(0x3bb0090,
0x22cfd22, 0x10, 0xc0006849c0, 0x2, 0x2)
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istio.io/istio/tools/istio-iptables/pkg/dependencies/implementation.go:44 +0x96
istio.io/istio/tools/istio-iptables/pkg/cmd.
(*IptablesConfigurator).executelptablesRestoreCommand(0xc0009dfd68, 0x22c5a01, 0x0, 0x0)

istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:493 +0x387
istio.io/istio/tools/istio-iptables/pkg/cmd.(*IptablesConfigurator).executeCommands(0xc0009dfd68)

istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:500 +0x45
istio.io/istio/tools/istio-iptables/pkg/cmd.(*IptablesConfigurator).run(0xc0009dfd68)

istio.io/istio/tools/istio-iptables/pkg/cmd/run.go:447 +0x2625
istio.io/istio/tools/istio-iptables/pkg/cmd.glob..func1(0x3b5d680, 0xc0004cce00, 0x0, 0x10)

istio.io/istio/tools/istio-iptables/pkg/cmd/root.go:64 +0x148
github.com/spfl3/cobra.(*Command).execute(0x3b5d680, 0xc0004ccd00, 0x10, 0x10, 0x3b5d680,
(0D Ce{0]0]0%:Yalele[0]0))]

github.com/spfl3/cobra@v1.0.0/command.go:846 +0x29d
github.com/spfl3/cobra.(*Command).ExecuteC(0x3b5d920, 0x0, 0x0, 0x0)

github.com/spfl3/cobra@vl1.0.0/command.go:950 +0x349
github.com/spfl3/cobra.(*Command).Execute(...)

github.com/spfl3/cobra@v1.0.0/command.go:887
main.main()

istio.io/istio/pilot/cmd/pilot-agent/main.go:505 +0x2d

RESEREER
#EEEM issue,
BEiERA

XFEREAZEE2BE T CBHAY istio—init 588, S k8s #&ilF) pod XBMNBRFET , RELEFIEEMIRNESE, M
istio—init BIMITATEN, EHZEIELIRET iptables #Ill, SH/EHIER istio—init #11T iptables kM ifi crash.

RESRRSE

BIENEEEEEMITT docker container rm 8 docker container prune B docker system prune , —f&= crontab
ENHAEENBET RSN, FEELBIE,
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https://github.com/istio/istio/issues/24148
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Virtual Service #7434

RIEEFAE: 2023-08-29 10:10:56

[ istio, EEBHPENT VirtualService , (EliXZMEXMMUMFRBEY, BEE—ERERM, FAXIIZEERRIATER
E3

SERFGIE: gateway FRIGERRAEE “mesh”

N VirtualService RBIEE gateways FE, EFRET—EER, istio KEUANML—NI “mesh” KIRE Gateway,
RTEBAREFRE Sidecar, tBEiESUL VirtualService MM RTERERMIBIRER
BINRIEET gateways FE, istio FEHIANMLE “mesh” , 0:

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: productpage
spec:
gateways:
- istio-test/test-gateway

hosts:
- bookinfo.example.com
http:
- route:
- destination:
host: productpage
port:
number: 9080

XANFEFRIE VirtualService MRS istio-test/test-gateway X4 Gateway £33, MBREERNIHID, REFELLITX)
Gateway, FRLARNIBFHASER
BPUNRERAIEER B ERIZEAMIR? BR2EE gateways BRIEEL “mesh” :

gateways:
- istio-test/test-gateway
- mesh

FRIE VirtualService FXAJ istio-test/test-gateway X4 Gateway &3, tEBITEREPIERAFITE
8% istio EA XM WILFERAIRERE:

gateways | string[] | The names of gateways and sidecars that should apply these routes. Gateways in other namespaces may be referred to by <gateway namespace>/<gateway name>; specifying a gateway
with no namespace qualifier is the same as specifying the VirtualService's namespace. A single VirtualService is used for sidecars inside the mesh as well as for one or more gateways.
The selection condition imposed by this field can be overridden using the source field in the match conditions of protocol-specific routes. The reserved word mesh is used to imply all
the sidecars in the mesh. When this field is omitted, the default gateway (mesh) will be used, which would apply the rule to all sidecars in the mesh. If a list of gateway names is

provided, the rules will apply only to the gateways. To apply the rules to both gateways and sidecars, specify mesh as one of the gateway names.

BESEERIE, NEBRBHIT—RERRILE service &R, iXE hosts MFEZENLIHITEEFRAI service BFi:

hosts:

- bookinfo.example.com
- productpage
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https://istio.io/latest/docs/reference/config/networking/virtual-service/#VirtualService

A BT

B ingressgateway #5id: hosts BN iR

&M ingressgateway ihidl, EEIR Gateway 1 VirtualService HfY hosts YWBESLIRARIAZIA Host sk{EMEETT
gEES L, BERINEESE.
REF—F hosts iIFENIEH, #AIEESE 404 Not Found , IEFfRHGI:

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: test-gateway
namespace: istio-test
spec:
selector:
app: istio-ingressgateway
istio: ingressgateway
servers:
- port:
number: 80
name: HTTP-80-www
protocol: HTTP
hosts:
- bookinfo.example.com

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: productpage
spec:
gateways:
- istio-test/test-gateway
hosts:
- bookinfo.example.com
http:
- route:
- destination:
host: productpage
port:
number: 9080
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Virtual Service EEHPLHD/IRF D) RE

RIEEFAE: 2023-08-29 10:10:56

£E VirtualService IEHMNUAT, BEES match FHFARERERIFRNEIRRS, MREF/IVOGZHPRET, SEIGERITE
FIRImAaIpRSS, Buan:

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/example-gw
hosts:
- 'test.example.com’
http:
- match:
- uri:
prefix: /usrv
rewrite:
uri: /
route:
- destination:
host: usrv.default.svc.cluster.local
port:
number: 80
- match:
- uri:
prefix: /usrv-expand
rewrite:
uri: /
route:
- destination:
host: usrv-expand.default.svc.cluster.local
port:
number: 80

istio LECR2ZIRFITE, A% nginx IM¥(ERARIKEIZITE . XBEM prefix i#TEE, F—M2 /usrv , BRRABIGIDEERE
BE Jusrv BAHEEIE—IMIRS, BFE-PEEIRR /usrv-expand ARBHEFE /usrv BIBIE, FRLUKIEFRESEETIET
A ICEEERAIERSS o

RERTG=R

XMERATLURRE T IRIRRF, MRAREEINHRIER, BIKIMNEEREIE:

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: test
spec:
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gateways:
- default/example-gw
hosts:
- 'test.example.com’
http:
- match:
- uri:
prefix: /usrv-expand
rewrite:
uri: /
route:
- destination:
host: usrv-expand.default.svc.cluster.local
port:
number: 80
- match:
- uri:
prefix: /usrv
rewrite:
uri: /
route:
- destination:
host: usrv.default.svc.cluster.local
port:
number: 80

R AR IERY PEfe :

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: test
spec:
gateways:
- default/gateway
hosts:
- 'test.example.com’
http:
- match:
- uri:
regex: "fusrv(/.*)?"
rewrite:
uri: /
route:
- destination:
host: nginx.default.svc.cluster.local
port:
number: 80
subset: v1
- match:
- uri:
regex: "/usrv-expand(/.*)?"
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rewrite:
uri: /
route:
- destination:

host: nginx.default.svc.cluster.local
port:

number: 80
subset: v2
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22M Ingress Gateway 4@
IEEFRATEl: 2024-03-20 10:27:31

M2Risia ingressgateway Fio

ERERE
R2HQiE NodePort

BRS5 PRIt

TCM %%H ingressgateway, REANEIAER CLB 48T = NodePort, FiLAREREEEZ: client > CLB > NodePort

> ingressgateway.

KEEHEIRTETF CLB > NodePort, CLB ¥2&RHIHIEGFR M SNAT, FRIEMRNEIET REHE IP 72 client 2K IP, MRH=R

REHEANHRNZHHE client > NodePort #&A%E, RibiEFEN,
BRBE: MEDRREEANERUI2ARiIFE NodePort RiditHA (30000-32768) -

AaE HHIS AT

AN FAAN HF —RHE PEEE R
i T i
0.0.0.0/0 TCP:30000-32768 FFF 2021-04-14 11:40:22
0.0.0.0/0 UDP:30000-32768 FFF 2021-04-14 11:40:22

Wi A v W

Wi A v W

BRAEE2: FRUEEBRITEN NodePort XiBFfBixABZLKE, TLARRE ingressgateway service FRAEIRY

Nodeport.

BREE3: ZERRITFEE IP BB client i5id ingressgateway, AILARIXA IP BBHFFEA NodePort K@iz .
MRS E4: 7 ingressgateway IFH CLB Hi&E Pod, X#EFREMALEE NodePort, FrLAZEi&BItR2ETH, BH CLBE

i@ Pod REERMEESZHF VPC-CNI, #HiESR NAEH CLB EiE Pod .
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https://imroc.cc/tke/networking/clb-to-pod-directly

S BAE R
5 Smart DNS Gt

ERIEEFAYE: 2023-08-29 10:10:56

BT istio B9 Smart DNS (&8 DNS) 5, EiIRMBLIERT DNS kM, fian:
HTF alpine $BIRHIFEEARMENT dns KM,

grpc BRS#ER dns £,

Smart DNS #HISCIMFEE—LaE, MR DNS HiREERNIREE DNS GLER, EREE glibc fBimigiaE, (BEREE
dns ERiRal S EM:
alpine BREEEFER musl libc, #EF{TRIR glibc BLER—H, musl libc EXXMHBEEEXFENBRESSHBEREX
W, MAZRBAEREERT, SEALRSRABITER.

EF c/c++ K9 grpc 1E5RH9BRSS, dns RBREGAGER c-ares B, iSEERRARILREERT, c-ares EXMHIBEERER
., BDIBESESEITEM.

ges
# istio 1.9.2 WEHRIES Tix NI, SE% PR #31251 LURHH—4 issue.
A

NRERITEFE istio £ 1.9.2 LA E, ALAEILATSUAREARIEE:
HARIEM alpine BEHHEREG (HERMRIGREEFEERER glibc).

clc++ B9 grpc BR%S, I8XE GRPC_DNS_RESOLVER FETEH native , RREREEMRT, FEEINY c-ares E. FiE
TEMRTFSEN GRPC B
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https://github.com/istio/istio/pull/31251
https://github.com/istio/istio/issues/31295
https://github.com/grpc/grpc/blob/master/doc/environment_variables.md
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mIrEHAE: 2023-08-29 10:10:57
5 istio MRANAEHAT, TBTNRER, AXNBNAEDEE.,
DestinationRule k&c& outlierDetection

MR RANERAFS , (BIEHEEE DestinationRule, BiE outlierDetection ZARLIER, EEXMEREREAEERIL istio
&40 endpoints EBRE, %I locality B9 endpoints RERERS failover EIHE#AA endpoints,
BeERp:

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: nginx
spec:

host: nginx
trafficPolicy:
outlierDetection:
consecutive5xxErrors: 3
interval: 30s
baseEjectionTime: 30s

client 5kEcE service

istio IFHEEAENEIEESRM TR EDS, FAREIEEELHI(Envoy)illocalitymlgiF—E, ERAY EDS tBeimaefR—¥, istio
SFNEIEAENocalitylS8, FKEAXNEBRKEEIEAAIMNAI endpoint LIRTFRI region. zone &EE, MR client igHIE
@ service, BFAEH endpoint, EHIEBFTEIRE client B9 locality (58, tBFiFTiACHltbiar R,

BRGT=R

73 client E2& service, selector i&H client B9 label, 1 client ABARITIMEMIRSS, service BY ports tBaILARBEEN —

o

57T headless service

WERZi5iE headless service, ABREASZIFMIHRINA, EX istio &3 headless service &K Hi#Z passthrough, Ffi&
Hi9%, ERRSEEBLIEE dns BFEHES pod ip.

BRER
B BIE— service (JE headless) o
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i2BB8nhiEASidecar

RIEEFAE: 2023-08-29 10:10:57

@3 kubectl label namespace xxx istio-injection=enabled FA¥A namespace FE sidecar HalliE N\, KMFER.

TCM BahiEAR label

TCM 1.6 RELA LHIRRAHAZA istio-injection=enabled X4 label KB namespace BIB&EN, MEEZEM
istio.io/rev=1-8-1 XHHY label, {RIEFRBREF—HE:
1.6 2 istio.io/rev=1-6-9

1.8 £ istio.io/rev=1-8-1

FRLAANER AR X ERA istio-injection=enabled Xt label, £ TCM LE2FEEMN, LTARFERTXERL label BI&E
E38

RItERERREBIERAFRR label

ATZIFRSMBHIREFAR, MEEHERNMERERLF—RIE, iLIBNSEEZERcERARFERFEEE, WRAmNE
HEHERR— label RIRAEEFTEBMFEN, TRNEHGED, BMEHEHMEIEN sidecar, MEIEMSE, FrLd istio
ERBET REARLE , ERETAREREERFTRE label M5 EREIMSEFERE, XtBE TCM FRANG R,

TCM MMfIFEEREN

EIRSMgIEEE, EFRES>sidecarBRIEN. WTEFR:

BAEE s sidecar BEIEA = BEE
WE 2 /

1
mEE ¢
s €

REAEFEEABEBMEANNGBZEET
AT LAEER kubectl £ namespace 37 label RFE:

kubectl label namespace xxx istio.io/rev=1-8-1

O ER
EREIR namespace LARIRIERAE LI RAY label .
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https://istio.io/latest/docs/setup/upgrade/canary/#data-plane
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RIEEFAE: 2023-08-29 10:10:57

kEX http1MaxPendingRequests SBUBEA £

(1458 DR EEET maxConnections :

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: nginx
spec:

host: nginx
trafficPolicy:
connectionPool:
tcp:
maxConnections: 1

ENtSHRETREEXNRAERSE, FeEMELEE, 2 QPS Rif. BERENEEE
httplMaxPendingRequests , FECERRIAA 2732-1 , FEX, XENREERXEEY, HRMEFF (FHEEES03) ,
SiERMRTRAERBREEER,

MRFEERAT FIREE FIR—EEEHERE (1MR503) , MFRERUEE httplMaxPendingRequests :

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: nginx
spec:
host: nginx

trafficPolicy:
connectionPool:
tcp:
maxConnections: 1
http:
httplMaxPendingRequests: 1
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RIEEFAE: 2023-08-29 10:10:57

Istio 8 Envoy IRETIHRENEIREE, &7 connect-failure, refused-stream, unavailable, cancelled, retriable-
status—codes FERTHREZHAFAR . HMEIRT, TECEMATIRSHREE, ERIEFEES (EEBRITRFERIIE
5—RnTHmiER ) NERT, THSEREIR.

MRS

AILAETEE VS XiAEi:

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: ratings
spec:

hosts:

- ratings

http:

- retries:
attempts: O
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ERIEEFASE: 2023-08-29 10:10:57
BT Ul BRAIEEERARE, hAmaEmAAmEE.
REA

HASHBER THERAREWSEmIS tracing FIEZERY http header EHfIEEHIBARIREEE

B1E istio PERHIKER, HARRUSZSERA, ENMEERERE: WBKE tracing %A header BISEERAHIERS . X
MEBETEL istio BETMAY, EX istio TEFAMEHWSIZBIE, FHMEVSHEAAREERSHERIIERiIZXREIEBNE
K, FALABEBSERIERE header, REFREIGHEETRERER.
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