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O BHS

API 32t
SFiHE

RIEEFHATE: 2024-06-17 02:13:22

8 22 RE

AmAdiE: 2024-06-17 02:13:16
KREBEETIUTAS:
MECERINE,

(EeaEiRE:

+ APM

o ¥ZR%R: NeedDelete
» LoadBalancer

o ¥Epk5: MasterZonelD, SlaveZonelD
» LoadBalancerStatus

o {EMRR: LoadBalancerHostname
» Mesh

o BMMR: CreatedTime, UpdatedTime

821 R&%

&ZmidiE: 2023-10-09 01:23:14
RREHBEETIUTAR:
MEEBIIMHE,

(EeRE RS

« CLS

o ¥MEFY5R: Region

% 20 X&®

#EATIE: 2023-02-23 01:54:00
RRRHEETIUTAS:
HECAERILH.

e

+ LoadBalancerStatus
o FiEmM5: LoadBalancerHostname

F19 X&®

A#mAEdiE: 2022-11-29 07:19:41
RREHAATUTRE:
BEEAHIH.

fERiEn:

IRIRERE: BR=ITE (1bF) BRSEAE

BRSSPIt

54 H119]|


https://cloud.tencent.com/document/api/1261/63843#APM
https://cloud.tencent.com/document/api/1261/63843#LoadBalancer
https://cloud.tencent.com/document/api/1261/63843#LoadBalancerStatus
https://cloud.tencent.com/document/api/1261/63843#Mesh
https://cloud.tencent.com/document/api/1261/63843#CLS
https://cloud.tencent.com/document/api/1261/63843#LoadBalancerStatus

& BT

« DescribeAccessLogConfig
o FiEHE: CLS, Address, EnableServer, EnableStdout, Enable

$18 X&H®

AmAdiE: 2022-11-24 06:54:17
RREGEETUTHRS:
MEEEIINHE,

igiEO:

» DescribeAccessLogConfig
« ModifyAccessLogConfig

B17 R&®

&ftiE: 2022-11-02 06:40:38
KXEBEETIUTAR:
MECHRIE,

FhigEO:

« ModifyTracingConfig

816 Xkt

A7AdiE: 2022-11-01 06:43:32
FREBEETUTRS:
HEEHIXE,

#higEO:

» LinkPrometheus
« UnlinkPrometheus

£ 15 X&H®

&Zmidia: 2022-10-21 06:44:08
RXERBEETIUTAR:
MEEBIHE,

FIEERES:

» EgressGatewayStatus

(EEEiRE:

+ EgressGateway

o ¥MBRYR: Status
 IngressGatewayStatus

o ¥mZmE5: CurrentVersion, DesiredVersion, State
» Mesh

o FFERR: TaglList

IRIRERE: BR=ITE (1bF) BRSEAE 585 #119]|


https://cloud.tencent.com/document/api/1261/83255
https://cloud.tencent.com/document/api/1261/83255
https://cloud.tencent.com/document/api/1261/83254
https://cloud.tencent.com/document/api/1261/82278
https://cloud.tencent.com/document/api/1261/82203
https://cloud.tencent.com/document/api/1261/82202
https://cloud.tencent.com/document/api/1261/63843#EgressGatewayStatus
https://cloud.tencent.com/document/api/1261/63843#EgressGateway
https://cloud.tencent.com/document/api/1261/63843#IngressGatewayStatus
https://cloud.tencent.com/document/api/1261/63843#Mesh

& BT

%14 XB%

A7AdiE: 2022-10-20 06:40:11
FREHESTIUTRS:

HE BRI,

siRiEO:

» LinkClusterList
« UnlinkCluster

B/13 XK

A#uhtiE: 2022-10-11 06:54:36
AREGEETUTHRE:
WEEHIXE,

FhigEO:

« CreateMesh
+ DeleteMesh
« ModifyMesh

B12 &

&AdiE: 2022-09-26 06:52:58
RXEBEETIUTAS:
MECHRINE,.

B ERSS:

« CrossRegionConfig

(EeEiRE:

» LoadBalancer
o ¥ERE5R: CrossRegionConfig

BN RE®

A#mAEdiE: 2022-09-15 06:39:35
FREHAATUTHE:
BEEAHIH.

ST IRLEH:

« SmartDNSConfig

(EeEiReE:

- CLS
o ¥miZpk5: NeedDelete
« IstioConfig
o ¥iZr5: EnablePilotHTTP, DisableHTTPRetry, SmartDNS

IRIRERE: BR=ITE (1bF) BRSEAE 5856 #1191}


https://cloud.tencent.com/document/api/1261/81603
https://cloud.tencent.com/document/api/1261/81602
https://cloud.tencent.com/document/api/1261/81314
https://cloud.tencent.com/document/api/1261/81313
https://cloud.tencent.com/document/api/1261/81312
https://cloud.tencent.com/document/api/1261/63843#CrossRegionConfig
https://cloud.tencent.com/document/api/1261/63843#LoadBalancer
https://cloud.tencent.com/document/api/1261/63843#SmartDNSConfig
https://cloud.tencent.com/document/api/1261/63843#CLS
https://cloud.tencent.com/document/api/1261/63843#IstioConfig

@ AT RS RIS

®10 X&%H

AAdiE: 2022-07-18 06:16:41

RXERBEETIUTAR:
ECHIINE,
IBERES:

» ExtensiveCluster
« ExtensiveClusters
« Tag

(EMEIEEN

 Cluster
o ¥iERYR: HostedNamespaces
» LoadBalancer
o FHEMR: ZonelD, Viplsp, TgwGroupName, AddressIPVersion, Tags, ExtensiveClusters
o EMRER: LoadBalancerType
« WorkloadConfig
o ¥Zpk5: DeployMode

89 XE®

£FafIE: 2022-06-08 06:15:21
RREHLATUTHE:
BEEHHIH.

SFHBEIRLEH:

« CustomPromConfig

(EEEREa:

« AccesslLogConfig

o FiEmM5: Address, EnableServer, EnableStdout
« PrometheusConfig

o ¥MZRYR: CustomProm

88 R

£FEAIE: 2022-05-24 06:18:55
RREHLATUATHE:
BEEHHIH.

SR

« TracingZipkin

(EEEiREa:

« TracingConfig
o ¥MBRER: Zipkin

IRIRERE: BR=ITE (1bF) BRSEAE 857 H£119]|


https://cloud.tencent.com/document/api/1261/63843#ExtensiveCluster
https://cloud.tencent.com/document/api/1261/63843#ExtensiveClusters
https://cloud.tencent.com/document/api/1261/63843#Tag
https://cloud.tencent.com/document/api/1261/63843#Cluster
https://cloud.tencent.com/document/api/1261/63843#LoadBalancer
https://cloud.tencent.com/document/api/1261/63843#WorkloadConfig
https://cloud.tencent.com/document/api/1261/63843#CustomPromConfig
https://cloud.tencent.com/document/api/1261/63843#AccessLogConfig
https://cloud.tencent.com/document/api/1261/63843#PrometheusConfig
https://cloud.tencent.com/document/api/1261/63843#TracingZipkin
https://cloud.tencent.com/document/api/1261/63843#TracingConfig

O BHS

B 7X&H

#AHIE: 2022-05-11 06:15:29
FREHESTIUTRE:

HE BRI,

IR

* PrometheusStatus
o FBMS: Type

86 X&%

£AEAIE: 2022-03-22 08:15:02
RREHLATUATHE:
BEEAHHIH.

IR

+ InjectConfig

o ¥ERk5: HoldProxyUntilApplicationEnds

« MeshConfig

o ¥mZpk&R: Tracing, SidecarResources

B 5X&®

A#mAdiE: 2022-02-25 08:14:28
FREHEATIUTHE:
MBS

SR

« APM

(EeaEiRLE:

« TracingConfig
o ¥iZpE5: Enable, APM

8B4 X5

£7fIE: 2022-02-16 08:11:56
FREHAETUTRE:
BEEHHIH.

IR

« AccesslLogConfig
o ¥mZpk&R: Encoding, Format

B3 XE®

AmAdiE: 2022-01-24 08:14:58

IRIRERE: BR=ITE (1bF) BRSEAE

BRSSPIt

58 H119|


https://cloud.tencent.com/document/api/1261/63843#PrometheusStatus
https://cloud.tencent.com/document/api/1261/63843#InjectConfig
https://cloud.tencent.com/document/api/1261/63843#MeshConfig
https://cloud.tencent.com/document/api/1261/63843#APM
https://cloud.tencent.com/document/api/1261/63843#TracingConfig
https://cloud.tencent.com/document/api/1261/63843#AccessLogConfig

O BAT

FXEBEETIUTAR:
ECHIINE,
(B EiReE

+ MeshStatus
o FiBMS: TPS

B2 X%&®

ZmAdiE: 2021-11-18 08:12:32
RREHLATUTHE:
BEEHHIH.

SR

« InjectConfig

(EDEst TR

« IstioConfig

o FZMR: DisablePolicyChecks

» MeshConfig
o FMERER: Inject

B1R&®

AZmAdiE: 2021-11-10 15:03:56
KXEHBEETIUTAR:
MEEHIE,

higiEO:

« DescribeMesh
 DescribeMeshList

IS ERSE:

« AccessLogConfig
« ActiveOperation

« AutolnjectionNamespaceState

- CLS

e Cluster

+ ClusterConfig

» ClusterStatus

« DeployConfig

« EgressGateway
« Filter

» Grafanalnfo

« HorizontalPodAutoscalerSpec

 IngressGateway
« IngressGatewayStatus
« IstioConfig

IRIFRE: BR=ItE (It ) BRSEATF

BRSSPIt
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https://cloud.tencent.com/document/api/1261/63843#MeshStatus
https://cloud.tencent.com/document/api/1261/63843#InjectConfig
https://cloud.tencent.com/document/api/1261/63843#IstioConfig
https://cloud.tencent.com/document/api/1261/63843#MeshConfig
https://cloud.tencent.com/document/api/1261/63842
https://cloud.tencent.com/document/api/1261/63841
https://cloud.tencent.com/document/api/1261/63843#AccessLogConfig
https://cloud.tencent.com/document/api/1261/63843#ActiveOperation
https://cloud.tencent.com/document/api/1261/63843#AutoInjectionNamespaceState
https://cloud.tencent.com/document/api/1261/63843#CLS
https://cloud.tencent.com/document/api/1261/63843#Cluster
https://cloud.tencent.com/document/api/1261/63843#ClusterConfig
https://cloud.tencent.com/document/api/1261/63843#ClusterStatus
https://cloud.tencent.com/document/api/1261/63843#DeployConfig
https://cloud.tencent.com/document/api/1261/63843#EgressGateway
https://cloud.tencent.com/document/api/1261/63843#Filter
https://cloud.tencent.com/document/api/1261/63843#GrafanaInfo
https://cloud.tencent.com/document/api/1261/63843#HorizontalPodAutoscalerSpec
https://cloud.tencent.com/document/api/1261/63843#IngressGateway
https://cloud.tencent.com/document/api/1261/63843#IngressGatewayStatus
https://cloud.tencent.com/document/api/1261/63843#IstioConfig

@ E%\.L:HE IRSS RIS

« |IstiodConfig

« LoadBalancer

+ LoadBalancerStatus

» Mesh

« MeshConfig

« MeshStatus

» MetricSpec

» PodsMetricSource

« PrometheusConfig

« PrometheusStatus

* Resource

» ResourceMetricSource
* ResourceRequirements
» Selectedltems

« SelectedRange

» Service

« TracingConfig

« WorkloadConfig

IRIFRE: BR=ItE (Ib5R) BRSEAR 210 #1195,


https://cloud.tencent.com/document/api/1261/63843#IstiodConfig
https://cloud.tencent.com/document/api/1261/63843#LoadBalancer
https://cloud.tencent.com/document/api/1261/63843#LoadBalancerStatus
https://cloud.tencent.com/document/api/1261/63843#Mesh
https://cloud.tencent.com/document/api/1261/63843#MeshConfig
https://cloud.tencent.com/document/api/1261/63843#MeshStatus
https://cloud.tencent.com/document/api/1261/63843#MetricSpec
https://cloud.tencent.com/document/api/1261/63843#PodsMetricSource
https://cloud.tencent.com/document/api/1261/63843#PrometheusConfig
https://cloud.tencent.com/document/api/1261/63843#PrometheusStatus
https://cloud.tencent.com/document/api/1261/63843#Resource
https://cloud.tencent.com/document/api/1261/63843#ResourceMetricSource
https://cloud.tencent.com/document/api/1261/63843#ResourceRequirements
https://cloud.tencent.com/document/api/1261/63843#SelectedItems
https://cloud.tencent.com/document/api/1261/63843#SelectedRange
https://cloud.tencent.com/document/api/1261/63843#Service
https://cloud.tencent.com/document/api/1261/63843#TracingConfig
https://cloud.tencent.com/document/api/1261/63843#WorkloadConfig
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IEEFRASIE: 2025-04-25 01:56:01

BN =IRSEME(Tencent Cloud Mesh,TCM ) , EFIstio, ZRERSMESKEEMTE, TCMSBNZEMIZIERESR, BE—BESHHEER
£RSEN. RESENRIIFTWNSETE, tEEENAEFNEItRSFAREEES, SREUSBWNTERBTNS G URENE, SUEE
NEEAMEEHNZETIEIRSEENLE

IRIRERE: BR=ITE (1bF) BRSEAE £11#119:|



® H%\.EHE IRSSRAtE

API H#EES

EIEE#HAYE: 2024-08-02 02:07:48

FItEIEXERO

e {mE EOIEE SRR (R/ED)
DescribeMesh BEEIMEIFE 20
DescribeMeshList BiIMEIIE 20
CreateMesh SIS 20
ModifyMesh {E2 Mg 20
DeleteMesh TIPS RIS 20
LinkClusterList KEREERY 20
UnlinkCluster FRCEREERE 20
DescribeAccesslLogConfig $%E¥AccessLogfit& 20
LinkPrometheus XEBtPrometheus 20
ModifyAccessLogConfig EEr el = Ftif= 20
Modify TracingConfig {82 Tracing B2& 20
UnlinkPrometheus f&BRXBXPrometheus 20
A EE:

PAESHEYEOSIRIRFIET apT + AN + FWS , BXIRTESRPSE: AP| SIZRFIHA

IRIFRE: BR=ItE (It ) BRSEATF 12 #119]K


https://cloud.tencent.com/document/api/1261/63842
https://cloud.tencent.com/document/api/1261/63841
https://cloud.tencent.com/document/api/1261/81314
https://cloud.tencent.com/document/api/1261/81312
https://cloud.tencent.com/document/api/1261/81313
https://cloud.tencent.com/document/api/1261/81603
https://cloud.tencent.com/document/api/1261/81602
https://cloud.tencent.com/document/api/1261/83255
https://cloud.tencent.com/document/api/1261/82203
https://cloud.tencent.com/document/api/1261/83254
https://cloud.tencent.com/document/api/1261/82278
https://cloud.tencent.com/document/api/1261/82202
https://cloud.tencent.com/document/product/1278/109059
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AR
5 K5

RIEEFHATE: 2025-05-21 01:30:28

1. BRSsitht

AP| ZisshiEbsIEN , ArERFEEIZEANER tem.tencentcloudapi.com , th3zisigEbEEZAE, FIENr-HibiEaE&H tem.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRREME, SEEFERENENRRIBENIRSE . FIINEr NERER, SEREREIT MY
BR$328, WMEMIEE tcm.ap—guangzhou.tencentcloudapi.com £—&#Y,

R NRESURRNLS, BUEETRRE .

HR: HERE AP AR, HFPRRF-REEEROCRROIRSAN . ™ RSHSRIRRERRRG R/ ARSECUSPER, BOSTISHbEE
EROMEsASRPER.

BRISZisRE SR
Ethis =
IR (9, RFIESRK ) tcm.tencentcloudapi.com
LR (M) tcm.ap—guangzhou.tencentcloudapi.com
SRR (L) tcm.ap-shanghai.tencentcloudapi.com
SRR (BR) tcm.ap-nanjing.tencentcloudapi.com
bt (db:) tcm.ap-beijing.tencentcloudapi.com
FaRatiX ( A& ) tcm.ap-chengdu.tencentcloudapi.com
ARt (&K ) tcm.ap-chongging.tencentcloudapi.com
BEEHK (FEEE) tcm.ap-hongkong.tencentcloudapi.com
WAZr (#hNi) tcm.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) tcm.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) tcm.ap-bangkok.tencentcloudapi.com
WAFIL (BR) tcm.ap-seoul.tencentcloudapi.com
WAFIL (R&R) tcm.ap-tokyo.tencentcloudapi.com
ZEFRS (HHRLE) tcm.na—-ashburn.tencentcloudapi.com
EEES (E8) tcm.na-siliconvalley.tencentcloudapi.com
BAERX (EFT) tcm.sa—saopaulo.tencentcloudapi.com
ERifiitX (iZ=54E) tecm.eu-frankfurt.tencentcloudapi.com

HE: BFSRENFSMREREFEEN, BhaSRXESE (A#28 Region ARt ) , BEARESEFSMXIbRES, BiF
#1 Region RUMBEERIT—H .

IRIFRE: BR=ItE (It ) BRSEATF $£13 #119:)


https://cloud.tencent.com/document/product/304/2766

O WifiE

SRR SRS
HERiX (LigsR) tcm.ap-shanghai-fsi.tencentcloudapi.com
i (RYISR) tcm.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. @RGiE
T HTTP &RGx:

« POST (%)
« GET

POST iK% #59 Content-Type 2

« application/json (%) , ¥AFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTSZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%8) , YRIEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAZEES
i%Z v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIREG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 14 H119:



& WifiE

)\

AN =30

RIEE#HTE: 2024-11-15 02:03:44

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREABT2ESERNES T ERFTFRAMEMRER

EAERGE v3 ARS8

BEHE V3 (BRBEIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, TFEXNERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBFER—ME HTTP Header igRLEH, WNTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, iiFS#, ARIFKIFEREM M MELOEIE. ESSEOXES
Region String - BMASHEDXTAHSH Region B, EE: BEEEOFAEEMSRIZE2Y, BOMXERESXISE
HEA, EHREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&IE AP iERRIESE, 5140
1529223702, #ER&: MRSHESHREEZELSIW, SSIESSTMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BIRA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Hlan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERtEIRIBEE, BESZEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, ffian, %3 cvm.tencentcloudapi.com BEFREFREZE cvm. A=REUERA tcm;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLZIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF 215 #1195,


https://cloud.tencent.com/document/api/1261/63847
https://cloud.tencent.com/document/api/1261/63847
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS 516 #1193,




O BHE

EASEEGE v1 RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAA, FE: RUEOFRABEERIZESY, EBOXXEhESMILSERE, RS
BiZeHthFaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGIRLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
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https://cloud.tencent.com/document/api/1261/63848
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O BAT

Huisgs=

KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

titag

#ipX (4b5)
FaraithX ( BER )
ARt (EK)
gt (M)

BRAK (PEEFE)

AR (M)
HRX (FAR)
TAFIL (BR)
fRK (Li§)
X (FRYIER)
AR (FHE )
TAFIL (F=)
Bt (iE=5%1E)
EEFAR (FFRIL)

EERELS (ES)

IRIFRE: BR=ItE (It ) BRSEATF
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ap-singapore
ap-tokyo
eu—frankfurt
na-ashburn

na-siliconvalley

BRSSPIt

518 #1193,



O BHE

=8hiEv3
R EFATE: 2024-12-25 02:01:03

MTXERET E&85% v3 NESTE, ENESEEACHABRRAMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Ml Si=@<iTIR (TCCLI) SAREIR, NAWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERHAFBHUARZEN . FSFEEHE = AP| =1 RERENZEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEMZ=FATR, HRE—ERHA, HEERZE|RGEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
- Secretld: BF#5iR APl ARERS, JLAERELHARPE,

+ SecretKey: BFIIE AP BRENSE, TLAERSELHERD,

- APAATERERSRE, BRLR, EURERMTRE. NCHR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

ERWRAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE

IRIRERE: BR=ITE (1bF) BRSEAE 19 #H119%,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
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https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BHE

TEUZRSHES HNXEFAFIRIEAGTF, SEBENMEERNITETRE. RiNEFZZOREN:

1. ZIRSHFIACTHIE, &EORER;
2. ZEARRIEN, FENENERRIRE;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

FErfIR, FeaAtsyEEFRONSY, RMIEEEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFTER, F2RY
EAMBIFRISHANE, 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIFEERIEMSE, $I20 Language 7l Token A5
(7 HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TID* % %k ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko ok ok ok ok kb ok ] Kok ok ko kR ok ok k kR kR ok kk ok ok ok kR k ok kx R

FIEEEM MR ZARSHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Autho C3 AC 6 CrecEemicila l=AIKIIID) &5 w7 s &5 w8 v %o iy iy iy 28 275w o

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": 1, "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFABRREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWH R
HTTPRequestMethod HTTP i&R%Ai% (GET. POST ) . UhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 5k URL FIIEIAZFMH, WF POST ik, BEAZFEFER"", WF GET i5%k, Wi URL
@S (?) GENFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E22£% RFC3986 i#1T7 URLEncode %3 ({54 ZHREEEAER
8) , F5%E UTF-8, HEERREIESIREEHRITRI.

CanonicalQueryString

CanonicalHeaders 58 ZRLEMER, ELES host #l content-type B LEE, AINMARMLHSSEZLUREESIER
AIEE—MEREY, WRGIERIMEI T EOBLER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHHE;

IRIFRE: BR=ItE (It ) BRSEATF 5820 #1193,


https://tools.ietf.org/html/rfc3986

O BHE

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHEREEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm ZREE, BRIBEN TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B8, SR, R

RequestTimestamp BIERMES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAN, REREMAHSHE X-TC-Timestamp #EHAY

IRIFRE: BR=ItE (It ) BRSEATF 21 #1119,



O BHE

FEREMN R

UTC iR EIRM—3; service AFRE, YRS RARANFRIZE—H. IWRETEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp A2 SRR ZNE, BRHERAMEDNITERDIREN, NMERESESASHNLERK . NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHERE
1) HEIREESEA, ARBNT:

SecretKey = Mixhkkhkhkdkhkdkhk kA Ak Ak kA kA hFrAx A dhxAxAAxN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERHSIRETHEIERNREE, thalsiR M TERFMH7H IR ANREIE, Lt ERRRTHEIEN .

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:

IRIFRE: BR=ItE (It ) BRSEATF 22 #1191,



& WifiE

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. $#1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREWR R
Algorithm BEHi%, EEN TC3-HMAC-SHA256,
Secretld g‘sng’qzag secretld, EI] AK T D * % ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK Kk

CredentialScope RBE, EIEBE. WRFITEERR 2019-02-25/cvn/tc3_requesto

SignedHeaders REX, 25FZ09LEMEE . IRHFIBYERN content-type; host; x-tc-actione
Signature BEE, WRHIHTEERE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkxhkxkkhkxkkxksx*x/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****Kkkkkkkkxkkkkkkkxkkxkkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6c4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

ERRIZEH HTTP k8 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER, JlEd

IRIFRE: BR=ItE (It ) BRSEATF $£23 #1119,



O BAT

| STEDSTRRBRAZE, MEMESHAILHE.

Foi=fBn

BRSSPIt

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRRAXEF-RIZMUMABEMFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP

« Go

e NodeJdS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMKEIMNMIFREEEBER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

c javax.crypto.spec.SecretKeySpec;

't javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1 e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA 6");
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

cvm.tencentcloudapi.com";

ngzhou";

"2017-03-12";
"TC3-HMAC-SHAZ

"1551113065

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" 4+ action.toLowerCase() + "\n";

type;host; x n";
"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—name\"}]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" 4+ "tc3_request";
= sha256Hex (canonicalRequest) ;
"\n

= algorithm + " + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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= algorithm + " " + “redential=" + SECRET_ID + "/" + credentialScope + ", "

n

+ "SignedHeaders=" + signedHeaders + gnature=" + signature;
g 4

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
IS g

O
sb.append ("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" ) .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%:
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"Filters": Values": [11"5'5':1‘}5 "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j ng

payload = json.dumps (params)

canonical_headers = C( :%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

tial + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

"curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

(RN

' + str(timestamp) +

+ version + '"'

' (RN}

"X-TC-Region: + region +

" + payload + "'")

"crypto/hmac"

"crypto/sha256"

"strings"

"time"

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_SECRET_
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service : cvm"

version

action : Des Instances"

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": u67 1, e": i t >—name" }]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https:
—H "Authorization: %s"\
application/json; charset=utf
"X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
o\

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";

"2017-03-12";
DescribelInstances

ap—guangzhou";

"POST";

= implode ("\n", [
:application/json; charset=utf-8",
’

ction:".strtolower ( )

n

implode (";", [

417d\u540d"], "Name": instance—-name"}]}

’

.PHP_EOL;

gmdate ("Y-m-d", ) g

NQEADE AN
SHAZO0
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac
.PHP_EOL;
https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version =

algorithm

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = '

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} € eaders=#{signed_header
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ignature=#{signature}"

authorization

puts 'curl -X POST ' + endpoint \
+ ' —-H "Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8""' \
' 4+ host + '"' \
' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
!

"X =V sion: + version + '""' \

"X-TC-Region: '

+ region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

Dictionary<String, String>

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, O 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
wn .
;

canonicalQueryString =

contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n

"\n"

~:" + endpoint +
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

"

+ canonicalUri + "\n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
signature = BitConverter.ToString(signatureBytes) .Replace ("-", "").ToLower () ;

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");
headers.Add ("X-TC-Time mp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";
region = "ap-guangzhou";
action "Describelnstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);
string requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"instance-name\"}]}";

14

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (me
~onst hmac = crypto. ('sha256', secret)

urn hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"
canonicalQueryString =
canonicalHeaders = 'c - -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

t

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, sizeof (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash[i];

string const string &input)

st char* const lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.push_back (lut[c & 15]);

‘n output;

string SECRET_ID = getenv ("TE

string SECRET_KEY = getenv ("TENCENTCLOU

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host +

" + authorization + "\"\n"

-H \"Authorization:
Type: application/json; charset=ut
n + hOSt + H‘\ II\T- AL

Action: + action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<stdint.h>
ssl/sha.h>

sl/hmac.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-%m-%d",

&sttime) ;

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

lut = "0123456789a

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action

char* version = "2017

1t64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";

char* canonical_uri = "/";

char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);

~cat (canonical_headers, "\n");

char* signed_headers = "content-type;host;x-tc-action";

onst char* payload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance—-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};

sprintf (canonical_request, "%$s\n%s\n%$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

$s\n", canonical_request);

char* algorithm = "T
char request_timestamp[16]
sprintf (request_timestamp,
~har credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strle >3_reques k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]

/o

sprintf (authorization, %$s Credential=%s/%s !

nedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd, "ct
\"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s
"X-TC-Timestamp:
\"X-TC-Version: %s\

"X-TC— on: %$s\"

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Hfttigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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Secretld %458 1D AR % % % koo % % ook % ook % o
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BHE

SHER fh3z s4E

Region SEIFFTEX IS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version EZORSS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIARZERMEMSE, flil Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FREFEER, BHFR2IREE. APULMEEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERZIHESHARN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIH

WL BERIERFFSR,

BB E—SHIFIFRERSEIRERE “SHSM=28E" BHl, 3 Action 28, HESHE#A "Action" , 8%{E# "Describelnstances"
, ELtENETES Action=Describelnstances .

AR “S¥E" HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESERXFIEH

U ERE R B F R
BERENFHFEHRUTNASEEMK:

1. i5K75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREER | o

IRIFRE: BR=ItE (It ) BRSEATF £47 H119:



O BHE

4. {ERFHE: B E—SERMERERF S

BRESCRIIHHENMNA: BRFGE + BEREN HEREE « 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xkkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U BRERE RS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHEBRNFHRHITES, RARBEMNEZH(ER Base64 #1745, BIARESRENESSH.

BRI, LA PHP iB57961:

$secretKey = T RR KK KKK KK KKK KKK KKK KK KKK KKK KKK KN

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. R RmIG
EMNESEHTRERENERSY, BEVHT URL RS,

N E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [ Content-Type # application/x—www-form-urlencoded, NI&XiERIIFR
AERSYHEDREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HiBAITESLL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYEHT urlencode, EXHIEAT, RMABENEZHHTT URL HET, FWAAXR URL KRSSHE
BEM.

R Rft2¥EthBEHRTRSG, WERMA RFC 3986, M %XY MWFHFHIMRFHITESLREN, Hbh X7 1 “Y” B+ ##seE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANERT, SRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986

O BHE

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BR2ER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChiER API 3.0 BY, #EFEREENEIA= SDK 3.0 , SDK #RTESHIERE, FRRIAXE-RIZHHEMFEONT, FMERSR% SDK H
0o HEISZHFHIRIEES A

« Python
- Java

« PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMNMIIFREEEZIER:

 Signature Demo

ATEERNERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEESEE, HFESERM, LRFRBEREMERA SDK

?ﬁi’%iﬁﬂjﬂ'\] url E_]"ﬁg,ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko k kA x ok kk ki xkxxkxxgSignature=7RAM2XxENMOIEIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNFZAREEN, HEStEFR2RALRAE, ENRISLE url FEREEFITHEER curl EHSRARRSRESMGER: 881
H, ATEF—ANEAUEERE url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEAEIER Timestamp o

FE: ATEREP, FRFZES, EER—ESEXNTERIN url TREHEMTRE, RRASHNIRFERRE, BXHFZNERLE. JSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMIESRRE, SN RAIERAEE,

Java

t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

= "UTF-8";

String (String s, String key, String method) nrows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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O BAT

Python

EE: WERE Python 2 RIEHIETT, BEXRIE requests KEiiE8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b64d4encode (hmac_str)

if _ _name__ ==
endpoint =
data = {

'

DescribelInstances

'Action'

VT c 0) . 1 = —(0) @

09dx9

Region' : 'ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"

= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])
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pto/hmac"
"crypto/shal"
"encoding/base64"
"Emt "

nog"

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
params :=

"Nonce":

amp": strconv.Itoa (146
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017

"Action": "DescribelInstances",
"Instance g ins-09dx96dg",
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN “"RET_KEY") ;

"2017-03-12
ribeInstancs

= "ins-09dx9

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("¢

.PHP_EOL;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
method = 'GET'
endpoint =

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na
sign += params.join('&")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvim.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
"

version = "201

double RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.

param.

IRIFRE: BRzITE (165 ) BRSEAS 5555 #1193




param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params [ 'Signature'] encodeURIComponent (params['Signature'l]);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap|['HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID

IRIFRE: BRzITE (165 ) BRSEAS 5556 #1195




= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"Describelnsta

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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O BHE

3 =
IR[OIE5ER
IEE#HATE: 2024-03-12 01:50:14

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSESE, RE APILET, WHESERE,

+ Requestld BF—1 APl iERIIE—IRR, MR API BIRE, AILBR BiI=S0RE s 1232 T8, FHEHEZ ID REREE,

o BRTEENFESN, ERNUAEMEOENNFE, FRNEOMEENFES MIEOXEPHEN . 1FlFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEARLUI 2 EREIR .

+ Code FRREFHIBANEIRE, LiERHERATLSRIRZERIGEAILERBMLIIRONMAYERIESIREAE SR N RRMERE R
+ Message BRHTXMERERENERFERE, MEUSEKEFFEMME, WXAATRSESERISTENER, APFNKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRIR, R APl HIRRE, AILAKER BNZER 8 23215, FigHix ID REREE.

AHEHIRD
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

& WifiE

IREIERPUNRFE Error FE, WRTIEAA APl #0%XW. Error 9 Code FERETHIRID, FABSSEIRIsEHIMAYEIRIG A ALEIRD, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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& WifiE

S Fg A HY
SR
RIEEFRATE: 2022-08-10 06:49:12

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: =& &,

o Integer: ¥R, FRATHSO64UEL . SDK 3.0 FEAFEIESTIFHEBEMER, BLIFMERREESHRAEBREEN, i colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, BHEAE. fla0: 2022-01-01,

+ Timestamp: F#&, HEEl. Fign: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMLLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE
EXERFNE, WRERR (GB/T 7408-20058E iz ikiglE R HEIfINEFRTE) . BNCAFERREESIIREEHTISIUEN
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, BSELUSEMGERIMGEN .
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BHE

ZHELEES N
EIMEFR

RIEEFATE: 2025-04-25 01:56:00

1. EOR

EOEKRER: tem.tencentcloudapi.com .
EimMtgiEE

ERMEOERITRIRF: 200%/% .

#E#=(EH API Explorer

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK
ARG,

2. A%

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

SHEM Wi ESid] iR

Action 2 String AHSY, KEOBE: DescribeMesh,

Version =2 String ~HSH, AMEOE: 2021-04-13,

Region 2 String AHSH, FERFERIFH tiFsR,
EIEEEEY

Meshld = String REIAIRE Id

RBUE: mesh—XXXXXXXX

3. meMm
SR ESidl iR
Mesh Mesh Meshi¥fiE2

E—iEK ID, HRSiKER, SXERBRE (EHERERMREREKIARSE, WZXERTRIXE

R tid Stri
eques N9 Requestld) . EABHEBIREZRIERE Requestld.

4. %61
7761 DescribeMesh

BATH

POST / HTTP/1.1

Host: tcm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeMesh
<RILERSE>
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https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1261/63843#Mesh
https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=DescribeMesh

{

"MeshId": "mesh-3511lvuec"

"Response": {

"Mesh": {

"ClusterList":

{

"ClusterId":

"Config": {
"AutoInjectionNamespaceList": [],
"AutoInjectionNamespaceStateList": [],
"DeployConfig": {
"NodeSelectType": "",
"Nodes": []

by

"EgressGatewayList": [],
"IngressGatewayList": [],
"Istiod": null

by

"DisplayName": "cluster-1",
"HostedNamespaces": [],
"LinkedTime": "20

"Region": "ap-shanghai',
"Role":

"State":

"Status": {

"LinkErrorDetail": "",
"LinkState": "LINKED"

Hy

"SubnetId": "subnet-clnuvmu7",
"VpcId": "vpc-5xly650k",

"Type": "TKE"

i
"Config": {

"AccessLog": {

"Address": "http://10.10.10.10",
"CLS": {

"Enable": true

"NeedDelete": false,

"LogSet": "mesh-351lvuec",
"Region": "ap-shanghai',

"

mesh-3511vuec—acc

"Topic":

te
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"Enable": true

"EnableServer":

"EnableStdout":

"Encoding": "JSON",

"Format": "{\n\t\"authority\": \"S$REQ (:AUTHORITY) %\",

\"%$BYT SENT%\", \n\t\"downstream_ local_a ADDR

TREAM_REMOTE_ADDRESS%\", \n\t\"duration\": \"$DURATION%\",\n\t\"istio_
\MIC_METADATA (istio.mixer:status)%\", \n\t\"method\": \"$REQ (:METHC( S\",\n\t\"path\": \"%REQ
2o1\": \"%PROTOCOL%\",\n\t\"request_id\": \"$REQ (X-REQUEST-ID) %
_name\": \"$REQUESTED_SERVE AME%\", \n\t\"r nse_code\": \"$RESPON¢ ODE%\", \n
\t\"response_flags\": \"$RESPONSE_F 5\", \n\t\"route_name\": \"$ROUTE_NAME%\", \n\t\"start_time\": \"¢ R
T_TIME%\",\n\t\"upstream_cluster\": \"$UPSTREAM_CLUSTER%\",\n\t\"upstream_host\": \"$UPSTREAM_ HOST%\", \n\t
\"upstream_local_add s\": \"$UPSTREAM I _ADDRESS%\", \n\t\"u o ~vice_time : \"SRESP (X-ENVOY-UPS
TREAM-SERVICE-TIME) $\", \n\t\"u tream_transport_failure_reason\": \"$UPSTREAM_ TRANSPORT_FAILURE_REASON%
\",\n\t\"user_agent\": \"$REQ (USER SENT) $\", \n\t\"x_for ed_f \": \"SREQ (X ) 1} 0
"SelectedRange": {
"All": true
b

"Template":

"istio"

o

"Inject": {
"ExcludeIPRanges": [],
"HoldApplicationUntilProxyStarts":
"HoldProxyUntilApplicationEnds":
b

"Istio": {
"DisableHTTPRetry": false
"DisablePolicyChecks":
"EnablePilotHTTP": false,
"OutboundTrafficPolicy": "ALI
"SmartDNS": {
"IstioMetaDNSAutoAllocate":
"IstioMetaDNSCapture": true
b

"Tracing": {

"Sampling": O

}

b

"Prometheus":

"InstanceId":

"Region": "ap

"VpcId": "wv

"SubnetId":

"CustomProm":

b

"SidecarResources": {
"Limits": [

{

"Name" :

"Quantity": "2"
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{

"Name": "memory",
OsEE kel g Halesll
}

I

"Requests": [

{

n "

"Name": "cpu",
"Quantity": "100m"

}

{

"Name": "memory",
"Quantity": "128Mi"

t

]

H

"Tracing": {

"APM": {

"Region": "ap-shanghai',
"InstanceId": "apm-K1X5JAaaq",
"Enable": false

i

"Enable": fals:

t

by

"CreatedTime": "2025-01-02T10:50:
"DisplayName": "mesh-for-test",
"MeshId": "mesh-3511lvuec",
"Region": "ap-shanghai',
"State": " NING",
"Status": {
"ActiveOperationList": null,
"CanaryVersion": "",
"Prometheus": null,
"ServiceCount": 43,
"StateMessage": "",

"TPS": {

"DisplayName": "mesh-3511v
"Grafana": {
"Enabled": false,
"InternalURL": "",
"PublicFailedMessage":

nn
’

"PublicFailedReason": "",

"PublicURL": ""

by

"InstanceId": "prc

"PrometheusId": "mesh-3! vuec-prom-63adi2yj",
"Region": "ap-shanghai",

"State": "RUNNING",
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O BHE

"Type": "tmp",

"VpcId": "vpc-5xly

t

o

"TagList": [1],

"Type": "HOSTED",
"UpdatedTime": "2025-01-02T20:°¢
"Version": "1.16.5"

by

"RequestId": "ffc3123e-07sz

}
1
I

5. FRERR

BR= APl &

iz APl SE& 24&& AP X#4. $8iRF3. APl Explorer ) SDK $#ZFRNA—ERNFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
5o

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SIREXIXA APIRBER, FEMENZIESRAI API X838, tBaJriiE API Explorer #T7ELiRE
ifo

SDK

= API 3.0 Rt TEEERIFRTEE (SDK) , XISSHRIZES, FEEHEIEAMA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PATRFIH 7Ok SSiZEAXAEIRMD, HibERGIER AHERE,
iRt it
FailedOperation BRIEEM
InternalError PIEREEIR o
InvalidParameter SR,
InvalidParameterValue SHEVEER,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& WifiE

D] iR
ResourceNotFound BREFEFE.
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O BAT
Hif kg5

RIEEFATE: 2025-04-25 01:56:00

1. &Oid

EOBKER: tcm.tencentcloudapi.com
EOMIgTIZE
ERANEOIERITRIRF]: 200R/% -

#EF(ER API Explorer

BRSSPIt

<> i

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. NBH

MTERSHIIRFIL T IROBRSUMBI ALY, =&

SHEW Wik ESidl 3%
Action = String 22, FEOBYE: DescribeMeshList,
Version = String AHSH, FEOBRE: 2021-04-13,
Region = String AHSH, ERFFRXIGH IR,
Filters.N ) Array of Filter s
. 3 TRBRE
aa
Limit B Integer SEIE: 10
I RIRS
=
Offset B Integer =EIE: 0
3. meN
sHEm ESid) 3%
. Array of BiFFIMIBER
MeshList
eSSt Mesh s WPERAIAEE null, TRIFEEKIE.
25
Total Integer =@iE: 10

W—iEK ID, HRSIRER, SRERTBSRE (HEREEMFEEKERERSR, WZRERFIRE

Requestld  String

4. W
761 DescribeMeshList

BT

IRIFRE: BR=ItE (It ) BRSEATF

Requestld ) . ETBRAITEEIREIZRIEKRE Requestid.

5867 H119%,


https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1261/63843#Filter
https://cloud.tencent.com/document/api/1261/63843#Mesh
https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=DescribeMeshList

POST / HTTP/1.1

Host: tcm.tencentcloudapi.com

Content-Type: application/Jjson
X-TC-Action: DescribeMeshList

<RIFRSE>

{
"Limit": 10,

"Offset": 0

"Response": {

"RequestId": "eac6b301 Ja=
"MeshList": [

{

"ClusterList":

{

"ClusterId": 'c

"Config": {
"AutoInjectionNamespaceList": [],
"AutoInjectionNamespaceStateList": [],
"DeployConfig": {
"NodeSelectType": "",

"Nodes": []

by

"EgressGatewayList": [],
"IngressGatewayList": [],
"Istiod": nu

Hy

"DisplayName": "cluster-1",
"HostedNamespaces": [],
"LinkedTime": "2025-01-02T20:18:13+08:00",
"Region": "ap-shanghai',

"Role": "REMOTE",

"State": "RUNNING",

"Status": {

"LinkErrorDetail": "",
"LinkState": "LINKED"

y

"SubnetId": "subnet-clnuvmu7",
"VpcId": "vpc-5xly650k",

"Type": "TKE"

}

I

"Config": {

"AccessLog": {
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"Address": "http://10.10.10.10",
"CLS": {
"Enable": t
ey
"LogSet": "r 1-3511vuec
"Region": "ap-shanghai',
"Topic": "mes 3511vuec
b
"Enable": true,
"EnableServer":
"EnableStdout":
"Encoding": "JSON",
"Format": "{\n\t\"authority\": $REQ (:AUTHORITY) $\",\n\t\"bytes_received\": \"$BYTES_RECEIVED%\",\n\t\"byt
\"$BYTES_SENT%\", \n\t\"downstream_local_a ss\": \"%DOW I ADDRESS%\", \n\t\"d
ess\": \"$DOWNSTREAM_REMOTE_ADDRESS%\", \n\t\"duration\": %DU NS\ ", \n\t\"istic
IIC_METADATA (istio.mixer:status)%\", \n\t\"method\": \"$REQ (:METHOD) %\", \n\t\"path\": \"S$REQ
,\n\t\"pro ~ol\": \"%PROTOC S\",\n\t\"request_1id\": \"SREQ (X-REQUEST-ID) %
\"$REQUESTED_SERVER_NAME%\", \n\t\"re nse_code\": \"$RESPONS CODE%\", \n
f’;\\ﬂ, "\ n

\n\t\"route_name\": \"$ROUTE_NAME%\", \n\t\"start_

\"$UPSTREAM_CLUSTER%\", \n\t\"upstream_host\": \"$UPSTREAM_HOST%\", \n\t
_local_add ss\": \"SUPSTREAM_LOC \DDRE ¢ \", \n\t\"ug re service_time\": \"$RESP (X-EN

EAM-SERVICE-TIME) %$\", \n\t\"u ream_transport_failure_re n\": \"$UPSTREAM_TRANSPORT_FAILURE_REASON%
,\n\t\"user_agent\": \"$REQ (USER-AGENT) %\",\n\t\"x_forwar d_for\": \"3REQ (X-FORWARDED-FOR) $\"\n}\n"

"SelectedRange": {

"All": true

by

"Template":

by

"Inject": {

"ExcludeIPRanges": [],

"HoldApplicationUntilProxyStarts": fal

"HoldProxyUntilApplicationEnds":

o

"Istio": {

"DisableHTTPRetry": fa

"DisablePolicyChecks":

"EnablePilotHTTP": fa

"OutboundTrafficPolicy":

"SmartDNS": {

"IstioMetaDNSAutoAllocate":

"IstioMetaDNSCapture": tr

by

"Tracing":

"Sampling": O

}

by

"Prometheus":

"InstanceId": rom-63adl2yij",

"Region": "ap-shanghai',

"VpcId": "vpc-5xly650k",
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"SubnetId": "subnet-clnuvmu7",
"CustomProm": null

by

"SidecarResources": {
"Limits": [

{

"Name": "cpu",

"Quantity": "2"

by

{

"Name": "mem

"Quantity": "1Gi"

t

I

"Requests": [

{

"Name": "cpu",

"Quantity": "100m"

by

{

"Name": "memory",
"Quantity": "128Mi"

}

]

by

"Tracing": {

"APM": {

"Region": "ap-shanghai',
"InstanceId": "ap

"Enable": false

by

"Enable": false

t

by

"CreatedTime": "2025-01
"DisplayName": "mesh-for-test",
"MeshId": "m
"Region": "ap-shanghai',
"State": "RUNNING",
"Status": {
"ActiveOperationList": null,
"CanaryVersion": "",

"Prometheus": null,

"ServiceCount": 43,

"StateMessage":

"TPS": {

"DisplayName": "mesh-351lvuec-prom-63adl2yj",
"Grafana": {

"Enabled": false,

"InternalURL": "",
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"PublicFailedMessage": "",
"PublicFailedReason": "",
"PublicURL": ""

to

"InstanceId": "

prom-6
"PrometheusId":
"Region": "a

"State": "RUNNING",
"Type": "tmp",
"VpcId": "vpc

}

b

"TagList": [],

"Type": "HOSTED",

"UpdatedTime": "202°¢

"Version": "1.16.5

"Total": 1

5. FREHEIR

BR= APl &

Bz API SE& R&58 APl X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR
E=D)

API Inspector

FPIEE API Inspector EEIEHGE—TIRIEXEN AP ERER, HEhERZIE

ifo

SDK

= API 3.0 RItTERERNFRIESE (SDK) , XISSHRIZES, REEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiR

KRS T2 AW SSZIRAXAYEIRIS, EERIER AHLEiR0

IRIFRE: BR=ItE (It ) BRSEATF

o

BRSSPIt

IRASHS API 4488, tBETRIfE AP Explorer #{T1ELE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameter
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® H%\.EHE IRSSRAtE

el FE T

RIEEFATE: 2025-04-25 01:56:01

1. IO

EOBKER: tcm.tencentcloudapi.com
CUEERIHE

ERAZECLERITZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. MASH
UTERSHIIRMNFIE T EOBRSYNBL ARSY, REAHSHIIRRT AHIERSH,
SHER Witk ESic] i
Action = String A, FEOBYE: CreateMesh,
Version = String ~HSE, FMEORE: 2021-04-13,
Region = String AHSY, FRFERZISN 5%
DisplayName = String z_lltgusfg:gfsirvice—mgr
MeshVersion = String I,_\J_/:;;gk&fs 1
Mesh#E, BEER:
Type 2 String - HOSTED: iE&mt&
aBlE: HOSTED
Config = MeshConfig MeshBt&
ClusterList.N 5 Array of Cluster KEXEEEE
TagList.N B Array of Tag mEEFIR
3. ey
SHER £ faiR
tIEAIMesh#dld

Meshld String TBIE: mesh—x0oooox

E—iEK ID, HIRSiKER, SXERBRE (EHERERMREREKIARSE, WZXERTRIXE

R tid Stri
eques N9 Requestld) . EABHEBIREZRIERE Requestld.

4, =H
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https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1261/63843#MeshConfig
https://cloud.tencent.com/document/api/1261/63843#Cluster
https://cloud.tencent.com/document/api/1261/63843#Tag
https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=CreateMesh

O BAT

7H1 CreateMesh

BT

POST / HTTP/1.1
Host: tcm.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: CreateMesh
<AHIERSH>

{

"DisplayName": "service-mgr",
"MeshVersion": "1.8.1",
"Type": "HOSTED",

"Config": {

"Istio": {
"OutboundTrafficPolicy": "ALLOW_ANY",
"Tracing": {

"Sampling": 1

}

}

i

"ClusterList": [

{

"ClusterId": "{{clusterId}}",
"Region": "sh",

"Role": "MASTER",

"VpcId": "{{vpcId}}",
"SubnetId": "{{subnetId}}",
"Config": {
"AutoInjectionNamespaceList": [

"default"

L b

{

"Response": {

"RequestId": "eac6b301-a322-49
"MeshId": "mesh-xxxxxxxx"

t
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BR= APl &

Bl API E& 2458 API 3. (HiRi3. APl Explorer & SDK $XFHA—EATE, HEENE—AOEGRERBAZIZHEEIRE API IR
E=)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ARER, HEEMSIESIRA API X538, tEaIEiiE API Explorer #{3HEL&R
ifo

SDK

= API 3.0 Rt TREMNFLIRE (SDK) , XIFSHRIZIES, EESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
+ Tencent Cloud CLI 3.0

6. FHiR6g

KITFNFIH THEOWSZEEXNEIRID, HbEiREBIFED AHEIR0E,
§ERA ik
FailedOperation MR
FailedOperation.RBACForbidden Cluster RBACHXIRFE o
InternalError PIEBERIR -
InvalidParameter SHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECERIR S -
ResourceNotFound BREAFE.
UnsupportedOperation BERs.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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BRARCIERITZIRG]: 200R/7

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. I NSH

MTERSHIIRFIE T ROBRSYMBAALSY, RBAHLSHIIRN QHLERSH,

SHEW Wik Bt 3%

Action = String ~HSL, FMEORE: ModifyMesh,

Version = String ~HSE, AMEONE: 2021-04-13,

Region = String ~HSE, FRFERIFH IR,
o . EEEMRIRIEId

Meshid = String THUE: mesh—xxxxxxxx

. . (BRI RIE 2R

=

DisplayName a String =@E: name

Config B MeshConfig (EBHIMISECE

ClusterList.N S Array of Cluster Bl e i

3. ilis®

SHEM ESid) flR

W—iER ID, HRSBIRER, SRERBSEE (SEREEMEEKRERERSR, WZRERFIRE

Requestid  String o uestid) » EiimEHESIRHZRER Requestid.

4, 54
7#1 ModifyMesh

BATH

POST / HTTP/1.1

Host: tcm.tencentcloudapi.com

Content-Type: application/Jjson
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O BHE

X-TC-Action: ModifyMesh
<RHIERSE>

{
"MeshId": "{{meshId}}",

"DisplayName": "newName"

"Response":
"RequestId":
}

t

5. FREGR

A= APl &

Bz API SE& 248 API X4, %63, APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FRFEIEE AP| Inspector BEEIEHES—SIRMEXBE AP ARER, FEMERSIESIRAR AP X5, BaEiiE API Explorer #{TEZR
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , MSSHRIZIES, LELENRERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

#HSITIR
» Tencent Cloud CLI 3.0

6. FEiREY

KNG THEOWSZEEXAEIRID, HSRBIFED AHLEIR0E,
e S
FailedOperation BRMERM.
FailedOperation.RBACForbidden Cluster RBACHBRFR o

IRIFRE: BR=ItE (It ) BRSEATF 77 #1119,
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
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InternalError
InvalidParameter
InvalidParameterValue

ResourceNotFound

IRIRERE: BR=ITE (1bF) BRSEAE
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PIEBEEIR -
SHEIR,
SHEERIR.

BRFFHE.

BRSSPIt
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A E e 25

RIEEFATE: 2025-04-25 01:56:01

1. IO

EOBKER: tcm.tencentcloudapi.com
TR P4

ERAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. IANEH
UTFiERSHIIRMGIE TIEOSKSHENFBOAHSE, REBEAHRSHIIRT AHiERSE,
SR Wik £ iR
Action = String ~HSE, MMEOBYE: DeleteMesh,
Version = String ~HSE, FMEORE: 2021-04-13,
Region = String 2RSH, FRFEESFH thigsiE.
. FEMERAIMeshlid
Meshld 2 St -
= ring REUE: mesh—XxXxxxxxx
NeedDeleteCLS a Boolean ELS&H#EEHMB%
TEE: false
NeedDeleteTMP a8 Boolean IMP?H#KEEE?&MB%
EE: false
NeedDeleteAPM a8 Boolean éPMéEﬁ%‘s’é?&ﬂﬂUI!%
NE: false
NeedDeleteGrafana a Boolean GrafanafBf+REHHIE

BIE: false

3. jiis®

SHEM ESid) faik

W—iER ID, HRSBIRER, SRERFBSEE (SEREEMEEKRERERSR, WZRERFIRE

Requestid Strin
a N9 Requestld) . EfABHEBIREZRIERE Requestld.

4. %61
761 DeleteMesh

BATH
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O BHS

POST / HTTP/1.1

Host: tcm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteMesh
<RIERSE>

{

"MeshId": "mesh-xxxxxxxx",
"NeedDeleteCLS": "false",

"NeedDeleteTMP": "false",

"NeedDeleteAPM": "false",

"NeedDeleteGrafana": "false"

"Response":
"RequestId":
}

}

5. FRERR
BR= API &

BRSSPIt

Bz API E& 2458 APl 3. HiRi3. APl Explorer & SDK SR FEHA—EATE, HEENE—AOEGRERBAIREERE API IR

e

API Inspector

HFaE&EE APl Inspector BEEEFIGE—SIREXIXA APIRBER, HFEMEMZIESRA API X838, tBaJaiiE API Explorer #T7EL&iE

ifo

SDK

= API 3.0 Rt TEEERIFRTEE (SDK) , XISSHRIZES, FEEHEIEMA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
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PATRFIH T OS5 EtRXA0EIRMD, HAbER0FD AHLER0
R
FailedOperation
FailedOperation.RBACForbidden
InternalError
InvalidParameter
InvalidParameterValue
OperationDenied

ResourceNotFound

IRIFRE: BR=ItE (It ) BRSEATF
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BIERY

Cluster RBACHURIEH!
PIEBERIR -
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O BAT
KEXEERE

RIEEFATE: 2025-04-25 01:56:00

1. &Oid

EOBKER: tem.tencentcloudapi.com

KEXEERY
EUAROIERINERIRS: 200R/%

#EFER API Explorer

GRS

2. INSH

MTERSHIIRFIL T ROBRSYMBIALSY, =B

SR Wik
Action =
Version =
Region =
Meshid =

ClusterList.N

fil

3. tha%

SYHENR bS] faik

Requestld  String

4. W
761 LinkClusterList

BT

POST / HTTP/1.1
Host: tcm.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: LinkClusterList

<RIEERSEH>

IRIFRE: BR=ItE (It ) BRSEATF

ESic]
String
String

String

String

Array of Cluster

HARSSiRERE, §Xi5
Requestld) . EfIiTBRATHERHiZ

AHIEREH,
S

~HES%, KAEOBE: LinkClusterList.

A2, FMEOE: 2021-04-13.

>
s
i
i3

S, FRFRSIFH thigd=.

patEld
TRBEUE: mesh—XxXxXxxxXxxx

REXEERY

KREIIRE] (HEREEMFEERERIARS R, WiZRiE
kK9 Requestid,

BRSSPIt

<> i

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

RTRHE

582 H119:,
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O BHE

"MeshId": "mesh-xxxxxxxx",
"ClusterList": [
{

"ClusterId": "{{clusterId}}",

"DisplayName":

’
"Region": "sh",
"Role": "MASTER",
"VpcId": "{{vpcId}}",
"SubnetId": "{{subnetId}}",
"Config": {
"AutoInjectionNamespaceList": [
"default"
]
t

t
]
t

BLRE

{

"Response":

"RequestId": "eac6b3

}

}

5. AREHR

BR= APl &

iz APl & 2456 AP X#H. 8%, APl Explorer & SDK FFRNA—ERIFE, HEENE—ANOEORERBNZEHIFRE AP IR
E=)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXER AP ARER, HEEMSIESIRAEI API X583, tBaIEiiE API Explorer #{3HEL4R
ifo

SDK
= API 3.0 BRIt TREMNFRIEE (SDK) , MSSHRIEIES, LELENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
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« Tencent Cloud CLI 3.0

6. $EiR

KITFNGIH T O SZEEXAEIRID, HAEIRIDIFERD AHEIR0E,

=g mik

FailedOperation BEEM
FailedOperation.RBACForbidden Cluster RBACHBRFR -
InternalError PIEREEIR o
InvalidParameter BHEIR.
InvalidParameterValue SHEEER,
LimitExceeded B BeAnpRE o
ResourceNotFound BREAEFE.
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KBRS EF

RIEEFATE: 2025-04-25 01:56:00

1. IO

EOBKER: tcm.tencentcloudapi.com
fRREXEERE

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SYEWH D] ESid] iR
Action = String AHsE, FEOBYE: UnlinkCluster,
Version = String AHsE, FEORE: 2021-04-13,
Region = String AHSE, FRFFRZIGH IR,
o . RItEld
Meshid = String TBUE: mesh—xxxxxxxx
. BUEREXRISEEEI
o
Clusterld = String TBUE: cls—XXXXXXXX
3. mheN
SHEm £S5l R

W—iER ID, HRSBIRER, SRERBSEE (ESEREEMEERERERSR, WZRERFIRE

R tld tri
equestld  String o uestld) . EIUEERBEBIREZLRERE Requestid.

4. %61
7761 UnlinkCluster

BT

POST / HTITP/1.1

Host: tcm.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: UnlinkCluster

<NILERSEH>
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"MeshId": "{{meshId}}",

"ClusterId": "{{clusterId}}"

"Response":

"RequestId":
t
}

5. FRERR
BR= APl &

BRSSPIt

iz APl & 2&& AP 3. (8%, APl Explorer ) SDK FFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR

e

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIXR AP ARER, HEEMSIESHRA API X583, tBaIEiE API Explorer #{3EL4E

ifo

SDK

= API 3.0 Rt TRENFARIESE (SDK) , MSSHRIEES, SLELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
BSITIR

» Tencent Cloud CLI 3.0

6. FHiRG
KRS T O SSZIERXRIEIRID, EERIDFED AEIRGE,
iRt
FailedOperation
FailedOperation.RBACForbidden
InternalError

InvalidParameter

IRIFRE: BR=ItE (It ) BRSEATF
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BRAERM

Cluster RBACHFRBRE
PIEBERIR -

SHEIR,
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fiZf&XEXPrometheus
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1. IO

EOBKER: tem.tencentcloudapi.com
fEPRXEXPrometheus

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 12t TEZLIRMA . EFIRIE. SDK RBERRERRIZEOFEN , ETEESRARNERKASHRESRURB5ER SDK
GRS

2. INSH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SHEW Wi ESid] 3%

Action = String ~HSH, FEOBYE: UnlinkPrometheus.,
Version = String ~HSE, FMEORE: 2021-04-13,
Region 2 String KIS, ERFEESEEH hiEsE.

MeshID = String @EID

TEUE: mesh—xxxxxxxx

O

3. htha%

SRR Bt faik

W—iEK ID, HIRSIKER, SXERBSED (EHEREEMFRERERARSR, WXERTRIRE

Requestld  String Requestld) . EfIiTEHEERHIZRIFK Requestld,

4, 76

761 UnlinkPrometheus
fi#f&XEXPrometheusstl

BATH

https://tcm.tencentcloudapi.com/?Action=UnlinkPrometheus

&MeshID="mesh-test"

s<AEREH>

BTG
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https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=UnlinkPrometheus

O BHE

"Response":

"RequestId":
}
}

5. FREHER

BR= APl &

Bz API SE& R%8 API X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSORERENRIZHERE API IR
E=D)

API Inspector

FRFElEE AP| Inspector BEIEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TE4R
ifo

SDK
= API 3.0 Rt TEREMARITRE (SDK) , ZISSHEEES, EEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FHEiREG

IITFNGIH T O SZEEXAEIRID, HAEIRIDIFED AHLEIR0E,
iRt i
AuthFailure CAMEZ/EMUEIR.
FailedOperation BIEEM .
InternalError PIERERIR o
InvalidParameter SHEIR.
InvalidParameterValue SHEYEEIR.
ResourceNotFound BFEFFE.
UnsupportedOperation BIERF.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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*EB£Prometheus

RIEEFATE: 2025-04-25 01:56:00

1. EOER
EOBKER: tcm.tencentcloudapi.com
XBtPrometheus

EUAROIERINERIRS: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEM Wi xR iR

Action = String rH2H, AEOBYE: LinkPrometheus,
Version = String AR, FEORE: 2021-04-13,
Region = String ~HSE, ERFEEEFH ig5IE.
MeshiD = String gﬁg Mmesh—XXXXXXXX

Prometheus = PrometheusConfig [i=1

3. tha¥

SYHEINR Bt faik

W—iEK ID, HRSBIRER, SRERTBEE (HERERMREEARERERSR, WZRERFIRE

Requestld  String o questid) » EHAENESIRHZRER Requestid.

4. W
761 LinkPrometheus

EZPrometheuszLfl

BATH

https://tcm.tencentcloudapi.com/?Action=LinkPrometheus

&MeshID="mesh-test"
&Prometheus.VpcId=test-vpcid
&Prometheus.SubnetId=test-subnetid

&Prometheus.Region=sh
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https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=LinkPrometheus

&Prometheus.Instanceld="prom—-xxxxxxxx"

s<AHERSH>

"Response":

"RequestId": "

5. FR&EGR

BR= APl EE&

il APl SE& 2&& AP X#4. $5iRF3. API Explorer } SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBNSREIRE APl IR
o

API Inspector

BPEEE AP Inspector BEEEHIGE—TIRIEXEN AP ARER, HEhERSIESHRAR API X3, BEIFIE API Explorer i#HTELZIR
ito

SDK

= API 3.0 Rt TREMNFLRIERE (SDK) , SSHRIZIES, EESENRRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. FHiRG

KIS T O SSZEEXAIEIRID, HAEIRBIFERD AR,
R
AuthFailure

FailedOperation
FailedOperation.ClusterNoEnoughResource
FailedOperation.RBACForbidden

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/ERUEIR
RAERM

EHEERE.

Cluster RBACHURBR

PIEREIR

BRSSPIt
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameter SRR
InvalidParameterValue SHEUEEIR.
ResourceNotFound REAFE.
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& WifiE

{&24 Tracing &

RIEEFATE: 2025-04-25 01:56:00

1. IO

EOBKER: tem.tencentcloudapi.com
& Tracing Bt&

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BN
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEWH Wi ESic) iz
Action = String ~HESH, FEOBE: ModifyTracingConfig,
Version = String ~HSE, FMEORE: 2021-04-13,
Region = String ~HSYH, ERFRTIFH thiRiR,
o . mesh&F
Meshid = String SEIHE: mesh—xxx
B3 1E =]
- EARERRARRE
Enable a Boolean =@IE: true
APM ) APM il APM BRSHEXSE
. IR RIS
A
Sampling a Float EE: 1.0
. R EABIEZipkintBXEE
A
Zipkin a TracingZipkin SEIE: 00
3. sy

SHER Bt faik

W—iEK ID, HIRSIKER, SXERBSEE (EEREEMERERERARSR, WZRERTRIRE

R tid Stri N s
eques nng Requestld) . EfuiTETRERHIZRIGKA Requestld,

4. %6l
FH1 8% Tracing iR

BT
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https://cloud.tencent.com/document/api/1261/63843#APM
https://cloud.tencent.com/document/api/1261/63843#TracingZipkin
https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=ModifyTracingConfig

O BHS

https://tcm.tencentcloudapi.com/?Action=ModifyTracingConfig

&MeshId="mesh-xxx"
&Enable=true

s<IHERSH>

"Response": {

"RequestId":

5. FRERER
BRZ API F&

BRSSPIt

Bz API SEE 258 API 3. (53, APl Explorer & SDK $BEHA—ERTE, AEENE—ANOFGRERBN=RMFRE API R

E=D)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXER AP ARER, HEEMSIESRAEI API X583, tBaIaiiE API Explorer #{3HEL&E

ifo

SDK

= API 3.0 BRIt TREMNFALRIESE (SDK) , XSSHRIZIES, EELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiRtg
PATRFIH T OS5 EAXA0EIRMD, HibERIER AHERE,
iRt
FailedOperation
FailedOperation.RBACForbidden
InternalError

InvalidParameter

IRIFRE: BR=ItE (It ) BRSEATF

ik

B

Cluster RBACFRBR
PIEBERIR -

SHEIR,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameterValue SHEVEEIR.
ResourceNotFound BEAEFE.
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O WifiE

(ZetpinEEECE

RIEEFATE: 2025-04-25 01:56:00

1. O

EOBKER: tcm.tencentcloudapi.com .
E5 ] = P T

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. BN
UTBERSHEINRGIE TEOBSRSHIBOLAHSE, REAHSHIIRN AHiERSE,
SHEWH D] ESic] fEiz
Action = String ~rHE2H, FEOBYE: ModifyAccessLogConfig.
Version = String ~HSE, FMEONE: 2021-04-13,
Region = String AHSH, FERFERZIFH iRFIR.
= . mesh ID
Meshid = String SEHE: mesh—xxx
SelectedRange S SelectedRange ERRSEE
- ) REMIENR, aJiE(E: istio (BKIA) .« trace. custom
Template B String =@IE: istio
=&aEH
= =y =p/=]
Enable B Boolean =G true
CLS & CLS Bl=BERSEXSH
. . RS, WRE: TEXT. JSON
a
Encoding B String =@EHE: TEXT
. BEE
=
Format = String FBIE: [%START_TIME%]
B3 —_ i
EnableStdout ) Boolean fnﬁmm&mﬂj
TBIE: false
=k == = 25
EnableServer B Boolean TDEE’]GRPC%_HW”%
FREIE: false
. GRPCE=7 iRttt
=
Address B String =B XX
3. ey
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https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=ModifyAccessLogConfig

O BHS

SHEMN ESid) R

H—iER ID, HRSBIHER, SREREPSIEL (FEREEHBREERFRETERSR, WiZRERFTSIKE
Requestid) . EfIOBRITEERMIZIRIERE Requestid,

Requestld  String

4. =p1
7P &M AccessLogitE

BATH

POST / HTITP/1.1
Host: tcm.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: ModifyAccessLogConfig
<pHERSEH>

{
"EnableStdout": "true",
"Template": "\"istio\"",

"MeshId": "\"mesh-xxx\""

"Response": {
"RequestId":
}

}

5. FRERR
BRZ API F&

BRSSPIt

Bz API EE 258 API 3H. $5iRf3. APl Explorer & SDK $BEHA—ERTS, AEENE—ANOFGRERBN=RMFRE API R

E=D)

API Inspector

ifo

SDK

= API 3.0 Rt TREMNFLRIERE (SDK) , XISSHRIZIES, EELENRERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRAEI API 1453, tBaIEiiE API Explorer #1374
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs

O BAS

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

®SITIR
» Tencent Cloud CLI 3.0

6. FEiRES
ARSI 7O SSZEEXAIEIRD, EbERiER AHEiR0E,
LT
FailedOperation
FailedOperation.RBACForbidden
InternalError
InvalidParameter
InvalidParameterValue

ResourceNotFound
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ik

BRAERM

Cluster RBACHRIRS!
PIEBERIR -

SHER,

SHEERIR.

BREFFHE.
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https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
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ixBlAccesslLoglt&

RIEEFATE: 2025-04-25 01:56:01

1. IO

EOBKER: tem.tencentcloudapi.com
$kERAccessLogfitE

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MASH
UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk ESid) iR
Action = String ~HESH, KXEOBE: DescribeAccessLogConfig,
Version = String ~HSE, AEONE: 2021-04-13,
Region = String AHSY, FRFERISHN idsiE.
Meshid = String :T:gﬂjg:giesh—xxxxxxxx
3. s
SHBWR i) S
File String *‘»EI‘EEIFLEE‘EEH'JE%EO BtiA /dev/stdout
=BIE: /dev/stdout
Fomst Sting O “LREGMethoc)
Encoding String iR R ERNS, AIEUER "TEXT" & "JSON", ik TEXT"

FBIE: TEXT

ERRTERE

|
SelectedRange  SelectedRange .,y o enmranimml null, EFEREIEME.

EAER, TEBYER"istio" 8k "trace", BXiAJ"istio"

Template String SEIE: istio
CLS CLS Bl =HERSEXSH

. GRPCE=FRs551ht
Address String TENE: XX XX
EnableServer Boolean RERMCRPCE=TRSH#

=HE: true

IRIFRE: BR=ItE (It ) BRSEATF ££99 #1195,


https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846
https://cloud.tencent.com/document/api/1261/63846#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1261/63843#SelectedRange
https://cloud.tencent.com/document/api/1261/63843#CLS
https://console.cloud.tencent.com/api/explorer?Product=tcm&Version=2021-04-13&Action=DescribeAccessLogConfig

O BHS

SHEMN R faik

EERRmEmS

EnableStdout Boolean FEIE: true

EEBRIBIOEERE
R FRAEERE null, RERAIEHRE,
RENE: true

W—iEk ID, HRSBIRER, SRERFSIRE (EEREEMREEKER ARSI, WZRERT

Requestld 278 Requestld ) » EHBEREBREZRER Requestld.

4. 75l
7F1 FEEMeshipin BE5EER

BT

POST / HTITP/1.1
Host: tcm.tencentcloudapi.com
Content-Type: application/Json

X-TC-Action: DescribeAccessLogConfig
<AHIERSE>

{

"MeshId": "\"mesh-xxxxxxxx\""

"Response": {

"File": "/dev/stdout",
"Format": "{xxx: xxx}",
"Encoding": "JSON",
"SelectedRange": {

"Items": [

{

"Namespace": "default",
"ClusterName": "cls—-xxxxxxxx",
"Gateways": [

"ingressgateway"

"All": true

b

"Template": "istio",
"CLS": {

"Enable": true,

"LogSet": "mesh-logset",

IRIFRE: BRzITE (165 ) BRSEAS 55100 #1191}




O BHS

"Topic": "mesh-logset-topic",

"NeedDelete": rue,
"Region": "sh"

b

"Address": "x.x.x.x
"EnableServer":
"EnableStdout":
"Enable": t ,
"RequestId": "x

}

}

5. FRERER
BRZ= API £&

BRSSPIt

Bz API E& 258 API 3. (5iRf3. APl Explorer & SDK $BEHA—ERTE, AEENE—ANOFGRERBN=RMFRE API R

E=D)

API Inspector

ifo

SDK

= API 3.0 BRIt TREMNFRIEE (SDK) , MSSHRIZIES, EELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. FHiRg
PATRFIH T OS5 EtAX A5 1R, HbEREIER AHERE,
iRt
FailedOperation
FailedOperation.RBACForbidden
InternalError

ResourceNotFound

IRIFRE: BR=ItE (It ) BRSEATF

ik

BRAERM,

Cluster RBACHFRBR!
PIEBERIR -

BRFFHE.

FFEEE APl Inspector EEIZHIGE—SRIEXIEXR AP ARER, HEEMSIESHRAEI API X583, tBaIEiiE API Explorer #13HEL&R
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tcm/v20210413/tcm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tcm/v20210413/TcmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tcm/V20210413/TcmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tcm/v20210413/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tcm/v20210413/tcm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tcm/V20210413/TcmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tcm/src/v20210413/TcmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tcm/lib/v20210413/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1261/63850#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
RS

IEE#HASE: 2025-01-06 01:25:47

APM
B =M A IEIRS S 4

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh, ModifyTracingConfig.

E=4i ESidl Wik
Enable Boolean =
Region String S
Instanceld String &
NeedDelete Boolean &
AccesslLogConfig
AccesslLog Bt&

#ANTEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh.

£ £t
Enable Boolean
Template String

SelectedRange

CLS

Encoding

Format

Address

EnableServer

EnableStdout

SelectedRange

CLS

String

String

String

Boolean

Boolean

IRIFRE: BR=ItE (It ) BRSEATF

RS RIS
iR
=EEH
& true
ikl
S WWFERAEEHRE null, FREAZIENE.
=BI{E: ap—shanghai
APM =45, WNEGIZEMEANSE AT, WRTBNEE APM X6,
S WFEREAERE null, XFREAZEREH.
FBIE: apm-LmCpgBQaq
EEEMERAPMELH]
A WFERUEHRE null, FREAIEME.
TBHE: true
Wik iR
- 2EEH
- RNE: true
= SRAROMENR, TiEME: istio (BRIA) . trace
- TBIE: istio
& ERESEE
& B =BFRSEXSH
- {wmABHEe, TikE: TEXT. JSON
- FEIE: TEXT
- BEER
- FBE: [%START_TIME%]
- GRPCE=7FRsS st
- FBUE: 172.0.3.6:80
- E&EBRAGRPCE=/IRSE
- RNE: true
- EEERtrERE S
- FBIE: true
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ActiveOperation
EFERTHRSIRME

#ANT#EOSIA: DescribeMesh, DescribeMeshList,

=3

Operationld

Type

AutolnjectionNamespaceState
ik R — ISR E S RS FAEMEARTS

String

BRSSPIt

faik

121Eld
F{E: mesh—-351lvuec

RERR, BUEEE:

— LINK_CLUSTERS: XBX£E8%

— RELINK_CLUSTERS: E#ixBtEEEf
— UNLINK_CLUSTERS: fi#XBXEE8%
— INSTALL_MESH: &Z¥%&Rt&

BIfE: upgrade-mesh

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=3

Namespace

State

CLS
BREEERSAXSH

faik

AR EEIBIR
FENE: default

NS
EE WFRTLHEE null, FRIARERE.
FHIE: INJECT_NEW

#ANTEOSIA: CreateMesh, DescribeAccessLogConfig, DescribeMesh, DescribeMeshList, ModifyAccessLogConfig,

ModifyMesh,

E=40

Enable

LogSet

Topic

NeedDelete

Region

Cluster

ESig

Boolean

String

String

Boolean

String

IRIFRE: BR=ItE (It ) BRSEATF

iy

o

iy

o

ik

2EER
=HE: true

BE&E

REME: mesh—xxx

BEEm
FBIE: accesslog

Z2EMmER
TIE: false

cls ERRBIERAYbiE

R WFERAEERE null, FRRARE™IE,
=BE: sh
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Mesh&EHER

#ANT#EOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

2R ESid Wik
Clusterld String =
Region String =
Role String =
Vpcld String =
Subnetid String =
DisplayName String &
State String &
LinkedTime Timestamp ISO8601 a
Config ClusterConfig &
Status ClusterStatus &

Type String B
HostedNamespaces Array of String &
ClusterConfig
SEERE

#ANT#EOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=3

AutolnjectionNamespacelList

IngressGatewayList

EgressGatewayList

Istiod

IRIFRE: BR=ItE (It ) BRSEATF

S

Array of String

Array of IngressGateway

Array of EgressGateway

IstiodConfig

RS MIHE
iz
£8¥d
TBIE: cls-i3wbzkfl
ithisg
B{&E: ap—shanghai
£#HA6, NEEE:
- MASTER: #=HIEFRERESEEF
- REMOTE: F&£SIRRYminERs
51E: REMOTE
FhBERLZEId
TBUE: VPC—XXXXXXXX
FrId
TBUE: subnet—xxxxxxxx
am, RiE
=BIE: cluster-test
KE, RiE
5E: RUNNING
KEXRYIE), RiE
=f5E: 2025-01-02T10:51:48.338+08:00
ERE
HRIRE, RiE
¥R, HEBE:
- TKE
- EKS
REIE: TKE
EEB$EEXAY Namespace 5%
FHIE: {"ns1","ns2"}
Wik R
= Bz SideCarfiINameSpace
= REME: {"ns1","ns2"}
S IngressEEBFIFER
S EgressEt&5I&E
Istiodfc&
& R WFEAEERE] null, FREIAZ
BHE.
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O BAT

E=3

DeployConfig

AutolnjectionNamespaceStateList

ClusterStatus
EBRS

ESic]
DeployConfig

Array of

AutolnjectionNamespaceState

wiE

& BEEE

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=3

LinkState

LinkErrorDetail

i

String

String

CrossRegionConfig

GEEEEIRE

Witk

il

Falil

ik

KBRS, IEEER:

— LINKING: XEB%rh

— LINKED: BB

— UNLINKING: fi#<Bxh

— LINK_FAILED: <EX5%

— UNLINK_FAILED: f#<Bt5g
FBIE: linking

XKEXRIRIFE
S WFERETAERE] null, RREAZNERE,
f5)&E: CheckError: cluster not found

#HANTIEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

2R £
CustomPromConfig
$=7 Prometheus BtE&%
#ANTEOSIA: LinkPrometheus.
E=4 £S5
Url String
AuthType String
IsPublicAddr Boolean
Vpcld String

IRIFRE: BR=ItE (It ) BRSEATF

fil

iy |

iyl

Wik ik

faik

Prometheus inimithiit
R WFEROEERE null, RFREAEHE.
TBIE: http://x.x.x.x:909

INEF
R IFEROEERE null, RFREAZIEH/E.
TBIE: none, basic

EE MBI, &R false
R MFERERGEE null, REEAFEBERE.
=BIE: true

EIMLEid
R WFEAEERE null, FREAFEIE™E.
TBIHE: vpC—XXXXXXXX

& BaliE N =ERESIER

BRSSPIt

55105 #1191



& WifiE

E=3 R Witk ik

Prometheus P& ( BF basic iMEB)
Username String S R WFERAIAEERE] null, FREAFEIEYE.
FHIE: root

Prometheus %3 ( BF basic iAEA )

Password String & R WFEBAIRERE null, FREAFZIE™E.
TBlfE: password
DeployConfig
AERE

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.
i ESid] Wi R

EEE, HEEE:
- SPECIFIC: £&1&E(

NodeSelectType String B — AUTO: Eimigst
FBIE: AUTO
EBENTR
1 =
Nodes Array of String = FBUfE: {"10.0.0.2","10,0,0,5"}
EgressGateway
Egressfi&

#ANT#EOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=4i Ry Wik iR
. - Egress&fi

Name String = FBIE: istio—egressgateway—xxx
. = FriEkINamespace

Namespace String = FHIE: default

Workload WorkloadConfig B TEGRHERE

Status EgressGatewayStatus & THEGRHERRES

EgressGatewayStatus

egress gateway BUAS

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

|/m Bt D] 3%
. . o egress gatewayfIZgiiRA
CurrentVersion String = FOUE: 1.14.5
. . . o egress gatewayfIBRIRAE
DesiredVersion String = FOIE: 1.16.5
State String = egress gatewayf9IXZ, BUE: running, upgrading, rollbacking

IRIFRE: BR=ItE (It ) BRSEATF 55106 #1191
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_/m ESic] Wi 3%
BIE: upgrading

ExtensiveCluster
AR S RS

#WUNTF#EAS|IA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh,

E=4iH ESid) WhiE iR
Cluster ID

Clusterld String B EE WFEAIRERE] null, FREAAERE.
FBIE: tgw-Igt20d75
ATARX

Zone String B R WFEAIEERE null, FREFAE™NE.

FBIE: ap—guangzhou-5

ExtensiveClusters
AR SRR ESIE

#WUNTF#EASIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

B ES:id Witk S

L4Clusters Array of ExtensiveCluster & ;i‘%gﬁ;%ﬁﬁjﬁﬁﬂlﬂ null, ERIREERMIE,

L7Clusters Array of ExtensiveCluster B ;%%%Eﬁ;%ﬁijﬁgﬁ@ null, ERIREERMIE.,
Filter

BEIIEE, BFSGIEES, fNEiRID. BiRS
#ANTEOSIA: DescribeMeshList,

e xE 3t sk
Name String = EFEITIRN=FER,
= 5E: mesh—-name
i = FERIVTIEE
Values Array of String = ~GlfE: {"Mesh1", "Mesh2"}
Grafanalnfo
Grafanafs&

#ANTEOSIA: DescribeMesh, DescribeMeshList,

2R R P
B3R
Enabled Boolean BRERE

=UE: true

IRIRERE: BR=ITE (1bF) BRSEAE

BRSSPIt
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E=3 R faik

PRttt

InternalURL String FBIE: http:/172.16.180.133

2ttt
PublicURL String R WFEAIEERE null, FREFAE™E.
RHE: http://grafana—4056m7nh.grafana.tencent-cloud.com

N ESIEES
PublicFailedReason String R WFERAIEEEE] null, FREFAE™NE.
=E: TIMEOUT

NTESE RS
PublicFailedMessage String EE: WWFEARERE] null, #FREFZIERE.
TBIE: some error msg

HorizontalPodAutoscalerSpec
HPA BE

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=4 i Witk g

MinReplicas Integer = i;f;*?

MaxReplicas Integer = i{?ﬁfﬁlﬂki‘ﬂ

Metrics Array of MetricSpec =2 BAFIHEBIFHRIER
IngressGateway

IngressGateway ZHIEE

#HANTHEOS|MA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=4i ESid] whigk 1235
. IngressGateway ZfIZF
N =
ame String = TBIE: istio—ingressgateway
. o BR=E
Namespace String = FBIE: istio—system
. o &8 1ID
Clusterld String = FHUE: cls—XXXXXXXX
Service Service = Service Bt&
Workload WorkloadConfig = Workload Et&
GRHENEEE, BitlE CLB IHEE
A
LoadBalancer LoadBalancer = B TR null, EREUREIEMIE.
Status IngressGatewayStatus B IngressGateway REER, RiE
A4k opl
LoadBalancerld String = GEHERIID, ERE®H CLB BHRE

RBEUE: Tb—Xx XXX

IRIFRE: BR=ItE (It ) BRSEATF ££108 H119;|
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IngressGatewayStatus

IngressGatewayik#

BRSSPIt

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=3

LoadBalancer

CurrentVersion
DesiredVersion

State

InjectConfig
EEEINT

Sl

LoadBalancerStatus

String

String

String

Witk

=
=

=
=

fil

il

ik
GEIIGEBIRTE

ingress gateway ZHgifIhRA
IE: 1.14.5

ingress gateway BfREIIRA
wlE: 1.16.5

ingress gatewayfIkz, BU&Erunning, upgrading, rollbacking
FBlE: upgrading

#HaNT#EOSIM: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh.

=3

ExcludelPRanges

HoldApplicationUntilProxyStarts

HoldProxyUntilApplicationEnds

IstioConfig

Istiofit&

ESid] Wi iR
AHEEHTRIEN ip HISEE

Array of String & R WFEBAEERE null, FREARIERE.
=E: ["0.0.1.0/24","10.0.2.0/24"]
BEZfFsidecariBah

Boolean B R WFERAEERE null, RREFAEHE,
RFNE: true
2EfRiFsidecarEEF

Boolean B R IFERAELGEE null, RREFEEHE.

EE: false

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh.

E=3

OutboundTrafficPolicy

Tracing

DisablePolicyChecks

EnablePilotHTTP

DisableHTTPRetry

Sl

String

TracingConfig

Boolean

Boolean

Boolean

IRIFRE: BR=ItE (It ) BRSEATF

Witk

=
=

iy |

iy |

iy |

ik

SMEBRE SRS
~ffE: ALLOW_ANY

ERY%HECE ( Deprecated, 5 MeshConfig.Tracing #{78iE )

ERRIEISEINGE
R WFERAEEHERE null, FREFAEHE,
R5NE: true

FZHEHTTP1.0#MY
EE: FERAEERE null, FREFAEHE,
RFNE: true

ZRAHTTPEIiX5RE
R FEAEERE null, FREARERE,
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2 £S5l Wik iR
RE: true

. SmartDNSEHE
AS
SmartbNS SmartbNSConfig & . e eaTanEE null, EREFEERE
IstiodConfig
IstiodEE

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=4i ESid] Wi 7%
Workload WorkloadConfig ) TiEGREERE
LoadBalancer
GRHNERE

#ANTEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

2 ESic] Wik Rk
REHIIGLHIRIPIE SR
TS . )
LoadBalancerType String = g;EN. AFEM, INTERNAL: RRE.

fIfE: OPEN

GG HIFRERFR ((RPAMNVPCELBEREX ) , RiZ.

H A=
Subnetld String = FHHE: subnet—xxxxxxxx
TRAFFIC_POSTPAID_BY_HOUR #ZifiEiR/ i iEitE ;
BANDWIDTH_POSTPAID_BY_H R Ems\HEITE;R
InternetChargeType String a -POS -BY_HOUR iR M=t

iZo
=BE: TRAFFIC_POSTPAID_BY_HOUR

BRAHHEE, BuMbps, (REAREHERHLBER, BIAME 10
wBiE: 10

o

InternetMaxBandwidthOut  Integer

AIAK ID
R WFEREEEHRE null, FFREARIIEHE.
FBIE: ap—-shanghai

m

ZonelD String

i=EmAEE
R WFERATRERE null, FRRAIE™E,
fE: GMCC

iz

Viplsp String

TGW Group &
R WFBAEERE null, FREAE™E.
TBE: ziyan_huiyi

o

TgwGroupName String

IP %8
EE: WWFREEEHRE null, FREAZIEWNE.
TEHE: IPv4

iy

AddresslIPVersion String

tRETIR

A~
Tags Array of Tag T e WRESEE null, FRERFHGME.

IRIFRE: BR=ItE (It ) BRSEATF £110 #1191
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E=3

ExtensiveClusters

CrossRegionConfig

MasterZonelD

SlaveZonelD

il

ExtensiveClusters

CrossRegionConfig

String

String

LoadBalancerStatus

GHBEREER

ik fEk

AIFIIE SR ECETIE
R WFERAEERE null, FRRAIE™E,

GEBNGEEREE
EE: WFRAUEERE null, RRRFIEHE.

iz

REETARERIHERTARID
R WFERAEERE null, FRRAHEYRE,
af{E: 200002

o

IRBEETARERIBHIETARID
R WFERATEERE null, RRRAHE™E.
afi{E: 200001

m

#ANTEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=4

LoadBalancerld

LoadBalancerName

LoadBalancerVip

LoadBalancerHosthame

Mesh

MeshfE8

String

String

String

Wik

=
E

HO

Ho

HO

#ANTEOSIA: DescribeMesh, DescribeMeshList,

=4

Meshlid

DisplayName

Type

Region

Version

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

fak

REEH ID
THHE: Tb—XXXXXXXX

GEISEIHIEF
FHIE: cls—xxxxxxxx_istio_igw

GFIIEEH VIP
TENE: X.X.X.X

GaFHIIEXH Hostname
R WFERAEGSRE null, RERAZERE.
FBIE: Ib—xxxxx—xxxx.clb.ap—-shanghai.tencentclb.com

R
MeshszLfild

=HHE: mesh-351lvuec

Mesh&#R
TBIE: service-manager

MeshZ8!, BUEEE:

— STANDALONE: Jh37/#&
- HOSTED: £&M&
=BE: HOSTED

ik
FBIE: ap—shanghai

R

BRSSPIt
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State

CreatedTime

UpdatedTime

ClusterList
Config
Status

TagList

MeshConfig
MISEER

String

Timestamp 1SO8601

Timestamp 1SO8601

Array of Cluster
MeshConfig
MeshStatus

Array of Tag

g
fifE: 1.8.1

Meshikz, BUEEE:

- PENDING: &t

— CREATING: 6li#rh

- RUNNING: 15

- ABNORMAL: 8%

- UPGRADING: FH&s

- CANARY_UPGRADED: HA&XESHK
- ROLLBACKING: HAERELE

— DELETING: #ifger

— CREATE_FAILED: &#&%XW

— DELETE_FAILED: MiFg&%®

— UPGRADE_FAILED: HA#H%®
- ROLLBACK_FAILED: [Ei&%M
HHE: RUNNING

elFELR T
~fIE: 2025-01-02T10:50:01.951+08:00

{EithdiEl

R LFERAEERE null, RREFAEHE.
=HE: 2025-01-02T10:51:53.869+08:00
ERIER

Meshit&

MeshiFfiRzE

wEE

#INTFIEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh,

E=1
Istio
AccesslLog

Prometheus

Inject

Tracing

SidecarResources

MeshStatus

MeshZaiikzE

E-Sic]
IstioConfig
AccesslLogConfig

PrometheusConfig

InjectConfig

TracingConfig

ResourceRequirements

IRIFRE: BR=ItE (Ib5R) BRSEAR

Wi faik

iy

Istiofic &

iy

AccesslLogftE

iy

Prometheusit&

Sl IN =
R WFERATRERE null, #FRAAIERE,

iy

AR E
R WFERATEERE null, RRBAHE™E.
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SidecarBENXER
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#HaNT4EOS|A: DescribeMesh, DescribeMeshList,

=4 S

ServiceCount Integer

CanaryVersion String

Prometheus Array of PrometheusStatus

StateMessage String

ActiveOperationList Array of ActiveOperation

TPS PrometheusStatus
MetricSpec

MetricSpec #iRAE R IS ESRHITE T HS

fEik
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BUE: 1

REFRAIRRA
iFE WFEAERE null, RREAEERIE,
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2ESE
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EEHNITRIRSIRIE
R WFETEERE null, RREAEIERIE.
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Pods PodsMetricSource

Resource ResourceMetricSource
PodsMetricSource

PodsMetricSource EX T I{IRIBIS EBmE T S
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=
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fetnsRiEZER, ¥1F Pods/Resource
THfE: Pods

(EFRBEXIERT #ITEMT EE
(EREIRERT #TEMNT EE
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& a i A
MetricName String 2 fein&
i = BitxE
TargetAverageValue String B —GIE: 80
PrometheusConfig
Prometheus &
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Vpcld String

Subnetid String

Region String

Instanceld String

CustomProm CustomPromConfig
PrometheusStatus
PrometheusiAHER

AN TEOSIA: DescribeMesh, DescribeMeshList,
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Prometheusld

DisplayName
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State
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Grafana
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ESig)

String

String

String

String

String

String

Grafanalnfo

String

Resource EEX T HEERINHE
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TBIE: vPC—XXXXXXXX

FMid
FHHE: subnet—xxxxxxxx

o

Hhiag
TBE: sh
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XEACEFELMId, FENSKACIE
TBIE: prom-86rajg7s
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$=7 Prometheus
R IFERAEGERE null, RRAIEHRE,

oy

fa@R

Prometheus Id
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RBREM
TBIfE: prom—for-test

fild
TBIE: prom-86rajg7s

EHRILEId
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FBE: running
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THIE: sh

Grafanafs&
R FERARGEE null, REEAFIBHE.

Prometheus 28!
R FERAEGEE null, REEFEEHE.
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Quantity String B FBIE: 1
ResourceMetricSource

ResourceMetricSource EX T IMIiRIE S BRI ERIBIRHITI RS

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=1 3] Wik iR

Name String = igjgﬁ"‘éﬁ:‘ memery
TargetAverageUtilization Integer = igng‘?z
TargetAverageValue String = igj{:;ﬁfo

ResourceRequirements
ResourceRequirements &R 7 it EEREEK,

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

E=4i ESic] Wik 1235
Limits Array of Resource S Limits #i2 7 RIFNIRXITERIRSE
Requests Array of Resource S Requests {#i2FTEHRMIERIES

Selecteditems
ERRIRE
#HANT4EOS|A: DescribeAccessLogConfig, ModifyAccessLogConfig.
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ClusterName String & i:;ﬁgmds—test
ItemName String & J:—?:;:Ij:g:EEF‘:)—proxy sidecar
Gateways Array of String & ;Tr:?y;{eﬁss[g’\\llvvﬂ_ﬂfgf:’j‘f_'li
SelectedRange
WiEPETEE

IRIRERE: BR=ITE (1bF) BRSEAE 115 H119%;



& WifiE
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ModifyMesh.,

B £S5 Wik R

ltems Array of Selectedltems S EFRNREEARS
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All Boolean & EEEE

=BNE: false

Service
Servicefls&

#ANTEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

=L i it A
Tvoe Strin = ClusterIP/NodePort/LoadBalancer
P 9 - *f5){&: LoadBalancer
B3R s
CLBDirectAccess Boolean & REFELBEEPod

BHE: true

IREEEAEIGINIRRIEHET S ERSERN S, SHEATME®IIA: Cluster (2
- i\ ) #1 Local, Cluster 3T ZFiRE IP, TRSHE_MEIS—11=; Local REBE
- PR |P 382% LoadBalancer #l NodePort 2RIRSHE .

f5E: Cluster

ExternalTrafficPolicy = String

SmartDNSConfig
EHEDNSHEE
#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh.

2 E il Wik iR
FREDNS{EE
IstioMetaDNSCapture Boolean & R WFEAEEERE null, XFREAZEHE.
RENE: true
FREEzhibht o8
IstioMetaDNSAutoAllocate Boolean & R WFERAEEHERE null, FREFAEHE,

=BE: true

Tag
R
#INTFEOSIA: CreateMesh, DescribeMesh, DescribeMeshList, LinkClusterList, ModifyMesh.

£ 2R Wik iR
—
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tRE(E
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B A *AH =
Passthrough Boolean = EREELRHMXET R

BHE: true

TracingConfig
ULz ETin =
#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh.

B ESid) Wi 7%
Samplin Float - AREREE, Bt
ping = wHUE: 1.0
- EARERARIRE
Enable Boolean A FOUE: true
APM APM & il APM BRSHEXSE
Zipkin TracingZipkin S BB =5 RS M0t
TracingZipkin
EREERNZipkiniZE

#HANTHEOS|A: CreateMesh, DescribeMesh, DescribeMeshList, ModifyMesh, ModifyTracingConfig.
E=4i ESid] Wi 1235
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WorkloadConfig
TiEGREERE
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. TERIAE
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Replicas Integer a FOIE: 1
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DeployMode String
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{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",
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"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": -£35e-473f-b9£3-0d451b8b79c6"
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ActionOffline
AuthFailure.InvalidAuthorization
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AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
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DryRunOperation

FailedOperation
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InvalidParameter
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IpNotInWhitelist
LimitExceeded
MissingParameter
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RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
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UnsupportedRegion
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AuthFailure
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FailedOperation.RBACForbidden

OperationDenied
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