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RIEAI]
HkiE

IEEFATE: 2024-03-2510:10:52

ARS3MAtE

RENI TGS | SEEIEPENEE— demo MAREHNE TCM WERIRE, SERSSTMHERE. RESE. SEHIRSE. B2

MEF, ERLERENIPEFENNETES.

BHRFRA

EEIEIRSMESLH, MPETEGEMIELA, B2 CIERNIE
BEPE TCM 24HAY Demo R, MBIHEREE, 520 5= Demo MH,

RMFPR

#8E5 Demo NAE, AUSELTSRRE T ENEERINEE.

= NEPE)
ZhRAEEH
KREXRM
BEEN N
ARSSERIECE
SNEFRSF

(EREEhIREIF %

ARSSIEEREAR
Htbtal/k AN
FRIEIRN

WNIE

23

BB EE?

WNERERTBSEIEER, BRI EEER 8 IR TH RIREE.
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https://cloud.tencent.com/act/event/Online_service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/document/product/1261/62958
https://cloud.tencent.com/document/product/1261/68692
https://cloud.tencent.com/document/product/1261/68695
https://cloud.tencent.com/document/product/1261/68697
https://cloud.tencent.com/document/product/1261/68698
https://cloud.tencent.com/document/product/1261/68709
https://cloud.tencent.com/document/product/1261/68710
https://cloud.tencent.com/document/product/1261/68711
https://cloud.tencent.com/document/product/1261/68712
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https://cloud.tencent.com/document/product/1261/68717
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S BAE e
8 Demo A3

RIEEFATE: 2024-03-25 11:48:01

Demo RiFHES

Demo MAR—/EBEML, BT Istio H#RAIEFH#H bookinfo Ii&, HEAMRSSHERMK:

oy

frontend: MiLgii%, B user. product. cart. order iR53,

product: EmiRS, REEREE. product 8EFMESE, IREA—KBIMER & banner; IRAZHBIREF & banner,
user: ARERIKRS, RUERIDEE,

cart: MWMFEIRSS, REEFN. BEEWNEINGE, BREFRSRUEFEENE, SESRATUTE,

order: {TREHRS, BEREHE checkout TREEH, LHRIIFEFM stock EFRSENFFER, EFEFAESTREM,
order 8EWMEE, RA—FTROMINSEIINEE, RAZBRSITNESENINEE.

stock: EIRS, % order WHIZEIRSHIEIFS EIEH] order TS A HIRSNET S IZHEFEE,
Demo RiF3%EE

frontend
frontend
user product cart order
product vl order vl
user cart
( banner) ( )
product v2 order v2
( banner) ( )

stock

stock

Demo RIIE]
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https://raw.githubusercontent.com/istio/istio/release-1.12/samples/bookinfo/platform/kube/bookinfo.yaml
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Tencent Cloud Mesh Demo Shop  About Information  Service

CoreDNS envoy fluentd

CATEGORY CATEGORY CATEGORY CATEGORY
TENCENT CLOUD MESH CORE-DNS ENVOY FLUENTD
$100s:+00 $200s200 $300s300 $400s400
X
region [guangzhou

product  [[version Jv1
pod name _|[product-v1-785dd66758-f2bp7

=4 Demo R

IZRILATE TCM Demo € H3KEY Demo RiF, BF TCM &Y sidecar BEliEAFERIC Istio IR, BHEEIXIZSE Istio IREF—
K93z, SKBEEEM master 3%, &R mesh-demol/yamls/step01-apps—zone-a.yaml # base namespace HHIERA
label:

apiVersion: v1
kind: Namespace
metadata:
name: base
labels:

istio.io/rev: 1-10-3
spec:
finalizers:
- kubernetes

f5lan, 1889 istio RA791.8.1, MIFEEIG istio.io/rev: 1-10-3 {EMJ istio.io/rev: 1-8-1 , &N sidecar ENEEEM
ERNTHSAREEE Demo RF:

kubect! apply -f yamls/step01-apps-zone-a.yaml

IBthEIRIE SERESEHE , TES¥FET > IERE > Deployment &, {#H YAML QIB®EE, S ik yaml A%, —#E6IZ
Demo RAHEXER,
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https://github.com/Tencent-Cloud-Mesh/mesh-demo
https://console.cloud.tencent.com/tke2/cluster
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iz [T =
=VNTIalE
RIEEFHAYE: 2024-03-2510:10:53

FIEHECIESTRE, MIbFTEIRSBEMEEI MAYEEF (product BRSH order IRSZREBET vIiRE ) , HEEBIEAT envoy
sidecar EEIRSIRE, istio-ingressgateway BE6IEE, (BRECEMITEEMNILAR BN LABERLE frontend IRSBELM .

1. 8@ Gateway EeERISITAN

BT ELE Gateway &FilR, BE istio—ingressgateway HIEIFEEMN, %0580, YA http. ARRFTELEE Gateway i
W, TCM BE&&«B=IEH istio—ingressgateway #H%H pod. service FI4BERIRFITEEE CLB HEERZ .

B

1. HR RSMEERHES .

2. BEIRSMIE ID, HAECIERSMISEERE.

3. 7 Gateway Fhea e,

4. =F@EGateway #, i8E Gateway 88, XESHEEMTEFRR:

&  Fhii@Gateway vamusisi (P

HTTP v |5 — B0 +

RN
© ingress egress
e A (o FH PR

I~ #] istio-ingressgateway -

5. BERTF, TRIE.

1@id kubectl
@i kubectl 1232 YAML EEER RIS :

apiVersion: networking.istio.io/vlalpha3

kind: Gateway

WRIFRE: BRRITE (bR ) ARSEEAE 587 355,


https://console.cloud.tencent.com/tke2/mesh?rid=4

A BT PRt

metadata:
name: frontend-gw
namespace: base
spec:
servers:
- port:
number: 80

name: http
protocol: HTTP
hosts:
e
selector:
app: istio-ingressgateway
istio: ingressgateway

2. BeEEEHAN

WIFEMNERESREE, EEFEED Virtual Service BREEIEHBHMN, 183K EH istio-ingressgateway BIREIEHZE frontend AR
%o

BEEHE

1. BF IRSMIBEHE .

2. EIRSMIE ID, HAELZMRSMISEERE,

3. £ Virtual Service e 5.

4. =F@Virtual Service #, 8BS H . XBSHERWTERR:

& B sz v [ + m @ H®mm T2 =z

BERMES

B frontend-vs

38

WREE base v

£ i3
KEkHosts * )

HHGateway base/frontend-gw €

BREERE

2 QWP (TP (TS
[CEeR A @
wri v exact ¥
B2
¥RAM
RIS
Bt - frontend.base.svc.cluster.local ¥ @
RINE B9
BRRE
BHHSAL
ARDES
RENE
DevOj
evOps BOH

5. BERTF, TREIE.
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https://console.cloud.tencent.com/tke2/mesh?rid=4
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i@id kubectl
iBid kubectl 123X YAML EE £ REE:

apiVersion: networking.istio.io/v1lalpha3
kind: VirtualService
metadata:
name: frontend-vs
namespace: base
spec:
hosts:

gateways:
- base/frontend-gw
http:
- route:
- destination:
host: frontend.base.svc.cluster.local

WRIFRE: BRRITE (bR ) ARSEEAE 589 #55m
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EEERHKE, &3 istio-ingressgateway B9 IP it BImTiA{@Z] Demo M, HEiatESaIRusHIEEMNTERrR:

O proxy l
—> traffic flow

istio-ingressgateway

BEREHELRNGE, JEF (1-58ER, HP1-3h2R, 4-5HFR

|
|
L |
| I | |
| I | |
| | | |
| o
| I | |
L Lo
| I | |
| | | |
o : :
L frontend o
l i 0 |
b frontend Lo
| I
| I | |
| I | |
L | | Lo
L l l o
| |
- ! I |
| I
' user product cart order .
| I | |
Lo © o product vl o order vl o
L user cart Lo
Lo ( banner) ( ) : I
o !
| | | |
. | | -
Lo i Lo
o |
| stock Lo
| I
o o L
| | | |
| | | |
[ : :
: : | |
| [
|

< INEYE, TR, EERRRREEENIRSE

R, MGREE TANRZFERT 7 aliniRSS ZpRMARSHETR. . IRA. pod name 8. BiFEEERTNTEFR:
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region [lguangzhou-zoneA

user version vi1
pod name  |luser-5f859597b-mwb2d
region |guangzhou-zoneA

product |\version vi1
pod name |product-v1-75b5799566-6njnp
region |guangzhou-zoneA

stock version vi1
pod name |stock-749b94698c-m6kx9
region |guangzhou-zoneA

cart version |W1 SubTotal: $ 200.00
pod name _|[cart-864bf9c7bf-tgmq8

CHECKOUT

BREYRE, IRENER tab EERBARERENGINE . PERS tab, RSFBERAVESIERNARE, RUEEER
stock FRFS IR EER ERRABERER
ASSHURIEM, RSVERSH, FE RRERBSHNSRIGEBNER, LWTEELRS: EERIERPREEMMoFEDHE, HE
HEZITEE; HFEERERSHABKBXR, FMESEN; SoREEIERFEIEFLE, MBEHTORIRMBERILE.
BESRRIRGRR, THEE MSNRERN, BHMFLEHTERIEBS.

Mg T ERR:

< RS/ P — e YAMLBIEZBHR

EXER

HE=E B v | JE senvice v 1555 5955 2020-07-27 15:51:46 Z 2020-07-27 16:51:46 [
(LN
RS

Virtual Service

Gateway

13.52ms
(23 v /’ oAr/m |
/
e / cart 2.8ms
/ 0.1/m

/
/

| 591ms 7”/ stock
/ 0.1r/m

6.9ms
0.3r/m
(ronteﬁg\\\ﬁ 2.79ms
\ 0.1r/m
\\
\
\ product
\
\\
3.05ms
0.0r/m
user
* base
aam [€)a .

HEIBER N T B
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& FREMME / ww - pum m= o _m / Service:stock(base)

BEAER KERVirtual Service i BAERR zE

FR:4.878 ms A6 Span:6

L)

v istio-ingressgateway: /order
~ frontend.base: /order
v frontend.base: /order
v orderbase: /order
v orderbase: /stock

stock.base: /stock
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iRl
ZhRA IR

IEE#ATE: 2024-03-25 15:14:51

IRMEIER

Mkt t & RS IRNEENEMIAR

BE) o

BRSS SR A EE RS E AN TR -

ARS3MAtE

2R, BENiERYT SRR IRNITRSTAOIINGE, SRIERER order IRSSH V1
deployment {2, iBEERINITNEE; MisFIFALT order BRSSHY v2hRAS, BRIRINIEZEAINEE. MisFEERILATIERR
header FEEE R cookie [EEHITIEH, SRIEME order v2 (BEHEMMNINEE ) , IFRRIEHZE order v1 ( TIEFEHNTH

O proxy l
—> traffic flow
istio-ingressgateway

E:,cLB
L e
' B vec
[ T e
| ISP TKE 1
| I
| I
N O
| I
| I
| I
Lo l
| I
Lo frontend
Lo 0
D frontend
Lo
| I
o | |
| I
[ http header vip = faige http header vip = trjie
o l + -
| I
Lo user product cart order
| |
. © 0productvl o o order vl o order v2
Lo user cart
| |
| I
| I
| I
| |
| |
| I
| I
| I
| |
| |
| I
| I
| I
| |
| I
| I
|
|

( banner)

WRIFRE: BRRITE (bR ) ARSEEAE
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BRZLATF yaml XIHZEEEERE, 3F order v2ELEEE,

apiVersion: apps/vl
kind: Deployment
metadata:
name: order-v2
namespace: base
labels:
app: order
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: order
version: v2
template:
metadata:
labels:
app: order
version: v2
spec:
containers:
- name: order
image: ccr.ccs.tencentyun.com/zhulei/testorder2:v1
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneA"
ports:
- containerPort: 7000
protocol: TCP

WRIFRE: BRRITE (bR ) ARSEEAE 5614 #55;|
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HESAE, ATFEKREEIREMN, LALEE order BRZATRESWMENISHAE vVIRRAFE v2IRE . INTEFR:

O proxy l
— traffic flow
istio-ingressgateway
E:,CcLB
_____________________________________________________________________________ |
& vecrm

a5 TKESEEH

frontend
0
frontend
user product cart order
o user o product v1 o cart o order v1 o order v2
(FI~Ebanner) (ERD DR (BRDENRR)

EEETREFTIASHIRBMANRISEFZED DestinationRule X order BRSBHIWAIRA . INTFEFfR:

WRIFRE: BRRITE (bR ) ARSEEAE 5815 #£55m
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TEX order BRSSAIRAIN T EIFRZ:

FiiDestination Rule X

BRSSRRZ TR

BRSSARAS Wi Hk

£ v

Labels version : o

bnlabel

Labels apply a filter over the endpoints of a service in the service registry.

MR TERE  ordervi cls

Wi ik

v2

version : o
hNlabel

Labels apply a filter over the endpoints of a service in the service registry.

MR TERE  order-v2 cls-v. =« ™ wpm wm)

order RBIRAEN RN TEIFFR:

Destination Rule: order VELNG )
BRSSARAS

B nE R TERE BRE

vi version:vi order-v1 R MR

v2 version:v2 order-v2 R IR

pis ]

hEATEE bt ERt EEeN BRIE

AEITIEE YAML EEFERESTR Destination Rule B98I

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: order

namespace: base

spec:
host: order
subsets:
- name: vl
labels:
version: v1

WRIFRE: BRRITE (bR ) ARSEEAE 516 #£55;|
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- name: v2
labels:
version: v2

exportTo:
_ bk

BN RAEN ST, Bl VirtualService ENXIZRE4FIEHITIEE, iEKAY header—cookie # vip=false BtHZE order IRSZHY
v1 subset, vip=true IJEEHZE order IRSHY v2 subset. BISRANERIZEHZE order v2, IELRANERIZEMZE order v1, BT
yam| BREEEEE, A LAERE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: order-vs
namespace: base
spec:
hosts:
- order.base.svc.cluster.local
http:
- match:
- headers:
cookie:
exact: vip=false
route:
- destination:
host: order.base.svc.cluster.local
subset: v1
- match:
- headers:
cookie:
exact: vip=true
route:
- destination:
host: order.base.svc.cluster.local
subset: v2

EERMRE, IERESRWS (ID: 1-3) MWHELER, KMEEEMNNEE, REWEHTT order v2h%E; BRIERRWS (ID: 4-
5) INEFEER, KMESHENINEE, RIE header HHY VIP FERIER, iEKRWIBHET RHEBEL order VIERAE . RAEEMETES
ETRBFEPNERMNR,

WRIFRE: BRRITE (bR ) ARSEEAE 5817 55,
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A BAS

SRAPIEREIEHE v2iRA I TFEFR:

Tencent Cloud Mesh Demo About Information  Service e !

user : James Your Cart

Your Order
Products Total
core-dns $200.00
Subtotal $200.00
Total $200.00
region ngangzhou-zoneA
user |version vi
pod name user-5f859597b-mwb2d
region |guangzhou-zoneA
stock ||version vi
pod name stock-749b94698c-m6kx9

region guangzhou-zoneA

lversion v2 |

pod name order-v2-675bb7bd8c-9gtn4 INFORMATION SERVICE

connect Copyright © 2020 Tencent TCM Team MyAccount
IS RARBEREKIRBAE v1 iR TEFRR:

Tencent Cloud Mesh Demo Shop  About Information  Service e

e
user : John Your Cart

Your Order
Products Total
Tencent Cloud Mesh $100.00
Subtotal $100.00
Shipping $10.00
Total $110.00
region lguangzhou-zoneA
user ||\version v1
pod name user-5f859597b-mwb2d
region |guangzhou-zoneA
stock ||version v1
pod name stock-749b94698¢-m6kx9

region uangzhou-zoneA
version | v1

pod name  [order-v1-797bd5df47-hh28q INFORMATION SERVICE

connect Copyright © 2020 Tencent TCM Team MyAccount

WRIFRE: BRRITE (bR ) ARSEEAE 5818 #55]
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EFREMNAEEBIN T EFRR:

O proxy l
— traffic flow
istio-ingressgateway
E:, cLB
& vec
|
' B TKE 1

frontend

(o]
frontend

——

WRIFRE: BRRITE (bR ) ARSEEAE

user product cart
© © product v1
user
( banner)

i http header vip = faige http header vip = trjie
order
° order vl o order v2
cart

( ) ( )

ARS3MAtE
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REER

RIEEFRATE: 2024-03-2510:10:53

RMFiaR

FEERLETEANEM, MIGFRE T SIRBIEKR, TSRNEEERMREIGENT S0, MGHFEARRAFLT product IRSHY v2
IR4, LA product v2i deployment RIS, HABEX product—v2hRAMIREE M o
RELZMESEITRIR:

O proxy l
— traffic flow

istio-ingressgateway

|
' B vec :
| |_ ____________________________________________________________________________________ I |
| | SPTKE 1 o
| | I |
| | I |
! ! O .
| | I |
Lo l Do
| |
o Lo
| I
- frontend i i
o 0 o
Lo frontend b
o o
| |
o Lo
| I
: : l l http header vip = faise http header vip = try| : :
b Lo
' user cart order Lo
| | I |
- o o product v1 o product v2 o o order v1 °© order v2 Lo
- user (b cart o
- anner) ( banner) ( ) ( ) [
| | I |
| |
- l l -
| I
I |
B . N
o stock b
| I
Do 0 Do
o stock Lo
o o
: : I |
| | |
! i

RMES TR

5648 product v2iRAH) deployment EBEZE LR :

apiVersion: apps/vl
kind: Deployment
metadata:

name: product-v2
namespace: base
labels:

app: product

WRIFRE: BRRITE (bR ) ARSEEAE 5820 #55;|



version: v2
spec:
replicas: 1
selector:
matchLabels:
app: product
version: v2
template:
metadata:
labels:
app: product
version: v2
spec:
containers:
- name: product
image: ccr.ccs.tencentyun.com/zhulei/testproduct2:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneA"
ports:
- containerPort: 7000

EiZ DR EXRSHRA + B VS EXINERBRTHERERBHE—L, BiBoRE (50% ) BHEZE product v2 subset LAISIEHTER
K, FRES (50%) HIREBAEEE product vVIRRE . LT YAML XHHRZEE AT EIRTE.

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: product-vs
namespace: base
spec:
hosts:
- "product.base.svc.cluster.local"
http:
- match:
- uri:
exact: /product
route:
- destination:
host: product.base.svc.cluster.local
subset: v1
port:
number: 7000
weight: 50
- destination:
host: product.base.svc.cluster.local
subset: v2
port:
number: 7000

WRIFRE: BRRITE (bR ) ARSEEAE
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apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: product
namespace: base
spec:

host: product
subsets:
- name: vl
labels:
version: v1
- name: v2
labels:
version: v2

EeESERfE, iE product IRSENREIEE S0%BEHAE v1 IRA, S50%EEHE v2 A, RIEMLLGERRmENaIISiE.
WERHINTEFRR:

O proxy l
—> traffic flow
istio-ingressgateway
E:,CLB
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, .
& vrc
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ‘
S TKE 1

frontend

o}
frontend

l http header vip = fais: http header vip = tru
user cart order
o ° product v1 ° product v2 ° ° order v1 o order v2
user cart

( banner) ( banner) ( ) ( )

WRIFRE: BRRITE (bR ) ARSEEAE 5822 55,
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50%#Y9i5KEEHEEI product v2iRAIN T EIFRR:

Tencent Cloud Mesh Demo Shop  About Information Service e !

user : James Your Cart

HOT DEAL THIS WEEK

NEW COLLECTION UP TO 50% OFF

region ngangzhou-zoneA

user \version v1 @
pod name  |[user-5f859597b-mwb2d N
egion_jguangzhou-zoneA (&,

product | ||version v2

o name— {prodet 2-57ffdb598-p2k2{ _:O re D N S e nvoy f I U eﬂtd

~——
©

product V2R AISIEER S, BIA{EXXEX product B9 VirtualService FEEHMNBRIRAINE, REiSiE product IRSHIFFEIR
£ (100% ) E v2IRAF, SERKETRFHERIIRTEIEIE. EF virtual Service EINEINTEFRR:

LRI AN

e
exact v  /product

B2

RIS

L product.base.svc.clusterlocal ¥ v2
RIE R
SRR

WRIFRE: BRRITE (bR ) ARSEEAE 523 #55m
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RERHSMINTERTR:

O proxy l
— traffic flow
istio-ingressgateway
‘_ ________________________________________________________________________________________ I
' B vec
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ‘
S TKE 1

frontend
o}

frontend

l http header vip = fais¢ http header vip = tru
user cart order
o ° product vl ° product v2 ° ° order vl o order v2
user cart
( banner) ( banner) ( ) ( )

WRIFRE: BRRITE (bR ) ARSEEAE 5824 55|



A BT PRt

IR =T
B PEIEN
EIEEFRATIE: 2024-03-2510:10:53

IRMEIER

FR R iG A SSEIPA B EEHIS I EFIR S F R ISR MU R 91T, LANKARSS 381, MukAPAAMAIRIAR .. stock BRSS fixed
delay 7siTFEIFr=:

O proxy l
—> traffic flow
istio-ingressgateway
E:, CLB
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, .
& vrc
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ‘
S TKE 1

frontend

o}
frontend

(o]

product v1 product v2 ° ° order v1 o order v2
user cart

( banner) ( banner) ( ) ( )

l l

i fixed delay 7s

stock

1

1

1
[
[
[
[
[
(I
[
[
(I
[
[
[
[
[
[
[
[
[
(I
[
[
[
[
[
l http header vip = fais: http header vip = tru 1 :
[
[
cart order Lo
[
(I
[
[
[
[
[
[
[
[
[
(I
[
[
[
[
stock -
[

[

[

[

RMES IR

B EEYE stock IRSZHY VritualService, i&Eihial stock IREHIHIZENER: 100%HBEREEG7THHEELER .

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService

metadata:
name: stock-vs
namespace: base
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hosts:
- stock.base.svc.cluster.local
http:
- route:
- destination:

host: stock.base.svc.cluster.local
fault:
delay:
fixedDelay: 7000ms
percentage:
value: 100

BiESERk/E, € Demo MItTmEEE “ADD TO CART” MAMIESERESE “YOUR CART” BARWYIEIRS, WHERSSRA
A stock IRSEERER, i stock IRSE7THHEEEEMEEANER, UREWMERESE “CHECKOUT” kiREELER
order f§53, order [RSZRIAA stock IRSBERER, ihid stock IRBE7HHIBEERMIEENERE . I RESFNEFRES
SETH—BESEFMIEER, ERMIGAFPHRRIZEERE,

cart IRSAA stock IRSIFHRSIMTEFR=:

Qs
1

& O Y

CoreDNS envoy fluentd

CATEGORY CATEGORY CATEGORY CATEGORY
TENCENT CLOUD MESH CORE-DNS ENVOY FLUENTD
$100s100 $2005200 $3003300 $400s400
region Jlguangzhou-zoneA
user version vi A '
4
pod name  |user-5{859597b-mwb2d 3 \‘_-_'/r
region |guangzhou-zoneA Y
product (version va o
pod name _|[product-v2-57ffdb598-p2k2z « »
; — — = ) B
o ~r JAEGER Vitess Prometheus

P FE PR SRS A RT LAB S EE BB RY timeout SEXRL.
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RSB S

RIEEFRATE: 2024-03-2510:10:53

RMFiaR

order g3 timeout 3s N TFEIFFR:

O proxy l
— traffic flow
istio-ingressgateway
E:, CLB
_________________________________________________________________________________________ .
& vec
r ”””””””””””””””””””””””””””””””””””””””””””””””””””” I
I S TKE 1

frontend
o

frontend

user productv ik cart order
o o product v1 o product v2 o o order v1 o order v2

user cart
( banner) ( banner) ( ) ( )

|
I
I
I
|
|
|
I
I
I
I
|
|
I
I
I
I
|
|
|
I
I
I
I
|
pending until 7| http header vip = faise http header vip = true :
I
I
I
|
|
|
I
I
I
|
|
|
i fixed delay 7s :
I
I
|
|
|
I
I
I
|
|
|

Bid3T stock IRSBEEHMIEEN, RMHATFHESSHEMLAPNSESRK—ELTFEFEFRES, ARACRIGEAREREALE, SERRSEHRE
timeout,

RMFPR

RIFRLAT VS, 73 order BRSSECE S RAYEERIRTIE, cart BRSZFIRBEIEBRIAHEFASERIILL

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: order-vs

namespace: base
spec:

hosts:
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- order.base.svc.cluster.local
http:
- match:
- headers:
cookie:
exact: vip=false
route:
- destination:
host: order.base.svc.cluster.local
subset: v1
timeout: 3000ms
- match:
- headers:
cookie:
exact: vip=true
route:
- destination:
host: order.base.svc.cluster.local
subset: v2
timeout: 3000ms

BERRE, EEERIMAENE, WaiERE cart RZESE7THHMETINIGRER, BigH timeout 418, =F “CHECKOUT” &
LSRR order BRSS, WATRAIATE order IRZEAB7THAIMIEENBRER, E2F 3 B timeout $BAILIE, 7R order IR
E3M NI RNSHMELE,

cart iRs31AF order fRSS timeout B RN TEFRR:

. Tencent Cloud Mesh
@—) $100.00
/) - 1 s

region [guangzhou-zoneA

user version vi
pod name user-5f859597b-mwb2d
region |guangzhou-zoneA

product |lversion v2
pod name product-v2-57fdb598-p2k2z
region |guangzhou-zoneA

stock version vi
pod name stock-749b94698c-m6kx9 SubTotal: $ 100.00
region |guangzhou-zoneA

cart version vt
pod name _|[cart-864bf9c7bf-tgmq8

Time-out. The server didn't respond in
time.

B EC R, MFRSHMEEEANNIZEEH, TTHiRERE stock IRSSAY VirtualService ZiELARIRYT stock IRSBECEHIMIEIEN
REE,
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EHBAT

HE& stock BRS3XEX Virtual Service &{EUNTEIFRR:

g BREE £ v
2R Hosts Gateway
frontend-vs * base/frontend-gw
order-vs order.base.svc.cluster.... -
product product.base.svc.clust... -
stock-vs stock.base.svc.cluster... -
cart-vs cart.base.svc.cluster.l... -

WRIFRE: BRRITE (bR ) ARSEEAE

HTTPEEEH

TCPIEH

TLSISH

RIF

45 MR
e MR
e MR

48| MipR

e MR

Q

)

ARS3MAtE
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SIFIRS

RIEEFRATE: 2024-03-2510:10:53

RMFiaR

WMEIRSSEZA Pod BIFIETT, FESIERSEE, IMRER—RPBEREEEER— Pod, RIERE—AFNWHEREEFESER.
SIEFRIFINTERRR:

O proxy
— traffic flow requests
cart
Dad
S

consistent hash load balancer

request 1 request 2, request 3,
user id = user id =1 user id =2

Pod 1 Pod 2

RMEPER

SiERIFEEAEIHIRE cart iR33 DestinationRule BIGFHIERIEEM, LUSK header Y UserlD #—&tE hash &gk,

apiVersion: networking.istio.io/v1lalpha3
kind: DestinationRule
metadata:
name: cart
namespace: base
spec:

host: cart
trafficPolicy:
loadBalancer:
consistentHash:
httpHeaderName: UserlD

exportTo:

BERKE, IEBRRESREE “Your Cart” 5sE “ADD TO CART” A cart [RSBISIESIFFIFINEE, EB—HAPNESIXE
REWEHZER— Pod, £ THEZFHUEEIRME cart [RSH9 pod name ., E—BPZXiEKRAI pod name F&%k, KBEE—H
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FRIZREREAHIIEGEHER Pod INTFEFRR:

core-dns
$200.00

e - 1+
CoreDNS

region [lguangzhou-zoneA

user \version vi1
pod name  |luser-5f859597b-mwb2d
region |guangzhou-zoneA

product |lversion v2
pod name product-v2-57ffdb598-p2k2z
region |guangzhou-zoneA

stock \version v1
pod name  |lstock-749b94698c-m6kx9
region |guangzhou-zoneA

cart [version vi SubTotal: $ 200.00
pod name _|[cart-864bf9c7bf-ripzf |

CHECKOUT
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(EFERBRHIFH &

RIEEFRATE: 2024-03-2510:10:53

RMFiaR
PR LSRN, RIRLSRTIBIE R REFFAIEN, Rl AR RIRAIBSBANEM, RERSEFAMRLE,
RMEPER

HEH “BHE” BRIHR, BREZRZLAT YAML 83 client Bg5 (10 pods) , &3 user IRBIIEHERIBER

apiVersion: v1
kind: Namespace
metadata:
name: test
labels:
istio-injection: enabled
spec:
finalizers:
- kubernetes

apiVersion: apps/vl
kind: Deployment
metadata:
name: client
namespace: test
labels:
app: client
spec:
replicas: 10
selector:
matchLabels:
app: client
template:
metadata:
labels:
app: client
spec:
containers:
- name: client
image: ccr.ccs.tencentyun.com/zhulei/testclient:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneA"
ports:
- containerPort: 7000
protocol: TCP
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apiVersion: v1
kind: Service
metadata:
name: client
namespace: test
labels:
app: client

spec:
ports:

- name: http
port: 7000
protocol: TCP

selector:

app: client

type: ClusterIP

LRSI Fihia user BRSSISBRAHEZHIRE, FREEKRIIAGEIKIN. B3 TKE =58 client deployment & client pod B,
FRERIERITIRE T P& Kevin, ERIGIEEREIN.

BHEERNTEFRMR:
© proxy user
— traffic flow o
user
[ [ [ ...... [concurrent request
client
o o o
Pod 1 Pod2 ... Pod 10
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FRrEEREIANGIE RN T E R :

+ o] = " T~ 1] Y »inran@3321337904

Is-Bgrwdqoal; vesh-cls-gz) / Deployment:c
Podid #TER L Sk YAML
E 1)
client-BicBA5BBAd-A6nhw - chent \d BR1005HIE -

e
2020-07-08T12:39: 16.6524486852 UserID: %id{bool=true), Hame: Kevin
nEME 2020~07-08T12:39: 16.6547752343 UserID: ip: tld{bool=true), Hame: Kevin
3 2020-07-08T12:39116.6605957362 UserID: Vip: ¥ld(bool=true), Hame: Kevin
4 2020-07-08T12:39:16.663968457% UserID: Vip: %ld(bocl=true), Hame: Kevin
2020-07-08T12:391 16.6663993252 UserID: vip: tld{bool=true), Hame: Kevin
6 2020-07-08T12:39:16.669353033 UsexID: 1, Vip: ¥ld{bocl=trus), Hame: Kevin
2020-07-08T12:39116.671554465 UserID: tid(bool=true), Name: Kevin
8 2020-07-08T12:39:16.6744517162 UserID: tid{bool=true), Mame: Kevin
9 2020-07-08T12:39:16.6769154193 UserID: ip: tld{bool=true), Hame: Kevin
2020-07-08T12:391 16.679318732 UserID: 1, Vip: %ld(bool=true), Hame: Kevin
2020-07-08T12:39:16.681981255% UsecID: i d(bocl=true), Hame: Kevin
2 2020-07-08T1 -6841127583 UserIn tid{bool=true), Hame: Kevin
2020-07=-08T12:3 -6B6672152 UserT Vip: %ld(bool=true), Mame: Kevin
4 2020-07-08T12:39:16.6895078052 UserID: ip: tld{bool=trus), Hame: Kevin
2020-07-08T12:39: 16.6917703182 UserID: Vip: %ld{bool=true), Hame: Kevin
6 2020-~07-08T12: 941068135 UserID: ip: %ld{bool=true), Hame: Kevin
7 2020-07-08T12:39116.6963429162 UserID: Vip: tld(bool=true), Hame: Kevin
2020-07-08T12:39:16.65987053862 UserID: %ld{bool=true), Hame: Kevin
9 2020-07-08T12: 7011621362 UserID: ip: tld{bool=true), Hame: Kevin
0 2020-07-08T12:39:16.70325594782 UserID: : Wld(bool=true), Name: Kevin
2020-07-08T12:39:16.705550479% UserID: ip: tld(bool=true), Hame: Kevin
2020-07-08T12:39116.7079217222 UserID: Vip: tld(bool=true), Hame: Kevin
2020-07-08T12:39:16.T10094669% UserID: i %ld{bool=true), Hame: Kevin
4 2020-07-08T12:39:16.7121864552 UserID ip: tld{bool=true), Hame: Kevin
5 2020-07-08T12:39:16.71430222% UsexrID: ¥ld(bool=true), Hame: Kevin
2020-07-08T12:39:16.716320502% UserID ip: tld({bool=true), Hame: Kevin
7 2020-07-08T12:39:16.7182547662 UserID: : k¥ld{bool=true), Name: Kevin
2020-07-08T12:39:16.7210423632 UserID: ip: tld{bocl=true), Hame: Kevin
3 2020-07-08T12:39:16.723368692 UsexID: 1, Vip: %ld(bool=true), Hame: Kevin

RSP

BZECE user BRS3AY Destination Rule [REIRAHZE91:

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: user
namespace: base
spec:
host: user

trafficPolicy:
connectionPool:
http:
httplMaxPendingRequests: 1
http2MaxRequests: 1
maxRequestsPerConnection: 1

&S client pod B, SSERFHHISE, KEEMAFE, BHREY, SR 7 IREHDRSRAH LR
BB RIGRIKEAN FEFRR:
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liant{test)

YAML

client-6icBASBBAd-B6nhw v client v

2020-07-08T13:10140.826572043% UserID: 0, Vip: $1d{bool=false), Hame:
2020-07-08T13: 0.8357422562 UserID: 0, Vip: %ld(bool=false), Mame:
2020-07-08T1 0.844143056% UserID: 0, Vip: %ld{bool=false), Mame:
2020-07-08713:10:40.8479787942 UserID: 0, Vip: %ld{bool=false), Wame:
2020-07-08T13 0.864680398% UserID: 1, Vip: %ld{bool=true}, Hame: Kevin
2020-07-08T13:10140.8711034962 UserID: 1, Vip: %ld{bool=true), Mame: Kevin
2020-07-08T13 0.882229672 UserID: 1, Vip: %ld(bool=trus), Name: Kevin
2020-07-08T13 0.89345512E UserID: 1, Vip: ¥1d(bool=true), Name: Kevin
MMEE 2020-07-08T713:10:40.5046238262 UserID: 1, Vip: %ld(bool=true), Hame: Kevin
2020-07-08T13 0.509737188% UserID: 0, Vip: %ld{bool=false), Hame:
BIfETth 2020-07-08T13:10140.917842011% UserID: 1, Vip: %ld{bool=true), Hame: Kevin
3 2020-07-08T13:10:40.924040174% UserID: 1, Vip: %ld(bool=true), Name: Kevin
2020-07-08T13110140.932015665 UserID: 1, Vip: %1d(bool=true), Hame: Xewin
2020-07-08T13 0.941219233% UserID: 0, Vip: %ld(bool=false), Name:
¥ RiaH 2020-07-08T13: 0.945497189% UserID: 0, Vip: %1d{bool=false), Hame:
2020-07-08T13:10:40.95238931% UserID: 1, Vip: %¥!d(bool=true), Name: Kevin
s | 2020-07-08T13 0.960712983% UserID: 1, Vip: %id{bool=true), Hame: Kevin
5 2020-07-08T13:10:40.9914636322 UserID: 1, Vip: Sld(bool=true), Heme: Kevin
BERNER 2020-07-08T13:10:40.5965873598 UserID: 0, Vip: %ld(bool=false), Hame:
2020-07-08T13:10:41.0125541723 UserID: 0, Vip: $1d{bool=false), Hame:
2020-07-08T13 41.0245671162 UsecID: 1, Vip: Sld{bocl=trus), Hame: Kevin
3 2020-07-08T13:10:41.026676909% UserID: 1, Vip: %ld{bool=true), Mame: Kevin
2020-07-08T13:10141.0567800262 UserID: 1, Vip: ¥1d{bool=trus), Hame: Kevin
2020-07-08T13 1.079305931% UserID: 1, Vip: %ld{bool=true}, Wame: Kevin
2020-07-08T13:10141.0886966392 UserID: 0, Vip: %1d{bool=false), Wame:
2020-07-08713:10:41.091568854% UserID: 0, Vip: %ld(bool=false), Hame:
2020-07-08T13 1.105759257% UserID: 1, Vip: %ld{bool=true), Mame: Kevin
2020-07-08T13 -1126391227 UserID: 0, Vip: %ld{bool=false), Hame:
2020-07-08T13:10:41.120708166% UserID: 1, Vip: $1d{bocl=true), Name: Kevin

IR E RIS IR X EC B AN T B :
EgitilifsemiE, & user lRSINFERERIREZIEXRERIELKE.

BIF

Destination Rule: user YAMLYR4E C)
BRSShRZS
£ nE SR TEfE B{E
FeRRSSHRAS

AR Eigit SRR RIE

=
B
B
=1

HTTP: http1 & AFFRFERE
EERRA - HTTP: http2 S ATERE1 - /w48 | MR
HTTP: S MNEENRABRE
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A BT

ZERARSIE
IRSBEBEHAR

EIEEFRATIE: 2024-03-2510:10:53

MFinR

Mk SSEIA R EFBERIRS RS S (TAKR ) FRMEEN, MRHEP—M Mg (AKX ) RSHIES, HiRizRSRESIKBM
iS5 —its (TAK ) . RSEMRERINTEFRRT:

gﬁ user g) user

! !

istio-ingressgateway istio-ingressgateway

@ CLB @ CLB

Avect A vrc2
TKE 1( A BTKE 2 ( B
[
frontend [ frontend
frontend frontend
I || i i ] ! ]
user product cart order user product cart order
° ° product v1 ° order v1 ° ° product v1 ° order v1
user cart user cart
( banner) ) ( banner) ( )
° product v2 ° order v2 ° product v2 ° order v2
( banner) ( ) ( banner) ( )
stock . stock
<] o o

stock . stock

IRUFR(E

TCM EGARMARS ISt (THK ) BREEEN, UTRTHRRSETTAXARIIEEIISIE,

B, BEASRSIEHEISEER product-v2 deployment Y pod H=2EEH0, EMEERFRETHEEX product BRSSHIMIE
fE5to

B Pod B2 TEFTR:

& FEFPod¥iE
HETSEAIE 0
SIIE O =% EFiER:]
EERELHIME
LR = 0 + 1
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BeESEAE, BdEERHASNRIENKAY IP ftitihia Demo BEMEL, BMEMAEESFRENTAK (A) B9 product BRSATFifEIR
T, BmREEEUERE DD, BEETARZFEYUEERSRAAER, SRRERRNES—TAKRE product BkSS, ATAK A b
i8] product BRSSEIERBIZAET S—RIAK (B) B9 product iES3, LM TRSFRINETHRER

BRI EHORIMEETRANE, BIRSCHRS HAIMEIEAR . product IRSZSERARAERNTEFRR:

Tencent Cloud Mesh Demo

Shop

Information  Service

BRS5 PRIt

e =

user : James Your Cart

HOT DEAL THIS WEEK

NEW COLLECTION UP TO 50% OFF

user

product

region [guangzhou-zoneA

version vt

od name__|luser-5f859597b-mwb2d
region guangzhou-zoneB

version v2

pod name ‘\product-v2-8686cb99f5-mvhSk

~—

4

“ore[DNS

WRIFRE: BRRITE (bR ) ARSEEAE

Q)

envoy

-

fluentd

5537 #55]



A BT

ity /AN

RIEEFRATE: 2024-03-2510:10:53

RMFiaR

ARS3MAtE

WSSHUEIRIS, HiEEMuEI AN, BRENLGILSENTIES—TARNEHBIBE—EMILISS, FEERNIMMGISERNFESERH

B ARAPIREIRSS . iR TERR:

g] user

|

istio-ingressgateway

g} user

|

istio-ingressgateway

777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
A vect A vec2
TKE 1 A) TKE 2( B)
frontend frontend
o o]
frontend Lol | frontend
v |
v i
| \ o | | \
l l L @ B : l l

I
o |

user product cart order HE | user product cart order

o o product v1 o o order v1 I o o product v1 o o order v1

user cart I | user cart
( banner) ) ( ) | | ( banner) ) ( )
° product v2 ° order v2 ° product v2 ° order v2
( banner) ( ) ( banner) ( )
stock stock
stock stock

RMES

BERILISEEEETHERT, ingress gateway £EERERHAZERIEHTEXE frontend RS, BMES—&EEHtEE
frontend BRS3, frontend IRSZ&M5eakiEiBiEERT AR user, product, order, cart BRS3; order # cart RSt &KL HITE
iEtEEAT XA stock BRSS .

£ Kubernetes #1, Pod fiitii2iBi3EEENT = LAY Region 1 Zone KIRERER, Demo M yaml FEAITIEGRHIRE
TR Zone 7%, BEEMELERSBIBEES—TRHRXIER (FERH) !

apiVersion: v1
kind: Namespace
metadata:
name: base
labels:
istio.io/rev: 1-6-9
spec:
finalizers:
- kubernetes

apiVersion: apps/vl
kind: Deployment
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metadata:
name: frontend
namespace: base
labels:
app: frontend
spec:
replicas: 1
selector:
matchLabels:
app: frontend
template:
metadata:
labels:
app: frontend
spec:
containers:
- name: frontend
image: ccr.ccs.tencentyun.com/chloeyhuang/demo:v202007101540
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 80

apiVersion: v1
kind: Service
metadata:
name: frontend
namespace: base
labels:
app: frontend
spec:
ports:
- port: 80
name: http
selector:
app: frontend

apiVersion: apps/vl
kind: Deployment
metadata:
name: product-vl
namespace: base
labels:
app: product
version: v1
spec:
replicas: 1
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selector:
matchLabels:
app: product
version: v1
template:
metadata:
labels:
app: product
version: v1
spec:
containers:
- name: product
image: ccr.ccs.tencentyun.com/zhulei/testproductl:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000

apiVersion: apps/vl
kind: Deployment
metadata:
name: product-v2
namespace: base
labels:
app: product
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: product
version: v2
template:
metadata:
labels:
app: product
version: v2
spec:
containers:
- name: product
image: ccr.ccs.tencentyun.com/zhulei/testproduct2:v1l
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION

WRIFRE: BRRITE (bR ) ARSEEAE
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value: "guangzhou-zoneB"
ports:
- containerPort: 7000

apiVersion: v1
kind: Service
metadata:
name: product
namespace: base
labels:
app: product
spec:
ports:
- port: 7000
name: http
selector:
app: product

apiVersion: apps/vl
kind: Deployment
metadata:
name: user
namespace: base
labels:
app: user
spec:
replicas: 1
selector:
matchLabels:
app: user
template:
metadata:
labels:
app: user
spec:
containers:
- name: user
image: ccr.ccs.tencentyun.com/zhulei/testuser:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000

apiVersion: vl
kind: Service
metadata:
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name: user
namespace: base
labels:
app: user
spec:
ports:
- port: 7000
name: http
selector:
app: user

apiVersion: apps/vl
kind: Deployment
metadata:
name: stock
namespace: base
labels:
app: stock
spec:
replicas: 1
selector:
matchLabels:
app: stock
template:
metadata:
labels:
app: stock
spec:
containers:
- name: stock
image: ccr.ccs.tencentyun.com/zhulei/teststock:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000

apiVersion: v1
kind: Service
metadata:
name: stock
namespace: base
labels:
app: stock
spec:
ports:
- port: 7000
name: http
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selector:
app: stock

apiVersion: apps/vl
kind: Deployment
metadata:
name: cart
namespace: base
labels:
app: cart
spec:
replicas: 3
selector:
matchLabels:
app: cart
template:
metadata:
labels:
app: cart
spec:
containers:
- name: cart
image: ccr.ccs.tencentyun.com/zhulei/testcart:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000
protocol: TCP

apiVersion: v1
kind: Service
metadata:
name: cart
namespace: base
labels:
app: cart
spec:
ports:

- name: http
port: 7000
protocol: TCP

selector:

app: cart

type: ClusterlP

apiVersion: apps/vl
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kind: Deployment
metadata:
name: order-v1l
namespace: base
labels:
app: order
version: v1
spec:
replicas: 1
selector:
matchLabels:
app: order
version: v1
template:
metadata:
labels:
app: order
version: vl
spec:
containers:
- name: order
image: ccr.ccs.tencentyun.com/zhulei/testorderl:vl
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000
protocol: TCP

apiVersion: apps/vl
kind: Deployment
metadata:
name: order-v2
namespace: base
labels:
app: order
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: order
version: v2
template:
metadata:
labels:
app: order
version: v2
spec:
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containers:
- name: order
image: ccr.ccs.tencentyun.com/zhulei/testorder2:v1
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: REGION
value: "guangzhou-zoneB"
ports:
- containerPort: 7000
protocol: TCP

apiVersion: v1
kind: Service
metadata:
name: order
namespace: base
labels:
app: order
spec:
ports:

- name: http
port: 7000
protocol: TCP

selector:

app: order

type: ClusterlP

EERETRE, FEEREOERT, MRFMAER, APMNTERNE—RSABSIMIRS2MENGE, FAeiREeEAELER,
order [RSZARARTRARXE stock RSN TERRZ:
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Tencent Cloud Mesh Demo

Your Order

Products

core-dns

Subtotal

guangzhou-zoneA

order-v2-58b45b4b86-vxjt2

connect

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: cart
namespace: base
spec:
host: cart
trafficPolicy:
loadBalancer:
consistentHash:
httpHeaderName: UserlD
outlierDetection:
consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50

exportTo:
_ ki

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: frontend

namespace: base
spec:

host: frontend

trafficPolicy:

outlierDetection:

WRIFRE: BRRITE (bR ) ARSEEAE

Shop About Information Service

Total

$200.00

$200.00

$200.00

INFORMATION

Copyright © 2020 Tencent TCM Team

Bon — D sz n g

EFERSS LRI, FEREMBRSZRIGEINGE, BTBLAT yaml 3XHRZ

e

user : James

SERVICE

MyAccount

FEEERSCm:

-

e
Your Cart
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consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50

exportTo:
Y

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: order
namespace: base
spec:
host: order
trafficPolicy:
outlierDetection:
consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2

exportTo:

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: product
namespace: base
spec:
host: product
trafficPolicy:
outlierDetection:
consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50
subsets:
- name: vl
labels:
version: v1
- name: v2
labels:
version: v2
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apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: stock
namespace: base
spec:
host: stock
trafficPolicy:
outlierDetection:
consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50

exportTo:

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: user
namespace: base
spec:
host: user
trafficPolicy:
outlierDetection:
consecutiveErrors: 5
interval: 10000ms
baseEjectionTime: 30000ms
maxEjectionPercent: 10
minHealthPercent: 50

exportTo:
_ bk

EENERERKE, HUBERX A EERBSIEMCIHIRIGIRSS, NERHMARE, FNWYE, TRFIEE, YEX A f985{EN
XS RERREHERTBERXRIR frontend BRSS, BliRiRStBEHESRAFIERAAR—IRAXA) user. cart. order. stock I&S5;
BEITAK B fBSCIEMKIAEMIGISS, BREAZETARK B iaiiwIRS, JAK B RStEHinERERTRAXAIRS . &
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Demo REZLE THSFHUIEESRARRSHITRAXER . MEMINTEFRRR:

& C @ A NotSecure | 175.24.255.249/#/productList B x B S # @ ® O » &
> Cart
core-dns
$200.00
CoreDNS = 1 #
region lguangzhou-zoneA
\version \al
pod name  |user-5{859597b-mwb2d
region \guangzhou-zoneA
product (version v2
pod name product-v2-57ffdb598-p2k2z
region \guangzhou-zoneA
\version vi1
pod name  |stock-749b94698c-m6kx9
region \guangzhou-zoneA
[version vt SubTotal: $ 200.00
pod name _|[cart-864bf9c7bf-rjbzf

CHECKOUT
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FRARIE

RIEEFRATIE: 2024-03-26 16:29:32

RMFiaR

REEFBREIPILG L SSHURAYY 3K, MispILSFEREFSES I/ ATAXAIES, NB—EBNNXEaEhaBEERMLERILSS . IERE
B—EHNEZRWS, AFERMBEENS—EHPHZSLSAERXHEEFHRIFAN, S —E#ANQGREEHMLELSS
BN T EFRR:

@ CLB gj user
I Aveca L
e istio-ingressgateway
Lrke 1 or A
; @os
l | Bvec2
frontend | 1#TKe 2
[ or
] I
frontend « @ e O
[
]| .
der v
[ ’—‘—‘ 1
user product. cart order
v - - -
° © productvl | © product v2 © ©omervi | @odervz | |1 TTTTTTTTTomoommoomoommooomooooooooooooos
user cart
( bannen | ( bannen ( ) (
stock
]
stock

RMES

MR TESZIEEE, gateway BECEER2 ( FEEE) MBSAIERCAIMEIFEEMN, BiES0wO, HTTPHMY, VirtualService &
BiSRBLSREMXTEEHAZE frontend RS

apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata:
name: frontend-gw-2
namespace: base
spec:
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
L
selector:
app: istio-ingressgateway-1
istio: ingressgateway
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: frontend-vs
namespace: base
spec:
hosts:

_ ki

gateways:
- base/frontend-gw
- base/frontend-gw-2
http:
- route:
- destination:
host: frontend.base.svc.cluster.local

BeERMRE, BEER2 (75 ) MNASAIERX P it BIRN5RIZIE/EMLE, BIE LSS aEREmMISHEXERS, ERRE
ISR T EEBAIRSS
REFEHERMIEEN GBI EEE SRS N T EFRxR:

Tencent Cloud Mesh Demo Shop  About Information  Service

user : visitor Your Cart

& © Y

CoreDNS envoy fluentd

CATEGORY CATEGORY CATEGORY CATEGORY
TENCENT CLOUD MESH CORE-DNS ENVOY FLUENTD
$100s+00 $200s200 $300s300 $400s400

.

region |lguangzhou-zoneA ),
product |version v

pod néme [lproduct-v1 -5b6f956789-7986? , !J(AEE ER Vlte SS Prometheus

)"‘(—x\gjf"’ ) \ J

&
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ZENME]
INT:
EIEEFHATE: 2024-03-2510:10:54

IRMEIER

B Muh Il ST 2 IRFELS IR (base namespace ) FEABIRSEINFIAYAFBIEIAE mTLS, PABSESREALE,

RMFPR

IRSSIEEERY mTLS #EX2A3 PERMISSIVE ZFER, RIIRSEIAESEETLAER mTLS %, taLAMER plaintext BA3GE

%o

IR E R BEIRSSIEHIE TR client &Y istio—proxy &EE, FRIAMEEEFIME (base namespace ) product IRSEEIERK:
curl http://product.base.svc.cluster.local:7000/product , BtRIAASGEEBAEESIE product RS . TTFEIFRR:

BRER

BEAITATTEE

EaHER

client

[ istio-proxy

BESC&E AR R TN T E R -

C (@ @ tkecache.cloud.tencent.co |

Select to copy the texts you want, and press Shift + Insert to paste.

—ev—uwes_:/$ curl http: //product base sve. cluster local:7000/product
{"product": [{" ": "Tencent Cloud Mesh" ": 1, "price": 100, "ur "https //landscape cncf. 1o/logos/conta1nerd svg"}, {"name": re-dns", "pid": 2, "
jporice": 200, "u: : "https: //landscape cncf gos/core dns svg"}, {" i pid": 3, "prlce ": "ht : ncf.io/logos/envoy.s
g"}, {"name": td", "pid": 4, "price" "url": "https://landscape.cncf. 10/1ogos/fluentd svg"}, {" ] "pid": 5, 500, "url": "http

s://landscape.cncf.io/logos/helm.svg"}], "url": “https: //landscaL cnef. 1o/logos/kubernetes svg", "info": [{"Service": "product-v2", " ": "product-v2-584c7d
7797-2d648", "Region": "shanghai'}]]

fR#I base namespace THIIRSSEIEE® KA mTLS & aJLLEE PeerAuthentication SRE&IZE mTLS =3 STRICT.
TEFR:
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& FRiiAuthentication vavgss ()
SREERZR base-default
FBEAE . (o) i q
RERSEE0MTLSES
Namespace * base -
BERSMEAR EERS mSE
F LR
selector %
HREAS
oo DISABLE PERMISSIVE ° STRICT UNSET

ERERMTLSIE (RRHEHHELHEBNTLS)

A LLiEE kubect! 232 YAML X4 EEEERESERECE |

apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: base-strict

namespace: base
spec:
mtls:
mode: STRICT

EESHkE, EASERSIEHSER client Y istio—proxy &g, FRIAMEEEFIME (base namespace ) product RS &
iB®R: curl http://product.base.svc.cluster.local:7000/product , tERTBASGEESIRIEM . N FEFFR:
Cc O o TN I Il = e

Select to copy the texts you want, and press Shift + Insert to paste.
. W N Bl H P _ P _W./$ curl http://product.base.svc.cluster.local:7000/product

curl: (56) Recv failure: Connectinn reset by peer
i HE N E e mw:/$
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EiEE#HAYE: 2024-03-2510:10:54

RMFiaR

&7/ (base namespace ) HWIRSEEIREIZTT, BREMiLSSHEAFERIEPIIIRSHRES], IREIEFFE (base
namespace ) FHIRSFsE#NIXIFE (test namespace ) THIBRSSAIE

RMES IR

I PIHE AR SS T HURIEHI @IS B & AuthorizationPolicy 32, BELLT AuthorizationPolicy 5EgR%I base namespace
TErEIRSAEEH test namespace FHIBRSHIE .
B SREEAN, NTERRR:

< Fii2Authorization vamusss ()

SRR - base-authz

[Nmm. paso B ]
HRRS A s

s/ LCRAR.
selector x
e
LR
§ A sz
FH
namespacet v ©  fest o +
EEST
RIE RAIRE
EY
TR

BRI LAEER3E YAML X EE SR STaliRETE

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:

name: base-authz

namespace: base
spec:

action: DENY
rules:
- from:
- source:
namespaces:
- test

EETREEISRRSIEHAESE test namespace T client IR$ZHI Pod B, &M client BRS3i5id base namespace K
user [RSBEM . EIURIEER
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RAFANIPRENS , BiRKEEN T ERT:

€

Pod & BITHE

2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:

2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:
2020-07-10T07:

Deployment:client(test)

v client

-6138739032
.6179186582
.620828852%
-6298685022
.634780147%2
.6388899782
.6428223692
-645234101%
.6481628012
-651383298z2

-6592409862
.661858277%
.664808853%2
-6677344772
6714809532

UserID:
UserlID:
UserID:
UserID:
UserlID:
UserID:
UserID:
UserID:
UserID:
UserID:

UserID:
UserID:
UserID:
UserID:
UserID:

-67383706Z UserID:
-677812812z2
.680133588%
.6827440822

UserlID:
UserID:
UserID:

UserID:

e YAML

v BR1005HE

%.ld(bool=false), Name:
%ld(bool=false), Name:
%!d(bool=false), Name:
$1d(bool=false), Name:
%ld(bool=false), Name:
%ld(bool=false), Name:
%ld(bool=false), Name:

=false), Name:
=false), Name:
=false), Name:

0, Vip: %! alse), Name:

0, Vip: %ld(bool=false), Name:

0, Vip: %!d(bool=false), Name:

0, Vi %ld(bool=false), Name:

0, Vip: %!d(bool=false), Name:

0, Vip: %!d(bool=false), Name:

0, vip: %ld(bool=false), Name:

0, Vip: %!d(bool=false), Name:

0, Vip: %!d(bool=false), Name:

.68583463% UserID: 0, Vip: %!d(bool=false), Name:

.688897072Z UserID: 0, Vip: %ld(boocl=false), Name:
.6933093342

0, Vip: %!d(bool=false), Name:
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