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@ Hﬁizﬂﬁ E25L

E8EmRin AP| 315
SEFihE

IEEFAYE: 2026-01-23 01:07:54

%6 XR&®

AidiEl: 2026-01-23 01:07:51
FREHEETIUTFRE:
BEDANR.

SR

» CreateAdvisorAuthorization

B 5X&R%®
Z#HAdiE: 2023-09-14 01:05:50
FXEBEETUTRE:
BECHRINE,
Eouzn:
« DescribeStrategies

o BMIE#: Strategies
FEEIRE:

» Conditions
» Strategies

IR EEESS

« DescribeStrategie
« DescribeStrategiesCondition

B4 RE®

AfAtia: 2022-06-08 06:03:05
AREHEETIUTRE:
BEDAR.

iR

» DescribeTaskStrategyRisks
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https://cloud.tencent.com/document/api/1264/127787
https://cloud.tencent.com/document/api/1264/63110
https://cloud.tencent.com/document/api/1264/63113#Conditions
https://cloud.tencent.com/document/api/1264/63113#Strategies
https://cloud.tencent.com/document/api/1264/63112

@ Hﬁizﬂﬁ E25L

o #BAS: Env, TaskType
o FFEHZE: ResourceCount

B3IXER®

&ZfidiEl: 2021-11-09 08:05:53
KREGEETUUTHA:
MECHRIXHE,

FMEEEGSH:

« KeyValue

(BRI :

» RiskFieldsDesc
o ¥I¥RkR: FieldDict

B 2RE%

£7AHE): 2021-10-29 08:00:17
AREBBETIUTRE:
MEEEAILH.

(Eedzn:

« DescribeTaskStrategyRisks
o FitEHS: Risks

B1XR%

&Z#midiE: 2021-10-20 16:41:59
KREGHEETUTHA:
MECERIXHE,

FhigiEO:

« DescribeStrategies

» DescribeTaskStrategyRisks
MEEESS:

- DescribeStrategie
« DescribeStrategiesCondition
» RiskFieldsDesc
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https://cloud.tencent.com/document/api/1264/63113#KeyValue
https://cloud.tencent.com/document/api/1264/63113#RiskFieldsDesc
https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/63110
https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/63113#RiskFieldsDesc

@ HE\.L:HE BaEmia

— '*

9T

RIEE#AYE: 2025-11-21 01:07:38

Wit

WNERBNZEREMTRS . ZRSETENZBEEHEREN, BHEFINSSHRY, SSMERE. RIEN—LX=z L8
B,

IRSSEEERITR

o ERSHA: WAPEEHTEMIEEITER, FARAPHRFRASHIRERERMHEN

- EREEE: EdXAFPE LEFEHTERRRKE, AFRUEZERRERANSEESR, BBAFPTHRINZERIE
SERIIR.

o ALSSEGEIRME: 1ETRITIRSIRG 80% MRSEMAER . HREAMER, RIPHMT S,

- ZLAE: BEMAFZ LERHTIENN, BEESSFAR, BHEFRRUREIIZFREBHEHEMAE, RARRY
At

AEHMARYEREME API #0137 API 3.0#0, ZaILURA AP| MEREREHTIRIE, FIMNREKE. SIRETEHES
Fo

s
Do

- BRME-ZKISFNEEIFHREROER, 53R AP 5,
- BREMiE-BEESSISHEIEROGE, B2R AP
Rig=®
Bagmia APl EONERRIEFS RN TE:

AiE  HER

AU B REREIR A —RIIK IS NRES, THMEEMAZSREPRNSERBNE, HHTHMERE—LE

FE B, semammeETeaEe. M. M. A, BERAEL 0. SULETEHAN Fi0E FE
T EESIHEEE.
{sE IR

BASHIRE, BEESEOXESPIHSEIRA.

API BEAI]

1ZEILAMER APl Explorer TEEZAR API,
AXUEDEGIRERHG, @i APl Explorer TEIER API EONSEINT:

1. i\ AP| Explorer TEXRE ., 5 API Explorer TE#REE, B2 [&H AP| Explorer,
2. @M DescribeStrategies &0, HifiFHIEE,
3. FREISRPEFEFITEIRIFERS.

IRIRERE: BR=ITE (1bF) BRSEAE 556 $£80m


https://cloud.tencent.com/document/product/1264/63122
https://cloud.tencent.com/document/api/1500/71793
https://console.cloud.tencent.com/advisor/switch
https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1264/63110
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API BE5S

RiEE#AYE: 2026-01-23 01:07:54

HftvtEx#O

EOSM

DescribeStrategies

fEsstExEN

EOSBM

DescribeTaskStrategyRisks

MR &EXED

EO&M

CreateAdvisorAuthorization

D FE:

#E=OaEe

EfHMEIER

EOhae

EIFHBIRESERITI R

#EOhag

FE SRR

EaEmiE

SRR (R/ED)

20

STERPRE (WR/A)

20

SRERIRE (OR/ED)

20

A ESHREOSRRRBIERERD a1 + AN + FWS , BXBFESRPSE: AP| Sa==[RH7A

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/api/1264/63110
https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/127787
https://cloud.tencent.com/document/product/1278/109059

@ HE‘.L:HE ERERRIE

AR
R

mIEEFAYE: 2025-05-21 01:07:37

1. BRSSithiit

API SZissEbEIEN , AFEREiEitigiEAE& 5 advisor.tencentcloudapi.com , Bz bEEZiFiE, Flanr-
b9t advisor.ap—guangzhou.tencentcloudapi.com .

W ERRIEHEAES . RIBRARRONEZEPIRAEMLS, SEMNRITRIRENEN A MIRSES . FlINEr NEESE
KR, SEIBHRRINEIRSEE, KRIISE advisor.ap—guangzhou.tencentcloudapi.com 2—2#9,

HER: MERESURAIALSS, BIUEEEIIRAINS .

HER: HER AP RAR, AR REEROXHRROIES O, RSISNbRSIRRIERAL R/ AR SYILhE
B, BOSTHSMOIEBEROSISMASMPER .

EEIpzsipioz=3iFyoH
B\ his &
MBI (HEF, RTFESRK) advisor.tencentcloudapi.com
S5 (T advisor.ap—guangzhou.tencentcloudapi.com
HHREX (LiE) advisor.ap—-shanghai.tencentcloudapi.com
H£XRX (Bx) advisor.ap—-nanjing.tencentcloudapi.com
X (463 ) advisor.ap-beijing.tencentcloudapi.com
FargitX (AR ) advisor.ap—chengdu.tencentcloudapi.com
AAEitX (&EK) advisor.ap—chongqing.tencentcloudapi.com
BRaX (PEEE) advisor.ap—hongkong.tencentcloudapi.com
TWAK%m (Fmhng ) advisor.ap-singapore.tencentcloudapi.com
WAZE (X ) advisor.ap-jakarta.tencentcloudapi.com
TFX%Fm (28) advisor.ap—-bangkok.tencentcloudapi.com
A% (ER) advisor.ap-seoul.tencentcloudapi.com
TAHFIL (F=) advisor.ap-tokyo.tencentcloudapi.com
EEFS (3HFRIL) advisor.na—ashburn.tencentcloudapi.com
EERES (ER) advisor.na-siliconvalley.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 589 $80m



@ H%\.L:HE EAEIE

i t%=
mERX (EFRT) advisor.sa—saopaulo.tencentcloudapi.com
ERifitt X (=518 ) advisor.eu—frankfurt.tencentcloudapi.com

R AFSMETHIEMEERSAEEN, EtZnhinSMXESE (228 Region hE£RRiE ) , BERREEHES
BRXitSSS, |iFH Region RMHRRE—.

ERIXIE M SRIXEEZ
HRX ( LiBER) advisor.ap-shanghai-fsi.tencentcloudapi.com
X (FYIERL) advisor.ap-shenzhen-fsi.tencentcloudapi.com
2. iBfEY
EBifl= AP MIFrEIEONED HTTPS #{7iE(E, RUSRESMNEEEE,
3. BRBGiE
I HTTP BKRAGiE:

- POST (it#%)
« GET

POST i5kZ#589 Content-Type 38!

- application/json (%) , ¥REAEZFE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #%H{EREZTZE v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&Bo#EO%F) , YREAERSZE v3 (TC3-HMAC-SHA256) .

GET i RRIBERBRNFBIEI32KB, POST iEREAERSE vl (HmacSHA1. HmacSHA256 ) BIA{GiEEI1MB.
POST igk{EMAERT % v3 (TC3-HMAC-SHA256 ) B¥Z##10MB.

4, FHIRE

ﬂJﬁFﬁ UTF-8 éﬁﬁ—go

IRIRERE: BR=ITE (1bF) BRSEAE 5510 #8013


https://cloud.tencent.com/document/product/304/2766

@ H% \_EHE ERAERRIR)

N\
/N =25
mIFEHAGE: 2024-11-15 01:07:25

HSHEATRRAPTROZRMNSY, MELE, ASMEORRAISHERABNRXESHHTIRE, E8RERUTESR
XS, FRIEELEEK.

AHBHNBEBARSEEERNER G ERATRNEMESR.

P

\

EFASRGE v3 Atel

BERBiEv3 (BIHBIRME TC3-HMAC-SHA256 ) HHLbLERGE v1 (BEXIEARSERERSE) , BERE, XIFEXH
iBRE, 2 POST JSON 8z, HEER—ERA, HEERZE|HEITEER. RENERFRN E25iE v3o

ER: WFEARER, BoERONEFRRAERRREZERYSE v GET KR, MARERENERGIE v3,
ERERRE v3 i, AHSUTESR—HE HTTP Header iERLEPH, INTRFR:

SHER £ Bik ik
HTTP iaskk: X-TC-Action. #EAHEOSH . MESSEOXEHASHEDXTOHEY Action 1IHMA. FlI=IRSBWZDEFHFIFED, BE

Action String = # Describelnstances.
Region Strin _ HTTP iskk: X-TC-Region. iiffE8, ARFABEZENMEEOSIE. MESTEONEPEHASESHEXTARSY Region MkA. TH: X
g g BREOFRECRESN, BONSPSWIEISEIRE, HIMEERZSHBFeE.
) - HTTP i&®Rk: X-TC-Timestamp. 2] UNIX B Eg, TcRER AP| iERMASE. fiiN 1529223702, 8 MRSIESHEMDEEEI52W,
Timestamp Integer =2 S EERTREE
Version String B HTTP ig®RL: X-TC-Version. EEM AP iR . BUESSBROLRASARSY Version RURER. SIMNERS RS 2017-03-12.

HTTP fRESHIAELEBFER, Fitn:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hep,

- TC3-HMAC-SHA256: &4, BrRiEEEZE;

- Credential: E&&EIE, AKID*** 2 Secretld; Date 2 UTC tRtBiAREHE, BERZEFLHESH X-TC-Timestamp 88K UTC tREaH AR
—5; service WEAFRE, ERNESHE. M0, HE cvm.tencentcloudapi.com BHEFREE cvm. FFREUEA advisor; tc3_request
HEEFFER;

- SignedHeaders: £5%ZitHA9LEMESE, content-type 1 host JasiksLan;

- Signature: E&RE, HEERIER L,

o

Authorization  String

HTTP ig®RL: X-TC-Token. B Z2EIEIRS FAmRARIIGH 22 EEPR Token, {ERRFEER Secretld ¥ SecretKey HOEENR G ZLEIEP
i TmpSecretld #1 TmpSecretKey. FERIKASHEIFEEREL Token FE.

i ]

Token String

iz

Language String HTTP ig®RL: X-TC-Language. IEEEMIEEMES, (REPHFEOETFISS. BE: zh—CN, en-US, zh-CN BB, en-US ERHEX .,

BRigRPEESEA MR RSR/ELGIFIRPIIFIH, EOSHRENREE Offset=0, REIHE Limit=10, MWHEEK
SHIRIRIER URL . iERLER . iBRIETHIANT:

HTTP GET i&R&G a7 M5!:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkkkkkhkhkarkarkrrkxrxkxx4x%/2018-10-09/c

vin/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9

e9bf4672ba50567dbalocbeccfl74c474
Content-Type: application/x-www—form-urlencoded
Host: cvm.tencentcloudapi.com

X-TC—-Action: DescribeInstances

IRIFRE: BR=ItE (It ) BRSEATF 511 #80m


https://cloud.tencent.com/document/api/1264/63117

Eaemin

X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&RE&a5M6:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*kkkkkkkkkkkkkkkkxkkxkkxx*xx*x/2018-05-30/cC
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d9279b0855cfba678%a8edbdc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap—guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data ) igR&ERM (USFEEOSE) ¢

https://cvm.tencentcloudapi.com/

Avttherizaticng TCI=HEMAC-SEA256 Credemitilall=AIKIIDH = sisdsirdsidsmdsdasdsnistdssds /2018=-05=-30/c
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d9279b0855cfba678%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——58731222010402

Content-Disposition: form-data; name="Offset"

0
——=58731222010402

Content-Disposition: form-data; name="Limit"

IRIFRE: BR=ItE (It ) BRSEATF 12 #£80m
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10

-=-58731222010402—-

EASRGZE v Badtey

EREERE V1 (BRSMRME HmacSHA256 #l HmacSHA1) , ARSHEBR—MENIERED, TENRFRIY

SHEW

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Language

i)

String

String

Integer

Integer

String

String

String

String

String

String

Witk

fil

Fali

A

A

fil

fl

oy

oy

Eaemin

ik

BERZEOZR. ESEEONEPRASHEDXTFAESE Action B9
WEE . BlUN=BRs3EEHIEIDLHFIFIZERED, BYEH Describelnstances.

it S%, ARITRFEREMAEAEIE, EORSAOMREESEEO
MHEHMASHAHLSE Region BISA, EE: REEOFREEEZS
¥, BOSEPESMULISEIRE, WHEEEZSHBRSEN.

A1 UNIX Btialg, mlicR&iE APIiERaYEdE, $1901529223702, 4%
SSmiiEtEEEX, Ss5lRERTHER.

FEINIEEEEL, 5 Timestamp BX&ieE, BFBLEERINEG.

£ =APIZA EHRIBAMRIREDRY Secretld, —4 Secretld 33 BiME—#Y
SecretKey , T SecretKey &FRERIEKZER Signature,

BRER, BRGEWLXBERNGE N, FERPREFNEBASHITES
o BIFHEGESR X,

ERERY API BORRAS . BUESERONERASRHSE Version RIS, FI
WNZ=ARSS AR 2017-03-12,

FEHN, BaiiF HmacSHA256 1 HmacSHA1, REIEELSEA
HmacSHA256 i, Z{#EH HmacSHA256 &iXISiEEs, HitERE
A HmacSHA1 I8FZERZ,

Bl 2RSS AR RG22 SRR Token, ERRIEEE
Secretld #1 SecretKey BEEIEAIGITRZEEIEFRA TmpSecretid 1
TmpSecretKey. ERKIPZARAEEIREL Token FE,

EEEOREMNES, (NESEOSZSIILEE, BE: zh-CN, en-US.,
zh—-CN J‘EE:FI’ en-US ﬁ@iyo

BRigRPEEEA MIEN RS REHITIR, HIEREGIRRIER URL. iERLED. ERERFINT:

HTTP GET igR&Ha3M1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&SignatureMetho

d=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadebd59blbbee224158d66e7ae

5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * % * * k% & s sk ok ok ok ook ok ok ok kokok ok

* Kk ok Kk kk Kk

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1264/63118
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1264/63118
https://cloud.tencent.com/document/product/1312

® HE \.L:HE AU

Host: cvm.tencentcloudapi.com

HTTP POST igR&HaRMH5!:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334

&Signature=3T7ac2f4fde00bl0ac9bd9%eadeb459blbbee224158d66e7ac5fcadb70b2d181d02&Region=ap—guang

zhou&Nonce=23823223&Secret TA=AKID* % % &k sk x sk ok koo o ok ke ook ok koo ok ok ok o

HbigFI=

A mAiBEO Region FERAVAEENTRT. MREOFIFZRPAIFEIEE, WSEROSEPRIHREA,

tbtak e

SR (M) ap—guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 14 #1803



@ HE\.L:HE BaEmia

=E8hi&v3
mIrE#AdE: 2025-01-16 20:27:25

TR T £875% v3 NESUE, ENESEEACHAERRBERE API HAEH. RINESFEMER Rz AP
Explorer , [z SDK#l =<7 LA (TCCLI) SAREIR, NUEXWBFINTR APl BRETES.

#EE{ER API Explorer

fZaJlli@id API Explorer B9 [ ER 846 | BREESMEOZTINEMIE

BNz APl S8 MERETEMHRIE, AFREEEARERE, SERENSRMEREITER (Signature ) , SMERE
FEAAHSHNEEZERERHUEENARMERNREER,

A LEHRTER
ERBIUATHRBMRIFER:

1. WIEARENSG
ERRRBERERFEELREBPHARIZN . B2RAEHS = AP 250 RERNZEBEXER.

2. (RIPIEETRRYEIR
ATHILEREERIEFHESD, BA= APl 2ERBERSHERITEFIRNGHE, FEERNILHREMNZRIEDERI—
i85, RXZBNZ= APl RS . IRSHSEAREIMNERSBIUARENIETEIRSE, HIRIESRPIISHE. MRER
W, BSHERER—H, BA= APIISERRRIER

#EBiZv3 (TC3-HMAC-SHA256 ) IhEE EBE T LARIRIE S5 v1, MAERS, XIFEARIER, X#F JSON 1§
i, POST iERZIHFETHENTFHR, HatE—ERHA, HEERZEIHFETEESR,

BURIERE, BIER API Explorer Ry “ERRER" Thae, EFERRAR “API1 3.0 £E v3” , ALMERESIRHT
IGE, tBAERERM SDK K13, HFEMBTZ= API BER 8 MERMNRIEES SDK, BEIFRTES|MERIE, HEF
iﬁ’ i% Python\ Java\ PHP\ GO\ NOdeJS\ .NET\ C++\ Rubyo

FRiERSFEIE

ANERANREEIENZER, BHEIE Secretld #1 SecretKey ., 81MARPRSULMAEHENER.

+ Secretld: BF#riR APl ERES®, abiEEBEEIARE.
+ SecretKey: RFIIE API ABERSH, SILAREELLAHZED,
- BR{MTEEGRERLSSIE, BRlE, SWBERUTRE . NEHE, BIAEMZRLRIE.

HEREFIENRFLSENT:

1. R BI=EEROERS -
2. Bt ZAPIEH REHISRE.
3. & =APIZE WHE, P& [ FESH | IE—X=A,

IRIRERE: BR=ITE (1bF) BRSEAE 5515 #80m


https://console.cloud.tencent.com/api/explorer
https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE \_L:HE ERAERRIR)

ERIRE v3 ERTE

= API 235 GET 1 POST i&K. WFGETHE, RXIF content-Type: application/x-www-form-urlencoded
W=, 3WFPOSTA%, HEIXIF content-Type: application/json AR Content-Type: multipart/form-
data FEFEHYIERN, json ISRELAZEUIZONZIF, multipart BXXREFERONS, ZEOFREEMER json #&VER,
SERFWSEOMNIE R, #5FER POST 5K, AABENERHAETER, (B GET 5Kk R3%iF 32 KB LIRRYERE .

THEUZRRSHEAT MEEFFIRERGIF, SERNMBEITEIE. BEFZEOER:

1. ZIRSHBFANCTHE, ZEOREM;
2. ZEORRIEN, FBREREAVATS;
3. BOESHSHMERS, AIETESMIREEIREBINTEER.

R, FeaRsHSERONSE, RIIRERESZICENER. EXFABEON, BRIELFEREX, SMEONS
HHTER, FEBMXMIFHSEME, W, XBARRTIHSAHSHINENMASE, BRULMRIELIREERNE M
2%, #ltn Language 1 Token 2#2% (£ HTTP L&MgE, iR X-TC- @) .

‘Fii’x‘m,:lﬂg Secretid *u SecretKey ﬁgu% TN D R S S *u
R ko ko koo ke kok ko xoxokxx . FAFEBERNT R ZIRSZB/EP “KHR” PENIKS, RIRE—FHIE. WGk
BJEE:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credential=AKID**** k% %%k x %%k kx &%k x &K%k k &k *kkkk**

nost;x-tc—-action, Signature=10bla

n: ap-—guangzhou" \

'"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THFABREERTEIRE,

1. FHERITEERE
RIS BHENBIERE (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
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SignedHeaders + '\n' +

HashedRequestPayload

Eaemin

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

fERE
HTTP i5%k7%i% (GET. POST ) . WaRBIEME POST,
URI 2%, API 3.0 BIEAERHT (/) -

&g HTTP i5k URL FREAZMHE, WF POST iR, BEA=ZEFE"", WF
GET i5X, WA URL ials (?) FEMFFERS, Ft: Limit=10&O0ffset=0,
i¥&: CanonicalQueryString EE£% RFC3986 i#{T URLEncode i3 (45%=
HRIBEFEAEZE) , FHE UTF-8, HEERREESINEERTRE,

S5%Z0LEMEE, ZVEE host #l content-type B4 LS8, tBAIMMAEHMELES
5ZZ2URSESERNE—SIIRSME, WREIEIMENTEOSZLER.

HHEMm :

1. LB key # value Z—#/S, HEIEEETH], K key:value\n B=0#HE;

2. B LEB, RIRLER key (VE) B9 ASCI AF#ITHHE

WRFRITEEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no
= content-type ¥ RMEFRRIXAIERS, BLREESNEEFINEREERSE
iRl charset {8, MIREBJANRERF—H, RS[IREEZRIEELM .

S5XZLEMEE, RIBLRIEREMLLES5TES, fl CanonicalHeaders &
BHILEBRBERE—XRAY . content-type #1 host J9u4iEskER.

HHEMm) -

1. 8B key Si—¥R/\5;

2. E k3R key (WNB) 28R ASCI AFi#{THHE, HEUSS (;) PiR.

=B content-type;host;x—tc—action

IBRIEX (payload, Bf body, IRl {"Limit": 1, "Filters":

[{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIN§
&iE, iHEHAAEe
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&k
IEX (i SHA256 a7, AR+ i#HRE, RERIEEEERENEFE. XWF GET IS
3k, RequestPayload BEIEAZZHFH . WWRFITEERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934£064,

HRIBLA LN, REIPSEIRIMEIRREBENT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
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@ HE \.L:HE ERERRIE

x—-tc—action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. RS FEH
BN RS SR &

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm #BHZE, BEIEE 1C3-HMAC-SHA256,

R i ¢ iERATIERE, BRERLIPHIAHESE X-TC-Timestamp BYaE, BXXFIETE UNIX B
equestiimestamp AR, FEIREIR . HRGIEREDR 1551113065,

ZIEBE, &t Date/service/tc3_request, 85 HEA. FMEKRIVRSZSIELLLFF

& (tc3_request) . Date 3 UTC iFERENERE, NEBTENAHLSH X-TC-

Timestamp &8/ UTC fREREBRE—; service BF-m&, “RSABNFR

HE—. WREITEERR 2019-02-25/cvm/tc3_request,

CredentialScope

RS BHHEFR SIS RBNIAEE, iHEMHREBA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtxwFli+E
FHRI
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10£f6ale84,

HashedCanonicalRequest

1. Date %ZMESIEEE X-TC-Timestamp itH5E, BIXA UTC+0, MRMARFABIEER, HUMFE/N\X, 1§
SHBXME LRARKD, BRERTERLERY. FRizidiEgJ 15651113065, &F/\KAETERE 2019-02-26
00:44:25, (BRitH52I8Y Date B UTC+0 AIRHARJI 2019-02-25, A= 2019-02-26.

2. Timestamp ZELRIRFTE, BFRFERFTDIREREORRLIN, NMREZETHESHUNLERK . MRK
REARHtRERERY, AREEiT—REYEE, EREY, REESSHER.

HRIELA LRI, REIPEHRNFERFFRNT:
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. it SR
1) HEREERER, BRBNT:

SeCIetKey R S S B R R R R S B i e R i i b I I I I I S e S L)

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAIZEE secretDate . SecretService #l SecretSigning BRHIRIEIE, TEESEFRTITENZER, BEHENN
HEIFFRITENRYEE A9 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dcb12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b9232aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

imER, FRNEEES, HMAC ERSHPSHINFRIRER—#, BIULIRERE, B RASH key &R, HES
# data £f5 . BENEEFERSSREUTHEBANERLEE, BUESREITIREFNHEFEMEEE, W ERIETH
HE o

FEREM R

SecretKey JEIAHY SecretiKey, B ++#x+ ks txikssnkstrkstrkrssnrssn,
Date BP Credential 1Y Date FERIER . MRHFIEUESR 2019-02-25,
Service BD Credential Y Service FRIER . WREIBUER cvn,

2) iHEESR, hIABINT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

RFRITEERE 10bla37a7301a02cal%9a647ad722d5e43b4b3cfE309d421d85046093f6ab6c4f o

4, $t1% Authorization
A T8 HHE Authorization:

Authorization

Algorithm + ' 3

'Credential=" SecretId + '/' + CredentialScope + ',
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'SignedHeaders="' + SignedHeaders + '

'Signature=' + Signature

FEREM 3
Algorithm FEEBBiE, BEEI TC3-HMAC-SHA256,
Secretld g%ﬂxﬂ:’:ag Secreﬂd’ EI] DK TD % % o % ok ok k ok ok ok ok ok ok ok & ok ok ok ok ok ok ok ok ok Kok ok ok Kk

CredentialScope @ RLEX, FIEEE. RHITHEERRE 2019-02-25/cvm/tc3_request,
SignedHeaders REX, 25FZ89LEMEE . WRBIBES content-type; host; x—tc-actione

B2R&EH. KFFEERE

Signature
10bla37a7301a02cal9%a647ad722d5e43b4b3cff309d421d85b46093f6ab6ciat,

tRIBLA LN, REIRSEIRES:

MCI=RNAC=EERAZ56 CirEEleinie il el ILTATRIIID) it 07 55 it 1 67 5 £ o 1 07 7 a0 0 07 B ad oaf o 0 0 By d w0753 /DAL =02 =25 [/ eviny/ £ ©3)_ieQElESIE ;

SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal%9a647ad722d5e43b4b
3cff309d421d85b46093f6abbcif

RESENERERUNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*&xkdkkarkarkarkrrkrrixrsxx/2019-02-25/c
vm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal9a
647ad722d5e43b4b3cff309d421d85b46093f6abbc4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance—-name"}]}

IERAIXAIE HTTP L8 (Header ) fMiEXK{F (Payload ) #FHIEZIHHEIEBEPHATZE—H, SNSIEEZEZ
F—HER. JLUBTHTENSEIRERAS, MEMEFHRAMILHE.
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o3

fESEFREA API 3.0 BY, #EE(ERERENEINZ SDK 3.0 , SDK #&TEZMZE, ARIRXEFF=miRUEARAEO,
FAERER SDK il . HAZSREESHE:

* Python
+ Java

« PHP

+ Go

* NodedJS
« .NET

e C++

* Ruby

TERM T FRFRIERES demo, FRILIKEIMMATRESEERRIERN:

» Signature Demo

ATEEFEMERERTRE, TEMUEMRREESAG, B LRNERSERES . EROES . RANROMSHAYEYEERLL
LAEZIERE, ABRABREREE, AFESERM, IFARBREMRERM SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;

java.util.TimeZone;

java.util.TreeMap;

javax.crypto.Mac;
"t javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

> String = System.getenv ("TENCENTCLOUD_ RET_ID");

String = System.getenv ("TENCENTCLOLU SECRET_KEY") ;

String

oyte[] hmac256 (byte[] key, String msg) throws Exception {
Mac.getInstance ("Hma

(key, mac.getAlgorithm());
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Eaemin

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (String s) throws Exception {
MessageDiges = MessageDigest.getInstance ("SHA-256");

byte[] d = md.digest (s.getBytes (UTFS8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

(String[] args) s Exception {

"cvm.tencentcloudapi.com";
= "ap-guangzhou";
"DescribeInstances";
= "2017-03-12";
= "TC3-HMAC-SHA256";

"1551113065";

SimpleDate at € ("yyyy—-MM—-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

String = "POST";

String = "/v.

String

String = "content-type:application/json; charset=utf-8\n"
+ "host:" 4+ host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],
\"Name\": \"instance-name\"}]1}";

String = sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQuerySt
ring + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

= date + "/" + service + "/" + "tc3_request";

= sha256Hex (canonicalRequest) ;
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String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashed
CanonicalRequest;

System.out.println (stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

secretService = hmac256 (secretDate, service);

secretSigning = hmac256 (secretService, "tc3_request");
String = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .t
oLowerCase () ;

System.out .println (signature) ;

= algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);

StringBuilder ();

sb.append ("curl —-X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" \"Host: ") .append (host) .append ("\"")

.append (" \"X-TC-Action: ") .append(action) .append("\"")
.append (" \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append ("\"")
.append (" \"X-TC-Region: ") .append (region) .append ("\"")
.append (" '") .append (payload) .append ("'");
System.out.println(sb.toString());

¥

}
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import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"
timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-Sm-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"iﬁﬁﬁ "], "Name": "instance-name"}]}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/Jjson; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%$s\n" % (ct, host, action.lower
()

signed_headers = "content-type;host;x-tc—-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_ headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"
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hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

def (key, msg) :

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign (secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new(secret_signing, string to_sign.encode ("utf-8"), hashlib.sha256) .hexdig
est ()

print (signature)

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ",
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

' + authorization + '"'

"Authorization:
"Content-Type: application/json; charset=utf-8""'
"Host: ' + host + '"'

"X-TC-Action: ' + action + '"'

"X-TC-Timestamp: ' + str(timestamp) + '"'

1 T

"X-TC-Version: + version +
"X-TC-Region: ' + region + '"'

LI payload + lllll)

import (

"crypto/hmac"
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"crypto/sha256"
"encoding/hex"
"fmt"

”OS"

"strings"
"time"

)

(s string)
:= sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])
}

func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s))

return string(hashed.Sum(nil))

}

secretId := o0s.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

var timestamp int64 = 15511

httpRequestMethod := "POST"

canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc—-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-n

ame"}]}°

hashedRequestPayload := sha256hex (payload)
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canonicalRequest := fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURT,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("%$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)
secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt .Println (signature)

o )

authorization := fmt.Sprintf ("$s Credential=%s/%s, SignedHeaders=%s, Signature=%s"
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%$s

"Authorization: %s"\

"Content-Type: application/json; charset=utf-8"\
"Host: %s" —-H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version: %$s"\

"X-TC-Region:
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-d '%$s'", host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
"cvm.tencentcloudapi.com";

"cvm";

"2017-03-12";

DescribelInstances";

ap—guangzhou";

"POST";

= H/ll,.

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0
"x—tc-action:".strtolower ( ) o

nn

1)

"content-type",
"host",

"x-tc—-action",

"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-n

= hash ("SHA256", )
. vv\nn
. H\NH
. vv\nu

H\nll

IRIFRE: BR=ItE (It ) BRSEATF 5528 #80m




Eaemin

"\l’l"
2

.PHP_EOL;

= gmdate ("Y-m-d", ) e
= VAR ."/tc3_request";
= hash ("SHA256",

. vv\nvv

. ll\nll
7

.PHP_EOL;

= hash_hmac ("SHA256", , "TC3".
hash_hmac ("SHA256", 7
= hash_hmac ("SHA256", "tc3_request",
= hash_hmac ("SHA256",

.PHP_EOL;

Credential=".

SignedHeaders=". .", Signature=".

.PHP_EOL;

= "curl -X POST https://".

1

"Authorization:
"Content-Type: application/json; charset=utf-8"'
"Host: '. o VWU

"X-TC-Action: '.
"X-TC-Timestamp: '
"X-TC-Version: '.
"X-TC-Region: '

n LU LI
. . 7

.PHP_EOL;
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'digest'
require
require

require 'openssl'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'
action DescribeInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method
canonical uri = '/'
canonical_querystring =
canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\nx-tc-actio

n:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'’

payload = '"{"Limit": , "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-na
me"}]}"'

hashed_request_payload = Digest::SHA256.hexdigest (payload)
canonical_request = [

http_request_method,

canonical_uri,

canonical querystring,

canonical_headers,

signed_headers,
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hashed_request_payload,

].Jjoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].Jjoin("\n")

puts string to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#
{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + '"' \
"X-TC-Action: ' + action + ""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-Version: ' + version + '"' \
"X-TC-Region: ' + region + '"' \

win

'" + payload +
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System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

static string (string s)

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder () ;
for int i 0; 1 < hashbytes.Length; ++1i)

{

builder.Append (hashbytes([i] .ToString ("x2")) ;
}

return builder.ToString() ;

}

}

public static byte[]
{

ing (HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

public static Dictionary<String, String>
string secretkey, string service, string endpoint,

string action, string version, DateTime date, string requestPayl

{

string datestr = date.ToString ("yyyy-MM-dd") ;

DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) ;

’ 4 4 ~r

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRoun

ANNA

ding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";
string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";
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string contentType = "application/json";
string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action.ToLower () + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));

signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

“ring authorization = algorithm +

"Credential=" + secretid + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders

"Signature=" + signature;

Console.WriteLine (authorization) ;

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);
headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
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headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", wversion);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";

g endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action = "DescribelInstances";

y version = "2017-03-12";

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (155111306
5);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547d\\u540d

\"], \"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

.WriteLine ("POST https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)

.WritelLine(kv.Key + ": " + kv.Value);

.WriteLine () ;

.Writeline (requestPayload);
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require ('crypto');

crypto. ha256', secret)

(message) . (encoding)

function (message, encoding = 'hex') {

hash = crypto. ('sha256")

constc

return hash. (message) . (encoding)

date (timestamp * 1000)
year ()
month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com
service "cvm"
region "ap-guangzhou"
action "DescribeInstances"
version = "2017-03-12"
timestamp

(timestamp)

st payload = "{\"Limit\": 1, \"Filters\":

\"instance—-name\"}]}"

hashedRequestPayload = (payload) ;
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httpRequestMethod = "POST"

canonicalUri = "/"

canonicalQueryString = ""

canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action. () + "\n"

const signedHeaders = "content-type;host;x-tc-action"

onst canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC-SHA256"
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date + "/" + service + "/" + "tc3_ request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate = (date, 'TC3'" +

kService (service, kDate)

kSigning ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +

"Credential=" + + "/" 4+ credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

(authorization)

const curlcmd = 'curl -X POST ' + "https://" + endpoint

+ ' —-H "Authorization: ' + authorization +

+ ' —-H "Content-Type: application/json; charset=utf-8"'
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"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"!'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + '"'
"X-TC-Region: ' + region + '"!'
'" + payload + "'"

(curlcmd)

<algorithm>
<cstdlib>
<iostream>
<iomanip>
<sstream>
<string>
<stdio.h>
<time.h>
<openssl/sha.h>

<openssl/hmac.h>

namespace std;

string
{
string utcDate;

char buff[20] = {0};

sttime;

sttime

*gmtime (&timestamp) ;

me (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);
return utcDate;

}

string

{

std::stringstream ss;
ss << n;

return ss.str();
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string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];

SHA256_CTX sha256;

SHA256_Init (&sha256) ;
_Update (&sha256, str.c_str(),
_Final (hash, &sha2506);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string const &key, const string &input)
{

unsigned char hash[32];

HMAC_CTX *h;

#i1f OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
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std::stringstream ss;
ss << std::setfill('0");

i < len; i++)

string C st string &input)
{
char* const lut = "0123456789%abcdef";

input.length () ;

string output;
len) ;

i < len; ++1i)

char ¢ = input[il];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);
}

return output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data (timestamp) ;
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string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString = "";
string lower = action;
std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"
+ "x-tc—-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc—action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"
\"Name\": \"instance-name\"}]}";
string hashedRequestPayload = sha lex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";
string RequestTimestamp = int2str (timestamp) ;
string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" +

hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService macSha256 (kDate, service);

string kSigning nacShe "tc3_request");

string signature HexEncoc a 256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " + "Credential=" + SECRET_ID + "/" + credentialScope

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlemd = "curl -X POST https://" + host + "\n"

-H \"Authorization: " + authorization + "\"\n"
\"Content-Type: application/json; charset=utf-8\"" + "\n"
\"Host: " + host + "\"\n"

\"X-TC-Action: " + action + "\"\n"
\"X-TC-Timestamp: " + RequestTimestamp + "\"\n"

\"X-TC-Version: " + version + "\"\n"

\"X-TC-Region: " + region + "\"\n"

™ 4 payload 4 ll\vn,.
cout << curlcmd << endl;
return 0;

bi

#include <ctype.h>

#include <string.h>

#include <stdio.h>
<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

<openssl/hmac.h>

(int64_t timestamp, char*

struct 9
sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-3m-%d", &sttime);

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256) ;

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int 1 = 0; i < SHA256_DIGEST_LENGTH; i++)
{
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snprintf (buf, sizeof (buf), "%02x", hash[i]);

strcat (result, buf);

}

char* key, in
4

const char* input,

input_len,

unsigned char* output, unsigned int* output_len)

{
HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

HMAC_CTX_new () ;

#endif

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )input, input_len)

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX_cleanup (h);

char* const

char add_out[128] = {0};

char temp[2] = {0};

unsigned char c =
temp[0] = lut]c
strcat (add_out,

temp[0] = lut|[c

IRIFRE: BR=ItE (It ) BRSEATF

input, int input_len,

lut = "0123456789%abcdef";

0; 1 < input_len; ++i)

input [i];

7

char*

output)
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strcat (add_out, temp);
I3
strncpy (output, add_out,

src[i]; 1i++)

SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
char* version = "2017-03-12";
int64_t timestamp = 1551
char date[20] = {0};

get_utc_date (timestamp, date,

char* http_request_method = "POST";
char* canonical_uri = "/";
const char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");
char* signed_headers = "content-type;host;x-tc-action";
char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d

\"Name\": \"instance—-name\"}]}";
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char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256]

sprintf (canonical_request, "%s :s\n%s\n%s\n%s\n%s",

canonical_uri, canonical_qguery_string, canonical_headers,

signed_headers, hashed_request_payload) ;

printf ("$s\n", canonical_request) ;

char* algorithm = "TC3-HMAC-SHA256";
bi
H%d",
{0}
date) ;

char request_timestamp[16] = {0

sprintf (request_timestamp, timestamp) ;
char credential_scope[64] =
strcat (credential_scope,
"$s/%s/tc3_request",

{0%};

sprintf (credential_scope, date,
char hashed_canonical_request[100] =
sha256_hex (canonical_request, hashed_canonical_request) ;

char string_to_sign[256] = {

bi

&
"$s\n%s\n%s\n%s",

sprintf (string_to_sign, algorithm,

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string to_sign);

char k_key[64] = {0};

sprintf (k_key, "%$s%s", "TC3",

{0%};

SECRET_KEY) ;

unsigned char k_date[64] =
unsigned int output_len = 0;

hmac_sha256 (k_key, strlen (k_key),

{0};
output_len,
{0};

output_len,

date, strlen (date),

unsigned char k_service[64] =

hmac_sha256 (k_date, service, strlen(service),

char k_signing[64] =

unsigned
hmac_sha256 (k_service, "tc3_request",
_len);

{0};

unsigned k_hmac_sha_sign[64] =

hmac_sha256 (k_signing, output_len, string_ to_sign,

&output_len);
char signature[128] = {0};

hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("%$s\n", signature);
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http_request_method,

service);

request_timestamp,

&output_len) ;
k_service,

&output_len) ;

~3_request"), k_signing, &output

(string_to_sign), k_hmac_sha_sign,
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char authorization[512
sprintf (authorization, % ‘redential=%s/%s, SignedHeader Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

char curlcmd[10240]
sprintf (curlcmd,

charset=utf-8\"\n

TC-Timestamp:

C-Version:

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("%$s\n", curlcmd);
return 0O;

}

HiiEE

e Lua: GitHub

« Swift: GitHub

o Dart: GitHub

« Shell(Bash): GitHub

o=t 3

FHEUTERXWAIEIRD, BIRIESLARERGE,
HHi=t HHi=ER
AuthFailure.SignatureExpire FEBEH, Timestamp SIRSZF[HEWEIERIEHEERSESR .
AuthFailure.SecretldNotFound = ZE$AFXEFRE. BRIZHAEERARBHRER, RELENTFHRES TFH,

ERER, TRHEERITEER, NEXSSEMRENNEFEES, tbETH

AuthFailure.SignatureFailure 24 SecretKey 2SI,

AuthFailure.TokenFailure IGRFIEE Token $HiR.
AuthFailure.InvalidSecretld AL (F=2= AP HiE2E8 )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

@ HE \.L:HE E3 BRI

. J N
oA pr
RIEE#AYE: 2025-01-16 20:27:25

BRGEVI BRZH, ERMEMZLUBFIMERSE v3, BEERAERHIE V3.

BENRIERD, BIER AP Explorer FRY “ERBER” Thag, EIFEBRAER “API 3.0 & v1” , AILIERERZEHTIE
iE, FRETHIRESSHZZ T, BaIEEER SDK K8, HEERAEAZ= AP BRERN 8 MELMRIZIES SDK, E£
HETESMGSKIE, BEFHR, 2§ Python. Java. PHP, Go. NodeJS. .NET. C++. Ruby,

#EFEZ(ER API Explorer

fZaJLli@id AP| Explorer B9 [ £ &4E6 | BREBESMEOEIMNEMIE

BNz APl S8 MAITEREITEMBIIE, BENERETEELAHBERSHPEEER(ER (Signature ) LUISIEERES
3o

EREEHRREEIEERN, Z2FIEEIE Secretld 1 SecretKey; ERFPERBREEIE, BRIt ZAPIZHNH BiF, &
WEEEAZ APl #0.

1. RiER2FIE

EE—REAZ AP| 281, 58I = AP| ZHRE BEREEE.
RLEIEEIE Secretld #1 SecretKey:

» Secretld BF5iR APl BBE&EBH

« SecretKey BFINZEZEZFHFBRRSFIRIGTEZZFHFHEIIFNR,
. APRBAERERSFIE, BHHE.
HisZSEINEEFSBINT:

1. B BA=EEHRERS .
2. it = AP| A BIEFI&TRE
3. = API| %8 @, 2E [ #iE=A | BaJLIeE—33 Secretld/SecretKey.

8 BMRSRSILUABERAX Secretld/SecretKey.

2. ERERH
BETREEIE Secretld 1 SecretKey 5, SAILAERERZRERT . LAT2EREEHZE v £ERE2RAVFMITE:

iz FEFRY Secretld 1 SecretKey £5I2:

° Secretld: AKID*****‘k**************************

. SecretKey: Ak khhhkkhkhhkrkkhhrkrkhkhhxkkhhkhkKkkxx***

ER: XBERETA, SIREAFXERRIBR Secretld fl SecretKey i#{TREEHRIF!
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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LA=HRS3EEELHITIE ( Describelnstances ) i5XkA61, HAFRAMBX—EOR, HiERSHOTENT:

SHBWR 2574 sHE

Action BiEd Describelnstances

Secretld 248 1D ARTD* & % % & % % & & & & & & & & & & % % % % % % % % % % K %k
Timestamp LEIRT &R 1465185768

Nonce REANIEEEEY 11886

Region SEIFRTEX 1 ap—guangzhou

Instancelds.0 FEIIRYsERI ID ins—09dx96dg

Offset (RizE 0

Limit RASIFEmSH 20

Version EORAFS 2017-03-12

XBOERTHAAHSHINZOMASE, BPULMRIBEZFEERMEMSE, F190 Language 1 Token 2&2%,

2.1. WEHHR

BSRNFEERSHIZSHBNFHE ( ASCII 18) AFHIF, F5: 1) RIESHSHTHIRE, SHERISYNEIRT, 725t
XKiv; 2) # ASCII 8BEb Xy, 30 Instancelds.2 EHEE Instancelds. 12 B, AEKRFEER, UFARREE. APILUE
BRIZIE S hRIEEHEF R ESREIIX—IhRE, 1 PHP &Y ksort &, bR RHISHIHIFEERINT:

{

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId’ : 'AKID********************************',

'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

ERAECERRIHESHRN, AN EERAPHSHHTHR, SENER—HE,

2.2. HHEBRFIR

I RERMIERF R
BIEE—SHIFFRIERSEEMR ‘SHBHR-28E" X, W3 Action 2%, HESHERA "Action” , SH(EA

IRIFRE: BR=ItE (It ) BRSEATF 47 #8003



@ HE \_L:HE ERAERRIR)

"Describelnstances" , ElL#&ER{LEFHB Action=Describelnstances »
R “S8E" PERBEMIE url /KBENE.

AEBECENSISHA"S HHEE—E, REEMBERFFHREN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&&0ffset=0&Region=ap

—guangzhougSecret TA=AKTID* % * % %k %k ko ko k ok k ok k ok k% k% k k¥ k¥ **¥* g Timestamp=1465185768&Version=2017-

03-12

2.3. RS BIRXFHH

I REMERIRFTH,
BRENFAFHREUTLSER:

1. iEKRGi%: X85 POST #1 GET 5%, XEB{ERA GET 5K, 8L iEAEAE.,

2. iEREN:BEFXHFFIE(Describelnstances)fligki%ZH: cvm.tencentcloudapi.com. SEfFRYIERIEZRIBIZORR
BERMARETAR, #REEO%RA.

3. IBRIER: HRRA=APIRERIEREERN / -

4. iERFHE: B E—SERRISRFFSR,

BREHRHERNA: BREE + BEREN ABRERE + 2 + BREFH
ISR :

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=1ins-09dx96dg&Limit=20&No

nce=11886&0ffset=0&Region=ap—guangzhou&Secret Id=AKID* ¥ ¥ ¥ * &k &k kdkdhdhdhdhdhdrhrrrrrrrxxxxx*x*xgTimest

amp=1465185768&Version=2017-03-12

2.4. EREEH
LS BEHEZR,

B5%ER HMAC-SHA1 Hizx E—S i SMESRNFHRHTES, ARISEMINESR(EM Base64 #HiTHIE, BIEIR
SRENESH,

BMUEBINT, LA PHP iESHHI:

$SecretKey = |********************************’;

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&
Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ ¥ X XA XA XXX XXX XXX XXX XXX XXX XX
*FFxgTimestamp=1465185768&Version=2017-03-12";

$SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

=)
215

IRy RER:

i
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TRAM2x fNMO9EiVTINmPg06MRnCvQ=

ERECERRHESTARN, TALERAPHEXETEREIE, FENERHRSHEIFHrI—EET,

3. EEREE
ERMESEHTRERENEREYN, BEELHT URL .

N E—SEEZ R TRAM2XFINMOIEIVTNMPg06MRNCVQ= , REBRIMNEZHRIERSH ( Signature) 7:
7RAM2xfNMO9EiVTNmMPg06MRNCvQ%3D, BiAFERZLERIER URL,

R NMRAPRERAER GET, BEiERSGZ)H POST [AF Content-Type 7 application/x-www-form-
urlencoded, WAXERMFABFERSHEHESREM URL Hif3, SHRN-FSTARERDG. I ASCIl = URL SHEEel
|mE=5%LL UTF-8 #157468.

HE: FRGREREENMEESENAHFRAESMIETT urlencode, EXHERT, RABENESRHTT URL HKDT, EWA
X URL FiBSSHEZEM.

R Rft2BELmEHTRG, WERA RFC 3986, (A %XY MSHFHHIMNRFH#HTEILRSE, H
B X" M Y” BEARHBFE (0-9 MAS=8 A-F) , ERANMNSESIRESR.

4, FL/EM

RIELIRER, FEUTESKMAVERD, BIRIEERERLE,
Hi=ftig HHistik
AuthFailure.SignatureExpire FERIIH
AuthFailure.SecretldNotFound BHAERE
AuthFailure.SignatureFailure ERER
AuthFailure.TokenFailure token £Hix
AuthFailure.InvalidSecretld ZHiEE (F2= API AR )

5. ERWR

fEsEfniAM API 3.0 B, #EEREEANERZ SDK 3.0 , SDK #ETERME, AARRXFFRIZHINRAEORE,
FHRIEESR SDK i, HEiFHREESH:

« Python
e Java

« PHP
 Go

+ NodedJS

IRIRERE: BR=ITE (1bF) BRSEAE 5549 H80m


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
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« .NET
¢« C++
* Ruby

TEHRM T FRFRIERES demo, ERILIKEIMMAIREEERAIERN:

» Signature Demo

ATEFRNBERER/LRE, TEMSIRREESHM, S LRNERERERAHSH, SRS . FRNEOMSHAIEEERL
LiaEEdiEhE, ABRAREESERE, HFEEERNE, IIMTRERE[ERM SDK .

EEEHBAY url BIEERN: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret TA=AKTID* * * Kk kkkodododododeodode oo s sk g S 3 gnat ure=7RAM2x fNMO9E i VTNmPg0 6MRNCvQ% 3

D&Timestamp=1465185768&Version=2017-03-12 o

8 AFRAIPRHZEREEN, HERBAERRFXNFAE, ELiRIELH url EXEHEPITAHER curl FHSRAARS
REERUEIR: BRI, ATER—NMILAEERER url , SEEXRFIPE Secretld #1 SecretKey AHEERIZEH, FiE
BESHeIIEEIER Timestamp o

FR: ETERNRAP, FREFEES, EER—ESERIVTEIIN url IEHEMAR, RRASHNIRFERR, EXHAFR
IRIEtRE. REMASHEE, BERITEIERET,

ER: UTRIBUERT API 3.0, FatERATEMNERRE, BIARMAISERIEAE,

Java

"t java.io.UnsupportedEncodingException;
java.net .URLEncoder;

C java.util.Random;

~t java.util.TreeMap;

t javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

£ javax.xml.bind.DatatypeConverter;

static String (String s, String key, String methoc throws Exception {

Mac.getInstance (method) ;

SecretKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm());

mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;
return DatatypeConverter.printBase64Binary (hash) ;

}
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

Eaemin

static String (TreeMap<String, Object> params) {

ingBuilder = new ("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

return s2s.toString() .substring(0, s2s.length() - 1);

(TreeMap<String, Object> params vs UnsupportedEncodingExcep

tion {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?2");

for (String k : params.keySet()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .appe
nd("&") ;

}

return url.toString() .substring (0, url.length() -

}

public static void (String[] args) throws Exception {

TreeMap<String, Object> params = new <String, Object>();

params.put ("Nonce",

params.put ("Timestamp", 1465185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", "DescribelInstances");

params.put ("Version", "2017-03-12");

params.put ("Region", "ap—-guangzhou");

params.put ("Limit", 20);

params.put ("Offset", 0);

params.put ("InstanceIds.0", "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KE

Y"), "HmacSHA1"));

System.out .println (getUrl (params)) ;
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Python

EE: MRERE Python 2 KEHIETT, BERLRHE requests {K#fi: pip install requests o

baseo64
hashlib
hmac

oS

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

endpoint, params) :
= method + endpoint + "/2"
query_str = "&".join ("%$s=%s" (k, params([k]) for k in sorted (params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method)

return base64.b6dencode (hmac_str)

1 LI

if name == ' _ main___
endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg',

'Region' : 'ap-guangzhou',
'SecretId' : secret_id,
'Timestamp' : 14651857
'Version': '2017-03-12"

}
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s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print (data["Signature"])

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt "

n os n

"sort"

"strconv"

)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map[string]string{
"Nonce": "11886",

"Timestamp": strconv.Itoa (1465
"Region": "ap-guangzhou",
"SecretId": secretId,

"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

var buf bytes.Buffer
buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
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buf.WriteString ("/")

buf.WriteString("?")

ke ([]string, 0, len (params))
:= range params {

= append (keys, k)

Strings (keys)

:= range keys {
keys[1i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)

hashed := hmac.New (shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
["Nonce"] = 118
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["SecretId"] = 8
["Version"] = "2017-03-12";
["Action"] = "DescribelInstances";
["InstanceIds.0"] = "ins-09dx96dg
["Limit"] = 20;

["Offset"] =
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ksort ( ) g

"GETcvm.tencentcloudapi.com/?";

=> ) A

-1);

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

require 'time'
require 'openssl'

require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',
'Instancelds.0' => 'ins-09dx96dg’',
'Limit'

'Nonce'

'Offset'’

'Region' => 'ap-guangzhou',
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'SecretId' => secret_id,
'Timestamp'

'Version' =>

}

sign = method + endpoint + '/2'

params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"

end

sign += params.join('&'")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb64.encodeb6t4 (OpenSSL::HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

string

ing signRet = string.Empty;
using (HMACSHAl mac = new HMACSHA1l (Encoding.UTF8.GetBytes (signKey)))

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret)) ;
signRet = Convert.ToBase64String (hash);

}

return signRet;

static string (SortedDictionary<string, string> requestParams, stri

string requestHost string requestPath)
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{

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?";

string v = "";

(string key in requestParams.Keys)

string.Format ("{0}={1}&", key, requestParams/lkey]);

retStr += v.TrimEnd('&"') ;

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
g action "DescribelInstances";

version = "2017-03-12";

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,

param.Add ("Limit", "20");
param.Add ("Offset", "O");

param.Add ("InstanceIds.O0", "ins-09dx96dg") ;
param.Add ("Action", action);

param.Add ("Nonce", "11886");

Add ("Timestamp", RequestTimestamp.ToString());
.Add ("Version", wversion);
.Add ("SecretId", SECRET_ID);

.Add ("Region", region);
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SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, Stri
ngComparer.Ordinal) ;

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WritelLine (sigOutParam) ;

t
}

NodeJS

crypto = require('crypto');
function
params|['Signature'] encodeURIComponent (params|['Signature']);

onst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

(regqMethod, endpoint, path, strParam) {
strSign = regMethod + endpoint + path "?" + strParam.

eturn strSign;

ion (secretKey, strsign) {
signMethodMap = {'HmacSHA1': "shal"};

hmac = crypto. (signMethodMap [ 'HmacSHAL1'"'], secretKey || "");

return hmac. . (strsign, 'utf8')). ('baseb6d')

ion (params) {
strParam = "";
keys = . (params) ;
keys. ();
for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}
return strParam

}
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process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap—-guangzhou"
= "2017-03-12"

"DescribelInstances"

let params = {};

params|['Action']

params['Instancelds. 'ins-09dx96dg’;
params|['Limit'] =

params|['Offset']

params|[ 'Nonce'] =

params|['Region']

params [ 'SecretId']

params|['Timestamp'

params|['Version']

strParam = (params)

const regMethod = "GET";

const path = "/";

strSign = (regMethod, endpoint, path, strParam)

params|['Signature'] = (

(params ['Signature'])
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‘ =+
IR [B]455R
iEE#AYE: 2024-03-12 01:07:40

= API 3.0 #RAARE JSON 4R, iEEEE JSON SUaYE O SPiHiRR . &E JSON #iEr&RAMREH 50
MB, MREERNEIFEEERARE, BREEXMHREINEER. BRIEZROISPSEHAEIEINEE (FIMNRESEE ) HESR
IhgE, EHREISBERZEIK.

e BRREERERSIKRERLGET, WA HTTP RREB15200, FIIRESESHENBRBIEZZELM, B HTTP
KEEBR200, MFE401.

IEfRIBEISSR

LAZIRSSEREOBSEFIREFIE (DescribelnstancesStatus) 2017-03-12 kraa6, EHRAMAKI, HEaTsErRET
A

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468

}

}

+ Response REREH Requestld 2EIEMIFER, XTiCBEKRKINSE, RE APILET, NWHERIRE,

+ Requestld AF—1" APl iERBIE—RE, R API EMBE, LBXR Bl=20k 5% 125215, Hi2#z ID KRR
7,

o RTEEN=ZERSI, BERUYABEMMEOEXNZFE, FRMEOMREINZES RIEOMETEN . tFldas TotalCount
0 InstanceStatusSet #3739 DescribelnstancesStatus EOEXWFE, AT RAAERIAPEIE B =IRSEEE
51, Eit TotalCount ELLIERTENIREES 0, InstanceStatusSet FIERAE,

HiREOESR
ERBEH, HEEERANTR:

{
"Response": {
"Error": {

"Code": "AuthFail

"Message": "The prov cr s could not be validated. Please check your signature is

correct."

br
"RequestId": "ed93f3cb-£35e
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
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+ Error WEMRERE ZIEKRFABALYM . Error FERIZEFHMAERI Code #l Message FERTEAMBXMAT 24 EREIRT .

+ Code RREFHEAEIRG, HiFKHERTILSGIREBZERBEARERIDH NSO MAYERETIREERE KT KFEE
MBRER.

+ Message B TEMERERENEFERE, HEUVSERHIAEMNE, WXATHESEEFRISTELETRH, APFRIKERIX
MERENE,

« Requestld BF—1" APl iERIE—#HRR, MR API BRBE, aJLBR Bil==k &% 1232 T8, FRMi% ID KER@

=,
2IEIRD

REIZSRPUNREFE Error FER, NWRTEAR APHEOXM . Error B89 Code FERETFEIRIG, FRABSHTEHIMAIER
BALLEIRB . REMERBIIRESEF~m “API X" BRTH “EiRE" XM,
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁizﬂﬁ E25L

SHIER

mRiEE#AYE: 2022-08-10 06:12:29

ERIESAZ= API 3.0 A SHMEE SIS TSRS :

String: Z&FH,

Integer: R, FRALFHFS64UEL . SDK 3.0 FEAREESZISHREEMER, BNUMERRZEESHRABREE
M, 5180 Golang B uint 64,

Boolean: #/REL,

Float: Z=E8,

Double: WEEZERE,

Date: =fFsh, HHRKEU. fltn: 2022-01-01,

Timestamp: FF&, iEg=t. $1E0: 2022-01-01 00:00:00,

Timestamp ISO8601: ISO 8601 2HEFHEMALELR ( International Organization for Standardization, 1SO)
EmupsxFHBMNEEANEMFRRE, MEERR (GB/T 7408-20055E w3t E 2R QHIfIRTEIETE) - &
WLARRERREES IR SRR TR, fItn: 2022-01-01T00:00:00+08:00,

Binary: Z#HHEIRS, BELUSEMGERINGRT.

IRIRERE: BR=ITE (1bF) BRSEAE 5563 #80m


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A
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HithfAXizO
EiiFEIRER

IEEEFRATE: 2025-09-12 01:07:34

1. EO#R

EOEKIEF: advisor.tencentcloudapi.com .
AFESTERNER

EOMEOERRZERE: 200R/% -

#E#={ER API Explorer

APl Explorer &t TTEZIFARA . ERWIE. SDK IBEMMRFEREOFEN . BAEESXARNBERASTNRES
RURBzNER SDK ERTH.

2. BNEY
PTERSHIIFRIIE TIEOBSRSYUNTIAHLSEY, ZREAHSHIIRR ~AHiERSH,
SHEM Wi ESic] ik
Action = String ~2Y, XEOBYE: DescribeStrategies.
Version = String ~SE, FEOBRE: 2020-07-21,
Region B String LESYH, WSHHTESH,
3. e
SHEM E-Sic] )%
. Array of .
T(HIF5!
Strategies Strategies (&R
W—igXK ID, HIRSBiRER, SREREBIJIRE (EEREEEERLEHRIARS
Requestld  String i, MHZRIBRFEIRXE Requestld) . EfnBEIHEEREIZRISKRA
Requestid,
4,
=N ERHERER
BWATH
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https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63113#Strategies
https://console.cloud.tencent.com/api/explorer?Product=advisor&Version=2020-07-21&Action=DescribeStrategies
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POST / HITP/1.1
Host: advisor.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeStrategies
<AHFERSEH>

{

"Response": {

"RequestId": "",

"Strategies": [

{

"StrategyId": 131,

"Name": "ZEUWRBE (Redis) BURAXIE",

"Desc": "HE Redis EHIRHERTAKEE, MREHIKRETARINE, HEFHMTARKIIRMERIEET, TS

FXSEBIFiZ iR XUBE "

"Product": "redis",

"ProductDesc": "ZEUWEE (Redis) ",

"Repair": "WMRISEREIRER, BXBAETARBELSR, EAWVSTIEM, BUAXSMIRMERESD (htep
://cloud.tencent.com/document /product/239/51113) ",

"GroupId": 2,

"GroupName": "HBJFE",

"Conditions": [

{

"ConditionId": 178,

"Level": 2,

"LevelDesc": "FRAXE",

"Desc": "Redis SEfIRETIHXERE"

}

]

e

{

"StrategyId": 235,

"Name": "ZEHEEE (Redis) (EFRERLMLE",
"Desc": "HE Redis =AIERAEMMLEE",
"Product": "redis",

"ProductDesc": "ZHEUEEE (Redis) ",
"Repair": "ENERATAENE, IABRNER—IREEREIINSTE, EiNEENE LFRERRPIIATEMES
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HUR

"GroupId": 2,
"GroupName": "HBJEE",
"Conditions": [

{

"ConditionId": 307,

"Level": 2,

"LevelDesc": "FRAXE",

"Desc": "SCHI{ERAERMPILZE"

5. FRERR

= APl SE&

Eifl= API & 24E& API X#4. $8iR8. APl Explorer & SDK R ENA—BIAFR, HESMNE—AOZGORERBIT
=IRMAIFRE APl RS .

API Inspector

FRTi&EE API Inspector BEIZHIEE—SIRIEXBR AP AREBR, HEMERSIESIRAR APl X3, taFiE API
Explorer #13EZiEit o

SDK

= API 3.0 R TRENAALRTIRE (SDK) , XISSMRIZES, sEELERER AP,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0

6. tHiR1S
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/advisor/v20200721/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
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https://cloud.tencent.com/document/product/440/6176
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KUTRFIL T2 O SSiZIEHEXRYIEIRD, EftiEiRIBiFR AHERE.

T faR
InternalError.DependsDb EfEIdbtisE .
InternalError.System ARz,
InvalidParameter SHRIR
ResourceNotFound BEAFHE
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@ HE \_L:HE ERAERRIR)

{ES5HEXEA
EiRFHIRX S SEFIZIZR

mIEEFAYE: 2025-09-12 01:07:35

1. EO#R

EOEKIEF: advisor.tencentcloudapi.com .
BEITHEURESERIFIR

EOMEOERRZERE: 200R/% -

#E#={ER API Explorer

APl Explorer &t TTEZIFARA . ERWIE. SDK IBEMMRFEREOFEN . BAEESXARNBERASTNRES
RUREERE SDK ARZRG.

2. BN2Y
PTERSHIIFRIIE TIEOBSRSYUNTIAHLSEY, ZREAHSHIIRR ~AHiERSH,
BHEM Wi E-Sic] iz
Action = String ~HSH, XEOBE: DescribeTaskStrategyRisks.
Version 2 String A, XEOBRE: 2020-07-21,
Region B String rESH, KSYHESH,
v ﬁ
Strategyld = Integer ;T:E::J:;a
Limit - Integer IBEEE, 2INMEH100,2XKEH200
- TBIE: 10
- (migE, 20
Offset B Integer =GIE: 0
. wiE
E A
v - String ~BUE: "public”
. 5528
k A
TaskType - String TBIE: "allTaskType"
3. ey
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https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://console.cloud.tencent.com/api/explorer?Product=advisor&Version=2020-07-21&Action=DescribeTaskStrategyRisks

CSEE) Hgﬁi*{if& BRI

SHER = g

REIERE, CRRAKRIAZIER (Risks ) HEFE, Fii:
{"Response":{"Requestld":"111","RiskFieldsDesc":[{"Field":"Instanceld","FieldName":"ID","FieldType":"string","FieldDict":{}},
{"Field":"InstanceName","FieldName":"&#","FieldType":"string","FieldDict":{}},{"Field":"InstanceState","FieldName":"{£
&","FieldType":"string","FieldDict":{"LAUNCH_FAILED":"gJi25%","PENDING":"gi2%","REBOOTING":"EEH","RUNNING":"iE{7
", "SHUTDOWN":"{F LLFFES","STARTING":"F#l=","STOPPED":"%#1","STOPPING":"%#l5","TERMINATING":"$§ 2"},
{"Field":"Zone","FieldName":"aJAX","FieldType":"string","FieldDict":{}},{"Field":"PrivatelPAddresses","FieldName":"IPithiit

Array of (A)","FieldType":"stringSlice","FieldDict":{}},{"Field":"PublicIPAddresses","FieldName":"| Pttt

RiskFieldsDesc  (2)","FieldType":"stringSlice","FieldDict":{}},{"Field":"Region","FieldName":"itti&","FieldType":"string","FieldDict":{}},
{"Field":"Tags","FieldName":"#5&","FieldType":"tags","FieldDict":{}}],"Risk TotalCount":3,"Risks":"[{"Instanceld":"ins-
xxx1","InstanceName":"xxx1","InstanceState":"RUNNING","PrivatelPAddresses™
["1.17.64.2"],"PubliclPAddresses":null,"Region";"ap-shanghai","Tags":null,"Zone":"ap-shanghai-2"},{"Instanceld":"ins—
xxx2","InstanceName":"xxx2","InstanceState":"RUNNING","Private|PAddresses":
["1.17.64.11"],"PubliclPAddresses":null,"Region":"ap—shanghai","Tags":null,"Zone":"ap-shanghai-2"}]","Strategyld":9}}
R WFEREEEHEE null, RFEIRAIERE.

RiskFieldsDesc

HHERID
Strategyld Integer R FERAIASER null, FERAFIERE.
wflE: 1

B SEH) M5
RiskTotalCount  Integer B hFEREEER null, FROFEIEWE.
HIE: 10

MEEEHI$ETIE, FEison decode

R WFEREEREER null, FFERAFIERE.

FHHE: [{"Appld":12345678,"IgnoreType™:"","Level":"2","RiskDays":1,"condition|D":8018},
{"Appld":12345678,"IgnoreType":"™","Level":"2","RiskDays":1,"conditionlD":8018}]

Risks String

A BT IR E
ResourceCount  Integer i WFEREEEER null, FRIMAFIEE.
wfIE: 10

K—i&R ID, HERSHER, SNERESER (BFREARMREFRMERARSRE, WZRERFEHES Requestld) . EfEREIHRERIHZRER

Requestld String #9 Requestld

4. 7
THN EREE TR ERIZIE

BATHI

POST / HTTP/1.1
Host: advisor.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTaskStrategyRisks

<RHEHIFRSE>

{

"StrategyId": 9

"Response":
"RequestId":
"RiskFieldsDesc":

{

IRIFRE: BR=ItE (It ) BRSEATF 5569 #80m



"Field": "Level",

"FieldName":
"FieldType":
"FieldDict":
{

"Key" . "3 n’

"string",

[

"yalue": "_l%_b—(lilzﬁ"

Hy
{

"Key" : ||2||,

"yalue": "EP,)—(L ﬁn

}
]
Hy
{

"Field": "AppId",

"FieldName":
"FieldType":
"FieldDict":
by

{

"Field": "Ris

"FieldName":
"FieldType":
"FieldDict":
by

{

”appid" ,
"int",

null

kDays",

"RBEFFEREL ",

"int" ,

null

"Field": "conditionID",

"FieldName":
"FieldType":

"FieldDict":

1,

"%14::]3‘" ,
"int",

null

"RiskTotalCount": 3,

n

"ResourceCount": 0,

Eaemin

"Risks": "[{\"InstanceId\":\"ins—-xxx1\",\"InstanceName\":\"xxx1\",\"InstanceState\":\"RUNNI

NG\", \"PrivateIPAddresses\":[\"1.17.64.2\"],\"PublicIPAddresses\":null, \"Region\":\"ap-shan

ghail",\"Tags\":null, \"Zone\":\"ap-shanghai-2\"}, {\"InstanceId\":\"ins—xxx2\", \"InstanceNam

e\":\"xxx2\",\"InstanceState\":\"RUNNING\", \"PrivateIPAddresses\":[\"1.17.64.11\"],\"Public

IPAddresses\":null,\"Region\":\"ap-shanghai\",\"Tags\":null, \"Zone\":\"ap-shanghai-2\"}1",

"StrategyId":

[}
J
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O BHS

Eaemin

5. FEREHER

Bz APl &

[Biflz API SE5 248 API X, $8iR18. APl Explorer }2 SDK FREHS—ERTE, HEENE—AOEARERER

=RERIERE API BRSS

API Inspector

FBPEEE APl Inspector EEIEHIGB—TIRMEXEXR AP EREBR, HEMERZIESHRAR AP 68, tBaaitE API
Explorer i#5E&iEI o

SDK

= API 3.0 Rt TERERNALAIRSE (SDK) , SHSSMRIZIES, seEAEEAR APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0

6. X9

ARSI 7O SSZIgHEXREIRD, BEthEiRiGiER AHER0E,
HRi=t3 fEik
InternalError REREIR
InternalError.DependsDb #EiRIdb s .
InternalError.System RAHR.
InvalidParameter SHIRIR.
InvalidParameter.ParamError SHEER,
InvalidParameterValue SHEYERIR.
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/advisor/v20200721/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/advisor/v20200721/advisor_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://cloud.tencent.com/document/product/440/6176
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@ HE \_L:HE ERAERRIR)

Ht
[

=RMAEEHSHEX
AN == AR

mIEEFAYE: 2026-01-23 01:07:53

Z

1. EO#R

EOEKIEF: advisor.tencentcloudapi.com .
FEEEMTRR . SRSFBRRSHEIRSIGIMERIR
EOMEOERRERE: 200R/% -

#E#={ER API Explorer

APl Explorer &t TTEZIFARA . ERWIE. SDK IBEMMRFEREOFEN . BAEESXARNBERASTNRES
RUREERE SDK ARZRG.

2. NS

UTBERSEFIRVILE TEROBREGMTO2QHSY, RBEAHSHIIRR 2HERSH,

SHEM Wik £S5 fae
Action = String AHSH, AEOBE: CreateAdvisorAuthorization,
Version = String ~HSH, FEOE: 2020-07-21,
Region & String ~HBY, WSHATESH.
3. ey
SHEM ESid) ik
BEEE

M Stri
essage N9 =pIfE: Already authorized

W—iEXK ID, HIRSIRER, SRXERBIRD (EHEREEMREKRERERSM, WiZXi5

Requestld  String . ~sk8 Requestld ) . EAITEIESIRHIZAERE Requestid.

4. 761
wHH BFE

BATHI
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O BHS

POST / HTTP/1.1

Host: advisor.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateAdvisorAuthorization

<RIEHBFRSEH>

{3

L b e

{
"Response":

"Message": "Already a

"RequestId": "9 27-1814-4d39-9470-dadca094belf"
}
t

5. FRERE
BR= AP| &

Eaemin

[Biflz APl 5 248 API XX, $EiRM8. APl Explorer }2 SDK FREHS—ERTE, HEENE—ANOEARERER

=RERIERE APl BRSS -

API Inspector

RFai@EE AP| Inspector BEIZFIGE—SRIEXEXR AP ARRER, HEMEMSZIESIRAI API £53, tBaJaiiE API

Explorer #1314t o

SDK
= API 3.0 Rt TERENALATIRE (SDK) , STHSSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0
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B

iR EFESE: 2025-03-25 01:

Conditions

THMEIRESF MG

07:50

#aNT¥EO51M: DescribeStrategies,

B

Conditionld
Level
LevelDesc

Desc

KeyValue
g2t

S

Integer

Integer

String

String

Eaemin

ik

EEFRMHEID

HIE: 1

%%g&%u’ ZEFMBQ, BEMBﬁ
wBlE: 2

ZERHER

HUE: RS

EEFRMHER
THE: Redis SEFIRERTAXERE

#ANT#EOSIA: DescribeTaskStrategyRisks.

2R ESid)
Key String
Value String
RiskFieldsDesc
RIS SEGI=F ERHEA

e
HE: product

BRI RE
& cvm

oy

#aNT#EO51M: DescribeTaskStrategyRisks.

= i)

Field String

FieldName  String
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FEID
R{E: InstanceState
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® H% \_EHE Eaemin

B =S faiR
wBE: RS

FERHR
string: FFREE, FliN"aa"
int: A2, 40111
FieldType String stringSlice : FFFREARR, FHian["a", "b"]
tags: #REEHE, FIED: [{"Key":"kkk","Value":"vwv"},
{"Key":"kkk2","Value":"vvv2"}]
TBHE: string

FieldDict Array of FER{ENI R
KeyValue R WFEROEERE null, FFREFEEE.
Strategies
HMEIRIER

#HANTEOSIA: DescribeStrategies,

2 5} iR
F&IRID
Strategyld Integer =EIE: 1
Name String VEEIRERT
THE: =EIEE (Redis ) BUIRXEE
RS IEIR
Desc String TBIE: 18E Redis IHIZEETHAREE, MRELFIRETHXEE, H3EFH
Mol X RBIRIRIESIERT, RIEEERSEFITEBRXES
Product String VREIRRIRF=5aID

R~IE: redis

AT M= Fa TR

ProductDesc  String THIE: =HEE (Redis)

ALY
Repair String THIE: MRISERESERER, BNRKAETHARSNELSE, BAWSIENS,

[ AR 2 %IE(EE51](https://cloud.tenc

THEIZEAIID

Groupld Integer SBIE: 2
FR{GIRERI 2R

GroupName String SOIE: T

Array of TIPSR
Conditions s 7BE: [{"Conditionld":178,"Level":2,"LevelDesc":"$1X,
Conditions

i&","Desc":"Redis 3£fl
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O BAT

= e

mRIEE#AYE: 2025-01-16 20:27:26

LhRESAR

NRREILSRPFE Error B, WRTRER APl EOXK. fian:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

Eaemin

"Message": "The provided credentials could not be validated. Please check your signature is

correct."

Hy

"RequestId": "ed93f3cb-£f35e-473f-b9£3-0d451b8b79c6"
}
t

Error iy Code F£Ri5iRM8, Message FRZEIRMEFEE

HiRGIR

2A3HEIRG
(iRt
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

IRIFRE: BR=ItE (It ) BRSEATF

yizli):}

EOST%.

BERLEREY Authorization RFSBATIRE,
ZiAdEx (2= AP Z$AZERY)

MFA $&iR.

FIRAFE. B BHE RERAEE SHmER
EHEZH, MRSEE, SRERPARRIESIER, i+
BRI EETE.

ER2idH, Timestamp RS EAIEEETRSE
SRS, BEREAEEREIIRERERE

BERHER. ERTEEHR, BURARASPHES
FiENEaEERITETRE.

token %o
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O BAT

iRt

AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation

UnknownParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

AR

Eaemin

IEREKEN, i5EE CAM STHEXTERASREA

DryRun {#E, RERIEKIEESREMIIN, RRSET

DryRun £#{,
RERY
REREEIR o

BEOFREFE,

SHIEIR (BESHEL. XBFER) .

SHIEHEIR.

iER body B multipart 18U i&ix.
IP ittt EEZ SR,

IP it R EE R BER,

B AR -

ROSH,

FRAFE
BORAFFEFE.
IERENREGEEE T SRR
EMWSEBIIRNZRIRE

IP BRS®,

EMWSRIT,
IEREEIRFIK
BEHMEA.

BRFE.

BREAFE

HRAAIHA,
REISEIIREIK
SRR ERARTMA,
RIZIURE

KNSR, APSEREXNSHESHIER,
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HHIRD 588
UnsupportedOperation BRERE

h EXRER, R GET #1 POST i&
UnsupportedProtocol ;J:tp(s) BERINGEIR, R # B
UnsupportedRegion EOARZISERE b .

VS SRS

§EIRED 7]
InternalError.DependsDb #Kifirdbtis .
InternalError.System REWEIR.
InvalidParameter.ParamError SR,
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