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API 3t
E L

RIEEFRASE: 2023-09-14 01:05:56

85 X&RM%®

£7HE: 2023-09-14 01:05:50
FREHESTIUTRE:
BEEEHH.

fEREn:

« DescribeStrategies

o fEMi#: Strategies

BERESE:

» Conditions
» Strategies

R ERASS :

» DescribeStrategie
» DescribeStrategiesCondition

8B4 X5®

£7HiE): 2022-06-08 06:03:05
FREHESTIUTRE:
BEEAHIH.

fEREn:

« DescribeTaskStrategyRisks
o ¥MEBAZ: Env, TaskType
o ¥ZHS: ResourceCount

8B 3 X&RMH®

Z#mAdiE: 2021-11-09 08:05:53
RRERAATUATHE:
BEEEHH.

SR

« KeyValue

(B EiReEa:

» RiskFieldsDesc
o FERYRE: FieldDict
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https://cloud.tencent.com/document/api/1264/63110
https://cloud.tencent.com/document/api/1264/63113#Conditions
https://cloud.tencent.com/document/api/1264/63113#Strategies
https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/63113#KeyValue
https://cloud.tencent.com/document/api/1264/63113#RiskFieldsDesc
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&ZmAdiE: 2021-10-29 08:00:17
FREHASTUTAS:

BB BRI,

feBuz0:

» DescribeTaskStrategyRisks
o FBHS: Risks

B1XE®

A#BdiE: 2021-10-20 16:41:59
FREBESTIUTRE:
BEEAHHIH.

srmEn:

« DescribeStrategies
« DescribeTaskStrategyRisks

FIEEIRE:

- DescribeStrategie
» DescribeStrategiesCondition
* RiskFieldsDesc
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https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/63110
https://cloud.tencent.com/document/api/1264/63112
https://cloud.tencent.com/document/api/1264/63113#RiskFieldsDesc
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SiFEAtiE: 2021-10-20 16:42:03

WifEA =/im APl 3.0 [F4 . £ AP EONAEIGENLSE, S—SEREMAHERB, 48—/ SDK/CLI A5 AP| SIEPEE—,
LIS PEIENERGR ., TFesmEENLHEEREEERETm. EZER= AP] 3.0 EANEBEES: TEA]

WiERBN MRS . ZRSEERETEBNZASNZSRETERA  IREHNZLEEEED,

RS =GR

- ENR20E: ZMOEERRBEEREMAFPRHE LERERKENSBES, SHAFRTRYINZERRESERIK.
o REIRAMG: WBAPEEE. BRKRHTRIGITER, FHRPNRARCALIRIEBIHER
o ASSESTE: EEIRSIRG 80% HIRSERER . HRISEMER, RTSEHT S,
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696
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mIEEFATE: 2024-01-25 01:04:14

Hftuig <O
EOSMR EOIEE
DescribeStrategies HiFHRER
(ES5HHXEN
EOSHR EOThaE
DescribeTaskStrategyRisks BRGNP SERII R
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https://cloud.tencent.com/document/api/1264/63110
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imREEH

IEEFRATE: 2023-02-22 01:02:03

1. BRS5 1tk

API ZisFiriblEgiEN , ARkt S&R advisor.tencentcloudapi.com , tB3ziSigEbEEZhR, Flanr-HitbkaoiEsE
advisor.ap—guangzhou.tencentcloudapi.com .

HEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENREIERIRSEE . FIINE MEEBER, SEBREIN M
BR3388, MEMISE advisor.ap—guangzhou.tencentcloudapi.com 2—3#4.

R RESURAILSS, BIUSETIBRANNSE .

R HEE AP BEAR, HAFPARTREEEROSTFRIRS NN, *RsISibRFREERAB R/ AHBSECHEPER, EOSHSObIEE
HEROEISN BB PE,

BRISHSIEESIxRA:
PN b0 o7
FEHIEIEN (5, RISEEERK) advisor.tencentcloudapi.com
SERHBIR (7)) advisor.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) advisor.ap—shanghai.tencentcloudapi.com
bt X (I6R) advisor.ap-beijing.tencentcloudapi.com
Fargits X (FER) advisor.ap—chengdu.tencentcloudapi.com
ARt X (EFK) advisor.ap—chongging.tencentcloudapi.com
BEaHRX(FESES) advisor.ap—hongkong.tencentcloudapi.com
WA ZRES (Fring) advisor.ap-singapore.tencentcloudapi.com
TAFRE(ER) advisor.ap—-bangkok.tencentcloudapi.com
WARER(FHE) advisor.ap—mumbai.tencentcloudapi.com
TAFIL(ER) advisor.ap-seoul.tencentcloudapi.com
TAFIL(EFER) advisor.ap-tokyo.tencentcloudapi.com
ZEFRE(FSEE) advisor.na-ashburn.tencentcloudapi.com
EETEER(EES) advisor.na-siliconvalley.tencentcloudapi.com
=X (S1E2) advisor.na—toronto.tencentcloudapi.com
Bt X ((Z=518) advisor.eu-frankfurt.tencentcloudapi.com

2. iEfEh%

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE
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X HTTP i5R7GE:

- POST (i)
« GET

POST K258 Content-Type 28!

« application/json (#7%F) , YRERESZSZ v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7Z v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , LRERESESZE v3 (TC3-HMAC-SHA256) .

GET i5KRIIBRERNABiEBIE32KB, POST i5REMAERRZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FHE

195/ UTF-8 4wi8,
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RIEEHRATE: 2023-12-28 01:06:11

AHLSHEAFIREAPNEOSSNSH, NHEVE, E85MEORMIERABXLSERTIHI, (BEXERETEETXWSY, F6EEE
BiEiEK .

AHSHNEFASTEEHZFERNEZ R ZRATEMEMER.

(ERERGE v3 RSN

BER®FGE v3 (BRBIRE TC3-HMAC-SHA256 ) HHELERT5E v (BENEAREBREREE) , ERE, TEARERE, 325 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER £875i% v3.

R WTFEGBR, BoROMEPIRFERNRERSE vI GET 5K, TAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik iR

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action String = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&XKsk: X-TC-Region, iifS#, AFRFKAFEIRIEMM R, BESEEOMXES
Region String - WMASHEDETAHSE Region KR, T8 REEOFBEERZSY, BEOXXEREX IR
HiRA, IWEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, micFkie APIi&RARTE], 40
1529223702, #*i&: MRSKRFBF[MHEHEZELSSH, SlESEITHHER.

fil

Timestamp Integer

HTTP i&kk: X-TC-Version, EEAY API B9RRA . BUESZZEOXERANSAHESE Version
B9iAR . BlaNz=BR33ESH9RRZA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: £&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fx#R3EIFIEER, BUES
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
H&EI4E, B3, 8 cvm.tencentcloudapi.com BEREZREE cvm. A=REVEN
advisor; tc3_request BEIEZEFH;

- SignedHeaders: £5&&itHERILEMSE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKsk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HIEERAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (NEEOZIFSE ., BYE: zh-CN,
Language String a

en-US. zh-CN ﬁ@*ya en-US ﬁ@izo
g AFRESR Mg = IRSZFEFFIRPIIET4, FEOSHIRERRBE Offset=0, REIEE Limit=10, WEIEREDIZIZER URL. &

RKLED . IERIETRBIGNT:
HTTP GET iER&#93

WRIFRE: BRRITE (bR ) ARSEEAE 5810 #67%:


https://cloud.tencent.com/document/api/1264/63117
https://cloud.tencent.com/document/api/1264/63117
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x**EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***+x*xEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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ERERGE vI NARSH
ERZEEAE VI (BRLHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERES, SEANBELTH
BHER ey it f

BERROSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEENO, BUEX Describelnstances,

ol e8, ARIFRFEIREWM MR, BOESNERESSEOGERRNSEAHS
Region String - # Region Y%A, R REEROFREEEZSY, EOTEhaIbISEINE, LaBEPGEE
BiZSHHFEEN.

a1 UNIX BiE&, mleRAER AP|iERIETE, $I811529223702, NRSHFIRTEHEES

Timestamp Integer = | STREZTEEE,
Nonce Integer 2 REHNIEREL, 5 Timestamp BX&iEk, AFRLEEREE,
Secretld Strin - £ =APIESR LERISHIRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si i o BERER, ARBGIEWXERNEGENE, SERPREZFVRASEITESH . BRITESEZESR
ignature String = .
Versi . o 121ERY AP BOERAE . BUESZEZONEPASAHSH Version Rk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEZHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESHE.
B) Z2EIFRSS FiMARIGR L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZARNTEERELL
Token FE,
L . — EEEOREES, (NEBSEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

EigFEPEESEIA bR ZIRSSRLEIFIR, EiEREMIRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HM5l:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* k¥ EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDkrrkRxEX AMPLE
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https://cloud.tencent.com/document/api/1264/63118
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1264/63118
https://cloud.tencent.com/document/product/1312
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HisE=
FFRFEE0 Region FRAFIGENTRAR. MREORZISLRPIFEEL, WATEROREREMHREE.

b A

et (M) ap—guangzhou

WRIFRE: BRRITE (bR ) ARSEEAE $13 #H67]



O BiHE o
E8HiEVv3

mRIEEFATE: 2023-12-27 01:06:11

TR T E85% v3 NESEE, ERESKRSEHSHREERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

P LEHTES

BE2EIIATARBERIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAiE v, MEERS, STIFEXMBER, XiF JSON 18, POST ERZIFHES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZ 8RR ThaE, EEERIRAS “AP13.0 £8 v3” , AJLANEMEZIZHTINE, aJEEER
SDK X8, #EEMABIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ZiF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR API HRESR, SLAERELLAARS,
+ SecretKey: BT API RERSE, sILAERAELLHED,
- BREFFERERSFEIE, BRHE, SWRERMUFEZL. SR, BUAEMEERLTIE,

RIS EIENEGALSRINT:

1. BF BA=ZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERERAF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE 814 H67:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

& BT =

TEURRSHEAT NEXIFFIREAGIF, STBRNMEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BOBESNSEMERE, ST SHIRESIRIABEINTER.

G, FeARSEEEFZEONSE, RIRERRESIZILENER. EXFRAMEON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. W, XBEARRTEHSARSEMEOBASE, APTLMRIBLFEERNEMSE, 0 Language 1 Token A%
(FE HTTP LERIgE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRESEEN KGR BENIKRE, RRE—FEIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITELEE.

1. HHERBIER SR
BN ARBREAHHENEIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 4
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIB{ES POST,
CanonicalURI URI 2%, API 3.0 BIERIESMHL (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHE"", WF GETiERK, Wh URL #
15 (?) GENFFEARS, FlEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 #1T URLEncode #3 ({$%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5815 #67:


https://tools.ietf.org/html/rfc3986

& BT =

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, REE key:value\n &=(H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE,

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HERIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHEGE R FIH
BT RS E R TS

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW Rz
Algorithm 8%, HaiEEM TC3-HMAC-SHA256,
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& BT =

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUMEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmaE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlRET—BIER, EREAY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #l SecretSigning 2 T#HEIRIEIRE, FIaEEESFAHTENIZESR, SHEHHBIFEFRITENRML S5
73: flcb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM fRRE
SecretKey B4k SecretKey, BI Gu5t9XGARNpPQ86cd98joQYCN 3k,
Date Bl Credential k9 Date FEIER . MR FIEUES 2019-02-25,
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& BT =

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, WIABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

LERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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& BT =

O EE:

ERRIEAHI HTTP LB (Header ) #liEkK{K ( Payload ) #FHESIHEIETHATR S, BUSEEESF—EER. TED
FTENEIRERAR, MEMBEFSIHE.

ERWT

TECFRER API 3.0 B, #EERECERSIIZ SDK 3.0 , SDK #:RTESERE, FRRARKE=RIZMHNEMZONT, FHAEESR SDK &
o HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEINMNTRESERMER:

» Signature Demo

ATEFENBREREE, TEAMSRREES P, S LRNES IR, BROES . FRNEOMSHNNER ERESIE0E, £
BRAEBREESLE, FTESER, IMEARSEREMEM SDKo.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

String = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
("

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 01

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)

WRIFRE: BRRITE (bR ) ARSEEAE 5824 H67]




fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

NTIT
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n"
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= 1 ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'

WRIFRE: BRRITE (bR ) ARSEEAE 5626 #6731




version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + '
"-d '™ + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HBEM

FHEMTESEMAERTD, SRIESSRERGE.

FEIRED fEiRiHiR
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEKROITEBERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. BSREHAEEEHEEHER, EELVSHTFEXES TFEH.

ERER, TRSESHEER, HEESSIMRENABSTEES, hEIRERH SecretKey

AuthFailure.SignatureFailure .
u ilu ignatu ilu -
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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AuthFailure.TokenFailure REHEHR Token $EiRo
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BE/BEEVI BR5A, ERNEMNZEMESTMERSE v3, EFEREEEE v3.

BUXEERL, ZIER AP| Explorer Ry “SERHB4EM” L, EEERMRAN “API 3.0 £8 v1” , AILAENERIREHTINE, FRHTHRIRE
IEENEERE, theTEEER SDK U13, HEERBNE AP BBER 8 MERMREES SDK, EL&HRTESMIERIRE, HEFR, F

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

<> i

fZaILAiEE APl Explorer B9 [ €& 545 | BRESSMEOEZMEMTE,

Bz APl S8 MEIIERHITESMHIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REEIEEIE Secretld #l SecretKey; ERAPESBEREREIE, BRIt ZAPIZHANH Bi5, BNEEERZ APl %

Ao

1. RERSFIE

HEE—RIERZ= APl ZA, BRIt = AP| ZATHE RIFREEIE.

RLEIERIE Secretld 1 SecretKey:

« Secretld BF#5iR APl HB&B%
+ SecretKey BFMEEZFHFENRSHRIRIGIEZZFTRAIIZNR.
- BR$ATERERSSIE, BRtdE.

RIEREFIENEFSERINT:

1. ER BNZEEROERS
2. it = AP Z$0 R9EHIATTE

3.7 = API Z5H U@, 2iE [ #E=A | BiaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER R

BTRLEIE Secretld #ll SecretKey &, BAILAEREZET . UITRERAEREHE v1 £E2BA0FMATE:

i FAPEY Secretld #1 SecretKey HB3IE:

« Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kkkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikkk

R XBERETA, SRERAFEEHIB Secretld fl SecretKey i#H{TIREERIE!
LIRS 2EBEELGIFIR (Describelnstances ) i5kA61, HAPRABX—EOR, HiERSHTEMT:

SHETR
Action
Secretid
Timestamp

Nonce

24
BiER
=48 ID
SRIRdEEL

REHNIEREEL
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER 24 S4E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFHELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APAULMRMELRRZERNEMSE, i Language 1 Token 2HSH,

21. He¥HF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#THE, SHERISYRET, F25tXk0; 2) % ASCII 8
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 Bl, FRIEFEER, BFARIEHE. ARULUERIZEE S PAEXCHEFRERCMIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkkt
'‘Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESTRN, TN EEREIPHSEHTHR, SRINER—E,

2.2. HHEERFTER

WS BRERRIERFFHR

BB L—SHIFIFINERSEUELRE “SHSHR-28E” BEX, W3 Action 28, HSHE#A "Action" , B2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “S¥E" FFRRETIE url KRE0E.

ARBEACENSISHA" HEE—E, REEMIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretid

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*x§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERIFTH

IS BRE R E R F SR
BERENFHFRAMU T SEMA:

1.1EK75E: XI5 POST #1 GET A=, iXEB(FER GET i&XK, EEBHEZIEXE,

2. i5REN:EELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. EREER: HERAZAPINBERERZEES / -
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4. {ERFFR: B E—SERRNERFFS,

BBENEAHHERMNA: BRTE + BREN HEKRERE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEEEH

U REMEZR R,
E5E6EA HMAC-SHA1 B E—ShiREMNESRXFHRHITES, ABISEMNESR(ER Base64 #HiTHD, BIRRERENESH,

BFREIT, KL PHP iESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3**+rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
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5. ERWR

fESCiRAA API 3.0 BY, EEERERERBINZA SDK 3.0 , SDK #:3RTEZMERE, FRNAXEFRBHINEMFZONT ., #HAE2RSR SDK &
Do HASFIREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERETFR=RIERES demo, BRILKEINMNFREEEGMER:

« Signature Demo

HTEERNEESZTRE, TAMZRMEEESHM, B LLANSZIEEMRIM, ERNES . AREOMNSHNEESIA LIAZZEEE, £
BRABEZEZIE, HFESERYE, LRARISREEM SDK .

EAREEAY url II8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥*¥***x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRFZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBMUERT API 3.0, FREEERTRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getinstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);

params.put("Timestamp", 1465185768);

params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

"Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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A BT

R MNRRE Python 2 KIEHRIETT, FEHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

Ty

"sort"

“strconv"

)

func 09

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysJi]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_ SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as => ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
‘Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]l);

}

retStr += v.TrimEnd('&");

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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& BT =

Al =+

IR [E]455R

RIEEFATE: 2024-03-12 01:07:40

= API 3.0 #ZORGARE JSON iR, iREHE JSON #SasRASE SRR RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMFEEIPIEMER . SREROGHAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETRZEA

iR BRREERBIRSIRIERESGIET , WA HTTP AZEB95200, FIINERERESAEMERBIES LY, B HTTP KEB2200, mMF=2
401,

o

IEfRIEEISSR

LA=BRSZ8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTRaREMTA:

{
"Response": {
"TotalCount": 0,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE,

+ Requestld BF—1 APl iERrIE—RR, R API HMBE, JLKR BN=EMk o 123218, FH2HZ ID RERER

o BRTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXERINEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
IERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
+
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIEKRARKY . Error FERERERERY Code 1 Message FERFERAMAKXMAY 2% ERER o

+ Code RFEMFHIBAIEIRE, HiEKRBENTLASCIREZEIRBEATESIREINHaEOX NSRBI R EmEHRIINREEFBRS R
+ Message B RETEMEZRENEFER, BELSEESRFBEML, EXATMHAERERSTERENR, APTRMKRXMEEIE.

+ Requestld BF—1 APl iERRIE—HRR, R API HMBE, AJLXER BN=ZR 5% 1232 T8, FHRMHiZ ID KRR,

AFEHIRT
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

& BT =

REIERPINREFHE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFTEIRD, FAASHAIREHIMANERBAQHEIR P, =8
EIRIRIASIRIESE AT “API X" BRTH “HEiRiB” THE.
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A BT =

S g AR
SEZER
RIEEFRATE: 2022-08-10 06:12:29

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: &,

* Integer: B8, FRATHFS64UELE ., SDK 3.0 FRFEESIFHILEEMER, BLIFERREESHRABEEY, 4N Golang By
uint64,

« Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig=. fla0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5gn: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAE, BELMFEMNGERINEN
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

& BT =

HitttE>xE0
BiFiFEIER

IEEFATE: 2024-03-12 01:07:40

1. EOiR

EOERERZ: advisor.tencentcloudapi.com ,
BFESHERNER

ERMECERITZERS: 200K/7

#=ER APl Explorer <> sEiEid

API| Explorer 12t TEZLIAM . ERIIE. SDK IBEMIIRERFIZOFEN . BTEEESRRABRNERABHIRESRURBaER, SDK
ARRA.

2. N\EH

PAFERSHIIRIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
BB Wi E St i35
Action = String ~HsH, KEOBYE: DescribeStrategies.
Version = String ~EsH, AMEOBRE: 2020-07-21,
Region B String ~HSH, SRS,

b
SHEM ESid) 3%
Strategies Array of LIRS

Strategies R WFERAEERE null, RFEHAEERE,

W—iER ID, HRSIHER, BXERBPSIEDE (EEREEMERERERERSR, WZKERFTRIXE

Requestld  String Requestld ) . EfASHBSIREZRIBERE Requestld.

4. 7
TN EPETER

BARH

POST / HTTP/1.1
Host: advisor.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: DescribeStrategies
<RIERSH>

{}
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https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63113#Strategies
https://console.cloud.tencent.com/api/explorer?Product=advisor&Version=2020-07-21&Action=DescribeStrategies

{

"Response": {

"Requestid": "111",

"Strategies": [

{

"Strategyld": 131,

"Name": "=EIEEE (Redis ) BERIAXEPE",
"Desc": "{iE Redis LHIRBETHRIE, MBELFRETMAXEE, SXFHMTARRIBIRERIEN, TaeEKEFITELIIRE",
"Product": "redis",

"ProductDesc": "=&IEEE (Redis) ",
"Repair": "HIRISEREBREBR, BNRABTAXSBELR, RAWSTENE, [BEUBRSHIEERES]](https:/cloud.tencent.com/doc
ument/product/239/51113)",

"Groupld": 2,

"GroupName": "&J5&",

"Conditions": [

{

"Conditionld": 178,

"Level": 2,

"LevelDesc": "HIXIE",

"Desc": "Redis EfIRERIHXARE"

}

1

+

{

"Strategyld": 235,

"Name": "=EHEE (Redis) EREARLE",
"Desc": "{&& Redis 2&{FHEMMLEE",
"Product": "redis",

"ProductDesc": "Z=&iEEE (Redis) ",
"Repair": "BiNEIRATAENE, AENERE—RSERBHMETE, EitMNESBA= EFRERAPIATMESEREH",
"Groupld": 2,

"GroupName": "&8]§&",

"Conditions": [

{

"Conditionld": 307,

"Level": 2,

"LevelDesc": "FAX[E",

"Desc": "SEHIfERERLMEE"

}

5. FRERR
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& BT =

BR= APl E£&

Bz APl £ & B4E API XXHH. $#EiRt3. APl Explorer ¥ SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIETE API R
5o

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP RBBR, HEMERSIESRAN API K13, tEalgiiE AP Explorer 7L
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENIRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

IITFRFIH 72O SiZEERAEIRG, EMbERIBIER AHEIR0,
iR i
InternalError.DependsDb KEREIdb LS .
InternalError.System RFHEIR,
InvalidParameter SHEIR,
ResourceNotFound BREAEFE,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/advisor/v20200721/advisor_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/advisor/v20200721/advisor_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1264/63120#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT =

(ESEXEA
EEFHIKESEEITIR

IEEFATE: 2024-03-12 01:07:40

1. EOfEE

EOERERZ: advisor.tencentcloudapi.com ,
BEOiFLTX S SEAITIZ
EOAZOIERAFIRF]: 200R/F

#=ER APl Explorer <> siEid

API Explorer {2t THZiAMH . ERIIE. SDK RBEMRIERRIZOEFEN . EIEESRARANERATIEESERIARBHER SDK
AT

2. N\EY
PAFERSHIIR(GIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
BB WA 3] iR
Action 2 String ~iEsH, KEOBRE: DescribeTaskStrategyRisks,
Version = String ~HsE, AEOE: 2020-07-21,
Region B String ~HSY, WSEHIESH.
o FEIRID
Strategyld = Integer =IE: 1
Limit - Integer REEE, 2MEF100,5K(EHH200
- wBIE: 10
- IRiZ=,2A0
Offset & Integer SBIE: 0
. ®is
=
Env = String FHUE: "public”
. 1E552:8
=
TaskType - String =BIE: "allTaskType"
3. e
BHEM i) iR
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https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://cloud.tencent.com/document/api/1264/63116
https://console.cloud.tencent.com/api/explorer?Product=advisor&Version=2020-07-21&Action=DescribeTaskStrategyRisks

& BT

SHRBW g faik

RIBILEEE, RECRREFIFIZR (Risks ) BWRFER, Flan:
{"Response":{"Requestld":"111","RiskFieldsDesc":
[{"Field":"Instanceld","FieldName":"ID","FieldType":"string","FieldDict":{}},
{"Field":"InstanceName","FieldName":"&7#:","Field Type":"string","FieldDict":{}},
{"Field":"InstanceState","FieldName":"}X%&", "FieldType":"string","FieldDict":
{"LAUNCH_FAILED":"6lz5%m","PENDING":"g8lZ&d","REBOOTING":"ER

f" "RUNNING":"iz17#","SHUTDOWN": "= 1L 1F4HE%","STARTING":"F#ll

th" "STOPPED":"%4#1","STOPPING":"%#5","TERMINATING": "$&48&"}},
{"Field":"Zone","FieldName":"aJABX","FieldType":"string","FieldDict":{}},
{"Field":"PrivatelPAddresses","FieldName":"|Pibit
(R)","FieldType":"stringSlice","FieldDict":{}},

Al f
RiskFieldsDesc R:;z)éiZIdsDesc {"Field":"PubliclPAddresses","FieldName":"IPitit
(2)","FieldType":"stringSlice","FieldDict":{}},{"Field":"Region","FieldName":"i:
t%","FieldType":"string","FieldDict":{}},{"Field":"Tags","FieldName":"{x
%" "FieldType":"tags","FieldDict":{}}],"Risk TotalCount":3,"Risks":"
[{"Instanceld":"ins—
xxx1","InstanceName":"xxx1","InstanceState":"RUNNING","PrivatelPAddresses":
["1.17.64.2"],"PubliclPAddresses":null,"Region":"ap-
shanghai","Tags":null,"Zone":"ap—shanghai-2"},{"Instanceld":"ins—
xxx2","InstanceName":"xxx2","InstanceState":"RUNNING","PrivatelPAddresses":
["1.17.64.11"],"PubliclPAddresses":null,"Region":"ap—
shanghai","Tags":null,"Zone":"ap-shanghai-2"}]","Strategyld":9}}
R WFERAEEEE] null, RFREFEEHE,
FFEIRID
Strategyld Integer R WFERAAEEE] null, RFEBFEEHE,
w~EHE: 1
RS SEBINEL
RiskTotalCount  Integer R WFERAIEEEE] null, RFRBFZEHE,
TBE: 10
Risks String RBESLHiFESIR, FEjson decode
R WFEAEERE] null, RENFEEHE.
ResourceCount  Integer R WFERAEERE] null, RFEBFZEHE,
THIE: 10
Requestld String K—iEX ID, HIRSIRER, SXERBLIEDE (B EREEMEERGERERS, WZREREF
£3K18 Requestld ) . ENAMITEEREIZXIERE Requestid,
4. 7
N ERHETRRICHITIER
MATHI

POST / HTTP/1.1
Host: advisor.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTaskStrategyRisks
<RILERSH>
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https://cloud.tencent.com/document/api/1264/63113#RiskFieldsDesc

"Response": {
"Requestld": "111",
"RiskFieldsDesc": [

{

"Field": "Instanceld",
"FieldName": "ID",
"FieldType": "string",
"FieldDict": {}

iz

{

"Field": "InstanceName",
"FieldName": "&FR",
"FieldType": "string",
"FieldDict": {}

T

{

"Field": "InstanceState",
"FieldName": "Jk7Z",
"FieldType": "string",
"FieldDict": {}

I

{

"Field": "Zone",
"FieldName": "Bl FHX",
"FieldType": "string",
"FieldDict": {}

iz

{

"Field": "PrivatelPAddresses",
"FieldName": "IPithiiE(F9)",
"FieldType": "stringSlice",
"FieldDict": {}

.

{

"Field": "PubliclPAddresses",
"FieldName": "IPithiik(2Y)",
"FieldType": "stringSlice",
"FieldDict": {}

¥

{

"Field": "Region",
"FieldName": "ithizg",
"FieldType": "string",
"FieldDict": {}

WRIFRE: BRRITE (bR ) ARSEEAE 5861 #67]
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"Field": "Tags",

"FieldName": "#rZ",

"FieldType": "tags",

"FieldDict": {}

}

Il

"RiskTotalCount": 3,

"ResourceCount": 10,

"Risks": "[{\"Instanceld\":\"ins-xxx1\",\"InstanceName\":\"xxx1\",\"InstanceState\":\"RUNNING\",\"PrivatelPAddresses\":[\"1.17.64.

2\"],\"PubliclPAddresses\":null,\"Region\":\"ap-shanghai\",\"Tags\":null,\"Zone\":\"ap-shanghai-2\"}, {\"Instanceld\":\"ins-xxx2\",\"In
stanceName\":\"xxx2\",\"InstanceState\":\"RUNNING\",\"PrivatelPAddresses\":[\"1.17.64.11\"],\"PubliclPAddresses\":null,\"Region

\":\"ap-shanghai\" \"Tags\":null,\"Zone\":\"ap-shanghai-2\"}1",
"Strategyld": 9

}

}

5. FRERR

BR= APl £&

Bz APl SF& REE API XX, #5218, APl Explorer & SDK $RFENA—ERTE, AEEMNE—AOEARERENZIRERE API R
E= )

API Inspector

BRTIEE AP| Inspector EEEHIGE—SIREXEN AP ARBBR, HEhERZIESHRAN AP X3, tBagiE APl Explorer #7174
ito

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHIREG

PITRFIH T 12O SSBIEEXARIRTT, HMEiREiER AHLEiR0,
HERT i
InternalError REREEIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/advisor/v20200721/advisor_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/advisor/v20200721/AdvisorClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Advisor/V20200721/AdvisorClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/advisor/v20200721/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/advisor/v20200721/advisor_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/advisor/v20200721/advisor_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Advisor/V20200721/AdvisorClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/advisor/src/v20200721/AdvisorClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-advisor/lib/v20200721/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1264/63120#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EHBAT

HEIRES
InternalError.DependsDb
InternalError.System
InvalidParameter
InvalidParameter.ParamError
InvalidParameterValue

ResourceNotFound

WRIFRE: BRRITE (bR ) ARSEEAE

=i

ik

ik dbtEE .
RBHIR.
SHEIR.
SHIEIR.
SHEIEEIR.

BREFFHE.
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RSN

IEEFATE: 2023-09-14 01:05:55

Conditions
RS S

#HaNTEOSIA: DescribeStrategies.

E=t ESic]
Conditionld Integer
Level Integer
LevelDesc String
Desc String
KeyValue
fEX

AN TEOS|A: DescribeTaskStrategyRisks.

E=4 ESid]
Key String
Value String
RiskFieldsDesc
XS S5 Edid

#HaNTEOSIA: DescribeTaskStrategyRisks.

E=t E it fiEiR
Field String F&ID

FieldName String

WRIFRE: BRRITE (bR ) ARSEEAE

=i

ik

EEFMHID
R WFEEIRE null, RERFEERE.
HE: 1

E5%5, 2:5PRE, 3:EKE
R FEAERE null, REEFEEHE.
THIE: 2

E5EREER
R IWFETEIRE null, RERFEEHE.
THUE: RS

ERFMHER
THIE: Redis SEFIRETRXEE

Wik ik
2=

TBIE: aaa

iy

EENINE
REME: xxx

iy

FHfE: InstanceState

FERER
TUE: K&
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= ESid) iR

FERER

string: FFFERZER, HliN"aa"

int: 282, 690111

stringSlice : FFREHEZER, Flan["a", "b"]

tags: {FE2E FIN: [{"Key":"kkk","Value":"vwv"},{"Key":"kkk2","Value":"vvv2"}]
EIE: string

FieldType String

o SR ENR

FieldDict Array of KeyValue o e marasinml null, EREFEIEHRME.
Strategies
AT

#HANTEOSIA: DescribeStrategies,

E=4 ESid] R
FEHIRID

Strategyld Integer EE: IWFEBAEEEE null, RFENFEEYE,
w~EE: 1
HEIREZ R

Name String EE: WFERAIAERE] null, RREAZIERE.

THIE: =HIEE (Redis ) BURXEE

TRETER

R WWFEAEIRE null, RERFEEHE.

THIE: 185 Redis IHIZBETHKEPE, MREHIRETHREIPE, ZSLEIHIATHXRRAIRMER
PERY, AIREERMSERITILIGIRMIE

Desc String

AR R = 521D
Product String R WFEAIEERE] null, RREAZIERE.
FHIE: redis

AR R BB R
ProductDesc  String R WFEBAIEERE] null, RREAZIERE.
~HE: =EEE (Redis)

TR

R WFEBRATRGRE null, XRRBFEERE,

THE: MBUSERSERER, BNFAETARIESRSE, BFSTENE, [EUTRRSHIRES
5l]1(https://cloud.tenc

Repair String

FEEIRZERIID
Groupld Integer R WFEBAIEERE] null, RREAZIERE.
w~fHE: 2

AR TR
GroupName String R WWFERAEERE] null, REAFEEHE,
TBIE: TE

FERIRK LTI
EE: WFERETAGRE] null, RENAZIERE.
HE: [{"Conditionld":178,"Level":2,"LevelDesc":"dKE","Desc":"Redis 3£l

Array of

Conditions Conditions
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tHIRhS

IEEFATE: 2022-02-28 08:05:09

LIRBiREA

WMRIREIZERPFE Error FER, WRFER API ##0O0%KM., flan:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

=i

"Message": "The provided credentials could not be validated. Please check your signature is correct."

i
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error HfY Code FRiEiRiE, Message RRZERHNEMBER.

HiRfEsIE

AFEEIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

iBA

BOBT%.

ERLEBRY Authorization RIFEEASIRE,
=X (2= API ZHAEE )

MFA $ig,

BRFFE. B EHle HEERAERCHNRSERER, MIASES,
SRERAREESIER, TRAIETEEER.

EZEH, Timestamp HRSR[EHDEEFR GBS RS, BIEERD
EtEERTIRERNERE

BERER, EREER, BURAASAPHESHEXEREERITE
E*EO

token iR,

BEREKEN, 1§2E CAM T EAAR0IREA

DryRun i#{E, ARIERESEMINA, RESET DryRun ¥,
R

PIEBEIR o

BOREFE.

SHER (BESHRl. LBSER)

SHEEEIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 EEIRED
§EIRED
InternalError.DependsDb
InternalError.System

InvalidParameter.ParamError

WRIFRE: BRRITE (bR ) ARSEEAE

A8

iBEXK body B9 multipart & $&iR.
IPitbitFERE S Brh,

Pl RER SR,

Bt BCERBRE o

h

ROSH,

\

FRAFE
BOREFFE.
IERANREGEE T SRERIRE o

EMWSHBIT SRR

IPBRSR o

EMSIRIR.

IEREEIRFEIK N

HiREWMERE.

BRTE.

BRFFE.

BREFTH.

IREISEEREIAN

SRR SRR Ao

RIGIURIE

KRIMSHIER, APSEREXNSHSSHIER.
BEFZH .

http(s) iIERIHLEEIR, R3Z#F GET #1 POST 5K,

BOARSZISFRiEE

iR
&RRIdbE
RAHIR.

SHIEIR.

=i
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