%
i

& BT N

HMRERE
API 315

= a
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@ H% i:HE MAREELE

[ HR#=ER ]
©2013-2024 BEi=hRINFAE

A (BFREXE. §iE. BRSHS ) SENEERNEABARITE (16R ) ARSEAFDSEMMAE, REBNZSLPHPETT, EFETEFFSIL
HOFXEH . Bk, E/A. PR, ERFEETRBLNE . ARTHERIENZS(ERNEEIE, BARSKERIUERERIEESE.

[ AtmA=EA ]

O BAT

RHEBNRRSEXOEIFIAENSTE (165 ) BRSEARDREXBKATME . FXIESERINEZHEFREE, REERFIARE. REBIR
ZRBEXIFABEIFE, EUEFEFEMEASAERERETER . S5, B0, &E. PRETH, SWSHERERZREXNFI BT
BB, BNZBKERIEEERERSE.

[ BRS37ER ]

AYEHEERAENBENZSIHIm . RSBOIIEEXEER, BI7=m. RBVASTETIHERERE,
EFRIZAIBIA R m. IRSAIME. RSITESFNHEZSENZZENELESROE, RIERASEOE, &N, BAZNAXEASFMETIRRSR
BT ROERIERIRILE o

[ BXREEA ]
BNBDTRERE N ECNERNWLE RS, RENRASERS, HTPTEKR 40091001008495716,

WRIFRE: BRRITE (bR ) ARSEEAE $2 #H91R



ZZ)HﬁfHEE WIARERE
XEES

API 324

FERRIRA

EHRE

(=01

API 55

ARG
ERE
AHEY
BRHGEV3
BRGE
REER
SHAR

MmAEREEXED
EEHEKESIIR
ISR IESS
EEASiIFRE
BUHESS

iRt

e
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A BT

API 3t
= mahR 2

IEEFRATE: 2022-09-02 07:02:56

IRIETENEEvmMAZ RS RIER A : 2021-09-22
TR A
« 2021-09-22 (HBikRA)
LAtERRAS

» 2020-07-09
+ 202012-29

WRIFRE: BRRITE (bR ) ARSEEAE

$£4 H91m


https://cloud.tencent.com/document/api/1265/80030
https://cloud.tencent.com/document/api/1265/#
https://cloud.tencent.com/document/api/1265/51891

A BT

E L

mRIEEFATE: 2023-12-22 01:27:35

B 6 REH

A#uhdiE: 2023-12-22 01:27:31

AREGEETIUTHRS:

MEEBHIE,

(EesEn:

 CreateVideoModerationTask
o FMEAS: User

GRS

- User

85 X%

Z#mAdiE: 2023-11-10 01:28:11
RREHARTUATHE:
BEEAEHH.

fEEEO:

« DescribeTaskDetail
o ¥EHS: SegmentCosUrlList

IBERE:

« SegmentCosUrlList

(B EiReEa:

« TaskLabel
o FFERYRE: SublLabel

B4 XE®

Z#AdiE: 2022-09-16 06:48:14
RREHAATUTHE:
BEEHHH.

IR

» AudioResultDetailTextResult
o FERKE: SublLabel

B3 XE®

RTASiE: 2022-09-14 06:42:07

WRIFRE: BRRITE (bR ) ARSEEAE

MAREES

SE5 HIM|


https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80019#User
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#SegmentCosUrlList
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult

@ E% i:H_E MAREELE

FXEHBBETUTHE:
MECHIINE,
Eegizn:

» DescribeTaskDetail
o ¥EES: Label, AudioText, Asrs
FrGHUESEND:

* RcbAsr

(B EiReED:

+ Medialnfo
o ¥MERES: Thumbnail

B2RE®

RTAdiE: 2022-09-08 06:47:59
RREGEETUTHS:
MECHINE,

Bt R

« RecognitionResult

« Tag

(e RS

« AudioResult

o ¥MEMR: SubLabel, RecognitionResults
« AudioResultDetailMoanResult

o FfiERESR: SublLabel, Suggestion

B1XE®

ZmAtiE: 2022-09-01 20:31:39
FREBEETUTHSE:
MEEEIINE,

FhigEO:

» CancelTask

» CreateVideoModerationTask
» DescribeTaskDetail

» DescribeTasks

BRI

» AudioResult

» AudioResultDetailLanguageResult
« AudioResultDetailMoanResult

« AudioResultDetailTextResult

« AudioSegments

WRIFRE: BRRITE (bR ) ARSEEAE 586 #91®


https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#RcbAsr
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#RecognitionResult
https://cloud.tencent.com/document/api/1265/80019#Tag
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailLanguageResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80019#AudioSegments

@ H% i:H_E MAREELE

» Bucketinfo

« ImageResult

« ImageResultResult

« ImageResultsResultDetail
« ImageResultsResultDetailLocation
« ImageSegments

« Inputinfo

« Medialnfo

« Storagelnfo

« TaskData

» TaskFilter

« Taskinput

« TaskLabel

» TaskResult

WRIFRE: BRRITE (bR ) ARSEEAE 87 #91m


https://cloud.tencent.com/document/api/1265/80019#BucketInfo
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetail
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetailLocation
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80019#InputInfo
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#StorageInfo
https://cloud.tencent.com/document/api/1265/80019#TaskData
https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#TaskResult

CEE)H%EHEE WIARERE

=]

mIEEFATE: 2022-09-01 20:31:54
RIBGEF YAABRL API 3.0 [EF . 29 AP ERONXEEMGSHNLE, K—NHSBREMARERD, S—i SDK/CLI RES AP 3EFE
—5, SEEREHERIENERGR. STFSBERITRNLEERERAZ™R. SSER= AP| 3.0 (EANTERES: REA

HIRPEZL L (Video Moderation System, VM) , BESIEHIRGIMIE . ERSTASTHHRMLE. {6, TESTEENS, IFREINE
Z8, ITERENAENER, RAERDHPESR. ARSEN=S, BNETESNIN, ALTHEISRNNTE, BFREMNNE, BTEABDEE,
REEEEE,

WRIFRE: BRRITE (bR ) ARSEEAE E8 HIM1W


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

@ HE i:HE MARERE
API 15

mIEEFATE: 2023-05-17 02:10:42

ERERSEXED
EOSMR E=OINEE SRERIRE (RS )
CancelTask BGHIESS 20
CreateVideoModerationTask CUERAMSREIRAESS 20
DescribeTaskDetail BEEISEE 20
DescribeTasks BEEERIESTIR 20

WRIFRE: BRRITE (bR ) ARSEEAE 89 #H91R


https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015

@ E% i:H.E MRRERL

AABI
imREEH

RIEEFATE: 2023-02-22 02:07:01

1. BRS5 1tk

API ZiSiRiblEgiEN , AERiEitbEiEAEER vm.tencentcloudapi.com , tB3ziFigEbESEHE, Hla0r-MitkEEasEs&s vm.ap-
guangzhou.tencentcloudapi.com .

EEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE vm.ap—guangzhou.tencentcloudapi.com 22—,

R RESURAILSS, BIUSETIBRANNSE .

R SR AP BERAR, AR REEEROSTRRIRS NN, FRSISNRFIREERARB R/ AHSECIEPER, KOSHFObEE
HEROESNSHPE,

BRISTHSIEESIxRA:
PN b0 s
FEMIEIEN (5, RESEERK) vm.tencentcloudapi.com
SERHBIR (7)) vm.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) vm.ap—-shanghai.tencentcloudapi.com
bt X (I6R) vm.ap-beijing.tencentcloudapi.com
Fargits X (FER) vm.ap—chengdu.tencentcloudapi.com
ARt X (EFK) vm.ap-chongging.tencentcloudapi.com
BEaHRX(FESES) vm.ap-hongkong.tencentcloudapi.com
WA LR (Frini) vm.ap-singapore.tencentcloudapi.com
TAFRE(ER) vm.ap—-bangkok.tencentcloudapi.com
W ARER(FHE) vm.ap-mumbai.tencentcloudapi.com
TWAFIL(ER) vm.ap-seoul.tencentcloudapi.com
TAFIL(FER) vm.ap—tokyo.tencentcloudapi.com
ZEFRE(FERIE) vm.na-ashburn.tencentcloudapi.com
EETEER(EES) vm.na-siliconvalley.tencentcloudapi.com
=X (S1E2) vm.na-toronto.tencentcloudapi.com
Bt X ((Z=518) vm.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 5810 HIM:



@ Hﬁ i:HE MARERS

X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 28!

« application/json (%) , YRERESZSZ v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7Z v1 (HmacSHA1 = HmacSHA256) .
« multipart/form-data ({X&a3#E0O%1F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FIRE

195/ UTF-8 4wf5,

WRIFRE: BRRITE (bR ) ARSEEAE £11 HAM:



SE E%i:ﬁ_ﬁ MERBRE

N\ =

/NS

BIEEHRATE: 2023-12-28 01:28:17

AHSHEAFIREAPNEOSSNSH, NHEVE, E5MEORMIERTABXLSERTIHI, (BEXERETESETXWSY, F6EEE
KiEiEK.

AHSHNEFATEEHFERNEZ R ZRATEMEMER,

ERERGE v3 RSN

BER®BGE v3 (BIBIRE TC3-HMAC-SHA256 ) HHELERT5E v (BENEAREBEREREE) , ERE, TEARERE, 325 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER £875i% v3.

R WTFEGBR, BoROEPIRFERNRERSE vI GET 5K, MAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik iR

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action String = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&Ksk: X-TC-Region, iifS#, AFRFKAFEIRIEMAMEENEIE, BESEEOMXES
Region String - WMASHEDETAHSE Region HIiHA, T8 REEOFABEERZSY, BOXXEREXILIFE
HiRA, IWERBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl iERARTE], 40
1529223702, #*#&: MRSKRFF[HEHEZELSIH, SSlEEITHHER.

fil

Timestamp Integer

HTTP i&kk: X-TC-Version, E(EAY API B9RRA . BUESEZEOXERANSAHESE Version
B9iAR . BlaNz=BR33E8H9RRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fx#r3EIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
&R, B3, 38 cvm.tencentcloudapi.com BEFREZREE cvmo A=REUER vm;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKsk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld #1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (NEEOZIFSE ., BYE: zh-CN,
Language String a

en-US., zh-CN ﬁ@*ya en-US ﬁ@izo
g AFRESR Mg = IRSZFEFFIRPIIET4, FEOSHIRERRBE Offset=0, REIEE Limit=10, WEIEREDIZIZER URL. &

RKLED . IERIETRBIGNT:
HTTP GET iER&#93

WRIFRE: BRRITE (bR ) ARSEEAE $12 HAM:


https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®+x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE 813 HIM|




@ H% i:H_E MAREELE

ERERGE v NARSH
ERZEEAE VI (BELHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBELTH
BHER ey it f

BEREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEENO, BUEX Describelnstances,

e e8, ARIFRFEIREWM MR, BOESNERESSEOGEPRNSHAHS
Region String - # Region Y%A, R REROFREEEZSN, EOTEhaIbISEINE, LaBEPEE
BiZSHHFEEN.

a1 UNIX B3iE&, mHeRAR AP|iERAETE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | SEREZTEEE,
Nonce Integer 2 REHNIEREL, 5 Timestamp BX&iEk, AFRLEEREE,
Secretld Strin - £ =APIESA LERISHRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si i o BERER, ARBGIEWXERNEENE, SERPREZFVRASEITESH ., BRITESEESR
ignature String = .
Versi . o 121ERY AP BOERAE . BUESZEZONEPASAHSH Version Rk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEZHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESHE.
B) Z2EIFRSS FiMARIGR L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZARNTEERELL
Token FE,
L . — EEEOREES, (NEBSEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

EigFEPEESEIA bR ZIRSSRLEIFIR, EiEREMIRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HM5l:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* k¥ EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDrRkRXEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE $14 HAM:


https://cloud.tencent.com/document/api/1265/80024
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1265/80024
https://cloud.tencent.com/document/product/1312

A BT

HisEE
FFRFEE0 Region FERAFIGENTRAR. MREORZISLRPIFEEL, NATEROIREREMHREE.

ol [

et (M) ap—guangzhou
WAEER (HXE) ap—mumbai
WAZE (Hn ) ap-singapore

WRIFRE: BRRITE (bR ) ARSEEAE

15 #91m|



@ HE i:HE MARERE
ZEBHIEV3

IEEFATE: 2023-12-27 01:37:26

LTFXERIET E85% v3 NEREE, ERESKRSEHCHRIEERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $HFAETIR, NAHEEIMTN AP| BRHTES

#=ER APl Explorer <> i

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESSMEOSEIMEMTE,

Bz APl 2XSMNERETEHIE, AFFREFRRESIE, SCENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIZER

P LEHTES

BEZEIIATARBERIPIER:

1. BIEERERSHD
ERHFREREHFETERHABBHARIEN . BESRAEHE = AP| 28 RERBEREXER.

2. (RIPERHITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS355 . IRSBHRSERWEINERSHLARETRITEIRSE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LBS T LARIKNESSiE v, MEERS, STFEXMIEKR, XiF JSON 18, POST BRZIFES
HEMZ=FMHE, e —ERA, EEERZESHETEES,

BURIEAL, BIER APl Explorer By “ERZHBER" 188, EREEZIRANH “API 3.0 FE v3” , AILAMEMEZIIEHITINE, tHAJERERRK
SDK %8, #E=ERBIN= APl BEER 8 MERKNRIEES SDK, BEHRTEIMEKIE, YEHFER, £ Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2%FIE
AN (ERNREEIENZH, ZABIE Secretld #1 SecretKey. 81"BARRSAILIAEHENEHR,

« Secretld: BFRR API HRESR, SILAERELLAARS,
« SecretKey: BAFIIE API HRERSE, sILARERALLHED,
- BREFFIERERSFEIE, BRHE, SWRERUFEL. SR, BUAEMEERLTIE,

RIS EIENEGALSRINT:

1. BF BA=EEPOEHS .

2. BifE =APIZH RYEEIETNE

3. £ =APIZH WE, BE [ #HE5E ] elE—XER.

ERERAF v3 ERLE

= API 2#5 GET #1 POST idK . MFGETAH%, R%HF Content-Type: application/x-www-form-urlencoded #¥i&xX. ¥FPOSTAE, B
BIsZ#F Content-Type: application/json AR Content-Type: multipart/form-data FERNYIEEE, json #EXBEASEIEOYITZE, multipart 1§
XRAEFEEOZS, BIHZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAETER, (B GET
BERRZIF 32 KB LIRRSEKRE .

WRIFRE: BRRITE (bR ) ARSEEAE 5616 HI1:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% i:H_E MAREELE

TEURRSSREAT NEXZFFIREAGIF, STBRNEEIMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BEOBESNSEMERE, ST SHIRESIRIABEIINTER.

G, FeARSEEEFEONSE, RIRERESZILENER. EXFRAMEON, BRIELFERRE, SMEONSEHFTER, FEHEY
EAMGIFRSEIE. i, XBEARRTEHSAESEMEOBASE, APTLMRIBLGEERNEMSE, 0 Language 1 Token A%
(ZE HTTP LEBRE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRSEEN KGR BENIKRE, RRE—FHIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\

-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \
"X-TC-Action: Describelnstances" \
"X-TC-Timestamp: 1551113065" \
"X-TC-Version: 2017-03-12" \
"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER R
BT ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%Ai% (GET. POST ) . It FIEB{EHA POST,
CanonicalURI URI 2%, API 3.0 BIEAIESHI (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZFHE"", WF GETiEXK, Wi URL &
5 (?) GENFFEAS, FIEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$4%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString
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@ H% i:H_E MAREELE

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, REE key:value\n &=(H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HERIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHEGE R FIH
BT RS E R TS

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,
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@ H% i:H_E MAREELE

FEREM g

iERATEEE, BIERLIBRIATSE X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHREE, IR

RequestTimestamp BIENEY 1551113065,

FIEBBE, 18 Date/service/tc3_request, B&5HH. FMERRSIELZHH
(tc3_request) . Date 3 UTC fRgRIERIERE, BMEREMAHSE X-TC-Timestamp EHAY
UTC ixEREIRR—3; service ArFmE, “ASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEARER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HERE
7019a55be8395899b900fb5564€4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date % ZRMATEIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MEMARSAMHRER, HINE/\K, ESHBEXELER
FkIh, (BRESIHEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRFATE, BRHBFERRFGEDIRERERZESHN, MEEEETRSHNSELY, MEKHEARTRERER
&, AlREiT—BIER, EREY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEEN, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN 3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #ll SecretSigning 2 THHEIRIEIRE, FIREEESFAHTENZESR, SHEITHBIFEFRITENRRML S5
73: flcb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRNREES, HMAC ERHEFSHIRFRIRER—#, BASIRERAE, WhRIBERSH key &R, HESH data E5. BER
EERHSIREM T HEIENMREE, tBURSRMTENRFIHERIERANRETE, Lt ERR TSR,

FEREM MRRE
SecretKey [Ri4RY SecretKey, B Gu5t9XxGARNpPQg86cd98joQYCN3kkkk
Date Bl Credential #fY Date FERIEE . WRHFIEUES 2019-02-25,

WRIFRE: BRRITE (bR ) ARSEEAE £19 HIMR



@ H% i:H_E MAREELE

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, (BABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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<f£EE) H;?ET{iE& MAREELE

O EE:

ERRIEEHI HTTP LB (Header ) #iEk{K (Payload ) #FHEZIHHEIETHATRS—H, BUSEEESF—EER. TED
FTENEIRERAR, MEMEBEFSIHE.

EREWT

TECERER API 3.0 B, i#EERECERSIIZ SDK 3.0 , SDK #3RTESMEE, AR E=RIBMHHEMEONT ., FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMNTRESERMER:

» Signature Demo

ATEFEMBREREE, TEAMSSRREESHH, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMARSEREMEM SDKo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

String = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
(v

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n"
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= S ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

l.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET _ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << end];

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};

WRIFRE: BRRITE (bR ) ARSEEAE 5840 H91\




hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

FEEM

FHEMTESEMAERTD, SRIESSRERGE.

FEIRED fEiRiHiR
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEKROITEBERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. BSREHAEEEHEEHER, EELVSHTFEXES TFEH.

ERER, TRSESHEER, HEESSIMRENABSTEES, hEIRERH SecretKey

AuthFailure.SignatureFailure .
u ilu ignatu ilu -
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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fHi=tg faizimiR
AuthFailure.TokenFailure REHEHR Token $EiRo
AuthFailure.InvalidSecretld ZRIEE (F2= AP BA%ER)
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EBRE

IEEFATE: 2024-01-05 01:29:28

MAREES

BE/BEEVI BR5A, ERNEMNZEMESTMERSE v3, EFEREEEE v3.

BUXEERL, ZIER AP| Explorer Ry “SERHB4EM” L, EEERMRAN “API 3.0 £8 v1” , AILAENERIREHTINE, FRHTHRIRE
IEENEERE, theTEEER SDK U13, HEERBNE AP BBER 8 MERMREES SDK, EL&HRTESMIERIRE, HEFR, F

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

<> i

fZaILAiEE APl Explorer B9 [ €& 545 | BRESSMEOEZMEMTE,

Bz APl S8 MEIIERHITESMHIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REEIEEIE Secretld #l SecretKey; ERAPESBEREREIE, BRIt ZAPIZHANH Bi5, BNEEERZ APl %

A

1. RERSFIE

HEE—RIERZ= APl ZA, BRIt = AP| ZATHE RIFREEIE.

ZL2EIFEIE Secretld 7l SecretKey:

« Secretld BF#riR APl AB&B®
+ SecretKey BFIMEEZFHFEMRSHRIRIGEZZFTRIIZHR.
- BR$ATERERSSIE, BRtdE.

RIEREFIENEFSERINT:

1. ER BNZEEROERS
2. it = AP Z$0 R9EHIATTE

3.7 = API Z5H U@, 2iE [ #E=A | BiaLIeiE—3 Secretld/SecretKey,

R BMRSRSALUAERX Secretld/SecretKey.

2. ERER R

BTRLEIE Secretld #ll SecretKey &, BAILAEREZET . UITRERAEREHE v1 £E2BA0FMATE:

i FAPEY Secretld #1 SecretKey HB3IE:

+ Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kikkk
+ SecretKey: GU5t9IXGARNpP(86cd98joQYCN 3kikkk

R XBERET, SRERAPEEHIE Secretld 1 SecretKey i#{TREERIE!
LIRS 2EBEELGIFIR (Describelnstances ) i5kA61, HAPRABX—EOR, HiERSHTEMT:

SHETR
Action
Secretid
Timestamp

Nonce

24
BiER
=48 ID
SRIRdaEL

REHNIEREEL
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER 24 S4E

Region SEBIFRTERX T ap—guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APULMRMELRREZERNEMSE, i Language 1 Token 2HSH,

2.1. HeHHF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#iTHE, SHERISYREIT, F25kXk0; 2) % ASCII 18
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 BH, FRIEFEER, BFARIEHE. ARULUERIZEE S PAECHEFREERCIIX—IN8E,
i PHP $fY ksort B, LiRRHISERHIFERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkskt
'Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESAN, TN EEREIPHSEHTHRF, SRIMNER—E,

2.2. HHEERFTHR

WS BRERRIERF T HR

BB L—SHIFIFIERSEUEILE “SHSHR-28E” BEX, W3 Action 28, HSHE#H "Action" , 2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “B¥E" FRETIE url KREE.

ARBEACENSISHA" HEE—E, REERIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTH

IS BRE R ERREF R
BERENFHRAMU T SEMA:

1.1EK75E: X5 POST #l1 GET A=, iXEB(FER GET igK, EBHEZIEXE,

2. i5RENEELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIEORBERNFRTAR,
HFREEONRN,

3. EREE: HEIRAZAPINBERERZEES / -
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4. {ERFFR: B E—SERRNERFF S,

BBENEAHHERNG: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHERER

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥¥*¢*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

I REMEZR R,
E5E6EA HMAC-SHA1 HiE E—ShiREBHNERIFRHRHITES, ABSEMNESHR(ER Baseb4 #HiTHD, BIRRERENESH,

BAREIT, KL PHPESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3*++rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-12%

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

IRy E RN

bl

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEREIPHERESGHTERIIE, SRINERRSHFHrI—XEN,

3. SZERHG
ERMESSHTEEBEREREYN, BEVEHET URL B,

N E—EERNEZHEA zmmjn35mikh6pM3V7sUEuUX4wyYM= , REEZFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$ATFEMREHER URL,

R MRAPKNIERGZE GET, B&iERAZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iEiERrIAR
HERSYNWEDTREN URL B, SHEN-FSTABERD. IF ASCIl FFHE URL HHHIRESLLI UTF-8 #1748,

HE: FURRESNNEESAMAAAESEETT urlencode, EXMIEAT, RMFABENESHHAT URL HBT, EUMK URL FBSSHE
LM

R Rfte8EhMEHRTHRD, KERA RFC 3986, (A %XY NRHFHFMRFHITESLLES, HP X" M “¥V” B+A##HFHF (0-9
MXEF8 A-F) , ERNSRSIEHESR.

4, EREKW

RIESCRREN, FEMTESXWANEIR, SIRIESCIRERSGE,
RIS SHIRfEIR
AuthFailure.SignatureExpire FEBITHA
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

<f£EE) H;?iTliEi MAREELE

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

ESCiRAA API 3.0 BY, EEERERERSNZA SDK 3.0 , SDK #:RTERMERE, FRNAXEFRBHINEMFEONT ., FHAE2RSR SDK &
Do HAESFHREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

e C++

* Ruby

TEREM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

ATEERNBREZIRE, TEMIMRREESHM, $LANEZIEEGFI, SRS . ARENEOMNSHNEESI LREZZERE, €
BRAIBEEEEE, HFE®ERAN, IFFRSRE#ER SDK .

BAEHAY url TEEJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****x§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRAIRNEAREEN, HEREAZ2RALS0E, EMREIE url EEEPITHEERA curl EHSRARSEEERER: B8
Hl, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRAZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);

params.put("Timestamp", 1465185768);

params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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A BT

EE: WRZE Python 2 IKIEHIZETT, FEERE requests (&EiiE&: pip install requests .

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
“crypto/shal"
"encoding/base64"
“fmt"

T

“sort"

“strconv"

)

func 09

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysJi]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_ SECRET _ID");

= getenv("TENCENTCLOUD SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] = ;
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as => ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
‘Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&");

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4’)

}

function (params){
let strParam = "*";

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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Al =+

IR [E]455R

RIEEFATE: 2024-03-12 02:00:51

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

iR BRREERBIRSIRIERESGIET , WA HTTP AZEB95200, FIINERERESAEMERBIES LY, B HTTP KEB2200, mMF=2
401,

o

IEfRIEEISSR

LA=BRSZ8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTRaREMTA:

{
"Response": {
"TotalCount": 0,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE,

+ Requestld BF—1 APl iEREIE—IRT, R API BIIRE, ALBR BN=SRE 52 T8, FHEMZ ID RERTE,

o BRTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXERIEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
WERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREEISR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIERARKY .. Error FERERERERY Code 1 Message FERFERAMAXMAY 2% ERER o

+ Code RFEMFHIBAIEIRE, HiERBENTLASCIREZEIRBEATESIREINHaIEOX NSRBI R EmEHRIINREEFBRS R
+ Message BRETEMETRENEGER, BELSEEFFEML, EXATMHLZERISTERER, APTRMKRXMEEIE.

+ Requestld BF—1" APl iERRIE—HRR, R API HMBE, AJLXER BN=ZR 5% 1232 T8, FHRMHiZ ID RERDRE

AFEHIRP
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https://console.cloud.tencent.com/workorder/category
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@ Hﬁ i:H.E MARERS

REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
EIRIRIESIRIBESEARTR “API X" BRTH “HEiRiB” THE.
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S g A HY
SEZER
RIEEFRATE: 2022-09-01 20:31:58

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: Z&F &,

* Integer: B8, FRATHFS64UELE, SDK 3.0 FRFEESIFHILEEMER, BILIFERRREESHRABEENY, 4N Golang #Y
uint64,

+ Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig. fa0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5gn: 2022-01-01T00:00:00+08:00,

« Binary: Z#HHIAS, BELMFEMNGERINENT.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

MAREES

A BT

SR BEZ2EXEO
SEBEZESIIR

IEEFATE: 2024-03-12 02:00:51

1. &OfEE

EOiSKRES: vm.tencentcloudapi.com .
BEEEEIZISIIRED, AEOESNG; EMRESHLSER (WSHER., FiER. ESRES) MisEixEsiiE.

ERAMROIERTZEIRED: 200K/8 .

#EFZ(ER API Explorer

<> mEEIR

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

WRIFRE: BRRITE (bR ) ARSEEAE

2. N\EH
UTERSHIIRGIE TIEOBFRSHEMBO AL SY, REAHSHIIRR AHiERSEH,
SHEW Wik 2R R
Action 2 String ~SH, AEOBYE: DescribeTasks.
Version = String ~HsH, AEONE: 2021-09-22,
Region String AHSH, FRFFRSSH thiFFIFR.
Limit & Integer ZEYRTEISHNRESRETIIS Y, BMED10 (BREFI0RES)
Filter - TaskFilter ZSHERTISHERVMASE, IRIBWSER, FER0FER ., LBERINRESIKETFiE
- ENHEZES, BFSHRBIES A TaskFilterSiEEAREMEA
PageToken & Strin ZEHETHTIERN TokenEE, BEZEMER, HEFRBET— M ERNREEREILS
9 - 9 #, LABEHRESRIDEENEI. HRRE—RE, ZFBAZE.
Timestam ZEHERTESIIRNTTIAMTE, B HISO8601REAIRTIEE . BOMERRIAIX, BIEANZSH,
StartTime B 1ISO8601 P NEX—AHEZIEnd Time ZBHNESSISSHHIELE.
&iE: Z2H5FilterEREIESHEIER, “EEBAXERIRRF
Timestam ZSHERTMESIIRMERATE, B HISO8601RENIRTIEE . BMINZE, BENZSHE, NE
EndTime ) 1ISO8601 P XStartTimeZX—JiEZEHNES IS SWIFEL R .
it Z2H5FilterEREINISZHEER, —BIEBXEBIRF .
3. e
SHEW Ry iz
ZFEBRATRESNAEONESEE, BXRintFEHEH,
Total String R WFERAEGRE null, FFRIAAEYE.
wEIE: 1
Data Array of ZFEATREINARAMESIFANIE, ERRMERSIES I TaskDataSiBEarIEMEER
TaskData R WFEBAIEERE] null, RREAZIERE.

58 #H91:


https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80019#TaskData
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTasks

A BT

SHRBW faik

ZFRATEEMRERNTokenER, HRABMNER, HEMRHNET—MERNREEBLSE, U5
{ERIEFIRINEERISEEL . HEIRF—RAY, ZFRAZ,

EE: WFERARERE null, FREFIEHE.

BIE: 4765-48dXwxJtbkKXW8d3eb

PageToken

—iEK ID, HRSIRER, SXERBLIEE (EHERERMREERERERSR, WRKERTRIKE

Requestld R s
qu Requestld) . EiTEIESEIZHIZRIERY Requestid.

4, 76

PN EEHEEESIIR
BEEERIESSIR

BATH

POST / HTTP/1.1

Host: vm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeTasks

<AHFRSH >

{
"Filter": {
"Type": "VIDEO"

{

"Response": {

"Total": "1",

"Data": [

{

"Taskld": "task-video-XwxJtbkKXWgCt8AZ",
"Datald": "data_test 01",
"BizType": "1001",
"Name": "UifiRsR",
"Status": "FINISH",
"Type": "VIDEO",
"Suggestion": "Block",
"Labels": [

{

"Label": "Porn",
"SubLabel": "",
"Suggestion": "Block",
"Score": 99
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"Label": "Hot",
"SubLabel": "",
"Suggestion": "Block",
"Score": 70

}

I

"Medialnfo": {
"Codecs": "h264 aac",
"Duration": 36,
"Width": 352,
"Height": 640,
"Thumbnail": "http://xxx.jpg"
}

"Inputinfo": {
"Type": "URL",

"Url": "https://cms.myqcloud.com/video/test.mp3",
"BucketInfo": null

+

"CreatedAt": "2020-07-13T11:47:01.925Z",

"UpdatedAt": "2020-07-13T11:47:25.840Z"

}

1,

"PageToken": "4765-48dXwx]tbkKXW8d3eb",
"Requestld": "8d3e4765-48db-40b5-8fdb-aafld7225a60"

5. AREHR

BR= APl £&

Bz APl E& B4:E API XXHH. $#EiRt5. APl Explorer ¥ SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIETE API R
e

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiiE AP| Explorer #{7EL&R
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vm/v20210922/vm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vm/v20210922/vm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb

A BT

« Tencent Cloud CLI 3.0

6. HHiRE
BATIRBUH T RO SSBIERRAEIED, RN A0,

e HER

AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun &€, KFRBEKELZKIINN, RE2S1ET DryRun &8,
FailedOperation BRIEEM

InternalError AEBEEIR .
InvalidParameter SHHEIR.
InvalidParameterValue SHEUEEIR
LimitExceeded BT B AR -
MissingParameter ROSHER.
OperationDenied BRIEBRIES .
RequestLimitExceeded BRANREGEE T SRR
ResourcelnUse BFEWAER.
Resourcelnsufficient BEARE.
ResourceNotFound BEAREFE.
ResourceUnavailable BFEAATHA.
ResourcesSoldOut RREE,
UnauthorizedOperation RIFHURIE.
UnknownParameter RINSEEER
UnsupportedOperation BIEFRZS.
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% i:HE MAREELE

BUERMSNERZATESS

IEEFATE: 2024-03-18 01:25:19

1. QR

EOERESZ: vm.tencentcloudapi.com .

A0 (Video Moderation System, VM) AFRZIMIHHABTRH{TELEH XIS . ERMBESERBNZEKSERIEREFENNNE
Z2IRSHIEREIFI AV SEE

LREHEFR5A :

- BifE “AEZSEHE-MTRNEEE” ARERINSRERS, BXFERSHAFRTSEZEGHIAEES, §22005%EE (1EH1sE
MEELE], 123X120003KE. 2003 HIESAIER ) , BRHIN15K.

o HEOARERED, HESAWESRENZRANSTZEEN .

o BOUAROIERITRIRE: 200/, WFRSHEZES (SFERA) , BHIRRHNERSEDHNSFHEEZNS, BYFRSHEZES (EBII) ,
BEHIERRENS SIRE

o BUAFREIZISHIRE: SIEEOAMOIE, REHRIES (RBIN) RBBIHRHZIEHET, BHAH; EEEIN008, FALHEZIES (EE
) BEHREZEY, EOSEREER,

EOThAEAR :

o RIS SABTRETEEN, M OCRXAERE . YAEN (SEE., I"Eain. ZHIE%) | BRIIRSIEZONMEE, BTiFEES
BARIRGIVSRFASENRS;

o ZISIREEIRE Callback SREVENER, XiBidEO(EEESIERE) TR ITRIRNVERFE; WFEEFEZRHNMES, NEEENRS,
WEIE R RIKEE3SSHEE, SMFRAERPESTIRINR + 2sHEE; SFEFIPIFEIZES, EiRRENIEREZEEE+E S50
ial;

o ZISEEED (EEEZESHR) TOESAS, APERESHUSES (SR, SR, ESRES ) MEFEZESHIER;

- ZIFNRISHIENES, G5 &G, 85, 85, N&%5mS;

o SISRIERRNLSIZSEE B E XA EZERRS;

. XFAFEENESEREAERERE, ITERENNENRS (BrifHFE88RE ) ;

o ZIFAPEENEEHEIZISMHER, BESMISHN, iRERAPREBHABESMER;

o SIEMERGNNES, BSTRRCIE10MES;

ISR R :

o PBRER DTG AKEBAZH <10GB; BF4KEs < 5GB

o TSRS HESRS: BREDYHEEH1920x1080 (1080p), IMNEMSTIHF/NTFI00MB, NSIHEEAILAKXTF1080p, DIRERAZIFAK, BAMM
AN =B IRS EBEBIER;

o M ZIFE: flve mkv . mp4 . rmvb . avi . wmv. 3gp. ts. mov. rm. mpeg. wmfZ,

o MR ZIFASIAIRAC: EHEblt (STHSHTTP/HTTPS) . Bil=COSHFiE;

o BIEANBSTEAHITNEE:, VWREEEISISLAREIMEREA3E, HREEEUSARNSEEMTEYE, BIVEERBN=COSEEEE
CDNEEFS;

s XAFREREREABRENERZ, EFFBUSIIIHERRTHTEZ,

YRR PR :

o PSRRAHRSS: SIVEEIR

. WTRAWEZ: 21$1920x1080 (1080p), EESHEUARIINAMEE =R S B EEIRE;
o WTRIIHERX: rmtp, fiv SERWEREDEX.

. WTRZIFAOERML: HTTP/HTTPS/RTMP;
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https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://cloud.tencent.com/product/vm/pricing
https://cloud.tencent.com/product/mps/details
https://cloud.tencent.com/document/product/267/39889

SE H%i:ﬁ_ﬁ MERBRE

- ZFAFGREEARERAREMHEE, EFFRWSNNIBTREGATHTHEEZ.

EEBTRAL IR :

o IBRIAEXHEELEES

o NREHIZEHIGR, NEIEEBRIREHEZ,

o NREHIZREWNEER, BEESHERESPE, FRiSESE109RIFERIREN. MR105MMENZIE FEM/SR R EE, WIKkSIER
HiZ, RZ, NRIHRHFBRE SR EARELR, AFNESEEER, TEMEH,

ERAMROIERTEEIRED: 200K/8 .

#E#=(EH API Explorer <> mEiEd

API Explorer 2t THEZIEAMH . ESKIE. SDK RBEMMREERZOFMEN , ETEESRAANBERASTIEESRARBMER SDK
51 R

2. MABY
UTERSHFIRVFIE TEOBERSHEMTS AHBH, REQAHSHIIRR AHiERSH,
SHEWR Wik R ik
Action =2 String AH2H, FEORE: CreateVideoModerationTask,
Version = String ~HSE, AEONE: 2021-09-22,
Region 2 String ~HSH, FNFFESFH tbiFFER.

ZFBRERRBNEGRES, BFEQRE, ERERLEFEPIRE, EFENBiztypes# (B
), NEERRAERARSRBIERES; EANSESEZIHEIR LS5 RN ER SR .

BizType 2 String &i%: BiztypelUh#iz. ZB5TRENAS, KEHN3I-321FH; FREBiztypeXBEFRALSA
S5iR%IsENRE, AREIERIAERIIBiztype.
SRBE: 1001
Tvoe o Strin {E5538Y: wliVIDEO ( =#BMs% ) , LIVE_VIDEO ( BEiBisa )
P = 9 BIfE: VIDEO
Tasks.N g Amavol . wiESES, RSTUERRI0MES
Tasklnput
Seed - String WRIEEZ2%, BERTIISEIRENA,
- TBE: sfsfsderwerwe
BIEZEEEE N, NRIRETIZFE, EEZIEFRIENSMARNEmMSENEREEEE
CallbackUrl & String ZEO, BB EESRERLERE,
FBIE: http:/192.0.0.1:8080
EHIZHEAMA SR . HEBSNMTEZITSHBAR, BILMRIEBZANSEUTHIHBAML SR . FTFEIERERA
Priority B Integer FiBE. BUAZSEH0
REIE: 10
User & User ZZERRTREFRIMSIRABEFPEXER, SEANTEHIBRERKXEEER
3. ey
SHEM il iR
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https://cloud.tencent.com/document/product/1265/80018
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/cms/clouds/manage
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/product/1265/104001#42dd87d2-580f-46cf-a953-639a787d1eda
https://cloud.tencent.com/document/product/1265/104001
https://cloud.tencent.com/document/api/1265/80019#User
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask

A BT

SHRBW B faik

Array of (ESS3EIBER

Results o ckResult E: WETSHER null, SREUREAEHE.

E—i5X ID, HIRSIRER, BXERBLIEE (HFERERMRERERXRSE, WXERTRIRE

R tid Stri
eques ring Requestld) . EfuimEESZAIZRIBERE Requestld.

4, 76

PN SRS
ISR IZIESS

BATH

POST / HTTP/1.1

Host: vm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateVideoModerationTask
<pHiEksH>

{

"BizType": "1001",

"Tasks": [

{

"Datald": "test_data_1",
"Input": {

"Url": "https://v.com/test.mp4",
"Type": "URL"

"Response": {

"Results": [

{

"Datald": "0a782332-c9db-4cf5-a66e-20d60b4ead 69",
"Taskld": "c933acal-90d2-4ab8-b045-f1b08069d76f",
"Code": "OK",

"Message": "Success"

}

1,

"Requestld": "c933acal-90d2-4ab8-b045-f1b08069d76f"
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https://cloud.tencent.com/document/api/1265/80019#TaskResult

@ H% i:H_E MAREELE

5. FRERR

BR= APl EE&

Bz APl SE& R4 API XX, i85, APl Explorer % SDK $FFHA—ERTE, HEEMNE—AOEAREREAZIZHEREAE API R
5o

API Inspector

FBPFEEE API Inspector BEEEFIGE—SIR(EXEN AP ABER, HEMMERZIEERAR API £18, thaJgitE AP|I Explorer #{FELZR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, BEESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. {EiRB

PATRFH 71O SSiBEEXREIRT, HMEiREiER AHLEiR0,
FERED iR
DryRunOperation DryRun ##{E, KFRBEREESEMIING, RES1E7T DryRun &%,
FailedOperation BRERY
InternalError PIERERIR .
InvalidParameter BSHRIR.
InvalidParameterValue SHENEEEIR
LimitExceeded B ECERPR S o
MissingParameter RAOSHER.
OperationDenied BIEuE®S
RequestLimitExceeded BRAGREEE T SRR
ResourcelnUse BiFEHMEH.
Resourcelnsufficient BRERRE.
ResourceNotFound BEAEFE.
ResourceUnavailable BFEARIH.
ResourcesSoldOut RREEE,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vm/v20210922/vm_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/vm/v20210922/vm_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

UnauthorizedOperation
UnauthorizedOperation.Unauthorized
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik

RIGHURIE

KB/ EEREER/KSERE,
REISHIER

BRI

MAREES
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A BT

BEE5FE

RIEEFATE: 2024-03-12 02:00:51

1. QR

EOIERESZ: vm.tencentcloudapi.com .

BT EE(TSIF1E DescribeTaskDetail %0, AIEziCiafkBUSNISRIERS,
ERANEOIERIRZRIRS: 200%/7

= (EA API Explorer

MAREES

<> mEEIR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK

ARRA.

2. MASH

UTFERSHIIRMFIL TEROFERSHMPE L

SYEW
Action
Version

Region

Taskld

ShowAllSegments

3. iha%

SHEM

Taskld

Datald

BizType

Name

£l

String

String

String

String

Wik
=
=

=
=

fil

iy

7

L2, RBAHSHIIRD AHIERSH,

i iR

String ~H2E, FEORE: DescribeTaskDetail.

String ~RsH, MMEONE: 2021-09-22,

String AHSY, FRFEMIFH iEFIE.

String EE%ID, ﬁ'JEE?_:EiEIEIE*JTasBId%Eﬁ
TBHE: task-video—XwOmjnmaiu-Uvifs

Boolean BRERTES R, BARBRGPANNS
TBIE: true

i

&FRATERELZTEZESEEREESID (EResults2#% ) , ATFIRRAREE

ESIFENERZIES
EE: FEBRTAGRE null, XREFEERE.
FBIE: task-video—XwxJtbkKXWgCt8AZ

EZFRATREEARMTEZZOMENNSIRIDSE, HEREHAITIEE,

FE: IFERAEEHROE null, RFENAFIEHE,
E: data_test_01

ZFBRRATRERBISTREZIEOMEANNBizType S, HESIENHBIFIEE,

R WFETEIRE null, RERAEEHE.
fFiE: 1001

ZFERATREFBAREZEZOMENNTaskinputS RIS ETR, HEESRIR

ASEE,
FE: WWFEAIEERE null, FREAZERE,
wBHE: 22

WRIFRE: BRRITE (bR ) ARSEEAE

SE67 HI1|


https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTaskDetail

EHBAT

SHRBW

Status

Type

Suggestion

Labels

Medialnfo

Inputinfo

CreatedAt

UpdatedAt

TrylnSeconds

ImageSegments

AudioSegments

WRIFRE: BRRITE (bR ) ARSEEAE

String

String

String

Array of TaskLabel

Medialnfo

Inputinfo

String

String

Integer

Array of
ImageSegments

Array of
AudioSegments

MAREES

ik
ZFRATEREREIRSIES RS,

EYE: FINISH ({55256 ) . PENDING ({¥5%9 ) . RUNNING ({E53i#1T
) . ERROR ({#55i#8) . CANCELLED ({E55E28%#) -

EE: WFERAERE null, RERAEERE.

~BI{E: FINISH

ZFRATREERMSTEZEORMARSTEZSEE, BEH: VIDEO (=iEsR)
FILIVE_VIDEO ( E#&#l5% ) , BAMEHVIDEO,

FE: WFBARERE null, REERAZEYE.

RfBIfE: VIDEO

ZFEBATREETFEEIRENEEIRMEEN . HERNAHEERE, BOERTRGHE
FRREIRE; BWEIRRBWSHE, NAREMERNSEWEHTLE,

iREE: Block: ZilE#, Review : BXATIESH, Pass: EiED

R WFERAIAERE] null, RRIAIEHE.

TfEE: Block

ZF R AT IRENE UL R R AR RN o

iBEE: Porn: &i&, Abuse: %5, Ad: I8, Custom: BENEN; URHMMS
AREE. FRLEFEENRTER,

R WWFERAEERE null, FFRIAEIEYE.

ZFBATREMAREEGNEMEE, SERREEX. PRIKSEER, FEREH
E2ZMedialnfoXUREIORNIEIR
FE: WFEBRAIEERE null, FREAZERE,

ZFBRATEREHEZESHEEARER, EEEEENHEEFEEIE.
EE: WFRAEEEE null, FRIAEIEHE.

ZFERATREHEESCEATE, #8URMA ISO 8601iFi,
R FEAIEE null, REFIEHE.
w~fE: 2020-07-13T11:47:01.925Z

EFERATEREHE IS REERTE, VKA SO 8601iFif,
R IWFETEERE null, RERAZEHE.
=BIE: 2020-07-13T11:47:25.840Z

EMEER
FE: WWFERAIEERE null, BREAZERE,
FBIE: 0

EFRATEREMAPEMEZRER, #EERENFHIESEImageSegmentsBiELs
HaRfEIR o

it BIEEXHIR240EY, MREEKFEE, SECARBENCOSIEFRTIRE.
EE: WFBRARERE null, RERAZERE.

EFRATERESTIPEREZNESR, FEREAEHIESEAudioSegmentsHiEs
HIRYfEIR o

it HEEXHE24/0\, MREERFEE, BFECEENCOSHEEFRPIRE.
FE: WFBRERE null, RRERAZEYE.
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https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#InputInfo
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80019#AudioSegments

A BT

SHRBW

ErrorType

ErrorDescription

Label

AudioText

Asrs

SegmentCosUrlList

Requestld

String

String

String

String

Array of RcbAsr

SegmentCosUrlList

String

MAREES

faik

SESKEHErrordd, IREIIRIFHIRAIEER, BUE:
DECODE_ERROR: 3£, (MAZRPIERSTIEMHPIINST )
URL_ERROR: Tttt 38iERM

TIMEOUT_ERROR: 4IRS,

CALLBACK_ERRORR: [Eif&iRo

MODERATION_ERROR: &%k,

URL_NOT_SUPPORTED: EX{#AXEkiZBE S5
{ESIRESAEErrori AR EIAZ

R WFEBRAERE null, RERAEEHE.

SHESKERErrorly, ZFERATFEREIFERAFAER, (ES5KEIEErrorfdEHAE
Bz,
R FEAIERE null, RERFIEHE.

ZFERRATREN NGRS . MREKGHES, BEINormal, MNRGHESR,
MigELabelsH kR R=mRIRE

R WFERAEGRE null, FFRIAIEYE.

E: Normal

ZFBRATERESIHRALHNNENAAS, SAZSH10001FH.
R WWFEBRAEIRE null, RERAFEEHE.

% FRATFRE SRR LR X ARE o
R IWFETEIRE null, RERAEEHE.

ZFRATREG N RIBAEIEEXcos url
R WFERAEIEE null, RERFIEHE.

W—iEX ID, HIRSIRER, SXERBI/RE (HEREEMEERGEITERSR, U
ZRIEKRAEIRE Requestld ) . EfIERITHEIRHIZRIEKRE Requestld,

4. 75

PN EEESFE
ERIRIESIE, TUBLTaskldEE(ESIERE

BATH

POST / HTTP/1.1
Host: vm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTaskDetail

<AHERSH>

{

"Taskld": "task-video-XwOmjnmaiu-Uv1fs"

"Response": {
"Taskld": "task-video-XwxJtbkKXWgCt8AZ",
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"Datald": "data_test 01",
"BizType": "1001",
"Name": "",

"Status": "FINISH",
"Type": "VIDEQ",
"Suggestion": "Block",
"Labels": [

{

"Label": "Porn",
"Suggestion": "Block",
"Score": 99,
"SubLabel": ""

B

{

"Label": "Hot",
"Suggestion": "Block",
"Score": 70,
"SubLabel": ""

1,

"Medialnfo": {

"Codecs": "h264 aac",

"Duration": 36,

"Width": 352,

"Height": 640,

"Thumbnail": ""

iz

"Inputinfo": {

"Type": "URL",

"Url": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/huang.mp4",
"BucketInfo": null

¥

"CreatedAt": "2020-07-13T11:47:01.9252",
"UpdatedAt": "2020-07-13T11:47:25.8402Z",
"ImageSegments": [

{

"Result": {

"HitFlag": 1,

"Label": "Porn",

"Suggestion": "Block",

"Score": 85,

"Results": [

{

"Scene": "Porn",

"HitFlag": 1,

"Suggestion": "Block",

"Label": "Porn",

“SubLabel": "",

"Score": 85,

"Names": [],
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“Text": ",

"Details": []

}

I

"Url": "https://cos.ap-zhou.myqcloud.com/c019/image_1.jpg",
"Extra": "{}"

iz

"OffsetTime": "1"

1

"AudioSegments": [

{

"Result": {

"HitFlag": 1,

"Url": "https://cos.ap-guangzhou.myqgcloud.com/xxx",
"Suggestion": "Block",

"Label": "lllegal®,

"Text": "ERHENEAMIKIRIF, BEREIIHLS, ",
"TextResults": [],

"MoanResults": [

{

"Label": "Moan",

"Score": 0,

"StartTime": O,

"EndTime": 4000,

"Suggestion": "Pass",

"SubLabel": "",

"SubLabelCode": ""

1

"LanguageResults": [],
"Duration": "4000",
"Score": 1,

"Extra": "{}",
"SubLabel": "Anthem",
"RecognitionResults": [
{

"Label": "Teenager",
"Tags": [

{

"Name": "Teenager",
"Score": 0,
"StartTime": O,
"EndTime": 4050

"OffsetTime": "0"
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"AudioText": "",

"Asrs": [

{

"Text": "",

"CreatedAt": ""

}

1

"SegmentCosUrlList": {

"ImageAllUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/segment-/video/w-video-ZN3KK99etTN
yRHYu/image_all.json",

"AudioAllUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/segment-/video/w-video-ZN3KK99etTNy

RHYu/audio_all.json",

"ImageBlockUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/segment-/video/w-video-ZN3KK99et
TNyRHYu/image_block.json",

"AudioBlockUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/segment-/video/w-video-ZN3KK99etT
NyRHYu/audio_block.json",

"AsrUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap-guangzhou.myqcloud.com/segment-/video/w-video-ZN3KK99etTNyRHY
u/asr_txt.json"

+

"TrylnSeconds": O,

"Requestld": "8d3e4765-48db-40b5-8fdb-aafld7225a60",

"ErrorType":

"ErrorDescription": "",

"Label": "Porn"

}

}

5. AR EHR

BR= APl E£&

Bz APl £ & B45E API XXHH. $#8iRt3. APl Explorer % SDK $RFHA—EOTE, HEEMNE—AOEARERBAZIZHIETE API R
e

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABABR, HEMERSESRAN API K13, tEalgiE AP Explorer #{7EL&R
ifo

SDK
= API 3.0 iRt TECEMIARTHE (SDK) , ISSMRIZIES, REESENRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
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DryRunOperation
FailedOperation
InternalError

InvalidParameter

InvalidParameterValue

LimitExceeded
MissingParameter

OperationDenied

RequestLimitExceeded

ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnknownParameter

UnsupportedOperation
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1. QR

EOERERZ: vm.tencentcloudapi.com .
AlfEAIZEOBGEEZESS, RINEGEE, ZEOREIEIGHESMTaskld,
EAEOIERTERIRE: 200%/% .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N\EY

UTFERSHIIFRFIE TEOBRSHENMLS AR, SBARSHIIRT AHiERSEH,
SHEM Wik i) R
Action = String ~H2E, AEOE: CancelTask,
Version = String ~HSE, AEORE: 2021-09-22,
Region 2 String ~HSE, FRFFRZGH thiFsl%R.

o . {E£531D

Taskld = String =@iE: 123

b

SHEBW i flR

W—i5K ID, HIRSIKER, SBXERBIIEE (HEREHMRRKRERLRSR, WRXERFRIRE

R tid Stri
eques N9 Requestld) . EFTIEEREZLRER Requestld.

4, 76

N BURIESS
BHIESS

BATH

https://vm.tencentcloudapi.com/?Action=CancelTask

&Taskld=123
S<_HiERSE>

L b
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{
"Response": {
"Requestld": "c933acal-90d2-4ab8-b045-f1b08069d76f"
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SDK
= API 3.0 Rt TREMNFLTESE (SDK) , IISSMRRIES, EESEEM AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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FERABIES IAudioResultDetailLanguageResultEiE&1a69
Array of
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