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RIEEFHAE: 2022-09-02 07:02:56

IR IEERIESvmA= R3XAEARRA: 2021-09-22

SRR
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RAHERRA
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https://cloud.tencent.com/document/api/1265/80030
https://cloud.tencent.com/document/api/1265/#
https://cloud.tencent.com/document/api/1265/51891
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SEFiHE

=IEE#HATE: 2025-03-03 01:29:22

BT7XE®

&ZfAtiE: 2025-03-03 01:29:20
KREGEETUTHRS:
MEEBIHE,

GRS

« LabelResult

« OcrHitinfo

« SpeakerResult
« TextPosition

« TravelResult

(EeEiRE:

» AudioResult

o FiZpk5: SpeakerResults, TravelResults, SubTag, SubTagCode, LabelResults
« AudioResultDetailTextResult

o ¥MEFEER: Hitinfos
« AudioSegments

o ¥MBRYR: CreatedAt
« ImageResult

o ¥ZRYR: SubLabel, RecognitionResults
« ImageResultsResultDetail

o FEMA: SubLabel, OcrHitinfos
« ImageSegments

o ¥iZmE5: CreatedAt, OffsetusTime

B 6 REH

A*uhtiE: 2023-12-22 01:27:31

RREGEETUTHRS:

MEEEIHE.

fEeiEn:

 CreateVideoModerationTask
o FmEAS: User

bt R

» User

8B 5X&®

AmAdiE: 2023-11-10 01:28:11
AREGBETUTHS:
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https://cloud.tencent.com/document/api/1265/80019#LabelResult
https://cloud.tencent.com/document/api/1265/80019#OcrHitInfo
https://cloud.tencent.com/document/api/1265/80019#SpeakerResult
https://cloud.tencent.com/document/api/1265/80019#TextPosition
https://cloud.tencent.com/document/api/1265/80019#TravelResult
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80019#AudioSegments
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetail
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80019#User
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ECHIINE,
EegiznO:

» DescribeTaskDetail
o FriZHZ£: SegmentCosUrlList

IS ERES:

« SegmentCosUrlList

(EeEiRE:

» TaskLabel
o FmZmE5R: SublLabel

B4 X%®

A#mAEdiE: 2022-09-16 06:48:14
RREHAATATHE:
BEEAHIH.

IR

+ AudioResultDetailTextResult
o FFIERESE: SublLabel

B3I XE®

&RfitiE: 2022-09-14 06:42:07
RREHLATUATHE:
BEEHHIH.

fEREn:

» DescribeTaskDetail
o i Label, AudioText, Asrs

FIBEIRES:

* RcbAsr

(EEEiREa:

+ Medialnfo
o ¥mERE5: Thumbnail

B2 X%

£THIE: 2022-09-08 06:47:59
FREHAETUTRE:
BEEAHIH.

SR

« RecognitionResult
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https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#SegmentCosUrlList
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#RcbAsr
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#RecognitionResult

5 E E%\.L:HE MWIRERE

« Tag

(EeEiRE:

» AudioResult

o FfigF%R: SubLabel, RecognitionResults
» AudioResultDetailMoanResult

o ¥FERER: SubLabel, Suggestion

B1X&%®

RTAtiE: 2022-09-01 20:31:39
KREGEETUTHS:
MEDERIMHE,

higiEO:

« CancelTask

» CreateVideoModerationTask
» DescribeTaskDetail

» DescribeTasks

IEERES:

» AudioResult

« AudioResultDetailLanguageResult
« AudioResultDetailMoanResult

« AudioResultDetailTextResult

« AudioSegments

» Bucketinfo

« ImageResult

« ImageResultResult

« ImageResultsResultDetail

« ImageResultsResultDetailLocation
« ImageSegments

« Inputinfo

« Medialnfo

« Storagelnfo

» TaskData

» TaskFilter

« Tasklnput

» TaskLabel

» TaskResult

IRIFRE: BR=ItE (Ib5R) BRSEAR S87 #93m


https://cloud.tencent.com/document/api/1265/80019#Tag
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailLanguageResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80019#AudioSegments
https://cloud.tencent.com/document/api/1265/80019#BucketInfo
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetail
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetailLocation
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80019#InputInfo
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#StorageInfo
https://cloud.tencent.com/document/api/1265/80019#TaskData
https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#TaskResult
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IEEFRAE: 2025-04-25 02:08:19

PRAEZEZL (Video Moderation System, VM) , gsEiEHERAISIE. BRSBTS REHENNLE. JE. TESFEERS, IBRENNE
B, FTERENMERSER, NSRS AES . TRSEN=57, BNBITEZHWR, ATHEETRNNTE, FEIEMNWE, TEADRERE,
RS EIRNE,
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EIEE#HATE: 2024-08-02 02:22:40

AR ERSEXEO

e { W

CancelTask
CreateVideoModerationTask
DescribeTaskDetail

DescribeTasks

A EE:

W LSRG OSRERIREIHRE S ArT + B + FIKS , BXBAESHPSE: AP SIZIRFHA
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https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015
https://cloud.tencent.com/document/product/1278/109059
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AR
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RIEEFHATE: 2025-05-21 01:35:38

1. BRSsitht

AP| SZHSERiEBFHIEN , A mAEEEAEI= 5 vm.tencentcloudapi.com , Bz EBEHZHE, Flanr-HitbiEagkEE=7 vm.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBAREONZSPIRRECE, SEEFERENENREIENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE vm.ap—guangzhou.tencentcloudapi.com 2—&#9,

R NRESRALS, BUEETRRE .

HR: HERE AP AR, H AR REEEROCRROIESAN . ™ RSSRIRRERRRS R/ ARSECUSPER, BOSTHISHbIEE
EROMEMASRPER.

BRIZiSREEFIRA:
=N 4 o2
IR (9, RFIESRK ) vm.tencentcloudapi.com
LR (M) vm.ap—guangzhou.tencentcloudapi.com
SRR (L) vm.ap-shanghai.tencentcloudapi.com
SRR (BR) vm.ap—-nanjing.tencentcloudapi.com
bt (db5:) vm.ap-beijing.tencentcloudapi.com
PRt ( A& ) vm.ap—chengdu.tencentcloudapi.com
ARt (&K ) vm.ap—chonggqing.tencentcloudapi.com
BEEHX (FEEE) vm.ap—hongkong.tencentcloudapi.com
WAZr (#h0i) vm.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) vm.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) vm.ap-bangkok.tencentcloudapi.com
WAFIL (BR) vm.ap-seoul.tencentcloudapi.com
WAFIL (R&R) vm.ap—-tokyo.tencentcloudapi.com
EEFRE (HHRLE) vm.na-ashburn.tencentcloudapi.com
EEES (E8) vm.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) vm.sa-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) vm.eu—-frankfurt.tencentcloudapi.com

R BFSRENFSRREREFAEEN, BHaSRXESE (A#128 Region ARt ) , BEARESEHSMEIMRES, BiF
#1 Region RUMBEERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 5510 #93m


https://cloud.tencent.com/document/product/304/2766
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SRR SRIXEE
HRiX (LigER) vm.ap-shanghai-fsi.tencentcloudapi.com
EegiX (RYI£R) vm.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5#9 Content-Type 28

« application/json (%) , ¥RFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZT % v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%8F) , BRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEBI32KB, POST i5KERAERRZE v1 (HmacSHA1. HmacSHA256 ) BIRSi#EIZ1MB, POST iEXRERZEER
% v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRIG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 11 #93m
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AN =30

IEE#HAE: 2024-11-15 02:14:11

W

AHSHEAFRRAFNZEOZIMSY, WIS, ESMEORRAISEPFIBNXESHHTIHEE, BEXERTEREFXLSY, FHEER
BEIER,

AHSHNREAT2E SERNES T EREFTRMEMER

EAERGE v3 ARS8

BEEHE V3 (BRHEIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHESSE) , ERE, STFEXNERE, X% POST
JSON #8z0, MaeE—ERH, EEEAZESHEITEES . RENEBFER £275%E v,

e HFECEN, BoROMEPNRAERNRESSE vI GET BR, MARERENESHE v3o
ERERGE V3, AHSHBER—ME HTTP Header igRLEH, INTFHRFAR:

SHER Bt Wik @k

HTTP if®kk: X-TC-Action. #ERSEOSBM. BESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZERED, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, iiFS#, ARIFAFERIEMMEOEIE. ESSEOXES
Region String - BMASHEDXTAHSH Region BURA, EE: BEEEOFAEEMGRIZE2Y, BOMXERESXTISE
HiEA, EEREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3ig&, =lcRA&E AP iERRIESE, 140
1529223702, #E#: MRSESHBHEEESEESH, SSIEESEBER,

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version. E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Sighature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317663032611024
Hrh,

- TC3-HMAC-SHA256: &%i%, BRiEENZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERTERIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, ffian, 1#3 cvm.tencentcloudapi.com EEREFREE cvm. A=REUEA vm;
tc3_request AEEFTE;

- SignedHeaders: £5&%&itHIILEMSE, content-type 1 host Jai4i%LER;

- Signature: EZWE, IHEIEER X,

il

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FikMRSS FRARNIGRIZEEIETHI Token, ERIIEES

Token String & Secretld 1 SecretKey BEE R AIGIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIREL Token FER,
. HTTP i&d%ksk: X-TC-Language. IEEEORERIES, (XEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3Z, en-US iBEHEZ,
BigAPEREE A MNibiR =R S E6FIRPIEIT1, EOSERENREE Offset=0, REEE Limit=10, WEGEREMKZEIEKR URL. 15

KLER. BERETHIAT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF %12 $93R


https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kk*kkkkkkxkkkxkhxkkrxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kkkkkkxkkkkxkkkxkkrkxkrkxkkxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Jjson

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRE ((VSEREOSZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkkkkkkkxkkkkkkkkxkxkk*x**x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

-—58731222010402

Content-Disposition: form-data; name="Offset"

0
—--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BR=ItE (It ) BRSEATF $£13 #93m
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EASEEGE vI RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region AiRAA, FE: RUEOFRABEERZESY, EBOXXEhESMILSERE, RS
BiZzeHthFaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRA . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF %14 #93m


https://cloud.tencent.com/document/api/1265/80024
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1265/80024
https://cloud.tencent.com/document/product/1312
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HpisESIR
KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

ithisg &
et (M) ap—guangzhou
WAZRE (FhnE ) ap-singapore

IRIFRE: BR=IE (16F) BREEAR 5515 #93m



@ H%\_L:HE MRRBER

=8hiEv3
R EFATE: 2024-12-25 02:10:48

MTXERET E&85% v3 NESTE, ENESEEACHABRRMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NAWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
- Secretld: BF#5iR APl ARERH, TLAERELLHAPE,

+ SecretKey: BFIIE AP ARENSE, TLAERSELHES,

- APAATERERSRE, BRLR, EURERMTRE. MR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

EREAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE

IRIRERE: BR=ITE (1bF) BRSEAE 5516 $#93m


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
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@ H%\_EHE MRRBER

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, R key:value\n #&zUHHE;
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@ H%\_EHE MRRBRR

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHEREEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAR, BEREMAHSHE X-TC-Timestamp EHAY
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@ H%\_EHE MRRBER

FEREMN R

UTC fREREIAMI—3; service AFRE, YRS RARANFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHER
1) HEIREESEA, ARBNT:

SecretKey = MAkhkkhhk Ak kA dkhkhk kA A Ak kA hdhdrAx A dhdAxA*xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERHSIRETHEIERNREE, thalsiR M TERFMH7H IR ANREIE, Lt ERRRTHEIEN .

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:
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® H%\.L:HE MRS RS

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREWR R
Algorithm BEAHi%, EEN TC3-HMAC-SHA256,
Secretld g‘sng'qzag Secreﬂd, EI] AK T D % ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok ok

CredentialScope RBE, EIEBE. WRFITEERR 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEX, S5FBRILEES . WRHFIBUEN content-type;host;x-tc-action,
Signature BEE, IWRHIHTEERE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID*****&kkkkkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkxkkkkkkkxkkrkkkrkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIEEH HTTP k88 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER. JlEd
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O BAT

| fTENSEPRBERAR, MEMBEHMHE.

SRR

MAABRRS

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRIAXEFF-RIZMUINBEFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP
 Go

* NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA 6");
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

cvm.tencentcloudapi.com";

ngzhou";

"2017-03-12";
"TC3-HMAC-SHAZ

"1551113065

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";
type;host; x n";
"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

ce—name\" } ]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign);

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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= algorithm + " “redentia " + SECRET_ID + "/" + credentialScope + ", "
P
+ "SLQI’LGC{TIP,& ders + signedHeaders + Signature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

o)
sb.append ("curl -X POST https://").append (host)
.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" -H \"Host: ").append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [11"5'5':1‘}5 "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

"curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

(RN}

' + str(timestamp) +

T

+ version +

' (RN}

"X-TC-Region: + region +

" + payload + "'")

crypto/hmac"
/pto/sha256"
"encoding/hex"

" EmE "

"strings"

"time"

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey

host := "cvm

algorithm

service

version

action : Des Instances"
o

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST
w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhos

"application/json; charset=utf-8",

signedHeaders := "content

payload := " {"Limit": 1, lters":

:%$s\nx-tc-action:%s\n",

host, strings.ToLower (action))

hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%
httpRequestMethod,

canonicalURTI,
canonicalQueryString,
canonicalHeaders,

signedHeaders,
hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")

credentialScope := fmt.Sprintf("%$s/%s/tc3 est",

date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,
credentialScope,
hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service,

secretSigning hmacsha256 ("tc3_r

secretDate)

st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%$s\

—H "Authorization: %s"\
application/json;

"X-TC-Action: %s"\

tamp: %d"\

authorization, host,

IRIFRE: BR=ItE (It ) BRSEATF
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";
"2017-03-12";
DescribelInstances

".
’

ap—guangzhou";

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0

tc—action:".strtolower ( ) o

n

implode (";", [

417d\u540d"], "Name": instance-name"}]}

hash ("SHA256

’

.PHP_EOL;

= gmdate ("Y-m-d",

NQEADE AN
SHAZO0
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’

.PHP_EOL;

= hash_hmac ("SHA2E
= hash_hmac ("SHA256",
= hash_hmac ("¢ 256Y

= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac

.PHP_EOL;

curl -X POST https://".
"Authori:

"Content-Type: application

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD_

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version = '2017-03-12"

algorithm "C3-HMAC-SHA

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = 'content-typ

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} eaders=#{signed_header
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ignature=#{signature}"

-X POST + endpoint \
' + authorization + '""' \
Content-Type: application/json; charset=utf-8""' \
' + host + """ \
' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
!

"X =V sion: + version + '""' \

"X-TC-Region: + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey,

datestr = date.ToString("yyyy-MM-dd");

IRIFRE: BR=ItE (It ) BRSEATF £830 #93m




DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\ )

~:" + endpoint + "\n
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ A n

+ canonicalUri + \n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
oyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");

headers.Add ("X-TC—-Tir amp", requestTimestamp.ToString());

headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

urn

headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";

region = "ap-guangzhou";

action "DescribelInstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);

\ "

ring

instance—-name

requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\myjaym.
N O I S+

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

’

endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.Writeline (requestPayload) ;

t
t

fu

cons

crypto =

1Iction (mes

urn

hmac = crypto. € secret)

hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "F
canonicalUri = "/"
canonicalQueryString
canonicalHeaders = 'c ; -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
jers=" + signedHeaders + ", " +
" + signature

(authorization)

X POST ' + "https://" + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.
' + version + '"!'

"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

t

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string const string &input)

st char* const lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.push_back (lut[c & 15]);

‘n output;

string SECRET_ID = getenv ("TE

string SECRET_KEY = getenv ("TENCENTCLOU

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

nw\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host +

-H \"Authorization: + authorization + "\"\n
Type: application/json; charset=ut
" + hOSt + " ‘\ " \\T‘ AL

Action: + action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"

X-TC-Vers g + version + "\"\n"

\"X-TC-Region: " + region + "\"\n"

" + payload + "\'";
cout << curlcmd << endl;

eturn

lude <stdint.h>

de <openssl/sha.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

lut = "0123456789a

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

har ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = ge
SECRET_KEY =
service =
host =

region = "ap-g

action

char* version = "201

1t64_t timestamp = 155111

char date[20] = {0};

get_utc_date (timestamp, da

char* http_request_method =

char* canonical_uri

char* canonical_quer
~har canonical_headers[10
strcat (canonical_headers,
strcat (canonical_headers,
{0};

value) ;

char value[100] =
lowercase (action,
strcat (canonical_headers,
~cat (canonical_headers,
char* signed_headers

const char* payload = "{\
nstance—-name\"}]}";

char hashed_request_payloa

"cvm.ter

0] =

tenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;

"cvm";

1centcloudapi.co

uangzhou";

S £
3065
50097

te, sizeof (date));

"POST";

- n/un.
/T

y_string =

nn .
’

{"content-type:application/json; charset=utf-8\nhost:"};
host) ;

"\nx-tc-action:");

value) ;
"\n") ;
- ’

= "content-type;host;x-tc-action";

Limit\": \"Filters\": [{\"Values\":

d[100] = {0};

sha256_hex (payload, hashed_request_payload);

~har canonical_request[256
sprintf (canonical_request,
canonical_uri,
signed_headers,

o "

5s\n", canonical_r

char* algorithm = "T

char request_timestamp[16]
sprintf (request_timestamp,
~har credential_scope[64]
strcat (credential_scope,
sprintf (credential_scope,
char hashed_canonical_requ
sha256_hex (canonical_reque
har string_to_sign[256] =

sprintf (string_to_sign, "%s

IRIFRE: BRzItE (ItR) ARSER

canonical_guery_string,

| =1

"o

0};

s\n%s\n%s\n%s", http_request_method,

a\nea\ne
S\NsS\N

canonical_headers,

hashed_request_payload) ;

equest) ;

= {0};

date) ;

W _request", date, service);

$s/%s/tc
est[100] = {0};
st, hashed_canonical_request) ;
{0};

\n%s\n%s\n%s", algorithm, request_timestamp,

=)

[\"\\u672a\\u547d\\u540d\"],

\"Name\":
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd, "ct
\"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s\"\n \
"X-TC-Timestamp: %$s\"\n \
© AL A

\"X-TC-Version: %s\"\n \

\"X-TC- on: %$s\"\n \

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rittigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS

IRIFRE: BR=ItE (It ) BRSEATF 41 #93m



https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

5 E E%\_L:HE MWIRERE

FEUTEZXMANEIRG, BIRIBIRERLGE,
iRt HiRtEid
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BHFEFE. BREHAEEEHREHER, RE5VSHTEHRES TFH.

. . . FEEIR. THEEIITEER, IBEXBS5IMRZNNSFRES, thEEREH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token &R,
AuthFailure.InvalidSecretid ZiRiEE (F2= API A28 )
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@ H%\.L:HE MRS RS

N
oA e
RIEEFATE: 2024-12-25 02:10:49

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer iy “SZHRER” Thae, EEFEEEIRATH “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BERER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

f&aLAiEiE APl Explorer B9 [ #2840 | BREESMEOSSZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DISIESRESH .
ELECHEEEIEER, REFIEEE Secretld 7l SecretKey; ERFIESEREREIE, BT ZAPIEHRNE B85, SNEEEARAZ API 2
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl iBRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRRIZEH.
. APSATBRRERSEIE, BHlE.

RIEREFENEFSENT:

1. B BA=EEHOERE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

° SecretKey: R R i I I I I

R XBERERG, SIREAFEERRIERN Secretld fl SecretKey H{TEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR % % % % % koo % % oo % ok % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ H%\_EHE MRRBER

SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIRZERMEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREEERZIHESHAN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIER

WL BERIERFFSR,

BB E—SHIFIFRERSEIRER “SHSM=28E" B, X Action 28, HESHE#A "Action" , 8%{&7 "Describelnstances"
, ELtENETES Action=Describelnstances .

R “S¥E” HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESE R FITEH

B ERAE R B RS F R
BERENFHFEHRUTNASEEMK:

1. {EK75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.,

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE,

3. iIERIERE: HFRAZAPIRIERIEREER | o
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@ H%\_EHE MRRBER

4. {ERFHH: B E—SEMIERER S

BRESRIHHENMNA: ERFGE + BEREN HFREE « 2 + BREFHR
THIRHHEERA:

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS ERERE RS
B5E6ERA HMAC-SHA1 HiZd L —S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1THE, BIRARERENESSH,

BRI, LA PHP iB57961:

$secretKey = T RR R KKK KRR K KKK KKK KK KKK KKK KKK KN

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap—-guangzhou&Secret Id=AKID** * ¥ x** k& xxkkkhxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEIHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFH—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHT URL RS,

M E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmMPg06MRNCvQ%3D, BiRTFEMRERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [t Content-Type # application/x—~www-form-urlencoded, NI&XiERIIFR
HERSYHEIREN URL {3, SEEN-FSTRERB. IF ASCIl F/HE URL HiBAIBESL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYEHT urlencode, EXHIEAT, RFABENEZHHTT URL HET, FWAAXR URL KRSSHE
BEM.

R Rft2¥Eh®SER{TRSG, WERA RFC 3986, M %XY MWFHFHPIMRFHITESLRER, R X7 11 “Y” B+A##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, SRIELIAMERLE,

RS e e
AuthFailure.SignatureExpire F2iLH
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http://tools.ietf.org/html/rfc3986

@ H%\_EHE MRRBER

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HREISZHFHIRIEES A

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREEEZER:

» Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNFZAREEN, HEStEFR2RALRAE, ENRISLE url FEREEFITHEER curl EHSRARRSRESMGER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

= "UTF-8";

String (String s, String key, String method) 1rows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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O BAT

Python

EE: WERE Python 2 RIEHIETT, BEXRIE requests KEiiE8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name__ ==
endpoint =
data = {

'

DescribelInstances

'Action'

VT c 0) . 1 = —(0) @

09dx9

Region' : 'ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1
Version': '2017-03-12"'

= get_string to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])
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"bytes"
/pto/hmac"
"crypto/shal"
coding/base
" Emt "

nog"

secretId := os.Getenv ("TENC CLOUD_SECRET_ID")

0s.Getenv ("TENCENTCLOUD_S T_KEY")

nglstring{

nestamp": strconv.Itoa (1465185
"Region": "ap-guangzhou",
etId": secretld,

Version": "2017

"Action": "DescribelInstances",
"InstanceIds.Q": ins-09dx96dc
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com")
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN

"2017-03-12
ribeInstancs

= "ins-09dx9

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("shal",

.PHP_EOL;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'
endpoint = 'cvm.tencentclouc
data = {

'Action' =>

'ap—guangzhou',
SecretId' => secret_id,
imestamp' => 1465
'Version' => '2017-03-
}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<
na
sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID =

SECRET_KEY

j endpoint cvim.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
"

version = "201

double RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Of W, W) g

param.Add ("Instancelc

param.

param.
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.
urn strSign;

1ctiol (secretKey

’

signMethodMap = {'Hma
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 1t f€ . ('base6d')

ion
strParam = "";
et keys =

keys. 0

"=" + params[keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"DescribelInstances

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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3 =
IR[OIE5ER
=IEE#HATE: 2024-03-12 02:00:51

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSESE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, MR API BIRE, AILBR BiN=S0RE s 123218, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1FIFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE,

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEERELUI 2 EREIR .

+ Code FREFHIBANEIRE, LiERHERATUSRIEZSRIGEATLERBMLIIROXNMAYERIESIREAE SR N ERMERE R
+ Message BRHTXMERERENERHERE, HEUSRKEIFEMME, WXAATRSESERISTENER, APFMKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD
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https://console.cloud.tencent.com/workorder/category
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@ H%\.L:HE MRS RS

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” TH.
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IEE#HASE: 2022-09-0120:31:58

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: &,

o Integer: ¥R, FRATHFSO64EL ., SDK 3.0 FEAFEIESIIFHEBEMER, BLFERREESHRAEBREN, U0 colang BY
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#&, HEgL. Fign: 2022-01-01 00:00:00,

« Timestamp ISO8601: ISO 8601 2HEFRREMNLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNARTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5ian: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRSE, SELUSEMGERIMGEN.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

RS EEEXEO
SERHZIESIIER

RIEEFATE: 2025-04-25 02:08:18

1. EOR

EOBERER: vm.tencentcloudapi.com o

MAABRRS

BEEESE&ESIIRED, AEHESI; SURESHLSER (WSKE, SRER. ESREE) HEHERESIIER.

ERAEZOISRINZIRE: 200R/%

#FEZ(ER API Explorer

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

RRRE.

2. MNBH
SHEM Wik 2R
Action = String
Version = String
Region = String
Limit & Integer
Filter B TaskFilter

iR

%

A2, AEOBYE: DescribeTasks,

\

o

~HSYH, AMEORYE: 2021-09-22,

\

o

AHSY, FRFmSTISH HH5IE

\

ZEHRTISIIRERRFIESFE, BIMEN0 (SRRTI0RES) -

GZEHRTESHEROBASE, TRIEWSSE | HESHEE | MERINRESSIRETRIE
BESENHEZIES, RRSHARES R TaskFilterSiREMIATFAEAR

ZSHFRTHRERNToken(ER, HRFBMNER, HEMRMNET—ERNREESLL

PageToken &  String B8, IS EREBRIAMITI., MABE—RE, HEERE,
Timestam BB METIEFIEMFHARE, BHISO8601RELIRTE . BIAENIEIR, BEAX
StartTime & 7002 P 85, MIEX—HFHIENdTimeZ SIS S WMEHE .
& ZBHSFilterARRINISRHER, —EERAEARIIE.
Timestam BEBETESSIRNETE, B NISOSCOURENITE. BUMENS, BEAZSY,
EndTime 5 o001 P MIZEX Start TimeBiX—A a2 R E SIS S Witk HR
& ZBHESFilterERRINISHEIER, —EHERAEARIIE.
3. BHesE
SHEW E) ik
ErRATEE Y EINESRE, BRAintSHEE,
Total String R WFERAIAERE] null, BREARIEXE.
EIE: 1
Data Array of BFRATEE SRS EERIE, SAMHNEIES T TaskData iR IEmIA
TaskData FE IFEARERE] null, FFRIAZBEHE.
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https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80019#TaskData
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTasks

O BHS

SHEMN R

ZFRATEEMRMERNTokenER, HRZAMER, HEMRHE T EMNREERLLSEY,
IS ERIEFIRINEERISEI . JEIRE—REY, ZFBRAE,

R WWFEERGRE null, FRRARE™IE.

TBIE: 4765-48dXwxJtbkKXW8d3eb

PageToken  String

H—iER ID, HRSIHER, SRERESIEL (FEREEHBREERFRETERSR, WiZRERFTSKE
Requestld) . EfzOBEITEERMIZIRIERE Requestid,

Requestid String

4, 76

N EEREESTIE
BEHZEISIIE

BATH

POST / HTTP/1.1

Host: vm.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: DescribeTasks

<RIEERSH>

{
"Filter": {

"Type": "VIDEO"

"Response": {

"Total": "1",

"Data": [

{

"TaskId": "task-video-XwxJtbkKXWgCt8AZ",
"DataId": "data_test_01",
"BizType": "1001",
"Name": "iX{SA",
"Status": "FINISH",
"Type": "VIDEO",
"Suggestion": "Block",
"Labels": [

{

"Label": "Porn",
"SubLabel": "",
"Suggestion": "Block",
"Score": 99

b

{
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@ H%\_EHE MRRBER

"Label": "Hot",
"SubLabel": "",
"Suggestion": "

"Score": 7

1,
"MediaInfo": {
"Codecs": "h264 aac"
"Duration":
"Width": 352,
"Height": 640
"Thumbnail":
by
"InputInfo":
"Type": "URL"
"Url": "https:
"BucketInfo":
by
"CreatedAt":
"UpdatedAt":

t

1,

"PageToken":

"RequestId": "
}
}

5. FR&GR

Bz APl EE&

Bz API SE& 2458 APl 3XH4. HiR63. APl Explorer & SDK $RFHNA—EATS, HEENE—AOEGRERBEARIRHEIRE API IR
E=)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ERER, HEEMSIESIRA API X538, tEaTEiiE API Explorer B3R
ifo

SDK
= API 3.0 Rt TREMNFLIRE (SDK) , ZHSHRIZIES, EESENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb

5 E H%\_L:HE MWIRERE

» Tencent Cloud CLI 3.0

6. $EiRH

IR T2 O SSSIERXREIRT, EMERBiEl AHLEiR5,

=g i

AuthFailure CAMEZ/£NEIR

DryRunOperation DryRun #{E, KFFRIEGSERING, RES(ET DryRun £#.
FailedOperation BREEM

InternalError PIEBERIR o

InvalidParameter BHRIR.

InvalidParameterValue SHEEER.

LimitExceeded B BeAnpRE o

MissingParameter BRAOSEER,

OperationDenied BRMEIRIES

RequestLimitExceeded

IEREGREGEED T SRR RE

ResourcelnUse RiFWEA.
Resourcelnsufficient REFRE
ResourceNotFound REAFFE.
ResourceUnavailable REAATA.
ResourcesSoldOut RFEEE,
UnauthorizedOperation KRISHURIE.
UnknownParameter RINSHEIR
UnsupportedOperation BERs.
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
BEISEE

IEE#HASE: 2025-04-25 02:08:18

1. &OiE

EOEREEZ: vm.tencentcloudapi.com .

BIEE(TSE#E DescribeTaskDetail £0, aEzhiCIaIREMSNERIERS,

BUAROIERINERIRS: 200R/%

#EFER API Explorer

MAABRRS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. NSH

MTERSHIIRRIIH T ROBERSHABI 2

SR
Action
Version

Region

Taskld

ShowAllSegments

3. s

SHEMN

Taskld

Datald

BizType

Name

IRIFRE: BR=ItE (It ) BRSEATF
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String

String

String

String

Wi

2l

i

i

Ho

iy

7

t2Y, RBEAHSHIIRN AHLERSH,

ESic] g
String ~H2H, AEOBYE: DescribeTaskDetail,
String AR, FEORE: 2021-09-22,
String AHSY, FRFERZSH 5%
String 1_E%ID, QUEE%IEEEIE@Tas.kId?EQ

TBIE: task-video—XwOmjnmaiu-Uvifs
Boolean RERTHESR, BRARRRSPRNGS

RE: true

ik

% FRAFRESZMSTSEIZESFIREIRESID (£Results&¥% ) , AFIRAT

ETIMESIFIENEZES .
R WFEREEERE null, BFREARIIEHE.
FHIE: task-video—XwxJtbkKXWgCt8AZ

% FERAFREFBITEZEOMENNEIRIDSE, HEMERHRIFIEE,

R WFEREEEHRE null, RFEEAZIEHE.
E: data_test_01

ZFERATREEBIREIEOMENNBizTypeSH, HESIEIIAIFEE,

FE: WFERAEEHRE null, XFERAZENE.
TEME: 1001

%F AT REEBMSTEZIEOMENNTaskinputSHPRMES SR, HEESH

RIS EE,
R WFERAEEHRE null, RRRAEE™E.
w~fE: 22
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https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTaskDetail

O BAT

SHEMN

Status

Type

Suggestion

Labels

Medialnfo
Inputinfo

CreatedAt
UpdatedAt
TrylnSeconds
ImageSegments

AudioSegments

ErrorType

Sl

String

String

String

Array of TaskLabel

Medialnfo

Inputinfo

String

String

Integer

Array of
ImageSegments

Array of
AudioSegments

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

MAABRRS

ik
ZFRAFEREREIASIESIAE.

BYE: FINISH ({£55E5h;) . PENDING ({¥53%%&%H) . RUNNING ({E53i#
7% ) . ERROR ({E53itif5) . CANCELLED ({E53E8UH) o

R WFERATRERE null, FRBRAIE™E,

EE: FINISH

% FERATREERRSTEZIE O NSTEZEE, BEH: VIDEO ( =&l
7 ) FILIVE_VIDEO (E#&#%) , EBMEHRVIDEO,

R WFERATRERE null, FRRAHERE,

~Bl{E: VIDEO

ZZERATREEFESIFSNEERMERN . HEFRBRHIEERE, BEERTRS
EENEERE; BNESKRRWSIE, NTFREMERESENEHTLE,

iR[E{E: Block: &iXFi#k, Review : ENAIEH, Pass: BEiUEd

R WFEREEHRE null, RFREAZIEHE.

& : Block

ZFBRATRERS NSRRI R A E SRS .

iREE: Porn: &15, Abuse: 2%, Ad: "%, Custom: BHENEM; IKE(t
SARE. FLEERFEENRTER,

R WFERTEERE null, FRBAIIE™RE,

EZFRATREMNEEHNFEAES, SEREFDBEN. SRIIREER. BEARE
#HisEEMedialnfo IR I1GAYEAR .
FE: WFERAUERE null, RERFHERE.

EZFRATEROEZRSZOFEENSER, T2RIBENHSERSEIL,
EE: WFRAUEERE null, RERFIEHE.

ZFERATEREHEDESCZNAE, HURA 1SO 8601iRiE.
R WFRAEIERE null, RENFHEHE.
=fE: 2020-07-13T11:47:01.925Z

ZFERATEREHENISREEHNITE, EURA 1SO 8601iRH,
R WFERATEERE null, RRRAHE™E.
=~E: 2020-07-13T11:47:25.840Z

TV RER
FE: FERAUERE null, RERFHERE.
HIE: 0

ZFRATREVSTPEMEZER, FHEEREHIEEEImageSegmentsHif
SSHIROEIR o
R WFERATRERE null, FRRAIERE,

GFRATREVSIPSNEZNER, FRECRSHIESEAudioSegmentsHiE
EEHIRYHER o
R WWFERAUEIERE null, RENFHEHE.

HIESIREHErrorhd, IREIRIRIEIRAYZER, BUYE:
DECODE_ERROR: f#i3%M., (MAZBEPITEEEETEMBEBAILT)
URL_ERROR: T#iiit3EiERM .

TIMEOUT_ERROR: 4hEtERT,

CALLBACK_ERRORR: [Elif&i%,

MODERATION_ERROR: ®#%¥ .

URL_NOT_SUPPORTED: EX##XXZiEE K S5
{ESIRSIEErrorfIZRAIREI A,

R WFERTEEEE null, FRHFIE™RE,
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https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#InputInfo
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O BAT

SHEMN

ErrorDescription

Label

AudioText
Asrs
SegmentCosUrlList

Requestid

String

String

Array of RcbAsr

SegmentCosUrlList

String

4, 76

N ERESHE
ERIRMESE, TLLEE TaskldEEES R

BT

POST / HTTP/1.1
Host: vm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeTaskDetail

<pIERSEH

{

"TaskId": "task-video—-XwOmjnmaiu-Uvlifs"

}

BLRE

{
"Response":
"TaskId":
"DataId":
"BizType":
"Name": "",

"Status": "FINISH",

"Type": "VIDEO",

"Suggestion": "Block",

"Labels": [

{

IRIFRE: BR=ItE (It ) BRSEATF

g

MAABRRS

SH{ESKERErrorfd, ZFERATIRERIMERIFMER, FSKEIEErrorfdBiA

REJE,
R WFERATEERE null, FRRAHE™E.

EFERATREENERAINAIRE . INRKRGPES, REINormal, NRHEHE

B, WiRELabelsh iR R=mRES
S WFERAETAERE] null, BREAZNERE,
f5{&E: Normal

ZFERAFRESIMHRBHNNNYARS, RAZFI10001FE.
EE: WWFRAUEIERE null, RENFHEHE.

ZFRAFRESNHHAGI HA N ARS
R WFERATRERE null, FRRAIE™E,

& FERATF RO NERBEEIEIRX cos url
R WFERATRERE null, RRRAHE™E.

W—iEK ID, HRSiRER, BRIEREBIIRE (EHiEKERMREEREIRIARS IR,
NZRERFEIRE Requestld) . EfZEBITHERHIZIRIEKE Requestld.
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https://cloud.tencent.com/document/api/1265/80019#RcbAsr
https://cloud.tencent.com/document/api/1265/80019#SegmentCosUrlList

"Label": "Porn",
"Suggestion": "Block",
"Score":

"SubLabel": ""

b

{

"Label": "Hot",
"Suggestion": "Bloc
"Score": 70,

"SubLabel": ""

I

"MediaInfo":

"Codecs":

"Duration":

"Wwidth": 352,
"Height": 640,
"Thumbnail": ""

by

"InputInfo": {

"Type": "URL",

"Url": "https://tianyu-cms-ap oSs. guangzhou.myqgclo om/huang.mpé4",
"BucketInfo": null

by

"CreatedAt": "2020-07-13T11:47:01.92
"UpdatedAt": "2020-07-13T11:47:25.84
"ImageSegments": [

{

"Result": {

"HitFlag": ,

"Label": "Porn",
"Suggestion": "Block",
"Score": 85,
"Results":

{

"Scene": "Porn",
"HitFlag": 5
"Suggestion": "Block",
"Label": "Porn",
"SubLabel": "",
"Score":

"Names": [],

"Text": "",

"Details": []

I
"Url": "https://cos.ap-zhou.mygcloud.com/c019/image_1.3jpg",
"Extra": " { n

b
"OffsetTime": "1"

IRIFRE: BR=ItE (It ) BRSEATF £565 $93m




i

"AudioSegments":

{

"Result":

"HitFlag": 1,

"Url": "https://cos.ap—-guangzhou.myqgcloud.com/xxx",
"Suggestion":

"Label": "Illega

"Text": "ZREMEMIKIRLF, BEGIIHS, ",
"TextResults": [],

"MoanResults": [

{

"Label": "Moan",

"Score":

"StartTime":

"EndTime": 4000,

"Suggestion": "Pc

"SubLabel": "",

"SubLabelCode": ""

I

"LanguageResults": [],
"Duration": "4000",
"Score": 1,

"Extra": "{}",
"SubLabel": "Anthem",
"RecognitionResults": [
{

"Label": "Teena
"Tags":

{

"Name": "Teena
"Score": O,
"StartTime":

"EndTime":

"OffsetTime": "O"

I

"AudioText": "",
"Asrs": [

{

"Text": "",
"CreatedAt": "'

t

IRIFRE: BR=ItE (It ) BRSEATF 5566 933




"SegmentCosUrlList": {
"ImageAllUrl": "https:
tTNyRHYu/image_a
"AudioAllUrl": "htt
N3KK99et TNyRHYu/audio_a
"ImageBlockUrl": "
—ZN3KK99et TNyRHYu/ ir
"AudioBlockUrl": "httrp

ZN3KK99et TNy audi

"AsrUrl": "https: ianyu-cms-ap XXXX.COS.ap—-guangzhou.myqgcloud.co

9et TNyRHYu/asr_txt.js
b

"TryInSeconds": O,
"RequestId": "
"ErrorType": "",
"ErrorDescription": "",
"Label": "Porn"

}

}

5. FRERR
BR= APl &

MAABRRS

iz APl SE& 2&& AP X#4. $8IRF3. API Explorer } SDK $#ZFRNA—ERNFE, HEEMNE—AN\OEZORERBASRELFRE APl IR

E=D)

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SREXIXA APLRBER, FEMENZIESRA API K88, tBaJaiiE API Explorer #TTELIRE

ifo

SDK
= API 3.0 RIHTRENFRIESE (SDK) , HSSHRIEES, SLEHENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. $EiRH

TSI T O SSZEEXRIEIRID, HAEIRIBIFERD AHEIR0E,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E E%\.L:HE MWIRERE

LT i

DryRunOperation DryRun &{E, KFRIFKEESEHING, RES/ET DryRun £#,
FailedOperation BRIEEM

InternalError PEREEIR
InvalidParameter SBHEIR.
InvalidParameterValue SHEEEIR.
LimitExceeded B ECERIR S -
MissingParameter ROSHEIR,
OperationDenied IREBIESR .
RequestLimitExceeded BRI EEIE T SRR o
ResourcelnUse BiFWREA.
Resourcelnsufficient BEFRE-
ResourceNotFound BEAFEFE.
ResourceUnavailable BEATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIFHURE
UnknownParameter RSN,
UnsupportedOperation BIER.

IRIFRE: BR=ItE (Ib5R) BRSEAR ££68 #93m,



@ H%\.L;HE MARERS

BURMSNER (LSS

IEE#HASE: 2025-04-30 01:31:43

1. &Oid

EOBKEE: vm.tencentcloudapi.com ,

FZ0 (Video Moderation System, VM) BFR3ASANHSHASTRHTEEEHIZIIS . ERRMBEERBNZERKSERITNEFEINS
Z2RSHFBIFNMAIWSESESE

LhRBAEFRGAR:

- Biff “REZSEHE-IUINEEE” ARERMTRSRERS, BEXFBERSHAFRT2ESHEIAEEE, 852005H%ER (8H1sE
MEEE, 1%iX120003KE. 2005 PINESMLIES ) , BRHEIH15K.

o ZEOAWERED, HEFXMESRENZ RS ZEEN.

EIH AR BRRAR:

- RIENA (RPHEE)
o BRAFFAEEEL: 10
o PAFUALIEMNE:
= HHRIESED LR, FESHNNIIEGLE,;
» XRSEdrriorityFREREESHER (HEMAKERES) , BABR TINEHEESHELE, IHMESERHE
- EEE (RPEi)
o BRIAFFARIREL: 100
o PAFUARIEALE:
BRI EZ(ESIAE ERET, FMERSIEREBINEIR: RequestLimitExceeded, $BIRIFMA: You have reached the concurrency
limit;

o FZHFHER;

ReCIThAEHAR:

o TIPSR HEATREHIT RGN, M OCRXZANRE. MIFEN (EF. IMEEIR. ZH#E%F) . BRRRSMEZN M HE, BIRESS
BAIRBISARRIENAE ;

. IHREEREEL Callback REMENLER, HETZRO(EEESFE)ENCTRIMENERFRE; NFESHEPONES, NSFEARE,
NIEME F RKESESSHEE, SMFRESEAFPRENIDRENS + 2sRER; FETIRIFEZES, EVERENIESSZEE S50
i&;

- ZFEEO (EEREKESSIR ) EESNS, AFPTRESHUSER (WLSKE, BRER. ES5REE) RESERESIIE;

- ZFHARSHIENMER, 815 [{E. B8, &%, IT&EFmS;

« ZIHRIER RIS RECE B E X RYHRES;

- IFAFABEXRERAEAERERE, TEEEXEINS (BRISRSHEE) ;

- ZEAPBEXEESEZESNEER, SESMESHIR, AiRERFECEBMARESRTR;

o ZIHEERTEIES, RSURRE10MES;

BSTZFiRe R FE5e R -

o PSRRI AKPIIH <10GB; EF4KIIH < 5GB

o PSTSESHETRS: BEDHEH1920x1080 (1080p), MNRMSHIH/NFI00MB, NS HHETUKXFI1080p, HMERATIFIK, BXHE
ALV BIRSHIBEEIEE;

o MEAEZIFER: flv. mkv . mp4 . rmvb . avi. wmv. 3gp. ts. mov. rm. mpeg. wmf&,

o PBRNEZISREIESE: SRSt (ZRHTTP/HTTPS ) « BilzCOSTFiE;

o BIEANBIEGRIERERE, WEEEESRSLIHANEEEEREN3E, HREHEEUISTNIRSEEINTEYE, BSERBNZCOSHEiEmNE
CDNEEFS;

IRIRERE: BR=ITE (1bF) BRSEAE 5569 $93m


https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://cloud.tencent.com/product/vm/pricing
https://cloud.tencent.com/product/mps/details

@ H%\_EHE MRRBRR

« XFEAFGREEEREREEMEG, SFFRUSITSHFERRSTHITEZ,

BRI SR -

o PUTRENSSE: 24HLAA, BEFEESHIEXERIES;

. PBTROHERS: Xi51920x1080 (1080p), ESSHHHEISARIINIARAEEZEEIRSHIBEBIEH;
o PUTRSIFEN: rtimp, flv FERWTRRIGE-

o PSRRSIFAEEINY: HTTP/HTTPS/RTMP;

s XEAFREEERERAEEMEG, SFFRUSHSTRERASTHITHEZ.

E BRI :

o IBEIAEIHEELEES .

« MNREHBEFZEGHILGR, WLLEBRHFRHEZ,

o EEBESKRIVEHERNERT, SRR (HI80 operation not permitted $8iR) , HIRSISE 100 HRFEESREHMILR. WNEE
BHE R EENEIE, HRSENIKEIES; B, 109WELLARFRHERZ, WINEHRE, REMRZEZER. WTENETESHETH
KM (W0 HTTP 404 Not Found $HIR) , RAGHITRS 16XEil. HHMIEREVEREIE, SnZBIZIRE; BRFEINIGEY, NWEFLLE
FIiRFRH SR, BRAPEHEH.

ERAEOIERINZIRE: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIIE. SDK ABERRERFREZEOFEN , ETEESRARNBERASHRESRURB5ERY SDK
RRARA.

2. NS
DTFERSHFIRNIIE TEROBRSHNBoAHSH, REAHSHIIRT AHiERSH,
SHEW Wik KR R
Action =3 String ~H2%, AEOBYE: CreateVideoModerationTasko
Version = String ~HSH, FEORE: 2021-09-22,
Region 2 String ~HSE, ERFEEEFH gIE.
ZFBRERTSEEZERNRS, AFEOAE. EERAITENERZ2ET &P eiZRIgEIREiZ
BiztypeFE, ENZFE, SIRELSHSEREZITARBRANEIZER. &iF: BiztypelX#
BizType 2 String F. FESTYENES, KEN3-321FH; FEBiztypeXBKARRSiZSS5IRBIEENEE,
EFRRIERIAEREIBiztype.
~EIE: 1001
T = Stri {£55358Y: TiEVIDEO ( s3&H¥5%) , LIVE_VIDEO ( E#BMsR )
ype = rng ~HlE: VIDEO
Tasks.N g  Amayof BANESER, ESTURNHRIOMES
Taskinput
AliESY, ZFRERREIRESHkKeyER, AFRIIESIENRESN ., £ EPERENHTTPL
BBimnN X—Signature BIFER, {EH: seed + body B SHA256 iBFIHex=ZE#FH, FEIREIENRE
Seed & String HiBE, ATLMRIEEREMbody, B sha256(seed + body), itEH x-signature HFIEIE,

BAERXFInISE EiEEZT.
THE: sfsfsderwerwe

IRIFRE: BR=ItE (It ) BRSEATF 8570 #9333


https://cloud.tencent.com/document/product/267/39889
https://cloud.tencent.com/document/product/1265/80018
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/cms/clouds/manage
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/product/1265/104001#42dd87d2-580f-46cf-a953-639a787d1eda
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask

@ H%\_EHE MRRBRR

SHEm Wik R 123
EWEZEREIRL . RSB TIZFER, AHERIERRIEN SN A BREESMERIERE
CallbackUrl & String EiziEO. ESFEESREREERE.

FBIE: https://example.com/url

AR . SIEFS MURERESHIAR, TLURBEXANSEEFIHAMASSR . ATLIEE

Priority S Integer PA&iBiE, BRiIAZEEH0
FEUE: 10
User & User RERETHENE S RABAEAEE, SEANTERIHERGENREER
3. milisH
SHEM seR R
Result Array of E3CIBER
esults TaskResult EE: WFEREASEE null, ERIAFEIERE,

W—iER ID, HRSBIRER, SRERBSIEE (EHEREHEMRERERERSR, WZRERFIR

Requestld  String {8 Requestld ) . ETAEHESIEMZAERE Requestld.

4, 76

BN QIRAMSAEERAESS
USRS

BATH

POST / HTTP/1.1
Host: vm.tencentcloudapi.com
Content-Type: application/Json

X-TC-Action: CreateVideoModerationTask

<RHEERSH>

{

"BizType": "default",

"Type": "VIDEO",

"Tasks": [

{

"DatalId": "0a782332-c9db-4cf5-a66e-20d60b4ead69",
"Input": {

"Type": "URL",

"Url": "https://test.mygcloud.com/test.mp4d"

i
I
}
]

}

BLRE

IRIFRE: BR=ItE (It ) BRSEATF £711#93m


https://cloud.tencent.com/document/product/1265/104001
https://cloud.tencent.com/document/api/1265/80019#User
https://cloud.tencent.com/document/api/1265/80019#TaskResult

@ H%\_EHE MRRBER

"Response": {
"Results": [

{

"DataId": "0a78233C
"TaskId":

"Code": "OK

"Message": "
}
I
"RequestId":
}

+

5. FRERR

BR= APl &

Sil= APl SE& 2&& AP X#4. $8iIRF3. APl Explorer )2 SDK $#ZFRNA—EIFE, HEEMNE—AN\OTORERBNSREIFRE AP IR
5o

API Inspector

P& APl Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZESHRER API K53, taFIE AP Explorer #177ELE
ifo

SDK
= AP| 3.0 RItTERENFRIEE (SDK) , XISSHRFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
KRS T O SSZ R XRIEIRID, HAEIRIBIFERD ALEIRGE,
iRt it
DryRunOperation DryRun #{E, RFRIEKIELZMINNG, RES(ET DryRun &%,
FailedOperation BIERM .
InternalError PIEBERIR o

IRIFRE: BR=ItE (It ) BRSEATF 872 #93m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
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wBE: 1
AhIBFERIY

Suggestion String R WFEAIEERE] null, FREAAE™RE.
wEE: 1
I

Labels Array of TaskLabel EE: WFERAIAEHERE] null, FREFAEHE.
wE: 1
RAMER

Medialnfo Medialnfo EE: WFEAIRERE] null, FREAZERE.
w~fE: 1
BANER

Inputinfo Inputinfo R WFEAIEERE] null, FREAAEE.
wE: 1
BlERia

CreatedAt String EE: WFEAIEHRE] null, #FREAZIE™E.
wBE: 1
EFRATIE

UpdatedAt String EE WFEAIRERE] null, FREAAERE.
BE: 1

TaskFilter

Cos TaskFilter

#ANTiEOSIA: DescribeTaskso

2 il Wik R
AERY
BizType String B :Zg%:ti
Tvoe Strin - {E5328Y, mk: VIDEO, AUDIO, LIVE_VIDEO, LIVE_AUDIO
P 9 | B FOIE: 1
. . #iY, Tli%: Pass, Review,Block
3= J )
Suggestion String a SIE: 1
TaskStatus Strin - K&, Tik: PENDING, RUNNING, ERROR, FINISH, CANCELLED
9 | B ROIE: 1
Taskinput
BSESS A

#INTEOSIA: CreateVideoModerationTasko

IRIFRE: BR=ItE (It ) BRSEATF ££88 #93m,
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S ES] Btk g
. ] HIEID
Datald String & FBUE: 080chccd-4d19-4792-b2ch-28dc52d108e4
. ESE
Name String B FIE: cmsop
Input Storagelnfo & {ES5A
TaskLabel
ESHBIRES

#ANTF#EOSIA: DescribeTaskDetail, DescribeTasks.,
E=4 il 353

AR

Porn &%

Sexy =

Polity Biia

lllegal iEi%

Abuse iE5

Terror 8%

AdT &

R WFERAEERE null, FFREARIIEHE.
wEIE: 1

Label String

HIZEIN, AlEE:

Pass i&id,

Review #iAH,

Block fiAiEil

R WFERAIEEHEE] null, FREFAEXE.
wBIE: 1

Suggestion String

B9, PE20 ~ 100

Score Integer R WFEBAIRERE] null, FREAZIERE.
~EIE: 1
RN RIFE

SubLabel String R IFERAEEEE null, RREFEIEHE,
w~E: 1

TaskResult
BT S ATAEE LR

#INTFEOSIA: CreateVideoModerationTask.
e ESid) iR

iBEREHEABIDatald
Datald String R WFERTEEE null, RREFEEHE,
f51E: 080cbccd-4d19-4792-b2cb-28dc52d108e4

Taskld, {¥551D
Taskld String R WFERAEERE] null, BREARIEHE.
TBIE: dsdsf
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E=3 B faiR

fHIRMG, MEcodeHOK, MFTEIERMIN, HittlISEA TR
Code String R WFERAEERE] null, FREAAERE.
TBIE: 200

MBEEIR, ZFERRERFE
Message String R WFEBAEERE] null, RFREAZIERE.
BIfE: success

TextPosition
NAXBAGPHUEER
#WINT#EOS|IA: DescribeTaskDetailo

=R i g
Start Integer %*9&%_&%@&3‘(2&'11%@?3&%
wBE: 7
End Integer %FP*i-EiEIEKZSq:EQEEEEE
wBE: 14
TravelResult
HITER
#WINT#EOSIA: DescribeTaskDetail.
E=4 i it
Label String —RiRE
SubLabel String —IRiRE
RiskLevel String REER
AudioRole String HiTENAE
AudioText String HIFESNE
StartTime Float FreaRgiE
EndTime Float 455RAdiA

User
BAPREE
#INTEOSIA: CreateVideoModerationTasko
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E=4i ESid) Wik iR
WSESHRID MES, SIRERSHEESER, HEHBEEER, SHIREMNTUEESIER FAHE
Userld String S HlF, WMETLUESHIEUin,. QQS. HiSopenid. QQopenid. ZFHEE, ZFERINWSERIRE
uE_mK%o

AccountType  String & ZFERRTUSSAPIDMSMAIMKSER, BE: 1-R/Suin, 2-QQS, 3-Ri58fuin, 4—qqi¥S, 5-

#HfSopenid, 6-QQopenid, 7-HEstring.
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5 E H%\.L:HE MWIRERE

=3 i) ik
ZFBR5KSIDEE (Userld ) RRAERRRER—KS.

Nickname String = FAREFR

Gender Integer & T30 BXIA0 R0 1 Bt 2 ik
Age Integer & EFHS BOA0 KA

Level Integer & BRER, BAOKXM1E2H 35
Phone String S FNS

Desc String B APREN, KEFREEZ5000F
HeadUrl String B FAPLRE RagE

Roomld String S Ea=REiEID

Groupld String B BINASEED

GroupSize Integer & BINA =Bt
Receiverld String B EHEEWEID

SendTime String B HELERE, =
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tHI%0S

RIEEFATE: 2024-12-20 02:04:49

LhREixAE

WNRRELESRPIFE Error FER, WRTFR APl #OXW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

MAABRRS

"Message": "The provided credentials could not be validated. Please check your signature is correct.
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
t
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIRED
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

TERLEBAY Authorization FESBAERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp RSB EAEERSEI RS H, BHHEERH
IR &R EREIRE .

ERER. ERITEER, BURAASAPNERTENEREERITE
_-r*io

token &%,

IERKIEN . 152F CAM LRI ENATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#.
R

PIEBEEIR o

BOXREFE,

SHER (SEsHE. #BFER) .

SHEEEIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS

NG

AuthFailure
OperationDenied
ResourcesSoldOut

UnauthorizedOperation.Unauthorized

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE
iBEXK body B9 multipart t&&iR .
IP it R Z g,

IP it FEEZ ST,

Bt BeERpRE o

g

W

.
FRAFE
EOREFFE.
IEREGREGED T 4R RE
EMSHBIINZRIRS o
IP BRST,
EMSIRIT
iEREBERHEAN
BiRMGER.
BRFRE.
BRFFE.
BRFTH.
IREISEEREAN.
SRIRS SRR A,
RIEURIE

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, IX#F GET #1 POST &K,

EOFSZIFRRE

B8
CAMEB/£EUEIR
BRAFIIEE,
BREE,

KRB/ EEREERC/RKSERE.
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