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RIEEFHATE: 2025-06-20 02:14:34

IR IEERIESvmA= R3XAEARRA: 2021-09-22

SRR

+ 2021-09-22 (HAEIIRA)

RAHERRS

+ 2020-12-29
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https://cloud.tencent.com/document/api/1265/80030
https://cloud.tencent.com/document/api/1265/51891

CSE)H%inE MWARERE

SEFiHE

IEE#HAE: 2025-06-27 03:03:21

B8 X&k®

&RfAtiE: 2025-06-27 03:03:14
KREGEETUTHRS:
MEEBIHE,

(EEEiREa:

« AudioResult

o MR HitType
« ImageResult

o ¥mZRE5R: HitType
« ImageResultResult

o FFigRESR: HitType

B7X%®

AAdiE: 2025-03-03 01:29:20
KREBEETIUTAS:
MECERNE,

IS ERS:

» LabelResult

» OcrHitinfo

« SpeakerResult
« TextPosition

» TravelResult

(B EiReE:

» AudioResult

o ¥miZrE5: SpeakerResults, TravelResults, SubTag, SubTagCode, LabelResults
» AudioResultDetailTextResult

o ¥MERLGR: Hitinfos
« AudioSegments

o HZMR: CreatedAt
« ImageResult

o FrZRk&R: SublLabel, RecognitionResults
« ImageResultsResultDetail

o FEmMA: SubLabel, OcrHitinfos
+ ImageSegments

o FEMAR: CreatedAt, OffsetusTime

86 X&%

AZmAdiE: 2023-12-22 01:27:31
FREGEBETUTHA:

IRIRERE: BR=ITE (1bF) BRSEAE 585 #93m


https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultResult
https://cloud.tencent.com/document/api/1265/80019#LabelResult
https://cloud.tencent.com/document/api/1265/80019#OcrHitInfo
https://cloud.tencent.com/document/api/1265/80019#SpeakerResult
https://cloud.tencent.com/document/api/1265/80019#TextPosition
https://cloud.tencent.com/document/api/1265/80019#TravelResult
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80019#AudioSegments
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetail
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
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MESEINHE.

EEn:

« CreateVideoModerationTask
o ¥MEBAS: User

IS EEE

» User

85 X&%

ZAdiE: 2023-11-10 01:28:11
RREHAATUTHE:
BEEAHIH.

fERiEn:

» DescribeTaskDetail
o FFigHiZ: SegmentCosUrlList

FRIBEIRLES:

» SegmentCosUrlList

(EeEiReE:

» TaskLabel
o ¥MERS: SubLabel

8B4 X5

£THE: 2022-09-16 06:48:14
FREHAATUTRE:
BEEEHIH.

IR

» AudioResultDetailTextResult
o FiEMS: SubLabel

BIRE®
EfltiE: 2022-09-14 06:42:07
KREGEETUTHRS:
MEEBIINHE,
fEedzn:
« DescribeTaskDetail
o ¥iZH=: Label, AudioText, Asrs
REIRSS:

* RcbAsr

IRIRERE: BR=ITE (1bF) BRSEAE 556 $93m


https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80019#User
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#SegmentCosUrlList
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80019#RcbAsr

O BAT

(EeEiRE:

+ Medialnfo
o FEMAR: Thumbnail

B2XE®

A#AdiE: 2022-09-08 06:47:59

KREBEETIUTAS:
MECHRNHE,

IS ERLS:

« RecognitionResult
« Tag

(EeE RS

« AudioResult

o ¥mZpk&R: SublLabel, RecognitionResults

« AudioResultDetailMoanResult
o ¥ERYR: SubLabel, Suggestion

B1X&®

A#AEdiE: 2022-09-0120:31:39

TXEBEBETIUTAR:
ECHRIIME,
FhigEO:

« CancelTask

» CreateVideoModerationTask
« DescribeTaskDetail

» DescribeTasks

FIBEIRE:

+ AudioResult

« AudioResultDetailLanguageResult

» AudioResultDetailMoanResult
« AudioResultDetailTextResult
e AudioSegments

« Bucketinfo

« ImageResult

« ImageResultResult

» ImageResultsResultDetail

« ImageResultsResultDetailLocation

+ ImageSegments
« Inputinfo

« Medialnfo

« Storagelnfo

» TaskData

IRIFRE: BR=ItE (It ) BRSEATF

MAABRRS
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https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#RecognitionResult
https://cloud.tencent.com/document/api/1265/80019#Tag
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015
https://cloud.tencent.com/document/api/1265/80019#AudioResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailLanguageResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailMoanResult
https://cloud.tencent.com/document/api/1265/80019#AudioResultDetailTextResult
https://cloud.tencent.com/document/api/1265/80019#AudioSegments
https://cloud.tencent.com/document/api/1265/80019#BucketInfo
https://cloud.tencent.com/document/api/1265/80019#ImageResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultResult
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetail
https://cloud.tencent.com/document/api/1265/80019#ImageResultsResultDetailLocation
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80019#InputInfo
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#StorageInfo
https://cloud.tencent.com/document/api/1265/80019#TaskData
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» TaskFilter
« Tasklnput
« TaskLabel
» TaskResult

IRIRERE: BR=ITE (1bF) BRSEAE 558 #93m


https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#TaskResult
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IEEFRAE: 2025-04-25 02:08:19

PRAEZEZL (Video Moderation System, VM) , gsEiEHERAISIE. BRSBTS REHENNLE. JE. TESFEERS, IBRENNE
B, FTERENMERSER, NSRS AES . TRSEN=57, BNBITEZHWR, ATHEETRNNTE, FEIEMNWE, TEADRERE,
RS EIRNE,
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API H#EES

EIEE#HATE: 2024-08-02 02:22:40

AR ERSEXEO

e { W

CancelTask
CreateVideoModerationTask
DescribeTaskDetail

DescribeTasks

A EE:

W LSRG OSRERIREIHRE S ArT + B + FIKS , BXBAESHPSE: AP SIZIRFHA
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https://cloud.tencent.com/document/api/1265/80018
https://cloud.tencent.com/document/api/1265/80017
https://cloud.tencent.com/document/api/1265/80016
https://cloud.tencent.com/document/api/1265/80015
https://cloud.tencent.com/document/product/1278/109059
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AR
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RIEEFHATE: 2025-05-21 01:35:38

1. BRSsitht

AP| SZHSERiEBFHIEN , A mAEEEAEI= 5 vm.tencentcloudapi.com , Bz EBEHZHE, Flanr-HitbiEagkEE=7 vm.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRRECLE, SEEFEBENENREIENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE vm.ap—guangzhou.tencentcloudapi.com 2—&#9,

R NRESRRLS, BUEERRRE .

HR: HERE AP AR, H AR REEEROCRROIESRN . ™ RSHSNRIRRERRAG R/ ARSECUSPER, BOSTISHbIEE
EROMERASRPER.

BRIZiSREEFIRA:
=N 4 o2
IR (9, RFIESRK ) vm.tencentcloudapi.com
LR (M) vm.ap—guangzhou.tencentcloudapi.com
SRR (L) vm.ap-shanghai.tencentcloudapi.com
SRR (BR) vm.ap—-nanjing.tencentcloudapi.com
bt (db5:) vm.ap-beijing.tencentcloudapi.com
FaRatiX ( A& ) vm.ap—chengdu.tencentcloudapi.com
ARt (&K ) vm.ap—chonggqing.tencentcloudapi.com
BEEHX (FEEE) vm.ap—hongkong.tencentcloudapi.com
WAZr (#hNi) vm.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) vm.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) vm.ap-bangkok.tencentcloudapi.com
WAFIL (BR) vm.ap-seoul.tencentcloudapi.com
WAFIL (R&R) vm.ap—-tokyo.tencentcloudapi.com
EEFRE (HHRLE) vm.na-ashburn.tencentcloudapi.com
EEES (E8) vm.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) vm.sa-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) vm.eu—-frankfurt.tencentcloudapi.com

HE: BFSRENFSMREREFAEEN, BhaSXESe (A#28 Region ARt ) , BEARESEFSMEIbRES, BiF
#1 Region RUBERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 11 #93m


https://cloud.tencent.com/document/product/304/2766
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SRR SRIXEE
HERiX (LigsR) vm.ap-shanghai-fsi.tencentcloudapi.com
EeiX (RYI£R) vm.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl (FREEOLEE HTTPS #TE(S, BRHSRSHNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5H9 Content-Type 2E:

« application/json (%) , ¥RFEAZERZFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&p53#E0O%R) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEBI32KB, POST 5K ERAERRZE v1 (HmacSHA1. HmacSHA256 ) BIRSi#EIZ1MB, POST iEXRIERAEER
i%Z v3 (TC3-HMAC-SHA256 ) i#z#510MB,

4, FIRIG

¥IER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 12 #93m
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AN =30

RIEE#HAE: 2024-11-15 02:14:11

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREABT2E SERNES T ERFTRAMEMER

EAERGE v3 QB

BEEHE V3 (BRBIRE TC3-HMAC-SHA256 ) 1HLEES 5% v (BEXEAIRESEHRESHE) , ERE, STFEXNERE, X% POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECEN, BoREOMEPNRAERNRESSE vI GET BFR, MARERENESHIE v3o
ERERGE v3 i, AHSHFER—ME HTTP Header iSRLEH, GNITFERFAR:

SYHER Bt ik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EA. BIAN=ARSSEEAIEIASEFIFIZERED, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAEEZEM MEENEIE, BUESEEOMES
Region String - BMASHEDXTAHSH Region B, FE: BEEEOFAEEMSRIZEY, BOMXERESITFE
HEA, EREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&#E AP iERrIESE, 5140
1529223702, #E&: MRSESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version. E{EAY API BORA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, BIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Sighature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317663032611024
Hrh,

- TC3-HMAC-SHA256: £&%i%, BriEE%E;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERtEIRIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, ffian, %3 cvm.tencentcloudapi.com EEREFREE cvm. A=REUEA vm;
tc3_request AEEFTE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FikMRSS FARNIGRIZEEIEFHI Token, ERIEES

Token String & Secretld 1 SecretKey BEE IR AIGIIZLEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZARIABEIREL Token FER,
. HTTP ig%ksk: X-TC-Language. IEEEORER/IES, (NEoEOZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEEE A MNibiR =R S E6FIRPIEIT1, BOSERENREE Offset=0, REEE Limit=10, WEGEREMIEZEIEKR URL. &

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF 2813 #93}R


https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/api/1265/80023
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BR=ItE (It ) BRSEATF %14 #93m
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EAEEGE v1 RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAR, FE: RUEOFABEERZESY, EBOXXEhESMILSERE, WS
BiZzeHhfaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 5515 #93m


https://cloud.tencent.com/document/api/1265/80024
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1265/80024
https://cloud.tencent.com/document/product/1312
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HpisESIR
KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

ithisg &
et (M) ap—guangzhou
WAZRE (FhnE ) ap-singapore
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@ H%\_L:HE MRRBER

=8hiEv3
R EFATE: 2024-12-25 02:10:48

MTXERET E&85% v3 NESTE, ENESEEACHABRRMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NZWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
« Secretld: BF#5iR APl {ARERH, TLAERELLHARPE,

+ SecretKey: FBFIIE AP ARENSS, TLARRSELHERS,

- APAATERERSRE, BRLR, EURERMTRE. MR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

ERWAF v3 ER/TE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE
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@ H%\_EHE MRRBER

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, R key:value\n #&zUHHE;
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@ H%\_EHE MRRBRR

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHERFEEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAG, REBTEMAHSHE X-TC-Timestamp #EHAY
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@ H%\.L:HE MRS RS

FEREMN R

UTC fRfEREIRM—3; service AFRE, YRS RARNFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASSBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZAMBSEEE X-TC-Timestamp it&152l, HIIX) UTC+0, MRMARZAMBXER, fNF/\K, $SHAXMNGE AR
FETh, (BERERERLERY. BiRAIEES 1551113065, E4R/\XHRTELR 2019-02-26 00:44:25, {BRitH{S52IAI Date B
UTC+0 R9BHARZ 2019-02-25, AR 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AREET—RIYEE, BEREK, BEIEZIHIER,

RIELAERIN, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. i HER
1) HEIREESENA, ARBNT:

SecretKey = MAkhkkhkhkdkhkdhkhk kA kAR kA kA hxrAx A FhkxAxAAxN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESH SecretDate . SecretService #l SecretSigning RTHFIRIEE, TERESAEITENFERN, SHE I+ #HIFHRITENAHL
$35173: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dcb12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af .

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BULRERAE, WA IBEBESH key #rl, HRSH data &5, BER
EFERYSRETHEIERNREE, thalRiR M TERFMH7H IR ANREIE, Lt ERRR TSN

FREM R

SecretKey JEHARYD SecretiKey, B =« s koo koah ko skokonkoankxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FEIEE . WREIBUER cvm,

2) itEEE, (AT
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Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREMR R
Algorithm BEAHi%, EEHN TC3-HMAC-SHA256,
Secretld g‘sng'qzﬂg Secreﬂd, EI] DK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok k

CredentialScope RBE, EIEBE. WRFITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEM, 25F8ZRLEER . IRHFIEYES content—type;host; x-tc-action,
Signature BEE, IWRHIHTEEREE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkkkkxkkrkkxkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIZEHY HTTP k88 (Header ) FIiER{F ( Payload ) #AHMESIHTHIEFHATRE—H, BUSEEESF—HER, JlEd
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O BAT

| fTENSEPRBERAR, MEMBEHMHE.

SRR

MAABRRS

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRIAXEFF-RIZMUINBEFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP

« Go

¢ NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARNROMSHNEERSI LIRS EmE, X

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

("yyyy—-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyz application/Jjson; charset=utf-8\n"
host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

= "content-type;host; “c-action";

"\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—name\" } ]}
String = sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);

secretSigning hmac256 (secretService, "tc3_r est");

= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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= algorithm + " “redentia " + SECRET_ID + "/" + credentialScope + ", "
P
+ "SLQI’LGC{TIP,& ders + signedHeaders + Signature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

o)
sb.append("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/Jjson; charset=utf-8\"")

"

.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [u"Z@p "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

+ str(timestamp) + '"'

+ version + '"'

' (RN}

TC-Region: + region +

+ payload + "'")

crypto/hmac
"crypto/sha256"
It

"encoding/hex

" EmE "

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv ("TENCENTCLOUD_SECRET_.
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version

"

action : Des Instances

region := "ap-guangzhou"

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": u67 1, e": i t >—name" }]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https:
—H "Authorization: %s"\
application/json; charset=utf
"X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
o\

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_

getenv ("TENCEN"

ncentclou

"POST";

SECRET_ID");

“LOUD_SECRET_KEY") ;

= implode ("\n", [

"content-type:application/json; charset=utf-8",

"host:". o

ction:".strtolower (

n

= implode("; ",

) 4

[

.PHP_EOL;

gmdate ("Y-m-d",
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac
.PHP_EOL;
https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version =

algorithm

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = '

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} € eaders=#{signed_header
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ignature=#{signature}"

authorization

puts 'curl -X POST ' + endpoint \
+ ' —-H "Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8""' \
' 4+ host + '"' \
' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
!

"X =V sion: + version + '""' \

"X-TC-Region: '

+ region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

Dictionary<String, String>

datestr = date.ToString("yyyy-MM-dd");

IRIFRE: BR=ItE (It ) BRSEATF 5531 #93m




DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;

algorithm = "TC3-HMAC-SHA256";

httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\

~:" + endpoint + "\n"
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ ~An

+ canonicalUri + \n

nw\ ~n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
boyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);
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contentType + "; charset=utf-8");
headers.Add ("X-TC-Time mp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";
region = "ap-guangzhou";
action "Describelnstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);
string requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"instance-name\"}]}";

14

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (me
~onst hmac = crypto. ('sha256', secret)

urn hmac. (message) . (encoding)
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(message
crypto.

(message) .

(encoding)

nst date new

onst year
onst month =
day = ('

& f

amp) {

(timestamp * 1000)

date. ()

('0" + (date.

0" + date.

v

"${year}-${month}-${day

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com
service
region

action

version

timestamp

(timestamp)

mp\n
ARY

[{\"Values\": "

onst payload = Limit\": [\"\\u672a\\u547d\\u540d\"], \"Name\

e-name\"}]}"
hashedRequestPayload (payload) ;

httpRequestMethod = "F

canonicalUri = "/"

canonicalQueryString

char

canonicalHeaders = :application/json;

:" + endpoint + "\n"
:" + action.
signedHeaders = "content-type;host;x-tc-action"
onst canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload

£534 #93m
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string

onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
g

string SECRET_KEY = getenv ("TENCENTCLOU SECRET_KEY") ;

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host + "\

" —-H \"Authorization: + authorization + "\"\n
Type: application/json; charset=ut
" + hOSt + H‘\ II\T- AL

Action: + action + "\"\n"

"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<ctype.h>
lude <string.h>
lude <stdio.h>
de <stdlib.h>
<stdint.h>

ssl/sha.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%Y-%m-%d", &sttime);

char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "%02x", hash[i]);

cat (result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action

char* version = "2017

1t64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";

char* canonical_uri = "/";

char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);

~cat (canonical_headers, "\n");

char* signed_headers = "content-type;host;x-tc-action";

onst char* payload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance—-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};

sprintf (canonical_request, "%$s\n%s\n%$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

$s\n", canonical_request);

char* algorithm = "T
char request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64]
f(k_key, $s%s", "TC3", SECRET_KEY) ;
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_ to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd,
\"Authorizati
"Content-Type: application/: n; charse 1\
\"Host: %s\"\n \
\"X-TC-Action: %s\"\n \
"X-TC-Timestamp: %$s\"\n \
© AL A

\"X-TC-Version: %s\"\n \

\"X-TC- on: %$s\"\n \

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rfttigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HEREM
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

5 E E%\_L:HE MWIRERE

FREMTEZXMANEIRG, BIRIBIIRERLE,
iRt HiRtEid
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BAFEFE. BREHAEERHREHER, REEVSHTEHRES TFH.

. . . FEEIR. THESIITEER, IBEXBS5LMRZNASFEES, thEEREEH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token &R,
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28
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@ H%\_L:HE MRRBER

N
oA e
RIEEFATE: 2024-12-25 02:10:49

BER®GE VI BEEHE, ERDENZSMHTMERSE v3, HEERESSE V3.

BIRIERY, ZBINER AP Explorer Rl “E&ERER” 8L, EIFEFMRAR “AP13.0 £8 v1” , IJLERSESIRETIRIE, FHRUTISRE
IEENERRG, teEEER SDK X8, BEERBINE AP BRER 8 MERMNRIZEIES SDK, ELIRTESMIEKRIE, WEHE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

& LAiEid AP Explorer B9 [ #2840 | BREESMEOSBZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DIEIESRESH .
BERERHREFIEER, REFIEEE Secretld 7l SecretKey; ERFERBERERFIE, FRIE ZAPIZHTHE BiF, BNWEERAAZ= APl %
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
ZL2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl iBRESH
+ SecretKey AFINZEEZFFFEIRS SRR ZFRRIZEH.
- APSATRERERSEIE, BHtE.

RIEREFENEFSENT:

1. B BA=EEHOEHE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v £EREZBRFMTE:
iRz FAFHY Secretld 1 SecretKey S3I2:

. Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

. SecretKey: R I

R XBERERG, SIREAFEERRIER Secretld fll SecretKey H{TIEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %458 1D AR % % % % % koo % % oo % ok % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ H%\_EHE MRRBER

SHER Ha3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIRRISEH ID ins—09dx96dg
Offset RigE 0

Limit RASIFT 20

Version EZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFULMRIEIRZERMEMSE, fli Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 58 1) Rigsg&iTHE, SEERISONET, 785k 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BFRIREE. APULUEEREESPIEXHIFREREMIX—Ih8E,
i PHP 589 ksort HEl, EiRREISEIGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERZIHESHARN, A EERGIMRISEETHR, SRINER—EE.

2.2, HHEERFIEH

WL BERIERFERFSR,

BB L—SHIFFIE RS ISR “SHIW-28E" Bk, WX Action 2%, HSHZ#RHB "Action" , 2#{&) "Describelnstances"
, BEg=EERA Action=Describelnstances .

R “S¥E" HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINERZEFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

T TA=AKTD* * %+ kA& k ko okokok ok ko ok ok kA A Kk kkk ok k* kx * g Timestamp=1465185768&Version=2017-03-12

2.3. PHESERIFIH

U ERE R E B R F R
BERENFHFEHRUTNASEMK:

1. i{5K75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEAEIEXE.

2. iERENEFZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREEREESREZOMBERNARTAR,
HFREEOWR.

3. iIERIERE: HFRAZAPIRIERIEREERN | o
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@ H%\_EHE MRRBER

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGE + BEREN HERBEE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U TR RERS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHSEBRNFHRHITES, RARBEMNEZH(ER Base64 #1THE, BIRRESRENEZSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRH TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [ Content-Type # application/x—www-form-urlencoded, WI&XiERIIFR
HERSYHEDREN URL {3, SHEN-FSTRERB. IF ASCIl FHE URL HBAITESLL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYIEHT urlencode, EXHEAT, RMFABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥Eh®BER{TRSG, WERA RFC 3986, A %XY MWFHFHPIMRFHITESLRER, BB X7 81 “Y” B+ ##eHE (0-9
MXEFH A-F) , EANESRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986

@ H%\_EHE MRRBER

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BR2ER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HEISZHFHIRIEES A

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

« C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREEEZER:

 Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEESEE, HFESERM, LRFRBEREMERA SDK

?ﬁi’%iﬁﬂjﬂ'\] url E_]"ﬁg,ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko k kA x ok kk ki xkxxkxxgSignature=7RAM2XxENMOIEIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNFZAREEN, HEStEFR2RALRAE, ENRISLE url FEREEFITHEER curl EHSRARRSRESMGER: 881
H, ATEF—ANEAUEERE url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEAEIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMIESRRE, SN RAIERAEE,

Java

t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

IRIFRE: BR=ItE (It ) BRSEATF 547 H93m


https://cloud.tencent.com/document/sdk
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https://github.com/TencentCloud/tencentcloud-sdk-java
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= "UTF-8";

String (String s, String key, String method) nrows Exception {
= Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce",

params.put ("Timestamg
params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", ) ribeInsta

params.put ("Version", "2017-03-12");

params. [e "ap-guangzhou") ;

params.
params.
params. "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out .println (getUrl (params)) ;

}

}
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O BAT

Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s=%s params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if __name_

endpoint =

data = {

o1

'Action' : 'Describelnstances

'InstancelIds.O 8 ins-09dx9

ap-guangzhou',
secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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"cry o/hmac"
"crypto/shal"
"encoding/base64
"Emt "

nogt

"sort"

secretId := os.Getenv ("TENC CLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_S ET_KEY")
params : map [string]string{

"Nor

"Timestamp": strconv.Itoa (1465185
"Region": "ap-guangzhou",

VS tId": secretld,

"Version": "2017

"Action": "DescribelInstances",
"InstanceIds.O0": "ins-09dx96d
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com")
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

t

= getenv ("TENCENTCLOUD_SECRET_ID") ;

“RET_KEY") ;

["Region"]

["SecretId"]

["Ve on"] = "2017-03-172

["Action"] = "DescribelInstance
"

["InstanceIds.O0"] = "ins-09dx9

[V dbndlic V]

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("¢

.PHP_EOL;
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'openssl'

'baseb64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method =
endpoint

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce",
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

ion
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"DescribelInstances

let params = {};

params [’ =
params|['Instancelds.0']
params['Limit"']
params|['Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’

IRIFRE: BR=ItE (It ) BRSEATF £555 $93m




@ H%\_EHE MRRBER

3 =
IR[OIE5ER
IEE#HATE: 2024-03-12 02:00:51

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS EBAEOEEELHIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSSE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, R API BIRE, AILBR Bi=S0RE sk 1235 T8, FHEHZ ID kAR,

o BRTEENFESN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1FlFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE,

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

« Error HEIRREZERFARELEY . Error FERIEREMEREY Code Fl Message FRIEARELMI 2 EREIR .

+ Code FRREFHIBANEIRG, LiERHERATUSRIRZERIGEATLERBMLRIIRONMAYERIESIREAE SR N ERMERE R,
* Message BRHTXMERERENERERE, HEUSEKEFAEMME, WXATRSSERISTENER, APFNKBIXMNMEEIE,

+ Requestld AF—" APl iEREIME—IRR, R API HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD

IRIFRE: BR=ItE (It ) BRSEATF 5556 $93m


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ H%\.L:HE MRS RS

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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@ H%\_L:HE MRRBER

S Fg A HY
SR
RIEEFRATE: 2022-09-01 20:31:58

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: &,

o Integer: B&, FRATHSO64EL ., SDK 3.0 FEAFEIESIIFHEBEMER, BLIFMERREESHRAEBREEN, I colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#F&, HEEL. Fign: 2022-01-01 00:00:00,

« Timestamp ISO8601: ISO 8601 2HEFRREMXALR ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRSE, SELUSEMGERINMGER.
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MAABRRS

O BAT

RS EEEXEO
SERHZIESIIER

RIEEFHATE: 2025-06-27 03:03:16

1. EOR

EOEKRER: vm.tencentcloudapi.com ,

BEESHZISIIFRED, TEESIT; SARESHILSER (WS3E., SZER. ESREEF) BEERESTIR.
ERMEOIERITRIRF: 200%/% .

#FEZ(ER API Explorer

<> mEEiR

API Explorer 12t THELIRA . ERIE. SDK BERMRERRIZOEFMEN . ETEEFSRARNERATNEEERURB5ER SDK
ARG,

2. N
PFERSHIIRGIE TEOBRSHNBL LS, REARSHIIRD ~AHiERSH,
SHEM Wik 2R iR
Action = String ~HSE, AEOBYE: DescribeTasks.
Version = String ~HSE, FEOE: 2021-09-22,
Region 2 String AHSH, FERFERIFH iF5R,
L - ZEYRTEISHNREBREFISEE, BRMER10, BXEPN100 (BRETI0RIES) o
Limit a Integer _ .
fifE: 10
Filter - TaskFilter ZEYRTISHESEBMNBASE, TRIBWSER, HERHER, SEENRESKEHIEE
- EETNHKES, BFSHABIES R TaskFilter$iBEMangifamiEa,
ZeHFERHTRIERNToken(EE, HRFBNER, HEFRIE T—ERNREEIEL
PageToken & String 2%, B ERESRINEERIEN ., SEIRE—RE, ZFBRAZ,
FBIE: aEjuUgqOniv0S1ZxQ.aEJUb42r3tX61Y-a
ZSHRTISFIRAIFIARIE, EXAISO8601REAIRTEIRE, BUMEBRE3E, BiENZS
StartTime - Timestamp %, NEX—IEZENdTimeZEANESISSRTFIELE,
= 1ISO8601 &iE: ZsHSFiltertERINESTHFEER, —EERAXERIRRF.
fE: 2025-06-05T00:00:00+08:00
ZEBHERTIESIIRNERATE, BRXAISO860MRHERRTEE . BRMERE, BENZSH,
EndTime o Timestamp W#EX Start TimeEiX—BiE Z EEHES IS SWHELER
- 1ISO8601 &iE: ZSHSFiltertERINESTHFEER, —EERXERIRRF.
fE: 2025-06-06T23:59:59+08:00
3. Mtiey
SHEm ESid) iR
T . ZFERATERESHNEOINESEE, BXRINtFHFEH,
otal String

~EIE: 1200
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https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1265/80019#TaskFilter
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://cloud.tencent.com/document/api/1265/80026
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTasks

@ H%\_EHE MRRBRR

SHEWR em HR
Data Array of EFRETEESA RS EERIE, SAMENEIES T TaskData IREHEEEIA .

TaskData

ZFBATEREERIMERNTokenEE, HRRBMER, HEBRIMET—MERNREESISE,
PageToken  String AT {EHEEITINEERISEM . SEIRE—RAEY, ZFBRAE,
FBIE: aEjUgqOniv0S1ZxQ.aEJUb42r3tX61Y-a

E—iEK ID, HRSIRER, SRERHBSRE (HEREEMEEKRERERSR, WZRERFIRE

Requestld  String Requestld) . EAIEIEEREZRERY Requestld.

4. 7%

PN ERHERESIIE
BEERIESIIE
N

POST / HTTP/1.1
Host: vm.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: DescribeTasks

<RIEERSH>

{
"Filter": {

"Type": "VIDEO"

"Response":

"Total": "1"

"Data": [

{

"TaskId": "task-video—XwxJtbkKX
"DataId": "data_test_01",
"BizType": "1001",
"Name": "SR,
"Status": "FINISH",
"Type": "VIDEO",
"Suggestion": "Block",
"Labels": [

{

"Label": "Porn",
"SubLabel": "",
"Suggestion": "Block",

"Score": 99
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® H%\.L:HE MRS RS

"Label": "
"SubLabel": "",
"Suggestion": "Block",

"Score":

"MediaInfo":
"Codecs": "h264
"Duration":
"Wwidth":

"Height":
"Thumbnail": "http:

}I

"InputInfo": {

"Type": "URL",
"Url": "https: cms .mygcloud.com
"BucketInfo": null
by

"CreatedAt": "20
"UpdatedAt":

}

I

"PageToken":
"RequestId":

}

}

5. AR EHR

Bz APl EE&

iz APl SE& 256 AP 3. $8iRF3. API Explorer )2 SDK FFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
e

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIER AP ARER, HEEMSIESHRAE API 1£53, tBaIEiiE API Explorer #3HEL&R
ifo

SDK
= API 3.0 BRIt TREMNFRIEE (SDK) , ZSSHRIEES, LELENREA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb

5 E H%\.L:HE MWIRERE

BSITIR
» Tencent Cloud CLI 3.0

6. $EiR

KIS T2 AW SSZIRAXAIEIRIS, HERISER AH4EIR0E,

§HIRMG iR

AuthFailure CAMEZ/£EIR
DryRunOperation DryRun #{E, KFFKRIEGSEMING, RESET DryRun £#.
FailedOperation BREEM

InternalError PERERIR .
InvalidParameter SHEIR.
InvalidParameterValue SHEEER,
LimitExceeded B BeAnpRE o
MissingParameter ROSHER.
OperationDenied BRIERIES .
RequestLimitExceeded TBERANREGEE TSR o
ResourcelnUse RiFWEA.
Resourcelnsufficient REARE.
ResourceNotFound BEAFFE.
ResourceUnavailable REAATA.
ResourcesSoldOut RREEE,
UnauthorizedOperation FRISHURIE.
UnknownParameter RINSHEEIR,
UnsupportedOperation BMERZS .
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https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
BEIESEE

IEE#HATE: 2025-06-27 03:03:17

1. &OiE

EOEREEZ: vm.tencentcloudapi.com .

BIEE(TSE#E DescribeTaskDetail £0, aTEziiCHIKEUSNERIERS,

BUAROIERINERIRS: 200R/%

#EFER API Explorer

MAABRRS

<> i

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

GRS

2. I NBH

MTERSHIIRIIL T ROBERSHAIBI 2

SR
Action
Version

Region

Taskld

ShowAllSegments

3. s

SHEMN

Taskld

Datald

BizType

Name

Status

IRIFRE: BR=ItE (It ) BRSEATF

i)

String

String

String

String

String

2l

i

i

Ho

iy

7

t2Y, REAHSHIIRN AHERSH,

ESid] mEiR
String ~H2H, AEOBYE: DescribeTaskDetail,
String AR, FEORE: 2021-09-22,
String ARsH, ERFEESTISH thigFIZxR.
Strin 51D, CIRESFRETaskldFE

9 TBIE: w-video—aqwfdNiAdvg3Zysfal
Boolean EERTHERD R, BARBRGHINES

THE: true

filiR

ZFRATFRESZSTHEIZESFIREIRESID (£ResultsE&¥% ) , AFIRRAT

ETIMESIFENEZES .
FBIE: w-video—agwfdNiA4vg3Zysfal

ZFRATREFHRISTEZZOMENNEIRIDSE, HERERIHRIFIEE,

BHE: dataid_1

ZFRATREEBTEIEOMENNBizTypeSH, HESIEAFAFISE,

=fHE: default

%F R AT REEBMSTEZIEOIMENRNTaskinputSHPRMES SR, HEESH

RASEE,
=BE: video_name

ZFRATFERERESASIESIAE.

EYE: FINISH ({5255 ) . PENDING ({¥53%&%) . RUNNING ({E5i#

7% ) . ERROR ({Es3iti$5) . CANCELLED ({¥53E8H) o
FBIE: FINISH
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https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=DescribeTaskDetail

O BAT

SHEMN

Type
Suggestion

Labels

Medialnfo
Inputinfo

CreatedAt
UpdatedAt
TrylnSeconds
ImageSegments

AudioSegments

ErrorType

ErrorDescription

Label

AudioText

Asrs

SegmentCosUrlList

Requestid

Sl

String

String

Array of TaskLabel

Medialnfo

Inputinfo

String

String

Integer

Array of
ImageSegments

Array of
AudioSegments

String

String

String

String

Array of RcbAsr

SegmentCosUrlList

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

MAABRRS

ik

% FERAFREERRSTEZE OB RSREZEE, BEJ: VIDEO (=il
$7) #ILIVE_VIDEO ( E#&#4% ) , BIMEHNVIDEO,
*f)&: VIDEO

ZFBRATEREEFESRENGEREREN . HERIEHEERE, BEERTRS
WENEEHRE; BEERBWSHRE, WFAREMERSENERTLHE,

iREA: Block: EiXFE#, Review : BN ATEH, Pass: EiUEd

=& : Block

ZF AT REW N R RATESIRE
iREE: Porn: &5, Abuse: %, Ad: "8, Custom: BENENR; RE(
SARE. FRERFEENHTEER,

ZFEBRAFRESANEEENFRER, SEREDBER. SRIKSEER. RS
#iEsEMedialnfoRUELEHEAEIR .

EZFRATEROFEZRSHEENSER, E2RIBENHEEHEbIL .

ZFERATEREHENESCZMNE, HURA 1SO 8601iRiE.
=E: 2020-07-13T11:47:01.925Z

ZFRATEREHENISREEHITE, BXRA 1SO 8601iF,
fE: 2020-07-13T11:47:25.840Z

T EEIL
wHiE: 0

ZFBRATREVSAPEMEZNER, FHERENSHIESEImageSegmentsiii
SHIRYHER o

ZFRATREMAPENEZNER, FHERNEHIESEAudioSegmentsiR
EEIRYHER o

SESSIKEHErrorld, IREIRIREEIRAISEE, BUE:
DECODE_ERROR: f#f3%M, (HMAZREHRIEESTEMBBAIMT )
URL_ERROR: T#ithiit3iELmM

TIMEOUT_ERROR: 4tiE#ERY,

CALLBACK_ERRORR: [ElFHi%,

MODERATION_ERROR: &#H#Z%M,

URL_NOT_SUPPORTED: EX#AXEZEE S5
{ESSIRSAEErrorBIBHAREIAZ o

f{E: URL_ERROR

HESIKERErrorly, ZFRAFRERIMIZIRAFMER, ESIRSIEErrorfIBA
REE,
FBENE: InvalidArgument

ZFEBRATIRENE NERFRATMANTE . INRKRGPEE, iBENormal, MNEHHFE
B, NiRELabelsh iR E=RES
FHIE: Normal

ZFBRATRESMXHRFIHNNENARS, RAZFI10001FH.
THUE: ERERITIAIE

EFRATRESEIUHRABI LA N ARE .
G FERATREWENERBALIEIRX cos url

W—iEK ID, HRSiRER, BRIEREBIIRE (EHiEKERMREEREIRIARS IR,
MZRERFLIXE Requestld ) . EfTRITREREIZIRIER Requestld,
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https://cloud.tencent.com/document/api/1265/80019#TaskLabel
https://cloud.tencent.com/document/api/1265/80019#MediaInfo
https://cloud.tencent.com/document/api/1265/80019#InputInfo
https://cloud.tencent.com/document/api/1265/80019#ImageSegments
https://cloud.tencent.com/document/api/1265/80019#AudioSegments
https://cloud.tencent.com/document/api/1265/80019#RcbAsr
https://cloud.tencent.com/document/api/1265/80019#SegmentCosUrlList

O BAT

4. 75

1 EEESEE
EORIESE, AUNBYTaskldEE(ES R

BT

POST / HTTP/1.1

Host: vm.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: DescribeTaskDetail
<]HFRSE>

{

"TaskId": "task-video—XwOmjnmaiu-Uvlfs"

"Response": {

"TaskId": "task-video—-XwxJtbkKXWgC
"DataId": "data_test_01",
"BizType": "1001",
"Name": "",

"Status": "FINISH",
"Type": "VIDEO",
"Suggestion": "Block",
"Labels": [

{

"Label": "Porn",
"Suggestion": "Block",
"Score":

"SubLabel": ""

by

{

"Label": "Hot",
"Suggestion": "Block",
"Score": 70,

"SubLabel": ""

1,

"MediaInfo":
"Codecs": "h264
"Duration":
"Width": 352,
"Height": 640,
"Thumbnail": ""
b

"InputInfo": {

IRIFRE: BR=ItE (It ) BRSEATF £565 $93m




"Type": "URL",

"Url": "https://tianyu-cms-ap—-guangzhou-x .cos.ap-guangzhou.mygcloud.com/huang.mp4",
"BucketInfo": null

o

"CreatedAt":
"UpdatedAt":
"ImageSegments": [

{

"Result": {

"HitFlag": 1,

"Label": "Porn",
"Suggestion": "Block",
"Score": 85,
"Results": [

{

"Scene": "Porn
"HitFlag": ,
"Suggestion": "Block",
"Label": "Porn",
"SubLabel": "",
"Score": 85,

"Names": [],

"Text": "",

"Details": []

1,

"Url": "https://cos.ap-zhou.mygcloud.com/c019/image_1.3jpg",
"Extra": ""

by

"OffsetTime":

I

"AudioSegments": [

{

"Result": {

"HitFlag": 1,

"Url": "https://cos.ap-guangzhou.mygcloud.com/xxx",
"Suggestion": "Block",

"Label": "Illegal",

"Text": "ZREMEMIKIRLF, BREHGIIHS, ",
"TextResults": [],

"MoanResults": [

{

"Label": "Moan",

"Score":
"StartTime":
"EndTime": 4000,
"Suggestion": "P:
"SubLabel": "",
"SubLabelCode": ""

IRIFRE: BR=ItE (It ) BRSEATF 5566 933




I

"LanguageResults": [],
"Duration": "4000",
"Score": 1,

"Extra": "",
"SubLabel": "Anthem",
"RecognitionResults": [
{

"Label": "Teenac
"Tags": [

{

"Name": "Teen

"Score": O,
"StartTime":

"EndTime": 4050

"OffsetTime":

I
"AudioText":
"Asrs": [

{

"Text": "",

"CreatedAt":

I
"SegmentCosUrlList": {
"ImageAllUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap—-guangzhou.mygcloud.com/segment—/vic
N3KK99etTNyRHYu/image_all.json",
"AudioAllUrl": "https://tianyu-cms-ap-guangzhou-xxxx.cos.ap—guangzhou.mygcloud.com/segment-/video/w-video-72
all.json",
//tianyu-cms guangzhou—xxxx. .ap-guangzhou.mygcloud.com/
ge_block.json",

"AudioBlockUrl": "httrg //tianyu-cms J gzhou-xs .C ap-guangzhou.mygcloud. com/segment—/vi

tTNyRHYu/audio_block. json"
"AsrUrl": "httr //tianyu-cms-ap-gua OU—XXXX.
9etTNyRHYu/asr_txt.json"
by
"TryInSeconds":
"RequestId": "8d3e476 8¢ 40b5-8fdb-aafld72
"ErrorType": "",
"ErrorDescription":

"Label": "Porn"

IRIFRE: BRzITE (165 ) BRSEAS 5867 #93m
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5. FREGR

BR= APl &

Bz API E& 2458 APl 34, (5iR63. APl Explorer & SDK $RFHA—EATE, HEENE—AOEGRERBAZIREIRE API IR

E=D)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ARER, HEEMSIESIRA API 1453, tBaIaiiE API Explorer B3R

ifo
SDK

= API 3.0 RItTREMNFRIEE (SDK) , MSSHRIEES, SEEHENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiR6g

KITFNFIH THEOWSZEEXEIRIG, HEiRBIFERD AHEIR0E,
R ik
DryRunOperation DryRun 21, KFRIEREZMIIN, RRS1ET DryRun £,
FailedOperation BREEM .
InternalError PIEBEERIR o
InvalidParameter SHEIR.
InvalidParameterValue SHEERIR.
LimitExceeded Bt BeERpRE o
MissingParameter RAOSHER.
OperationDenied BREBIESR .
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse BFEWER.
Resourcelnsufficient BERE-

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1265/80027#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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BETFE.
BRFTH.
BREE,
RIEURIE
REISHIER

BRAEFR .
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@ H%\.L;HE MARERS

BURMSNER (LSS

IEE#HAYE: 2025-06-27 03:03:17

1. &Oid

EOBKEE: vm.tencentcloudapi.com ,

A0 (Video Moderation System, VM) BFR3ASANHHASTRHTEEEHIZIIS . ERRMBEERBNZERKSERIZNEFEINS
Z2RSHFBIFNMAIWSESESE

LhRBAEFRGAR:

- Biff “REZSEHE-IUINEEE” AEERMTRSEERS, BEXFBERSHAFTL2EGHEIAEEE, 852000 ERE (EH1sE
MEEE, 12iX120003KE. 2005 PNESALIES ) , BRHEIH15K.

o ZEOAWERED, HEFXMESRENZ NS ZEEN.

EIH AR BREURAR:

- RIENA (RPHEE)
o BRIAFFAEEEL: 10
o PAFUARIEMNE:
= HHRIESED LR, FESHNNTIEGLE,;
» XRSEdrriorityFREREESHER (HEMAKERES) , BABR TINEHEESHELE, IHMESERHE
- EEE (RPEi)
o BRIAFFARIEEL: 100
o PAFUARIEAE:
BRI EZ(ESIAE ERET, FMERSIEREBINEIR: RequestLimitExceeded, $BIRIFMA: You have reached the concurrency
limit;

o FZHFHER;

ReCIThAEHAR:

o TIPSR EASTIREHIT RGN, M OCRXZANRE. MIFMEN (EF. IMEEIR. ZH#E%F) . BRRNRSMEENMHE, BIRESS
BAIRBISARRIENAE ;

. IHREEREEL Callback REMENLER, HETRO(EEESFE)ENCTRIMENERFRE; NFESHEPONES, NSFEARE,
NIEME F RKESESSHEE, SHFRESEAFPRENIDRENS + 2sRER; MFETIRIFEZES, EVERENIESSEZEE -+
i&;

- ZFEGEO (EEREKIESSIR ) EESNS, APTRESHUSER (WLSKE, BRER. ES5REE) RESERESIIE;

- ZFHARSHIENMER, 8% [{E. B8, &%, ITE%5mS;

o ZIHRIER RIS RECE B E X RIHZRES;

- IFAFABEXRERAEAERERE, TEEEXEINS (BRIISRSHEE) ;

- ZFEAPBEXEEEZESNEER, SRS MESHIR, AiRERFECEBMARESRTR;

o ZIHEEREIES, RSURRE10MES;

BSTZFiRe i FE5e R -

o PBRMERNZRE: AKIZIH <10GB; EF4KEAH < 5GB

o PSTSESHERR: BEDHENH1920x1080 (1080p), MNRMSFIH/NFI00MB, NS IHETUKXTF1080p, HMERATIFIK, BXHE
ALV BIRSHIBEEIEE;

o MEAEZIFER: flv. mkv . mp4 . rmvb . avi . wmv. 3gp. ts. mov. rm. mpeg. wmf&,

o PBRNEZISREIESE: SRSt (ZHHTTP/HTTPS ) « BilzCOSTFiE;

o BIEANBIEGRIERERE, WEEEESRLIHANEEEEREN3H, HREHEEUISTNIEEEINTEYE, BSERBNZCOSHEiEmNE
CDNEEFS;

IRIRERE: BR=ITE (1bF) BRSEAE 5870 #93m


https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://console.cloud.tencent.com/cms
https://cloud.tencent.com/product/vm/pricing
https://cloud.tencent.com/product/mps/details

@ H%\_EHE MRRBRR

« XEAFGREREREREEMEG, SFFRUSTSHEGRRTHITEZ,

RS AR -

o PUTRENSSE: 24VHLAR, BEFEESHIEXERIES;

. PBTROHEZS: Xi51920x1080 (1080p), ESSHHEMSARIINIARAEEZEEIRSHIBEBIEH;
o PUTRSIFE: rtimp, flv FERWTRRIGE-

o PSWRSIFAEEINY: HTTP/HTTPS/RTMP;

« XFEAFREEERERAEEMEL, SFFRUSHBTRERASTHITEZ.

E BRI :

o IBIRIAEIHEELEES .

- MNREHBEFZIGHILGR, WLLEBRHFRHEZ,

o EEBESKRIEHERNERT, SHEFRPER (HI80 operation not permitted $8iR) , HIRSISE 109 HRFESREHILR. WNEE
BHE R EENEIE, HRSENIKEIES; B, 109WELLARFRHERZ, WINEHRE, REMRZEZER. WTENETESHETH
KM (40 HTTP 404 Not Found $HIR) , RAGHITRS 16XEil. HRIEREVEREIE, SmZBIZIRE; BRFEINIILY, NWEFLLE
IR RMH SR, BRAPEHEH.

ERAEOIERINZIRE: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIIE. SDK ABERMRERFREZEOFEN , ETEESRARNBERABSHNERESRIRB5ERY SDK
RRARA.

2. BN
DTFERSHFIRNIIE TEROBRSHNBoAHSEY, REAHSHIIRT ~AHiERSH,
SHEW Wik R R
Action =3 String ~H2E, AEOHYE: CreateVideoModerationTasko
Version =3 String ~HsH, FEORE: 2021-09-22,
Region 2 String ~HSE, ERFEESEFH igIE.
ZFBRERTSEFZERNRS, AFEOE. EERAITENEZ2ETH &P eiERgEIREiZ
Biztype=FE, ENZFER, SIRELSHSERZITEARBERNEIZER. &iF: BiztypelXh#
BizType 2 String F. FESTYENES, KEN3-321FH; FEBiztypeXBKARRSiZSS5IRBIEENEE,
EFRRIERIAEREIBiztype.
~EIE: 1001
T = Stri {£55258Y: TiEVIDEO ( s3&¥5%) , LIVE_VIDEO ( EiBsR )
ype = rng =IE: VIDEO
Tasks.N g  Amayof BANESER, ESTURNHRIOMES
Taskinput
AliESY, ZFRERREIRESHkKeyER, AFRIIESIENRESN ., £ EPERENHTTPL
BBimnN X—Signature BFER, {EH: seed + body B SHA256 wiBFIHexF#/FH, FEIREIENR
Seed ES String #HiERE, TLURIERERbody, B sha256(seed + body), it&H x-signature #H{TIEIE,

BAERXHFIRISE EiREET6.
TBE: sfsfsderwerwe
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https://cloud.tencent.com/document/product/267/39889
https://cloud.tencent.com/document/product/1265/80018
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022
https://cloud.tencent.com/document/api/1265/80022#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/cms/clouds/manage
https://cloud.tencent.com/document/api/1265/80019#TaskInput
https://cloud.tencent.com/document/product/1265/104001#42dd87d2-580f-46cf-a953-639a787d1eda
https://console.cloud.tencent.com/api/explorer?Product=vm&Version=2021-09-22&Action=CreateVideoModerationTask

O BAT

BB Wik R

CallbackUrl & String

Priority & Integer

User & User
3. ey

SHEM ESic]

Results :?;rsallec:sult

Requestld  String

4, 76

PN SRR ESS

USRS

BATH

POST / HTTP/1.1

Host: vm.tencentcloudapi.com

MAABRRS

123

EWEZEREIRL . RSB TIZFER, AHERIERRIEN SN A BREESMERIERE
EiziEO. ESFEESREREERE.

FBIE: https://example.com/url

BIZHEBAMASE R . SHIBESMSTEIR(ESHBAR, TLURIBX NS HIERIHIAMASSR . BTLEE
PAZiBIE. ERiIAZSEA0

FBIE: 10

EFRETMFENUNKRMNAAFPEXER, SEANTHAERERRERR

ik

ES3EIEER

E—iEK ID, HIRSIKER, BXEKRMEERE (EEREEMEERERIXRSR, WZRERFEIR
8 Requestld) . EfIDEITERIRMIZIXIERE Requestld,

Content-Type: application/Json

X-TC-Action: CreateVideoModerationTask

<RHEERSH>

{

"BizType": "default",

"Type": "VIDEO",
"Tasks": [

{

"DataId": "0a782332-c9db-4cf5-a66e-20d60bdead69",

"Input": {

n Type ": "URL",

"Url": "https://test.mygcloud.com/test.mp4d"

i
I
}
]

}

BLRE
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https://cloud.tencent.com/document/product/1265/104001
https://cloud.tencent.com/document/api/1265/80019#User
https://cloud.tencent.com/document/api/1265/80019#TaskResult

@ H%\_EHE MRRBER

"Response": {
"Results": [

{

"DataId": "0a78233C
"TaskId":

"Code": "OK

"Message": "
}
I
"RequestId":
}

t

5. FRERR

BR= APl &

Sil= APl SE& 2&& API X4, (8%, APl Explorer } SDK $#ZFRNA—EIIFE, HEEMNE—AN\OEORERBNSRELFRE AP IR
5o

API Inspector

P& APl Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZESHRER API K53, taFIE AP Explorer #177ELE
ifo

SDK
= AP| 3.0 RItTERENFRIEE (SDK) , XISSHRFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
KRS T O SSZ R XRIEIRID, HAEIRIBIFERD ALEIRGE,
iRt it
DryRunOperation DryRun #{E, RFRIEKIESZMINNG, RES(ET DryRun &%,
FailedOperation BIERM .
InternalError PIEBERIR o
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/vm/v20210922/vm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/vm/v20210922/VmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Vm/V20210922/VmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/vm/src/v20210922/VmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-vm/lib/v20210922/client.rb
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BRARCIERITZIRG]: 200R/7

#fE#=(EH API Explorer
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~BE: w-video—aDKaliAd4vq3ZaAA1
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FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API X3, BaEiiE API Explorer #{TELR
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SDK

= API 3.0 RItTREMNFRIESE (SDK) , ZSSMREES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/vm/v20210922/client.go
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/vm/v20210922/vm_client.ts
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Vm/V20210922/VmClient.cs
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Text

Url

Duration

Extra

TextResults

MoanResults

i

Integer

String

String

Integer

String

String

String

String

Array of
AudioResultDetailTextResult

Array of
AudioResultDetailMloanResult

IRIFRE: BR=ItE (Ib5R) BRSEAR

MAABRRS

ik
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BUE: 1
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iR[EE: Block: iRk, Review : BiNATE®, Pass: &iX
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Array of ZFRATRESMEMMENTHESEZER . BRERATESR
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RecognitionResults  Array of RecognitionResult IRBIERIFRERERIIFR
SpeakerResults Array of SpeakerResult ZFERATRESMHRIE AR ERER
TravelResults Array of TravelResult ZFERATRE S H TSN A SRS R
. ZFBRATREISFNHH=RIFE
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) ZFBRATRES M FHN=RITER
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LabelResults Array of LabelResult %F B ATIRE SIS IREIR B Rl B S R
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covwords | Array of [5) . ZEMERAESNEEE, RESHNS M XEE; BEEENS, Score RN, NLHRRILE
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SubLabel String FBIE: add
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OffsetTime String EET: ZEREE, B 1594650717
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Result AudioResult GREREE
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Bucketinfo
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#HANT#EOS|A: CreateVideoModerationTask.

& xa it sk
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ImageResult
Result&ERiFE
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1
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Results ImageResultResult

EESEMERERSE

ZFBRATREHEZERBHEE (URL) .
it EERRAEHEI20 0, MREFEERKIIRAEE, BEACOSTMERINEE
EIREZY.
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|
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RecognitionResults Array of InRER
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HitType String HE: text_rule
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. . Eihi=readia
OffsetusTime String =GIE: 0
Inputinfo
PN IS EE

#HANTEOS|MA: DescribeTaskDetail, DescribeTasks,
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~BE: 15

B, BuABE
BiE: 0

=, BfAgER
E: 0

HE

HE: http:/ftianyu-content-moderation—-xxxx.cos.ap-
guangzhou.mygcloud.com/segment—/vod/w-video—
aEYxv6li1xsadDsq/screenshot_15_1749430725.jpg

IRIFRE: BR=ItE (It ) BRSEATF

ik
ins
=iy
e
BF
PE
FroaatiE

Z5ERAYE

MAABRRS

5585 $93m



O BAT

OcrHitinfo

OcrisiER

#ANT3EOSIA: DescribeTaskDetail,

E=3

Type

Keyword

LibName

Positions

RcbAsr
HiFasrXAEE

ESid]

String

String

String

Array of TextPosition
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Name String
Input Storagelnfo
TaskLabel
(ESHMIRE

Witk ik

HIEID
ME: 080cbccd-4d19-4792-b2cb-28dc52d108e4

aa
[=]

153
~BIE: cmsop

m

& {ESSHIN

#ANTF#EOSIA: DescribeTaskDetail, DescribeTasks.

=3

Label

Suggestion

Score

SubLabel

TaskResult

String

Integer

String

fak

ZFERATRENE NSRRI MASESIRE.
iREE: Porn: @15, Abuse: i85, Ad: I'E; MREMSARRE. FREHFEENATAEE,
HIE: Ad

BHIZIEIY, TEE:
Pass i&id,
Review #Ei¥AH,
Block ffiAiEil
TBE: Review

B85, PEZ 0 ~ 100
FHIE: 89

R RIFE
=BIE: phone

IRIFRE: BR=ItE (It ) BRSEATF
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SUR(ESSITRIIREESR

#ANTF#EOSIA: CreateVideoModerationTasko

e ESid) iR
Datald Strin BEXRIHMEARDatald
9 f51E: 080cbccd-4d19-4792-b2cb-28dc52d108e4

. Taskld, {£551D
Taskld String ~HE: w-video—aqwfdNiAdvg3Zysfal

. fH2iRM8. tNEcodeIOK, NFREIZERRIN, EitNISEA TSR
Code String =GIE: 200

. WMEEIR, ZFRETERFERS
Message String ~BE: success

TextPosition

XAXBEGPIOVERR

#ANTEOSIA: DescribeTaskDetail,

2m ESid]
Start Integer
End Integer
TravelResult
HITER

#aNTF#EOS|A: DescribeTaskDetail,

2R

Label

SubLabel

RiskLevel

AudioRole

AudioText

StartTime

EndTime

User
BPER
#ANTF#EOSIA: CreateVideoModerationTasko

IRIFRE: BR=ItE (It ) BRSEATF

ik

B EREN AR E
~EE: 7

ARPRBEENAPHERE
w~HIE: 14

S iR

String —RIRE
String ZRIRE
String RS ER
String HITEmRE
String HIFESE
Float FreaRdiE
Float LEERAYiE)
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5 E E%\.L:HE WIARNELE

=3 E5id) ik

WSEAFID MNES, SIREKRSHEESER, HEEEEEER, RGN FrsEEEBER TaHEE
FlEF, WMETLUESHIZEUin. QQS. HiSopenid. QQopenid. ZFHEE, ZFERIWSEIIRE
H—kS .

RHE: user

iy

Userld String

ZFBRERFUSAFIDERAWSER, BE: 1-MSuin, 2-QQS, 3-#I58fuin, 4-qqi#S, 5-
iSopenid, 6-QQopenid, 7-HEstring,

ZFEBR5KSIDESE (Userld) RRAFERATHER—KS,

=51E: 172300

iy

AccountType  String

Nickname String B :ggf&‘name

Gender Integer & L_ij;ﬂéhﬁo RE01 B 2 &iE

Age Integer & :ﬁj ék iA1095E§l]

Level Integer & FEF'%?&, EAOKRI1E2H 3
BIE: 1

Phone String = ;g;::; 176****2131

Desc String & ;;g?bi’fgﬁﬂ5000$

Headurl String A ;JE;;J;??fgffcmstest—ﬁ&cos.ap‘guangzhou.mchloud.com/image.jpg

Grotipld String = i_f?:ﬂ{tg:%gggupldj

GroupSize Integer & ??EEEEE?EF B

Receiverld String B i;ﬁg?iﬁridj

SendTime String & MEERgE,

ffE: 2025-05-15 15:40:06

IRIFRE: BR=ItE (Ib5R) BRSEAR £891 93K



O BAT

tHI%0S

RIEEFATE: 2024-12-20 02:04:49

LhREixAE

WNRRELESRPIFE Error FER, WRTFR APl #OXW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

MAABRRS

"Message": "The provided credentials could not be validated. Please check your signature is correct.
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
t
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIRED
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

TERLEBAY Authorization FESBAERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp RSB EAEERSEI RS H, BHHEERH
IR &R EREIRE .

ERER. ERITEER, BURAASAPNERTENEREERITE
_-r*io

token &%,

IERKIEN . 152F CAM LRI ENATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#.
R

PIEBEEIR o

BOXREFE,

SHER (SEsHE. #BFER) .

SHEEEIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS

NG

AuthFailure
OperationDenied
ResourcesSoldOut

UnauthorizedOperation.Unauthorized

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE
iBEXK body B9 multipart t&&iR .
IP it R Z g,

IP it FEEZ ST,

Bt BeERpRE o

g

W

.
FRAFE
EOREFFE.
IEREGREGED T 4R RE
EMSHBIINZRIRS o
IP BRST,
EMSIRIT
iEREBERHEAN
BiRMGER.
BRFRE.
BRFFE.
BRFTH.
IREISEEREAN.
SRIRS SRR A,
RIEURIE

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, IX#F GET #1 POST &K,

EOFSZIFRRE

B8
CAMEB/£EUEIR
BRAFIIEE,
BREE,

KRB/ EEREERC/RKSERE.
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