RN
API X5
[ 1374

BT
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[ HR#=ER ]
©2013-2021 BB =hRINFRE

A (BFREXE. §iE. BRSHS ) SENEERNEABARITE (16R ) ARSEAFDSEMMAE, REBNZSLPHPETT, EFETEFFSIL
fHOFAEH . B2, E/. PR, ERFEETRBONE . AIRTHERMIENZEFRNEIE, BARSKERIEBRERIEESIE.

[ EStmAsER ]

O BRE

RHECBNRRSEXNSEIFIAENZITE (15 ) BRSEAEREXBKABME . FASERINEZHEFEE, REERFIARG. REBR
ZREXNHABETFY, (FOEFFELMHTSXNRRETHTER. S5, 222, &8, PREFTH, BWSERTERERE XTI ABITRAY
=B, BRRBKERBEIEEREESE,

[ ARS37SHA ]

AYHEBERAENBENELIXBI 0. RSOIIOEXEER, BI7=m. RSVASTETIHEREE,
EFIEERBA AR, RSAIFE. RSIRESNAZSENRZ BNELERNOE, RIERBEREIE, &N, BN AXEREITMETIETE
EARRYRIEEIRIE o

[ BXEFEA ]
ENBHTFAEREANEENERNMTE QRS , RIBNRAERRS, HTEEKR 4009100100,
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BR=REX

A BAS
NiEES

API 324

EAE

(=01

API 55

AR
ERE
AHEY
BEHGEV3
BRGE
REZSR

IRSSEEIRXED
EiRSERSR
AFRRSS

iRt

iRt
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EHBAT

API 3t
E L

RIEEFATE: 2020-10-1017:07:24

B1X%R®

A#BdiE: 2020-10-10 17:07:20
FREHESTIUTRE:
BEEEHH.

srEO:

» DescribelnvocationResult
» InvokeService

BRSNS

 AlgorithmResult

WRIFRE: BRRITE (bR ) ARSEEAE

BR=REX

584 563


https://cloud.tencent.com/document/api/1266/48991
https://cloud.tencent.com/document/api/1266/48990
https://cloud.tencent.com/document/api/1266/48992#AlgorithmResult

=]y

IEEFATE: 2021-06-23 11:28:04
RIDEER BRZEY API 3.0 (56 . 2R APHEROXEEINABHLSE, K—HSBREMARERG, %—i9 SDK/CLI &S API SIS HE—
B, SESEkRRENEREE. SHSSIRIERALEEREERBRETR. ESBR= API 3.0 fANMERESR: REA]

BiR=EX (Tencent Cloud Explanation ) 2—HAFRERMNERZANABHER IR, ZTEERTEBARNFFARE (OCR) M=
BAESZE (NLP) 88, BEMSSERSMSNRIFREHET, SENXA#HToE. BRASIER. SETERE . SRXRERINE, EXF
FRERBEESFUSIHEHTRENMN, RUEERITEREEERISZRS . ERTERE&K. SEMIEINTHCEN. MASHITIEESHIGR.

WRIFRE: BRRITE (bR ) ARSEEAE 585 #563,


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

API #E5S

mIEEFATE: 2020-11-12 08:00:24

IRSSEEEXEO
EOSMR EONEE
DescribelnvocationResult EiRSARER
InvokeService AFARRSS

WRIFRE: BRRITE (bR ) ARSEEAE 586 56T


https://cloud.tencent.com/document/api/1266/48991
https://cloud.tencent.com/document/api/1266/48990

AABI
imREEH

mIEEFATE: 2020-10-10 17:07:23

1. BRS5 1tk

API ZiSFhiRtbiEgiEN , AERiEibEiEAGZ B tcex.tencentcloudapi.com , tEZiFiEE &I, FIanrHitbiakEEE s tcex.ap-
guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, BEMIEE tcex.ap—guangzhou.tencentcloudapi.com 2—&H.

R ORESURAILSS, BIUEERIBERANNSE .

HR: HEE AP HEAR, HFRRFREEROXTFRMIESOR. = RSESNiRFIRBERAR I/ AHSECOERER, EOSTISRE
EERONEMASYPER,

BRIZISHEE5IxRA:
=N i &
FIEMBIFIEN (E, IZFESRX) tcex.tencentcloudapi.com
e (7)) tcex.ap—guangzhou.tencentcloudapi.com
SRR (L) tcex.ap—shanghai.tencentcloudapi.com
b (I6R) tcex.ap-beijing.tencentcloudapi.com
FaRattb X (F&R) tcex.ap—chengdu.tencentcloudapi.com
FERSHEX (B FK) tcex.ap—chongqing.tencentcloudapi.com
BEAHR(FEES) tcex.ap—hongkong.tencentcloudapi.com
TWAZRra(Fini) tcex.ap—singapore.tencentcloudapi.com
TAFE(ER) tcex.ap—bangkok.tencentcloudapi.com
T ARIER(FHE) tcex.ap—mumbai.tencentcloudapi.com
TAZAL(ER) tcex.ap—seoul.tencentcloudapi.com
TAFIL(FER) tcex.ap—tokyo.tencentcloudapi.com
EEFI(FHEERIE) tcex.na—ashburn.tencentcloudapi.com
EZEFED(ES) tcex.na-siliconvalley.tencentcloudapi.com
JEEMX(S1E3) tcex.na—-toronto.tencentcloudapi.com
ERiMit X (X =51T) tcex.eu—frankfurt.tencentcloudapi.com
Bt X (B2HRFY) tcex.eu—-moscow.tencentcloudapi.com

2. iEfEHNY

Bz AP BIFFEEOSEE HTTPS #1Ti8(E, RUSZLMNEEEE,

WRIFRE: BRRITE (bR ) ARSEEAE 587 563



3. BRGZE

ST HTTP i5KA%:

« POST (%)

- GET

POST i&K3Z#5#9 Content-Type ZE::

- application/json (%) , %HEMAZEHZ v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, %{ERZEERZE v1 (HmacSHA1 sk HmacSHA256 ) .
- multipartiform-data ({X&oEAXE) , LRERERAZ v3 (TC3-HMAC-SHA256) .

GET iSRIIERBRNAEiEEIT32KB, POST iEREMAERHZ v1 (HmacSHAT. HmacSHA256 ) BIARSEBiZ1MB, POST iBRERAEEZS
% v3 (TC3-HMAC-SHA256 ) B3Z#¥10MB.

4, FHwE

19(EF UTF-8 4Ri8.

WRIFRE: BRRITE (bR ) ARSEEAE 588 56



/\ P2
/NS
mIEEHRATE: 2021-10-09 11:19:11

AHSYRATIRRAFPMROZ 292, NE, EEMEORRRAEPABNXESHEHTRA, EEXEREFTEETXLSY, Fa
EEREIER.

/

AHSYNEFRBSEEERNER B XREFTFRAERESR.

EEERSE v3 SN

EEBHE v3 (BEMEIRE TC3-HMAC-SHA256 ) EEbEEHiE v (BENIEARSERESHE) , EXE, ISEANERE, XFPOST
JSON #&zt, MReE—ERH, HEERZEIHETRER . BENEER i,

FE: BEOMEPHRABTENRRTEOSHAE, GHER, FERNRESAEE v GET 5K, MRKIBBERESSE VI BEETXED,
EFEERTE v3 Y, AHSHFER—HE HTTP Header iERLEH, T
SHETR £S5 ik ik

ERERYEORTR, BESEROEPHASHAHSE Action RIREA. BIINZIRSSF|AIENLHEIFTIE

X=TC-Action  String = ##0, BYER Describelnstances.

iS4, FARIMRFEIEEM/ MR, BROESHOEEESTIEROEPRASHALSH

X-TC-
Reai String - Region HIiEE, HE: REEOFAREERZSY, EOXXEPSIIISEIREE, IIRIME(ERIZSH
egion -
HBREEH,
X-TC- Integer = g7 UNIX BHaEE, aicR&fR AP iERAYRGE, $1i0 1529223702, F&: MRSESHRREEZE
Timestamp 9T miusHs, SSlEESTEEE.
X-TC- Strin o 12ERY APl R9RRAE . BUESZRZOMEPRASQHSE Version RIHEE. FIMNZ=ERSSSAIARA 2017 -
Version 9 = 03-12,
HTTP tRESDIAIELERER, FIan:
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,
Authorization String = - TC3-HMAC-SHA256: £8&%i%, HeiEENZE;
- Credential: #2%iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC #rfERt{EfIEHER, BUES
B X-TC-Timestamp &/ UTC trERtEIHEI—2; service AFEmE, BEMES
B, BlaNiE& cvm.tencentcloudapi.com BREZRERE cvm. A=REUER tcex;
- SignedHeaders: £5&&itHRILEMSE, content-type 1 host JoigkLER;
- Signature: E#EHEE, IHEIEFR X,
B) Z2EIERSS FRAZRIGRTZ 2SR Token, FRARFEEREIS Secretld 1 SecretKey HIEE
X-TC-Token  String B A G Z2EIEPA TmpSecretld #1 TmpSecretKey . {FRAKIAZARNFEEZEL Token F
12:8
X-TC- . BEEOEEMES, (N2 EOZFSE ., BE: zh-CN, en-US. zh-CNBEIFX, en-US
String a8 —
Language IREIHEZ ,

EBigAFEES A bR ZIRSSRFIFIRPHR+1, BOSHIRENRIEE Offset=0, REHE Limit=10, WEEREMHRIRIER URL. 5
RKLEB. BRERBIUNT:

HTTP GET igR&Ha46:

https://cvm.tencentcloudapi.com/?Limit=10&0Offset=0

WRIFRE: BRRITE (bR ) ARSEEAE 589 56,


https://cloud.tencent.com/document/api/1266/48996
https://cloud.tencent.com/document/api/1266/48996
https://cloud.tencent.com/document/product/1312

BR=REX

Authorization: TC3-HMAC-SHA256 Credential=AKID***+x+x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) iERERE:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®kxxxEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/fform—data ) i&REHRM ((USEEOSRF) :
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

(ERSRGE v HARSH

WRIFRE: BRRITE (bR ) ARSEEAE 5810 #563




EREEAE v (BRSTME HmacSHA256 #l HmacSHA1) , AHSHEER—HEEREHR, TENBIFERY

BB ESid) Wik ik
Action Strin - BRMERIEOSR,. BESSEOXXEPBMASHATSE Action RIKEE, FIINZ=IRSEEHIE DA
9 = 5Z%¥EN, BYEH Describelnstances.
ihifs8, ARFHRFEIZIEM M MbROEIE. BOESHibIESESRONEPBASHLAHES
Region String - # Region AYI%EA, EE: REROFREEEZSY, EOTEhaIbISEI5E, LhBIEE
BEiz2¥hTraEd.
Timestamp Integer 2 A0 UNIX BHElE, mlicR&R AP|iEREETE, $I11011529223702, MNRSZHEiRtEEED
T X, S3RESUEER.
Nonce Integer 2 REHIEREL, 5 Timestamp BX&#Ek, AFMLEERE,
Secretld Strin - £ =APIESA LERISHIRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FR&ERIERES Signature.
si . o BERER, ARBIEWXERNEGEE, SEAPREZFVRAASEITESH ., BRTESZEZESR
ignature String = kY
Versi . o 1RERY AP BORRAE . BUESZEZOEPASAHSH Version ik, BIINZIRSSE2HIRA
ersion String =

2017-03-12,

E#EHN, BEisziF HmacSHA256 1 HmacSHA1, REiEEIESE5 HmacSHA256 i,

. . -
SignatureMethod  String & 4 HimacSHA256 HARIESS, SRR HmacSHA BIESE.
B) 22 EFRSS FiMARIGRZ2EEPH Token, EAIIEERIS Secretld 1 SecretKey B
Token String = EFEIEAIGIRZEEIEPR TmpSecretld #1 TmpSecretKey, ERKHZEARNTEERELL
Token ZFE&,
L . - EEEOEREMNES, (NEoEOSIaE., BE: zh-CN, en-US, zh-CN iBEH3Z, en—
anguage String a

US iB[EIZ3Z

ERigFAFEES A bR ZIRSSELEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET i&R&MMl:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1lbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AK|D***k¥k¥*x*¥EX AMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST i&R&ETH:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKID#FrRkRXEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 5811 #£56;)


https://cloud.tencent.com/document/api/1266/48997
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1266/48997
https://cloud.tencent.com/document/product/1312

HpisESIR
FFmFrEIEN Region FREYANGEMNTERAR. MRZOFHFZEPIFRGMEE, WESEROMEPREREA,

b W

LERaBX () ap—guangzhou

WRIFRE: BRRITE (bR ) ARSEEAE 5812 #56]



ZEBHIEV3

m=IEEFATE: 2021-11-1111:08:34

PITFERIET E85% v3 NESEE, ERESKRSEHSHNEERAERAE API BAEH. BRINMESEMER BiR= API Explorer , iz
SDK #l SAZ@&${TLR(TCCLI) $ARETIR, NIXWFEIMTN APl ERFTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
HZEBERHLUEENH NFUENREFER

A LBHTES

BERBEIUTARBERIFIER:

1. BIEERERSHD
ERREFRERERIFEERLDEBRHARIEN . BESAEHE = AP| 8 RERHBEXER.

2. (RipfEmRAEE
ATHILEREERIREPREN, BN= APl SERERSHERITEERIOGHE, FSERNERENBRERNERN—S, REZBN=
AP| RS3%. IRBBRLERWEINERSHLARFNTRITEIRSE, FRIEERPIOEEE. MTEREEY, BSHEFEF—H, Bz API
BEERXIER.

#EEZHiEv3 (TC3-HMAC-SHA256 ) hgt EBE TLRIERHiZ v, MEERE, XIFEAMIER, X5 JSON &, POST iERZHES
HEMZ=FMH, HE—ERA, EEERZERAETEESR,

BURIERL, EIER API Explorer Bl “EBZ3B&ERE" IheE, EIFEERRAR “API13.0 BE v3” , AILAEREZTEHTIE, BTERER
SDK X3, EEZFERBIN= AP BBER 7 #ERNRIEES SDK, BRHKTEIMEKIE, WEHFE, ¥ Python. Java. PHP. Go.
NodeJS. .NET. C++,

HigR2FIE
AN (ERNZLEIENEHE, ZHBIE Secretld #1 SecretKey, 81"ARPRSALIAEHENER,

+ Secretld: BF#RR APIRAAESR, TUERELHIBFE.
- SecretKey: BAFIIE AP HRERSE, RILAERAELLHED,
- APAATIERERSKIE, BRHE, SUBERMTRL. NCHR, BIARMBERLKIE.

RIEREFIENEFSERINT:

1. ER BAZEEROERS .
2. BifE ZAPIZEA RYEHIERE
3. 7 =APIZHH WA, BFE [ @0 | aLleIE—xd%EH,

ERRAF v3 ERLE

= API 328 GET #1 POST iEK. XFGETAE, R3zZ#F Content-Type: application/x-www-form-urlencoded th¥t&=t. 3¥FPOSTHi%, B
BiSZ#F Content-Type: application/json EAR: Content-Type: multipart/form-data FHMIE, json BREXRSEIZOBTIE, multipart &
NRAEFEEOXZE, BINZEOAEEER json 18NAR, SEEMWSEONERE, BEER POST 5K, EARENERHAETER, (B GET
BRRAZE 32 KB LIRiERE .

TEUZRSHEA NELFFIREAGIF, STRNBEIMTEIRE. RINEFZRORE:

WRIFRE: BRRITE (bR ) ARSEEAE 513 #5661,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

1. ZRSJRUACTE, ZZOREA;
2. ZEARRIEN, FEBNERRIVRE;
3. EOESNSHMERE, JUETESSRIRGHENKENTER.

T, FeARSHRERONSH, RIBREEFSZILENER. TXMRAMEON, BRIEFERE, SMIONSYEHTER, FERY
EXAMBIFRISHFE.

{RiRFAFRY Secretld 71 SecretKey $3I2: AKIDz8krbs)5yKBZQpn74WFkmLPx3#***++x F Gu5tIXGARNpPQ86cd98joQYCN3*Hkek | FY
PHEBE MNXRESESH “FHa” BENMRS, REE—REE. WiERaIaER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3_request, Sign

edHeaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652c" \
"Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \
"X-TC-Timestamp: 1551113065" \
-H "X-TC-Version: 2017-03-12" \
-H "X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITERE.

1. BHEREIER S
BRI AR UBHENEERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + \n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM i3
HTTPRequestMethod HTTP i&KAi% (GET. POST ) . ItRFIEMES POST,
CanonicalURI URI 2%, API 3.0 BIEAIERIKT (/) o

& HTTP i53K URL &= FHE, WF POST iEK, BEA=FHFE"", WF GET 5K, Wi URL &
@S (?) EENFEFBEAS, FI0: Limit=10&0ffset=0,

iE£&: CanonicalQueryString FE£% RFC3986 i#1T URLEncode, FFf UTF8, HiEFFERREES
R, FTERHFRIOSHDE, A5k,

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5814 #56]


https://tools.ietf.org/html/rfc3986

FEREM R

S5%ZMLEES, ELEA host #l content-type W1 LER, BAMABEXNLT25EXEUIESES
ERIE—EZE.
HHEmm :
1. 8B key #l value Zi—&/I\E, HEIEERESTH, 1R key:value\n &zUHE;
CanonicalHeaders 2. B4 KER, HREESLER key (/hB) B9 ASCII AFi{THHE,

RGBT ELERESE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\n,
& content-type Z/RFIEFREZIZMBETE, BLRIEIESMEEERIEERESEERM charset (&, M
REZRNEENT—H, RSHRSEEEZRIGEY

S5BZRLEMES, RIBLXIEREMLLES5TES, fl CanonicalHeaders 8 &RILHBRBRE—
RfY. content-type # host JautigELER,
pHEmm :
SignedHeaders 1. L& key Zi—ERIINS;
2. 210LE key (VB 1288 ASCI FHF#THIE, HEUNS (;) 2R.

LRI content-type;host

IBRIEX (payload, Bl body, ItxflA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) BIIGHIE, HEHRIEBH

HashedRequestPayload Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIX} HTTP i&RIEX SHA256 14
B, ABETAHEIRED, RERBBEIRENEFE, WF GET 5K, RequestPayload EIEAZZFHFEH, It
RHRTEEERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

RIBLA LRI, REPSEIRMEIERENT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content-type;host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHER SR FH
BN RS RS

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREW Rz
Algorithm EEZ8i%, HaiEE TC3-HMAC-SHA256,

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ER=iFiATiE UNIX BHiEEE, #EHREE, IR

RequestTimestamp BIER(ES 1551113065,

WRIFRE: BRRITE (bR ) ARSEEAE 515 #5656



FEREM g

EIEEE, #8379 Date/service/tc3_request, B5HE. FRigRERSNELZFS
(tc3_request) . Date 3 UTC RgRIERIARE, BEREMAHSE X-TC-Timestamp &Y
UTC imERiEIRR—3; service ArFmE, YRSABNFREE—H. IRFTEERRE 2019-02-
25/cvm/tc3_request.

CredentialScope

RIA S BHHEER ST RBHEEE, TtEMHRBER
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). WRHIITEERR
5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7031,

B
ey

1. Date W/RMESEEE X-TC-Timestamp itHSE, HEIRI UTC+0, MIRMARAFHBRER, FINFR/\X, ESHAXME AR
F¥Th, BRERINERLERW. RiREdiEE 15651113065, H£5/\RAIEER 2019-02-26 00:44:25, {ERitHSEIRY Date B
UTC+0 KIBHARJI 2019-02-25, fiA=Z 2019-02-26,

2. Timestamp LR SRIRSME, BRHERFFGEAMTENERZRSN, MRESESHASHULERY . MK EFFtRERER
&, URSHET—RIEE, BREEEY, REZESSHER.

RIELA LR, REIRERRNFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7031

3. it
1) HEIREEZEN, BRABUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN 3**xxxiktt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

IREHAIZE SecretDate . SecretService #1 SecretSigning 2Z#EINEIE, TRESSFTITENZER, HLEFRBRPELSEE.

HES, FRANFREES, HMAC ERHEFSHIRFRIRER—#, BASIRERAE, WA RSH key &R, HESH data E5. BER
EERHSIREM THEIENMREE, tBURSRATENRFMHEHIERANRETE, tERR TSR

FREW fERE

SecretKey [R4HY SecretKey, B GuS5t9XGARNpPQ86cd98joQYCN 3k
Date B Credential #1#Y Date FE{ER . IRFIEEY 2019-02-25,
Service BP Credential H#Y Service FERIZRE . LRFIBEUET cvm,

2) HEES, (hILIBINT:

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))
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LRGITEERRE 2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652¢ ,

4, 1% Authorization
A8 HHE Authorization:

Authorization =
Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +

'‘SignedHeaders="' + SignedHeaders + ', ' +
'Signature="' + Signature

FEREW Rz
Algorithm &A%, BEEH TC3-HMAC-SHA256,
Secretld Z4A3TAY Secretld, BD AKIDz8krbs)5yKBZQpn74WFkmLPx3#kskttk

CredentialScope REX, EIEEE. WRETEERER 2019-02-25/cvm/tc3_request,
SignedHeaders RBE3, 25FZRLEMEE . HRGIBMES content-type;host,

Signature BEE. RHITEERE 2230eefd229f582d8b1b891af7107091597240707d778ab3738f756258d7652¢C,

tRIELA LRI, REIPSEIRE:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652¢

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥¥***x/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652c
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

Foi=fn
fECERER API 3.0 B, i#EERBCERBSINZ SDK 3.0 , SDK #3RTESMERE, FRRAKE=RIZMHHEMZONT ., FHAFEESR SDK &
o HEISZIFHRIZESE:

« Python
- Java

e PHP

- Go
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go

<f£EE) H;iiTliEi BA=ERY

« NodeJS
« .NET
o C++

TERETFRFRIERES demo, ERILKIINMNTRESEGMER:

« Signature Demo

ATEFENBRESLE, TEMUSRREESHE, S LRNESTREMIN, BROES . FRNEOMNSHNINER EREsdiEhE, £
BRIPBREESLE, FTESERY, ZMEARSERE6EM SDKo.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_8;

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*#kttxkits
private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3¥¥xitokkt,
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretkKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {
String service = "cvm";

String host = "cvm.tencentcloudapi.com";

String region = "ap-guangzhou";

String action = "Describelnstances";

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/signature-process-demo

BR=REX

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

I EBHX, BNEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

J] FRRRkRkokkk LETE ] 1 HHEHITBIEIRER Frreklkpkriok

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET _KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kokokkkkkkkkokkk 59? 4: }#}g AUthOriZatiOn kokokkkkkkkkokokk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Version", version);

(

(
headers.put("X-TC-Timestamp", timestamp);

(

(

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
.append(" -H \"Host: ").append(host).append("\"")
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.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")

.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
(v

.append(" -H \"X-TC-Version: ").append(version).append("\"")
(v
(v

.append(" -d "").append(payload).append("");
System.out.printin(sb.toString());

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BHSH
secret_id = "AKIDz8krbs|5yKBZQpn74WFkmLPx 3tttk
secret_key = "Gu5t9XxGARNpg86cd98joQYCN 3tttk

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u"k#&&"1}1}

http_request_method = "POST"

canonical_uri = "/"
canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# T EE S HERL

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# skekskokokokokkkkkkk 55% 4: m;g AUthOriZatiOn skekskokokokokkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint

' -H "Authorization: ' + authorization +
' -H "Content-Type: application/json; charset=utf-8"
'-H "Host: ' + host + '™

' -H "X-TC-Action: ' + action + '

-H "X-TC-Timestamp: ' + str(timestamp) +
' -H "X-TC-Version: ' + version + "

' -H "X-TC-Region: ' + region + """

“-d " + payload + ")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([1byte(s))
return hex.EncodeToString(b[:])
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func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([]byte(s))

return string(hashed.Sum(nil))

}

func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3*tttttxt
secretKey := "Gu5t9xGARNpq86cd98joQYCN 3tkbetotarkt
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix()

var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"
canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n"
signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Printin(string2sign)

// step 3: sign string
secretDate := hmacsha256(date, "TC3"+secretKey)
secretService := hmacsha256(service, secretDate)
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secretSigning := hmacsha256("tc3_request", secretService)
signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.Printin(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.PrintIn(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\

-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
fmt.Printin(curl)

}

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥xxxxxt,
$secretKey = "Gu5t9xGARNpq86cd98joQYCN 3¥kxxxxxi,
$host = "cvm.tencentcloudapi.com";

$service = "cvm";

$version = "2017-03-12";

$action = "Describelnstances";

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

$httpRequestMethod = "POST";

$canonicalUri = "/";

$canonicalQueryString = "";

$canonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".$host."\n";
$signedHeaders = "content-type;host";

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
$hashedRequestPayload = hash("SHA256", $payload);

$canonicalRequest = $httpRequestMethod."\n"

.$canonicalUri."\n"

.$canonicalQueryString."\n"

.$canonicalHeaders."\n"

WRIFRE: BRRITE (bR ) ARSEEAE 5823 #56m




BR=REX

.$signedHeaders."\n"
.$hashedRequestPayload;
echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/".$service."/tc3_request";
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

.$timestamp."\n"

.$credentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3_request", $secretService, true);
$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization

$authorization = $algorithm

." Credential=".$secretld."/".$credentialScope

.", SignedHeaders=content-type;host, Signature=".$signature;
echo $authorization.PHP_EOL;

$curl = "curl -X POST https://".$host
.' -H "Authorization: '.$authorization."""

." -H "Content-Type: application/json; charset=utf-8""'
.' -H "Host: '.$host.""

.' -H "X-TC-Action: '.$action.'""

. -H "X-TC-Timestamp: '.$timestamp.

.' -H "X-TC-Version: '.$version.'""
.' -H "X-TC-Region: '.$region.""
.II _d Illl$pay|0ad.lllll;

echo $curl.PHP_EOL;

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'digest’

require 'json'

require 'time'

require 'openssl'

# BHSE
secret_id = 'AKIDz8krbs)5yKBZQpn74WFkmLPx 3ttt
secret_key = 'Gu5t9XGARNpq86cd98joQYCN 3 riekektrx!
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service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://* + host
region = 'ap-guangzhou’

action = 'Describelnstances'
version = '2017-03-12'

algorithm = 'TC3-HMAC-SHA256'
# timestamp = Time.now.to _i
timestamp = 1551113065

date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="'/'

canonical_querystring ="

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n"
signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name’, 'Values' => ['5Rk&#3'] }]1 }
# payload = JSON.generate(params, { 'ascii_only' => true, 'space' =>"'"})

# json will generate in random order, to get specified result in example, we hard-code it here.
payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

I.join("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

l.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256')

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
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puts signature

# FRRRRRkkkkkkk 55% 4: mg Authorization skRkokskokkkokokkkk

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
' -H "Authorization: ' + authorization + """\
' -H "Content-Type: application/json; charset=utf-8"' \
'-H "Host: ' + host + "'\
' -H "X-TC-Action: ' + action + """\

' -H "X-TC-Version: ' + version + '"'\
' -H "X-TC-Region: ' + region + """\

+
+
+
+
+ ' -H "X-TC-Timestamp: ' + timestamp.to_s + """\
+
+
+

g payload 4L o

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application

{

public static string SHA256Hex(string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] HmacSHA256(byte[] key, byte[] msg)

{
using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);
}
}

public static Dictionary<String, String> BuildHeaders(string secretid,

string secretkey, string service, string endpoint, string region,
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string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, O, O, 0, 0, DateTimeKind.Utc);
long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;
J] FRRRkRkokkk LETE ] 1 HHEHTBIEIRER Frrkllmkriok

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n" + "host:" + endpoint + "\n";
string signedHeaders = "content-type;host";

string hashedRequestPayload = SHA256Hex(requestPayload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = SHA256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + requestTimestamp.ToString() + "\n" + credentialScope + "\n" + hashedCanonicalReque
st;

Console.WriteLine(stringToSign);

byte[] tc3SecretKey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretkKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3_request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

// skekkkokokskkkkokokk -,Ifg; 4: m}g Authorization skekkkokskskkkkokokk
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");

(
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());
(

headers.Add("X-TC-Version", version);

WRIFRE: BRRITE (bR ) ARSEEAE 5827 #56]




BR=REX

headers.Add("X-TC-Action", action);

headers.Add("X-TC-Region", region);

return headers;

}

public static void Main(string[] args)

{

/| ZHEE

string SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3¥¥xittkt
string SECRET_KEY = "Gu5t9xGARNpPq86cd98joQYCN 3kikrkkt;

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

/] I ERFREGERER, RAATIEEE2019-02-26 00:44:25, WESEWEARA, NBREHRER, BR2ER:

// DateTime date = DateTime.UtcNow;

[ EBIEX, ZBLEES—RAUTCHIEE, SNSSHE

DateTime date = new DateTime(1970, 1, 1, O, O, O, O, DateTimeKind.Utc).AddSeconds(1551113065);

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET ID, SECRET KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodeJS

const crypto = require('crypto');

function sha256(message, secret = ", encoding) {
const hmac = crypto.createHmac('sha256', secret)
return hmac.update(message).digest(encoding)

}

function getHash(message, encoding = 'hex') {
const hash = crypto.createHash('sha256')
return hash.update(message).digest(encoding)

}

function getDate(timestamp) {
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const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear()

const month = ('0' + (date.getUTCMonth() + 1)).slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)

return “${year}-${month}-${day}"

}

function main(){

/| ZRSE

const SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥¥txkktt
const SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN 3wtk

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

//const timestamp = getTime()

const timestamp = 1551113065

//BHEIRLER, SRENtH SRAiE H

const date = getDate(timestamp)

const signedHeaders = "content-type;host"
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash(payload);
const httpRequestMethod = "POST"
const canonicalUri = "/"

const canonicalQueryString =
const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)

[ FRRRRRRRkkkk LETE D 1 HEEIEEC S ma e sopkfokkkokbokkk

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash(canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)
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sokkskokskokkskokskokk e =1 = Skkkkkkkokokokokokok
// v 3: 13 3

const kDate = sha256(date, 'TC3' + SECRET_KEY)
const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)
const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)

J] FRRRkRckkokk LETE 41 $HE Authorization ekkrkrkkkkok
const authorization = algorithm + " " +

"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
' -H "Authorization: ' + authorization + "'
' -H "Content-Type: application/json; charset=utf-8"
-H "Host: ' + endpoint + "'
-H "X-TC-Action: ' + action + "
-H "X-TC-Timestamp: ' + timestamp.toString() + "'
' -H "X-TC-Version: ' + version + '
' -H "X-TC-Region: ' + region + "

+
+
+
+
+
+
+
+

" _d m + payload + nn
console.log(curlcmd)

}

main()

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>

#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data(int64_t &timestamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

strftime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;
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string int2str(int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string sha256Hex(const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256(const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX_new();

#endif

HMAC _Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC_Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup(h);

#else

HMAC_CTX_free(h);

#endif

std::stringstream ss;

WRIFRE: BRRITE (bR ) ARSEEAE 5831456,




BR=REX

ss << std::setfill('0');

for (inti = 0;i < len;i++)
{

ss << hashl[il;

}

return (ss.str());

}

string HexEncode(const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;
output.push_back(lut[c >> 4]);
output.push_back(lut[c & 15]);

}

return output;

}

int main()

{

/| BIREH

string SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3¥¥itetkt,
string SECRET_KEY = "Gu5t9xGARNpPQq86cd98joQYCN 3#kriekkx!ts

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" + host + "\n";

string signedHeaders = "content-type;host";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;
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string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3_request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

// Skokokokkkkkkkskkk 55? 4: m;& Authorization Skokokokskkkkkkekkk

string authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"
" -H \"Authorization: " + authorization + "\n"
" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\n"
" -H \"X-TC-Action: " + action + "\n"

-H \"X-TC-Timestamp: " + RequestTimestamp + "\n"
" -H \"X-TC-Version: " + version + "\n"
-H \"X-TC-Region: " + region + "\n"
"-d'" + payload;

cout << curlemd << end|;
return 0O;

};

o=t S

FEUTESEWRIHEIRD, SREITERGE,

RN fEIREIR
AuthFailure.SignatureExpire ERiZHA, Timestamp SikSHEEWEIERNITEEERSEIRD .
AuthFailure.SecretldNotFound = ZAFREE, BREHAEETPRTHER, 2E5LEHTERRES TEN.

EEHR, TRSESHEER, HEESESIMRENABSTHEES, thERRERH SecretKey

AuthFailure.SignatureFailure .
9 RS,

AuthFailure.TokenFailure IGRHIEH Token $HiRo

AuthFailure.InvalidSecretld ZiAiEE (2= AP ZiE2E8Y )
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ZEEBHE

m=IEEFATE: 2021-11-1111:08:34

BEEEVI BR5A, ERNEMZEMESTMERSE v3, EFEREEEE v3.

BRIERD, BINEER API Explorer HRY “EEERERE” INEE, EFESIRA “API 3.0 8 v1” , AILIERSEZIEHTIRE, FRUTIHOFRE
IESEERE, WATEEER SDK (U3, HEERBNE AP BBEMN 7 MERIREEES SDK, BEHRTESMEREIE, HMEHE, XiF
Python. Java. PHP. Go. NodeJS. .NET. C++,

#E#Z(EH APl Explorer

fZAILLEE API Explorer B9 [ 8 54£n; | RREBESMEOESHEMIE.

Bz APl XS MEEIER#ITEMIGE, BSNERTSTRELAHBRSHPEEESER (Signature ) LIRIEERESR
EREEHRERIEERN, R2FIEBIE Secretld #l SecretKey; ERAPEEBERERIE, BrE ZAPIZANH Hi5, BUNEEEARZ APl %
D o

1. RERLSFIE

EE—RER= AP 281, iERiE = AP| ZHRNHE RIFREEIE.
Z2EIFEIE Secretld 7l SecretKey:

« Secretld BF#riR APl AB&B%

+ SecretKey BFMEEZZHFRMRSHRIFIIEZZZFRIZNA.
. APYATEFRERLSIE, BEltiE.
HER2EIENERSBINT:

1. B3 BA=SEPOENS .
2. gifE = AP| Z5H pEFIATRE
3. & = API Z5H U@, 2FE [ #E=A | BaLIeiE—3 Secretld/SecretKey.

5 BIWSHESAILUAERAY Secretld/SecretKey,

2. EpS RS
BT ZR&EiESecretld fl SecretKeyfg, MALVERBEZRT . UT2EREZHZE v1 £REZBAYFMEEE:
{BigFFRY Secretld #1 SecretKey 535I2:

 Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3ktiotk
« SecretKey: GuS5t9XGARNpPg86cd98joQYCN 3ikictiok

R XBERETH, BRERFEEREN Secretld § SecretKey B{TREERIE!
LA=BRSZEEELAIFIR (Describelnstances)iakAafl, HAFERX—EOR, EiESRSHUENT:

SHEM thxz sHE

Action BiES Describelnstances

Secretld 48 ID AKIDz8krbs|5yKBZQpn74WFkmLPx 3%k
Timestamp LEATiEEE 1465185768

Nonce REHLIEEEEL 11886
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https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

A BT

SHEM
Region

Instancelds.0

24
SCHIFRTER IS

FEIPRISERI ID

e ([
ap—-guangzhou

ins—09dx96dg

BR=REX

Offset {Rig= 0

Limit RARIFRL 20

Version EORES 2017-03-12
21. HE2¥HFE

BANAEERSHIESHSNFHEF ( ASCIIB) AFHRF. T8 1) ARSHESHTHRE, SHERSHENE, 725X 2) &2 ASCII 1B
LEX4s, 40 Instancelds.2 ZHE Instancelds. 12 [5H, FR2EFEER, WFRIEHE. AFPALMEEREES PIEXHIFRESRSCIX—INEE,
40 PHP miY ksort %, LiRRHISHAHEFSERINT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx 3kttt
‘Timestamp' : 1465185768,

'Version': '2017-03-12',

}

ERAEEREFRINES RN, TN EEREIPHSEHITHR, SRINER—HE0,

2.2, HHEERFITEH

WS BERIERFRHE,

BB L—SHIFFIIERSEISNUR “SHESHR=28E" A, W3t Action 281, HSH&EHA "Action" , 2#&) "Describelnstances”
, EIEEEF S Action=Describelnstances .

AR “S¥E" FFRRETIE url KRE0E.

ARRBENCENSSHA" " HHRE—E, REEMERFHHERN:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥+++*¥§Timestamp=1465185768&Version=2017-03-12

2.3. PHESERIFTEH

I REMERRNFHFH.
BEBRENFHRAU T SHMA:

1. iEKR7FE: 5 POST #1 GET A=, XEB(ER GET i5K, FEAZALEASE.

2. i5RENEELHIFIE (Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRBIEORBERNFRTAR,
HFREEONRNE,

3. EREE: HERASAPINBEREZEES / -

4. EREFH: B E—SERNERETS,
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BRERIHHERNA: ERTE + BEREN HERER + 7 + BERFHER
BIRHHEER S :

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

L REMERR,
E5E6EA HMAC-SHA1 HiEx E—ShiRESHNEBRIFRHBRHTES, ARSEMNESHR(ER Base64 #H{THID, BITRERENESH,

BRI, KL PHP iESHH:

$secretkKey = 'GU5t9IXGARNpPQg86cd98joQYCN 3tkkkeiek!s

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3****xixgTimestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

RESHNESHER:

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEEREIPHESGHTERIIE, SRINESRSHFHrI—XEN.

3. SZERHG
ERMESSHTREREREREY, BEXEHT URL 8.

N E—EEREZHEA zmmjn35mikh6pM3V7sUEuX4wyYM= , RELEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BEBETFERRENIER URL,

R MMRAPRERGZR GET, S&iBRAZ)H POST [ Content-Type 4 application/x—-www-form—-urlencoded, W&XiERAIFR
BIFRSHHEDREN URL HiE, SHEN-FSTRERD. IE ASCII F=FE URL HEEIWESRLL UTF-8 #7468,

HR: FREREENNEESAMARAESMIETT urlencode, FEXMIEAT, MABENEZHRNAT URL KDY, EUMX URL FRSSHE
BEM.

R HthSHEhBEHTHRD, WMERA RFC 3986, (A %XY MIFHFHOLRFHITESLRD, R “X” M “vV* B+A##FHF (0-9
MXEFH A-F) , ERIERSIRER.

4. EREM

RIBEIRER, FEMTESKMAIEIRG, BIREERERGE,
FHiRILH e
AuthFailure.SignatureExpire FRITHA
AuthFailure.SecretldNotFound BAREFE
AuthFailure.SignatureFailure FEEIR

WRIFRE: BRRITE (bR ) ARSEEAE 5836 #56@m


http://tools.ietf.org/html/rfc3986

<f£EE) H;iiTliEi BA=ERY

HIRHB fRIREA
AuthFailure.TokenFailure token §gi%
AuthFailure.InvalidSecretld ZiRIEX (F2= AP ZiH%ER)

5. ERWR

FESCiRAA API 3.0 BY, EEEREERBNZA SDK 3.0 , SDK #:RTERMERE, ARNAXEFRIZHINEMFEONT ., #HAE2RSR SDK &
Do HASFIRIEESHE:

« Python
- Java

« PHP

- Go

* NodedS
« .NET

« C++

TEEETFRFRIERES demo, ERILKEINMTREEERMER:

« Signature Demo

ATEFRENBREEREE, TEMSRREES P, S LRNEIIREMIM, BEROES . FARNEOMSHNNES ERERIE0E, £
BRAREEILE, FAESERY, IHRAREREMERA SDK .

BEEHAY url ATEEJS: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥****x§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRAPHEEREGN, HDEEFERAIFNE, ELNREL url FTEEEPITAEER curl FHSERARSIEESENER: 28
Hl, ATEE—NEILAEERER url , SEEMRHIFRT Secretld 1 SecretKey AERIZEH, FHERRFAZFINIEEMES Timestamp o

FR: ETENTATR, FREFEEES, EER—ESERITERIN url TEHEMATR, RMASHBNIRFERRE, EXHFZMERE. JBMES
L, BERITEIEREIA.

FE: MTHRIBUERT API 3.0, FREERATHMMEZRE, BMERIBRN AP, BFFERADERUSSHERITEER, BEUXMAISERRY
=Pk

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getlnstance(method);
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https://github.com/TencentCloud/tencentcloud-sdk-python
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https://github.com/TencentCloud/tencentcloud-sdk-go
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BR=REX

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/| EBNERWSEHHTFIEHEF, titATreeMaplRIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/I SEFRERAUriP S HIRFREER

for (String k : params.keySet()) {

I BEXERB#Turlencode, HFkeyRPRHENFE, HILAMRIIHEVvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapa LABzhHEF

// SERFEFRRT R 24 (EFERENEL, BIEN: params.put("Nonce", new Random().nextlnt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // Att&%

// SEFREAAR N A ERRAAIRTE, FIE0: params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // A&

params.put("Secretld", "AKIDz8krbs|5yKBZQpn74WFkmLPx3*kkxtckt). j/ o0 IES2 %y

params.put("Action", "Describelnstances"); // AX&#]

params.put("Version", "2017-03-12"); // 2 J’Eﬁ

" “"ap-guangzhou"); // AHEE

params.put("Limit", 20); // W3S

params.put("Offset", 0); // S

params.put("Instancelds.0", "ins-09dx96dg"); // \t$ZE&%

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpg86cd98joQYCN3*¥kkwkx! "HmacSHAL")); // AESE
System.out.printin(getUrl(params));

)

)

(
("
(
params.put("Region",
(
(
(
(

Python

EE MRZETE Python 2 KIEHIETT, BTEEZE requests {KHi®: pip install requests ,

import base64
import hashlib
import hmac
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import time

import requests

secret_id = "AKIDz8krbs|5yKBZQpn74WFkmLPx3¥# itttk
secret_key = "Gu5t9xGARNpQq86cd98joQYCN 3tttk

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.tencentcloudapi.com"

data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'‘Offset' : O,

‘Region' : '‘ap-guangzhou’,

'Secretld' : secret _id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

package main

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

"sort"

"strconv"

)
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func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3*trrtetekt
secretKey := "Gu5t9xGARNpg86cd98joQYCN 3teteketetatekt
params := mapl[stringlstring{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),

"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",

"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))
for k, :=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {
k := keysli]
buf.WriteString(k)
buf.WriteString("=")

(
(
buf.WriteString(params[k])
(

buf.WriteString("&")

)
buf.Truncate(buf.Len() - 1)

hashed := hmac.New(shal.New, [lbyte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
}

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥¥xx*xx!,
$secretkey = "Gu5t9XGARNpPQg86cd98joQYCN Jkrkickt,
$param["Nonce"] = 11886;//rand();
$param["Timestamp"] = 1465185768;//time();
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$param["Region"] = "ap-guangzhou";
$param["Secretld"] = $secretid;
$param["Version"] = "2017-03-12";
$param["Action"] = "Describelnstances";
$param["Instancelds.0"] = "ins-09dx96dg";
$param["Limit"] = 20;

$param["Offset"] = 0O;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value ) {
$signStr = $signStr . $key . "=". $value . "&";
}

$signStr = substr($signStr, 0, -1);

$signature = base64_encode(hash_hmac("shal", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

/l $param["Signature"] = $signature;

/l $url = "https://cvm.tencentcloudapi.com/?".http_build_query($param);
// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require '‘base64'

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx 3ttt
secret_key = "Gu5t9xGARNpQg86cd98joQYCN 3tttk

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg',
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou',

'Secretld' => secret _id,

'Timestamp' => 1465185768, # Time.now.to i
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'Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&')

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

# require 'net/http'

# uri = URI('https://' + endpoint)

# uri.query = URl.encode_www_form(data)
# p uri

# res = Net::HTTP.get_response(uri)

# puts res.body

DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string MakeSignPlainText(SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);
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retStr += v.TrimEnd('&');
return retStr;

}

public static void Main(string[] args)

{

/| ZHEE

string SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx 3kt
string SECRET_KEY = "Gu5t9xGARNpPg86cd98joQYCN 3kikriekt,

string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // RHiElE; 2019-02-26 00:44:25, i SEAEATRMEI, LASCIRAE
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

// param.Add("Nonce", Math.Abs(new Random().Next()).ToString());

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);

param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function get_req_url(params, endpoint){
params['Signature'] = escape(params['Signature']);

const url_strParam = sort_params(params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(reqMethod, endpoint, path, strParam){
let strSign = reqMethod + endpoint + path + "?" + strParam.slice(1);
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return strSign;

}

function shal(secretKey, strsign){

let signMethodMap = {'HmacSHA1'": "shal"};

let hmac = crypto.createHmac(signMethodMap['HmacSHA1'], secretKey || "");
return hmac.update(Buffer.from(strsign, 'utf8')).digest('base64')

}

function sort_params(params){

let strParam = "";

let keys = Object.keys(params);

keys.sort();

for (let k in keys) {

/Ik = k.replace(/_/g, '.");

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main(){

I BSRSE

const SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3krkkiokn
const SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN 3 rkkickkn

const endpoint = "cvm.tencentcloudapi.com"

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "Describelnstances"

const Timestamp = 1465185768 // B{@&; 2016-06-06 12:02:48, ISEHEAREI, VASERRAHE
// const Timestamp = Math.round(Date.now() / 1000)

const Nonce = 11886 // FEHLIEE%

//const nonce = Math.round(Math.random() * 65535)

let params = {};

params['Action'] = Action;
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] = Nonce;
params['Region'] = Region;
params['Secretld'] = SECRET_ID;
params['Timestamp'] = Timestamp;
params['Version'] = Version;

'L HSEHRF FHAEERF TS

strParam = sort_params(params)

/2. BHEE B[R F &

const reqMethod = "GET";

const path ="/";

strSign = formatSignString(reqMethod, endpoint, path, strParam)
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// console.log(strSign)

/I 3. ERRER R
params['Signature'] = shal(SECRET_KEY, strSign)

console.log(params['Signature'])

11 4. T urlgREaFH B Rurl

// const req_url = get_req_url(params, endpoint)

// console.log(params|['Signature'])
// console.log(req_url)
}

main()
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3 =+
IR [B]455R
RIEE#HASE: 2021-07-20 08:02:21

R BRREERERSIRIESSIET , MR HTTP AZB135200, FNRERYHESFENERBIEERLY, B HTTP KEBE200, mMF=
401,

o

IEfRIBEISSR

PIEIRSSBAIEONBEEXLHIREFIZE (DescribelnstancesStatus) 2017-03-12 kA6, ERAKIN, ETsEAREINTRA:

{

"Response": {

"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

» Response REMRE Requestld 2REENFE, TiCIERHNSEE, RE API BT, WSESIEE],

+ Requestld BF—1 API iERIIE—IRR, R API EMBE, TLABRE, FHi2HiZ ID REREE,

o BRTEENFRI, HREARMEOEXNFE, FARNEOMMRERNFERS MEOXEPHEN . HHIHA TotalCount #l
InstanceStatusSet 373 DescribelnstancesStatus EOENXRIFE, BT RARGEKNIAREIESERRSFEH, Bl TotalCount &
WiERTANREER 0, InstanceStatusSet FIRAZE,

HREESR

HRAMKY, HEEETAMTA:

» Error BIHIMRAERS ZISKERLY . Error ZEREREMEREY Code 1 Message FERTER ALY 22 ERERY

+ Code RFEMFHIBAIEIRE, HiERBENTASGIREZEIRBEATEIREIHIEON NS REIIREOSHIINEEFBRLG R
+ Message ERHTREMERAENEKERE, BEWSEBHALRFK, WNATTELSEEFRSTERER, ARAMEBIXMNEEE.

+ Requestld BF—1 API i&RIIE—IRR, R API HMBE, TLABRE, FHi2HiZ ID REREE,

AFHIRD
REIZRPINREFE Error FE, WHRFER APIHEOXY, Error FiI Code FRFTRIEIRG, FAAWSHATREHIMAERBAALERE, =8
BIEIRIASIRIESE AR “API X" BRTH “HEiRiB" THE.
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IR EEEXEO
SRS AALSER

IEEFHATE: 2022-01-13 09:03:51

1. &OfEE

EOERES: tcex.tencentcloudapi.com ,
RENBRSSIARLER . finvokeServicelZOEESIE, Hinvokeld&2#InvokeServiceiZOiREIRIRequestld,
EOAZOIERAFIRF]: 200R/F

#fE#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAMA . BRIIE. SDK IBEMFIRERRIZOSFEN , ETEEERRANERABTHIERESERARBER SDK
51T

2. MABY
UTERSHIIRNFIE TEOBRSHNBA ALY, RBAHSYFIRR AHERSY,
SHER Witk ESid) ik
Action = String ~H2E, FEORE: DescribelnvocationResult,
Version 2 String ~HSY, AEONE: 2020-07-27.
Region 2 String AHSY, FRFEZITH TR
Invokeld = String ERid, HiAAInvokeServiceiZOiRERIRequestld
3. sy
SHBM S ik
Results Array of AlgorithmResult RSSHE LR
0:ZRENEREM
Status Integer 1: BRERBER, HERE
2: FREVEERALTH
Requestld String W—iEK ID, 8RIEKREBLIEE ., EfDRIYEERMIZXIEKRDY Requestid,
4, 761
PN RS RASREOTRH
BATH

https://tcex.tencentcloudapi.com/?Action=DescribelnvocationResult
&lInvokeld=e3163011-7b90-4971-b46b-2c8a5ebd9a21

&<AHERSH>
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https://cloud.tencent.com/document/api/1266/48995
https://cloud.tencent.com/document/api/1266/48995#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1266/48992#AlgorithmResult
https://console.cloud.tencent.com/api/explorer?Product=tcex&Version=2020-07-27&Action=DescribeInvocationResult
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"Response": {

"Requestld": "e3163b11-7b90-4971-b46b-2c8a5ebd9a6g”,

"Status": 2,

"Results": [

{

"Algold": "2",

"AlgoName": "OCRFE{FiAzH",

"AlgoType": 3,

"Error": "",

"Result": "@BFHEZK, HFSIR. KRFKEZN, BM-EHRRSHGIHE. RINFERETANKER, REXEMSsErEh, — M EibE
FEEMKRRIORE EILFXFETHRRIBEZTHESE, BB, E—RREEEREELEIET BFEREIRN . NREEERE LE
FIEFEPIREN . ELTERIRSIK BT T ZFRFIER RERFSHEAK, RiF, BER— I NEAE LE—HTHERRLS
Ik, BEsENSRHISEK, BRRRERN, MHEEARRERXE,

B

{

"Algold": "4",

"AlgoName": "A5H3E",

"AlgoType": 3,

"Error": "",

"Result": "[{\"Class\":\"Zz{*\",\"Confidence\":0.21}]"

"Algold": "6",

"AlgoName": "BRESH",

"AlgoType": 3,

"Error': "",

"Result": "{\"Negative\":0.07756602,\"Neutral\":0,\"Positive\":0.922434}"

}
]
}
}

5. FRERR

BR= API &

[Bifl= AP F& 248 API X4, (8818, APl Explorer & SDK EZENS—EOFR, HESMNE—ADOZSARERBN=IZENRE API IR
=

API Inspector

FAPEE API Inspector BEIEFIGE—SIREXEN AP ERER, HEIERSIESIRAN API {88, tbagiiE APl Explorer #77E4R
ifo

SDK

= API 3.0 2t TEREMARIESE (SDK) , ZIFSHRIZIES, EFEAENRR APl

« Tencent Cloud SDK 3.0 for Python
« Tencent Cloud SDK 3.0 for Java
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java

A BT

» Tencent Cloud SDK 3.0 for PHP

» Tencent Cloud SDK 3.0 for Go

» Tencent Cloud SDK 3.0 for NodeJS
» Tencent Cloud SDK 3.0 for .NET

» Tencent Cloud SDK 3.0 for C++

« Tencent Cloud SDK 3.0 for Ruby

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRG

ARSI THEROWSZERXAEIRTG, BEtbiEREFER AHERE,
§ERED
FailedOperation
FailedOperation.DatabaseFindError
InternalError
InvalidParameter
InvalidParameter.InvalidParameterValue

InvalidParameter.RequestParseError

WRIFRE: BRRITE (bR ) ARSEEAE

faik

BRAERM
HIRESIIEIR.
PIEBEEIR -
SHIHEIR.
SHEIEEIR.

SRR

BR=REX

549 #567


https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1266/48999#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

i FBIRSS

IEEFATE: 2022-01-13 09:03:51

1. QR

EOERER: tcex.tencentcloudapi.com .

WBEEN ], WiXRSEZ, EOFEEMDescribelnvocationResultiEO&EFEA, %iEOERInvokeServiceiRERIRequestId{Er
Invokeld2#, BFETRARBERE.

EUAROIERITEEIRE: 200K/% .

#E#Z(EA API Explorer

API Explorer 2t THELIEAMH . ESKIE. SDK RBEMMREETZOFEN . ETEESRAANBERASTIEESRIARBMER SDK
5T

2. MABY
UTERSHIIRNFIE TEOBRSHMNBA LS, RBEARSYFIRR AHERSY,
SHAEWR Wik £ R
Action = String a2, REOBE: InvokeService,
Version 2 String ~HsH, AEOBYE: 2020-07-27,
Region = String ~HSH, ERFFRZIFH thigyx.
Serviceld = String FERRRSSID
ServiceStatus = Integer ERARSZBIRES: 0ORFRAIXRAE, 1FRFLERE
FileUrl S String FRF XA HEIURL
Input & String AFMRANAE, HERH=E, FRRSIALSEHEE,
3. sy
SHEWR i i
Requestld String HW—iERK ID, SXBERMEE, EDEIFHEIRMIZRIERE Requestld,
4, 61
aH1 IESSABERARE
LD

https://tcex.tencentcloudapi.com/?Action=InvokeService

&Serviceld=svc-bjgz2ne7
&ServiceStatus=0
&FileUrl=10000301996217634746281.jpg
&<pHiFkEH>
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L b

{

"Response": {

"Requestld": "2420568e-47fa-11e8-al3a-6c92bf26dfc6"

}
¥

5. FEEGR

BR= APl £&

iz APl SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARMIFRE AP R
£

API Inspector

ifo

SDK

= API 3.0 Rt TECEMARTHE (SDK) , ZisSHRiz

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET
Tencent Cloud SDK 3.0 for C++
Tencent Cloud SDK 3.0 for Ruby

BOITIR

Tencent Cloud CLI 3.0

6. HHiRE

KRS 72O SSiZEERAEIRE, EbiERiBiEn AH4EIR0,

§ERED

FailedOperation
FailedOperation.FileNotExists
FailedOperation.InsufficientPrivilege
FailedOperation.ServiceNotFound
InvalidParameter
InvalidParameter.EmptyParameters

InvalidParameter.InvalidFileFormat

WRIFRE: BRRITE (bR ) ARSEEAE

BEEAS{ERYER AP,

FFEER API Inspector BEEHIGE—SIRIEXEXR AP RRER, HEEMSIESRA API 1853, tBaaiiE AP Explorer #{T7E4iE

fak

(S
MXEFFHE.
BRFE -
BERRSFEFE.
SHIEIR.
SHEFRRENZ,
MBI A
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https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://cloud.tencent.com/document/product/440/6176
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InvalidParameter.InvalidFileSize
InvalidParameter.InvalidParameterValue

InvalidParameter.RequestParseError

WRIFRE: BRRITE (bR ) ARSEEAE

ik
XERNFFEER
SYEVEIEIR.
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A BT

iR

mIEEFATE: 2020-10-10 17:07:23

AlgorithmResult

BIEENRESR

#UNT#EOSIA: DescribelnvocationResult,

=4

Algold

AlgoName

Result

Error

AlgoType

£l

String

String

String

String

Integer

ik
Hi&ID

HIEBTW
R FEAERE null, REFEEHE.

HiZREIRER .

- HEZSERH “OCR (1) ” B, BRI AFZFH

- HEZXERSH XEHE (2) 7 B, ERFFBRAjsonMIREE:
Class: 9%E&R

Confidence: B5E

- EiEER “BROR (3) 7 i, ERFFREAjsonR:
Positive: IEMfERkEER

Negative: REIERMETER

Neutral: HitiERkHEZE

- YEEXRD ‘GRIERME (4) 7 B, SRFFRENjsonTIREE:

NodeName: —REEZR

ltemName: “HEERR

Content: EXXAAE

- HEZXERH “TEIRF (5) 7 B, ERFHFBAjsonMIREE:
— Entity: SE{&358Y

- Content: SLFXARAE

FE: WWFEREEHRE null, FRFIERE.

HiLFRERER
R WFEAEERE null, RTRERAIE™IE.

HiksE:

1: OCR&%

2: XAHBEEE

3: BROTEE

4: SREEMIEX

5. EKRBIEE

FE: WFEBRAEERE null, FREAZEYIE.
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A BT

=S

IEEFATE: 2021-10-28 08:11:37

LIRBikEA

NRIREZERPEFE Error FB, WRFRM APHEOXLW. fi0:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

BR=REX

"Message": "The provided credentials could not be validated. Please check your signature is correct."
i
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

Error i Code FRiEiIRME, Message RRZig=IIEMHER .

HiREsIE

AFEHIRG
HHRES
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

i5LB8

#OETZ.

TERLEBRY Authorization FEFSBIEIRE.
=% (2= API AR )

MFA $iR.

FRFFE. FERH SR ERBREOHMFHESR, WKSER, 8
RERPREESIER, TRNETEEER.

EZEH, Timestamp HRSHREGEDEEF GBS RS, BIEER
AtEEAFIRERNERE

BEREIR, ERTHEER, BURAASAPHESHEXEREERITE
=i,

token &R

EREKEN, i§5E CAM 4TI LEA0IREA

DryRun i#{E, ARERESEMINA, RESET DryRun ¥,
BIERY

PIEBEEIR o

BOREFE.

SHER (LFsHs. BREHR)

SHEEER.
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InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSRGS
(IR
FailedOperation.DatabaseFindError
FailedOperation.FileNotExists
FailedOperation.InsufficientPrivilege
FailedOperation.ServiceNotFound
InvalidParameter.EmptyParameters
InvalidParameter.InvalidFileFormat

InvalidParameter.InvalidFileSize
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1713

BR body B9 multipart X8R
IPibhitERZ &R,
IPiIt R ERZ A,

B ECARPRE o

RS,

FRAGFE

EORAREE.
TERRNREGED 7 SRR o
EMRS I SRZRIRE

IPBRSR

EWSIRIT.

EREEERFIKN

HiREGER.

BEFRE.

BEAEFE.

BFEAAIH.

IREEEERHEIR N
LRIIRSENAFTA,

RIEIURIE

FHMSHER, APSEREXHNSHLIESHER.
BREARSZHS

http(s) IERIMUEIR, RZHE GET #1 POST K.

BOFZIFRiE .

LR
HiEESIAER.
MHFFE.
RFE -
BERIRSFFE.
SHETREIE,
NS
XHERNFFEER
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fHIRG iEA
InvalidParameter.InvalidParameterValue SHEVEREIR.
InvalidParameter.RequestParseError SHBTEY
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