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A Zi=c3]
= AP| BiRREH EHE

mIEEFAYE: 2025-06-20 09:26:01

KIEittEETsES S5 Secretld #l SecretKey it , HEMWKS FAREERENZESME . BINFEERBRERIS
A Secretld #l SecretKey, ATIRSEHIZLMY, HEUTILMHAER:

HFE1: BEUARRETERERN Secretld 1 SecretKey

& Secretld l SecretKey FEREHFMEEER, EUBISTRMFZEEEHRIEEN Secretld #l SecretKey
R9fE, REREIT:

import os

from tencentcloud.common import credential

from tencentcloud.common.exception.tencent_cloud_sdk_exception import

TencentCloudSDKException

from tencentcloud.cvm.v20170312 import cvm_client, models

= credential.Credential (
os.environ. get ("TENCENTCLOUD_SECRET_ID"),

os.environ.get ("TENCENTCLOUD_SECRET_KEY"))

client = cvm_client.CvmClient (cred, "ap-shanghai®)

req = models.DescribeInstancesRequest ()

resp = client.DescribelInstances (req)

print (resp.to_json_string())
except TencentCloudSDKException as

print (err)

WMRZERETSEIUTHN:
o IEEYECE ( HRILRRSIEPER, KABIRERY)

Linux/macOS &%
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>rt TENCENTCLOUD_SECRET_ID={fJSecretId

ort TENCENTCLOUD_SECRET_KEY={&fJSecretKey

Windows &%

.t TENCENTCLOUD_SECRET_ID=f&fSecretId
TENCENTCLOUD_SECRET_KEY={&HJSecretKey

o KABRE (FIELIREY, ERBRUERRNEY)

Linux/macOS &%

echo 'export TENCENTCLOUD_SECRET_ID=ffJSecretId' >> ~/.bashrc
echo 'export TENCENTCLOUD_SECRET_KEY={&HJSecretKey' >> ~/.bashrc

source ~/.bashrc

Windows &%

1. AREREICAEEE, EFRE,
2. PEWRRFRE, EEFRER.
3. ERFEWMXIFH, B W, FXRIUTEIEE:

O TER: TENCENTCLOUD_SECRET_ID

TE(H: &Y Secretld,
O TLWEHY: TENCENTCLOUD SECRET KEY

TEE: &89 SecretKey,
4. FskE, BEREFRTFER.
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o BIFfcEREMIN

Linux/macOS &%

Windows &%t

$TENCENTCLOUD_SECRET_ID%
STENCENTCLOUD_SECRET_KEY%

HR2: ERIGRESH

AERBPERISA Secretld #l SecretKey, MEHFEREE GetFederationToken #EORENRIFEFIGATEE
8, EIMBRIEIRSIVEENIE FHEXIR . IR GIT:

om tencentcloud.common import credential
om tencentcloud.common.profile.client_profile import ClientProfile
om tencentcloud.common.profile.http_profile import HttpProfile
from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException
from tencentcloud.sts.v20180813 import sts_client, models

cred = credential.Credential (
os.environ.get ("TENCENTCLOUD_SECRET_ID"),
os.environ.get ("TENCENTCLOUD_SECRET_KEY"))
httpProfile = HttpProfile ()

httpProfile.endpoint = "sts.tencentcloudapi.com"

clientProfile = ClientProfile ()
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clientProfile.httpProfile = httpProfile

client = sts_client.StsClient (cred, "", clientProfile)
req = models.GetFederationTokenRequest ()

params = {

}

req.from_ json_string (json.dumps (params) )

resp = client.GetFederationToken (req)

print (resp.to_json_string())
except TencentCloudSDKException as

print (err)

HR3: (EA KMS HEEBHRIF SecretKey

IRMEESIES N BPEERA—(FH KMS BEXERIP SecretKey EHEHIE .
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C++ API

mIEEFAYE: 2024-09-05 16:17:31

f&iflz= APl Explorer B32#5 C++ API EANIBRIEZIERL, EnJLAFIA Explorer HERBUEZNILES, EHFF
RiZiE, LATRER C++ APl EBAYIEH A

TREEREH

1. BRs3ittlit (endpoint)

API SZHSIEMIEEAN (FI80: cvm FRiSE) cvn. tencentcloudapi.com ) , tB3ZHEEMIEN S A
(fian: rpibika9tEk® 79 cvm. ap-guangzhou.tencentcloudapi.com ) » FFEmeiFitisiARE, Bifn=
EFEmMXEmitbiRsIR. Gli0, =RSBEISH HbiHFI=E

A ER:
FIRIEESRAYIVSS, BiIUETE TSNS S .

2. BEY

ifR= APl BIFRBIEONEA HTTPS AXU#TEE, RUHSRLUMNEBEEEE,

3. BRBGE

I HTTP i&K5GiE:
POST (%)
GET

POST i5k3z#589 Content-Type Z8:
application/json (%) , ¥REAERAE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEZAE v1 (HmacSHA1 sk HmacSHA256 ) .
multipart/form-data ({¥&8Bo#EO%EF) , ¥REAEERZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RHiERBAXNFEIBII32KB, POST i5R{EAEXERAZ vl (HmacSHA1.
HmacSHA256 ) BIAE#i31MB, POST i5Kk{EAERSi% v3 (TC3-HMAC-SHA256 ) BI&X
ZF10MB.,

4. FHHwB
HYER urtr-8 fRES.

2HSH
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@ HR:
AHSHEAFFEAPNEOSENSE, SXBERYUESEETXWSY, FREERRER,

ER/BEE V3atay

#R%E v3 (BEEIRME TC3-HMAC-SHA256 ) tHLbER75E v1 (BRDXXIEERA “B8KE ) , BR
£, FERERE, 2 POST JSON &=, MetA—ERH, HEERZERFZITEER, FAKIER
TX “BRBBENE

~
4
2

SHBN Za iR

5t

X-TC-— BERNEOR. RESEROGEPRASHLHSE Action AYR

) String = BA. BIMN=pRZEAVEGLAFIFIREO, BUERN
Action
Describelnstances.
=40, FARMABEIE(EMMBEAEEE . EOESHEEESE
X-TC- Strin ~ BEOMERMASHAESE Region BRI, T8 REEOFEE
Region 9 BiRiZSH, BOMEPRESMILIERIRE, WM& SZESHBASE
s 8
X-TC- Int a7 UNIX B3ia&, alicRA&i APl iaka9adE, Hian
Timesta e”r °9 B 1520223702, FE: MESESSEHTIESEESH, SoESSE
mp AR
X-TC- Stri - 121E89 API B9RRA . BUESEZONERASATESE Version B
Version g & g, BIINEIRSEHRA2017-03-12,

Authoriz String HTTP {RESHIAIELEBFER, fltn: TC3-HMAC-SHA256
ation Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature:72e494ea8******************************************
296525168
Hrh:
e TC3-HMAC-SHA256: £&5i%, BriEENZE.
e Credential: £ZZiE, AKIDEXAMPLE 2 Secretld.

o Date 2 UTC tRERIERIBEE, BUERENQAHSEH X-TC-
Timestamp &/ UTC trERTEIHEI—.

o service Arrmf, BEAHZHE, Flank=
cvm.tencentcloudapi.com BEKEFREZE cvm. A=mEUE

yg CVImo
o SignedHeaders: £5&ZitHRILEMER, content-type
host J9wi%ELER .
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o Signature: EEHE, HREIEFR T,

X-TC- Strin o ISENEBFTAIN Token , BEEAIGEE—EER. M
Token 9 5 Token EEISISERSAMEORN, KEZHIRES Token.,

HbigFIE

BFSIMFRFEAR, RISFEESEE~RMAEPIEEII=R
ffugn, fEAILASE MRS HETIE= o

C++ APl iBBE

Bz APl SMEMNMERETEHIGIE, APFEERRZERIE, SEEENSERENERETES
(Signature ) , 8MERBBEEALLBERSYPEEZERERHAIUMSENHAFBRLEBRK.

A ER:
Hal C++ EA X API 3.088 VIIRAE .

{BizFAFEY Secretld 1 SecretKey 38U2: AKIDz8krbsJ5********x**mLPx3EXAMPLE #
GUSL 9XGAR* *****xxxx* *EXAMPLE , FAFEEEI MEZRSZBHRBH “KHd” BT, RRE—FH
&, MiERAIEE:

—-X POST https://cvm.tencentcloudapi.com \
—H "Authorization: TC3-HMAC-SHA256
‘redential

25/cvm/tc3_reques

Signature=72e494eat ad’ 3 C 0 e58 3L 251

68" \

"Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

W57 escribeInstances
"X-TC-Timestamp: 1551113065" \
"X-TC sion: 2017-03-12" \

"X ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance-name"}]}'

B RiERLTIE

ANERNZRLZIENER, ZFHEHE Secretld #1 SecretKey, 81 APRSAULARERIEA,
» Secretld: BF#RR APl ABE&ESH, oJLAESRELLIRERE.

o SecretKey: ATFIEIE API ABENSD, TLARERELLAZEE,
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A ER:
AR ERERLSKIE, BRltE, SWBERUTRZL. NCSHE, BUARBZELRIL.

AIfE AP| ZiAEIE WE, BPRI#{TIREL. NTFERR:

APIFZSHERE 7 AP fEFISCH 12
O =ewR
« 1B AP| BERFEHIKS SHAFAEONE, EHBRT APl TINREER THAEEAZ AR,
« NTEMVERIRS RS, AEERGICHEREE, BIBLEAAR (1 GitHu) LERESTENTHER. RVESRESRERE B
« ERERA TLS (REEHEDN BRE AP ARSRE, BIER TLS1.2 RIX ERA
« IEABHEERS (KVS) AABFR—SRPAPIEE, BARSY, FMTSEKVMSRIPBHRETE 2
O @EERR
 SAPIZARMEBAS AP ERNEEEE, BFCRRABNGAP 2 NENSS, BREMESNE X
* BEAIEERA—RERZEERT APLv30 EOMKE, LHEREHESAIELEER, NRTRTERAAMSEE.
 NEEBFHLROAKR, H2023F1M1A0ER, MAEEKS, FHSHWESN, XABESecretkeyMINKE, REFEARMNES, WRARSecretkey,
APPID B4 EELT] BRI RE e
Secretl s .....,\.‘.!..“.“-IE] 2023-08-23 16:31:47 2024-02-29 15:26 eRA BH EZHNEHCR
——_ Secretld. — e 2023-12-19 15:05:43 2023-12-19 15:09 eRf B EZHENER

O FR:
PEHEZAHERINE, H2023F11830HEE, WAEEKS . FHRSHER, XiFEE SecretKey
BIINEE, (NHSECIENESE, i5RIMREF SecretKey,

2. FREL APl 3.0 V3 AR

#®%iE v3 (TC3-HMAC-SHA256 ) ThEE EBE T URIRIERTTE v1, MEAERE, IFEXMEK, 2
JSON #&8z0, tHaeE—ERHA, HEERZERLETEER . WTEFR:

© 5AR:
BEURIERY, BiNER AP| Explorer HRRY “ER B4R TheE, EEFEERBRAA “API 3.0 #Z v3” ,
BJLAE R E RS IEHITIGNE, BUBEEZER SDK X5, HEFFEABN= AP| REN7HERNREES
SDK, BE&ETEZMERIRE, HWEHIE, X5 Python. Java. PHP. Go.
NodeJS. .NET. C++,
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BBk | EEEA  E5E%m 2SIk FERE

EREER EEEEES APl 3.0 2= v3 v
API 3.0 £ v3

APl OSSR TEN SRES BE, ZREUPOSTHERS I, RRESESRE, RESsETAE, SErEEe T Ana0ms 1

EEEVEE (SIESTRT, EECSHEAEFEAEERENE) APl 20535

LRIEE

= API 3255 GET #1 POST 5K,
o XWF GET Aix, R%#F Content-Type: application/x—-www-form-urlencoded ¥ .

o ¥F POST Fi%x, Haixx#F Content-Type: application/json LA Content-Type: multipart/form-
data FBHIEIL, json BREXSEIEOTTE, multipart BXRBHFEFOZE, WIHZIEOREEE
H json {8NiAA, SERBAWSEONERE. #ZER POST 5K, EARENERHLER, (EGETE
KRRAZIFI2KBLARARIBERE -

TEM EEEM7IZF EORG, 2EBNEEIITEERE. BIIEFZEORERE:

1. ZIRSBEEBFANCHE, HIEORER.

2. ZEORRER, FEUENBERFEVAE.

3. BEOZESNsHMERSE, TINERE A BUIREREABINTEER.

1. BHERLEIRR S

CanonicalRequest =

HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEEHR RRE
HTTPReques | 1rp imskyik (GET. POST) o WRHIRREN poST o
tMethod

CanonicalUR

| URI &%, API 3.0 BERERMI (/)

IRIRERE: BR=ITE (1bF) BRSEAE 12 #1593,


https://cloud.tencent.com/document/product/213/15728

(%) - iiit= =

A HTTP 5Kk URL hiY&EiO=#H, XWF POST ik, BEEAZZFHE"", WF
GET &%, W) URL eSS (?) EEMNFHFEAS, Fian:

Limit=10&0Offset=0, i*&: CanonicalQueryString 5E£% RFC3986 i#T
URLEncode; F& UTF8, #HEFEHAREESITERE, MENHFHIERSE, X
B5ER.

CanonicalQu
eryString

25X 2LEER, ELVEE host #l content-type FMLER, tBATIIABENXHI
LEpSE5EB MRS ASBERIUE—EMET S, HFHENW: L3 key 1 value &—
BS, HEEBEDHE, KB key:value\n 18=X9%; S/ LEB, 1REELER key
CanonicalHe (/NE) B9 ASCI AF#1THIE, WREITEERE
aders content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n
o i¥2: content-type ¥RHMERRZEHIBHES, BLHEERIESMEERERIGED
=Balif charset B, MNREFZFNRERFA—H, RB[SEEZZRIEEW

S5X2RLEMER, RIBLLRIERBMLLES5TES, 1 CanonicalHeaders
SignedHead BENLBRETR—XMAY, content-type #1 host Jaw4ikskEB, HHEMN: SLEB
ers key Si—#/\S; 21 %kEB key (/NE) 1288 ASCIl AFi#{THHIEZ, HBEUNSS
(;) $¥FE. WRHFIA content-type;host

ERIEX ( Requestpayload, BP body, W=l
{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}
) BREAE, HEMHBER
HashedRequ Lowercase(HexEncode(Hash.SHA256(RequestPayload))), B3 HTTP
estPayload IBRIEX(H SHA256 157, AR+ iHTIRE, RERBBEIERNEFE., WF
GET i53K, RequestPayload BEIEEAZFFFHE ., RFlitEERR
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6e89887£1398934£06
4

o

HRIFLA LN, REIPERRAEEERBMT:

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

content-type;
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934f064

2. HERFEEFHH

IRIFRE: BR=ItE (It ) BRSEATF 513 #1593,


https://tools.ietf.org/html/rfc3986

O BT =4
BTRASESEETHE:

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEEMR R
Algorithm #EHEE, HAIEE TC3-HMAC-SHA256 ,

RequestTimest ERATEE, BIERLEPRIAHSE X-TC-Timestamp BYE, BXZiFiATiE
amp UNIX BJialgk, #StmEfb. tRFIEBES 1551113065 o

EIEBE, 8=V Date/service/tc3_request, B8EHEA. FRERAIIRSZFNLLL
CredentialScop FHB (tc3_request) . Date 73 UTC fREERERIBEM, MEBENAHSY
e X-TC-Timestamp &#a) UTC iRERBAE—; service A=R&, ¥HR5

AN REE . RfitEERRE2019-02-25/cvm/tc3_request,

RS BHHEFREIEIERBNIEHE, HEHARBER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LxRFlit

. =+
HashedCanonic HERR
alRequest 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7

031

o

O HERE:

o Date ®/RMAETEE X-TC-Timestamp i+HEE, BRIXA UTC+0, MNRIMARSAFIBAITXE
B, fINFEN\X, $SHaXig LERKI, BRESIERYERK . RigidiEgth
1551113065, 7E&/\XA9ATiERE2019-02-26 00:44:25, {ERitHSZIAY Date R UTC+0 B9H
B 792019-02-25, m4A=2019-02-26,

o Timestamp ¥RE2HERESANIE, BERERFARDNREREIRELR, MREEEETHD TS
EEXW . MNEKBEFIIRERERS, AESBIET—RIERE, ERGEXM, REIZEZTHAE
=0

RIE RN, REIPERINFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request

IRIFRE: BR=ItE (It ) BRSEATF 514 #1593,



O BHS

5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

= AP

3. itHER ((bRIB)

LhrESE TERM:
1. HEIREEBZNA, BABNT:

e TencentCloud;

string Sign:: (const string &credDate, const string
&serviceName, const string &signStr)
{

string kKey = "TC3"+this->m_secretKey;

string kDate = Utils:: (kKey, credDate);

string kService = Utils:: (kDate, serviceName) ;

string kSigning = Utils:: (kService, "tc3_request");

return Utils:: (Utils:: (kSigning, signStr));

IREHAIEEE secretDate . SecretService #l SecretSigning R_iHFINEIE, CIREEESAAITED

FF, WREFRTRRIEER.

A FER:

HHEE, BETEHTEEREREER.

FEREIR RERE
m_secretKey 58409 SecretKey, BJ GuSt 9xGAR* ****x*** * *EXAMPLE o
credDate Bl Credential 989 Date FEREE . WWRBIBYEA 2019-02-25

serviceName BN Credential Y Service FERIEE . LRFIBEN cvm o

signStr REBFHEH,

IRIFRE: BR=ItE (It ) BRSEATF

FRNFIEES, HMAC ERYFSHIRFITEAR—HF, LEaIhRBRASHER, BIULIRREE
SAE. BEREERGSRMTERBINTEE, BAAER, S REITEINEHREIR

5515 #1593
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2. itHES:

ltbﬁdﬁ“i—i-%éﬁ%% T2e404a8* *kkxkkkkkkkkkkkxkkkkkkkkkkkxkkkkkkxk*k***x306525168 o

4. BiE Authorization

RINT &R HE Authorization:

Authorization =

Algorithm + " ' +

'"Credential="' + SecretId + '/' + CredentialScope + ', ' +

SignedHeaders='"' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREWR 3 3
Algorithm #TR/BHiE, BEEN TC3-HMAC-SHA256 ,
Secretld ZAXHAY Secretld, B AKIDzS8krbsJI5*****xx***m,Px 3EXAMPLE o

CredentialSco v wirem. WRAIHEERE 2019-02-25/ cvm/te3 request o

pe

S'gnedHea"er REX, B5EGMLEER. WREIBMEA content-type;host o
_ BEME. HROITEERE

Signature

72e494ea8*~k~k***~k***********************************a96525168 °

RIBIAERN, FEIPSEIRES:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJb5*****x*+x*nPx3EXAMPLE/2019-02~

25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:726494ea8******************************************a96525168

REASREARERINT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJ5********++n[ Px3EXAMPLE/2019-02—
25/cvm/tc3_request, SignedHeaders=content-type;host,

Sig—nature:726494ea8******************************************a96525168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 5516 #1595



X-TC-Action: DescribelInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065
X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance-name"}]}

5. API 3.0&®& V3xfl

#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;

string (int64_t &timestamp)
{
string utcDate;

char buff[20] = {0};

struct tm sttime;
sttime = * (&timestamp) ;
(buff, (buff), "$Y-%m-%d", &sttime);
utcDate = (buff);
return utcDate;
¥
string (int64_t n)
{
std: :stringstream ss;
ss << n;
return ss. ();
}
string (const string &str)
{
char buf[3];

unsigned char hash]

IRIFRE: BRzITE (165 ) BRSEAS 17 #1593




sha256;
(&sha256) ;
(&sha256, str.
(hash, &sha256);
std::string NewString = "";
for(int i = 0; i <
{
(buf, (buf), "$02x",
NewString

NewString + buf;

return NewString;

}

string (const string &key, const

{

string &input)

unsigned char hash[32];

*h;

< 0x10100000L

#endif

(h, &key[0], key. (), (),

(h, ( unsigned char* )&input[0], input.

unsigned int len = 32;

(h, hash, é&len);
#if < 0x10100000L
#else
#endif

std::stringstream ss;
ss << std:: ('0");

for (int i 0; 1 < len;
{

Ss << hash[i];

IRIFRE: BR=ItE (It ) BRSEATF
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return
}
string string &input)
{
static const char* const lut = "012345678%abcdef";

size_t len = input. ()7

string output;
len) ;

i < len; ++i)

const unsigned char c = input[i];
output. (lut[c >> 4]);
output. (lut[c & 15]);

}

return output;

string ("TENCENTCLOUD_SECRET_ID") ;

string ("TENCENTCLOUD_SECRET_KEY") ;
string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString =

mw,
14

string canonicalHeaders = "content-type:application/json;

charset=utf-8\nhost:" + host + "\n";
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string signedHeaders = "content-type;host";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\":
[\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";

string hashedRequestPayload = (payload) ;
string canonicalRequest = httpRequestMethod + "\n" + canonicalUri
"\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" +
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" +
credentialScope + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + 8

string kDate = (kKey, date);

string kService (kDate, service);

string kSigning (kService, "tc3_request");

string signature = ( (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" +
"/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature="
signature;

cout << authorization << endl;

string headers "curl -X POST https://" + host + "\n"
" —-H \"Authorization: " + authorization + "\n"
" —-H \"Content-Type: application/json; charset=utf-
8\"" + "\n"

—-H \"Host: " + host + "\n"
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(%) - iiit= =

\"X-TC-Action: " + action + "\n"
\"X-TC-Timestamp: " + RequestTimestamp + "\n
on: " + version + "\n"

n: " + region + "\n"

+ payload;

APl 2.0 &

WEZMERBHER, BIEALLEE APl 3.0 8, WHER, SEEE AP| Explorer BIERRER>E
£ AP| 2.0 ERRAHITIRE,

o=t S

FHEUTERXWAIER, BIRECIRIEREE,
HHi=63 fHixtEA

AuthFail .Si
uthFailure.Sign o o988, Timestamp SRS S RKEIBERIIRETEBIT S H.
atureExpire

AuthFail )
uthFailure.Secr ot en | BEpscsESHETRER, EE 0 EHTSHSESTEY.
etildNotFound
AuthFailure.Sign ~ Z&Ei2, TAESSSIHEEE, REEE5TREENNATENS, thaTs
atureFailure 2%$H SecretKey {HIZSHHY,

AuthFailure.Tok

vthraiure-to GEHES Token $&ig.
enFailure
AuthFailure.Inval

i E| S=F— TREA S AY
‘dSecretld #ZHAEE (F2= API B8 )

BEISR
IEfRIBEIESSR

A= RS EAIEOBTELHIAEIIER ( DescribelnstancesStatus ) 2017-03-12 kA6, SiAMAKIL, H
A EERIREIMN T /9
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https://console.cloud.tencent.com/api/explorer

O BT =

[y
: "b5b41468-520d4-4192-b42£f-595cc34bbeclc”

o Response MEMEAY Requestid REEMNFE, TiCIEKKINEE, RE APILET, MHESIERE,
e RequestId HF— APl igREIE—IrE, R API HIMEE, JUBER], FiRMiz ID KER@RE,

o BTYEENFERIN, BERUIEFEOENHFER, FRENEOMREINFERSRIZEOSXEPHEN . LtEIdaY
TotalCount F InstancesStatusSet 1873 DescribelnstancesStatus EOENXMFER, HF AR
RIARPEINEEEEIRSZEEEM), ELt Totalcount fELLERTANRENE]O, InstanceStatusSet
FIRPE,

HIREELSR
EEAKN, HEEEFATR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

Hy

: "ed93f3cbhb-£35e-473f-b9£3-0d451b8b79c6"

o Error RHIMAERBZBEKRFAREY ., Error FERERHEMERI code #l Message FERERAAXMAES
Y EIRER.

o Code FREMFHIBRIEIRIE, HiEKREERTILSGIREZERBEATERIGHHNHEON NAYEIRIEBTIRE
EEHRIREFIRRSGER.

o Message EBRHETEMBERAENERGRE, MEEWSERSFEML, WXFESERFRGTHELEN,
AR RREHX MR EHE

o RequestId FIF—4 APIERME—IFR, MR AP HIISH, TUABREN, FHREHZ ID RERDHE,
AHEIRG

BEIERPINEFE Error FE, WRTEA APl #EOXW. Error P Code FERETEIRT, FAWSHA
FELHIMANEHIRIBARITEIRG, TRIHNT AERB

=l tHixtER
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O BAS AP

AuthFailure.lnvalidSecretid ZiRiE% (2= APl ZiA3E8 )
AuthFailure.MFAFailure MFA f8i%,

AuthFailure.SecretldNotFoun

q FIAFEFE,

AuthFailure.SignatureExpire BERIIH,

AuthFailure.SignatureFailure EREIR.
AuthFailure.TokenFailure token &ix.
Autf.\FaiIure.UnauthorizedOp Eskk CAM BHY.
eration

DryRunOperation ;ﬂr:/Run e, AFRBERBSEHINN, RESET DryRun &
FailedOperation BRIERM

InternalError RIEBERIR o

InvalidAction BEOAREFE
InvalidParameter SRR
InvalidParameterValue SHEVEEIR.
LimitExceeded B ECERpRE o
MissingParameter ROSHER.
NoSuchVersion EORARFE.
RequestLimitExceeded IBRANREGEE 7 SRR
ResourcelnUse BRI G
Resourcelnsufficient BRAE
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH,
UnauthorizedOperation RIEHURIE
UnknownParameter RINSHEEIRo
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(%) - iiit= =P

UnsupportedOperation BRIEARZH
UnsupportedProtocol HTTPS igR75GiEEIR, R F GET #l POST ik,
UnsupportedRegion EOARZIFFr{EbE
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.NET API
mIEE#AYE: 2024-09-14 10:28:51

f&iflz= APl Explorer B32#5 .NET API EANBRIEZHER, EnILAFIA Explorer HRERBUZNE, &k
&I, ATRi3 .NET AP| ARBRYIFEMiIRA,

TREEREH

1. BEs3ittlit (endpoint)

API SZHRIEMIEEN (FI1g0: CVM F i3 cvm.tencentcloudapi.com ) , W3ZIHEEMIHHZAIE
(fian: rpibika9tEk® 79 cvm. ap-guangzhou.tencentcloudapi.com ) » FFEmeiFitisiARE, Bifn=
EFEmMXEpnitbiRsIR, Gli0, =RSHEISR HbiHTI=E

A ER:
FIRIEESRAYIVSS, BiIUETE TSNS S .

2. BRI

ifR= APl BIFRBIEONEA HTTPS AU TEE, RUHSRLUNEEEE,

3. BRBGE

I HTTP i&KGiE:
POST (%)
GET

POST i5k3z#F#9 Content-Type 28:
application/json (%) , ¥REAERHE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEZAE v1 (HmacSHA1 5 HmacSHA256 )
multipart/form-data ({¥&po#EO%EF) , ¥REAEERZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RHiERBAXNAEIBII32KB, POST i5R{EAEXERAZ vl (HmacSHA1.
HmacSHA256 ) BIAE#id1MB, POST i5Kk(EHAER A% v3 (TC3-HMAC-SHA256 ) BI&X
ZF10MB.,

4. FIHwD
HYER urtr-8 fRES.

2HSH
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

O BT =

O HR:
AHSHEAFFRAPNEOZENSE, SXBERYUESBETXWSY, FREERRER,

SR/ V3atay

#R%E v3 (BEHEIRME TC3-HMAC-SHA256 ) HLEE®GE v (Bl “‘E8Fi% ) , BR
£, FERERE, 2 POST JSON &=, MetA—ERH, HEERZERFZITEER, FAKER
TX “BBFENE”

SHEM E- S e iR
i%
X-TC- Stri - BREIEOER. ESFEOMEPRRMASH AT SE Action RYREA.
Action ng = BlIaN=pRSSEERIEIBEHIFIFRIEO, BUES Describelnstances.
. WS, ARIMRFEERIZEMMZEIE. EOESHRIREESEiE
X-TC- Stri

- AEPMASH AL SE Region RIS, & REROFBEGERZX

Region "9 B, BOSTRPTIISIINE, LA EEESNEREEY,
X-TC- e e e - .
Timesta Inte = 280 UNIX iJia&, nalicR&EE APl iEKREIATE. 1901529223702,
mp ger = HE: NRSESSENEEEEE2H, SRS TR
X-TC- Stri - RERY API BIRRAS . BUESZROMEPRASAHSE Version AR
Version ng = BINZIRSREIEA2017-03-12,
HTTP tRESMAELERFER, Hlan: TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=72e494ea8******************************************a
96525168
Hrh:
e TC3-HMAC-SHA256: £8%5i%, HaIBEERZE,
Authoriz Stri - e Credential: £2%iE, AKIDEXAMPLE 2 Secretid,

ation ng o Date 2 UTC imERIEIRIEES, BUEFEEMAHSH X-TC-
Timestamp &&HY UTC tRERSEIBEI—2.
o service AFmE, BEAEEIE, HlNiES
cvm.tencentcloudapi.com BREFRER cvm. A=mEUER

CVMmo
o SignedHeaders: £5&&itHRILEMER, content-type #ll
host J9u4i%sLER

Signature: EEWE, tEEEEILT
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O BT =

X-TC- Stri - IGEHEBFTAARY Token , BELESIGIIER—EER. IGRIZEHF0
Token ng - Token REZHIDEIRIRSAREOKE, KEZHLEE Token,
SEHE VI 2H2Y

FEEZEAE V1 (BRL5E HmacSHA256 1 HmacSHA1) , ARS¥EER—RFiEKEH,

SHEW S5 faik

RERVZORM, BESEEONEDRBMASHAHSE Action BIIR
Action String = BB, BIAN=MRS3EERIEIRSEHIFIFRIZEO, BUER
Describelnstances,

iS4, ARIFRBEIRENAEREE, EOEZHOMREES
EZOEPRMASH LS Region RUREE, #&: REEOF

Region SUING = smmmsew ARSI, IEREEEES N
FREN,
Timestam Integ - a0 UNIX BJialE, mlicR%&# APIiERAYETE ., g0
p er = 1520223702, MESHERHTESEA, SRS SHER.
Nonce L”rteg 2 EHERY, 5 Timestamp KAk, BTHIEERLE.
£ =APIZ$H EHRBAIRIRBDEY Secretld, —1 Secretld XI5z
Secretld String = K—HY SecretKey, M SecretKey SHRERKIERES
Signature.
Signature String 2 EREE, BRREINERINSEE, EERPIRIEREASE
= Est. BERHESESITY ‘SEEENE” .
Version Strin _ IBMERY API BUERA . EYESEEOEPASAHESE Version AU
9 = B, NEESEERA2017-03-12,
Sianature &5, BE%iE HmacSHA256F] HmacSHA1, REISEL
Mgtho . String & = 2%% HmacSHA25683, #ER HmacSHA256EAIITFSE,
EHihiERYEAR HmacSHARSIES 2 .
ISEHEBFREAY Token , EEEAIGIISE—RER ., IEATZIEH
Token String & Token FERHNERRS ERZEORN., KEPZPAFREE Token
ik 5

BFSIMTRZSEAR, RISFEESESE~RMAEPIEII=R
f5ugn, fEILASERMRSSERAMY b= o
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https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/capi

(%) - iiit= =An

.NET APl iRAEB

BEiflz APl £38MER#ITEMIGE, APSFEFEARSEIE, S ENSENERHTES

(Signature ) , 8NMERBBEEAHBRSHPIEEZEBERHIUEENH TSN RIXIERK
iR Secretld 1 SecretKey 7382 AKIDz8krbsJ5**********mPx3EXAMPLE FlI

GUSL9XGAR* ** ** % xxx *EXAMPLE , FAPEBEERI MEZRSZHEN “KHa" HENKS, REE—FHIE.
MiEKeIEES -

—-X POST https://cvm.tencentcloudapi.com \
—-H "Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJ5*******+++q[ Px3EXAMPLE/2019-02—
25/cvm/tc3_request, SignedHeaders=content-type;host

Signature=72e494ea8* * * x x x % % %k kK kkokokkkkkkkkk kX XXXk KKKk kkkkk*k*¥*396525168"

"Content-Type: application/json; charset=
"Host: cvm.tencentcloudapi.com" \
ribeInstances" \
stamp: 1551113065" \
rsion: 2017-03-12" \

"X-TC-Region: ap—-guangzhou" \

'{"Limit": "Filters": [{"V EISh: \u672a\u547d\u540d"], "Name":

$B1: RFREFIE

ANERAPZLITIENE, ZHAEIE Secretld #1 SecretKey. B1MHARPRSTLUBEHEENR.
o Secretld: BF#riR APl ARESW, cJLAESEELIBRE,

» SecretKey: FTFIGIE AP FBEERSM, TLAERIELLAZEE.

A ER:
AR AERRERSESIE, BetsE, FUSERUTRE ., NElE, BuAZERZZLEIL,

AIfE AP| ZiAEIE WE, BPRI#ITIREL. N TFERR:
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https://console.cloud.tencent.com/cam/capi

(%) - iiit= =An

APIZHERE % AP ERIXCH [

O =ewF
« {5 AP| BERRENMS SHAFAEIONE, EREAE APl AIMUREEE FOFEBME A,
 NTENMFERIBSRS, BEERENEHERES, WOBIETAR (1 GitHu) HETEHTENEAES. RVTSRRSREER 1
« ERERATLS (ROEHEHN BRE AP ARSAR, BNEE TLS12 RULRA
- TEHEEEERS (MS) HRBHA—SRPAPIEE, RARSH, HATSEKMSFPERRETE 1

® EmRR
* TAPIBHIRIEBAS AP ERWEBRIE., ATARABASAP BNERSSE, SEEMEREE 1

* BiThAE EESE— R EREFERE APIv3.0 EOMEIE, LEEREHNBBINIEER, NACETELRNMRSA.
© ARERFHRONK, 52023F1A308E, NAFEKS, FHRSHBRE, XAEWSecretkeyINEE, HHELIRNES, ERMRESecretkey,

APPID B4 el dia] RiLThiEAdiE RE BiE
,,,,,, 3 Secretl - e @ 2023-08-23 16:31:47 2024-02-29 15:26 BB B EZHECR
. ovv——_ 5 Secretld. — e 2023-12-19 15:05:43 2023-12-19 15:09 EBA BB ESHEER

A ER:
PHMEZAMEBRINIE, H2023F118308#E, MAEEKS . FHKSHIZEE, XiFHEE SecretKey
BIIhEE, (NISTECENES, BRIMRE SecretKey,

SE2:

1. 3REX API 3.0 V3 [R$FER

#®/7%i% v3 (TC3-HMAC-SHA256 ) Thgt EBE T LARIIERYGE v1, MEERE, SHFEXANER, XiF
json t8z%, MEEE—ERA, HEERZERGETEER ITEMRR:

fiiBEm | £2ER E£5F4ER  SERE  ERE

EB2EEM EEEEEE API30EE 3 v
; - . . . . _. APIZOZEE V3
APl LOEEEST MEY EHEE T, ERSUPOSTHERSEAR, RRESSERE. HESHETAR. SEAERE—MTIL 4p 1022 1
EEEVE R (RIELTHA, EECERHEFSNEERENE) APl 2028
SEREE
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A EE:
BEURIERD, BNER AP Explorer Ffy “ERHBER” haE, EFEEZMmAS “API 3.088 v3” , 7]
PAE R EZISIEHITINNE, B EiEER SDK K13, HEEREN= APl REN7THERNRIZES
SDK, B&£iRTESMiERIE, BEHR, Z#F Python. Java. PHP. Go.
NodeJS. .NET. C++,

= AP| 35 GET #1 POST 53K,
o WFGETHEZ, RX#F Content-Type: application/x—-www-form—-urlencoded #H¥4&t -
o XWFPOSTHZE, BEISZIF Content-Type: application/json LA Content-Type: multipart/form-
data FHIHYER, json BXBAXSEIZONZF, multipart BXRBFEEOS, HAHZEORRERE
H json I8VAA, £ERBEWSIEONERE. #EER POST 5K, BARENERHETER, BEGETIE
KAZHE32KB LAIRASERE .
TEL EELAI7E EORG, PEBNEZEINTEIRE. RiIEFZEORER:
1. ZRSHBEOACTHE, ZEOREM;
2. ZEORREN, F2MENERRFIIRT;
3. EOZESSHMERS, ERE S BIREMIEABINaTER.

1. PHEREIBRS

CanonicalRequest =
HTTPRequestMethod + '"\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FREW 125

HTTPRequest

HTTP i&%k%5i%x (GET. POST ) ., tRHIBMEA POST
Method

CanonicalURI URI 2%, API 3.0 BIEAESHT (/)

&2 HTTP 53k URL RHIEEFHFSH, XF POST i5K, BIEHAZ=FFHE", WF
GET i&k, W URL #ialS (?) BEMNFHFEAS, Fia:
Limit=10&0Offset=0, i*&: CanonicalQueryString 5E£% RFC3986 i#
1T URLEncode, Zf& UTF8, EFEAREESINERE, FMIEEHFH%E %R
B, X5t

CanonicalQue
ryString
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https://cloud.tencent.com/document/product/213/15728
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://tools.ietf.org/html/rfc3986

(%) - iiit= =

S5Z2LEER, ELEE host #l content-type FMLER, BAIMIABENX
HLBEE5ELBINUESESFRIE—ENZL2t., HHEN: L3 key # value %
—iERINE, HEEBESIR, KB key:value\n 18zUHHE; S LEE, REBSLER
key (/NE) B9 ASCIl AFi#iTHE ., LRFITEERR

CanonicalHea . . .
content-type:application/json; charset=utf-

ders
8\nhost :cvm.tencentcloudapi.com\n

o i£=: content-type %L L EIENS, ALREEESMEERERIEE
=B8RI charset (B, MREFJHNEREFF—H, RSHBIIREZEZRIEK
Ui g8

S5 2RLEMER, WIBLLXIERBMLLES5 TR, #l CanonicalHeaders
SignedHeader BRI E—ITMNAY. content—type 1 host JowsikskER, HHEMM: sk
s 2B key Z—EERRINS; B4 LE8 key (/B 1Z8R ASCIl A F#THIE, HEUSS
(;) PkR. WafBIH content-type;host

iBRIEX ( Requestpayload, Bl body, It
{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],

"Name": "instance—name"}]}

) BIFHE, tEHARIEHE
HashedReque Lowercase(HexEncode(Hash.SHA256(RequestPayload))), B3 HTTP
stPayload IERIEX 1 SHA256 187, AR+ i#tRwE, RERBBEENNEFE. HF
GET i&%, RequestPayload BEIEAZEFHFH . IRFlitEERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£f7£6e89887£1398934£0

64

o

RIBIAERN, FEIPEEIRIIEIERBUT:

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

content-type;
35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1ff7f6e89887£1398934f064

2. HEGERFHH
BN RS SR oS!

StringToSign =

Algorithm + \n +
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RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREMm Rz
Algorithm BEEi%, HRIEEA TC3-HMAC-SHA256 ,

RequestTimesta ERATEEE, BNERLEPHIAHSE X-TC-Timestamp BYE, EXNZiFiAdia)
mp UNIX B3iagk, FSiRERy. LRFIBES 1551113065 o

EIEBE, 18U Date/service/tc3_request, B8 HEA. FRERAIIRSZINE
IE= & $ (tc3_request) . Date 73 UTC fRERENAN, NERENAHS

CredentialScope # X-TC-Timestamp #&§HAY UTC fFERBRBE—H; service BrrmE, &
RS ERNFRIEE—H. IEREITEERE 2019-02-
25/cvm/tc3_request,

BIALBHHEFREAEIEREBNIREE, TEHAKEL
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). Lt

. s +
HashedCanonica IHEHERZ
IRequest 5ffe6a04c0664d6b969fab9allbdab201d63ee709638e2749d62a09cal8d

7031

o

O FEE:

o Date &/RMASEIRE X-TC-Timestamp it&HE=, BIXJ UTC+0, MRIMAREFR I X(E
B, fINFEN\X, 8SHaXg LERKID, BERESIHERYERK . RigidiEgth
1551113065, E5&/\XA9ATiERE 2019-02-26 00:44:25, {E2itHE5EIRY Date B UTC+0 B9H
HAR A 2019-02-25, A= 2019-02-26,

o Timestamp ¥ R2HERSKNIE, BEREZRFARDNREREIRZESR, MREEEETRD TS
EEXW . NMEKBEFIRERERL, AESBIET—RItEE, ERBEXM, REIZEZTHIE
i=o

RIEL RN, REIPEIINFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%9al3bdab201d63ee709638e2749d62a09¢cal8d7031

3.itRER (hRW)
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O BHS

ZiFESE TEM:

byte[] tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + SECRET_KEY) ;

byte[] secretDate = HmacSHA256 (tc3SecretKey,

Encoding.UTF8.GetBytes (date)) ;

byte[] secretService = HmacSHA256 (secretDate,

Encoding.UTF8.GetBytes (service)) ;

byte[] secretSigning = HmacSHA256 (secretService,

Encoding.UTF8.GetBytes ("tc3_request")) ;

byte[] signatureBytes = HmacSHA256 (secretSigning,

Encoding.UTF8.GetBytes (stringToSign)) ;

string signature

"") .ToLower () ;

= BitConverter.ToString (signatureBytes) .Replace("-",

ﬂbﬁ{y“ﬁ-g%;g T2l 04ea 8 kA XXX XXX XXX XXX KKK KKKXKKKXXKKAXAAKAA XA A XXX ** 306525168

4. & Authorization

RINT8HHE Authorization:

Authorization =
Algorithm +

'Credential=

Sig

'Signature="

FEREMm
Algorithm
Secretid

CredentialSc
ope

SignedHead
ers

Signature

] 1 _I_

' + SecretId + '/' + CredentialScope + ', ' +

EShlgnedHeade s i EtE

+ Signature

PRRE
BEHE, BEIEH TC3-HMAC-SHA256 o

2R EY Secretld, B) AKIDz8krbsJ5******xx*x*m,Px3EXAMPLE o

RE, FIEEE. WRITEERR 2019-02-25/cvm/tc3_request o

REX, 25FB0LIMER. WRFIBMEA content-type;host o

BERE, KFFTEERR

= AP

72e494ea8***************‘k***‘k‘k***‘k*****************a96525168 °

tRIELA LRI, REIPSEIRET:
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TC3-HMAC-SHA256 Credential=AKIDz8krbsJS*********x*q] Px3EXAMPLE/2019-02~
25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:72e494ea8***k*k*k*k***********k*k*k*k**k*k*k******************a96525168

RESENERERUNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256

Credential=AKIDz8krbsJ5******x*x**+m Px3EXAMPLE/2019-02~—
25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature:72e494ea8******************************************a96525168
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}

5. API 3.0&®& V3Rl

using System;
using System.Collections.Generic;
using System.Security.Cryptography;

using System.Text;

public class Application {

static string (string s)

(SHA256 algo = SHA256.Create())

byte[] hashbytes =
(Encoding. . (s))s
StringBuilder builder = new StringBuilder () ;
for (int i = 0; 1 < hashbytes.Length; ++i)
{
builder. (hashbytes[i]. ("x2")) ;
}

return builder. ()
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}
public static (byte[] key, bytel[] msqg)

{

retur

public static v (string[] args)

{

string

Environment. ("TENCENTCLOUD_SECRET_ID") ;

string

Environment. ("TENCENTCLOUD_SECRET_KEY") ;

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action "DescribelInstances";

string version = "2017-03-12";

string algorithm = "TC3-HMAC-SHA256";

string contentType = "application/json";

double RequestTimestamp = 1551113065;

string date = new DateTime (1970, 1, 1, 0, C ( 0,

DateTimeKind.Utc) . (RequestTimestamp) . ("yyyy-MM-dd") ;

string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString = "";

string canonicalHeaders = "content-type:" + contentType +";

charset=utf-8\n" + "host:" + endpoint + "\n";
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string signedHeaders = "content-type;host";

string requestPayload = "{\"Limit\":

[{\"Values\":
name\" }]}";
string hashedRequestPayload =
string canonicalRequest =
+ canonicalUri + "\n"
canonicalQueryString +
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;
Console.

Console.

string credentialScope =

"tc3_request";

string hashedCanonicalRequest =

string stringToSign =
+ credentialScope + "\n"
Console.

Console.

byte[]
)7
byte[]

tc3SecretKey = Encoding.
secretDate =
Encoding. (date) ) ;
byte[] secretService =
Encoding. (service)) ;
byte[] secretSigning =
Encoding. ("tc3_request"));
byte[] signatureBytes =
Encoding. (stringToSign)) ;
string signature =
BitConverter. (signatureBytes) .
Console. (signature) ;

Console.

string authorization =
+ "Credential=" +

+ "SignedHeaders="

IRIFRE: BR=ItE (It ) BRSEATF

date +

(stringToSign) ;

[\"\\u672a\\u547d\\u540d\"],

"\n"

n/u

algorithm +

algorithm +

+

\"Name\":

httpRequestMethod +

(canonicalRequest) ;

n\nu

+ service +

\"Filters\":

\"instance—

(requestPayload) ;

"\n"

n/" L

(canonicalRequest) ;

+ RequestTimestamp +

+ hashedCanonicalRequest;

("TC3"

(tc3SecretKey,

(secretDate,

(secretService,

(secretSigning,

n

n/n

+ signedHeaders + ",

+ credentialScope + ",

" "

u\nn
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+ "Signature=" + signature;
Console. (authorization) ;
Console.
Dictionary<string, string> headers
string> () ;

headers.

"Authorization",

headers. "Host", endpoint);

headers. "Content-Type",
headers.

headers. X—TC—Action", action);

(

(

(
headers. ("X

(

(

(

mns

"X , version) ;

headers. "X-TC-Region", region);

Console. ("POST https:
(KeyValuePair<string,
Console. (kv.Key + ":
I3
Console.

()7

Console. (requestPayload) ;

2. 3 API 3.0 V1 iR&E#=

contentType + ";

RequestTimestamp.

= AP

new Dictionary<string,

authorization) ;

charset=utf-8");

()i

//cvm.tencentcloudapi.com") ;

string> kv in headers)

" + kv.Value);

F&%BiE vl (HmacSHA1. HmacSHA256 ) id8$ 5, (BRIMEENZEMESMAMERZFi% v3, EEFERES

B v3o

BERIERE, ZIER API Explorer Ry “SR&ER" hEE, BFEZRMAN “API3.088& v1” , AILIERE
BEREHTEIE, FHEM TS REESHERTS, BAIERERM SDK U3, HEERBN= APIBEN 7 #
ERRIEES SDK, B&iRTE|MERERE, EFFR, 2 Python. Java. PHP. Go.

NodedS. .NET. C++,
LA=IRSZEREEEHIFIE (Describelnstances ) i&5XK A6,

SHBW =34
Action HiEE
Secretld 248 ID
Timestamp eEsnE R
Nonce B IEEEEL

IRIFRE: BR=ItE (It ) BRSEATF

SRAPERX—EOR, HiERSETRNT:

S¥E
Describelnstances

AKTDZ GIRTEIOS IS ™ 5 i 757 o8 2 5 35 i7qq)

LPx3EXAMPLE

1465185768

11886
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https://github.com/TencentCloud/tencentcloud-sdk-php
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(%) - iiit= =An

Region SEIPRE X ap—guangzhou
Instancelds.0 FEIERISERI ID ins—09dx96dg
Offset Rz E 0
Limit AL 20
Version FEORAS 2017-03-12

1. NSHHEF

BAMBIERSHIESHINFHR (ASCII 13 ) AFHRF,

O FERE:
o RIRSHBHITHIR, SHERISYNEIE, FE25LXDNM.
o ¥& ASCII fBLE Xy, 0 Instancelds.2ZHHE Instancelds. 12[5H, F2EFEER, EARIRY
B, APALMEERIZES PR HEFRERSEIIX—I08E, 20 PHP BaY ksort EREl.

LR RBISHRHEFERNT:

'Action' : 'Describelnstances',
'InstanceIds.0' : '"ins-09d
'"Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' :

'SecretId' : AK JJ5) B B 9 B 9 55 9 85 Wl IR S JIEXAMIP LIS, U
'Timestamp' : 146 5768,

'Version': '2017-03-12",

EREFRHESTAN, T LERGIPNSHHTHE, SNER—KET,
2. HHEREIER SR

WEBERRIERFRFE, BIEL—SHIFFERSEIBIL “SHBM=28E" 198z, M3 Action S,
HSHBA "Action", 2B "Describelnstances", ELEXILETA
Action=Describelnstances,

O ERE:
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(%) - iiit= =

| “SE(E" FEEETE url HBEE.
REISIERUEHSISHE"Q HHETE—E, BEERIEREGEA:

Action=DescribelInstances&InstanceIds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5* ** *x* x4 **m Px3EXAMPLE&Timestamp=14651857
68&Version=2017-03-12

3. R EEFHH

WS RENEBENFHR, EBREXFHFERUTLANSEIIRK:

1. BKRBGE: 5 POST #1 GET K, XEB{EMA GET 5K, i8R EIEXE,

2. iBKREN: BEELHIFIE (Describelnstances ) BIiEKIHEH: cvm.tencentcloudapi.com o SERRAY
IERIGZRBIEOMBEEROFAETAR, FRZEOREA.

3. IBKIER: HElRA= APl BiEKRIEREER / -

4. BRFHHR: B E—LERRIERFFE,

BEREXHEHENNA: BREE + BREN ABKERE + » + ERFES o
THIRSHRER A

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5****** & &4+ Px3EXAMPLE&Timestamp=14651857
68&Version=2017-03-12

4. HEE (W)

WEBEREZERZR, BNFERA HMAC-SHAT &3 E—S 3k SHNESRNFHRHTER, ARBERNER
A Baseb4ifTiwig, BINIRERENERS,

public static string Sign(string signKey, string secret, string
SignatureMethod)
{

string signRet = string.Empty;

using (HMACSHAl mac = new
HMACSHA1 (Encoding.UTF8.GetBytes (signKey) ) )

{

byte[] hash =

mac.ComputeHash (Encoding.UTF8.GetBytes (secret)) ;

signRet = Convert.ToBaseb64String (hash) ;
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return signRet;
}

5. REVAAERHREER

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

REBRIREREN:

https://cvm.tencentcloudapi.com/?
Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5* ***x* &+ x**q[ Px3EXAMPLE&Signature=E11P9YW3
PW28FpsEdkXt$2F%$2BWcGeI%$3D&Timestamp=1465185768&Version=2017-03-12

FEREMW R

endpoint RSZHblk, f5IE0: cvm.tencentcloudapi.com

data API 3.0%#& VIFRrZRHIEOSY, FR XEFERITENESURENIEINA data
B,

A ER:

BT RAIPRIZAZREEN, HERBEARRSALA00TE, FELNEEL url FEXNEEERITHHEA curl
FnSHRANSEREEER: ERE3H. ATEI—MIUESRER url , BEEXRAIBHY
Secretld 1 SecretKey AESERIZESR, HEARAIRTEEIES Timestamp.,

ATEFRIBRERIE, TEM .NETIESAM, B LANZERGEREIH, EROES . ARNEOMS
HAEEHIL AR ERE, ABRABEEREE, AFESERN, IFEFRBERE#ER SDK.

6. =BT

ERNEZBHAREEENBERSY, SENHHETT URL &8,
WM E—SERMEREI Elixcrrxrrsxxrxxxnrxccel= , REFEINEZRIERSH ( Signature ) 79:
ELiP****kkkkkkkkkkkkkxkk*k*k*xgT%3D , E)lgma:iﬁk‘%ggﬂgiﬁ* lJRLo

A ER:

o NEARIEKRAGZRE GET, S&EiBXKAEZH POST RAY Content-Type 7 application/x—
www-form-urlencoded, W&iXiERIIFABERSHNEDIZTEMN URL &i3, SHEN=-FSF
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FERG. I ASCIl 57 URL FwiBRIFEZEEL UTF-8 #1THRE,.
BLRIEESHINSESBMAFRBEHI#ETT urlencode, EXMIERT, MAFTEXNEZRIHT
URL %37, BNFAR URL RIBESHEZEM

o HitSHELEZHTHRID, HiGRA RFC 3986 . £ %XY HFHF RN FHITE S LR
19, Hep “X” #1 “Y” B+R#HEIFRF (0-9 MMXBFH A-F) , ERINSIEEIRER,

7. API 3.0&8%& V17RHl

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;

using System.Text;

public class Application {
public static string (string signKey, string secret)
{
string signRet = string.Empty;
( mac = new
HMACSHA1 (Encoding. . (signKey) ) )
{
byte[] hash =
(Encoding.
signRet = Convert.
}
return signRet;
}
public static string (SortedDictionary<string,
string> requestParams, string requestMethod, string requestHost, string
requestPath)
{
string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?";
string v = "";

(string key in requestParams.Keys)
v += string. ("{0}={1}&", key, requestParamslkey]);

I3
retStr += v. ('&'");
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return retStr;

public static void

{

string

Environment. ("TENCENTCLOUD_SECRET_TID") ;

string

Environment. ("TENCENTCLOUD_SECRET_KEY") ;

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action "DescribeInstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string,
string> () ;

param. ("Limit", "20");

param. ("Offset™, "O");

param. ("InstanceIds.O0", "ins-09dx96dg") ;

param. ("Action", action);

param. ("Nonce", "11886");

("Timestamp", RequestTimestamp.

("Version", version);

param. ("SecretId", )7
param. ("Region", region);

SortedDictionary<string, string> headers = new

SortedDictionary<string, string> (param, StringComparer.Ordinal) ;

string sigInParam = (headers, "GET", endpoint,
H/");
Console. (sigInParam) ;

string sigOutParam = ( , sigInParam) ;
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Console. ("GET https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)

Console. (kv.Key + ": " + kv.Value);
}
Console. ("Signature”™ + ": " +
WebUtility. (sigOutParam)) ;

Console. 0);

string result = "https://cvm.tencentcloudapi.com/?";

(KeyValuePair<string, string> kv in headers)

result += WebUtility. (kv.Key) + "=" +
WebUtility. (kv.value) + "&";
}
result += WebUtility. ("Signature") + "=" +
WebUtility. (sigOutParam) ;

Console. ("GET " + result);

API| 2.0%%&

HESMERESP, BIERLEENN APl 3.088 , WFH6EMA, BEEEE APl Explorer B SEEBERR >
%EF APl 2.08& IRAHITIRE

o=t S

FHEUTERXWAIEIRD, BIRESCIRIEREE,

Hr

fEixtg HixfEid
AuthFailure.Signatur

eExpire ERiZH, Timestamp SIRSHFWEIERIIIEIBEFRSEBERS#H.

/

AuthFailure.Secretld B ER . BRI S EEZIAREHER, 28 VENTERSESTE
NotFound =+

AuthFailure.Signatur BRER. TEEERITEHER, IEXTISIMMLEPMNSFEGFS, BEF
eFailure AJEEE%H SecretKey HIZSEAY.

AuthFailure.TokenFai IGETER Token fHix.
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lure

AuthFailure.InvalidSe

Z5RiE% (A== AP| Z§A3E8)
cretld

BEISR
IEfRIBEIESR

A= RS SEAIEOBTELHIAEFIER ( DescribelnstancesStatus ) 2017-03-12krAA61, SiEAMA/KI, H
AEEANREIMNT A :

(1,
: "b5b41468-520d-4192-b42f-595cc34bb

o Response REMEBHY Requestid REIEMIFE, TiCHERAINSE, RE API4ET, MWHERIRE,

o RequestId HAF—1 APl BERHIE—IRI, MR API HIBE, TLABRRI], FiRMiZ ID KERDE,

o BTYEEMNFERN, BEREUARKEOENHNFE, FARMEOMRENFES RIEOXEPEN . LHIhEg
TotalCount Fll InstanceStatusset 1379 DescribelnstancesStatus EOEXNFER, BFERIS
KRB EESEEIRSZEEH], Btk Totalcount FEUMERTANEEEA 0, InstanceStatusSet
NFRNA=,

HIREELSR
HRALY, HEEERGIITR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

by

: "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6
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o Error HHEBRREZERABELM ., Error FERIERHEMEIY code #l Message FERTTIERKMAT

RYERDORY .

o Code FRFEFLEEIRI, SiEREENALSSRIEBZERBEATLERBMNIRHEONAIEIRBIIRE

HEHMMNEEFERS R

o Message BRRHETRXMERKENERERE, EEISERRFEMNNL, WXFUTRSEERSEENEH,

FARARAREHX MR EE

o RequestId FAF—1 APl EREIE—IRKR, MR API HIIRE, TLABXRRF], FHRMZ ID EFRE=H,

2IHEIRD

REIERPINEFE Error FE, WRTEA APl #EOXW, Error P9 Code FERETEIRI, FAAWSHA
RELLIAYEIRIB A AEIRED, TRIET 2GR

fEi=S
AuthFailure.lnvalidSecretid
AuthFailure.MFAFailure

AuthFailure.SecretldNotFoun
d

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.UnauthorizedOp
eration

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

fHixtEA
#ZIEE (FE= API ZH3EE)

MFA &%,

FIAFEFE,

Eo2=gur- ]
BERER.

token {Bi%.

i5REK CAM &%

DryRun #{F, RRERESZING, REZE7T DryRun &
o

BRI
PIEBEEIR o
BOFEFE,
SHIEIR.
SHEVEEIR
B ECEPRS

ROSEIEIR
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NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

IRIFRE: BR=ItE (Ib5R) BRSEAR

BORATREFE.

IERADREGEED 7 SRERPRE o

FiEB AR

FEFRE

BREAFHE

FEAFTRA

RIZBURE

FRHNSHER

BRERSS .

HTTPS i8K%GiXEIR, 2328 GET #1 POST i5K,

BOARSZISFREE

= API
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GO API

mIEEFAYE: 2024-09-05 16:17:31

f&iflz= APl Explorer B32#5 GO API EANBRIBEEIERL, EnLAFIA Explorer BERBUEZNILES, EHFF
RiZiE, LTRE GO AP iARAY¥MHAE

TREEREE

1. BRs3itelik (endpoint)

API| ZiFaiEiaiEAN (HE0: cvm Faisi®7 cvm.tencentcloudapi.com ) , i E SR GE
(fian: rpibikadtEk® 79 cvm. ap-guangzhou.tencentcloudapi.com ) » FFEmeiFgitisiARE, Bifn=
EFE@mEmithigsFR. fIa0, =RS[ASH i1 .

o ER:
FIRIESURAYIVSS, BiIUETE T EAES .

2. BEY

ifR= APl BIFRBIEONEA HTTPS AXU#TEE, RUHSRLSUMNEEEE,

3. BRBGE

I HTTP i&K5GiE:
POST (%)
GET

POST i5k3z#F89 Content-Type Z8:
application/json (%) , ¥REAERFE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEEHZ v1 (HmacSHA1 sk HmacSHA256 ) .
multipart/form—-data ({X&o3#EO%F) , YREAERRZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RRIEREA/NFBi8iZ32KB, POST i&REAZEE5% vl (HmacSHA1.
HmacSHA256 ) BIAE#Ei31MB, POST i5Kk(EHAER A% v3 (TC3-HMAC-SHA256 ) BI&X
ZF10MB.,

4. FHHmD
¥ER urtr-8 4RES.

2HSH
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

O BT =

© %H8:
AHSHEAFFEAPNEOZSENSE, SXBERYESEETXWSY, FREERRBER,

FRBEE V3 altel

®ERBFiZ v3 (BIHEIRE TC3-HMAC-SHA256 ) HHLbERF X v1 ( BEXERIRESERERGE) , BR
£, ZFERERE, 2 POST JSON &=, MeeA—ERH, HEERZERFXITEER, FAKIER
TX “BBFENE”

SHEM i) e R
i%
X-TC- Strin - BRERSEORT . ESERONERRASH QLS Action AR
Action g = BB, BIAN=MRS3EERIERSEHIFIFRIEZEO, BYES Describelnstances.
W% S5, BRIMAEEIREMMEEREE, EOESHORIREESE
X-TC- Strin ~ EOXAPmASHAESE Region BHEE, HE: RBEONFTBER
Region g BiZze¥, EOXEhEMIFERE, WHEEEREZSHBRaE
o
X-TC- s N . - N
Timest Inte = &80 UNIX BFia@, mlicR&ie APl i53ka90diE. a0 1529223702,
amp ger EE: NMRSRSHHDEEBEE2%, SoiRERERER.
X-TC- Strin - IRERY API B9RRZE . BUESEZOMXERASAHSH Version A9
Version g = BB BINZEARSSERA9ARAS 2017-03-12,

HTTP {RESHINIESLERFER, flan: TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature:72e494ea8******************************************a

96525168

Hep:

e TC3-HMAC-SHA256: £8%i%, HaiEEZ &,
Authori Strin _ e Credential: ER&%EiE, AKIDEXAMPLE 2 Secretid,
zation g = o Date 2 UTC tmERTiEIRIBER, BEREMNAHSH X-TC-

Timestamp &/ UTC R EIBEI—2.
e service Arrm&, BEAHZRE, HlaNkS
cvm.tencentcloudapi.com BEFREFmEBRE cvm,. A=mEUEN

CVMmo
o SignedHeaders: £5&&itHRILEEE, content-type
host B#i%LER.

o Signature: EZHE, HEIEFR T,
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X-TC- Strin - IEAHIEBFRAE Token , BEESIGRIZA—EMER, IGRTZEAT
Token g - Token BEZNHIEERSARZEOKN. KEZHARFE Token,
BREZE V1 2t2l
FEEZEAE V1 (BRLE HmacSHA256 1 HmacSHA1) , AR S¥EER—RFiEKEH,
e T
bei
Action Strin - IRERNEOSIR, ESEEOXEPRASHLAHSE Action BIR
g = BB, BIAN=MRS3EEMIEIRSEHIFIFRIED, BUYER Describelnstances
Wit 2%, FARIRRFBEIREMNMEIRAEE. EOESHOEEESE
Region Strin - BOMERMASHARSH Region IR, EE: FEEOFRERE
g BiZe¥, BOMXEPESMIIFEINRIE, IR ERZSNBREE
o
Timest Inte - &80 UNIX BHa#, mlicRAi#e APIiakaeTE . $1901529223702,
amp ger = MRSLFREDESTA, SoESFTHEE,
Nonce ;net::a = BEHNIEEEE, 5 Timestamp BX&i#ER, BFEHLEERIGE.
Secretl Strin - £ =APIZEH EHRBRRREHAY Secretld, —1 Secretld XFRzlE—
d g = B9 SecretKey, i SecretKey SBERERIBERES Signature,
Signatu Strin - IERER, ARBIELRERNSEYE, SERAPRESRYBASEIT
re g = HEH. BRELSIESITY “BFHENME" .
Version Strin - 1Z1ERY API B9RRA . BUESEEONERASAHSE Version AJiR
g = BH. BINEIRSEAIARA 2017-03-12,
Signatu Strin 2B, BaisziF HmacSHA256 1 HmacSHA1. REIEELSH
reMeth B 73 HmacSHA256 B, Z{EHE HmacSHA256 SEiXIGiEEs, Hiths
od 9 RAERA HmacSHAT BRIESE .
Token Strin . IRESIEBFRAE Token , BBESIRRZHA—EMER, IGRIZEA
g - Token BSEI5DE RS ERZEORN. KEBZHFEE Token .
Hhizk =R

BFSINFRFEARR, BFFREESES~mMEPatbERsIxR.
fuan, ERILASERIRSSI/AY HETIEE

GO APl iRABR
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https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/capi
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Biflz APl S8 MER#ITEMIGE, APSFEFEARSEIE, S ENSEHERHTES

(Signature) , 8MERBBEEELAHIFRSHPIEEZERERHLMEENA ISR RIEISEK.
[RigFFRY Secretld 1 SecretKey 382 AKIDz8krbsJ5**********mPx3EXAMPLE FlI

GUSL9XGAR* ** **x % xxx *EXAMPLE , FAPEBEERI MEZRSZHEN “KHa” HENKS, REE—FHIE.
iERaIgES

—-X POST https://cvm.tencentcloudapi.com \
—H "Authorization:
Credentia
25/cvm/t

KKK KKK KKK KA KK A R KA R KAk KRR KA Ak A Ak kA k kX kkxk*k*x53065251 68"

charset=utf-8" \
ibeInstances" \

"X-TC-Timestamp: 1551113065" \

12M \

"X-TC-Region: ap-guangzhou" \

-d "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}'

$B1: RFREFIE

ANERRILLZTIENER, ZFiHEE Secretld #1 SecretKey, 81 ARPRSULIREMEIIEA,
o Secretld: BF#5R APIEABESHD, aJLAESRELLIRRSE.

o SecretKey: FFIGIE AP FBEERSH, TLAERSELLAEE.

A ER:
AR AFERRERSESIE, BettsE, FUSERUTRE, NElE, BuAZERZZLEIL.

BIfE APIZAEE WE, BIA#ITIREL. MNTFEFR:

IRIFRE: BR=ItE (It ) BRSEATF £550 #1599,


https://console.cloud.tencent.com/cam/capi

(%) - iiit= =P

APIFZSHERE T AP {EFISCHY 2

O =eRR
* 1589 AP| BRARENKS SHAFTABENRER, ERBRZ AP AIMREER THREBASER.
* ATEMMFERS RS2, BREREFIEHERRS, B2BIEFTARX (0 GitHub) LERFEHNZMNEHRER. BRIVESRRSIRERR 2
© EBEIRA TLS (R2MEWENN) ABE API ERERE, RIUER TLS1.2 RIALRE
 FEABHEERAR (KMS) ARBHH—SRIPAPIZS, BARSY, HATSEKMSRIPEARETE 2

® @EBRR
* GAPIZHRMEBAZ APHERNERZIE. ATERAREAZAPI 2 NERES, EEEREREE 2
© BRI EERE—RERRABAT API_v3.0 $EOMMIE., WHEREHRBMIMETER, MEREESTEERAMRES.
© ARMEBEIROXG, 52023F11A30HE, MAFEKS. FHKSHNEH, XAESecretkeyIINEE, RIFELIRNEE, HRAIRTFSecretey.

APPID 2] Bl RiEThIEA 8] RE BRiE
vvvvvv 3 Secret! - . .m,m.!«“wwfﬁ 2023-08-23 16:31:47 2024-02-29 15:26 eRf B EZhEER
——_ Secretld. — - N e 2023-12-19 15:05:43 2023-12-19 15:09 EER B EZHECR

A ER:
PIHMEZAMEBRINIE, H2023F118308#E, MAEEKS . FHKSHIFE, XiHEf SecretKey
BIIhEE, (NISTECENESE, BRIMRE SecretKey,

SH2:
1. 3XEY API 3.0 V3 [R4AE=

#®/%GiE v3 (TC3-HMAC-SHA256 ) ThEE EEZ T LARIRIERHiE v1, MEERE, SIFERRIER, 5
JSON #&=t, taeE—EiRH, HEERZE|RLETEER,

B0 B = I zHEY Q

BEm | TR E£5F4ER  SERE ERE

ER2EERE EEEEEE API30ZE W3 v
: - . . . . _. APIZOEE V3
APILOESERS MEMN ERNES R, BEREUPOSTIERSEAN, RERSSERE, NEIFEmRE, BEAEEE—AIL wp o= v
EEEVE R (RIELTA, EECSREEFESEERENE APl 2.0 25
SRR

| A EE:

IRIFRE: BR=IE (16F) BREEAR 5551 #1595



(%) - iiit= =

BEURIERY, BiNER AP| Explorer Ry “ER B4Rk TheE, BEFEEBRASA “API3.0FZ V3" ,
BJLAE R E RS IEHITIGNE, B BEIRER SDK X5, HEFFEABN= AP| REN7HERNREES
SDK, BE&ETEZMERIRE, WEHIE, X5 Python. Java. PHP. Go.

NodeJS. .NET. C++,

Z API %55 GET #1 POST 53K,
o 3WF GET Bi%x, RZ#F Content-Type: application/x-www-form-urlencoded #H4& -
o WFPOSTHi%, BaisziF Content-Type: application/json LA Content-Type: multipart/form-
data FHIHUER, json BRXBAXSEIZONEE, multipart BXREFEIEOES, HZEOREEE
H json 18xVAA, SERAWSIEONERE. #EER POST 5K, BARENERHELTER, (BEGET IS
KEAZH 32 KB LARRYERE
TEM EEFL6I71ZE BORG, SEBNEEITEERE. BiIERzEO2RE:
1. =IRSBB[|EVACHIE, ZIEZORER;
2. ZEORRER, FENENBERFEIAE;
3. BEOZESNsHMER:E, AINETRE 2 BUIRSHREABMNTER.

1. BHERLEIRR S

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FERBTR fER

HTTPRequest

HTTP i&%k%5ix (GET. POST ) ., ItRHIEBEA POST »
Method

CanonicalURI URI 2%, API 3.0 BIEAERHT (/)

& HTTP i URL PFRIERFEFH, WF POST &K, BEAZFFHFE"", WF
GET i&k, W URL RS (?) BEMNFHFEAS, Fia:
Limit=10&0Offset=0, i*¥&: CanonicalQueryString EE£% RFC3986 i#
17 URLEncode, F75 UTF8, HEFERARESESIFERE, FIBSHRFERIIES
g, XEFER.

CanonicalQue
ryString

CanonicalHea S58Z19LEER, ELVESE host #l content-type FNLER, BAIMABENX
ders BB 5EZIREEESERIE—EINZSM ., PHENN: LI key #1 value %
—EINS, HEIEERSE, RE key:value\n 8%, S LEB, RERSLER

IRIFRE: BR=ItE (It ) BRSEATF 5552 H159]


https://cloud.tencent.com/document/product/213/15728
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://tools.ietf.org/html/rfc3986

(%) - iiit= =

key (/5 ) B9 ASCII AR THIZ. LWRFITHERR

content-type:application/json; charset=utf-

8\nhost :cvm.tencentcloudapi.com\n

o 2! content-type ¥HFISEFRAZIZAMEH S, BLRIEITSMNSEREREE
BRI charset B, MRERPFNEIXHF—H, RSBSIREIZEZRIEK
Mo

S5 2RLEMER, WIBLLXISRBMLELES5THER, #l CanonicalHeaders
SignedHeader BELBATE—XRMA. content—type #1 host Ja@sikskER, HHEMN: L
s 28 key Zi—3ER/NS; B249LE0 key (VB 1288 ASCI A RFi#{THHE, HEUSS
(;) 9F. WREIFA content-type;host

iBRIEX (Requestpayload, Bl body, Ita=Fli
{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],

"Name": "instance—-name"}]}
) WIEAE, HHEBRBER
HashedReque Lowercase(HexEncode(Hash.SHA256(RequestPayload))), B3 HTTP
stPayload IBKRIEM (M SHA256 la%, AETR#HTFIRE, REREBEIRRINEFE., WF
GET i&%, RequestPayload Bl A=FHFH., ItRFlitEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6e89887£1398934£0

64

o

R LR, REIPEEIRIEIRRBUT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content—-type;
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£7£6e89887£1398934£064

2. HEEEFHH
BRI E RS SR/ F S

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

IRIFRE: BR=ItE (It ) BRSEATF 5553 #159]
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FEREM fRRE
Algorithm FEBHEE, HAIEEH TC3-HMAC-SHA256 ,

RequestTime 5K EE, BNERLEPRIAHSE X-TC-Timestamp BUYE, BXZiaiA%iEI UNIX
stamp AfiElEk, ¥StREIRD. HERBIEMEY 1551113065 o

ZIEEE, =X 8 Date/service/tc3_request, 8&HHA. FRiERAIIRSNELLEF
CredentialSco F8 (tc3_request) . Date 3 UTC fREREIRIARE, ETEMAHSH X-
pe TC-Timestamp &8k UTC #REERIEIARE—; service BF-@&, ¥RSEA
B migE—. RFTEERRE 2019-02-25/cvm/tc3_request,

BIRASBHHEFRSHLEIERBIIEHE, HEHARBER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). WRFITE

=
HashedCanon HERE
icalRequest 5ffe6a04c0664d6b969fab%al3bdab201d63ee709638e2749d62a09¢cals8d70

31

o

O ERE:

o Date %/RMAETEE X-TC-Timestamp i+HEE, BRIXA UTC+0, MNRIMARZAFIBAITXE
B, fIFEN\X, 8$SHaXig LERKI, BERESIERYERM . RigidiEgh
1551113065, E5&/\XA9ATiERE 2019-02-26 00:44:25, {ER2itHE5EIRY Date R UTC+0 B9H
HARZ 79 2019-02-25, A= 2019-02-26.,

o Timestamp ¥ RE2HERFKNIE, BERERFARDNREREIRZELSR, MREEESRD %
EXM, R KEARTRERERZ, aSBiEiT—EBIEE, BRYEXM, BEEZTHE
i=o

R RN, REIPERINFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%9al13bdab201d63ee709638e2749d62a09cal8d7031

3.iHAEZ (D)

secretDate := (date, "TC3"+secretKey)

secretService : (service, secretDate)

secretSigning : ("tc3_request", secretService)

IRIFRE: BR=ItE (It ) BRSEATF 5554 H159]



O BAS =AP!

signature := hex. (string2sign,

secretSigning)))

fmt . (signature)

IREHAIZEE SecretDate . SecretService Hl SecretSigning BHEHIREEE, NIREESAAFTEIE
F, IEFRRPESER.

FREM R

)s/ecretKe [FH40Y secretKey, BI GuSt 9XGAR* *** %% x % * * *EXAMPLE o
date BD Credential #f9 Date FERISE(FRERTE) . LERBIBYES 2019-02-25 ,
service BP Credential $fY Service FEIER . WRHIEBEA cvm ,

“bﬁ{y“ﬁ-ﬁ%%g 7204 94@a8x*kh kkkk kX kkkkkkkkkk Xk kkkk kX kX kkk kk kX kx***306525168 4

4, $#1%& Authorization

BRI T8 HE Authorization:

authorization :=
Signature v
algorithm,
secretld,
credentialScope,

signedHeaders,

signature)

(authorization)

FERAMR fRRE
algorithm BL/AE, EEM TC3-HMAC-SHA256 ,
secretld Z4A33AY Secretld, B) AKIDz8krbsJ5*****x***x*m Px3EXAMPLE o

credentialSco

pe RLEX, EIEBE. WRFTELERE 2019-02-25/cvm/tc3_request o

signedHeader

s REX, 25FZ0LEMEE . WWRBIBYEN content-type;host o

IRIFRE: BR=ItE (It ) BRSEATF 5855 H159]



O BHS

E2&8H. BRFHTREERR

72e494ea8******************************************a96525168

signature

RIBLLERN, FEIPSEIRES:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5****x*****x*m[ Px3EXAMPLE/2019-02—
25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:72€494ea8*~k****************************************a96525168

REASREARERINT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJ5********++m[ Px3EXAMPLE/2019-02—
25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature:726494ea8*~k****************************************a96525168
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap—-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}

5. API 3.0 #®& V3=l

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
o g

"time"

n n

os

(s string) string {

sha256.

IRIFRE: BRzITE (165 ) BRSEAS $56 H159]




return hex.

func (s, key string) string {
hashed := hmac. (sha256.New, [] (key))
hashed. ([1] (s))
return (hashed. ) )

func

secretId := . ("TENCENTCLOUD_SECRET_TID")

secretKey := os. ("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"

canonicalURI := "/"

canonicalQueryString := ""

canonicalHeaders := "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n"

signedHeaders := "content-type;host"

payload := " {"Limit": 1, "Filters": [{"Values":
["\u672a\ub47d\ub40d"], "Name": "instance—-name"}]}"

hashedRequestPayload := (payload)

canonicalRequest := fmt. "$s\n%s\n%s\n%s\n%s\n%s"
14

httpRequestMethod,
canonicalURT,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

(canonicalRequest)

IRIFRE: BR=ItE (It ) BRSEATF 557 H159]




date := time. (timestamp, O). () . ("2006-01-02")
credentialScope := fmt. ("$s/%$s/tc3_request", date, service)

hashedCanonicalRequest := (canonicalRequest)

string2sign := fmt. ("%$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

(string2sign)

secretDate := (date, "TC3"+secretKey)

secretService : (service, secretDate)

secretSigning := ("tc3_request", secretService)

signature := hex. ([] ( (string2sign,
secretSigning)))

fmt . (signature)

authorization := fmt. ("%$s Credential=%s/%s, SignedHeaders=%s,
Signature=%s",
algorithm,
secretld,
credentialScope,
signedHeaders,
signature)

(authorization)

curl := fmt. ("curl —-X POST https://%s
"Authorization: %s"

"Content-Type: application/Jjson; charset=utf-8"\
"Host: %s" —-H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version: %s"\

"X-TC-Region: %$s"\

'$s' , host, authorization, host, action, timestamp, version,
region, payload)

fmt . (curl)

2. 3XEY API 3.0 V1 [R&E#

IRIFRE: BR=ItE (It ) BRSEATF 5558 #1159,




(%) - iiit= =

BR®GiE VI WEZH, ERMENZSUHFMERGE v3, EFERERGE v3.

A FR:
BEURIERY, FiNER AP| Explorer Ry “ERHBERL” TheE, EEFEERRASA “API3.0EE V1Y,
AJLAEREREIEHTINNE, FHRHTHoREZESHZRITN, BaIBEREER SDK U8, #ZFERBR
= API BeER 7 MERNRIZES SDK, BEFRTESMEXKRIE, WEHE, X5 Python.
Java. PHP. Go. NodedS. .NET. C++,

LA=BRSZBEELAIFIE ( Describelnstances ) i5kAHI, HAPERX—EOR, HiERkSHAIENT:

SHBR 2234 SHE
Action B3 Describelnstances

AKIDz8krbsJS5***xx*xxxxxxp

Secretld Z$AID S
Timestamp HEuRtiaE 1465185768
Nonce REMNIEEEEY 11886
Region SEIPRE X ap—guangzhou
Instancelds.0 FEiIarYEs ID ins—09dx96dg
Offset (RizE 0
Limit =P R T ] 20
Version EORES 2017-03-12

1. NSHHR

BB RSHIESHINFHR ( ASCII3) AFHRF.

A FR:
o RIRSHBHTHIR, SHERISYNEIE, FE&5LXDNM,
o ¥& ASCII 1BLEbX)y, 0 Instancelds.2 EHEE Instancelds.12 B, F2EFEx, LFA2KRE
B, APALMEERIZES PREXHEFRERSEIIX—I08E, 20 PHP BaY ksort EREl.

LR RHISHAHIFERINT:

'"Action' : 'DescribelInstances',

IRIRERE: BR=ITE (1bF) BRSEAE $559 H159]


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

(%) - iiit= =

'"InstanceIds.0' : 'ins-09dx96dg',

'Limit'

'"Nonce'

EREFRZIHES AN, X EERAIPISHETHIR, SEINER—EET,
2. HHEREIERER

WEBERIERFMATE, SIBL—SHIFIFRESKRSEEINCR “SHIBM=28E" I, 1% Action 2,
BB "Action" , S8EH "Describelnstances" , EELEHA
Action=Describelnstances .

A FE:
“SEE” HEWETIE url KBEEES

AEBEACENSISHA"& " HEE—E, REEMNERFFHA:

Action=DescribelInstances&InstanceIds.0O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5*** *x*x*x x4 Px3EXAMPLE&Timestamp=14651857

68&Version=2017-03-12

3. R ERFHH

L REMZEBENFTR. EREXFFHREUATSEIIR:
1. IBKGiE: 25 POST #l GET 50, XEfER GET 5K, EBHZEALKE,

2. i5KkEH: BEXZMFIFIZ (Describelnstances ) BiERHZH: cvm.tencentcloudapi.com o SERRAY
BRI ZIRIBZOMBERNFARRAR, FRSEORA.

3. IBKIEE: HRRE=APIRERIEREER / -

4. {ERFFH: B LE—PERRISRFFSR,

BRFEEPHEING: ERAE + EREN HEREE + » + BRFGSR

EIRBHESER -

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 5560 #1597
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guangzhoué&Secret Id=AKIDz8krbsJ5* * * ¥ x x4+ **q[ Px3EXAMPLE&Timestamp=14651857

68&Version=2017-03-12

4. itHEE (W)

EBREREER, B%ER HVMAC-SHAT EiZX L—2ShiRBHERRNFHRHETES, ARISEMNES
(A Base64 #1743, BIAIRISERH

hashed := hmac. (shal.New, [] (secretKey))
hashed. (buf. ())

(baseb64.StdEncoding. (hashed.

5. RNRAERHREIBR

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

ZISRIRYERBA:

https://cvm tencentcloudapi.com/?
Nonce=11886&Secret Id=AKIDz8krbsJ5******xx x4+ Px3EXAMPLE&Limit=20&Version
—2017-03-

1280ffset=0&Action=Describelnstances&Timestamp=1465185768&Region=ap—

guangzhou&Signature=E1iP9YW3pW28FpsEdkXt%2F%2BWcGeI%$3D&Instancelds.0=ins
-09dx96dg

FEREMm fER
endpoint BRS3Hbht, HIE0: cvm.tencentcloudapi.com

API 3.0 €& V1 FEREIEOSEY, R XEFEZSIHTENESLAREIREININA

data data #,

O EE:
HFREIPHNZAZEDN, HEEEFERSFLFIATE, FELNRISL url FEEERITHEERE curl
EHLAARSEEEMER: 258, ATEI—MAUESEEREN url , SEESRHIFH
Secretld #1 SecretKey AESHIZFH, HERRXRFZRATBEIES Timestamp,

IRIFRE: BR=ItE (It ) BRSEATF 5561 #1595



(%) - iiit= =An

ATERFRENFREREE, THM Go iB5H6, B LANEZIERMFLI. ERNES .. FANEOMSHR
EE#MIL LirERdEAE, ABRABEREREE, RS8R, LFARBEREMER SDK .

6. EZERRDG

ERNEZBHARERENBERSY, SENHHETT URL &,
ME—SERRHERRBRS ElirrrrrxsrxsxxsxxiscGel= , REGHNBZZHBFRSH (Signature) B:
ELiP**kkkkkkkkkhkkkkxkkkxk*k*xaT$3D , E*gm}ﬂzﬁzsgﬁgiﬁ* URLO

A EE:

o MBRAPKIEKRAER GET, sk&iERAEH POST RAF Content-Type 7 application/x—
www-form-urlencoded, W&iXiERIIFABERSHNEDIZTEMN URL Hi3, SHEN=-FSF
FEHRB. IE ASCIl Z=HFE URL HIBAIFES.LL UTF-8 #1748,

o BUREESHINEESBIMARESEIHT urlencode, TEXMIBERT, MAEENEZRIHT
URL 437, BU#AR URL RIBESHEZEM .,

o Hits¥EBREEHITRI, REOFXA RFC 3986, A wxy MEFHEEHIMIRFHITES LR
18, Hh x 1 v A+AHEER (0-9 MASEE A-F) , ERINSIEEIRER.

7. API 3.0 & V17fl

A ER:
LW RENTEEZ IS, NBREREBERSB, BEESH params Bl L FTEASEINESEE.

package main
import (

l’}:}}]t‘e S n

"crypto/hmac"

"crypto/shal"

"encoding/base64"
"net/url"

"fmt"

"sort"

(I ||
0o

secretld := o ("TENCENTCLOUD_SECRET_ID")

IRIFRE: BR=ItE (It ) BRSEATF 5562 #1159,


http://tools.ietf.org/html/rfc3986

secretKey := oOs. ("TENCENTCLOUD_SECRET_KEY")
endpoint := "cvm.tencentcloudapi.com"
params := map[string]string({
"Nonce": "11886",
"Timestamp": "1465185768",
"Region": "ap-guangzhou",
"SecretId": secretld,
"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": "2o",
"Offset": "o",

buf bytes.Buffer
("GET")
(endpoint)
("/")

("?H)

([lstring, O, (params) )

:= range params {

(keys, k)

(keys)

= range keys {

keys[i]

(params [k])

("&")

(buft. () = 1)

hashed := hmac. (shal.New, [] (secretKey))
hashed. (buf. ())

signature := base64.StdEncoding. (hashed.

fmt . (baseb64.StdEncoding. (hashed.

IRIFRE: BRzITE (165 ) BRSEAS 5563 H159T]




final_signature :

= AP

url. (signature)

fmt . (final_signature)

o=t S

FHEUTERXWAIEIRD, BIRESCIRIERSEE,

tHIRMS

AuthFailure.Signatur
eExpire

AuthFailure.Secretld
NotFound

AuthFailure.Signatur
eFailure

AuthFailure.TokenFai
lure

AuthFailure.InvalidSe
cretid

BEIESR
IFfRIBEISR

HEIRTEA

ERBEH. Timestamp SiRSFEEEERIIEBERSESHDH.

ZRFFHE. RAENSEERAREHRER, BREVENTENNESTF
Fo

FEREIR, THEERTEER, AESEZ5XMREENNSFEETS, BE
AJgERF A SecretKey BIRSEEI.

GEHER Token $EiR.

ZBEE (FR= API Z$H3EE ) o

LA=IRSSRANEOEELHIASSIE ( DescribelnstancesStatus ) 2017-03-12 krAJaf5l, &iEBRIh, H

ATRERSREIAN T/

(1,

: "b5b41468-520d-4192-b42f-595cc34b6clc”

o Response RHEMEH Requestid ZEIEMIFER, TILIBERMINEE, RE APILET, NHBERIRE,
o RequestId FAF—4 APl ERIIE—IRR, MR API HIBE, TJLABRF(], FiREiZ ID REREE,
o BRTYBEEMNFERI, ERBUABGEOENNFE, FARENEZEOMRENFES RIEOXEPREN . LHIhag

TotalCount ¥l InstanceStatusSet 133 DescribelnstancesStatus EZOEXMFE, BT EARIE

IRIFRE: BR=ItE (It ) BRSEATF
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REAPEERBERMRSSR/EH, Et Totalcount FEULIERTRIRENES 0, InstanceStatusSet
SIRA=,

HREELSR
SEMKNY, HEEEFAMTR:

=

: "AuthFailure.SignatureFailure",

: "The pr d credentials could not be validated.

Please check your signature is correct."

y

: "ed93f3cb-£35e-473f-b9f3-0d451b8b79c6"

o Error RIHIMARBZBEKRFAAEY . Error FERERHEMEI code #l Message FERTERAMAXMAEY
EYEIREM.

o Code FRREMFHIBRIEIRIG, HiSKREERAILASGIREZERBEATERIGHHEHEON NAYEIRIETIRE
EEHII N REFIRRSG R

o Message BRHETRXMERRENERERE, EEISERRFEMNL, WXFUTRSEERGTELEH,
FARARRAREHX MR EE

o RequestId FIF—4 APliERMIE—IFR, MR AP HEISH, FUABRRA], FHREEZ ID RERDHE,
AHEIRG

IREIZEEFPINEFE Error FER, WERTFEA AP| #O%K ., Error B Code FERERTFIEIRIG, FABEISSER
BEB AR A A HEIRIY, TRIIHT AHEIRE,

fEi=S iR
AuthFailure.InvalidSecretid Z43E% (AR AP AR )
AuthFailure.MFAFailure MFA {8i%,

AuthFailure.SecretldNotFoun

d ERRFE,

AuthFailure.SignatureExpire BERIIH,

AuthFailure.SignatureFailure HZREIR.

IRIFRE: BR=ItE (It ) BRSEATF $565 H159]



O BAT

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOp
eration

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

IRIFRE: BR=ItE (Ib5R) BRSEAR

token {&i%.

iBRKEK CAM #E1i,

= API

DryRun 1&{F, {FRiEKRIEL2HINA, RE2S(ET DryRun &

o

BRI

PIEBEEIR -

BOFEFE.

SHIEIR

SHEEEIR

B ECEPRS -
ROSEEIR
BORATREFE.
IERANREES 7 IRERIRE] o
FiEB AR

HRTE

BREAFHE

FiEATRA.

HRIEURIE

RINSEEIR

BRERSS .

HTTPS i&RGZEIR, R32#E GET #l POST 5K,

BOFRSZISFREtE

£566 1597
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Java API

mIEE#AYE: 2024-09-14 10:28:51

f&iflz= APl Explorer B32#5F Java APl EANIBRIBEIZIERL, E0ILAFIA Explorer HRIEREUENILES, &t
FRIZIE. LATEE3 Java API EBAYIEMRAR .

TBEREHS
1. BRS3iteht (endpoint)

API| ZiSHEMgIEN (FlE0: cvm F=@RI%EEH cvm.tencentcloudapi.com ) , B3ZIFEERIHSZATE
(fFgn: roMibiaoEE® 73 cvm. ap-guangzhou.tencentcloudapi.com ) » JirmzigitiEARE, BiFas
EFmiEntbigsIER. G, =RSZ\[UISH bk

A ER:
FIRIRESRAGIVSS, BIUETEREAES .

2. {EEhY
BZ AP FFEIEORA HTTPS AR#TER, RESZSNEEEE,
3. WRGE
R HTTP iBR75i%:
POST (##)

GET

POST i&XK3z#F89 Content-Type 38:
application/json (%) , ¥REAEEAZE v3 (TC3-HMAC-SHA256) .
application/x—-www-form-urlencoded, #R{EREEHE v1 (HmacSHA1 5% HmacSHA256) .
multipart/form-data ({X&Ba#E0O%F) , BRERFEERSE v3 (TC3-HMAC-SHA256) .

A #EE:
GET i5KaiEREBAX/NFEiI81Z32KB, POST i&REAZES% vl (HmacSHA1.
HmacSHA256 ) BIARE#8i31MB., POST i5k{EAERAZ v3 (TC3-HMAC-SHA256 ) BIEX
¥H10MB,

4, FHHB
HYER urtr-8 4RES.

2HBY

IRIFRE: BR=IE (16F) BREEAR 5567 H159]


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

O BAT

= API

ARSHEATHABFHEOSENSY, SRERURSEHRLSY, TRERERER.
FERBiE V3 2teH

E#E%E v3 (BREFRME TC3-HMAC-SHA256 ) tHLbE®GE v1 (BEXIEARESER ‘E8F% ), &
RE, XIFEARBERE, 25 POST JSON &80, MEER—ERH, HEERZER|RRETREER. EABE

RFX “BEBFENE’

=

3 W

X-TC-
Action

X-TC-
Regio
n

X-TC-
Timest
amp

X-TC-
Versio
n

Author
ization

Inte
ger

Strin

Strin

[l

[l

[l

IRIFRE: BR=ItE (It ) BRSEATF

fid

IRERNZEOSIR. BESEEOXEPRASHLHSE Action AR
BH. BlaN=pRs3e2a9ERSERIFIFRIZA, BUYEH Describelnstances.

sS4, ARFRFEIRENAEHOEE, EOESHONREESE
EOMEPEMASH LS H Region MK, R REEROFRERE
BiZ2, BAMEPSILERE, WHEESEZSHBTeE
Bo

280 UNIX Bdial&, mlicR%&iEE APIiEKYRTE. 1401529223702,
R MRSRSSRHEHEESEEDM, S5IRERTMER.

RERY API BIRRA . BUESERONERASLHSE Version BYiR
BB, BlaNZ=ARSS22RIMRA<2017-03-12,

HTTP {RESIAIELEBFER, fldN: TC3-HMAC-SHA256

Credential=AKIDEXAMPLE/Date/service/tc3_request,

SignedHeaders=content-type;host,

Signature=72e494ea8******************************************a

96525168

Hrh:

e TC3-HMAC-SHA256: &&Ai%, BaiBEENZE.

e Credential: £8%iE, AKIDEXAMPLE 2 Secretld,

o Date 2 UTC {riESiERIBHE, BMEREZNAHSH X-TC-
Timestamp &Y UTC RS EIBEI—2.

e service ArFm®E, BEAEEE, HlaNi®Z
cvm.tencentcloudapi.com BEEECRABE cvm . AFFmEUE
7 cvmo

o SignedHeaders: £5%&itHBILEHMEE, content-type
host J9ui%ELER.

o Signature: EEWHE, HREIEFR T,

£568 159



O BAT

= API

X-TC- Strin - IEASEBFRAE Token , BEESIGRIZA—EMER, IGRTZEAT
Token g - Token BEZNHIEERSARZEORKN. KEZHARFE Token,
BREZE V1 23t2l
FEEZEAE V1 (BRLE HmacSHA256 1 HmacSHA1) , AR S¥EER—RFiEKEH,
<> 1 M\ S,
S SRy . ik
1%
Strin BENEOSTR, ESEFEEOMXEPRASHAHSE Action BYIR
Action = BB, FlUN=ARSSEEHIEIASLHIFIFREOD, BUER
g Describelnstances,
il 28, BRIRREEIREMNREREE. BOESHbEEES
Region Strin ~ EEOXHEPEASEAHESE Region BUiRAE, & REROFE
g BERZEH, BOERSIISEIIRE, WHEEERZSHER
SEH.
Timesta Inte - %80 UNIX B3ia&, alicR&Ee APl iERE9RTiE . Flan
mp ger = 1529223702, MBSHFDEETA, LIRS THIEE,
Nonce I;(:? = BEHLIEEESE), 5 Timestamp BEX&ieR, AFMHLEERIZE
Strin £ =APIZ$H LHRBEIRRBDEY Secretld, —1* Secretld IR
Secretld = —H9 SecretKey, i SecretKey SRFRERKIBEKRESR
9 Signature.
Signature Strin = BRES, BREEIRERNEGEN, SERPIRIESCIFIMASE
g ITEEY ., BAHEREZERTY “B8FENEA”
Version Strin o 1RERY API BORRAE . BUESEZONERASAHSE Version Al
g = BH. BIENZBRSSEAIERA2017-03-12,
Sianature Strin 25, BaiiF HmacSHA256 fl HmacSHA1., REIEEIS
Mztho . & % HmacSHA256 i, ##F HmacSHA256 ERiIES, &
° H5R19MER HmacSHAT RIFS S .
Token Strin . IEAHIEBFRAA Token , FEESIGATEA—EER. IGAIER
g - Token EEZHIAEERSAMEORKN. KPBZHFEE Token o
Hhisk5Ze

BFSINFREFEAR, BFFEESES~mMEPtbERSIxR.
fuan, ERILASERRSER/AY HETIEE

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/capi

(%) - iiit= =

Java AP| @B

Biflz APl S8 MER#ITEMIGE, APSFEFEARSEIE, S ENSEHERHTES

(Signature) , 8MERBBFEELAHIERESYPIBEEZEBERHLMEEN A B RIEIBK.
iR Secretld 1 SecretKey 7382 AKIDz8krbsJ5*********x*mLPx3EXAMPL Fll

GUSL9XGAR* ** ** % xxx *EXAMPLE , FAPEBEEI MEZRSZBEN “KHa” HENKS, REE—FHIE.
MiEKeIEES -

-X POST https://cvm.tencentcloudapi.com \
—H "Authorization: TC3-HMAC A256
Credential=AKIDz8krbsJ5*****x*x**+m] Px3EXAMPL/2019-02-25/

SignedHeaders=content-type;host,

Q * * % K * * * * * % * *20KED ~Q
4’_‘a * k% k k% Kk * * * * * * Kk k Xk % * k% % * * * K% K% % * kX Kk % * * Ci9hr)gi510b"

Signature=72e49 5
"Content-Type: application/json; charset=utf-8" \
"Host: cvm.tencentcloudapi.com" \
ibeInstances" \
1551113065" \
2017-03-12" \

ap-guangzhou" \

"Filters": {"Vsa es": \u672a\ub547d\u540d"], "Name":

$B1: RFREFIE

ANERANZLFTIENE, ZAEIE Secretld #1 SecretKey. B1MHARPRSTLUBEHEIEHA
o Secretld: BF#riR APl ARES, vJLAESEELIBRE,

» SecretKey: FTFIGIE AP ABEERSH, TLAERIELLAZEE.

A ER:
AR AFERRERSESIE, BetsE, FUSERUTRE ., NElE, BuAZERZZLEIL,

HIfE AP| ZiAEIE WE, BPRI#ITIREL. N TFERR:

IRIFRE: BR=ItE (It ) BRSEATF 5870 #159T]


https://console.cloud.tencent.com/cam/capi

(%) - iiit= =P

APIFZSHERE T AP {EFISCHY 2

O =eRR
* 1589 AP| BRARENKS SHAFTABENRER, ERBRZ AP AIMREER THREBASER.
* ATEMMFERS RS2, BREREFIEHERRS, B2BIEFTARX (0 GitHub) LERFEHNZMNEHRER. BRIVESRRSIRERR 2
© EBEIRA TLS (R2MEWENN) ABE API ERERE, RIUER TLS1.2 RIALRE
 FEABHEERAR (KMS) ARBHH—SRIPAPIZS, BARSY, HATSEKMSRIPEARETE 2

® @EBRR
* GAPIZHRMEBAZ APHERNERZIE. ATERAREAZAPI 2 NERES, EEEREREE 2

© BRI EERE—RERRABAT API_v3.0 $EOMMIE., WHEREHRBMIMETER, MEREESTEERAMRES.
© ARMEBEIROXG, 52023F11A30HE, MAFEKS. FHKSHNEH, XAESecretkeyIINEE, RIFELIRNEE, HRAIRTFSecretey.

APPID 2] Bl RiEThIEA 8] RE BRiE
vvvvvv 3 Secret! - . .m,m.!«“wwfﬁ 2023-08-23 16:31:47 2024-02-29 15:26 eRf B EZhEER
——_ Secretld. — - N e 2023-12-19 15:05:43 2023-12-19 15:09 EER B EZHECR

A ER:
PIHMEZAMEBRINIE, H2023F118308#E, MAEEKS . FHKSHIFE, XiHEf SecretKey
BIIhEE, (NZISTECERESE, BRIMRE SecretKey,

2.

1. 3REX API 3.0 V3 [R$ER

#®/7%i%E v3 (TC3-HMAC-SHA256 ) Thgt EBE T LARIBIERGE vl , MEERSE, SFERRIER, 35
JSON #&=t, taeE—EiRH, HEERZE|RLETEER,

m Q = = 1=

fiBsw | =2RA £334m SR8l ERE

E2EER BEEEEST | APIOEEW v
; s e 2 _. . API 3.0 58 v3
APISDEZERS MERTERER R, BReUPOSTRIER AN, RERZEENE, HESSEEAE, BRNEEE—EL 4p 3052 v

EZEVED (BUEETHN, EECIEEEREITERENE) APl 20 B8

IRIFRE: BR=IE (16F) BREEAR 71 #1593,



(%) - iiit= =An

A EE:
BELRIERD, BNER API Explorer Ffy “ERBHBER" haE, EFEEZMRAHS “API3.0EZ v3” ,
AILAER R R IEHTIOE, thEEER SDK ({18, HEFEAEN= API REN7THERNRIZES
SDK, E&£fRTEFMERIE, YWEHR, Z#F Python. Java. PHP. Go.
NodeJS. .NET. C++,

= API 325 GET #1 POST i, 3F GET A&i%x, R3%#F Content-Type: application/x—www-form-
urlencoded Y&z . 33F POST Ai%, BHaiZ#F Content-Type: application/json LA Content-
Type: multipart/form-data Fmf#HYEN, json BREASEIEZOIZE, multipart BRXRBFEEOZ
15, MWENZEOAREERERA json t&UAR, SE8MFWSEONIE R, #EFER POST 5k, BARENERHA
ETER, {8 GET KR ZIF32KBLABRIIERE .

THEI EELAI7E BEORG, PEBNEEIMNITEIRE. RiIEFZEORER:

1. =IRSB[|EVACHIE, ZEORER.

2. ZEORREN, FaMENERFIIRES.

3. EOBSISsHEMER:, AINETRE S FUIRSRYEABINTER.

1. PHEREIBRS

CanonicalRequest =
HTTPRequestMethod + '"\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FERER fRR
P TrReauestM WTTP mskrsiE (GET. POST ) o GRGIBUES 2051 .
CanonicalURI URI 2%, API 3.0 EERERHL (/) -

& HTTP i5k URL hRIEO=FFE, XF POST ik, BEA=ZFFE"",
F GET idKk, WJ URL higs (?) EEMNFFEARS, Fin:
Limit=10&0Offset=0, i¥&=: CanonicalQueryString FE£% RFC3986
i#1T URLEncode, F#& UTF8, I ERARZESINEE, IBISHFEFIIE
wig, KB,

CanonicalQuery
String

CanonicalHead S5&%2RLEMER, ZELVEE host #l content-type A4 k&8, tBETIIABRE
ers YRS 5E B INEESESERIE—ENLLMt., HHENN: L3 key
value Zi—¥pi/\S, HXIFERETH, %8B key:value\n ExXHHE; S LE0,

IRIFRE: BR=ItE (It ) BRSEATF 72 H159]


https://cloud.tencent.com/document/product/213/15728
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://tools.ietf.org/html/rfc3986

(%) - iiit= =

1RERSLER key (/NVE) BY ASCI AF#EITHHE . ILRAITHERRE
content-type:application/json; charset=utf-

8\nhost :cvm.tencentcloudapi.com\n

o **iE&: content-type YIFIEFRZIZAIEFN S, BLRIZIESMSERER
RERSBMRI charset (B, MREZFNEIEHF—, BRSBEREZZRK
kW, **

S5ZZRLEMER, RIBREREMLLES5TES, Ml
CanonicalHeaders 8&RILEPRER——XIRAY, content-type #1 host 75
WIESLER, HHEHIN: LEB key A—EERNS; B41LEB key (/NVE) #2ER ASCII
ARiTHE, HEUSS (;) 28, WaflH content-type;host

SignedHeaders

iERIEX ( Requestpayload, BP body, Wta=Fljs
{"Limit": 1, "Filters": [{"Values": ["\u672a\ub47d\ub540d"],
"Name": "instance—-name"}]}
) BIRFHE, iTEHKIEH
HashedRequest Lowercase(HexEncode(Hash.SHA256(RequestPayload))), Bpxd
Payload HTTP iEKIEX( SHA256 I5%, AR+ idHRmE, RERIBREERNSF
B8, 3F GET i&X, RequestPayload BEIEAEZEFH, IRFITEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6289887£1398934F

064

o

R RN, REIPEEIRIEIRRBUT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content—-type;
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£7£6e89887£1398934£064

2. HEREEFHHR
BN EHIRSE TS

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

IRIFRE: BR=ItE (It ) BRSEATF 5873 H159]
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FEREM R
Algorithm #EHEE, HAIEE TC3-HMAC-SHA256 ,

RequestTimest iERAJiEE, BPERLIIIATESEH X-TC-Timestamp BUE, BI=piRdiE)
amp UNIX BJialgk, #StREfb, tRFIEES 1551113065 o

EIEBE, 18U Date/service/tc3_request, B8EHEA. FRERAIIRSZFNLLL
CredentialScop FHH (tc3_request) . Date 3 UTC fREERERIEM, ERENAHSY
e X-TC-Timestamp &HAI UTC iRERBRE—; service A=Rm&, BHRS5

ARNFREE—H. IRFHESERE 2019-02-25/cvm/tc3_request.

RS BREHEFRSIEIERBNIEHE, HHEHRBER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). Ltxflit

. +
HashedCanonic HERRE
alRequest 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d?

031

o

O ERE:

o Date %/RMAETEE X-TC-Timestamp i+HEE, BIIXA UTC+0, MNRIMARZAFIBAITXE
B, fINFEN\X, 8$SHaXig LERKI, BERESIERYERK . RigidiEgth
1551113065, E5&/\XA9ATiERE 2019-02-26 00:44:25, {ER2itHE5EIRY Date R UTC+0 B9H
HARZ 79 2019-02-25, A= 2019-02-26,

o Timestamp ¥ RE2HERFANIE, BERERFARDNREREIRZELSR, MREEETHD TS
EXM, MR KEARFRERERZ, aSEiEiT—BNEE, BRUEXM, BEEZTHE
i=o

R RN, REIPERINFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%9al13bdab201d63ee709638e2749d62a09cal8d7031

3. itHER (hRWB)

Key = "GUStOXGAR****x**xx*x*xx*xEXAMPLE"
secretDate = (("TC3" + SecretKey). (UTF8), date);

secretService (secretDate, service);

secretSigning (secretService, "tc3_request");

IRIFRE: BR=ItE (It ) BRSEATF 574 H159]
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Converter. (secretSigning,

stringToSign)) . ();

em.out. (signature) ;

IREHAIZEE SecretDate . SecretService ¥l SecretSigning RBHEIEVEUE, SJE@ESAATENE
F, SEARERPEZER.

FEREMW R

SecretKey [Fi5HY) SecretKey, Bl GuSt 9xGAR***x**x*** *EXAMPLE o
date BP Credential H#Y Date FERIER. MWRFIEMES 2019-02-25 o
service BD Credential 9 Service FERIER . WRHIBUES cvm

ﬂbﬁﬁu-ﬁ-%gﬁ%g T2e404@a8* k* xkkkkkkxkkkkkkkkkkkkkkkkkkxkkkkkkxk*k***306525168 o

4. BHiE Authorization

RINTH8 1 Authorization:

'Signature=' + Signature

FEREMm R
Algorithm BRBE, BEIEN TC3-HMAC-SHA256 ,
Secretld 24APRY Secretld, B) AKIDzS8krbsJ5*******xxx*n,Px3EXAMPL o

CredentialSc 5 v eiem, WREIHEERE 2019-02-25/cvn/te3 request

ope

Z{g”edHead REY, B5EGHLIER . HRHIEMEH content—type;host o
_ BEME, IRHITEERE

Signature

726494ea8******************************************a96525168 °

RIBIALERN, FEIPESEIRES:

IRIFRE: BR=ItE (It ) BRSEATF 5575 H159]



TC3-HMAC-SHA256 Credential=AKIDz8krbsJS*******+*x*q Px3EXAMPL/2019-02~
25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:72e494ea8***k*k*k*k***********k*k*k*k**k*k*k******************a96525168

HEARENRAERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJ5****** 444+ ,Px3EXAMPL/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type; host,
Signature:72e494ea8******************************************a96525168
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}

5. API 3.0 #®& V3=l

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;

import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

~

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_S8;

private final static String SECRET_ID =
System. ("TENCENTCLOUD_SECRET_ID") ;
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private final static String SECRET_KEY =
System. ("TENCENTCLOUD_SECRET_KEY") ;

private final static String CT_JSON = "application/json;

charset=utf-8";

public static bytel[] (byte[] key, String msg) throws
Exception {
Mac mac = Mac. ("HmacSHA256") ;
SecretKeySpec secretKeySpec = new SecretKeySpec (key,
()
mac. (secretKeySpec) ;

return mac. (msg.

public static String (String s) throws Exception {
MessageDigest md = MessageDigest. ("SHA-256") ;
byte[] d = md. (s. (UTE8) ) ;

return DatatypeConverter. (d) . ()

public static void (String[] args) throws Exception {
String service = "cvm";
String host = "cvm.tencentcloudapi.com";
String region = "ap-guangzhou";
String action = "Describelnstances";
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1551113065";

SimpleDateFormat sdf = new SimpleDateFormat ("yyyy-MM-dd");

sdf. (TimeZone. ("uTc"));

String date = sdf. (new Date (Long. (timestamp +
"000")));

String httpRequestMethod = "POST";
String canonicalUri = "/";

String canonicalQueryString = "";
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String canonicalHeaders = "content-type:application/json;

charset=utf-8\n" + "host:" + host + "\n";

String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\":
[\N"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String hashedRequestPayload = (payload) ;
String canonicalRequest = httpRequestMethod + "\n" +
canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" +
hashedRequestPayload;

System.out. (canonicalRequest) ;

String credentialScope = date + "/" + service + "/" +
"tc3_request";

String hashedCanonicalRequest = (canonicalRequest) ;

String stringToSign = algorithm + "\n" + timestamp + "\n" +
credentialScope + "\n" + hashedCanonicalRequest;

System.out. (stringToSign) ;

secretDate = (("TC3" + SECRET_KEY) .

secretService (secretDate, service);
secretSigning (secretService, "tc3_request");
signature =
DatatypeConverter. (secretSigning,
stringToSign)) . ();

System.out. (signature) ;

String authorization = algorithm + " " + "Credential=" +
SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature="
+ signature;

System.out. (authorization) ;

TreeMap<String, String> headers = new TreeMap<String, String>();
headers. ("Authorization", authorization);

headers. ("Content-Type", CT_JSON) ;

headers. ("Host", host);

headers. ("X-TC-Action", action);
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headers. X-TC-Tim ; , timestamp) ;
headers. X-TC on", wversion);

headers. X-TC-R 0 region) ;

StringBuilder sb = new StringBuilder ();
sb. ("curl -X POST https://").
(" -H \"Authorization:
(authorization) . ("\"M)
" \"Content-Type: application/json; charset=utf-8\"")
\"Host: "). (host) . ("\"")

X-TC-Action: "). (action) . ("\"M)

(version) . ("\"™)

(region) . ("\"")

(
(
(
( X-TC-Timestamp: . (timestamp) . ("\"")
(
(
(

("Vll);

System.out.

2. 38 APl 3.0 V1 IR&E#E
EE5E VI HESA, ERNENRSHERFNSESE v3, BEEAESSE v3.

A EE:
BEURIERY, FiNER AP| Explorer Ry “ER B4R TheE, EEFEERBRASA “API3.0EE V1Y,
AJLAERERIIEHTINNE, FHRHTHoREZESHZRZTN, BaTBEEER SDK U8, #ZFERABR
= API BeER 7 MERNRIZES SDK, BEFRTESMEXKRIE, WEHE, X5 Python.
Java. PHP. Go. NodedS. .NET. C++,

LA=BRSZBEELHIFIFE ( Describelnstances ) igkA6I1, SAFPERX—EOR, BEiERSHEAT8EMNT:

SHBMW 22574 S8

Action BiE& Describelnstances

Secretld %58 1D AKIDz8krbsJ5* *****x*x*m,Px 3EXAMPT,
Timestamp HEiAdiaEE 1465185768

Nonce REHLIEEEEL 11886

Region SEIPRTEXIE ap—guangzhou

Instancelds.0 FEIERISERI ID ins—09dx96dg

IRIFRE: BR=ItE (It ) BRSEATF 5579 H159]


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

(%) - iiit= =

Offset RiE= 0

Limit RAFiFEL 20

Version EORAS 2017-03-12
1. NESHHF

BARMBIERSHIESHINFHER ( ASCII3) AFHRF.

A FR:
o RIRSHBHTHIR, SHERISYNEIE, FE25LXNM.
o ¥& ASCII fBLEX)y, Ul Instancelds.2 EHEE Instancelds.12 B, F2EFEE, A2
B, AFPALMEERIZES PAECHEFRECRSEIIX—I08E, 0 PHP ®#Y ksort &3,

LR RBISHRHEFERNT:

"Action' :

'InstanceIds.0' :

'Limit"' : 20,

'"Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId' : '"AKIDz8krbsJS*******xx*x*m] Px3EXAMPL',

'"Timestamp' : 1

'Version': '2017-03-12",

EREFRIHESTAN, T LEROPHSEHTHE, SRNER—RET,
2. HHEREIER S

WEBERIERFFE, BIEL—SHIFFRERSEIBLR “SHBM=-28E" B8, M3 Action S,
HSHE#A "Action" , S8EH "Describelnstances" , EELEHA
Action=Describelnstances .

A EE:
“SEE" HBRWBETIE url KBEHE-

AEBEACENSISHA"& " HEE—E, REEMNERFHFHA:

IRIFRE: BR=ItE (It ) BRSEATF 5580 #1599,



O BHS

Action=DescribelInstances&InstanceIlds.0O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5* ***xx x4 **m Px3EXAMPL&Timestamp=14651

8&Version=2017-03-12

= AP

3. R ERFHH

I REMZERENFFR. EREXFFHEHEUATLSEIGR:
1. IBK¥GiE: 25 POST #l GET 5\, XEfER GET 5K, EBHEALKE,

2. iBERFEMN: BEEELHIFIFE (Describelnstances ) BIiEKIFEZA cvm.tencentcloudapi.com
KigZREZOFRRERNABRAR, #FRZEORA.

ERER: HAIRAZ= API REKRIBREER / -

iERFHFHR: B LE—ZERNSRFRS

BESRRIBHEMNS: ERGE + EREN EFKEBE + 2 + BERFEFS
REIRBHESER N

3
4
=

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-

09dx96dg&Limit=20&Nonce=118 Offset=0&Region=ap-
guangzhou&Secret Id=AKIDz8krbsJ5*** **x*x**x x4 Px3EXAMPL&Timestamp=146518¢
8&Version=2017-03-12

o SERRRYIE

4. HHES (HIREB)

EBREMESR, B%ER HVMAC-SHA1 EiEX L—ShiRBHERRFHRHTES, ABSEMNES

(A Baseb64 #1745, BIRRESRENEZH,

javax.crypto.Mac;
javax.crypto.

javax.crypto.spec.S

final String MAC_NAME = "HmacSHAL1";

ic final String ENCODING = "UTF-8";

IRIFRE: BR=ItE (It ) BRSEATF

5581 #159%



public static String Hm S HAlEncrypt (String s, String secret_key )
throws Exception{
byte[] data = encryptKey. ( ENCODING ) ;
SecretKey secretKey = new SecretKeySpec( data, MAC_NAME
Mac mac = Mac. ( MAC_NAME ) ;
mac. ( secretKey );
byte[] text = encryptText. ( ENCODING ) ;
byte[] digest = mac. ( text );

return new String(Baseb64. (digest)) ;

}
String secret_key = "GULOLIXGAR***x**x*x**x*EXAMPLE";

String s = "GETcvm.tencentcloudapi.com/?
Action=DescribeInstancesé&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5*** *x***x*x s Px3EXAMPL&Timestamp=146518576
8&Version=2017-03-12";

String Signature = new HmacSHAL () ;

System.out. (Signature)

5. RENAAERHREER

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

RESRIREREA:

https://cvm.tencentcloudapi.com/?
Action=DescribelInstances&Instancelds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5* ** *xxxx*x*q Px3EXAMPL&Signature=E1iP9YW3p
W28FpsSEdkXt$2F%2BWcGeI%$3D&Timestamp=1465185768&Version=2017-03-12

FEREW R

endpoint BRSSHbik, HI0: cvm.tencentcloudapi.com

data API 3.0 & V1 FrEREIEOSEY, ER XEFESHTENES IAREIRVIA

IRIFRE: BR=ItE (It ) BRSEATF 5582 #159]




O BAT =AP
data #,

O EE:
HRFREIPHNZAREEN, HEBtEFE2RFH0TE, ELINRFLEE url FEEEPITHERER curl
FHSAARSIREEMER: 213, ATEI—MILUESEREM url , FEEXRRHIPE
Secretld #1 SecretKey AESHZFH, HERRXRFIRTBEIES Timestamp,

ATERRENBREREE, TE Java iE5A6, B LAnERTERESIN, EReYEE . ARNEOMNS
HREEHIL LAEREEAE, ABRABEESILE, AFESERN, IFALRIBEREER SDK .

6. EZEBRDG

ERNEZBHTERRIENERSE, FEMNHET URL 43,
ME—SEMPBREBES  Blirrrrrxmxrixriiccel= , REGHREZHERSH (Signature)
FJ: EliP***x**xxxrxrxkxx*xx*xxx*x*a71%3d , SIFHFERREZNIEK URL,

A ER:

o NEARIIEKREZRE GET, Sk&iBEXKAEH POST RAY Content-Type 7 application/x—
www-form-urlencoded, W&iXERIFABIERSHNESITEMN URL &8, SEEN=-FSF
ZERIS. IF ASCIl F/FE URL RIBRIFES.ELL UTF-8 #1548 .

o BERIEESHNEESBMARE2EI#T urlencode, EXMIBERT, MATENEZRHT
URL 87, BWFEX URL RESSBEZIENY.

o Hit2HEBEEHTHRG, REBFRA RFC 3986, A sxy WEHZFHMNZHITES LR
18, Hep “X” # “Y” A+7Ri#EH=ZERF (0-9 IXE=8 A-F) , ERNEIE5IREIR,

7. API 3.0 & V17RHl

ort java.io.Unsu ‘ncodingException;

ort java.net.URLEn
rt java.util.Ra
't java.util.Tr
rt Jjavax.crypto.Mac;
javax.crypto.spec.Secre

ort javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private static String CHARSET = "UTF-8";

(String s, String key, String method)

(method) ;

IRIFRE: BR=ItE (It ) BRSEATF £583 #1599,


http://tools.ietf.org/html/rfc3986

cretKeySpec secretKeySpec
SecretKeySpec (key. (CHARSET) , mac. ());
mac. (secretKeySpec) ;
byte[] hash = mac. (s. (CHARSET) ) ;

return DatatypeConverter. (hash) ;

public static String (TreeMap<String, Object> params)

StringBuilder s2s = new

StringBuilder ("GETcvm.tencentcloudapi.com/?") ;

for (String k : params. ()) |

(k). ("="). (params. (k) .
}

return s2s.

public static String (TreeMap<String, Object> params) throws
UnsupportedEncodingException {

StringBuilder url = new

StringBuilder ("https://cvm.tencentcloudapi.com/?") ;

for (String k : params. ()) A

url. (k). =") . (URLEncoder. (params.
(), CHARSET)) .
}

return url.

public static void (String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>();

params. ("Nonce", 11886);

params. ("Timestamp", 1465185768) ;

IRIFRE: BR=ItE (It ) BRSEATF 5584 H159]




O BAT

= AP

params. ("SecretId", System. ("TENCENTCLOUD_SECRET_ID"));

params. "A

params.
params.
params.

params.

(
(
(
(
(
(

params.

params. ("Si

"ap-guangzhou"

"InstancelIds.O",

gnature", (params) ,

("TENCENTCLOUD_SECRET_KEY"), "HmacSHA1"));

System.out.

AP| 2.0 &

( (params)) ;

WEZMEARBEP, BIEALEEE APl 3.0 8, WHER, iSEERE AP| Explorer B SR RER >
iBEE API 2.0 EZRAHITIRE,

o=t 3

FHEUTERXWAIER, BIREIRIEREE,

FHi=03

AuthFailure.Signat
ureExpire

AuthFailure.Secret
IdNotFound

AuthFailure.Signat
ureFailure

AuthFailure.Token
Failure

AuthFailure.Invalid
Secretid

BEISR

IRIFRE: BR=ItE (It ) BRSEATF

Hr

Hix i

EREH. Timestamp SRS FEEERIIFEIEERSESHTH.

ZRAEE. RAENSEERAREHER, BREVENTENRESTF
o

BEER. THEEESITHEER, IEESS5IMEENATFETS, BET
gE2%4H SecretKey HIZSHM,

GEHER Token iR,

ZRIEE (FR= API ZiA3EE ) o

£585 H159]


https://console.cloud.tencent.com/api/explorer

(%) - iiit= =

IFfRIBEISR

LA=IRSSEAEOBFELHIAEFIZER ( DescribelnstancesStatus ) 2017-03-12krAB61, SEAMA/KI, H
AJEEAYREIMN T :

: "b5b41468-520d-4192-b42£f-595cc34bbeclc”

o Response MEMEPRY Requestid REEMNFE, TiCEKRKINSEE, RE APILET, MHESIERE,
e RequestId HAF— APl igRpIE—IrE, R API BMEE, JUBEE], FiRMiz ID KERERE,

o BRTEEMNFEN, BERUABRKEOENHFE, FARNEOMRENFES RIEOXEPEN . LHIhEg
TotalCount ¥ InstanceStatusSet i‘—]?ﬂ DescribelnstancesStatus EDESLE"J?E&; EET‘:EJH%%E
KRAPEINERB=IRSZEEEG, Bt Totalcount EMERTANREMEN 0, InstanceStatusSet
FFRB=,

HIREELSR
EEAKN, HEEEFATR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

Hy

: "ed93£3cb-£35e-473£-b9£3-0d451b8b79c6"

o Error RYHIMAERBZBEKRFAREY . Error FERERHEMERI code Fl Message FERERAAXWES
Y EIRER.

o Code FREMFHIBRIEIRIE, HiSKEERTILSGIREZERBEATERISHHNHEON NAYEIRIEBTIRE
EEHRINREFIERSG R

o Message BRHTEMERERENERFER, BEWSEEHAFRMAML, WXATESEERISFTERETN,
FBRAR KX AR ENE .

IRIFRE: BR=ItE (It ) BRSEATF 5586 H159]



(0% - iit= =

o RequestId FIF—4 APIIERME—IFR, MR AP HEISE, FWUABRR], FHREZ ID RIERDHE,
AHEIRG

IREIZEEAPUNEFE Error FE, WERTFEA API #O%K ., Error i Code FERERTFEIRIG, FABEISSER
EEHIAYE IR A AHEIRE, TRIIE T AHEEIRE,

5= fEiRA
AuthFailure.InvalidSecretid 2436 (A2 AP AR )
AuthFailure.MFAFailure MFA f8i%,

AuthFailure.SecretldNotFoun
d

BERAREFE
AuthFailure.SignatureExpire ERIIH,
AuthFailure.SignatureFailure EREIR.

AuthFailure.TokenFailure token §&i=,

AuthFailure.UnauthorizedOp

oration i5kF*k CAM =%,
DryRunOperation gryRun e, AFRBERBSEHINN, RESET DryRun &
FailedOperation BRIERM

InternalError REBEEIR o

InvalidAction EOXREFHE.
InvalidParameter SRR
InvalidParameterValue SHHERIR.
LimitExceeded B ECERpRE o
MissingParameter ROSHEEIR.
NoSuchVersion BEORAFFE,
RequestLimitExceeded IERAREEE T SRR o
ResourcelnUse BRB G
Resourcelnsufficient BREAE

IRIFRE: BR=ItE (It ) BRSEATF 2587 #1591



(%) - iiit= =An

ResourceNotFound BRAEFE,

ResourceUnavailable BREATH,

UnauthorizedOperation RIGHBURIE

UnknownParameter FRIMSEEEIR

UnsupportedOperation BIEARH.

UnsupportedProtocol HTTPS i5RGixtER, R32#F GET #1 POST 5K,
UnsupportedRegion FOARSZIFFriEbE .

IRIFRE: BR=ItE (It ) BRSEATF ££88 #159|



(%) - iiit= =An

Node.js API
T EFAYEl: 2024-09-05 16:17:31

f&iflz= APl Explorer 345 Node.js APl # AN BB NER, ZeJLAFIA Explorer HRIEIREUZANKEE, &
HFEIZE. LATE53 Node.js API EREYEMiIRAAE

TREBREE

1. BRs3itelik (endpoint)

API| ZiFFhiEtiEiEAN (H80: cvm FRiE&J) cvm.tencentcloudapi.com ) , tBZIFiEEgR5E
(0. r-petEkpdiEt® 79 cvm. ap-guangzhou.tencentcloudapi.com ) » FFmeiFtbiEARE, Bfa=
EFE @ EpithigsFR. fian, =IRS[ASH g1 .

A ER:
FIRIESURAYIVSS, BiIUETE T EAES .

2. BRI

ifR= APl BIFRBIEONEA HTTPS AXU#TEE, RUHSRLSUMNEEEE,

3. BRBGE

I HTTP i&K5GiE:
POST (%)
GET

POST i5k3z#F89 Content-Type Z8:
application/json (%) , ¥REAERFE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEEHZ v1 (HmacSHA1 sk HmacSHA256 ) .
multipart/form—-data ({X&o3#EO%F) , YREAERRZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RRIEREA/NFBi8iZ32KB, POST i&REAZEE5% vl (HmacSHA1.
HmacSHA256 ) BAE#Ei31MB, POST i&5K{EHAER A% v3 (TC3-HMAC-SHA256 ) BIZ#F
10MB .

4. FHHwD
HYER urtr-8 4RES.

2HSH

IRIFRE: BR=IE (16F) BREEAR 5589 #1159,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

O BAT

= API

AHSYRATIRRAFPNEOSZNSY, BRXEROFEETXESY, TRERREEK.

FRHE V3 ol

#EE/BiEv3 (BEHBIRME TC3-HMAC-SHA256 ) HLEERGE v (BENHATRESERERLE) , B
£, ZFERERE, 2 POST JSON &=, MrA—ERH, HEERZERFXITEER, FAKIER
TX “BBFENE” o

SHBWN

X-TC-
Action

X-TC-
Region

X-TC-
Timesta
mp

X-TC-
Version

Authoriz

ation

IRIFRE: BR=ItE (It ) BRSEATF

sems

String

String

Integ

er

String

String

~
4
2

5t

2]

fil

2]

[l

faid

IRERNZEOSIR, ESEEOXXEPRASHLAHSE Action BR
BH. BlIaN=iRsSE_aIERSEFIFIFRIZO, BUER
Describelnstances,

iS4, BARFAFEIZEMMBISRNERE. BOESHBREESE
BEOMEPMASHAESE Region BRI, T8 REEOFEE
fERiZed, BOMEPEIIAFERKE, WIREEREZESSEFaE
o

Ay UNIX BdiElg, mlicRA&# APIiERRIETE . $140
1529223702, ER: MRSESRMDHEEEISHHH, SRS
RAEIR .

BRERY API BORRAE . BESEZRONERASLHSH Version AYR
BB, BlaNZ=ARS522AIMRA<2017-03-12,

HTTP fRESHINELERFER, flal: TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SighedHeaders=content-type;host,
Signature=72e494ea8******************************************
296525168

Hrh:

e TC3-HMAC-SHA256: £&5i%, BriEENZE.

e Credential: E&%ilE, AKIDEXAMPLE 2 Secretld,

o Date 2 UTC tRERIERIBEE, BUEREMQAHSEH X-TC-
Timestamp &/ UTC tRERTEIHEI—.

o service Arrmf, BEAHZEE, Flank=
cvm.tencentcloudapi.com BEKEFREZE cvm. A=mEUE
fﬂ CVImo

o SignedHeaders: £5&ZitHRILEMER, content-type
host J9wi%ELER .
o Signature: EEHE, ITHEIEFEL T,

£890 #1597



(%) - iiit= =An

X-TC- Strin — IGAHERBFRFARE Token , BEESIGRIZA—RER, IR
Token 9 T Token BEIISISEBSHMEORN, KESHFES Token.
BREZE V1 23t2l
FEEZXEAE V1 (BIEHE HmacSHA256 1 HmacSHA1) , A SHEEZ—KEIEREP,
283 -3 02 .
iR
7 T
Action Str o BEREOSTHK. ESEFEOMEPEASHAHESE Action BIFEE. Fian
ing = SRS=EMEWSEFISIEED, BYES Describelnstances.
Regio Str it 2%, BARFAFHEIRENMEENEE, EONESINRIESEEONX
" in - BEPEmASEAHESH Region IR, EE: REEROFABEERZESN, &
g CSTRIPATILASRIAEE, IR EERES Nt RSN,
Timest L"t L 43 UNIX BHEE, THERAEE AP| SR, 111520223702, MRS
amp ef’ T MEREHEEIE A, SRS,
Int
Nonce eg = PBENIEEE, 5 Timestamp &R, BFHLERIE.
er
Secret Str o 1 =APIEH ERSIRRSHRY Secretld, —4* Secretld I RiHE—/Y
Id ing ™ SecretKey, i SecretKey £RRERIBERES Signature.
Signat Str o BERES, BERBIIWERNEEYE, TERPIRBLFINEASEITES
ure ing . BFHESEEITY ‘“SEEENE” .
Versio Str o RMERI APIBORRAE . BEMESEZEOMIEPAS2HSE Version BIHR, F40
n ing =RS®EMRA 2017-03-12.
Signat Str B&HX, BaisziF HmacSHA256 #1 HmacSHA1., REIEEIESEA
ureMe in B HmacSHA256 B3, ZF{#EA HmacSHA256 Si£I8iFEs, HitiERAER
thod 9 HmacSHA1 I8iEER .
Token Str ~  |EEHEBFRAER Token , FELSIGIIZEA—EER. IGATEHT Token &
ing = ESioSERSEREORE. KPEHAREE Token o
sk 5z

BFSIMTRFEAR, RISFEESEE~RMAEREII=R
fBugn, fEAILASERMRSSERAMY HbiEFIE= o

Node.js APl @A

IRIFRE: BR=ItE (It ) BRSEATF ££91 #1595,


https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/capi

(%) - iiit= =

Biflz APl S8 MER#ITEMIGE, APSFEFEARSEIE, S ENSEHERHTES

(Signature) , 8MERBBEEELAHIFRSHPIEEZERERHLMEENA ISR RIEISEK.
[RigFFRY Secretld 1 SecretKey 382 AKIDz8krbsJ5**********mPx3EXAMPLE FlI

GUSL9XGAR* ** ** % xxx *EXAMPLE , FAPEBEEAI MEZRSZHB/EN “KHa" HENKS, REE—FHIE.
iERaIgES :

—-X POST https://cvm.tencentcloudapi.com \

ibeInstances" \
"X-TC-Timestamp: 1551113065" \

12M \

"X-TC-Region: ap-guangzhou" \

-d "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}'

$B1: RFREFIE

ANERRILLZTIENER, ZFiHEE Secretld #1 SecretKey, 81 ARPRSULIREMEIIEA,
» Secretld: BF#5R APIABESD, aJLAESRELLIRRE.

o SecretKey: FFIGIE AP ABEERSH, TLAERSELLAEE.

A ER:
AR AFERRERSESIE, BettsE, FUSERUTRE, NElE, BuAZERZZLEIL.

BIfE APIZAEE WHE, BIA#HITIREY. WNTFEFR:

IRIFRE: BR=ItE (It ) BRSEATF 592 H159]


https://console.cloud.tencent.com/cam/capi

(%) - iiit= =P

APIFZSHEE 7 AP {EFISCHY 2

O ReRER
* 15 API BAR RGNS SHMFIAGINE, ERBAS AP| ATUREEE FRMERARER,
© HTEOMENRSRS, BEERENCEERTS, BVBIEEHR (1 GitHub) LEFEHZENTEES., RIVECSRRLGERER 12
« ERIEIRA TLS (REEWEDYN) WAS API HRLRE, RINER TLS1.2 RIX ERZA
* AEABAEERS (KMS) HABMH—SRIPAPIES, RARSY, FATSEKMSRIPEARETHE B

® @EBRR
* GAPIZHRMEBAZ APHERNERZIE. ATERAREAZAPI 2 NERES, EEENEREE 2

© BRAEREERE—RERRABAT API_v3.0 $EOMMIE., WHEREHRBMINRTER, MEREESTEERAMRES.
© ARHMEBEIRONEG, 52023F11A30HE, MAFEKS. FHKSHNEH, XAESecretkeyIINEE, RIFELIRNEE, ERIIRFSecretey.

APPID EH BUERAE IR ] RS i
...... 5 Secretl - o Blco@ 2023-08-23 16:31:47 2024-02-29 15:26 ERERA B EZHEHER
uvems_ 5o Secretld: N TR N RN 2023-12-19 15:05:43 2023-12-19 15:09 )=z B EZHEER

A ER:
PIHMEZAMEBRINIE, H2023F118308#E, MAEEKS . FHKSHIFE, XiHEf SecretKey
BIIhEE, (NZISTECERESE, BRIMRE SecretKey,

SH2:

1. XX API 3.0 V3 lR4+ER

#®/%i% v3 (TC3-HMAC-SHA256 ) Thgt EBE T LARIBIERYSE v1, MEERE, STHFEAMNER, XiF
JSON #&=t, taeE—EiRH, HEERZE|RLETEER,

m Q = = 1=

fiBsw | =2RA £334m SR8l ERE

E2EER BEEEEST | APIOEEW v
; s e 2 _. . API 3.0 58 v3
APISDEZERS MERTERER R, BReUPOSTRIER AN, RERZEENE, HESSEEAE, BRNEEE—EL 4p 3052 v

EZEVED (BUEETHN, EECIEEEREITERENE) APl 20 B8

IRIFRE: BR=IE (16F) BREEAR 5893 #159]



(%) - iiit= =P

A HEE:
BEUREERD, BNER API Explorer Hfy “ERHBER” haE, EFEEZmAHS “API3.0EEZ v3” ,
AILAE R BT IEHITIONE, B EIEER SDK K3, EEFERBN= AP| REN7HELNRZES
SDK, E&£iRTE|MiERIE, BEHR, Z#F Python. Java. PHP. Go.
NodeJS. .NET. C++,

= AP| 35 GET #1 POST 53K,
o 3WF GET Bi%x, RX#F Content-Type: application/x—-www-form—-urlencoded HH4& -
o ¥F POST Fi%x, BuisziF Content-Type: application/json kA% Content-Type: multipart/form-
data FHIHYER, json BXBXSEIZEONZF, multipart BXRBFEEOS, HAHZEOREERE
H json I8VAA, £ERBEWSIEONERE, #EER POST 5K, BARENERHETER, BGETIE
KAZIE32KBLARESERE
TEI EELAI7E EORG, PEBNEZEIMNITEIE. RiIEFZEORER:
1. ZRSHBEOACTHE, ZEOREM;
2. ZEORREN, F2ENERRFIIRS;
3. EOZESSHMERS, ERE S BIREMIEABINaTER.

1. PHEREIBRS

CanonicalRequest =
HTTPRequestMethod + '"\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREW 125

HTTPRequest

HTTP i&%k%5i%x (GET. POST ) ., tRHIBMEA POST
Method

CanonicalURI URI 2%, API 3.0 BIEAESHT (/)

&g HTTP 53k URL RHIERFHFSH, XF POST i5K, BIEAZFFHE"", WF
GET i&k, W URL #ialS (?) EEMNFHEFEAS, Fia:
Limit=10&0Offset=0, i*&: CanonicalQueryString 5E£% RFC3986 i#
1T URLEncode, Z#& UTF8, EEEAREESINERE, FMEEHFH%E%R
B, X5t

CanonicalQue
ryString
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https://cloud.tencent.com/document/product/213/15728
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://tools.ietf.org/html/rfc3986

(%) - iiit= =

S5Z2NLEMER, ELVESE host #l content-type FMLER, BRIMMABENX
LB E5ELIUNUESESFRIE— LT, HHEN: L3 key # value %
—iERINE, HEEBESIR, KRB key:value\n 18zUHHE; S LE0, REBSLER
key (/NE) B9 ASCIl AFi#{THE . LRFITEERR

CanonicalHea . . .
content-type:application/json; charset=utf-

ders
8\nhost :cvm.tencentcloudapi.com\n

o iEE: content-type “HFILIRLEIENS, ALREEESMEEREXRIEE
=B8RI charset (B, MREFJHNEREHFF—H, RSHBREZEZRIEK
U8

S5 2RLEMER, WIBLLXIEREMLLES5TES, #l CanonicalHeaders
SignedHeader BRI E—ITMNAY. content—type 1 host JowsikskER, HHEMM: sk
s 28 key —EERINS; B4 L8R key (/B 28R ASCIl A F#THIE, HEUSS
(;) PkR. WafBIA content-type;host

iBRIEX ( Requestpayload, Bl body, It
{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],

"Name": "instance—name"}]}

) BIFHE, tEHARIEHE
HashedReque Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIx$ HTTP
stPayload IERIEX 1 SHA256 187, AR+ idtwE, RERBBEENNEFE. HF
GET i&%, RequestPayload BEIE AZEFHFH ., IRFlitEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934£0

64

o

RIBLAERN, REIPEEIRIEIERBUT:

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

content-type;
35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1ff7f6e89887£1398934f064

2. HEGERFHH
BN RS SR oS!

StringToSign =

Algorithm + \n +
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(%) - iiit= =An

RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEEM fRRE
Algorithm BER/E%, BRIBEEA TC3-HMAC-SHA256 ,

RequestTimest ERATEEE, BNERLIPHIIAHSE X-TC-Timestamp BYE, EXNZiFiAdiEl UNIX
amp AYimE, HBIRER. IRGIEMES 1551113065 o

EIEEE, =X A Date/serviceltc3_request, BEHE]. FriaKAIIRSFILLE
CredentialSco F#&E (tc3_request) . Date 3 UTC {REREINAEM, ETENAHSH
pe X-TC-Timestamp #&##) UTC iRERBIAA—®; service AF=R&, ¥R5

ERNFERIEE—H. IRFlitEERE 2019-02-25/cvm/tc3_request.

AR S BHHEFRSHIEIEREBNISHEE, iTEHBRIEA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LMt

HashedCanoni HERE
ca"?equest 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7
031
o
O FER:

o Date %/RMAETEE X-TC-Timestamp i+&EEE, BIFXHA UTC+0, MNRIMARZFIBAITX(E
2, fIFE/\X, BSHaXNGE EEBRKD, ERESITERGELRY . RighEE
1551113065, 7E5Z/\XA9AFiER2019-02-26 00:44:25, {ER2itHSZIA9 Date R UTC+0 B9H
HIN82019-02-25, mi4&=22019-02-26,

o Timestamp X REHRFANIE, BERERZANDNREREIRZRELSH, MEEEESTHD %
EXW .. NEKBEFIIRERERS, AESBET—RITERE, BRUGELM, REIZEZTHIE
%o

RIBIAEMN, REIPEEINFGESZFFHMT:

TC3-HMAC—-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6al04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7031

3.itEES ()
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(%) - iiit= =

st kDate = (date, 'TC3' +
kService (service, kDate)

kSigning c3_request', kService)

signature = (stringToSign, kSigning, 'hex'")

IRELEBIZEH SecretDate . SecretService ¥l SecretSigning RB_iHFIRIEIE, TJEEESAOIITENZR
F, IEFRRPEER,

FEREMW fRRE

secretKey [Fi5HY SecretKey, Bl GuSt 9xGAR******x****EXAMPLE o

date BP Credential H#Y Date FERIER. MREIEMESA 2019-02-25 o
service Bl CredentialScope ##J Service ZEREE . WRBIBYESN cvm o

ﬂbﬁﬁu-ﬁ-%gﬁ%g T2e404@a8* k* xkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkxk*k***306525168 o

4, BiE Authorization

AT EIUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential=" + SecretlId + '/' + CredentialScope +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREBM RRTE
Algorithm #FBEBRHE, B TC3-HMAC-SHA256 o
Secretld Z5ANREY Secretld, B AKIDzS8krbsJ5* ***xx* %% *xq,Px 3EXAMPLE o
Credential N — s
BEX, FIEEE. WRFESEER 2019-02-25/cvm/tc3_request o

Scope
SignedHe - o s — .
aders REX, E5FZ/LEMEE . WWRGIBYEN content-type;host o

) E22EH. LRBIHEERE
Signature

72e494ea8***~k**************************************a96525168 °
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O BHS
RIELL LR, R=EIPERINET:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJS*******+x*q Px3EXAMPLE/2019-02~
25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:7ze494ea8*~k~k***~k***********************************a96525168
RESRENARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJ5********++m[ Px3EXAMPLE/2019-02—
25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature:7ze494ea8***********~k******************************a96525168
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}

5. API 3.0 #®& V3=l

const crypto = ('crypto');

function (message, secret = '', encoding) {
const hmac = crypto. ('"sha256', secret)
return hmac. (message) . (encoding)
}
function (message, encoding = 'hex') {
const hash = crypto. ("sha256")
return hash. (message) . (encoding)
}
function (timestamp) {
const date = new Date (timestamp * 1000)
const year = date. ()
const month = ('0' + (date. ()
const day = ('0' + date.
return "~ ${year}-${month}-S${day}"
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function

const = process.env.

= process.env.

endpoint = "cvm.tencentcloudapi.

" cvm "

service
region "ap—-guangzhou"
action "DescribeInstances"

version = "2017-03-12"

const timestamp

date = (timestamp)

const signedHeaders = "content-type;host"

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\":
[\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

hashedRequestPayload = (payload) ;
httpRequestMethod = "POST"
canonicalUri = "/"

canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json;

charset=utf-8\n" + "host:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
+ hashedRequestPayload
console. (canonicalRequest)

console.

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest
console. (stringToSign)

console.

const kDate = (date, 'TC3' +
kService (service, kDate)
kSigning ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex'")
console. (signature)

console.

const authorization algorithm + " " +

"Credential=" + + "/" + credentialScope +

"SignedHeaders=" + signedHeaders + ",
"Signature=" + signature
console. (authorization)

console.

const Call_Information 'curl -X POST ' + "https://" + endpoint

' -H "Authorization: ' + authorization +

"Content-Type: application/json;
charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC—-Action: ' + action + '"'
"X-TC-Timestamp: ' +
timestamp.
+ "X-TC-Version: ' + version + '"'
+ ' -H "X-TC-Region: ' + region + '"'
+ " -d '" + payload + """

console. (Call_Information)

2. ¥XEY API 3.0 V1 [R&E#
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O BHS

BRBGiE VI WREZH, ERMENZSUHFNERGE v, EFERERGIE v3.

O HER:

LA=BRSZBEELAIFIE ( Describelnstances ) i5kAHI, HAPERX—EOR, HEiERkSHAIENT:

SHBWR

Action

Secretid

Timestamp
Nonce
Region
Instancelds.0
Offset

Limit

Version

1. HSEHF

BB RSHIESHINFHR ( ASCII13) AFHIRF.

O ERE:

LR RBISHRHEFERNT:

'"Action' : 'DescribelInstances',

SRuRdiElEE
e IEREEL
SCHIFREX I

FEERYsERl ID

A
EORAS

o RIRSHBBTHIR, SRERISXYNEIR, F25LK0;

o ¥ ASCII #Btb X/, 80 Instancelds.2 EHEHE Instancelds. 12 [GH, FAREFEE, BFAEREH
B, BAPALMSERIZES PAVECHEF R BERCINX—INEE, a1 PHP 89 ksort ERE

=]
Describelnstances

AKIDz8krbsJS5***x*x*xxxxxxp

LPx3EXAMPLE

1465185768
11886
ap—guangzhou
ins—09dx96dg
0

20

2017-03-12

= API

BEURIERY, FiNER AP| Explorer Ry “ER B4R TheE, EEFEZEZBRAA “AP13.0EZ v1” , 7]
LLERZRSEHRHITIRIE, HRETHoRZESHNEZATN, BaJBEEER SDK U8, #ZFERBN=
AP| BeERI 7 MERBNRIZES SDK, SEFRTEIMEKRIRE, BMEHE, XiF Python.

Java. PHP. Go. NodedS. .NET. C++,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

= AP

O BHS

'InstanceIds.0' : '"ins-09dx96dg',
'Limit"'" : 20,
'"Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId’

'Timestamp'

EREFRZIHES AN, AN EERAIPISHETHIR, SEINER—EET,
2. HHEMEIERER

WEBERRIERFATE, SIBL—SHIFIFRESKRSEEINR “SHBM=28E" I, 1% Action 2%,
BB "Action" , S8EH "Describelnstances" , EELEHA
Action=Describelnstances,

A FE:
“SEE” HRBETIE url KBEHE-

AEBEACENSISHA"& " HEE—E, REEMNERFHHA:

Action=DescribelInstances&InstanceIlds.0O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-—

guangzhou&Secret Id=AKIDz8krbsJ5*** *xx*x x4 Px3EXAMPLE& Timestamp=14651857

68&Version=2017-03-12

3. R ERFHH

I REMZERENFFHR. EREXFFHEHEUATLSEIGR:
1. iBKRFGE: 25 POST #1 GET Bz, XEEM GET idK, EEHEAEXE,

2. iBKREN: BEELHIFIE (Describelnstances ) BIiEKIHEZ/I: cvm.tencentcloudapi.com o 3EFRAY
BRI ZIRIBZEOMBERNFARAMAR, $FRSEOIRNA.

3. IBKIEE: HARE=APIREKRIEREER / -

4. {ERFFHH: BLE—PERRIESRFFSR,

BRFE BRI ERAE + EREN HEREBE + » + BRFGSR

EIRHHESER A :

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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guangzhou&Secret Id=AKIDz8****x*x &k **xxxx*x***MPLE&Timestamp=1465185768&Vers

ion=2017-03-12

4. it ASEE

S BEREZ R, BEER HMAC-SHAT EiEX E—ShiRBHEBRRNFHRHETES, RABSEMRNES
(A Base64 #1743, BIARIEERH, FHRSETNRAIESR.
SEIERSA:

Eli*****************CGeI:

5. REVAAERHREIRR

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

RESRIREREA:

https://cvm.tencentcloudapi.com/?

Action=DescribeInstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJ5* ** **x x4 **q Px3EXAMPLE&Signature=El1iP*x***

ArFFA AR KA I AKX * A KA A *xe[$3D&Timestamp=1465185768&Version=2017

FEREWR fER

endpoint PSSk, fU30: cvm.tencentcloudapi.com

dat API 3.0 & V1 FraRfliEOSY, R XERERTANSESLIRENENIA
ar data .

o EE:

BFREIPHZEAREEN, HEBEFERRFZHAIE, ELnREL url ZENEHEPITHHER curl
FnSRAANSEREENER: EBTH, ATEE—AILIEEREM url , BEESREIPE
Secretld 1 SecretKey AESEMZEH, HERRFAIFIEDHEIES Timestamp.

ATEEFENBERERTE, THELnodejsiESAM, B LANERIERMASIN, ERIES .. RANEOMS
HROEEERLA LIRS RTERE, ABRABEEREE, HTFESEAN, EHFRIBEREMER SDK .
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6. = RET

ERNERBHAREEENBERESY, FSENHHETT URL &S,
WME—SEMPIEREI  Elirrcrrxxsrxxsrxxirccel= , mRSFINBZHIBRSH (Signature)
ﬁ: EliP*x**kkkkkkkxkkkkkkxk*k*x ¥ TS3D , Eﬂ%m}im%ggﬂgiﬁ* URLO

O HER:

o MNEARINEKRAGZR GET, S&EiBXKAEH POST RAY Content-Type 7 application/x—
www-form-urlencoded, MEXEKRIIABIERSHRIEIFTEM URL Fi3, SHEN=-FST
FEmiS. IE ASCIl &7 URL &miBaiHE5 LA UTF-8 #1748,

o BEREESHNEESEMAMESE#T urlencode, TEXMBERT, MABTEXNEZBHT
URL w87, BWFEX URL RIEESHEZENY .

o Hih2HELESHTRE, REFRA RFC 3986, #A sxy WEHFZFHMNEHITES LR
B, Hd “X” 1 “Y” A+AHEZERS (0-9 MAS=8 A-F) , ERNSESILESR.

7. API 3.0 €& V17=fl

const crypto = ("crypto');

function (params, endpoint) {
params|['Signature'] = (params['Signature']) ;

const url_strParam = (params)

return "https://" + endpoint + "/?" + url_ strParam.

tion (regqMethod, endpoint, path, strParam) {
let strSign = regMethod + endpoint + path + "?" + strParam.

return strSign;

tion (secretKey, strsign) {
let signMethodMap = {'HmacSHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey ||

return hmac. (Buffer. (strsign, 'utf8')). ('"basebd')

tion (params) {

let strParam = "";

let keys = Object. (params) ;
LEVER ()

for (let k in keys) {

IRIFRE: BR=ItE (It ) BRSEATF £5104 #1593,


http://tools.ietf.org/html/rfc3986

strParam += ("&" + keys[k] + "=" + paramslkeys[k]]);
}

return strParam

function

const = process.env.

= process.env.

const endpoint = "cvm.tencentcloudapi.
const Region = "ap-guangzhou"
const Version = "2017-03-12"

Action = "DescribelInstances"

Timestamp = 1465185768

let params = {};

params|['Action'] = Action;
params['InstanceIds.0'] = 'ins-09dx96dg';
params|['Limit'] = 20;

params['Offset'] = 0O;

params [ 'Nonce'] = Nonce;

params [ 'Region'] = Region;
params|['SecretId'] = -
params|['Timestamp'] = Timestamp;

params|['Version'] = Version;

strParam = (params)

const regMethod = "GET";

const path = "/";

strSign = (regMethod, endpoint, path, strParam)
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O BHS

console.

params['Signature'] (

console.

console.

const req_url =
console.
console.

console.

API| 2.0%%&

= AP

, strSign)

(params [ 'Signature'])

")

(params, endpoint)

(params [ 'Signature'])

")

(reqg_url)

HESMERBHEP, BIERLEENN APl 3.088 , WIFH6ER, BEEE AP| Explorer RISSEBRER >
%E4F API 2.08 & hRAHITIRIE

o=t S

FHEUTERXWAIERD, BIRESCIRIERSEE,

FHIRE3

AuthFailure.Signat
ureExpire

AuthFailure.Secret
IdNotFound

AuthFailure.Signat
ureFailure

AuthFailure.Token
Failure

AuthFailure.Invalid
Secretld

BEIESR

IRIFRE: BR=ItE (It ) BRSEATF

FERTEA

ERiZH, Timestamp SHRSHFWEIERIIIEIREFRSEBEI RS #H.

BRAFREFE,
Fo

FHEREEERARERER, BREVENTENIESTF

BRER. TEERERITEHER, IEXTISIMEENRIFEGFS, e
BER¥H SecretKey {EIRSHN.

GATER Token fHiR.

ZHEE (FR= API Z$H3EE )

55106 1591


https://console.cloud.tencent.com/api/explorer

O BT =

IFfRIBEISR

LA=IRSSEAEOBFELHIAEFIZER ( DescribelnstancesStatus ) 2017-03-12krAB61, SEAMA/KI, H
AEEAYREIMN T :

: "b5b41468-520d-4192-b42£f-595cc34bbeclc”

o Response MEMEPAY Requestid REEMNFE, TiCIEKKINEE, RE APILET, NHESIERE,
o RequestId HAF— APl igKRpIM—IxE, R API HIMEE, JUABE], FHiRMiz ID KER@E,

o BTYEENFERIN, BERUAIEFEOENHFE, FRNEOMREINFERSRIZEOSXEPHEN . LtEIdaY
TotalCount Fl InstanceStatusset 1473 DescribelnstancesStatus EOENMNZFER, BT AR
KA ETRE=RSZEREE, FELt Totalcount EUERTHNERENENO, InstanceStatusSet
FIRPE

ERBEIER
EEAKNY, EEEEFTR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

Hy

: "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

o Error RYHIMAERBZBEKRFAREY . Error FERERHEMERI code Fl Message FERERAAXMES
Y EIRER.

o Code FREMFHIBRYEIRIE, HiEKEERTILSGIREZERBEATERIGHHNHEON NAYEIRIEBTIRE
EERNREFIRRSGER.

o Message BRHTEMERERENERFER, BEWSEEHARMAML, WXATESEERITETEHETN,
R RKEHX AR ENE .
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O BT =

o Requestid FIF—4 APlIERME—IFR, MK AP HEISE, WUABRR], FHREZ ID RERDHE,
AHEIRG

IREIZEEAPUNEFE Error FEE, WERTFEA API #0O%K ., Error i Code FERERTREIRIG, FABEISSED
BEHIAYEIRIB A AHEIRE, TRIIE T AHEEIRE,

fEi=0 fEiRA
AuthFailure.InvalidSecretid 4% (AR AP AR )
AuthFailure.MFAFailure MFA g8i%,

AuthFailure.SecretldNotFoun

d BRREFHE

AuthFailure.SignatureExpire BERIIH,

AuthFailure.SignatureFailure EREIR.
AuthFailure.TokenFailure token Hix.
::Ja’lc:i\sr?ilure.UnauthorizedOp ERk CAM 181%.
DryRunOperation ;{ryRun e, AFRBERBSEHINNG, RESET DryRun &
FailedOperation BRIEEM

InternalError RIEBERIR o

InvalidAction EOREFE.
InvalidParameter SRR
InvalidParameterValue SHEVEEIR.
LimitExceeded B ECERpREl o
MissingParameter ROSHEIR.
NoSuchVersion EORAFFE,
RequestLimitExceeded IERANREEE T SRR o
ResourcelnUse BRI G
Resourcelnsufficient BRAE
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ResourceNotFound BREAEFE.

ResourceUnavailable BREATH,

UnauthorizedOperation FRIFBURIE

UnknownParameter RESEHEIRo

UnsupportedOperation BIEARH.

UnsupportedProtocol HTTPS i5RGixtEIR, Rz GET #1 POST 5K,
UnsupportedRegion FOARSZFFFriEbE .
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PHP API

mIEE#AYE: 2024-09-14 10:28:51

f&iflz= APl Explorer B32#5 PHP APl AN HBRIBEhER:, EnTLAFIA Explorer HRIERBUZAE, EEFH
RiZiE. ATEE3 PHP API EBAYEMRAR

TREBREE

1. BRS3itelit (endpoint)

API SZHIEMIEEAN (FI80: cvm FRlSE) cvn. tencentcloudapi.com ) , tB3ZiHEEMIEN S A
(fian: rpibika9tEk® 79 cvm. ap-guangzhou.tencentcloudapi.com ) » FFEmeiFitisiARE, Bifn=
EFEmMXEnitbiRsIR, Gli0, =RSHEISH HbiHFIZ=E

A ER:
FIRIEESRAYIVSS, BiIUETE TSNS S .

2. iEfEHRY
B AP| MFFEIROBRA HTTPS SRTERE, RESELHNBEEE.
3. IBRGiE

ZI5H HTTP i5KA&%:
POST (##)
GET

POST i5k3z#F89 Content-Type Z8:
application/json (%) , ¥REAERAZE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEZAE v1 (HmacSHA1 sk HmacSHA256 ) .
multipart/form-data ({¥&po3#EO%EF) , ¥REAEERZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RHERBANFEIBIZ32KB, POST i5R{EAERHAZ vl (HmacSHA1.
HmacSHA256 ) BIAE#id1MB, POST i5Kk(EAER A% v3 (TC3-HMAC-SHA256 ) BI&X
ZF10MB.,

4. FHHwB
HYER urtr-8 4RES.

2HSH

IRIRERE: BR=ITE (1bF) BRSEAE 5110 #1159


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

(0% - iit= =

@ %HR:
AHSHEAFFRAFPNEOZSSNSE, SXBERYUESBEEXWSY, FREERRER,

FERBEE V3 aHtel

E#RFi% v3 (BIHERRE TC3-HMAC-SHA256 ) fHLLERFiZ v1 (S XEERA “‘E8GEE ) , BR
£, FERERE, 2 POST JSON &=, MetA—ERH, HEERZERFXITEER, FAKIER
TX “BBFENE”

BHE - w .
1 n ol *
W 2R &% iR
X-TC- Strin - BREREOSR. ESSEOMEPRASHATSEH Action RIRHER,
Action 'ng = BlIaN=pRSSEERIEIBLHFIFIFRIEO, BUES Describelnstances.
X-TC- iS4, ARRRHEEIREMHIREEIE. EOESHBGEESEE
Regio String - A PIMASE AT SE Region RIHE, EEK: REEOFBEEREZ
n 8%, EOEPSMILITEIRE, WHEEEEZSNEFSER .
X-TC- s e e . .
Timest Integ = 280 UNIX iJia&, nalicR&EE APl iEKREIATE. 1901529223702,
amp er = HE: NRSESSENEEEEE2M, SRS TR
X-TC- SNHS
Versio String B 1RERY API B9RRAE . BUESEEOXEPRASAHESE Version RIHEA,
n FlaN=ARZE8H9RRA 2017-03-12,
HTTP {RESDIAIELERFER, fidn: TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=72e494eas******************************************a
96525168
Hrh:
e TC3-HMAC-SHA256: &K%, BrRIBEIEXE.
Author e Credential: £8%iE, AKIDEXAMPLE =2 Secretid,
ation | Oting & o Date 2 UTC iR idEANAL, RETSMARSH X-TC-

Timestamp &/ UTC RS EIBEI—2.
o service AFmE, BEAFEIE, HluiE3
cvm.tencentcloudapi.com BEFREFRE R cvm,. F=mEUER

CVMmo
o SignedHeaders: £25&&itHLEMER, content-type
host A& i%ELER

o Signature: E£ZHE, IHEEERFEI T,

IRIFRE: BR=ItE (It ) BRSEATF 8111 #1595,



(%) - iiit= =

X-TC- o o IGEREBAAN Token , BEAAIHER LR, IWHEAH
Token 9 T Joken BEISOISERSABEORN., KBZHFEE Token.
SEHE VI 2HSH

FEEZXEAE V1 (BIEHE HmacSHA256 1 HmacSHA1) , A SHEEZ—KEIEREP,

SHAEW S5 fai

IRMERNIROBM, ESEEOMERBASHAHESE Action Y
Action String = WEE . BIUN=pRS3EEHIEIGLHIFIEREO, BUER
Describelnstances,

S, ARITRFEREMAIEREIE, EOEZAIEEE
SERZONEPBASHAHLSE Region AUIREE, H&: FiEO

Region Sting = remmwzes, BOTEPSTIRINE, KNDSEEES
BBFREN,
Timestam Integ o a0 UNIX BialE, mlicR%&E APIiSKAETE . Fl4n
p er = 1529223702, MESHFEIHEEIA, L3REZ TR,
Nonce Lr;teg = BEHLIEEEE, 5 Timestamp BEX&i#eR, AFHLEERIZE.
£ =APIZE$H LHISIRIREPEY Secretld, —1* Secretld 33
Secretld String = HE—HY SecretKey, i SecretKey SBREMIERES
Signature.
Signature String = BRES, BREEKERNEGEYE, SERPIRESIFNEAS
= #HitEEY . BMTEAEZSITY “EFFENME” .
Version String = 1R1ERY API B9RRE . BESERZOMXEPASLAHSE Version 1Y
= HEH, BIENZARSS SBRIBRA 2017-03-12,
Sianature £&5x, Bz HmacSHA256 1 HmacSHA1., RB#SEIL
Mgtho . String &  £%% HmacSHA256 if, 7R HmacSHA256 HikIaiFs
2, HittER1¥BEHE HmacSHAT IBEES,
GEHE-BEREEAS Token , EELAIGISHE—RER, IGITZEEH
Token String & Token FEZHNEERSFRZEORN. KPZHAFREE Token
HhizkZE

BFSIMTRZSEAR, RISFEESESE~RMAEPIEII=R
f5ugn, EILASERMRSSERAY I o

IRIFRE: BR=ItE (It ) BRSEATF ££112 #1593,


https://cloud.tencent.com/document/product/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/capi

(%) - iiit= =An

PHP APl RGN

Bz APl SNEMERHTEMEIE, AFRFEERAREREIE, SENENSENBERHTER
(Signature ) , 8MERBTEALHLBERSYPEELERERHAIUMEENSAIERLEBFTRK.

$B1: HERLRFIE

AERRILLZTIENER, ZFiHEIE Secretld #1 SecretKey., 81 ARPRSULIRBEMRIIER,
Secretld: AFHRIR APl ERESH, TLAERELRIARE.

SecretKey: AFIGIE APl AAERSS, AILAESRELEHERD,

A ER:
AR AFERRERSESIE, BetsE, FUSERUTRE ., NEHE, BuAZERZZLEIL.

iR Secretld 1 SecretKey 7352 AKIDz8krbsJ5**********mPx3EXAMPLE FlI
GUSL9XGAR* ****x+*xx*EXAMPLE , FAFEEEI MEZRSZHEN “KHd” HENKS, REE—FHIE.
gk API ZEE1E WA, BIR#{TIRE. WMTFEFRR:

APIFZAEE 7 AP {ERISCH 2

O mewsw
« ) AP| AR FEMIKS BHAFTAEIING, EAREAS AP AILUREES FHAERASER.
« RTENMEIRSZRS, BESRENENERES, ROBIEASD (0 GitHu) HESESSENBHEEL. BNESRESRERE 1
- ERIEA TLS (REMMENS) WAS AP| BRSRE, HIER TLS12 R LKA
- AEAEAEERS (KMS) HABGHE—SRPAPES, RARSH, HEFSEKMSRIPEARETE 2

@ @EERE
* CAPIZBRMBBAE AP BRNEERE, BTCRARKAZAP XNERES, SEEREREE 2

© REHANEESE—RAERBHRAT API_v3.0 EOMME., REREHEMIBREER, MCAERETERANMIRES.
© AREEFERONKR, B52023F11A308E, MAFEKRS. FKSHFA, XML SecretKeylIINEE, NIISHERNES, ERRESecretkey,

APPID i) g o] BT AR 1E) RE R
..... 3 Secretl — R R 2023-08-23 16:31:47 2024-02-29 15:26 ERA B EZHEER
usems_ 5o Secretld: o .= 2023-12-19 15:05:43 2023-12-19 15:09 ERA 2B EZHEHER

O FE:
FPHEZAHERING, H2023F118308E, MWAEEKS . FHRSHIER, XiFEE SecretKey
HIIhEE, (HSECIENES, iBRIREF SecretKey,

$2
1. 3XBX API 3.0 V3 [R#ER

IRIRERE: BR=ITE (1bF) BRSEAE 113 159


https://console.cloud.tencent.com/cam/capi

O BHS

= AP

#®/%5i% v3 (TC3-HMAC-SHA256 ) Thgt EBE T LARIIERYGE v1, MEERE, SHFEXANER, XiF

json t8z%, MEEE—ERA, HEERZERGETEER,

fiBew | =5RF £384m  SRE BERE

EREER EEERRE

AP IEEERS MR EREE I, BReUPOSTHERS EAN, RERSSERE, AESEEmRE BRaEEE—Tal
EEEVED (BURETL, EECSREEFENSERENE)

APl 3.02E 3

API 30 EE V3
AP 30Z=E v
APl 202E

A HERE:

NodedS. .NET. C++,

= API 32§ GET #1 POST iz5K.

F GET Bix, RX#F Content-Type: application/x-www-form—-urlencoded #H4& -

BIRIEARE, BIER AP| Explorer Ry “ERR4ER” Ih8E, EFEZERRAE “API1 3.0 & v3” ,
AILAERERTEHITINIE, thaIEERER SDK K8, HEFERBNR APl BRER 7 HERNREES
SDK, E&iRTE&MERIE, BMEHR, X Python. Java. PHP. Go.

F POST Fix, BHuixz#F Content-Type: application/json AR Content-Type: multipart/form—
data FFHYIE, json BXNBASEIZONZF, multipart BXRBIFEROS, HAHZEOFEEE
H json 18xVAA, SERAWSIEONERE. #EER POST 5K, BARENERHELTER, BGET IS

KRAZIFI2KBLARIIERE
TE E56151Z ORI, STRNMEBERNTEIRE. REFZEOARRA:
1. ZRS[BEAETE, &EORER;
2. ZEARRIZN, FERBRNERFEIRTS;
3. BEOBESMNSHMERSE, AERESRIREHIMAINTGER,

1. BHERLEIRR S

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

IRIRERE: BR=ITE (1bF) BRSEAE

114 #1591


https://cloud.tencent.com/document/product/213/15728
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

(%) - iiit= =

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FERAM fER

HTTPRequest

HTTP i&%k%5ix (GET. POST ) ., ItRHIEBEA POST
Method

CanonicalURI URI 2%, API 3.0 BEREFHTL (/) -

&% HTTP 53k URL PRYER=FFFE, XF POST i5K, BEAZEFER"", JWF
GET i&k, W URL #ialS (?) BEMNFHFEAS, Fia:
Limit=10&0Offset=0, i*¥&: CanonicalQueryString FE£% RFC3986 i#
7T URLEncode, F#% UTF8, #EHERARIEESINERE, FMBISHFRIIHR,
B, XBf.

CanonicalQue
ryString

S5Z2/LEMER, ELVESE host #l content-type FLER, tBaEIMMABENX
HLEs5EB RS RS ERNB—YMZ2M . HHERN: L3 key # value &
—EINS, HEIEERSE, RE key:value\n 83U #E; S/ LEp, REBSLER
key (/V5) B9 ASCIl AFi#{THHE, IRETEERZ

CanonicalHea content-type:application/json; charset=utf-

ders .
8\nhost:cvm.tencentcloudapi.com\n

o i£E: content-type “HHILIRRZRIENS, ALHEEESMEERERIEE
BRI charset (B, MRFZFHFNEEHF—H, RSHBASIROZZRIEKR
o

S5 2RLEMER, WIBLLXIESRBMLELES5TE®R, #l CanonicalHeaders
SignedHeader BELBATE—XMA. content-type #1 host Jo@wsikskER, HHEMN: L
s 28 key Zi—3ER/INE; 2190 key (INVE) 1288 ASCI A RFi#iTHiE, HEUSS
(;) 9F. WREIFA content-type;host

iBERIEX ( Requestpayload, Bl body, Ita=Fl7
{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],

"Name": "instance-name"}]}
) WIEFE, HHEHBRBER
HashedReque Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIx HTTP
stPayload IERIEX (i SHA256 187, AR+ i#twE, RERVBEENNEFE. HF
GET i&%, RequestPayload Bl A=FFHh, ItRFlitHEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934£0
64

o

RIEL RN, REIPEEIRMEIRRBIUT:

IRIFRE: BR=ItE (It ) BRSEATF %115 #1591


https://tools.ietf.org/html/rfc3986

(%) - iiit= =

content-type:application/Jjson; charset=utf-8

host:cvm.tencentcloudapi.com

content—-type;
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£7£6e89887£1398934£064

2. PSR TR
BRI EH RS/ S:

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREMHR Rz
Algorithm HFEBHIZE, HAIEE) TC3-HMAC-SHA256 ,

RequestTime iEKRATiEE, ENERLTHAHSEH X-TC-Timestamp BUE, BVZEIATIE UNIX
stamp AYiEEE, SRR, MWRFIEMEN 1551113065 ,

ZIEBE, =X Date/service/tc3_request, BB, FHEKAIIRSFNELLF
CredentialSco fF8 (tc3_request) . Date 3 UTC {REREIRIERE, REBSMAHESH X-
pe TC-Timestamp &8k UTC #REERIEIRRE—®; service BF-@R&, ¥RSEA
B mig 2 —3. REATEERRE 2019-02-25/cvm/tc3_request,

AR RHHEFRGHIGIERBAIEHE, HHEHHES
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtRFlit+E

=
HashedCanon SERE
icalRequest 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cals8d70

31

o

A FER:
o Date ®/RMAETEE X-TC-Timestamp i+HEE, BIIXA UTC+0., MNIRIMARZAFIBAITXIE
B, flFE)\X, $SHaXi0g LERK, BRESERYERY . BRigitE

IRIFRE: BR=ItE (It ) BRSEATF 5116 #1591



(%) - iiit= =

1551113065, E5F/\XAIETERE 2019-02-26 00:44:25, {BRiTHEZIAY Date B UTC+0 RIH
HARZJ3 2019-02-25, A= 2019-02-26,

o Timestamp ¥RNESRIRGKATE, BERERFRENFERERERSH, NREZEIHS N
EXY . MRREEFIFENERL, TESHET—REEE, BREEXY, REZZSHE
=0

R RN, REIPEEINFESFFRNT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%9al3bdab201d63ee709638e2749d62a09cal8d7031

3. itHER (hHWE)

("SHA256",
("SHA256",

("SHA256", "tc3_request",

("SHA256",

4

IREHHIZEE SecretDate . SecretService #l SecretSigning RBiHFIRIENE, AIREESAAIITENZR
5, WFRRTRPEER,

FEREM R

secretKey [RH409 SecretKey, Bl GuSt 9xGAR* ****x** x* *EXAMPLE o
date BD Credential i3 Date FEER . WRBFIEEN 2019-02-25 ,
service BP Credential HkY Service FEBIER . ILRHIBYEA cvm o

“bﬁ{y“ﬁ-ﬁ%;g T2e494@a8x*kx kkkk kX kkkkkkk kX k Xk kkkk kX kX kkkkk kX kX ***396525168 4
4. #H% Authorization

BRI T8 HHE Authorization:

." Credential=". U A

.", SignedHeaders=content-type;host, Signature

IRIFRE: BR=ItE (It ) BRSEATF 117 H159]



(%) - iiit= =

FEREMm RRRE
algorithm FBRAHE, BEIEA TC3-HMAC-SHA256 o
secretld Z4AYPAY Secretld, B AKIDz8krbsJ5* **xx***x*m,Px 3EXAMPLE o

credentialSco v irem WREHHEEREE 2019-02-25/cvn/te3 request o

pe

S'gnedHeader REX, BSBERMLEED. WROBMER content—type;nost o
_ HEME. WO EERE

signature

726494ea8******************************************a96525168 °

RIBIALERN, FEIPESEIRES:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJS*******+*x*qPx3EXAMPLE/2019-02~

25/cvm/tc3_request, SignedHeaders=content-type;host,

Signature:726494ea8******************************************a96525168

RESENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256

Credential=AKIDz8krbsJ5******xx**+m Px3EXAMPLE/2019-02~
25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature:72e494ea8~k*****************************************a96525168
Content-Type: application/json; charset=utf-38

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{" es": ["\u672a\u547d\u540d"], "Name":

"instance-name"}]}

5. API 3.0 #®& V3=l

IRIFRE: BR=ItE (It ) BRSEATF 5118 #1591



("TENCENTCLOUD_SECRET_ID") ;

= ("TENCENTCLOUD_SECRET_KEY") ;

"cvm.tencentcloudapi.com";

n n

cvm";
"2017-03-12";
DescribelInstances";

ap—guangzhou";

1551113065;

"TC3-HMAC-SHA256";

= "POST";
"/H;

mwmw,
14

= "content-type:application/json; charset=utf-

8\n"."host:". - T\mY g
= "content-type;host";
= '"{"Limit": 1, "Filters": [{"Values": ["\u672a\ub547d\u540d"],
"Name": "instance-name"}]}';
= ("SHA256", )i

. "\nll

) ;
RN ."/tc3_request";
= ("SHA256",
."\n"
."\n"

. H\n"

IRIFRE: BRzITE (165 ) BRSEAS 119 #1591




(%) - iiit= =

14

"tc3_request",

n"wm/n
. / .
—_n

.", SignedHeaders=content-type;host, Signature

4

= "curl -X POST https://".

"Authorization: ' L

"Content-Type: application/json; charset=utf-8"'

LI |

2. 3B API 3.0 V1 iR&FER
EEHE VI HESA, BENSENZSERTNESTE v3, BEEESEEE V3,

A ER:
BURIERY, BiNGER APl Explorer gy “SBEBER” Thee, EEFEERMES “API3.0FZE v1” , 7]
PAERERTIEHTIONE, HIRUTHORZESHERI TN, BTERER SDK 8. HEFERBL=
AP| BeER 7 MERNRIZES SDK, S&E3RTEIMERERE, YEHE, XiF Python.
Java. PHP. Go. NodedS. .NET. C++,

LA=BRSZEBEELAIFIE ( Describelnstances ) igkBfl, SAPERX—EOR, BEiEkSHaIsENT:

SHBM 3z SHIE
Action K& Describelnstances

IRIFRE: BR=ItE (It ) BRSEATF 55120 #1591


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

O BHS

= AP

AKIDz8krbsJS5***x*x*xxxxxp

Secretid A ID I
Timestamp LaiRdiEEE 1465185768
Nonce BEMNIEEEEY 11886

Region SEIPRE X ap—guangzhou

Instancelds.0

SEERYSERI ID

ins—09dx96dg

Offset (RiZ= 0

Limit AT L 20

Version EORAS 2017-03-12
1. NESHHF

BARMBIERSHIESHINFHR ( ASCII13) AFHIRF.

O FERE:
o Ris¥FBTHIF, SRERISHREIE, F25EX0,
o ¥ ASCII 1BEbX/N, 80 Instancelds.2 ZHHE Instancelds. 12 G, AR2IRFEE, BA2RH
B, AFPELMERRIEES PAECHEF RECRSCIIX—I08E, a0 PHP ##Y ksort &3,

LR REISHRHEFERNT:

'"Action' : 'DescribelInstance

'InstanceIds.O"

'Limit"' : 20,

'"Nonce' : 11886,

'Offset' : O,

ERRFERIHESTAN, T EERGIRYSEHTHR, SHNER—KET,
2. HHEREIER SR

IRIFRE: BR=ItE (It ) BRSEATF 121 #159;



O BHS

= AP

WL BREMBERFFHR. BIEL—SHIFFRERSHIEILE “SHBM=-24(E" L, WX Action 24,

HSHE#RA "Action" , S8EH "Describelnstances" , EEHLEHA
Action=Describelnstances ., F&: “S¥({E" HRBEMIE url KBEE.
REEEBIILENZI A" "HHEE—E, REBERIEKREGED:

Action=DescribelInstances&InstanceIlds.0O=ins-—

09dx96dg&Limit=20&Nonce=118 .Offset=0&Region=ap-

guangzhou&Secret Id=AKIDz8krbsJ5****x*x*x****mPx3EXAMPLE&Timestamp=146

68&Version=2017-03-12

3. R ERFHH

I REMZERENFFR. EREXFFHEBEUATLSEIGR:
1. iBRBGE: 25 POST #1 GET A=, REfEM GET idK, EEHEAEXE,

2. iBKREMN: BEELHIFIE (Describelnstances ) BIiEKIEZ/: cvm.tencentcloudapi.com
BRIFZRBZOFMBERNFAITAR, FRZEOHRB.

3. IBEKIER: HAERA= API S REBEEERD /

4. BRFHHR: B E—LERRIERFFE,

BREXHEHENNA: BREE + BREN HBKEE + ° + ERFEFSH -
THIRSHRER A :

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-

09dx96dg&Limit=20&Nonce=118 .Of fset=0&Region=ap-
guangzhou&Secret Id=AKIDz8krbsJ5****x*x x4 **m Px3EXAMPLE&Timestamp=146

68&Version=2017-03-12

o SEFRRY

4. iHHES (HIREE)

EREMES R, B%ER HVMAC-SHA1 EiEX L—ShiRBHERRFHRHTES, ABSEMNES

(A Baseb64 #1745, BIARESRENEZH,

O=ins-

eglion=ap-—

guangzhou&Secret Id=AKIDz8krbsJ5*** *xx**x x4« Px3EXAMPLE&Timestamp=14651857

IRIFRE: BR=ItE (It ) BRSEATF
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ESIHNERH:

E1iP9YW3pW28FpsEdkXt /+WcGel=

5. REVAAERHREIBR

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

RESRIRIERES

https://cvm.tencentcloudapi.com/?

Action=DescribeInstances&Instancelds.0=ins-—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
guangzhou&Secret Id=AKIDz8krbsJ5* ***xx x4 **m Px3EXAMPLE&Signature=El1iP*x***

Kok Kk KKKk kKK kR k¥ ¥ T4 3DsTimestamp=1465185768&Version=2017-03-12

jﬁg it

i:dei ﬂﬁ%ﬂﬂﬂt, 1§U§|]: cvm.tencentcloudapi.com

data API 3.0 8 V1 FraERfliz0s%, FRXERERITHNSERRENIRINNA data
H,

O ER:

HBFREIhrYZAREER, a2 REFSRATE, ELCINRBLE url EEEPITHEER curl
FunSHARSIREIENER: £R2EH, ATEE—AILUEERER url , FEEMREIPEY
Secretld #1 SecretKey AESRIZH, HERRXRFEZBIMBEIES Timestamp o

ATEFRNBREREE, TEIM PHP ESHH, B LLANZRSRERAFIN, EREE . RANEOTSE
RUENEERLA LI R TEEAE, ABRABEEREE, AFESERM, LHFFRBRE[ER SDK .

6. EZEBREG

ERNERZBEHTREIRFEDERSH, FEMNHEIT URL Hi3.
ME—SERMEREBI  Elirrcrrrxsrxxsrrssiccel= , RZGFINFZZHIBERSH (Signature)
JJ: EliP***x**xxxrxkkxx*xx*xxx**aT1%3D , SIFHFERREZLIEK URL,

IRIFRE: BR=ItE (It ) BRSEATF £123 159



O BHS

A EE:

o MRARPBIEKREGER GET, &k&EiFEKAEiEH POST EAY Content-Type 73 application/x—
www-form-urlencoded, W&iXERIIFABERSHNEDIZTEMN URL &i3, SHEN=-FSF
FTEHRB. IE ASCIl ZHFE URL HRBAIFES.IL UTF-8 #1748,

o BERIEESHNEESBMARE2EI#T urlencode, EXMIBERT, MABENEZRHT
URL 437, BW#R URL RIBESHEZ LM,

o Hits¥EBEEHTRE, KREOEM RFC 3986, A %XY WFHEEHIMNZHTE SR
13, Heh “X” 1 “Y” BHHHEZES (0-9 IXE=HE A-F) , ERNSESIRER.

7. API 3.0 & V1=fl

("TENCENTCLOUD_SECRET_ID") ;

= ("TENCENTCLOUD_SECRET_KEY") ;
"Nonce"] = 11886;
"Timestamp"] = 1465185768;
"

Region"] = "ap—-guangzhou";

"SecretId"] = -

"Action"] = "DescribelInstances";
"InstanceIds.O"] = "ins-09dx96dg";
"Limit"] = 20;

[
[
[
[
["Version"] = "2017-03-12";
[
[
[
[

"Offset"] = 0;

) ;

= "GETcvm.tencentcloudapi.com/?";

foreach ( as

IRIFRE: BR=IE (15 ) BRSEAT 58124 H#159]m



http://tools.ietf.org/html/rfc3986

O BHS

= API

APl 2.0 &

HESMEFBHEP, BEMALEEENRLN APl 3.0 £8, WFHMER, BEEE AP| Explorer ISR EBREMN>R

¥ API 2.0 EBRRAFHITIRIE

ERKW

FHEUTERXVANEIRTD, BIRESIRERGE,

FHIRE

AuthFailure.Signatu
reExpire

AuthFailure.Secretl
dNotFound

AuthFailure.Signatu
reFailure

AuthFailure.TokenF
ailure

AuthFailure.Invalid
Secretld

IB[E45R
IFfRIBEISR

LA=IRSBRANEOEELHFIZE (Describelnstances) 2017-03-12 krAA61, EEEMIN, EsEaNREN
TAH:

iRt

ERTH. Timestamp SRS FZIEERIIBEIBEERSESHTH.

FIRFFE, FHERNEEERAREHRER, REVENTENIESTF
o

BREIR. THEERERITEHER, IEEISIREENATFEFS, BET
HER A SecretKey {HIRSHEI.

IGAHES Token fHix.

ZiRIEE (FR= API BH%EE )

IRIFRE: BR=ItE (It ) BRSEATF
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: "b5b41468-520d-4192-b42f-595cc34b6clc”

» Response REAEHY Requestld REERFER, TiCiEKRKINSE, RE API4ETY, NHESEE,

» Requestld BF—1" API ERHIE—IRH, MR API HIMBE, TR, FHi2iz ID EERTE,

o BRTEEMFEIN, HROARMEOEXHFE, FRMEOMEENFES REOSHEPRIEN . thFIhhY
TotalCount #1 InstanceStatusSet #3735 DescribelnstancesStatus EZOEXMFER, HFEBEKRL

BPREESE=RSEE6, FELt TotalCount ELtER FARENEN 0, InstanceStatusSet 51F&A
==,

HIREEESR
SEMKN, HEEEFAMTR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

y

: "ed93f3cbhb-£f35e-473f-b9£f3-0d451b8b79c6"

o Error RIHIMARBZBEKRFAAEM . Error FERERHEME code #l Message FERERAAXMAEY
=R ERER

o Code FRREMGFBEMEIRIE, HiERBERTLERBZERBEALEIRIBIHNAIEONNAYEIRESIRE
EEXRMNFEEFBRRS R

o Message BRHETEMERKENERERE, EEISERRFEMNL, WXFUTRSEERISEELEH,
FARARRARBHX MR EE

o Requestid FIF—4 APlIERME—IFR, MR AP HEISE, FWUABRRN], FHREHZ ID RERDHE,
AHEIRG

IREIEREHDINEFE Error FE, WERTFEA API #O%K ., Error Y Code FERERTEIRIG, FABEISSED
BEEHIANEIRB A AHEIRE, TRIIE T AHEEIRE,

HHi=63 HHixtEA
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O BAS AP

AuthFailure.InvalidSecretid Z4AAE% (2= AP AR )
AuthFailure.MFAFailure MFA {&i%,

AuthFailure.SecretldNotFoun

d BIAFEFE,

AuthFailure.SignatureExpire BERIIH,

AuthFailure.SignatureFailure EREIR.
AuthFailure.TokenFailure token $Hix.
Autf.lFaiIure.UnauthorizedOp Rk CAM 1842,
eration

DryRunOperation ;ﬂryRun B, AFRBERBSZEHINNG, RESET DryRun &
FailedOperation BRIERM

InternalError RIEBERIR o

InvalidAction EOREFE.
InvalidParameter SRR
InvalidParameterValue SHEVEEIR.
LimitExceeded B ECERpRE o
MissingParameter ROSHER.
NoSuchVersion BEORARFE.
RequestLimitExceeded BRANREGEE T SRR
ResourcelnUse BiF# A
Resourcelnsufficient BREAE
ResourceNotFound BRAEFE.
ResourceUnavailable BRATH,
UnauthorizedOperation RIEHURIE
UnknownParameter RINSHIEIR o

IRIFRE: BR=ItE (Ib5R) BRSEAR 127 #159]|
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UnsupportedOperation BRIEARH
UnsupportedProtocol HTTPS iBK75iEiEIR, R GET #l1 POST i5XK.
UnsupportedRegion EOARZIFFr{EbE
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Python API
mITEHAiE: 2024-09-14 10:28:51

f&iflz= APl Explorer 345 Python AP EEANRTBRIBEGIER, E0ILARIA Explorer BRIEFREUZANES, &
HFEIZE. LATE53 Python APl iERBAEYIEMIHAR

TREEREH

1. RSttt (endpoint)

API TSR (FI80: cvm FRiSEJ cvn. tencentcloudapi.com ) , tB3ZiHEEMIENS A
(fian: rpibika9tEk® 7 cvm. ap-guangzhou.tencentcloudapi.com ) » FFEmeiFittisiARE, Bifn=
EFE@EpithigsFR. fIan, =IRS[ASH i1 .

A ER:
FIRIESRAYIVSS, BiIUETE T EAESS .

2. BIEY

if= APl BIFRBIEONEA HTTPS AXN#TEE, RUHSRLSUMNEEEE,

3. BRBGE

I HTTP i&K5iE:
POST (%)
GET

POST i5k3z#F#9 Content-Type Z8:
application/json (%) , ¥REAERHE v3 (TC3-HMAC-SHA256) .
application/x-www-form-urlencoded, #RERZEZHE v1 (HmacSHA1 st HmacSHA256 )
multipart/form—-data ({X&o3#EO%F) , YREAERRZE v3 (TC3-HMAC-SHA256) .

A EE:
GET i&RpIEREA/NFBi8iZ32KB, POST i&REAZEE7% vl (HmacSHA1.
HmacSHA256 ) BIAE#8id1MB., POST igR{EAERAZ v3 (TC3-HMAC-SHA256 ) RIERX
ZF10MB.,

4. FHmB
¥ER urtr-8 4RES.

NS
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O HR:
AHSHEAFFEAPNEOZSENSE, SXBERYESEETXWSY, FREERRBER,

FRBHE V3 aHtel

#EEBGEv3 (BIHBIRE TC3-HMAC-SHA256 ) HLEER5iE v (BENERIRESER “€85E ) ,
ERE, XIFEANBERE, X5 POST JSON &30, MEER—ERH, HEERZE|RRETEER. EAA
ERTX “BREENER -

SHBM SRy ” ik
X-TC- Strin o  EBMEREOSR. ESFEONXEPRASHAHLSE Action AR
Action g = B, GIIN=ERSSSEMEASCHIFIRED, BUEH Describelnstances.,

iS4, ARFRFEREMAERESE, EOESZOMEEESE

X-TC- Strin _ BEOXHEPEASHATSEH Region R, ER: REEOFBERE
Region 9 BiZ2¥, EOXEPESMISEIRE, KRREEEZSHBASE
o
X-TC- oas N . .
Timesta Intege = 381 UNIX iiag, micskie AP|iEkRIRTE, 5140 1529223702,
mp =R NRSRSSENEESEYSAY, SolRSS TR,
X-TC- Strin o BMERY API BIRRA . BUESZZONAEPASAHSE Version B
Version 9 % m, GIN=RSEMIEA 2017-03-12,
HTTP {RESHINIESLERFER, flaN: TC3-HMAC-SHA256
Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=72e494ea8******************************************a
96525168
Hrh:
e TC3-HMAC-SHA256: £&%i%, BaiEENZE.
Authoriz _ _| o Credential: £&%EiE, AKIDEXAMPLE 2 Secretld.
ation String = o Date 2 UTC i{RgRdiEtt B, BRESEMALSE X-TC-

Timestamp &/ UTC R EIBEI—2.

e service Arrm&, BEAEHZRE, Hlankks
cvm.tencentcloudapi.com BEFEFmE=E cvm. A=mEUER

CVmo
o SignedHeaders: £5&&ITHRILEEE, content-type
host H#i&ELER,

o Signature: EEHE, HRIEFEFER T,
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O BAT

= API

HEER—HENERBR,

T2 Action BYiR

25lEERTHIER,

— Secretld 3JRzMHE

X-TC- Strin o |EEREBFRAER Token , FEESIGIIZA—EER. IGRTEHF
Token 9 T Token BEISIEEESHMEEORE, KESHEFESE Token,
BREZE V1 23t2l
FAZEEAE v (BI4EHE HmacSHA256 1 HmacSHA1) , Atts
SHBM 3] WA iR
Stri BRERIZEOSTR . ESEEOERRASHA
Action . 2 B, BlIaN=RS{BHEDELFIFIFRIEO, BES
9 Describelnstances,
it 2%, BARFHAFEIREMMENEE, EOESIitRIES
Redion Stri B FERONEPHRASHAHLSE Region BIHE, HE: REEOLS
9 ng BSRZSN, BOTAhETILISIINE, HEBEEESRET
SEH,
Timesta Inte - a0 UNIX BJialE, mlicRA&# APl iEXKAYETE . FI90
mp ger = 1529223702, MRSHpATEHEEIXK,
Nonce g:f = REHIEEEE, 5 Timestamp BA&iek, AFHLIEERILE.
Stri £ =APIZ$H EmRiBAFRBPEY Secretld,
Secretld " = —H9 SecretKey, M SecretKey £BFRERKIERER
9 Signature.
Si Stri - BRES, BREGTI/ERNEGEN, SERPIRIECIFMASE
ignature = P ”
ng rl'% S, BEtERZERTXY “E]5ENA
Version Stri - RERY API BORRAS . BUESEEONERASAHSE Version BJiR
ng = BH. BIN=BRSZEBHIERA 2017-03-12,
Sianature Stri £&A, BaikiF HmacSHA256 1 HmacSHA1, RBEisE IS
Mgtho J N & %% HmacSHA256 Bf, 7 &R HmacSHA256 SiIiEss, &
9 HEA5RI9EER HmacSHAT IFEE .
Token Stri - IGEHEBERAEY Token , BEESIGRIZA—RER, IGEIZEEAF
ng - Token EEZi5iEEIRRSEAMREORN. KBHHFEE Token .
sk

BFSIMTRFEAR, RISFEESEE~RMAEREII=R
fBugn, fEAILASERMRSSERAMY HbiEFIE= o

Python APl iBAAR
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Biflz APl S8 MER#ITEMIGE, APSFEFEARSEIE, S ENSEHERHTES
(Signature) , 8MERBHEEELAHIFRSHPIEEZERERHLMEENA ISR RIEBEK.
iR Secretld 1 SecretKey 382 AKIDz8krbsJ5*********x*mPx3EXAMPLE FlI
GUSL9XGAR*** * % xxx*EXAMPLE , FAPEBEEI MNEZRSZHEHN “FHd” BHENKS, REE—FH
&, MiEREIaEN:

—-X POST https://cvm.tencentcloudapi.com \
—H "Authorization:
Credentia
25/cvm/t
Signature
68" \
application/j

>loudapi

"X-TC-Region: ap-guangzhou" \

-d "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance—-name"}]}'

$B1: RFREFIE

AN(FEANRLEIEAFEH, FiASIE Secretld #1 SecretKey, S81MARPRSTULIHERIEHR,
» Secretld: BF#riR APl AAESM, JLAEERELIBERE.

o SecretKey: FFIGIE AP FBE&ERSH, TLAERIELLAZEE.

A ER:
AR EREERLSKIE, BRltE, SWBERUTRZE. NCHE, BUASBZELRIL.

AIfE AP| ZiAEIE WE, BPRI#ITIREN. NTFERR:
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APIFZSHEE 7 AP {EFISCHY 2

O =28RE
* 1 AP| BAR RGOS SHRFRAEONE, ERBRS AP ATMREES FOMARASIR,
C ATENMEIRSRS, BESREISNERES, BOBIEMAR (0 GitHub) HEIESTHNBHEL. RNCSRRSRBER 2
* ERIEIRA TLS (RSEMEDY) BAS AP GRSRR, R TLS1.2 REA LKA
« AEAEHEERL (KMS) HAMBE—SRPAPIEE, RARSY, FETSEKMSRIPEHRETHE 2

® @EBRR
* GAPIZHRMEBAZ APHERNERZIE. ATERAREAZAPI 2 NERES, EEENEREE 2

© BRAEREERE—RERRABAT API_v3.0 $EOMMIE., WHEREHRBMINRTER, MEREESTEERAMRES.
© ARHMEBEIRONEG, 52023F11A30HE, MAFEKS. FHKSHNEH, XAESecretkeyIINEE, RIFELIRNEE, ERIIRFSecretey.

APPID EH BUERAE IR ] RS B
...... 5 Secretl e o Blco@ 2023-08-23 16:31:47 2024-02-29 15:26 ERERA 2 EZHEHER
uvems_ 5o Secretld: N TR N RN 2023-12-19 15:05:43 2023-12-19 15:09 )=z B EZHEER

O FE:
FPEZAHERIXEG, B2023F118308#E, MABEEWKS . FKSHER, XiAEE SecretKey
AYINEE, (NHFECIEINEE, ERAIMRTF SecretKey,

FE2

1. 3REX API 3.0 V3 [R$ER

#®7%GiZ v3 (TC3-HMAC-SHA256 ) ThEE EBEZ T LARIRIERHiE v1, MEERE, SIFERRIER, 5
json t8z%, MEER—ERA, HEERZERNETEER . NTEMR:

© BA:
BELREERD, BNER APl Explorer Hfy “EZHBER” haE, EFEEZMmAH “API 3.0 & v3” ,
AILAER R Z I EHTIOE, thaEEER SDK ({18, HEFERAEN= API RREN7THERNRIZES
SDK, B£4# zw?%@ﬂhsikuh, BIBFE, Z#F Python. Java. PHP. Go.
NodeJS. .NET. C++,
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fuladn; | =HEA  ER&%M  #ERS HERE

EREERE EEEEER API30EE 3 v
. . - _ ) _ . API 3085 v3

API 3 OEZESE PN ERES BE, ERSUPOSTRERSEAN, SEASSERE. MESPETRE, BEASRE—IY  Ap 3 0=2 v
EEEVED (BHRETI, EESHRIERTNER SRR APl 20 &£

= API 3Z#F GET #1 POST &k,
o 3WF GET Bix, RX#F Content-Type: application/x—-www-form—-urlencoded HH4& -

o XF POST Aix, BHEISZ#F Content-Type: application/json LA Content-Type: multipart/form-
data FHIHUER, json BXBXSEIZEONEF, multipart BXRBFEEORS, HAHZEORGERE
H json 18XVAA, SERAWSIEONERE, #FER POST 5K, EORENERHELTER, BEGETIE
KRRAZIFI2KBLAPIRIIERE .

THEI EELAI7E EORG, PEBNMEEIMNTEIRE. RiIEFZEORER:

1. ZRSHBIACHE, ZEORER.

2. ZEORREN, F2MENERFIIRES.

3. BEOZESNsHMERSE, JINERE A BUIREEREEBNTER.

1. PHEREIBR S

CanonicalRequest =
HTTPRequestMethod + '"\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

SER ST -
;';ZZReq“eStM HTTP i&%5i% (GET. POST ) o WRBIENER PosT
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CanonicalURI URI 2%, API 3.0 BEAERHT (/) -

&2 HTTP i5K URL PHIEEZFRH, XWF POST K, BEAZFHFER"", 3
F GET i5k, W URL #ias (?) EENFFHERS, Hl0:
Limit=10&0Offset=0, i&: CanonicalQueryString FE&% RFC3986
#1T URLEncode, % UTF8, HEEAREESITERE, BEHFEFEIE
WG, XEEX.

CanonicalQuery
String

S5ZX/LEMER, ELES host #l content-type FNLER, tBEIIIABE
YR E5EZ LIRS ESERIE—EMZSM ., PHEAN: ki key 7
value Si—¥/\S, HEIEHETH, KB key:value\n 183UHE; 21 LE6,
BIESLER key (/MNB) B9 ASCIl A F#THIE, LWRETEERR

CanonicalHead . : :
content-type:application/json; charset=utf-

ers
8\nhost :cvm.tencentcloudapi.com\n

o i£S: content-type “HFILIRRZRIENS, BLRHEEESMEEREXRE
EEBEMFM charset {8, MREFJHNRERF—H, RS[ROEZRKE
ESL g

S5 ZMLEMER, RBLLRBEREMLELNS5TES, M
CanonicalHeaders &&RILERBR—XIMAY. content-type #1 host /3
WiESLER . HHEHIN: L3R key Si—HRIS; B9 key (/5 %88 ASCII
ARiTHE, HEUSS (;) 98, WaRFlH content-type;host

SignedHeaders

BERIEX ( Requestpayload, BP body, L=l
{"Limit": 1, "Filters": [{"Values": ["\u672a\ub47d\u540d"],

"Name": "instance—-name"}]}

) BNEHEE, HEMHBER
HashedRequest Lowercase(HexEncode(Hash.SHA256(RequestPayload))), Bpxd
Payload HTTP iEKIEX(# SHA256 I8/, AR+ idHRmE, RERIBREERNSF
8, 3F GET i&X, RequestPayload BEIEAEZFFH, IRFITEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934F

064

o

R RN, REIPEEIREIRRBIUT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

content—-type;
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35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064

2. RGBTSR
RIS E R aE:

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREMm fERE
Algorithm BR/Ei%, BAIEEHN TC3-HMAC-SHA256 ,

RequestTimest ERATIEEE, ENERLEPHIAHESE X-TC-Timestamp BYE, HVZFiAdE
amp UNIX B3ielgk, ¥EtmERy, LRFIBES 1551113065 o

EIEEE, 88U A Date/serviceltc3_request, BEHE]. FriaKAIIRSFILLL
CredentialScop F#H (tc3_request) . Date 73 UTC fRERERNEH, NEBENAHSE
e X-TC-Timestamp #E&##Y UTC iRERTEAR—; service hFma, ¥m5

AR RIEE . RFiTEERR 2019-02-25/cvm/tc3_request.

AR SBHHEFREIIEIERBMNISHEE, TEHAKEA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtRFlit
HashedCanonic BERR

a"?equest 5ffe6a04c0664d6b969fab9al3bdab201d63ee709638e2749d62a09cal8d7
031
o

A FR:

o Date ®/RMAETEE X-TC-Timestamp i1HEE, BRIXA UTC+0, MEIMARZAEFIMAITXE
B, fINFE/N\X, $SHaXNgE AR, E2ERNERLERM . Rizifiazh
1551113065, £%&/\XA9AFiEIZE 2019-02-26 00:44:25, {B2i+EHEZI8% Date B UTC+0 #9H
HAR A 2019-02-25, fifF= 2019-02-26,

o Timestamp ¥ARSRIRSGATE, BRRERFFEIIRENEDRERIN, MERBEEIHSHMNL
EXY, MBREEAFMITENERL, TESNET—REHEE, BREEXY, REIEZSHE
i®o

RIBIAERN, FREIPEEINFERFFHRINT:
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TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9%al3bdab201d63ee709638e2749d62a09cal8d7031

3. itEER (hRWE)

SecretKey = "GUSLIXGARN* ****x**x***QYCNIE MPLE"
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)
SecretService HMAC_SHA256 (SecretDate, Service)

SecretSigning HMAC_SHA256 (SecretService, "tc3_reques

FEREW R

SecretKey [FU4H9 SecretKey, Bl GuSt 9xGARN* **#x*#*x**QYCN3EXAMPLE o

Date BP Credential H#Y Date FERIERE . ILRBIEEN 2019-02-25 ,

Service BP Credential H#Y Service FEIER . IRHIBYES cvm o
ERERUNT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

“bﬁ{y“ﬁ-ﬁ%%g T2e494@a8x*k* kkkkkxkkkkkkk kX kX kkkkkk*x**x*c5396525168 o

4. SFANRAER

BRI T8 HHE Authorization:

Authorization =

Algorithm + " ' +

/

'Credential=" + SecretlId + '/' + CredentialScope + ', ' +

'SignedHe ~s=' + SignedHeaders + ', ' +

]

'Signature=' + Signature

FERAMR PRRE
Algorithm #FERBE, BIEH TC3-HMAC-SHA256 ,
Secretld ZEAXHAY Secretld, B) AKIDz8krbsJ5yK*********x*mPx3EXAMPLE o
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CredentialSc 5 v eirem, WRAHEERE 2019-02-25/cvn/te3 request o

ope
SighedHead R _
erg MEY, B5EGHLIEE, LRHBEN content—type; host o
BEE, KROtEERS
. 72e494ea809ad7a8c8f7ad4bQ*****xx**kx*x**xx*x*xf516e8da2f66e2c5a9652516
Signature

8

RIBIALERN, FEIPSEIRES:

TC3-HMAC-SHA256 Credential=AKIDz8krbsJSyK******xx**+mPx3EXAMPLE/2019-02~

25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature=72e494ea809ad7a8c8f7a450 *xxxxkkkxxxkk*xfH]6e8dazf66e2c5a965251
68

RESENERERUNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256
Credential=AKIDz8krbsJbyK******x*++q Px3EXAMPLE/2019-02~
25/cvm/tc3_request, SignedHeaders=content-type;host,
Signature=72e494ea809%ad7a8c8Lf7a450***xxxx*xkkxxx**f5]6e8da2f66e2c5a965251
68

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 155111306

X-TC-Region: ap—-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

"instance-name"}]}

5. API 3.0 #& V3 =6l

import hashlib, hmac, json, os, sys, time

from datetime import datetime
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secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm

"
host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-sm—%d")

params = {"Limit": 1, "Filters": [{"Name": "instance—-name", "Values":

[U"REBR"1}]}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%$s\nhost:%$s\n" $ (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-—

8")) .hexdigest ()

canonical_request = (http_request_method + "\n" +
canonical uri + "\n" +
canonical_guerystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-

8")) .hexdigest ()
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string_to_sign (algorithm + "\n" +
str (timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

(key, msqg) :
return hmac.new (key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign (secret_date, service)
secret_signing = sign (secret_service, "tc3_request")
signature = hmac.new (secret_signing, string_to_sign.encode ("utf-8"),
hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ",

"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint

"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + host + '"!

"X-TC—Action: ' + action + '"'

T

"X-TC-Timestamp: ' + str (timestamp) +
Tmwa

"X-TC—Version: ' + wversion +

"X-TC-Region: ' + region + '"'

+ + o+ + o+ + o+ o+

™ + payload + "'")

2. 3B API 3.0 V1 [R#E#=

#&BHiE vl (HmacSHA1. HmacSHA256 ) S ZH, (BRIMEENZLEHMFMERSE v3, BEFERES
B v3,

BLRIERD, BBIER API Explorer Ry “ERHRER" IhaE, EFXEZRRAR “API 3.0 £F v1” , TILAER
BRIEHTIRE, FREETHIREESHEI A, BEEER SDK K18, EEERBN= API BRER 7
MHELNRIEES SDK, BEHRTESMBEKIE, BEHE, 5 Python. Java. PHP. Go.
NodedS. .NET. C++,
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

(%) - iiit= =

M =iRSBREEFEHIFIR(Describelnstances)iEkBfl, HAFERX—EON, HiERSHATENT:

SHBM F3Z sHIE
Action BiE& Describelnstances
AKIID % GRIEIOSJD ¥ % o or 15 25 28 35 3 iy
Secretld ZHID
LPx3EXAMPLE
Timestamp HaiAdiaEk 1465185768
Nonce BEHNIEEEEY 11886
Region SEFIRRTE X i ap—guangzhou

Instancelds.0

FEIERYSEHI ID

ins—09dx96dg

Offset RizE 0

Limit RASIFREL 20

Version EORFS 2017-03-12
1. WSHHF

BAMAEIERSHBIESHBNFHR (ASCII13) AFRHF.

A EE:
o QigsHBifTHIE, SHERSINEITE, £25LEK0,
o & ASCII BBEEX/N, 80 Instancelds.2 BHEE Instancelds. 12 [GHE, AREFEER, BEFA2RE
H. BPALMSERIZES PAIECHEFREEREIIX—INEE, N PHP 8 ksort ERE

LR RHISERIAIFERINT:

'"Action' : 'Describelns
'InstancelIds.O

'"Limit"' : 20

*% % %% *mI Px3EXAMPLE ',

'Timestamp'

'Version': '2017-03-12",
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ERERRHESHREN, T LERAIFRSEETHR, SRINER—EEIE,
2. HHENEIERESA

WEBERIBRFFSR . SIEE—SHIFIFRERSEER L “SHIM=sHE" X, 3% Action 2L,
HSHE#RA "Action" , 28&H "Describelnstances" , B EHA
Action=Describelnstances,

O EE:
“SYE" PEBETIE url FBREES

AEBEACENSISHA"& " HEE—E, REERNERFZSFHA:

Action=DescribelInstances&Instancelds.O=ins-—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhoué&Secret Id=AKIDz8krbsJ5* * * ¥ x x4+ 4+ **[ Px3EXAMPLE&Timestamp=14651857

68&Version=2017-03-12

3. HERFERFHH

L REMEBENFHHR, EREXFHFRHUTASEIGNR:
1. iEKRG%: 32 POST #1 GET Bz, XE{EA GET 5K, FERZFAEXE,

2. i5REH:BEHELHIFIR(Describelnstances)i¥iEki%EZ/3: cvm.tencentcloudapi.com. SEFRAYERIE
SIREZOMEEROFTERAR, FRSEOWRAE,

3. IEKREE: HARAZAPIRIEREBEEERN / -
4. BRFFH: B E—LERINERFEF SR

BEREHRIHEANA: BRAEE + BFREN HEREE + 2 + BREFSE o
IR EER A

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

guangzhou&Secret Id=AKIDz8krbsJb*** *x***xx ] Px3EXAMPLE& Timestamp=14651857

68&Version=2017-03-12

4. itHEE (hIEE)

S BEREEZ R, B5EA HMAC-SHA1 HiiX E—S iR SHERRNFHRHTES, ARBEMNES
(A Base64 #1743, BIAJIRISRENERH
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secret_key = "GULLIXGAR********QYCN3EXAMPLE"

"GETcvm.tencentcloudapi.com/?

guangzhou&Secret Id=AKIDz8krbsJSyK*********xxm[ Px3EXAMPLE&Timestamp=146518

hmac_str = hmac.new (secret_key.encode ("utf8"),

s.encode ("utf8") ,hashlib.shal) .digest ()

Signature = baseb64.b64encode (hmac_str)

5. REVAAERHREER

data["Signature"] = base64.bb64encode (hmac_str)

print (data["Signature"])

resp = requests.get ("https://" + endpoint, params=data)

print (resp.url)

FEREM R

endpoint PRSEHblk, fI40: cvm.tencentcloudapi.com

dat API 3.0 #& V1 Fr#ERFIEOSY, IR XBEFESTENES AREXIRNMA
at data .

o EE:

BT REIPHZEAREEN, HEREFERRAZHIE, ELMREL url ZEXNEHFPITHHER curl
FnSRAANSIEREENER: EBTH, ATEE—ALIERREM url , BEEMREIPE
Secretld 1 SecretKey AESEMEH, HERRFIFTSDHIEN Timestamp o

ATEFENBEREZRTE, TEI PythoniEShHA, B LANERIERMAIN, ERES . RANZEOM
SHREERLL LirE IR, ABRABEEREE, #FEEERN, LHFEFRBEREERA SDK .

6. S ERHD

ERRIERBHTERERENEREYH, SENHHT URL &5,
ME—SERHERRN ElixsrrrxxrxxrxxsrxicGel= , RIZGFHNEZRIBRSH (Signature) B:
EliP**kkkkkkkkkhkkkkxkkkkkk*oTS3D , E*gm?im%gﬂgiﬁ* URL.

O HERE:
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O BHS

o MNEARIEKRAZR GET, S&EiBXKAiEH POST EAY Content-Type 7 application/x-
www-form-urlencoded, MEXEKRIIFABIERSHRIEIFTEM URL w3, SHEN=-FSFT
ZERIS. IE ASCIl F/FE URL RIBEIFESELL UTF-8 #1548

o BUREESHNEESBMARE2EIH#T urlencode, EXMIBERT, MABRENEZRHT
URL 87, BWFEX URL HRIEESSBEZENY.

o Hit2HELEEHTRE, REBFA RFC 3986, A %XY HFHkFHEMNRFHITES LR
B, He “X” 1 “Y” AHN#EEF (0-9 MMIAS=8 A-F) , ERNBEEIRIEIR

7. API 3.0 & V1RHl

A EE:
MNE2E Python 2KRIERIETT, BEARE requests REne - pip install requests o

base64
hashlib
hmac
time

(OFS)

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params) :
= method + endpoint + "/2"
query_str = "&".join ("%$s=%s" $ (k, params[k]) for k in
sorted (params) )

return s + query_str

(key, s, method) :
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"),
method) .digest ()

return base64.b6dencode (hmac_str)

== ' main_':
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http://tools.ietf.org/html/rfc3986

(%) - iiit= =

endpoint = "cvm.tencentcloudapi.com

data

'ap—guangzhou',
'SecretId' : secret_id,
'Tin amp' @ 14651¢

'2017-03

s = get_string_to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])

APl 2.0 &

HESMEABHP, BERLEERLN AP 3.0 8, WFHGEM, BEEE APl Explorer RISREBREMR>%
¥ API 2.0 EBRRAFHITIRIE

ERKM
FHEM T A SEMAEIRE, HIRETIHSRLE,

HHIRE HixfHiR

Hr

AuthFailure.Signatur

eExpire EREH, Timestamp SESSH[EWEERPIFEEERSEIRD .

AuthFailure.Secretld FIAEE. BRI EERHREHER, B8 VENTERHESTF
NotFound o

AuthFailure.Signatur BEEIR. TREESTEER, IEFESSIMREHASFEES, B8
eFailure AIgE R A SecretKey {HIRSHEY.

AuthFailure.TokenF

: [GRFIER Token §EiRo
ailure

AuthFailure.InvalidS

Z$AIEx (A2 = AP| A28 )
ecretid
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https://console.cloud.tencent.com/api/explorer

(0% - iit= =

BEISR
IEfRIBEISESR

A= RS EAIEOBFELHIAETIER (DescribelnstancesStatus) 2017-03-12 krAJaf65l, &EBEID, EHol
BERYIREINT /9

"b5b41468-520d-4192-b42£f-595cc34b6clc”

o Response REMEPRY Requestid EREERFE, TiCBERMINSE, RE API4ET, NZESIRE
o RequestId FAF— APl ERIIE—IFR, MR API HIRE, "ILABXREFA], FiRHiZz ID KR,

o BTYEENFERIN, BERUIEFEOENNFE, FRENEOMREINFERSRIEOXEPHEN . LtEIdaY
TotalCount #Fl InstanceStatusset 1473 DescribelnstancesStatus EOENMNZFER, BT AR
KRB EINEEE=IRSZEEEM), ELt Totalcount fELLIERTABRENEN 0, InstanceStatusSet
FIRPE,

HIREELSR
EEAKNY, HEEEFTR:

: "AuthFailure.SignatureFailure",

: "The provided credentials could not be validated.

Please check your signature is correct."

Hy

: "ed93f3cbhb-£35e-473f-b9£3-0d451b8b79c6"

o Error WYHIMAERBZBEKRFAREY . Error FERERHEMERI code #l Message FERERAAXMAES
Y EIRER.

o Code FREMFHIBRIEIRIE, HiEKREERTILSGIREZERBEARERIGHHNHEON NAYEIRIEBTIRE
EEHRREFIRRSGER.
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o Message BRETRXMERAZENERERE, EEWLSERRFEMNN, IWXFTRSEERSEEREHH,
AP RREHXMEEE .

o RequestId AIF—4 APlIERME—IFR, MR AP HIISH, FAUABRRN, FHREEZ ID RERDHE,
AHEIRG

IREIZEREFPINEFE Error FER, WFRTFEA API #O%XM ., Error i Code FERERTRIEIRIG, FAEISSER
AEHIAYE IR A AHEIRIE, TRIIE T AHEIRE,

5= fEiRiA
AuthFailure.InvalidSecretid Z8RAE% (2= AP AR )
AuthFailure.MFAFailure MFA {8i%,

AuthFailure.SecretldNotFoun
d

ZHRAREFE
AuthFailure.SignatureExpire FERTH,
AuthFailure.SignatureFailure EREIR.

AuthFailure.TokenFailure token &%,

AuthFailure.UnauthorizedOp

eration i5kEk CAM 151,
DryRunOperation gﬁrleun BME, AFRBERESEMINN, RESET DryRun &
FailedOperation BRIEEM

InternalError PIEBEEIR o

InvalidAction BEOFREFHE.
InvalidParameter SRR
InvalidParameterValue SHEEEIR.
LimitExceeded B ECERpR ! o
MissingParameter ROSHEEIR
NoSuchVersion EORERFE,
RequestLimitExceeded IERAREGEE T SRR o
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ResourcelnUse TR G

Resourcelnsufficient BREAE

ResourceNotFound BRAEFE

ResourceUnavailable BRAAIA,

UnauthorizedOperation RIFRURIE

UnknownParameter FRISEEEIR

UnsupportedOperation BIERSZR .

UnsupportedProtocol HTTPS i5RGiZtER, R32#F GET #1 POST &K,
UnsupportedRegion FOARSZIFFriE b
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PostmanBzlit&EE 5 =1
RITEHATE: 2024-12-29 16:04:51

TENE—ME Postman EBABhERE RN E . @EiSIFEE%E Postman FifiEOR AR E it
B5iEKkEX, TEFNERAIEITEEZHIES Authorization,
THEHI=IRSEE (CVM ) BY Describelnstances E£0461, FiRIBEEEE,

SB1: FIERIENS

1. iIERBNEFE posT , EMIH=MANEROERE®, BRTEZRORBXERES.

P cvm Describelnstances [ Save v Va
HITp

POST v https://cvm.tencentcloudapi.com

2. B Pre-request Script, iRINEIA . tNTFEFR:

i3 cvm Describelnstances @ Save v Va
POST v https://cvm.tencentcloudapi.com Send v
Params  Authorization ~ Headers (16) Body @ | Pre-request Scripte® | Tests  Settings Cookies

1 const crypto = require("crypto-js"); Pre-request scripts are written in

2 JavaScript, and are run before the

3 function sha256(message, secret = "", encoding) { request is sent. Learn more about

4 const hmac = crypto.HmacSHA256 (message, secret); pre-request scripts

5 /] return hmac.toString(crypto.enc.Hex);

6 return hmac; — Snippets

7% Get an environment variable

8

9 function getHash(message, encoding = "hex") { Get a global variable

10 const hash = crypto.SHA256(message); )

. Get a variable

11 // return hash.toString(crypto.enc.Hex);

12 return hash; Geta collection variable

13 1

L4 Set an environment variable

15 function getDate(timestamp) { Set a global variable

L6 const date = new Date(timestamp % 1000);

L7 const year = date.getUTCFullYeax(); Set a collection variable

18 const month = ("0" + (date.getUTCMonth() + 1)).slice(-2); ] )

19 const day = ("0" + date.getUTCDate()).slice(-2); Clear an environment variable

PO return ‘$iyeart-$imontht-$idayi’; Clear a global variable

01}

bo Clear a collection variable

: . .

:? functlo? n:}lf)ﬁi L Send a request

HAREINT:
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("crypto—-js");

function (message, secret = "", encoding) {

const hmac = crypto. (message, secret);

return hmac;

function (message, encoding = "hex") {

const hash = crypto. (message) ;

return hash;

function (timestamp) {
const date new Date (timestamp * 1000) ;
const year = date.
const month = ("0" + (date.

const day = ("O0" + date.

return "~ S${year}-${month}-S${day} ;

function

endpoint = "cvm.tencentcloudapi.com";

n n

service = "cvm";
region = "ap-guangzhou";
action = "DescribelInstances";
version = "2017-03-12";

const timestamp = Math. (Date.

const date = (timestamp) ;
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const payload =

"{\"Filters\": [{\"Name\":\"instance-charge-type\", \"Values\":

[\"PREPAID\"]}1}";

hashedRequestPayload =
httpRequestMethod = "POST";
canonicalUri = "/";
canonicalQueryString = "";
canonicalHeaders =

"content-type:application/json; charset=utf-8\n"

"host:" +

endpoint +

"\n" +

"x—tc—action:" +

action. () +

"\n";

const signedHeaders = "content-type;host;x-tc-action";

const canonicalRequest =
httpRequestMethod +
"\nll +
canonicalUri +
H\n" +
canonicalQueryString +
"\nn s
canonicalHeaders +
"\nll +
signedHeaders +
"\n" +
hashedRequestPayload;
console. canonicalRequest") ;

console. (canonicalRequest) ;
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console. canonicalRequest") ;

const algorithm = "TC3-HMAC-SHA256";
const hashedCanonicalRequest = (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" +
"tc3_request";

const stringToSign =

algorithm +

"\n" +

timestamp +

"\n" +

credentialScope +

"\n" +

hashedCanonicalRequest;
console. stringToSign") ;
console. (stringToSign) ;

console. stringToSign") ;

const kDate = (date, "TC3" + ) 2

const kService (service, kDate);

const kSigning ("tc3_request", kService);

const signature (stringToSign, kSigning, "hex");
console. signature") ;
console. (signature. (crypto.enc.Hex)) ;

console. signature") ;

const authorization =
algorithm +

" " 4L
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"Credential=" +
4

H/H b

credentialScope +

R

"SignedHeaders=" +

signedHeaders +

R

"Signature=" +

signature;
console. authorization") ;
console. (authorization) ;

console. authorization");

const Call_Information =
"curl -X POST " +
"https://" +
endpoint +
' -H "Authorization: ' +
authorization +

T +

' —-H "Content-Type: application/json; charset=utf-8"' +

' —H "Host: ' +
endpoint +

Tmwa +

' —“H "X-TC—-Action: ' +
action +

Tmwa +

' -H "X-TC-Timestamp: ' +
timestamp. () +
Tmwa +

' -H "X-TC-Version: ' +
version +

Tmwa +

' -H "X-TC-Region: ' +
region +

Tmwa +

" . d ™n +

payload +

wnrw,
’

IRIFRE: BRzITE (165 ) BRSEAS 55153 #1591




console. Call_Information");
console.

console. Call_Information");

("authorization", authorization)
("payload", payload)

("host", endpoint)

("action", action)

("version", version)

("region", region)

("timestamp", timestamp.

EEE, NEMARH=/135TERIBEITIME R TR
O EH#1: 4§ secreT_ID #l SECRRT_KEY HiRAEECHIGRER (AK. SK) . EALIE AP ZHE
12 FEREUXLRR,

D BTENAHSHERRAZIRER AP SHIE, SREEOXEPHREIXLESHIE,

endpoint = "cvm.tencentcloudapi.com";
service = "cvm";

region = "ap-guangzhou";

action = "DescribelInstances";

version = "2017-03-12";

O ##A3: 1§ payload BEAEIMIBERAS,
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https://console.cloud.tencent.com/cam/capi
https://console.cloud.tencent.com/cam/capi

O BHS

st payload

'"IN"Filters\":[{\"Name\":\"ins

lues\":

[\"PREPAID\"]1}1}';

14

tance-charge-

= AP

$W2: & Headers HhiFEsLEPER

£ Headers &85 RINLATHE(EXT :

Authorization: { {authorization}}

Content-Type:application/json; charset=utf-8

Host: {{host}}
X-TC—-Action: {{action}}

X-TC-Timestamp: { {timestamp} }

X-TC—-Version: {{version}}

X-TC-Region: {{region}}

@ TecentAPls | cvm Describelnstances

@) Save v Vs

POST v https://cvm.tencentcloudapi.com

[

Params  Authorization | Headers (16) Body e

Headers © 9 hidden

Key

Pre-request Scripte  Tests  Settings

Value

Authorization
Content-Type
Host
X-TC-Action

X-TC-Timestamp

oo

{{authorization}}
application/json; charset=utf-8
{{host}}

{{action}}

{{timestamp}}

X-TC-Version {{version}}
X-TC-Region {{region}}
Key Value

$|3: 8% Body B {{payload}}

f£ Body &84y, &8 Raw, AGIERE Json, EHANEPHAN {{payload}} o

IRIFRE: BR=ItE (It ) BRSEATF
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Description

Cookies

o Bulk Edit Presets v
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O BHS

—
HIP
—

POST

Params

cvm Describelnstances

v https://cvm.tencentcloudapi.com

Authorization

Headers (16)

Body e

Fﬂefrequest Script @

= API

@ Save v Vi

Tests  Settings Cookies

none form-data x-www»form-urlencoded 23inary GraphQL|] JSON v 3 Beautify

1

4{payloadff

4

T

BEXHRE, HIMSHERIHESEFHEE Postman NERBETEF, M5 TIERAEE,

SHA: RERER

B Send, BIAI&#Ei5EK. £ Response Y Body &89, ERILABEERIZOMIGNLESR

IRIRERE: BR=ITE (1bF) BRSEAE
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i TecentAPls | cvm Describelnstances @ Save v Vaus|
POST v https://cvm.tencentcloudapi.com ’
Params  Authorization ~ Headers (16) Body e  Pre-request Scripte  Tests  Settings Cookies
1 const crypto = require("crypto-js"); Pre-request scripts are written in
2 JavaScript, and are run before the
3 function sha256 (message, secret = "", encoding) { request is sent. Learn more about
4 const hmac = crypto.HmacSHA256(message, secret); — pre-request scripts
5 // return hmac.toString(crypto.enc.Hex);
6 return hmac: Snippets
7o Get an environment variable
8
9  function getHash(message, encoding = "hex") { Get a global variable
10 const hash = crypto.SHA256(message); )
. Get a variable
11 // return hash.toString(crypto.enc.Hex);
12 return hash; Get a collection variable
13 %
14 Set an environment variable
15 function getDate(timestamp) { Set a global variable
16 const date = new Date(timestamp % 1000);
17 const year = date.getUTCFullYear(); Set a collection variable
18 const month = ("0" + (date.getUTCMonth() + 1)).slice(-2); ' )
19 const day = ("0" + date.getUTCDate()).slice(-2); Clear an environment variable
20 return ‘${yeart-$imonthi-${dayt’; Clear a global variable
21 %
29 Clear a collection variable
i AT
Body Cookies Headers (4) Test Results @ Status: 200 0K Time: 747 ms Size: 21KB  [Z) Save as example oo
Pretty =~ Raw  Preview  Visualize JSON v b Q
= neopuIas .+ 1
3 "TotalCount": 1,
4 "InstanceSet": [
5 i
6 "Placement": §
7 "Zone": "ap-guangzhou-3",
8 "HostId": null,
9 "ProjectId": O
10 t
11 "Instancelg": "ins-jjh63f5a",
12 i

{9 Postbot [ Runner " StartProxy (3 Cookies {ij Trash

B B, Bii)E Postman ST BalitEER8ENMEE . REMNROEE, SRFJEHFPESIZON
AHSYRASHTRERA, THRBHITFIERHE,
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AP SRRl HR

mIEEFRAYE: 2025-04-1510:10:31

PTIRERSERERNWSZSIRE, Bil= APl SHNFRERPERRbEAZEL AP iEKIZEHEMASTERIRHISREE
HIIMNEEREBE RequestLimitExceeded (HIRMEAY, HRIAHEIERESBHIEOSRZEIRE . AT, TLAKBIER
SilFHiERBEIRNESR

EEEORERRE

KEPHDT=mAY AP SREIRFS R EEHR API X159 AP| #E5SHhEt . PARIRSRH6), W@l =iRS:E > API
% BEERXEANMEREIE,
ABERA (iai ) FRBFWSHEEFRERA T EOENMERGEIRE, BATSEXE EOBHERT .

SRR BIROAERE

AP| BESSFRGHANECISRERIRHIRAERE ar1 + EAME + FKS . SFRIZPUOT:
FR RAe

BRiERIEART Action. BUESEZRONEREXAHSH Action BYIREA. HIINZIRSSEZRY

API EigsLpI5IFEO, BYESN Describelnstances o

IERFTEIZ API BRSSERAVFRTEMDIE, FF=mEki&CSERrR LIRSS RO
= AP| ZISFIRIEN, SRS KigE b, a0
Endpoint="cvm.tencentcloudapi.com" , = APl IS{RIBEPIREMNE, B5b
$2 O\ Mirish TR R AT AR S5 5 o
thSZiFEEMIREN , g0
Endpoint="cvm.ap—-guangzhou.tencentcloudapi.com" , IBRIGIEERITR

= API BIIHBRSS 28 o
FKS RRBERFHEANFIKS . SEREWSERGERE, EWSHAFWKS.

ZFIRAA, $#0 Describelnstances HIEKIASHERIRSI 200/ o
SHHAPERFEKS A, &7 API MRS SEAEIERE, 8—Haa120:X5REBEEKINEIEN SRR, 2B
RIERUSEBHAFRFIHE API =8,
ESARES2URSREAFKS B, SEFBRAMFIEEAILR, WEA “API + AR + FKS” 1Qp—
INIES, BRBEERRINENEI SRR o

O ERE:
[RSARYRTEEORLAERELARS HNTETE, MARERiRATAATE,
B apT + BEAME + FIKS BIBGARSAEREZIM, APIIEKESZTEWRSIRIA. IP RINFIRITRES
{EM. APl iBREHELIPAIIRIAREE, = APl Z7E1T, [FiEREEBILIAWSES R, JIFBZIRMX
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https://cloud.tencent.com/document/product/213/15689
https://cloud.tencent.com/document/product/213/15689
https://cloud.tencent.com/document/product/867/50269

(%) - iiit= =An

‘ ROABRSRE(EEIERIBHEIRTRR, IR SE5525 E—SHAIES TR,

SRR BIRYFRIBE

BAZIZ= API BRSSRIERBDSZIINRIRG . SIEERRT:
SDK/HTTP @A,

BR=EHE.
BA=AARETIER: &S1TIH. APl Explorer. CloudShell &,

HER IR ISR R

SEORARRRFIFHEWSSERRRE, Bkl 232 T8 BRiSRSRM. RIMISESRASTR. REMFEER
EMFHERIE, HEESERESRERR.
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